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0003] . The present invention relates to th
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.[O@QEII y Third Generg{#]dﬁqﬁ?wg) ect (3GPP)
[omogens THphA¥ent mbbﬂt:éxﬁi;@dtea tpthetftd bf data §fxfcbW§wh1ch
As dat a_rates Wﬂé’éve i ncrea Pglg need, f or th
dsorsed gy wirsiass comayy %%P AHoRSa °F%6Pe° afly, the
pilusé@.l i89EntidtOEIALEE fAthe Qipheyink R trithrfiag 3GHIta betvedealtwo

stem for Mbile _ Conmuni catl ons (GS d Uni ver sa_l
ntdymes| o memAH dewpssisinasy datare °V 8%‘3‘5%

ul es have recently been introduced to act as
accel erators for sone of the nore conpute-intensive
operatlons [0006] One such operation is ciphering,

Leby t he mani pul aﬁégkcg:{omryptl on keys and the
et encryption of data Increases required
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encryption keys and the actual encryption of data increases required processing

capacity in proportion to the amount of data being manipulated. Within the
security architecture of a 3GPP system, there are two standardized algorithms: a
confidentially cipher algorithm "f8" and an integrity cipher algorithm "f9".

[0067] A means for efficiently performing ciphering calculations while data

is being moved from one memory (i.e., layer) to another is desired.



second nenory unit, the systemconprising: (a) a

ci phering engine for ciphering data while it is being

transferred between the nenory units; (b) a

dat a- nover controller including at | east one register

having a first field specifying whether or not the

transferred data should be ciphered by the ciphering

engi ne; (c) a processor electrically coupled to the

first menory unit and the second nmenory unit for

witing a control block into the first nmenory unit,
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needed to configure the data-nover  controller, and
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the cont fiola diteghover erntrdiier findisdingmbbayt diRirkgibtBr having a

I §5ROAS trol. si.gn m t he

pr ocessgrsg' ﬁg é kﬂétg%togga%&%mﬂ%mﬂgt%wgw
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s emntrdlien mdyomumhg e cbﬂa:emmﬁm&b BSE dat@inoRer controller to

CH% %ln nglne for qﬂgﬁerlng data while it iI's belng

transterr menory units; (b) a

dat 2. oV &8) £intealthdler bl&eﬂri&ﬂﬁﬂoﬂedtﬁﬁ&tm?ﬁﬁerﬁﬁgluﬁ&%d
t°t

figyst field eci fyi ng whet her. or
?%’?#@‘f‘eﬁ%fﬁrﬁ“&ﬁ? I%‘B ‘c%ﬁﬁg%%@ dt he ci pheri ng
engi ne; -(kpa second controller electrically coupled to the second memory

unit and the processer for controliing the second memory unit, wherem the
data-mover controller retrieves the conirol block from the first memory unit in
response to receiving the confrol signal from the processor, and the dats.
mover controlier determines wivich type of function isto be performed based
on the confrol parameters in the retrieved control block,

[0008b] In accordance with a second aspect of the present invention, there is provided
an integrated circuit (IC) for c;iphering’ and transferring data between a first memory unit and

-a second memory unit, the IC comprising:

(a) a ciphering engine for ciphering data while it is being transfarred
between the memory units; '

(b) a data-mover controller including at least one repister having a
first field specifying whether or not the transferred dats shonld be ciphered by
the ciphering engine;
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(c) a processor electrically coupled to the first
menory unit and the second nenory unit for witing a
control block into the first nenory unit, the .
control block including control paraneters needed to
configure the data-nmover controller, and for
outputting a control signal to the data-nover,
controller to initiate a data noving operation; (d)
a first controller electrically coupled to the first
menory ug%i and tng processor for controlling the
first menst§rrentseor aedrifdly cogReDRdhL er .
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havi ng & 11T SEPFiRes %&qu@mmhhﬁo&rpegﬁm%ed
t remidkeeonteol ﬁﬁﬁeﬁmﬂlfﬂep&r&vgg%ggo t he ci phering
engi ne; (c) a processor electri cat yl led to the
fi 0BhgTEMOI Y, unit and the _second nenory unit for
witing a colﬁﬁ?cé’rd&ﬂ?eo‘&‘l‘ih # tird asprst of] thepresveniovention ittere is provided &
t heirelese irtunsadit/defi@ kunit OV U hr GHMLL R aRRLANBL er S
negded. 1.9 %:qgnfi ure the dat a-rrrt)%\gﬁélﬁugé %@ﬁtrg%frg?? dags, etween  first
for out put PP A§EHNE BATPBI ung; tha AV TRY comerisleg: a- mover _
controller to initiate a data noving operation; (d)
a first éardipisroe sotiveforiciplidringnimtpivete §: & Hebigr thidsflred
Mep R Yerd tm&HgP"E ke. processor for -controlling the
first-mermery unft; ahd o

' - (b) a data~mover controller including at lsast one register having s

first field specifying whether or not the transferred data should be ciphered by
the cipbering engine; |

(c) a processor electrically coupled to the frst memory unit and the
second memory unit for writing a contral bleck into the first memory unit, the
control block including control patameters nesded to confignrs the data-mover

- controller, and for outpuiting & control signal to the data-mover cnntrullef to
initiate a data moﬁng operation;

{(d) a first controller electrically coupled to the first memoery unit and

the processor for controlling the first memory unit; and
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-Ib (e) a second controller electrically coupled to
the second nenory wunit and the processor for
controlling the second nenory unit, wherein the
dat a- nover controller retrieves the control bl ock
fromthe first menory unit in response to receiving
. the control signal fromthe processor, and the data-
nover controller determ nes which type of function is

to be per{sdemachritaeatralionsitbe-@tintdoobled4h BElLRES Wdmary

the retrjeved control bl ogck. [0009] The data
b G55 By e o B L1 S P e et erhgesin the
t heatd-inbSdr cORIEN rbftidveaihd cbhB oA TEIRTREY bk dry vt in
such as, for exanmple, between share nenory
ar CHRCEE th EoPiSmE) thet cyryrel PR D RO FASSRFOMEHRSY gof Smaigts-
an@néver M&r%%ﬁ@%ﬂ%@ﬂ%@% ad hased
,_.randoglac%gﬁs nennry,(%ﬁRANbu ghe system i ncl udes a

ci PRSP RPTENGRFARSRT 12 AT ﬁ“@ﬁ%@ﬁ&#ier. The
data- -1c WD 2005/117329 PCT/ US2005/ 016026 nover
con?908] | er i AdF defeprosessing systemorighersagd Sarsferstati tegvaen the

fi alrd nfchty BRGGH {He@é:ronc(yj\ﬂgﬁ "un®sulOh &0 gxa%%%- e%v%érn%d

data shoul’'d be ci phere he cr phetring P
[ o@%ﬁfﬁ L affﬁ%?f‘&%%lﬁ gadienton aceesn shemnpsd SRAM) and a

da : [ | | so specify '
ey e g o8 (PO EonblE dyhEnte HRo R S By oay (SDRAM)
ci Fhersystereingiudes seiphering angizRPamd addar Miov@tcontroller. The data-
confidentially cipher algorithm "f8" or integrity

ci pher algorithm"f9". [0011] The register nay

i ncl ude another field which specifies a nessage

aut henti cati on code (MAC)-val ue cal cul ated by the
standardi zed integrity cipher algorithmf9

cal culation. [0012] The register may include yet

another field which specifies whether data is noved
fromthe first nenory unit to the second nenory unit,

or fromthe second nenory unit to the first nenory

unit. The first and second menory units may differ

in processing speed. [0013] The register may include

yet another field which specifies the size of

-ie-



a block of data to be transferred by the data-nover
controller. The data block size may be four

WOSBHE 7Yt es, sixteen bytes or thirty-two byt ega/TIUSIDOSIOMOZiS
[0014] The register may include yet another field

miPéC l@oxftfkﬂférfil:x%ﬁldeg €at 45D 6he Qbgidranbiagks ﬂe‘[’d BBat specifies
transferred by the data-nover controller. [0015]  The

whetjiespenotihy trarsfotred data shrotld be cipbered Wi HRgciphering engine.
ifie e r
(ODAAE, 2t obf HRShIR poftfick B4 drsRkaiiforiBa WA cfig 8 pe ciphered,
t]%/\%oﬂélﬁ]miﬁ alslfb@esifya lthuﬁraypdl afodlplhimd g@_thzamsttpdm Ibérﬁjrdlgd by the
ich specifies a va emhedded in cj.pher. header .
cipheripE BREES et IHAT %éGgl%pﬁéPnHﬁ% @%@OH@%GPESQW algorithm
wheg) P phdCl IR ta M Anot her fi el d which
specifies an  encryption |ength. [0018] The register

[0yl i ncl aaae qegtstammabremclmdela@ovhﬂrdielé paick specifies,ampssage

GRS BB RISy BUASGEOAR b o

alRFithRdb kelculdtidd whi ch speC| f| es a key used by t he

CI pher | nﬁ[gl ) ne f oraggtg u é!gé‘b%l{o% 132&961 spec1ﬁes whether
dé%%gﬁﬂué%? %%:gé £i5¢ Q:Qéﬁ%&@ﬁ@to th@ ngndﬁﬁéﬁgry unit, dor from the

THE DRAW 021] Anore detail
selmidnmm wgt @fthediost memery unltrrﬁ‘ e fiestantl focomd mpmory units

w}[g descriptio gi ven by way of exanple and to
nbaé’ §EFEPTRSEESE SR8 unction with the acconpanying
[00BM Ngs Theregistor @9 22dudd get shotlerdietd @lichrpedifies the size of
data processing system for_ciphering and

athlafisoledatn g begr@mrf%ﬁfl&af hﬁéﬁﬁ% gmq‘f&r &AptrRler- ‘he data block
PSRRI, BALAK eeaTipd st b,
[ﬁ@lﬁh gur &Fhemegittaregiagt mlsxcﬁermeir qmtheedield rloch specifies the

A RS SRR ChrobRTd acly HRUS aff
[ﬁ@IS} SOuUr CEh@fep@stee dy ia6ludbiRéddinother field which specifies whether
an interrupt pulse should be generated when the transfer of data is completed.
{0016} The register may include yet another field which specifies a value
embedded in a cipher header and processed by the ciphering engine.

[0017] The register may include yet another field which specifies an
encryption length.

[0018] The register may include yet another field which specifies a value
embedded in an encrypted header and processed by the ciphering engine.
{0019} The register may include yet another field which specifies a key
used by the ciphering engine for ciphering the data as it is moved. The key may
be a 128-bit key.
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[00251 Fig. 4 shows a register defining the
dat a- nover controller starting address for

woaesfii®aei on accesses to SDRAM [0026] Fig. 5 peiraiseo0s/616026
regi ster defining the data-nover controller starting

ess for WD@W‘S“? O@mﬁgqup 27]
[ .gf 6 shows a register de P'ri:?ng t he atjglrlﬁo@gr

[06aa} r ol | &k mereddtaiied undidsteadingef thestvention maydededdaanm the

SVA ;. 10028], Fig. 7.h i St .
o GyRE (P REL BB EROPY oY 18 PR BRCBORd B WRspetood in
corPRetiaNaithMi e MR Eh Yanylif® A8 witigg wiereiows a regi ster
speci fying the node of the data-nover controller; |
19088501 ~ Filje- bisacireram ehp data PERCESHRR §YSeRLgN CIRhsring and

u‘;\ggflagggg dgg? otk BRE &?erxggﬁ% dRdd n%fﬁ&or@&cﬁ KOS adpreferred

ining a val ue enbedded 1 n the
embpéimnerted dhe pOG8a} irvegtiod;l shows a regi ster defining

arer ,and,djrection value that st (be placed in
8T encr yREenhibstian Arsblars b fkyralitbiss gPiaf Heopfprated
18 a dtamipéaadon{rd088] Fig. 12 shows a register
defining a 128-bit key used for ciphering duri nl? .
Q024 novdhignd showsgia regisier defining thgsigta-mover controller starting
a%ﬁ%ﬁé esrg%gbfﬂl\g. 13 shows a register

provi des a cal cul ated Message Authentication
[m25¢ ( MADigvékbeys i 0o sler BefnirgribeaSCRIGVEr Odhicpllerdtarting

PREFERRED ENMBODI MENT( S . The preferred
a@ﬁ?&ﬁ'%c%sg"\ﬂ/&g? aﬁ‘éeséeés)st@rf# ith reference to the
[eas Nng fRigus ehowb8 regibick deftimy feslat&picd%e BontroRé starting

el enents throughout. 0037] Preferably, the present
afdresh foroiouaseseqcesses i 8K memOYhcorporated into a

{%ﬂd@'oess Fia2BSHbw4 h G651 défibing HERIdka M/eP ot rbsEstarting
. wever, It Is

address for destination accesses to SMA memory;

[0028] Fig. 7 shows a register defining the number of blocks to be moved
between SDRAM and SMA memory;

[0029] Fig. 8 shows a register specifying the mode of the data-mover
controller;

[0030] Fig. 9 shows a register defining a count value embedded in a cipher
head; )

[0031] Fig. 10 shows a register defining a fresh value exﬁbedded in the
cipher head;

[0032] Fig. 11 shows a register defining a bearer and direction value that
must be placed in the encrypted header and the total number of bits to be
encrypted;

[0033] Fig. 12 shows a register defining a 128-bit key used for ciphering

during data movement; and



envi sioned that the just about any w rel ess
comruni cation schene could benefit fromthe present

wo' 20081iksR@n. [0038] Hereinafter, a WIRU i ncl udgscfgérobSor6026
not limted to a user equipnent, nobile station,

- fixed or nobile subscriber unit, pager, or any other
[00§4le of &igi TP shapabr gepisteypwhichi prpvidesaa falaileted Message

envi r.on F%ft@r re, a Node B includes, but is
Aythe Eﬁ%ﬁ?‘@?"f’%, ade%tation, site controller,
access point or other interfacing device in a

(0B EEDRIAT R, DR Ioe! Ok erBrEE RN BbSbrvenTs)

[00BEEIT at qtle graﬁﬁéd dihbodifenREwAPHE dE8HBEd WitlPretirenks to the

conpri sing mul titude of interconnecting
drawripg fignres wheiie Thmersle sepres¢niiie ¢lements throughout.

i cabl 0_4GO ni cati.o ' L] e,
8B < on ParfsFaSr e Sh QR AL ARk Rergth FEpoorporated
int& BRyirelesd tradsinitreesiveradit (WIRHcnakear { SoB)B. Biohever, it is
2000, tinme division synchronous CDVA, ;_TDS ),
enyrsinnedthat the st aheyt anwiEelsss FAMENBIcE mg%uléﬂwneﬁt
frBEnﬁHeiﬁi-Ssent[iH@e%onThe present invention, |ike many
ot [ [

er nodem | npl ement ati ons, has hardware nodul es

[0038k el er dayeimipften, ianWERPhindudes pudciessphdimited to a user
functions,, .. T resent inv [ -,S e
Ry SRy sriRLRon BN, ot BEBH sQR R yRic BREE or any other
tyipaf AGORS caplatild wil bperidilig ia wirdlass phonreament.aFaeid®rmore, a
this memory., [0042] By.using a si ,n%I € nenory. versus
Nede} inelres. bubicngtdimitedin pbése siahenygfite wndeollsr, aggess point
o Bkt ﬁ%}@@m@%ﬁ&liﬁ d WireREabAGrGhE. L (ASI C)
version of a~ circuit, such as for a nodemor the
[00BRE, i s Thedeatdes ohihe presentyinvendiaramiay bedeeporatedinto an

inf ST Sheu 3R ST A ohtetighe kol Ebintad d myrigpde of

inte@onneding do@ipdoents of nmenory, i.e., DRAM See, -4
WD 2005/ 7329 PCT/ US2005/ 01 ozg for exagple, U. S .
[0940En:  agheirrasendinygntionss applicable to commumygatiop sysferns using

Sff0Siagh e 15! Ve By s gt e vison
mdtiplec orqees ACEMBY), (HNdAcB80,A6img divisiop spacionoys, CDMA
(TDSCDMA), orthogonal frequency division multiplexing (OFDM) or the like.
[00641) The present invention, like many other modem implementations,
has hardware modules (accelerators) to implement data processing functions.
The present invention uses a shared memory to reduce the number of existing
memory instances. Hardware modules and a proceésor access this memory.
[0042] By using a single memory versus many small dedicated memories,
the die size of an Application-Specific Integrated Circuit (ASIC) version of a
circuit, such as for a modem or the like, is reduced. This memory typically needs
to be very fast. Fast memory (SRAM) is typically very expensive and is not as

dense, from an area point of view, as other forms of memory, i.e., DRAM. See,
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[ 00431 The present invention also has other nenory
available to the processor to store |arge anounts of

wo%dssH1738i S nenory is inplenented by an exterggghuszo0smis026
conmerci ally avail abl e DRAM or SDRAM chi p. Reorderi ng
queues and other buffers for storage of data being

mxmseﬂ §. PatepgpAprdization NoalW4 16k 2nbilebApiil 16, Sﬂ%gmltled

o t h| I ar [ 4): | nyaceQr.da

shftiate BalftheEkiaabled dnth "Hideps! 33001 18 PRESRAC Cayer

Pﬂaa@ssﬁge'hwhmmls gmmﬂomechbja pefovaice aadlfilllgrset eorth.n t he
movenent of data between the_ fast, hardware

(0943 eSSI biTBe RIgeRE IIERlPD Ao s pmemg@rnggﬂable to the
priEh ma% ouY b @atal) erﬂar,ﬂmesf AGHAHEMRLAI by an

€ processor have to use a
exsemmvauoanmwmlboamlﬁh‘ld: ORAM Qia‘ﬁlaRAMghm ﬂmsienng queues

ot B PRtter, Pl o B el g5 Bl fligptions are

exhﬁﬁiléeuﬁtﬁmﬁﬁefﬁfr tﬁﬁs:ﬁlﬁg!er( Mo%)' me{rﬂ&ﬂﬁ) Data i s often
rmved, in_blocks callgd Protocol ,Data Units. (PDUs) and
[0%44]yi ce Bapscorfance vi § preggat iInepbioRs2 dajp-mever controller

heéaebl Rb£EBRRH ak t&eha’%@agre sdcaRgaoA in ﬂmﬁmﬁﬁ'&ﬁ%ﬂ%ta between

encrypting and decrypting is also very demanding o
thelast, baodwasoxccessibla eemox(SRANM) ahdthe blowdat deriser memory

- S Qce nd t he C
CERERRT oorofaie AR i Ol A RSl the pgosssor
w%iﬂﬁﬂfaﬁre% @86 2 sofiMire lédmtshgﬂm tlwdamaltdiro@mm I‘thtxs agpaiding a
eCIp erin In a Sing ardwar e accel erator
%ﬁﬁ@%ﬁ@% eﬁfﬁﬁspgé?swfesoﬁ reagired by Millions of

Ing%cﬁbﬁgpgfgg&rﬁ(mlpsjem phers the data bl ocks during
the data noving process. This saves tine since there

[{)Déslh ar dwdaga isftenymoncad intdocks ealémitféromoldwf@zlégdts @®DWe and

B8 R [SDURD . tbesd I AP b ASRERAEE 185 g, 0P

sthﬂ@aiﬁﬂﬁ‘hb @doce[;@&"bﬂrjpﬁmﬁ deaiiptifigis also 00y defR@king on the
hardvvare ccel erato its, own t er nal nd .
PTORSEPT ol (RS Chedp dBts befigerset) rpestd, ghd ghen written
bdPRY ﬂlgﬁgp}nces of menories increases the size of

ASI C i mpl énent ations of these designs. -5
[0046] The present invention combines Direct Memory Access (DMA)

functionality with ciphering and deciphering in a single hardware accelerator,
whereby a data-mover controller not only moves data, but also ciphers or
deciphers the data blocks during the data moving process. This saves time since
there is hardware assistance and the data is already in the process of being
moved. Thus, fewer accesses are required than if separate hardware accelerators
were implemented.

[0047] In some implementations, each hardware accelerator has its own
internal and interface (buffer) memories. The proliferation of many instances of

memories increases the size of ASIC implementations of these designs.



WD 2005/ 117329 PCT/ US2005/ 016026 [0048] The numnber

of menory instances may be reduced by conbi ning nany
woebosyieszbnt erface (buffer) nenories into a si BgraIS2005/016026

shared nmenory. This nenory is accessed by all of the

(0RBH1 o1 | LRS SRS A raPors HRRERIRGY DisPaMesh b combining
maksy 0Pt eSS huiRAMnenfdids! iato & RidMa sBafid fiehforyNe This

hardware accelerators to performtheir respective
meperiats anaessefl hylatbofiledinadware aeaglerstoas &ip prepmmon memory

copfoferoo TR R8P} B Elcali BrPleniblAf SUB, B BRI SRAM.

Contysirsoftsmarp divecidche doadivarahcrelerbtors &b petfaymathdir respective
oper.ati ons, .] 0049] Hi gher,l ayer contro | ayer .2
opgfatighis, Cifdedibg here i 1hR bk EeR Oy L frtth Hemife data and

wEQETINHALRa 0 tHednBMe ko He?@ﬂt tRe ?ﬁ-&&éké‘&l taandat Bhé Qresent
be transmtted and accept data that has been

inventéon pepvidesrageeleratorsder alldayer keperations nmenori es

10§88 Pkt it oSN e a0 30 Bk AL A% shared
mbindnstl dontilunicateowithllhpat 1 and taprosidd ¢hepath ¢b be dfansmitted
anp ionialth Ehaii Cenh SRRt Larp e SouERaBdjermlepsqiigmories

arkhsitdrA et &l by (IHRC2/8XPRIBE4s¢8 )to HERIBhYa ffonP &gbﬁéz&iéﬁs that is
information  are recelved or scheduled to be

schedediq betranmmitsed orifoicellect gnd assemble pagketsnfdata for delivery
st. he encrypted and/or decrypted. [0051]

to%&%ﬁ%ﬁ%%rs that nove data and assist in ciphering

[0DBfle beeats andst be dndvedf etweti ¢hid slowerpless dense memory and

controller. This,conbination redyces.the unber of.
b Rt E BB SPHRAYC BTy G REhalR 4t Iiprragiah pRpreteived or

scRE@6I8E $6 beftFABnliNRd. CPHIBE Pa¥keth MAERSTH mdBibes %188 thust be
ci phering the data. [0052] When the data is noved

eniszyRied desryptethd 2 or 3, additional |ayers of

OBSEE 2 MRSV SRR s NS o HE g eon

ets. S represen
confldaabnto formtthesdahimaoterdedndrdllee. dBhia gaditestion reduces the

B R A YL —

e:éé)éefl%niivtg zsfrit)c%gs aRbeimpamd Qph&shy e @ta0f fset. This :
[0052] When the data is moved between layers 1 and 2 or 3, additional
layers of control must often be “wrapped” around the data packets. This is often
represented in the form of a “header” that is attached to the data packet. The
addressing scheme of the data-mover controller accounts for this by permitting
the source and/or destination addresses to include an offset. This permits the
processor to move data from one memory space to another, but offset the

destination data by, for example, 3 bytes. Once the movement has completed, the

processor can write the appropriate header information into the area that was



processor to nove data from one nenory space to
anot her, but offset the destination data by, for

&R 3 bytes. Once the novement has corrpg,(ilrﬁgs N
wofzﬁe. l|5rﬁc'f")cessor can wite the appropriate header 2005016026

information irnto the area that was -6 WO 2005/117329
res¥ptédfo2 ORiR) Ghrédcthe ofsét0 Thidvedupes PrRsiath BEeM that

- the offset. i s reduces the data shuffling that
sogghimashesscrhansfomatting Aath for hhe layes 213 prododoly er 2
10@5313 P OPRE Pletent BYeRlior X% Bt pPotestiRY 8Pt Hat c&n transfer

ata processing systemthat can transfer data .
dabzbetverena WA STREM anrba RDBORDBAMAML chn adsomayedatadven one

data fro | ocatjonin.a S Mto . .
loqagiom i S do b el it TS hrts SRR, while data is
belfy Bfdved lit €aR bREIf dof prograihR@dApased theRpddlopit thdg berforms

logic that perfornms ciphering cal culations. [0054]
cihegingicalgydaldons. bl ock di agram of an exenpl ary data

cessi S 1 j :
OB e £ S ok Sdkpafl of SR CRLINRR) Brocessing
systent 0Gnsadfer tramsferrimg datpbetviesy anrSMAG AN meamorh@05 and
d [ ccordance wth referred embodi nent  of .
ary §DRAN JIAC SHGaR Pl Bt SpfEiie o RRObERRE, e data in
acBédufse A5tHAR prefeefddembbdinverroftthe prdkeritRAVeAbn.ath SMA
the data processing system 100. _An SDRAM neno
mewary ennteqller 15 serps s a8 laﬁerfﬁﬁ%tl)@W%bt%g@éeéﬁﬁ% 105 and
Qg@g\% a Rgg oYy bGlRr it
thgr oce é%:r S%y%%ﬁ%i,%bgﬁggl %)g: nai %t al ng&clgﬁtsfﬁesasw
intaréacet ndwden aher3RBAY 130 angstlenddt@OprochssigaySRAMIC0. A

105, S mory .con | er. 115, th DRAM, 11 and .
Dr DRSS e B3 Sot L RaintgD Copfgbiapen e dafs Processing
syBted¢ 200, the SIYA BRAMO0Q5] SMARSMoRy 6@itRollEVEIS, the SDRAM 110

controller 128, a ciphering engine 130, input data
andsihe¥IRRAM memory gonigolerd2®at a registers 145, 150,

hRaut  must i pl JX) 1 .
DS T Bl R MO g e
1283 b zipheving engitier 130, exputZiaita segpstery Hod 40 putpnt datagegisters

14{&; 35?’SPPP N)%n%lgg% ﬁ@?;f%%t g[;utvﬂ’[\t.]% {ébe, a%g%rf?r%t?—in? Iirst-out
(FTFO) register 165.
(0056} The data-mover controller 128 is programmed by writing the
SDRAM 110 address register with the address of the initial word of data te be
accessed in the SDRAM 110 memory space. The SMA SRAM 105 address
register is written with the address of the initial word of data to be accessed ina
memory space in the SMA SRAM 105. A "Num_blocks_to_move" register is
written with the number of data blocks to move. The mode register determines
. the direction of data movement (i.e., "0" = from SMA SRAM 105 to SDRAM 110,
"1" = from SDRAM 110 to SMA SRAM 105). The size of each block is also
defined, e.g., the number of 32-bit words per block. The total number of 32-bit

words transferred is designated as "num_blocks_to_move*block_size". A mode

q-



accessed in the SDRAM 110 nenory space. The SMA SRAM
105 address ‘register is witten wwth the address of

woldags/ihidi al word of data to be accessed in a pOTRIRDN5/016026
space in the SMA SRAM 105. A "Num bl ocks_t o_nove"

regi ster witten with the nunber of data bl ocks
re %?rﬂv’éhmrﬁ’@ dataunovegiceniapllerat 2 ofithe data procegsing system 100
mgfca%t\ﬂléfﬁ\é?mtsh(o?ldgbne] tr%QRsAferrffl Hﬁ%h% feth I\?I; %ﬁa dfta should

paﬁh éhwiugh the ciggheiring ewging Q3Qaas the @ké:ﬁiltnmsfeleocguxs t\Hatmg the

mber. ,of 32-Dbi r ds ot of .
Bdist3r safieck the R &G, Bnfielier, 128 4 Hhliatd WBSE Roving
roﬂéﬂﬁrbl Wien data tRaeid i cdinplete, an 'ﬁnﬂéﬁﬂﬁ)t is apt’i@ally set by the

2005/ 117329 ECT/ US2005/ 016026 register within the
datamoyesveptroder 188 er 128 of the data processing

[oBYFf em 1gostei) L ls@téllg LAmokrbadsdrived sﬁ@wm a procedure

transferred difec or vvhet her the data shoul pass
uStekilhthQh datrepricpéring sugsten@()ﬁéo nwe deota fremoenteamemarsieay., the

HEr SR 05 st p SRR (8 MPaRA% ol Aiisnapgine e

ddt&QBﬁﬂighEthe rﬂl%’feﬁhgiﬂeﬂ[m & detsrrﬁmmioﬁhe thade o move a block

ot o b e B 85 2 o LB hor 20 e

whtdd @&:ﬂ?ﬁ%&qqtéﬁfévsm md 41 colB@FhId¥k ttfains all of
ata processing system 100 to nove data from one

thee paraynéters needdrk to SonfisRAMVEHO @)ata-mmotdqatrOHerrdﬂﬁ for the

. (e.g.,, the.S M 110 sin the a
ingi g amerSoRE) TNeroRgeeh it S BaRT YA b Erasffisf U opegation,
a B@tteollseridl\(Re.Qa Btax€ pulse) tcﬂﬂie&ia&h-@ﬂi@ﬁér lcﬁhﬁrhl@er% toRdMate a

105 to, the SDRAM 110. The processor 125 h wites
datacmeving opiratien; nThe data-gaavereapireder 1 ?E 1ygly a state

mQEﬂi?ll ), TO&H; me%htref mgﬁsleaﬂaageaﬁsﬁc%%% ﬂﬁl%ﬂ%dsetﬂés of states to

gure t dat a- nover controller

m“m"wmt’d‘i‘wﬂ hloicls fironTHM ASRAMSHEx 'Iilislsamqmnlsshed baproperly
Bp8%02 fTRbar FotPfle iR onmler 108 KRl o) 0lpfy corbroler

1151 Daiﬁltflﬁo:a the slva% ﬂ?}mdig 10p iesrlmmoihto theragiitar Hvaid passed to
control lLer 12 effectively. a. state . machine)
oo e O REEHL 0. SHELAYAT WthiP Lok GRlAREvn foblgHen 125,

[0%5B] €S OfOlﬁfeailﬁsaésgcm&ﬂt EdrRid PaRBmetdis rrpivebééaﬁkref:éloaa the
SVA' SRAM 105. This is acconplished by properly

information contained therein is interpreted to further direct the data-mover

controller 128 as to what type of function is to be perforined. In this example,
data is to be moved from the SMA SRAM 105 to the SDRAM 110. If appropriate,
the data-mover controller 128 causes the cipher header information contained in
the associated registers to pass through the input register 135, input MUX 155,
'FIFO 165, ciphering engine 130, MUX 160 and out to the SDRAM 110 via the
output register 150 and the SDRAM memory controller 120. The data-mover

controller 128 continues to sequence through the appropriate states to transfer



asserting requests fromthe SVA nenory 105 via the
SMA menory controller 115. Data fromthe SMA nenory

nput into the register 115 and passe t
‘Voé’g’g?’t%? ate configuration register within th éﬁuszoli‘s%moze

dat a- nover controller 128. [0058] Once the
d&tatheiadhe SMASRAM 10 il thies ppasdte erunilsaraif iteshs lidscbeen
i nf tion contained therein is interpreted to
traps ﬁg'% direct the data-nover controller 128 as to

typ t : ' -
0088} Qf&fg[ ubktad! 49 ThtesrubPi : romﬁ{@%ﬁgt@rmt@ data

exarrpe aIStO be nmbve
myer tantB8iRENIZ8] (indu:atlw phzdmheaiaéa mqmeae@&tmas rheen rcompleted.

troller 128, c or ne
Tﬁ% ﬁf’g’? TRy eF §ontrREer ié%m 5t eégo gt|°s? r S a‘(ng Eheg %Onttmq "block is
avdilablgty bdove Uff sd, aglotiier Haﬂ@ﬂpvemutrgw@rbﬁurﬁ Hih®@iated.
1 ci pheri engi ne 130 160 . and out to t
l@%ﬁe}w 1 13&»% tﬂﬁ%@%wes &PB‘EIPH?&%;H‘%F byrs) acrepsehie %@P@iﬁ}r data
tMEbR the APORIDRAM 126 and R&IGAL ¥ot® Ybdess EbhOiHeBMATRAM
continues to sequence through the b%ggmggl ate states

10% it ahopeto thespmmmﬁmmam/ bbackosige and DDR

SO 58 Rt SERPFBRE 2o it o

ah SDIASMeshgeddundasy.r upt is generated by a register
within the data- nover BP]éntrol l.er 128, .i.ndicatin

100631t he Mgt ZshAsRARSHe élfgaereghﬁt@s%05~255in
t}f@&&arﬂ}!@ércﬁﬂ%ﬂgi' hss oﬁf»‘% fhen checks to see if

anot her control is available to be noved. If
(09621 anot Hyg. wahwmwwlsmﬂpﬁdbﬁemmmmwes controller 128

stigg{a.glg atgggegg gci O%?lgnlet Wl ?Q i. dg?vt?s) t& {;}P tgﬁkf‘kﬁi li'g gorlfni%latmg
d%&g%ﬁé io(])-igle@MAaSBAM fies bﬁtdtl&CSBRAM a10r Ahetdddress is a
up.to t rogranmer to .
byteaddnesscandmust he aljgabk tapn addiess Bhet confomm to the block size
sPRHEER BePmdak” ?égqﬁef" hehe 01U vASHLEn eEH;‘i:&t re]lates to the

access Wil cross SDRAM page boundary.
bégignig eﬁmSMeﬁﬂI&ﬁw spanef | ghe a(dd:m;safegxshg may only be

i sters,.20 255 in |
w&%gqﬂ \ér_ﬁeri thet cga&gzt?mf_er congogg ijfg i§ 1 S K %@E%l%mt?cang‘ g%s are
igdrédd dgng bise shabées, bav e wed Wikl cﬁlihei'ﬁ'% to specify the offset of the
data within the word.

[0063] Fig. 4 shows a register 215 defining the data-mover controller
starting address for destination accesses (i.e., writes) to the SDRAM 110 for
initiating data transfers from the SMA SRAM 105 or from the SDRAM 110. The
address is a byte address and must be aligned to an address that conforms to the
block size specified in the "mode” register. The value written to the register
relates to the beginning of the SDRAM address space. The address register may
only be written when t.hé data-mover controller 128 is idle. The least significant
bits are ignored during the access, but are used when ciphering to specify the
offset of the data within the word.



starting address for source accesses (i.e., reads) to
the SDRAM 110 f:or initiating data transfers to the
wos R 105 or to the SDRAM 110. The addr esSdBuse0s/016026
byt e address and nust be aligned to an address that
confornms to the block size specified in the "node"
[0064)i st er Fig rﬁsshoaisweregistelt %10 defining the datt-movertontedler 128

ta.the,,beqgi.nni ng of th
st SAOrE i S hodsiiey e YRRy LB g A SRAM 105, The
valaé aritbseto theiegidtdratlatesto theibdknidf of {HRBMA address space
significant bits are _ignored during. the access,

addrgéﬁre\ﬂlféﬂr waprely byywnstenyehen thadatagneves Fowolﬂerrel% is
Eﬁmhﬁaﬂ@;lgs al[eq gi]ed@ugl Aﬁh%@i%\%s ehlft%gb 25& when
I nin

tarmer contr start
ciphtmu@to $recifyl the offiset o6 thedateseiwbin theewordar | tes) to

OBRR SRt it % avtrbtater g ché ARe Rifer BT RE 128

stRitigy addFees foraldtifbitibn Receakdsoned vh@te@ﬁtoagﬁmesm aos The
conforns to the block size specified in_the "

stpingadiressios thedate-meyercentrolier 18 is speaified for Flaq %ﬁtégnover
cog%a):llg? 1989 ATt 1Y SM)’?S#Q@Q%@d Fhe %l%@t{eﬁgﬁ %he register

€sS regl ster witten
relietes tonthe begmnhtg)tbﬂ téne SMBL ddsiresH spac@h&hlegaidress reglster may

i gni fl. ant [ e nore
only B yriSbrm thE e e o afroflet 1 Eisadte, APE ISRy pitpipeant
bitPhRe WnbRid\dififg bR dccesé? B® 23 Qized WhbtOciphering to specify the
PCT/ US2005/ 016026 [0064] Fig. 5 shows a register 210

offret Pff?hﬁjiactﬁé”#&fléhﬁ'mfl control ler 128 starting
[Ogg%r\/lei&mérhi Qﬂéxg a%%%‘iéﬁﬁzé 'deﬂn.hng AR5 dmbEr BPFlo%to be

tten to reglster ates
mbeed betweegithe SERAN lmmmmm Whehénitiated, the

aiamSsserttol o] wepsttothebmtfes BRok P gRiod by the value

m&h%ﬁe&i&&n tEdehthiockiveill @ASIsE6F tHY Hufther BE3 DBk dTds Bptcified in
d when ciphering to specify the offset of the
th(?é‘?‘é fNFlfiHJI fhe mode fegigter] 0065] Fig. 6 shows a register

[Oaﬁgl defi ?‘* g% LGy 98 o dBPNeBIst £084 6 erhlléﬂ sﬂe%ﬁiessth@rxﬁdd%gof the
address for destination accesses (i.

d:Bhim@SRAMopeB]leTH88. Mamiquisripldal 69@5&1&, <ﬂ15t ﬁ%O 825 w1th1n the
magt ge%g :2§Oo P:[}aryo ela%vrntjtgs | %onbrof Itfle tlvﬁy of Il%e data-mover
controller when in operation.

[0068] An “P field 805 is read-only and indicates to the processor 195

whether or not (i.e., logic 0 for not complete or logic 1 for completed) the data
moving operation has been completed.

[0069] A “c” field 810 may be written to indicate whether or not data should
be passed through the cipher engine, and if so which variety of ciphering to
perform. When the “c” field 810 is “00”, no ciphering is performed and data
simply passes from the source address space to the destination address space.

When the “¢” field 810 is “017, data is moved from the source address space to the

-10-



controller 128 to access the SMA SRAM 105. The val ue
witten to the register relates to the- beginning of

wd fa6s/a¥soaddr ess space. The address register ayrusib/o16026
be witten when the data-nover controller 128 is :

idle. The_ least significant, bits e jgnored durin
deﬁheafaere @ddresg gpacg wmw@pgh the ﬁ’g)%eang;f@&m«y 25 and

en; te@ahafk REnPIE d8ing el JGPP “Re P& alk8Y a@ tﬂe data

oWs a register 225 deflnlng t he nunber of bl ocks
moenent ocowrsd Wienibe fic”t fiedd 8RIVILEY, datmis ackessalosRhARIsource

acfpekissPare pndPHsa B okt The ERbEIR KRme e B fpetar

cipladrudgorithnb Hut the datd Rmotsturbd biThe lélpheHngcm@meSMB)ﬁses the
[ ' the "

- the nunber Qf 32-bit vvor‘@i spemffi d |
keyiapdpsgeciated capiyel registex ueS[t@GB @Séﬁ%&gt%ﬁntwatm
@d&l{l@ BatliE ha%i%%&é(ﬂhﬁfé {ORBE 'pfr6<%§errl®5rUiQ ¢hé Pega&%r 255.

ta- nover contro 128. Various fields 805, 81
(0870, 820AngPHieldBilhimaytheprograaemed i genmrattam m&qrrbpt when

witten roI thid tV..0 a-
oA BT R ol Re B e ey Rl ¥Eb 3 [P Rlimggerot
is igBné1Rded. OWh)éna:hd “i”l’ﬁﬂ.ld: awss s, Mﬁnﬁirﬁﬁﬁsr.%@en&ﬁ&ed when the .
whet her or not e., Iﬁl C O for not conplete or
daty gaqvement opersbondhaspemmietedat a  novi ng operation has

[0BefN COMRl @b ediq BOY @tintitiesoneldrahsreSthaniBRits 16 bwrdsba%@ the
to i ndi cate whether or not data should be passed

sotutweo agd d@@n@tpheadwg meamndnﬂfsm@ﬂﬁhu thie duxectaany obfdata
5BBSte, o S ol B0t B0 e o rom e
S%ASSRAM n05th e SDRA:M BI)r eWhesi the €dt ﬁeldpmo is "10", data is

est | nat ess. sp [ 0.is
o SHAY LD ERBREMA SLEAMAl8 . Bnesetab beidgo s

"ogh %ata SR L AR /oﬁéfo%%&oﬁg M%@Péé&k@&?@snm 10.° The "d"

estination address space but is passed through t
fied (H28r 1sngseértg| d@emnsleawhlchememm addeasd/neintges ty pavske via
acu3| 2‘%\9 3GPP "f8" cipher algorithmas the data
YoV ccurs. Wien the "c" field 810 is "10", data
[0D%2]ac ces actsT fielth82b detepiitines thediberf sacpaesshlocikihas io be

mE)\I?erdo U’Fl!: }'bl’;ﬁ.‘ ﬁgi !I312e5r llngjgf bee ggil; ir,]oea %a %eg ic’)tlernb oE:lli1 gcc%sgs?t!,:})xat %ndlcates
one word ("00" = four bytes), two words ("01" = eight bytes), four words (10" =
sixteen bytes), or eight words ("11" = thirty-two bytes). The number of words to
be moved and/or ciphered is predetermined by programming the "bs" field 825
and the number of blocks to move. The total data movement is calculated based
on the product of the value represented by the "bs" field 825 and the number of
blocks specified in register 225.

f0073] Fig. 9 shows a register 235 defining the count value embedded in the
cipber head.

[0074] Fig. 10 shows a register 240 defining a “fresh” value embedded in

the cipher head.

-11-



ci pher algorithm but the data is not stored. The
ci phering engine 145 uses the key and associ ated

wooi?ifﬁ/hG/!B:wr egi ster values to calculate a Nbssa%Tmszooammozﬁ
Aut hentication Code value that is nmade avail abl e

the processor 195 via the register 255. [0070] Am
[0075] fi elFilg.8illcshvss deegister Edindefining ayeeraentnd d[rectlon value

t%t@ﬁlrls{tﬁ%tplpceﬁq n téhe rmv ngﬂebc?er EHJ? tf%r?t ?&}1 efr oq'q)zts to be

erfi@Pfted! Rbgiddba23H)240] and 225 dox&hin tréluei ‘that &l@: wntten by the
|nterrli§ﬁ IS generated when th dat a .novemen

progessar il0n that are dehiaed by t[h@o‘iﬁlj'P@ta%ﬁarfiﬁ épéemluded in the
ci H&nﬂéffdeﬁs\)@g&;@t Plat : o% éﬁgngﬂ{deﬁ%tﬁ’e Hgtal'ﬁgvgetﬂéltt, *fese values

ource and ress spaces and speci
artehimsdited dtyi the dﬁtaetatmer mvmibntm theappxepnpdte logdtoms. The

t he 0is s noyed fr

W%Mnﬁ%%%ifﬁw oot TR0 kA wopnss tBRighthe sipher
ne.10"Thed alagnbep oMY&ﬁsfﬁﬂdnﬂnben&a%éM dﬂ@vofr@s tgee BMek is
M 105. When the "d" field 820 is data is

mélet@m%bb APTPSERMER apnd n&%ﬁétaﬁ@“%f?%lﬂs lemgtispRrAM
[O%Jrﬁ]b The éfa? 12f ik 820ciRet' 988 ARl S @z@emweshused for

eSs pointers to invoke via acces
clphepung tlarmg(d@winoﬁembnt Thiedlest v Rie islused as dwsnlnehhnsthz 8GPP

SAngReY dosoTayPHIC SR d3th vﬁ?% Sty ot Haad® cipber
rghﬁ&hﬂngdi cat es one word four byt es) t wo
wor ds = ei ght bytes) four wor ds S| xt een

lOzSWlas) J?lgel@%mmrragm%ef whl?hmowleﬁma y&aé%qMAﬁ]%a ue.

or e%et RUCL, \g@gﬁéﬁ g’}eggb%a E@/s ﬁb?@g rvg 2%1(1 %’ﬁ Jralues

ofithe daﬂ:mﬂeeamfprﬁemtbkdstdm ’Hhmslgnﬁtaretlemlborm as thre\W A€ {or use
b cal cul ated based on the product of the val ue
g‘b ed by the "bs" field 825 and the number of
[0078Fks SR BéefiptiondfGhs trefistord difclféd herbig. is exeh@ilsry in
a register, 235 defining the_ count vgw;%gea‘oedded in
natyre, oThareby (ther arbidrary fefipitipps e dasedon a

ﬂggggmg f@coﬁfrmidyed H@rﬁﬁ‘fﬁ’ estigdnd mn&iaﬁaﬁt,pher

[0079] While the present invention has been described in terms of the
preferred embodiment, other variations which are within the scope of the
invention as outlined in the claims below will be apparent to those skilled in the

art.
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WD 2005/ 117329 PCT/ US2005/ 016026 [0075] Fig. 11
shows a register 245 defining a bearer and direction
value that nust be placed in the encrypted header
and t he tot al nunmber of bits to be encrypted.
isters 235, 24]? ...and 245 contain values that are
F‘\iﬁ/r t‘t'b‘h”'ﬁi@/'“?"t hd. b Gdassdril Tos wRA B e def | nedém
- 3GPP standards to UREP&CBENESINT CLAARS ci pher h .
W‘gﬁm erl ﬁqsl s included in the data novenent,
h&s&* Faltes” “re insert ed by the data-nover
controller in the appr oprl ate | ocations. The
encrypti th fi fd ow nan
to pass thir ou% l;pﬁoceg 1%%5%%@51 Jivg mgﬂe% né/ %’n&fﬁx’rﬁ{gedata
bl betkeennd firkie nndrer wot auolr dssq@end bheokryi gnit, the system
predet er.m ned by a programer and nust account for
t hPEPRRYEh. [0076] Fig. 12 shows a register 250
def| ni ng @) 4 2hbiihg k@ndibedphaing ditpwhile 1t ds kbing tagpsferred
MoV eyre nt. The key value is used as described in
@@% STESMIRY 515 encrypt / decrypt data when
pe rf orm n)bldatd-toaarcoholiémineindirg] of dezist bmsreg]st hdying a

.a st er whi Vi .
ca%&‘?ﬁ%‘i %% er o Oéégﬁtrﬂ?%ﬁg%{ ‘g"ﬁft %? ciphered by
cr&ﬁé@i@hﬁﬁgg’@ﬁwe usi ng the key value and the
val ues t he dat a r Lo,it. This.

UPunat ur o9 & BraSR aRb AT BORRA b §Pe it oY it and the
SY Sked thRAS lunFifer WEGAE b pénins) bidckih® thefiss ef®ry unit, the

o HEROal oty pE T PR ters Paedb Hienri i s e

a  GeetRlaabh@for @ﬁt;ﬁﬁﬁig S borfti-d iisal @ the Bhnribidi eofeilRr to

funct ional] 0079 ile the present invention has
bee‘ﬁ%?éf%&fﬂlaﬁ%’am t"é’i]ﬂﬁg&fif the preferred enbodi nent,

ot her var i(@td fasconkidibr de@rivkitshiotplches 156 8pE rfndrfienit and

|nv ntion as outljn the clainms beloww |l be
PR R e S R U

PCT/ USO05/ k60 GecbRd k3&i08ier electrically coupled io the second memeory

unit and the processor for controlling the second memory unit, wherein the

data-mover controller retrisves the control block from the first memory unit in
response to receiving the control signal from the processor, and the data-
mover controller determines which type of function is to be performed based

on the control parameters in the retrieved control block,

2. The system of clabm 1 wherein if the first field specifies that the
transferred data should be ciphered, the first field also specifies the type of
ciphering that is to be performed by the ciphering engine.

3. The system of claim 2 wherein the system is a third generation

partnership project (3GPP) system and the type of ciphering that is to be
-13-
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REPLACEMENT CLAIMS IPEA/US Wiat is claimed is: 1. A

data processing systemfor ciphering and transferring

data between a first menory unit and a second nenory

unit, the system conprising (a) a ciphering engin

for ciphering data while it is being transferred\PENUS
o ey weltnts Che: reliBeyEuhi 1 s;TF () v rHftia- mover control ler

| { lx

IR T i e e A

bealgpm by the ciphering engine; (c) a processor

electrically coupled to the first nenory unit and the

second nmenory unit for witing a control block into

the first4 gyptamm pf claiphe whernie thy siistase fs 4 Adtd ghinarption

conl 4Rk LQur data- mver,
coRpeae R AIRE [ eiel e O L& AR e e
t heemkrmedrby efheceiphendng engivs isi pi standerdived aindegriy i sigher
opgy, -gﬂﬂ;fg(d) a first controller electrically

coug?{é1 to the first menory unit and the processor
for controlling the first nenory unit; and (e) a
second coat el . f.o-.the seco
rorory o Toa gt Bl £Phortn Rl LIS £ YR a1
s e wiuich specifiey2 ebtage whidreaficatidmaodd MAChwhes caleulated by the
co ' bl ock fromthe first
m%#%%%?éﬁk%%g%gégggﬁg{%%éi ving the control
signal fromthe processor, and the data- nover

controlle ternine j C function.is to be
per f or ned ESb ggnéa’ d yg]g‘ar“t]mL ? %‘\éig% Etv?%ﬁ-gg%%]g nr%%l%treg Il?c%u‘feﬁea second
r etfieldewhbich sperffiesiwhabloaridat2is ridved Sipst hnfiost redradrgmathit to the
vvher(%i i']; (t)he Igiicrg,__t fie ngagg%in;ies thatt tttlgleﬁrt

tr AROPS P IOV E R TTY SBE SRR ST (B o, P8 v oy
al smitspecifies the type of ciphering that is to be
performed by the ciphering engine. 3. The system of
claim2 wherein the systemis a third generation

par t ner shi7p The systeh of 368P) whyeietheasgsteimcindge @tond field

cl pvtr‘ﬁ&'l Q}gect e%tthel sslzé & abzﬁock of data to be transferred by the data-mover

controller.

8. The system of claim 7 wherein the data block size is four bytes.
9. The system of claim 7 wherein the data block size is eight bytes.

10. The system of claim 7 wherein the data block size is sixteen
bytes. 7

11. The system of claim 7 wherein the data block size is thirty-two
bytes.

14
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-13 AMENDED SHEET PCT/ US05/16026. 10112006 | PEA/ US
perfornmed by the ciphering engine is a standardi zed
confidentially cipher algorithmf8. 4. The system of
cI aim?2 vvhere| n the systemis a third generation
nj rl]"'j (SGPP system and the type o}PEAfUS
ﬂ'“'éh ﬁ'ﬁ]e { g ”hatﬂw ' Fipe I el forET By t he ci phering
engi ne i slfé @h@iﬁﬁ@éﬂ‘t@lpﬁémmmmmbelrpmerna:lhyhemtslemnd

i nc@udes a eco%@ﬂ%@éﬂ&mﬁdﬁeﬁépem% %%’iﬁéégggé@dat&

autmhewt tedtallen code (MAC) val ue cal cul ated by the
standardi zed integrity cipher algorithmM 6. The
systemof claim1l whetein the register includes a
second fial d‘balraysﬂensg@dbj&:i dswidreiohidre it andnsorpiy @dhare

fro |t to.the second I

unit 15!}}? af(%llc)l?ﬁ CPHE secZ) mﬁgﬁnodrom ffieS ?Smf’ﬂ’g&%
menory unit. 7. The system of cl a| m 1 wherein the

regi ster incl sec d.fiel h specjfies the
si ze of a1%1 ge S?S nl Fﬂ: ﬁ e Eﬂ}l ory 18 a
datgndoeseus dyumtm}ahdom a&cesfhmmwl{@mﬁ{)cl aim?7
wherein the data block size is four bytes. 9. The
systemof claim7 wherein the data block size is

ei ght byt exs. THsysTdre ofsiaine rh whereinaihn st &icnd B@mory
dat a .psl_/'g%k Size is sixteen bytes. 11. The system of

cl a7 WP REEHRE 8BT° bl ock size is thirty-two
bytes. -14 AMENDED SHEET PCT/ US05/16026. 10112006

| PEA/ US

16. The system of claim 1 wherein the register includes a second
field which specifies whether an interrupt puise should be generated when the

transfer of data is complefed.

17. The system of claim 1 wherein the register includes a second
field which specifies a value embedded in a cipher header and processed by
ihe ciphering engme.

18. The system of claim I wherein the register includes a second

field which specifies an encryption length.

19. The system of claim 1 wherein the register includes a second
field which specifies a value embedded in an encrypted header and processed

by the ciphering engine.

20. The system of claim 1 wherein the register includes a second
field which specifies a key used by the ciphering engine for ciphering the data

as it is moved.

-15-
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12. The systemof claim1l wherein the register

i ncludes a second field which specifies the -nunber
of data blocks to be transferred by the data- nover
controller. 13. The systemof claim1l wherein the

JLrst nenpry is.a,share menory architecture (SMVA
Pl At b R S L e L e ciiyl. QERANTI G4 The sys (BRI 2

claim1 wherein the second nenory is a synchronous =~
dynamc r SDRAM) ., 15. sy.st em
of claim %ﬂ%er%{éﬁ&%ﬁ% ?I r%%‘wglﬁﬁeuég%eo eé”f‘r@ﬁ%ﬁ‘)}“%‘%’i ts
differ in processing speed. 16. The systemof claiml
wherein t negi P ncl second field i.ch
speci fi esEﬁv\'/hé‘?"tgwﬂel}‘f%tggz%e'%i ﬁ’f‘é"f‘?@@ %6 J ﬁ&&fig’ad’é&hmg data
gerpefwetench fMsementvey utitand hesechid weahary wnif, RPIEb@Eprising:

17. The system.,of. clai.m 1l wherein.the. register

i ncl udes gaﬁg‘éﬂ c?ﬁﬁ‘ngF?%F%&’Wg?f‘%%%aéWP&%gy ansferred
enretideed the neeomirp heits;header and processed by the

ci pheringpengine. 18 The_ syst of claim1l wherein,
the T egi SEAR YaRE PR Blen ot t dessh PRaT gt ey ing 2
an fenicigipspeoifying wdither dPnot Thetraysitesd @ita shadldbelciphered by
wherein the register includes a second field which
specFFPesn%g ® enbedded in an encrypted header and

pr ocessed(c) byrbdeasce lpbigicalig c @K th@Brst Frosy §LR ThO Ehe

claim1l wherein.the register, . includes a second fiel
i BRSSO BHS By e D e SR RERGPH the
f orcontrphdsdirigeitifieg datteol paSd diers SiedRMd Efbonfida« MEMDER over
SHEET, PCT/ USD5/ 1602 ..1011200? JP@/ US 21. The system
of PPFEPHTTBNGE PRI Hea RINT9. siepalwdhp datazagrer ogntrofigr to
I ntiafiaat edatd f@vink opdiatiohor ci phering and

transferri at a
(E)% 1’91‘5% controller electrically coupled to the first memory unit and

the processor for controlling the first memory unit; and
{e) a second controller electrically coupled to the second memory
unit and the processor for controlling the second memory unit, wherein the
data-mover controller refrisves the control block from the first memory unit in
- response to receiving the control signel from the processor, and the data-
mover controller determines which £ype of function is to be performed based

on the control parameters in the retrieved control block.

23. The IC of claim 22 wherein if the first field specifies that the
transferred data should be ciphered, the first field alse specifies the type of
ciphering that is to be performed by the ciphering engine,

24. The IC of claim 23 wherein the IC operates in conjunction with

a third generation partnership project (3GPP) system and the type of

ciphering that is to be performed by the ciphering engine is 2 standardized
-16-
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between a first nenory unit and a second nenory unit,
the 1C conprising: (a) a ciphering engine for
ci phering data while it is being transferred between
the nenory units; (b) a data-nover controller

including at least one register having a first fi

“+Epbe 'ﬂ'ﬁﬂﬁﬁ*“v\h@t“ﬁi# e dF ndt ilhd L ihRdPerred data shomgNUS
becwifidhofialdy biphert dlgorghphf8r i ng engi ne; (c) a processor =
electrically coupled to the first nmenory unit and the
second nmenory unit for witing a control block into

the first2hehoyiC afniaip 26 werdoiibe Bl ofpraekid wojwdticgwith

cont rs . . copfi.gure the data-npver
ol b3 BRbATRLTRASERED el Mol Saleif i i BES' o
t heipdatiag woatets te bepexddrmed Hyotheiciibierial engind dt a stapdardized
operati.on.. {d).a fir controller electrically

coﬁﬁegﬁ t%P}%%%alg(fmé{n%nbnory unit and the processor
for controlling the first nenory unit; and (e) a

morory AP THREL PrSEr SRt #E s B iohs Senas ned
s ecdtich spenifiey 2 ukstagewhiheatinatidrecodd QUACHTRAled calculated by the
controller retrieves,the contr bl ock fromthe first
e e ied By SRhRe s8R Ui ng e cont rol

signal fromthe processor, and the data- nover

per' or med b 1 LA E L BRETUR 5P EiAr SL ey 2aptond Hald
r etwiiel egedifiar whithbd asts. is 23oved Heorh €ho firgtl rabdbR2unit o the
A
al semigpecifies the type of ciphering that is to be
performed by the ciphering engine. 24. The |C of

claim 23 wherein the I1C operates in conjunction with
‘a third geseraionsgalh BL Habidin Phofeghtor (RERR: aS)sdrdfeld

bl el i

SHEEh 084, USO5/ 16026. 10112006 | PEA/ US

29. The 1C of claim 28 wherein the data bleck gize is four bytes.
30. The IC of elaim 28 wherein the dats block size is eight bytes.
31. The IC of claim 28 wherein the data block size is sixteen bytes.

32, The IC of claim 28 wherein the data block size is thirty-two
bytes.

33, TheIC of claim 22 wherein the register includes a second field

whieh specifies the number of data blocks to be transferred by the data-mover
-17-
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confidentially cipher algorithmf8. 25. The IC of

claim 23 wherein the I1C operates in conjunction wth
a third generation partnership project (3GPP) system
and the type of ciphering that is to be perfornmed by

the cipherin dardi.zed integr
= uc.hphé#‘ 'ﬁﬁ*é@r‘?’&ﬁﬂﬁ‘f“@ﬁ ek ﬁtrﬁ ﬁ“ AE6 ] ai m 25 wi E%«MUS
t hent®fest er i ncludes d second f|eId whi ch specifies
a message authentication code (MAC) val ue cal cul at ed
by the standardized integrity cipher algorithmfo.
27. The |32 dhedCaf dmi2e2vwbewimtiidiostmgingtyds 2 Ehaseassory

S fi ta is noved
r%ﬁ%ﬁﬁ%m &hgkhenﬁﬁ?uhnlt &gﬁﬁﬁgﬁéggon menory
unit, or fromthe second nenDry unit to the first
menory upit i m 22 .whe
regi ster ﬁpﬁég fg'se%%ﬁ' ?hfmﬁﬁﬁgﬁm&gg |e(§m'tc”ms
si aﬁﬂﬂﬁoaahﬂmﬁlac@ﬁsﬂatamgt(@méﬁm ansferred by the
dat a-nover controller. 29. The IC of claim 28
wherein the data block size is four bytes. 30. The
| C of cl a&gnPi Whefrekiim A2hehetatrathslfrstkasi weordsmaingtyt units
bytes. . 32. The I C of claim 28 wherein the data bl ock

FTSRPFUEEEE BRT%s. 32, The IC of claim 28
wher ei n the data bl ock size is thirty-two bytes 33.

SCEon 11 fo gl B e e o

bl agiish s ecﬁﬁest %Eétﬁtf-leiﬁ aftedrypt bﬁlsd ahanldheageneratatl when the
ANVENDED SH%ET PCT/ l.J1 16026. 10112006 | PEA/ US .
CONFRFHPT datgyls ePBIeRE. ot | aim 22 wherein the first

menory is a share nenory architecture (SMA) static

random ac C es 3 m%&f clai(m 59 %erein the register includes a second field
which specifies a value embedded in a cipher header and processed by the
ciphering engine,

39, The IC of claim 22 wherein the register includes a second field
which specifies an encryption length.

40. The IC of claim 22 wherein the register includes a second field
which specifies a value embedded in an encrypted header and processed by
the ciphering engine.

41. The IC of claim 22 wherein the register includes a second field
which specifies a key used by the ciphering engine for ciphering the data as it

is moved.

42. The 10 of claim 41 wherein the key is a 128-bit key.
~18-
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35. The I C of claim 22 wherein the second nenory is a
synchronous dynam ¢ random access nenory (SDRAM .

36. The I C of claim?22 wherein the first and second
menory units differ in processing speed. 37. The IC

of claim 22 wherein.the register includes a secopd.-
R T i’-‘“ﬁ“‘esa\/\)ﬁ“eﬁh |F=‘“eshﬁuJ-“‘P’hte”upt pul s&ggﬁiIUS
shoul d be generated when the transfer of data is

conpl eted,., 33...T I f Lm 22 . j h .
regi ster d413hc Ut e‘ggsaS tsggxgsgf’]%r? Teled Al ¢ péé% %PF%%‘:‘% and
v atreesfermireddtdbitween g Gphienerhegamit sadc spradessaty byit, the
th i gheri.n engi ne. 39. The IC of claim 22 wherein
th gr&teriicl udes a second field which specifies
an encryph) oepheigfdrginddor cliiering dofa whild itisDEngtheneicfred
thg reg£ ter includgg a second field which specifies
a VA

Y

& ¥H"an encrypted header and processed
by the cibphésatiangoengomieolietlinchlfiey hClcabt @leabgipi2? having a

wher ei he .regi s i ncludes a sec fiel whi ch

o p Sl Rehad fhhel ok R R et e bnefea by
ci ghesiphgiddwstiata as it is noved. 42. The |IC of
claim4l erein the key is a -hit_key. -18.
AVENDED ?T%F?igﬁﬁf%%‘g‘i@“féﬁ%%ﬁsﬁ‘s%ﬁwgﬁ@%he
W [584008 Sndnko G EdrfvRtithy £ catttdl bW Bch tHersihpheryiuigh, the
and tr ferring dat etween a fir nepory..unjt and
o coRt D ol RS PR o BRT e Siover
Ci Rberbilg, S0DkNeuthattiny PheEFd gicdalta thddde-rhdvet SonltRillagto
transferred between the nmenory units; (b) a

dat B HEY 8 FaEoRPTBE PRFAHATI udi ng at | east one register
havi ng a (d)a firsi controller electrically coupled to the first memory unit and

the processor for controlling the first memory unit; and

(e} a secoﬁd controller electrically coupled to the second memory
unit and the processor for controlling the second memory unit, wherein the
date-mover controller refrieves the control block from the first memory umit in
response fo receiving the control signal from the processor, and the data-
mover coniroller determines which type of function is tc be performed based

on the control parameters in the retrieved control biock.

44, The WTRU of claim 4.3 wherein if the first field specifies that
the transferred data should be ciphered, the first field also specifies the type
of ciphering that is to be performed.

45. The WIRU of claim 44 wherein the WIRU operates in
conjunction with a third generation partnership project (3GPP) system and
the fype of ciphering that is to be performed is a standardized confidentially
cipher algorithm 8.

~15.
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first field specifying whether or not the transferred
data shoul d be ci phered by the ciphering engine; (c)
a processor electrically coupled to the first menory
unit and the second menmory unit for witing a

r.ql, @pk ige figst meopry unit, the
n’ﬁrglﬁl‘l‘% nﬂﬁld‘ iy coﬁlt i -@Lil‘%met ers needed llREAfUS
conflgure the data nover controller, and for
out put tinge.a TRNWTRUSHOAMM L2 Wherdiatine MYRD operptps in
controller %3% {thlate a data noving operation;
a {PHBPCh VIR oy tEpd gererafipR seriperdimbripct GGRR systemtand

ITe B¢ Wrpkd Bf dipldithe thigs BS

f|r§ M%ﬁnor? unFt and (e ; a sggg%ﬁﬁggéf?%;#Hﬁ%ﬁﬁ?mphﬂ
elﬂ‘“"“uaﬁPy coupled to the second nenory wunit and
the processor for controlling the second nenory unit,
wherein the data-nover controller retrieves the
control bfdckbe FORY peclaim 48 wirsresr y‘hwgtstarnnclué@msmd
t 0 feRCAhi¢h Beckiia a%zéa&tgelau&lagﬁi@a é&l KA bR fcaflated by

and_ the data- nover control eterntnes type

of theFepferiised perly %Bh?@ﬁmhna@ed on t he contr ol
parameters in the retrieved control block. 44. The
WRU of claim43 wherein if the first field specifies
that the 48r Zhe MEFRE of elatm 48 wdwireln bee wigpheriednddshesecond

firghq fb [

e b e o e S Ry B o e
wheegdnd neaoRTRt, s dree ébe serond omgroory tundrboviibt irst memory
t hiy @i generation partnership project (3GPP) system

and the type of ciphering that is to be perforned is
a standardi zed confidentially ci pher algorithmf8.

-19 AMEN |
46. The a%gUQgF c|a|n14 mﬁ%?%%ﬁﬂ%%%;é%% uﬁﬁigsifaﬁPd
corfjalé whichrepasifies e stre olla §lmok vhditario pmztane{"eslad by the data-

prqhgﬁ&c&ggﬁgk systemand the type of ciphering that
is to be pertorned is a standardized integrity cipher

50. The WTRU of claim 49 wherein the datz block size is four bytes.

51. The WIRU of claim 49 wherein the data block size is eight

bytes.

52. The WTRU of claim 49 wherein the data block size is sixteen
bytes.

53. The WIRU of claim 49 wherein the data block size is thirty-two
bytes.

54.. The WTRU of claim 43 wherein the register inchudes a second
20A-
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algorithmD. 47. The WIRU of claim 46 wherein the
‘register includes a second field which specifies a
nmessage aut henticati on code (MAC) val ue cal cul ated by
the standardized integrity C|pher algorithmM 48.

s 4 VW-IR%J ﬂfﬁl ‘CI %mc"‘*’%nmﬁ 'Iﬂ o :r aI Ingl :JTT(:JI\E‘CE US
g g%&t‘#&ﬂ? SR PR, f e ,

cli@c@ 95&s & Wf%%ﬁaythe data-
UHEMVaﬂmnhmﬂ&)the second nenory unit to the first
menory unit. 49. The WIRU of claim 43 wherein the

regi ster includes a second field which specifies the
size of ashl UEKWOFRWaF alain @wﬁé@ﬁﬁﬁl@rﬂlﬁgnﬁ)ﬂx&'ﬁ% a share
dat a- nover contrg%%g 50. The WIRU of claim™“4

wh SSERGTY EREEeRLe XStahs Bandemy PSS BYATRTy SW)The
WRU of claim49 wherein the data bl ock size is eight
byt es. 52 T W%Ep of c a|n149 wherein the data

bl ock si z8 &&h of srherein hoysresnst menwrynis 2
49 sy&ﬁﬁ‘@xhdﬂtsﬁﬁﬁa:ﬂﬂtrﬁn@z@ akeesd ﬁ:l%n:!o%y {SUHAB.t WO bytes.

54. The WIRU of claim 43 wherein the reglster

i ncludes a second -20A AMENDED SHEET

PCT/ US05/ 85028 #OMH2 Q0Giairk REAIHLSeihitBS Grithin@hiecond memo
speci fies the nunber of data bl ocks to be transferred’
by TORE RfEral PRRSOSIEHedol | er. 55. The WIRU of clai m
43 wherein the first nmenory is a share nenory
archltectureTé tatlc random access nenory

(SRAM) . 58 R Prlaim 43 mh&@wﬁ@rr@gﬁtewmdgé@mcond

me m&whﬁh@pecmee e&a@a{e@gﬁ ifARPE FulsARERIA EER2 St THIRE Yhe
(S transfer of data is completed.

59. The WTRU of claim 43 wherein the regisbér includes a second
field which specifies a value embedded in a cipher header and processed by
the ciphering engine.

60. The WTRU of claim 43 wherein the regisier includes a second
field which specifies an encryption length.

61. The WTRU of claim 43 wherein the register includes a second
field which specifies a value embedded in an encrypted header and processed
by the ciphering engine.

62. The WTRU of claim 43 wherein the register includes a second
field which specifies a key used by the ciphering engine for ciphering the data

as it is moved.

-20B-
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57. The WIRU of claim43 wherein the first and second

menory wunits differ in processing speed. 58. The

WIRU of claim 43 wherein the register includes a

second field which specifies whether an interru JE ke
JEAIUS

) shoul d be.generated. .whep .t he. transfer of d
E&H jgn‘?r?@‘téﬁ%# %gg‘,rﬁgg‘é“ W@fﬁﬁ ’Q’ie‘trﬂr{h'ﬂS wherein the
regi ster iPRcita SECaT B2prharein ke KR Sietthibken
val ue enbedded in a ci pher header and processed by
‘the ciphering engine 60. The WIRU of cl aim 43 wherein
the register includes a second field which specifies
an encryption length. 61. The WIRU of claim 43
wherein the register includes a second field which
speci fies a val ue enbedded in an encrypted header and
processed by the ciphering engine. 62. The WIRU of
cl ai m 43 wherein the register includes a second
field which specifies a key used by the ciphering
engine for ciphering the data as it is noved. -20B
AVENDED SHEET PCT/ US05/16026. 10112006 | PEA/ US 63.
The WIRU of claim 62 wherein the key is a 128-bit
key. -20C AVENDED SHEET
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