- 8 SEP 2006 WD 03/069477 PCT/EP03/00164 111111 * 166166* D E S <3 RFP 2606 T

1 O N PROVI DI NG A SNAPSHOT OF A SUBSET OF A FILE SYSTEM CROSS- REFERENCE TO
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stored data at particular points in tinme). 2. Description of Related Art

Many d&RPSEHHEGFBENRE| T aR FoMBELR tARRLIEHILIONE el ect romechani cal  systens

that are prone to physical failure. Magnetic disk drives are an exanpl e of

such storage systens. Magnetic disk drives utilize a rotating magnetic

pl at t etifaePRadcatirpatizhpiee teddis usyendedsabevechurenetly gib%cg to the

bl al t eland dekhbbiby hhLicibd Iy Vid) MdneVhbbikbhlibhl Lo/09900p2" SEP 2006
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docket number POU920020011US1, U. S. Patent Application
10/077,246, attorney docket number POU920020012US1, and U. S.
Patent Application 10/077,201, attorney docket number -

POUS20020013US1l. All of these applications were filed on
February 15, 2002 and are commonly assigned to International :

Business Machines Corxporation.
BACKGROUND OF THE INVENTION
1. Field of the Invention

This invention relates to data storage systems and more
specifically to data storage systems that store snapshots
(i.e., indications of the status of stored data at particular

points in time).
2. Description of Related Art

Many data storage applications store data on electromechanical
systems that are prone to physical failure; Magnetlc dlsk
drives are an example of such storage systems. Magnetlc disk
drives utilize a rotating magnetic platter that has a

read/write head suspended above but very close to the platter.
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magnetic platter. Contam nation on the surface of the nmagnetic pl @?t
of ten causes damage to the magnetic surface and the recording, the ég%zmﬁ
rendering the data inaccessible. Qher data storage systens are subject to
physi cal wO03gbdetri cal damage and may | ose their data..POERRO3@etea St Or age
systens organi ze stored data according to a file netaphor. In. these
storage systens, related data are stored in a file, and the data storage
systemstores multiple  files. The2data storage systemthen stores
references to the nultiple files in order to access the data in those
files. A single file may be stored in contiguous locations in the data

st or agPadevitEestored ey dater Waig Ife Magmetd ci HedpsPardt en theati ons. Storage

of dat AabReliSPalat €edt OCAEIMNSIHL A AR BLOLAJEadEVEEE it en resul ts when
a large data file is to be stored on a device that already stores ,

nmany- f PPEBehAE Phatter qel it £qudss Waseoke thr bhenragnebie ituifpache free

ar ea OEndtBﬁe5£9é&ﬁ§uQ§V'€Kér43¥f%éﬁ%e%h%? ehtenas st oy gd-dos dirgpar at e
locations when additional data'is ad o an existing file. The assenbly

of st oPEBSHatAt? ntlPFadesSTEnRsharst suPigeE be pbﬁ%s@ah%s on a data

st or age1devieeai sasmis radh 29 & itheirsygtgm Data storage systenms often
. store images or snapshots of the data that is currently stored in the file

system The data contents of a snapshot are the data that is stored within

the ‘aghhyeahihessysigm s&n@%‘f’g@'ﬂ%z@ngg§993 aétéhscéaf@l&gpeco %ﬂapshot
was captured. One use. of snapshots is to store the state of the file

syst emt oh® aRBEARRCS orldy - hSAS sHOregeh SHS teRmRot Fietard kdald veeor magnet i ¢

tape skosR8€ SYSE eﬁﬂleﬁ,\marmertheua%tgf skbk8g8Ysterem NaRshal snd1silabe able to -
recreate . data _thaf was deleted, i.e., to access previous versions of files /

that haveSheen™ eI e AR rEFLeH SEEN2BDBTY SNG DR UTYEET tOCEREP03/ 00164
3 Themdht:apl?é of Ekavitthidrded % iakcaski kResgat&nihayieoas sticieat.eda

single file may be stored in contlguousilocatlons in the data
storage device, or the data may be stored in disparate
locations. Storagé of data_in disparate locations in a data
storage device often results when a large data file is to be
stored on a device that -already stores many files and the
large data file must be broken up to fit in the.free area of
the storage device. Data is also often stored in disparate
locations when additional data is added to an existing file.

" The assembly of Storea data into files and the structure of
those files on a data storage device is referred to as a file

system.

Data storage systems often store images or snapshots of the
data that is currently stored in the file system. The data
contents of a snapshot are the data that is Stored within the
active file system or a previous snapshot at the time the '
snapshot was captured. One use of snapshots is to store the
state of the file system on another storage system, such as
another disk drive or magnetic tape storage system. Another
use of file system snapshots is to be able to recreate data
that was deleted,.i.e., to access previous versions of files

that have been deleted or updated.



metadata to describe the data and allow access to the data. Some exigs§Emengs
* met hods for taking snapshots of a file system defer actually copying the

data in the original file systemto the snapshot until the data in the

ori gi nal ¥948¥eM#71’s nodified. Such systens are referred RQ@/EPH00164

"Copy-on-wite" systens since the data is not copied to the snapshot data

until a wite is perfornmed on the original data. Existing copy-on-wite

snapshot systens differ in how and wW3en netadata is copied. Existing

snapshot systens copy into the snapshot data file some or all of the

met adat a that describes the data file storage |ocations at the tine the

snapshotR§ sat@addoreRewd tBENsEL hes sistenfs! a sasdegnipyRoesdachateds t hat

i ncl udendid® tefer ereesibe the Q4tHiHM ékﬁd%igéd%sgntbh%heoﬁggénal file
system This results in multiple references to the same data block in the
ori gi nat°mg [Fisydrgnirethedrefef ebleing prnanshessaedt a ileheveteminal file

syst emastaelderasitipecopol aEerrResad il eath i _o}ﬂ%iﬁﬁ§p§@9& Qﬁé?eéﬁe&éwm

exenplary file systemdata structure 400 is illdstrated in > -4 that

cont ai 4% iRaPREREs UnERe FRet FRt2a gkt ithe anigisydt eivstamdisne in a snapshot

dat asetmodilfatedeacupti By stemt hersargredain ) ack +406,-The,gxist ence of
multiple references to a_ single data bl ock within tﬁe orig{ijnal file system

i npact SHHETSr §4UCFPeBAt €267 +HeQr i 5o &heysparshef| @25y st ens t hat

utilizexrsgiapahetscehat pachoshed o diRf @rERGRA04aR0r i gi nal data bl ock
nmust naintain an indication of each reference to that data block in order
to determine if the data block is in-use or free. Wthout nultiple
'referemastingstoghechiirite alwsidt isydiceake difrardahanbl ogks ivhdh- use or
‘free. thh» t he .mul tiglg references,. multiple bits are required to track
the miITTPPPESr &FeFBREES - ant tFsti% THEEPRS PEFEPBRCESPYXIREC t'hd he data
bl ock pmiepshbo dechafihg $dee dat aaldll @ak thir eethddbbsthaeeded & 1vack t he

gg#}kgg%f%g%géegg§é gQgPéégafggééfgié g% %hg %i%goghevgﬁggégggéﬂz
made. These existing systems create snapshot data sets that
include file referenceé to the _original data file in the
original file system. This results in multiple references to
. the same data block in the original file system, the reference
in the metadata of the original file system aé well as the

references in each .of the snapshot data sets.

An exemplary file system data structure 400 is illustrated in
" FIG. 4 that contains two inodes, one in the,active file sYstem
and one in a éhapshot dataset, that each point to the same
data block 406. The existence of multiple references to a
-single data block within the-original file system impacts the
requirements of the original file system. File syStems that
utilize snapshots that'each‘store a reference to an original
data block must maintain an indication of each reference to
that data block in order to determine if the data block is
in-use or free. Without multiple references, a single bit is
able to indicate if a data block is in-use or free. With the
multiple references, multiple bits are required to track the
multiple references and ensure that no references exist to the
data block prior to declaring the data block “free.” This

need to track the multiple references complicates the



operation of the file system linits the total nunber of snapshots;8&h8 2006
al so conplicates, or renders inpossible, the inplenentation of such
snapshot systemwth file systens that do not support tracking multiple
ref erence¥00y0@4dat a bl ock. Therefore a need exi sts to ROERISNHEGL he
problens with the prior art as discussed above, and particularly for a way
to nore efficiently utilize systemkernel nenory within data processing
“equi pnment to support time sensitive grecessing tasks such as external data
conmuni cations processing. { SUMVARY OF THE I NVENTION Briefly, in =~
accordance with the present invention, disclosed is a system nethod and
conput@@eﬁéééabl@fnﬁgﬁuﬁilﬁrsxﬁtﬂm(ﬂhﬂyibﬁ shapslhoelohumbsubset of a file
Syste”@phgsﬂetgﬂbQQ&WEﬂéoOéo$§i§%%¥é§¥ﬂgf E%%%%&%OQm e gpLhod i ncl udes the
generation of a first snapshot of a first Set of source fifes'in a file
syst emimpPRemenEstiemaps hotch netamsw tarsyisttete waahr é$pendiyaget® tlesch source

file igeotABef Lhistoset e Picki Qred i pode ks, an jdentifier
associaﬁed mﬁthé%%e fFrs% s% %%Pﬁ%%ngr%gﬁ%gggengﬁt?fggFagg%%§$ated with
the tine of the first snapshot. Subsequent snapshots of the first set of

[1] o5 aterckaken ovely Ly stz pef il MR 1 B26RTdnaNARSROL, 0 2 second

set of source files is taken. The second sna I'ncludes an  -i node
cor r esPBAAF ngTE R eathsevtre@ dhave i mndhpagséondasdy 66r &ivas.tStored in

each i nede b5fae;ddenyifieri ASSQE il nbhe-$e6ond:seiaf files and an
identifier associated with the time of the second snapshot. Subsequent
snapshBFSCBFS e cFetirrP s elfo sFumards tare egremtéver preeesfidnideri od. The

first tagksofuthlLs éscaniaBquinl@tinuhechbeosscopd-ssti0f, files and the
first period is not equivalent to the second period. In another enbodinent '

of the present invention, a request to restore a snapshot is received. The

- r equesEBUMBRAPGINOIHE SINVENTSER 2006 WO 03/ 069477 PCT/ EPO3/ 00164 - 5 .

retrieved. For each node in the snapshot, it is determ ned
Briefly, in accordance with the present invéntion, discldsed
is a system, method and computer readable medium for providing
a snapshot of a subset'of’a file system. In an embodiment of
the present invention, the’méthod includes the generation of a
first snapshot of a first set of source files in a file
system. The first snapshot includes an inode corresponding to
each source file in the first set of files. Stored in each |
inode is an identifier associated with the first set of files
and an identifier associated with the time of‘the firs£
snapshot . Subsequent snapshots of the first set of files are
taken every first period. Next, a second snapshot of a second
set of source files is taken. The second snapshot includes an
inode corresponding to each source file in the second set of
files. Stored in each inode is an identifier associated with
the second set of files and an identifier associated with the

| time of the second snapshot; Subsequent snapshots of the
© second set of files are taken eVery second period. The first

set of files is not equivalent to the second set of files and

the first period is not equivalent to the second period.

In another embodiment of the present invention, a request to

restore a snapshot is received. The requested snapshot is



whet her the corresponding node in the file systemis available. Itgs%? 03
*data bl ock corresponding to the node in the snapshot is restored to e
corresponding node in the file system Qher wi se, the data bl ock

corr esponiPAg49¢’t he node in the snapshot is restored tRETAEPOYNEDI4 ocat ed
node in the file system The foregoing and other features and advantages
of the present invention will be apparent fromthe foll ow ng nore
particular description of the preferred enbodi ments of the invention, as
illustrated in the acconpanyi ng draw ngs. BRI EF DESCRI PTI ON OF THE DRAW NGS -
The subject matter which is regarded as the invention is particularly

poi nt ed* X 1GRE -di Sornepk éhadeedni the heagskiors iat itheletenminsion of the
speci fi i et i.ng:and. er_ featur.es and.al so the advantages of
the i nvﬁ%%%& vﬁél cogg%g%lﬁgrgéﬁ? %rrl%?ngt e t?% Ilf{)l\;i\nengsygétﬁéﬁ I'8d descri ption

t aken i#atEijimcet ilénswi t hkhehdabe dohpdnyd oy cdrenidigy. tAddhti bnadéy, the

of Ly oo dlddneplsrB e SLOLBOEE, DHTRS g L IHBo PR AN00; 1! Lol O L he

ref erence nunber first appears. iIsawb Fam Tl Tustrati ng the

over al | EE\&tfitegr-chPtieruvésef bire ettiodiimnk cbrirkeppndieat tohvieat i on.

FIG 2Asdsud bl egle dhageapydepi £Ling | plock, in an
enbodi nent of the presgnt i nventi on. %115;3%@ ?ggéﬂgfggggdggéﬁ%n%%epi cting
an nodehd € §Edemi ndi rect bl ock and data bl ocks, in an enmbodi ment of
the present invention. - 8 SEP 2006 WD 03/069477 PCT/EP03/00164 6 FIG 3

is a blqck di aegram depicting a directory and related structure, in an
enbodi TSr eBReNEr BRENP LRV eied B eFBgd advansapkeckidrhgremesapi cti ng

;mor et hiarveond orDe 11 CPAt @bphignt hersmdiroh 184408SSorE! Garid g1 4 f 1 owchart
-depi ct |dwe%ctrhle Lover alfl tgger atpon and control flow of one enbodi nent of the
pr esent Vertitoh. © pre erred embodiments of the invention, as

illustrated in the accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter which is regarded as the invention is
particularly pointed out and distinctly claimed in the claims
at the conclusion of the specification. The fbregoing and
other features and also the advantages of the invention will
be apparent from the following detailed description taken in
conjunction with the accompanying drawings. Additionally, thé
left-most dig;t of a reference number identifies thé'drawing

in which the reference number first appears.

FIG. 1 is a block diagram illustrating the overall system

architecture of an embodiment of the present invention.

FIG. 2A is a block diagram depicting an inode and related data

block, in an embodiment of the present invention.

FIG. 2B is a block diagram depicting an inode and related
indirect block and data blocks, in an embodiment of the

present invention.



FIG 6A is a flowhart depicting the operation and control flow of -t8h¢gp 2005
snapshot generation process, in one enbodi nent of the present invention.
FIG 6B is a tineline chronologically depicting the generation tine of

mul tiple YRAPEMHE47S, in an enbodi nent of the present invettiiEPo300s4c 7A i s
a flowhart depicting the operation and control flow of the snapshot
updat e process, in one enbodi nent of the present invention. FIG 7B is a
flowchart depicting the operation andgcontrol flow of the snapshot update
process when multiple snapshots are available, in one enbodi ment of the
present invention. FIG 8A is a block diagramdepicting the structure of a

snapshoFIGpod fenerlsldcn,didyam enpadiciest 2061 therHresemy rdnmenrtion. FIG
adow node upon

8B is a Qgrgc!éudi agram de ic(%téir;rc&;e&: he structure of a s (

attri bufe rodi¥Fcat® o 5™ & &dpbhGi RGeSBUE cEPVERTECR i n an enbodi ment
of the present invention. - 8 SEP 2006 WD 03/069477 PCT/ EP03/00164 7 FIG
8Cis a ock di agram depi.cting the structure of a shadow inode upon
overw i g&mgtjﬁse ag(;?alroecgb %ﬁ%@&p&gtﬂpgewom AN PR d IR of the

pr esent conveitimn. tHd GanBD disska adldeeksdi agram depi cting the structure of a
shadow i node upon overwite of the corresponding source file, including
the related indirect block and data bl ocks, in an enbodinent of the
present Fi@ventior HAldachrits depicawabathe depéedl N dies t0RES alhigon and
control e shot retrieval ocess, in one enbodi nent of the
present C(lfnlrllte:éé\\érllt iogolr?.wlf)l%%lpfo efréooéilf“FH\%cﬂgr ?ﬁﬁe%}f%ét?rhtg THEYp&at i on and
control flow of the snapshot retrieval process when nultiple snapshots

are avapt@blg 4 aorﬁog;gg}%@tmé%)-gp{n e.pLesent_invention.  Fl 11 is a
bl ock di agram depi cting the retfieva Qo?’ %gperatlon an cof‘trog}
flow of the snapshot generation process, in one embodiment of

the present invention.

FIG. 6B is a timeline chronologically depicting the generation
time of multiple snapshots, in an embodiment of the preseht

invention.

FIG. 7A is a flowchart depicting the operation and control
flow of the snapshot update process, in one embodiment of the

present invention.

FIG. 7B is a flowchart depicting the operation and control
flow of the snapshot update process when multiple snapshots

are available, in one embodiment of the present invention.

FIG. 8A is a block diagram depicting the structure of a
snapshot upon generation, in an embodiment of the present

invention.

FIG. 8B is a block diagram depicting the structure of a shadow
inode upon attribute modification of the corresponding source

file, in an embodiment of the present invention.



snapshot when nultiple snapshots are available, in an enbodinent of the
‘present invention. FIG 12A is a bl ock diagram depicting a dynam ¢~ Bi R 108
the nost recent shadow i node when multiple snapshots are available, in
one enbodiw@pi/06477t he present invention. FIG 12B is a flpowmresdoigiepi cting
t he operation and control flow of the snapshot retrieval process using a
dynamc link, in one enbodinent of the present invention. FIG 13Ais a
flowchart depicting the operation and;control flow of the copy-on-wite
process. FIG 13B is a flowhart depicting the operation and control flow
of the nove-on-wite process, in one enbodi nent of the present invention.

- 8 SEPF26068CW3 O3/MIGH47 A iRGHaEPE3H00L 640 8- h&l &3 riddGites & T aghart

depicti ng &he o(gerati on .and control flow of the read process after a

move- on Wit e RES DEEUTEE ©F rREnECERBERPREHIY cToutRe Pridsentln Ment i on.

FI G 14Ambsdaméenrodlitags anadepitCihienfubhi pl € snapshot sequences, in one
enbodi nent of the present invention. FIG 14B is a bl ock di agram depicting
snapshot datasets associated with various snapshot sequences, in one
enbodi NBRE . 08D the Pprdsent dirgeath 68pift g 4G i sadd@echar b depigeli ng the

operati d control flow qQf the restoratjon process when nmultiple
snapsho?ﬁogg lﬂéon LM A &al’i%lg, CPORT ST SRtHC Ot itlife present

seq nces are a
i nvent.i tmelwdiBg 15k irelathldockadirage am ddk Usid aldiig Bl ievenal bnsyst em

ar chi t egtyr €. 0 bmary file systemwth a standby file system in one
embodi ment  of %rh%ogécg%n SeRVeht ?{8}’1@ 1& - 15B is a flowchart depicting the

,operation and control flow of the standby file system update process, in

one emppgli nents of AhG PLeseRLLventign. FlI G 15C is a flowhart depicting
la'first ceanent: of thec a | D fﬁ% éhe operation and con ro? f&ow
of the snapshot retrlgval process, in one embodiment of the

present invention.

FIG. 10 is a flowchart depicting the operation and control
flow of the snapshot retrieval process when multiple snapshots

are available, in one embodiment of the present invention.

FIG. 11 is a block diagram depicting the retrieval of a
snapshot when multiple snapshots are available, in an

embodiment of the present invention.

FIG. 12A is a block diagram depicting a dynamic link to the
most recent shadow inode when multiple snapshots are

available, in one embodiment of the present invention.

FIG. 12B is a flowchart depicting the operation and coﬁtrol
flow of the snapshot retrieval process using a dynamic link,

in one embodiment of the present invention.

FIG. 13A is a flowchart depicting the operation and control

flow of the copy-on-write process.

FIG. 13B is a flowchart depicting the operation and control
flow of the move-on-write process, in one embodiment of the

present invention.



operation and control flow of the standby file system activation process,
in one enbodi nent of the present invention. FIG 15D is a flowhart8 SEP 2006

depicting a second segnent of the operation and control flow of the

st andby f W@034¢e7&@m activation process, in one enbodi mertTEboFdogsapr esent’
invention. - 8 SEP 2006 WD 03/069477 PCT/EP03/00164 - 9 FIG 16 is a

bl ock di agram of an exenplary multi-processor conputer system useful for
i npl enenting the present invention.. #£I.G 17 is a block diagramof an
exenpl ary conputer system useful for inplenenting the present invention.
DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS The present invention, according

to a pref@r ret dnbediffenichar®veegoresng’ ehd MWt %djrcjo?lrtr%ﬁt by
provi diﬂ%“? sfyq%jem and nmethod that efficiently captures snapshots of file
ata an

syst em a SsAppoY PEOGSFERg At hEE e SHATR L T idre dasaciceyrefl, usages.

The exenplary ebddimernt ® fokhkhprpseseninyaverdi on create snapshot data
sets that utilize inferred |ogical references, rather than physical
references, to the original data blocks. Referring nowin nore detail to

the dr &lichgsl4mn ishiackiehinkeiaguamr absiefes holdike RELSHLRr oughout sever al
rchitecture 100 in which exenplary

Vi ews, lary overall .system '
enbadi nent seéfo&%g?hgnpf)ggeﬁf"‘jb?%éﬁﬂoﬂgoﬁé? REILE 1ysptdred in FIG 1. The
exenpl.ary enbodi nents of the present invention operate within or in

conj ungti-on l%thﬁgﬁgkhgﬁgg%tem 102_that .is used to store one or nore data

files. The exenp FRERTS SFPIHE I sddms oty 8AtRSRtEapt ure and

mai nt aidfsegdated whrk saapshet suabsiset ssekfdnashi chnabacdessbiabreni N det ai

bel ow. cEheheOpPRUELEL: PhvELEEHL 1 nformation processing system upon which
the file system102 exists in this exenplary overall systemarchitecture |

100 is connected to other
FIG. 14C is a flowchart depicting the operation and control

flow of the restoration process when multiple snapshot
sequences are available, in one embodiment of the present

invention.

FIG. 15A is a block diagram illustrating the overall system
architecture of a primary file system with a standby file

system, in one embodiment of the present invention.

FIG. 15B is a flowchart depicting the operation and control
flow of the standby file system update process, in one

embodiment of the present invention.

FIG. 15C is a flowchart depicting a first segment of the
operation and control flow of the standby file system
activation process, in one embodiment of the present

invention.

FIG. 15D is a flowchart depicting a second segment of the
operation and control flow of the standby file system
activation process, in one embodiment of the present ’

invention.



conputers and data processing systens via network 106. One applicg@ing@ﬁr
‘t he exenpl ary enbodi nents of the present invention is to support e ﬁ ci-ent
processi ng for backing-up data contained on a data storage system An
exenpl ar YWPA¥REIP77 system 108 i s shown in the exenpl ary a@Eretobosyst em
architecture 100. The exenplary backup system 108 is used to 8 SEP 2006 WO
03/ 069477 PCT/ EP03/00164 - 10 nmmintain a backup, which is a copy of all of
the data contained within the file gystem 102. One use of the snapshot

104 is to efficiently conmuni cate and store backup datasets wupon renote
backup systens, such as backup system 108. The snapshot data captured and
mai nt aif¥éd Bip tilse aekdnpkadyageahodi nentekafplthe RLESENbrbAYERLEON are used
for a l ol o] eyond perfqr.m ng. data backups. The snapshot
dat a ié%&gglf%?gyggégn%nggioP? CORTEHEG PN CRE fraefretednventdor to
retrieve data that has been overwitten either accidentally or

i ntentixanal hy. 19yst chitecture. 100 shows network 106 for connecting
file system 16% \%VI tggbggcg%%)gﬁﬂ%.oﬁ r?rbr?é{egﬁ\gﬁéaynﬁﬁ‘f‘p%e’f heY present
i nvent VGefudet@pr kmpdémest tngi tlolidreswintcc Hedenet war k, such as ~the Public

.Service Tel ephone Network (PSTN). In another enbodi ment of the present
i nvention, the network 106 is a packet switched network. The packet

swi t ch@FSRBEIRBERN| QF gTHR PREEFRREM EMBODKMENAR) , such as the gl obal
Internet, a private WAN, a |ocal area network (LAN), a tel ecommunications
network or any conbi nati on of the above-nentioned networks. I|n another
enbodi MBAt PEESERE PRERFIOn nvEIRATSHNgnsbwer kréféried anvédigthnoy r el ess,

br oadcastreom@ei ptob Ve i eh | -her ' t .of the present
I'inventiog, file gfsten1102 %xé%ﬁ?ggﬁggnafEgggggg§%ﬁﬁﬁﬁ{é?S V&8 as t he
conput & s??%@ﬂ@o ha &lulpl cimpd 1 gapusaBoghaeshons ahe idreesamttamvent i on,

the codptiteand syshesm Ofudide systemnifnand Rackun, 408 &y e one or nore PCs

usages. The exemplary embodiments of the present invention
create snapshot data sets that utilize inferred logical
references, rather than physical references, to the original
data blocks.

Referring now in more detail to the drawings in which like
numerals refer to like parts throughout several views, an
exemplary overall system architecture 100 in which exemplary
emquiments-of the present invention operate is illustrated in
FIG. 1. The gxemplary'embodiments of the present invention
operate within or in conjunction with a file gystem 102 that
is used to store one or more data files. The exemplary
embodiments of the present invention capture and maintain one
or more snapshot datasets 104, which are described in detail
below. The computer, or client information processing system,
upon which the file system 102 exists in this exemplary
overall system architecture 100 is connected to other
computers and data processing systems via network 106. One
application for the exemplary embodiments of the present
invention is to suppdrt efficient processing for bacKking-up
data contained on a data storage system. An exemplary backup
system 108 is shown in the exemplary overall system

architecture 100. The exemplary backup system 108 ig used to



(e.g., IBMor conpatible PC workstations running the Mcrosoft W ndows

95/ 98/ 2000/ ME/ CE/ NT/ XP oper ating system Macintosh corrputers r unnB 5§P 12608
Mac OS operating system or equivalent), Personal Digital Assistants
(PDAs), gad"e@0yeA4iGl es or any ot her conputer processi ng devwiEr®sooikdd anot her
enbodi nent of the present invention, the conmputer systens of file system
102 and backup 108 are a server such as one or nore conputers - 8 SEP 2006
WO 03/ 069477 PCTI EP0O3/ 00164 - 11 exeggiting operating systens such as SunCS
or AlX, such as SUN Utra workstations running the SunCS operating system
or IBM RS/ 6000 workstations and servers running the Al X operating system
Exanpl e "Bilngaspseehscknd, Fivhect {sicd w@@ﬂmaa&eml an¥ gapgedi nents of the
present iy n t n onput e tems which store data on nmss

st or age d%?ggg wgﬁﬂ%e‘g}égl ]é% 1[? ttﬁnésl - t WBeRERpPAr fhaesrartrage

system Qéoﬁsvﬁpcﬁffh@l@x@lmla@mmﬂmhmﬁssQErtha@kgée@zStééléf tion
vi ous t hat

oper at eydgnnoL Q@]g{ﬁgl imt the invention
uﬁ n moté" E y APe PaGEUPaBYEtER Hit a Bhw age

the teac | ngs of the prese |nvent|o
devi cesSHARP ﬁ’av@a‘éﬁfﬁfm’@med eatdimes ntainetr bot YheSckbam 4he exanpl es.

provi dedmBef ehsntr A J4 | €5 flles stem 102 of FIG- 1) in the
context of thi stspelﬁzl%%{g%%r?ﬂ{ neriGes8ne AButerd ptogramades  al | ows
ot her appfiehyioh Piesgkawnd P@trtfroenand detai Baeklﬁkaé 2 OMe SMAGR devi ces

such asadiskigdrisgs, RAN-A4Q@hid e r. _other data storage devices. A
file |n t e exenpl ary _enbodi nentsg:sggagxﬁgneacﬁhg’?%%ﬂé’ét GreEDitrary

si ze. F2 O%y“é’t &R isivEaldaE aalthews happbeeat boRrpr O ithegr eate files

and to zgmwﬂiémmﬂyt @xt hesendildgga Lo store or wite data into those
files, to read data fromthose flles to delete and to perform other o

operations on those files. Afile structure also defines the organization
of dat Sxrtarheustdrageudeviioes shokB Addldiom 4 ddie Jddedata itself, the

file S%%Eﬁﬂ%%%Rhcalk% backup 108. In one embodiment of the present
invention, network 106 is a circuit switched network, such as
the Public Service Telephone Network (PSTN) . In another
embodiment of the present invention, the network 106 is a
packet switched network. The packet switched network is a
wide area network (WAN), such as the global Internet, a
private WAN, a local area network (LAN), a telecommunications
network or any combination of the above-mentioned networks.
In another embodiment of the present invention, network 106 1s
a wired, w1re1ess, broadcast or point-to- -point. In another
embodiment of the present invention, file system 102 executes

on the same computer System as the computer system of backup
108.

In an embodiment of the pPresent invention, the computer
systems of file system 102 and backup 108 are one or more PCs
(e.g., IBM or compatible pC workstations running the Microsoft
Windows 95/98/2000/ME/CE/NT/XP operating system, Macintosh
computers running the Mac OS operating system, or equivalent),
Personal Digital Assistants (PDAs), game consoles or any other
computer processing devices. In another embodiment of the
Present invention, the computer systems of file system 102 and

backup 108 are a server such as one or more computers



contains a directory that maps file nanes to the data files, file getadata
‘that contains information about the file, including the location o 1ERe2006
file data on the storage device (i.e. which device blocks hold the file
data), anW@WPBEeH’T on map that records which device bl ocker/Er®/ocsarently in
use to store netadata and file data, and a superbl ock that contains :
overall information about the file structure (e.g. the - 8 SEP 2006 WO
03/ 069477 PCT/ EPO3/ 00164 12 |ocati-ong of the directory, allocation map,
and other netadata structures). The exenpl ary enbodi ments of the present
invention utilize a file systemthat inplenents files and directories
based UPERCUEHE fanemiing metsddaisa ssthugst USesOs 10100ex, eicadakaseienent s

t hat cantgn r acc erm ssions, nodified
tine, file sﬁiﬂe}%@aﬁé}%%ﬁgﬁ% ,? }% 8%y%pecr£ ]&Ggﬁyé&&%gge@@f dat a

bl ocks RF/070 Whardr ks tags per arlddseeuerblmhqm(g‘ athe lraxgepkirhesnyi th nore

dat a blgfgksert han the nunber of disk addresses that fit in an inode). In the
description of the exenplary enbodi nents of present invention, the
collection of nodes is referred to as an "inode file." The exenplary

enbodi merinp I o8 J Rode fisl 8528 r rdd e (inode plus indirect
bl ocks), but other e?}%ogl ment s ﬁg% %% erent representations of the

collection of |nodes. The coll ection of sone or all of the infornmation

cont ai ne@d wihion st-he g eferred to as "i.node .information." Indirect
bl ocks: metadata el enents Q?m gttgcic))ﬁtgfn et taddir 885687 0PPRER &€ K cks or
furt heFOFWdﬁtreécﬁyﬁFSEﬁsW{l#@h St@t%sdattmtonamessosltarggetdaa‘trlc'&é]@y require

ul Ui plied aveksineh todtisel b ooks)exdhnecionies: TELadata el erents that

contaln dll‘e% ory entries_that map f 0 I node’n
. the exemplary embodlments of the present invention

operate do not, in themselves, limit the invention, and it ig’
obvious that the teachings of the present invention are
operable on data storage devices that have different features

or structures than the examples provided herein.

A file system (e.g. file system 102 of FIG. 1) in the context
of this specification includes a computer program that allows
other application programs to store and retrieve data on
storage devices such as disk drives, non-volatile memory or
other data storage devices. A file in the exemplary
embodiments is a named data object of arbitrary size. A file
System typically allows application brograms to create fileg
and to give namesg to those. files, to store or write data into
those files, to read data from those files, to delete and to
berform other operations on those files. A file structure
also defines the organization of data on the storage devices.
In addition to the file data itself, the file system typically
contains a directory that maps file names to the data files,
file metadata that contains information about the file,
including the location of the file data on the storage device
(i.e. which device blocks hold the file data), an allocation
map that records which device blocks are currently in use to
store metadata and file data, and a superblock that contains

overall information about the file structure (e.g. the



exenpl ary embodi nents of the present invention utilize directory entries
that are stored in data blocks in .a manner sinilar to the storagd P 2006
other file data. The exenplary embodi ments utilize metadata structures for
files t havOd98/6¢%d77di rectory information that are simlar p¢OERBOSKB4 USEd by
other data files (inode plus indirect blocks containing disk addresses of
directory blocks). - 8 SEP 2006 WD 03/069477 PCT/ EPO3/ 00164 13
Directories of the exenplary enbodingpnts are able to contain entries that
refer to other directories in order to create a hierarchical directory
structure. A directory that is referred to by an entry in another

di r ect drogaitd onef efr etlet AiasceosPpEIBSE6n T, dehai beheef nthgafor mat and
ot her ngyad%ta f?r the directories are not speC|f|c to the present
i nventi-on and-art ernative enbodi ments utilize other directory and metadata

storage structures. Block allocation map: a netadata structure that
i.s free or in use (i.e., whether each

d
hgt;Cbﬁ%ﬁke§8WP2Pﬁ¥eggggngeﬁ%ﬁa. tE?qtﬁr%§ﬁn§xﬂ§VPﬁ§lOF|Pé}llE%p%rblock a

nmet adatfalel epenent bkt chmd Bémenigd obidled iana dgygbegygggfbggégiﬁﬁmhdata In
|nfornat|on necessary for |ocating nodes and

particular cont aj ns
aIIoca#%%nth&OWln%H?a Bk IS file system menory that contain
user data thabdes toebadd ot exl anedrtise et randnysed by1éS§E§r15Mté§her

application n e | ar ata structure set 00.t S aSSOC|ated W th
data stored Wi thin & |1é¥§%§ %ﬁ?l%ﬁlﬁgfrap8§ ?he | B9 L1883 ch file in
the file syg%éﬁimaadeMl%m $h33636ﬂﬂkﬁp%yembadldEﬁkSadﬁréiEbiN&Bent

| nventlon OBEEAlSeolRs APRLONGLA ShEUG ¥LeihARELE SPRIGLL Cfd,0 as an inode
large files w1th_more data blocks than the number of disk :

addresses that fit in an inode). In the description of
the exemplary embodiments of present invention, the
collection of inodes is referred to as an “inode file.”
The exemplary embodiments store inode files as a regular
file (incde plus indirect blocks), but other embodiments
use different representations of the collection of
inodes. The collection of some or all of the information
contained within the inode is referred to as “inode

information.”

Indirect blocks: metadata elements that contain disk
addresses of data blocks or further indirect blocks (for
files that are so large that they require multiple levels

of indirect blocksg).

Directories: metadata elements that contain directory
entries that map file names to inode numbers. The
exemplary embodiments of the present invention utilize
directory entries that are stored in data blocks in a
manner similar to the storage of other file data. The
exemplary embodiments utilize metadata structurés for
files that store directory information that are similar
to those used by other data files (inode plus indirect

blocks containing disk addresses of directory blocks).



contains netadata 204 for the file, such as the file's «creation tigngp 2006
owner's identification, pointers to data blocks and other data that Is
associated with the data or data file. Each inode 202 is uniquely

i dentifi eWQYs/08%77V node nunber and data within the i nodePCHEaSAd1d3y t he
file systemto locate the - 8 SEP 2006 WD 03/069477 PCT/ EPO3/ 00164 - 14
file associated wth that inode. Inodes of the exenplary enbodinents do
not store the user's data, nor do theys store the nanme assigned to the file
by the user. The nodes of an active file systemare typically stored in a
single special file, called an inode file, that is typically not visible
to the userDitractesiés ¢hethé | exaysitam ehivbhiemexesphas yagrdad ments are of

fixed size a stored seguentiall within the inode file. An inode
with a partigg géf?nég%gl%%ng%§%i3§’§%¥5§é@% 5y ééfﬁ?ﬁ?ﬁ}%@ dh FideLet anount
into the inbdecfedeeby miktaptlyice] tdieccnode pupnberuby. the | ength of each
inode and th ' data stru re.in the inode file that is offset
by that cal cﬁ?ﬁ%ggg%g%}tégg e r|enfts)e ere%]tt)%of ¥t ABr SRORY at hP Ptk addreéss 206
that is a pdineetory iherabtmrdd aok a208. sthaideskonddr egse dritaid@6 in the
exenplary e i t e..cont ai ne Lthin des, 202 and that point
to the dat angfg%%né%@ﬁ%gn?rg# no‘{}heg Hllestﬁgagad?%sglgef%rret%éeﬁala&ebl ocks
208. The di skoadivesstdattzo 1206 raresealsl énvenspeni fyd all icdentdifiecat i on of
the specifi co @l Sk v 6 a8 Mel | a r_or_block wthin that disk
drive which contarns the data 6?%%% SSSEEEPE¥ %ﬁéiT#ﬁ%ﬁ%%ﬁeﬁ?ogaggcond
exenpl ary datarastuindsre set 250 that describes data files within the file
;systemthat is used in conjunction with the exenplary enbodiments of the

‘present invention. The exenplary set 200 of data structures is used for
smal | files Biele ahecptsiomdiress Batadads ssraptuwrae diise isdéredewi t hin

the inode i taaltherThaxceRnd exedR! acyrset 250i, Afsdata Strygturgs is used
for Iargerfééﬁf mher%_the di sk ' : _

'data block contains data or metadata for an existing'
file).

Superblock: a metadata element that contains global file
system configuration data. In particular, it contains
information necessary for locating inodes and allocation

maps.

Data Blocks: areas of file system memory that contain
user data that is to be later retrieved and used by users

or other applications.

An exemplary data structure set 200 that is associated with
data stored within a file system is illustrated in FIG. 2A.
Each file in the file system with which the exemplary
embodiments of the present invention operates is assigned a
structure that is referred to as an inode 202. The inode 202
contains metadata 204 for the file, such as the file's

Creation time, owner’s identification, pointers to data blocks .
and other data that is associated with the data or data file.
Each inode 202 is uniquely identified by an inode number and
data within the inode is used by the file system to locate the



address data 256 of inode 252 stores pointers to one or nore indi LEFS%P 005
bl ocks 258 that each contain one or nore pointers, such as the in g

bl ock first disk address 260 and indirect block second di sk address 262,

t hat poi nWQ @3/a8P47her t he data bl ocks, such as first dat @chiepekoo2&4 and
second data bl ock - 8 SEP 2006 WO 03/069477 PCT/EP0O3/00164 - 15 266, or
to other indirect blocks that contain further disk addressing information.
The nane assigned by the user to theqfsile in the file systenms used in
conjunction wth exenplary enbodi nents of the present invention is stored
in a special type of file called a directory. An exenplary file system

di rect ofy1st asboteced. with | tsdy atredid.n Fheads dhergxespbasdad) rectory
structure, 3 own to_contain two directory entries, or records, the

first dr re886‘}‘ HE%C ? P04 TN e SSE3hE BRERctBPY Feckhey Sxme

Di r ect OItheSnameda@sllc_hli\@i exenpiarsi 1empodiABNhscar € ghbeindf Ut 3y a large
- nunber of dl rejg%j PLY. entries. The 6 structures_associated with the first

di rect of§ -t 8Cof H- 30 T e té’é’slc?ﬁrll%é‘dsl%@?:ﬁiinlna%dsb@% Wedclory

recordsfiilacl cdihed ah riacdds FineGorda8l0s eaygisiliyaiot Fhgsdata Jor the
name 306 and i node nunber

flrstd crory record 304. ins a file

308. Th‘é %I 11élé)c or:algs Jé}ethen&ﬁgﬁeﬁyﬁ{}e‘f‘h%ffﬁll% FARIAARNd the record 304

maps t hembodenastss gned df | flrae1306aba dhe &0eLe nevmesn3Q8 hat  uni quel y

i dentif e 316 for t file associated with this directory entry
pedthiee s s St Sl gSﬁ%chjé J 7RI d99%nks in the

304. These directory entrles are

exenpl alﬂ}}dnbﬁ:bom reertes sed ey Idem:lesrnnnm@e&e c_eﬂb@edtt N tpdindto tt@euser files, .
Other  Sh68€t 011 £%y Gl ;ﬁq)r}ufn' 2n8YLERL ORLBELS oty descrlhed her el n. The

directories of the exenp |rren s |rrpose a Ptham ng
st r uct upRCvErodherd |tden lretaldenﬁl fhe @ysa emyrudisirendin afhet Heoldieer archy is

the roofsiresdors oferddie ) kasysh e files, ad directories within the

file system

The inode 202 further contains a disk address 206 that is a .
pointer to the data block 208. The disk address data 206 in
the exemplary embodiments that are contained within inodes 202
and that point to the data blocks 208 contain the disk
addresses for those data blocks 208. The disk address data
206 are able to specify an identification of the specific disk
drive as well as a sector or block within that disk drive

which contains the data block 208.

FIG. 2B illustrates a second exemplary data structure set 250
that describes data files within the file system that is used
in conjunction with the exemplary embodiments . of the present
invention. The exemplary set 200 of data structures is used
for small files where the disk address data 206 is able to be
stored within the inode itself. The second exemplary set 250
of data structures is used for larger filés, where the disk
address data 256 of inode 252 stores pointers to one or more
indirect blocks 258 that each contain one or more pointers,
such as the indirect block first disk address 260 and indirect
block second disk address 262, that point to either the data
blocks, such as first data block 264 and second data block

¥



are accessible fromthe root directory or a subdirectory from thegr t 20080
file is able to have nore than one directory entry, and thus nore than one
nane, for the user to access it. The file system also defines the

struct ur ewsfo3tast7dat a that is stored on one or nore nESSCHELIAYRH4dEVI CES.

Many file systems - 8 S E P 2006 WD 03/069477 PCT/ EPO3/ 00164 - 16 support

concurrently creating, nodifying and deleting nultiple files. Such file
systens are desired to be link and wlite consistent. A file systemis said
to be link consistent if every file has at |east one directory entry and

every dikectory entry lin to the same file as it did when the link was
creat edé.éiijr?lﬁetrorro g?eﬂﬁ%%r@&ﬁsibépéﬁts fhpe systain fmititeal dishe or der of

or der ededii¢sssing tihifforanssiingl.e file or between files. For exanple, an
application that wites to a second file after witing to a first file and
forcing the witten data in that first file to be witten to non-vol atile

st or agelrequime sistigymaat dyt ahbeupeesept tha hes sgecand fd;he Sggltgmjsf t here
stemthat  maintains this property is

is datg,dzthe first file Afile s ,

said to 52 ml/rr}} tJeonéélﬁls‘%tsﬁoélnf’?tEi Fﬁeﬁééi‘@h YHapIHRRL STINE dkenplargnt

enbodi memssitgfont He prresedt inndenpeonatapips € ONE 1Ol MBLE ghapshots of a
hat reserves the state of data that was

file sys reate data_set. ,

st ored%&ﬁﬁgﬁ% hat %%LI Ieeemgégf%n%é{[et%S'?‘?%Edltlf%c%é[p§ﬁépcﬁ/§§ec'a@t ured. It
i s desilldpisératedcisaFaCand capeuseeanBRS Srddt@iry Rekude,all sfples in a
file systemdl d .mapntakn_a consistent file system inmage and
efficiently gvgpget %én%?éﬁglé{}é (lhhr?(ﬁ%oﬂ’ | Sy REemOTpFREPTES  nBldef i cati on
after dapelr FAgechersnapshod. 3 Theashapgshoteacofd ttheeexespl asyoeabodi ment s
are maiknbai nedreatLet Lhe is initially. captured. After_a snapshot
is captured, modificati oﬁgazkg?%e a%félm\})elaﬁyl & gﬂ@ﬁ?ﬁ?ear%tﬂﬁ%%t ed by
snapsh ﬁﬁpﬁt’"éﬁaﬁcéaﬁg%c%@%ﬁ’%.Oﬁ/\Vfbirreda:tcary wintthiiest heTaet i ve file system

is firstroedutbedagbb€iaed with the first directory record 304 will |
be described herein, and other directory records, includin

directory record 310, are similar.

The data for the first directory record 304..contains a file
name 306 and inode number 308. The directories 302 are
managed by the file system and the record 304 maps the
userassigned file name 306 to the inode number 308 that
uniquely identifies the inode 316 for the file associated with
this directory entry 304. These directory entries are
sometimes referred to as links in the exemplary embodiments;
The links in these embodiments point to user files, other
directories, or other file system objects not described
herein. The directories of the exemplary embodiments impose a
hierarchical naming structure over the files in the file
system. The root of the hierarchy is the root directory of
the file system. Files and directories within the file system
are accessible from the root directory or a subdirectory from
the root. A file is able to have more than one directory

entry, and thus more than one name, for the user to access it.

The file system also defines the structure of the data that is

stored on one or more mass storage devices. Many file systems



snapshot is captured, the processing of the exenplary enbodinents copies
the original version of that data; i.e., the version of the data tB&EP 2006
existed at the time of the snapshot, into the snapshot dataset prior to
modi fyi ngWh@06949ata within the original file. The operarcomraiooidasi s system
- 8 SEP 2006 WD 03/069477 PCT/ EPO3/00164 - 17 results in the storage
required for the contents of the snapshot growi ng over tinme as files
within the active file system are-midi fi ed. The overall processing and
control flow 500 of an exenplary enbodi ment of the present invention is
ilTlTustrated in FIG 5. Control flow 500 begins with step 502 and fl ows

di rect | §UPBOT St ePBHFE N H 1 & sgpdnat | badbfy amg exedplalet ienbeadilrenteof t he
present £fin¥ent i Oich af SNARSAG e sS 4R fl capt d, .at _step. 504, in order
to capture the status of thetefm:sl gkgygltag%%? ?ﬁa& %l]inr]r(e.ar’é]@g”ttﬁe snapshot

i s capt e S pitcesdt g ‘&dvasten te saidnapsietlivdi ntendnrcenpr ogedur e, at

step S5l&vempefgid HAE arSNRgROLALENEL P is; either updated, at
step 50(?i dL\}e to updates withi F]l theré\g??%g %ﬁégsaﬁls% em-"8r dat a_fromthe
snapshot~F T8ty iBVed, lafkst &p 508, samerEbborse ito H & efuesthebyiakuser or

pr ocesswédoroaitied haturthestored Wt hi ”cérﬁgez'f APt data set.
Subsequen.tI%,. control flows back to step Otz assﬁlglee%l/ss%gﬁﬂshots are taken

and mai'fitdt e °THRPs Rt CEART F vt v s iy mard sdonfleolf 18 kowr600 of
exenpl dvecverebodiiment.s obrt BRaRpBEEN | HYSNid sl lustrated, in FIG 6A.
Cont r ol 4440%\% gqqebe%itns, at st%p 602, ,andrhfdlag\}rsdns&:hﬁgc? ;@%g gas%endi ng, at
step 604, Updates FPheVactive t9i3 o Ak dileperingy fescéngathag a snapshot ,
the procddsiong dofta tinechuenpiasy enhodidm s, hridags thhgohilg1sysiemto a
qui escent, stat ?el&%'?%fse%ﬁé”g %utur ﬁﬁupdat es tg files and _directories in
the file system and wai ting for perdi M Sisddt é& the FPAPBA. fateer updates

t o t he Filive idy ¢hefrehavedbbanin deferfiatt thia sur ogegsi A=Wt LeSyshat step 606,

t he Ca%ﬂﬁ%t@%ﬁ@ this property is said to be write consistent.
File System Snapshots

The exemplary embodiments of the present invention capture one
or more snapshots of a file system to create a data set that
breserves the state of data that was stored within that file
system at the time the snapshot was captured. It is desirable
to create and capture snapshots that include all files in a
file system in order to maintain a consistent file system
image and efficiently copy the old data in the file system

prior to modification after capturing the snapshot.

The snapshots of the exemplary embodiments are maintained
after the snapshot is initially captured. After a snapshot is
captured, modifications to the active file system are
augmnented by snapshot maintenance processing. When data
within the active file system is first modified after a
snapshot is captured, the processing of the exemplary
embodiments copies the original version of that data; i.e.,
the version of the data that existed at the time of the
snapshot, into the snapshot dataset prior to modifying that

data within the original file. The operation of this system



updates to the file systemin order to ensure that all data is st 68edtPol0b
‘the file systemand that interruptions in operations (e.g., an
interruption in power) does not unduly corrupt the data within the file
system AMOB/pHE data is witten to the file system tREIEREBWAIS4snapshot
is created by establishing an - 8 S E P 2006 WD 03/069477 PCT/ EP03/ 00164 -
18 inode for the shadow inode file, at step 608, and recording the

exi stence of that snapshot in the fiFé system superbl ock. The shadow i node
file created in the exenplary enbodiments resides on the original file
systemand js creacé]ged and otherw se accessed as is any other file. The
spar se E%%‘ﬂjow Thod¥ 15998 38F EREVEXBAPF aF y theern FriHiss afs theeat ed by

est abl | stiphan dmeded everhe ishadowri nedeyfiha that dsi@ssegiated with

t he snagshot. The creat.i gjtn of a snapshot in the exanple enbodi nents of the
pr esent >Y Weht16h "RSEL 176t i nvol ve the allocation of data bl ocks for
either the shadow inode file or for other elenents of the snapshot

dat asetTthoe ei qﬁde that i.s establ i shed_ upon snapshot capture for the
shadow ~ 1hode fi1e FEFFEELEt AGE TRREERAd Wr{beg %4 128 REe™PhBY¥ane |ength

as t he ¢ndpsikinfdrte odf thieepirpedetfihecnfidhei actiMasdddiea syskem but the
w.thin.this inode are. all equal to the NULL val ue

di sk a sses .cont ai.ne

(i.e., dc?%%yroglr eﬁeoﬁ’ug’lorat g’egépﬁ)wlth’hﬁtﬁ%e Ot MLLIEARYsuELTe6FLYi BR addr esses
Wi t hi n stv iGiode 0h thkeophadbion nofeard i éeengiiBatetdddhatntherdata bl ocks
for the  shadow | ave not _been allocated.. This characteristic allows
a snapgﬁlrot t% \bng%glgﬁ'agéd by''S ?brhp?tf/ %Sstjarbﬁls%]i]ﬁ’g FRE e Hoda  BF P he
snapshot04atia foriderwitbhoaptake otk | sigeidat aof Htecks len sybeehi he system The
‘spar se dinpde fgde ket BRL [ n in._a process that requires few
di sk write operat i ons Eecgﬁgégc%aﬁ%@%#’arpgred,DceScS&rI*rlﬁl aterycsparee®til e

(t he néMdpstrdatiedntepanse bProdedyie e attoriten s nowttatraiandheés in eff ect

only "resefsted” t3RACHaE0kapfLtal & USe) iy Xlﬂd%q:léidr,esclt%i:gia ngoé,t Sd&QOde' The
Sparseto updates within the active file system, or data from the
snapshot is retrieved, at step 508, in response to a request
by a user or process for data that is stored within the
snapshot data set. Subsequently, control flows back to step

504 as later snapshots are taken and maintained.

The snapshot capture processing and control flow 600 of
exemplary embodiments of the present invention is illustrated
in FIG. 6A. Control flow 600 begins, at step 602, and flows
directly to suépending, at step 604, updates to the active
file system. Prior to creating a snapshot, the processing of
the exemplary embodiments brings the file system to a
quiescent state by deferring future updates to files and
directories in the file system and waiting for pending updates
to finish. After updates to the file system have been
deferred, the processing writes, at step 606, the cached data
updates to the file system in order to ensure that all data is
stored on the file system and that interruptions in operations
(e.g., an interruption in power) does not unduly corrupt the
data within the file system. After the data is written to the

file system, the actual snapshot is created by establishing an



shadow i node file of the exenplary enbodinents initially contains _aBI tEans
val ues. The existence of a particular inode data within the snapshot |n0(ge
file is determned by' identifying if the inode data consists entirely of
nul | val WOD3$HMTan i node data structure of the snapshot PEEERISE9164 cont ai ns
non-nul |l values, then valid inode data is assuned to - 8 SEP 2006 WD

03/ 069477 PCT/ EP03/00164 19 -. exist in that block. The |ocation of the

i node for the shadow inode file i4sedf-is then recorded in the superbl ock
to create a record of that snapshot and support subsequent processing.
After the superblock is updated by storing the |ocation of the inode that
r ef er endesiet hershhdowhrdodeifdde fofle het] ssep 68pt uaerd seapshotg nor nal

file systemactiyityoforyd I Qi N acfile_systemresymes, at step
610. Deferred updat%s ar eggsrnoag{eéglg}etd%glngﬁtgpgﬁ;lgaf}’%‘r%l%masrl‘ép%%barfondkabl eto
access the original file systemdata. Access to the file systemin the

exenpl apy enRadi, "Bt Se Of L nt.i L s advant agequsly bl ocked
for only the short pe?i%d%gngce gﬁ%ggnagégn%#ggﬁl?ﬁ}é a’l\g%?/éel arlgkss,_....Pri or to
final i ¥PAgAeREOBnERS hotigimadatiiide saislteni rhfl Hat aremdedredratiata is fl ushed
to theoraeigibal abédsssysiemd iy € £goavent on cass@f flushing
the di (S,Jk cache aaésoci ated wit h%fn%gjgh%gi rfi%?gapt%irl%d‘%%l%%h%asdr?g]pshot. Thi s
ensur e3RPAGt LAl UDS e X lagve ef@odimepbaets | ossdtelddsy not cause t he

state ebchheilhley sustamad acal 48 LAskbe spaRshelI LWl ah 48 Tnitially
stored_as the original data files, as is described below) to suddenly
change®SePrHthaf Wit R tERnspeit es TRReCEPRBLOD BB & stretioted i nt o

sever athdi ék&nsTé dpasincthe Wfo%ﬁéSEBGSQBttbﬁv@f@i% ades GfHpodi ments to
update.the fil ter shapshot. has been captured and exists is

, syst.em af I
descri HRECHEF ow'e o?sf]tcfféa iFY Efefittar Ppasksr Lopdat et Hate #@d9sr f or med i n
the exénpiar§ilenodisenitherThecexatpl aryteabodip@ds Refdeim t hee

Procespli8e tnhat is established upon snapshot capture for the shadow
inode file reflects that the shadow inode file has the same
length as the inode file of the inode file of the active file
system, but the disk addresses contained within this inode are
all equal to the NULL value (i.e., they are equal to zero).
The use of NULL values for disk addresses within the inode of
the shadow inode file indicates that the data blocks for the
shadow inode have not been allocated. This characteristic
allows a snapshot to be captured by simply establishing the
inode for the snapshot data file without allocating data

blocks on the file system.

The sparse inode file is therefore generated in a process that
requires few disk write opefations because creating a large,
completely sparse file (the newly created, sparse inode file
contains no data and is in effect only “reserved” space for
future use) only requires writing its inode. The sparse
shadow inode file of the exemplary embodiments initially
contains all null values. The existence of a particular inode
data within the snapshot inode file is determined by
identifying if the inode data consists entirely df null
values. If an inode data structure of the snapshot dataset

contains non-null values, then valid inode data is assumed to



descri bed below to affect changes in the snapshot dataset prior tog SEP 2006
‘perform ng updates to the original file systemvia conventional

processi ng. The snapshot update process operation processing and contr ol
flow 700 Mexo3exsnpl ary enbodi nents of the present invenpcorprasmoicsl ustrated
in FIG 7A Control flow 700 begins with step 702 and flows directly to
any of steps 704, 706 or 708. Upon an update to the file - 8 SEP 2006 WO
03/ 069477 PCT/ EP03/ 00164 20 of the pgtive file system the processing of
the exenplary enbodi nent enters the snapshot update process 700 and the
processing to be perforned is determ ned by the type of update being

per f or ned supdm trhe tablbye. fi Tlee SySd£Monler saRPShlicupdat enpr seesskng 700
determnes t he_inode information of the original

|
file isi% g%?llﬁpdgfggél ASt Fﬁlgn %/%Cf%lfqedin ioTHdey FHRETRG Ok £PI %r%"t“%?l but e

changes (reagprd ecliangabgshiabehOWNeis Hup I P IPsEueRE Yir-dckB8indNi X
commands chown or chnod) within the file systemare conventionally
performed by only updating the relevant netadata that is contained within

t he i nodeeaf tfnl@esﬁfpbeblba‘:k i@iLSp(jl&Sté(th)yf igtsirlel@aw@ techheohnggdecsd nce the

snapsho S,.Ccreat the e errpl ary enb g]{ s of the present invention

first san\?\t(a@l‘a thgt rgg‘5§en3eio hat%)é engl |n8§etE‘8n§‘éﬁF at step 710,

i nto tepshaddwshapdeoti | opnaDreiiee lﬂ@@&telnnglctthefltyn@d@ ehet he ori gi nal

file sy hijs.gperation fills in rtion the_sparse._region within

t he shagg%%ngdg v g ?\nétfys%%m J:oiaast“glefsr or?‘i §epn§&8'of D?Eﬁr?‘? fe being

updat edwdaesi n@depregpyswltmm atmﬂnsnaa:pslm@t areodgafihl ebhastd he sane

ef fectiecdsnede Bi’ﬂgﬂafsf% .%gnp%l[ dsnodg because [Eﬂe ? J{3er| ary
e snaps I'node a

‘enbodi nents store t e sane of t he shadbw
i node FEYISéeas inheher ?g?mlamoﬂ@Q®n§tn¢rse@fthﬂﬁhl preshetl nmdenthd»re

”alntah@egdbﬁnEgﬁeéhéﬁySﬁfééﬁgdI%Ared%h %%%tﬁﬁorErQQ}HQE é%éﬁ%ol node are
copied as-is, but the disk address hi n e shadow I no stored in the
SnapshéﬁcpﬁﬁaéshlF%el%bove tasks. Prlor to finalizing the snapshot

creation, all dirty data and metadata is flushed to the
original file system through the conventional process of
flushing the disk cache associated with files being captured
by the snapshot. This ensures that a subsequent failure
(e.g., power loss) does not cause the state of the file system
recorded in the snapshot (which is initially stored as the
original data files, as is described below) to suddenly

change.

Original file éystem updates are able to be categorized into
several different types. The processing of the exemplary
embodiments to update the file system after a snapshot has
been captured and exists is described below for the different
types of updates that are performed in the exemplary
embodiments. The exemplary embodiments perform the processing
described below to affect changes in the snapshot dataset
prior to performing updates to the original file system via
conventional processing. The snapshot update process
operation processing and control flow 700 for exempldary -
embodiments of the present invention is illustrated in FIG.
7A. Control flow 700 begins with step 702 and flows directly
to any of steps 704, 706 or 708. Upon an update to the file



replaced with a "ditto" value referred to herein as a ditto di sk -ddskPedfb
A ditto values in the exenplary enbodinents is a reserved value that
indicate that the disk address value is not a real disk address and

addi ti onaWpB@eHIsing is required to access the data, asCraraasosi bed
below. In the exenplary enbodinments, "ditto" values for disk addresses are
stored as "-1." Since -1 is not a valid disk block address, the - 8 SEP
2006 WO 03/069477 PCT/ EPO3/ 00164 ~ 2b -processing realizes that this is a
ditto value and requires specialized processing to retrieve the user data,
as Is described below. Once the original node data is copied into the
shadow ShapRtaactivte file system tthe pnapsheindatfiseie exdigplsigpshot updat e
pr ocessj i t an he origin { node; .the node in

t he act%l\egoéﬁ%eﬂgﬁrtf%rﬁs?ntﬁ% %%sa%s)%gr?pflgfia%% %ﬁ%%‘tgsé% n%dr r?é}qef.heThe exenpl ary
enbodi neRe&eIRINg 20 Spedietfiigeedpiecdssengined loyethw ithvepedrofdelelaeedat a in

afile.pd: gggﬁ%{q&g mla odi ments of the present
i nventi on{ﬁg% el etes Lﬁ;(fell‘}t g%}en%g%gigfaeﬂ%ﬁc Xu%ilzen%' deletion of the.entire

file, is sinmilar to the processing used to overwite the file. The

fol | ow fige dgSGIdHdd AP Rfrd RE R [ 0 emplary.. e i ment that
overwites data w tﬁlirbn a dgﬁa _fe;%%gﬁgl Zgo %Pétté%ﬁ?%é%s t hagt ﬁ’rt(?gg??%ngl sed to
del et e ¥t e Hinede finfeormagtilent hé bhei oubgid¥ efidcds reabiezed by t hose

ski || edupdnddie i dhavuanlalonlhi $n0r a6eesing 4 el dorsfile overwite
operations that include overwiting either part or a otf a gata file's
cont entSanges He -gpdatcdanginge folpopwaerefatm 41 Ikernisstionsveiwr the user

data witii:n ddina@idsgichahrf e chhba) spapshothdipdate RfAcessi-ag deter i nes,
at step 708, that data wthin the original file is to be overwitten. The"
pr ocessTHY S HER Hove P EBsebY arlviwiaring e galeveném the ori gi nal
dat a finetddita tdhatsnapsbotadata sethidhend nedardhiche 816, 15

this is the first chénge to the inode since the snapshot was
created, the exemplary embodiments of the present invention
.first save, i.e., copy, a copy of the original inode content,
at step 710, into the shadow inode file prior to updating the
inode of the original file system. This operation fills in a
portion of the sparse region within the shadow inode file with
the data from the inode of the file being updated. The inode
copy within the snapshot inode file has the same effective
inode number as the original inode because the exemplary
embodiments store the snapshot inode at the same offset within
the shadow inode file as the original inode is stored within
the inode file maintained by the file system. File attributes
from the original inode are copied as-is, but the disk address
within the shadow inode stored in the snapshot inode file is
replaced with a "ditto" value referred to herein as a ditto

disk addreés.

A ditto values in the exemplary embodiments is a reserved
value that indicate that the disk address value is not a real
disk address and additional processing is required to access
the data, as is described below. In the exemplary
embodiments, “ditto” values for disk addresses are stored as

"-1.” Since -1 is not a valid disk block address, the



snapshot inode file is then updated, at step 714, to contain the original
file inode, with the disk address portion of the inode referencind $fte2006
data bl ock that was noved or copied into the snapshot data set. If an

oper at i onwaostdegs7or i gi nal data bl ock overwrites a whol e pdafpolopek, sone
enbodi nents of the present invention do not copy the data to a new di sk

bl ock prior to being updated. These enbodi nents nove the ol d di sk bl ock -
into the snapshot dataset by storingithe di sk address of the original data
block - 8 S E P 2006 WD 03/069477 PCT/ EPO3/ 00164 - 22 into the indirect

bl ock stored in the snapshot dataset and replacing the address in the

i ndi r ecPrbFesking témelregimalt thiikeiwi hhatbeo address.ef Apewas al |l ocat ed

data bl ek ;Ihis_ gsaves the disk |/0O,associated with copying the original
dat a fr%mctléghg??ﬁ%(fesdgaﬂtné; BiCoEREFAEBS t HRS shRRS Rt Bt 65 when  t he

ori gi nafesirébed| behoy | oryere ntedokhigifai gimsde datan dpdaldng daka that is
in a C“Eﬁénéh%&?téﬁ’a%gﬂdte wthin.the .active file systemafter that file
has been captured 1h & enapshst Tidepki FotteldidsnaRshstt sakasalt al gorit his
in the tBrempiishoenhoiitentrecdependi Bgrmpotdhe dypaLf Mpdatgathat s

requiregpel -4 pd is.the.first,update to a particular data block in
the gi ven‘.af PTe Jgl?alfit %Z}O;%r%’git%lgl Ppiie ll%yg?%rﬁ%rilﬁ’c?e fﬁﬂ@ SY&YSHotl'was cr eat ed,
“a copy bRifhexamnls nals ugaeaetl ookmaslfirst copied into the snapshot
dataset. If the 1inode and selected indirect blocks of the original file

have not already been copied into the snapshot dataset by a previously
execut et PP ARHTY hbodimenndat bl bl merenies iarld 7 ok Bsbceepiiad tpto the
snapshosvéatase! .od fachhec Beds has be revi ousl.y copi ed, the inode
li's copied to the shadow inode ﬁlaengisledesgﬁegggofcgfsé ri° quec_hanges
above. THE'R:GBE SHEeddmephder dera miasHnt drsieadown nbde Heletwkthin a

snapshaiattatiaset ﬂiS_edetiﬁEmlB.Eﬁgi&biéﬁ&f%@#t%’éyeﬁwggi Fept by determ ning
| ,

if the é'.no.dlearr geor contai ns, null val ues.

imi the processing used to overwrite the file. The

following description of the processing of the exemplary
embodiment that overwrites data within a data file also
describes the proceséing used to delete data within a file
with the obvious differences realized by those skilled in the
relevant arts. This processing is used for file overwrite
operations that include overwriting either part or all of a
data file’s contents. If the update to the original data file
is to overwrite user data within the original file, the
snapshot update processing determines, at step 708, that data
within the oriéinal file is to be overwritten. The processing
then moves or copies, at step 712, the data from the original
data file into the snapshot data set. The inode within the
snapshot inode file is then updated, at step 714, to contain
the original file inode, with the disk address portion of the
inode referencing the data block that was moved or copied into

the snapshot data set.

If an operation to the original data block overwrites a whole
data block, some embodiments of the preéent inventior do not
copy the data to a new disk block prior to being updated.
These embodiments move the oid disk block into the snapshot
dataset by storing the disk address of the original data block



the file is |large enough to have indirect blocks, the indirect block
pointing to the data biock being updated is also copied to the snapsh®tP 2006
dat aset. The exenpl ary enbodi nents copy these netadata el enents by

al | ocati nggoaspemri ndi rect block in the snapshot datasetpci/kpdsion@st he
indirect block wwth "ditto" disk addresses and then storing the address of
the new (snapshot) indirect block into the snapshot inode (thereby
replacing the "ditto" disk address that was stored when the inode was
copied fromthe original into the shadow inode file). If the file has
multiple | evel s of indirect blocks, the process is repeated - 8 SEP 2006
WO 03/ 06947 7t PETIRPOSIO0 T84 ck 23 oredr irathei mahp€ied t Deksdth drdae chai n of

i ndirec t r.gm.t he.i node he dat a bl ock hei ng updat ed.
| f sorregclegégg!&?g ot?f?ét haed af esj'ctlgld @ﬁdﬂ?gﬁfe%{: g%i%gﬁa‘?/‘{e G5 SHdyPiPéén  copi ed

i nto thélinapshottivateabhtesduciing aepilevabliscaipsthtdsta thless i ndinrect bl ocks
do not pgedst ; [ napshot dat aset. Follow ng the update of
t he in-oole@f;lf?moltg?fn);d ﬁ%?ﬁ@gta%otgg e RN Ry P Usdared %afa bl ock,

t he dat &r®h oelke bei i nalpdated bilockhént ¢ ophe dsriafshdthelsnapshehedat aset by
al l ocattng o di , wEORYI t tta from.the o bl ock into the
new bl ock and QEshftgd(,)éﬂrll r%litegl‘eﬁg:isﬁga%}rlggg o%ec?ﬁteheneo\ﬁ*t(ﬁltf’cqsL i#&' t he indirect
bl ock that was copied into the snapshot dataset (thereby replacing the

"di tt o"uslski e H2SS +hhat ;1 stored i i.ndi rect bl.ock when the
i ndir ectﬂﬁ),l ocrﬁﬁ.was copi gd :‘é?grr% %h{égp%%%%%%%%l?%e ﬁﬁ?\lteo thﬁél?nﬁﬁghot
dat asetFCHe it lensvghen abreskthas Hekm leupibedn weptiredshapahot dat aset
t he datsnagdioaK iisnph€oehkdl Bl oht | &f | SoHdat %nggri%sy.inA Lher type of
dat a fiele updat i ntlgrﬂc_)i %tiapgendi ng data to an existing filée.” Thé snapshot :
updat e PrOCeSTNFIOCALREIEF| SRPeTdRd etrathithes tyee sfepp@ie6e thathe update

to the ior igiquelreadat aff the epasistss ofna fiide appeRd eperation that is to
he

result ﬂé}éﬁﬁ%ﬁ%@'ggtga£?oég igetﬁglégggg é%?gaoElk%é Zriginal file

system since the snapshot was created, a copy of the original

data block is first copied into the snapshot dataset. If the
inode and selected indirect blocks of the original file have
not already been copied into the snapshot dataset by a
previously executed operation, those metadata elements are
first copied into the snapshot dataset. Tf the inode has not
been previously copied, the inode is copied to the shadow

inode file as described for attribute changes above.

The existence of inode data within a shadow inode file within
a snapshot dataset is determined in the exemplary embodiment
by determining if the inode record contains null values. If
the file is large enough to have indirect blocks, the indirect
block pointing to the data block being updated is also copied
to the snapshot dataset. The exemplary embodiments copy these
metadata elements by allocating a new indirect block in the
snapshot dataset, filling the indirect block with “ditto” disk
addresses and then storing the addréss of the new (snapshot)
indirect block into the snapshot inode (thereby replacing the
“ditto” disk address that was stored when the inode was copied
from the original into the shadow inode file). If the file has

multiple levels of indirect blocks, the process is repeated



processing of the exenplary enbodi nent of the present invention that is
‘associated with appending data to a fileis simlar to the processiagP 2006
performed to update a data block: the inode of the original file is first
copi ed, awolbep4710, to the shadow inode file for the shapshobdat aset,
thus saving a copy of the old file size and data nodified tine. In the
case of appending data to a file, however, no data in the existing data
file is overwitten and therefore thgge.is no need to copy any data or

i ndirect blocks, into the snapshot dataset. - 8 S E P 2006 WD 03/069477

PCT/ EP03/ 00164 - 24 A further type of data file updating is truncating a
data ff9%, eah dindigeoft ®ioper for oed éinirhe cawse ot sheakkngner del eting

afile. dhe i sociated.with these file wupdates is simlar to
the pr ocessi%&ﬁgtg% \%%gggug‘aa?#%gd% a\%ldch( PR pEREERReEE pPBEESSES
i ncl ude?¥ i3k fopyieng ffketedaiadihadt it dokhaaleanedaal gebgted to the

snapshis st asel e ing.the and sel ected indirect blocks as
necessaroyéjlunder "tohetth%r gléégg?{%g %%%%Sﬁr%%g‘r%’rg GpB&Evagua dafatebl ock. After

the datdlefiodkdimeds Rhdchaydo it entedlocke upavecbeen egpi ed into the

snapsheih fatRselia cklgroperation upon the original file can then proceed
normal | y. Sone enbodi nents of the present invention inplenent an
optim zation of operations that clear or delete whole data blocks. These

enbodi mentswimgl eABNL a0 OPLE Mizat.i that, is simlar to the processing
used by sorrelggbodi_ ment stvm%%r@%e\ilelrn\%ﬁralet Ra) ﬁn%hbﬁlg]lﬂﬁ‘f% BlYdke  These
enbodi MEFCS1FEFFoVTRNRN wp@rtd clesaoblokkar thg aatdebBsdmgeingvhol e data

bl ocks ubyiateaviBgthbe fed! 9ak b d.or_del eted fromthe
toriginal dat §fﬁj<l e i nt%@% he ,s_lnaps%tgf %&%gg{’@aﬁ E?Sé% E%Yngutcff@tld‘rgt gi nal
file net 2d4t 84t R1Ahul For N &der 652 Soap bhe ohdselatiheimtenhod nent s

furt henegpbilotkeahdies psones iy digk 6haaks0 cHelgl 6,4, data bl.ogk by
i dentifying, Lhat t’gl})ele tire . .
ndirec ock that was copied into the snapshot dataset
(thereby replacing the “ditto” disk address that was stored in
the indirect block when the indirect block was copied from the
original file into the snapshot dataset). aAfter the data.
block has been copied into the snapshot dataset, the data

block in the original file is updated normally.

Another type of data file updating is appending data to an
existing file. The snapshot update processing control flow
700 determines, at step 706, if the update to the original
data file consists of a file append operation that is to
result in appending data to the original data file. The
Pbrocessing of the exemplary embodiment of the present
invention that is associated with appending data to a file is
similar to the processing performed to update a data block:
the inode of the original file is first copied, at step 710,
to the shadow inode file for the snapshot dataset, thus saving
‘a copy of the old file size and data modified time. In the
case of appending data to a file, however, no data in the
existing data file is overwritten and therefore there is no

need to copy any data or indirect blocks. into the snapshot
dataset.



content of an indirect block references all or part of the entire range of
data to be deleted or cleared. These enbodi nents nove the whole in_cHr é@p&
bl ock of the original file, by copying the disk address of the indi ¢ 2006

bl ock, i n{@ oslghgsmode or higher |evel indirect block of §, ot
dataset. As a particul ar exanple, these enbodi nents inpl g@n@ﬁ?&%ﬁﬁgncati ng a

file to zero length or deleting a file that has not been updated since the

snapshot was captured by only copyi 48 t he di sk addresses fromthe ori ginal
nmode into the shadow i node w thin the snapshot node file of the snapshot
dataset. 8 S E P 2006 WO 03/069477 PCT/ EPO3/00164 25 The processing of

t he ex I t Ll enent, . directory updates s simlar to the
procesz\in%lél%%re%gggg%inﬁg éaggafﬁ%c%gatfﬁlg di’r tecc:gf%???%rrlﬁo?n%?‘f%n is first
copi ed fiidteo whhehshapshbenda¢abetnahdrt ke thertaodé ahdasebeoted i ndirect

bl ocks -ar i ede. b f negcgess s described. fqr t rocessi ng of

updat i r%l%écgg@b?og EsLéThrgl"?én@E)és/ eo%lﬁlrgogesss&%ﬁat(e)a Wﬁgge§<lg%% af ®nbodi nent s
of theupdledsentisi avmhlaontsuppordratdserinti beedyshem updlagenent  oper ati ons,
i ncl udi, r owi.ng i nkj t.herw. .e-organi zing. a fi.lle system
These :‘;’,’?’%&% g\éﬁégaltjllg%' iﬁl/% vﬁ%cgesjr%[?vserlréﬁg‘ugg g%?%?icn%p)g%?% %}hed nmet adat a
to di ffd@rt@nfthgicsks Fochei orgardheCerdeskdParakhel skpeh@ysiamy«®PFS) such
as _theseoaxablahh el om L EM o Pl PARLE SELLRES flalg, and et adata
across multip Isks and supports operations that ~renove one or nore

di sks PeemsaprTExBEeRgtRe | Rrasatemadeshatibeddfodi wkéaaing rabidtance t he

exi stipgodata aerosscal! affa thciavainbabl ndi $KS. 1 J8esE ans) les of
operations that involve noving data and/or nmetadata from one disk to

anot hefavehbeer epeiati Hhke dike aa@shetofaraset ontRheoRR i gt URRR t he
snapshehedat-aghAdependentdy hesaysedbayndonneiychange the content of a

file. The exenplary enbodi nents of the present
Some embodiments of the present invention implement an
optimization of operations that clear or delete whole data
blocks. These embodiments implement an optimization that is
similar to the processing used by some embodiments when
overwriting a whole data block. These embodiments perform the
operations of clearing or deleting of whole data blocks by
moving the data block to be cleared or deleted from the
original data file into the snapshot dataset and replacing the
original file metadata with a null disk address. Some of
these other embodiments further optimize the processing to
clear or delete a data block by identifying that the entire
content of an indirect block references all or part of the
entire range of data to be deleted or cleared. These
embodiments move the whole indirect block of the original
file, by copying the disk address of the indirect block, into
the inode or higher level indirect block of the snapshot
dataset. As a particular example, these embodiments implement
truncating a file to zero length or deleting a file that has
not been updated since the snapshot was captured by only
copying the disk addresses from the original inode into the
shadow inode within the snapshot inode file of the snapshot

dataset.



inventjon inplenment these operations by first processing the original
-files and then processing all of the snapshot datasets. In the pré eggﬁﬂﬁﬁ
of these operations, a "ditto" disk address is treated as a null address,
i.e., no wexa3oew4’s necessary if a "ditto" address is fopuepoReedy ng Dat a
Cont ai ned wi thin Snapshot Enbodi nents of the present invention allow users
or other processes to read and nodify data that has been captured wthin
a snapshot. Readi ng and nodifying-dasa-within a snapshot allows the use of
data that existed at the tine of - 8 SEP 2006 WO 03/069477 PCT/ EPO3/ 00164

26 the snapshot to be used directly, without restoring the data wthin
t he snaphshptote@saimg act itk fdxdempiyst eambdd Sedrermtdcc icipd@manti | | ustrati ng an

initial.snapshot dataset. structure 800 according tq an exenplary

enbodi HEREC Bt Y HPCHRe it VAT BR 131 PIURTT RIS O BPGETBAT The
snapshdatadaiaslet. 80hd mlilrkics ceyatpk ermst sdhows tfo e ewpliydandtbepresents a
snapsh where .the original_file system has not. been updated since the
snapshg%ew%%a%%&égu 2 QéaﬁF%E§§Ei§%e fﬂﬁé%t?FQeﬁ 'gg&ggdép lF?SE]a
snapshblodat aset ,cqasidd ndr eckelskyrdessas i dedhhigdeoivfofd tdle exam nes t he

inode file of.the . sn hot to.determine if valid inode data exists within
t he 5%5%% %%l%%u%&e %%%fnpbgagﬁegggggffile being retrieved. The absence

of inode data within the snapshot dataset 802 signifies to the processing
of i & exepl 1. qrhodigmoL, thaty ot be reauestsd. data has pot, been modi i ed
since the %ﬁ%%%&ot was captured and t%d%ﬂ%ﬁz reques E5°d8ta ™™ thi n" t hat
rsnapsh@¥§$%n¢rﬁnﬂ&;QﬁdngEm&DOdatgthbrefiﬁetﬂuﬁtﬁmimwaabbmentsystenl Thi s
T Rforr T Re o T err e argr B S e B0 o “the ot fve Tile
syst elFeTORFRIEY 2 iy cadddss stRécpequBleerl ddier Isivseetivhenintielerenpl ary
enbodi PRt RoRimd e J¥ @5@Rk inBVaAtLO0And metadata to different disk

locations. The General Parallel File System (GPFS) such as

those available from IBM, for example, stripes data and

"metadata across multiple disks and supports operations that

remove one or more disks from an existing file system or that

add disks and rebalance the existing data across all of the

available disks. These are examples of operations that involve

moving data and/or metadata from one disk to another. These.

operations are able to operate on the original and the

snapshot data independently because they do not change the

content of a file. The exemplary embodiments of the present

invention implément these operations by first processing the

original files and then processing all of the snapshot

datasets. In the processing of these operations, a "ditto"

disk address is treated as a null address, i.e., no action is

necessary if a "ditto" address is found.
Reading Data Contained within Snapshot

Embodiments of the present invention allow users or other
processes to read and modify data that has been captired
within a snapshot. Reading and modifying data within a

snapshot allows the use of data that existed at the time of



attenpt to access.a data block 810 within a captured snapshot but the
snapshot dataset does not contain data for the inode associated \/\,1’t8h3f5tPh2=,lmB
requested data file, the processing of the exenplary enbodi mnents accesses
t he data WMoskesy7 usi ng the disk address 808 in the inoper/8pkefsst he
active file system The processing of the exenplary enbodinments simlarly
access netadata for a file if there is no valid inode data within the
snapshot dataset 802 by an inferredogeterence to netadata 806 w thin the

i node 804 of the active file system - 8 SEP 2006 WD 03/069477

PCT/ EPO3/ 00164 - 27, An updated attribute data structure 820 of an

exenpl ahy seabedorend 9f Whel priesentvi Nverhoéwn +&stddusd ratedidy FIG 8B.
In this dat dattr%sg?te data strycture 820, a shadow node 822 is stored
Wi t hi nwtlﬁglgnﬁ S ORI A €t° g8 2CTRESshalBWY Ficde- 822 represents an node of

a data file that was captured into the snapshot dataset 802 but the

attrib tes met adat.a 824, have been changed since the snapshot was
capt ur C%@ab+%c%%%qw &% 180098 %%Jstjc%glwlﬁwtw&d’éasﬁ%ﬁ a fromthe

act i vestrhetsyestmn iadapddiemss napshobxdapasey SRZodPkdrar J0 cwpdat i ng t he
node rretadatg wi thin the actj.ve fl#ﬁﬂ %éstem This structure results in the
2 a

shadow’rpde™ ﬁnv%rb‘ﬁtoﬁ Mg T Ché btesett: | Thisheradsbotat ed fil e
that dasapeesein i/mmztshea;&m@psh@ts BASWE apd Use tempAS, descr i bed above, t he
di sk a 26 of thi e contal ditto" vyal ue, -1

val ue ?%pf%%e%(g’ SnafS%o gjeﬁeeg?g ?BI?WQafIJZL? s 1) a|Ss"1éftshadow node
and t h?aeentlhredateuia dirsle daddr wzapisbott‘hes acapralreatat a Meogicodi@siiagstored in
t he node §0§o af ot e Actd e Al 8 éy h(;l'@ aqjgatz%eoct val ue stored in the disk

addr ess 826 si gnifies an inférre rence ‘0 %he S pfocEssi ng of the
exenpl rylendeeitidmd hedaw, |fnefscat9€§mllh%& thee iprasbedSilegoifsthe retrieve

the ackal it skeo s 1o0h g1 At 2 hocle Bl QLU 3 ST LLL Part of the

ori gi nal le in this scenario, usingt
snapshot dataset 802 for the data file being retrieved. The

absence of inode data within the snapshot dataset 802
signifies to the processing of this exemplary embodiment that
the requested data has not been modified since the snapshot
was captured and that the requested data “within” that
snapshot is in the original data file of the active file
system. This results in the processing that is performed by
these exemplary embodiments inferring an inferred reference
812 to the inode 804 of the active file system in order to
access the requested data block.

When the exemplary embodiments of the present invention
attempt to access.a data block 810 within a captured snapshot
but the snapshot dataset does not contain data for the inode
associated with the requested data file, the processing of the
exemplary embodiments accesses the data block by using the
disk address 808 in the inode 804 of the active file system.
The processing of the exemplary embodiments similarly access
metadata for a file if there is no valid inode data within the
snapshot dataset 802 by an inferred reference to metadata 806

within the inode 804 of the active file system.



within the node 804 of the active file system An updated data bl ock
.storage data structure 830 of an exenplary enbodi nent of the presen’f8 SEP 2006
invention is illustrated in FIG 8C The updated data block storage data
struct ur e wi@soepgpresents the data bl ock 810 that has begprgpgialgd Since

the snapshot was captured. The processing of the exenplary enbodi nents,

as descri bed above, noved or copied to snapshot dataset 802 the data bl ock
810 that was in the active file sysgemprior to updating of that data

bl ock after the snapshot was captured. The updated data bl ock storage data
structure - 8 SEP 2006 WD 03/069477 PCT/ EP0O3/00164 28 830 illustrates

that the shadews Qegﬁlﬁgge“ﬁ&\‘% ns & §RaPgHet ofdéﬁaéﬁémé_ﬂ%:font ai ns not
only valid netadata 8 but a valid disk address 826 he "di sk address 826

i ndi categ@ofiﬁ@eﬂtoiaﬁgéhel pEateh BIvaHd Wats BildurtBabed wht dHG s &Fow part of

the 5n@l?xsIﬁﬁtlsdﬁbé§§éd89@trf§9uté‘ddaﬁ?é3tstl%lu%%lﬁrét 9 89€, dat Aas) ryridy e 840 of
an exenplary enbodi nent of the present invention is illustrated in FIG

8D. Tﬁ@25ﬁ§p§ﬁéifeﬁa‘t’a§]é%n8@12€|$P%Eﬁ}sotc§§éa§8ﬁt 8PAs tHee sHEY i node 822,

whi ch H@a%d%hgzaekéﬂ@&@eﬁ@é oh thesordgisnakbky reapt uhed w8 afddgand a
valid di sk address 826, wherein the disk address 826 stores the | ocati on

of an PRdPr&Be BreerRhgh dataset i80xdudcitheeatiF iR EeFarget data file. The

i ndi regletbbiaek 88472 BivéhbSegxamlfrd sishewantossapiRbh 4aw di sk addresses,
first disk adgress 844 and second di sk address 846, that_paoint, to data

bl ocks CPPRETERr st TGt B BF SR BASIGATT tRE SBCBRIPARt P DR BEFOFhat are
part oRathefkbhetkoniat ired %\ﬂehléyém 1ﬁuﬂaﬁshet sHab siset cfa&%d sdin gomhs
lexanpl e, .the two ustr te cks ha noved wit.hin the

S napohBFia; kReregpbiis | Phe tundil Gels R NS Y6 LR Fhe SR e hi 1 the
snapsheystdat asehist fatucngre atem lttmatint Inhef shedbasimade BN changed ~since
the Snggﬁ@g%ewggta Stﬁggéh t;?]ese er%tlgg gggggléted fﬁﬁ'r%. data file by

accessli ng tore e orig
was present when the snapshot was caotured.

As described above, the disk address 826 of this shadow inode
contains a “ditto” value, a ”"-1" value in the exemplary
embodiments, to indicate that this is a shadow inode and that
the true disk address for the actual data block 810 is stored
in the inode 804 of the active file system. The ditto value
stored in the disk address 826 signifies an inferred reference
828 to the processing of the exemplary embodiments that .
indicates that the processing is to retrieve the actual disk
address for thé data block 810, which is still part of the
original file in this scenario, using the disk address 808

within the inode 804 of the active file system.

An updated data block storage data structure 830 of an
exemplary embodiment of the present invention is illustrated
in FIG. 8C. The updated data block storage data structure 830
represents the data block 810 that has been updated since the
snapshot was captured. The processing of the exemplary
enbodiments, as described above, moved or copied to snapshot
dataset 802 the data block 810 that was in the active file
system prior to updating of that data block after the snapshot

was captured. The updated data block storage data structure



file instead. If an inode for the requested file is in the snapshot

dat aset, the operations proceeds as a conventional read operatlon'&QEm@WB
the inode of the snapshot dataset, except that whenever a "ditto" disk
address i sveaaguprered in the snapshot dataset, the. copepspRpding data

bl ock (the block with the sane |ogical block nunber as Is stored wi thin
the inode) is read fromthe original file instead (|f t he snapshot is not
part of a snapshot chain of multipl §napshots as is'described below. - 8
SEP 2006 WD 03/069477 PCT/ EP03/00164 - 29 The data file read processing
900 for an exenplary enbodi nent that has captured a single snapshot is

1 USt It oEhGeed. cnCoNLEol Ak W00 e@s Wk LhaSLED 302,40k 1 ove

directly to step 904. Upon a request to rea roma snapshot
dat asetdat@fetddla Frréareadnpk oveksivd icometelathof2doout|mivakidy

accesses stz st-eRs984¢ . t henshadow Jmde %B%”lhﬁﬁcaégﬁpéﬂgtsb A5LL - I'n

response to accessing the node data wth he snapshot dataset’, one of
three fes@tionapé pbSstipre Piock D exdrphadly eavorrnenet afkee speci al i zed
processimg st BeEEQLpedobn each of these three cases. The processing for
each of these three cases is described bel ow. Snhapshot datasets are
initially blank and contain no data. |nodes are copied into the snapshot

dat asetarafit@n rkhe gabgkngi;origé Qiéﬂk@tst%@tﬁggn8@@péf'r§ﬁj OYedhie ,shapshot is
nodi fied., subsequently to snapshot capture. |f_the original data file has

not be&HOREAEPEIOSi ﬁ%‘é PHES ek hap SRt s 1€apt hrebratee b Jtéssidhy _
det er mmes snébsﬁbepdgeﬁsettﬂi’l@ﬁ ihersinapsket cdatasget €oessmiowontain valid
node data. %g det erm nat i g pr ceSS|n then retrieves, at
“step 9f§Oth§E tﬂ%sr%ﬁ%é¥F€5gﬁ% %#r Fhe afigie¥iye system
becauseapharédlaahadfﬂbé dedn nedifd ed saf hadrtbe 82@ap&hgbaMﬁajﬁﬁptured and
t he st &hat f on the active . fiile system e s .t was
€x%ha

when t sng drsEs b&g 2 AR M Ration®o2YSHEM 1rec ﬁﬁ'“i_%

that is assoc1ated with a large data file. The indirect block

842 of this example is shown to contain twe disk addresses,

first disk address 844 and second disk address 846, that point

to data blocks, the first data block 848 and the second data

block 850, that are part of the file contained within the

snapshot dataset 802. In this example, the two illustrated

data blocks have been moved within the snapshot dataset 802.

If an inode for the given file is not within the snapshot
dataset, that indicates that the file has not been changed:
since the snabshot was captured and the operation reads the
current data file by accessing the data stored in the original
file instead. If an inode for the requested file is in the
snapshot dataset, the operations proceeds as a conventional
read operation using the inode of the snapshot dataset, except
that whenever a “ditto” disk address is encountered in the
snapshot dataset, the corresponding data block (the block with
the same logical block number as is stored within the inode)
is read from the original file instead (if the snapshot is not
part of a snapshot chain of multiple snapshots as is described
below) .



capt'ur ed. The data file is accessed, at step 914, by using the data bl ock
.address stored within the node of the active file system If the g SEp 2006
processi ng determ nes, at step 908, that the shadow nobde within the

snapshot ¢aj @srbs7¢ont ai ns valid node data except that tf’@’r/ﬁhﬁ}ﬁ 1%gidr ess
portion contains "ditto" address indicators, the user data vmt?n nthe file

has not been nodified since the snapshot was copied. File netadata, if
required, are retrieved fromthe shaz%ow node, and the data - 8 SEP 2006 WO

03/ 069477 PCT/ EP03/ 00164 - 30 bl ocK addresses for the inode are retrieved,
at step 912, from the inode for the original file within the active file

systemp, t I addr re retrj h -ggg si ng
retri evego'(ta gargghggg%@d%pﬁc, at ngég)%%g,% %ﬁo%ﬁ% o# g?an]loa * |%e. If the
shadowtihasdbag scaeter #dl neds 19 leorrainshodt ist eple@dOratedlird Hi¢od® .data and

valid o] d : r S$i,Ag tFq Sqi st ed dat a,
at st eg%g‘%l,ghf ?ﬁé(rjﬁgt %dé@S%% :%an%?@cti(}g S&%ﬁe?ggcgggb?ﬁ% %lal{je:c%]]%gc% addr esses
speci f iségp BY4t heUBbraddow ¢mei: dontraiaded ditai Al idel srmaps opddodset |

Lookupsaphagal achd dseapeniot. di eakOkkedng bandled pYosighg ar - processi ng.

Looking up data is performed’in the exenp bodi nent's that do not
suppor £nshapshot 2eERs RS asttarsterd&ddr i bhg Bbpduw binedre okl tig it k&esnapshot

direct ahypEbttAgradat a fid s}e%msteh% ceadbognd hesdatadd omhe ori gi nal
di rect or}F/h\(\henever a "ditto" address is encountered or when the directory

i node WaFhsnwibai snapshelr tebassiton o9 PhetBhadove sy Hodenq kessstgport i ng
mul tipia spapsbetss BeMMimsdaedipentgecel a1l DeePresSdsdiRenti on al so

'support any nunper of nultiple snapshots. Miltiple snapshots are used to
icapt ur BFR8TEBEA 7 of2theP adtliSRe fHrEesFefefr at TR RIS ING A%, An

- exenpl aayhsaapshese t tHpdd neaHR0 iisS dekbushbeat B .

Snapshot datasets are initially blank and contain no data.
Inodes are copied into the snapshot dataset after the original
file that had been captured by the snapshot is modified
subsequently to snapshot capture.

If the original data file has not been modified since the
snapshot was captured, the processing determines, at step 906,
that the snapshot dataset does not contain valid inode data.
After this determination, the processing then retrieves, at
step 912, the inode of the requested file from the active file
system because~the file had not been modified after the
snapshot was captured and the state of that file on the active
file system is the same as it was when the snapshot was
captured. The data file is accessed, at step 914, by using
the data block address stored within the inode of the active

file system.

If the processing determines, at step 908, that the shadow
inode within the snapshot dataset contains valid inode data
except that the disk address portion contains “ditto” address
indicators, the user data within the file has not been
modified since the snapshot was copied. File metadata, if

required, are retrieved from the shadow inode, and the data



FIG 6B. The exenplary snapshot tineline 620 illustrates n each snapshots$
t hat have been captured over tine. The first snapshot, Sl1, was t hd SERi 2006
snapshot in this exanple. Subsequent snapshots were captured in

~ chronol ogivv@abs/@parer with the nost recent snapshot indi caiegpafesdiapshot
Sn. Internedi ate snapshot Si was captured before snapshot Sn and after
snapshot Sl1. Snapshot Si-1 was the snapshot captured just prior to
snapshot Si and is the next ol dest fijge_system- 8 SEP 2006 WO 03/069477
PCT/ EPO3/ 00164 - 31 snapshot from snapshot Si. Snapshot Si+1l is the
snapshot captured just after snapshot Si and is the next nobst recent

snapshoblbtkeacaptsg@d odt ethsnapshRobrsl rethioFE8! 40 SFSAEL 2 A AI1Q)
snapshotC a'ne<\{[1v$~, 1?:5? e shadow i.node file is created and recorded In the
e I

super bl 588 bF° SYSTEMRathd ldgepFaty tRARer Hent Sl i soedsmupdat es

to the oncginat ddde IsysilemnmadiensaiublbplersNapSAOt Share-JuL38Ry by copying
i nodes, _Lndirect tbI ocks a ddg ta blocks into the nost recent snapshot
accor di hg- 13" the P d%eeoéé‘?st% Firb8d &b89e? tThel TRt the g isrdpshot ,

and thefikéative capture tinme anong different snapshots, is determned in
t he exenpl ary enbodi nents by the order in which the snapshots are witten
into the superblock, and/or by the <creation tinmes of the snapshot dataset.
When nuifiphe smapshotredar 6 piiesentninsaapshedstdhat capiuuediothe state of
the fil t t fr.evio ti.mes .are ad b users or_other applications.
An exerr\g?g%@ J"s%?\ga%sr%attasgﬂ%zgalﬁogaéﬁoﬁﬁ%(a%cﬁ%r%%?ﬁsai H&t® wi t hi n successi ve
snapshopsodessing parttriicvles that achheoskedsdatd usit attesh i91 45| Grokliendhe '
exenpl pshQt i i st.rates. the inferred references that
are toa%ée/térrar%e in er%?r?lﬁ:l%zlrc%jdg% ocLllhrgreﬁ \gao 1?%% aglp(;rreessesrﬁs iSRYEAEEEA i n order .
to read®a i £5Idsek inedle iconpadnedoti thin detesetad<drots dapsket . Si -1 1102,
The exenpl ary snapshot series illustrates snapshot Si-1 1102, Si 1106 and

Si+l 1112 as illustrated in the exenplary snapshot tineline 620. The
Lookups of data in a snapshot directory are handled by similar

processing. Looking up data is performed in the exemplary
embodiments that do not support snapshot chains as are
described below by checking the snapshot directory for the
data first and then reading the data from the original .
directory whenever a “ditto” address is encountéred or when
the directory inode falls within a sparse region of the shadow

inode file.
Supporting multiple snapshots

Exemplary embodiments of the present invention also support
any number of multiple snapshots. Multiple snapshots are used
to capture the state of the active file system at different
times. An exemplary snapshot timeline 620 is illustrated in
FIG. 6B. The exemplary snapshot timeline 620 illustrates n
each snapshots that have been captured over time. The first
snapshot, S1, was the initial snapshot in this example.
Subsequent snapshots were captured in chronological order with
the most recent snapshot indicated as snapshot Sn.
Intermediate snapshot Si was captured before snapshot Sn and
after snapshot S1. Snapshot Si-1 was the snapshot captured

just prior to snapshot Si and is the next oldest file system



oper‘ati on and control flow 1000 of the snapshot retrieval process when

-mul tiple snapshots are present is illustrated in FIG 10. Control f%g\l\@ﬁ
1000 begins with step 1002 and flows directly to step 1004. The era h {]

retrieval way @9®s671000 begi ns by accessing, at step 1004¢rkPSo51k@adow i node
associated with the desired data file that is contained wthin snapshot
Si-1 1102. In this exanple, the processing encounters a first shadow i node
1104 wth no valid inode data thereisq. _This indicates that at the - 8 S E
P 2006 WD 03/069477 PCT/ EP03/00164 - 32 tine the snapshot Si 1106 had been
captured, no updates had been nmade to the data file. The lack of valid
i node datapshpbthiron hendpdisit shadownapedet 13041 i 1 efise t9, 418 Rr ocessi ng

that th t re recent snapshot is to_be exam ned for inode data. The
| ack of 8\72??5(3?1;%%%: aaaftaeﬁmstr?ﬁpg’?‘htoﬁe St PRE Lhakletv ReHodveOStL04CaNE0 resul t s

i n no deskpaddteSsldetangumel udedr whkpsRot hat | nade,-gihie Jpr ecessLng
continugs_ dsrgetsr 1 nes, _at stagp 1006, if there is a disk address in the
shadow i node. "I thi‘'s X5l SPAERE FRALPY stRefdw §icud =1 rosagedsandt -
i ncl udereaoydéd dirditdle adoreessoctr odnyhet hele dafshersO R RKRGESSLHT
continu - 1.ni ng, . at ep 101 if there is a nore recent -
snapsho{tél.§b %arg%(é:g rfrcﬁgnﬁlg&s%%t %Odé@%rﬁln%“iarﬂe Lidg sehes vhern nore
recent Bphpibibe dnapshartisnatrieoprebehheby sepeFilockdass t hadki-bersystem In
this exgiples 1hergds r ecent snapshot, and the processing updates,
at step 1010, t g%ser?a;})agﬁggzgt gtnqéQa‘rEnH%em? 1978 e XRRS ,Oet RECSh3p%ot to
exani net? stRpdasessd nve depapshetl Spowd 06. THhenptocessihng saepshates, at
step 1004q de e@RNLRA0 A-s6¢and,;sh i g 1108, which is the shadow
i node wi thin snapshot S p110% ?ﬁg(tg %g%s%%r%sretn% tsﬁgpgg%sfijr% as the
first sHdOwin itod€ F164 SHPTRILATE nePishidbimesits] v thike oederplaryhamnbodi ment s
of the esanipdideantiranurkBebhi snex Al Gl 1308000k, 8t 1) 190, contains a
al i

second shadow i nqde 1108 that contains v
Creacion times of the snapshot dataset.

When multiple snapshots are present, snapshots that captured
the state of the file system at previous times are read by
users or other applications. An exemplary snapshot series
1100 showing data contained within successive.snapshots for a
particular data block is illustrated in FIG. 11. The
exemplary snapshot series 1100 illustrates the inferred
references that are to be made in exemplary embodiments of the
present invention in order to read a data block that is part
of the dataset'for snapshot Si-1 1102. The exemplary snapshot
series illustrates snapshot Si-1 1102, Si 1106 and Si+i 1112
as illustrated in the exemplary snapshot timeline 620. The
operation and control flow 1000 of the snapshot retrieval
process when multiple snapshots are present is illustrated in
FIG. 10. Control flow 1000 begins with step 1002 and flows
directly to step 1004.

The snapshot retrieval process 1000 begins by accessing, at
step 1004, the shadow inode associated with the desired data
file that is contained within snapshot Si-1 1102. In this
example, the processing encounters a first shadow inode 1104

with no valid inode data therein. This indicates that at the



i node data, but a "ditto" address is stored within the disk address data’
1110 of the second shadow i node 1108. The valid inode data of the -sE¢emdils
shadow i node 1108 indicates that the netadata of the file were nodified

prior to eapimsesref the snapshot Si+1 1112 and the secopgrgbadyy, node
1108 contains the netadata that existed at the time of the capture of
snapshot Si 1106 (which includes the state that existed at the tinme of
snapshot Si-1 1102, the snapshot of ipterest). File metadata for the
snapshot Si, and therefore precedi ng snapshots captured subsequent to a
prior nodification of the - 8 SEP 2006 WO 03/069477 PCT/ EPO3/00164 - 33

data fidsnandd Rekpdihag §m@@§b%a§l bée&%e&etd“ %30 e:tg 135° read from

t he second shadow i node 1108. ess ‘data of the
second:Qﬁﬁﬁhﬂﬁqenéﬁet@foéaéénfaﬂﬁs arheji kazk vl yaliid tihpdeesdanpl e, thereby

i ndi catyitthitthathe $YPseAYBAECSNARSHOL 1 7Y € 1 e t%%@enﬁgogggsilb& data bl ock
address of the snapshot data. The processing continues by determning, at

step 100BC tHhé&t PREC(PArPdy P8k aRRPERT ils Gnbeugzamiand peocivedag

conti nuRshy d%beﬂﬁbﬁ'891v§ilétfﬁbdélﬁé%a'Jlﬂ%ﬂ%r%h%r%1?9Eesﬁ§§59t
snapshots._1In thls exanple there is_a nore recent snapshot, snapshot Si+l

1112, antPdndr 04 alser regplss et 10 0lig asklnase heingspapikdedt o be

exam ned.thithehaextinBBEe IeEENbr SEGRSNQY cortapshet aSlithetddRingoONt ains a
third shadOM/lggﬂg 1114, the lnode within that snapshot dataset that

cor r esondEPo r ehubREEd 1712, A %4ﬂ¥%%ﬁé¢l freeshafay 9 enced. The

third shadewsi eedepldlicha thi-st exaR) Eirf%@ét ahng aockal hdt disk .agdress
data 1116.

within |tsldb$§.a drgis he valid di sk address stored in the
di sk addrésd® §afa FI96°09% the ?mﬁﬁﬁi§ﬁé 3 n5Qe CRE1BTPRBFEHI%s t hat t he
data blcogk ihadsbbendepeatixdiag! eit capipun@10f, shapabot Ssﬁazmﬁiiz and the

rior o] at Iock i stor sna dataset 1112
p 2%%%%t LT%ggﬁo aTQ %_ (ﬁ%aglmentsdéege .

in dat l"ock hi s valTd ress eX|st, at
st ep 168 stgndet hé danare recent snapshot by examination of the

- superblock for the file system. In this example, there is a
more recent snapshot, and the processing updates, at step
1010, the snapshot to examine. In this example, the snapshot

to examine is updated to be snapshot Si 1106.

The processing continues, at step 1004, by examining a second
shadow inode 1108, which is the shaddw inode within snapshot
Si 1106 that corresponds to the same file as the first shadow
inode 1104 within snapshot Si-1 in the exemplary embodiments
of the present invention. In this example, the snapshot Si
1106 contains a second shadow inode 1108 that contains valid
inode data, but a “ditto” address is stored within the disk
address data 1110 of the second shadow inode 1108. The valid
inode data of the second shadow inode 1108 indicates that the
metadata of the file were modified prior to capture of the
snapshot Si+1 1112 and the second shadow inode 1108 contains
the metadata that existed at the time of the capture of
'snapshot Si 1106 (which includes the state that existed at the
time of snapshot Si-1 1102, the snapshot of interest].

File metadata for the snapshot Si, and therefore preceding

snapshots captured subsequent to a prior modification of the



bl ock 1118 is retrieved, at step 1008, to support retrieval of the data of
‘t he snapshot that corresponds to the state of the file during snap8&I§ep 2006
Si-1in this exanple. In this exanple, the data within the requested data
file that woeosiosdsed during the capture of snapshot Si-1 13@RerBRofsgtri eved
by followi ng the shadow i node chain through repetitively exam ning, by
accessing and determ ning, subsequent snapshots until the captured data
was encountered in a snapshot datasegs _This exanple had additional data
stored within successive snapshots in order to sinplify illustration. The
exenplary enbodinents of the present invention operate with intervening -

8 SEP 20886a N HHRBI4ETUBRCHEERA3SORA6451-B. 14 025napshats <khab1do not
contain_data (?u rather dittQ addresses that indicate that the actual

data is>tD bed it §GEEBSsFhRISH st sL108-at eddirér BREF§SSin t he
event thata fieldexiionmere thecestosdapsily dalaalisesCeshakngsa, " ditto”

addr ess .%heKE{ocess ii,repeated and the "ditto chain" is followed until a
non- di t Tt o SYERIrEs $Tis  PEamRLe Theherrkys Hadicatdngy &hagr ocess 1000

cont i nuesbsmfidnti tsnapshdeteanened, bat et ¥ that ghhargibsxnot a nore

recent apshot. than the snapshot just examned. If all nore recent
snapsho?%g%dﬁiéﬁhtge"EPFPﬁﬁoﬁdﬁ?%%s, Thie RTa9essing ForPEiPBERNPY snapshot is

det er ni deidermaitnisicep at0&Repando s hetlgad anor (vadiigctiaky hhaeksisigetrieved, at
step 1014 the original file on the active file system Simlarly,
operati%ﬁ%}44é§? §€§c858g8?sép%p%?%%ﬂqﬁﬁﬁ %ﬁ'%ﬁtgrQHQGBQWnBHeS???e, which is
det er m W&k i rift lvbeerenpbanyrenbeckmentrmdyhdtike presente ekamble null data
bytes i, smode. reco [ cessing a.file.i ol der snapshot
e fDGe b EOLd Ul L0, 866655100, Bnbl Bt 1 2he? SFd SR

‘retrieve the correspondi hg ho rrom't he ~oldes snapshot
t hat co¥t dgfs @tvalked hble. topye Ure freorn tshepshbyi hal béi égaminad. snapshot

contains an node copy. A snapshot within a series of nultiple snapshots

are able to
The next more recent snapshot, snapshot Si+1 1112, contains a.

third shadow inode 1114, the inode within that snapshot
dataset that corresponds to the requested file, for the data
file being referenced. The third shadow inode 1114 in this
example contains a valid disk address within its disk address
data 1116. The valid disk address stored in the disk address
data 1116 of the third shadow inode 1114 indicates that the
data block had been updated after capture of snapshot Si+l1
1112 and the prior state of that data block is stored within
the snapshot dataset 1112 in data block 1118. This valid disk
address is determined to exist, at step 1006, and the data
block 1118 is retrieved, at step 1008, to support retrieval of
the data of the snapshot that corresponds to the state of the

file during snapshot Si-1 in this example.

In this example, the data within the requested data file that
existed during the capture of snapshot Si-1 1102 was retrieved
by following the shadow inode chain through repetitively
examining, by accessing and determining, subsequent snapshots
until the captured data was encountered in a snapshot dataset.
This example had additional data stored within successive
snapshots in order to simplify illustration. The exemplary

embodiments of the present invention operate with intervening



be deleted or used to restore the data to a file system Restoration of
data to a file systemin the exenplary enbodinents froma snapshot ddt SEP 2006
set that is not the nost recently captured snapshot resolves the inplied
ref erencesvo 3/t snapshot through the use of processi ngTdas§Hd10ed

el sewhere in this specification. The processing of the exenplary

enbodi nents of the present invention that deletes a snapshot dataset that
is within a series of snapshots first, determnes if there is a snapshot in
t he snapshot sequence that was captured prior to the snapshot to be
deleted. If there are previous or parent snapshots, the proce55|ng then
deter m ﬁ?&pﬁéﬂOE@%H}&Xtdoo|I1Q>%Stco§1@%9§th85taorb@@er&nt J,ttﬁ) Er%gggs

03/ 069477 PCI/ EP03/ 00164 - 35 snapshots, contain inplie erences to
data st'ehald WdIiate thets ilsshetupd Batdeieteel.be fiaimdh ins stored in t he
snapshoducdds de,del et et s e Sta%arat@fgpgﬁ@m hrﬂy%ed'e%ﬂtaﬂ%tsses in

t he snapshot to be déeleted), the processin del ete that snapshot w ||
copy t Hel@jatexts tirted rlet‘?eﬁlﬁatsp§ﬁ§b§ﬁotia’€® & %0 Q@@amsd@st“déﬁaaé’hot i f the

next ol dastesNANIROLCRRLAI B 2BpekiRhi edareferenca d exhal- saapshot. Once
this data _has been  _copied or noved into the next ol dest snapshot, the

snapsh O%%PW?4NH¥§%&I€ fenpeigepefidak StPdpere ity MG -ple Witable
Snapshots The snapshot processing descri bed above creates "read only"

snapshg]Fh Read .only snapshots are snagshot data sets that capture the
A TR Qs e aEVERe PFPABSE ne SR apiNotnYes Witddt 44, 1But do not

state

SuppOI’tdéﬁte&iSLeJrnem’ amplslt@@t [L0m2dl EREt| Yhedeiid Nhd & @rror@t Recwhse updating

t he data th stor n t he snapshot. Sone odi nents of the

pr esent® s oFPaRF PFndUeh SR tpthti ng data™PRSt TeGER capt ur ed

in pr e\drmlad};otestc@lmltlasheel sdapsbot sddwéss | nthddizcd @f a poevi edskyt
estabhéﬂgﬁ}h Q%h%etga%lkhg efEecEer16§3tm£&4u%hJ|Aa as&,temthat exi st ed
at the ti whe Shapshot Was

directory block is retrieved, at step 1014, from the original

file on the active file system. Similarly, operations that

encounter a sparse region in a shadow inode file, which is

determined in the exemplary embodiments by the presence of all

null data bytes in the inode record, while accessing a file in

an older snapshot retrieve the corresponding inode from the

oldest, but more recent, snapshot that contains a valid inode

copy, orx from the original file if no snapshot contains an

inode copy.

A snapshot within a series of multiple snapshots are able to
be deleted or.used to restore the data'to a file system.
Restoration of data to a file system in the exemplary |
embodiments from a snapshot data set that is not the most
recently captured snapshot resolves the implied references in
that snapshot through the use of processing described
elsewhere in this specification. The processing of the
exemplary embodiments of the present invention that deletes a
snapshot dataset that is within a series of snapshots first
determines if thereé is a snapshot in the snapshot seduence
that was captured prior to the snapshot to be deleted. IFf
there are previoﬁs or parent snapshots, the processihg then

determines if the next oldest snapshot, or any parent



established. Specialized processing is perforned by the exenplary

~enbodi nents of the present invention to nodify, or update, a snapsB&EPwign
there are nore than one snapshot present. In an exanple of a file system
t hat has &Ge¥ices7of snapshots 600 identified as Si, ..pcr®rodooiesi , Si+l,
..., Sn, wherein the snapshots are ordered by decreasing age, e.g., Sl is
the ol dest snapshot, and Sn is the nost recent snapshot. The snapshot
updat e processing as perforned by an3gxenplary enbodi ment of the present
invention is illustrated in control flow 720 of FIG 7B. - 8 SEP 2006 WD
03/069477 PCT/ EPO3/00164 - 36 Control flow 720 begins with step 722 and
flows diraratiata.o costepn72apling pebeessieny tof datiss sewewgl aiyhémbodi ment

that L‘Bﬁj@tsﬁ'ﬁaps‘?fotmg' beeSe1deby! € ﬁ%t@%& albegl 3 egnqnseﬁesggg oy sgapshot

that is referred to herein as snaps resol vin ep
724, theo ke sldedesr (Aeradaratt haterenced berr v fdl@dtoanddtrhaseas sm

r ef er enged PedsMd @4 el aeeaees) W LhL N SOARSHOL 3 achofe chhE Snapshot to

be updated. Resolution of data resses 1s performe
exenpl a?VPSé%bdilﬁﬂénFS?PYaéb@r@@‘ﬁ@ %’(—)OJEGPFé Fhdpsttotsnepishiosy &b phacess 1000.

The resolut iamf %aesiabeckfa@lﬁé%é@é M ddxd rg?lia'p%%o'ﬁef:gh%%%?%e af Ndi cat ed

by ditto values includes resolution of ditto val Ues snapshot Si
and anylRisshreterenapshet shahssnpapshidscr s dbdve dabpt hasvheers

encount&dfikd RBrSAHRRSAOENEL BRE naRy SHRSAIUSHRELHRADSRAES -aLEshesolyed by
reference to_the inplied data in subsequent snapshots until the actual

.dat a \}gﬁf’ealbsleol’if’a?’ﬁeéei?‘éﬁﬁielther subsequent snapshots or fromthe
original file systemitself. After the inplied references wthin Si are
'resol ve th dat ﬁ ocks that contain the data to be nodified are copi ed,
at stepSd RGP r Bt e RhapEfRsPSIts once the data has been

retrieved for snapshot Si, the next
The snapshot processing described above creates “read only”
snépshots. Read only snapshots are snapshot data sets that
capture the state of a file system at the time the snapshot is
created, but do not support a user or application directly
writing to or. otherwise updating the data that is stored
within the snapshot. -Some embodiments of the present
invention support writing to and updating data that was
captured in previously established snapshots. Writing data to
a previously established snapshot has the effect of using the
file system that existed at the time when the snapshot was
established.

Specialized processing is performed by the exemplary
embodiments of the present invention to modify, or update, a
snapshot when there are more than one snapshot present. In an
example of a file system that has a series of snapshots 600
identified as S1, .., Si-1, Si, Si+1, .., Sn, wherein the
snapshots are ordered by decreasing age, e.g., S1 is the
oldest snapshot, and Sn is the most recent snapshot. The
snapshot update processing as performed by an exemplary
embodiment of the présent invention is illustrated in control

flow 720 of FIG. 7B.



ol dest snapshot, snapshot Si-1 in this exanple, is exam ned, at step 726
to determine if the next ol der snapshot Si-1 includes an |rrpl ied re éﬁgrm'@
to the data within snapshot Si that correspond to the data that is to be

updat ed bwotdmesseurrent operation. If snapshot Si-1 inclpgesp@Reicap! i ed
reference to data contained within snapshot Si, i.e., if snapshot Si-1
contains a ditto value corresponding to or addressing data that is to be
nodi fied by the current operation, the_inplied reference is resolved, at
step 728, by determning that the data is present in snapshot Si, -due to
t he processing perfornmed above. Once the inplied references or ditto

addr essEsi1tard rf&swl ved btabenpr@@elssw@cm end &l o@sSEPraePs, WO 03/ 069477

PCT/ EPOSC/ 00]7% 730 t he dgt fo be modi fied by, the current
oper at i on o t hrep OSFE@%’PQS‘?\ RIS SBPOFImeRE £ pur poses

of procsskiteg, anrumdatielefs datml:@nxz:attmd anMebRisR i 5gapsliptkhst, 4 he next

ol dest Ssnha hot , . spapshot _Si equi val ent to_a read-only snapshot of
the fil% ?%2’9% th?g EESEEFSEFB?/ %‘?13?) N §S SREPPEOHeser i Bedbowe. I'n the

case ofraspdatingg atssapphmMSl thé htatsnapshelr Setidhsausegdctps @ apt ure”
data f h snap t Sl. <as he data.in .snapsho i s updated or
changezrj’%rgzitéf ggposed 3C APt ﬁ?#%ﬁerb%efi ey dfﬂpiﬁgg 6F§§Fﬁ%‘Fe‘F|‘1’3et1§V§tem as is
descri lsedpaboveSiThe . snapshet siGipshc, ﬂlo\l\&ve@daabdie tRegOM B o "$ t L O"

val ues I| | . flle ste ditto” val ues encountered
whi | e dlrégadlg%&ga?gg% :é'% Shap aret?‘&ﬁ{vl@]al‘ﬁffyf ollowing the ditto

chain @@ﬁpéllm@dtsn sabseduent ty @aqatsne@@m)mapeh@mvsb Psocé®s retod eve the
dat a/ ”&h@d%éoﬁﬂé‘iohso}f0d§€a¢1996§9 Jc{] W%elm? 1e(%a1t‘e )shot_or from

the original file systeminto snaps Ibe nodi fied |
is copllé*élFﬁF@dthJé h’ab@h‘ﬁ{tlu‘d%tlargétud@%@@lsaﬂedlow oh @niatpshm11&s and an

appr 0p5v'1@h$nc§-ﬁé Us€apShot N dald drs, IReludednt Ns30apshol  Sls Lo the data

wi t hi
descrlbed above. Ditto values encountered in snapshot Si and

any subsequent snapshots are resolved by reference to the
implied data in subsequent snapshots until the actual data
value is obtained from either subsequent snapshots or from the
original file system itself. After the implied references
within Si are resolved, the data blocks that contain the data
to be modified are copied, at step 726, into the current

snapshot Si.

Once the data has been retrieved for snapshot Si, the next
oldest snapshof, snapshot Si-1 in this example, is examined,
at step 726, to determine if the next older snapshot Si-1
includes an implied reference to the data within snapshot Si
that correspond to the data that is to be updated by the
current operation. If snapshot Si-1 includes an implied
reference to data contained within snapshot Si, i.e., if
snapshot Si-1 contains a ditto value corresponding to or
addressing data that is to be modified by the current
operation, the implied reference is resolved, at step 728, by
determining that the data is present in snapshot Si, ‘due to
the processing performed above. Once the implied references

or ditto addresses are resolved, the processing copies, at

4
!



snapshot Si is nodified, at step 732, as determined by the user or other
.processing within the exenpl ary enbodiment. Taking snapshots of a -8 SEP 2006
snapshots Sone enbodi nents of the present. invention perform processing

t hat captwpego&aapshots of existing snapshots. This is ®wSpPESE@dlY
desirable if prior snapshots are witable and are able to be nodified

after being captured. An exenplary use for witable 'snapshots is the
testing of new software. -Testing ofjnnew software is often aided by
executing the software nultiple tinmes while using the sane data.
Performng nultiple executions of software by using the same input data -

8 SEP 2006 7Y 03406y H%C’E!eEﬁQs%/iQ%@b%e@ﬁe &SrP&f uEd At aking a new

snapshot of the original snapshot data before starting the nultiple
execut F0R8 BYe WreXE myldest eapshio§i naraefapshdt - Hat a. The processing to
create a snapshot of a snapshot consists of steps that are simlar to the
creation of a snapshot of an original file system These steps are: 1)

bri ng BP¥ ®ae PUIRRRES ActiRACEFStoJacfuteseptostd@ie PREEs% a new

shadowy; inpdesdipehoangh 3)cHLeRkE bheegki shaneoof dhew snapshot
(including the l'ocation of the new shadow i nodm in the superblock.
I n thelgred@divhl et £ magsiot o6t vaseaRpRAbt Of e SYFES™f or mat i on

%Or ﬁ%éﬁﬁé@&l@é@@iﬁb'&%gﬂo&o Si(}ﬁ@%aﬂfﬂsdﬁﬁlcfmsilfﬁﬁe }‘ i elrd tileat i ndi cates
ether the _snapshot is a snapshat of the original, file systemor is a
snapsho®s®f°5 wgap@m.a |FRaPFEOtase  of g %ﬁ%%%lﬁ%‘i %rjalssﬁ%»ﬁéh&, t he
ancest ogapt el & i i atesn the eanbsBbtSpapsHothe upode Wi Ghhadsabtsgapshot is
based. .| n the c(sse of. a sr}iapshot of ﬁ I:ile s%ste é@e ?ﬁces r field

i ndi cat BsHHREFT 1Y AR 0P WRPERSEHe "8 naPRHET i s d Bk & CEMSSdi nent s
that soppothasnefishodyss todn sisagshdescdébedealbdres . " pitevisougshewagshot,

| i caf ed BYybDE NOBAd O, DALRAL0Skasteor 0518 Qiaste aapshol that is

more recent than tHe snapsh
original file system. The “ditto” values encountered while

reading data within snapshot Si are resolved by following the
ditto chain contained in subsequently captured snapshots so as
to retrieve the data/metadata that is to be copied from the

more recent snapshot or from the original file system into

snapshot Si-1.

Once the data to be modified is copied into the snapshot
dataset associated with snapshot Si and an appropriate capture
of the data is included in snapshot Si-1, the data within
snapshot Si is modified, at step 732, as determined by the

user or other processing within the exemplary embodiment.

Taking snapshots of a snapshots

Some embodiments of the present invention perform processing
that captures snapshots of existing snapshots. This is
especially desirable if prior snapshots are writable and are
able to be modified after being captured. An exemplary use
for writable snapshots is the testing of new software.

Testing of new software is often aided by executing the
software multiple times while using the same data. Performing

multiple executions of software by using the same input data



and that has the sane ancestor as S. In the case that there is no nore
recent snapshot with the same ancestor, then parent(S) is the ancest ﬂm
S. This relationship organizes all snapshots into a tree with the orlgina?

file system@losdhe root of the tree. For exanple, considerbiddong a first
snapshot, referred to as snapshot S1, of the active file system Sonetime

after this first snapshot, a subsequent snapshot, snapshot S2, is then

- taken of the active file system Thgg gives us a snapshot series of Si and
S2. A third snapshot, snapshot S3, iS then taken of snapshot S2 The
snapshot tree in this exanple has two branches that split fron1 t he

snapshots dataseheeaBlUkadiRY snapshot, a
o baogsy TR Ecanpl LaR iRy aNAPd %%nggn%o%mncgeéﬂbtﬁ%n%%q%g $nsp SEeRefots
f or ni nglatse teifiver shrakéng Qﬁ@em‘tlh’és@l¢ v@(emm@lﬁ@sba're’rﬁ@nnedtochlaﬂges made

to thedatiaset snhpsBbtharthranch (if they are witable) do not affect the
data in other snapshot branches. Using the parent function, parent(Si) =

S2, parent(S2) = the active file system and parent(S3) = S2. As a
consequenceratckientWeobranghesa i fhatdis e@nply ﬁgpaggepgéhslwss@@pShOt S2

requires that the data, being nodifi'ed i n snaps be copred into both
snapshét™ 6 HRRFcATPt SiBihapaFenthe ety anafskossagshahdos3an} A

gener aldrzed nAN0¢essi BYsaLAOr i Fhoad Sst’sle%%i 4Lt he exenpl giy ggppodi ments of
t he present invention for reading and updating snapshot datasets. One

el enent®GREhEGeKEFHEI F2ed %Pb%%%%ﬁ?mftQQ?dl%h OﬂﬁﬁFﬁoa pavuskadeiat are
encounhedbgé whilke aﬁadsngré.coﬁ?atas@qém%@in%er%@foltlégdnewféﬁ é«t,)ﬂ'&tthe (s).
correspon |n |no o] at a C rom snapshot, identified by parent(s
| f theq ﬁ%B gg%ni???%ﬂo%y %a#&ﬁn?%% shegevcdRpdrnEidet dintighe val ue,
t he daSapesbﬂeshLvennbyheeaﬂemguhfaﬂikh@n&@®m®m05f adgﬂépéhéﬂ,by _
parent%ga%ggg(s%ﬁé h£§r£r0¥ﬁzs;3%héf regﬁgt%%pergiock dltto val ue is

resol ve y a encoun ering
contains an “ancestor” field that indicates whether the

snapshot is a snapshot of the original file system or is a
snapshot of a snapshot. In the case of a snapshot of a
snapshot, the ancestor field indicates the earlier snapshot
upon which that snapshot is based. In the case of a snapshot
of a file system, the ancestor field indicates the file system

of which the snapshot was taken.

Embodiments that support snapshots of snapshots define the
“previous” snapshot, indicated by the notation parent(S), to
be the oldest-snapshot that is more recent than the snapshot S
and that has the same ancestor as S. In the case that there
is no more recent snapshot with the same ancestor, then

parent (S) is the ancestor of S. This relationship organizes
all snapshots into a tree with the original file system at the
root of the tree. For example, consider taking a first
snapshot, referred to as snapshot S1, of the active file
system. Sometime after this first snapshot, a subsequent
snapshot, snapshot S2, is then taken of the active file
system. This gives us a snapshot series of S1 and S2. A
third snapshot, snapshot S3, is then taken of snapshot S2 The
snapshot tree in this example has two branches that split from

the snapshot dataset captured by snapshot S2. with snapshot



data or inode val ue. Exempl ary enbodi nents of the present invention that

support capturing snapshots of snapshots and witing to snapshots qLﬁsg 6
copy the current data and netadata content from snapshot Sto all c %‘?é@

snapshot s vb oSesokz7€. , to all snapshots S where parent (SJygposnerpf i OF to
updating a file in snapshot S. A "child" of a snapshot S i1s a snhapshot

whose ancestor is S and wherein there are no nore recent snapshots of S.
In order to prepare the data in snapghot Si for updating, the
data/netadata to be nodified in the update in snapshot Si is copied from
parent(Si) to Si. Hot Standby File Systens - 8 SEP 2006 WD 03/069477

PCT/ EP0310@L64ing48neEXeaRLAT Y @ﬁ% nt $,50 resent. i nvention utilize
snapshots to_mai %t aflﬁ a hot strén y file EQS%Sm%Agho © %?}éﬁﬁby file system

is a seﬂ%taé}_f:@-fi P€C§y§¥1§ﬁ? Whe cthirdrehags aalel Yommedt achedyan wadh fier ent dat a
St or age teevieeaskhat i 786 NERLASHAR9PY 101 cfala %Qagrigagfgreo Qn.a primary
file systemand is used in conjunction wt fhe pri mery )fl e Sstem in
order t8LfRSAr EPRi gRtAVER | @BheT t5hasfshotebeanrhes systeimg AMeemaa ot mary

file sysuagcheapnpsrahnaval ) ablgy due o, har gyar icati-ons or
ot her pr ogl em the hot standb fiq'}léees%t%g:r)n i 59}3% %c%%pe;n;ysl{}r‘ree & unct i ons
of the PBPENBRYCRF{IFY) system qlqopweEHensgseEnthe wontirrnehaseriat i on. Hot

- st andbyht | exsyst @ rsad@odatd |g&|lsglgbghg§egylr%&u§ry(§é ang, 4 r@’]te J-8Ly upon a
continually available file system Conventional ™ systens utiliZze i sk
mrrori 1¥% ?ﬂ%%’gh% tMhotRR P 2f PPecoBySE elito 1P alr adiapistoal to

i npl enewbathons O disdedhit f HdnRYy shBBsAbLFEOE] i sh@ $econd disk that is
,bonti nuously updated with- data that is witten to the prinmary disk.
‘Conventi onal approaches require a continuous, high-speed connection

bet ween? gémeeprlimed pwicesotinee albbketBysi emesdl fha st andhyi 9 target,

file Syé&ﬁ%ﬁimentsrof the present invention for reading and updating
snapshot datasets. One element of the generalized processing
is that “ditto” values that are encountered while reading a
snapshot S are resolved by reading the corresponding inode or
data block from snapshot identified by parent(S). If the
snapshot identified by parent(S) also contains a “ditto”
value, the data is resolved by reading from the snapshot
identified by parent (parent(S)). This processing is repeated

. until the ditto value is resolved by a encountering the actual

data or inode wvalue.

Exemplary embddiments of the present invention that support
capturing snapshots of énapshots and writing to snapshots also
copy the current data and metadata content from snapshot S to
all children snapshots of S, i.e., to all snapshots S’ where
rarent(S‘) = S, prior to updating_a file in snapshot S. A
"child” of a snapshot S is a snapshot whose ahcestor is S and
wherein there are no more recent snapshots of S. In order to
brepare the data in snapshot Si for updating, the
data/metadata to be modified in the update 'in snapshot Si is

copied from parent (Si) to Si.

Hot Standby File Systems



In the exenplary enbodi nents, on the other hand, a file system snapshot'is
a logical copy of the file systemcontent as of a single point iJBF p@m@

a record of a previous state of the file system a snapshot is use or
exanpl e, Ww@osdebPW @ user to retrieve an old copy of an RGaReHM | Y
deleted file (undel ete). Another comopn use of snapshots I1s to back up a
file systemto tape while allomﬁng continued read/ wite access to the file
system during the backup process. @tlng a snapshot in sone of the
exenpl ary enmbodi nents does not requi maki ng a physical copy of all file
systemdata at the tinme of snapshot creation I nstead,. copying of file:
423 | sdafedenibihehbe HEXind %@estmkq%ﬁenﬁogvﬁmﬁge(a pr ocess
referred 0 as opy-on-w i €S snapshots nore efficient, - 8
SEP 20@@apwbo@§/@@9ma¥np€1ﬁEPO@¢tKHEﬁhdby4ﬁllbesaa$em|t Aebates the time it
t akes [ S t.as, ac u1red to keep a
snapsh%?aﬁd%@ggﬁﬁgrgggﬁggdfﬁentﬁgg%iﬁﬁ% ese%ﬁt%ﬁVeﬁ ﬁgﬁ Use snapshots to
createuéﬁélﬁﬁ‘ﬁﬁapﬁaanﬁét03t®n@&@£ﬁﬁ3n§f§@§ﬁe@¢phageoﬂevaCes théae

equit geRRkahas 8 Bhgh SPeasL oNiduGls CoRReell anhekupens e ori gl nal
and the mrror file system The mrror fil systeﬁ1 ese enbodi nents is
al so ab¥etey apf as Hsﬁﬁr%%rCO¢IHHQﬁﬂqn Wﬂ@hpﬁhﬁapylmarﬁ Syseerpstanwel | as
a primany ofiake téya‘fﬁ@mé%@s waﬂaéallﬁ /éhgl Qﬁ'élgéag%g%‘gf an overal |
system architecture for_a prinmary a e syste 0 accordi ng
to an @%@Hp?apylm%ﬁﬁoﬁ%%%n%y%ﬁemtP?ﬁﬂm§§eHPaWﬁvéﬁbﬂ§n flgeitoustrated in FI G
I5A.  FHBirSwe¥eNptafnusySieomd Y (R 8083 ea, PELEBLY f Ll L GYst em

denot e as file syste%%ﬁ%1502 ‘a standby file system denoted  as file )
syst entB-E564SHAR 38 ke BEHE fHsvityectdonfuff cibe opsitineen these (-
file sy‘&ﬂensyséémeamtalﬁaowetn’wctlyfmj&rs tBSchBh@tLﬁuEhSprahHﬁEﬂ anghtbackup file
syst ens sin rocessaor,, ing the requirenment for

2 hetwiretaht! Bifle 0ot nd RS R i IRF IV BRERD hacovaens that

rely upon a continually available file system. Conventional

systems utilize disk mirroring to implement hot standby file
systems. In traditional implementations of disk mirroring,
the mirror is a seqond disk that dis continuously updated with
data that is written to the primary disk. Conventional
approaches require a continuous, high-speed connection between
the primary, or source, file system and the standby, or

target, file system.

In the exemplary embodiments, on the other hand, é file system o
spapshot is a~logical copy of the file system content as of a |
single point in time. As a record of a previous state of the
file system, a snapshot is useful, fdr example, to allow a
user to retrieve an old copy of an accidentally deleted file
(undelete) . Another common use of snapshots is to back up a
file system to tape while allowing continued read/write access
to the file éystem during the backup process.‘Creating a 1
snapshot 'in some of the exemplary embodiments does not require
making a physical copy of all file system data at the time of
snapshot creation. Instead, copying of file data is deferred
until the next time the data is modified (a process referred

to as "copy-on-write"). This makes snapshots more efficient,



snapshot datasets, a first snapshot dataset 1506 and a second snapshot
.dataset 1508. These two snapshot datasets captured the state of thd 6P &06
system A 1502 at different tinmes. File system A 1502 operates by

comuni catydgsshapshot datasets, such as first snapshot gQE%§§} 1506 and
second snapshot 1508, to file systemB 1504. File system 62, in turn,

stores copies of the snapshot datasets that are received fromfile system
A 1502. File system B 1504 stores a first snapshot dataset copy 1510 and a
second snapshot dataset copy 1512 fo* support standby data storage
operations. These enbodi nents of the present invention create a hot

st andby. f.i syst i nerating a shapshot of the .original
(sourcéfcfkgg éésﬁgﬁgéﬁ% %?%ng?%?r%%dx%ﬁ§ zﬁiFFgaéﬁtﬁ SNEPERY- e WO

03/ 069472 1P/ ERG3£08k64pacd2rsetifat tdateegnapshapshota second file system
in order to create an identical copy of the original file system(i.e., a
mrror file system. These enbodi nents then periodically bring the standby

or mr Egembilhzysysbediupnte- dat ehdyprapemer diivegthew snapshabshafs t he -
origi nal, fi y ; t ery ni t hanges bet ween _t hese new, nore
recent| Egggfér%ﬁgg%gggﬁgggt%dgégé%sIgﬁg'%ﬁgetﬁgs Fht 6t hat ¥t ®Sapt ur ed
by a pregi sagusnapshdt fof &heliohigpemd donténspstenpntbatidacddmeren

transf eneedst91hbe Fhar oholhl £:5YS1OM che 0T ifLnAl i e, system generates
a set of changes that are then comuni ited an applmed ¥o‘?he st andby
file sy¥FERM AfoFleFe eBPOAimgnthelstadmdbypbiliel osgst eas up micndre state of

the neworspapsheis SAPhr-6ds Ok thesQhiginal,ohh! sté{sﬁfﬂ%ghefﬁ{ lginal file
‘system snapshot and the_set of changes that are generate by “hese file
Vsyst enSYEbRPaf A¥ t aFRSF od@FR Uree TNl eteness in the mirror file system by
identifying the order of creation or the order in which these set of

n this description, the term"restore" indicates a

change ere | i ed.
fil egsgs%ﬂ?khggg%’é@ﬁ ‘Bﬂl' YRV R th&vstare asFhahBEHere 9% ayst em by

primary and standby file system 1500 according to an exemplary-
embodiment of the present invention is illustrated in FIG 15A.
This exemplary system architecture has a primary file system,
denoted as file system A 1502, a standby file system, denoted
as file system B 1504 and a network 106 to provide
communications between these file systems. Alternative
gmbodiments maintain the primary and backup file systems
within a single processor, thereby obviating the requirément
for a network 106. File system A 1502 in this example has two
snapshot datasets, a first snapshot dataset 1506 and a sécond
snapshot datasét 1508. These two snapshot datasets captdred
the state of the file system A 1502 at different times. File
system A 1502 operates by communicating snapshot datasets,
such as first snapshot dataset 1506 and second snapshot 1508,
to file system B 1504. File system B 1504, in turn, stores
copies of the snapshot datasets that are received from file
system A 1502. File system B 1504 stores a first snapshot
dataset copy 1510 and a second snapshot dataset copy 1512 to

support standby data storage operations. )

These embodiments of the present invention create a hot
standby file system by first generating a snapshot of the

original (source) file system and transferring the entire data



processi ng a dataset that represents an entire snapshot from that other
file system The term "apply"” indicates that a file system has bedhotP 2006
updated to a nore recent state of another file system by processing a set
of changeggdkops generated between two snapshots on baggppigicsf il e
system Mai ntenance of the standby file systemis facilitated in the
exenpl ary enbodi nents by nmai ntaining snapshot tags that uniquely identify
both the different snapshots that regorded the state of each of the file
systens at different tines and that 1dentify the set of changes that are
generated between two snapshots. The snapshot tags are used to coordinate
proper gat &3y nehroRhzakhen Eet ween-the ﬂlré Osrysfeén? By Seapd the active
file systemwhen switching the mrror file system froma read only file
syst em ¥Falite eaciifpatiead/ GPPY ecf i e aiidiambyfidims wvistgmt Hat et heal at est

snapshafi ir%agaliced attal .8 Th8sSERRIPG MR Q%{e%%%ﬂo%% %5’93/ 00164 - 43

failure disables the original file system Once the initial mrror file
_systenﬂﬁ@éﬁhﬁ%m%ﬁéaééPVv@rfWFérQ?si tHEtt e Wsd@-AnEeckivent processors
(i.e., ddirdrangonedl Bahpshbke s¥SteMoriSanshotis ahgteapkiged of the new

orlglnal file systen1and snapshot tags are used to festore the previous
orlglrwﬁeqqqménl§9stéﬁ1chﬁP%ﬁslgeFMﬁﬁﬁrﬁPQﬁQWﬂﬁW MeNParFCaNALY he ori gi nal

file sygitemeas o&hgeﬁe%eéangﬁé{psmwna{r{d)rbhef Iét%b%y%%@ widBe exenpl ary
enbodi nents of present invention use _snapshat ta%s to identify each
t

snapshStPd th yfFI8r§V§P8ﬁ1s??%ﬁ?%%ﬁE%t#ﬁhf”§ﬁ%ﬁ§ﬂo 1kgss¥apelred. The
snapshathatagadnbeahi epats edrhed et msu&txs;xoffltlee sherent (ASl) wherein
t he' fIrSH %]e ?e s" ;eln thlsaexa . % h@fles tEe file system and
t he secong'niengﬁ p ?ngt%?g'%§%ggﬁ55 i gRSpShEt 2TQerts®ier for
t hat sm&p&hmucathdsaaﬂlapeliee tbfﬁhﬂeyﬁadaﬁyef1&¢5@9ﬁﬁehnihher@@i st andby
system,de Gri eghgeggg Lure . sna ot s.at |ffer$n tines and only
use a -su étBb those" s%aps tY e sﬁpc%roﬁpfestﬁ “dg ag%%tﬂ%%n t hose
file syse@ybots captured on the original file system. The original

file system snapshot and the set of changes that are generated

by these file systems contain tags to ensure completeness in

the mirror file system by identifying the order of creation or

the order in which these set of changes where applied. 1In

this description, the term “restore” indicatee a file system

has been brought to the state of another file system by

processing a dataset that represents an entire snapshot from

that other file system. The term “apply” indicates that a

file system has been updated to a more recent state of another

file system by processing a set of changes that was generated

between two snapshots on the other file system.

Maintenance of the standby file system is facilitated in the
exemplary embodiments by maintaining snapshot tags that
uniquely identify both the different snapshots that recorded
the state of each of the file systems at different times and
that identify the set of changes that are generated between
two snapshots. The snapshot tags are used to coordinate
proper data synchronization between the mirror file system and
the active file system when switching the mirror file system
from a read only file system to the active read/write file

system by ensuring that the latest snapshot is applied after a



The file systens of the exenplary enbodi nents generate a set of changes
-bet ween snapshots that are captured for that file system These set®&S6P 2006
changes include a pair of tags to identify the snapshots between which the
changes wewensndater m ned. As an exanpl e, a snapshot tag pei/kp3Aoss, A S3)
is included within a set of changes that were generated as the changes
that occurred between snapshot S2 and snapshot S3 that were captured on
file system A This set of changes_igsonly able to be successfully applied
to a file systemthat has been restored to the state of snapshot S2 from
file system A. For exanple, if file system B receives this snapshot and

snapshafa 1194 aRkblke sust epidinas Nole et dest ored tRefihecpystem B or
changes have not been applied to file systemB that resulted in file

syst emB &R #gleneYstahePeFoBRapERdtag L ileysysicent £BAL of s thredet of

changesaa»_mctmehmep%aaeggekst a8 . pal rché Andy Ar3)ina3 | #apRr opsiate. A file
system di scards a set of changes that is received and does not have a
snapshcapsirts grsepappsdvey 08re 6% PHCH ER0SA0616stensand hat start s

- With asneRsBet thag Lbat userr espeasdsctd e Jrest oukeeenlh¥al esiased or
applied snapshot ;to that file Z%sten1 Exenpl ary s¥stens,|dent|fy t he | ast
appl i eFYSTFestBrel TEnBpYhobe AR FRGudR et Re toEheF 1ginal siiskem t he

set of syehtanges thatneersespapds &0 hie-sharges FRdeesince the | ast

applied or restored snapshot. The snapshot tags are stored in the
snapshot-and also in each of the file systens. The snapshot tags stored in
the filthe syethpimrar emsdairantsd ¢heciseipRrddeoek ihoenthenf ke system and

Sidentif a%ggokakgsg gnaggggéi%hata s restored in order.to establish a
base fiTersyStemand the“shapshot %@dagﬁm%ﬁ 3 gt&%? gﬁﬁﬁs%&ﬁt?mat has been
appl i edrom whéchaskati fpapybbtemwas scaptsrest.or 8thei Bnthshsupexdl ock of the
file S¥1%tt%[lpiogh seénﬁagf29ﬂ I:glgsiélté hc?ff.}lee f%!ﬁ&%m(hssﬁﬁn@ﬁéxegﬁ ch'}ehe
snapshot tag of a newy received snapshot of set of changes before that
‘first element, “A” in this example, identifies the file system
and the second eiement, “S1” in this example, is the snapshot
identifier for that snapshot. This allows the different file
systenis in the hot standby system described herein to capture
snapshots at different times and only use a subset of those
snapshots to synchronize the data betwéen.thoée file systems.
The file systems of the exemplary embodiments generate a set
of changes between snapshots that are captured for that - file
system. These sets of changes include a pair of tags to
identify the snapshots between which the changes were
determined. As an example, a snapshot tag pair (A:82, A:S3)
is included within a set of changes that were geﬁerated as the
changes that occurred between snapshot 82 and snapshot S$3 that
were captured on file system A. This set of changes is only
able to be successfully applied to a file system that has been
restored to the state of snapshot S2 from file system A. For
example, if file system B receives this snapshot and snapshot
S2 from file system A has not been restored to file system B
or changes have not been applied to file system B that
resulted in file system B having the state of snapshot (A:S2),
application of the set of changes with the snapshot tag pair
(A:S2,A:83) is inappropriate. A file system discards a set of

changes that is received and does not have a snapshot pair



new snapshot or set of changes is applied to the file system Only a
snapshot or a set of changes with a base snapshot tag that correspdgsp yis
t he base snapshot that has nost recently been used on the file systemis
appl i ed t oo bsoshihe system Once a snapshot from a sour gerfdphBoessast em i s
applied to a mrror file system another snapshot is captured of the
mrror file systemthat puts it in sync with the original file system
The file systenms of the exenplary enmpgdinments store the snapshot tags for
the last restored or applied data in the superblock of the file system
The snapshot tags identify the source file system and the snapshot

| dent fLgxr Obrde: Lt SRARSROLLOBALNERLETDLE SYRLEM AL R GGERI ed to

this file system An exanple use o his data IS in the event that a

seri es BECIMapPsHostfFest € appliest sprrelet upr ddhathdi e cgisked- by a file

system Ek@m%f‘&rﬁVs%}Btefnﬁatid%nftiilﬁ gyst @Q&E’%&gi‘f&d JF aperdordsecei ve one or
nore sets of changes, the last "properly applied set of changes is
det er ni FRAPHIRE t3E! rEBest firpra §hst ekhes ghkeiséeﬁtrqgr Ghfe st °8f changes

that wWergaA@Ee rnft SR r22068naW0-03L 06940 In FELI/ERB/DOLe4 Al asto that file

system si.nce the snapshot_ that corresponds to the [|ast set of data that
was pr opePtied et giest ogeCaSpRPERCtAf ter the previous m rror file systemis
updated with all of the snapshots of the original file systemand is
converted into.the active file s%stem new snapshots_are cagtur ed of the

currentr'F]?re SRS It&9Sy SFEMPERRE hiRasht iPaR T g é‘lsﬁé} efPClAl so at
this pobhtthd heilactdwstemiad Mher ehapohes Bdgs JEdeIsach tanrd rsnapshots of the

current]y active file system  are applied to t ori.ginal file system
Wb ch haLS RS K oTen it FPBr SPFEPLYSE o (S A1 Omr RS 1 rot
St andbyideh el Sy sthemllat eishe seupnhot hehat was edst{eregl imraepl ceati on '
Se“’er)es&%ﬁ‘l"éh ez tf‘irl%hsgg L %‘%& é$°“£§a§)sﬂdé cad $emgecause of
net wor k proonliemor o her al re w N e saurce system
latest snapshot that has been applied to the base file system
is also stored in the superblock of the file system. The
snapshot tag in the file system is compared to the snapshot
tag of a newly received snapshot or set of changes before that
new snapshot or set of changes is applied to the file system.
Only a snapshot or a set of changes with a base snapshot tag
that corresponds to the base snapshot that has most recently
been used on the file system is applied to the file system.
Once a snapshot from a source file system is applied to a
mirror file system, another snapshot is captured of the mirror
file system that puts it in sync with the original file
system. The file systems of the exemplary embodiments store
the snapshot tags for the last restored or applied data in the
superblock of the file system. The snapshot tags identify the
source file system and the snapshot identifier of the last
snapshot on the remote system that was copied to this file
system. An example use of this data is in the event that a
series of snapshot updates are lost or corrupted when received
by a file system. In the event that a file system does not
properly receive one or more sets of changes, the last
properly applied set of changes is determined and the remote

file system is queried for the set of changes that were made



itself, exenplary enbodi nrents of the present invention switch access to
»the mirror, or hot standby, file systemto allow clients to restart +8€JEP 2006
jobs quickly and without waiting for recovery of the network or the source
file systwmo3®esatv a switch is perfornmed in these enbodi rEntm3btwough t he
followng steps that are typically perfornmed by a system adm ni strator:

The system adm ni strator executes the Fil el nrageRestore command using the

| at est snapshot (i.e., the snapshat greated just after the previous _

i ncrenental or baseline execution of the FilelnmgeMrror conmand) on the
target file system The FilelnageRestore comand applies the snapshot to

the speegi thed £iT@U8sidi® SHAJOrNEHd IsRap¥tbeMhaBRIEoHAetPbsds asse thEhe

Fil el mgeMrror command created a copy of the original file systemand the
associ af€8 shaphotaimtda’bo "t‘%ptﬁi‘roé)etrﬁré' seateredf O n@PBti¥inal file system
at the time of the command execution. This process ensures that the active
file system is "clean." The system adm ni strator then exports the active 8

SEP 2066 Lo b3/ YU PETRIU3/ 100 F6 £YS 80 16 algeRted| Bley Amato the

cl i ent $heThRasYISd 04N EINEHE SdFafiolal tfhee syktehesnhes Ctémdriseser ver
configyration fromthe  original file systemto the standb%%/fé{ e.system

Three 28§Reht? W Hriddss F}owHorRERENeEANTD FRPEY h¥pdat e
p,lr FCGS&thgﬁElﬁicEGas(ﬁfﬁﬂﬁr]}é @ﬁmﬁc éxﬂﬂ%i@h tvhgf tpeesehtot nf/fI‘éfi OE is |
illustrated {n FI.Gs. 15B, 15C and 15D. The first segnent t he exenpl ary
standbg‘?Yf"FF‘«Bs systEiR (JfoatE s &Odé‘etssiiﬁﬁ FEQH’Fu@? ated” Th TontT 8" F 1 ow 1520

of Fl Gre¥bBsed Coiid Bndd<wtlS24(F hegi nsrwehhlgt ept 15@2f Ahel dytowsn directly to

'step 1524. _The. ce beqi.ns. by ini.tializing, at st 524 file systemA
tand fi F&°s§RY %ﬁ%")‘%o’?ons%}eepog:rl Jinoa?li ffgLrl “op&r éfe fn()nv.‘”@lll eﬁ%r’ R E TS Fsed to

i ni ti ahewemarfot ef Shstsmtien.dependent upon the conputer operating system
and other factors affecting the operation of the file systemof the

particul ar enbodinent. File systens are initialized under the Unix
oper at Fngtsnpgt@ygr To The Hot Standby File System

In the event that a client (e.g., an application server)
cannot access to the original (source) file system because of
network problem or other failure within the source system
itself, exemplary embodiments of the present invention switch
access to the mirror, or hot standby, file syStem to allow
clients to restart their jobs quickly and without waiting for
recovery of the network or the source file system. Such a
switch is performed in these embodiments through the following

steps that are typically performed by a system administrator:

The system administrator executes the FileImageRestore command
using the latest snapshot (i.e., the snapshot created just
after the previous incremental or baseline execution of the
FileImageMirror command) on the target file system. The
FileImageRestore command.applies the snapshot to the specified
image, the mirror file system image in this case. The
FileImageMirror command created a copy of the original file
system and the associated snapshot data to capture the state
of the original file system at the time of the command
execution. This process ensures that the active file system

is "clean.” The system administrator then exports the active



for exanple, by using the "nount" conmmand and ot her commands according to
the configuration of the file system File systeminitialization of Si?nmﬁ
enbodi ments al so requires preparation of the data storage hardware. ter
the fil e wepsheaw begin operation, file system A captur esgT/atosséiep 1526,
snapshot 0 and comuni cates this snapshot dataset to file system B. Upon
recei.pt of the snapshot 0 dataset, file system B restores, at step 152-8,
t he snapshot dataset so as to act asgga-standby file system File systemB
then stores the snapshot tag (A:SO into its superblock to identify the
snapshot corresponding to the snapshot identifier for snapshot 0O from
file sysieyetA fisd bysltast tdataeseliefss or ethOrsyadn edindi@ ifkick8rogyst em B.
After ttiesrl rses.ttorati g% file %ystem B contains a copy of the data that was
present—on" £116 7St EMCACHIER Ts RapShBET F kst I tiare TORF £8F t hi s

rest or atrionindl Ifd lsysyemel €aptheestaddby stER H3Qersnapshot 0. Recapturing
snapshot 0 on file systemB has the effect of establishing a clean
snapshot dataset on - 8 SEP 2006 WO 03/069477 PCT/ EP03/00164 - 47 file
syst emBuzawd sdygealy alfl awprgcassbne £fdi cianttRceessdbg rihat snapshot on

file sy i is to be noted_that thi descri ption uses the sane
snapshosﬁ}ﬁq%gﬁﬁpfdfaécrespfgcas,s1§%aﬁgh%]i‘ SHGUHFHTY, [FEPSFHEeRAt QX ohPBot h fil e

syst enreRug: iihvkotiool asi tyloftexpe@nat immesandset, isctanbeispted that the,
Same vale Tor t ethinb 88, Bl et h T R en VR GERC PRREe the 1116
syst emPdRtasisd ngnagsholusdeatedi on , costralt dlesr ans2ohesf Fiie. syskem as
descr| Rethcheneidowadab SpUSes [0; LoVIGH aRize e date b the fvofile —
systems in these exenplary enbodinents. t fese f 18 Sy§TehsY cohtinue to
“oper at &0 @24y st e A Prapess deegins snepnis3alignapshet 4tedf1%24 capt uring
Snapsh&ﬁlelsy%ﬁ%mpﬁoﬁﬁésfﬁge0§y§@§nQ§eﬂp&ﬂ%%a%gggghn?BESoﬁ@ﬁ&tﬁ&&?rnine’

The processing used to initialize a file system is dependent

upon the computer operating system and other factors affecting

the operation of the file system of the particular embodiment.

File systems are initialized under the Unix operating system,

for example, by using the “mount” command and other commands

according to the configuration of the file syétem. File

system initialization of some embodiments also requires

preparation of the data storage hardware. After the file

systems begin operation, file system A captures, at step 1526,

snapshot 0 and communicates this snapshot dataset to file

system B. Upoh receipt of the snapshot 0 dataset, file system

B restores, at step 1528, the snapshot dataset so as to act as

a standby file system. File system B then stores the snapshot

tag (A:S50) into its superblock to identify the snapshot

corresponding to the snapshot identifier for snapshot 0 from

file system A is the last data set restored or applied to file

system B.

After this restoration, file system B contains a copy of the
data that was present on file system A when snapshot 0 was
captured. After this restoration, file system B captures, at
step 1530, snapshot 0. Recapturing snapshot 0 on file system B

has the effect of establishing a clean snapshot dataset on



at step 1534, the changes that were nade to the data in the file system
. between snapshot 0 and snapshot 1. The processing of file system A B $Febn 2006
generates a data set that contains these changes and conmuni cates t hat
dat aset twofishe@4system B. This set of changes contains pdEempapshot tag
pair (A:SO A Sl) to identify that it contains the changes on file system
A that were nmade between the capture of snapshot 0 and snapshot 1. Upon
recei pt of the set of changes betweeqy snapshot 0 and snapshot 1, file
system B verifies that the snapshot tags contained in the set of changes
properly correspond to the data that has been restored or applied to file
syst emiB 1elTk&stemper Bhackhépebf i d Bl Syisied Bordenrtrifiicesnthatcébe sé ate of
file systemB was |ast _restored or_applied to the snapshot tag. (A SO.
FH Bpki Bhig

After i1 SPEPERPE UBr 1 8sSYRHE™ thhe ITdsttS &6t GFeGOt8F & at a
mat chesiddeigatianptneeedtRg sdfe raceisiet Sclendfi fichangesg.fi kgasysdtem B

applies those changes, .at step 1536,. to the data on file_system B thereby
updat i ng [k??g &gFasg]Bﬁt Q?E%donﬂﬁo%l%ﬂseysstyéﬁe@sso a lFolﬁefP%enti cal to the
dat a resdigdenty ofi ekplensysbenad\ att tihe tdd M2 swapshehat was capbsied. File
system.B then..stores the s shot I, A:Sl) into its, - 8 SEP 2006 WO

057 0604 AA e BEga R aBHea™ T8 Sl er SR NSt PPy PAESs RapehtT

cor r espordisrget oaflhe fshapsdotamaenttidf.i erHeorsnapapshotad, f woinkiil e system A

is the ol e%sctifqae%atﬁgt f£§5t O}'}se‘gen(\)ranaép | iee%ntaos Iioltei%l%s%%g]ieBr Filée system B
t hen capturés, at step 5387° 4 Copy of shapshot 1“°Thése st eps repeat
duri ng streredoomalthepéiaei sysiodmt s fddseridpest aegeilheandcondusegynent of the

rexenpl ar. nd jLe t LQCESSI i S, rated in control
R S L T e e T L E P A
di r ect lgxeamplagyyepnpgdamenpst hi s segnent’ of operation, file systemA fails,
at step 1544, due to nechanical or other difficulties with the file

system The takeover sequence begins, at step 1546, upon
As these file systems continue to operate, file system A

captures, at step 1532, snapshot 1. After capturing snapshot
1, the processing of the exemplary embodiments then determine,
at step 1534, the changes that were made to the data in the
file system between snapshot 0 and snapshot. 1. The processing
of file system A then generates a data set that contains these
changes and communicates that dataset to file system B. This
set of changes contains the snapshot tag pair (A:S0, A:S81) to
identify that it contains the changes on file system A that
were made between the capture of snapshot 0 and snapshot 1.
Upon receipt of the set of changes between snapshot 0 and
snapshot 1, file system B verifies that the snapéhot tags
contained in the set of changes properly correspond to the
data that has been restored or applied to file system B. The
superblock for file system B identifies that the state of file
system B was last restored or applied to the snapshot tag
(A:S0). After file system B verifies that the last restored
or applied data matches the data preceding the received set of
changes, file system B applies those changes, at step 1536, to
the data on file system B thereby updating the data contained
in file system B so as to be identical to the data resident on
file system A at the time snapshot 1 was captured. File

system B then stores the snapshot tag (A:S1) into its



a determnation that file system A has failed. File systemB then

restores, at step 1548, the |ast snapshot that was received. As a r_egsgé&
of this restoration, file systemB is now clean, which neans that fi 2006

system B w9 gsfcaazconsi stent state. This allows for a copdikpRRomhere file
system A failed while a set of changes was being transferred and applied
to file systemB by restoring file systemB to its |ast known consistent
state. After file system B has been pgstored the nost recent snapshot that
was received fromfile systemA, file systemB takes over, at step 1550,
as the primary file system This results in file systemB acting as the
pri mar yseperhbeckdew ciglartdtfyi $heusadpbio€! ¢ &t SopARiifdd & SYsikem B oper at es
as the i f i Sy.st e file system B captures, at step 1552, snapshot
2 in ofp]ééégajt;%t cladpeltnﬁcrle J’tehrerps?trathaBF PRIt Syt bl Svistem & iexahple, file
syst em Brshedr tomdmues taredperatpp BNEd Capt RS syAlerSeP #3554, snapshot 3.
File sy in,this _exanple then becones avail able again, and file
system %%t{egsr{'f\oér g&e%atcagiéé%gsﬁg ,SERR jr%q' sh&HoroFRRPEEOsydt em A
snapshofhdse rs ttdriss repreanplerihbat haasoaMMmupaatadnt o f ikhe system B. After
restoraijonf the file systemon file systemA, file systemA 6 SEP 2006
WO 03/069477 PCT/ EP03/00164 49 is in a known state and then is
initialized, at step 1558, -and acts as the standby file system After file
systemehd SSddydd akd a o] the stand fi.le system file systemB
t hen gener ;Stégg,ntdat%_ le?f‘ gqtlggo?ﬁg %g e lo?rycﬁ%ﬁﬁgéybéﬂbﬁeﬁ}f/{sﬁ%ml‘é%‘t;‘a‘é‘?\apshot

t hat waFIESENNEd 16r dmluptrategsimmotyriagdhbet 1540noEhFscexampt e, and
comunicaies1 that, $ekpo i ste Thi g, set_of changes
contains the snapshotaga%eggﬁgg‘?%%ﬁs,géé g?)%‘)é Eflg]eé%ﬁ‘gfeaf?ﬂec?]e‘ée'??/es, at
step 1585P tfié-gehBr hhéd seeneit cfamgeratiom, file systemB sauhappl i es

those changes testheadat go shakithiih fdd ©c8uSt gMEA L prder 1o establish a
- copy O%i&%esggigm9f %ﬁéetakeovér sequence begins, at
; step 1546, upon
a determination that file system A has failed. File system B
then restores, at step 1548, the last snapshot that was
received. As a result of this restoration, file system B is
now clean, which means that file system B is in a consistent
state. This allows for a condition where file system A failed.
while a set of changes was being transferred and applied to
file system B by restoring file system B to its last known

consistent state.

After file system B has been restored the most recent snapshoﬁ
that was received from file system A, file system B takes
over, at step 1550, as the primary file system. This results
in file system B acting as the primary storage device that is
used by clients. Aas file system B operates as the primary
file system, file system B captures, at step 1552, snapshot 2
in order to capture the state of file system B. In this
example, file system B then continues to operate and captures,
at step 1554, snapshot 3. File system A in this example then
becomes available again, and file system A restores, 'at step
1556, the last snapshot of file system A, snapshot 1 in this
exXample, that was communicated to file system B. After

restoration of the file system on file system A, file system A



system B. After applying these changes, file system A then captures a
.snapshot, snapshot 3 in this exanple, of the data on that file systemgp fZUUB
a previous snapshot of file system A in this exanple does not exist on

file systg@isdsren an entire backup dataset of file Sy?éﬁﬂd@/obﬁ gener at ed
at file system B, communicated to file system A and restored on ?i |l e

system A. A system adm nistrator is now able to reestablish file system A
as the primary file systemand file gést_em B as the standby. An exanple
reversion processing flow diagram 15 that perfornms this reversion in an
exenpl ary enbodi nent of the present invention is illustrated in FIG 15D.

Thi s proeessi Agkndwn COMINURH BbnSteP:1568,11L0M }_A&f ééé}i‘dlb%afi Lggsystem
0. FilTe sys

updat e grocessiﬁg 1540 and proceeds to step 157 t'em ‘B Captures,
at st ep®i570%S shdpstcindby §idgpsiyFeemhe state of the current primary file
system file systemB. File systemB then generates a set of differences

this sn fShOtf' napshot 4, . and the_|ast snapshot that was communicated to
file sy‘g bRt AL L GHDS (8 ér dfedndbiadl zefan@ shecone dihredtamdbyt ep 1574, by

file sysieen dyansh apmllieedyehne €aba §EEptdd il & SYStaBA 5 ALper this
set of cpanlges is applied, file system A captures snapshot 4 in"order to
preser v& a° CTEAT St thict hRALT Frepsheat SERboss saogedsdan

PCT/ EPOBL DO 16#s terb (., Sysbehoh. 1ThE EBYVErSian 1 0GesS dheAegiRs, at step
1578, ta?atcauste Offl s%stemA tg again becone the primary file system
File system B F VerTEMYEE §Pepr488BYSEYM bi ngtie sttamdbyrhpnoes syst em and

file sy@@amsmmpahost_eaglﬁﬁﬁr (0: bej ng. dhe  prinmdiy skbheasystem The
Gata st CRAnRl o B Bpanert fhecto iy T 10 SstoRTBScr | bod
above afelalswsteablte and beplised fhsseotdtenguy pesahe bataddibirea &8 the
SnapShofﬁlé:asWé{re%g A qn ngegogoségpgbblyisf}il Iae cScX)Syt ¢ tthgedata of file

system B. After applying these changes, file system A then

captures a snapshot, snapshot 3 in this example, of the data

on that file system. If a previous snapshot of file system A

in this example does not exist on file system a, then an

entire backup dataset of file system.B is generated at file

system B, communicated to file system A and restored on file

system A.

A system administrator is now able to reestablish file system
A as the primary file system and file system B as the standby.
An.example reversion processing flow diagram 1590 that
performs this reversion in an exemplary embodiment of the
present invention is illustrated in FIG. 15D. This processing
is continued, at step 1568, from the standby file system
update processing 1540 and proceeds to step 1570. File system
B captures, at step 1570, snapshot 4 to capture the state of
the current primary file system, file system B. File system B
then generates a set of differences this snapshot, snapshot 4,
and the last snapshot that was communicated to file system A.
This generated set of changes is received, at step 1374, by
file system A and applied to the data stored in file system A.
After this set of changes is applied, file system A captures

snapshot 4 in order to preserve a clean snapshot within file



processing of the exenplary enmbodinment is also able to capture additional
snapshots at various tines and not use those snapshots in the naimk &tfa

of the hot standby file system O her snapshots are able to be used, for
exanpl e, W@ osdsg;7t ape backups of the file system Dynamgiapnabpet Links
The operation of the exenplary enbodi nents creates a nunber of snapshots
of the original file systemthat each reflects a state of the file system
at the time that. snapshot was captuyred. Different techniques are used by
different enbodinents of the present invention to organize and identify
these nultiple snapshots. Sone enbodi nents identify the files wthin the
snapshal,dabaget ByeUsLHErENen S-ddd @AM that L8re-as5sigpged {p the
files within the original file system but add sone additional context to
al | ow tI7ests [fé ley sYeRPToA HP st9aguikdraise thei graapryi Feléeronseever si on
stored Fi@easf%/%@@ﬂsﬁoﬂréve;{?@, di { fergnty sgbodi,neat 5 Presedt a4y addi tional
context to the user_in a nunber of ways, such as locating the snapshot

Wi t hi n S¥F&<8y PgPnaL1ei PESE§BIAM RNt Un@ér s&ernilgBe, Bprleeiwyythe
corres%cmia £Q1thgyspaRShofnd derlddd By +BSEPROOR: n YL O3/ 96947,

PCT/ EPO3/ 00164 51 Cgher enbodi nents present the context to the user by
accessiit$4 -t he snapshot datasets via a different file systemor via a
different nount point of the same file system Internally, the file system
wi thin_these enbodi ments distinguishes the file in a snapshot dataset from
the ori'di f&l °PVEEUFntRak ChetTRAP TRt SFst ERFEDGERACHRT NP addi ti onal

cont extimpl em@fie tAHBNAEE , s Saedb @St il the thinghestdebedi 45078 4:he d1pde nunber

or encoding the context in_a unique file syst nunber. This encoded

infornﬁgﬂ n%PhE? P§eés€ﬂrt?Fﬁﬁﬁ(ﬁﬁ%%?%%ientF%yagﬁitlgﬂab%h%ﬁeis referred to:

her ei n sasptshetsnagshoted dent i fiicerhot Exempgbar ¥ieabeds vent stied the present

et LROclLEL ot PR e ANARY UradddlRal0s BT QYLOCARESS dpANE
additional snapshots at various times and not use those

snapshots in the maintenance of the hot standby file system.
. Other snapshots are able to be used, for example, to make tape

backups of the file system.
Dynamic Snapshot Links

The operation of the exemplary embodiments creates a number of
snapshots.of the original file system that each reflects a
- state of the file system at the time that snapshot was
captured. Different techniques are used by different
embodiments of the present invention to orgénize and identify
these multiple snapshots. Some embodiments identify the files
within the snapshot dataset by using the same file names that
are assigned to the files within the original file system but
add some additional context to allow the file system to
distinguish the original file from a version stored in a
snapshots. The different embodiments present this additional
context to the user in a number of ways, such as locating the
snapshot within the original file system, but under & unique

directory corresponding to the snapshot identifier.



in identifying the desired snapshot dataset and associ ated snapshot
.identifier. These enbodinents utilize one or both of two types of ~dySEh108b
snapshot |inks, a "snapshot latest link,” whichis a. single link to a
previ ous veoapsbpot version of a file, and a "snapshot | ipok/egto3@eddory, "
which is a directory that contains link entries for the files within the
one or nore avail abl e snapshots. Sone of these enbodi nents conbi ne these
~two variants such that a snapshot Fifk directory also contains a snapshot
latest link to readily identify the nost recent version of the target.

Al ternative enbodi nents of the present invention utilize dynam ¢ snapshot
| i nks t@thes eﬂi@@@@m}ssp@%enhathar@onmm uredthandspri byyahoedsdinyari ous
techni g , S t u that are dlfferent fromthose
descri bggé 511 gzlr e@%v%na?%@g ?g%sgsé%‘?l Ilreczctlé(ﬁ)ll% FSFEERalpl &% shapshot s

t hat utd%fﬁ%—’@ﬁapﬂw@tt Prodé bfl‘e]setMe conitenistys&emonpetersel 1y of i nodes

t hat -e t Kk h t ti file.syste ) or subsequent
QQQEHQ_Q% g%t%ﬁ @1Qh98 ?%&%é é#bqéyﬁéﬁ% élstlngulsx

snapshots i ncl uding systens I"Z6 T ef er 8nce°count ar ‘f’hat mai nt ai n
a countfike tifve ansmpeshosf dghapshotfromaotes driigtinaef énléma paeticul ar data

bl ock t o] Ll prlor to deletion - 8
SEP 2oo‘_jgabtl\e‘v\%s(Lilfr:“)'f/e}“oag%%tgﬁ)l %ﬁ%?%ﬁ%f@ﬁ glthg'? 5 ot are able to
use dyrtERAeISngPshoes| Pﬁki-‘,h@ohl@ﬁqrcimthl)tsr ehetlaﬁcenq@datmmﬂeesr@pshot dat a
sets 1 faledittg Lhal BheblEegh W &n APl [3kesh HhedNepgpapshot | at est

link utilized by exenplary enbodi nents resent Tnvention is, like a
convent§iesdes |1I“§°§’9‘§ e Fhak, immsad bp vmiguplyeidgstbfiy diect ory t hat

(maps t hidgdet RaMeeckeraegPesi it I8 (o @h&?EBQEHdéﬂtif'Pelf' l'e system
(\Im contrast to a conventional link, which statically maps the nanme to a

specific file' s inode number and therefore a specific snapshot identi fier,
a snapshemplatresembbdkmeRps éheche present invention utilize dynamic

snapshot 1inks to. provide access to the snapshots and to aid
in identifying the desired snapshot dataset and associated
snapshot identifier, These embodimehts utilize one or both of
two types of dynamic snapshot links, a “sﬁapshot latest 1link,”
which ié a. single link to a previous snépshot version of a
file, and a “snapshot link directory,” which is a directory
that contains link entries for the files within the one or
more available snapshots. Some of these embodiments combine

- these Fwo variants such that a snapshot link directory also
contains a snapshot latest link to readily identify the most

recent version of the target.

Alternative embodiments of the present‘invéntion utilize
dynamic snapshot links to reference snapshots that are
capturéd and maintained by various techniques, including
snapshot structures that are different-from those described
elsewhere within this specificatidn. For example, snapshots
that utilize snapshot inode files that contain a complete set
of_inqdes that each point to data blocks within the active
file system or subsequent snapshots, including systems that
utilize reference counters that maintain a count of the number
of snapshot inodes that refer to a particular data block to

ensure that no inodes refer to a data block prior to déletion



link's name to the inode nunber of a specific file but does. not bind the
snapshot identifier to the link until the system operates to acce358gFﬁzms
file that is associated with that snapshot latest |ink. An operation at

accesses Weeosfoedse7 that is the target of a snapshot |atepgrkbiikoagti vates
that ~ link, thereby triggering resolution by the processing of the

exenpl ary enbodi nents of the link to the target file, such as the inode
file, within a particular snapshot_dgjaset. This causes the snapshot

| atest link to dynamically point to the nobst recent snapshot version of
the target file each tinme the directory is read. A snapshot latest link in

the exanplwnaredanenbski, Sageeabesd td Nisk MBARGH t BabpkBosi MhRE £ creating
a conventional _directory link, [.e., by specifying both the target file
(or diFEctORPt Wor SERESPFRKTBME R I haRsdtadiate F6t6ethai gRdd to the

l'i nk. Lindks dridHilRestaeat ext are created for files or .directories that
already exist. The file systens of .these enbodinents nmaintain a count of
links that exist for each file and directory, and upon creation of a new

li nk, theaddhoke cawett f.onkthe target file is incremented. Upon del etion of
a link, the link count is decrenented. The link count is used to - 8 SEP
2006 WD 03/069477 PCT/EP0O3/00164 - 53 ensure that a target file or

~direct ome ishapghodelgtedeunthk uwedlidddhsy tepabrli beoosiAbiestoFy have
been del eted. Enbodinents that paintain a snapshot | atest |ink ensure that
the fildS RECSSEtr EPEPBRLRE by thh fafShoentderesd iR PYFRER to the nost
recent Snapshot eversi on af fihe opdwgimalidddterysysbennapt thereimke no

snapshaots avail abl e en the spapshot latest lipk iis created, these
embodi MRS “GefePPEFE ??o%lg? RPE&RH?%H?HYIJ1P the ShapsiBtterectBry is
read. Amrgxempl abyasnapsaotidmdestidk nkvidathasshrtieblle dhpgreme 1200 is

i||UStG§&%gtBnaFE c}gfb Ebfqugﬂpkﬁr LEE%BSQ%% kﬁggg%oréigk data structure

1200 shows three consecutive snapé%o S, _

: specific snapshot identifier, a snapshot latest link maps the
link’s name to the inode number of a specific file but does.
not bind the snapshot identifier to the link until the system
operates to access the file that is associated with that
snapshot latest link. An operation that accesses the file
that is the target of a snapshot latest link activates that
link, thereby triggering resolution by the processing of the
exemplary embodiments of the link to the target file, such as
the inode file, within a particular snapshot dataset. This
causes the snapshot latest link to dynamically point to the

most recent snapshot version of the target file each time the

directory is read.

A snapshot latest link in the example embodiments is created
in a manner that is similar to creating a conventional
directory link, i.e., by specifying both the target file (or
directory) for the link and the name that is to be assigned to
the link. DLinks in this context are created for files or
‘directories that already exist. The file systems of these
embodiments maintain a count of links that exist for each file
and directory, and upon creation of a new link, the link count
for the target file is incremented. Upon deletion of a link,

the link count is decremented. The link count is used to



snapshot i-1 1202, snapshot i 1212 and snapshot i+1 1222. These thr§£§%P2%B

. snapshots were captured at different tines and each of these three

the | atest snapshot at some point in tinme, i.e., snapshot i-1 1202 was the
nost recewo i3ngashot at tinme i-1, snapshot i 1212 was theypmshofsgcent at
time i, and snapshot i+1.1222 was the nost recent at tine i+1. An

exenpl ary snapshot latest link for a specific file, dynamc |I|ink 1240,

points to the nost recent snapshot. Fhe_snapshot |atest |ink shows that
t he snapshot latest link, dynamc link 1240, pointed to the snapshot i-1
1202 when that snapshot becane the |atest snapshot at tinme i-1. This

exanpl eedfiere hast snapshel: ifi1213rbecesd ot hies ntcese1sRaRshAtiat tine i,
and the snapshot latest |ink 1240. was then updated to point to snapshot
i 1212.20s Sifpshat Ghat 532 BEcarEether Y Rt Pegrapshstedt tinme i +1, the

snapshotmbed @gdntdd Mhat24@ iwas inasSkgasshd©0 aRThatink+inshiet Phstrexanpl e,
all snapshots for the file associated wth the snapshot | atest |ink 1240

cont ai netf di tt% otk *SEddrEESEECRYr Y hehs mfesistodréesl Wbk PeRBESTile, so

al | shagowHedes tWirddan tt Rasgshbtegessofnshat snd Bhepradiariekerence to the
i node of the current file system where the data for that file was-and is
st or ed.SYS'Es glp f%’(%e AO=03P0BBAT TP/ 03T Fe P ens Fhe TRRABAARS hot

| at est latdkstdatimk afsr iceeal-efdr 0EBSS& NgnIsEMintedlts de@er1258af 0bnanrexenpl ary

enmbodi nent .of .the present inventjon. is illustrated in FIG 12B. Control
1 ow 1280 HedPhe Wih thSt SBORS89E amir TS’ i GEFFY to step 1254. The

'snapshot latest [link data retrieval processing control flow 1250
[ snapehd oF 4 Bae e Bh PP e Lo IHaL pr bkt Ty SESPEE By T 48T FOAET PG the
snapshais |idtlasttraitekd 1246 IGat 18hep TS ZExdnpdtarypenapshbb thaeesbst recent
avai | abj g snapshal 103l £0358hnsuble ulide Assaciated wihspLhe snapshot
| atest link 1240. The file systemnext retrieves, at ste , the
snapshotharfdistt fii-dr 1202, snapshot i 1212 and snapshot i+l 1222.

These three snapshots were captured at different times and

each of these three were the latest snapshot at some point in

time, i.e., shapshot i-1 1202 was the most recent snapshot ét

time i-1, snapshot i 1212 was the most recent at time i, and

snapshot i+1° 1222 was the most recent at time i+l. An

exemplary snapshot latest link for a specific file, dynamic

link 1240, points to the most recent snapshot. The snapshot

latest link shows that the snapshot latest 1link, dynamic link

1240, pointed to the snapshot i-1 1202 when that snapshot

became the laﬁest snapshot at time i-1. This example then has

snapshot i 1212 becoming the latest snapshot at time i, and

the snapshot latest link 1240 was then updated to point to

snapshot i 1212. As snapshot i+l 1222 became the latest

snapshot at time i+1l, the snapshot latest link 1240 was

assigned to snapshot i+l. 1In this example, all snapshots for

the file associated with the snapshot latest link 1240

contained ditto disk addresses for the inode associated with

that file, so all shadow inodes within these three snapshots

inferred a reference to the inode of the current file system

where the data for that file was and is stored.



for the nost recent snapshot and then retrieves, at step 1258, the §E§
recent snapshot dataset. The processing then advances to determne8 ZME
step 1260, whether the inode in the previously retrieved snapshot dataset
cont ai ns w@gbiskokspode data. If the retrieved shadow i nogerigpoflh&r M ned to
contain valid data, the processing continues to determ ne, at step 1262,
if the disk address within the snapshot inode contains a non-ditto value,
i.e., avalid value. if the inode_ig, determned to contain a valid disk
address, the processing continues to read the data bl ock referenced by the
di sk address contained within the snapshot inode. If the retrieved shadow

i node Tﬁed§ﬁ§5§?16‘@dlat?és§tl%k1%@%a LRt DL Lot Sk & vald ddedg data or it
is determ ne at ste 1262, that the shadow i node does not contain a

valid 8FeK 1a3QrEes, an @qmﬁé@éhfoﬁnﬂvﬁéwameﬂf the prgaqEminyeatdessed, at

step 12@%11959:%@&?“1@? Rifte ‘i'z%k a@%%?él"‘@%& 13w fid 8 S wishored. The
processing then reads, at step 1268, the data fromthe current file.

SnapshéFeEl%&5%)¢Q§nﬁﬁ%W%A@ﬂﬁ%§§H@ttPlﬁkeﬁli%%éorQhﬁsﬁnﬁﬁﬁhﬂm Aé&e6Ey "t hat

cont ai Nenk | hAKS Lo fidia d}fes@'lh CLehELS1 SEphed M hinshapshiat - 8 SEP
2006 WD 03/069477 PCT/ EPO3/ 00164 5 dat asets.. The snapshot |ink

di rect BP§ PEOGRFBING REGEATMET fror refiF i AYA SRER oF Y rdle fiateéséyst em or on a

di ffergptpbhde syt emquekhaese rankodi ﬂﬁet§r§é@£§n@%@}tﬂswaw t he snapshot
link directory for each snapshot verslon of the orlglnal I

e (or
dlrectﬁ?E}VaE%%% et rirass e 1855550 oE KT R4 Qi rdfctThsP nepe gunlque
snapshpbinagetd Otl"ﬁeband/sﬁf Siceref abheldBla &hdEshdatchdts c&ih\t%d.nlsn thbat

snapshot. As neM/sna H} re crea g P snapshots a e %e eted, the
Nt 1| obHHR THESSHAPEhat T HES GTPEEPOFy TAFeS s Haled 48 t har fi Enapshot
i nk dbyetémYWEXtmméﬁﬁMdV£sa emnﬁhepelﬁsst fﬁeé&ﬁﬂﬂéﬂﬁﬁiﬁﬁﬁﬂ@iﬁ@brversiOnS of
the Or%g£ngﬂef$$ss'recent sﬁapshot and then retrieves, at step 1258,

the most recent snapshot dataset. The processing then

advances to determine, at step 1260, whether the inode in the

previously retrieved snapshot dataset contains valid inode

data. If the retrieved shadow inode is determined to contain

valid data, the processing continues to determiﬁe, at step

1262, if the disk address within the snapshot inode contains a

non-ditto value, i.e., a valid value. If the inode is

determined to contain a valid disk address, the processing

continues to read the data block referenced by the disk

address contained within the snapshot inode.

If the retrieved shadow inode is determined, at step 1260, to
not contain valid inode data or it is determined, at step
1262, that the shadow inode does not contain a valid disk
address, the inode of the current file system is accessed, at
step 1266, to determine the disk address where the file is
stored. The processing then reads, at step 1268, the data

from the current file.
Snapshot Link Directory

A snapshot link directory is a subdirectory that contains

links to file and/or directories stored within snapshot



The snapshot link directory of these embodinents is created by specifying

.the target file (or directory) for the link and the nane to be as_s@gpequﬂrﬁo
t he snapshot link: directory. The link count for the target file o he

link, whiglspedste file stored in or referenced by the spapshobogat aset, is
increnented to reflect the new link that addresses the file. Once the

snapshot link directory is created, the parent directory maintains an
entry for the subdirectory that is_tlag _new snapshot link directory. The
entry within the parent directory to the snapshot link directory is static
and these enbodinents of the present invention store the link to the

snapshoflatas&t i r emioOrshashvd adukanidbe esHPrds &MY tolReSer erbadi-nents do
not, however, store static entries within the _snapshot |ink directory

i tsel f, " huti? atherct e &l SYERRM of r¥R 1ot Idfnards fdle g¥RERRt ed each

time thelieséSeodoeass dtegueshel Bhoryhen dnedRpshsuahings when the
snapsh ectory is re?ld. These enbodi nents generate one entry

ot.link di
within ‘tgbrﬁée%?n%rp%h%%r 193K FRPESPOFy VPBF L AcH & 1°961%e "erapdh6t (O%er si on of
the originattdiye. Teleritrgs ofi thenshdiessnapshod ailddekodhr gebery each map
t he snapshot_nanme to t-he. inode gf tﬂe snapshot_data file I node and the
snapshot ' F dEHtTHS -ERFtherEe SPethE ¥ o &5 1FabPe fidRetBRBpshot
i nk ditectoorgd gendraat esiapehentri s few dheSrRARShels crkAtkhecexenpl ary -
8 SEP 0] 3/ 069477 .PCTI.LEPQ3/ 00164. 56 . enbodi nents, readjng a
snapsho?]?ﬁ?i nk di rogcc c‘#f R4 8gésgﬁ8t SRR S oF?aﬁﬁggénﬁlﬁﬁner ates the
st andar@dixisentorare emaniges for thasethe (¢ndpshand Ifiek disepavenpt ("..") An
1inode nuher, 4 | iopal..fike sys unji_que identifies.a file at a
tgiven tine. a}lr{pst %e%g)gﬂ ?%Etieoggglt %heaé%{ﬁ%@seysstner%slhl\t;)gv\é’\%F,mfl? PE common for

files thdeorfaliatedd fdd¢s-new files to be created. In the course of such
operations, the inode for the deleted file is sonetines reallocated to a

new file thereby reusing the i node nunber. To distinguish
The snapshot link directory of these embodiments is created by

specifying the target file (or directory) for the link and the
name to be assigned to the snapshot link. directory. The 1link
count for the target file of the link, which is the file
stored in or referenced by the snapshot dataset, is
incremented to reflect the new link that addresses the file.
Once the snapshot link directory is created, the parent
directory maintains an entry for the subdirectory that is the
new snapshot link directory. The entry within the parent '
directory to the snapshot link directory is static and theée '
embodiments of the present invention store the link to the
snapshot link directory as a regular directory entry. These
embodiments do not, however, store static entries within the
snapshot link directory itself, but rather the snapshot link
directory entries are generated each time there is an access
request into the directory, such as when the snapshot link
directory is read. These embodiments generate one entry
within the snapshot link directory for each évailable snapéhot
version of the original file. The entries within the snapshot
link directory each map the snapshot name to the inode of the
snapshot data file inode and the snapshot identifier. If there
are no snapshots available, theé snapshot link directory

generates no entries for the snapshots. In the exemplary



these two unrelated files, the file systemtypically maintains

"generation nunber” per inode that is increnented each tine the |no&éEP§m5
reused. Since the generation nunber remains constant over the life of the
file, thewlgdgsmystem of the exenplary enbodi nents use pé¢rERsdelser m ne the
list of available snapshots that store a version of the original file.

The enbodi nents of t-he present invention that utilize snapshot [ink
directories only generate entries i-nsighe snapshot link directory for files
that have the same i node nunber and the sane generation nunber. \Wen the
snapshot link directory is created, the ol dest avail abl e snapshot t hat
cont ai nsmbodénsnn, wéadipard istapaholi Lenksddeset sipechandiddie neal ue

corresp Ln hat flle |s stored within a cache_for subsequent

processﬁ%g% %ﬁlég%%% SFate 5?@5 efﬁkkﬁl SFARFRER PSR ™o  be generat ed
mﬁthouteatsmeseamenitmahﬁy‘td )deer fFore ivnki pArestiapshot)s. contain a version
of the target file. The Dynam c Snapshot Links utilized by sone enbodi nents

of the present invention are an efficient way to provide the user a " nmeans
for Iocémin90@¢lnummmpshntewemxnwen$1ohaa file oystean wmicatsl t he nost recent

znapsho£d¥§£§f l QTgafsgiof d nlglmsna f?ﬂig"%% 1%P§%d eﬁgladvantage

ver the use o0 convent iona e sys onal file
system fihkssymrtt,h tayveevstrat iig, 1lsecommonbf>@i: efelendd maaldd sasd tha new

snapshot s, af £ &L eal |.& sn gled. SEP 2006 WO 03/ 069477
PCT/ EPOST 0L B4 576‘5ie %c%%a%% %Bep‘%ata Gf’ure %%Cg“ce s%rr?(g’“g&

enbodlnﬁ%@sl%ﬁdQH@Hbﬁégeﬁblﬁﬁvénﬁnéﬁ ms|$®metimﬁs wEphil-corztard te techni que
to moren&ffici entlaraly Q(‘e%tsein@thenEhgﬁé“ shof, sac%%[g%aﬁﬁl S rodified:

copy-on-wite technique Onﬁé copi es t e systen1 ata
into t hERRPRpSHOtUNTgiades éeﬁnnﬁbﬁffebed%x%F$E miqeddyi mednteibe copied.

The USE OferoRytifh Wi upgati REoheChRLdUES fRSUHsS, SRaRshat ¢ ifat aset s

that " qytajn data bl ocks stored both within a
inode 1is reused. Since the generation number remains

constant over the life of the file, the file system of the
exemplary embodiments use it to determine the list of
available snapshots that store a version of the original file.
The embodiments of the present invention that utilize snapshot
link directories only generate entries in the snapshot link
directory for files that have the same inode number and the
same generation number. When the snapshot link directorylis.
created, the oldest available snapshot that contains a version
of a particular file is determined and the value corresponding
to that file ié storedlwithin a cache for subsequent
processing. This cached value allows the list of snapshots to
be generated without a subsequent query to determine which

snapshots contain a version of the target file.

The Dynamic Snapshot Links utilized by some embodiments of the
present invention are an efficient way to provide the user a
means for locating all snapshot versions of a file or to
locate the most recent snapshot version. The use of dynamic
snapshot links provide an advantage over the use of
conventional file system links because conventional file
system links, which are static, become obsolete and invalid as

the new snapshots are created and old snapshots deleted.



snapshot dataset as well as data bl ocks that are still part of the active
+file system The data blocks within the snapshot datasets were copigeSkpor(is
noved there as a result of the data in those bl ocks being nodified. The
exenpl ar ywenbodsrrent s of the present invention have sn@eshwos/dasdaset s that
reference data that is also wthin the original file if the original file
data has not been nodified since the creation of the snapshot. The
copy-on-wite processing control #l 6w 1300 of an exenplary enbodi nent of
the present invention is illustrated in FIG 13A Control flow 1300 begins
with step 1302 and flows directly to step 1304. The processing of -a

Copy- OMews + be-Winjgey dtd ton dstoithiree@rbyething exenpl ary enbodi nent begi ns by

al l ocating, at step 1304, the new data block that will be part of the
snapshot dataset. The processing then copies, at step 1306, the data from
t he daSamfblaﬁ:’dfodJifmetﬂ‘tES arfi gimalprieiskeati Atvent ipenvril ing fidve. The copy of data

h h ff h d
bl ock PRGBS HrovI GUETSS [ocared. o Thi” Brogeeel ng Thcn et (1 e 1 he -

preV| 0 ate e processing then nodifies the
dat a, mainsiip sBEGhot tdatIaStdt@ nefbeycbny f en-wnike Heatwdidieenddta is

written al sheb A312. 48 dherl obnal s dakdal Hés 1,4 annabhvgapbod ments

of the p}?esen‘fhl nventi on assign % Rhe” new data buffer to the original data
file afdlepyventdhemnmrdigiied dddtea ilsl ook, raprehed stndte GrRiged, TREo t he

snapsh it et abnhhguesi giaalc dahradteek is - 8 SEP
2006 0%? onICAkr};EPOS 00164%- p(glrlfor med by updating the bl ock's

_Poi nt efakasehe throd e e tgiin rﬂﬁt@eéﬂoﬁkécﬁt?ﬁ?dtw}bﬂﬁim&l %ile. A second

nEt hOdsHE%éhg@qiapé/aé)étbeés %m.qdld@@%%aoﬁlbbﬁs presENre igvMant parti futili zed
'if the enfire data block is to be nodified. This secgnd rreth?ld consi sts of

movi ngthReastrive| beke Wt | y That §3tRePLAGHE hEt ERiT HAlR SPERSTRG its
cont enigchBE0s dee NBIPISA ofr herecompui-er aand weshoutofimttd dgtehéndata to a

new | ocation._ After vVin ol d ta bl oc an

those blocks béghg o J?ieé %%e exempkary eﬁ%ddlments of the
present invention have snapshot datasets that reference data
that is also within the original file if the original file

data has not been modified since the creation of the snapshot.

The copy-on-write processing control flow 1300 of an exemplary
embodiment of the preéent invention is illustrated in FIG.
13A. Control flow 1300 begins with step 1302 and flows
directly to step 1304. The processing of a copy-on-write
operation utilized by this exemplary embodiment begins by
allocating, at step 1304, the new data block that will be part
of the snapshot dataset. The processing then copies, at step
1306, the data from the data block of the original file into a
memory buffer. The copy of data within the memory buffer is
then copied, at stepl308, into the new data block that was
previously allocated. The processing then modifies the data,
at step 1310, within the memory buffer and the modified data
is written, at step 1312, to the original data file.
Alternative embodiments of the present invention assign the
new data buffer to the original data file and move the
original data block, which is not changed, into the snapshot

data set. This assignment of the original data block is



uninitialized block is assigned.to the original file that is being '
nodi fied. This nmethod is referred to as a "nobve-on-wite" operaL@qﬁpqmﬁ%is
substantially faster than a copy-on-wite and also utilizes fewer Tonputer

resour ceswd @3gpérast to the copy-on-wite operation, apgﬁgﬁmgﬁﬂwwite
operation nerely allocates a new block for the file-and updates the

bl ock's pointer in the inode or-indirect block of the original file. The
old block is noved to the nost recentsg snapshot replacing the ditto address
stored there. Any earlier snapshots of the file nmay be | eft unchanged,
since they previously referred to the original block and still do.. A
nove- onpatrifbemad obdsupd@aiting the mekent poehtbbeiar tgk nahoadlfckand is a

subst ant.i_al.| er. operat.ion than copy-on-wite. The nove-on-wite

met hod %§%&§é8L?§£?ﬁﬁ %?%g%%%iQﬁiQiﬂﬁgrﬁﬁﬁ@s that the entire data storage
block is to be nodified. This nove-on-wite nethod is invoked the first
time a data block in tqﬁgfri jnal file is mydified in order to preserve
the originar data-¥at it s5apdHort aSBPOITRENhBVRE oS itocessi ng
cont r ol ihtvemt 13201 ofutail exeiml Arthe efbodenaataoblbbr s aseMe i NVention is
illustrg | flow 1320 begins with step 1322 and fl ows

i n_Fl . 13B. Contr
directlygggfé S 15974 %ﬁﬁ??ﬁhﬁ? SO GOREAPES B Moving,thr aldgbdogkp 2006
WO 03/ 0694@7t PCT1ER) 100 I6tarmhots vdphd3R4rebiengr i g6 nédntdaita Bheek, which
is the ri.gi nally .contai.ned within the source file being
nndifieg?gaT%+§£ nggﬁg%s 5¥¥H§%é§gé_w%ﬁ$%u Vet R4 3%hd® Pn this
enbodi neavY bycapden i nghiter vaiviegoththeldi dktaddiesls, poiddwer Wi thin the

i node s;Qfed: i {hey sy t t this .disk..block is.noved into
the snapshot dataset, t e.gfbgggggﬁéd'génﬁﬁ%u%gl @n%ff%@a %ﬁ “alfew data
bl ock fBPIRHeMBLFER fi IThisnmedheog 1828¢fFheedriocessiang t hen continues by

a'|Ocathﬂ@ve£&n~ﬁ§fﬂééu%%%réﬂ%%ﬁeaﬂa EQes£££€a§Q§éfi9ff%éé%ﬂetﬂgﬂ gata bl ock

and .
copy-on-write and also utilizes fewer computer resources.

In contrast to the copy-on-write operation, a move-on-write
operation merely allocates a new blbck for the file and
updates the block's pointer in the inode or indirect block of
the original file. The old block is moved to the most recent
snapshot replacing the ditto address stored there. Any .
earlier snapshots of the file may be left unchanged, since
they previously referred to the original block and stiil do. .
A move-on-write avoids reading the contents of the original
block and is a subétantially faster operation than a

copy-on-write.

The move-on-write method is used if the processing determines
that the entire data storage block is to be modified. This
move-on-write method is invoked the first time a data block in
the original file is modified in order to preserve the

original data for the snapshot dataset.

The move on write processing control flow 1320 of an 'exemplary
embodiment of the present invention is illustrated in FIG.
13B. Control flow 1320 begins with step 1322 and flows
directly to step 1324. The processing starts by moving, at



then all ocating, at step 1326, a menory buffer for the new data bl 0@5 Hz
. Which the updated data is to be tenporarily stored. The nenory buff
t he exenpl ary enbodi nments are initialized to zero, or otherw se nmarked, to
i ndi cat e {Baspeapne of the data in the menmory bl ock is v@ghighosddigs source
file data is then copied, at step 1327, into the nmenory buffer. The source
file data stored within the menory buffer is then nodified, at step 1328,
while located within the nenory buffer.- The nodified data is then copi ed,
at step 1329, into the newy allocated data bl ock. Sone enbodi nents of the
present invention that inplenment the above version of the nove-on-wite
operatiahenolm ert Wigtﬂmiaﬂ mere blbékj ewttiidiechnivhee dafat Beoeki gi nal data
ati Ln the case

file isg vvrltt i one record at

of pi ecéw @é@%}rl Cnoc\:lj1 6 ln %f tflﬁg %P?S%OW??E ¢ %?emgormioﬁ’ll 4% il e appears
t o onl yimodi flye $rpaQTsthcctn dofc ke . bl Dhks mdBee alks eaddendliils@esly sheahpsocessi ng
cannot I f | t| an es tpo the ock are.forthcom ng,
the fi I%r%g&{%%ﬁﬁl tuﬁ)eselél g% m‘éﬁ%%ea% t}é%n%résrquﬁ WESF RAATESRI es the
origi nandaira il g ridlde $ma>mseﬁounushegsmdi;ﬁsm elaeRdtSi Varteepyhos-wite

. met hod resent vent.i on ut| ize a variation of
t he cop?/j?‘%g%vwdl%?{ce) r?onglegkfgr? Vl\ll’nIE B %%%p?khnﬁ (ipta}se% ar 88 PEOCREFLIA as a

def er r edoriolpyneasn b iafld oopérati ennethﬂesta/aislca:tk divr theSEBur28061i180
03/06947y7 RCH RO/ 00?‘1«% gQOcQS%Eﬁg A Sl AL tea‘iR%ES‘ :1135\[ ‘“;’?g” afile
' n [

is being’ wittenin cenea ner . ¥6r red “copye
oper at | DFERf 4P/ aIS[p@w Phethﬁl éitgsteman firse tthee reastdeta hbvekomrdrite

,oper at i oherf A NQJcalNAn, 0B QE P01 £26 OPY RN tfir rARERLT ons. nIhe deferred

(copy-on-write operation of these enbodi ments operatés upon hodi fication of
an ori fiHad BRIk e whoek. thvxh@wiaew ot HaEl tdabe temeobrotkvis first

nmodi fi eskded. The memory buffer in the exemplary embodiments are
initialized to zero, or otherwise marked, to indicate that
none of the data in the memory block is wvalid. The source
file data is then copied, at step 1327, into the memory
buffer. The source file data stored within the memory buffer
is then modified, at step 1328, while located within the
memory buffer. The modified data is then copiéd, at step 1329,
into the newly allocated-daté block.

Some embodiments of the present invention that implement the
above version of the move-on-write operation do not .employ
this more efficient technique if the original data file is
being written piecewise, ile., one record at a time. 1In the
case of piecewise writing of data, the first write to the
original file appears to only modify a portion of the block.
Because the file system processing cannot determine if
additional writes to the same block are.forthcoming, the file
system in these embodiments acts conservatively and copies the
original data into the snapshot using the more expensive

copy-on-write method.

Some embodiments of the present invention utilize a variation
of the copy-on-write/move-on-write method that is referred to

herein as a deferred copy-on-write operation. This variation




exenpl ary enbodi ments that use the deferred copy-on-wite operation, the
original data file block is imediately noved into the snapshot daérgé)eﬁu
and a new, un-initialized block is assigned to‘the original file [”’e
system t hgi @3@efds in a variable that is maintained byptPepdiich®s Syst em of
the exenplary enbodi nents that the copy-on-wite operation for this
nodi fi cation of the data bl ock has been deferred. The file system
processing then wites the new data g9 the portion of the new block in

whi ch the new data is to be stored within the new data bl ock, thereby
resulting in.valid data being stored in that portion of the new but

ot her W &&f &l itHd icalpyZ e - th@@kopéfa§il@$aﬂk@'Dta wriillees st @etig new bl ock
val idate that data Rkl ock by witing \éﬂ‘{ %getai%tothe enti.re bl ock, that
entire BN 2 RéRCEBRE RRVRRT d X GWYOHWFFEG operati on

is requljSee_adatJth rese @lllll@wgﬁtaéCﬁﬁletﬂﬁs@@iﬁ eld efke GORYf@BtWOEi te operation
advant ageousl y ohvi ates one or e iterations of the nore expensive
Copy- oI 11 dParat PERE= “ERBOHR RERE s AT e MOFE CREVASPGFFLES

copy- Oonoperdicior@perati on indicate that a particular block is in the mddle
of a deferred copy-on-wite operation in a nunber of ways. Sone

enbodi nents of the present invention that inplenent deferred copy-on-wite
oper at iTis d@?ﬂi’rﬁéﬁ aobhft—ohnwtrlﬂEebbp@zkatslcdi Skf tagdrecembbdimadieate i f that

block is in.th m a defer ed co peration, If that bit
is on, The® tbéi mlof?ltfl;ig ﬁ%alal% ot O"g%?ler%arle ac%’lp%lgn \%)VIE’LI PEE operation -

8 SEP 20051 the @%h@;ﬁﬁél?d@ﬁﬁ/ EPD8/100d64 6 fiaredt megdifigddata from t hat
blrock TEAMIT s WiiABH BLRCCERLDn L Nale RESALIL ngludes  Ipeging the data

wi th the snapsto I'n a |t|on catlng er each block is
i nconplaterahient. o t@edeﬁfegnedlcd@ya obile itlodpdratimmedinhelyexevefiar y

~enbodi ng/pt, éjet *},%aBrsﬁ ‘Enha‘ca}é@!?t%xl?@ 2l 58y, ”ﬂﬁmﬁiﬂﬁa@uz‘é@ bagkge {or each
file that 1ndicates any data bl ocks inthat file are in_thhe process
belng LﬁﬁﬁﬂQQFQMtPhtée original file. The file system then records

in a variable that is maintained by the file system of the
exemplary embodiments that the copy-on-write operation for
this modification of the data block has been deferred. The
file system processing then writes the new data to the portion
of the new block in which the new data is to be stored within
the new data block, thereby resulting in valid data being
stored in that portion of the new but otherwise un-initialized
block. .If subsequent writes to the new block validate that
data block by writing valid data into the entire block, that
entire block will then contain valid data and no cqpy—on—write
éperation is reéuired. In these circumstances, the deferred
copy-on-write opération advantageously obviates one or more

iterations of the more expensive copy-on-write operation.

Embodiments that implement the deferred copy-on-write
operation indicate that a particular block is in the middle of
a deferred copy-on-write operation in a number of ways. Some
embodiments of the present invention that implement deferred
copy-on-write operations reserve a bit in the block's disk
address to indicate if that block is in the middle of a
deferred copy-on-write operation. If that bit is on, the

block is in the middle of a deferred copy-on-write operation



deferred copy-on-wite operation. This variable indicates that there is a
.lack of a conplete source file data block, i.e., that there is at F&aSkP 200
one data block within the source file that is not conplete. This variable

al  ows nogg 03,9J9§J,7C| ent data access by obviating a bl ock gy i96died
determ nation that each data block is conplete and valid. Exenplary

enbodi nents of file systens that inplenent deferred copy-on-wite
operations record which portions of the new block have been witten and
are therefore valid. The recording of which portions have been witten is
perfor rred in sonme enbodi ments by tracking the exact byte changes within

the reSANg ﬂ@ao | RN, oW %ﬁrre%ﬁrggswnﬁgegcm%%f Sithg fromthe

'heurls coser tion that since files are typical Written sequentlally,
it suf theespeesorly Jdmlexdet%@Ier@ow- shewfpte Witlti ht'ehef isTsPsgtte in the bl ock

s bei go.,M0di{i ot The, RI0GESSING 50l Lhesecenbod] mBnLs ther ef ore only

store t e Soffset 1o 1 | ast byte no led. Additional processing
ef fici encymphet@aiueze@ ian G@imr@ﬁlb@@pweﬁnswbyte obeerak gt F&e since files

are tyBk%ﬁﬂ: ;W Il Rl rldht RET neeBtibbelY. 1hPEREILe SUSKS aRint aakkeat O

operate mai ntai ning the ranges of valid information that are
cont ai ﬁéﬁlam$ hffhr P dé lenIthags ipdagahsst hatamy otktd PIdEered in

vol ati |, ABADE N These £ TRRt $-Lheds BMQK& ﬁom@wt@w
copy-on-wite operation or otherw se msrge t he ta fromthe new buffer

into t AeLprEesi RV HAtE U5 oFeretithe bIBER Waslalk BeEralsipl etely

over w khhencREFOrid ¢ Wadd R tah%oh.b%l@et Qoudts kff_izse Rﬂa[tia aofiddiksk caching
ioperations. Qher enbodi nents of - 069 77 PCT/ EPO3/ 00164

SEP 200
(- 62 . the-prERehtthehent GF 565 Pﬁ@ 53F?db$% e‘“”o'ic SWEPHTTSa bl ock
as parfioé therfisd eis rﬂm@}let’déel’ eb'ymsuppmabng @I:ei@ﬁg aﬂloreof t he
copy-on-wite u t he Kk ua I cI ear that a range
of i npﬁgﬁgﬁf%?*fo%astaaraeccefsgsﬁ%’ Vll1a the % {JfO% sktném [¥Ycessi ng request s

r eadi ngevérhheatl@ckhat each data block is complete and valid.

Exemplary embodiments of file systems thét implement deferred
copy-on-write operations record which portions of the new
block have been written and are therefore valid. The
recording of Which portions have been written is performed in
some embodiments by tracking the exact byte changes within the
block. Other embodiments, however, are designed to benefit
from the heuristic observation that since files are typically
written sequentially, it suffices to only defer the
copy—on—write'if the first byte in the block is being
modified. The processing of these embodiments therefore only
store the offset to the last byte modified. Additional
processing efficiency is realized in some embodiments by
observing that since files are typically written in their
entirety, the file systém is able to operate by only
maintaining the ranges of valid information that are contained
within a block only as long as that block is buffered in
volatile memory. These embodiments then invoke a conventional
copy-on-write operation or otherwise merge the data from the
new buffer into the preexisting data block if the block has
not been completely overwritten prior to writing the block to

disk as part of disk caching operations. Other embodiments of



bei ng processed by the deferred copy-on-wite operation before

contains entirely valid data, the file system detects that the bl ock

t he bl ock

Bi &P 06 .

the mddle of a deferred copy-on-wite operation. In response to detecting

that the yBly9gdesi-s not entirely valid,

the file system ps@SERSHEGs 1 N

t hese

enbodi nents reads the data that was saved in the original block and. nerges

it wwth the new data witten to the
with the | atest,

new bl ock to satisfy the read request
valid data. This_sgenario results in |less efficient

operation when reading a data block that is in the mddle of a deferred

copy-on-wite operation,

but such a scenario is rare in system operations.
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fr0n1trﬁhéHé(Bdﬁgdﬂ%%h%sbkgﬁﬁsthﬂé &Q@aséﬁg%jdﬁé TN Hﬁtghethe snapshot .
Al t hough the fil stem may satisfy the read

original bloc and merges it with the new data written to the
new block to satisfy the read request with the latest, valid
data. This scenario results in less efficient operation when
reading a data biock that is in the middle of a deferred
copy-on-write operation, but such a scenario is rare in system
operations. Advantageously, most files are tYpically written
sequentially and in their entirety. It is also observed that
read requests that are issued concurrently with write reéuests
are rare. Thus, this technique of deférring the copy-on-write
operation substantially improves the overall efficiency of

maintaining a file system snapshot.

The file system of the embodiments that perform a deferred
copy-on-write operation handle requests to read data from a
block.that is in the middle of a deferred copy-on-write
operation, i.e., prior to the complete writing of the block,
in various ways. The processing of a request to read data
that is wholly within a valid portion of the block, i.e., a
portion of the new file data block to which new data has been
written, retrieval of the data from the new data block
pProceeds with special processing. If a request to read data
requests access to data that spans into an invalid range of

the block, i.e., a range to which new data has not been



request w thout invoking the copy-on-wite, the expense of the

© copy-on-wite is in reading the original data into nenory. Since UB'?EPC@%{
nmust be paid to satisfy the read request, the file systemcan performthe
copy-on- WO©®0as#1’h relatively little additional work. GdERPEI164
copy-on-wite has conpleted, or when the entire block has been
overwitten, the valid range information is discarded and the deferred
copy-on-wite cancelled allow ng subsequent reads to proceed w thout
intervention. In enbodinents that inplenent a deferred copy-on-wite
operation,b storln partially conplete blocks on the disk, e.g., unlike
some of FheC &b egiussilis d6d L apodete heatontsy whedfler wik&igopy- on-writ e

processm@amll@aﬂd@ biHeck dag ngisﬁﬁgn tReSYStemEmne &l Lew sone of the
data of the original file to reside onl %/ in a snapshot. This situation

resul t sdfFa tHeem ghiggiardioipedcRars hboel Frtlo warke stmssiest M@sedséntoas

descri bede aboyeshand thendewndaha bipgks @@ém'r&qﬁ%t&%@y @he 'ﬁ:Bng” gi nal
file has only the newly witten data and the . data now onl i:/hremdes

in the PPEVETus  ddrd bitgeRkiRgt thAaSOBERrR Wq rﬁr@ {reessgp8hotheSuch

enbodi neah- Rerfare i 0eesehAgng’ tRE b0 gahet ina A ishapshabe{and
potentlallqv] %scardln t he bl ocks stored in the snapshot) so as to perform
the copy:dre virittse C(S’r?ta usfy SekBatHato af Rt &1 5y It}H‘?"arrkf’é‘éi1 &89upE§ui FRRg t he

deferr eﬂlr@pwmwda&le p@mﬁbatm ©Re Pt bBY - $10-wihed et inth tﬂé&a&ﬂ&@&bm
Enbodi bove that i nvoke th opy- 0 te prior

re di cuss Wi
to fl u?ﬁ TRy i dféfél&@ %0 @nﬁﬁf?lé‘?sc?%y o‘?ré'l?’rvm:@n%ﬁ &r FOFRi ﬁljeg def erred
copy- onemrwhaen tt(hedlaitimeebﬂlot:kshhgs giséert m\témwsf:sntiemat ittie &adidt hengéore
‘snapsho e t e-to b del et ed wi thout checking the
1l i Tt d Y PRECEERRE B BN ot Y B Do a9
PCT/ EPO@&MH&(B&llB&vlmksngsadvamang@adﬂ tqmme%&:ws&@opatterns to a
file, the ..RrO96ESSI NG resource cost of a copy-on-wite operation can be

In embodiments that implement a deferred copy-on-write
operation by storing partially complete blocks on the disk,
e.g., unlike some of the embodiments discussed above that only
defer the copy-on-write processing while the block is buffered
in system memory, allow some of the data of the original file
to reside only in a snapshot. This situation results if the
original block is moved into the snapshot dataset, as
described above, and the new data block that is now part of
the original file has only the newly written data and the
“old” daﬁa now only resides in the previous data block that
has been moved into the snapshot. Such embodiments perform
processing prior to deleting a snapshot (and potentially
discarding the blocks stored in the Snapshot) so as to perform
the copy-on-write on all blocks that are still marked as.
requiring the deferred copy-on-write operation prior to
deleting the snapshot. Embodiments, as are discussed above,
that invoke the copy-on-write prior to flushing disk access
memory buffers to disk when performing a deferred
copy-on-write to disk are not subject to this situation and
therefore snapshots in those embodiments are able to be

deleted without checking the files in the active file system.



obviated in many cases. This substantially reduces the overhead to

mai ntain a consistent snapshot of a file system FIG 13Cis a flaye #‘@'gggﬁ
depicting the operation and control flow 1350 of the read process af
nove- on- wa@ bxochers occurred, in one enbodi nent of the pres@EPb3/imssent i on.
Control flow 1350 begins with step 1352 and flows directly to step .1354.
The processing starts by receiving, at step 1354, a request to read a
source file which is currently in thé4 process of a nove-on-wite. The
exenpl ary processing then reads, at step 1356, the data bl ock fromthe
source file into a first nmenory buffer. The processing then proceeds to
det er mfhe tadiing esivegsgaeniedt igpiakl afcehe };vm:ttzemesqu:@staeohhy, the read

r equestyick JUQW06d R, $Loage Lef gr N fpthe source
file dapta bl ockggasesd upon the updgtg&%gc(% vvgi ua gqn in that g‘ta bl ock. If

the refR¥ERdEHdRamasy waskisn Fhial ﬁ@b@mmnmm xtehﬂexo@at &hbl ock of the
sour ce diidr@ead he ﬁ%gﬁ%%gnt%rgbﬂgiﬁéengls éﬁﬂnﬁs%% andthe gg Lg within the
procee(?s by Feadi

first buffer is used. O herw se e process ng, at step
1360, into a second buffer the data that corresponds to the requested data

fromt kecdatacbliack steneda W EQbﬂcEﬂ?%e | nval tﬂ%‘% %acsgsﬁtgglt hen

copies, at step 1362, the data 1nt port| on o
menor y Tlo4r fter Of PémtPRer@afabrACERR BN MOvePrbuwkiée. hast er natl ve

enmbodi meRisrdd,Neh Bse ambea9ndn FEsPrhduifaieAnd GRRY ibhe ?I}{ fl data
di rectlgL frﬁgnhg snapshot data set into the first nenory Snapshot
SequendeS¥THa Pi PEILPSt Bikhi AtaRi t304 B amuisay rentddi Frénﬁgel@f t he

pr esentl3|5|4\1enmh@npeaaéusen§naﬁ§h@§ So@ i8S h%rte‘ét@BDﬁ]QScl ey users. :
These file s ntain numerous files that - 8 2006 WD 03/ 069477

st enms
PCT/ EP6§F‘B§JE.’%4 85reﬁ veé GPRFEFehttSttage lrsetfuhllrlréﬁ%ﬁﬁ’slnAEh% result, file
syst enpradeEai ofr at npseebhenriesi r erio e 1kackppscebshihy eshat

reads, at step 1356, the data block from the source file into
a first memory buffer. The processing then proceeds to
aetermine, at step 1358, whether all of the data requested by
the read request is provided by storage reference to a valid
portion of_the source file data block based upon the update
activity within that data block. If the requested data is
within a valid portion of the data block of the source file,
the process terminates, at step 1364, and the data within the
first buffer is used. Otherwise, the procesé proceeds by
reading, at step 136Q, into a second buffer the data that
corresponds tdlthe requested data from the data block stored
within the snapshot. The processing then copies, at step
1362, the data into the invalid portion of the first memory
buffer from the data in the second memory buffer. Alternative
embodiments do not use a second memory buffer and copy the
invalid'data directly from the snapshot data set into the

first memory buffer.

Snapshot Sequences

The file systems in which the exemplary embodiments of the
present invention capture snapshots are often shared among

many users. These file systems contain numerous files that



different tines and/or intervals. In order to support performng data

. backups at different tinmes and/or intervals, sone enbodi nents of the§ SEP 7006
present invention create snapshots that selectively include only sone of
the fil esyhgsbdagfile system For exanple, sone users rRaupiSodigy €
frequent backups than others. Oher types of files are selected to not be

~included within a backup, and therefore a snapshot, because they are
temporary files. Database files areggonetines selected to be excluded from
a backup because the database application program has other neans for data
recovery and the file systemadm nistrator does not wish to incur the

over hegd,e 0f i 8RS A9 SUdL- LAt 3Ra%e rbhk8ssi Nt Bs 8a SRaPSOL .fifike aplkwr i ng  of
mul ti pl e snapshot sequences that each capture only part of a file system

al | ows28nipér ERt tuseral ke Kiard r6i tPemBhe PIARPRRORE pbti%d &L or to be

entirelhyrexelyded; fdomide snapehoblsmechanssaer Bxemplggorenbodi ment's of
the present invention allow creati n% and capturi n(g{ snapshots of only part
£8

of thePPFfersyag etta M Rmesdiiénrs Bhppoes palrtl 2T oMig e files in
the fiLgmesysbemmitels td@teRnyekharf Ehesnanen direstordegposMddid n a gi ven
partition are included within a particular snapshot. These sqapshots,

whi ch EBAE afRL AT Vel s udseiidss opRy FPPesOfnthRet 2155 elré;/éleerﬁl & e herein
referregdstonas s&aRshal, SREIURNEESseEs SBaRSeqURAESSE rédudite exenplsar y
enbodi nents of the present invention, a file f%stegn is a Iﬁ)to have any
nunmber EBRR YMBPRqUENTEE BERESa oL hgleSt #Fe F&TaPTe t's° BEI%oRS to only one

SnapSegHenc@ed OFi oL SnaNSEegue) Cand thewbf 6hecasenapshst néxerausiencl uded in a

.snapshgpi. The spapshot sequences_in_the X | ary enbadi nents that
i mpl engﬁ?yt et g?rgp%afreyt lit? : apﬁgﬁégaesglﬁ%tare%c%m%e(r)ltal&ésquence creates,
del et esebecte@stories éxtslwaia Smapshobsckndebenaest | yhefdatrdasteher

sequenges, . Snapsequences, il L Dese eRodirealsaate Alsg el Guia §1SEP 2606

file system administrator does not wish to incur the overhead
of saving such database files into a snapshot. The capturing
of multiple snapshot sequences that each capture only part of
a file system allows different users to have different -
snapshot policies or to be entirely excluded from the snapshot

mechanism.

Exemplary embodiments of the present invention alliow créating
and capturing snapshots of only part of the file system.

These eﬁbodiments support partitioning the files in the file
system such tﬁat only the files and directories within a given
partition are included within a particular snapshot. These
snapshots, which contain only a subset of the files in the
file system, are herein referred to as snapshot sequences or
SnapSequences. In the exemplary embodiments of the present
invention, a file system is able to have any number of
SnapSequences, but a single file is able to belong to only one
SnapSequence, or no SnapSequence - in which case it is never
included in a snapshot. The snapshot sequences in the
exemplary embodiments that implement them are able to be
arranged so that each SnapSequence creates, deletes or
restores its own snapshots independently of the other

sequences. SnapSequences in these embodiments are also able




to be arranged hierarchically, such that a snapshot operation in a parent
sequence al so operates on each of its children. An exenplary snapsBagp i
sequence hierarchy for an exenplary enbodi nent of the present invention is
i 11 ustratwd obgoyenn di agram 1400 of FI G 14A. The Venn iae¥3/0813400
illustrates a file system 102 with two top | evel snapshot sequences,
SnapSequence 1 1404 and SnapSequénce 4 1410. Two child SnapSequences,
SnapSequence 2 1406 and SnapSequencegg 1408, are also illustrated as being
conpletely contained within SnapSequence 1 1404. To insure a consistent
file systemimge, the hierarchies of these enbodi ments are strict and are

not aldowrd dre-0ved aberbxerplalyyenbod mants Ofsi-harpresgblat N¥gNti on
t hat support snapshot sequences, or SnapSequences, .identi é each
’F"

SnapSequbrRc ®FENE GGG ENSPpSAPPEEYRNCY | PRt idh dits Chéf8FFRBd to herein
as its SnapSequencel d. The SnapSequenceld is used to identify the tine
that each snapshot was captured. relative to other snapshots within a
snapshdt® S&GIereEeY ERERSPShafSEHERAR MR TEY AT B SHEPPAaYEl ue that is

equal  tenddE men@r gestthengrelehti depthfist Valiue thatdkas ihegansreated in a
particul.ar sequence %l.e., it is the snapshot identifier_of the nost
recent I3 3G5EH d%9n2pshoE i h*that TReqleHe taguamk 3439 dlvartEaFesstor ed
separ atfelne isystlhe @mmﬁahytwenb@}_dihm% sﬁa;]gshﬁ;dors@sgeil RhceByention i nf or der
to preserve the nost_recent spnapshot identjfier value in.the case o

del et i o R qFﬁECﬁogt1#§geﬁPdSﬁﬁg§ﬂ%ﬁ?eqqet%u%%ﬁﬂst F@@eﬁgliaapshot of a
shapshdnasgsguerteess debeteduehbe hekdodnaps miagJedikate Segueace i s

assi gned. t he next .snapshaot, identifier after .the xSnapl d, val ue in order
to pre§gFV53§ﬁéﬁg%8 %E Eﬁ?i Fegel?ﬁﬁﬁﬁﬁg%é}%ﬂﬁi%? I¥%ﬁélﬁgewfﬁlé“%napshot

i dent i f9repSefueheeddl éd6d. Snapshote &aomssirpshotiidequentemalsagepnt ai ns a

list of il e h fo t shot - nce, ile systens
1S ol PYALLANLS S0eRsheks L oL bl NaPIAl Stuencss The fhle o
03/ 0694 AA9wEY [EPO3VEO16D - .

Exemplary embodiments of the present invention that support
snapshot sequences, or SnapSeqgquences, identify each .
SnapSequence by a unique snapshot sequence identifier,
referred to herein as its SnapSequenceId. The SnapSequenceId
is used to identify the time that each snapshot was captured .
relative to other snapshots within a snapshot sequenée. Each
SnapSequence has its own MaxSnapId value that is equal to the
largest snapshot identifier wvalue that has been created in a
particular seduence (i.e., it is the snapshot identifier of
the most recently created snapshot in that sequence).
MaxSnapId value is stored separately in the exemplary
embodiments of the present invention in order to preserve the
most recent snapshot identifier value in the case of deletion
of the most recent snapshot. If the most recent snapshot of a
snapshot sequence is deleted, the next snapshot in that
sequence is assigned the next snapshot identifier after the
MaxSnapId value in order to preserve snapshot identifier
numbering and not reuse the snapshot identifier of the deleted
snapshot. Each snapshot sequence also contains a list of
available snapshots for that snapshot sequence. The file

systems of embodiments that support SnapSequences store the



67 SnapSequenceld and file snapshot identifier, referred to hereL% 2006
- FileSnapl d, data field for that SnapSequence within the inode for th

original file. The exenplary enbodi nents of the present invention assign a

file to avenape#ist either via an explicit command or by PGTERE3PGIPNg t he

SnapSequencel d froma parent directory. The FileSnapld of a file is

initialized to the MaxSnapld when that file is assigned to a snap seguence

so as to cause that file to be ineléded in all subsequent snapshots in

t hat sequence. The file system of these enbodi ments conpares the file's

FileSnapld of a file to _the MaxSnapld for the snapshot sequence to which

t hat fijEHEBEHCGAEd2RAefiltRafnrPslot sidenydiffiesd ineferded to preserve the

file' s dgimals ¢9nkeAETAN aarsNapsh®tsd O HNals SeAUeneaceAyREN; hapshot
sequence is created via an explicit command in the exenplary enbodi nents
of the Predénds Agenthencrigonalcfekei on of a new snapshot sequence, the
file systemof the exenplary enbodi nents records the existence of the new

snapshot sequence in the superblock of the file system assigns-a
Snap SeqUéh G3TEIPLE Y h 8T Ret A BRBPE hot BerjuBiRaednd NvieRitEcRl RESIRt S val ue of

MaxSnamide It thenapwhsnapstRbr SLLUSNCSI1S i Rematli be 8f anot her -
snapshaot _sequence, the parent is also specified. |If no parent is specified
for a ‘SHSFSHdrYsERGentals eRecREGHR Htok symereati sirsgéperdenthdf the

ot her sriapsheiisequencesiceThe {hleisysiamidf dhke vexerpbanywhenbediaents
record%.ahe.relationsgig bet ween the snapshot sequences in the_ superbl ock
so that "4t éF S5EFEPFOn5Con TR BPRHRCSquéTcd i ferGGe taRrF Bl he
,chil dr e $rapshdtidedefieatessass@@hdnt Hiapdhotl ng ehasnapghetcsequences in

‘the s rhl.qck _al | ows ile that..is part of a child snapshot sequence
to be ﬁ%ﬁ 3%2& FXS%EE 8ﬁeé%?sﬁnr FAFEAL S FEPEREES Sgﬁugﬁggssmﬁthout

mai nt aifiilegnepgidesfof fheef tdetlze ddtxtriapIchdiolr tthe shibdhand parent
SnapSh%%q%%%Q%nggswhicﬁ gh;fRﬂ%&QQS assigned when that file is

modified in order to preserve the file’s original contents in

a snapshot for that sequence.

A new snapshot sequence is created via an explicit command in
the exemplary embodiments of the present.inveﬁtion. Upon
éreation of a new snapshot sequence, the file system of the
exemplary embodiments records the existence of the new
snapshot sequence in the superblock of the file system,
assigns a SnapSequenceId to the new snapshot sequence and
initializes its value of MaxSnapId. If the new snapshot
sequence is to be a child of another snapshot sequénce, the
parent is also specified. If no parent is specified for a
snapshot sequence, the snapshot sequence is independent of the
other snapshot sequences. The file system of the exemplary
embodiments records the relationship between the snapshot
sequences in the superblock so that later operations on a
snapshot sequence include all of the children snapshot
sequences as well. This linking of snapshot sequences in the
superblock allows a file that is part of a child snapshot
sequence to be included in the one or more parent snapshot
sequences without maintaining copies of the file's data in

"both the child and parent snapshot sequences.



WO 03/ 069477 PCT/ EP03/ 00164 68 An exanple of parent and child snapshot 2008
sequences is a file systemthat has three users; Able, Baker and Chaf ISE8, :

and each of these three users have their own snapshot sequence. The file
syst em admd bi/sps7at or then defines a parent snapshot sequen®esdoakel ed
"Users” and assigns the snapshot sequences for Able and Baker as children
of the Users snapshot sequence. A snapshot in the Users sequence of this
exanpl e includes the snapshot sequepge_for Able and Baker, but not the
snapshot sequence for Charlie. Data files that are included within a
snapshot sequence have the SnapSequenceld and the FileSnapld val ues for

t hat smapshetmplseqiiepaeestonsd tRildesidioied Gedhiat-cdata fikeio A bl ock

di ill i |l ary inode data structures 1420 for files within
par ent T EhiTTa s HaPs Ot CSeURRRR oS REThiimen cokRbRaLycenbodi saslt of L he

presentofi mhentel ehrks L1kkbusthatedehéir Rva skBsnbhe sshapghet datasets 1422
of this.exa illustrated as containing two snapshot sequences, _

le is .
SnapSe%ﬁgﬁbg S%eT4§8méﬂﬁs§ﬁﬁb%%q S TEL > SREFSEQEBABENZE 1444 of this
exanpl ecasieacehilkbedéd SnapSequense éséﬂﬁﬂ1Q%fl%nggggﬁtbg?g$@ncggfeiPapshot
d contained w thin, the superhbl oc or is file sys

SO T AL R TR E N T L
i node B :432santd inotlee ZUééﬁﬁ.seEm:eEhdé”lQiifl thak bgamﬁdat @nélll,l&’@s 19&{1%1 ai ns

trie [ e ugnce d an Fi | eSpapl d. An_exanple o ese
fzoagsgpégfﬁéges§2§§§§gtﬁ%f g?éﬁ;%P#ﬁ%%ﬁ?rSngﬁgeaﬁénEBFdS% RIANd a first
Fi | eSnapldenagefor THeaskteond i node 1438 al so has second SnapSequencel d 1440
and second FileSnapid 1442. Each of the files within the first snapshot

sequence have the value of SnapSequence|d set equal to one to i ndi cate the
snapshBftaediidneethat viie hindlyddskviridnin Fhenehehdt snagsdate sequence,

_ SnapSeﬂHGnQﬁaﬁSé&ﬁémCéfﬁﬁ%EﬁMkﬂé]F{ﬂg§%a§§ UQ%? Lo 8¥etﬁaéhﬁﬁ%$ kae W th
associated third i node 1446 thatjhas a t%lr gnap equencel iﬁg)and a
third Sequence stored in the inode for that data file. A block :

diagram illustrating exemplary inode data structures 1420 for -
files within parent and child snapshot sequences within an
exemplary embodiment of the present invention is illustrated
in FIG. 14B. The snapshot datasets 1422 of this example is
illustrated as containing two snapshot sequenées, SnapSequence
1 1430 and SnapSequence 2 1444. SnapSequence 2 1444 of this
example is a child of SnapSequence 1 1430 as is described inl
the snapshot sequence data contained within the superblock for

this file system.

SnapSequence 1 1430 in this illustration contains two data
files, with inode 1 1432 and inode 2 1438. Each inode for the
data files contains entries for the SnapSequences Id and
FileSnapId. An example of these inodes is inode 1 1432 that
has a first SnapSequenceId 1434 and a first FileSnapid 1436.
The second inode 1438 also has second SnapSequencelId 1440 and
second FileSnapId 1442. Each of the files within the first
snapshot sequence have the value of SnapSequenceId set equal
Lo one to indicate the snapshot sequence to which they belong.
The child snapshot sequence, SnapSequence 2 1444, is shown in
this example to have a single file with associated third inode
1446 that has a third SnapSequenceId 1448 and a third



- 8 S E P 2006 WD 03/069477 PCT/ EP03/ 00164 69 Fi |l eSnapl d 1450. The
. SnapSequencel d 1448 in this exanple is set equal to two to i ndi cat &8t5t&¢ 2008
this file belongs to the second snapshot sequence, SnapSequence 2 1444.

The secoRgg osh@Rshot sequence, SnapSequence 2 1444 al so dchiedpdslesicf parent
link 1452 that references the parent snapshot sequence for that snapshot
sequence. Snapshot Creation within a Snapshot Sequence Creating a snapshot
within a snapshot sequence utilizes ggssentially the sane processing as
creating a standard snapshot. The MaxSnapld for the sequence is
incremented and assigned to the new snapshot. An inode file for the new

snapshatiieseigat edsand tthe snapsbghesdded taod he ISt @kangyai kable
snapshots for that seguence i_n the superbl ock. For snapshot sequences wth

chi | dr 3T (385 (5@ &Ysr &M dpdafate Bhalevilimpgdiat bedengsckochifd using t he

same prosaiid enabR®orChicbdenBapshahssaneedddked 44Q t henpacgptngnapshot to
insure that the entire set is restored or deleted as a single unit.

Snapshot™ 3K GEWMCERPn SM3RIFTHBRC ettt BéCe g UdesnapBRBE Er om a

snapshatirgequerc ehals eetiel-ehesst BBe EOFdBS RARGINMD tSRAPSRALf M each of its
children. The exenplary enbodiments of the present invention delete the

corresp 'ﬁ§a§ﬁ§8§h8F A™8%par ent snapshot sequence when a snapshot in a
child snapshot sequence is deleted in order to nmaintain a consistent file

system,RestOr.i a_Snapshot .withjin a _Snapshot Sequence The exenpl ary
G CRESTEReNt PhbeRt T

enbodi ML S BFPFEL: o1E R Enapshot sequence to the

file system by de-allocating all of the changed inodes and data bl ocks in
.the original. file. system-.8 SEP 2006 WO 03/069477 PCT/EP03/00164 70 and
Srestcwié%f%ﬁ%?gpFeggﬁéggog;nggl?h%tS%ﬁQf@ﬁ?ﬂ%ﬁ@“@HCFhBtll1zes

essentially the same processing as creating a standard
snapshot. The MaxSnapId for the sequence is incremented and
assigned to the new snapshot. 2An inode file for the new
snapshot is created and the snapshot added tc the list of

available snapshots for that sequence in the superblock.

For snapshot sequences with children, the file system creates
a new snapshot for each child using the same procedure. The
child snapshots are linked to the parent snapshot to insure

that the entire set is restored or deleted as a single unit.
Snapshot Deletion within a Snapshot Sequence

Deleting a snapshot from a snapshot sequence also deletes the
corresponding snapshot from each of its children. The
exemplary embodiments of the present invention delete the
corresponding snapshot in a parent snapshot sequence when a
snapshot in a child snapshot sequence is deleted in order to

maintain a consistent file system.
Restoring a Snapshot within a Snapshot Sequence
The exemplary embodiments of the present invention restore a

snapshot sequence to the file system by de-allocating all of

the changed inodes and data blocks in the original file system



snapshot sequence. A snapshot sequence with children nust also restore the
correspondi ng snapshot sequences fromeach child. It is possible tR8tSER 2006 -
snapshot sequence does not include all of the files that are present in '
the currewbohpésrrsystem The original contents of a filgcpFsdisect ory)
that are being nodified are preserved in a snapshot in the inode within
that snapshot that corresponds to the file being nodified. Thus, a
snapshot restore operation returns thg inode to its preserved state. In
the case of a preserved file that. was deleted after the snapshot was
created, the inode is no longer in use or is assigned to a different file
or direehdr yesThusngt tiee fptesersyat emicarnehaaubogatitsabhyis estore the

preserv%(l;ll sggghot dat a. gance all of the files that are presently in the
file sysfe e“RPLNeesLarTI3PING 484 PReavshapshbt dseyuetite,

exenpl ary senbediorat shé hedrSaReIdi ngnapshehosequeRsesSe Perf & ma@addi ti onal
processicrﬂg'l:tio maintain file consistency after restoring a file systemfrom
snapshot™'seéquence. Enbodi nents of the present invention that inplenent
snapshot sequences traverse the snapshot being restored to determ ne

whi ch i pQde hat..are saved in th napshot belong to the _ snapshot
sequencg?t %t‘{)?%éjb%l%ga}aetstaorsé@ps%ﬁz FPRE=EGSt ‘Pﬁ'gr%%‘i ot &S tdfe Fil e to the
sane i nodethhafilssitrhdthenrsnapshenti in the tupdent nfihe spdant fide system
bel ongs 1.9t S equence Qr. anat her _sequence in the snapshot sequence
hi er ar chy ?%12%1 3 %?rﬁcgsqroggtaor%&eagari TFRGECThbde TS ot sr?eriL’”Lglee by

anot her "L 8i¢R atre motdamydd li@ syshepshbh thetleweitode haveer tHahat t he

i node i Bpipenactivg: fdd [ Lo to a file that s not in the
snapshot nslg uence %hadt I%s %e%ﬁig@ tr%eg%lgrgg’flgt %ll?gfl%oéslﬁ Eh r 5Eat 8s the
r est or e§RAPFROL rgg 9t @ PrfarEhithe rehapshothe olmrdainal | idcatretserode i n t he

active Etheesystemneahedd | y h i ts .- P 5006 WO
03/ 069477 PCT/ Epog%eo%f ¢ 031% BreELl e e ARAM RN o Te B 5ER 20

e snapshot was created, the inode is no longer in use or is
assigned to a different file or directory. Thus, the file
system cannot automatically restore the preserved snapshot
data. Since all of the files that are presently in the file
system are not necessarily included in a snapshot sequence,
exemplary embodiments that support snapshot sequences perform
additional processing to maintain file consistency after |

restoring a file system from snapshot sequence.

Embodiments of the present invention that implement snapshot

~ Sequences tra&erse the snapshot being restored to determine
which inodes that are saved in the snapshot belong to the
snapshot sequence that is being restored. The file system
restores the file to the same inode that is in the snapshot if
the inode in the current file system belongs to the same
sequence or another_sequence in the snépshbt'sequence
hierarchy that is being restored and if that inode is not in
use by another file in the active file system. In the event,
however, that the inode in the active file system is allocated
to a file that is not in the snapshot sequence that is being
restored, the file system-relocates the restored file
retrieved from the snapshot to an unallocated inode in the

active file system. The file system of these embodiments



preferably maintains a |list of relocated files and a mapping of the
-original inode nunber to the reallocated node nunber. Wien all thegfSEpegis
have been restored fromthe snapshot, the file systemthen traverses the
i node filwof@uedsiye active file systemto locate all of gdermsoees ories
that belong to-a restored sequence. Each restored directory is then scanned
to locate directory entries for the files that were relocated upon being
restored and directory entries are tjhem updated to Ilink to the relocated
inode for files that were rel ocated upon restoration. The snapshot
sequence restoration processing that is used to restore data froma
snapshptrebéranl gexeaphizainenbddistentt oklbhetegr £5ba MV entriap Ty

illustrat in_control. flow 1460 of Fl o] w.1460. begi ns
Wi th s?gpggiG%rb%ﬁn?fdﬁ%mﬁaf?ggf?ytPotg%eﬁé%g%%SQQ%% %%%%%Iary snapshot
sequenwhenr %1 otla¢ | HIl ¢ doessigrbegisneorby fccesthagsnansixtiep w64, the
first inode_of the .snapshot sequence.. t 0cess] . fetgerm nes, at
step 15%2? Fheb Al TPRE %%ﬁ?%%%%%gﬁﬁblF§§%eE?%g ?ﬁ%ng%%r%é}¥ﬁ$e systemis
associ ayetemi tb hofate ahhtof shen ditdectSmapSefuehceebeingte estored, is in

any of (LNe chh! doSNaR. o SCaUENFas Rl e 4PPapSeayerc e kel Nodiesored or 1
t he co?respondln inode wthin the active file systemis unassigned. If
t he collpeapendingcioodecniridwe faut ithe filles shatewers wrieatiated to be part

of t heugggpﬁgg%'g DegUenCcE 08 NG r JRSHY %qtr&@sbgagagﬁeﬁfu@a@&ua d snapshot

sequenc snapshot sequence bEID% restored or to be unassigned, the
snapshétinata thereeiepaited sinasteeforadslesothpb Were veeFetaredy®m usi ng
‘the corpespendigg inode for that file. If the inode for the file being
{restored is otherw se assigned, the processing restores, at step 1470, the
snapshot data to an wunallocated inode within the active file system

Fol | owirRg E8sbHOREt | 98q@éndderahoieditederbecesihgr thhe icaige@spandi ng inode

or_an unassigned | nde within the agtive s 8 5 E 2006 VIO 0 Q9477
present invention is illustrated in control flow 1460 of FIG.
14C. Control flow 1460 begins with step 1462 and flows
directly to step 1464. The exemplary snapshot sequence
restoration prbcessing begins by accessing,..at step 1464, the
first inode of the snapshot sequence. The processing then
determines, at step 1466, whether the corresponding inode in
the'active file system is associated with a file that is in
the SnapSequence being restored, is in any of the child snap
sequences of the SnapSequence being restored or if the
corresponding inode within the active file system is
unassigned. If the corresponding inode in the active file
system is determined to be part of the snapshot sequence being
restored, to be part of a child snapshot sequence of the
snapshot sequence being restored or to be unassigned, the
snapshot data is restored, at step 1468, to the active file
system using the corresponding inode for that file. If the
inode for the file being restored is otherwise assigned, the

processing restores, at step 1470, the snapshot data to an

unallocated inode within the active file system.

Following restoration of the above inode to either the

corresponding inode or an unassigned inode within the active



- 72 file system the processing determ nes, at step 1472, whether that
inode is the |ast node in the snapshot sequence. If that |node 'S'“Nséﬁﬁmﬁ
| ast inode in the snapshot sequence, the processing continues by

accessi ngw@ds/sdsep 1474, the next inode within the snapsbpkpeegisence. The
processing of the next inode continues as described above for the previous
inode, until the last inode is determ ned, at step 1472, to be processed.
After processing the |ast inode w thiyp the snapshot' sequence being
restored, the processing then updates the directory entries in the active
file systemthat were relocated to wunall ocated nodes when restored, at
step 14fﬁleb@_¢:a11mle, tidled rproardsgiingl dmjdmi:hasl beens odherd s e whedhleacat ed by
t he act fil ystem -This up atlng nvol ves?relocatlon ofI%he nodes
fromth ﬁ%a}? Jéﬁ dégﬁﬂééﬁ &r tRg" ﬁl??%? W rITEN S  fhe nodes t hat
wer e usenaailm¢&etmsnndﬂuth&napshoﬁnSéquEnCEhemamapsﬁnuusahueﬁhterthenpleting
the sna shot restoretproces% gcdescrlbe ?f flle S SEQW]Of t he

exenpl a y %ﬁﬁﬁﬁHQHﬁﬂn TeXSir ne FSSBéP%g 2 n%F%? |n e Fil es that
wer e reinu@éewhthnntﬂhezanapahotlbegeysten]dnhermmwﬁﬁﬂsmnglqﬁ1th@ve links in

t he 3%)9#' rect I € sesalassodr {)eg ab ﬁr dgért&ec J&atly link the

rel ocateé He activeé f|Fe sys s processing  preserves wite
conS|sten@@ebemmkxw1ﬁhd(iasmhamOQBeimjdhtarmhﬂedsaﬂefﬁnap§mdﬂ séquérce. Sone
of the % enbodi mrents of the present invention operate on

di stributed conputlng architectures. FIG 16 illustrates a block di agram
of a distributed conputing environnent 1600 that includes a plurality of

nodes 1682, complead 1,0, QA anathep RN ahd Ty Rt Weleadapt ers .
1604. Each node f%%%rgg an |n%epgn8§%?w%%nputer vu%#?s hei r oﬁh operating '

syst em PREge NBUPrafbnitie PEPoeafdngr beessepdales B rEyseTrYWO 03/ 069477
PCT/ EPO34PP164 in the active file system that were relocated to

unallocated inodes when restored, at step 1476, because their
original inodes had been otherwise reallocated by the active
file system. This updating involves relocation of the inodes
from the unallocated inodes used during initial retrieval to
the inodes that were used at the time the snapshot sequence

was captured.

‘After completing the snapshot restore processing describe
above, the file system of the exemplary embodiments returned
to being consistently linked. Files that were relocated on
the active file system during restoration have links in the
restored directories also restored in ofder to correctly link
the relocated file in the active file system. This processing
preserves write consistency between files that are within the

same snapshot sequence.

Some of the exemplary embodiments of the present invention
operate on distributed computing architectures. FIG. 16
illustrates a block diagram of a distributed computing
environment 1600 that includes a plurality of nodes 1602
coupled to one another via a plurality of network adapters
1604. Each node 1602 is an independent computer with their

own operating system image 1608, memory 1610 and processor(s)



- 73 1606 on a system nenory bus 1618, a system i nput/output bus 1616
-couples 1/0O adapters 1612 and network adapter 1604. Each network &dg%tffzuus
is linked together via a network switch 1620. It is inportant to note that
t he net wonlo @saodbe a fiber optic network with a correspeoagipg hidger optic
network switch. In one exanple, distributed conputing environnment 1600

i ncl udes N nodes 1602 with one or nore -processors 1606. In one instance,
each processing node is, a R SC/ 6000;gonputer running Al X the |IBM version
of the UNI X operating system The processi ng nodes do not have to be. |BM
Rl SC/ 6000 conputers running the Al X operating system Sone or all of the

processigup nedes sgz@@_émcaqamb@gl vde difd erendydodes mpfutoempghersusand/ or

differe ﬂ{]h60pera ns 1608, Al of these_  variations are considered a
part .of PERTS THe! pradsh mte W FioeR tean 1p&4r eaF?SRd i n

har dwarmes tvaafd \a@ra@teroﬁsaliﬁnbﬁnaécjg@ih@cf ial el vt sRftwares2A system
accordi ta_a preferr enbo nent of the present invention can be

real i zed it 3 BSAEPRL £8dn?5§hF A | T OME CEHPuCER SpstemiPBF PG

di st ri mdwebrkastiitan awbereedbbhei gt f ampts Are tSpreadwia6h0ss sever al

i nterconnected conputer systens. Any kind of conputer system- or other
appar at us adapted for -carrying out the nethods described herein - is
sui t ed. Immwiemhpleonﬁﬂeafibmt@d dandvwanrey antisehieacelconl d be a

gener al - puyr e uter st, with a conputer progra when bei ng
| oaded ﬁu?%e%cﬁtcglng Eon ?%I g eoréeor?ﬁutn}agpsf§ Eﬁssgﬁégh%ﬁgt it carries out
t he netmtﬁjsr@@mcebedahhrprncemrmmgnﬂamm of Rtrlse:/ﬁoeeenbmplm/emtl on can

".alsob in qrpﬁ_p t WhICh conp rises all the
\f eat ur es engjgﬁgx tﬁ% ?%%pg%rlgé |on Uﬁﬂ&c O{Pr%& tdeser] 1f)ed‘ her ei n,
and whitdie Pr\m’éﬁsll@adéédeﬁ @Ocmrbdteefe SstremIBY 8IZKVE000 computyenut t hese

‘et hods,{aMRULEE R&Q%BQ&Q@?&% %FstCeQr[mUts%%xe Rt-0g i‘”gkntﬂ e present context
mean any expression, in any - P 2006 WD 03 477 PCT/ EP0O3/ 00164

processing nodes 1602 can include different types of computers
and/oxr different operating systems 1608. 2All of these

variations are considered a part of the claimed invention.

The present invention can be realized in hardware, software,
or a combination of hardware and software. A system according
to a preferred embodiment of the present invention can be
realized in a centralized fashion in one computer system, or
in a distributed fashion where different elements are spread
across several interconnected computer systems. Any kind of
computer system - or other apparatus adapted for carrying out
the methods described herein - is suited. A typical
combination of hardware and software could be a
general-purpose computer system with a computer program that,
when being loaded and executed, controls the computer system

such that it carries out the methods described herein.

An embodiment of the present invention can also be embedded in
a computer program product, which comprises all the features
enabling the implementation of the methods described herein,
and which - when loaded in a computer system - is able to
carry out these methods. Computer program means or computer

-program in the present context mean any expression, in any



74 | anguage, code or notation, of a set of instructions intended

a system having an information processing capability

particular function either directly or after either or both of the
f ol | ow ngwa)seeaver sion to anot her | anguage, code or, nat@tro®0I168N
reproduction in a different material form A conputer system may i

i nter

alia, one or nore conputers and at | east a conputer readable

allow ng a conputer system to read;yglata, instructions, nessages o
nmessage packets, and ot her conputer readable information from the

readabl e nmedium The conputer readabl e nedi um may

to cause

to performa-§ SEP 2008

d b)

ncl ude,
medi um
r

conput er

i ncl ude non-vol atil e

menory, 1 sushh@s RMe bhashtBRIBRY, o D $ksetdld Ve HEITRICKE . 06B- RMenasd ot her

per manent storage. Additionally, a conputer readable.nediug%ﬂE¥ in
for exEdpfRiss G SVSIFETSREVARS M cHAERITIRAN O h FHO5SE S 104 AP b

H

cl ude,
and

net wor ke €ip&ttidrsn aFpbli-ReEaDRe, fhher Couitieler eadalley sedagoesmy conprise
conputer, readable information in a transitory state nediuggsuch as

net wor KB GFdPOERaCtnéPRoF R AV ERS e, CIWETRE Y T8 PPE

het wor k

a
or a

Wi r el esBanfieigior kkodehal-, ahbewt ao Pt 6f) Lyseidc ileadnsuch conput er
readabl e, 1 nf or mati on. Aﬁ]%xanple of a conputer system 1700 i s shown

17. Thedt temadyig

?68-i ncl udes one or nore processors, such

. processor 1704. The processor 1704 is connected to a comuni cation
infrastructure 1702 (e.g., a.co ni cati ons .hus, cross-over bar, or
net wor K} . CSPEH s ¥6 F%Flgyeﬁﬁ‘ég‘]ﬁ%htlsnta‘?’re ald&ec e di RO &rms of t

exenpl argmmorgs emds ypet @pnsAf & ecompeiash ngpadchild edesciiipt, i ehlowvingd &l
apparent tq .a person_ of ordina Kidl . e rel t(s) how
inplentéﬁmqﬁﬁséﬁ%¥§%e LoOkehg é%%g, 1nsﬂfﬁéé1ons %%%ggﬁ%% g§

Vent I on "usrng ot her ‘conputer systems afd/ or conput

_archi t extsgass pﬂQReZ@OGanﬁmp@Béﬁ6©dmﬁuﬂarnﬂ§aﬁ&k0@&6¢f¢5mation from

the computer readable medium. The computer readable medium may
include non-volatile memory, such as ROM, Flash memory, Disk
drive memory, CD-ROM, and other permanent storage.
Additionally, a computer readable medium may include, for
example, volatile storage such as RAM, buffers, cache mémory,
and network circuits. Furthermore, the computer readable
medium may comprise computer readable.information in a
transitory state medium such as a network link and/or a
network interface, including a wired network or a wireless
network, that allow a computer system to read such computer

readable information.

An example of a computer system 1700 is shown in FIG. 17. The
computer system 1700 includes one or more processors, such as
processor 1704. The processor 1704 is connected to a
communication infrastructure 1702 (e.g., a communications bus,
cross-over bar, or network). Various software embodiments are
described in terms of this exemplary computer system. After
reading this description, it will become apparent to a person
of ordinary skill in the relevant art(s) how to implement the

invention using other computer systems and/or computer

- architectures.

in FIG
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er



Corrbut er system 1700 can include a display interface 1708 that forwards

~graphics, text, and other data fromthe communication infrastructureg
(or froma frane buffer not shown) for display on the display unit 17

59%005

Comput er wyebeeyE700 al so includes .a main nenory 1706, pqarEhet@ald y random
access nenory (RAM, and nmay also include a secondary nenory 1712. The
secondary nenory 1712 may include, for exanple, a hard disk drive 1714
and/ or a renovabl e storage drive 17165 representing a floppy disk drive, a
magnetic tape drive, an optical disk drive, etc. The renovabl e storage
drive 1716 reads fromand/or wites to a renovable storage unit 1718 in a
manner Yemputieowysten tLAoSechavinglodei natyssidy lirderirhecant ogReppyabl e

st orage i 7 represents a flo di sk, netic tape, ,optical disk,
o ant pas ERae e O Bnt B (AT ABE oo AgBLH Fobl 2716, A
w || belapprsviwatede LA62r énpvabbe a stxramegeuifidr 1618 shaehydesra conput er
usabl e B Ums. Lhg. stor herei n conputer software and/ or data.
In al te?in%]?%ﬁ Oreﬁen%(l‘t)%i ﬁ%%gg?yt H%l%e]g-g]n 'ar{PH}PéWy SYPE5 may V01 ALPRde of her

si m | arimeles or mallnowengregohpls £rp Dgf=iTs; afandeihakceBst hgabi@Pns to be

| oaded jihp C u e . . Such ans may in e, for exanple, a
r.em)vabi e st'o%gglehgki %X%?%ég%ge an §H 0&}%&&%7‘%6? %Zi?fpl E%eof such may

i ncl udes&FonsieayT asmeayt 7 dgenandinaridd dfer rterbaee ashebdasishat found
PROV) o oo cac at o Shchet T anarst R bhaeo anre. 14T8 abebURPEa, T2 and

PROM and associ at ed socket, an vabl e or a§&®u

i nt erfzfcé:sloPPZOdWﬁ?{cﬁréV?ov@slmgwi@ tame: datizet oabeobranstedisid fromt he
'renovaldg st 0cdge YRkt reddédH1O %'gla"éteerdfrﬁx%t ?%%79%%dgogp% elh gyt em 1700

‘may al so .include a conmunications interface

nmruni cations i nterface

1724 al'TokSs $6f fFwarBovaRte dgaerads pwittr didBeired betwernwebhpuiem syst em

1700 ang weiiser Ralifdgvbe@snakxasmpl®s iof t¢@Muni caLiohsHl Bt &8 d 1724 may
i ncl ude atgyﬁgl a network interface (such as an Ethernet 8 SEP 2006 WO
PO '

03/069&%?' §$@6§%ants a floppy disk, magnetic tape, optical
' disk, etc. which is read by and written to by removable

storage drive 1716. As will be appreciated, the removable
storage unit 1718 includes a computer usable storage medium

"having stored therein computer software and/or data.

In alternative embodiments, the secondary memory 1712 may
include other similar means for allowing computer programs or
other instructions to be loaded into computer system 1700.
Such means may.include, for example, a removable storage unit
1722 and an iﬂterface 1720. Examples of such may include a
program cartridge and cartridge interface (such as that found
in video game devices), a removable memory chip (such as an
EPROM, or PROM) and associated socket, and other removable
storage units 1722 and interfaces 1720 which allow software
and data to be transferred from the removable storage unit

1722 to computer system 1700.

Computer system 1700 may also include a communications
interface 1724. Communications interface 1724 allows software
and data to be transferred between computer system 1700 and
external devices. Examples of communications interface 1724

may include a modem, a network interface (such as an Ethernet



- 76 card), a communications port, a PCMClI A slot and card, etc. §?fkﬁﬁ@ﬁ
and data transferred via conmunications interface 1724 are in the é
signals which nay be, for exanple, electronic, electromagnetic, optical,
or ot her siogpaksiitapabl e of being recei ved by comruni cat PONEPGINIBAT ace
1724, These' signals are provided to conmunications interface 1724 via a
comuni cations path (i.e., channel) 1726. This channel 1726 <carries
signals and nay be inpl enented using7gire or cable, fiber optics, a phone
line, a cellular phone link, an RF link, and/or other comunications
channels. In this docunent, the terns "conputer program nedium" "conputer
usabl e cedduma @endnircieEpdioars peadabaepmmmﬁAnﬁldh%andnmaidtOegeneralIy ref er

to medi uch as i n . menor 706 seconda menor 71 renovabl e
'storagegﬂf?%%Fﬁj?%£(%“ﬁég%a%ﬁl ErFasYé?l%QPT4P Ard S é %efééc €1714, and
si gnal S17dhese: oomid efoxpr adr a&gnamduamﬁlan&ymﬁ)s fHoar epmaopildi, Nng sof t war e

ter sstmnl?O The conputef. re abe dlmnalhmsth conput er
syste n%#%%t¥° Yeaf st §OHPﬁ§F&68f|83é sSHYSSR Shd&SaGe °pR Ee? and
ot her coﬁpuéfngrxﬁukmﬁaﬁ mwf@bmmUnmnati@ms iﬂuenﬂuqaﬂﬂm24reaﬂabbe nedlun1 The
conput er.. abl e nediu f.ar exann i.n no 9l a e menory,
such assig%ﬁuﬁ/arﬁaﬁﬁoﬁﬁ dhtﬁeﬁgpmu tfai?o %V%ﬁﬁ%%%r H&B_ and ot her
per manen¢mstor@gelords pdaghugef.wl. , f:banne(hhpl'é% f athitsr aﬂnsxpmeﬂl hg26

| nf or ”aéii%joe_égih%r%ﬁs aLd %{éﬁr %%”E}r{%ﬁémér?éé d;{b%m%“%u elyeen,, gonput er

systens : €rnor e, e co fea ium may conprise
comput ef i lpeiadebil iecs nfeo miwtricon ibe ., aa tebhslidanmhatcatld ke diedmREUEhnks a

net wor ko b pko- ols é%mﬂyﬂQ@yigohgtgﬁggggislncludlng a wired network or a
wi rel ess networ that allow a conputer to read such conputer readable

i nformation. Cbnputer prograns (al so call ed conputer control logic) are

stored ) ¢ JBRAMALL7QBARALQE SEERNERSY 2¥n }n&kdum, @onput er prograns

may al so be received via comunications - 8 S E P 2006
"computer usable medium, * and “computer readable medium” are

ugsed to generally refer to media such as main memory 1706 and
secondary memory 1712, removable storage drive 1716, a hard
disk installed in hard digk drive 1714, and signals. These
computer program products are means for providing software to
computer system 1700. The computer readable.médium allows the
computer system 1700 to read data, instructions, messages or
message packets, and other computer readable information from
the computer readable medium. The computer readabie medium, '
for example, may include non-volatile memory, such.as Floppy,
ROM, Flash mehory, Disk drive memory, CD-ROM, and other
permanent storage. It is useful, for example, for transporting
information, such as data and computer instructions, between
computer systems 1700. Furthermore, the computer readable
medium may comprise computer readable information in a
transitory state medium such as a network link and/or a
network interface, including a wired network or a wireless
network, that allow a computer to read such computer readable

information.

Computer programs (also called computer control logic) are
stored in main memory 1706 and/or secondary memory 1712,

Computer programs may also be received via communications



WO 03/ 069477 PCT/ EP03/00164 - 77 interface 1724. Such conputer prograns,
“when executed, enable the conputer system 1700 to performthe feat uBexPoli0f
the present invention as discussed herein. In particular, the conputer

pr ogr ans, Walvenesexecut ed, enabl e the processor 1704 to. RsGVERIB/AGIbhe
features of the conputer system 1700. Accordingly, such conputer prograns
represent controllers of the conmputer system 1700. Although specific
enbodi ments of the invention have be&fi -di scl osed, those having ordinary
skill in the art will understand that changes can be nade to the specific
enbodi ments wi thout departing fromthe spirit and scope of the invention.
The scopBtefizer HlentSush icompoteropbedyass r ivOtead exadugedf oeaable t he
speci fi eneMOHbITIN Sy dfulid NGOIOLS, pblebin LK ndad,Iatd Reeappended clai ms
cover any and all such applications, nodifications, and enbodi nents w thin
t he scopecsSett tHYPrtesents ferticead Z8reis. JEP 2006 cu@lagi nshel. A conput er
| mp! emeab g fet Nt d: 0 e Al LAE-IBARSNAL S £ A It s09enghat LAY

first snapshot for at |east one first source file Conmputer in a.-file

syst em PHREPER ntheh & SEitiugiess Ripshet cpmel trte syt dmedsio londccpnddagleach i node
of the aficheasioane igIRAL 6Q" HepPRRFhPU- 4P ISP ithe SOHEGeefile within
the first at | east one source file; storing, in each of the at |east one

i node, @ST¥Rnt1%%-er associated with the first at |east one source file;
and storing, in each of the at |east one inode, an identifier associated
with the tinme of the first snapshot. 2. The nethod of claim11, further '
conpri sthgPOHEr i ALy SBReCHPrRES °ofi t1F o Pt ddreadE PESR first peri od,
.the foldbwhgpedentioatd mavihg ofiishrsnapsiotid amd hetf wist at | east one

‘source file in a file system wherein the first snapshot includes at | east
one indue,e%EEﬁﬁarﬁﬁﬁg S%an?ﬁg at™ 3§Ta%%éxiﬁﬁﬁés§€Fﬁgéﬁonding to a
respect eémigodionrrtes fwilthontt Hieparthegf frat e |lgasti toaadseubpe btl hestoring,
n eaChiﬁJQH%aéH,tﬂﬂ% %%ope of the invention is not to be restricted;

therefore, to the specific embodiments. Furthermore, it is

intéended that the appended claims cover any and all such
applications, modifications, and embodiments within the scope

of the present invention.



| east one inode, the identifier assomﬂ.}ted with the first at |east one
source file; and storing, in each inode of the at |east one inode,-8HEP 2006
identifier associated with the tinme of the first snapshot. 3. The net hod of
claim2, further conprising: generating a second snapshot for a second at

| east Coamemsource file in the file system wherein the second snapshot

i ncludes an additional at |east one inode, each inode of the additional at
| east one i node corresponding to a respective source file within the
second. at d@asite@nemSenae eldi hethodtfari Agnetdx ieacknapshbies addinbiroBahg at

| east one inode, an identifier associated with the second at |east one
sour cBSPRIEING §E6FF nlaPshoteheh aff JERET aekf thignal SarrtedstlcoRe™Prode, an

i dentii fi §rfﬂ$§%?'s%ﬁd Wdint BRet# B OknhPendi ristc1588PSHOt e The net hod
of claim3 her conprising: periodically executing, wth a period

equal inodea, secondnpeée i od,thehetf b¢¢$:ﬁmqmg lge@%rca:trirﬁgpph@ing to a

. LI Bé( éc 847ZOSG docflle - t 1nStEh 2f01 (:Penad tsgggshgtrfeorfltlhe second at
Ieast 0 sourc8&Fite T em SWhat el B the secon snapshot

i ncl udesrihe adldiehi:nn@ﬁ t&Ie laea$éa:§lﬂe>nel nadeée, eachdenodei ©of ddwecaddedi onal

at | east one inode correacspondl ng respel?fil ve source fi lc?th'th' n the
second &t Hadt r8herSofdTE PRFes ou%‘feorfll SR 1P Rode? S TheT alidt t3onal
at | eastsonsd nadee, the 1de¢1@n§?h£fea(ss%%§9€é@t@&}y\ﬂthﬁ thee secand atrileast one
source file; and storing, in each inode of the second at |east one inode,

the i @empstid%er associated with the time of the second snapshot. 5. The
met hod of claim4, wherein at |east sone of the first at |east one source
file and the second at | east one source file are not equivalent. 6. The
met hod . ofhe|m@timod, ofhekagim 1t héuf et q@@pirtbdiramd aehéog’EQ@rﬂd @ecﬁicgdinwe not
equi val &{‘t 7..;The_ rret hotd of .cl ai m 1 urEherfoclcl r| sin receivi glg

éin the

eri 1rst 1 T1 ner in
requesf‘ pl’ es OI’ a deSI re Sha }fler m ni ng, gf ﬁO

desi I‘EdrstSI"BEtp@)hﬁbt wretter fareoraitegmdl agelsrmdeel Hitkeid |a| eflsyswmens
avail abl e;. wherein if the COI‘I‘ESﬁJOI’ldI ng inode in the file systemis
e

avai | 8BFEE IR (188t 6 Rl THESPREAL T 49%e *HebFPTd EfapEdt: t%‘%émde of
corr egpONU NGalsR0G8e idbdd@okilepSBlRM cand-ahReifel ol GQLEESPONG] Ng
InOdetBQ gi?%ﬁfgkeleast one source file; storing, in each inode of the at
least one inode, the identifier associated with the first at least one
source file; and storing, in each inode of the at least one inode, the

identifier associated with the time of the first snapshot.

3. The method of claim 2, further comprising: generating a second
snapshot for a second at least one source file in the file system,
wherein the second snapshot includes an additional at least one inode,
each inode of the additional at least one inode corresponding to a
respective source file within the second at least one source file;
storing, in each of the additional at least one inode, an identifier
associated with the second at least one source file; and storing, in
each of the additional at least one inode, an identifier associated with

the time of the first snapshot.

4. The method of claim 3, further comprising: periodically executing,

with a period equal to a second period, the following: generating the
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systemis not available, restoring the7 i node in the desired snapshg $Eﬁ’ ﬂl{]
unal |l ocated inode in the file system g~ The method of claim?7, whe %@
avai |l abl e i node conprises any one of; an unallocated inode; and an i node
whi ch corresponds to a source file which is a menber of the sane plurality
of fikesoridhahnagsRot Ntdtided sebohdeatsnapshotnevdctitchasibeem restbeed. 9. The
met hod of claim 7, wherein the restori ng 5‘#‘% i node |n theagesi r? snapshot
to anSURETodREEET ndte SSTOPAeSTIR T Yy 4PE €5 8491 gy Phg e F%0de
in the,desi rednsnapshals tt@leaadgﬂ'@i&r%qata@dlééﬁd%nlen1h8@e fddr@esPondldBK o 684
7 20SG doc -80- - 8 SEP 2006 system and updating a directory entry for the
cor r esporrtiaty livaodeuier tide wiFkinydicereond eiterléace PHe JEFE0lS}S/

unat | QeaLe, | D808 ch DindaCOIPURE A JARTRRLP Sl BEL udlg coput er

i nst ructions for generating snapshots e conputer instructions

conpr i semgi fiiest basdcats=d fwdth genersatondgat feast ospapshote flodea andst at

| east one, source file in a_fi st in the first snapshot

i ncl uBesr dt9 | é&s?aﬁ%elrio‘iﬁoa’g tL%a%%corﬁoaémg émﬁt l?e%st Be* Qen%lfler

corr espondidt@dt @i enraspaciiever swarLechil enapdtutn the first at | east one
source file; storing, in each of the at |east one inode, an identifier
associated with the first plurality of source files; and storing, in each
of the atnd 6A%hoANE: alnaqqgu; aniAent i @k28850%iabed: Mi th e ti iBof the
first snapshot. 11. The conputer readable nedium of clai m10, the conputer
i nst roct i onscef Gt hexnd dmgr sskagd i Fistleasti oms a‘qyllrcepéﬂ@chr@alnpy execut i ng,
wth a 1oerllo equal to a first period, instructions for: generating the
first q%nVaapsehot for the first at |east one source file in a file system
wherein the first snapshot incl udes at | east one inode, each inode of the
at Ieast one inode corragzrpondi ng a re%Fectlve .squrce file within
first®at™MedSC8AeCourTd il B E‘f it RS e PHoTe dit &8 Ffeera% one
i nodegz ¢ heyd @%ntlgglgrﬁt associated wt h the first pI urality of source files;
and storing, in each inode of the at |east one inode, the identifier
associated with the tine of the first snapshot. 12. The conputer readable
medi um Ofn &l@lcMbdlor LA, GOADUERE c ADSIIHEEE ONGy . FULERSIn L UMRLLSERY o
instructions for: generating a second snapshot for a second at |east one
sour ceef e jon depered | eappdpsm dekrrEinanghef Feesigl inode in the desired

snapshot, whether a corresponding inode in the file system is available;
wherein if the corresponding inode in the file system is available,
restoring the inode in the desired snapshot to the corresponding inode
in the file system; and wherein if the corresponding inode in the file
system is not available, restoring the inode in the desired snapshot to

an unallocated inode in the file system.

8. The method of claim 7, wherein an available inode comprises any one
of; an unallocated inode; and an inode which corresponds to a source
file which is a member of the same plurality of files that are included

in the snapshot which has been restored.
9. The method of claim 7, wherein the restoring the inode in the desired

snapshot to an unallocated inode in the file system comprises, restoring

the inode in the desired snapshot to an unallocated inode in the file
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snapshot includes an additional at %) one inode, each inode of theP
additional at |east one inode corresp ding to a respective sour ¢& 34 406
within the second at | east one source file; storing, in each of the
additional at |east one inode, an identifier associated with the second at
| east spieers eubCepdidd g andistetdmg entiyench wfe tcherasggdridionalinatie ireasie one
|node an identifier associated with the tinme of the second snapshot.
LfBle  9BAPP05E TRICTSBTC- Bh‘SEFrGZ’GQB‘SlXSunaIJHé)c@Bﬁﬁu’t%? S-eadabl e nmedi um of
cI aim12, the conputer instructions further conprising instructions for:
peri odi cal |y executing, with a period equal to a second period,
i nstruet |R)W§W©9tergle¢?616@tlﬁnge@h@“ serdnding nepgheert sRStHctsesnicnt | east

one source file i ste C t he
addi t?onaﬁatltngl 83%?8 oonteS i rtlg1 <tbor%euat\g |l§(% r&gfl&% gg‘g%ll ti Q%’hqtnsw Jé%(sjotq%one

i nodefeor respending 4 diastr espeeidt €osonr Cirdt lag Webhi rotcheosecenti bt ilreast
one source file; storing, ach inode of th dditional at |east one

i node? tHe SYSERDT FYIeFS gs&é?a&e’éﬁ%sflﬁpﬁﬁ%t SEEOMECEL 2t 5" o RBe s EE fi | e
and  siofinGhael Breagd dtnadasef ohd16 rReoRdr ddsdRRAShg0pe 4 Nedeecthee
identifier associated with the tinme of the second snapshot 14. The
conputerrefdabl vl Heldi (Reof 18FRi #h IBashherei sPWcel ast soE 1o theEFIT st

at |eg (NG SOULEE ddd &a3nd, the dl%ge%qefé i 8 Ases%%t]aeea SOUL G8e fiiLecare not
equi val ent e conputer rea | e medium of claim 13, wherein the first
peri odluaid tiyhef seconte geleed ar® stotriequi valeswth, of6thehe: deaptt ere r eadabl e

medi um o Clal dentlgjg% %%gQUt ed|1 %%ugglorlme o%rgﬂgrff¥gnghgln t

i nst rUetTonsTr Or T eI VitRG T8t Tequest t6 restore a - desired sn
det erm ni ng, for each inode in the desired snapshot, whether a
corres ondlnglnodelntheflle stemis, available; wherein if

th
cor r espondtsnGOrRBEET i T AHRELFi Ped i Céntil 8 1ByVH] | 4BFeSOPRES |1ﬁ6tr‘t”h%lcinr?‘ode

in the,gdesds ednphapshoti @ rtibei & respopdiNgnidiade krRedhteidd,| @ictsystem and
wherein if the corresponding inode in the file systemis not available,

rest oPEREPS IeEURholle & rfitsE Hesieed WapERbIOTD fon : uARRE AT Ed CPEnbHeS S n t he
fil el .sé% £ Ino%lr The sanputer,rgeadaple pedisingafe ¢halmlf, Mhecgin an

avai
wherein the first snapshot includes at least one inode, each inode of

the at least one inode corresponding to a respective source file within
the first at least one source file; storing, in each inode of the at
least one inode, the identifier associated with the first plurality of
source files; and storing, in each inode of the at least one inode, the

identifier associated with the time of the first snapshot.

12. The computer readable medium of claim 11, the computer instructions
further comprising instructions for: generating a second snapshot for a
second at least one source file in the file system, wherein the second
snapshot includes an additional at least one inode, each inode of the
additional at least one inode corresponding to a respective source file
within the second at least one source file; storing, in each of the
additional at least one inode, an identifier associated with the second
at least one source file; and storing, in each of the additional at
least one inode, an identifier associated with the time of the second

snapshot.



conprises any one of: an unallocated ifode; and an i node which corresponds
to a source file which is a nmenber of The same plurality of filesgtgptzo@mre
i ncluded in the snapshot which has been restored. R ''..LTBK 1684720SG doc
-82- - 8 SEP 2006 18. The conputer readable nmedi umof claim 16, wherein the
instructions for restoring the inode in the desired snapshot to the

correspondi n inode in the file, syst conprise.instructions for

rest ot ngT}ieng’of“ﬁBEI%r 7‘??‘{31?3%@?%%% Oﬁ%gﬁ%t{%’o AT GREFYocatred Thode 15 t he
file systim anRgprupdad iingraudi 664 ofok -epkEYod Dialllhe eretuespnnding 4 node in
the file systemto reference the previously unallocated inode. 19. A

syst eRPFB?d Feeraf P Yy SGPAFShBESLOLonipiStEPAFIOME AN |f RNFEHE R ChG STCHIT st

snapshol, o0, %&i £8L %cdn%aaft 008 SUHLENEEE #i e ihi her SUStEMemther €i
the first snapshot 1 ncludes at |east one inode, each inode of the at |east

one i nbelee goruhes pendid griapsaokr espebtdase thouaddl fidnalwht hi erstt lvaef fpede,
plurality of source files; .neans_for storing, in e : east one
i node,ea(é% YIRS OF i 5P aascgdzlctilgf%g i ﬁheatsateofl?risrtlo at ﬁ%%gggé%%%%gsg%r%e file;
and neagseddrvestoniag,file eachinftiheeabnbeastlame onedeouran fiidenti fi er

associated with the tine of the firsI,snagshot. 20. The, s gte of claim19,
furt h8FOEGMpr i1§i RS wHEdS Tt hBe mdtHd irap! genktditt RGE fW% gﬁ? for

stori Rgetheridentibieirassachated yddhd he 18ddstomrt sbeast mne ;sandce file
and the neans for storing the identifier associated with the tinme of the

first ssemphotinoperiat enqsey cddirbal $5°Mt RE AR i@ egaar  tdi% PRSIt i od.
21. The.System %}tﬁ'@ﬁé“@i%e byrthers Lommr akpdhodmeans for generating a
second snapshot for a second at |east one source file in the file system
wherein the second snapshot includes an additional at |east one inode,

each inode of the additipnal at.|least. one.inpde correspondjng,.t
respe&ﬁiV@“%éﬁ?@@t?fl%F%é%ﬁﬁfan%%w%éghﬁgaé ga§§mgﬁéns%5?%§g%igg?g Heans
for steei Mssd AredehsOfothecaddet f Dnalandt theasdcone aiknddest ame sdentd fi er
associated with the second at | east one source file; and neans for

stori Agleidredch BAUtYR'SAditional at | east one inode an identifier
associated with the tinme of the second snapshot. R \LIBK ", 684720SG doc _
8 3 _ -8 SEP 2006

T15. The computer readable medium of claim 13, wherein the first period

and the second period are not equivalent.

16. The computer readable medium of claim 10, the computer instructions
further comprising instructions for: receiving a request to restore a
desired snapshot; determining, for each inode in the desired snapshot,
whether a corresponding inode in the file system is available; wherein
if the corresponding inode in the file system is available, restoring
the inode in the desired snapshot to the corresponding inode in the file
system; and wherein if the corresponding inode in the file system is not
available, restoring the inode in the desired snapshot to an unallocated

inode in the file system.

17. The computer readable medium of claim 16, wherein an available inode
comprises any one of: an unallocated inode; and an inode which
corresponds to a source file which is a member of the same plurality of

files that are included in the snapshot which has been restored.

RALIBK1684720SG.doc



22. The systemof claim?21, further c rising: wherein the neans for
generating a second snapshot, the mean¥ for storing the identifier8 SEP 2006
associated with the second at | east one source file, and the neans for
storing the identifier associated with the tine of the second snapshot,
operate periodically with a period equal to a second period. 23. The system

of claim?22, wherein at |east sone of the first at |east ane _source file
and the s%@oﬁ&mBPt‘Flédéetad@ﬁies‘B% T8 ) §1ar8 ]n%t W%Saﬁil’i]latr%entl.nsﬁﬁfmtmoenssyst em
of cl ahm 22 emhageine tihrdkl 16t tRerdeed randshdyeseRceBdrhperda@ sauad Nej

equi val ent. 25. The systemof claim 19, further conprising: neans for

recei ¥hode dn teguékie tystest 6PBPE e dNFEIUSHERIShSOT  nEBHLCHGS 8Bt e1 195 ng,
for e i 2] i red C - i hnade in
the fiTer byt e R o e Nt R 1 oo T8 F he - Hosi red
snapstpdatindg hedtoecrespordicny foodéd gorhesfétdingysneds andheednsef or
restori n&g the i n(t')de in the desired 1sna§slft'_)t {0 dannuggl | ocated inode in the
file SYSt¥MEOES I ThE &y SOEMPHF tTH M 252 WRgT &ih *AR avai | abl e i node
conprises any one of: an unallocated inode; and an inode which corresponds

to a source file which is a nenber of the sanme pl urali% of files that are
i ncl uddd 2 iSYStRE SARpEIRT ARhPEnSTIRRSIREEn FRBRIGEGT " 2702 gfosrygteﬁﬁ’f%tfm@ ai m
25, wheppid the nRaNS: 0N, kesLOrina e bRedenifte theedasid edi1snapshat, to
an unal located inode in the file system conprises, neans for restoring the
i nodewherere tdesi i eer stmpshot tockufesunsl Foealt erei Apadei rPadie inPie dystem
and uglqatalltn aasgl (I’)ggt Or{cydee@%rr¥e£ﬁ9cgndi%%etﬁogr].eéssgy%%qliog é&ﬁ%&‘e If@lghxgigﬂilne
systemto teference the previously ‘umallocated inode.

R “UWUtBK fir6847205G do®f source files; means for storing, in each of the

at least one inode, an identifier associated with the first at least one
source file; and means for storing, in each of the at least one inode,

an identifier associated with the time of the first snapshot.

20. The system of claim 19, further comprising: wherein the means for
generating, the means for storing the identifier associated with the
first at least one source file and the means for storing the identifier
associated with the time of the first snapshot operate periodically with

a period equal to a first period.

21. The system of claim 20, further comprising: means for generating a
second snapshot for a second at least one source file in the file
system, wherein the second snapshot includes an additional at least one
inode, each inode of the additional at least one inode corresponding to
a respective source file within the second at least one source file;
means for storing, in each of the additional at least one inode, an
identifier associated with the second at least one source file; and
means for storing, in each of the additional at least one inode an

identifier associated with the time of the second snapshot.
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22. The system of claim 21, further comprising: wherein the means for
generating a second snapshot, the means for storing the identifier

associated with the second at least one source file, and the means for
storing the identifier associated with the time of the second snapshot,

operate periodically with a period equal to a second period.

23. The system of claim 22, wherein at least some of the first at least
one source file and the second at least one source file are not

equivalent.

24. The system of claim 22, wherein the first period and the second

period are not equivalent.

25. The system of claim 19, further comprising: means for receiving a
request to restore a desired snapshot; means for determining, for each
inode in the desired snapshot, whether a corresponding inode in the file
system is available; means for restoring the inode in the desired
snapshot to the corresponding inode in the file system; and means for
restoring the inode in the desired snapshot to an unallocated inode in

the file system.

26. The system of claim 25, wherein an available inode comprises any one
of:. an unallocated inode; and an inode which corresponds to a source
file which is a member of the same plurality of files that are included

in the snapshot which has been restored.

27. The system of claim 25, wherein the means for restoring the inode in
the desired snapshot to an unallocated inode in the file system
comprises, means for restoring the inode in the desired snapshot to an
unallocated inode in the file system and updating a directory entry for
the corresponding inode in the file system to reference the previously

unallocated inode.
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