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(57) Abstract

In an audio/video transmission system, a method of forming program guide information conducive to selective display at respective
receivers includes arranging program guide information in different data blocks according to types of guide information. One such data block
contains channel information (CSSM;) describing the respective channels. Respective CSSM; in this block include a channel information
customer service system byte (CL.CSS) which contains conditional access information related to a channel associated with a CSSM;. In a
receiver embodiment, a subscriber specific byte (CA.CSS) is stored (14) and accessible to program gmde processing apparatus (8). Prior to
displaying received program guide information for a particular channel, the subscriber byte CA_CSS is compared (17, 22) with the channel
information byte CL.CSS in the program guide. Dependent upon the results of the comparison, the guide data for that particular channel is
either displayed (19) or not displayed in the program guide.




basis) on a single carrier frequency. To provide, e.g. 160 progr ans,
the systemw Il transmt on 20 to 28 carriers. In order to
receive a particular program a receiver must be tuned to-a particular
carrier, and programmed to select or 30 denultiplex signal packets
associated wth the desired program I nformation associating the
service conponents (SCIDs) with a particul ar program are contained in
a program gui de, which is" itself a programthat is transmitted. .
Because of the l-arge nunber’ ~of progranms and the consequential |arger
nunber of services, the 3 5 progranm ng information associating prograns
Wth services is ever changi ng, and nmust be continual |y updated.
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2 The progran1 gui de i ncl udes i nformation used by
respective receivers to associate transmtted tinme division .5 _

mul ti pl exed service packets with prograns desired to be vi ewed. - The
program gui de is a programwhich is assigned a particul ar - SCID that a
receiver will automatically select on start up to load - t he program
gui de data in menory. The receiver will include a-: m cr opr ocessor,

whi ch is responsive to progranmm ng conmands, 10 to scan the stored program
gui de and determne the carrier on whi ch a desired programis
transmtted and the SCl Ds associ at ed
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Wi th the desired program s service conponents. Thereafter the

recei ver tweoess/3ssdsl be tuned to the appropriate carrier freqeavnwsssn3sss and
packet selection apparatus will route the selected service 15 conponent
packets to correspondi ng signal processing apparatus. . The
program guide information that has been di scussed thus far Is only
machi ne usable, that is, the SCID information is useful to a receiver
apparatus but not of interest to lhe user. Information of interest to

the respective user i s _the schedul e_of proar t he times_of .
broadcast, the cME QANPMPARAWS\HQ&M% MN%rti ng
events will be shREGESS PROGRAM/GUIDEAS Fomnasnmwrmwsmwm in

t he progra£1 gui de and arranged in a form conducive to display and
perusal . The display and perusal may be perfornmed by conventional nenu
25  programming using tHesr éweentéon Qrel&teseda thes fosmatinmn; r transmission

rostm e S opnd pRodBsity, of ° FOETINIGH, bRéfaf TRABE as for a Brcfcil] o 1o
are transm tt delesision ySQINdzCQ;arrl er. The master gui de includes
limted programinfor matAoaurgek aprsadcast RatéIeNé temS 4R’ geeﬁi Qwﬁ,pgséapurs
The speci a gw de i nclu rehensi ar formation
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program pr OVI d; #al§Bin rcoth x‘-d%ee@ and tpucketed fobmoadt‘hetsmememms dccess to
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bandwi dt h, it may dincludt|a number ofidservices. WAoS¢ryi@2ds defined herein as
PCT/ US95/ 03538 program component, such as a video signal, or an audio signal, or
15 a closed caption signal, or data, etc. The data may include
executable computer files or programs for use by appropriate
receivers. Each service of each program is identified by a unique
service identifier (SCID). Thus if a program includes four service
components, the program will be assigned four SCIDs. The
20 information for respective services will be transmitted in packets
~ of predetermined amounts of data (for example 130 bytes) and
each packet of information will include a SCID identifier
corresponding to the service. '
A plurahty of programs, for example six to eight, may
25 be transmitted in time division multiplexed form (on a packet
basis) on a singie carrier frequency. To provide, e.g. 160
programs, the system will transmit on 20 to 28 carriers..
In order to receive a parncular program, a receiver
‘'must be tuned to a particular carrier, and programmed to select or
30 demultiplex signal packets. associated with the desired program.
Information associating the service components (SCIDs) with a
particular program are contained in a program guide, which is
itself a program that is transmitted. Because of the large number
 of programs and the consequential larger number of services, the
35 programming information associating programs with services is
ever changing, and must be continually updated.



3 programm.ng information for all providers in one program gui de;

On the otyglesBsyagd. it nmay be bothersonme, for users not %’%Pﬂ
particul ar program providers or to particular - servi ces aval e from
respective providers, to have to search t hrough program gui de
information for which the user has not subscri bed. Therefore, a
subscri ber specific nmechani smfor precluding display of particul ar
program guide information is 1 0 desi% abl e. The present

i nvention includes a nethod of formng. = program guide information

conduci ve to sel ecti veTHesprogram guide rinéhnim nforavatiorer usedPrbygr am gui de
I nformati on -~ arl [+ PP IR (4 ckga. acgordi to types of
gui de infor n@pgéﬁeg]?gclélgerssu%%ddggﬁ)gfage n% ntw a?n?ﬁgg ﬁﬁ@ghﬂﬁf ormati on
(CssM er b)) maudtiplexedg servicet rp@ckegoeuthvpr@msel desired; pr@ctbwenewsn[ err]
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accessi bl e i 0 ayin
Ceved b THEAIRRERISHE GnReR RS TeRfonsive 36DRIGkEmILE Mhatindid 2! "0
subscri bé btp: escm tlES stored progoamaguidei and t determime: cthei nammwmn ‘byte
C_CSS in thg qg'bgfarpor ?ﬁi‘ﬁ’ﬁﬂittéﬂ) hd 'the’ SEUDsS agioél

conpari son, tix g articul.ar channel F
di spl ayed orWlt fio °§ﬁr§ | RYREram 's; FErvicegramponents. Thereafter the
BRI EF DESCRI feteiderOtunel- wihV\b&iGiuned to the -appropriate carrier frequency
and  packet selection apparatus will route the selected service
.5 component packets to corresponding signal processing apparatus.
‘The program guide information that has been
discussed thus far is only machine usable, that is, the SCID
information is useful to a receiver apparatus but not of interest to
_ the user. Information of interest to the respective user is the
0 schedule of programs, the times of broadcast, the cost of pay per
view programs, what movies or sporting events will be shown, etc.
All of this data may also be included in the program guide and
arranged in a form conducive to display and perusal. The dlsplay
and perusal may be performed by convennonal menu
:'5 programming using the receiver On- Screen Display apparatus.
Program guide information is segmented into a master
guide which is transmitted on substantially all carriers and special
guides which are transmitted on only one carrier. The master
_ guide includes limited program information related to the next
20 several viewing hours. The special guides may include -
' comprehensive programming mformatxon for an extended penod
such as a month
- Various 'progi'am' providers may rent space on the
broadcast system. Access to program material provided by the
25 various providers may be by subscription. For user convenience,
and also to conserve system bandwidth, it is desirable to include




“The invention will be described with reference to the 30 attached FI. GURES

wher ei n: FIGURE 1 is a pictorial diagramo
transm ssi on g’%"?gm FIGJRE 2 is a block d?ggr a%’ﬂfs one of
‘the transni ssion elerrents illTustrated in FIGURE 1; 35
195/ 33329 ' - PCT/ US95/ 03338
4 _ FI GURE 3 is a pictorial diagramdescribing the general
format of signal packets i n which progBam conponent service data 5 S
transmtted, FIGURE 4 is a bl ock. diagram of a portion of a
recel ver pib ?dtﬁhﬁﬁ emm‘matmﬁ hedrpaHs prbvidersnin Qdtie FPrdgram tgp}nde |

e
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FIGURE 6 i5 asabseribing t apgamnuwr @rogramopabvidersser - to parm:man son
circuitry. services. aYaltl)ableTITFo f‘ﬂk{cltwev%%bfﬂh\é"' [Sbsﬂﬁvge&?rée%ﬁgh' nt he

environnent o roadc
will readily isbroygh qrogram rgvadeutnjomenps ﬁ@t whmh dhet ysemihas not

subscribed. Therefore, a subscriber specific mechanism for
precluding display of particular program guide information is

10 desirable.

| The present invention includes a method of forming
program guide information conducive to selective display at
respective receivers. Program guide information is arranged in
different data blocks according to types of guide information. One

15 such data block contains channel information (CSSM;) describing
the respective channels. Respective CSSM; in this block include a
channel information customer service system byte (CI_CSS) which
contains conditional access information related to a channel
associated with a CSSM;.

20 : In a receiver embodiment, a subscriber specific byte
(CA_CSS) is stored and accessible to program guide processing
apparatus. Prior to displaying received program guide
information for a particular channel, the subscriber byte CA_CSS is
compared with the channel information byte CI_CSS in the

25 program guide. Dependent upon the results of the comparison,
the guide data for that particular channel is elther dxsplayed or
‘not displayed in the program. guide.

BRIEF DESCRIPTION OF THE DRAWINGS
- . The invention will be described with reference to the
30 attached FIGURES wherein: o
FIGURE 1 is a pictorial diagram of a satellite
~ transmission system;-

| FIGURE 2 is a block diagram of one of the transmission

elements illustrated in FIGURE 1;
35



envi fonnent. The invention is at |east applicable, in general, to a

broad ran %IJ ' di vi sion multiplexed television broadca tens
such as pg‘g e %:_jggfe and high definition television gﬁﬁlgg‘?%s?&s
exanple. 20 . Referring to FIGURE 1, a DBS system i ncl udes a
satellite containing a nunber of transponders. Respective ~ transponders
relay information between an earth bound ~transmtter and an earth

bound receiver (e.g. in a hone). Each 4 t ransponder responds to signal
transmtted on an exclusive. carrier 25 frequency. The

syst ](cam nay ihncl ude a pl IFI@I_EII_RE af ig raamtiatrclaagram dé§dTﬂ)‘iﬁFl tlieergentfalt o N)
one for each transponder. ran €L,S res transmn,t
different pro 9%‘?&'3 etsf%ﬂals ggﬁf‘?ﬁai Wilmh progiam ﬁ%ﬁé}# tsfgﬂgﬁ 9?‘& S
provi de a 5w dis veransmitted;t el evi sion 30 . view ng naterial . The syst em

i ncl udes a scheduler to ngat r r

respective transni ttersPtieajﬁﬁ #'15 a block ﬁam”gf% ai.tfrat es an exerrpl ary
transnitter -ofpparatus| emodying, thec psesenndnkentipnargndystem each
transmtter is in FGURE' S s A blGK diagian? showiigOfee inderfiting

| oot rat e botwedl L HE R i y1gE5 abkol Z—%*érﬁ”iépa&é@#”ea?i W‘i‘_f ch is
capable 10 WGURB4329
PCT/ US95/ 03538 - FIGURE 6 is a schematic dlagraxﬁ of conditional access
comparison circuitry.
The present mventlon will be -described in the

: environment of a direct broadcast satellite system, DBS; however,

15 it will readily be appreciated that its use is not limited to this
environment. The invention is at least applicable, in general, to a
broad range of time division multiplexed television broadcast
systems .such as packet cable and high definition television

: systems for example.
20 | Referring to FIGURE 1, a DBS system includes a
satellite containing a number of transponders. Respective
transponders relay information between an earth bound
.transmitter and an earth bound receiver (e.g. in a home). Each
. transponder responds to signal transnntted on an exclusxve carrier
25 frequency. -

The system may include a plurality of transmitters,
(transmitters #1 to N) one for each transponder. ‘The transmitters
respectively transmit different program material such that the

_ combination of transmitters provide a wide variety of television

30 viewing material. The system includes a scheduler to coordinate
program material amongst the respective transmitters.

FIGURE 2 illustrates an exemplary transmitter of
FIGURE 1. In the present exemplary system, each transmitter is

_ in actuality a plurality of program generating organizations

'35 and/or equipment. - These organizations/equipment are illustrated
as studios 210,220,230, (STUDIOS 1 to K) each of which is capable



~of provi di ng a packet audi o/ vi deo/ data (AVD) program (Unl ted St ates

Pat ent 5, 1@3 g,zpy Acanpora et al. describes apparatus 5 p@usegeasati ng
packet audi o eo programs.) The respective. audio or video or data

‘conponent of each programis a packet sighal identified with an

excl usive service channel identifier, SCID. Packets of the respective
conponent packet signals are tine division nultiplexed in a program
‘mul tiplexer (not shown) to 10 formthf§ respective AVD signal provided by
one of the studios. - The 'packet prograns provided by the studios are

time divisiongf p roﬂiﬂ%%%ﬁk&na@dﬁﬁm/ datat | A'VEBFrpl(d% Tt@nﬁé&lpm
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~ portions of the St gnal ree o r|n t he
transm ssi on SigtAdsidentified with an exc év%d%mﬂeeﬁhzmloﬂdﬂlt@fyﬂﬁ i ch
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gener at e- cor r esplsiplexed (dnogr ¢l hamldmuluplexerf Dﬁmhontpntogfamegw de
information igh ﬁﬁﬂgpe’}hﬁ?t‘ieﬁﬂx%? is thﬁﬁhﬁlo'iﬁﬂ | &n T4 JsQf%%‘d on of the

actual program gul fs ul er al so assign SClDs to program
conponent s ontmsli’ﬁ&dﬂ'cﬁmwrtr&ﬁgwmﬂérs & dPERSTamy: BIHDPIRXRE: progr am

guide forg§ apph?mm andgor thee :ﬁ@harhtbermmj rinelude afdrwurun@r?@ﬁ a_base-of
all SYSt G orRect 0. FEC) apparar}u X{'or gene etﬁr'ngo errLr panty Y)hetesic’ ED of
- for interleaving portions of the signal to effect a degree of error
immunity during the transmission process.
. The scheduler 240 of FIGURE 2, which corresponds to
20 the scheduler of FIGURE 1, is an information management system
including human intervention. The scheduler may include the
system business office. Each of the transmitters may include a
subscheduler which is responsive to the scheduler and
communicates therewith. The scheduler assigns channel space
25 and SCIDs to the subschedulers which in turn assign SCIDs to
program components and generate corresponding program guide
information. This program guide information is communicated to
the scheduler for formation of the actual program guide. The
scheduler may _also assign SCIDs to program components on
30 particular transmitters, and generates a packet program guide for
transmission. The scheduler maintains a running data base of all
system programming for an extended period of time. The SCIDs of
respective programs are associated with program names. In '
addition, the respective program names are associated with
35 reception times and may be tagged with “type” codes for search
purposes. For example, movies may be tagged with a movie code,




respective programs are associated with programnanes. In addi tion,
t he respec‘tv?(?g 10f,00" @am nanes are associated with 3 5 reception tines and

may be tagg (" "type" codes for search pur poses. FECTAISAHPISAS
‘novi es-may be tagged with a novi e code, WO 95/ 33329 . '
PCT/ US95/ 03538 6 sports prograns
W th a sports code, soap operas with a soap code, horse operas with
anot her code, etc. In addition, the regpective 5 program types nmay be
categorized into subsets of. the primary . types such as novi es bei ng

. classified as I r i e h orts
- category cl assbpﬁgd o pro eSSI Oﬁ)qrtscm %b ﬁ’&&?sar%#‘ g %é)ﬁﬂ °d
An exanpl e of hogse tqmrgs oWithhfamothen mdﬁheﬁtcnaylnb@ddmomgalthe arespdctme

respectivesre Farfif Shafedpée S . The
exenpl aryesr ecr?rigésh tﬁl%s% foﬁ‘?tﬁéi:;:gbﬁzhﬂ ﬁlt‘r?'sm?lubse ngwﬁlé g"ge alred 27

April 1994 at fheMPMISH c{asﬁ%f}edalﬁsotﬁﬁyﬂﬁie O afon system .
nmessages to beomedlesn eted amd the spurtseoategbby celabsified into _lprofessmnal1

;@gruz | abf andddd) for exagple, o, PO
- An example of the types of information that may be
10 maintained in respective records of the scheduler data base is
shown in TABLE I. The exemplary record shown is for the 2-hour
movie, Bambi, to be aired 27 April 1994 at 7:30 PM. The database
may also include common system messages to be transmltted to
current subscnbers

. TABLE [
No. ITEM | _ DESCRIPTION
1 year 1994 -
2 month 04
3 date 27 Wed. |
4 times ' start 7:30P; end 9:30P
15 channel SHO :
6 PPV - yes/no
7 closed cap. yes/no
8 provider  |studio xyz _ . . :
9 SCIDs video-xxx..xx; audio-xxx..xx; data-xxx..xx; etc.
10 prog. name |BAMBI B ' _
11 description |Disney movie released year......... etc.
12 class : (audno/vndeo/data)
13 subclass 1. [movie
14 |subclass 2 (rating)
15 subclass 3 ' (chlldren/western/Schllromance/nature/ etc.)
16 }billing info 27?

15
‘The scheduler scans the data base periodically and
generates a master program guide 250. This master program
- guide is an arrangement of a simplified portion of the-
programming information relevant to programs which will be
20 transmitted within the subsequent few hours. Items from the
data base which may be included in the master guide are items 4




~

3 dat e 27 Wed. 4 times start 7:30P; end .

9: 30P wo 9s/33329Channel SHO 6 PPV - . PCT/USHSRS43E
N cl osed cap. yes/no. 8 provider  studio xyz 9
SCI Ds vi deo- xxx. . xx; audi 0- xxX..xx; data-xxX..xx; etc. 10 |
prog. nane BANBI 11 description Di sney novi e rel eased year
e etc. 12 cl ass (audi o/ vi deo/ dat a) 13
subcl ass 1 novi e 14 “subcl ads 2 (rating) 15 . subcl ass
3 (chil dren/western/ Sci Fi/romance/ nature/.etc.’) 16 billing info
277 15 - through 15Tfor shéecurrent siaynspahningata perid Bf sevérat! hyusnd

an ar r angementily CLRARE! BICHHIEARY in préaiet® ™ TheluaAnERERt 575 dat i on
" relevant td prdagaaﬁiiemfwmmwwhlq@ cszportanwi;h tmdeymrhimicrtlxprdongb_smgﬁgt
mmster gui de. aPA T Frogpiiiing, 1o 3??‘%*%386‘,““‘ dal TR ERpldy’ dd(8 michu
PCT/ US95/ 0353dProgramming guide, and to identify service;component packets of
programs selected for viewing. |
Even though the data will, in part, be displayed on the
10 television screen, it is not in compressed video format, because
* text is not particularly conducive to MPEG compression, and text
in MPEG compressed form is not conducive to uPC manipulation.
The master program guide is-a data file which is packeted in a
similar manner as the other program service components and
15 assigned a specific predetermined SCID such as 000000000001.
| FIGURE 3 illustrates an exemplary packet format.
Each packet includes a prefix which is of the same form for all
service types. " The exemplary prefix includes a one bit priority
field P; a one bit boundary field BB, which indicates boundaries
20 between significant signal changes; a one bit field, CF, which
_ indicates if the payload is scrambled; a one bit field, CS, which
indicates the one of two scramble keys that is to be used to
unscramble a payload; and a twelve bit SCID. Following the prefix
is a service header which is service specific. The service header
25 includes a four bit continuity count value CC. The continuity count
is service specific, with the count value in successive packets
being successively incremented by one unit, modulo 16. For a
video service the count values are followed by a four bit field, HD
which indicate certain payload options. The remainder of the
30 packet is the signal paquad. The packet may include error code
parity bits appended to the end of the payload. Such error coding
| may be performed over the entire packet, or only over portions
thereof. o
 The master program guide is sent in packet form to
35 each of the transmitters wherein it is time division multiplexed
with the respective program packets by the channel multiplexér if



t hrough 15 for the current day spanni ng a period df several hours and

I ncl udi ng @hlg gggrams in progress. The arrangement is in a_ 5 data file
format whi'tR e0MBorts with receiver m croprocessor ([efP 3338
programming to condition the data for display as.a nenu pr ogr anm ng
guide, and to identify service conponent packets’ of prograns sel ected
for view ng. Even though the data wll, in part, be
displayed on the 1 0 television screeng it is not in conpressed video
format, because text is not particularly conducive.to MPEG
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bit SCID. rovvl ng th servi ce header which is servi.ce
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be perforned coatamnd Hhtﬁhﬁeﬂp%&!w'etgﬂldﬂ amlry latixelyp limitedis |
' A much more comprehensive program guide, termed a
special guide 260, is also formed by the scheduler, and includes all
. programming information for a period of the following thirty |
20 days, for example. This is a significant amount of data, but the
system inventor decided it would benefit subscribers to be able to
schedule their viewing over longer periods (weeks or a month).
The special program guide is a packet data program that is
applied to only one of the transmitters and thus is available on
25 only one of the transponders, albeit that the particular
transponder may change day to day or hour to hour in accordance
with transmitter bandwidth availability and other scheduling
requirements. The SCID of the special guide is variable and is
assigned by the scheduler. The location of the special | guide is
30 listed in the master guide along with other programming.
In a preferred embodiment, the master  guide - is
. formed as four sequential blocks of data designated;
SEGM : APGD : CSSM1...CSSMnseg : PISML1...PISMnseg.
The special guide on the other hand is partitioned into a plurality
35 of segments or portions (from 1 to 16) with an index "nseg”
" indicating the current number of segments comprising the special




“t her eof . ' : The master programguide is sent in packet form

to 3'5 ewdwsdEs3lhe transnmtters wherein it is tinme divisi Gpiddsiopdsgxed
with the respective program packets by the channel multiplexer iIf WO
95/ 33329 - PCT/ US95/ 03538

8 there is sufficient bandwidth. In scheduling the respective
transponders, the scheduler attenpts.to reserve space for the 5 program
gui de on each transponder, so that sul@stantially every ~ system
transponder conveys the master program guide regularly. . Since the

mast er progr gidei deEach tseghnsetitt Eagieay) p&ugﬁéxﬁninfafﬂnmehl for oné o ivteder s,
no matter togﬁnahgﬁlérahgﬁnder a recemﬁ]r utr;g‘ 1Gacli‘e§l? he u;%;qlé:agl :

i medi ately o™ ecial abl e

pr ogr amm $g. segment includes thesetpmmalpbhgﬂamojudda is repeatedly sent
and is updat ed regul The
repetition rate i s rgpbyv ésﬁv‘@gﬁ gg%géig that a

subscri ber turning b:c:kepoumnaéol@sshta pastgr oguideginalndes

subst anti al | \inf&rma dh h T t@?ﬁ,@ t of data-
contained in ?he nrlrag?gr ?ﬁ:d)et {I‘;\i hﬁxﬂlénfling%fbkﬁe ¥ §ﬁ'§‘ceariﬁw‘ A much

ti | i .
more conpr ehSFSMAALS A Fheqnp Fegments. mriﬁebl%ﬁk APED cantaing 5 5o
- forned b0t ha prograrmeguiderdmapc buhieh hidicates which special guide

segments are active and their location ( i.e., the particular
transponder carrying the segment) as well as the SCIDs of
respective segments. The APGD contains program information
relating to ratings and theme, such as items 10-15 in the above
15 data base record. In addition, the APGD includes a program guide -~
map associating special guide segments with respective names,
numbers and types. The program guide map associates a PG_CSS
byte or code with each guide. This code is used to |
permit/preclude display of respective program guide segments.
20 - The master guide and every special guide contain a
CSSM block and a PISM block. The CSSM block is a channel to
service_id segment map. This includes data describing channels
(channel name, call letters, channel number, type,...) which are in
the corresponding segment. The PISM block contains linked lists
25 of program information (title, start time, duration, rating,
category,...) that are on each channel described in the
corresponding CSSM.
The program guide mformatlon may be apportioned
amongst the different ones of the plurality of special guides in
30 varying formats. That is, respective special program guides may
_include information from only one of a plurality of program
providers.” Alternatively, information carried on different blocks
of channels may be divided amongst the plurality of special
program guides. For 'examplé, program guide information for
35 channels 100 to 300 may be allocated to special guide 1; channels
301 to 500 to special guide 2; channels 501 to 700 to special guide




programm ng information for a.period of the followng thirty 20 days, for
exanpl e. Tides significant anount of data, but the ﬁét?{, h&d¢ent or
deci ded itWV\‘ggudldgs%enefit subscribers to be able to schedu eg'[g{?gélyré :

vi ew ng over |onger periods (weeks or a nonth). The speci al program
guide is a packet data programthat is applied to only one of the
transmtters and thus is avail able on 25 only one of the transponders,

al beit that the particul ar transgopder may change day to day or hour
to hour in accordance with transmtter bandvm dth availability and
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segnent caqy i eﬁncnim ¢0Infbﬁhaﬁ0ﬁ f6r neefollowing el 8 hoirsh
Fange from 100s te%la gu‘fi1 € may uelgfu%e %rogram guide information for the
" following next 8 hours; etc.
Included in every CSSMjrecord is a CI_CSS byte or
code. The CI_CSS byte is used to permit/preclude display of
15 respecuve .channel/program information in the master or special
program guides. CI_CSS and PG_CSS ‘bytes may be program
provider specific or arbitrarily assigned on a channel basis by the
system manager. The PG_CSS of a special program guide which is
specific to a particular provider may be assigned a provider
20 specific code. This provider specific code may be utilized by
respective receivers to preclude display of this special guide to
non subscribers. < CI_CSS bytes associated with channel/program
information provided in program guides may also be provided
provider specific codes such that display of channel . information
25 which is contained in non provider specific program guides may
be precluded. (Note that the master guide may be non provider
specific.) It will be appreciated that a provider may be assigned
more than one code to allow for selective display of program
guide information between different classes of subscribers or non
30 subscribers. In addition, the system manager may assign a
universal _CSS codeword to permit unconditional display of
program guide information. Assume that the CI_CSS and PG_CSS
bytes are eight bits. The system manager may assign the byte
00000000 to connote unconditional access. Any guide or channel
" 35 assigned a CI_CSS and PG_CSS byte of 00000000 will be available

peC| al



5 segnent includes two sequential blocks of data;

CSSML . .. . PI'SML. . .. Pl SWnseg. , The

cont ai nedc?ﬁly'?ﬁgﬂrgmst er gui de includes i nformation aboﬁtéﬂ[wﬁgé'&ggs
partitioning of the channel space into segnment s and t he nunber of
segnents. The bl ock APG contains 1 0 a program gui de map which indicates
whi ch speci al guide segnents are active and their location ( i.e., the
parti cul ar transponder carrying xhe segnent) as well as the SCl Ds of
respective segnents. The APGD contains. program i nformation relating to
ratings and thenge viewed2by afMSystém usefs,! ﬁg:ei‘i?é’("%rlnﬁt megaaﬁa.se record.
In addition, the AR I ncl ddes a” program gui de - map assocl ati ng speci al
gui de segnent SURSEROSpecti ve nanes, nunbers and types. The program

gui de map Sassoci ates a PgogEam guide/tinformanos widyh adividédiantdhi s code

i - i - i splay. .of i\ d
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a  CSSM barrangemens #llSprogram. giide @asd/ tiaycibei armangednir! eight
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Cor T espondi ngLIdSnnd 3. 8, batesc d sk Giknlasses. sy ber assigned on pr ogr am
i nf or mat fqn (Efdgr‘am rovidér Basisl Wralaceordingt tdJsome otlfedt @fiénfa. - - ) that
are on each channel desgyibed. in.the 0 sgo%ngﬁgl\ﬂ
The program gui de i nfor |Bﬁ$hﬁ;§’t%8fa‘&§opﬁ+§$3d r ol yie TRRIESERt cr ent
ones of the p2i6adifferenit states,ahnduthiss can 36commiodatg homusts lafg@t is,
one of a pi ur atper 6P LATLIHTSaB, | NomiRaly: G, biladeAR 'sSPeed AT o)
carried on dihaee catrelptively limitesk number|of mrpgramdiprovideranongst t he
plurality f ARSEmihg that fHedHuMb&Uioteprovidbre id Hxteer® RIINY Aiede -
information for 35 <channel,s 100 to 300 y .be allocated tg special guide
1. channel s number ¢ possﬂicle states may be *al ocateé t usfy. The four more
| significant bits of the CI_CSS and PG_CSS byte may identify
respective program providers, and the four least significant bits
may be assigned values at the discretion of the respective
- 20 provider. In this instance each of the sixteen or less providers
may allocate his program guide ‘information into sixteen different
CA display classes. '
_ Conditional access to special guides and/or channel
information is effected at the receiver by comparing the
25 respective CI_CSS and PG_CSS bytes in the program guides with a
user CA_CSS byte which defines in part the viewing entitlements
of the respective user. The CA_CSS byte is generated by a
conditional access uplink system and transmitted to the respective
user. The conditional access uplink system, which is an element of
30 the scheduler, generates a user specific conditional access packet
when services are purchased or updated by the user. For
example, when a subscriber telephones a program provider to
request addition or deletion of premium channels to his
subscription, the conditional access uplink s_ystem is directed by
35 .the system manager to create a new CA_CSS byte or bytes for that




. 301 to 500 to speci al guide 2; channels 501 to 700 to special. guide WO

95/ 33329 PCT/ US9
10 : 3wo95/3332?n both of these special guide fornmats, ea?ﬁq.?%égﬁﬁs gui de

may i nclude program guide view ng information for that number 5 of days
t he speci al guide has capacity to hold. Another alternative '

arrangenent is the division of viewng tines. For exanple, the mast er
gui de may include program guide i nforh2tion for the next ~two hour
interval; special guide 1 may include program guide ~information for

the foll ow ngsmm&rhmﬂlecmsgoeme@é chianges.2 This néw CACICS® twtegisam gui de
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channel / program : i.nf or Ke) am gui des.
Cl _CSS and pAimes lﬂﬁfé’gf rﬁﬂﬁ{] Bheppé Emis app ﬁ%\ﬁﬂd@}atsﬁb%nmlcbyrt e

arbitrarily agelieifer oat Iophetifle RRfring bthet iBterval &Y ?@@ﬂﬁﬁﬂﬂﬁl‘ldfﬂ"e
PG CSS of a s eC| ag program gui de which is- specifiC to a particul ar

prOV|der may ‘gned a provider 20 specific code. This provider
speci fi cldbde may be ut Thez¢inéyspan ofr eispeprogramneing dats inoluded:linde

display of thij $ha6te?! gltti’Ss! fetermined by the amount of memory
available for processing the guide in the receiver. The exemplary
system described allows for a master guide of 242 packets of 127
bytes each of data. Current data for all channels is included in the
15 master guide, and as much future programming data as will fit
within the 30Kbytes of master guide space. This results in
approximately two hours of pfogtam' viewing data.
. Special guides are not limited by memory constraints,
but rather by bandwidth. To minimize bandwidth demands upon
20 the system by the special guide, the special guide segments are
_ arbitrarily limited. to 750 packets of 127 bytes, or approx'i'mately
- 95Kbytes per segment and a total of 1.5Mbytes for all 16
segments. _ .
' Each special guide segment is assigned a different
25  SCID, and different ones of the segments may be transmitted on
- different transponders so that special guide data is substantially
evenly distributed amongst all of the transponders.
FIGURE 4 illustrates in block form, a portion of an
exemplary AVD receiver. Transmitted AVD signal is captured by
30 an antenna 5 and coupled to a tuner-demodulator 6. The tuner is
controlled by the uPC to select a desired transponder carrier
frequency. The selected carrier is demodulated and the-
modulating signal is output from.the tuner-demodulator 6 in
binary form. The modulating signal is applied to a forward error
35 correcting circuit, FEC, 7, which corrects correctable errors and



non subscribers. ClI_CSS bytes associated w th channel /program
i nformation provided in program gui des may al so be provided_ . | der
specific cWOSSRERRN that di spl ay of channel .information 25 P\mﬂlﬁg%@‘“ '

contai ned in non provider specific program gui des may be precl uded.
(Note that the nmaster guide rmay be non provider specific.) It will be
appreci ated that a provider nmay be assi gned nore than one code to

all ow for selective display of progra gui de information between
different classes of subscri:bers or nf)né 30 subscribers. In addition, the
incondi 11 onal BSPHES BF COT BiERE ATy 3FYRETHR ERHoPACKESL AN Hat ¢ he
5555 2 PORls wobarawsis i, T TRC-yabeesdodas ik o
channel 3% suultiplesed RackicSigha! pERISaing ol mIBIRYG o6 OB ot ghe of
avail abl e whicho ¢ Jhe29naster program guide. - o
ZICIT/ gig?/e%sﬁggr s, whet hél;heorpaﬁl()(?t tsﬁreegmarfgom the sl-zj%cs%cir%i gylsi.edtt?.ge Vi ewed by
Program ' gui d4TansporteRTOSASTATy 8e dihgi deanspery processasnameludes cirguitss
c 'u ?32 eZaI or ng'e?%ﬁbnw FoFS sael_batihge ﬁ?bgpb? Spackets ﬁ‘bfnl?l tHe Ritltipléxdd 0gram
gne for eﬁgh %qa[cig?r %ﬁgggq,gmcﬁgtmg (desccr%rr]ndl')ltir'l(g)f]aapgrcocperfffe %Aﬂckceltsefsses’,
and separating the service payloads from selected packets. In the
transport processor, the packet stream from the FEC is applied to a
decryptor 10 and to an SCID detector 9. At system start up and at
regularly spaced intervals, the system controller or uPC 17 is
15 programmed to condition the SCID detector to detect occurrences
of packets containing the master guide SCID. On detection of
master guide packets, the SCID detector 9, conditions the memory
DMA circuitry 11 to store the master guide packet payloads in a
predetermined block of a rate buffer memory 15. The pPC,
20 responsive to user commands. input via a user interface 16, scans
| this block of memory for program data to determine the SCIDs
associated with program components of the program which the
“user wishes to view. These SCIDs are applied to the SCID detector
~ 9 to condition it to select the desired program service components.
25 The memory DMA 11, in cooperation with the transport controller
13 and the pPC assigns respective blocks of the rate buffer '
memory 15 to respeétive service components associated with the
selected SCIDs. As packets which contain the selected SCIDs are
detected, the DMA 11, loads their payloads in the corresponding
30 memory blocks. As respective service component processors 21-
24 need data, they request it of DMA 11 through the transport
controller 13. Controller 13 arbitrates memory access contention
between read and write demands of the various elements
according to a predetermined priority to satisfy all elements.
35 Blocks of the memory 15 that are assigned for storage of
particular service components, such as video and audio, are in



Cl _CSS and PGCSS byte. These CA classes may be assigned on a 1 0 program
provi der ﬁi according to sone other criteria. US95/0353 The

ei ght blts of the CICSS or PGCSS byte represent 256 dlf erent states,
and thus can accommodate a nmuch | arger nunber of CA classifications.
"Nom nally a broadcast systemw || have a relatively limted nunber of
program providers. 1 5 Assumng that the nunber of providers is sixteen or
| ess, the - nunber of possible stdtdes may be allocated thusly. The four
nore significant bits of the C_CSS and PGCSS byte may identify
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processor also inc udes a smart card interface 14. The smart card

15 interface interfaces a smart card with the receiver system. The

- smart card contains a entitlement data and processor which
controls access to particular programs, maintains billing _
information, and in conjunction with a modem communicates with
service providers. The smart card utilizes the entitlement data

20 mentioned above. : :

The decoder 12, directs user speclflc packet payloads
containing entitlement data to the smart card. This includes the
conditional access packet generated by the conditional access

- uplink system which contains the user. specific CA_CSS byte or

25 bytes. The CA_CSS byte or bytes is stored by the sman_ card
apparatus for future use. ~
The CA_CSS data may be derived from transmitted condmonal
access packets, but it may also may be resldent in the smart card o
‘when purchased by the subscriber.

30 The rate buffer memory 15, is muluplexed between
operating as a compressed video rate buffer, a compressed audio
rate buffer, master guide storage, smart card memory, pPC
working memory and pPC storage. This is only possible because
the program gmde is split between the master and specxal guides.

35 The master guide data is relatively small and hence consumes
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12 swowser reflecting these changes. This new CA_Cqgride gm&és
included in a data packet which is directed specifically to his
recelver and a conditional access smart card systemtherein. The user
S dlrected to tune to a particular channel for a particular time
interval and the packet is applied to that channel by the schedul er at
- sone tine during the interval as systgm bandw dth permts. 10
- The time span of the programm ng data included in the master guide is

deter mined by 1iife, #HBLy YpdBEI The enqrey 4R heiaRy O SRl NGy AFs@Yl de

in the recelver scri be
gui de of 242 M‘st@fc@ﬂtﬂm the EPG@@ egidideof data. Current data for all
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Each speci al guide seg JS ass erent

|
ones of the segments na BE“Sr %ﬁ’?ﬁﬁeﬂ‘%nt he sPe%f&@ﬁtI& ﬁﬁn@%onders o)
that special grodesséd, ascanmed)shnd/oralthanipulated, no other services will be

processed, hence the entire buffer memory 15 is available for
processing the special guide. Since the memory is not large
15 enough to contain the entire special guide at one time, processing
of parts of the special guide would either have to be done
iteratively or else the memory would have to be expanded. The
former would entail too long a process to be favorably accepted
by consumers and the latter would undesirably increase the cost
20 of the apparatus. -

Video decompression requires a relatively large
dedicated memory. The memory requirements for decompression
of MPEG coded signal are one frame of video display memory, two
frames of storage for predicting bidirectionally coded or B frames,

25 and further working storage for reformatting data applied to the
decompressor. For decompressing 4x3 aspect ratio NTSC
resolution images the required memory is about 16 Mbits. In
FIGURE 4 this memory is subsumed within the video processor 22,

~is large enough to accommodate the spécia_l guide, and is not

30 otherwise used when the special guide is processed.

During intervals when it is desired to use the special
guide, the SCID detector is conditioned to select special guide
- packets and store their payloads in the buffer memory 15 as
though it were compressed video data. The video processor is .

35 conditioned by the pPC to request data from the buffer memory

' block allotted the special guide SCID. This data is written to the



evenly distributed anongst all of the transponders. I AVD FI GURE
4 illustr ' | ock form a portion of an exenpl ary receiver.
Tr ansnittg‘gsz\s/}f)&glpgnal is captured by 30. an antenna 5 andFCE(SPEESE] o

t uner -denodul ator 6. The tuner is controlled by the [err]PC to sel ect
a desired transponder carrier =  frequency. The selected carrier is
denodul ated and t he nodul ating signal is output from the :
tuner-denodul ator 6 in bi nary fdqrn The nodul ati ng signal is applied
to a forward error 3 5 correcting circuit, FEC, 7, which corrects

correct abl e. efjgebs proskssor méfioty 383 %t were comp gssed video data, In

PCT/ US95/ 0353(%. . : .., - generat es an
error signal 5% Medgethe, wideoychanpel is given;i priority, thys: the, special

non- cor r efit akguider davas is BteredE@spfasti st artives ahdimagnbe Sloadet! ti pl exed

packet signalgal j n p,urality of prograns one of which is the
mast er progrg%h%}lgg’. gaﬁdﬂ’i' . , The packet” streamfromthe FEC is
applied to a t r ansydien ghecspegial guitineis rtzamsmittedrasc segmeritsicl udes

circuit Riplek f Chiln f e |l exed 1
0 packet st re‘g{rln : d\e}ﬁr%g ?Ihll’l sgeglclrgfl}gﬂﬁéls)g g%ﬁﬁﬁ@g@%%%@ﬁegf}ﬂdﬂ and
separati ng t ECEET Hi€e &

, ¢ Bmthe| BafeR BEMQYs 15 andhscan: the
t ransporl Opr cegasemnt, mdpe amc PGP rédam blovk itbedéfermifie 36Warimds t #ad
decryptor 10 @R} Oofarfhesg_‘IeE)pgcetti\?g t¥gnients’ Ph! ?nr?c%t)grrotceg?oraqc}'?st
programmed to tune to the requisite channels containing the
desired ‘special ~guide segments and to-condition the SCID detector
to select the corresponding packets. Preferably all segments on a
15 channel will be extracted before tuning another chammel. It is also
preferred that the respéctive channels be tuned in ascending or
descending order to minimize resynchronization time between
channels. - | o |
_ - A pPC interface is incorporated. in the video processor
20 22 to permit réading data from the video processor memory by
the uPC. The pPC contains programs ( e.g. search routines with
information filters of known type) to permit the viewer to
conveniently manipulate the special guide data. Since all of the
special guid_e data is concurrently available, manipulation of the
25 data may be accomplished as fast as the viewer can change
commands. - - .
The manipulation of the special guide requires display
of portions of the guide. The special guide data is transmitted in a
data format not as compressed or non-compressed video signal.
30 To display special guide ihfdrmation, the uPC selects the
information for display and applies this data to an on screen
display device (OSD) 19. When the program guide is being
manipulated the OSD will monopolize the entire screen for the
display of special guide text or other data and/or program
35 command structure.. At other times, when video is being
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regul arly spaced intervals, the systemcontroller or [err]PC 17 is 1 5
progranmmed {y@ gx@Hshet i On the SCI D detector to detect occurrenGgleusesnss3s
packets containing the master guide SCID. On detection of “mast er gui de
packets, the SCID detector 9, conditions the nenory DVA circuitry 11
to store the master guide packet payloads in a pr edet er mi ned bl ock of
a rate buffer menory 15. The [err]PC, 20 responsive to user conmands i nput
via a user interface 16, scans . thi§ bl ock of nenory for program data
to determ ne the SCI Ds associ ated with program conponents of the

program whi ch ide@ompresstaE’ the OSP toperary. i Nesifventidnal af Bhiow! ic° biepldyhe
SCI D det ect or desi é)m%o condi tlain |t tg sel-ect the desired program service
‘conmponents. 25 e$HE ?f{ﬁ;’“ﬁ%\l 101 M1 r}gﬁﬂqson with the transport

controller 5. 13 and t{FHGURE PCilusirgtes anaspremplarybividds processor 32e
buf f er me ; 4 itwe ' ; LS ha with the
el ect ed QI Do VO & RFC, FRERRCE 106°aRB rEfding B hilh yigpad e |
det ected, the DWACassor| memonshei Alhof sheisdespompeession augmeIynis 30 nenory

bl ocks. As regaBsameéd $8'y1 SifighoOARTY BOOWRISIP'iS distinct frosd (RS Buffdra.
they request it of DVA t hrolgh the transport controller 13
Control ler 13 MMt &-nenory access contention bet ween read and

vv:: E) rei flemtalgdzao_}‘ ]Ehe var i’fhes uideaed&&tgfressend?clﬁdw hOFIraF(Dertwhiﬂlpgds
'gssi gne)d/ for stao?ggaeqékm? m%&?‘?.‘%‘gﬁ&r @%ﬁtgeo‘itgﬁﬁmt&sf, @%c@%‘avi deo
and audi o, arememory 1§0and/ a3dat request bus connected to the transport
PCT/ US95/ 03538 processor controller and a data output bus coupled to an internal
. memory/data bus. During video decompression operation the
15 FIFO 31 requests data of the memory 15 as required for _
decompression. FIFO 31 accepts data as 8-bit bytes and applies
 64-bit words to the memory/data bus. As these 64-bit words are
created they are loaded into the external DRAM 30 at addresses
provided by the address generator 33. Data is also read from the
20 DRAM 30 under the control of the address generator 33 as
required by the respective circuit apparatus within the
decompression IC. In effect the address generator 33 is a state
machine, responsive to stimuli provided by the respective
decompression circuits, and programmed to write and read video
25 data to and from memory according to a predetermined set of
decompression stimuli vectors.
The decompression IC includes a start code detector 32
a variable length decoder, 34 and an element 35 which includes
an inverse run length decoder IRLD, an inverse quantizer,
30 IQUANT, an inverse discreet cosine transformer, IDCT, and a
| predictor, PREDICT. Data from the memory is shuttled to and from
and between various ones of these functional elements, in a
known manner, to decompress the compressed MPEG video data.
- The operations of the respective decompression functions is
35 coordinated by a controller 38, which in large part is also a state
machine. The controller 38 is responsive to stimuli produced by



14 effect conditioned to operate as first-in-first out rrermrles
(FI Fm)’gﬁ@%%?:*gﬁh a storage capacity of several packet payloads.

In this the transport. processor includes a gygﬁmﬂﬁﬁnbrror
code decoder 12 which is a dual purpose mat ched filter In one node it
determ nes whi ch of packets of entitlement data a particul ar

- subscriber is entitled to accept. In a - second node, the decoder 12,
is progranmed to search for 10 partjigular start codes in payloads of video
service data, for exanpl e.. Detection of the desired paranmeters in.
& thet Mode varigus WK the ORet SDTEHDH  QIEHERR! AR dafd! Hdokidy Hrblter o'
or not reset partlcu nory address int nSpPor t
processor alth§ memonyda immaaadmemm unit B skwomprassed1 5

interfacg injigebadat iis Sifa 4 Z@Vfﬂrﬂtaj htﬁlﬁ? rafe Qie\éahlr%ﬁ'l‘.ﬁ&f”wdggoﬁ‘lata is smart

card contains a, data an SS nt.r s access
to particul # F‘iﬁ# ams%nz@ fermat, blchﬁ rfaw &cqum ‘()‘ﬂeoaﬁﬁ & A

conj unct i on applieda tovdedisplayrumit a32s which mterpolates the praw i vides. td'he
smart card n t e,

The decoder Lﬁlfglviéﬁsaeytigeﬁséirl u;tg}ci? f‘% gaipgfc @%%Mgf%t ca{cglgynaf
entitlenent this generaheform is @@Fiﬂnﬂbhl%Val}ﬂhlGd mhdifferentcyendorsonal
access ppckeindIg9eict ek Rbjebe @Oﬂﬁgtimﬁh@ﬁccess upl i nk system which

bytes s stored by rhe riedecon Hhicrcgnpgeis, e remitrolier I8 sath 41° The
CA_CSS data ofa)thbeddeomptdsécmrfuhcaonal telememsldirtclndﬁig the me::ﬁoﬁ
pRcet s, DOIAE R TPE ik AT S Lo ol W5
mul ti pl exed Whiche@govides a means of communication with a uPC external "to
.5 the decompressor IC. It is anticipated that some level of
interactivity will be incorporated into the transmission service,
and at times this interactivity may not involve video. In these
~ instances it may be desired to inhibit any operation of _thé
decompressor IC, or condition it to provide a predetermined static
%20 display for example. These and other functions may be
programmed into the controller and triggered by the puPC via the
pPC interface 39.
To write special gmde data to the DRAM 30 all that is
. required is that the decompression IC be instructed that the SCID
25 associated with the special guide represents a video service. The
decompression IC will accept the special guide data as if it were
compressed video and write it to the DRAM. Normal
decompression processing must be suspended to preclude
~ decompression operations redistributing ‘the stored special guide
30 information within the DRAM. Decompression suspension is
~ effected by the uPC when the special guide SCID is assoclated with
the video decompressor .
‘Reading of special gmde data from the DRAM 30
involves suspending normal operation of the controller 38 via the
3.5 wPC interface 39, and. accessing the DRAM 30 via the address
generator 33 and the memory I/O 36. One of ‘the normal



‘operat i ng as a conpressed video rate buffer, a conpressed audio rate

buf fer, de storage, snmart. card nenory, [err]PC '

nenory an Fer%c storage. This is only possible because Pa)ﬁgéézdé’g%r ogram
guide is split between the master and special guides. 3 5 The nmaster guide
data is relatively small and hence consunes WD 95/33329

PCT/ US95/ 03538 15 little rrem)ry
space. The entirety of the rrermry 15j¢ not large .  enough to contain
the special guide. 5 The master gui de, once received is

t d t | | dat ed.
VeSter gui de Nt of t%é;%érﬁf%’f@#’??{ s ciohdoply mishndly aRBRER. s D o
t he assoppinters 30| the smemonya pddressi [gePETAtor, tohacersst specificie wer e
dropped afg er ¢§ esf&aanrﬁltasm eua&' PRAM d%lﬁth"“gﬁh'\(kaéfsdq‘%éﬁ e&stablishes

bet ween channg}% El ecti ons e mast er

t
During interv HIMGIRES s‘ﬂi@c?"i!lc'bu?lﬁ%om?r? 192 shoulc{p gﬁrm%anned
and/ or mani puThisdameo fadility vbe antilized foe accessingothes DRIAMIE3Q aot he
/i

Shcaurd e SR i i T pe AL e, 8
gui de at one 8¢¢ept pddmsgspnglters from usPGf andeapplerc»smegm dhevvoul d
o gggengght 8d8fese O BEnerator.| A AiHi¥ Chanfier SpeRifibeniBHiGly 1884LiEnE2YE O be
th DRAM may be addressed by the uPC. Data read from the
DRAM 30 is coupled to the control bus via the memory I/O, which
converts 64-bit memory output words to e.g., 8-bit bytes. The
respective 8-bit bytes are thereafter transferred via the pPC
15 interface 39 to the uPC 17 wherein they may be used as menu
program data or applied to the rate buffer memory 15 for
subsequent use. During reading of the special guide data from
DRAM; the normal operation of elements 32, 34, 35 and 36 may
be suspended by the controller 38 responsive to pPC commands
20 provided by the uPC interface 39.
The expanded capability of the overall system, that is,
. use of ‘the dedicated video compressor memory for receiving and
storing the special program guide, is effected with substantially no
additional hardware. All that is required is a slight change in the
25 programming of the controller 38 to accept read address pointers
from the uPC interface, and an ability to suspend normal
operations of ones of the decompression functions, changes that
one skilled in the video decompression circuits art can readily
make to his specific hardware/software embodiments.
.30 The user interface 16 provides the user with a
- plurality of conventional options/controls such as volume control,
channel selection, picture brightness control, etc. In addition, the
user interface provides access to a menu of further system
‘functions. For example, a user remote (not shown) may include a
35 menu button which conditions the system to display (on a
kinescope not shown) a menu of the further system options which



former would entail too long a process to be-favorablﬁ accept (238 f Ey
CONSUners | atter woul d undesirably increase the cost of "t he
appar at us.wa)d%b‘lg‘?29 Vi deo deconpression requires a r AHYPENIBar ge
dedi cated nenory. The nenory requirenents for deconpression of MPEG
coded signal are one franme of video display nenory, two. frames of
storage for predicting bidirectionally coded or B franes, 25 and further
wor ki ng storage for reformatting datazappl ied to the deconpressor. For
deconpressi ng 4x3 aspect ratio NTSC resol ution images the required

TETOTY 4 300y G sl ™, oS i S bt S e
gui de, and i sbutton3dn l_im\!ﬁm'rmmems‘edfhmgnenheimsalth.qu@oﬁ i’soprocessgtcj:i 5
oo crfon "% LI, profion e, 08 fdlepda i opuB g 11
their payl oadd7i I§ (RrOgERMREd toslisplay g further ymenyhwhicheincludesr essed
e, et opdon - s opuie it Wl
SO, Thi s daBuides: Fniy; mevieSs RBLY sports yighus,, Saesdals! etc., “oné of which
PCT/ US95/ 0353may be selected by cursor movement and Igressing awi @agerPr ocessor
memory aggf phetge conpressed video ldat a. In .- -
| Selection of a program guide option conditions the uPC
17 to request the CA_CSS byte or bytes stored by the smart card
14. The CA_CSS byte or bytes are loaded in a register within the
PC 17 for use in a comparison function. The pPC 17 executes the
15 selected program guide function. In so doing, prior to a special
guide being displayed, the PG_CSS byte ‘associated with the:
selected. special guide is compared with the CA_CSS byte: or bytes
stored in the register. If there is no match the guide will not be
displayed and a message may be generated indicating to the user
20 that that guide is not available to him. If there is a match, or if
the PG_CSS byte corresponds to the universal access byte, the
‘selected guide may be displayed conditioned upon the channel
information included in the selected guide. Prior to displaying
information relating to a particular channel in the selected guide,
25 the CI_CSS byte or code associated with that channel is accessed
and compared with the CA_CSS byte or bytes. If there is no match
- between the CA_CSS byte and the CI_CSS byte, the channel
information is not displayed in the program guide. If there is a
match, or if the CI_CSS byte corresponds to the universal access
30 byte, the channel information will. be displayed in the guide.
| Similarly, if the selected program guide menu function
corresponds to -dis_playihg master guide information, before
information is displayed for any channel, the CI_CSS byte
. associated with the channel is tested against the CA_CSS byte or
35 bytes accessed from the smart card, and the channel information



'::thl s node, the video channel is given priority, thus the special 5 guide

data is St%(?gs/?ﬁz; ast as it arrives and may be | oaded fdﬁgﬁs)ﬁgé:%
tté

. rapidly. When the special guide is transm as segnents.
‘mul ti pl exed anmongst all channels, the m croprocessor 17 nust access
the master guide in the buffer rrermry 15 and scan the 1.0 segnment nmap and
APGD data bl ock to determ ne channel s and SClI Ds of the respective
segnents. The m croprocessor 17 is 21 programmed. to tune to the requisite
channel s containing the desired special guide segnents and to
condi ti on the ;SCHR t ?f&l o} di
Preferably al Il@sgglé%és‘d;o(%ir no{ glstp? anne 'ﬁ%r%eﬁg@%t ggg'g@ore tuni ng
anot her channdestit is al so preferred that the respective channels be

tuned-in agcendi ng' or ~ In gtueeaifg Nanypr d?rthfeoa%ﬂhble?@rbgﬁa’rhdgh@d% zation
time between err] PC inte
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vi deo processdiiekisnof ythey master tguid¢ edathPin theerdter bbffércmehmnys 15, ogr ans (

e. search r t I t t
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all of the  progsam dn @mmomadesxr@d coraoty meypmmanabms)rmnppuloﬁtlon
of the 2510 dahd HBYiréE t%éoi@'fbﬁﬁﬁd thé is%%ha’%édt@l? csswsytecéw 4R86R

IP

Qispiay cAdhGOmHEdoASEG! P IhBUser £ EsSe e, Zogth aalsoglr samres
}S Iraﬂzlm tg gd IT gnalcates d?taﬂfeomet m%naslgdowredmeothert ; ﬂgsed ;“h geo
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devi ce (OSD) lexariplen rabe puffer ameguorie 15 aecording torranppeﬂleteemmdzda OSD
Wil ”D”O ZlS)leﬁ flet S0’ FABVANY stdfed progfﬂrﬁpbﬁi’dé’fdaiﬁ)eﬁésa'b&w de -

text or O OI’ program
' searc ed and associated CI_CSS's tested, and the allowed

information placed in the table in memory, the data in the table

is applied to the OSD apparatus 19. OSD 19 generates the

appropriate pixel/raster information for displaying the program
20 guide information as text within gridlines.

An example of comparison function of the CA_CSS byte
or bytes with either CI_CSS byte or PG_CSS byte is described as
follows. Assume that a byte is N-bits and that special guides and
channels/programs are grouped into N conditional access classes.

25 One of the classes is an unconditional access class wherein all N-
bits of the CI_CSS byte or PG_CSS byte are logic zero. Each of the
remaining N-1 classes are allocated an exclusive bit of the N-bit
byte. For example, assume the second, third, and fourth most
significant bits (MSB) of the N-bit byte are assigned to the first,

30 second and third conditional access classes. A logic one in the
second MSB position (with all other bits zero) of a CI_CSS or

- PG_CSS byte indicates that the channelfprogram or special guide
belongs to the first conditional access class. A logic one in the
third MSB position of a CI_CSS or PG_CSS byte indicates that the

35 channel/program or special guide belongs to the second CA class,
etc. A user authorized to view a particular CA class will be issued



35 conmand structure. At ot her tines, when video is being

95/'33329 PCT/ US9,
17 ec(’:?)sr';spspegssed the OSD operates in conventional fasﬁ#@ﬁéfg@s%"(?erl ay
desired text material on video inmages. 5 FIGURE 5 illustrates
an exenplary video processor 22 - wth a[err]PCinterface to allow '
readi ng of data stored in the processor nenory. Al of the

- .deconpression nenory is subsune@2 n a single menory 30 which is
distinct fromthe buffer menory 15. 10 . The vi deo

deconpressor a A UdSs B ¥é‘ E@tlﬁlogibhbﬁbs hidsall of tiie 8t positions bus coupled to

t he data out put bus Qqf 1, and a data reguest bus
connect ed t o SORESPPR a t ie éér 8@@§§%n§‘°cb¥t%l‘?’é‘?e‘in'@ YIeMt dﬁ?put bus

coupl ed t® arprogtamngmde Inmehisr pypeaiof $ystemDoomparisodeof ckheocwr e8sSson

Goconr essi oPyte Wi Either the'd S‘?is BG83 W IR pelfofified SH'd 8, 0T
~ words to the byebit pasis: a lfug'le Agmpmnane&ults mrajsna!cb of anyromet bit t hey
- are | oaded '?id&lﬁbﬁ Gthberc%ﬁ‘esaeﬁm& éha

addr ess genera M@ 3:.@@]’55%31 agtrfégﬁ?? oruggblaisﬂgd?g%y ﬁﬁg
control of t/He ¥edyetd ustrates ¢xemprary  sircpHey &Gty e
ci rcwt hOparthisusyputdﬁ ootriparison. The CA_CSS byte from the smart card
circuitry is stored in the register 600 and the CI_CSS or PG_CSS
currently being tested is loaded into register 601. A NOR gate 603
is coupled to the respective bit positions of the register 601 and
produces a logic one output if all bit positions exhibit a logic zero
15 (universal access). The output of NOR gate 603 is coupled to one
~ input of an OR gate 606. OR gate 606 develops the display/no
display control signal.
Each bit position of the byte in register 601 is
compared with the corresponding bit position of the byte in
20 register 602 in a plurality of AND gates 602. If corresponding bit
| positions are both logic one, the respective AND gate will exhibit a
logic one output signal. Output cc_mnectidn of the respective AND
gates are coupled to respective input connection of an OR gate
. 605. OR gate 605 produces a logic one output if any one of the
25 AND gates 602 exhibits a logic one output. The output terminal of
the OR gate 605 is connected to a second input terminal of OR gate
606. OR gate 606 will produce a logic one output, indicating access
- to display the program/channel or special guide associated with
the conditional access byte currently being tested, if the byte has
30 all zero bits or any one of the AND gates 602 exhibits a non zero
output. '




&ecorrpressi on IC. In effect the addr Il 33 is a state
machi ne, r JeTp, to stimuli provi @[llgw w |ve
decorrpressiaﬁ Cl lr‘i(?el;l ts, and programe ad Vi dP ’5%95/035 gta to

and from menory accor d| ng to a predetermned set of deconpr essi on
stimuli vectors. ' The deconpression 1LC inc start code
detector 32 a.variable | ength decoder, %@kﬁh@d‘fg[{LN3 whi ch

i ncl udes an inverse run | ength dgc:pder I RL ABeL AEEDSEe qu@ntizer, 30
| QUANT, an inverse discreet cosine transfor pr edi ct or,
PREDI CT. Data fromthe nenory is shuttlﬂ d from and bet ween

vari ous ones of these functional elenments] n a - ‘known manner, to
deconpress the conpressed MPEG video data. The Operations of the
respectivegdeconpressi ong f U'K'tl'n%'ﬂ%d Sf035con B At viddo 38,
V\,hlchlnlarg part is al a state ?{roll 8|s
responsi ve to dqms’ Lﬂceﬁforgiam EUIdemsysf 3‘335@&“‘ ata’ relate

PCT/ US95/ 03538&cheduling times and descriptive informatiod of the r ecois& of the.
2 memory 110 it OERdea) B . " SBPHSIE o (s in a2 0 format. thas
raw decorrpressed vi deo dpraviding a plupabity defd respettived ABY npackelhssgnads\/
f'ﬁtcgfgglez ik t %ﬁ&lggs to a plarafity e st Quéld?bﬁ{&i%ﬂéﬁkim? whi ch.
: formulanng data related to scheduling times and
descriptive information of respective audio/video programs;
creating special program guides by selecting data from
said formulated data .according to a predetermined criteria;
15 forming respective special guide packet signals from
said special program guides;
~ creating a master program guide by selecting data
from said formulated data according to a further predetermined
criterion, and including data related to scheduling times and
20 descriptive information of respective special program guide
packet signals including respective conditional access codewords
(PG_CSS) associated with each special guide, which conditional
access codewords may be used by respective receivers for
permitting or precluding display of corresponding special guxde
25 information;
forming a master guide packet signal from said master
program guide; and
 forming a multiplexed signal for transmission or
storage, by multiplexing said master guide packet signal and said
30 special guide packet signals with said A/V packet signals.
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suspende eclude ressi on operations redistributing the
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36. One of
aﬁocate for uncondmonal dlsplay in a program gutde

4. The method of claim' 1 further including:
generating a user specific conditional access codeword;
20 ' forming a conditional access packet signal mcludmg
said user specific conditional access codeword; and
‘multiplexing said condmonal access packet signal with
sald master guide packet s1gnal said  special guide packet s1gnals
and said A/V packet signals.

5. The method set forth in claim 1 further comprising:
detecting said multiplexed signal and selecting said
master guide packet signal and said special guide packet signals;
extracting master program guide information from
20 said master guide packet signal, and stonng master program guide
information in memory; . :
extracting specxal program guide mformanon from ‘
said special guide packet signal, and storing special program guide
~_information in memory;
35 ' providing a user specific condmonal access codeword
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19 of t 38 is to apply nenory rt
poi nters to %ﬁﬁmry’ﬂmgw ! , to access speC|f|glgl&‘gﬁég%’o‘Sﬂt’:’(’a

conpressed data in the t he

paraneters by which deconpression shoul d be—peT 1.0 maEbN This sanme
-facility may be utilized for accessing th ANVLSOAL: | ead speci al
gui de data. That is, the controller i 2% —accept address

pointers fromthe [err] PC and apply sane e 1 0O address generator. In
this manner specific nenprocessimat. imastepf §rogramh guide Nnfosmaondforsthed by

vi'a the tromor ySSBHY off P %lhﬁsswévt  ApFOmtsBh.” dnb g, FRbIeStng "

'8-bit byte§. Teenditional cageessi cedewprds {PGeLCSSy associated ewith aespectivel vi a
th PC % d
e [err] 1s cﬁlmpgbgﬁﬁﬁ ﬁ%xdﬁ éﬂ?h[fzﬁ | Beer! 5p ff?@'&ﬂd’iﬁbnagsa&%sk‘se

as nmenu a _or 0 e rat er er. Nnenn
subsequent useco ¥y apdqp Bfi“!&et pééfrlﬂﬂYng(ﬁp%ﬂb&W@%m ormatiom

the normal opefoit 'vﬂiicﬁf the em&bsi&?dx coﬁﬂnﬁﬁﬁhﬁ@c&”é&s codevmd%usr)ended by

Lorr] PC 1 nt or 1EkE-6833 884 “he' UstF 'sbein FRYAGnel bk chliby ek Biee

overal | s¥éx enprededermined dlsmmlcai-mem dedi cat ed vi deo corrpressor menory

for receiving and storing the special programguide, is effected with
substantially no , addltlonal hardware. All that is required is a_slight
change in the 6. The method set forth in claim 2 further comprising:

detecting said multiplexed signal and selecting said
master guide packet signal; |
15 extracting master program guide information from
said master guide packet signal, and storing master program guide
information in memory;
providing a .user specific condmonal access codeword;
. processing master program guide information for the
20 display of program guide information, including comparing
conditional access codewords (CI_CSS) associated with respective
.audio/video programs with said user specific conditional access
co_déword, and precluding the display of program guide |
information of an audio/video program for which the
25 corresponding conditional access codewords (CI_CSS) and the user
specific conditional access codeword have predetermined
dissimilarities. ' :
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sel ected vi é“ﬁb%ﬂﬂﬁ? 5’fgn§lmﬁa§6r“bq?m&§|w&“§ﬂ éﬂt programs ‘E%’lht“iir'i‘gl n
known mannerespientiveeraonditiondk sadcess opodes CE_CSS;, dsaid! apparatusre program
gui de. On s%loq." éi'i‘gfhgf this option the [err] PC - 17 i's programmed to
di splay a furth u which includes ram gﬂ/de options. These
options may incl ude: anﬁaw o Ain for detgmmssal nipacket i audiopridgospor t s
items; pgecisgdgal;etc., one of which may be selected by cursor -

nmovenment and Pressi ng an ent er %0 but t on.
: mory (1 ) means;

a transport processor (8) for selecting said master
program guide packet signal, and storing program guide
information contained in said master program gmde packet signal

:5 in said memory means; -

a source (14) of a user speclfic condmonal access code

c BEEN | The user
pof conventi onal

CA_CSS; _
a display'pro‘cessor (17,19,22) for displaying program
guide information, said display processor including means for
20 accessing said CI_CSS; of respective program information and said
CA_CSS, and responsive to similarities/dissimilarities between
CI_CSS; and CA_CSS, dlsplaymg/not displaying the corresponding
program information in a program guide display. '

25 - 8. The apparatus set forth in claim 7 wherein said
packet audio/video signal further includes a plurality of special
program guide packet signals and said master program guide
packet signal includes information related to special program .
guide packet signals including respective special program guide

3) conditional access codes PG_CSS;, and said display processor |
further comprises means responsive to similarities/dissimilarities
between said PG_CSS; and CA_CSS, for displaying/not d1splaymg
the correspondmg special program gulde

{ This Sheet Has Been RT aced




'Sel ection of a program gui de optiom—conditions the [err] PC 17 to

request thg ed by the smart card Pc-mjsgsmgggg
CA_CSS byte or yes mmmﬂihm egister within the [err] PC 17
cun

for use in a conparison [err] PC 17 executes the 1 5 selected
program gui de function. In so doing, pri ¢r To & specrai . gui de being

di spl ayed, the PG _CSS byte associ ated wi tih' the*‘ Hns‘erect eﬂ speci al gui de
is conpared with the CA CSS. byte or bzqes‘&,_“%mm:r n the register. |f
there is no match the guide will not be dr'?p‘l‘ayed—"arrda nmessage may be .

generated indicating tog, hewraag fgﬂa{eﬁgﬁhgggy?gcka '&ﬁm@/ﬁ’dé@bsh n&p

him If there is a match, orr
uni versal accdnelugding atmaster progiagm : gwidg,Pae ‘Fﬁaﬁl dAg I ﬁ-‘r@i}m ?foned

.upon the channpecial Prbgmﬁrrghiw d&kbvdﬂgnars tand %aickcmdtaugado rati or to

di spl ayi ng I,nfo |on relati,ng to. neI the
sel ect ed gui dguide Pa b&‘i"el an ’6’38 b& 5?@&5‘& Lhannel is
- accessed programgui d:keli lségrds Ciitlnding aresp;cnxe spemabrprog;anb

mat ch petye "H@E %@%ﬁ%@?ﬁ Qé’ée%gaé‘&jdésh‘i’é:' §§S Qélﬂ'df ’aphgf'atﬁ?%bﬂsmg

information i & e prograntgu

match, or if the Cl_CSS mgaas o7 2 sfomn tQQim&esaldl packet awdiebydso byt e,
t he channiab [ r},flg gpt ion will be displayed in the guide.

Simlarly, if tRe Sel ected rogrqghgur de menu function - corresponds to
di spl ayi ng master guide G MFANSs o information is displayed
f.or any channel, the Cl GBSrhaydport (8) processareforiselecting saidinmaster t est ed

el fﬂfof’*gp%b ' Gull 35@% Sihgit 883" dald Plobdlfey® 1" bpblal prfgiat'®
PCT/ US95/ 0353guide packet signals, and storing program . guide information
15 contained in said master program guide packet signal and said
special program guide packet signals in said memory means;
a source (14) of a user specific conditional access code
CA_CSS; | - |
a display processor (17,19,22) for displaying program -
20 guide information, said display processor including means for
accessing, from said master program guide information, said
. PG_CSS; of respective special program guides, and said CA_CSS,
and responsive to similarities/dissimilarities between respective
PG_CSS; and CA_CSS, displaying/not displaying the corresponding
25 special program guide information in a program guide display.

10. The apparatus set forth in claim 9 wherein said
audio/video signal further includes a conditional access: packet
signal including information corresponding to said user specific

30 conditional access codeword CA_CSS, and said apparatus further
includes:

a smart card processor for providing said user specific
.conditional access codeword CA_CSS responsive to said
information included in said conditional access packet signal; and

35 ~ said transport processor selects said conditional access .
‘packet signal from said audio/video packet signal and provides

—_
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21 i s displayed or not displayed contingent upon the results of the -

é?gt)l ays, Yer?lﬁgég 17 |lmmﬁMJmmumgegI cLhSr 2\(;2![ le??nl ﬁegrgegﬁ%’&gk?l el ds

of the naster guide data i'n the"rate buffer_nenory 15 or . t he special.
guide data in the external DRAM 30 for t pgs,scgfhtﬁ é g,g i i nformation
desired. Each tinme programinformation 0 ype is found, ..
the associated Cl[err] CSS byte is accg n:f.lr———~— ed against the - -
user CACSS. If the corrparlson ndPcates that the user is entitled to
vi ew t he progra rmation, the.in QrmatJ | aced in a
table in menmof ﬁb‘?“ﬁ acc%%?a%f%“?%ﬂ%“ pegntained. 1B, 93 %@Pﬁ?ﬁga%%
predet erm nedpacﬁet fsigmalt to sWidesmairt caed eprovessonr ed program gui de data
has been . searched and associated CI_CSS s tested, and the all owed
informati 6n placed in the table in nmenory, the dat & |n the table IS
applied to the OSD appadds A met QQDOfQPMSHIgeg packet audipfvideoi at e

pi xel /raster ignal "HHolGdingO'a st progridi gRide! k%@ ?@Hhﬂeadd‘fé)r”m'on

as text within dli conmpayj.son
function of tHBﬂ'éhﬁé qupgmal Progragy; guidg tl??cgef 8“ s @nd §pid HASOL CsS
byte is descrpmgkam guide fpﬂdkewsslg,hatuimlﬁm inforthation Pelatéds tond that

roeoss ciflootplddl progsilf Mg PalR Nenlls SONRMs | HabeClEEoaleiRl,

wherein all |\program tguldeocondmmnatsad:g&ssecodeP@@GSlS;,t saig enéthgidc zero
Each of the °°B§Pﬁ lgm ng N-l cI asses are :allocated an exclusive bit of
0

the N-bit r. exapnp ssu the s 3 thir and fourth nost
etectmg sax ‘packet audmfvx eo signal and selecting

said master guide packet signal and sald special guide packet
15 signals; o

extracting master program guide information from
said master guide packet signal, and storing master program guide
information in memory; | ' -
extracting special program gunde information from
20 sald special guide packet signal, and storing special program guide
information in memory; : _
‘providing a user specific conditional access codeword;
processing master program guide information for the
display of special program guide information, including comparing
25 conditional access codewords (PG_CSS) associated with respective
special program guides with said user specific conditional access
codeword, and precluding the display of special guide information
for which the corresponding conditional access codewords '
(PG_CSS) and the user specific conditional access codeword have
30 predetermined dissimilarities.
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* significant bits (MSB) of the N-bit byte are assigned to the first, 30
second and third conditional access classes. A |ogic one ipci$s503538 second
VBB posi W@ASA3®Yh al | other bits 261 9) of a Cl _CSS or PGCSS byt e

. I ndicates that the channel/programo eci al gui de bel ongs to the
first conditional access class. A Ioglc one in the third MSB position
of a C _CSS or PG CSS byte indicates that the 3 5 | / program or
speci al gui de bel ongs to the second CA class, \ A user authorlzed
to view a particular CA class wll be |ssued 95MN33329
PCT/ US95/ 03538 . : ' a CA CSS byte
with logic ones in all of the bit positi ing to the CA

cl asses he is authorized to view in rograhguide. In this type of
system conpari son of the CACSS fth eithgr the C CSS or PG _CSS
type, is perfornmed on a bit [ he conparison results in
a match of any one bit ndi ng channel / program or
speci al gui de may strates exenpl a
circuitry to effeet The CACSS byte fr

smart card 'ERANSMIFI' er 600 and the C
PG _CSS curgent gy be b regi ster 601. A
603 is cou rons of the r
produces a |l ogic one 0O [ [ ositions exhibit a logic
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1 5 (universal access). The output of NOR gate 603 is coUpI ed 'to one
I nput of 3?‘8%@5399&6 606. OR gate 606 devel ops the displ ay/mms951035138spl ay

cont rol Each bit position of the byte in register
601 is ~ conpared with the corresponding bit position of the byte in 20
register 602 in a pl uraI| of “AND 2} s 602. If correspondi ng bit
positions are both | ogi cme the r p{ctlve AND gate will .exhibit a

| ogi ¢ one out put si gnafy EJt put connection of the respective AND gates
are coupl ed to respegtrye= nput connectlon of an OR gate 605. OR gate

605 produces a | ogic orﬂ optput if an yQque of the 2 5 AND gates 602

exhibits a | ogi c[OT Thg Bu ﬁ%q ne$hly of the OR gate 605 is

connected to a Sg terMOaI o] 9] 606. OR gate 606 will
produce a |ogic pne aatpqt, |nd|fat| ng gccess .to display the

pr ogr am channel [ associ pted wijth t he condi ti onal
access byte currk i ytﬁ has 3 0 all zero bits or
any one of the A o @ n out put .

2 3 : n Iurallty of audi o/ vi deo
prograns, and a W al u data related to schedul i ng
.times and descri g ' f Y h&fegpendi ve audi o/ vi deo

% b o
O H [« w §
o : w . Q
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prograns,

conpri si ng:

providing a plurality of

respective

audi o/ vi deWq 9§/33829packet si gnal s corresponding to said plur3dyseSbasss
preparing scheduling data to produce

;audi-o/ vi deo progr ans;

progranming i nformation related to scheduling tinmes and descriptive
creating a

I nformati on of
program gui de by sel ecting dat

mast er

according to a predetermned criterion,

codewor ds ( PGCSS)
i nformation included in the nmaster

codewords may be used by respective r
di spl ay of correspondi ng progranm ng infork
master program gui de pack
formng a nultiplexed sigr
program gui dé

said nmster
si gnal s.

met hod set forth in claim
creating speci al
information accorlgyng to f
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criteria; form ng respective special program gui de packet

signal s W(f"jglfﬁﬂj speci al program gui des; . asso@GVUSIY0IB8pect i ve
condi tional access codewords (CL_CSS) with progranm ng information rel ated

" to at | east one of respective said special program guides, which

condi tional access codewords nmay be used by respective receivers for
permtting or precluding display of said at |east one of respective said
speci al program gui des i ncl udi ng progranm ng i nformation reI at ed
to said special programguides in said master program guide; -and '
mul ti pl exi ng sai d nmaster gui de packet S|4 74, said speci al gui de packet
signal s and sai d audi o/ vi deo packet signals. 3.- The met hod set
forth in claiml wherein; the step of associating a conditional access

codeword (CI_CSS), with at |east some of said programming information

i ncluded in the nmaster e includes soci ating a universal

‘condi tional access rogr ammj f Lon Alcated for
uncondi tional displfay.,in uifde. h hod of
claim11 further incf ﬁ&wﬁgsq{gg{ﬁ&& gener at anl §SAS Oﬁggﬁgw -
condi tional access ; form SonE 3 cess packet
signal including safd ecrrtnc conartronal adcess codewofd; and

mul ti pl exi ng said c¢nd accgss packet sijgnal] with said ster guide
packet signal and sWi audi o/ vidgo (A/V) packet gignals.

603

606 FiG. 6



i25 ! — 5. The nmethod set forth in claim?2 further conpri sing:
detecting said nmultipl exed si | and sel ecting said nmaster program gui de
packet st gnal Jm ' i program gui de packets si*onai®s; .**. %% %
extracting ma 'Hm 'WM ,Ee i nformation frogn® Saj di MMast’er progrants :°°.
gui de packet si‘gnal, rand s g mast e 3pr ogr am yuide *nfdr matto*in ** °°
menory; extracting special program guide information fromsaid
speci al program gui de packet signal, and storing special program guide
dinformati'on in menory; : provi ding a user specific conditional -
access codewor d; 1. A methoddosi copveydngra pplugalaty ofuawdiol/videonat i on

access o ¢ AT b SIS ; . : !
condi 11 onRioEIA 2RB A Blodtall Aflie iRy RcHidRy M A B9 SEHHARIY
progr am glimpss and rdeseriptiverinfpaoptipe @éndhe i tespecCtyec88dix/yédRe d, and

precl udi ”grdﬂ‘irﬁé; SRichipfisiggeci al gui de informati on for which the
cor r espondi fy con’ditioﬁ l, accesgJ szdewo ds éPG. CSS) and thqe eci
g §

user,.sp I C
condi tional access B & #ab £YiePe IFSRECHYE ss U0V °es(§*lvs) pacIcet
6. The neiisad]sedorrespdndingcitai saill plutdlity ofnpoudii/eigdeo programs; detecting

said nmul tipl exed signal. an | ectii. .d | ket
sgnals o0 ! Bchadiy SEMGEIY S8 AT REBHRE RIS 0T O
mast er prinfoamatipni delstadkéo sehpdulingirtimesoandgdaseniptiver infoamatipn o
I nformat i e\%rgg%rmsraxa a“di°’a’ri8%%s§w”*ﬂh§'g a user specific conditional

access co . I Ng nast er, progra uide informatio
for the display creating a master program guide bg ngecgng 3ata from salci1
. programming information according to a predetermined criterion, and

including conditional access codewords (PG_CSS), associated with at- least
some of said programming information included in the master program --
guide, which conditional access codewords may be used by respective
receivers - for permitting or precluding display of corresponding
programming information; _
forming ‘a master program guide packet signal from said

master program guide; and -

| forming a multiplexed signal for transmission or storage, by
multiplexing said master program guide packet signal with said
audio/video (A/@) packet sig'nals.
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of program gui de information, including conmparing conditional access
codewords (Cl _CSS) associated with respective ﬁm ans with
. said user specific conditional access codeword m "ﬂﬂmﬁﬁt he d| spl ay
'of program gui de information of an audhq/ vi deo br dgr am #or's
correspondi ng conditional access codewords (Cl_CSS) and the user speC|f|c
condi tional access codeword have predeterm ned dissimlarities.
7. Apparatus for re2ei VIng methockset £odholviakaim sl ,gfiatthendncliidingg aheast er
pr ogram g& &’%épacket signal having information related to prograns

|

avai | abl € ai d packet audio/video signal, sajidsinformation related to
programs including CECAIRS i Speciddn progiema | Swides sBYy csrlesting) desy jfromajsaid

appar at US A8 information aBB8FHinEOMtodFhahler NgestictiRaCkRidetermined
audi o/ vi d Q 3i g@ﬁll g menory néans; P a transport

processor"lfléﬁ?*r1 | ecting said master program gui de packet signal, and
storing naster progferming despetivenspevial progeameguide qmakanasﬁgmrals)rﬁgmm

gui de packet, signah] | d [y means; . a source of a user:

speci fic MOAdS PES‘rﬂI P&@e‘%ﬂ gg%{gg(CA CSS) . a di spl ay processor

for displaying progrssodjatidg rmtmllel onndgmrtalda@qﬂsayr:pd@wes@s)r((ﬁnﬂ&&m ng

means foryAage g&% Qm%?irfir fip?&‘rﬁéﬁ’ gfeaS%o CQ@'GI&as(thnGS&ef sk}:cﬁfle said
m 1 n

respective pr Fon- and. sai d user .speci f on i ccess
code (CACH®)Cia rmogég@org;udgs,t vhich conditional “hccess codewords may e used

by respective receivers for permitting or precluding display of said at
least one of respective said special program guides ;
| including programming information related to said special
program guides in said master program guide; and
multiplexing said master guide packet signal, said special
. guide packet signals and said audio/video packet signals.-

3. The method set forth in claim 1 wherein; the step of
associating a conditional access codeword (CI_CSS), with at least some of
said'_programming information included in the master program guide
includes associating a universal conditional access codeword with all
programming infermation allocated for unconditional display in a

- program guide. -

4. The method of claim 1 further including:

generating a user specific conditional access codeword;

forming a conditional access packet signal including said user
spemfic conditional access codeword; and

multiplexing said conditional access packet signal with said
master guide packet signal and said audio/video (A/V) packet signals.
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Similarities/dissinilarities between said conditi onac“nﬂ

(C_CSS[err]) and user specific conditional access c gmm””"l

d| spl ayi ng/ not di spl aying t he correspondl ng program gui d hfotnmetien in a -
" program gui de- di spl ay. 8. ol&ie apparatus set forth in claim?7
wherein; said packet audi o/ vi deo. si gnal” Turther includes a plurality of
speci al program gui de packet signals and said master program guide packet

si gnal includes inf&tnmeThenmethed esdttfortpani elaimr @gfwnheuicoenprasikgt si gnal s
I ncl udi ng respectiv I o] t I d
(PG.CSSi), and sai d°§ ?@%ﬁ@ #gcg‘g@o &gc?hsggﬂgfo dqrwggéé&ﬁgssa?gsﬁ%ﬁs?rve to
simlari tpmr@mngdearpatck@s sjambea:n&aaadd cspﬁmla PheBramcgvide

(PG_ CSS[ egf, /g]rDalémd sai d user specific conditional access code (CA_ CSS) for

dISp| ay| ng/ ot dlspla i ng. the correspondi ng spgeci.al ogr am,gui de
AGHHARtiRg TBRSesc BFOBRID ROLARI B ATRRIOP AL Stighal

i ncI udi ngmfasmstpm pamgrgiﬁdgupdekaacskgmalsl gnd storithga mhstenl ptogram speideal
program gwfd E@%Cket Si nealg and wherein said master program gui de packet
signal i ntHOFREHR ot het ROl at ed to speci al program gui de packet signals
i'ncl udi ng respectivexsaeting speotplaprogiage goids tin atzen efronmrozhdd special

oo LRy A oing e oS g =t 10
information in memory, :
providing a user specific conditional access codeword;
processing master program guide information for the display
of special program guide information, including comparing conditional
access codewords (PG_CSS) associated with respective special program
guides with said user specific conditional access codeword, and precluding
the display of special guide information for which the corresponding
conditional access codewords (PG_CSS) and the user specific conditional

access codeword have predetermined dissimilarities.

6. The method set forth in claim 1 further comprising:

detecting said multiplexed signal and selecting said master
program guide packet signal; |

extracting master program guide information from said
master program guide packet signal, and storing master program guide
information in memory;

providing a user specific conditional access codeword;

processing master program guide information for the display
of program guide information, including comparing conditional access
codewords (CI_;CSS) associated with respective audio/video programs
with said user specific conditional access codeword, and precluding the
display of program guide information of an audio/video program foi'_
which the corresponding conditional access codewords (CI_CSS) and the
user specific conditional access codeword have predetermined’
dissimilarities.
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. ‘a transport processor for selecting said master program gui ‘de packet :
signal, and said plurality of special program gui d M“ and '
storl ng master program guide information contained ﬁﬂﬁ m“mm“t ogram

. gw de packet signal, and [said] speciapgprogram gui cNf or Mt i dn Ttont ai ned

i s special program gui de packet signals in said rrermry, a source

of a.user specific conditional access code (CACSS) ; a dj spl ay

processor for displayi n@pp&tﬁéﬁ&rﬁ%uf%@lvmgﬂmaﬁkﬁt ajdie/vdifep| signgl ocessor

i ncl udi ng G nETidih fof REERES f&aﬁaﬁﬁpﬂﬁwewpaelaesls@bnar qawmgmmemmwtlonal
access CcCo

m nmast er Uj de i nfor ron,stor in said nory,
and accedéiaigd séPdPE%%ﬁar%ge% qlfaglgoﬁhlﬁaﬂénﬁ?é%cégglq{ﬁ @&% ¥#8m sai d
sourcel éilﬁﬁof:ﬁiﬁ%ls irétated %0 rrpf ratisee Shdlwding respddtiaz, dmtdnﬂena} exqUess i ve
speci a o n ion (PG CSS[err]) and said user
speci fi c ﬁm ég’s& grat?&g@g?ﬁﬂ 01%” ng/ not displaying the
correspondi ng speC| meapso@oarﬂqactingl sdick rmlckoh audig/yidegr aignpdl de di spl ay.

10. The apparat us s&t éc}“ﬁ aim9 wherein said audio/ video packet
signal further inclu es con |

’onal cces pack i ncl udi ng
i nf or mati on corresp@na‘angpﬁﬁ PEPCLSIOET %Tpé@ qqt@‘&oﬁ?&l& ?q?ﬁéﬁf peegram: guidtor d
(CA_CSS), %ﬂéts U chAPPAI AL $t8ring’ mhdtet u1de informa@iopmicontadned in

processor |d|n sai d_user eci nal ewor d
( CA_CSS) 5raé8p5%3t% Hr8=:§%1|’nd g‘lﬂl‘?%rl?ﬁ%fﬁ? (% q’i’@‘ﬁjdgds? ?13%5 ’a]ie%ﬁghal access
packet signal; and a source of a Bsaardspecafispmndlponabasocsssebéezt(Cl’s_aCBS); ,

condi tional access gagtﬁggi gp@esgs Bagaly rﬁqg?ingj\ﬁr%%giaﬁa%%e Sirﬁa aﬁ%ﬁ,

provi des conditiona orna i'on co I n°sal d°condit
access pas#idt dispjayl processpd inelidingamieansodes safcessing said conditional

access codes (CI.CSS;)of respective program information and said user
specific conditional access code (CA_CSS), and responsive to
similarities/dissimilarities between said conditional access codes (CI_ CSSI)
and user specific conditional access code (CA_CSS), displaying/not

~ displaying the correspondmo program guide information in a program
guide display.

8. The apparatus set forth in claim 7 wherein; said packet .
andio/video signal further includes a plurality of special program guide
packet signals and said master program guide packet signal includes
information related- to special program guide packet signals including
respective special program guide conditional access codes (PG_CSS;), and
said display processor further comprises means responsive to
similarities/dissimilarities between said conditional access codes
(PG CSSj) and said user specific conditional access code (CA_ CSS), for
displaying/not displaying the corresponding special program guide.
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28 7. 11. A method of processing an audi o/W‘dEo—packET—srgnal—

~ ihcluding a master program gui de packet signal and CI al
‘program gui de’ packet signals and said naster progra}iﬂ l g 'ﬂl a nal
4 ncludes information related to speci ab ~progr am gui

i ncludi ng respective special program guide conditional access codes

" (PG_ CSS[err]), said nethod conprising the follow ng steps:
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and storing master program guide information contained in said master
program guide packet signal, and [said] special program guide information |
contained is special program guide packet signals in said memory;
a source of -a user spec1f1c conditional access code (CA_CSS);
a display processor for d1sp1ay1n0 program guide information,
said d1sp1ay processor including means for accessing respective special
program guide conditional access codes from master program guide
information stored in said memory, and accessing said user specific
conditional access code (CA_CSS) from said source, and resporisive to
similarities/dissimilarities between respective special program guide
conditional access codes (PG_CSSj) and said user specific conditional access
code (CA_CSS) displaying/not displaying the corresponding special
program guide information in a program guide display.

10. The apparatus set forth in claim 9 wherein said
audio/video packet signal further includes a conditional access packet
_S1gna1 including information correspondmg to said user specific
conditional access codeword (CA_CSS), and said apparatus further
includes: ,

a smart card processor for providing said user specific
chndit'ional access codeword (CA_CSS) responsive to said- information
included in said conditional access packet signal; and

' said transport processor selects said conditional access packet
_signal from said audio/video packet signal and provides conditional
"access information contained in said conditional access packet signal to
said smart card processor. | |
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11. A method of processing an audio/video packet signal
including a master program guide packet signal and.a plurality of special-
program guide packet signals and said master ,program guide packet _
-signal includes information related to special program guide packet
signals including respective special program guide conditional access-
codes (PG_CSS;), said method comprising the following steps: |

' detecting said packet audio/video signal and selecting said
master program guide packet s_ignal -and said special program guide
‘packet signals; | "

extracting master program guide information from said
master program guide packet signal, and storing master program guide
information in memory,

extracting special program guide information from said sPemal
program guide packet signal, and storing special program guide
information in memory;

providing a user specific conditional access codeword;

_ processing master program guide information for the display
of special program guide information, including comparing conditional
access codewords (PG_CSS) associated with respective special program
guides with said user specific conditional access codeword, and precluding
the display of special guide information for which the corresponding
conditional access codewords (PG_CSS) and the user specific conditional
access codewords have predetermined dissimilarities.
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