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¥+, -.e3ePDDEdJKNP6PTP;\! 1 0 J~h~ n004 ELECTRONI C MONEY SYSTEM AND
ELECTRONI C MONEY TERM NAL r BACKGROUND OF THE INVENTION I. Field of the
I nvention The present invention relates to el ectroni.c noney sysL%n§|QngHﬁo
~electronic noney termnals, and the present invention can be appli H _
for exanple, electronic noney systens using contactless IC cards. Wen it
is inpossible to conplete communication to a nanagenent center within a
predet erm ned period of tine, the cammuni cation is term nated :
i ndi stingui shably froma case in which the communication to the managenent
center is conpleted. Alternatively, by smﬁtching an operation node,

upl oadi ng -a oadln are erforned usin redet erm ned portable
t er mi nal r@‘gEgﬁ'\gﬂéMEeM@ M &30 SHEG N h MONEY TERMINALCul t to

obtain data reqU|red for proceSS|ng t hrough a communi cation |ine,
processing i's performed based on data possessed up until that tine.

Ther ef o, | 0 t he managenent center has a
nalfuncplonwgﬁ% Ogn§¥@bﬁ§ﬁ@%ﬁ§£#?orn1appropriate processing in spite of
t he nalfunc%gpg Scr. tlon of the Related Art Hitherto, electronic
money syste 9185 & @nlﬂfﬁﬁnatlon termnals held by users are

ayall able fotyusgeheaQTEn L EESon! Dbl AL L RYSHEM el onl o roney

is 1~ J~Jad 2 ecor on an C car

| or M@ ok bRl A1GatheR AL BT LT Uhe Shedtuani o money,

the record on the I1C ca is up ate a term nd

subt r actbognthenPauie Bl appulad KA e GhEHIHIA o Forit e \C card.

y conmmuni'cat es the payment Sdrd to a

) nanagenegtt&ﬁﬁtebmngrcbh@a%&Qb%stQt”b%%bsreC@ﬁQ§1EH?:E@M. %FQ %1he 1C card
and then communi cates the paynent to the managenent center. The paynent IS

set t | edtby cthe leesagenmohicamtionh +G0RC MxRMa}@ R tC ¥ 45 6d thi ot hese
el ectroni c noney systens, contact |C cards configured to be accessed by

el ect r i pgkdesrmmditiednptiriodgb fa tdawet, acheandmiatiacidiess ilsC cards confi gured
to be accessed contactlessly such as by
termlnated indistinguishably from a case in which the
commuplcatlon to_the management center is completed.
Alternatively, by switching an operation mode, uploading and
downloading are performed using a predetermined portablé
terminal unit in place of a communication line. When it is
difficult to obtain data requirad for processing through a
commﬁnication line, processing is perfdrmed based on data
possessed up until that time. Therefofe, when a line
_connéctedrto the management centeé has a malfunction, it 1is
possible to perform appropriate pr003551ng in spite of the
malfunctlon
2. Description of the Related Art
- Hitherto, elecfronic money systems using portable

information terminals held by users are available for use in

- Some areas. In this type of system, electronic money is




? antenna coupling are available for use. Anong these |IC cards, when a

-~

contactless I C card using antenna coupling i's held near a reader/witer,
which is a dedicated access unit, a radio-frequency signal transvptgﬁgzgmg
the reader/witer is induced in the antenna of the IC card, and d
is activated by power generated by the radio-frequency S|gnal I n response
to conmands input through the radio-frequency signal fromthe
reader/witer, the IC card transmts gata stored in a nmenory thereof to the
reader/witer. Using data output fromthe reader/witer, the content of the

menopry is updat ed. 1 ~ JiJN 2004 - 3 Contactless IC cards provide
hi gher reliahjlit conpared with contact | C cards since the fornmer are
cont act | @5‘? éI‘?‘r‘i1 8y dfri EGhey ' Efstidivg, 2 PGS MBWRAHGP record, for

exarrple deb C,cards in a h ddlsk ive or the |ike and may
store th& 'Tt‘?@ X‘f"@#ﬁ%| st%et etlrﬁ? L ded data to

EZEJEP%%%F%%”L%%ﬁ%ﬁét%%g cah Cr‘?d’d;es A g S
mal f unctj ggor%pectlhﬁll C%hh Ta"(}h trh q:ﬁafyﬁe%q: eXtO{"lre?er r%:r nﬁg}eperl od of tine A_

to upl oad ta due to e hi may be

di ffi culdy {250 ?@IYE %g;%?ll%ctfco% Lyt h%ﬂéa%a%]ese &%ﬁ a%Tr I'n such

cases, when a sal esc or s up oadi ng o ter business

hour s a'@lq.r.\@.%‘ttl% fc%;nmuhac%%ml ec&fe%a%eme H&P't‘%d'ﬂﬂ DElPNg going hone,  the

sal esclerk may "'not be able to hone. At store that
management center, or the store terminal records the. payment

by the IC card and then communicates the payment to the
management center. The payment is settled by the management
center.

Cotcerning IC cards used in these electronic'money
systems, contact'IC cards configurad to be accessed by
electrical connection through a contact and contactléss IC
cards configured to be accesseéd contéctléssly such as by
antenna coupling are available for use.

Among these IC cards; when a contactless IC card using
antenna'coupling is held near a reader/writer, which is a
dedicated access unit, a tadio-frequency signal transmitted
from the reader/writer is induced in the antenna of the IC
card, and the IC card is activated by power generated by the
radio-frequency signal. In‘response to commands input |
through the radio-freguency signal from the reader/writer,
the IC card transmits data stored in a memory thereof to the
reader/writer. Using data output from the reader/writer;

the content of the memory is updated.
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el ectronic nbney 1Tn a

is open 24 hours a day, processing of paynents by electronic noney tends to
fall behind in a store term nal dedicated to performng uploading.. In this
type of system various data are encrypted and then transmtted/received.
In view of preventing key data | eakage, a terminal may delete th§ dtiNr 2805 .
key data when power is turned off. In such a case, the terminal accesses

1 6 Jt~~f 20D4 - 4 the managenent center when power is turned on and

obt ai ns new key data. Wen the systems s configured in this manner; and
when a line has a mal function as descri bed above, it becones difficult to
obtain key data or it requires a long period of tinme to obtain key data. In

t his way, th& s%ore termnal has difficulty in executing processing
concer ni ng el88 ?8ﬁ985ﬁoﬁgy9a§@ﬁwﬁ§?véﬁeTﬁEQPQWENFWéQbAgéGﬁHingly, it is an

obj ect of the present inventi to provide an el ectroni c noney system and
an el ectcrog\li)lage%;ﬁ’éfyht &ORGRGT ?@r Cﬁéﬁsolsrﬁnr?da Y FFmaTe F%cessi ng when a
l'ine COQ?%&%%%fg%Sa managenent center has a mal function. According to an
aspect O € present invention, an electronic noney systemis provided
i ncl udi ng an+el LG er.nl for, updating_the_gmount of

s gig&%gog%??@%ﬁg&eFg%?%gﬁrcadé@?fg F%EPlgF 88¥a val ue of the
el ectroigeJmNeq trQni qﬁﬂp ] [ des a recorder for
recor di nge t he 'ugs é:t %%Sﬂgg%t'hgﬁgﬁlgc ro#%:‘fernge ey.c 'f%gr'l el ect raorﬁ&%:r ney system

further gingd W8S 2 orza%geq_ﬁhﬁ% e%%glt itrr%n_tsocd’i@-céhea’h&h%d.at eﬂ._reecsq{d)c#%or t he

updati ng of the anount of C i C nobney IS conmmuni cate rough a -

conmmuni cating unit for batch comunicating a
' management center through public lines such as teléphone

communi eRirahal Rty Batcdl ealiniit ERedIidRladiy thereddic! udes a

lines.
In the case of uploading such data concerning payments,
a line may have a'malfunctiOn.
Specifically, it may réquire an extremely long pericd
.of time to upload data due to the high line traffic.
Furthermore, it may Ee_difficult to establish a connection
to the mahagement center. In such cases, when a salesclerk
performs uploading of these data after business hours and
waits for the completion of the uploading before going home,
the salesclerk may not be able to go home. At a étore that
is open'24 hours a day, p:oceséing of paymenfsAby electronic
money tends to fall behind in a store terﬁinal dedicated-to
performing uploading.
" In this type of system, wvarious data aie encrypted and
then transmitted/received. In view of preventing key data
leakage, a terminal may delete the stored key data when

power is turned off. In such a case, the terminal accesses



3.1 ~~~l~d 2D4 - 5 plurality'of update records recorded .in the recorder

i

to the managenent section and a termnating unit for termnating the
comuni cation to the managenent section indistinguishably froma case in

" which the communication to the nmanagenent section is conpleted\wgrmﬁ*qmm
i n the

predet erm ned peri od when the comruni cation is not conpleted.wthi
predeterm ned period. According to another aspect of the present inventi.on,
an el ectronic noney transaction procegsiing method is provided including a
recording step of recording the updating of the anount of el ectronic noney
in arecording unit of an electronic noney termnal. In a conmunicating
step, a plurality of update records recorded in the recording unit is batch
comuni d&Ce ARG IgMeataGoRLSr G @PWeR dugtwrnsshmmiaset idhtdine. |In a

“termnating step, the comrunication to the nanagenent section is term nated

i ndi sti R§H £FAbIARFRrom a case in which the conmunication is conpleted
within a predeterm ned period when the communi cation to the nanagenent

section is nBReRoFPPeBEALAMt ASnCPRELGHERS: éPnithdd Pernsd. PAG: Waen
comuni cati.n tep, a predeterm ned screen djsplay may be provided. In the
t er mi naf dngt 216‘)'5 \ﬁh@ﬁ?qfﬁﬁé‘%ﬁ?urﬁscﬁﬁs&?%%q r%%é‘radéhé?ﬁcqé’&%i on i s not
conpl et f@irﬂr1 redet t he sane screen di splay may be

h i i Q
provi ded & 1A Pg\?l%&&}ni E{r@g Lb%gcé'ip i%:?! \% PIHE®S & I@nfuRerios o

conmmuni jon i | et ed wi.thin.th redeterm,ned .peri qd. \Wen the
communi %g' |eo%0i ?b%%ﬁmc%r?‘g’l &EEE i tfrﬂ %h? e WHedettst rﬁ’ﬁoerc? i ,aqt he update

records Y 40€ 2d b _ f. SECLI cessing the

ol ect oty e IR IR L e e SRS i gl
inventi gynedn €l ectronic noney terminal is provided including an updating
unit for updating the anount of electronic noney recorded in a portable

el ectroni c device. A conmunicating . unit comuni cates the updating of the
anount of the electronic noney to a nanagenent section through a

comuni caMveryl oFe THA IWVESHITAg unit sw tches between the communi cati on of
t he updating of the amobunt of the electronic noney through the '
communi cat i oActbnéiagllyt hetr egoadi bpijettt be wpdapiragedh theealkeshr onic
noney in a portable electronic noney term nal. According to another aspect
of the peepantiideyent ieder)tawndloe oton@y Gymingy det Mmalldctrondd ded '
i ncluding an updating unit for updating the anmount of el ectronic noney

r ecor de@ongya tgamiaklle foire erdvinmiday iaperod it rimatd ssg ngnivhieco@mruni cat es.
t he updating of the anount of the electronic noney to a nmanagenent section
t hr ough 1dn€oFRIREEEECOF O iBn@angyesisndi wiemg afhitasolnt aiadSundivieoamgh t he
communi cation |line, at |least the data required for el ectronic noney
processi ng. 2ACSHFELRENnGOuARt asRpEEne§ the present invention, an

'electronic monéy system is provided including an electronic
-money terminal for updating the amount of electronic money
in a portable electronic device that stores-a value of the
electronic money. The electronic money terminal includes a
recorder for recording the updating of the electronic honey.,
The electronic money system further includes a management
section to which an update record for the updating of the
aﬁount of the electronic money is communicéted through a
communicatioq line. The electrohic money terminal further

- incliudes a communicating unit for batch communicating a




16 JUN 20D4' bet ween the obtaining of the data through-the communication
line and the obtaining of the data required for el ectronic noney processing
. using a portable electronic noney ternminal. The data required for; JUN 2004
el ectroni c noney processing may include data on invalid portable electronic
devices. The data required for electronic noney processing may include key

data required to comuni cate the updating of the electronic noney to the
“managenent section. According to anatlhger. aspect of the present invention,
an el ectroni c noney transaction processing nethod is provided including a
determ ning step of conparing .a paynent anount wth the anount of credited
el ectroni.c_mgney and determ ni ng whether the anount of the credited.

el ect romlen%?&%é%r i Apdats SRCATEHAPINEGhyHeftheakrFRTAGH o rehr

provi ding ste en it is defermined in the determ ning step that the

Py et AR SRR 490 Ak (AP HRARARS A P05 BV S8 | ovi ng
‘execut i and cancel l.ation of .the paynent transaction using the electronic
noney. %@oﬁﬂ%%%&l’o Jg’ﬁe&apq%get“f?é‘%rsees%ﬁﬁoq nvention, an el ectronic
noney tr; t.i RLOCEesSI met hod. is, pravided .including, a. determ ning
step of lglcr?%n%gcrﬁn%l% hﬁ%@%rﬁ]&gﬁnﬁrﬁaﬁﬁt t"ﬁ’elcg}mrdh? Co‘?’“’%‘f‘%d?ft‘%borél%%t roni c
noney a d r . ehq rt, t. of the credited. el ectronic noney
is suffﬁ%llee%{a@}a?eg{fy \hge% pe;q/)rlrler?t%eac%];ﬁ#%tﬁén Waﬂgjejtrfiangp%%%%i}e%e tis

det er m ped.sigh tAQI8LELr 1 HAR dhals e cor%o]gét]é‘éﬁ?' A00¢ El’? payment
anmount éxceeds the credited anobunt, an anount 1 e paldlu5|ng, fe

el ect rorﬁr@dg{%ﬂlﬁds%telii%dqccordance w th paynment terns. In an updating
( step, the anmount to be paid using the electronic noney, which has been set

in the settiAgcok@Rng oSHAbEABLEdsheem biFe thkedtad ramilen e payment
terms include terns allow ng the giving of change in preset currency units.
The anpuini eliedieopaicd nidsiayd trke selaGtdo i daeh daYe tieodbiai ned by |
-roundi ng down the anmount of the electronic noney to a preset currency unit:
The paympemtviidedrs ndynding udedemiim] W e B fEadedatqifiesd i nput unit to
i nput the amount. to be paid using the electronic noney. According to

anot her vgsigddmoofoft Hdreprgmantt iafvexlidcwimonic money in a recording

unit of an electronic money- terminal. In a communicating
step, a.plurality of‘updafe records recorded in the
recording unit is batch communicated to & management sectiocon
'through a communication lihe.. In a terminating step, the
communication to the management section is terminated
indistinguishably from a-case in which the commuhication is
completed-within a predetermined period when the
communication to the management section is not.completed
within the predetermined period.

Iﬁ the communicating step, a predetermined screen
display may be provided. In the terminating step, when the
~communication to the management section is not completed
within the predetermined period, the same screen display may

be provided as that provided in a case in which the



$ an electronic noney transaction processing nethod is provided including a
first instructing step of instructing a portable el ectronic device that
stores a value of electronic noney to update the anmpbunt of the ehﬁftéﬁpbﬁm
money.. I n a comunicating step, in response to communication fro _H _
portabl e el ectronic device that the updating is conpleted, the updating of
the electronic noney is communi cated to a nmanagenent section for nmanagi ng-
t he updating of the electronic noney. cln a second instructing step,
subsequent to the first instructing step, the updating of the electronic
noney may be instructed when the conpletion of the updating is not T1G
JU~~ 200 _ g __ communicated fromthe portable electronic device. According
t o anot RePMHBREetign fiFe cpmpdened midiinorthe paedstesmioeid peoried.
transaction processing method is provided including an updating step of
updati ng t heW ﬁ%uﬁ?eOFOQNEE%¢6H%€nnﬁﬁe9°§t@P@Elﬁﬁeg péithabl ghel ectronic
device that, stores a valuye of the electronic noney. In-a conmunicating
step, t RECOPAEEMAGed: PERd O8I e thPOMPESHSH &P GOF dgo Miavhibeatwd oggled Rnagenment
section, In_a canceling s%ep, Lhe updating of the amount of 'the electronic
money aftt®t RECEERTGRI"C 3PFEAO8r PYh8 ThesiNy (o eHecdretcomaReibney to t he
managengnt seéﬁion are cancel ed by a predeterm ned operation. The canceling

of the prggég ng by the predeterm ned operation nay be accepted until the

‘tabl & el j g I t.ed date th ,of th
Brect roni o reveyratndkanfab Pnet orbbRkE o0 stB! RuSsphEn e RPBhLDBr m ned
tig t it hibnsth A f, the ti t which th
port abl SncPeEeRoRrat BOREY Faihbll 4 B BERh, ot R O he”

@l ect 1 00pAaRRAgY uhd ! BE-! LBl NiE] LR WA Rl Le iRdal | NG TS

comuni cated fromthe portable ellectronic device. e e conpletion of

the updatcbBgded ¢aMEUBbeaRBAe bhBCHRARALINGidNe @l eohhliGaFaRgy can be
communi cated -to the managenent section. Subsequent to the cancell"ati on of

maki ng anpay@eniuuscAgekhenel aghneing FEneve bhRuRaY#ENknean be nade by
" cash According to anot her aspect of the present invention, 1 G ~U?d 204
- lo electronic money to a management section. through a
communication line. A switching unit switches between the
'communication of the updating of the amount of the
electronic money through the communicatidn line and the
recording of the updatihg of the electronic money in a
portable electronic money:terminal.
f_? - According to another aspect of the prééent invention,
an electronic money terminal is provided‘including an
updating unit for vpdating the amount of.eledtronic money
recorded in a portable electronic‘device. A communicating
unit communicates the updating of the amount of the
- electronic money to a ﬁanagement section through a
.communication line. An cbtaining unit obtains; through the

communication line, at least the data required for

electronic money processing. A switching unit switches



$an el ectronic noney transacti on processing nethod is provided including an -
updating step of subtracting part of a paynent anmount. from a portable ~
el ectronic device that stores a value of electronic nmoney and up aﬁiﬂm tAeh
anount of the electronic noney stored in the portable el ectronic device. In

~a communi cating step, the partially-paid anount is conmmunicated to an
external unity Alternatively, the anount partially paid using the

~electronic noney is subtracted from.tRe _paynent  anmount; and the outstanding
anount is conmunicated to the external unit. The paynent anount may be
obtained fromthe external unit. The external unit may include a cash
accountinqaﬁachine. [ n Lhengpdating step, the full amount of the electronic

money  sPETEEEh thge OPGATREING Qfe o Mat TG e GRREINT IS aiEen he
Arount GrTen &R0 B0 G R, S e G0 AT (1 &L Ay be
sbcti on R0 HRE S e TS B PASIARIE GHLEGHGHIG Mo oS BIA « o
perod. the LhoaRkao bl Bt Rae R 8RBl bR o e B ey
sect; on PR O 35339 4 Botbabhe M SRS Arrtieset e mimod

peri od. AIte@ﬁ@th¥€5yre8¥i§@htfBEnglathPﬁﬁéthgﬂegpggécgsgﬁggehg%nined
portable termnal unit 1's used Instead of a communi cation [ife
include key data required to communicate the updating of the
electronic money to the management section.

According to another aspect of the present invention,’
an electronic money transaction processing method is‘
provided including a determining step of compéring a payment
amount with the ambunt of credited electrbnic money and
determining whether the amount of the credited electronic
money 1s sufficient to pay the payment amount. 1In a‘menﬁ
providing step, when it is determined in the determining
step that the payment amount exceeds the credited amoﬁnt, a

=(f- menu is provided allowing execution and-cancellation of the
payment transaction using the electronic money.

According to another aspecf of the present invention,
an electrdnic'money transaction processing method ié |
provided including a.détermining step of comparing a payment
amount with the amount of credited electronic money and
determining whether the amount of the credited electrﬁnic
money 1is sufficient to pay the payment amoﬁnt. In a setting

step, when it is determined in the determining step that the



? upl oad and downl oad data. When it is difficult to obtain data required for
processi ng through a conmunication line, processing is perforned based on -
dat a possessed up until that time.- Therefore) when a line connF%tggwtgH%he
managenent section has a mal function, it is possible to perform dppropridte
processing in spite of the malfunction. BRI EF DESCRI PTI ON OF THE DRAW NGS
Fig. 1 is a block diagramof an el ectronic noney system-according to an
enbodi nent of the present invention,. gig. 2 is a perspective view of a
store termnal in the electronic noney systemshown in Fig. 1; Fig. 3 is a-
bl ock diagramof the store termnal in the electronic noney system shown in

Fig. 1; Figs. 4A and 4B are plan views of display screens of the store
term nalpagﬁ‘@%ﬁ PROBRG. egceeds. the T2 ta M BAOUItho @ @meuitodes < or

performng a transaction using the store term hal shown in Fig. 3; Fig. 6
is a fIQﬁgﬁaPﬁl§ﬁo%§ﬁge&?&@é?gﬁﬁgmQFgﬁé1§h5%¥&uk%ﬂ@Qﬁ9qﬁﬁ?qq FAcart shown

in Fig. 5. Fig. . 7.is a flowhart. show ng processi ng steps subsequent to the
f I owchaPEYEREN tRATEg. 18 an u?d§i399¥§%f§b4t-elfm g t® B¢ Patidve chart

for oo ey 9ndab3B1EBRN4 BRSO I IR 2 Bl Ty, Sy 1 Fi o 3 and
'setting step, is subtracted from the credited amount.
The payment terms include terms allowing the giving of
" change in preset currency units. The amount to be paid
using the electronic money may be obtained by‘rounding down
the amounf of the electronic money to a preset currency unit.

The payment terms may include terms allowing a
bredetermined input unit to input thé amount to be paid
using the electronic money.

According to another aspéct_of the preéent invention,‘
an electronic money transaction processing meth¢d is
provided including a first instructing step of instructing a
portablé electronic device that stores a value of electronic
money to update the amount of the electronic money. In a
communicating step, in response to communication from the
portable electronic device that the updating is completed,
the updating of the electronic money 1is cbmmunicated to a
management section for managing the updating of the
electronic money.

In a second instructing step, subsequent to the first
instructing step, the updating of the electronic money may

be instrugted when the completion of the updating is not



i Fi.gs. 9A and 9B are plan views of display screens of the store term nal
shown in Fig. 3 when there are insufficient funds available to conplete a
paynent; Fig. 10 is a flowhart show ng a process for perforning1a§ 8 !
transaction using the store termnal shown in Fig. 3 int cooperat o’#"‘%viztﬂﬂ‘
a point-of-sales (POS) register; Fig. 11 is a flowhart show.ng processing
st eps subsequent to the flowchart shown in Fig. 10; Fig. 12 is a flowhart.
showi ng processing steps subsequent t@ the flowhart shown in Fig. 11; Fig.
13 is a flowhart showi ng a process for totaling up paynents using the
store termnal shown in Fig. 3; Fig. 14 is a flowhart show ng processing

st eps subsequent .to the flomcharg_shomn in Fig. 13; Fig.-15is a plan view
of a di Wﬂ&w NG R R e 5o rdaHgEe he total i ng- up

processing; Fig. 16 is_a plan _view of a display screen of the store -
termnal 3 ngEBFéilﬂa FﬂegBBItBEEi AGPEF LIt tPE §resenits LavenGieRart showi n

Shown 1 aoreg R ORE Rl B SRR RTINS G S eps Subsequent
bl ock dFSAace) “Eha Bt A PIRHEY S amt At MRS IR e FAGRT ch @
PREFERRED ENBEDLET S TR o Sumet (1 cn R A He OGPt G 1m t he.
fol | ow rgadeshidls @nvah the Prgferd1edsmadi RS, Wt reference to the
acconpanyi ng draw ngs. {lﬁ glertg’lei configuration 3? eléctroni c noney system

Fig. 1 icompllioeh idi@grhap, oft vl ) RAUTNIE TRREY 12N ¢ money is -

communicated to a management section. In a canceling étep, |

the updating of the amount of the electronic money.andrthe

communication of the updating of the electronic money to the

management section are canceled by a predetermined operation.
‘The canceling of the processing by the predetermined

operation may be accepted until the portable electronic

device is instructed to uﬁdate the amcunt of the electronic

money. The canceling of the processiné by the predetermined

Qperation may not be accepted within the‘period,érom the

time at which the portable electronic device is instructed

to update the amount of the électronic money to the time at

which thercompletion of the .updating is communicated from

the portéble electronic device.r When-the;completibn of the

updating is communicated, the updating of the eiectronid

mohey caﬁ be communicated to the managemént Section;

Subéequent to the cancellation of méking a. payment

using the electronic money, the payment can be made by cash.

According to another aspect of the present invention,



faccording to an enbodi nent of the present. invention. An el ectronic noney
system 1 uses contactless |IC cards 2A to 2X The el ectronic noney system 1
uses a closed | oop systemin which a managenment center 3 perfornﬁ o ans
centralized control of the use,of the IC cards 2A to 2X held by geégﬂ ﬁW&
el ectronic noney system11 is fornmed by connecting a managenent server 5°
provi ded at the nanagenent center 3 to various servers and to termnals
through networks NT1 and NT2 forned.ofyl eased |ines and public l'ines, a
router 4, and the l'ike. In the electronic noney system1l, data

comuni cation anong the termnals, the servers, and the |like is perforned
usi ng encryption which appropriately uses a system key shared anong units
-mﬁthintqﬂ34i§ﬁ§§QﬂﬁQ:mﬁﬂﬁ§/Eﬁ%ﬂ%ﬁﬁ#%on progessing mgigod I4  nut ual

aut henticatio eys used to verify nutual authentication anong units, a

verifi caionesy NEFHRT AR iUrRﬁ%thf?% MHEeR OB SEOERAAt ER@reett a9 2 he

i ke. A description of the encryption processing is omtted hereinafter in
order t &SN (P iHEYE AR YRR LR r RY ECanEh heS E@F9F nal s,

a W ndow of a

or cdet orin e o e SR, et nd TR “thd et s aei ng

pr ocessi | C C : Qo 2X. Specifically, the issuing. termnal 6
is al vvayésl%&ﬂch&ndeleccgln%r?éeg %ﬁ;%&}% hé' ?r%élneagpeo Fi %n%/]e?c’%r%}‘f n%e‘tgjh%?ness hour s
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accordance with a exclrange e mana cen 3°In doi ng so,

the | sSWdGhBIdEIM & TS M8 rfh ITRIPIY.. S%@afﬂh{ﬂ?ejk'g C%E‘% Sl € 1S
{required for processing el ectronic noney, and records Yy dat a. .
partially paid using the electronic money is subtracted from

the payment amount, and the outstanding amount is

communicated to the external unit.

Tﬁe payment amounit may be obtained from the external
unit. |

The external unit may include a.cash accounting machine.

In the updating step, the full amount of the electronic
money stored in the portable electronic device may be used |
to pay the amount to be paid using the electronic money.

' In the updating step, the amount of the electronic
money in the portable electronic device may be updated, and
'update information may be communicated to a-management |
section.

According to the present invention, when it is
impossible to complete comMunication to a management éection
within a predeteﬁmined period, the communication to the
‘management section is terminated indistinguishably from a

case in which the communication to the management section is



i Waen power is turned off at the end of w ndow transactions or the |ike; the
issuing termnal 6 deletes data which can be utilized for illegally issuing
the 1 C card 2A, the data including key data used to exchange daf § i {mg
managenent center 3 and key data used to exchange data with the IC card A

fromthe record in an internal recorder. This prevents illegal |eakage of -
t hese data and ensures the security of the system Wen power is turned on
at the beginning of window r 15 ~igrd_2004 - 15 transactions or the
| i ke, the issuing termnal 6 reserves a line to the nmanagenent center 3 and
downl oads the data, which are del eted when power is turned off, fromthe
managenent center 3. The issuing termnal 6 perforns IC card issuing
processFﬁﬁ‘Pflﬁrtetdhé’lGél}nuéth‘i’g FeimicefePaziad . AXrtatindtmigalatminal 7 is
provi ded at a f| nancial 4 institution or the |ike and perforns processing
to charg’ Y i teERRG dBPGHTAT te&adshi @ t%ﬁ@élef‘fémlmﬂblt%e crediting
termnal_ 7 i.S f su stantg%%Ly t he sane shape as an automatic cash

di spensé&f T BrEF &naﬂtqar‘i’stqft F i MBI 3GRE Y e imphexr edi ti ng
hocor datiBas %S&Ztceﬁ&%@é% ¢ W, b S B o aspem o5 10
el ebtr o tct%n%% 1339 B ?nré)'ef%é%ggv‘@iﬁfaﬁlq eaﬁﬁ%d;#‘%ﬁ Ll rﬁ'%écéﬁﬁ? he
crediting obdhg 'J_;c@e%oq.—n{g%\sse%t%e& o Heblraiet SROEa® O oY of T

crediti ng ter m n the rranagerrent cernt turned off

at the emndof. andDWh%&@%% ti or, t t redi.ting termnal 7
{ del etes data vJ\7h| ch may be %ftél ‘| ?@%&l forlqsﬁ ega e#]cﬁesdl:r}:g) tttﬁle | C card 2A) the

dat a i nglandigthek@y sdata ons oGl @ %?sqff%@l%l%ﬁal‘% 5*1 i nefwork 8 and

key data used to exchange data with the IC card ZB a V\:hl ch prevents
the il egaifouse a@bropriate proced@A4yg ilnS spite of the malfunction.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of an electronic money system
according to an embodiment of the present invention;

Fig. 2 is a perspective view of_a store terminal in the
electronic money system shown.in Fig. 1; |

Fig. 3 is a block diagram of the store terminal in the
-electronic money?sfstem shown in Fig. 1;

Figs. 4A and 4B are plan views of display screens of
the store terminal shown in Fig. 3;

Fig..s is a flowchart shdwing a process for performing
a transaction using the stéré terﬁinal shown in Fig. 3;

Fig. 6 is a flowchart shoﬁing processing steps
subsequent to the flowchart shown in Fig. 5;:
| Fig. 7 is a flowchart shdwing processing steps

subsequent to the flowchart shown in Fig. 6;



1 G cards, such as an invalidity |ist described below, fromthe record in an
internal. recorder. This prevents illegal |eakage of. these data Egd

. ensures the security of the system Wen power is turned on at th JUN 2004
begi nni ng of w ndow transactions or the like, the crediting termnal 7
reserves a line to the managenent center 3 and downl oads the data, Wich
are del eted when power is turned off, fromthe managenent center 3. The
crediting terminal 7 performs creditipg processing for the day using the
downl oaded data. When downl oading the data, the crediting termnal 7
obtains an invalidity list, which is a list of I1C cards which are
prohi bited from being used. The crediting termnal 7 perforns the crediting

processi ng f%r"gt‘hé c}gyai rigec Ghgatcdon e srd biimgaldadia yexdhangamen the | C

card 28 .cqncerni the crediting is.included in the invalidity list, the

crediting Tar r%% f%&?“r’céﬁ%‘ﬁ%lcr%lﬂ"ﬂ gt grietessi A a0 torgardcates this

to.the nanag%gggt % nt_er. gB A store termnal 9 is provided at each store to
C n

which the elé ABfey Bs fSFe LAY Y18YSI 0dd U@ ietos5TeeR sp@frent s usi ng
el ectron 4 .esponse _to qperati a salesclerk or the like, the
store terh%ﬁ na: % gjtﬁr}rrl'é%aagces %% Jtrﬁgilgc ?;r %%% &% eader/witer 9A
and subtsr, 3¢ t .fromthe electronic noney on the IC card
2C. In addi t]?(g‘n, %tnﬂg S gse%t%%%ar?ae gor SRS & &%ﬁ?ﬁ?ﬁﬂé’hsi ng the |

el ectronic nprgy - he | a Y. 1.6 Ui~ n0Q4 - 17 . communi cates
t he payment re?orgﬂt%Etﬁeg%%%gggﬁgn?ﬂggﬁggra3p§gc§s€r%8§iQ?ﬁFﬁQW%ﬁghe. The

payment of eeeifbadtaldies o thileiide AldaN 0% Bt N, 165 £argl goncerni ng

{the electronic noney, the paynent anount, the paynent dat’&, and-the Iike:
Payent doegeirds idhe walkhaRo @b inH-¢ 2 HalabasANd qf g geor ded at the store
termnal 9. Wen updating the anpbunt of electronic noney in this nmanner,
the store teFmgnall9isehefsowehhbe kRYALhE brokkskingsdedply t he managenent
center 3. If the IC card 2C concerning the paynent iS incPuded in the
i nval i distapsleigientt e sher & livectianal showanasl Filghe @aynment processi ng.
Furthernore; the store terminal 9 records a series of these processes and
comuni cat esFige iReismaaféownhacéntbowidngt beseepsaagssespisn addition to
the record of paynent using el ectronic noney. Automatic vendi ng machi nes’
11D to PERSgENgNHoftol dedfiloshaasi sbdwpy 1ms @visy.i h.laccor dance with user
operations: The automatic vending machines 11D to 11X gain access to the
respective |E8ardd P #of2XWokaRY FBeWéRYi RepPracesnaforeaderlingters in
accordance with user Qgerations'and subtract the respective anounts
purchased BFRELGsEFL0E, dhet FEO8re tEFBARE NGOy oA Hdd.C3gards 2D to 2X.
FurthernDre,FRhe ggtonatig vending machines 11D to 11X record the use of

el ectroni c nbney by the?rbSPECRAFE FROFLRESPIPLEESIRIaRESESMuUNI cat es t hese
records _ omat L.c_vendi n chine . 10 J~~~ Q04 - la server 10.

{ When upgg?f% u?#% g%n&%? %?OgFgéF oﬁhgwﬁnﬁgyﬂlﬁ'tﬂﬁé manner, the automatic

g neLgS 1904 0o TR £hy ' 82 Dol B hbYebh obe' 284G 0Ye '

terminal 3 performing the totaling-up processing;

Fig. 16 is a plan view of a display screen of the store
‘terminal 3 performing the uﬁloading of data;

- FPig. 17 is a flowchart shoﬁing & Process fér
downloading key data and the like using the store terminal 3
shown in Fig. 3:

Fig. 18 is a flowchart showing processing steps

subsequent to the flowchart shown in Fig. 17:; and




fthe IC card 2C concerning the paynent is included in the invalidity Iist,

e

‘machi ne serv

the paynment processihg is cancelled. The automatic vendi ng nmachi ne serve

, ver
10 records the use of electronic noney at the automatic vendi ng mhéhildis2004
11D to 11X and communi cates these records to the managenent center 3 at a
predetermned tine. Specifically, using wireless conmunication with the

~automatic vendi ng machines 11D to 11X, the automatic vendi ng machi ne server

10 records payments nmade by el ectroni g;npney at the automatic vending

- machines IIDto 11X and batch comuni cates the use of el ectronic noney at

t he automatic vendi ng machines 11D to 11X to the nmanagenent center 3. Wen
connunicating_data to the nanagenent center 3, the automatic vending
1910180%AI Balisoslk Aaagred of [thet edrdtcomignimoarys t he
downl oaded invalidity Iist to the automatic vending machines 11D to 11X In
gener al FYEHEM $ROWER 18 TdSdi dg idasiiicd semptabde & amiinal fed ised state
in mhic@ pOMﬁT i.s cantinuqusly supplied: When power is turned off, the
'€ VEndPAy aREc frwaload, €530 del etes data which may be utilized for

aut omat i ,
illegally using the IIC.card 2A, the data including key data used to
exchange data with the nanagenent center 3 and key t 6 ,tyd 2004 - 19

dat ‘ ' h t ti di hi 11D

o 11x SERGRAREEOR, OR, RS pHRFEnRE bbbl 0T | € Cards, “such as an

[ lidity |4 ' | f t d. i int | - d

mhi e prevent Sip PEBERAPCERRERCbn: KESL BE: HRGRESshen, xoPrBecur ity of the
t ISR , ; [ I hi. 10

Caerves A rRat B AR O R R e BT s ) i o

are del ebedzehion RB'Sho! AckUnpRflyilly dyigle Mmnagerent center 3. The

automati c vendi ng machi ne server per various processes using the
downl oaded data. \Wen downl oadi.ng the data, the automatic vendi ng machi ne
server 10 also obtains an invalidity list) which is a list of IC cards

whi ch ara)pr obekalledcbheiybentdousod, AR tRRNHQ HMonkdl iyl f 0Ocesses in
accordance with the invalidity |ist.

Fig. 1 is a block diagram of an electronic money systenm
according to an embodiment of the present invention. An
electronic money system 1 uses contactless IC cards 23 to 2X.
The electronic money system 1 uses a closed loop system in
which a management center73'perfo;ms centralized control of
the use of the IC cards 2A to 2X held by users. The
electronic money-sysfem 1 is formed by conhecting a .
management server 5 provided at the maﬁagement center 3 to
various servers and to terminals through networks NT1 and

“NT2 forméd of leased lines and public lines, a router 4, and
~the like. |

In the electronic méﬁey_system 1, data communication
among the terminals, -the servers, and the like is perfcrmed

using encryption which appropriately uses a system key

shared among units within the electronic money system 1,



" #Concerning the issuing termnal 6, the crediting.termnal 7, the store
termnal 9, the automatic vendi ng machi ne-server 10, and the automatic
vendi ng nachines 11A to 11X) key data used to perforn1encryption)? 0 @
confirma signature, to verify nutual authentication are periodicall UM 2004

"~ updat ed- by exchangi ng data with the nanagenent server 5. In response to
such updates or instructions fromthe managenent server 5, the crediting
termnal 7, the store terminal 9, _Yj4-.20 and the autonmatic vending
machi nes 11A to 11X update key data used for encryption on the IC cards 2B
to 2X, which are used to credit electronic noney and to nake paynents. The
securitégpf‘the el ectroni c noney system 1l is thus ensured by these
pr ocess 847 eRdSIL o kEYSo iR &P tWeEHY stwitabni ¢ noney  system 1
t hr ough atg]%nnecti gn server 13. The bank network 8 manages accounts of
users WO USEHHTEtHEN . AMPR D ANIF SHx @ vsdidckGatelgn kpeciseddioy, when the |
crediting of electronic money to the |IC card 2B is communicated fromthe
crediti n% &r-M r?aISl?nla%'ulrﬁe ‘%lfar“i’k JRdBuTRITES ¢ IR D e fetifor k 8 checks t he
user's. which i.s the source of the electronic noney crediting. The
bank ne?\%%r%%%’t&\gnero%i r@f WRETHET e AT T Hshey® - Yeedredi ted and
conmuni §g et.er m i resul.t. to the crediting termnal 7. In
accorda%%%gaﬁ%%%gqrégpgkg%&#%%mﬁﬁ%?%ﬁﬁzﬂ%q%uﬁéﬁﬁqﬁﬁﬁﬁ%DT in response to the

communi cat | Ofinghq! bRode SLEVRAL! ANa" BAY! LochiB SRediLl ngqrount [s deduct od

fromthe corresp ng account to a predetermned’nar ﬁélﬂ‘P_gaccount. The .
bank netaemk nd1C@MUNETALEANa L eHdd & Cra?QJ:iﬁ-{d?ﬂ: tgfgmnal 7. In

[ response to a settlenent instruction given fromtheé managenent canter 3,

the casprioaeperaink neoadd Askhe NIPRAGSRNRAGGRING S Ald ocated to wn
account of each store at which the user has nmade paynent using el ectronic
noney. Peefoemsedkisanngeprekelsd i6QNRECthd N& A AN G JTonReY 1~ ~~0J
2004 - 21 system 1l and the bank network 8. The connection server 13 .
per f or mSpprafdsaddysuthead sdadhypitie@thiaid NGl RiWdyd BHrage-dance with
each system of data exchanged between the el ectronic noney system 1 and the
bank netwonkc8edTlie frhragenmagemeertt eend eraBages-idnd e ilne®lsS Hdig«£l ectroni c
nmoney system | using the managenent server 5 in accordance with records in
a transaed gplngt abgess| 30 Specilfi calrdy 22 s it rs actader /datiazase 15 i s
formed by recording, wth respect to the IC cards 2A to 2X which are :
managed(ﬁ‘ﬁﬁ)céﬁt L8I Pegopganre wiLEst datiac exshancegdswarhhl thiedent i fi cati on
data of each of the I C cards 2A to 2X, personal data, electronic noney-use
hi st or y"6P285BR1Sf CERECFC3car d8 SR1NG R, Bheadcsufingurtermdmdlt Ife |ike. In
response _to_issuing instructions for issuing the IC card 2A fromthe.

i ssui ngTPEPM’ figl 26MCPREYnERGGENERL tEEr J&r BTk 2Ranybd ohadisoFeadredr equi r ed
to issug%og__h Eg card 2A Wﬁ:h the issuing termnal 6 and stores a record
~concer ni n_g?ﬁe PEgifdgetRC ﬁ8nf‘Faﬁ‘§’3€’P’i'oﬁ“%atr%’éggslé‘.ew\ﬁ@ﬁat-he crediting
of el ectroni . e r B_|s,comunicated fromthe crediting -
_ternminal 7 t@jﬁgg%%%gg%%e%égé%‘%t%%gfktEﬁenﬁﬂaggﬁeﬂ%’légﬂter 3 updat es '?he
515!%39

~record j : agt.i dat ahas t store term.nal 9 and the
aut omat Fgaégﬁgﬁgﬂﬁag i ﬁgesgéggf ?Bécommnl gatQ ggmtlﬁéﬁuée d(‘j"flegleéct ronic

o) o RopReAROROBME boc a1 0 P TROMGRIIY 19SCNE BAPUE ERoA®
- -2A, the data including key data used to exchange data with
the management center 3 and key data used to exchange data
with the IC card 2A, from the record in an internal recorder.
This brevents illegal leakage of these data and ensures the

security of the system.

When power is turned on at the beginning of window



¥1.s ~~s~ Zoo4 - 22 For exanple, on a predetermnmined day each nonth, the
- managenent. server 5 gains access to the transaction database 15 gnd :
conputes the amount to be allocated to each store based on the usthh&ﬁbﬁmﬁ
of each IC card used that nonth. The managenent server 5 instructs the bank
network 8 to settle up these anpbunts. The nmnagement server 5 creates an
dinvalidity list based on inputs fromterm nals provided at the nmanagenent
center 3 and conparison between the_paynent anount and the bal ance figure
of each IC card, which is recorded in the transaction database 15, and
mai-ntains the created invalidity |ist. The managenent server 5 distributes
the invalidity list to the crediting termnal 7 in real time. The
nmanagenemerSaGHEe™Ss Asdhd shifputide thrsyingl teimingl of resareestare
termnal, 9 and the automatic vendi ng nmachi ne server 10 when t he nmanagenent
server FINe & ddSeganrgementt et M mid glaymilaads dithemata. vendi ng
machi ne_seryer 10. en the issuing termnal 6 and the crediting term.nal 7
are tur fed5h 3% g4t os (ReR PR Imnagechtoter igiom thee managenent
server 5 transmts th% invalidity list, and ke% dat a used to exchange data

wi th t hEER3EEME AT Pesp IO At DYy APGFSRERDrIC the

_ nanage rver. 5 updates .ke ata .used to exch e data with these
‘ternmi ngl%[s%&a ej'assglrlé1 epgpﬁeﬁg&qgr;goraﬁt&ec Mt es ﬁ%ﬂlﬁa&f?ey data and
the invgdity list to each termnal. t ~ ~i~tJ 2004 - 23 The key data
is transmtted to the issuing termnal 6 in real tine since the issuing
termnal 6 i s£an (2) ;St .arm nal _Fi isS ,a perspective
{ view of the gt§%§ﬁ¥§%§§ngﬁgggﬂ?%e%s%§r%E?gégfﬁg %93inc Ségg%% termnal main
uni t 20 i@ i@l od O4SHAREM iGRETAId Yb Wl rime? Tor b & ST, Cb%ﬁs[% on unit 22
are connected. As circunstances demand, a receipt printer 23 and a
poi nt - ofchealres LRPALY &ditst &1 24 AL P adiNeCtBb 40 {08 5 0rgyd erminal 9.
The receipt printer 23 is used to issue receipt particulars, receipts, and
the |ikexrchiaings teegiisiaar 24§ SRBAGAGHTIL0 yRahd e athd recei vel pay
noney by cash in which a unit price concerning a paynent can be input by

" readi ng drarutotatdc HasH iddespelsers ey ididnaiala Figamdiansm t/ recei ve a
payment anount or the like to/fromthe POS register 24 by ' : :
t r ansmi tfisig/iuddeiny iomy tinee Adkept e dhebatcarealsi tolimee Unetmaincas Meywmings or by
transmtting/receiving encrypted data. The custoner operation unit 21 is .
provi ded@cwesF, tion theodC slard |2Bquisd ngr s traladiispiait X1 AA dircar d
presentation holder 21B on which an IC card is to be placed. The card
pr esent AGEF 9RHCEe W 1EPB Gade £¥cHTEHRS Pt oh ek asporeiting tdvitdie shape of
an | C card. gnder_neath t he concave portion is a reader/witer 9A1. Wen an
| C car d FPETF&Ted o SERENES & PUESENCRITHT IR -derr R FRISNT 390 dilst oner

operatign _unit. : -
P crediting terminal 7 records electronic money on the IC card

2B, which is dréwn on a user's account. The crediting of

- the electronic money to the IC card 2B is communicated by
the crediting terminal 7 to the management center 3.

| When power. is turned off at the end of window

transactions or the like, the crediting terminal 7 delefes
data which may be utilized for illegally using the IC card
2A, the data including key data used to exchange data with
the bank network 8 and key data used to exchange data.with

the IC card 2B, and data which Prevents the illegal use of



$1.G .l E~~d 2004 - 24 21, an antenna of the reader/witer 9A1 and an
antenna of the I1C card are reliably coupled; thus enabling the
reader/witer 9A1 to gain access to the IC card. The quuid.cryqtﬁlnﬂhﬁﬁbfy
21A is provided with a display screen 21C at the side of the card. "
presentation hol der 21B, and a touch panel 21D is provided on the display
screen 21C. Therefore,. the customer operation unit 21 can provide various
pi eces of information to a user who_ ces the I1C card on the card
presentation holder 21B. Furthernore,” various pieces of ‘information can be
i nput by operations on the display screen 23C. The store operation unit 22
is simlarly provided with a card presentation holder 22B in front of a
li qui d &y Seaidsdi spichy az2An Baywedtiididye dricdy elgsutiitenl dfelidwe oo
presentati on .hol der 22B 3s a reader/witer 9A2. Accordingly, when an IC
card substiet FEFOBY dnuser indegngde Fesondes .caMiisy egmmeatticon. Halgkdr 22B of
the store ogperation unit 22, the reader/witer 9A2 gains access to the IC
card. THEHRFS @fcltiess dgitspray PRRUTES)EE FeCUNitty #fditdys ayssmmen 22C
at the side the card_ presentation holder 22B. On the display screen 22C,
a touch panel"“2BpPP¥eH &% HBEReAcEBr BEnghy, PeAdNBiBPeOEp¥LaEPEN unit 22
provi des_a_sal esclerk who pl.aces the 1C card on the card presentation

33ETEACE 1085 Sk Threddeor

hol der f@nﬁﬁF s ‘pe o GrREitonI FETH&A0e TOFETVESES pi eces
O oL cpaR R ARy ORSELLON B ol SocFi 2001 - 25, the
B T Lk R U
5"t BB, 3 0np opyBAASk BN ) AR TR S 1,
store opgealitdRguRrbcédsihle £heCehRl dRY B8h?3ne®Mwniocaded data.
When downloading the data, the crediting terminal 7
obtains an invalidity list,,which.is a list of IC cards
which are prohibited from being used. The crediting
terminal 7 performs the crediting processing for the day in
accordance with the invalidity list. When the IC card 2B
concerning the crediting_is included in the invalidity 1list,
the crediting terminal 7 cancels the crediting processing
and communicates this to-thermanagement centef 3.
A store terminal 9 is provided at eéch store to which
the electronic money system 1 is.applied and processes
payments using electronic money. In response to operation
by a salesclerk_or the like, thé store terminal 9 gains
access tb the IC card 2C using a reader/writer 932 and
subtracts the payment émount from the elecfronic monéy on

the IC card 2C. In addition, the store terminal 9 récords

‘the payment using the electronic money on the IC card 2 and



ithe PCS register 24 -are connected to an internal bus BUS through interfaces
(not shown). An interface (I/F) 31 is connected to the bus BUS. Under the

. control of a controller 32, the interface 31 inputs and OUtpUtS1%?riﬁF§mM
data to and fromthe managenent center 3 through a public. |ine.
Accordingly, the store termnal 9 uploads various data to the managenent
center 3 and obtains an invalidity list and the like. A hard disk drive
(HD) 33 records, under the control of,the controller 32, various data
obt ai ned through the interface 31 and various data required for processing
by the controller 32, such as data concerning paynents by el ectronic noney.
A backup power, supply 35 supplies backup power using internal batteries
when t h&EHPECEtEs Gé\ﬁerPaé?Em?ﬁ!ty negand tof fthelhmanagamantt erer82r 3 f or ned of
an arithietic processing 6 ~~~~ Z004 - 26 unit for controlling the
over al | -%pér t@F"‘"ﬂ‘?@dstté-l“@ t erffigh PAavmenmthaemd olieiuds com rol s t he
overal | atjon . i.n accordance with processes recorded in the hard disk
drive 3§% q%f e Fo8smAini R i 1oh BYFS KenasRRg Bpereksatramia 21 and
t he sto&& Q %%Fpn unit 22. Accordlngkéi the controller 32 processes a
paynent y R H e PN G /s e ety and vidhe dgitshe recei pt
prlnterP%%m Bh recer wor. ds, _\Wien t he store ternlnal 9 is turned on by a
sal escl e e TESREPS| PEF 32TFRGS Ly SRR NAPS 3R up node

: selectlggc%&%%%nagnthges Qe operatloQ%unlt 22. The startup node sel ection
screen I's a Menu Screen wﬁlch t'He sal esclerk to select an operation

rode of the fheheubREELAG! cfe ThERENLECR)SE:3a0LoRERLS 3 salos mode men:

~{and a practice no menu”on fhe menu Scréen 185 an

operat ganfede fe dkbow l&grh% 52l GRS 49, REACHL G P on of the

store termnal 9. In contrast) the sales node iS a no S A éily

pr ocessiigguadpaymenk a&nabaﬁlbmnbfénmé&% or ftdhepd k& J \éhﬁ%ﬁ Jche sales mode
is selected on the menu screen, the controller 32 initiallZes an internal

nenory abnbhEnhnﬁetaadpdy&EhQYQsalﬁhﬂmh%@.Béﬁ&ﬁ&E‘iﬂ#&%ﬂﬂi%%rﬁﬁ%t Wen a
pre-input startup password is input by operating the touch panel 22D

provi dedthen sttheesterainper at cancelist tA2, paee@Npreddedysidg .SW t ches t he
operation node to a transaction node, and the
Furthermore, the store terminal 9 records a series of these
processes and communicates, to the management center 3,
these processes in addition to the record of payment using
electronic money. | R |
Automatic Vending machines 11D to. 11X vend bottled
drinks desired by users in accordance with user operations.
The automatic vending machines 11D to 11X gain access to the
respective IC cafds 2D to 2X using respective internal
reader/writers in accordancé with user operations and |
subtract the respective amounts purchased by the users from
the electronlc money on the IC cards 2D to 2X. Furthermore,
the automatic vending machines 11D to 11X record the use of

electronic money by the respective IC cards 2D to 2X and

communicates these records to an automatic vending machine



$1.G J~~J 2004 2~ customer operation unit 21 and the store operation unit 22
are switched to display the transacti on node. The transaction node is a
node for processing el ectronic paynents using el ectronic noney. V@egu;hgmé
touch panel 22D provided on the store operation unit 22 is operated‘BQ
sal esclerk by pressing a predeterm ned area on the display screen in the
transaction node, the display of the store operation unit 22 is switched to
a managenent password input screen._Wwn_a pre-input managenment password 3s
i nput by operating the touch panel 22D provided on the store operation unit
22, the controller 32 switches the operation node to a totaling node, and
the display of the store operation unit 22 is switched to the correspondi ng
di spl ay S§¢7&&n10%Fhe totaling node is an operation node for totaling the
sal es by electronic _noney. Wien the touch panel 22D provided on the store
operation ungeBoupdagiagathe BPoUnsapéselerkrepis: BosRNgia fhddet er ni ned
area on_the dis ggy screen.in the totaling . node, the display of the store
oper at i BRUGRTE 255 SUEGMANAS) EE At GRS SO Hbde ISR The

Lo nalt T8 ARISAG T Lot REFONeI T PO RAE T s s com, Ko
trol tti h that i pt. w | . printed f
cvery 11 A% PRERELR BBLERRRAY he, MR a Ry e 2o 8 %5 L5 g

2004 - 3vaif g&e&m‘s@ed t%e?g.%%e— I%%refs%ffﬁg i%sic}qaqﬁegﬁéaouch panel 22D,

I n addition, contrdl lI'er accept's settin suc paynments by

‘el ectroni C NPREYaREEnRELECFERE 1KY fﬁgeﬂmggggvg%t B0l PESEARS Bglsligh, 20 OF

{ paynments by el ectronic noney are” processe eration 1 ndependent of the

PCS regiost eedtrohltt RSnEY at 38kl at@SnAd £ HANES Pindde mtantyp Rassword

and the managenent password, 1 registration of a consunption tax, and the

like ar @1aceqqt edmithian ca rpsedalkeaeirRed rfa O ft H idridhdtdN erdd i S
pressed on the registration node input screen, the controller 32 swtches,

in accordance wirtHetbemopedatiiae., tHhecaFacaililg) mde@rERGId totaling

node, the transaction rode, and a standby node in which a power supply

cut of f  icomemaicediocAl watht bediaslomatdfc tdemdtingy enappamats @1unid 12%,i s

switched to the correspondi ng displ ay.

the automatic vending machine server 10 records payments

made by electronic money at the automatic vending machines

11D to 11X and batch communicates the use of electronic

money at the automatic vending machines 11D to 11X to the

management center 3. When communicating data to the

management center 3, the automatic vending machine server 10

downloads an invalidity list and communicates the downloaded

invalidity list to the automatic vending machines 11D to 11X.
In general, the automatic vending machine server 10 is

maintained in a state in which power is continuously

supplied. When power is turned off, the autbmétic vending

machine server 10 deletes data which may be utilized for

illegally using the IC card 2A, the data indluding key data

used to exchange data with the management center.3 and key



iWien a predeterm ned. area. of the touch panel.22D is simlarly pressed in
the totaling node or the transaction node, the controller 32 switches the

. operation node to the transaction node or to the standby node,

respectively. Wien a predeterm ned area of the touch panel 22D i£5siJHﬁI F.111%%
pressed in the standby node, the controller 32 cuts off the power supply to
the store ternminal 9. (3) Electronic' noney transaction Wen the operation
mode is set to the transaction node, 1ga.~ 6 J~I~J 2004 - 29 the
control l er 32 causes the custoner operation unit 21 and the store operation
unit 22 to display corresponding display screens. Fig. 4A shows the display:
screen_%%é%Pf the store operatjion unjt 22. The_display screen 22C incl udes
a menu YU HEN FECHARES | BRI reafh 18 e i ditanaiianount  of
noney, a_suhtotal zﬁ_, a suymtotal key, and a correction key, a cancel key
22C2, a "diiSpri¥y MaS 4‘??031 rtcbli@ﬁ'a MYy iprdricdhRrrventsliEig ay area
22C4 for, .di spl.ayi ng unt_ being . input, and the |ike. Fig. 4B shows the
di spl ay lslgreg%nl %f& ﬁnt@%&fﬁ%nﬁ‘ﬁﬂbé)%ﬁrbrﬁwltl%ty Ghttthe display screen.

21C, a t r s displayed.at the top, followed by a total
amount |spi a?ijeéi?g%,l%gﬁ c;rltftogl a).%gel g anount™ -aé}’%p‘ﬁﬁ%ﬁ’ﬁ}ae]a,r%ﬁﬂi-}/daﬁ%ard bal ance -

di spl ay 1q/;8a r.+th r-ol4l et the custoner operation unit 21
and the stor gr;\)%rngﬁ gtr'}'(i%ﬁatl Qf%lrkr?%i%grsn%lnensee‘r ,‘%ﬁﬁae acrb‘ﬂ%ncﬁ“f)reﬁs I ocesses
a paynergted@iirtg, %Ifecttflqeo@ycs ley’ by executing a process shown in Figs. 5 to
7. Specifically, the controller 32 noves fromstep SP1 to step SP2 and

comput es a PRYERNboGERURL EAEn3qUSEL. the AGEARAAIES Ml AN ARRLGLI On of

{ the touch panel 22D of the store operation unit n 32

accept s sieRPelrs 10f reawFRRls ATOUMES QN e 1R hlin AR &Nt &P a total
payment anount. \Wile doing so, the controller 32 appropriately displays a

subt ot akicamniwaidsantea dam,t aalcra e taddR tdie Wb pvercrieen Zieof the
custoner operation unit 21.. Wen the cancel key ~ 6 JI~f~ 2004 - 30

(Fig. 4AfEL,s fpoessbe managealeedc|oanidert e proee a1t dnd e Gediding hal t ed,
and a correction to the anbunt by the salesclerk is accepted. _
machine server 10 performs various processes using the

downloaded data.

When downloading the data, the automatic vending
machine server 10 also obtains an invalidity list, Which‘is
a list of IC cards which are prohibited from being used; and
performs various processes in accordance with the invalidity
list.

Concerning the issuing terminal 6, the crediting
terminal 7, the store terminal 9, the automatic vending
machine server 10, and the automatic vending machines 112 to
11X, key data used to perform encryption, to éonfirm a

- signature, to verify mutual'authentication are periodically
updated by exchanging data with thé management server 5. In
response to such updates or instructions from the management

server 5, the crediting terminal 7, the store terminal 9,



iWien the payment amounts are totaled in this manner, i the controller 32
noves to step SP3 and instructs the user or the salesclerk to place an 3C-

. card on one of the card presentation holders 21B and 22B. The cqnﬁrghi BB?Z
di spl ays, instead of the nessage "Wl cone to our store!” on the dispf’ ?’ _
screen 21C of the custoner operation unit 21 shown in Fig. 4A -the nessage
"Pl ease place the card", thus instructing the user to place the IC. card. In

step SP4, the controller 32 determ neggwhet her the cancel key 22C2 has been -

pressed by the sal esclerk. Although the user has selected to pay by
el ectroni ¢ noney, the user may change this so as to pay by cash or by

credit c il N such case he cance| key 22C2 is_pressed. The paynent
~ anmpunt s aﬁ{a‘f;/ e i%%bcfj?ae ¥ yv‘%rbéjarf%d‘.'aqlhl%% hl]aAcE%eJ;lf hePeakhe ekekey 22C2 is

al so pr . he cancel . key 22 is.pressed, the controller 32 noves
from step %E’il%%fsr#éerp CBETR R iR e’gg? hic T 2B ok #R¢t UFRECE oAF Pie
initial f LT I In contrast, when t cancel key
22C2 is u;%éf?& Strde)scslte%ﬁ% heglnecsztgér:l]%érrgﬂf ;B?&-gezy Res q cf"%slf%pp%ﬁﬁe%{:ﬂ act?¥ates” the
reader/ wd i r _ roller 32 determ nes whether
t he cancelélgelyﬂ?;og Has leéeér}t%élg%%gggn‘# h%&ié}% §~J—'§~ Yoo cnsred iy

det er m Ra{d drs@ddddmtive, the controller 32 noves fromstep SP7 to step

SPS, term nates the process) and returns to the initial state of the

transaction medepahk G@RWCAR! 8 WheRdnhe dleny Nald ¥ ddtSheR %I%Z}?égf .

negative, the controller 32 noves to .step SP8 and det erm nes whet

- responsesygign the it  hasnheen diechimad: 14, thﬁu@%a@ﬁﬁ“ﬁ@%&&ﬁd@
i negative, the controller 32 returns to step SP7. Wen the reader/witer 9A1

or 9A2 immregdsatetbuntd hef adroldies B e reaserdavis efo 9L, or 9A2
comuni cates with the 1C card at predeterm ned periods. Wen the IC card is
pl aced orestes tarad ypr eshpeaitfiora ot devhehl By 22811 @idq@dh®- f requency si gnal
in response to the comruni cation fromthe reader/witer 9A1 or 9A2 is
i nduced gYeChiramite mymer ttchecHeC IhrahrdiB tie dddmaribd sedcidomtgee by power
generated by the radi o-frequency signal. The |IC card anal yzes data
t r ansmi (FEF IR h & aradine)f redierdie dapkalnetSiade & hethe dremi tiestvalat a i n ,
this case i.s concerned with the conmuni cation fromthe reader/witer 9A1l or
9A2, thé IBEEY Hk S eF e AranEto WHek dmiifie acwrce Wirthae
~reader/writer 9AL or 9A2 receives the response, the reader/witer 9A1l or
9A2 st op?slegg:rﬁﬂ?rﬁccé‘ﬁnﬁé’ WESHHER g ¢ e Bafd dsinale &t determinesontrol | er

32 that respagnse i s .received. After the control]ler 32 has activated the
reader/ﬁ##ﬁ@ﬁr %&ﬁ%%roq}c mpney can be credited and communicates

the determination result to the crediting terminal 7. 1In
accordance with a response from the crediting terminal 7 in<
response to the communication of the determination result,
the crediting amount isrdeducte& from the corresponding
account to a predetermined'ménagement account. The bank
network 8 communicafes the result to the creditiﬁg terminal
7. 1In respbnse to a settlement instruction given from the
management center 3, the cash temporarily pooled in the
management account is allocated to'an account of each store
at which the user has made payment using electronic money.

The comnnection server 13 connects the electronic money



3

{

| the determi nation is negative, t

--32 9A1 or 9A2, the controller 32 repeats steps SP7 - SP8 - SP7 until the
|C card is placed on the card presentation holder 21B or 22B and-the
response is detected. \Wen the cancel key 22C2 is pressed by the

sal esclerk, the processis immrediately term nated. Wen a predei@rdUNeﬁmgr
period of tinme has el apsed while repeating steps SP7 - SP8 - SP7, the
control ler 32.displays a nessage on the store operation unit 1 22 that it
is Wiiting for an IC card to be placegh For exanple, when the process is
interrupted and remains in that state, the controller 32 pronpts the user
or the salesclerk to continue with the process. In contrast, when the IC
card is placed_and the response is detected, the controller 32 is

comuni @%tsé;&mf rofPthd e RASK REtiorko &1 ofBAZOIREatdass SarvstelBPY. The
controller 32 instructs the reader/witer 9A1 or  9A2 that has detected the

. respons @G OFBE BFOTESSES AUCReAs AeCTaRtian amdvenarymtdow in he

reader/%{iter 9A1 OtﬁgAég ransnits and receives predetermined data to and

from t h& SFRTERNE LS GXF a0 RENGRER isFrhedged medwpen fifieng nut ual
the procasst SRl mhpty s BTRS e : PO S e GO R e mitual
control o 358 Falibe SNy BRBLelts haMbE ARR ERRIERLROTPS correctly

Yoha | thaoEiEopis, nhek ek tah B 85 SR mhn et REr s S nave

| nst ead dbappenadet GiphagecBRaLCi G0 2R 13, COMIUL B PSS Dy M stake. If

e contro rr32 nmoves to step SP10. The

control bgec32ieauses the ewahoHBEiBREEALLRA Nt ore operation
unit 22 to display9a message indiéating Fhaf a%%ié%o??gg%%$8§iard has been

pl aced apdoraiugnSwienhsteBpSEE: toThaeCqnt CARr 232 t303kN B QPLS -l he user
to-place the IC card. As circunstances denand, a canceling operation by the
sal escl makagsdaendptedirbiltiebguttal eavthenhicahmbany syeekreqt |y verified,
the controller 32 noves to step SP11 (Fig. 6) and agai n determ nes whet her
t he canddenké§iga€2ohadabeentpeashedf khet i€ deair@snipaticonx,s affirmative,
the controller 32 noves fromstep SP11 to step SP5 (Fig. 5), term nates the
pr ocessPeaRaNAdt dals .t elendrpnici abnsyatiseohislieryr afisaatchonrnte. | n
contrast, if the determnation in step SP11l is negative, the controller 32
moves to6CsPEEASP22 hAd2Knsbakeneet fégnoaderndr ther 19Kk .or 9A2 to transnit a
read command, Referring to Fig. 7, in response to the instruction, the
reader/ writ et™ GFASRANIALR (LFEpiRG iRstRectorarfon ieadivantaadICRead) -
concerngng a Aagdresi gAdrg designated by the controller 32. \Wen the IC
card prop ?|3 r &EBRyERS hESPLRE EORMAREL( Readle PABAPEMEALJSSENES &n .
the reader/wiiter 9A1 or 9A2. Subsequently)

knowl tat A :
_ﬁﬁenfc Sggﬁggg%gfzgrgéﬁﬁcéagg r%%?ﬁr%_eEBtégsFﬁetpéaaccGﬁﬁﬁnaAaWétPransnits

to the the issuing terminal 6 and stores a record concerning the

issuing in thertransaction database 15. When the crediting.

of electronic money to the IC card 2B is communicatéd from
the crediting terminal 7 to the management center 3, the
maﬁagement center 3 updates the rescord iﬁ the transaction
-database 15. When the store terminal é and the autﬁmatic
vendihg machine server 10 communicates the use of electronic
money fo the management center 3, the management server 3

updates the record for the corresponding IC card.



freader/witer 9A1 or 9A2 data recorded in a nenory as a response Response.
When the reader/witer 9A1 or 9A2 receives the data in the formof a
response, . the reader/witer 9Al or -9A2 communi cates the data to the
controller 32. In response to this comunication by the reader¥ o iitiér200i1
or 9A2, the controller 32 obtains the bal ance figure of electronic noney
recorded on the IC card, the identification code of the IC card, and the
| i ke. When the controller 32 reads thgydesired data fromthe IC card in
this manner, the controller 32 noves to step SP23. The controller 32
searches for an invalidity list using the read identification code of the
| C card and determ nes whether the use of this IC card is prohibited. If
the use of th8T| BXEPYS sOBr 8hPhrOedermi@cdofaolgash @ntvedhen step SP14.
The.con%{oller 32 switches the dis %%$ of the custoner operation unit 21

and t he St OISR FEOFTum 99915, l‘i Srify e tursagiiahdatatass erk of
he contord: CaTelERs o endi” de b4 HLdRatad T readte sEEl the | C

The ol ol ATC B0 WIS (. Aol 3T Giheied it Brrthe ol
oo st St e D 9 8,

anount is pay e usin noney on the’

| C car dgelth 16heke Ak S UiiGisent funds available, the controller 32 noves

fromstep SP15 to step SP16 (Fig. 7) and again determ nes whether the

cancel key 2862 hasabesenpr gssedr bf cthardet anminationsiy ghfirmtive, the
0 95890y B RS ST BREL OB, Bl

{controller 32 noves fromstep SP17 to step S Ri s way, even

when t heasedr ensdhbugiserofiinesmavailallRvitdier Gt 'ﬁqa%%n&qgczcance' the
ey

process by an operation by the sal esclerk. Wien the cance C2 has
been pressgdr Bhiaod compapiedel Serwees AR Fdyaidbnt e Hld 8he32 cancel's
the process for updating the anount of the electronic noney and for
- conmuni baflanget lid gupdabifngach (Tide calregt meviict M @edorddie rmRd@enent center
- 3. If the determination in step SP17 is negative, the controller 32 noves
~to stepltsprgaghdonndetabeset A6 ,r eademaimitttam OAheolcrdAdedo transnmit a wite
command: Accordingly, the payment anmpunt is subtracted fromthe bal ance
figure &fVELeELtynidsponefheamdnhgspenthseamsunts ofi selrathrtesi chwoney
recorded on_the IC card is updated. In addition to this, the controller 32
i nst r uct-8VeRddiEYcalgtt §or £88r gTeRd tagmtsrmdmaint’ dmd reld rdyesnt date as
t he elegh%onic nDneé-use hi stary. Referrin%yio Fig. 8, the reader/witer
9A1 or PPEAIAPEE L aSREVEE ComtaRd dnsitEd Dvdesd iy adddidys LAgt
i gn ' ntroll 2, the wri n | an figure, r 1 ~]~~~
-3834ga§588§g¥h%gggggtggﬁén%ét§ an% %he ah%%ma%%c?v%%din%umgchine, °

server 10 when the management server 5 is accessed by the

store terminal 9 and the automatic ﬁending machine server 10.
When the issuing terminal 6 and the crediting terminal

7 are turned on and gain access to the management server 5,

the management server 5 transmits the invalidity 1i$t and

- key data used to exchange data with these terminals. 1In

response to operations by an operator, the management server

5 updates key data used to exchange data wifh these

terminals at a predetermined time and communicates the

updated key data and the invalidity list to each terminal.



f--36 When the IC card has successfully received the wite command) the IC
card sends an acknow edgenent status ACK. Subsequently, the IC card starts
recording data in the built-in nenory. If the recording is properly
conpl eted, the IC card sends a response Response to the reader1@ﬁqp%r§%@1‘
or 9A2. ‘The reader/witer 9A1 or 9A2 comunicates to the controll &rt3 hat
the status and the response are received. Wen the reader/witer 9A1 or 9A2
receives the response) the reader/wisgr_.9A1 or 9A2 sends an :
acknow edgenent status ACK to the IC card. Wien the controller 32 starts
witing in this manner, the controller 3f noves to step SP18 (Fig. 7) and

determ S, &%SIE%& t he %tatus_and the response have been prgfefly recei ved.
If the deler™n&fi®onLSs ERMS ik, tavifeh IRsHO e Harmine A dite figure on

the 1C card i roperly  updated, the contrqller 32 noves to step SP19 and
recor ds%%r?q't ﬁé ard i KRG PE WA Y %@ﬁﬁ}ﬂ‘?&ﬂté By tHe" % @it atbney usi ng
the ICcard. In this way, the controller 32 instructs the IC card, Wich is
a portable information termnal, to update he amount of el ectronic noney)
and sub uert. |yt rd communi cates to the controller 32 that the
updatinggﬁs ?gﬁpﬁeggékgﬂggbrdingly, the controller 32 can communicate the
updati ng of g§_ebectron . ] agement. _center 3. The record
i ncl udes theﬁggyn%n%gdgtggrgﬁgg%égge%?gwng% gﬁ3~s%9682 Sim;ngl %anount, t he
I dent i f irgat is@Bra0 i eql G d i ke en _t.he nent is
recorded in the hg?gﬁ%PEE 3r?§§§%%?53%ét%%ﬁFf%ﬁ1gP' %nﬁgigﬁﬁﬁg)the recei pt
print er w3 cho aptuBt ociei 6kl tidnaeeQrdance | th i.siatjion node
{ settings The controller 3% returns%?gtg?gp%%ﬁ%%an ?E%Egﬁﬁ%ggi%he process
(Fig. 5hpnikn2eoareagbnnebtieds dakeTirddins®RndasS magdls 4 $0a3 ve, the
| C card may have been renoved fromthe proper card placenent position in
t he per pgdntegon2Bhantr anpoiissi-off -eh ke (woste regaaRe Ha the krspondi ng
.fromthe IC card. In such a case, the controller 32 noves to step SP20. -
After tkengestedl lter tB2 baisTensermihed vhat ThenessRgetphpeARitery Ashe user or
the salesclerk to again place the IC card should be displayed, the
cont r ol F€r uggdr §pulAsSueoTrereprEPRakkilgnlsyrs, Thecedpttsql laed 3Reagaike .
perforns_the process fromthe tinme at which the nutual authentication is
verifi eHhSnﬁangSHaSFﬁa?écf@ ERaBCORENLNGe Meoimaed uskkdultd be i ssued. In
this vay, when 'the conpl etion of -the updating i s not comunicated fromthe
| C car d*EGCLKE/ BB¥t MBPPEr P¥2CaFheint WBichnar BRfér PFAcsasonsernicged the | C
card to Y d t% the amount of the el ectronic noney, the controller 32 again

instructs %3 |E?8a38 tBPRbdBY e TPAEBADAAT GPPhETetBE Fdiiee nBhey.
contr ol et PEnERge € pRh FEaBERER/5eCR11R0x) gathengoanonnt or |

control I nstructs
the like to/from the POS register 24 by

transmitting/receiving.unencrypted data as circumstances
demand or by transmitﬁing/receiving encrypted data.

The customer operation unit 21 is provided with, in
front 6f a liquid crystal display 21A, a card presentatioh
holder 21B on which an IC card is to be placed. The card
presentation holder 21B has a concave portionrcorresponding
‘to the shape of an IC card. Underneath the concave portion

is a reader/writer 9A1. When an IC card is placed on the

card presentation holder 21B of the customer operatiocon unit



- .38 update the anpunt of the electronic noney. In contrast, the
controller 32 does not accept canceling operations fromthe tine at which

. the ICcard is instructed to update the anount of the el ectronic noney to
‘the tinme at which the I C card conmunicates the completion of thd UpdbDifg
to the controller 32. In response to the conmunication of the conpletion of
the updating fromthe IC card, the controller 32 can comunicate the '
updating of the electronic noney to_.thg panagenent center 3. Wien there is
insufficient electronic noney avail able, the controller 32 noves fromstep
SP15 to step SP22 (Fig. b) and displays predeterm ned nessages on the
custoner,.operation unit 21 and the store operation unit 22, respectively.

CAs in t e di¥DIERFEGR S e IRAFET T T R bfandantarempereti on unit
22 and the display, screen 21C shown in Fig. 9B of the custonmer operation

" unit 21,tqehgﬂczc§’rﬁll%olqreer Tl LaRIer RO dis eFh i PR3 RS eke erk of the fact

that th re. insuffigient funds avail able on the card. The controller 32
asks thg"reﬁasd%r TWANer L?ég‘r r%ﬁ 99 RSP ] 0~ It ete ¥ ¢ ransact i on usi ng

monu | ncl udi A0oa 308 CERPLET aPAeraAue BEPTaRCdRERarT g To H gs. 9A
d 9B, 4 ,C i 5. 3000 with t to a t anmount
~of 4000 SR SR s 1 Ao i b B R S P e T L 6 0o
2Q04 - g K ' S 22G of t ; ti
Ot 22 AR SR H R PR A SRR Bt SO
control lseyreda MAES fTHPHAR SRR t%%&&ép e(llrfai -on5)uni\4‘!‘§je51thefe s

. .o . can
{insufficient electronic noney availa and e e user &S to

cancel e vildec 8a%:iduie pIYHdOIJ e i 13 BRNGRIS td'e RAMER Elefkg;eb ectronic

noney. In such a case, the paynent transaction can be conp y cash, or

t he pur chasdcofcaadioadutie erirDeretsalad.on hOQys asty. i f the
determ nation in step SP23 is negative, the controller 32 noves to Step

SP24 andugdehermores whetiels idieoeeas & it ioh (ke desplmasyyeen 22C of
the store operation unit 22 has been pressed. If the determnati-on is
negat i veperad iomst ool [tde 32 spdtayr cre@rst2gd . SP23. If the determination i.n
step SP24 is affirmative, the controller 32 noves to step SP25. In step
'SP25, the coRbRfoFFere3grepaties thétrdgoid enmiRerl@ papeidsdawidmhner
simlar to steps SP17 to SP20, and hence the transaction is conpleted using
the ent Pr 8355 Breserdadigad hed-dee 228 dar dromthefcentligiuisy @Y stedor ds t he
paynent usig the 1 C card. The controller 32 conputes the outstanding
amount By SBIBTr 4¢0-ng BEREASE @ SPRGRVEr POFLiNE ©dt shepapmént ampunt and
returns st SP3. . The store termnal 9 can settle up the outstanding -
p%%sen%%tlon hogger 2% is a reader/writer 9A2.p Accordingly, J
when an IC card submitted by a user is placed on the card
presentation holderlzzB of the sfore operation unit 22, the
reader/writer 9A2 gains access to the IC card.
The liquid crystal display 22A is provided with a
display screen 22C at the side of the card presentation
holder 22B. On the display screen 22C, a touch panel 22D is
'provided. Accordingly, the store operation unit 22 provides
a salesclerk who places the IC card on the card presentatidn

holder 22B with various pileces of information. Furthermore,

various pieces of information can be input by operations on



fanmount using another IC card by repeating a simlar process. Alternatively,
.the store termnal 9 can cancel the process, t 6 1U-f 2004 - 40 and the
. user can pay for the outstanding anmobunt by cash. When there is inlﬁjgﬁdﬁ?t
el ectroni c noney avail able recorded on the IC card, and when the1 ga-i, 0 g
transaction is conpleted using the entire anmount of el ectronic noney '
recorded on the. I C card, the store ternminal 9 records the paynent
subsequent to receiving the response fgomthe ICcard, as in the cas ain
“which there is sufficient electronic noney available. If the store termnal
9 receives no response, the process fromthe tine at which the nutual
authentication is verified onward is repeated. In this way, the paynent
process #Q?rQﬂﬁQ&ﬂXI%ﬁ?qQﬂrﬁﬁﬁ-V%en the controller 32 conpares the paynent
amount and the anmount of the el ectronic noney recorded on the I C card and
det erm nes t H&€ (HfePdnad maddr fandite R0 dinsdy < Iforeeysubatidmblal Yecor ded
on the I.C card, the controller 32 provides the user with the nenu including
the cancetCiGREEFR T HAUSIRG uskt GRF St thnEePus bopRy epesRBEoRONI C
noney. Tn qgczglr dacrhce v%th the menu choice, the anount of the.electronic
money r eCor det on the 1T T ARFPIZLITHARHE 34 tHee t o hgPpiRERES23 ¢ he

controll S ately. .chec the identjfication code of the |IC card,
whi ch i saq{die?a’ec‘? g‘gﬁoﬁ%sﬁee%o%ﬁ/vﬁi%‘ﬁr‘fﬁe%t ARYS thedt iR - like. If an

| C-card nal f tign.is_det ed,. the controller 32 displays predeterm ned
- nmessages andl}il,iI1 f'or%méLSt ﬁe%&&%ﬁc girjfggfﬁ@ $Al gg‘a S0TST QI:te’ﬁ'{é)“ll%‘“-]caar‘d

) funciddaepiat, disb A0 ddityind Ty O 00, Moo MEssages, Lhe L

fcontroller 32 causes the custoner operation un

unit 22 410, dirsed ol ety 5 lszz,' i ix;ec‘é%i’qt the dser yall not be

of fended, whereas the sal esclerk w rel i abl hformed of “Thehai n

poi nts. ) HILGdPN1ENONLYtd ansadd iy it Caqprzﬁ{@éf'z?& Widh £S5 register

Figs. 10 to 12 show a process for perform ng a paynen
through interfages {not shown). An interface (I/F) 31 is

connected to the bus BﬁS. VUnder the control of a controller
32, the interface 31 inputs and outputs-various data fto and
from the management center 3 through a public line. |
Accordingly, the store terminal 9 uploads various data to
the management cénter 3 and obtains an invalidity iist and
the like. |

A hard‘disk drive (HD) 33 recordé, under the control of
the‘controller 32, various data obtained through the
interface 31 and variqus data required for processing by the
contreller 32, such as-dafa concerning payments by
electronic money.

A backup power supply 35 supplies backup power using
internal batteries when the commercial power supply-is cut

off.

The controller 32 is formed of an arithmetic pProcessing



?#transaction using the controller 32 in cooperation mﬁth the PCS register 24

in accordance with the foregoing settings. Wen the transaction node is
sel ected by the salesclerk, the controller 32 displays simlar display
screens as those shown in Fig. 4. In this state, the sal esclerk fop&ialsh

"the PCS register 24 and hence the total paynent- anount is conputed for the

o

user. The controller 32 noves fromstep SP3l to step SP32 and obtains the
total amount fromthe POS register 242 The controller 32 noves to step
SP33, displays the obtained anbunt on ?he custoner operation unit 2l and
the store operation unit 22, and instructs the user or the salesclerk to
pl ace the IC card on one of the card presentation holder 21B or 22B. In
step SPIRLT: FOTcERNLFOLALNT? tiet omeneds. wirettsridhefateelstome 22C2 has
been pressed by the salesclerk If the cancel key 22C2 has 16 J~i~3 2004
- 42 bé@ﬁmﬂpéésgd, the ceontroliler 32 wondgdlsorblst epyeSR34. to step 5P35 and
comuni cates the ampunt paid by electronic nmoney to the PCS register 24.
The conPPSFP§F°§2lﬁo@€§°F@a§F§pWSﬁ®6Rﬁﬂ93ﬁ§QﬁrﬂﬁqgrQﬂﬁymwdﬁesénnﬂhen a
cancel i op ration_is performed) in this case, nothing is paid for by
el ect r ofit € nﬁﬁéyg TRe 1BoREFBPRER 32 é%ﬁﬁﬂﬁﬁ%%ﬁﬁéQHatﬁh tﬁ&ﬁﬁ%?ﬂi’pf 0 toh
the PCS reqister 24, a hence_ t he transacti on can be conpl eted using cash.
In contras ?%%ﬁgnupﬁg 23n3@g kBe 53659 ST s d8d t @ﬁe fon;roIISLISZ
nmoves t .SP37. %ge con roléer % activates the reader/witer or
9A2. |n%§?§§aé§§§?'t ecSﬁP%EPﬂ Pr3 %aﬁﬁpﬁeﬁ§¥%%ﬁﬁﬁ@@mﬁﬁﬁiﬁﬁﬁ thehcancel
key 22 ed, It _the determination is affirmative, the
controF%é?e§fgﬁgeeggﬁggngggeéégﬂgg For?F§6P§P%§ A& A s the
payment -geRyRt beihRe PP register 24.
In other words, when the store terminal 9 is turned on

by'a salesclerk, the controller 32 displays a_predetetmined

startup mode selection screen on the store operation unit 22.

The startup mode selection screen is a menu screen which

enables the salesclerk to select an operation mode of the

stofe terminal 9. The controller 32 displays a sales mode

- menu and a practice mode menu on the menu screen. The

practice mode is an operation mode for allowing the

salesclerk to practice the operation of the store terminal 9.

In contrast, the sales mode is a mode-for actually

processing a payment by electronic money or the 1ike.

- When the sales mode is selected on the menu screen, the
controller 32 jnitializes an internal memory ot-the like and
displays a startup password input screen. When a pre-input
'startup paésword_is input by operating the touch panel 22D

provided on the store operation unit 22, the controller 32

switches the operation mode to a transaction mode, and the



i Subsequently, the controller 32 termi nates the process and returns to the
initial state of the transaction node. In contrast) if the deternmnation in
step SP38 is negative, the controller 32 noves to step SP39 and determ nes
whet her a response fromthe |1 C card has been received. |f the detle§nilfatipgh
is negative, the controller 32 returns to step SP38. Wen the ICcard is
pl aced on the card presentation holder 21B or 22B and a response to a

~communi cation is received fromthe | Cygard, the controller 32 noves to step
T S Ji~E~ 2004 - 43 SP40 and instructs the reader/witer 9A1 or 9A2 t hat
has detected the response to verify the nutual authentication.. Based on
the nutual authentication result received fromthe reader/witer 9Al1 or
9A2, t hETTHIMEH 1Re TRt iat airi thekl vined hdre t9ioTritepe raiti dein tat22n i s
properly verified. If the determ nation is negative, the controller 32
moves t &%& SYIGSREd e EERIA e Lrapsattien medagesTion the cust omer
operatiqn unit 21 and the store operation unit 22 indicating that an
i ncor r ect- TEEH P HhACHKed F AW HRF RAWISS IR PP BABBIC | n doi ng so,

t he con ra%'m'e%rt 32 i.nstr-tjg_:‘t t he user to again place the IC card. As ‘
CES "Feind'Y & Ty ®PE ¥t i on by the sal esclerk is accepted.

ci rcunsta

control 1 or 39nsa, Bl ¥oRh, BUhAR L P Hebts S5 Bng’ storeana agai n

ot er g shaier e Fanel it 2803 b besp essed L Ane L

| L St SOT GRS U AL L5 he P e st
e 1 bt 908 @St A, Tl LR L) Mcnee

Temory of Che | e PRASKHD WSy Ssectys I JIE HERRC 1 the

control menag2resar pheswoad as iiMvalt it Vbdrettiy hd he,d8pd dAgntification

code of the I1C card and determ nes whether the use of the ICcard is

22D provided on the store operation unit 22, the controller
32 switches the operation mode to a totaling meode, and the
display of the store operation unit 22 is switched to the
corresponding display screen. The totaling mode is an
operation mode for totaling the sales by electronic money.

When the touch panel 22D provided on the store
operation unit 22 is operated by a salesclerk by pressing a
predetermined area on the display screen in the totalingi.
mode, the display of the store operation unit.22 is switched
to a registration mode input screen. The régistration mode
is a mode for registering operationlmodes of the store
terminal 9-and the like.

On fhe registration mode input screen, the controller

32 accepts settings such that a receipt will be printed for

every transaction or a receipt will be printed only when a



fprohibited. If the use of the LGcard is prahibited, the controller 32
noves to step SP45 and inforns the user and the sal esclerk of the fact that
the use of the placed IC card is prohibited using the custoner gperation
unit 21 and r the store operation unit 22. Subsequently, the cortl alifer20Be
‘returns to step SP33. In contrast, if the use of the IC card is not
prohi bited, the controller 32 noves fromstep SP44 to step SP46 and
det ermi nes whet her the paynent can be,gmde using the el ectronic noney on
the 1C card. If there is sufficient electronic noney avail able, the '
controller 32 noves fromstep SP46 to step SP47 and agai n determ nes
whet her the cancel key 22C2 ‘has been pressed. |If the determnation is .
af f i r maPr¢eeerAd nednpperiegd oz ifp\perfommed stsdmaSRAR timwstlepadRls {Fi g.
10). In_contrast, if the determ nation in step SP47 is negative, the
control@éP'SZIﬁo@€§1F6°§be&hSPQQW%Q?hL%ﬁ#ﬁhﬁ§QﬂP¢S(S&ﬁﬂihg&)amMHte t he .
anount g&séhe el ectroni c noney so that the paynent anount is subtracted
fromth | BRFBERLGUPE &f-eCiE OBisT MOBFiYe a¥dh &F anedEed Har Control of the
reader[mwiteragAl or_gﬁg. The controller 32 also instructs the
r eader / WriPEF 23GAPRo M A5 Ro thE ELZN RO SE o 4% CLoMRTFENNSE PY 1 6 ~~z~ 2004 -
45 as %ﬂer%%OEQ thengaynent anount nq&the paynent date as_the electronic
money- uSe history on tRe?FE PAPEFSSHEh Hh RTINS Jroeesiids®hédins in

this way.t c ql.ler .32 npves.to step SP49 .and deterni nes whet her the
control%gs ggshgggéggﬁgrFé'recgfigﬁrpﬁgestgféglgﬁﬁ AR BERGFS oL f the
det er m paki QR 4l f{ Lye [ hat. in this case the bal ance

{ figure on theaFép?apégggg%gosgr ?%%p§§$%%?$% g E6F" S %r 32 noves to step
SPSO angeleserdsibRecRa%MeRl, liectrani ¢ _mon [ he |IC card, in the
har d diskbdrive %3. zccord?ngpﬁ?%&%%ntt € Sgﬁtﬁoe|§$h%%5+ﬁéf¥ﬁ@P Fhe 1C

- card) wiAheh kSp2eBetbahli8eliNheEERLIFORKLCHTRA pah@1URGR § & RGNt of the
el ectroni ¢ noney, and subsequently the |1 C card comuni cates “the conpletion

of the vpdahengeg@sthateont mekikerinddr heceant okl @on3ZgaR camUNi cate the
updating of the electronic noney to the nmanagenent center 3. \WWen the

paynent siwdtcbeer ded nocbh@ahaedwdicsk thei vpe33 tibn! hitheMpRemt ibRE .
~controller 32 instructs the receipt printer 32 to print a receipt in
accor damedewamhnghéheegostlahgomodede thet tirags aand omdwesiet, 0 agidep SP35 (Fi g.
| 0). Therefore, the controller 32 can conplete the paynent transaction
usi ng t AE2BAB¥t medecinoveychnawbwkrt seppdynentoffoust awaicedput ed by
operating the POS register 24. In contrast, if the determination in step
SP49 i sAhEfat Fhe, ALARLAY efir ShaaytRaeeobesAtionpued tf RBmishewproped 1 ~~ -
2~~4 - 46 _card placenent position in the period fromthe transm ssion
to the corresponding display. ' o
When a predetermined area .of the touch panel 22D is
similarly pressed in the totaling mode or the transaction
mode, the controller 32 switches the operation mode to the
transaction mode or to the standby mode, respectively. When
‘a predetermined area of the touch panel 22D is similarly
pressed in the standby mode, the controller 32 cuts off the

power supply to the store terminal 9.

(3) Electronic money transaction

When the operation mode is set to the transaction nmode,



L using the entire card-bal ance.

fof the wite command to the responding framthe IC card. In such a ease,
the controller 32 noves to step SP51. After the controller 32 has
instructed that a nessage pronpting the user or the sal esclerk i%t g@ﬁ ZUM
place the I1C card shoul d be displayed, the controller 32 return p
SP33 and again instructs that the IC card should be placed. i Accordingly,
when t he paynent of an anobunt conputed by operating -the POS register 24 is
conpl eted using el ectronic noney, thesgoptroller 24 can reliably process

t he payment transaction. In contrast, If there is insufficient electronic -
noney avail able to conplete the transaction, the determ nation in step SP46 .
is negative. In step SP52 (Fig. 12), the controller 32 determ nes whet her
payment 1 FORO AT 33 5T YhTaItoReIp are Tt yan amiit Hel 1akd so t hat

custoneg§¥¥Q§6pa g¥ cash can receive change. Wien the store termnal 9
oper at es"1h cﬁ%ro SISH AT e 049 iR EY PP sRrdEng Aisgdant , t he

of “coi ne ke 11 S0 FED P B s U d4atdny SETe Al Yng
Lot PRS0 o el LM ST SRR (Gt 192 (hGGTBhL 01| o1
w U h T oP2anCR PSR St f eYhed sfBpdlRn 1 Moihiimian seet the
of "t he Fcrerhay "thaMe R 8 M ST A0 A e TP and Lo

ack Uheiser avaakan, uas s 51 s islies e ool 9 isdrgisgen on

't he control

whet her tot1caneRntaPt o6 s euUeRih SeheeN AG A N, Sheffoperati on

unit 22 has been operated. If the determnation I's a rmative,

control berind? impues fan@mthleen 1704 tra.St aB Sdws theL MildASty ddrddie
determ nation in step S54 is negative, the controller 32 noves to step SP55

and det @16 eds thiectchertoieer @pecuitd coptundit 2as been ere@lgday f the
determ nation.in step SP55 is negative, the controller 32 returns to step
SP54. | Bcrkend@iién manaeissrdes taf fal uset e, dilsplegrid @ld ehe3Zdpves to step:
SPS6. A?:‘ollowed by a total amount display area, an ocutstanding |

amount display area, and a card balance display area.

After the controller 32 has set.fhe customer operation

unit 21 and the store operation unit 22 in this manner, the

controller 32 pProcesses a'paymént usihg electronic money by

executing a process shown . in Figs} 5 to 7. Specifically,

the controller 32 moves from step SP1l to step SP2 and

: computes a payment amount for a user. In accordance with an

operation of the touch panel 22D of the_store operation unit

22, the controller 32 accepts inputs of payment amounts one.

after anothér and cpmputes a total payment_amount._ While

doing so, the controller 32 appropriately displays a

subtotal amount and a sum total amount on. the display écréen

21C of the customer operation unit 21. When the cancel key




idescribed herei nabove, the controller 32 uses the entire amount of
el ectronic noney to nake the payment and returns to step SP33. \Wen there

., is insufficient electronic noney available to make the full payneqt yﬂiz
controller 32 executes the paynent of the anobunt that can be paid b 004
el ectroni c noney avail abl e. Subsequently, the controller 32 returns to step-
'SP33 and pronpts the user to conplete the paynent using 16 JI~t~9 200!'s
- 48 another I1C card. If the cancel. ggtion is operated at this point, the
out standi ng anount is comunicated to the POS register 24 so that the user
can pay the balance by cash. In contrast, when paynent terns.have been set,
t he cont{ | er 32 noves ,fromstep SP52 to steE SP58. The controller 32
sets the %a@‘ne”fﬁ) AORECIRFRh PR 2 ctrbrF el abheythe Phaceshahge can be given
by preset_bhills d .coj ns_\Wien_the user pays the 'outstandi ng amount by
cash and{erné%oe’ﬁ%@%ﬁ%]g’é?dsﬁb‘?f? CPFFeCcthen chat Ede | @arogntrbyintBedown t he

-anmount o remai ning el ectronic noney so that change can be given by
preset b%?#égag]hecf"qgoji%sgccl%t?%unded anount is used as the anount to be paid

usi ng el ectrggni ey. _Therefore, .when the outstanding. anount is paid by
cash and chag"glggll s@% ?Sﬂ%ﬁ FECTES &% Eqﬁ?ﬁgféid‘éh Wl gy imannagy, preset

bills ang,£ql words,. for, ex e, the store dogs not have to
gi ve chan’geq?dr:r&croc#lrr?'s&{)%e Y the UK fégc)%s%n mADBPIGER tHAFt9SeFn such a

case, whgh t r nents shoul d be nade in
5000- yen bi?ﬁl%ldeélﬁo%%ga& cs%%efé;gél?fgﬁ%ro%‘gz %jgl % sC3Heé smal | er
amount - gieded @t 3P Qo r 45 13 ;%éng?iy [Qi‘i{he' @Ci%c?r?%%‘?iféa%g’i%”m of the

remai ni ng el ectroni c noney. Acco er onputes the

anount tardye Al d sl LCtdoNKe TS SPesd {4 I gl ectronic
noney bal ance is, for exanple, 53I2 yaegn, 1 %ﬁéség\;y%g%{&e@ %é\d When a

paynent tife SO Ien stideh@ 1OdE e AUBHeOfod e £5RI NG £f ectronic

noney, that is, 5312 yen, is rounded down in 1000-yen units town anount of
5000 yershomn dm iFSquseh ascHdenemigy "o esPPThdy EASELANM C yIpey.

instructing the user to place the IC card.

-~

o

In step SP4, the controller 32 determineslwhether,thé :
cancel key 22C2 has been ptessed by thé salesclerk.
Although the user has selected to pay by electronic moﬁef,
the user may change this so as to pay by cash or by credit
card. In such a case, the cancel key 22C2 is pressed. The
paYment\amounts-may be incorrectly totaled. In such a case;
the cancel key 22C2 is also pressed. When the cancel key
22C2 is pressed, the controller 32 moves from step SP4 to
step SP5, terminates the process, and returns to the initial.
state of the transaction mode.

In contras?, when the cancel key 22C2 is not pressed,
the controller 32 moves to step SP6 and activates. the
reader/writer 9Al1 or 9A2. In step SP7, the controller 32

determines whether the cancel key 22C2 has been pressed. If



{ A-remai nder of 4000 yen is the outstanding amount. In this manner, the

~controller 32 conputes the anount to be paid by electronic noney. In step
SP59, the controller 32 displays such information on the custonﬁg gﬁﬁrgmhon
unit 21 and the store operation unit 22. In this case, as circunst e _
demand, the controller 32 displays, in addition to the displayed
information shown in Figs. 9A and 9B, post-processing informtion such'as
the anount that will be paid after the, payment by electronic nmoney i.s made
and the remai nder of the electronic noney on the IC card. The controller 32
~di splays these nessages in this manner and noves to step SP54. The
controller 32 executes the process in a manner simlar to the cas.a in

‘whi ch nd&BSafetsrmisakion det affiamatiarecoritheldart 39 loperin exvias
cooperation with the POS register 24 to process the transaction, the
cont r ol FEP™STEEMTEi £&t 63 oPhSP5al deeaimiaigse thetPragesss aid er execut i ng
the*proce%s to &he OS register 24. In doing so, the subsequent process is
corr ect Iy “p&PFoltfedewiad @t 9te it hgp dm mesisper dti on Wit h-
the PGS r%QE%t%r 24 to @To ess the transaction, as described z 1 6 J~f~1
2004 - SB"NRPER - 8PEPeRE A5tergdratiog in SHer GRT di19 et iviest ruct s t he

| C card he unt_of _el ectronic noney on the I C card and waits
for a rgégoﬁgg%kggg?g ngEPEFﬁgtPhé%ﬁﬁy%Eﬁt?nﬁrd@ﬁ@#@ﬁﬁﬁ%bwwéﬁh@z Pecei ves
no respeas e teoller, 32 returns to step SP33. This enables the
controllergggggofgg i%gﬁy%ﬁrgéégs e%ﬁgynﬁﬁfp V&fsactiortBfsi ng t he

el ectrogk¢-#RAEY+i6R) i Lohal de, i nd show a process

per f or med t?y fhe éorgllt ?%I Fglg'a@gvlgﬁ t%fqg %%Pé#%’%g%ﬁ r\#é]ﬁ-ntshgot (?t%ﬁﬂ ng node
is set gy7an operation by the salesclerk, the controller 32 displays a

-di spl ay. screen shown in Fig. 15 on the display screen 22C of the store

operation umiheR2thd NEed@ B/ ¥Pfter 9A1 or 9A2 is activated by the.

‘controller 32, the reader/writer 9Al or 9A2 communicates
with the IC card at predetermined periods. When the IC card
is plqced on the card presentation.holder 21B or 22B, a
radio-frequency signal in response to the communication from
‘the reader/writer 9A1 or 9A2 is induced in an antenna of the
Ic card, and the IC card is activated by power generated by
the radio-frequency signal. The IC card analyzes data |
transmitted by the radio-frequency signal. Since the
transmitted data in this case is concerned'with the
communication from the reader/writer 9A1 or 9A2, the IC card
makes a response to the communication. When the |
_reader/writer 9A1 or 9A2 receives the response, the
reader/writér 9A1 or 9A2 stops communicating with the IC
card and communicates to the controller 32 that the response

is received.

After the controller 32 has activated the reader/writer



inpde is a node for totaling sales since the last totaling-up. The
controller 32 displays, on the display screen 22C of the store operation
unit 22, a nessage that confirns the totaling-up and a nmenu (including
"yes" and "no" options) asking the user whether to execute the tbgalliiHg2(bh:
The controller 32 noves fromstep SP61 to step SP62, accepts operations -
performed on the display screen 22C, and determ nes whether to execute the
totaling-up. If the sal esclerk operatas the nmenu to cancel the totaling-up,
the controller 32 noves to step SP63 (Fig. 14) and term nates the process.
If the execute option for executing the 16 ~~~~ 2004 - 51 totaling-up
is opergted, the controller 32 noves to step SP64. The controller 32 totals
payment sy -8 eR&oriiie ARG H AT t3e FTeReAtDt aFepy-TD7 to $HR cusPent
totaling;%ﬁg_t us totalipg the sales. In step. SP65, the controller 32
swi t ches e difpIidy S Hes R-affed QR ek 29%d threfeptrayionchebdar. Fig,
16 is a.plan vi of qi di splay screen_ 22C in this case. The controller 32
di spl ayszq‘tqieorprz?éerﬁm%aﬁtﬁ a‘ﬁ%ﬂ DRE atS 1FREEOERd f ol YRERIERS $3RCebtal anount
of sale p _SP66, the .controll %%gcontr |s the interface 31 to
est abl i g%el)ar}azl%a%e-lusp RESH eec‘fibcynqirbetﬁ*ﬁgi% %n&%eﬁ‘l’f‘%‘ﬁe‘%‘? % step SP67,

- the conpﬁﬁﬂ r‘f%%ﬁs_ r.ts. | oadi t o, the nagenent center 3, records of
t he payren és(ﬁ\ﬁm c Fltgevrtéﬁbnlege)cnecgbum%fl up %?l%ér‘%ﬁ]g{?%%e.é\ﬁ%ﬁlq 1 ot H¢ ng- up
isto bqlaréeré‘l%rgg%ﬁ afdsar q%sd%qs e&]o v, day,oin p SP67, the

~controller 32 starts ul%eoa I'ng tsn r%%%%s% tﬁéleP%ayrr%é\ %,t ich are the

- sales sidifyda 0t idigs ' Gidath o praNd Qs HYop o
€.cbntroller 32 has starteéﬂgﬁépuploa_lﬁ%,q?n step ,OQ eéé%ﬁéro *%r 32

- displ ays2t hvatr agr 65S wafi tihey uRlwadi nge cgﬁ?&'{é(’@éla@(laé £, Cgﬂ%f ol I er 32

di spl ays the nessage "unsent” entries" at the mddle of the display screen

- example, when the process is interrupted and remains in that

state, the controller 32 prompts the user or the salesclerk

to continue with the process.

In contrast, when the IC card is placed and the

response is detected, the controller 32 is communicated from

the reader/writer 9A1 or 9A2 and moves to step SP9. The

controller 32 instructs the reader/writer 9Al1 or 9A2 that

has detected the response to verify mutual authentication.

As shown in Fig. 7, the reader/writer 9Al or 9A2 transmits

and receives predetermined data to and from the IC card

using a mutual authentication key, thus verifying matual

authentication. At the same time, the reader/writer 9A1 or

9A2 communicates the processing result to the controller 32.

Based on the mutual authentication result communicated

_from the reader/writer 9A1 or 9A2, the controller 32

determines whether the mutual authentication is correctly

verified, that is, whether the placed IC card is for use in



fshown in Fig. 16. At the right of this nessage, the nunber of.unsent

i

paynment records and the total. nunber of paynent records to be upl oaded are
indicated in fractional form ~ 6 ~~y~ 200 - 52 Referring to H §. JiX%, 2004
there are a total of 230 records to be upl oaded, and a rem nder of 5

records has not been.transmtted. After the controller 32 has started

di spl aying progress in this manner, the controller 32 changes the display

-every tine the nunber of unseat recorgg decreases. Hence) the sal esclerk

can confirmprogress fromreading the display. In step SP69 (Fig. 14), the
controll er 32 determ nes whether a predeterm ned period of tinme has el apsed
since the begi nning of the uploading. If the determi nation is negative, the
control I&e ?g-et?ﬁ\i'é‘él% nONEyY SEAFeFhd det¥r mtdwer wstder thee wpdmanking has
been conpleted. If the determ nation is negative, the controller 32 returns
to stepl8¥Eolnstieas dappened thedash@atl Jercad rapdnias st apunSRes: SP70 -
SP69, and mh%p t he ,upl oading .is conpl eted, the controller 32 nobves from
step SPFGSto °t &F=8PHe - Ir;ng(HJter St erninatyiony dise MAgaEd Yror itd of tine has
elapsedC%H% tgla IE e nalfuggtion or_the like before the uploading is

conpl et &7, The Ent oM 33 e® HfdH st hesrsr ke lkedp SprruseRe

control Ler i.splays the.term natigon of. the process on the display screen
22C of the gt%osﬁgﬁ%ﬁergtelrg%ll?ﬁ]i tunﬁ% 2I(?Ln At S St R RERTHIeMTEE can make
the sal gsclegr .@% rat the .stare termnal 9 believe that the operation
has been pr§p§%I q@%ﬁ%l%?%%%gﬁ &%4%§%%1%qu£ha?1ﬁ?,¥ajqﬁxéﬁﬁ3§Q a@xd £ act
that theaRayeRt HeGR: I, . : aded.  As shown in Fig. 16,
the controller SE F:é%p gﬁ\ger%ﬁ%?ﬁgp(}%ggéa%) ??r%e'n%gﬁoﬁoﬁ%q%@%tg i ng
resul t, agaf@nprofpladithg J563N¢e RHIY i aRt iQl.and g return-to-tota

option. The controller 32 executeS respective probessing that corresponds

to the rmeR¢utBaeees\Wlich@nRer fa0 AN ke éf%%%HHﬁﬂ¥T$HOCGSSin9, t he
controller 32 executes the foregoing uploading in theé baé?ground. (6)

Pr ocessisadeaktierkt he aeidepatiaan When power is turned on, the controller 32
downl oads key data required to exchange data with the IC card and an
invalidity |T8tthésimgutheadoneheadedidat as tbhereent ol ber £32apr @gasses
paynents, uploads records, and the |ike as descri bed above. Fig. 17 is a

f | ownchafPREEGMley 32pmovess tpesftepmsd 1y (Fhig .c@)t mold elgada after the
activation. Wien power.is turned on, the controller 32 noves fromstep SPS
to st epdSbgImingscyhetdes the icanceflakey3R203 dstsalbeiesh pressrdect iTan to t he

managenent center 3. In step SP83, the controller 32 activates a tiner.
the determination is affirmative, the controller 32 moves

from step SP11 to step SP5 (Fig. 5), terminates the process,.

and returns to the initial state of the transaction mode .

In contrast, if the determination in Sfep—SPll is neéative,

the controller 32 moves to étép 5P12 and instructs the

reader/writer 9A1 or 9A2 to transmit a read commaﬁd.
Referring to Fig. 7, in response to the instruction,

. the reader/writer QAl or 9A2 transmits to the IC cara a read
command (Read) concerning an address (Adr) designated by the
controller 32. When the IC card properiy receives the read
command (Read), the IC card sends an‘acknowledgeﬁent status

ACK to the reader/writer 9Al or 9A2. Subsequently, the IC



iln step SP84, the controller 32 deternines whether the controller 32 has
been connected to the nanagenent center 3. If the determnation is
negative, the controller 32 noves to step SP85 and checks a neféured value
d

of the timer that has - 54 been set in step SP83, thus r Hiiini 208
‘whet her a predetermned period of time has elapsed and tine is up 1 ~ ~tl~~

12004 If the determnation is negative, the controller 32 returns to step
SP84. The controller 32 repeats steps3pP84 - SP85 SP84 until a connection
to the managenent center 3 is establi shed within a predetermned tine
limt. If the controller 32 becones connected to the managenent center 3
before a deternlnquperlod of tine has_el apsed; the controller 32. noves

to step RS t edﬁﬁﬁ%d%ﬂ%ﬂ%ﬁd}q i EFRIBLES ok athed key data

prepare th na nt center VWhen the controller 32 is connected to
t he nanageneerﬁ/ew&ﬁeé‘?%%ﬁaﬁ%f rgﬁewg?ﬁﬁﬁ%e‘-n the"MEY R*$ 6@ 32 execut es

ses such gﬁlverlflcatl f mutual authentication and
Sadeep

a serie 0CEs:
starts the JHownl oaditeg s Af t theork WIS IAY H% P2 he downl oadi ng

-of data; | | 3 e o_st SP87 and det.erm nes whet her the
downl oad:é&%haghtg%n d(;eagtr?pl%'ntrqéx sléc’rf“ﬁe%eﬂ SrHiRHTon § neg:tt ive, the

troll t tJoll 3 heck d I
of the i d%zrfw%é%ﬁ B, A7 oo e Sty ﬁw%”ﬁﬁi?%ir A

of the tiner that been séet i

pr edet erd’ad’t@—_d)lg_%&l of %ﬁﬁ] t
determnation is ng%atl vltéi ks ont rachl er: 3%#%%2& lom}stbgp 115115187 In this
MBNNeT , HduAeagRiriQldreroal? d:e@%@t S HLRL TN Te 5P oo tfiis Wl N 2

predeternlned time
balance figure of electronic money recorded on the IC card,

the identification code of the IC card, and the like.

When the controller 32 reads the desired data from the
IC card in this manner, the contreller 32 moves to step SP23.
The controller 32 searches for an invalidity liét using the
read identification code of theVIC card and determines
whether the use of this IC card is pProhibited. If the use
of the IC card is prohibited,  the controller 32 moves to
step SPl4. The controller 32 switches the displays of the
customer operation unit 21 and the store operation unit 22
and informs the user and the salesclerk of the fact that the
use of the placed IC card is prohibited. Subsequently, the
controller 32 returns to step SP3. '

In contrast, if the use of the IC card is not
prohibited, the controller 32 moves to step SP15. Bf
comparing the electronic money balance figure read from the
IC card and the total payment amount, the ccntrolier 32

determines whether the total payment amount is payable using



§{Y-1 & !l ~s1 2004 - 55 I|imt and downl oads data such as the invalidity
list and the, like fromthe managenent center 3. \Wen the downl oadi ng has
been conpleted in this nmanner, the determ nation in step S87 befones _
affirmati ve. Therefore, the controller 32 noves fromstep SP87 t6 gitjgp%@g%
(Fig. 18). The controller 32 updates the stored invalidity list using
downl oaded data. ‘In step SP91, the controller 32 updates the stored key
data using. the downl oaded data.'ln_sﬁgp_SPQZ, the controller term nates
the process. In this way, the controller 32 after the activation obtains
the nost recent data fromthe nanagenent center 3 and processes a paynent
by electronic nmoney with the 1C card using the obtained data. The
el ect r o€ RIFEELSPdCe oReFarPThridveniC t9ard | | egal use of -el ectronic noney
and the like, and hence the security of the entire systemis inproved: In
contrast,.whéf ADBGEI REC| SHETASL eR thENGRc BV labd oo thiegisomtaiileTor t he
l.i ke, ihgﬁecones difficult for the controller 32 to establish a connection

to the T I OB EEHEPs SRlhite STHR R nifiet phbt iarf Gi9aite and to

downl oad, t.he dat.a: n the store ternminal_ 9 is noved to a storefront or
Lo e eata iRl R St Feie el 2767 R et AR e | GF

di sconnegted, f .a~phaone .l in and it becqnes difficult for the store
term nalet %ggggv;?ﬁngg: Phd S & R S c%%%s‘?or’tw]d]eet%r??ﬁ AYh in step

SP85 Orf§kﬁpsté£ SP17 to step SP5 (Fig. 5). 1In this way, even when
there are sufficient funds available, the controller 32 caﬁ
cancel the process by an operation by thé salesclerk.

When the cancel key 22C2 has been pressed, which is a
predetermined operation, the controller 32 cancels the
procesé for updating the amount of the electronic money and
for communicating the updating of the electronic money to
the management center 3.

If'the-determination in step SP17 is negative, the
controller 32 moves to step SP18 and instructs the
reader/writer 9A1 or 9A2 to transmit a write command.
Accordingly, the paymént amount is subtracted from the
balance figu:e of electronic money, and hence the amount of
electronic money recorded on the IC card is updated. 1In
addition to tnis} the controller 32 instructs the IC card to
regord the paymentlamount and the payment'date.as the
electronic money~uée history.

Referring to Fig. 8; the reader/writer 9A1 or 9A2
transmits a write command Write based oh the address Adr

- designated by the controller 32, the writteh balance figure,



fi-s ~~~~ 2004 SP88 is affirmative. In such cases, the controller 32 noves
to step SP93 and sets the current invalidity list and the key data recorded
in the hard disk drive 33 available. In step SP92, the controllef 5321 2004
term nates the process,. Wen the controller 32 after t he activation has -
difficulty in obtaining the nost recent data fromthe nmanagenent center 3,
the controller 32 uses data possessed up until that time to performa
series of processes. The controller.32gencrypts the invalidity list and the
key data and stores the encrypted data in the hard disk drive 33. This .
ensures the security of the overall systemeven \Wen the store terminal 9
itself i,s _stolen: %7 Mai nt enance operation The managenent center.3 can
eval uat 8h#5Pe BdSESTE dard DRITGadi MERedY Ty ihicatat . the downl oading

of the invalidity list, and the |ike. Wen the uploading and the
downl 0a§BTgeFSE d‘ﬁ &t FopAved 'tSlecéf’ﬁlﬁ@ COaRfed theatlG rard Gandserninal 9

has a, p rtlc | ar function , when the upl oadi ng of paynent
records% nowgnggggﬁgé 5FFFP@U%@§ lﬂﬁ%?%ﬂ@%ﬁ?%ﬁn oy Gt em 1 to

- conpl et I gi.ve rls tq ver serlous problens , \When
the upI%a n% %g%%%?ﬁgﬁf 5@0%@5 coﬁﬁ\gf ~$i~,; 2004 - s~

and wagade dovnl 63003l Lepein 1@% LIl 0 .S es{ﬁfnosi W s

p055|ble to rmn as rurf

t enpor aﬁ:)éslp'o'ﬁ%e e%#%&tg' OQOC%ﬂ%eQ'a% ﬁ%@;d S)tj-lrJ.‘f’IfOI#1 AO{ e & d ke, that

the |line mal funct S been repaired by now, "and t “re termina

9 nas beeadsuned 1o sTHCLe! 90 ddifFANALE R, SHl tvgo%%nlg;du{g}e JRnagement

[ center 3 accesses the store termnal I'mng and

i nstructhatheheoBithlsehnd? the freliphdehariencaliglsd UphRading of paynent

records. Since the total nunber of paynents has been communicated to the

nmanageneetdegivei t3r BAe BRNIGLTRRICLERLNS GRZPIIE,UGihd he control ler 32
to upl oad the remai ni ng paynment records in accordance ‘With the

conmuni catiden/wird telri SACase, ke sealias ane Eekiw k@R mRPA! alteddhack or e
termnal 9 to execute the foregoing paynent processing. Therefore, the
control Iker tB2 dfkecatrds the upl oading in the background in accordance with
‘the instruction given by the nanagenent server 5. Alternatively, a
connecti on t¥hehethanagehepllesnBer sBanty woithbegednabhishednnezrt he

upl oadi ng of paynent records. In such a case, it becones difficult for. the
nmanageng E@ﬁFéPléeFo3@n6ﬂN?ﬁetPoﬁéPPh§ﬁB§r(Eﬁgpayﬁe@mﬁwﬁaﬂaﬁmlmﬁ$x) t he

dommloadbn% after the activation nay beconme difficult.
her the status and thelresponse have been properly

received. . If the detérmination is affirmative, which means
that the balande figure on the IC card is properly updated,
“the controller 32 moves to step SP19 and records in the hard
disk drive 33 the payment'by the electroﬁic money using the
IC card. 1In this way, the controller 32 instructs the IC
card, which is a porfable information terminal, to update
the amount of electronic money, and subsequently the IC card
communicates to the controller 32 that the updating is
completed. - Accordihgly, the controller 32 can communicate
'the'ﬁpdating of the electronic money to the management

center 3. The record includes the payment date, the payiment



i Wien-such mal functions occur, the management center 3 sends a mai nt enance
staff to solve the problem Flg 19 is a bl ock diagram of the nai ntenance
~ 0 ~t~~1 2004 - 58 operations. The maintenance staff brings a lporii&hl 2804
term nal 50 and does mai ntenance on the store termnal 9. Specifically, the.
portable termnal 50 is formed in a manner simlar to formng a portable
personal conputer. The portable term nal 50 can be connected to an
interface 5A of the nmanagenent ‘server35 through an interface 51. The
portable term nal 50 can be carried to the store, so that the portable
term nal 50 can be connected to an interface 36 of the store termnal 9.
Prior to-being carried to the store to do nai ntenance; the portable
t er mi nal@™ ity E%Wné‘&eéﬁltﬁ%%wfh GdRiferihe ek |Gard orandl ridet | ike. t he
rnamagerrg";})t ﬁ:.ver . Under 'the control of a built-in controller 52, the
por t abl NfaPaFedtedift SEGATSRS sithFRudTd Gl fATHIe OFB ofthmut ual

authentlcatlo i.nh.each termnal in the electronic noney system 1. After
Che mut AT ST Fadio I Dt RE99 1R P Hord BHI® R il 50

encrypt §.d | d|t - | |st data_a data, which are to be downl oaded to
t he st oﬁ'—e C@ﬁ) COLEHS eec&‘?]&g‘ ktﬁ%e e?ﬁqjysptt PR 998 SRBINGS 1 hard -
di sk dr imys f e r|or opera has een perforned, the
portabl e tegrél@ﬁgl%%‘gﬁﬁi care% &8s 59 1 hgt bfs RS o the store

term naly Qe ?P}e ge ntroller 32 of the store termnal 9 executes a
pr edet erm ned operation while displaying a predeterm ned screen anong

screens in the contrlst~120Ple d@¥ermination in step SPl8 is
negative, the IC card may have been removed from the pProper
card placement poéition in the pericd from the transmission
of the write command to the responding from the IC card. In
such a case, the controller 32 moves to step S5P20. |
After the controller 32 has instructed that a message
prompting the user or the salesclerk to again place the IC
card should be displaved, the coﬁtroller 32 returns to step
SP3 (Fig. 5). The controller 32 again performs the process
from the time at which the mutual authentication is verified
onward and instructs that the write command should be issued.
In thisrway, when the completion of the updating is not
-communicated from the IC card to the controller 32-after the
controller 32 has instrucfed the IC card to update the
amount of the electronic money, the coﬁtroller 32 again
_ instruqts the IC card to update the amoﬁnt of the electronic
money,
Accordingly, the controller 32 accepts canceling

operations until the controller 32 instructs the IC card to



¥ foregoi ng nodes, the operation node is switched to a mai ntenance node. Wen
an operation simlar to that in the transaction node is perforned, the
controller 32 verifies nutual authentication with the portable teq$Ln@g;%&M
and transm ts unsent paynent records to the portable term nal 50. e’ )
portable term nal 50 records the paynent records in the hard disk drive 53.
In this case, the store termnal 9 sets a signature, encrypts paynent
records, and uploads the encrypted reggords, as in the case of uploading to
t he managenent center 3. In the sane mai ntenance node, the controller 32
downl oads the invalidity-list data and the key data recorded in the ,
portable termnal 50 in a manner simlar to downloading the invalidity-lis
dat a andRAFE ek dped feunto ot Hhereiafdmanic amney 3. Mharortiragay o
records are downl oaded.in.this.manner, the portable termnal 50 is =~
connect &P ARSI BtafORSnRodeAfse S sanad ifgh Apenatiiaentigom fhe a manner
simlar to the case_ in which the portable ternmi nal 50 downl oaded in advance
the i nvad i -@&F%&P& dird T Ky FRFIFHER thee yrdslgeidm amaundr 3. The
port abl e %rm' ng':E %o upl oads the downl gaded paynent records to the ‘
manageneit S8 Tt S5 TORMEMRRGH O (e didiee Aot W dt @Fbad paynent

records settles the pa nt.s even. when a serious |line malfunction -

occurs. S Te-CRISS fg‘(‘ja‘%co-%‘%g'(?t%\%‘er?%t &S SRGAdInG 5 58€ connected to the
port abl I toperfaormthe . upl.gadin or, when the controller 32 is
connect ggﬂ%ﬁlﬁggné%ége%ngecgﬁtnesfe fc{)ﬁ: Sug q“ilr?g)qlr?”t i3 rﬁ}ent enance node

to per f eigichiae sl a2dicla apdiliiadeunloadinge the £ontioldor 35 displ ays

i the. progress of the' procéssing’i i'm areéea ‘AR a e

di spl ay 33c12eN kAW iica tl Qﬁelﬁpd§%%ﬂéid%mﬂﬂé 1Y %m>%$ﬁ' { he
h the control

controller-32 is dialing up the nanagenent center 3, %r 32

di spl aysha meesaetentdiceatiehg st hat the controller 32 is dialing up. Wen
the controller 32 succeeds in dialing up the nmanagenent center 3, the

control | er 38ndhsphays ibisnsMhencyent! ¥ingrruhual menkhentbgakihem, the
controller 32 displays this. Wen the controller 32 starts upl oading or

downl oadiheg conteroddetr G2l eiovas diropl atep i1 5 tthask e dEzed (Figy . pregcessi ng
and subsequently displays the details of the processing such as the anpunt

of dat adpesi 9gspgleyadedede teawinedd s sEye sc ont rolel ensIdmes: t hus confi gur ed
to sinmplify the work of the maintenance staff.
operation unit 21 and the store operation unit 22,
respectively. As in thé display screen 22C shown in Fig. 9A
of'the store oﬁeration unitrzz.and the display screen 21C
shown in Fig. 9B of the customer operation unit 21, the
controller 32 informs the user énd the salesclerk of the
fact that there aie'insufficient funds available on the card.
~ The controller 32 asks the user if the user still wishes to
comﬁlete the tfansaction'using the entire'balance-bn the
- card by displaying the foregoing message and a menu
- including a cancel option and an execute option. Referfing'
to Figs. 9A and 9B, the balance on the IC card is ¥3000 with

respect to a payment amount of ¥4000.

In step SP23, the controller 32 determines whether the



- ¥The portable term nal 50 encrypts data obtained fromthe managenent center
3 and data obtained,fromthe store term'nal 9 and records the encrypted
data. This prevents m shaps such as | eakage of key data due to tﬁ§f§UQrﬂMQe
i ke. (8) Operation of the enbodi nent .16 ~U-J 2004 - 61 1In the
el ectronic noney system11 (Fig. 1), various data are exchanged anong.the
managenent center 3, the issuing termnal 6, the crediting termnal 7, and
the |ike using encryption and nutual agythentication by predetern ned key"
data. As a result, an ICcard is issued to a user, and el ectronic noney,
~enploying the IC card beconmes available. In the electronic noney systeml,

key data required for electronic noney processing is periodically generated
at the r%ﬁ%g‘néﬁy c?e%ﬂ?ero%.thméiﬂi@gfl%t%ﬁ%erer%ﬁm%dt%cs*@@m to the

issuing termnal 6.inreal time. In addition to an invalidity list that is
a list SIPIRAAY 9 chudas ReaePrriseds ehorifift «pernindtion ihe
crediﬂjg%éerq;nal 7 ,and t@gef tomatic vendi ng machi ne server 10. Wen the
‘store te&rm HAIS g VAt RS ROHRINERT ot YRS d‘%’t‘é‘ésﬂ%’ tHR2 Fralrageint cent er
3,, the t dt invalidity |jst e similarly encrypted and sent
to the séti?r/e&t%‘«ﬁa m%r}a‘l : e\ﬁ\etﬁlﬁrl?e Jp%vﬂé}s-"?atﬁlfﬁjsﬁqfs 9&&&5‘?9‘}1‘% HeRKE Ui ng
term nal - ot crediting t inal 7, and the automatjc _vendi ng nmachine
server 1%% e %t%'ee ‘t %gmikey éla%{gaﬁlfeﬁesﬁ 219 %‘{ fe}r?csefi. e P t s ,
| eakage t [ t fi of. the jssuing termnal 6,
t he c?edti@;ei @ttcei%%qr?g:r %%, rl&%égréﬁ%gﬂgeutﬁé% ﬁlcé vendt %ge]lr?a%qﬁcﬁgl% SIRFY 10, The
store temmgwn & @S, 18 « t [ vat] ins ess to the
b o G R B N et R A P N AT

| managerent center 3 and obtalns the ata an he records

in the cast) vy tnR0Ghronde A & drtladi VaBdarE didared. Therefore,

various processes are perfornmed based on the nost recently obtained data.
In contrast, if the determination. in step SP23 is .

negative, the controller 32 moves-to_step SP24 and
determines whether the execute option on the display screen
22Clof the sto;e operation unit 22 has been pressed. If the
determination is negative, the controller 32 returms to ste§
5P23. If the.determination in step SP24 is affirmative, the
controller 32 moves to step SPZS. In step SP25, tﬁe
controller 32 updates the record on the IC card in a manner
similar to steps SP17 to SP20, and hence the transaction is
completed using the entire balance recorded on the IC card;
The controller 32 records the payment using the IC card.
The contrpller 32 ¢ompu£es the 6u£standing amount by
‘subtracting the paid amount from the total paYment amount
and returns to step SP3.

The store tefminal 9 can settle up the outstaﬁding
amount using another IC card by repeating a similar process.

. Alternatively, the store terminal 9 can cancel the process,



fWhen the store terminal 9 after the activation gains access to the
managenent center 3 and obtains the data in this manner, and when there is

. aline malfunction such as a reduced data transfer rate due to increased
traffic and a switchboard failure, or when the store termnal 9 i4$ foNgd 2@
a storefront and is used off-line, it becomes difficult for the store"
terminal 9 to obtain the data fromthe nanagenent center 3 (Figs. 17 and

1 8). In such cases, the store terminalyy9_stores the data, which are to be:
del eted when power is turned off, in the hard disk drive 33. Wen the data
cannot be obtained even after a predeterm ned period of time has el apsed,
t he stor%aféern‘i nal 9 begins processing based on the data stored in the hard-
di sk dri%RE TS ih%, CHMPAY oF @ t BR®i PaFSbardangearownt how casb. -

mal f unct.i,on. [Further m),re;# he store termnal 9 can be used at a | ocation

such as "M% STt DMK W EIR T tetechFerie Uneney aseababia a |ine -
connect i en the sto termnal _9 stores the key data and the like in -
the har d":Q %%ﬁ\(/g]ed#] iR B i#St‘l:ﬁ’éénﬁa‘?%%r‘fh?%etlﬁl%t%aﬁ’F%nEnEF?%ﬁéﬁté‘ﬁﬁ hfe
‘recorde i ).....lherefore). ] eakage of key data due to theft or the like
is pr evgcnér@d]j%tef usid @?J‘?&Hr%o@ﬁo%‘énogu% CEETPRES WBPREYCt i on

continu I , e center 3 downl pads the data to the

por t abl g“setée%nc%n%l Oﬁﬁgﬁﬁﬁghuﬁ?@t?ﬂ% ]FIPJaIB‘Tlg ?e’??ﬁ%‘?s 5B%%s carried.
to the iong é?g?ér : ol ermnal 9. .1n is way, the
el ectrofﬁc rmlﬁg%&s%st m EE'g%d%g?i‘%%%e%ﬁ%irn%sér%??%n%f‘i}%nﬂb‘? Hﬂe i ke. As
in the casg| ithdata d s ngﬂgg' v e center 3 and
{ the storeter2¥ﬂng3?Q?ﬁ%u%%f§gb e te?ﬁ?%g %%§€+£§g$gég§%%gﬁ%%%ﬁt
center hansky e Staies | o1t e SO EXCANGEa1 d@tﬁe&éi@eﬁ%@ ot her by

encryption and nutual authentication using key data. Furthernore, the data

obt ai ned-dsmmsdie HrRNaPRIRIEs CERSR IR | SLRNCAY PhedeRNchd apordet.
Accordi ngly, even when a m shap such as theft or the |ike occurs, the
secur i t ywfherie catsiteemiiss wssifee driwdfd sidraraesat&ey dad acid She, | i ke
are distributed . in the electronic noney system 1, and hence data can be
exchangddss @aymsint, @roddwss aiss urgiltiaily hadrfoumiegt i on using the key data is
performed and that the signature is added, the issuing termnal 6 issues
the | C card PRephittle cantiresd leeR@ wostpestesortihe mparysyeray airoaite.and
Specifically, in the el ectronic noney system1, when the IC card 2A is set
on the i%i%“ﬁné?r At dihes)e FRATRAN G vaRY zadorded orerttie el bsmien the | C
card 2A and the reader/witer 6A of the issuing termnal 6. Subsequently,
data is FETFEP ISR & Hd 9Rh dge e IdEian B elrEtTrnieswnmy t er ni nal
6, thus .-.84 1 ~ JU's~ 2004 reserving a region in the I C card 2A
which i savraéLdﬁibﬁgd rteéjoﬁéjﬁdzrorﬁ éﬁqﬁct:ﬁ'corﬁa(,r%ﬁé\ﬁ U RE Fur t her nor e,
vari ous data’.requjred t.q.exchange data anpng termnals, the

i dentificat S 8 6’fs‘°ﬁ1é*”1qfé‘ card “%Al,u A B (e ahorse. S the

| MNAgeMRRl COREh Ry (UG IAAULS LAY SIS LI Q S P he ke

In accordance with the menu choice, the amount of the

electronic monef recorded on the IC card is updated.

In the foregoing prbcess, the controller 32 sepafétely |
‘checks the identification code of the IC card, which is-
.detected by the reader/writér, the status, and the like. If
an IC-card malfunction_is detected, the contioller 32
displays predetermined.messagés and informs the user and the

salesclerk of the IC-card malfunction. When displaying the



?transaction database 15. Wen the IC card 2B is set on-the crediting
termnal 7, mutual authentication is simlarly verified between the IC card
2B and the reader/witer 7A of the crediting term nal 7. Subse&gfa{%yggﬂﬁta
i s exchanged between the crediting termnal 7 and the bank net e
t hrough the connection server 13, thus withdrawi.ng cash froma user's B
account and updating the anount of electronic noney recorded on the IC card -
2B. Accordingly, electronic noney is edited to the IC card 2B. The
crediting is recorded on the I1C card , and the data is communicated to
t he managenent server 5 at the managenent center 3: As a result, concerning
the record for the IC card 2B stored in the transaction database 15, the
anount @esSsEgesrotihe wordyrodtieredorauses Chrarah R ner upsatadionhen a user
goes shopping and purchases itens at a store, the paynent anount i's
subt r actéd tf rgzémaﬁlﬁejtax@o@mor@f ofleg@tiem anidhéd2 rtac otickapl ayn ddfd@mard 2.

In addition, the reduction in anount is communi cated to the nmanagenent 1
0 JI Jf ~T86649°5 -65 Inc dhdsr WaY .SF&E fised Willwheat rkekiafifattedaynent using
el ectronjc _none and when performng the transaction only by the store

Ler mi nalSTeRRgERe) SedeRp L oitie Vitldr SdgeRd Gif UMACTRGIOR Hies v
termnal,9 i.s operated to total amobunts to be paid for the itens, thus:
conputiﬁﬁlPﬁé‘total payment anmount. Furthernore, the user is instructed to
place the I1C card 2C on the card presentation hol der 21B. Wen the IC card
2C is placed, nutual authentication is verified between the IC card 2C and

 th | W (Figs, 5.t 8). .The recorded bal. £ f th
Cel'octrond) wEtESt Rk libhey® rrloibic ekl 3 e Pt S {1 i ot

bal ance @yaiskall e, the paynment amount is subtracted fromthe bal ance _
figure, and the anount of electronic noney recorded on the IC card 2Cis

updat ed. TheF§~%]9[ e1petgi pal sﬁo&es%gécggsD%Eel;gfaggg%iﬂ%%gprgg@ggggct ronic

noney so that the store termnal 9 can batch pay

subsequertahgachtiohhug iRl fhe CBnihRS18kLeCHRORIC JHTRRY SKIERiHH Fnd) . a
wite command is issued to the IC card 2C iﬁgtructing thatlf%%qgﬁ%unt of

el ectroR0s megeytehorkdihe adpdatiodce\Warna t&RMRGHLRLIN detati nidae updating
is conpleted is received fromthe IC card 2C, the store term nal 9.records
t he paynent WnenbtbenesanapabienohoGemunseabchgadt B¢ paynERtegegerd to the
managenment center 3. In this way, when the I1C card 2Cis renoved fromthe
card pré&sencartonlheirdée 2iBpByys sim@lelr]l4ispQ@yr scr@lens as those

shown in Fig. 4. 1In this state, the salesclerk operates the

POS register 24 and hence the total payment amount is

computed for the user. The controller 32 moves from step

SP31 to step SP32 and obtains the totalramount from the POS

register 24.

The controller 32 moves to step SP33, displays the

obtained amount on the customer operation unit 21 andrthe

store operation unit 22, and instructs the user or the

salesclerk to place the IC card on one of the dard

presentation holder 21B or 22B. In step SP34, the

controller 32 determines whether the cancel key 22C2 has

been pressed by the salesclerk. If the cancel key 22C2 has



fthe user before the anount, of electronic noney on the IC card 2C i s updated
and the processing is thereby cancelled, both the IC card 2C.and the store
terminal 9 are maintained in a state before the processing starts. '
Accordi ngly, situations in which the anmount settled by the nanag%nggﬁ %%E'
center 3 disagrees wth the ambunt of electronic noney on the IC card 2
are avoi ded: Since the backup power supply 35 ie provided, interruptions of
the processing are prevented even whepp for exanple, the plug is
di sconnected and the comrercial power supply is cut off after the updating
of the anmpbunt of electronic noney has been instructed. Therefore,
situatiqns in which the anount settled by the managenent center 3 di sagrees
with t heSifodfesehl s SAEIRINSE of? (Ve from YR dideskehen no
respons ived fromthe I C card 2C even after a predeterm ned period

of ti rreesr#fgc’ «rﬂec SEPYHCATES 1?1%% T R3FUReEIer e e tard 2C,
ahen { n oG IR ¢ SHEH Ao o R R AHE Hor 1 dNYn e WRIGTHG of e
card 2o SRR R Rt | s T Genialing eseien davoi d
Cpdat ed T SRR b YR e a s BRI IO SR 1o e Slectiipnin 6 1%
(he manosarant | ont &4 0 eagy ot T e G0 A ER ST Foney Ton
L8 1 OO S EneSIEaRe S AT, Lhd SRAKE S Ll AAGT S Rl 9 oLy

{after a response fromthe 1C card 2C 1s received, yiment”™ W I'T” not be
recor de¢dmplihtRedstiitid &Ja@mal 9 when the IC card 2Cis renmoved within the
brief period fromthe updating of the electronic noney on the IC card 2C to

the respondi ng toamrabe,| Ghear dndCcakbien kB¢ heceand 3Gt reempyed to
‘cancel the processing, and when the nethod of paynent is changed from using

el ectr orihe momeyrold exsidzg meass, tde @@ set tied dyntirke jEgnagenent center
3 and the anount . of electronic noney on the LC card 2C di sagree with each
ot her. Netdviaielsedde ireaderawrlidast Jadssirbleaz.0 @revanrip SresTRARGENENt
center 3 fromsettling the paynent using el ectronic noney, and hence

di sadvafRRFEe e Be asgerinade tavoilded whe tdwoh thasemncsiingeyt ecst ore
termnal 9 includes the backup power supply 35, at |east situations which
may gi v&&S d&ePo PFesESdant dfedheo deffer@atdon dwoiadddrmattitiee dhage of

maki ng the pa&qent usi ng el ectronic :
.controller 32 moves from step SP38 to step SP35 and

communicates the payment amount to the POS register 24.
Subsequently, the controller 32 terminates the process and -
returns to the initial state of the transaction mode.

In contrast, if the determination in step SP38 is
negative, the controller 32 moves to step SP39 and
.determines whether a fesponse from the IC card has beeﬁ
received, If‘the determination is negative, the controller
32 returns_to step SP38.

When the IC card is placed on the card presentation

holder 21B or 22B and a response to a communication is

received from the IC card, the controller 32 moves to step



¥ money, the user. who has selected to pay by electronic noney may change the
user's mnd and may wi sh to, pay by cash or the like. The store may charge a
. different custoner's bill to the user by mistake. In such cases, in the ‘
electronic =~ 1.6 ~~5~~ ZOa4 - 68 noney system 1, the cancel kéy JiJg 2004
operated to cancel - the paynent processing using electronic noney (Figs. 5
and .6). In this way, when the user is instructed to place the |IC card and
the el ectronic noney transaction is.pggformed, it is possible to prevent
the user from perform ng operations such'as renoving the IC card in hurry
so as to change the nmethod of paynent. It is thus possible to mnimze
situati'gi# n i.,ch data transm ssion and reception between the I1C card and

the sto e AR AR SETHEESnE NG FMSEERT Wi tete Wdurcke W12 filvded®shg. By

s poss CBTEE G nyBr LerPOREFOR® Mo P G e S P e
Car d- TRASSEN B X0 BT Ao e O o AP ta PR 408 R0 Hser . and
ol ect ronceded ket oA 842 o3t W T O 1R 8 HRESIIRSR he el ectronic
Toney. - SREEEET e BUEHRL A8 ke Al A R i e o

&l oot O%he WRARYANS1BheqL! ANGR VRS e Rl Aags, N Pl gancel I ng

~operations. It is thus possi 0 prevent situations 1h even when
the progessl 894has baencoaneshhed JN RPNt flodtltld QB GIpney on the |C

icard is reduced. It is also possible to prevent situations In which 113~
2004 customer operation unit 21 and the store operation unit 22

indicating that an incorrect IC cafd has béen-placed and -
returns to step SP33. In doing‘so, the controller 32
instructs the usér to again place the‘IC card. As
ciréumstances demand, a canceling operaticn by thé
salesclerk is accepted.

In.contrast, if the mutual authenticétion is properly
verified, the controller 32 moves from step SP40 to step |
SP42-(Fig. 11) and again determines whether the cancel kej
22C2 has been préssed. If the determination is affirmative,
?he'controller 32 moves from step SP42 to step SP35 (Fig.
10) and communicates tﬁe payment amoﬁnt to the POS register
24. Subsequently, the controller 32 termiﬁates the process‘.
-and returns to the initial.state of the transaction mbde.

In contrast, if the determination in step‘SP42 1s negative,
the controllér 32 moves to step SP43 and controls the
reader/writer 9Al1 or 932 to read the record in the memory of

the IC card.



$_.69 _ the anpunt settled by the managenent center 3 disagrees with the
amount of el ectronic noney on the IC card. Wien the anount of electronic
noney on the IC card is reduced even hough the processing has b?en :
cancel led, it is possible to enploy a process of again updating lthelt#indgn
of electronic noney in order to recover the original state. In this case,
t he process has disadvantages in that the process is conplicated and in
that the duration for which.the IC_¢c must be placed is increased.
According to the present enbodi nent, canceling operations are not accepted
after the instruction is given to update the anmount of electronic noney,
and hence situations in which the anmount settled by the nmanagenent center 3
di sagrees wi IR $herafBéair btheerestrohlernddeyeanchhe FGrcand are avoi ded
using a _sinple process: In contrast, there are cases in which there is
i nsuf fi ¢PYARL1SAET AdRite UFdRSy theaileast dded tidlicatiomapdentof [thesuch cases;
in the electronic noney system 11, the user is inforned of the outstanding
money of3FHe 3PPk EehReENings wheltheFoihe gseelodcithonile mawdy diss used to make .
t he pay exanpl e, when the user is to purchase itens, the

ment (Fig.. 9). For

user na?rpb&%&%%ghe)ﬁ§nﬁéﬁ 8F e C&mi-beo e GRS Has ®F O béri@st.. Bheat the user
can'nak% t he Ei%ne§é usin% %Iec%%oni% noney. Alternatively, the user may
abandon “PREZBUF-ERagé BPVERe 10t EAEP GF 4on&ETTs dPITETISs &iRec ISP A met hods
f Y ~E= 2 h . ing b C i nat | f
ol oty onne ekt aE, 0T RIS Fal Bt T o Shude EHESBShEN i ty of the
| ect [ o ly 1,85l f t h wln th lect i

| System TREdr Ear brREIbITel, LB pn R e o SRRt e R e A et
funds avakl gbbeet 8pERke 1LREuRF¥MEAL, %@%s%ﬁ%%ﬁ%ﬁ %B%r%%h%%3fieﬁgrfornEd
to cancel the procéessing of .the paynent usimg eledtroni ¢ noney. Tn

contrasiz waenrhhetexe¢uhespphbi on is operated, the processing of the
paynment using el ectronic noney is.executed so that the full anmount of

el ectroni c noneyoRtrhbe, | Crcand hSeuUsedthe MBKeatheipaygent. Specifically,
~the ICcard is instructed to update the amount of electronic noney, and the

change pmohheiasdynthef ceheeblonirc 3T0RGY eiss fregokdesd $P4uhab isitegAn be sent
to the nmanagenent center 3. In the electronic noney system1, the user is
asked t 8Pdé6nhhdnmieherpdymsnwhetheed thangaymengaya@nbelsiadg els@glg oni ¢ noney
is processed. Therefore, the user's desires are reflected in the
pr ocessithg, edrgtrheigsabnkiyt pni $henjCovedd.f tTHerthers ilsseiiffifdiodrint
el ectronic noney available, the processing is imediately canceled in
respons@lﬁﬁtFﬁ@lc‘money avallable, the controller 32 moves from

step SP46 to step SP47 and again determines whether the

cancel key 22C2 has been pressedg If the determination is

affirmative, the controller 32 moves from step SP47 to step

SP35 {(Fig. 10)}.

In contrast, if the determihation in step SP47 is

negative, the controller 32 moves to step SP48 and instructs

the IC card to update the amount of the electronic money so

that the payment amount is subtracted from the balance

figure of the electronic money under the control of the

reader/writer 9A1 or 9A2.  The controller 32 also instiucts

the reader/writer 9Al1 or 9A2 to transmit a write command so



¥ cancel i ng operation. Therefore, even in the middle of conputing the total
amount, it is possible to allow the user to change the paynment nethod, such

. as paying by cash, credit card, or the like, and to allow the user to
.cancel the purchase of itens. Therefore, the usability is inproved =
71 ~ ~ ~1.~~1 2004 In such cases, canceling operations are not a_cléptjég 2004
after the 1C card has been instructed to update the anount of el ectronic
noney. It is possible to comrunicate %ge_paymant record to the manhagenent -
center 3 after the nmanagenent center receives a response fromthe I1C
card. It is therefore possible to avoid situations in which the anount
settled by the managenent center 3 disagrees with the anmount of el ectrbnic
‘noney oS tife Has d-Rfs inRYMenS MNPy Gl sthentpaymant edd e vib$ cthe he POS
register- 24 and the store terminal 9 are connected to performtransactions,
for exafpiSetaoR T RRRSTAUSE FEE Y (Uheth LG s3ardy the POS register 24,
and the tot ah?ﬁayrr{ant amoynt i s conputed by key operation of the POS
regi ster 24. "RRE $08r FTEEARTNRECSESS 10 PEgdPEd 1o PSR -h&hgay nent
amount (Fi.q. ). cording to the electronjc. noney system1; the user is
instrucgcéD 01 efcé Veégcté’r ¢ 95 Hevp q°q I?%%t“?%’iri%,ﬂﬁﬂe' user

pl aces t I the card presentatio ol der 21B, and the paynent
processicjr?f'glelrs%:L([;I'ger]ﬁg03(r%"r1n=§1 5 PR Y FETayitht Hholr T P9y the POS

register ' ai j QN e igs. 11 and.12). In the
electr orﬁe%%réonﬁsgs SSIS# ?ﬁ,g\%ﬁlﬁﬁg gﬁ\; %{fe]g%&t]?"éegi s"fré]relﬁ‘i“eaqﬁs t he
store {ahinaln Sriidlodiandiss LSO PG e IR ROSS B to omt-an
i oEeratlon to agaln |nput7t2c e paynent a l%gzt to the storétermnal 9 so tlhat
the . 1o e"f]J-L%%e'd,' heP BERH1C 15Tl =N l&doney. In
this wa;j? Ephe gﬁr en on the sal escloelrleka-]?s Iessen%?l%&gsn%ﬁ?frép}f%%e%n%ger ations
are avoirdebrdi e Qavndga b H NG Betd oM yONEY: dd 41 Semaney
i's,communicated to the POS register 24. The PCS register 24 subtracts the
anount pai dhesinagdeldEeik auivaTwry Aovddindiof alwvinay e epuwiiand the
transaction is termnated. In the electronic noney systeml; it is possible
to omt 3n igpmdratdien the dgaicaddpuwhitdie isTeudompail d1singp@lLcidoni ¢ money
to the POS register 24. In this way, the burden on the salesclerk is
| essened.emmidalnprigpapdeyier dtheomenasmnt ek avos delcc e d hesmsdyor eardder mi nal- 9
operates in cooperation with the: POS register 24 to performtransactions in
thi s marffdeeenddlyi féeogér aanshsommandetadyte dhsefanmp tdtei arpdat ittie of t he
el ectronic money is instructed. The paynment record can be communi cated to

the mandFERdAdm dhe3 Ganddod begs fons i sinntre i@ a3l dan r ecei ved.

Therefore, situations in which the anmount. settled by the managenent center -
3 di sagF@@%W%ﬁWW%I%ﬁh@m%Wlﬁ EORRY ded. thihen t he ’

processing _i s canceled in . the case . in which the store term nal 9 operates

AR FEHE PSS r &Giel: &P 2T A6t maGorfied tiodde n thi s

i n coopera
e AL RTINS S, 5 pavEnt amoun
. instructs the receipt printer 32 to'print a recéipt in

. accordance with the,regiStration mode settings and moves to

' step SP35 (Fig._loj._ Thérefore, the controller 32 can- |
cdmplete the paymenf t:ansaction using the electronic money
in which-the payment amount is computed by operatingrthe POS
register 24. | |
| In contrast, if the determination iﬁ step SP49 ié

negative, the IC card may have been removed from the proper



i's CJL~s"~ 2004 - 73 POS register 24, the transaction can be conpl eted by
cash, credit card or the |ike Wien the store termnal 9 operates in
cooperation with the POS register 24 to performtransactions in Rhi%.
manner, and when there are insufficient funds available to make 1tfhel N ZUW*;
paynent, the user is asked to confirmthe paynent nethod. In response to an
execute instruction, the paynent processing using electronic noney is
performed. Accordingly; in the el ectrppic noney system 1, when the store
terminal 9 operdates in cooperation with the POS register 24 to performa
transaction, the user is asked to confirmthe paynment nethod, and then the:
paynment processing using electronic noney is perforned.. In this way, the
user's &8 Bdagemends POSidd onn ithdher megsisichd T oan dheh & nagemiilsistiyoni s t hus
i mproved. en there are insufficient funds avail able to make the paynent;
and whefTt FECu¥Er L&e PRGN, t9a sy TeseOndmcc TRoeythe G leand -ectlinoni ¢
noney: s gf the total paynent anount is paid using electronic

_ stem1, part .

noney r (?Ssd@dcgﬁet'hﬁ PCCORIE 1366 SfudIMEF, thE @R d5 lpai d by t he

el ectronic i s, conmupi cat ed he PCS register 24, so that the

bal ance can gg%ﬁiﬁh%ycgﬁg Ogiefhéglbﬂﬁ.lpﬁtEHgﬁeQ-Eﬁéé,afﬁﬁséﬁaﬁpke; t he
unit pri . item.is_set in 100-yen.units at the store so that the
store dgggmﬁ’fgtﬁﬁa\ﬁeﬁ%t 858Fv8rcﬁ§ﬁg§ail§5§r}§lrlk' & Agathe atsuteotGroney 1

6 Jl ~~ R3Q4 should be displayed,rthe controller 32 returns to step

'SP33 and again instructs that the IC card should be placed.
Accordingly, when the paymenf of an amountncomputed by
operating the POS register 24 is completed using electronic
money, the controller 24 dan reliably process the payment
transaction.

In contrast, if there is insufficient electronic;money
available to complete the transaction, the determination in
step SP46 is negative. In step SP52 (Fig; 12}, the
controller 32 determines whether ?ayment-terms are set.
Stores .in general prepare coins and the like so that |
~customers who pay by cash can receive chaﬁge. When thé
store terminal 9 operates in cooperation with the POS
register 24 to process a payment, the store terminal'é
accepts seftings of payment te;ﬁs—in oraer that the types of
coins and billé that the store must prepare are limited by
'inifializing the store terminal 9. The controller 32 can
accept such setiihgs of paymenf terms prior to being
installed. |

If no payment term is set, the controller 32 moves from



'syst em f, IV\/rl?en t

frecorded on the I1C card may' have a fractional part. In such a case, when

the full amount of t.he electronic noney recorded on the IC card is used to
make the paynent, the necessity of giving change in snmall coins in response
to the paynent by cash may arise. In the electronic noney system £, Jtihe2004
anount to be paid by electronic noney is set based on paynent terns set by
the store termnal 9 (step SP58 in Fig. 12). Therefore) the store's
intention of, for exanple, not keeping,coins for the giving of change and
the user's desires are reflected in se?ting t he paynment ampbunt. In this
way, the usability is further inproved. Specifically, according to the
present enbodi nent, the anount of the electronic noney recorded on the IC
card i s STE#hFEP 2 dth StePp BEGSt -er Aisndieantitsed avidh e femne two Figmi d

usi ng tg el ectronic noney is thus set a I'n the foregoing case, it is no.t
necessa % B3Gi%Fe Hhgn§eonen onpatics niih&? avd Bdleamsstiamami d by cash,

t hus achi evi the store's intention. Therefore, the usability of the

el ect r ofPEH dteil] HSHLRY, FRSPe iy g mests agraricages oaime e er ed by
sal escl érK ar Hergsds dRsUfddcigods mey év@idaetditange, and

hence el.ectrani c.nmone %eco S re advant ageous.. .In the el ectroni c noney
E aniy S §P§r g%p &Eé%

O aSf ghf YsShaae e MR SFiddcords the
paynment i |.e i nd en_the.sal esclerk .operates the store
term nal"ﬂ%h%% t%cc))t %}j&g)g'e%ae%%’trr%gosra s,lotnhélsrlél@o% &P S GAFEd to the
managenmpiat sgeRter 3 in which the bal ance figure of each I C card, the
payment anount, the paynent date, and the |ike are recorded in the

transaction dalsbagesiSs, BenedopfitEOEser! 850h0Re iR LRNAGENRAL LaeN! er 3
k 8 I n e

instructs the bank networ to settle the paynents usSing €l'éctroni c noney,
and hene@ncel option on the display screen 22C of the store ' '

“the el egtraoni ney. system 1. In addition, inproper operations by the
g ar‘F\??(? %@&% Itﬁ‘atthi

operation unit 22 has been operated. If the determination
is affirmative,'the controller 32 moves from step SP54 to

. step SP35. in'contrast, if the determination in step S54 is
negative, the controller 32 moves to step SP55 and |
determines whether the execute option has been operated. If
the détermination in step SP55 is'negative, the controller
32 returns to step SP54. Iflthe determination is
affirmative, the‘controiler 32 moves to step SP56. Aé
described hereinabove, the controller 32 uses the eﬁtire
amount of electronic money to make the payment and returns

'-to step SP33. | |

When there is insufficient electroﬁic mohey available

to make the full.payment, the cdntrollér 32 executes the
payment of the amount that can be:paid by the electronic.
money available. Subsequently, the controller 32 returns to

step SP33 and prompts the user to complete the payment using



ithe settlenents are conpleted In the uploading process, when the .

~ totaling-up of daily sales is started by the salesclerk (Figs. 13 to 15), a
| ine connection is established with the managenent center 3. The paynment
records are transmtted through the line to the managenent center{ §, |&#0d004
the paynent records are uploaded. In this way, in the electronic noney
system 1, he data are upl oaded to the managenent center 3 and a series of
processes concerning paynments using_ejgctronic noney is r conpleted without
causi ng the salesclerk to be conscious of the uploading operation to the
managenent center 3, as in the totaling-up of sales using the conventional
PCS regi ster In_the uploadi ng process, the electronic noney system 1 uses

the tot &OHEed Corcarseor df %ﬁﬁaQﬁaﬁﬂﬁrﬂﬂtﬁoqﬂﬂﬁtqnpnﬁnﬁﬁuanﬁtnMsent
records _as a nunerator and displays the progress of the uploading in the
f or m of PRiftactPén opfsanding gmopnt. ixqremmugyicaad dq dd &6 who
executes the.totalin -% process can nonitor the progress fromreading the
di spl ay,regﬁétﬁéngé ls%e g’ﬁbit&’iet VIS (RS S HEhiRafdiRsy by stashd i s |
i nmproved. V%?Q uglgadiﬁg dﬁta throuah 8 €O uni cation line, it may take a-
very | ong perfod®Bt-8fhe BHE"t BA¥MPlhe *REPFURBYEoRSERUSES  bFENCr eased '

traffic , | i,ne _nal function causi.t ifficulty in establishing a
connect Fgr%lt?r:g)ﬂ'l%gcar. WY 5tat irr?al- &B:eéap?}:%% g:r‘?s E‘_11:r‘|epg Al e per f or med
after buys) ULS,. n e oadi requires a very |ong period of
tine, a%ﬁh&%@%l@? ggcgggg &%%n@#ﬁ@ﬁﬂo@%E¥Pbr%ﬁﬁ%§lﬁéﬁﬁﬁﬁ%ﬁfﬁmm?%%¥51 .
connect@%ntB%E|%h%ng%hﬁﬁg!%%Cbﬁ%%ﬁé?@?%&é@%é“ﬂ?ﬁﬂé:a%%b@%%% r%ﬁ%%%taken to

{ solve the problens cording to t ctroni c noney system, na
process the gbrCRaRlehad abital aAdRnelShRmg REHO U A Jaas el apsed,
the process is term nated indistinguishably froma case in ich the

process changeqperly conpleted. In other words, the process in this case is
intentionally termnated as if it were properly term nated. Wen the
process is pepéoifiedabyya shkescherkliaexper renaad wBwAPehat hReuhle store

termnal 9, the salesclerk is not required to perform additional operations
i n or derft dhpr vemssndaigl glecarsadici apnheyThe saladsehangeCc aint @leal the sales
-securely and can conduct shutdown actions '
'~ glven by preset bills and coins. The rounded amount is used

as the amount torbe'paid using electronic money.r Therefore,

when the outstanding,amopnt is-paid by cash and change is

given to tﬁe usef, the change can be given bf préset-bills

and coins. |

In other words, for example, the store does not have to

give change in coins by setting thé unit cost inrlooo—yen

units. In such a caée, when payment terms are set'such that-
_payments should be made in 5000-yen bills and 1000-yen bills,

the controller 32 selects the smaller amount, that is, iOOO

yen, as a unit and rounds down fhe.amouht of the remaining
'e;ectronic money. Accordingly, the controller 32 computes

the amount to be paid by electronic money. Specifically,

when the electronic money balance is, for example, 5312 ven,



~ with each other

tand the |ike. Hence, the sal esclerk can handle daily 1 6 JtJb~ 200a
transactions in spite of line malfunctions. In this case, the nanagenent
center 3 can be aware of the fact that there are unsent data in t@eﬂgﬁqmﬁ .
terminal. 9. In the electronic noney systeml|, at a predeternmi nec] i t lf
the store termnal 9 seens to be activated, that is, at a predeterm ned
poi nt after.the data has been downl oaded after the activation, the '
managenent center 3 accesses the storggtermnal 9, and unsent data are
upl oaded. This may sol ve problens such as a |ine malfunction caused by
tenporary increased traffic. When malfunctioning of a line is not fixed) an.
. assigned i ntenance staff is sent to the store. The mai ntenance staff
connect SRh&H5d EaRymethicfaldHYP (81 (S (R anade nithe Tngumy.of9), and
- the storg termnal, 9 upl oads unsent data to the portable term nal 50.
Subsequécﬁﬁ VS IR éﬁfrcérdﬁbi’nﬂ BERSY £ r Rt HeS por3bbi ¥R erd¥ nal 50 to the

managenent . _seryv 5. .2n thi , N the eléctronic-nnneyé¢ system |, . when

wa .
such a IH& Flowdt 123n e St adh HROHE R offhe store
t er m nal, hr.ough. the rtabl e ternm nal, 50., cordingly, the electronic
noney s%q%'é:tr%l % glr?&él]@ﬁg%g’reoﬁé'ﬂvetdemsopiaqeeﬁ ' ﬁ?lhee G IMPREY t he | ke.
At thisfir : int in which dat.a.is exchanged between.
t he. mn&gﬁnﬁath}c%grﬁgr#?%%ﬁ fe 1 ot(ri,'lee toélrtrﬁm{ﬁéfgt 'brbfr't abl e term nal 50

enabl es the qﬁn@gggeﬁgﬁﬁggggtggzggg:&ggﬁorﬁ té%;narp'tu%%ls%gtg{)ia%chh nge data

nmut ual™ " a enti d

encrypt i B@iﬁ&_d<%\ﬁr @_t&tfﬂﬂ&%a@ﬁ, the chgg);g?l% t egﬂg nal 50 encrypt s

- data obtained fromthe store termnal” 9 and re s the encrypted dat a.

Theref olcon A dthen ABARAR Sikhh Ahddiald 6P WS tHdGSAGHdL Y of the

system a.s ensured. Wien thé mai ntenance staff is sent to the store-to do

mai nt enaperatite M enaneRl SR fsteake ciddilch GECHd On 10 ey :
managenent center 3 fromreading the display screen for displaying the data

upl oadi npe(ARS riFicpmsténdes Weineind heironpeatd L&t a2 dsselispl ayed in
detail. Hence, the working efficiency of the maintenance staff 1s enhanced.
(9).Advéﬂta@@gﬁﬁbmfﬁm(ﬂﬁﬂﬂﬂﬂﬂgﬁayéd information: :shown in Figs. 9A
and 9B, post-processing information such as the amount that
Will be paid after the payment by électronic money is madé
¢ and the_remainder of the electronic money on the IC card.
The Cbntroller 32 displays these ﬁessages in thié
manner and moves ﬁo step 5P54. The controller 32 executes
the process in a manner similar to the case in which no
payment term is set. When fhe controller 32 oﬁerates in
- cooperation with the POS register 24 to process the
-trénsaction, the controller 32“commﬁnicates the balaﬁce
figﬁre that remaiﬁs after execﬁting_tﬁe process to the POS.
‘register 24f In doing so, the subsequent précess is
correctly perfpfmed.

When the controller 32 operates in cooperation with the:

POS register 24 to process the transaction, as described



iW-th the above arrangenent, when comuni cating a batch of reodrds of the
updating of electronic noney to the managenent center through a

conmruni cation line;,and when the communi cati on cannot be conplet%d 2&}hﬁm @
predeterm ned period of time, the comrunication to the nmanagenent @: Nar p
term nated indistinguishably froma case in which the conmunication to the
managenent center is conpleted within the predeterm ned tinme. Therefore,
when a line connected to the manageneRh center has a malfunction;.it is
possible to term nate the processing W thout perform ng additional

processi ng, and hence daily transactions are conpleted in spite of the

mal f uncti on. 16 .111i9 2004 - 79 \Wen the communication to the -
managengfitth SRfGT R dto Flonpt died? . tHee reentoslbér the imétading of

el ectro(rgcitl'}cﬁ %nec}/a\}%;e upl oaded by the managenent center by accessing. the
store t . Fa PdatRe The raRRe oref selssErprnric thereyoMenthe unsent

dat a ar%ﬁyplo%ged..lt_is gﬂsreforﬁgpossible to performthe settlenment .

~ processitiy AT S A% BHLS GO EOnE e RRFRER IFHAIRG fibRti on. By
Swi t chi operati.on nod inst ead of comuni cating to the managenment
cent er-&%ﬁ}é‘%&?'a g%nﬁ“rﬁ c?ﬁrﬁﬂﬂlr}i%%% M TRCHRILDITIFROGRIat iRy of
el ectrorny re regorded.in the bl g, termnnal and are thus
upl oadegg:o or g’x%aranp e TSMEn A o|'r?etG“rﬁaI%?OF{I’%J‘{Ci'ti gﬁ”@brﬁ‘??’ﬁﬂe@? tHsent data can

be | oadgd L It t inal...Hence) it i ossibl e to perform
t he'uget t1 em%%ll%#g?gsgﬁng%lﬁa%&&t é)e%qfrg% e I}enéjﬁérhmgfq%;gﬁl% tcE\i ng

- the openaliingn tid&) ddiitRad Yo ai ning data such as the invalidity Iist
{ through a conmunication line, 1t~ s possible to obtain data required for
‘el ectronic noney processing transactions fromthe portable termnal. In
"this way, -even when it is inpossible to obtain the data through the line
due to t{lte | meaminiquarideon, the data can be obtained through the portable
term nal despite the line malfunction. In the case in which data required

for el ectronFtgeoney phacesskngwt hapsackiseNperFohicdl BYd +higr ough a
conmmuni cati on ~ ~ ~L~ 2004 line, corresponding data possessed up until
that tim®ntgollier 32 in the totaling mode. When the totaling mode
is‘set by an operation by the salesclerk, the controller 32
disp;ays a'display screen shown.ih Fig. 15 on the display
screen 22C of the store operation unit 22.1 The totaling
mode is a mode for totaling sales since the last totaling-up.
The controller 32 displays, on the display'screen 22C
of-thé store operation unit 22, a message that confirms the
.totaling—up and a menu (including "yes" and "no" options)
asking the user whether to execute the'totaling—up; The
-controller 32 moves from step SP6l1 to step SP62, acceﬁtsr
operations performed on the display screen-22C, and |
determines wﬁether toe execute the totaliné-up. If the
 salesclerk operates-the menu to cancel the totéling—up, the

controller 32 moves to step SP63-(Fig. 14) and terminateé

the process. If the execute option for executing the



? updat ed using the obtained data, and an el ectroni c noney payrfent i s, thus

processed, when it is difficult to obtain the data through the

conmuni cation line, the .transaction is perfornmed based on data Hqizﬁﬁgﬁﬁﬂyp
until that time: Therefore, even when it is difficult to obtain't t ,
due to a line mal function, a tenporary change in the installation of the
terminal unit, or the like, it is possible to perform transactions based
on the data possessed up until that_tiyre. It is therefore possible to -
performtransactions despite the Iine malfunction and the like. (10) O her
enbodi nents Al t hough the foregoi ng enbodi nent has been described with the
case in which, when the records of paynents cannot be uploaded within a

pr edet e fitfdd iFeiiPod SoPrergd e d.hdhee crdsolder (B3 owdtsss byo adogss obt ai ned
by the n%nagerrent center, the present inventionis not limted to this
enbodi md 1_6.4'For exanple, the store term nal can neasure the duration, and

~after apred§£ernined Eeriod of tine has el apsed, the store term nal can

—

aut onat i cal | y8i SPREROLAET ndRafehBAE PENTERtENEYCaReGSreadct RONeFcor ds.
Al t hough_t he .for %oi ng 3%30di ment has been described with the case in which
the st of& FelrfnatSlpltoidd1R9a ok ifs HH-ETs i H) A H@ B3m a bl er mi nal |

t he pre% Jt Ji.~ 2 nis not limted to this

o al inventi
: enbodine%?%lﬁpﬁéFﬁgtﬁ9&Ff30?ﬁ@ 53?5%%&% QLI -ﬁ?qﬁﬁﬂﬁ%ﬁ¥5¥%ver can upl oad

dd I bl e. inal . Al . f i
and dowalaatdal 3> pg LG BAL LA LS or it DO L e chor 00t 19
proces.s%geb%g%glqn. %Hgﬁo!lg 'L'%V‘?:tl g);ila]t[%/ r‘r)iilteﬁ o@thh%e)éi% tlgaa%/mr%e?nﬁt e:_[ e'nF S run

out, -the present invéntion1sn ed to SC) exanpl e,

when it 4ni $ndisf biagl t @Qee%}o"ﬁl%lrioiﬂe.ac GINRAGIIAY < Gl TNGGe RN, center,

it is possible to imediately start processing-a transaction based on the

ol d i nvahiaditiivhe! ia%t taBd toe ey 1daea A theueh ddie aﬁr{%ru?ﬁQOio@:‘g sefiRadi ment  has
a

been described with the case in which the store termn that gai ns access

to the nanagenestepesres, byngr edatesnined3opepat-ens PLACEAERS£hE@ANSAct i ons
based on the old invalidity Iist and the key data, the. present- invention

i's not Bilntbeéstablhsh a- diklenpodioirictidSnnNe® $hd hahagchiéatd ons may arise
in the issuing termnal and the crediting terminal which exchange various
dat a wi FRntkE Banadensmepc EREAT, - ither eantiroddedua2t gtafrars epdipldang
managenent server nal function, these termnals may performsimlar
pr ocessitRgthPUFEREERBEBL ChatpreSentrecowdist odn then peymaptlsi ethitok a st or e
term nal which uploads paynent records in real time Al though the foregoing
enbodi mBAVehRESPBe ERUBESE, NBedndi thteAedeas®hien Whiec fotthd ipgesgntisi nvent i on
is applied to o _ | '

to be performed after business hours every day, in step SP67,

the controller 32 starts uploading the records of the

payments, which are the sales since the totaling-up

performed thé previous day.

After the controller 32 has started the ﬁploading, in

step SP8R, the controller 32 displays the progress of the

uploading. Specifically, the controller 32 displays the

message "unsent entries" at the middle of thé.display screen

shown in Fig. 16. At the right'of this message, the number

of. unsent payment records and the total number of payment

records to be uploaded are indicated in fractional form.



f~.b .~~~! -Z004 the el ectronic noney systemusing a so-called closed | oop
systemin which anmounts of electronic noney recorded on IC cards are

. recorded and controlled by the managenment center, the present inv n}hggahf
not limted to this enbodi nent. The present. invention is also p§|!$“ 0
to an el ectronic noney systemusing a so-called open |oop system Although
the foregoi ng enbodi nent has been described with the case of separately.
providing the POS register enployed.ig,making paynents by cash, and the.

~store termnal; which is the electronic noney term nal, the present
invention is not limted to this enbodi nent. The present invention can be
applied to. a oase in _which the PCS register and the store term nal
ar e-i nt éﬁﬁ%n%%&’d@ thfe FIdrEfoiakP chbbriiak Rt 30 beespxids ctd bee with .

the cas a.n jch the el egtroni c noney systemis configured using
~ contact Iué)s]soaléggcaradk‘{,] & t@"&”@?&t"ﬁ v ERIGHST R3HNPE Re to this
enbodi r . .Th resent..invention can be broadly applied to a case in which
an eI'e(%ﬁllsémﬁoﬁ%éﬁ siﬁlsftte?rﬁ &?%&rﬁqw%ﬁ%&l%rﬁ%ﬁt@‘t Eetrashgto a
case in ' n el ect.roni ¢ _noney .system.is configured using a portable
i nfor m%@g&rﬁ%{] lglue%ﬁllg's T8 ’u%&gﬁdhtercfs]r%eﬁ a%% denges dRerd. 16 ,
(~~1 2 CLALNVEDES 1. An el ectronic non stem conpri si ng
an el ec?g%ﬁl%%m%y%% Erlgnaena &rmlJP;?(fatc?ﬁd’Hfsheen%rﬁqﬁﬁrﬁ ‘%%lcé%efar?ﬁﬁ'c noney in
a porta e oni i.ce that ; |.ue of _the electroni.c noney, -
said el 2%?1 rc?rfi ccttﬂr?on@g;cll %%ﬁ%%%alﬁgon%bﬁlﬁ%a%%o%ﬁeﬁSngfrr%%n%eq‘ ng er%?)‘:r' ding the
updat i n@igfp1tRe el ectronic noney, and a managenent section to which an '
{ update record for the updating of the amount of the electronic noney is
‘batch transniht 6debNsoygh (8160MMYY|, CRHENGohitAe1 1680591 Betalfhiflact roni ¢
noney term nal further conprising communicating neans for batc
conmuni edieitigra aplpiedel tiemah P $aire J G dSi M ey dled ddk i g J&carg ng
means to said nanagenent section; termnating neans for termnating the
communi dedioming o dhranadedingsec i e dasamtiatt tde gommuni cation is
not conpleted within the predeterm ned period; and neans for providing a
pr edet eM#gsdd vecr ddve diosyiiray letre 32t meveammmistaiy P70 ddie managenent
section is term nated, the same screen display being provided as that
provi de@ St raiggse whe thisicc Hheh @pd omedimiac dasorbeen conplletted W tIH e
predetermined period. 2. An el ectronic noney transaction processing nethod
conpri sidrFeIrdEGtdiong 15t @ggaft ivec ortdien gomia alddat i3y mftwins o sitef
”electro%% noney in a recording uhit of an electronic noney term nal;
comuni 4tPng Fhdf BRRERTC o CORGTS 181137 Janeptet shistet SHescor ds
recor ded %g ai d %%ordigg nit to a management section through a
Connunicatlg riﬁé; , and“when the qpload ng is completed, the

controller 32 moves from step SP70 to step SP71. 1In
contrast, if arpfedetermined period of time has elapsed due
to a line malfunction or the like before fhe uploading is
completed, the controller 32 moves from step SP69 to step
SP71. | |
The controller 32 displays the termination of the
process oﬁ the display screen.22C ef the‘store operation
unit 22. In doing so, the controller 32 can make the
‘salesclerk who operates therstore te:minal.9 beiieve that

the operation has been properly COmpleted in spite of the



1.1 JU~1 Z004 -84 termnating step of termnating the communication to said
managenent section indistinguishably froma case in which the comrunication
is conpleted within a predeterm ned period when the comuni catign tﬁﬁﬁ§Mﬂ
managenent section is not conplete within the predeterm ned peri'\oﬁi; :
providing a predeterm ned screen display when the communication to the '
managenment. section is termnated, the sanme screen display being provided as
that provided in a case in which the gonmunication is conpleted within the
predeterm ned period. 3. An electronic noney transaction processing mnethod
according to claim2, wherein the update records are updated by said “
managenent section by accessing said electronic noney term nal when the
comuni E&Gtotied AbE pepleatte Fe@Tdm waRe: thwniRraely tupinaddd conpri si ng
updating neans for updating the anmount of electronic noney recorded in a o
portabl e el eBBr BRPERA&Ri E&T - cdfmuifacPrRETRédns Ber dapdavysomemnitdat i ng t he
updati ng.of .the anount of the el ectronic noney to a managenent section .
t hr ough % SEdHUFCEEE 0 FROWHRS b & G Imst FrafitHy: + e mpRiatingludinte
anount %f the electr %ni c noney into a portable electronic noney term nal -
i nst ead o SEFHMIRTEETRY CREFLGIAThG et HE At amead ectTishi ¢ noney.
t hr ough C ni,cation line. 5. An.electronic noney termnal conprising
updating%ﬁggﬁgqg%r3%p3§ﬁqﬁﬁgﬁh§%§ &t BHSESOME ey recorded in a

port abl ranic .deyice; ni.catin ans for batch conmmunicating the

updat i n%‘%”%t% g?lgrsmt}%t \%1% E‘ﬁg}%elceé’tlrcc?ﬁi c%#oqﬁE%/ E{%%%%t section .

t hrough 3,59 [ ' lJ.ness .and peans f btaipnjng data required for
 electronic m%&b%?‘%’lcgggiéﬁ%%ﬁn m gﬁ%oﬁ%gb%l%egitﬂorﬁ%gcﬁ%%e& m nal

i nst ead f@fregoing ﬁ%l%éd%ﬂ%‘lih8§h%btb%idﬂd}% arequired for electronic

nmoney processing through the comuni cation 11 ne. i ;, ~~~ 2004 ABSTRACT
OF THE DI SCLOSURE ELECTRONI C MONEY SYSTEM AND ELECTRONI C-MONEY TERM NAL

(6) Processing after the activation
When power is turned on, the controlier 32 downloads
key data required to'exchange‘data with the Ié card and an
invalidity list. UsinQ the downloaded data, the controller
32 processes payments; uplbads records, and the like aé
described above. |
Fig. 17 is a flowchart_showing a,procéssAperformed by
the controller 32 after the activation. When ﬁower.is
turned on, the controller 32 moves from step SP81 to step
' SP82 and controls the‘intgrface 31 to establish a connection
"to the manageﬁentrcenter 3. 1In step SP83, the controller 32
activates a timer.
In'step'SP84, the qontroller 32 detefmines whether the.
controller 32_has been connected to the management center 3.
, If_the determination is negative, the controller 32 moves to

step SP85 and checks a measured value of the timer that has



1 An el ectronic noney systemterninates comunication to a management center
i'ndi stingui shably froma case in which the comunication to the nanagene éﬁ
. center is conpleted within a predeterm ned period when it is |rrpol;§| gbﬂ E 4
~conplete the communi cation to the nanagenment center within the

‘pr edet erm ned period. By switching an operation node, a pr edet er m ned
portable term nal is used instead of a communication |ine to upload and
downl oad data. Wen it is i npossible tp obtain data required for processing-
through the communi cation line, processing is perfornmed based on data
possessed up until -that time. Fig 2 .A1.A e . A< AN A<k<e.A<I.A<I.A

1.A |1.AY I. A< . A9hl. A<(,.A<h | .A . I A A<k , . A< |.A< |.A<1l.A<b. A<5
e. A<l . A@qenA\%etAén AEep KP83.Athusy determining m&etlwens CACA< | AL A<
CAY | VA A< A A<I.A<,.ASNI.A<H .A(,.A< e.AY ,.A<l|b. Al

Ah| 1. A@geq&ggr RedrDQE IR ofaLimhas elapsed and time is up. If
Ah A @AK Ay. Ay. Avky. A9. Ay. A1\ . AK\. Al1\. A@ Av#. A@QA\. A E. AQA(@A\". Al.
LAS\ . R&%ﬁ& K@&féf@tﬁons 1s Degdtivye. ey G gekleh) th]returns to

oo Y AR e e
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After the controller 32 has started the downloading of
f_f data, the controller 32 moves to step SP87 and determines
whether the downloading has béen completed. If the
determination is negativé, the coqtroller 32 moveé to sfep
,SP88. The controller 32 checks a measured value of the
timer that.has been seif in step_SP83, thus‘determinihg
whether a predete:mined period of time has élapsed.and time.
_is up. If the dgtermination is negative, the controllef 32‘
returns to step SP87. In this manner, the controller 32

repeats steps SP87 - SP88 - SP87 within a predetermined time
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SP88 is affirmative.

' In such cases, the controller 32 moves to step SP93 and

sets the current invalidity list and the key data recorded

in the hard disk drive 33 available. In step SP92, ‘the

controller 32 terminates the process. When the controller

32 after the activation has difficulty in obtaining the most

recent data from the management center 3, the controller 32

uses data possessed up until_that‘time'to perform a series

of processes. The eontroller 32 encrypts the invalidity

list and the ke?'data and stores the encrypted data in the

hard disk drive 33. This ensures the security ofrthe‘"

overall system even when the store terminal 9 itself is

stolen.

(7) Maintenance opefation

The management center. 3 can evaluate the results of the'

: uploadlng of payment records, the downloading of the.

~invalidity list, and the like. When the uploading and the

downloadiﬁg_frequently fail, it can be concluded that the

store terminal 9 has a particular malfunction: In

. particular, when the'uploading of payment'records fails

becomes difficult for. the electronic money system 1 to

, it

complete settlemeht,.which may give rise to very serious

problems.

When the-uploading of payment records is not completed,



10109% & ()-& 10% & ()- <s10% & ()- 10 10 102! 109%& ()-!!10%& ()-dE~_ @
LOFj 1 109 ()-y10% & ()-s10% & ()-] ! 10% & ()-=10% & ()-HY | 0% & ()W, oo
11111 @101 109 () -1 2H\ 109 ()-< WLO% ()- 10( 10( UM
10(+ 10% & ()-fpl)10% & ()-1"M """ +#dE_@ 10@L0%! () - V#10%& ()-1}10% ()-

1 109 ()- 109& ()- j!109& ()- +#h###9%9A" | ~' dE:/ 10 10.!10% () -

, 109&' ()-! 10%& ()-10%&' ()- 0109%&’ ()-)I§_§)%&' (-~ _"ro's' ((WxY:/
10) P" 10%9&' ()-Z \}10%& ()- M 10% & ()-pl 10% & () - YUCLO% & ()-  VION& ()-
10w))0* , C, ~, ,,aB7/ -

and when the downloadlng after the actlvatlon 1s performed
1t is p0531ble to determine that the ‘uploading has run out
of time due to a temporary line malfunction caused by
increaSed.traffic,or the like, that the line malfunction has
been repaired by now, and that the store terminal 9 has been
turned on. Therefore, the management server 5 at the
‘management center 3 accesses the store,terminalVQ'with a
‘predetermined timing and instructs the controller 32 to
finish the uncompleted uploading of payment-records. Since
the total number of payments has been communicated to the
management center‘BI the management center 3 can instruct
the controller 32 to uplecad the remalnlng payment records in
accordance w1th the communlcatlon In this case, the
Salesclerk may have operated the store terminal 9 to execute
- the fore901ng payment proce551ng Therefore, the controller
32 executes the uploadlng in the background in accordance
‘with the 1nstruct10n.g1ven by the management server 5.
Alternatively, a connection to the management center 3
may not be established in the uploading‘of payment records.
In such a case, it becomes difficnlt for. the management
center 3 to kno; the total number;of_paynent records. -Also;
the downloading-after the -activation may become difficult.
When such malfunctions occur, the management'centerﬂS sends

a maintenance staff to solve the problem.

Fig. 19 is a block diagram of the maintenance
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operations. The malntenance staff brings a portable
terminal 50 and does maintenance on the store terminalk9;
‘Spécifically, the portable terminal 50 is formed in a manner
similar to forming'a portable personal compufer. The
porﬁable térmipal 50 can be conﬁected to an interface 54 of
the management server 5 through an inteffage 51. The
- portable terminal 50 can be carried to theAstore, so that
fhe portable téfminal 50 can be coﬁnectedrto an intérface 36
.of the store terminal 9.
Prior to being carried to the store to do maintenance,
the portable terminaliSO is connected through a
predetefminéd iine or ditectly to the management server 5. 
Under the control of a built-in contreller 52, the,portable
terminal 50 exequtes processing such as verification of
mutual authentication, és in each terminal in the electronic
money system 1. After the mutual authentication has been
verified, the porfable terminal 50 encrjpts invalidity-list
data and key daﬁa, which are to be downloqded to the store
terminal 9, ahd recordé the encrypted data in a built-in
hard disk drive (HD) 53. : R
After a'prio: operation has been performed, the
portable tefminal 50 is carried tolthe store and is
connected to the store terminal 9. When thé controller 32

of the store terminal 9 executes a predetermined operation

while displaying a predetermined screen among screens in the
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transaction mode is performed, the controller 32 verifies
mﬁtﬁalraUthentication'with the portable terminal 50 and
transmits unsent paymentrrecords'tO'the portable terminal 50?
The portable terminal 50 records the payment records in the
hard disk drive'53.r In this oase; the store terminal 9 sets
a-Signature,‘enoryptslpayment records, and uploads the
encrypted records, as in the oase of uploeding to the
management centef 3.
In the same maintenance mode, the conttoller 32
'downloads the invalidity~list data and the key data‘recorded_
in the portable terminal 50 in a mahner eimilar to
downloading the invalidity-list data and the key data from
‘the management center 3.
Wheh the payment recorde are downioadeaoin,this.manner,
the portable terminal 50 is connected to the'management
-server 5 at the management center 3 in a manner similar to
the case'in‘which the portable terminal 50 downloaded in
advance the invalidity—list data and the key data from the
'rﬁanagement center 3. The porteble tethinal 50 uploads the
downloaded payment records to the. management server 5.
VAccordlngly, the store termlnal 9 can upload payment records
and setiles the payments even when a serious line

mailfunction occurs.
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terminal 50 to perform the uploading, or when the cOﬁtrollef
32 is cqnnécted‘to the management center 3 throqgh a lirne in
the mainteﬁance mode té éerfdrm the_uploading and the
dowhloading, the controller 32 displays thelprogress of the
processing in detail in area AR at therbottom of the display
screen shown in'Fig.flsx ,Spegifically, fbr’example, when
the controller 32 is dialing up thé mandgement center 3, the
centroller 32 displays a message indicating that the
controller 32 is dialing up. When the controller 32
succeeds in dialing up the management center 3, the
controller 32 displays this. When verifying mutual
autheﬁtication, the controller 32 displays this. When the
controller 32 starts_ﬁploading or downloading, the
-controller 32 displays that it has started the processing
and subsequently dispiays the details of the processing such
as the amount of data being uploaded or downloaded. The
controller 32 is thus cénfigured to simplify the wbrk of the
‘maintenance staff. - |
The bortable terminal 50 encrypts data obtained from
 the management center 3 and data obtained from the store
terminal 9 and records the encryptea data. This prevents

~ Mmishaps such as leakage of key data due to theft or the like.

{(8) Operation of the embodiment
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In the electronic money system 1 (Fig. 1), various data -
afe exchanged among the management center 3, ﬁhe issuing
terminal 6, the creditiﬁg‘terminal 7, and the like.using
enciyptioh and mutual authenticatibﬁ.by-predetermined key
data. As a result, an IC card is iésued to a user, and
‘electronié moné?_émﬁloying the IC card becomes availabie.

- In the electronic.mbney syétem 1, key.data required for
electronic money processing is-periodically genérated at.the
management centér_3.  The key'data is enﬁryptéd and sent to
the issuing tefminal 6 in-real time. in addition to. an
iﬁvalidity list that is a list of invalid IC cards, the key
data is encrypted and sent to thé crediting Ttérminal 7 and
the automatic vending machine servef 10. When the store
_términal 9 after the activéfion gains access to the
managemént—cenfér 3, the ke§ data and the invalidity list
are similarly encrypted'and seht to the store terminal 9.

When the power. supply is cut off, the issuing terminal
6, the crediting'tefminal_?, and the automatic wvending
machine server 10 delete the key data and the invalidity
list. This prevents leakage of key data and the like due to
theft of the issuing terminal 6, the drediting términal 7,

"énd the automatid vending méchine server 10. .

The store terﬁinal 9 (Figs. 16 and 17) after the

activation gains access to the management center 3 énd

obtains the key data and the like, and the records in the
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hard diek drive 33 arerupdated. Therefere, various
processes ate perﬁermed pased on the most recently obtained
data. | | | | | |
When the stere terminal 9 after the activation gains
access_te the management center 3 and obtains-the data in
.this manner, and ‘when there isza line malfunction eueh as a
reduced deta transfef.rate‘due to increased traffic and a
switchboard feilure, or when the store terminal 9 is moved'
to a etorefront andlis'used off-1line, it becomes difficult
for the store terminal 9 torobtain the data from the‘
management eenter 3'{Figs. 17 andl18) In such cases, the‘
store termlnal 9 stores the data, which are to be deleted
- when power is turned off in the hard dlsk drive 33. When
the data cannot be obtained even after a predetermlned
'perlod of time has elapsed, the store terminal 9 begins
processing pased on the data stored -in the hard disk drive
33.‘
| Thefefore;.the store terminal 9 can deal with a line.
malfunction. Furtherﬁore, the store terminal 9 can be used
at a location such as at a storefront in which it is
difficult to.esteblish a line_coenection. When the store
~terminal 9 stores the key data and the 1ike in the hard disk
.d:ive 33 ip this manner, the dataeare encrypted%endare'
recorded (Fig. 3).. Therefore, leakage of key data due to

‘theft or the like is prevented.
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When such a line malfunction continues {Fig. 19)} the
ménagémentlcenter 3 downloads the data to the portable
termina;-so, and subsequégtly the portable terminal 50 is
carried to thé étore and ﬁploads the data to therstore
terminal 9. In this waf, the eiecéronic monéy system 1 can

deal with a line‘mélfunction‘or the like.

management center 3 and the‘store'terminal'Q; the porfable-
terminal 50 énables the management ceﬁter_3 and the store
terminal 9 to exchange .data with each other by enéryption
 and mutual authentication using kej data. Furthermore, the
data obtained from the ménagement ceqter 3 is encrypted aﬁd
recorded. Accordingiy,.evén when a mishap such as theft or
'thé-like occurs, the security of the system is ensured.
In this mahner, key data and the like are diétributed

in the electronic monéy s?stem'l, apd hence data can be

the key data is performed and that the signature is added,
the issuing terminal 6liSSues the IC card 2A Which carries
therein electrbnic money availabie _ Specifiéally, in the
electronic money system 1, when the IC card 2A is set omn the
issuing termlnal 6, mutual authentlcatlon is verified

between the IC card 2A and the reader/writer 6A of the

As in the case in which data is exchanged between the

exchanged”securely.' On the assumption that encryption using

issuing terminal 6. Subseguently, data is exchanged between

the management center 3 and the issuing terminal 6, thus
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reseréing a region in the IC card 2A, which is required fo
perform electronic money processing. Furthermore, various
key data requlred to exchange data among termlnals the
1dent1flcat10n code of the IC card 2A, and the like are
reCOrded. At the management center 3, the identification
code of the IC card 2A,er.£he like is recorded in the
. ' transaction database 15.

When the'IC card-2B is set on the crediting terminal 7,
mutual authentication is similarly verified between the IC
'card 2B and the reader/wrlter 7A of the credltlng terminal 7.
Subsequently, data is exchanged between the-crediting
terminal 7 and the bank network 8 through the connection

' server 13, thus withdrawing cash from a user's account and
updating the amount of electronic money recorded on the IC
card 2B. Accordingly, electronic money is credited to the
IC card 2B. The crediting is recorded on the IC card 2B,
and the data is communicated to the management server 5 at
the management center 3. As a result, concerhing the record
for the IC card 2B stored in the transaction database 15,
the amount of electronic money stored on the IC card 2B is
updated.

When a user goes shopping and purchases items at a
store, the payment amount is subtracted from the amount of

electronic money recorded on the IC card 2. In addition,

the reduction in amount is communicated to the management
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center 3.
Speolflcally, when maklng ‘the payment u51ng electronic
money, and when performing the transactlon only by the store

termlnal 9 (Figs. 2 to 4}, the store operation unit 22 of

-the store terminal 9 is operated to total amounts to be paid

for the items, thus computlng the total payment amount

Furthermore, the user is instructed to place the IC card 2C

~ on the card bresentation holder 21B. When the IC card 2C is

Placed, mutual authentlcatlon is verlfled between the IC

card 2C and the reader/writer 9A (Figs. 5 to 8) The .

recorded balance flgure of the electronlc money on. the IC

.card 2C is loaded When there is a suf£1c1ent balance

available, the payment amount is subtracted from the balance

rfigure, and the amount of electronic money recorded on the

IC card 2C is updated. The store terminal 9 records the -

payment made using- the electronic money so that the store

terminal 9 can batch upload payment records subsequently.

At this point, in the electronic money system (Fig. 8),

~ a write command is issued to the IC card 2C, instructing

that the amount of electronic money should be updated. When
a communication that the updating'is completed igs received
from the IC card 2C, the store terminal 9 records the

payment and becomes capable of communicating the payment

record to the management center 3. In this way, when the IC

card 2C is removed from the card presentation holder 21B by
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- the user before the amoupt,of electronic.mohey on the IC
.card 2C is updated and the processing is thereby cancelled,

"both the IC csrd-zc-and the store terminal 9 are maintained
ih a state before the prooessing-Starts. Accordingiy,
51tuatlons in which the amount settled by the management_
'center 3 dlsagrees w1th the amount of electronic ‘money on

— the IC card 2C are-av01ded;

S

- Since the backup power sﬁpply 35 is‘provided,
-,interruptions of the prooessiﬁg_are prevented e#en'when, for
example, the piug is disconnected and the commefcial power

supplf is cut off after the1Updating of the amount of
eelectronic money has been instiucted.' Therefore, situations
in which the amount settled by the management center 3
‘ disagrees with the amount of electronic money on the IC card |
2C are avoided.
When no response is reoeived from the IC_card 2C even
- after a predeterminedﬁperiod of time has elapsed, the userr
is again instructedrtorplace the IC card 2C, and the
proceSsing.is_agein repeaped from the beginning. .Therefore,
‘even when the IC card 2C is'remofed within the period-from
the updating of the'amoﬁnt of elecfronic money on the IC
pcard 2C.to the responding from the IC card 2C, and hence the
processing is canceled, it is possible to aﬁoid situations
in which the amount of electronic money on the IC card 2C is

‘updated by overwriting the IC cardléc, subsequently the
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stoié terminal 9 records the paymeht; and hence the amount
settled by the.maﬁagement centér 3 disagrees with the amount
of electroﬁic money on the IC card 2C.

Since the péymeﬁf is recorded in the store terminal 9
only after a response‘from the_IC.card 2C is rebeiVed, the
péymentrwill not be recorded in the store terminal S when |

:the IC card 2C is removed within-the brief period from the

s,
Ry

'updating df the electrdnic money- on the IC card 2C to the
'responding froﬁ_the IC card-ZC; When the IC?Card 2C is -
rremoved to cancel the processing, and when the.method of
-payment is changed.from using electronic money.to'using caéh,
fhe amount settled by the management-center 3 and the amount
of electronic money on the IC card zc'diségfee with each

~other. Neverthéiesé, it is at least possible to prevent the

7 managementrcenter 3 from settling the payment using ’
electronic money, and hence diéadvantages to fhe user are
évoided; .

In such cases, since the store términal 9 includes‘the
backup poWer supply 35, ét least situatiéns which may give
rise to disad§antages to the user afe avoided. .
| -At the stage of making the payment using eiectronic
money, the user who'ﬁas selected fo péy by eiectronic money.

Vmay change the user’é mind and may wiéh to;pay by cash or
the like. The store may charge a different customer's bill

to the user by mistake. In such cases, in the electronic
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money system 1, the Cancel.key is operated to cancel the

' payment processing using‘electronic money (Figs. 5 and 6).
| In this way, when the user is 1nstructed to place the
IC card and the electronic money transaotlon is performed
it is possible to-prevent the user from performlng
operations such’as removing the IC card in hurry so as to
ohange_the method'of payment. It is thus possible to
minimize situations in which data transm1551on and receptlonr
between the Ic card and the store terminal 9 become
dlfflcult 1n the course of prooe551ng ' By performlng
prooe551ng lnlaccordance—w1th the progress of the processing,
it is possible to avoid.situations_in which the amonnt
settled b? the.management center 3 disagrees with the amount
of electronic money:on the IC care; The cancellation of the
processing offers advantages to the user, and hence the
usability of thelelectroniormoney system 1'is-improved.

The eiectronic money system l.accepts,canceling
operations‘until theheiectronic money system 1 instructs the
IC card to change the amount of eleotronicfmoney,

-Subsequent to instructing the iC,card to change the amount
of electronic money, the electronic money system 1 does not
accept canceling operations. It is thus possible to prevent
situations in which, even when the processing has been
cancelled, the emount of electronic money on the IC card is

- reduced. It is also possible to prevent situations in which
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the amount of electronic money on the IC card When the
~amount of electronlc money on- the IC card is reduced even
though the proce551ng-has been cancelled, it is pos51b;e to
‘employ‘a p;ecees of again‘uﬁdating the amount of electronic
money inVOrder fo'recover the original state. JIn this dase,

the pfocess has disadvantages in that the process is

P

complicated and in that the‘duratien fer-which the IC card

’imusf be placed is iﬁcreased. According to fhe pPresent
embodiment, canceling operationS'are not accepted after the
,instructioe is giﬁen tc update the amount of eleetronic
money, and hence situations in which the amount settled by
the management center 3 disagrees with the amount of
electronlc money on the IC card are av01ded u51ng a simple
process

In contfast, there are cases in which there is

insufficient electronicfmoney available to make the;baymeet.
In such cases, in the electronic money system 1, the user is
informed of the outstanding money or the like when the full
‘amount of electronic money isrused te make the_payment'(Fig.
79). For example, when the user is to purchase items, ther

' USe; may reduce the number of items to be pﬁrchased in order.
that the user ean make the payment usiﬁg electronic money.
Aiternatively, the ueer may abandon_the'purchese of the

items, or the user may select various methods of payment,
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: and credit card In thlS way, the usability of the
electronic money system 1-is tmproved for the user.

In the electronic moneylsjstem 1, after the nser has
been informed that there*ate insnfficient funds aVai;able to-
make the payment the-canceling operation is performed to

“;ff' o ﬂcancel the proce551ng of the payment u51ng electronic money
In contrast when the execute optlon is operated the
proce551ng of the payment using electronic moneyrls executed
solthat the full'amount_of_electfonic money on the IC'card o
is' used to make tne payment. Specifically, the IC card is
instructed to update the amount of electronie mOney, and the

, ehange in the amount of eleqtronic money. is recorded eo that
it can be sent to .the management center 3.

In the electronic meneY-systentl, the uset is asked'to,

7 confirm the payment method, and the payment ueing electronie
:money is precessedv Therefore the user's de51res are |
reflected in the processing, and the usablllty is 1mproved

If there is insufficient electronlc money available,
the process1ng is 1mmedlately canceled in response to the

‘cancellng operation. Therefore, even in the middle of
computing the total amount, it is possible to allow the user
to change thefnayment_method[ such as paying by cesh, credit
card, or the like, and to allow the user to cancel the

pburchase of items. Therefore, the usability is improved.
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In such cases, canceling operations are not accepted
.after the IC,card has been instructed to update the,amount
"of electronic money It is possible to communicate the
payment record to the management center 3 after the
'management center 3 receives a response from the IC card‘
It is therefore possible to avcld 51tuatlons in which the

amount settled by the management center 3 disagrees with the

/;"‘D‘\: . -.

amount of electronlc money on the IC card usrng a 51mple
' process |
At a store in which the POS reglster 24 and the store
'termlnal 9 are connected to perform transactlons for
example, bar codeés attacned on items are read by the POS
regiSter 24, and the total payment amount is computed by key
' operation of the POS register 24.. The store terminal 9 is
configured to obtain the payment amount {(Fig. 10).
According to the electronic money-system‘l, tne'user is
instructed to place the IC card. 1In response.toythe
instruction, the user places the IC card'on the card
presentation hoider.21B, and the payment processing is
performed in_whicn the payment amount computed by the POS
‘register 24 is paid nsing electronic money (Figs. 11 and 12).
In the electronic money system 1, When'nsing‘bOth the POS
registerrzg and the store terminal 9Ithat handles electronic
money, it is possible to omit an operation to againrinpnt

the payment amount to the store terminal 9 so that the
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payment cen be made using electronic money.. In this Way,
the burden on_the salesclerk is‘lessened, and improper
loperationsAare evoided.
The amount paid neing eleCtronic'noney'in:this manner
1s communlcated to the POS reglster 24. The POS reglster 24
subtracts the amount pald u51ng electronic money from the
i{« total payment amount, and the transaction is terminated. In',
" the electronic money system 1; it is possible te omit an
operation to again‘input the amount paid using electronic
= money to the POS register 24, In this way, the burden on
the'salesclerk is lessened, and improper operations can be
avoided. | |
When the store terminal 9 operates in cooperatlon Wlth
the PGS reglster 24 to perform transactions in this manner, |
cancellng operatlons are a;cepted before the updatlng of the
electronlc money is instructed. The payment record can be
COmmunicated to the management center 3 when a response from
the IC card is received. Therefore, situations in-which the
amount settled by the'management oenter 3 disagrees with the
amount of electronic money ere avoided.
When the'processing is canceled in the case in which
the-store terminal 9 operates in oooperation with the POS
register 24 Yo perform transactions in this manner, nothing

has been paid by electronic money. Hence, a payment amount

- of 0 yen is sent to the POS register 24. .By opereting the
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POS register 24 the transectlon can be completed by cash,
credit card or the like.

_ When the;store terminal 9'operetes in cooperation with
the POS register 24 to perform transeetions in'thie manner,
end when there are insufficient funds available to make the
payment, the user is asked to confirm_the paymentrmethod.

In response to ‘an execute instruction, the payment

-processingrusing electronic money is performed. Accordingly

in the eleetroniq money system 1, when the store terminal 9

operates in coopefation with the POS'register 24 to perform

. a traﬁsactidn the user is ‘asked to conflrm the payment
method, and then the payment proce551ng using electronic
money is performed. . In,thls way; the user's de51res are-
reflected in the processing, and the usability is thus
improved. |

i When there are insufficient funds available to méke the

paymeht; and when the user selects to pay by electronic"

money, in the electronic money system 1, part of the total
payment amount is ﬁaid using electronic money recorded on

the IC card. Subsequently, the 'amount paid by the

-electronic money is communicated to the POS register 24, so

that the balance can be paid by cash or the like.

In such a case, for example, the unit price of an item

is set in 100-yen units at the store so that the etere'does

not have to give change in small coins. The amount of money
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' recorded on the IC card is used to- make the payment the -
'necess1ty of g1v1ng change 1n small coins in response to the
payment by cash may arise.

In the electronic money syStem 1, the amount to be pald

C by electronlc money is set based on payment terms set by the

. Py

store term1nal 9 (step SP58 in Flg 12).- Therefore, the
'store s 1ntent10n of, for example not keening coins for the
giving of change and the user s de51res are reflected in
settlng the payment amount In this way, the usablllty is
‘further improved. | |
| Snecifically; according to.the present embodiment} the
amount of the electronic money recordedlon the IC card is
rounded down in predetermined'units, and the amonnt to be
fpaid using the electronic'money is thus set.r In the
foregoing case, it is not necessary to give change:in small
coins when the balance is paid by cash, thus achieving the
‘store's intention. Therefore ‘the usability of the
_electronlc money system 1 is improved, and great advantages
.are offered by the electronlc money system 1. In addition,
improper operatlons by the salesclerk are av01ded{ In this
case, the user does not receive change, and hence electronic

money becomes more advantageous.

- In the electronic money system 1, when the store
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' up payment records, the records are uploaded to the

-management‘center 3 in which the balance'flgure of each IC
card the payment amount the payment date,'and the llke are
. recorded in the transaction database 15 Based on these

: records the management center 3 instructs the bank network

o
—

8 to settle the payments using electronlc money, and hence
_ the settlements are completed.

Ih the-uploading process, when the totaling-up of daily
sales-ie started by the salesclerk (Figs. 13 to 15), a line
connecticn is established with theimanagement center 3. -The
payment records are transmitted-through'the'line to the
management center_a, and therpayment records aﬁe_uploaded.
In_this way, in the electrohic money-system ltrthe'data are
uploaded to the management center 3 and a se:ies of
p;ocesses¢concerning paymegts using electronic-money,is .
compieted without caesing the salesclerk to belconscious of
the uploading operation to the management cente: 3, as in
=the totaling—up of sales using the conventional POS register

| 24. . | |
| In the uploading process, the elecfronic money eystem 1
uses the total number of_records as a denominator and the

number of unsent records as a numerator and displays the

progress of the uploading in the form of a fraction {Fig.
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o may ake a very long perlod of tlme due to a llne
malfunctlon caused by 1ncreased trafflc Also, a line‘
jma;functlon causing difficulty in establlshing'a conneotioh 7
may ooour}_-Totaling—up operatiohs in.general areeperformed.:
after business hours. When the upioading requires a—ver?
long period of time, and when it becomes.diffioult to
‘ perform the'uploading due to a connection failure, the
salesclerk cannot go home if no measure is taken to solve
" the problems
Accordlng to the electronic money system 1, when a
process is not completed after a predetermlned perlod of
'tlme has elapsed the process is termlnated ‘
1ndlst1ngulshably from a case in whlch the process is
properly completed. In ‘other words, the process in this
- case is 1ntent10na11y terminated as if it were properly
termlnated. When the process. is performed by a salesclerk
\1nexper1enced in operating the store termlnal 9, the
salesclerk is not requ1red to- perform addltlonal operatlons
in order to process dally transactlons ‘The salesclerk can

total the sales securely and can .conduct shutdown actions

and the like. Hence, the salesclerk can handle daily
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? ghe fact that there are unsent data in the store terminal 9,

In the electronlc money system 1, at a predetermined time
.thatithe store terminal 9 seems to'be activated, that is, at
a predétermined point after the data has been downloaded

atfter the activation, the management center 3 accesses the

VN

store terminal 9, and unsent'data"are uploaded This may
solve problems such as a llne malfunction caused by
temporary lncreased traffic.
When malfunctioning of a line is not Ffixed, an- assigned
' maintenance'staff is sent to the store. The maintenance
staff connects the portable terminal 50 to.the store
'terminal 9 (Fig. ‘19), and the store termlnal 9 uploads‘
unsent data. tc the portable terminal 50. Subsequently, the
_data are dowrloaded from the‘portable-terminal 50 to the
managementrserver_s. In this way, in the electronic money .
.system i, when such a line malfunction continues, the data
are uploaded from the store terminal 9 through the portable
termlnal_so. 'Accordlngly, the electronic money system 1
functions properly despite the llne malfunctiocn or the like.
At thlS tlme, as in the case in which data is exchanged
between the_management center 3 and the store_terminal 9,
the portable terminal-SO-enables the management center 3 and

the store terminal 9 to exchange data with each other by
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from the store termlnal 9 and records the encrypted data.

.“Therefore, even when a mishap such as theft occurs, the
security of the system is ensured.
When the maintenance staff is sent to the store to do

maintenance, the maintenance staff can'confirm -8, connection

'to ‘the management center 3 from reading the dlsplay screen
: for dlSpl&Ylng the data uploadlng (AR in Fig. 16)11n which
the connectlon state is dlsplayed-ln detail. Hence the

_Worklng eff1c1ency of the malntenance staff is enhanced.

{9) Advantages of:the embodiment

‘With the ahove‘arrangement,'when communicating a batch
ef'reCOrds of-the updating Qf electronic money to the
management centet through a communication line, and when the
communicatinn cannot be'conpleted within a predetermined
period of tlme, the communlcatlon to the management center
is termlnated 1ndlst1ngulshably from a case in which the
communication to the management*center is completedtwithin_
the predetetmined time. Therefore, when a line connected_to
thesmanagement.center has a malfunCtion;-it isrpossible to
tarminate the‘processing'without berfotming additional
pfocessing, and hence daily transactions are completedhin

spite of the malfunction.
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- When the conmunication to the management center cannot
be completed; the records of the.uploading of electronic

money are uploaded by the management'center by'accessing.the

:store'terminal When the line malfunction is flxed at that

moment, unsent data are uploaded ,It is therefore possible

to perform the_settlement processing.in-spite of, for’

 example, a temporary line malfunction.

By switching the‘operation mode, instead of

communicating to3thermanagement center -through a

.communication line, the records of the updating of
: electronic money are recorded in the portable -terminal and

- are thus uploaded For example, when a line malfunction

continues, unsent data can be uploaded through the portable

. terminal. Hence, it is p0551ble to perform the settlement

proce551ng in spite of the line malfunction.

By switching the operation mode, 1nstead of obtaining

. data such as the invalidity list through a communication

line -it is possible to obtain data'required for electronic
money proce551ng transactions from the portable terminal.
In this way, even when it is imp0551ble to obtaln the data

through the line due to the line malfunction, the data can

‘be‘obtained through the portable terminal_despite the line

malfunction.
In the case in which data required for electronic money

processing transactions is obtained through a communication
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‘updated using the obtained data, and an electronic money
payment is thus processed, ohen it is difficuit to obtain
the data through the communication line, the transaction is .
performed based on date-possessed up until that timef
Therefore, evep when it is difficult to obtain the,deta doe

to a line malfunction, a temporary change in the

; N
e

.installation'of-the terminal unit, or the like, it is
- .possible to perform transactlons based on the data possessed
up until that tlme It is therefore possible to perform.

' transactions despite the line melfusction and the like.

(iO) -Other emoodiments
Although rhe foregoingrembodiment'has been described
VWith the'cese in which, when the'reoords of payments cannot
'be.uploaded within a predetermined period of time the
Vrecords are uploaded by access obtalned by the management
center, the present invention is not llmlted to this.

'~ embodiment. Eor example, the store terminal can measure the
durarion,'and after a predetermined period‘ofstime has |
“elapsed, the store terminal can automatically dial up the

.~ management center and cen upload the records.

- Although the foregoing embodiﬁent has been described
with the case in which the store terminal.uploads and

downloads data using the portable terminal, the present
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invention is not limited'to this embodiment. Alternatlvely,

the automatic vending machlne server can' upload and download

- data using. the portable terminal.

Although the. foreg01ng embodlment has been descrlbed

',w1th the case in whlch transactlons are processed based on

the old 1nvalld1ty llst and key data when time has run out,

_the. present 1nventlon is not llmlted to this embodlment

For example whenh it is dlfflcult to establlsh a connection

'_'to the management center, it is p0551ble to immediately

start processing a transaction based on the old invalidity

‘list and the key data.

Although the.foregoing embodiment has been described
with the case in'which the store,terminal that gains-access
tO‘the management-center-by predetermined operations_
processges transactions based on the old 1nva11d1ty list and
the key data the present 1nvent10n is not llmlted to this
embodlment. Since 51m11ar 51tuatlons may arise in the
1ssu1ng termlnal and the credltlng termlnal Whlch exchange
various data- WlIh the management center 1n real time due to,

for example a management server malfunctlon these

termlnals may perform 51mllar proce551ng ‘ Furthermore, the

present invention can be‘applied to a store terminal which
uploads payment records in real time.
Although the fore901ng embodlment has been descrlbed

with the case in which the present invention is applled to

93! JUH Zﬂﬂl}
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cards are recorded and controlled by the management center,
the present invention is not limited to this embodlment
The present 1nvent10n 15 also appllcable to an electronlc
‘money system u51ng a so called open loop system

,5- B .Although the foregoing embodiment has been described

s

with'the-case'of‘separatelylproviding_the‘ﬁos register

employed in making-pajnents by'cash,end the store terminal,

which is the electronic money terminal, the present

‘invention is not limited to this embddiment.,'The present

inventien can be applied to a'cese in which the POS regisfer
" and the store terminal are integrated.

Althongh‘the foregoing‘embodiment nas been described
#ith_the case in which_the electronic monef;system is
'configured using,contactless_lc cards, the presenf_invention
Jis net‘limited to this embodiment. The present invention
can be bfeadly applied to a case in which an electronic
money system is configured uéing'contact IC cards and to a

| case in whicn an'electronic money system is eonfigured usiné
é-portable information unit such-as a cellular pnone in

blace of an IC card.
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WHAT IS CLAIMED IS

1. An electronic money system comprising

an electreonic meoney terminal for updating the amount of
electronic money in a portable electronic device that stores a
value of the electronic money, said electronic money terminal
comprising recording means for recording the updating of the
electronic money; and

a management section to which an update record for the
updating of the amount of the electronic mohey is batch
transmitted through a communicating line;

wherein said electronic money terminal further comprising

communicating means for batch communicating a piurality of
update records recorded in said “recording means to said
management section;

terminating means for terminating the communication to
sald management section in case that the communication is not
complieted within the predetermined period; and

means for providing a predetermined screen display when
the communication to the management section is terminated, the
same screen display being provided as that provided in a case
in which the communication is completed within the

predetermined period.

2. Bn electronic money transaction processing method
comprising:

recording étep of recording the updating of the amount of
electronic money in a recording unit of an electronic money
terminal; ' -

communicating step of batch communicating a plurality of

update records recorded in said recording unit to a management

section through a communication line;



15 JUN 2004

-84-

terminating step of terminating the communication to said
management section indistinguishably from a case in which the
communication is completed within a predetermined. period when
the communication to said management section is not complete
within the predetermined period; and

providing a predetermined screen display when the
communication to the management section is terminated, the same
screen display being provided as that provided in a case in
which the communication is completed within the predetermined

period.

3. An electronic money transaction processing method
according to claim 2, wherein the update records are updated by
said management section by accessing said electronic money

terminal when the communication is not completed.

4. An electronic money terminal comprising

updating means for updating the amount of electronic money
recorded in a portable electronic device;

communicating means for batch communicating the updating
of the amount of the electronic money to a management section
through a communication line; 7

means for recording the updating of the amount of the
electronic money into a portable electronic money terminal
instead of communicating the updating of the amount of the

electronic money through the communication line.

5. An electronic money terminal comprising
updating means for updafing the amount of electronic money
recorded in a.portable electronic device;
. communicating means for batch communicating the updating
of the amount of the eiectronic money to a management section
through a communication line; and
means for obtaining data required for electronic money

processing from a portable electronic money terminal instead of
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obtaining data required for electronic money processing through

the communication line.



