WD 03/061260 PCT/ US02/ 00541 1 VERI FI CATI ON OF PROPER COUPLI NG OF PO/AER
LINE COMMUNI CATION UNI TS TO POAER Cl RCUI TS BACKGROUND OF THE | NVENTI ON
Techni calwbioslogi2éhi s i nvention relates generally to power PCTrcsoR/ves41 and
nore particularly to verifying that power |ine comunication units that
are coupled to such power circuits are properly coupled. Background Art
Many m ssion-critical systens depend on a constant and reliable supply of
power. For exa in the cogguter worl d, bank data centers, server farns
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the owners, such as BATKKKGROENDOFFHEANVENTION Therefore, nmany
m ssion-critical systens have built-in mechanisnms for redundant sources of
power, Qtchpical R4 for redundant connections to the same source of power.
For exanple, a given systemmay have two or nore power supplies. Each
power supplhys giveufian relsges@oneraldy eopaveer girgiits) andmpreyeanieulaiy tovterifyimgthat
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the el e@(hfljlé‘dal grid and a generator. However, it is difficult to maintain

proper power redundancy in such systens, especially where they service
f ast - gr Batkygowmmr kttoads. Current practice usually mandat es nmanual

verificatign of which systemis fed by which of a nuynber_ of_ redundant power
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as one of t'he power circul a mssion-critica temis owed to
depend wvmb ert¢sy amhethef sarfsef pysiens wied eubionstanttand meliablecsomrdeaif power. dliithe one

circuit goes down. For this reason, as.well as ather ons, there is a
meed { of ST 5 Bk ES TeAUERE Ono! Tovises Bis R SRt FRAHERT PERP LRS! SYFRAEGTB
rel at esiff 13s3¢§kd féiokhets) SchRRWakks|, bikEnds MY LAl on units are properly
coupled to power circuits. A systemof the invention includes a number of

power | i nelhesefpreumap g niissionueritics] systeansdrige builimpmeecramane fsmedundaponent s.
Each Coggﬂilge'sco%tplox(?v@r, %? 'a% least for redundant connections to the same source of power. For

example, a given system may have two or more power supplies. Each power supply should
be connected to a different power circuit. The different power circuits may ultimately
depend on the same source of power, such as the electrical grid, or different sources of
power, such as the electrical grid and a generator.

However, it is difficult to maintain proper power redundancy in such systems, especially
where they service fast-growing workloads. Current practice usually mandates manual
verification of which system is fed by which of a number of redundant power circuits. This
situation allows human error to result in total failure of the system, even if there is a
breakdown affecting only a few or as little as one of the power circuits. If a mission-critical
system is allowed to depend on only one of the power circuits, then it can fail if only one
circuit goes down.

For this reason, as well as other reasons, there is a need for the present invention.

DISCLOSURE OF INVENTION

The invention relates to verifying that power line communication units are properly
coupled to power circuits. A system of the invention includes a number of power line
communication units, and one or more management components. Each communication unit

is coupled to one of one or more power circuits, and sends an identifier over this power



is coupled to one of one or nore power circuits, and sends an identifier
over this power WO 03/061260 PCT/ US02/00541 2 circuit. The managenent
conponentwoadlobret the identifier sent by each comuni cat ipem/usn2/00541 and use
at least these identifiers to verify that the comunication units are
properly coupled to the power circuits. An article of manufacture of the
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acconpany¢dgmahatictosnitsBiRt ffopBEpEHIpR tooer BRAVWNGS FIG 1 is a di agram of
a systemfor verifjication of proper coupling of communication units to
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i mpl ement ealipldd. The3nethodtidn agrifies thht the pywerdinevdoiimuecadtion edits averpeoperly
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conf i gur atheqmesshtly pefpmdembadisentod theinyedion giakemintcsnjuhctikinGgith gieand/ or 4,
according to an enbadi nent of the invention. FIG 6 is a diagramof a
syst em wi fFFOVEPRYRBE RGP 8ect |y configured power |ine communication units
and that also includes one or nore stand-al one power conponents,

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a diagram of a system for verification of proper coupling of communication
units to power circuits, according to a preferred embodiment of the invention, and is
suggested for accompanying the abstract.

FIG. 2 is a diagram of a sub-system in conjunction with which embodiments of the
invention can be implemented.

FIG. 3 is a diagram of a system with verified correctly configured power line
communication units, according to an embodiment of the invention.

FIG. 4 is a diagram of a system with verified incorrectly configured power line
communication units, according to an embodiment of the invention.

FIG. 5 is a flowchart of a method for verifying the configuration of the power line
communication units of FIGs. 3 and/or 4, according to an embodiment of the invention.

FIG. 6 is a diagram of a system with verified correctly configured power line
communication units and that also includes one or more stand-alone power components,
according to an embodiment of the invention.

FIG. 7 is a flowchart of a method for verifying the configuration of the power line

communication units of FIG. 6, according to an embodiment of the invention.



according to an enbodi nent of the invention. FIG 7 is a flowhart of a
met hod for verifying the configuration of the power |ine conmunication
uni ts of WD@®3/06126@ccordi ng to an enbodi nent of the invent PeR/USMG3 061260
PCT/ US02/ 00541 3 FIG 8 is a diagram3of a systemw th verified correctly
configured power line conmunication units and that al so includes one or
nore power g Vv . re
managerent ToRS Acigamat davapaabitt Rkic 3R, bRl T G o
is a fl eosharicabibn anfrehidhaf 450 Wneludéyomedrichere powet @miginems of the power
line comunication units of FIG 8, according to an enbodi nent of the
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for veri ation of power l|ine comunication units,

accor di r?é*“f’@g%énf’??%&ﬁ%g&%of the invention. BEST MODE FOR CARRYI NG OUT
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generatars T soI ar power mechani sms, w nd power nechani sns, and so on. The
power sdB¥LEen 102 may also include nultiple electrical grids, for added
redundancy. The power circuits 104 are the wres that run fromthe power
sources 102 t o BEST MOPE FORCCARRYING @UPTHRINVENKEON Commonl y, the power
circuits 104 end in tw- or three-prong electrical outlets, into which
corresp ifigwP! ugs of the comunication units 106 are connected. The power
|i ne cormmunication units 106 include the comunication units 106a, 106b, .
106n, aHHG.Hashewshesystapalilol aict:grdirrg te erpdefarrsd qnmdimeelroftth@inpaw'&m c’Fhecui ts
102 to which @Beﬁ ar e connect ed Eﬁs%s 106 acco i%h%()t b
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3;22??[)%8“%5‘5@8&%%%8%@ LRGAPR afeliu W RARs B6er, L% adiollsir nergtogs’

solar power mechanisms, wind power mechanisms, and so on. The power sources 102 may

also include multiple electrical grids, for added redundancy. The power circuits 104 are the
wires that run from the power sources 102 to the power line communication units 106.
Commonly, the power circuits 104 end in two- or three-prong electrical outiets, into which
corresponding plugs of the communication units 106 are connected.

The power line communication units 106 include the communication units 106a, 106b, . .
., 106n, and have the capability to send a signal over the power circuits 102 to which they are
connected. The units 106 may accomplish this by modulating a signal over the power
circuits 102. Such modulation may be accomplished in a proprietary manner, or in
accordance with a standard for such communication. For example, the standard may be the
X10 standard, described at the Internet web site www.x10.org, the Universal Plug and Play
standard, described at the web site www.upnp.org, the Jini standard, described at the web
site www jini.org, or another standard.

The power supplies 108 include the power supplies 108a, 108b, . . ., 108n. Each of the
power supplies 108 corresponds to one of the power line communication units 106. The
power supplies 108 are the supplies of power that typically plug directly into the one or more

power circuits 104, and that transform the power received from the power circuits 104 as



site ww. jini.org, or another standard. The power supplies 108 include the
power supplies 108a, 108b, ..., 108n. Each of the power supplies 108
correspore® iBosse of the power |ine conmunicatian .units. POEUSII@0sS4poner
supplies 108 are the supplies of power that typically plug directly into
the one or nore power circuits 104, and that transformthe power received
fromthe power circuits 104 as WO 03/ 061260 PCT/ US02/ 00541 4 appropriate.
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for each sub-system which may or nmay not be networked togethe ere my
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Each of the power |ine
wireless manner. The management components 110 may be hardware, software, or-a

combination of hardware and software. For example, they may be software programmed to
run on a general-purpose computer. There may be one of the management components 110
for each sub-system, which may or may not be networked together. There may also be a
single management component 110 for all sub-systems. For instance, where there is a
number of sub-systems, a single management component 110 may be responsible for all of
them, by being networked to each sub-system.

The system 100 of FIG. 1 preferably operates as follows. Each of the power line
communication units 106 sends a unique identifier over the one of the power circuits 104 to
which it is coupled. Each of the power line communication units 106 also preferably
receives from over its connected-to power circuit the unique identifiers from the other of the
communication units 106 connected to the same power circuit. The one or more
management components 110 then preferably collect from each of the units 106 the
identifier sent by the unit, as well as the identifiers received by the unit. The system 100
uses this information to Verify that the power line communication units 106, and hence the

power supplies 108, are properly connected to the power circuits 104.



comuni cation units 106 sends a unique identifier over the one of the power
circuits 104 to which it is coupled. Each of the power |ine comrunication
uni ts 106welosoepref erably receives fromover its connect @dTIUSOpoNSET
circuit the unique identifiers fromthe other of the communication units
106 connected to the sane power circuit. The one or nore nanagenent
conponents 110 then preferably collect fromeach of the units 106 the
identifier sent by the unit, as well as the identifiers received by the
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systerrs,enc@;ﬁgasgéapﬁthe'm@nhgﬁm sub systemis used instead of the term system
to distinguish the sub- systemfroma conplete systemthat al so enconpasses
power ciTechnitsl Bgekweundour ces, and sSo

FIG. 2 shows an example sub-system 200 that can be used in conjunction with
embodiments of the invention. The term sub-system as used herein can encompass
individual pieces of equipment, such as computer equipment, as well as computer systems,
and so on. The term sub-system is used instead of the term system to distinguish the sub-
system from a complete system that also encompasses power circuits, power sources, and so
on. Only those components of the sub-system 200 necessary for the implementation of
embodiments of the invention are specifically called out in FIG. 2.

The sub-system 200 thus has two power supplies 108a and 108b, and all other of its
hardware and software is relegated to a common block in FIG. 2 as the other hardware and
software 202 of the sub-system 200. The power supplies 108a and 108b are ultimately
connected to the one or more power circuits 104, which in turn are connected to the one or
more power sources 102. One or more of the management components 110 of FIG. 1, as
well as one or more of the power line communication units 106 of FIG. 1, may be integrated
into the sub-system 200, as is described in the following sections of the detailed description,

or may be external to the sub-system 200.



on. Only those conponents of the sub-system 200 necessary for the

i npl enentation of enbodinents of the invention are specifically called out
in FIG 2womheerab- syst em 200 t hus has two power suppliesPC@8s0am$4108b,
and all other of its hardware and sofsttware is relegated to a common bl ock
in FIG 2 as the other hardware and software 202 of the sub-system 200.
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cor r espondThgpewts- csymtel@éa E&I@anemﬁzﬂ t@@hﬁprW®§pe®t i1024.yTheTprvepdimer ci rcui t

104a i ted to.th T t
ani ts. 16oTMEcgBeny TREAELpe PLIHE Re S RemS AP SR0b B e R "
thus t thlﬁ)sO%'poﬁlélpﬁiplpﬁés m%néfl%cl@ﬁﬁe ifb-§RensID08 \ad 208b, 2%%%@@@ 4ROD,

respectlvely, are ugg ed into or otherwi'se connected tO € power circuit
104a. Trréuggﬁdemw@ruomrmswmep@d te thepopredirewt 1046 gbappwendiresd 104bis The

power sq Bﬁe%t%do't%q oL oggc%%zb %H%é&?{ﬁ%rcé%ﬁlﬁ% prgijeragﬁy?&ffepe%? sé,,{}ﬁepower

source 1 erna |ver ne sane source ower

power saiffpe®eil thdh thelpewdaQveice 102 bandTRHHLO &llyiro4y bitht Sarhé ﬁdmreemf pb¥ad aof the
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system 1 eprcte us rep esen connec
systems 200a and 200b, respectively, are plugged into or otherw1se connected to the power

circuit 104a.

The topology of the system 100 as depicted in FIG. 3 thus represents a proper connecting
of the power line communication units and the power supplies of the sub-systems 2005 and
200b to the power circuits 104a and 104b. Each of the sub-systems 200a and 200b has a
communication unit and a power supply that connects to the power circuit 104a, and also has
a communication unit and a power supply that connects to the power circuit 104b. That is,
each sub-system 200a and 200b has power circuit redundancy, in that each has power
supplies and communication units connecting to two different power circuits.

The system 100 as depicted in FIG. 3 preferably operates as follows. The power line
communication unit 106a sends its identifier over the power circuit 104a, and receives the
identifier of the communication unit 106c from over the power circuit 104a. The
communication unit 106b sends its identifier over the power circuit 104b, and receives the
identifier of the communication unit 106d from over the power circuit 104b. The unit 106¢c
sends its identifier over the circuit 104a, and receives the identifier of the unit 106a from

over the circuit 104a. The unit 106d sends its identifier over the circuit 104b, and receives



of the power |ine comunication units and the power supplies of the
sub-systens 200a and 200b to the power circuits 104a and 104b. Each of the
sub- syst ewe 130026@nd 200b has a comunication unit and aPo@Eso2/ewppl y t hat
connects to the power circuit 104a, afd al so has a conmunication unit and
a power supply that connects to the power circuit 104b. That is, each
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instead on separate circuits.

The management components 110a and 110b may also share the information they

receive with one another through the optional network 302 that communicatively connects

them. In the embodiment of FIG. 3, for instance, the management components 110a and

110b may verify that the identifiers collected from one of the power line communication

units 106a and 106b correspond to the identifiers collected from one of the power line

communication units 106c¢ and 106d. For instance, the unit 106a received the identifier for

the unit 106¢, and sent both its identifier and the identifier for the unit 106c to the

management component 110a. However, the unit 106¢ might erroneously report only its

own identifier to the management component 110b. One set of identifiers received by the

component 110a thus includes the identifiers for the units 106a and 106¢, whereas the only

set of identifiers received by the component 110b that includes the identifier for the unit

106¢ does not include the identifier for the unit 106a. This can signal the component 110b

that the communication unit 106c¢ of the sub-system 200b is malfunctioning.



properly connected to the power circuits 104a and 104b. That is, the
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power methods according to other embodiments of the invention, can be implemented as one or

more means stored in a computef-readable medium of an article of manufacture. The
medium may be a modulated carrier signal, a data storage medium, or another type of
computer-readable medium. The dotted line 502 separates those parts of the method 500
performed by the power line communication units 106 from those parts performed by the
management component(s) 110.

First, each of the power line communication units sends its identifier over the power
circuit to which it is coupled (504). Each power line communication unit also receives the
identifiers of other power line communication units also connected to the same power circuit
(506). Each communication unit then sends all these identifiers, including its own identifier
and the other identifiers it received (508), which are collected by the management
component(s) (510). The management component(s) use these identifiers to verify that the
power line communication units, and their corresponding power supplies, are properly

coupled to the power circuits (512), as has been described.



supplies 108a and 108b, are connected to the sane power circuit, the power
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Similarly, the power line communication unit 106b sends its own identifier over the
power circuit 104b, as does the power communication unit 106d. The power component
602b also sends its own identifier over the power circuit 104b, but prevents the identifier
sent by the unit 106b from reaching the unit 106d, and vice-versa. The unit 106b receives
only the identifier for the power component 602b, as does the unit 106d. The management
component 110a collects the identifiers for the unit 106a and for the power component 602a
from the unit 106a, and the identifiers for the unit 106b and for the power component 602b
from the unit 106b. The management component 110b collects the identifiers for the unit
106¢ and for the component 602a from the unit 106¢, and the identifiers for the unit 106d
and for the component 602b from the unit 106b.

The management components 110a and 110b are still, however, able to verify that their
power line communication units, and the power supplies corresponding to these units, are
properly coupled to the power circuits 104a and 104b. For the management component
110a, this is because the identifiers collected from the communication unit 106a have no

identifiers in common with those collected from the communication unit 106b. For



connected to the power circuit 104b t hrough the conponent 602b. The power
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the unit instead receives the identifier for any other communication units coupled to the

same power circuit. The power line communication units each send its own identifier and

the identifier(s) it received over the power circuit to which it is coupled (508), which are

then collected by the management component(s) (510). The management component(s)

verify that the communication units, and their corresponding power supplies, are properly

coupled to the power circuits based on the identifiers received, as has been described.

The power components may also be connected to the same optional network as the
management components are, in which case the management components can more easily
determine whether the power line communication units, and their corresponding power
supplies, are properly coupled to the power circuits. FIG. 8 shows the system 100 according
to such an embodiment. The embodiment of FIG. 8 is identical to that of FIG. 6, except that
the power components 602a and 602b are coupled to the same network 302 as the
management components 110a and 110b are.

The system 100 as depicted in FIG. 8 operates as follows. The power line

communication units 106a, 106b, 106¢, and 106d again send their identifiers over the power



conponents 602, by the power |ine conmunication units 106, and by the
managenent conponent(s) 110. First, the power |ine conmunication units
each sendwptes/osxtemtifi er over the power circuit. to whicieCirtusozoaseupl ed
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have not been both collected by either the power component 602a or 602b. Because the
component 602a only collected the identifier for the unit 106¢, and the component 602b only
collected the identifier for the unit 106d, the management component 110b concludes that
neither the unit 106¢ nor unit 106d is coupled to the same power circuit.

FIG. 9 shows a method 900 that summarizes the actions performed by the power
components 600, the power line communication units 106, and the management
component(s) 110 in the system 100 as depicted in the embodiment of FIG. 8. The dotted
lines 902 and 904 separate those parts of the method 900 perfonﬁed by the power
coinponents 602, by the power line communication units 106, and by the management
component(s) 110. First, each of the power line communication units sends its identifier
over the power circuit to which it is coupled (504). The power components each receive the
identifiers sent by the communication units coupled to the same power circuit (906). Each
of the power components then sends the identifiers of the communication units it received
(908), which are collected by the management component(s) (510). The management

component(s) use these identifiers to verify that the communication units, and their



circuit 104b, respectively. The power conponents 602a and 602b then send
the identifiers they received to the nanagenent conponents 110a and 110b,
over the wetmoskeB02. The nmnagenent conponents 110a andPCIOISoz6E4t he
identifiers sent by the power conponets 602a and 602b to verifies that

t he power |ine communication units 106a and 106b, and 106c and 106d,
respectively, are properly coupled to the pomer circuits 104a and 104b.
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have been 2dsl@Pftdetithegograrl 0B8R pteiconnsajed tolmaare thag onp gower circuit, and uses this as a

definition of proper coupling. The electrician may also desire to map the outlets to different

power circuits, and hence different circuit breakers or fuses in the electrical panel 1002.

A power line communication unit is plugged into each outlet. The communication unit
106a is plugged into the outlet 1004a, the unit 106b is plugged into the outlet 1004b, the unit
106¢ is plugged into the outlet 1004c, and the unit 106d is plugged into the outlet 1004d.
The communication units 106a, 106b, 106¢c, and 106d are then themselves communicatively
coupled to the management component 110. The system 100 operates as has been described
in relation to FIGs. 3 and 4. That is, each of the units sends an identifier over the power
circuit to which it is coupled and receives the identifiers of other communication units
plugged into the same power circuit.

The unit 106a thus sends its identifier over the power circuit 104a and receives the
identifier for the unit 106b. Similarly, the unit 106b sends its identifier over the circuit 104a
and receives the identifier for the unit 106a. The unit 106¢ sends its identifier over the
power circuit 104b and receives the identifier for the unit 106d, whereas the unit 106d sends

its identifier over the circuit 104b and receives the identifier for the unit 106¢c. Each



scenari o where power |ine comrunication units have correspondi ng power
supplies, and where the communication units are used to assi st

veri fi catworsloyizaenagenent conponents that the power suppCrasozoes4properly
coupled to power circuits. However, p®wer |ine comrunication units, in
conjunction with one or nore managenent conponents, can be wused for other
types of.verification as well. The verification perfornmed by enbodi nents of
the invention is verification that the power |ine conmunication units are
properly coupled to power circuits, and not necessari[g ?omer suppl i es
that nay cePREwpisAdOR BNk then reposiniimidentifics i sarfi and thedentifiey(s3 Haoeei taddram st em

100 accordj Q Al i Q a building has a
nunber of %@g\feéon&lﬁ#ﬁ%?s %ggkl%eorg%géf%f@njpgﬁ%@ggm The outlets 1004a
and 1004b ar ereanmnegtednt @nipoaesl 1€0ty thagthblp anednckide Zhdt iieodiglatst 10040 and r
circuit 104a whereas the outlets 1004c and 1004d are connected to. the

el ectrical 1?%?&9 vitdertheings §Hoa and 106B rksy Plegged firg colplag to Abe WMeqIOWeE CHAMfay

Wi sh to veqply ahdats iHa&uaktds 1Bb& HR0AB4a 1PMRA tﬂ&&ﬂﬁqogéagd 104 Bfug%g'@a{eoom
1000 are connected to nore than one power circuit, and uses this as a

def i ni t i oncafplgt opke saoupdweargirciin é041. €Elieruniis dA6mE PO, 196c g 106d tamdrteg t he

outlets to diff nt Circuj .and _hence different circuit _breakers
or fuses | Aot TR L0BEATOOE it LB A CNRTRCY s s L FEHEEHEY (s
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outlet 1004a, the unit 106b is plugged’into the outlet 1004b, the unit
106¢c is pl Uhgelgcirigian is hlele dumaptwhidOache ewftbts dre commected @6 svhich ofltheypesderi nt o
the outlet .1004d. he conmuni cation units 106a, 106b, 106c, and 106d are
t hen t hers &FSRE 8 8ffruni cati vel y coupl ed to the ranagement conponent 110.
The system r . been described in relation to FIGs. 3 and
4. That iséﬁgggﬁﬂgfﬁ%ﬁ§w3ﬁ$?g§gends an identifier over the power <circuit
to which it iBmbaliplkst oftit ineariov@sovidefor dévintdgeeoser dfie pidrent. hgragabLat i on

units plugged jinto the same power circuit, The unit 106a thus sends its
identifier r r i he
Poves liner oy B FAtON RS seniing-deniHier ¥ REPAVFE CIE R p Mhigh they are;

unit 106b. .Si4n i ?éﬁkﬂ' i i iibi.er: circuit
104a and ?@cﬂg‘} dv%%bﬁéﬂi ee;t?iné?r%%@a?% t 2c%r%?g[)de‘%gsgg-df:dle_:ﬁrgmg‘é)iﬂ{etﬂfgglg sends
its identi toremuoicetion hets geweuplad todhd torfk@dpowardinceitei Ties i, He dndentidre er f or
the unit 106d, whereas the unit 106d sends ., its identifier over the cjrcuit
104b and r BPBRERIENE AAMPARERES 3¢ a‘?leg%vertfﬁévdfﬁmef the eRMYRICAHOPENHBAE PIORFELY
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and the identifier(s) it received from other conmunication units to the

managenent p@wﬁqmlpg}yt thig Gan ensure that mission-critical systems are properly connected to

redundant power circuits, to the same or different power sources. Furthermore, some
embodiments of the invention allow for the scenario where power components, such as

uninterruptible power supplies (UPS’s), are also connected to the power circuits.

Other Alternative Embodiments

It will be appreciated that, although specific embodiments of the invention have been
described herein for purposes of illustration, various modifications may be made without
departing from the spirit and scope of the invention. For instance, in the embodiment of the
invention in which power components are present, such power components have been
described as uninterruptible power supplies (UPS’s). However, other power components
besides UPS’s can also be used by the invention. Furthermore, whereas the invention has
been substantially described in relation to power line communication units corresponding to
power supplies or outlets, such relationships are not necessary and not restricted by the
invention. Accordingly, the scope of protection of this invention is limited only by the

following claims and their equivalents.



The managenent conponent 110 is thus able to conclude that the outlets
1004a and 1004b to which the units 106a and 106b are plugged are coupl ed
to the sawe opoerso ci rcuit 104a, and that the outlets 1002cTarsd2/4B3evd to
whi ch the units 106c and 106d are plutgged are coupled to the sane power
circuit 104b. The units 106a, 106b, 106c, and 106d, and the outlets 1004a,
1004b, 1004c, and 1004d into which they are plugged, are thus verified by
the managenent conponent 110 to be properly connected to the power
circuits 104a and 104b. The el ectri cCRAIMS able to map which of the
outlets are connected to which of the power <circuits as well. Advantages
over the Prior Art Enbodi nents of the invention provide for advantages over
the priofelsnd.. The use of power |ine comunication units sending
identifiers over the power circuits to which they are coupled enables the
one or nore nanagenent conponents to determ ne whether the comunication
units arﬁ coupled to.t.he correct power circuits. That is, the one or nore
nanagene ﬁ%WPgsgge able to verify whether the comunication units
are properly tmmhee powvek iBe BRIt GHIS, cadh ebepledoindGeRdng eaideatifiemni t
corresponds to a different power supply, this can ensure that

m ssi on- @Wi??@@ﬁ0§9§9eﬁ%m3Wé pdper | y connected to redundant power
circuits,
erbodi ment s of ERERTn koflbdie EalorBRRS B Gae of U AR Bl Ren R e et s,
such as pawdririrenitdigid 1bb1edm(gwaepxsmrﬂt1oﬁ$>r iR asipn oﬁt:@lpmlnggof:uha Demhﬁdldaﬁomshe
power circuits. Qther Alternative Enbodinents It will be appreciated that,
aIthougHHEEé@FWi%1@ﬁh@%im%ﬁﬁ§n6¢“the i nvention have been described herein
for purposes of illustration, various nodifications may be nade w t hout
departing fromthe spirit and scope of the invention. For instance, in the
enbodinent of the invention in which power conponents are present, such
power nent s h described as.uninterruptib r su

C0Ps ) Ersysin G b oereia sirbonama il paediesiecsiBn o eilioteq by
t he i nvepfer g at allst RS PO cirdie raﬁ@%het H&ndsBeRdoiponast is ReGEr RYpssARLb at | Y
described in relation to power |ine comminication units corresponding to
power sulspitisemeof theuathestidentifigedreeavet hyosashicpmmunisation uribcessary and not
restricted by the invention. Accordingly, the scope of protection of this
invention is limted only by the followi ng clainms and their equival ents.
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3. The system of claim 2, further comprising a power component coupled to and sending an
identifier over the at least one power circuit; and
wherein the management component is further responsive to the identifier sent by the

power component.

4. The system of claim 1, further comprising a power component coupled to the at least one
power circuit and receiving the identifiers over the at least one power circuit and sending the

identifiers received to the management component.

5. The system of claim 1, further comprising a plurality of sub-systems, each sub-system
encompassing at least one of the power line communication units; and

wherein the management component includes a verification or representation of
connections of the power line communication units of each sub-system to the at least one power

circuit,



| claim 1. A systemconprising: two or nore power |ine comunication
units, each coupled to and sending an identifier over at |east one power

ci rcuit; wodz/oe2zeenagenent conponent responsive to at | ea®PCTAOR0GH1 t he
identifiers sent over the power circtits and including a representation or
verification of couplings of the communications units to the at |east one
power circuit. 2. The systemof claim1, wherein each comruni cation unit
further receives other identifiers over the at |east one power circuit,
and t he managenent conponent is further responsive to at |east sonme of the
other identifiers received by each communi cation unit. 3. The system of

cl ai m &, Thkyyitbarof eRmIS, $ihbite 4R Wat-s Bt BACH torf8pPi il inangdcheREdtdnRGiean
identifier over the at |east one power circuit; and wherein the nmanagenent
conporiBfiinglydes g vesEicaties ploigpiesentatipnt i sonnesHens ofdhe Baer Il coREUniRiHeR

conpo . . 3 f.ela . r conprising a power conponent
couplggﬁ%éﬁ?ﬁgggﬁsiﬁgé?yg%éuEﬁgﬁg%ﬁgrég%%#ﬁﬁnd receiving the identifiers
over the at | east one power circuit and sending the identifiers received
to the managenent conponent. 5. The systemof claim1l, further conprising a
plurality of sub-systens, each sub-system enconpassing at |east one of the
power 4 i sGRBREEahi LBokBiidific nAT MORTRIW LikSiRARgeent conponent -

i ncludes a verification or rep%esentatl n o? connections of the power |ine
conmmuni cat i wheraini the nmhageatht serbpenest ianiutles 4 herifehtidreabtonnaegiopsvbthe pomecui t .
WO 03/061260 PCT/ US02/00541. 15 6. The system of . claimb5s erein each

Sub- sy BRTHAUTEALB S R FRE e er e IFaet B OHR POVER o) udes. o
verification or representation of connections of the power |ine

communi cation wunits of said sub-systemto the at | east one power circuit.
7. The systemof claimb5, conprising two or nore power circuits; and

wher ei he nagement, conponent .i.ncl udes..a verification of caonn i,ons of
the. oS RBRESIR ERMRERG R L  PRESLR oL BV CBMI e e ARG D o
t he poy@ierGine @Binnfunidhtiod hgitgyst em of claim 1, further conprising a
plurality of power supplies corresponding to the power |ine conmunication

units. 9. The systemof claim1l, further conprising a sub-systemincluding
the two or nore power |ine

9. The system of claim 1, further comprising a sub-system including the two or more power line
communication units, two or more power supplies each coupled to one of the communication

units, and the management component.
10. The system of claim 1, comprising two or more management components.

11. The system of claim 10, wherein the plurality of management components are networked

together.

12. The system of claim 1, wherein the at least one power circuit comprises two or more power

circuits, and at least some of the power circuits correspond to different power sources.

13. A method comprising:



comuni cation units, two or nore power supplies each coupled to one of the
comuni cation wunits, and the managenent conponent. 10. The system of claim
1, conpriwog/0660 or nore nmanagenent conmponents. 11. The PggtEer/ofs4c| ai m
10, wherein the plurality of managenebd conponents are networked together.
12. The systemof claim1l, wherein the at | east one power circuit conprises
two or nore power <circuits, and at |east sone of the power circuits
correspond to different power sources. 13. A nethod conprising: WO

03/ 061260 PCT/ US02/00541 16 collecting a plurality of identifiers sent by
a plurality of power |ine comunication units over one or nore power
circuits to wnlkehtingephiralitylof idgntifierp esat by laipheraliy wirpawenkiteorpryppRigatipnanits

Communt e ghe B P ucbRRoSAACh b D EHE ! BPPetinec yRaLEls 3% a

sone of {dwpldal i@l ity of identifiers. 14. The method of claim 13, wherein
the one or nore power circuits conprise a plurality of power circuits; and
wher ei n veri f yérifgingror repyesesting toplingee! thepowendite copmendention FnEK i the opapr s
are properl oupl . [ ' L& s conprises verifying
or repré@gﬁEQﬁ?ﬁs%éﬁéﬁiﬁ%w§?ﬁ§§t%?mggﬁﬁgggggg%éfgggéﬂ%%ich the plurality
of power line comunication units are partitioned each has a sub-plurality
of power line conmunication units partitioned thereto that are coupled to
nore than one of the plurality of power circuits. 15. The method of claim

13, wher ?A.ﬁ;&ﬁﬁetﬂ$&§ﬁé1£ih¥12fwﬂe9&ﬂ el dro nfth€p&Rer &%ﬁﬁgc&hﬁlﬁ%_tagﬁmfaﬁ@[@ft he

plurality of power [ine comrunication units,” each conmuni‘cati on uni
sendi ng powercdichgctandn a self-identifying one of the plurality of _

identifiers. 16. The qﬁihod of claim 15 mher%ln each connuni cati on unit
al so sends folEEIN BEHYHS 05 FRPIesentingihat the Rayes Liie fONFIEHEAton Uity gt RIORG % he

one or noLRIROWRhe Ghd S4hbiS podRfcihitls 8bRpHSsRBriffing §:@%brebdtRing ki Alpldrtliffof -
identifiers conprises also’using at |east sone of the other identifiers
sent by swesystommyer whichghe phurdlity ¢f7povirdingeomoinishtion nhits &g paifiones ¢ach fas

I lit f jdentifi | | ed di Joy f

G reui t ofpBERTL of bou R iR RS SER BT Pdfe o s R one
or  NDr e RRWRE of thePlihBtydfPowehtiednitshe plurality of power line

comuni cation units sent the plurality of identifiers.

15. The method of claim 13, wherein the plurality of identifiers are collected directly from the
plurality of power line communication units, each communication unit sending for collection a

self-identifying one of the plurality of identifiers.

16. The method of claim 15, wherein each communication unit also sends for collection one or
more other identifiers received over the one or more power circuits; and
wherein using at least the plurality of identifiers comprises also using at least some of the

other identifiers sent by each communication unit.

17. The method of claim 13, wherein the plurality of identifiers are collected directly from one
or more power circuit components receiving the plurality of identifiers from over the one or
more power circuits over which the plurality of power line communication units sent the

plurality of identifiers.



WO 03/ 061260 PCT/ US02/00541 17 18. An article for use with identifiers
produced by two or nore power |ine conmunication units connected to at

| east onewpamamsi26é rcuit, the article conprising: a conput @cCTrEsazieishe

medi uny a power circuit identifier ret®giver in the nmediumresponsive to the
identifiers; a managenent conponent in the nmedium and responsive to the
power circuit identifier receiver, and including a verification or
representation of connections of at |east sone of the two or power |ine
comuni cation units to the at | east one power circuit. 19. The article of
claim 18, wherein the power circuit identifier receiver is further
responsive to other identifiers received by at | east sone of the power

| i ne communi cation units fromothers of the power |ine comrunication units
and sent by said at | east sone of the power |line comunication units to the
power circuit identifier receiver; and wherein the nanagenent conponent is
further responsive to the other identifiers, and further includes a
verlflcatlon or representation of whether said at |east some of .the power

i ne 18ofmaricksfor gpe withadenffigrspapdced Ry FE0 BF MEFRaPQYEsRbiae PPW@%%?PM%W@&% i on
15, whgy BeROMRErRES chepbUE ARATPHE MRy bl 700, Ternal and &
recor dabl e ad:an@umtrmemigblenmﬂlmm
a power circuit identifier receiver in the medium responsive to the identifiers;
a management component in the medium, and responsive to the power circuit identifier
receiver, and including a verification or representation of connections of at least some of the two

or power line communication units to the at least one power circuit.

19. The article of claim 18, wherein the power circuit identifier receiver is further responsive to
other identifiers received by at least some of the power line communication units from others of
the power line communication units and sent by said at least some of the power line
communication units to the power circuit identifier receiver; and

wherein the management component is further responsive to the other identifiers, and
further includes a verification or representation of whether said at least some of the power line
communication units and said others of the power line communication units are connected to the

same power circuit.

20. The article of claim 18, wherein the medium is one of a modulated carrier signal and a

recordable data storage medium.



