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Defining, by at least one user, a source network
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Defining, by at least one user, at least one
security constraint

Comparing, by at feast one processor, available network
nodes ina map of the network nodes with at feast
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(57) Abstract: A system, method, and apparatus for secure routing based on the
physical location of routers are disclosed herein. The disclosed method for se-
cure data transmission of at least one data packet through a plurality of network
nodes involves defining a source network node, a destination network node, and
at least one security constraint, which is based on the physical location of at least
one of the network nodes. The method further involves comparing available net-
work nodes with the security constraint(s) to determine which of the available
network nodes meet the security constraint(s) and, thus, are qualified network
nodes. Additionally, the method involves determining a route comprising at least
one of the qualified network nodes to route the data packet(s) through from the
source network node to the destination network node. Further, the method in-
volves transmitting the data packet(s) through the route of the qualitied network
node(s).
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