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DESI GNATI ON OF ELECTRONI C FI NANCI AL TRANSACTI ONS Thi s
invention relates to electronic financial
transactions. More particularly it relates to an

el ectronic financial transaction system and nethod. 5
Generally according to enbodi nents of the invention a
financial transactor has,a plurality of identifiers
to cater for the transaclors ci rcunst ances, each
identifier being associated with a different |evel of
pernitted service. In particular, one identifier my

be a "normal" identifier, vvhich will result in nornal
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transact or i s under duress, which will indicate that

the transactor i s under duress The .i dentifi er
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provi e ectronic financial transaction
systen1mh|ch includes an identifier designation

deternini ng neans for deter ad natiop of a

dent | BPRRALY parcadng, 16 SrEeRErts oof dafc fveffior ra “fnancil
transa%ﬁﬁq{a‘saé‘ %réﬂ'lty? Br I?Je?ltlﬁér%% 'E%Eéi’%leﬁle tPiHSaBtor§ SREIHSances, each

means ementing a predeternned response
|dent[fm¢mrcg ag;dcmtda& witties diffiesant deved bf parnited denvide. | l@rpartitwiar one

ont ity b S BRS80St SR TP A G2 oRsactns

being sUBRdH Y BRSHer Rlay BB 4dGis8SRientifier for use when the transactor is

under duress, which will indicate that the transactor is under duress.
The identifier may be a code and/or biometric, such as a fingerprint.

Thus, according to a first aspect of the invention there is provided an
electronic financial transaction system which includes an identifier designation
determining means for determining a designation of an identifier supplied by a
prospective transactor in accordance with his circumstances; and a response means
for implementing a predetermined response according to the designation of the
identifier, in which the designation is “normal” or “duress” and in which the “duress”

designation is "low duress”, "medium duress” or "high duress".

Also discribed herein is an electronic financial transaction system which

includes
an identifier designation determining means for determining a designation of an
identifier supplied by a prospective transactor in accordance with his circumstances;

and
a response means for implementing a predetermined response according to
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Al so discribed herein is an electronic financial

transacti on system whi ch i ncludes 25an identifier

desi gnation determ ning nmeans for determning a

designation of an identifier supplied by a

prospective transactor in accordance with his

ci rcunstances; and a res?onse means for inplenenting

a predeternined response'@ccording to 1la the

designation of the identifier. Furt her

according to a second aspect of the invention there

is provided a nethod of controlling an el ectronic

A [ i on which includes determning a 5

thedéﬁé@ﬁé@?ﬁféﬁé@%ﬁgﬁéﬁ dentifier supplied by a

prospective transactor in accordance with his

ci rcunstances; and inplenentin ap?redeter

|

] mned . .
r espon5WtARCAKCAGiRg A SREORLED 16 igyentian there is provided a
et Sl Ml o) SR S B0 dtermining
designationt of aaridestifidr eupglied by"s ptospictive thanesstor ar attdrghnce with
. duress". 10 ) . Al so  described herein is gx
his. CifRMRANGRS: At IBPIeMANTRG aIRBUPIRING Feshanse according to the

desigh& s 8F th@ HAMURER il WHiIUIBR designation is either “normal” or “duress”
and in which the “duress” identifier is "low duress”, "medium duress" or "high

duress”.

Also described herein is a method of controlling an electronic financial
transaction which includes
determining a designation of an identifier supplied by a prospective transactor
in accordance with his circumstances; and
implementing a predetermined response according to the designation of the

identifier.
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determining a designation of an identifier supplied
by a prospective transactor in accordance with his

Woz%zf/t%‘dmt ances; and 15i npl enenting a predeter}r&ﬂﬁﬂnowuaﬁm
response accor di ng to the designation of the

identifier. 2 In particular, one
identifier may indicate that a normal transaction is
desired by the transactor zﬁmd may be designated a
"normal " identifier, whereas another identifier may
indicate that the transactor is under duress and may

be desingpatiesiat orfdUicResfieri Maptindicge. thihasnod transaction is
transactor may be permitted to continue 5 transactin

desirgg bynhiie; Hama qrean%w iDEJAPSIINARE (FralOrMFE nideNtifisy, whgreas
anoth@? |<5@Mif|@f3 rﬁzgf H‘rﬁf&été‘ &éﬁwcﬁtdngﬁctbf |§ I?J?ldle@'*Eiﬂlhﬂ,ls“s' 8fd inSay be

duress id fier
desnga@tsdazucmr 2]’ tiqiﬁittifIGMe Thugels TdiaﬂSﬁCqu %@I b@@?rfﬁlﬁpﬁm y:ontmue

trans%cl‘?iﬁbllg ?H%Jt r%aeﬁ{s',f gg té’ﬁéhﬂl@%oéqo%ﬂﬁbenﬁﬁér%ﬁée nagﬁge refused a

transadfientifithe afentierssippluress itkgntifibe per son, then a nor nal
suite of transactions, such as transfers, bal ances,
cash withdrawal s, paynents, etc may be made

avai | ajphgl bd ép;brbexa'tsdjethhi thieérmveskipp Wileioe partieuldily asiicable with
identifier, then a c‘et erm ned duress response is

ATM ﬁﬂ%lrg%ﬁ{ iglephaRis and ¢ Bphid Smy be to block all

15 transacti ons, suppl y an approprl at e nessage,
freeze the account, and sup an alarmto
Do

appr oplf itka Boyeal idaniEier is|Syop y theeperapstien adppmaksuite of
trans&ﬁ%n%’ sﬁc‘ﬂ Q&I.e thifeR HaftindeBr &6 Wﬁﬁtﬂa&vﬁl@nﬁﬁgjhéﬁgse@nrﬂay be
supp alarmto appropriate personnel
madermyanmiee bmhe identifierepgiiathisra byress [idangter, thep @pmietermmed
ciuresgI ?esponse is implemenied. The duress response may be io biock all
transactions, supply an appropriaie message, freeze the account, and supply an alarm
to appropriate personnel. Instead, the duress response may be to permit certain

predefined tfransactions and supply an alarm to appropriate personnel.

The system may have an input means whereby a person may enter his
identifiers and designate which is a normal identifier and which is a duress identifier.
The system may then also have a storage means for storing the identifiers and their
designations. The storage means may incorporate a database which contains data
such as the person’s details, the account details, the identifiers and their designations.

It will be appreciated further that there may be more than two identifiers,
such that there could be “low duress”, “medium duress” and “high duress” identifiers

as well as a “normal”, “transfer only” and “balance only” identifiers.

The system may also have an identifier varying means whereby a

customer of a financial instifution may vary his identifiers and/or their designations.
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20 identifiers and designate which is a nornal
identifier and which is a duress identifier. The

wo D¥SéRMYy then al so have a storage nmeans f @c15{p26d784676
the identifiers and their designations. The storage
means nay incorporate a database which contains data
such as the person's details, the account details,
the identifiers and their gesignations. 25It will be
appreci ated further that there nmay be nore than two
identifiers, such that t here coul d be "l ow duress”,
" medi um duress” and "high duress” identifiers as well

as a "pormal", "transf bal ance on|y"
et | ThePeeniayyio0Ry B oiEaateed D1 455 5 FORTLIBINEY example.

with TBferéRMe Ny Oﬂﬁewédcoﬁfb\dnplﬁgd%rhﬁ%n@y dﬁ@bﬁn@f ®hich  shows
non-1imting exanpl e reference to

schergaliesiy sy istRp@ni FaAnia §agsANPAgSYSIA A %m@ance with the
invenfighienatically an electronic financial transaction
systemin accordance with the 5i nvention.
In the drawi ng, reference nuneral 10, generally

[ acasrfs MaRfy e Rkte sy BRI, oFhERED SR wo¥R B Bronic
finan@alacgraotorldystemfin mgesianod V\stbahmeweﬂltﬂon aTike;spsadmlﬁ) has a

procega 2o f HaSREil SERTEL 1 kevpadhdB: Sid i sioteqs’ deHS 18

Wher$ & 208R¢hd?of BEsHHK dtenish é@c’wﬁﬁﬁhrbé of MefirtferpitRs ard Scanned
desi gfnat ed by the custonmer as being a "norma

| "
by meansmgfithe seaniiid 4as Qpe ploifieas r%@%ssgnamwpy thecpusipraet ag being
a noFrﬁ‘élF ﬁjgﬂﬁfé@r oﬁ% a8 LG efiredsd ﬁﬂatn'hfuéreénd {RY% thRPAS aohgthftﬁ,ress

three scans and their associ at ed
|dent|ﬂ@'$ltg’nm9ﬁ0ﬁ83fdhé kaypeediG.n t Adesthtreageanseend ghaip associaied

des‘ngﬁ tﬂ:ﬁtsheﬁ’re §%rlela IFI I?ﬁer%{"o‘fggé‘%ieaﬂgqy tojgéﬁlfé'?%trhqﬁe afccount number

oner'’s ange
and th@c:hxﬁomeési nanﬂ tTre cesorgaamiap m:htauhmr tkmff;ngarssto hﬁlﬂs@ and the

. the keybo 16 _an n The
desig i GRRded iR S BRURER W avrssamedte | ocated at
t he bank's conputer site and are hi ghly secure. The
scanner 14 and ke)épad 16 coul d ,
The processor 172 and the storage ewce 18 are locaied at the bank’s
computer site and are highly secure. The scanner 14 and keypad 16 could be at a
branch, communicating with the processor 12 through the bank's normal

communication network.

The system 10 also includes an ATM 20. The ATM 20 is connected
with the processor 12 via a communication network 22 which may be the bank’s
privaie network or the Internet. The ATM 20 has, inter alia, a display screen 24, a

card reader 26 and a fingerprint scanner 28.

in use, the customer inserts a card that is associated with the account
into the card reader 26 and then provides one of his fingers for scanning by the
scanner 28. If the customer is under extreme duress he presents the appropriate



20 branch, communicating with the processor 12
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connected with the processor 12 via a conmunication
network 22 which may be the bank's 25private network

or the Internet. The ATM 20 has, inter alia, a

di splay screen 24, a card jyeader 26 and a fingerprint
scanner 28. In use, the custoner inserts a card that

Is associated with the account into the card reader

flngeaﬁh@ﬂdvds’}ﬁ@wbngylcﬁe@nm&d &f thbi' BlgﬁIWSS iderifierc athai gagin and
the 30 scanner 28. |If the custoner

the @PF%EUH‘Q%%Q H@"Ef%%%tt% tf‘ﬁepraﬁ%?%brﬁ%at LJﬂ‘94 Pfacegeqr then
deter\’i‘hrh@1 tH‘QtS 1 erﬁuéuﬁésg eRleaffiredlagdspédit prhlidéd déHcﬁsrésponds

dentifier. The scan and the account nunber are
accorlcim*ﬁs meuadevem ifHbe puseEpidrasi 2 largRecredibbaleses. @ isamall debit

ter t t
balarfé:@ |§ d(?gﬁ%rd] dﬂ}?@sep%ﬁ%%ﬁ ggc%r‘d dﬁésﬁdsgﬁ%r i p%érv@%ﬁltg%ﬁwdraw a
smal Imommmf chsls Anl admrge:scaisdtr@gbmchn ddhe angemqrreapmdm@to the

orrb B35S s PRI ik P BRI o Lo e

the “loasduredy? fiaber ix pres@he@, then @getre&ﬂ;actidnst\hlwtédmxge mre permitted,
corres%@gdl n%ﬁt o the "n {;r nmal " identifier is provided,

an algng s ra F aGEY™ HFOFF hnsactions is permitted.
If the "I ow duress” finger is presented, then no
transacti ons whatsoever are permtted, an alarmis
rai sed and the account is frozen.



5 CLAIM5: 1. An electronic financial transaction
system whi ch includes an identifier designation
determ ning neans for determ ning a designation of an
identifier supplied by a prospective transactor in
accordance with his circunstances; and a response
means for inplenenting a predéterm ned response
according to the designation of the identifier, in
ChAiMS t he designation is "normal"” or "duress" and in

mmieg,hum %uﬁf %%Fnzg}cla ﬁﬁa C %ﬁl gQSéem W§IIC% cgléc?eéacqr} |8ﬁnt8‘ter designation

ddtemainiog alezns &Tsm&rmnngsysibagm&t@nmlf an idzaliifier sGpglican by, a prospective

ch th
bl P PTG, o RER e i SRR oS dor mplementing

a tphedateteninad respons: 4 ncmrmag "to tBe démgaiat&mt bbtriemdentlfer in which the

cial.tra sac S in daimil,,
oSO R rREPEBE S EBs H Bt e L0se fercsiif & mow duress:,
n&nwﬂndamsaunﬂmghdndsSb activate a duress procedure if
the designation of the identifier is "duress". 4. An
el ectronic financial transaction systemas clained in
2. CI ai MrBeleictnomhiﬁnhmtidﬂetraraaﬂmmSﬁ/sitamlaermmed ih @hitd@sin which the
t he transacto[ ount nd the d

e ERdPseRec S A8 Pairal Pl of Hieanfanit £ Jesigpation of the

idattifiet isdnornal"i nanci al transaction systemas clained in
Caim1, in which the response inplenented is to
permt predefined limted transactions and to alert
3.dur e’ plecsaria dhancidl. tr&’h%aetioaCWsmm asfdamaadiimlClaim 1, in which the
re% ansaction E%sten1as C

onse d{gglegﬁ,n &PONBA%%‘“&/H& &Bg,sagp %grggoﬁeqc\éggte & duress procedure

if the masighationi of $Hd itattifienisayreestt er his identifiers and
their designations. 7. An electronic financial
transaction systemas clained in Caim6, which

4.i ncl lﬁdeeleatrmﬁ@fia@miairetmaéﬁmh Sfsten ag davded derdlaifd 8/ B which the
and their de '

re%%ogs?l m%rp%n eﬁgnlélfl: ?%ﬁ | (?,?ZI aﬁﬁé %}ﬁggcl:tgl% Cal,cl;g&? rireand tLe duress

procedure includes alerting duress personnel.

5. An electronic financial transaction system as claimed in Claim 1, in which the
response implemented is to permit predefined limited transactions and to alert duress

personnel.

6. An electronic financial transaction system as claimed in Claim 1, which includes
an input means whereby a customer of a financial institution may enter his identifiers and

their designations.

7. An electronic financial transaction system as claimed in Claim 6, which includes a
storage means for storing the identifiers and their designations for participating customers

of the financial institution.



6 8An electronic financial transaction system as
claimed in daim?7, which includes an identifier
varyi ng neans whereby a customer of the financial
institution may vary his identifiers or their
designations. 9. An electronic financial transaction
systemas clained in aim1l, in which the identifier
is a code or a bionetric. 10. A nethod of
controlling an electronic financial transaction which

g i ncl %e% g%nﬁf A LHDY 1andeabe gﬁétérﬂrhsoélalmd'lﬁi dfnf ¥ &lhich includes

supplle y a prospective transactor In accordance _
annidentifier saryingomagnanbersby @nclsteméeresfethe ifingneial institution may vary his

,dgﬁﬂ?gkﬁﬁggntl gﬁagpse according to the designation

I'n which the de3|gnat|on is either
"normal " or duress and |n mhlch t he "duress"

9. ' dentﬁlnf, L&t 6r§c LQH& LH: ctron §V§ W%%lﬁéﬁ in Qflam*‘ﬁgrh which the
il 0

controlling an l'ectronic
Idéntlﬂamsaaiode paabmetm as clained in daim 10, in
whi ch the response is to permt a normal suite of
transactions if the designation of the identifier is
10: nor rfalmethod 2of pomiealimgd 2of eleoiretiol firangakiragsegionowhish  includes
i-on
e B EEBREREL o bRl ROopRd b0 TRl ransactor i
acaprdanee awith Wig eciegcuthgtamses; peod eiiplemeérntinghe  desrdetgiminegn response

acgéranBQO itﬁ@aééiéﬁaﬁi%nio? tﬁledfd[eﬁtﬁ‘%lrl in which the designation is either “normal” or

“duress” and in which the “duress” identifier is "low duress”, "medium duress" or "high

duress”.

11. A method of controlling an electronic financial transaction as claimed in Claim 10,
in which the response is to permit a normal suite of transactions if the designation of the

identifier is "normal”.

12. A method of controlling an electronic financial transaction as claimed in Claim 10,
in which the response is not to permit any transaction and to activate a duress procedure if

the designation of the identifier is "duress".

13. A method of controlling an electronic financial transaction as claimed in Claim 12,
in which the duress procedure includes freezing the transactor's account and alerting

duress personnel.

14. A method of controlling an electronic financial transaction as claimed in Claim 10,
in which the response is to permit predefined limited transactions and to activate a duress

procedure if the designation of the identifier is "duress”.

15. A method of controlling an electronic financial transaction as claimed in Claim 10,
which includes allowing a customer of a financial instifution to enter his identifiers and their

designations.



13. A nmethod of controlling an electronic financial
transaction as clainmed in Claim12, in which the
duress procedure includes freezing the transactor's
account and al erting duress personnel. 14. A nethod
of controlling an electronic §inancial transaction as
claimed in daim110, in which the response is to
permt predefined |limted transactions and to
activate a duress procedure if the designation of the
16, dentAHe@ﬁod of ¢ PHH&%‘?gsan ele&@on[@flmﬁpgargacff&ﬂ£§ gbin'ld%ﬁn Claim 15,
an electronic financial transaction as clained
wigchinglutes sighing Rusteropiidsniflersoandhigein designatinns- of a
financial institution to enter his identifiers and
their designations. 7 16. A nethod of controlling
Tan el &oettnsi of coniielling an elepbpriatinansial Bizgnsecipmagiclpined in Claim 16,
WGl e S oo Rt AR L iR R BRS R dopignations.
1&ont rdomeithing cigosireding @hﬁ'@cwﬂhﬁaﬁlﬁwa' transesten apelaigeed in Claim 10,
mQNkﬁ’dhnfﬁg idetifidrid Fedlo ﬁl"@bi@)ﬂg‘iﬂbﬁ:! udes al | owi ng
customer's to vary their entifiers and their
designations. 18. A nmethod of controlling an
electronic financial transaction as clainmed in O aim
10, in which the identifier is a code or a bionetric.



