WO 02/ 17103 METHOD AND APPARATUS FOR PREVENTI NG STARVATION I N A MULTI - NODE
ARCHI TECTURE PCT/ USO1/ 25547 FI ELD OF THE | NVENTI ON 5 Enbodi nents of the
present iwe@entileh relate to a conputer system having a nuP€TASMIRIS47CoNpuUt er
architecture. In particular, the present invention relates to a nmethod and
apparatus for managi ng the sending of inter-node nessages in a nulti-node
architecture. BACKGROUND 10 Conputer systens nmay contain nultiple
processors that nmay WHFKHOBHANRAPRARAEUS HOR BREXENTING exanpl e, a

conput er syst em nmaySEARYATRONIN A MULEENODE ARGHITEC TIRERr € syst em
resources (e.g., input devices or nenory devices) and may perform parall el
processi ng. The processors may send nessages to each other, may send
messages FELSOSTEM nesaress, and may send and receive nmessages fromthe
systemresources (e.g., a I5 nenory or output device). For exanple, such
nessagés may iFebesidmenteefithe prssehbinveritiof crlawatol aoomiphit sysenshain@d nalltia menory

| ocation | devi ce.. I n .sqnme.systens, the nmessages are sent froma
processor héhg acgﬁg{;%é%c%%ﬁ% ShdRp a'Bflﬁart ’il?g\pl’ée%‘f Byeiparelatss foumethesdtardct . For

vari ous regaens formimenage shdhs bSnseRide Res@ &riﬁﬁ%ﬁﬁ@-ﬁod%tg&arebe received
by the destination conponent. Fgor exanpl e, the destination conponent may
not have the capacity to accept the nessage at that tine. Were the

sendi ng ofaexiRss®es failed, the processor that sent the nessage nmay
receive a farfure message or nmay sinply not receive an acknow edgnent
nmessade wit hi rCanmigdrisystonssaay ongrin elkiple Grocddiers HRs HAY & ol gfikerkd) a
starvation %i.tuat 'i(o if thé rressz%‘%g sending fails 1ndefinitely due to the
condi t i on&r S AR sﬁgrteme » YCOMRUERE SSHRBLREY emtadt four propessdrs thabiaisng 25

directed @relsherh 6IEND.gC 91]5}3?&@/[&@ or hdtdt§ H&l&gjén%qﬁ&g ﬁ%&grng*g%%%? sor that

is sending the nessage may alleviate such”a starvati con i'on by taking
control offrogasang. ntherpsenesrerstmayisend messhees temslagber mag sandessfagbdty sent. 30 WO

02/17103 5&&#«%%&{0%55, %ﬁ'g mg)}gsse%:glarl?c-ir rle%\llveqnies-ga%%s BoRrﬁ\{geregtem resources (e.g., a

15 memory or output device). For example, such messages may include requests for

information that is stored at a memory location in a memory device.

In some systems, the messages are sent from a processor to another component of
the system over an interconnect. For various reasons, a message that is sent by a processor
may not be received by the destination component. For example, the destination

20 component may not have the capacity to accept the message at that time. Where the
sending of a message failed, the processor that sent the message may receive a failure
message or may simply not receive an acknowledgment message within a defined waiting
period. The message may be in a starvation situation if the message sending fails
indefinitely due to the conditions of the system (e.g., the amount of other traffic being

25 directed at the receiving component). In some systems, the processor that is sending the
message may alleviate such a starvation condition by taking control of the interconnect

until the message is successfully sent.
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FIG 1 is a partial block diagramof a system having a node that sends
nmessages according to an enbodi nent of the present invention. FIG 2 is a
partial B@ex1ddagram showi ng nore details of a node contPOTN8e/2AMI 5
recei ving agent according to an enbodi nent of the present invention. FIG 3
is a flow diagram of a nethod of sending nessages according to an

enbodi ment 8{ {Eﬁ gzss&gﬁ i nvegti on. DETAI LED DESCRI PTI ON 10 Enbodi nents of
t he prese thods and apparatus of sending nessages
froma node i nergy My 4 ﬁar{‘é?@ﬁ)cf?ﬂﬁ%@ﬁ{‘&g s?sté’n?ﬁg\hﬁ’é d@%%endégxln gie is a

partial block diagramof a system having a hat sen sages
accor di ngadcording te pheabediment of the tpresent irysusivmn. | nvent| on. FIG 1 shows a system

100 which is onput er that, include nory devi ces,
and i nput / out @ g‘p aﬁ%@éﬁﬁ%ﬁ&%&"‘?‘%&&?& ‘iertﬁpffgg %fgéf’@tr F%ﬂﬁ%ed into
ar chi t ect we@linpBidns acthaﬂﬁngacb an ERb&RNNEH of e PRIt hvesidaodes. Each node may
cont ai n one or more processors, menories, or input/output devices. In

addi tion, the Flopjonlew diagiamiila methed 96 savdipgineesieernsetrdids taoatot her
corrponentgmk1 1&@9%’1?@1‘3%%5@1{??&9&0%”6 or nore busses or lines. Each node in
a

system 10 s a no nnection that may be used by the conponents within
that node to communicate with conponents in other nodes. In 20 one

enbodi nmen t he node connection for a particular node is used for any
conmuni camgﬁs&%%ent wi thin that node to another node. In system
100, the node OBNGHLAOLF thd PEseRBiaibnROS RISt %&Hﬁ?%ﬁﬂa ng agent
140. A systemthat has mul tﬂg ﬁee nones 'S roeferre g%grgﬁggten% 4thl}%node

system AmmshgelsfntmtEmg}ysu enmﬁemodm/aysoe}m wachcanogeagentin¥il@i b1a1a@art1ab ot her nodes
to have a point- oi nt

t hough a ated onn sai

ar chi tectlitf:}f"g“&:1 @’Vstaé%fiig’ﬁ”ﬁﬁ 'E‘Aégﬁac?e%grg&gso léerﬁ d"ﬁe equest to
read fromfahe proseat M)Jerltlf&ﬁt FRE.Q sHbWLLYy8Em 100 &vhihQs £ 8siRutR by k@S Mt ce 1 n

anot her node. For various reasons, the intended recipient of a nessage my

not be abineluges nreaseserss memeryiskisesgandonpiieytpHidevicess (aimpenerieinsetenge. For
exa”p'f Fddurd &?An@%cfﬁtohﬁém @EFE:&Q& ?ﬁre ré’f%ecﬂ%@re{n a?%&eg BLA §0 a message

t hat recel ves nmessag success t he
sendi ng 2m¥Ordh2did 0@ n(ed fnUSﬁ;ﬁer Dfefbries, or 1nput/output dev1ces. In addition, the
components within a node may be connected to other components in that node though one
or more busses or lines. Each node in system 100 has a node connection that may be used
by the components within that node to communicate with components in other nodes. In
20 one embodiment, the node connection for a particular node is used for any communication
from a component within that node to another node. In system 100, the node connection
for each node is connected to a receiving agent 140. A system that has multiple nodes is
referred to as a multi-node system. A multi-node system for which each node
communicates to other nodes though a dedicated connection may be said to have a point-
25  to-point architecture.

The nodes in system 100 may send messages (e.g., a request to read from a
memory) that are directed to a processor or resource in another node. For various reasons,
the intended recipient of a message may not be able to process the message or may not
receive the message. For example, the recipient of a message may not have room to store

30  amessage that it receives. If the sending of the message is not successful, the sending
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node may retry sending the nessage. In an enbodi ment of the present
invention, after a sending node determ nes that a nessage has been
unsuccesdab2/y718ent to a receiving agent nore than a threehobad/2sstber of
times, the sending node ensures that the nessage is successfully sent

bef ore accepting any new nessages to be sent. Use of this enbodi nent 5 may
reduce the |ength of tjnme which a_ness . waits to be sent and received
successf uPPdp PaYAETEFRIdREite Ryseageq In %gﬁWbeOfﬁ%ﬁ’rﬁﬁé‘%‘n&e@P‘?’é‘gerr?ode | 10, a

second nog&dﬂaégod@dﬁtérgﬂiﬂeg tﬁapaiﬁl_egs_@géhaaﬂéén%ﬂsdc%%l%ﬂwnpwa r@&@ﬁngla‘g@%q, Each of

these nodes is coupled to receiving agent 1 e term "couple

enconpass ewredhali 3 Geashad nnsberiod times theisertiingade ewvures ¢ltat the message isndi r ect

conmuni cati on tc. Figst node | 10 is coupl ed t ceivi ng, agent 140
through. 10Tyl feshbeh R B myr Y B T o B sl Uk BRREEE Y42 nay e
one or sNDiRYy kddaesthe RAMA oF tim@ v HEMITHRbAE8 ialtgtol vafsertHBd teedivddsudiskniiyom t he
first node. First node |I 10 includes processor | 11, processor 112, and

node contr ol | efs sipwn in {i{F.dhsysiea 108 alusdgs ¢ Brseeeds 1dPiresecasyd npds12018.  Processor
1 andtﬂd%%?es Py arildlaa‘l iH@X/oE@u e 149, Haln Pf tﬂgs%%gggssis égﬁgfed%r%ceq\?}ﬁ ble of
uc a p

processing i nstructions, as for exanple rocessor i1n | NTEL
PENTI UM f agent 1400fThp tcomessplal” eBiomprsdds adiyecbenaccsibaraadnditest.confecti@f, node | 10
al so cont ai na a nmenory 119 which is coupl ed 'g%&?node_cont roller 115. Menory

119 ray ba" BIEEHt AIHPARIEHLS, ey nqaRAM s cRiRled togrtei g agent48 theoighai n' s an
out bougd b hsde iddiCodae: AN, LRSI eRIShARE 1BARUS ont bBmofdiinRoURghbUf fer 117

may be a nenory or part of a menory which stores outbound nessages that
are gener af @thnpyiatizgdinferoetiesornd foothedysinodeessor 111 or processor 112,

Gt bound but 1 4 hisRgep MRSt L RaeoBPer Cran sl AE Sendi ng of

out bound pBREageDuplBEto ALICOEEDYDHs 1 1B, Puddasydn O 10dnlfpRiceskdr’1 12edy beaxpnpl €,
out bound buffer manager 118 nmay be an application specific integrated

circuit. miggo-nEsepsery thah prs capable of Atdcessing Msugtions, sagh 4sfeeyareripar dwar e | ogi c,
such Ci I 1 . rati gram | ogi c,
Shoh 38 PP W ALBERTIN L B ARLISHT BTS00, 00T
cont ai ns &irpnhodekl9aisolAitainp b are®s0r19kdikch iprapisisonodekddirolenillSnode

controller 125, each of which is ¢ | ed t o each, ot her econd. node 120
al so cont YeHOrL! 19enay be «BapdpmAiecess 319& Gy Nestegortaticr fﬁ@ﬁtam{l Thi rd

node 130 ogeMin@ibh&erd 101RE 85 8@boukd bikferPA6RS 3. GdBoundBdre0de nfa9Bt kOl | er 135
that are coupled to each 30 other. Third hode 130 al so contains a nenory

139 t hat msmogsiperd of omemdey wlielt sterkd @itbougé messages that are generated by a

20  processor, such as processor 111 or processor 112, and are to be sent out from node 110 to
another node in system 100. Outbound buffer manager 118 may contain logic that
manages the sending of outbound messages that are stored in outbound buffer 117. For
example, outbound buffer manager 118 may be an application specific integrated circuit.
As used in this application, “logic” may include hardware logic, such as circuits that are

25 wired to perform operations, or program logic, such as firmware that performs operations.

Similarly, second node 120 contains a processor 121, processor 122, processor
123, and node controller 125, each of which is coupled to each other. Second node 120
also contains a memory 129 that is coupled to node controller 125. Third node 130
contains a pi‘ocessor 131, processor 132, and node controller 135 that are coupled to each

30 other. Third node 130 also contains a memory 139 that is coupled to node controller 135.
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3 WO 02/17103 PCT/ US01/ 25547 Processors 121, 122, 123, 131, and 132 may be
simlar to processors 111 and 112. In an enbodinent, two or nore of
processomg0 8317103112, 121, 122, 123, 131, and 132 are capabC®US@f25p470cessi ng
a programin parallel. Node controllers 125 and 135 may be simlar to node
controller 115, and nmenory 129 and 139 may be simlar to nenory 1109.

Processor 131 5 in.a e 133,. and processqr_ 132 may contain a
cache 134&%%?8%@@:%8%%?’ ]rééc‘ﬁ’g%gg?aﬁgﬁS‘B’gla’f_@\Pé‘fce?O‘(sLli} aphtide hthor i es t hat
are conpr kgsslifént Swdldr tndRAGIRessHZA9 551 1MEMAT V2ol B M1, addn 0NE. Spladi ment,

ry
recei ving agent 140 may be a routing swtch’ for routing Tnessages wthin
syst em 100f preeessing /i prgsrageinpartie. Node edntrellers 125ndUR S niopbé gimiladtd node 10
out bound 8 nd a ti manager .145. | nbound buffer 147 may be a
menory, gérﬁft%g‘%rtﬁ%’fdng%r%nm @u %ﬁiqg%m§‘¥ g%%’é“ﬂ%ttolﬁ’be&??ﬂy ﬂ@s é:g%%%sof are

recei ved hiyy c@tsh ¥icide 238 ahd prbdddsor 118D @laf dorsih b RAcheBBAJRIhd 488 /Y contain
| ogi ¢ that panages the receiving of outbound nessages that are stored in

i nbound btAPe 34y bereyel T 2agshe memarigsdlat gesrpomiprised|of §tatic Ramdony out es

nmessages A@&%M@ﬂo@ys iving agent 140 to the appropriate destination 15
node or nodes. Inb u(n ffer nmanager 148 and routing nanager 145 may be,

for exanple, papbtsemfodithentserehimppbitdad han bspeqitihp switdhtfogioatied circuit.
Input/oub@ut node_ 150 co tai gs an input/ﬁut put hub 151 that is coupled to
one or P52898 SR BiE T L O e Breidngagent 1A Sortppi Apnbomd biided 4198 nay be, for

examphe, @ibound BHFENAR] HA aQbutAE SaBhigelPIE 18boid B8 maﬁgé( BARhry, MOUSE, or
any ot her input/output 20 device. Input/output hub 151 y by an integrated

circuit toraertobamemesy, ilichistresrouthound wepiseges thet are riceivédileyi nageiving 4geat bus t hat
cornl €= 1 406, ERE R0 e QRS b SO0 RSB AR 2P

hub 150 may be sim or e Controller

Hub. | n asutiesing eiessapss tha@etasiaedin iboued bulfed 1 17. R®#tiME AGnADBNhayldBiainand
i nput/output hub 25 151 nmay _be a chipset the Frow des the core
f unct i onalogicyhahfoulespisssigeyigesived by trasiving agent A iorthe appyeprigiesiastisptien chi pset i n

e Tk 8 A Byl SR ARkt sy gpent | ent .
mul ti - pr ocesper partsafi theesamb ajglicdtive speifrinesrated 8ircui?9, and 139
Input/output node 150 contains an input/output hub 151 that is coupled to one or
more input/output devices 152. Input/output devices 152 may be, for example, any
combination of one or more of a printer, keyboard, mouse, or any other input/output
20  device. Input/output hub 151 may by an integrated circuit that contains bus interface logic
for interfacing with a bus that complies to the Peripheral Component Interconnect
standard. Input/output hub 150 may be similar to, for example, the INTEL 82801AA I/O
Controller Hub.
In an embodiment, node controller 115, receiving agent 140, and input/output hub
25 151 may be a chipset the provides the core functionality of a motherboard, such as a
modified version of a chipset in the INTEL 815 family of chipsets
In an embodiment of the present invention, the processors in nodes 110, 120 and
130 may be shared memory multi-processors, and each of the memories 119, 129, and 139
may be part of the same shared physical address space. In a further embodiment, the

30  processors in nodes 110, 120, and 130 communicate with each other through shared
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may be part of the same shared physical address space. In a further

enbodi nent, the 30 processors in nodes 110, 120, and 130 conmunicate with
each ot havootitmoyh shared 4 WO 02/ 17103 PCT/ US01/ 25547 nePOTASo1ea6s’ and
wites (i.e., by witing to and reading fromnenory 119, 129 and 139). 1In
a further enbodi nent, the processors in nodes 110, 120 and 130 each have
one or nore cachdes ée"g' e Leb\é,el .1 and lLevel 2 caches), and these caches
are kept EEMEPIRLIS R NGISKks- W pingitogndrsadins Hom memgry HRaki9 aed 13Ren

pr ocessor [plalfirBG Do 8nedt, HRGRIE Qs N ndRIPIY 150 319d91’30'e§c£1 Ve\:,ﬁ‘fé nfbre NOOP
request for that nmenory l'ocation to receiving agent , IC may

det er ni necdchesg{pg., btval hanp Lewsks savhes).i and desorrdhasacekepO®herant wshgtite node 130

h t hat I ion. A t . b ted wh
or ocessor uuhd Seesl P My e Plen RoBRaray L EHEre RN HAERED, own cachos

to seesif1®, paidysend &nobp Rudssfor BiameRbry 18catibfioreeRitdergedtQ 4bNwiicK Ur t her
enbodi ment, inter-node conunication in system 100 is asi/nchronous (i.e.,
3

there i s W8Y fetxianng if anef thetraressereipsprony nodent 28 asd thir npder BRdwvenbodi ment ,

i nter-nod %HEW kOn: 1S xS ' f f. packets which contain
a header garCha eadéen?&%oggudélaf/% a&gé%%eg%éﬁgga%ﬁé gg%grﬁgﬁg%tg?agmﬁ%sg%rélgeg&si ze may
be 144 bi bther processorseintiediysrento lobkin theis swg efhestd sednd paFadtldriigt wde requests
and responses,. In a further enbodi nent, the types of requests that the
nodes nayprgﬁﬁﬂméﬁedr?aé%i ve may include a menory read request, menory wite
requesd, cache,3eeR: bRMEREN, iHRFAGIE dolRllinl GRMEHT sté?ﬁaﬂgfik(a Bab s equest.,
cache line replacenent request, I nput/output por¥ read request, and

i nput / out (et thewris novfikedetimiag befwken evlatg) ds b stillfiytheentbaiimeht, éltelsmodeich as a

packet type, dest.ination |D,. reqguest t ,_source I D, 20 transaction
addr ess, ‘?0 [guee IP%WﬁW,Inﬁ?f@mﬂ%pﬁci‘egn%}ﬁg’rla@f‘for’?ﬁ‘"bae]f‘Fﬁﬂ?rioég.E’SEIQF”G{‘MZ is a
partial bdscdecadmgr am showi ng nore details of a node controller and
recei ving agent according to an enbodi nent of the present invention. In
particul ar, FIARexpmpkhdadnasinge sigemay bel4drbitshn anceibodioent; dlelnegssages and

receivin . f i ut buffer 117 in
node Xgon'?s regilqﬁ%{ lneffillge% lﬁ%%i%ﬁ%;egp@??s’s t§ ltl]‘?m\ﬁds}tsh 81191%“":‘12’%{“’%5%‘% grg;geg r?(lere uessgsage 221,
and t hi r dharbsagies 231 sendandreeciesiavinomat a methbputadyedfest; méhdryhaste t he

capacity to contain 32 outbound pessages. |In an enbodi msntfl each out bound
message request, cache snoop request, cache flush request, memory update request, cache line

replacement request, input/output port read request, and input/output port write request.
Requests may contain fields such as a packet type, destination ID, request type, source ID,

20 transaction address, request length, stream ID, and ordering semantics.

FIG. 2 is a partial block diagram showing more details of a node controlier and
receiving agent according to an embodiment of the present invention. In particular, FIG. 2
shows more details of the node controller 115 and receiving agent 140 of FIG. 1. As
shown in FIG. 2, output buffer 117 in node controller 115 contains a first message 211,

25 second message 221, and third message 231. In one embodiment, output buffer 117 has
the capacity to contain 32 outbound messages. In an embodiment, each outbound message
that is stored in output buffer 117 contains a retry counter. In a further embodiment, the
retry counter for each outbound message is four bits long, in which case it is capable of
counting from 0 to 15. In addition to output buffer manager 118, node controller 115 also

30  contains an input interface 250 and an output interface 255. Output interface 255 is
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that is stored in output buffer 117 contains a retry counter. In a further
enbodi nent, the retry counter for each outbound nessage is four bits |ong,
in whi chwase®1iind i s capable of counting fromO to 15. | nPaU@se/23m47 o

out put buffer nmanager 118, node controller 115 also 30 contains an input
interface 250 and an output interface 255. Qutput interface 255 is 5 WO

02/ 17103 PCT/ US01/ 255 oupled to outbound buffer 117 and i s used to send
out bound ﬁ%@?g_é%gutg?wﬁﬁﬁﬁell7 e%waﬁ terseﬂﬂfytbpani@%%?sﬁ Agm@dnt 140. 1 nput
i nter f acecqmQiiS 193¢ cdifing 8581 1. TR5R #RGBice DSPTLERG }e&iwm@%?%&% 140.

Recei vi ng agent 140 contai ns I nbound buffer 147, i1nbound bu manager
148, 5 afrdmrrecsivimgpgesindfer 145 as di scussed above. As shown in FIG 2,

i nbound buffer 147. contaipns entr.i es a .be u to stor n out bound
message after ??Ceivglgragﬁxgﬁégﬂo“?ar‘%gﬁflg%aEu}&fﬁ?y’d%o@?g%%@ rqaﬁa%eﬁz‘l@nbodi nent ,
each entr ¥nd @ufinpRsageriyb hedischdsed aBoVea NG ShANPHMING, £, tbStuf KuffR 470Ut bound
nmessage that is received froma node. In a further enbodi nent, inbound

buf fer 14yondaing euries thaf gaY bewsed fesgore pp othondaresegbaliritdhteceiverbsamd buf f er
147 has Pigde%%nt?(meF 551 E}leGe l?’odﬁn%en@, e%%hoéé\{trgg@?ﬁ)gl@d%hffgr ﬂﬁti.bﬁfjge%];lo %ndl ng
g a o AR "eodi ment o

out bound nessages accor di ng the presentinvention. In

an enbodi tedndre ohdudhogind tiesshfecthaiereativanirah a nbdee Iy Sirthet doitsrdiraehg control | er
in a node, recejves out bound _réﬁgesspages fromthe processors._in that node. For

exanpl e, HoawdRyHer 17 coptaps sighegptrics ¢ 8 anethstsmbadrepnirddhonpbRutfer d4{ has

procesgor g, Lit.and 112. The out bound nessage may be a nenory rel ated
out bound nessage, such as a request for data stored in a nenory | ocation
in a menory i nFléndtsreiow diogrem of aaietlasl ofeending oltbGundAsessagos heordingdopl e, t he

out bound ness e related to .snoopi a cach ry that .is pai t
o & SecolfGeTBRameH H R PERBO By FLITD: 1% HEPS Bt SR IPIaDe GEEE obut bound
nmessages Wisgdlerh themB8&EoNASIIRMela AGR re@Hlel HRBoUNA ineddd®dsTRIm the PeockdBord0 an

out bound buffer, such as buffer 117. In the enbodi mrent shown in FIG 3, the

node coninrtbitinegde. Ston dsrmpties nedst dvoliplder dbS Bayteseivhetbapng messagesdion) to a
et 4 TRl Lt 1P BEGRRSEL! D pOANEGAByhBR 5,2, o
sendi ng ufietiggaa Bychaeh egbesd for dhig Gtordding nfeuoly ldsatian id 4 Sibmbiy-in bhatlsdr- out  (FI FO)
algorith mnod-g1 seucfrl gsc r?lzar\r/lci)rngg.gg? gnoq&¥ ey?a?nl}ler] ?hedo%tsl}oiul? 1Enies(ggger}gegleb’e reslléll’t(é::zi1 toas For
snooping a cache memory that is part of a second node. In an embodiment, the node
controller stores outbound messages which it receives and are destined for another node in
20  an outbound buffer, such as buffer 117. In the embodiment shown in FIG. 3, the node
controller sends the outbound messages one-by-one (301) to a receiving agent over the
interconnect that connects the node to the rest of the system. The outbound messages may
be selected from the buffer for sending using any selection algorithm, such as a first-in-
first-out (FIFO) algorithm. The receiving agent may be the destination node, such as for
25  example in a two-node system, or may be a switch, such as receiving agent 140 in FIG. 1.
In one embodiment, the outbound message is sent in a packet format.
In an embodiment, the sending of outbound messages is asynchronous. In a further
embodiment, new outbound messages that need to be sent may be received by the node

controller while outbound messages are being sent out by the node controller. That is, the

30  node controller may store new outbound messages in the outbound buffer while it is
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25 exanple in a tw-node system or nmay be a switch, such as receiving
agent 140 in FIG 1. 1In one enbodi nent, the outbound nessage is sent in a
packet fovomr/171dh an enbodi nent, the sendi ng of outbound PEBTaES547S
asynchronous. In a further enbodi nent, new outbound nmessages that need to
be sent may be received by the node controller while outbound nessages are

bei ng sent out by the node controller. That is, the 30 node controller may
store newSHHNSAY Bu’i*f"g‘é‘gsé@@grpw ﬁ%UtB?PPBgE&‘a IptrererIvigiagent (N4 6 WO

02/ 17103 Rfpbdiald! Beafté urefeionsd Al Hﬂ%%‘%ﬁ%@&%ﬁ%@éﬁkmﬁ%w&gﬁ nd buffer

to the receiving agent. In an enbo%%rrent, because the outboun ssage may
be unsuccegst,ihd quibnand messagdsan thesiboumigpuifaneihe sendieg vedeyomaid imtissages i n
t he out bound buffer of the sendi,ng node remain in the. .buffer after they
have been SuarAt PR Bve bik GG MigeRRs d2E Absrsfiot i SnehB b tne: . an’s
out bound BRGS@WEN¥EISe ARy HERENEE] Fofthd HEboul BerkdibiUf fidbedd de@dmidedhas been
determ ned that the nessage has been successfully sent to the receiving

agent . | nthahihs mesgaeihardsen suceaseiillnipnbiodrrresridrsepsit Hathis gnkadipeg in t he
t bound f . ' d
out boun Qﬁgh oglgar(])[ﬁg&é na%%?é(g% r’@aﬁseﬂ& eé lntatgel: élﬂ?(iﬂl’l? §uﬁfe§?ﬁapf%é$ & se%pﬁae%(}ﬂ%tl?é) un

message has b iI's unse ate etermn hat the
sendi ng was aftashe aesahd imesdage hasfhaed feet, ahib osketigittis laten daerinlioadritht iesSage may
be 10 sel ected for senditjl}g IonI if its sent flag is set. According to the

y if
enbodi menterdHgNRs Upsuesessiul In pfiarthen erabqdiment. a8 pptbP R BerRssURRY benessage

recei vgs %lgggcrﬁgrgeg§i9§)e§1§ifigrseﬁmgqygegound message fromthe receiving agent
(302). The retry responsé may be Sent, for exanple, if an inbound buffer in

the receivi ng Asgeding Wwobsemipidirtheny shavwaomFl@ 3sthe mede thet seaftthoentibundssage t hat
was sent by the sendi ngt 15 node &}\éer% 1@@”%} i n thet i nbound buffer may

contai n aRCSHEDEEAY AEEDATPPRAPCr HSSUoPUSINCEEe HoF Rl YRPEAE e processed
or ot her w3p).! Tid et £rebRfisd MapBOsds forRRdieple, M ibbbusd bitfEer in MBQsKIRiMaUT fer may

not have any free | ocations which can be used to store new out bound
nessages. agdnt dops npifisyerpgpiasioss the eeboung wesiage fat wasserrty thhwending bound

, D _ : ou y
nade it ePofs TERchL ARERbyTREEA SrEalel AIRAhERERERAR D 1T oo 1O
i nbound budcked but hasyet enzq@oderst or atheroite ransfidredne sisgige node, amhttictee ed t o be

successfully sent if a success confirmtion rregsa%geé%gﬁrecei ed for the

out bound FESWX T BAY Refdayerny;fise iepatigyis mthichgar beps REW PEOLUYe i s

messages. If the inbound buffer does have room to store the outbound message, the
receiving agent may send a confirmation message to the sending node after it receives the

20  outbound message and stores it in the inbound buffer. In an embodiment, an outbound
message is considered to be successfully sent if a success confirmation message is
received for the outbound message from the receiving agent, and an outbound message is
considered to be unsuccessfully sent if a retry response is received for the outbound
message from the receiving agent.

25 In an embodiment, when the sending node receives a retry response for a outbound
message which is stored in its outbound buffer, it increments a retry counter that is
associated with the outbound message (303). A determination is made whether a
threshold number of retry responses have been received for this outbound message (304).
In one embodiment, the threshold number of retry responses is sixteen retry responses. Of

30  course, a smaller or larger threshold may be used. If the retry counter has not reached the

7



considered to be unsuccessfully sent if a retry response is received for

t he outbound nessage fromthe receiving agent. 25 In an enbodi nent, when

t he sendiw@onodes recei ves a retry response for a out boundPCTESEIZF&4Whi ch i S
stored in its outbound buffer, it increnments a retry counter that is
associated wth the outbound nessage (303). A determ nation is made whet her

h h f ived.f hi b
ressage. ( 0O RE balk cobfulek rhERPARSE Snd Y SuBBRR AGRE6Y Sn'Pied y T eoponses.

i s sixteenbsvel [fthe REPOHERS haS¥eadRd GRUKBS0IAHS HBld @ntroNer itk Weterrifs eshol d may
be used. If the retrgﬁ}‘count er has not reached the 7 WO 02/17103
PCT/ US01/ Sisballokthe eusbrying messagestheareia shertwiiediaverhsensaeressitlly ssetbafony out bound

messages %ﬁ){ ﬁtgé;bg%éﬁgd mBRe eﬁ arel sEnt;tg'vgne L&k T GOMAL ‘f{ne glﬁ% cgﬁ?cgﬁga%% he

t hr eshol d, controfler ma eterm e~ tha t bound
nmessagés ftpleatntanenéwentlies foarh being staneé irbthe outbarmd dafférulnkiyals@nboubéf ore  any

ot her out bound nmessages are sent. to.th ecei Vi agent. The node

cont r ol | eMSFEFESSIEFY e‘gwﬁ‘?'l%}’%‘ﬁfl H@@PY@&?%Q&%@E%M@&FW% 498t out bound
buf fer unthd stéked iroAtiIIARE bu RIS BEeS Rl Y Stored in the outbound buffer
have been both sent to a receiving agent and stored in an i nbound buffer

in the receivi mghagpbrdimen shaven isdbG.d, mben it sshistanminad FlaGhe Strywoamieri t i S
determ ned_t ha he retr Qunt er s reached the threshold, the node
control | e#d‘aser %"b&‘%&hg ﬂgﬁ{?oﬁle eé‘ﬁ%eb(iﬁ)ﬂﬁgﬁa’ﬁﬁ’& %‘yfnlﬁ‘gr?\“{bfﬁmﬁ@f‘sﬁ@g% %rBIF‘ed in the
out bound Beih eibref 30} outhbendagiRr GO AL hede dohiedlles BRA SRV biABMNE Messages
fromthe outbound buffer to the receiving agent (306). The node controller

det er mi nedegiagestion & pubpundfaitisuiogbaieriviesasned09n Thheodswonerllstl buf fer have
been SUC%&é@iHés'(XMae{h%%i Yafe Q%b&lﬂg feSdafosth i og%{ﬁ%cg %ﬁ%{ Pé%ve%gegll continues to

send t he outboun nessages store e outboun u | all the
out bound sessafyg rdvaived betha rdcbiviigagas $300), layd s@mihuesAs sad sleussedndbove, a

out bound nessage - be considered to he successfully sent when a
conf i r mat Wﬁﬁa&%@%ﬂﬁ%ﬂ 9”@‘?9@?‘3@‘&?%%%35% @ﬁwémslmﬁﬁa%ﬁ@me %8 the out bound

message. Afdeasuf ket NRs Bt RMINEES é@fg&ﬁldin{eséa?@mgywe&meﬁuwﬁé have been
successfully sent, the node controller may al Ffow hew entries to be stored

in the oustroesstiily benk fven § QBN matikgh hassage isueteinerd fombibe raveiming agdnt r theecei vi ng
a success E&h(ln}ﬁdsrneersléagg.u}\?tgruaqp thgoelftgc%%g mteps%ges in the outbound buffer have been

successfully sent, the node controller may allow new entries to be stored in the outbound

buffer (308).

20 In a further embodiment, after receiving a successfully sent outbound message the
receiving agent identifies a second node in the multi-node system that is capable of
processing the successfully sent outbound message and sends the successfully sent
outbound message to the second node.

The present invention may reduce the length of time which an outbound message

25  waits in the outbound buffer to be sent and received successfully. In certain cases, a
starvation situation may arise, and an outbound message waiting in the outbound buffer
may continually have to be resent to the receiving agent. For example, when the outbound
message is sent, the inbound buffer in the receiving agent may be full, and the receiving
agent may send a retry response to the node controller. Before the node controller can

30 resend the message, free entries may become available in the inbound buffer but this room

8



receiving agent identifies a second node in the multi-node systemthat is
capabl e of processing the successfully sent outbound nessage and sends the
successf woy2/sam  out bound nessage to the second node. TRET/PRELESHT
invention may reduce the length of time which an outbound nessage 25 waits
in the outbound buffer to be sent and received successfully. In certain

cases, a staryatjon sjituation ma ri se, and.an outbound _ message waitin
in the oupﬁﬁgﬁﬁﬁﬁLW?BFﬁOﬁﬁ&mﬁﬁﬁ?§ @ngﬁﬁa&@ﬁpxt ol cqnpligrgn { g receivigg

agent. Foin@¥anRlfis cm,emem%n@g@b@mnﬁlessdggﬁﬁmgaid Rsit€if b reth¥8sgofiltound buf fer
e

in the receiving agent may ull, and the receiving adent may send a

retry respbiisequencetthay rapaeitsstiindedinitaly. . Thseproblemirhay asoerefoc exampdd, Wberecan 30

resend the nessage, free entrie beco vai.l abl e in the inbound buffer
but this FESTELASD 1105 prehysdbratie riglrt abkerdtyd MEPtth of her
nessages fdvaitionaveeniBeyedseter a Byrtit & oiedenCabsil a8 beenethibtEa thiddh@di m I n
this case, the resent outbound nmessage will again result in aretry

r esponse. hunpgr o gy dircrodpggntioberasii] limilthe st phelshquad mspspeesFpitdo pwhl em may
occur, fo an?i(r@‘ %Jre%’tlz \{W?lre %thglﬁ% lﬂiﬁ%i[s 3131% Swibét o?%ﬂthoomg&gggmglsch {1{1 Wien the
of t oyed, after a

met hod and apparatu e presen invention are éenp
par ti cul atheantionodndfearirs tha geeivary abar wilt bd qiekdy be telinced bathdimerumeber of ti nmes,

the node contraller will limt the set of outbound nessages sent to those
that are GUPPEROIGSIEh i3 HEssSTLOFYDurthes YONHS RO CB gt B messages
that cgn hibint of e iNBRMAGNA YL SfibduRd IRSaELRRI SYivR QudRaRik oMishdce BERGUI Ckly be
reduced each tine a new outbound nessage is successfully received. Thus,

when t he jbewsiuffenvention is used, the 10 anount of time is linmted that

Ul 1 or . Sever O BALTBERED: B AEp BaBe pRouRial ShaiBantPrcal 1y

i Il ustrat gebcabd/iefein. d¢SHEveR @CvillBE BppiecidiMEMSodifidativislahd P& iBBRY Feheat ed t hat
modi fications and variations of the present invention are covered by the
above t eaBlshergEveiHipnara ¢overed R the gbavedegckings and Withinaihp pwise fthei ms wi t hout

depar t.i.ng t it iy .S i i on. . For
O P b B KPS RO A YRRl
pr ocessor Sor exampldewhiltatiie aades & FiGahyreshorreconaiinipg todhso pocedsors,anede

enbodi nent, a node contai ns onl oqe grocessor, agd in_ano&her enbodi nent
g _nﬂg a no

a node coHPYFHLAIE AR FHRDS, PHRTQLSSIIS SIpendiRent, e contains only one

processor, and in another embodiment a node contains sixteen processors. As another
example, while the nodes in FIG. 1 are connected through receiving agent 140, in another

20  embodiment two nodes may be directly connected to each other. For example, in a system
with that has two nodes, the node controller of a first node may be connected to the node
controller of a second node. In another embodiment, the node controller for a node may
be part of a processor in that node. For example, a first node in a system may only contain
one processor, and the node controller for that node may be part of that processor. In

25  addition, a node (e.g., node 110) may contain one or processors and an input/output hub.
In still another embodiment, the outbound buffer manager, inbound buffer manager,
and/or routing manager are implemented as instructions adapted to be executed by a

processor, which may include firmware, microcode, object code, source code, ext.



exanple, while the nodes in FIG | are connected through receiving agent
140, in another 20 enbodi nent two nodes may be directly connected to each
ot her. Fovoexsmpie, in a system wth that has two nodes, PCHESOIR$E47
controller of a first node nay be connected to the node controller of a
second node. I n another enbodi nent, the node controller for a node may be
part of a processor in that node. For exanple, a first node in a system may
only cont aj ne processor, and the node controller for that node may be
part of tggﬂéggbcessor, In 25 addition, a node (e.g., node 110) may contain
one or processors and an input/output hub. 1In still another enbodi nent,

t he out bound buffer nmanager, inbound buffer nmanager, and/or routing

manager ar e li nfyinestigndtof dermlinginmes sagess thearethoddtapipasing:o be execut ed by a
processor, which may i.nclude fir re,. mcrocode, object code, source code,
ext. 9 WO 02/17103 PCY/ %ﬂl%%ﬂ?@?“ QR MmESSHEP oreRing Rl pedend) ng
nessages, the nmethod conmpgucsdséialy dent tdatrelinY dponttnlat tana elstdAgnd message
stored in a buffer has been unsuccessfully sent to a receiving agent nore

than a threshold numbeu@bercf 8 ii. sending the receiving agent outbound

ressages current |y Stor eg i ud NEANI LEE; oifleh o SSLERIINR A hat al | of

sai d out bound nessages have “been y sen ore’any of her
out bound nmessages are sdémtbuffer; atde receiving agent. 2. The nethod of claim

1, wherein an outbound nmessage i s successfully sent if a_ success
confirmation nessage s dpteanipgdat gt ofispid ogthopislmessisss Ba§&e$Y om t he 15

recei ypng agent, and m%ﬁ&éé&fuﬁ?s&ﬁ%@f@fér&ﬁ Bﬁéﬁﬁﬂﬁouhénfé&%h%%?és% bl y sent if
a retry response is received for the ou¥bound nmessage fromthe receiving

agent. 3. The nethod of thelredemiiageterein a retry response is received from
the receiving agent for an outbound nessage if a buffer in the receiving
agent that stores

2. The method of claim 1, wherein an outbound message is successfully sent if a
success confirmation message is received for the outbound message from the
15 receiving agent, and wherein an outbound message is unsuccessfully sent if a retry

response is received for the outbound message from the receiving agent.

3. The method of claim 2, wherein a retry response is received from the receiving
agent for an outbound message if a buffer in the receiving agent that stores

20 incoming messages does not have room for the outbound message.

4. The method of claim 1, wherein after receiving a successfully sent outbound
message the receiving agent:
i. identifies a second node in the multi-node system that is capable of
25 processing the successfully sent outbound message; and

ii. sends the successfully sent outbound message to the second node.
5. The method of claim 1, wherein the outbound message is sent in a packet format.

30
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20 i ncom ng nmessages does not have room for the outbound nessage. 25 30 4.
The nmethod of claim1l, wherein after receiving a successfully sent outbound

nmessage Weoz/enes ving agent: i. identifies a second node POTARE/ 2547 i - node
systemthat is capable of processing the successfully sent outbound
message; and ii. sends the successfully sent outbound nessage to the second

node. 5. Th thod of. claim1l, wherein the outbound nessage.is sent in a
packet for ngt ngfff 0629“6%61’355%965/lwéﬁlﬁ%%‘f?ﬁ%e%ﬁ%mes.h@%?%&ﬁtgf sendi ng

messages in a nulti-nedeeceNa@Tint R R! 3Psh GASRRL ﬁfe&(}gge that i &81%&1%11 ng a
retry response for an outbound néssage that is stored Tn an outbound
buffer in a first node eofoebenpdbptlerdae fiss vodemf ainpulti-dedessystemi ng t hat a

t hreshol d nunber of rﬁ:tr 1S SR00S asthpa]\éei beegl re?ei ved folarﬁtge out bound
message: and iii. prevedtPRYMan A hL el ruEbe of B SRS VBB ¢ he

out bound buffer until adckivedobthdpdtboRsbageseCadr ently stored in the

out bound buffer have_ been both sent to a receiving agent and stored in an
i nbound buffer in thé PEXEIREAR reyesniriesfronTheingygarpdiy ths outbaindbelfernher ei n a

retry response is receiygd fiQLabig lﬂégs%%gﬂ%repﬂg ?tgr%\g\gn fk oﬁtgt%.*n(a%tuﬁgrund

nmessage was sent to the receiving agen re'no ftree lTocations
in the inbound buffer i hawtbeahbdilosent raretdivengagehiomns soradss agaboufd 8. The
nmet hod of claim6, wherein said determ ning that a threshold nunber of
retry responses have bg‘é&Frr‘%@Eﬁ?E’d‘qgﬁ&mﬁdes: L increnenting a retry
count g associated wth the outbound nessage; and ii. determning that the
retry counter has reached a threshol d.

7. The method of claim 6, wherein a retry response is received for the outbound

message if the outbound message was sent to the receiving agent and there were no

free locations in the inbound buffer in which to store the outbound message.

15 8. The method of claim 6, wherein said determining that a threshold number of retry
responses have been received includes:
i. incrementing a retry counter associated with the outbound message;
and

ii. determining that the retry counter has reached a threshold.

20
9. The method of claim 6, wherein the outbound message is a memory related
outbound message.
10. The method of claim 9, wherein the outbound message relates to snooping a cache
25 memory that is part of a second node of the multi-node system.

11



20 9. The nethod of claim®6, wherein the outbound nessage is a nenory

rel ated outbound nessage. 10. The nethod of claim9, wherein the outbound
nessage ™Medaredoi o snoopi ng a cache 25 nenory that is paP€TRZRSS4cond
node of the nulti-node system 11 WO 02/17103 PCT/ US01/ 25547 11. A node

controller corrprisi ng i. a buffer to store a plurality of outbound
nmessages; n& Cg)gr HI nterface coupled to the buffer to send outbound
nmessages ]01 HE® U 'CSAPOT™M%er; 5 iii. an input interface to receive

retry responses and ijv ab@ﬁpf%fs%;egrﬁa@g@,rofg%mrﬁqngsgd ggqe i nput interface
and having logic to determne that a threshold nunber ‘of retry responses

have been received fr aaommbo@rfdcems@la@@ thentantef  ssncdouslebuind ntekragdsuf f er . 10
12. The node controller ch fi OIY\/nerel n each outbound nessage in the
buffer has a retry cour?i@lr Sl the buffer manager has logic to

increment the retry GQUI’ahﬂfput%Mfa%&o@bﬂeﬁ@%i@r%&ﬁs%ﬁl@m@acr\ time that a retry
response i s received for the outbound nessage, and wherein the buffer

manager has | ogic t o itis@ befer manegsy coprlerhiodie inpyt drderéacaprihavingtlogic tohr eshol d

nb f t ontrol |l er of
Claim 15, wher i the bariPARUeREE Rl RRTb SErert topdRE DREEO" 1 0\ ot

any out bound nmessages nmd:cen/emlfoelatoh’gbosﬂchnﬁdagemabufsfmd1f1rthbrhulﬂéf.ng sent until
t he successful sending of all outbound nessages currently stored in the 20
buffer has been confirmed. 14. The node controller of claim 12, wherein

sai d 1199i C 10, PEEWRABLoAR RN, wiBSS 388 Subbid AR 1§fﬁ%u£fé}%ydes | ogi c
to prevent the storage of new outbound nessages in the buffer. 12

a retry counter, wherein the buffer manager has logic to increment the retry counter

for an outbound message each time that a retry response is received for the

outbound message, and wherein the buffer manager has logic to use the retry

counter to determine that a threshold number of retry responses have been

15 received.

13. The node controller of claim 11, wherein the buffer manager further comprises
logic to prevent any outbound messages not currently stored in buffer from being
sent until the successful sending of all outbound messages currently stored in the

20 buffer has been confirmed.

14. The node controller of claim 12, wherein said logic to prevent any outbound
messages from being sent includes logic to prevent the storage of new outbound
messages in the buffer.

25
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WO 02/ 17103 PCT/ US01/ 25547 5 15. A systemconprising: L a first node having
a node controller that includes: | . an outbound buffer to store a

pl uralitwe@b2zouvbound nessages; and 2. an out bound buf f ePCTVEHR@IEESB47 O
prevent the storage of new outbound nessages in the outbound buffer when a
threshold nunber of retry responses has been received for a outbound
nessage stor in_ the outbound buffer; and ii. a receiving agent coupled to
said first node SEHEM FHRPUHEg: 10 1 . an inbound buffer to store a

plurality of outbound;MaS§age8s haiiit de ahtNbakAth-Rts.er manager to send a
retry response to the first node if an outbound nessage is received from

the first node and there hrenagbunddulertte stews aj phuralite of oigbaimd buffer in 15
which to store the outbound ggaggﬁemm16. The system of claim 15, wherein
each out bound nessage stored I'n e 1 nbound buffer has a retry counter,

and wherein the inbound buf.f ef oWbsag®uffeaiinaidi %o pro@intthe k@rdgh6f @went t he
retry counter for an outbound nessage each tine a retry response 20 is
recei ved for the outbound me8¥hepnd messagqsia thecythonndbulfer athen a dreshpldr ei n t he

out bound buf fer manager fur t b £0RI Aok 8l pLéh BAAD: {fboSher age of

new out bound nessages in the outboun when e retry counter for an
out bound nmessage has reachedmasshpr eshdindhe @bchid biiifie; sdst em of cl ai m 15,

wherein the first node further conprises a first processor that sends
out bound nessages to ’t"hé‘r?f’('?ﬂ’é“gca@ﬁ‘?tr"BPl?ﬁ%‘ft.o Si‘éf%“@f%ai‘ i‘?fi‘ / US01/ 25547 19.

;23 syt em of claim 15, whergh mbbiMa sayiel 8 Rlofdl SIAELity©P BRbbERIAszeE0ond node,
and
2. an inbound buffer manager to send a retry response to the
first node if an outbound message is received from the first
node and there are no free entries in the inbound buffer in

15 which to store the outbound message.

16. The system of claim 15, wherein each outbound message stored in the inbound
buffer has a retry counter, and wherein the inbound buffer manager contains logic
to increment the retry counter for an outbound message each time a retry response

20 is received for the outbound message.

17. The system of claim 16, wherein the outbound buffer manager further contains
logic to prevent the storage of new outbound messages in the outbound buffer
when the retry counter for an outbound message has reached a threshold.

25
18. The system of claim 15, wherein the first node further comprises a first processor

that sends outbound messages to the node controller.

13



wherein the receiving agent further includes a routing nmanager to route
out bound nessages fromthe first node to the second node. 5 20. An article
of manuf axd 0rz/€716dnpri si ng a conput er - readabl e medi um havi PQT/AS@r2E647 t her eon
instructions adapted to be executed by a processor, the instructions which,
when executed, cause the processor to manage outbound nessage sending by'
i. sending t recei vi.n nt. an ut boun ssa e t hat ored in
out bound bufﬁeﬁqﬁsﬁmﬁéagl%g?é"h‘?{ﬂlq foe Rt ré’ﬁ’in gps@ Secopge%‘f vilg a retry
response for t@ﬁer&ﬁ&&@’é&‘i‘wﬂ?&%ﬁﬂﬁrﬁ&rﬁcludﬁérouﬁ'ﬁ‘é BEHB 090Ut &ltbdnll N eshol d
nunber of retry responses have been received for the outbound nessage; and
i v. preventi ngmessygen&nmethe fifsesodertothe besondnaieor ed in the out bound buf fer
until all outbound nmessages currently stored in the outbound buffer 15
have been both sent to the receiving agent and stored in an inbound buffer
i n thesrecei2ol Af adigRY madifactiReomplitind Lcomipubinetianlt tegiudiha¢ingkidred0, Wherein
the instructions for determnin that a threshold nunber of retry
responses haveth Bré@hmlsté‘@élp’(}%@aﬂﬁ‘gﬁh?@equwgtbbfG@chéﬁgf thpgngirgetiqns whishy enent  a
retry counter : [ eterm ne that
the retry coun?gr g@%c%é@ gg%ﬁsgg{{stﬁ%%g%eggﬁéﬁ%mmﬂ%ﬁdmg bqy'

i. sending to a receiving agent an outbound message that is stored in

an outbound buffer in a node of a multi-node system;
10 ii. receiving a retry response for the outbound message sent;
ili. determining that a threshold number of retry responses have been
received for the outbound message; and
iv. preventing any new entries from being stored in the outbound buffer
until all outbound messages currently stored in the outbound buffer
15 have been both sent to the receiving agent and stored in an inbound

buffer in the receiving agent.

21. The article of manufacture of claim 20, wherein the instructions for determining

that a threshold number of retry responses have been received includes instructions

20 to:
i. increment a retry counter associated with the outbound message;
and
ii. determine that the retry counter has reached a threshold.
25
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