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o0 (57 Abstract: A content key, an authentication key, program data along with an efiective key block (EKB) are transmitted by an

I~ encryption key structure of a tree structure. The EKB has 2 structure in which a device constituting a tree leafl holds a leaf key and

: a limited node key. A specific effective key block (EKB) is generated and distributed to a group specified by a specific node, thus

& limiting an updateable device. A device not belonging 10 a group cannot be decoded, ensuring the distribution security of the key

o and so forth, Keys or data is distributed by an encryption key structure of tree strucmrc, thereby providing an information processing
sysiem and method capablc of efficiently and safely d:su'buung data.
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distribution or data distribution when various keys are renewed, and can
hol d. safety of data. Background Art Recently, various soflBdely@08ata (which
w || be hereinafter called contents)q such as gane prograns, voice data,
i mge data, and so on have been actively circulated through a network such

as an internet, or storage nedi & being circulated such as DVD,
CD, etc. These circulation cont@%?s a?g‘igg\groduced by reception of data by

a PC (Personal Conputer) owned by a_use paratus, 18 July 2005 2
or byINE@R%TH)%rBQﬁE%ﬁINﬁS%STgﬁ ‘é}t\ﬁ m@ﬂr ecordi ng device within
a recording and reproduci ng apparatus attached to PC and the like, for
exanple, a nenory card, a hard disk and the |ike, the contents being

utilized by new reproducing fromthe stored nedium Infornmation

appar as a video gane apparatus, PC and the |ike have an
i nt er?gggﬁigﬁt?%gei ving the. circulation contents froma. network or for.

getting acgess to. DVD, CD.and the ||ke and- Wr i sBim megins -
necessary I¥r PReRmdglve Bophéelé'%ﬁt Bhtasn, lgﬁ%{ﬂ%« Iﬁ@]gﬁf€\a§rlllgé)t e |ike used as
a:menory . region for prograns and data. Varié)us corgltents uch asﬁﬁpsi.c.
dat a, infommgtiodaracesning mgihads an dntormatiqbiecording mediladpd 4iBHfeffhy, -
user's instructions. fromthe information apparatus. such : . as a gane
appar gigtsbuRifganediue drdpartivathrhs te a systenuaichg mptbadafordisribitiog a
“.instructions. through. -input means connected, and are reproduced though.
| ~ encryption processing key in a system involving -an encryption. processing. -
Particularly, -_the invention relates to an information processing .system, -an
information processing method, an information recording medium, and a-program- - -
distributing medium, which uses a tree-structured hierarchical ‘key distributing
system', to thereby reduce a message quantity, relieves loads of a content key. - -

distribution or data distribution when various keys ‘are renewed, and can hold:safety -~ - - -

of data.

Background Art
Recently, various software data (which will be hereinafter called contents) -
~such as game programs, voice data, image data, and so on have been actively
circulated through a network such as an internet, or storage media capable of being
circulated such as DVD, CD, etc. These circulation contents are reproduced by

reception of data by a PC (Personal Computer) owned by a user or game apparatus,




informati on apparatus or a display, a speaker and the |ike connected. Many
_software contents such as gane programs, -nusi c data, inmagd8daly®208hd the
“like are generally held in their dishribution rights by owners and sal es
agents. Accordingly, in distributiorn of these contents, there is. a
predetermned using limtation, that is, the use of sof%%@re isggranted to
only prdyemaisging santhary meghouet Reh sWreddit 2 JePURg GvVice Rt etie.
That is, generally, the constitution taking security into consideration is
enpl oyed,rdfMeahd %ﬁfﬂﬂ&iﬁ% app&aii hngclidi 16 IMQ tandf thesbke,ofarsexample, an
encryption Jul'y” 2005 processing of distributed contents. Nanely, for

exanpl e, varigus contents. su C a i et aili gy megy ans
and t A¥MPRe @ ’rﬂpthgg@tﬁlﬁgug dzlzlei #gg’r ﬁ]eltg Egrrltethﬁq%i] ® 1g?]e di stylroi but ed,
and neans for decrypting the encrypted contents distributed, that is, a
decr ypeproduring frenyihgefiored W& Mer sons confirmed to be a proper user.
‘Encrypted data can. be returned to decrypted data-that can, b(i gsﬁq( by.:.-

decrypt i gfdmnmtiss ipgaratuses anchrataacddeoi game ppagrusel branhdhe like
" procedure.. Data encrypting.using .a decryption key for decrypti n%o

dor

Procegsi 0%y it fice ftﬁﬁgéﬁmiﬁ theethedlatiedl benwats fermr y.mieteokleyorf
encryption processing of " information as. described have been heretofore

: gﬁlclry:é{g tV\Hg%: ?gc%grs gggﬁml gléaz{%i eolgf(e K ASrth & nd R E8ntrof m‘éﬁﬁ@gecessary-

Ustng an encryption key and a decrypti on
key, but there is, as one exanpl e , system cal { a_sQ- | ed
. conmofiok egpredacing iteh copfentenang rQN’M, -%ﬁk% Vst %g'as ﬁ?‘é‘ﬁﬂ with
an encryption key used for encrypting ‘ _
region for programs and data. . . - ' ' R

_ Various contents such as music data, image data, or programs. are.called.- -
- from a memory.medium by user’s instructioﬁs.from the informationﬁ apparatus.such v o0
. -as a .lgz;me apparatus, PC and the: like used as a reproducing apparatus or -user’s
_ instructions. through input -means comnected, -and -are reproduced - though - -
information apparatus or a display, a speaker and the like connected.
Many software contents such as game programs, music data, image data and
the like are generally held in their distribution rights by owners and sales agents.
Accordingly, in distribution of these contents, there is a predetermined using
limitation, that is, the use of software is granted to-only proper users so that
reproduction without permission is not made. That is, generally, the constitution
taking security into consideration is employed.

One procedure for realizing the limit of use to users is an encryption




- that -

processing for data and a decryption key used for decrypting data nmade to
be common, a common key used for these encrypting procesdBrygly 2005
and-decrypting is. given to a proper user so as to elimnate the data
- access by an invalid user. As a typrcal systemof the system as descri bed,
‘there is DES (Data Encryption Standard). The e crg{ t.ion ke nd th%
“decr ypiowssingyof distrbitod comécrincNapialyiglomPEERRS: gnﬁHﬁ C&@é@%ls}’ﬁ]b s
descri bed above can be obtained by applying a wunidirectional function such

as a Pgsh (ﬁzﬁgc;ﬂjgg‘: Qdatd, hankapicprainseanhsise e cenorypthd theouh 9n duBsnets | i ke,
for exanple. The Tnidirectional” function herein terned is a function which

cxcamp b6, 1 ke, ity GReBR L T JoBRe, GRS Plte Ao e

exanpPE, unction 1's app with a pass-word

determ ned by a user as an input, .and the encryption . t

decr ygistahutegy thateisraodeedlion kee 1H &Y g‘f’ Wﬁg e&ﬁ‘frbsuflssﬂﬁlﬁﬂ?(s] tBebe a
substantially inpossible, fromthe encryption key and the decryption . key
thus epdgdmedr. to. conversely. obtain a pass-word;-which is an original
datum thereof. A system nmaking processing by an encryption key used for

.encryption tedPHRGESSH N RYtAnE® oy Betoptédydats atiaf @andberysed by .- - -
different. a Ithmis a system : so-called a public key encryption.

St e TG UL S e SACTUBANCS YRS prRdo ARAHASH oB6ddepUDlizc ey -

crrrcuser, in wth pect to an
e o alins kAt hh: SRS Rl PSR
document _  encrypted by the.publ ic key can be subj ect e%..i[ngfogﬁgtriggtzilshg
. proceggséthedarsthy 4 encrypted key for. encryption processing O
S e ‘describéd have been heretofore well known.
-. There are a.varicty. of kinds. of forms.of data encrypting::'?nd- ‘decrypting - ¢
o method using an encryption i(ey and a decrypiion key, but there is, as one example- o
- therefor, a system - called a so-called common key encryption system. In the -~
. common key encryption system, with an encryption key used for encrypting
processing for data and a decryption key used for decrypting data made to be
- common, a common key -used for these encrypting processing and .decrypting is. -
given to a proper user so as to climinate the data' access by an invalid user. As a - -
typical system of the system as described, there is DES (Data Encryption Standard).
The encryption key and the decryption key . used for the encrypting

processing and decrypting as described above can be obtained by applying a

unidirectional function such as a bash function on the basis of a pass-word or the




private key corresponding to the public key used for the encrypting
processing. The private key is owned nerely by the indivil@Jaly 2889 i ssued
the public key, and the docunent encrypted by the public key can be
decrypted nerely by the individual Hhaving the private key. A typical

public key encryption systemis a RSA  (Rivest-Shanmr-A Iengg% ncryption.
By naHilay fos exampbuchhannitisoionabfunspmehrein Kame i peng ngéfc)h system
for enabling decrypting encrypted contents nerely for a proper user. 18

July 2&92 dgriknltt fe obeithenh ihpat rdodwtisely Sysnenn asutges cFobegantpdeoe thampl oys
many conhstitutions in which contents are encrypted and stored in the

y ecor di NGl AENo R s AR Rith o BhssCWBra BRIGERA NGy Keer g arjapinle them

OVi ent "key for decrypting encrypted contents

for only a proper user. There s proposed :a constitution i ]

cont erandetie £BEIYRIORkRY ﬁﬁgitﬁ‘\‘ia‘ill"rcdgp@g'biﬁ‘@é’ g P@&Bﬂt%?h?agsg?éfémeai s
encrypted to.provide it to a proper user, and an encrypted content key is
decr y phetgutislt iy sabstentiglly iimpdseiblewiven the endryptioa keyr 8pérthg decrypithabl e
using the content key. The judgnent whether: or not.a user is proper is

_gener ﬂ%é  thif2bbiafed, UtenRtscl§*X6bMin RAgpasstword.iwhkichny s eriinaindatuei ore .-
distribution of contents or .content keys, : for exanple; between>a

cont eg&? Fr(%'vi der who is a transmtter of contents, and a wuser's device.
In. gen&t 4! aut henticating processing, confirnmation: is nade of a .mating

Uhen”” aut hosysiem gekia BearossriBady, Savarytan Bumsrd, Lo BtLoibHEg
content key is encrypted using the produced session key for  conmunication.
The. aysfoenssingbiyrm decryption key used for decrypting different algorithm is a system. .. :
so-called a public key encryption system. The public-key. encryption system isa-
- :-method using a public key that can be used.by an unspecific user; in which-with:. -~ ..
_respe& to an encrypted document for a specific i_ndividua], encrypting processing is o
.carried out using a-public key issued by the specific individual. The -document - -
encrypted by the public key can be subjected to decrypting processing merely by a.
private key corresponding to the public key used for the encrypting processing. The
private key is owned merely by the individual who issued the public key, and-the
document encrypted by the public key can be decrypted merely by the individual
- having the private key. A typical public key encryption system is a RSA
(Rivest-Shamir-Adleman) encryption. By making use of such an encryption system,

there can be provided a system for enabling decrypting encrypted contents merely

for a proper user.




system includes nutual authentication using a common key encryption
system and an authentication systemusing a public key 9$sibi00pn the
‘aut hentication using a common key, a& common key in the systemwide is
necessary, which is inconvenient at the time of renewal processing.

Further, in.the public k tem ¢ ut at hon._.1l.qad..S. | n essary
menory quarfli the| ?@téﬁge@gﬁml%éyﬁ&g@i S o%esgf]bggc%bgée p?%lgg)s)g i grg)g ans on
each device is not a desirable constitution. 18 July 2005 6,Disclqgsure of
the | moastiiunion&ninexdiiph ecombtrsdiare mncsypiedcant stapd inn ffiCGﬁd]@gnmSB@vi de an
information processing system an information processing nethod, an

i nf or nRLLOR hesAWHRY oFEUVIN CBNdnd therldigs anpibsidd therh rfgr mesdisyrandatt ch

enabl es transm ssion of data safely to a proper user wthout relying on

dat o Beouc pision B g BF KRR CHER B AT oy B e o esor

nce irst aspe he present

i nvention, there is provided an .inforpgation processing. sys f. .
di st riPaarenig pmp%sdg’u'%%aﬁ@nda@ awﬁlggimma?mb&m %g%‘&)éeﬁﬁﬁ% ifbalid | oss

than one device selected, the individual device conprising: encryption )
pracessw o ghs chnfent deyi itgpelf idienéryptert tkpyodde 16108 PRRPET KIS > Yar to "~
each node in a hierarchical tree structure with a plurality of different

devi _ceé]cﬁgptlegag@lﬁeﬁﬂq(e? ieabckpredaning & deteyptivgh kdgvowaedny exdyuheng
decrypti process on the encrypted nessage data distributed to a device

- using the key set; erein ata distributing neans.generates a. .
.r'enew&?mPﬁBH%eﬁégfqam%uWéﬁe%Eﬁfeglgg([egbne of the node keys in a group
constituted by nodes and |eaves connected at subordinape of i@d;&ﬂ Q}Qde_ .
_whi ch i-s- onBh¢gadgwent rehether: 8F Al user & PEORUCBLBENTENY  SHERE I and an
enabling key block (EKB) into which the renewal node ke%/ IS encr%(]t()t ed with
; -executing authenticating processing before distribution of contenis or.content Xeys,. - .

- for example; between:a- content provider who-is-a transmitter of. contents.-and- a -
. user’s. device. In. general a;uthenticating prbcessing,‘ confirmation: is made -of a
;- mating party, and a session key. effective -only for communication is produced. .- -
When authentication is established, data, for example, contents or a content key is
encrypted using the produced session key for communication. The authenticating
system includes mutual authentication using a common key encryption system, and- -
an authentication system using a public key system. In the authentication using a
- common key, a common key in the system wide is necessary, which is inconvenient
at the time of renewal processing. Further, in the public key system, computation
load is large and necessary memory quantity increases, and the provision of such a

processing means on each device is not a desirable constitution.




two or nore of a group consisting of a node key or a |leaf key in the group,
and generating and distributing a nessage data encrypted with the renewal
node key. Further, in one enbodi nent of the information processing system
according 18 July 2005 7 to the present invention, the encryption
processing neans in the device obtains the renewal node key by the
processi ng of the enabling key block (EKB) and executing decrypﬂygggpf t he
encrypted nessage data by the renewal node key obtained. Further, in one
enbodi nent of the informati on processing. systemaccording to the present
i nvention, the nmessage data is a content key that can be used as a
decryption key. for decrypting contentg data. Further, in one enbodi nent of
the information processing systemaccording to the present invention; the
nmessage _data is an. authentication key used in the authentication
proces§Dﬁ§kmth@ﬁ%@ﬂPYﬂﬁhﬂbne enbodi ment. of. the information processing
systemaccording to the. present invention, the nessage data is a. key for
gener at ei ng :*H@ C I t ng. : her, in
one enbodi nent o ﬁgehﬁ% %&%gﬁﬁbﬁé B%géggyﬁ@ﬁéng?%%1ﬁgg@gr%i165%%%m§he

pr esentprocessing Bytsn&',m tahenﬁasﬁﬁmandn&mng ﬁ‘lethaﬂ albRemhtieitccadinggiedistardn t he
authentlcatlon [ ocessi ng. one, enbodi nent of the information
pr oc es I RgaRy diskibpting 6‘?“%?% {1’(9 tgmab ﬁ? é’é‘éﬂ{llsﬁﬁ%é’rﬁtq% safelyalond PEMGE WEt a i s

a progr@mMdn 48yink Wl difual élﬁhé?ﬁ@at &&Eﬂ b% dei& fréHsﬂﬁ tin@h REQGESSE NI

systen1accord|ng to the present entlo e nessage ata distributing
means diatt asidssiried heve.

In accordance with a first aspect of the present invention, there is provided an

information processing system for distributing encrypted message data capable of being used
only in not less than one device selected, the individual device comprising: encryption
processing means for holding a different key set of a node key peculiar to each node in a

hierarchical tree structure with a plurality of different devices as leaves and a leaf key peculiar

~to each device and executing decrypting process on the encrypted message data distributed to
a device using the key set; wherein a message data distributing means generates a renewal
node key into which at least one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree structure is
renewed and an enabling key block (EKB) into which the renewal node key is encrypted with
two or more of a group consisting of a node key or a leaf key in the group, and generating and
distributing a message data encrypted with the renewal node key.

Further, in one embodiment of the information processing system according



enabl i ng key bl ock (EKB) and an encrypted data.conprising a contepnt key
usabl'e as a decryption key for decryptihg content data a§8tJHU2IQ§§sagé dat a
and an 18 July 2005 8 encrypted content encrypt ed by the content key.
‘Further, in one enbodi ment of the information processing system accordi ng

to the present invention, the nmessage data di i Qut k.ng. t he
de\lbdbe%’f@%ﬁdw%@l(w;HH@@“&W%IH%B 'eéﬁﬂf’gorﬁe?)]f%@eglé %{gﬁg‘gggﬁ P%?ﬁ%xecuti ng

authentication .processing, and wherein.a distrib gs of, the ﬁEssage dat a
i s pacfar mede qaytuyethequndesmgnofﬂmemhlmgwkex&&h%@ﬂ'ﬁ &84 g CUHBE ween t he
nmessage data...distributjng neans and the device has been conpl et ed.

o d Ry pihd of BRE EERpIARN e ddte bynhe ronéwsimateokss sbtanalst em accor di ng

to I nv lon, there exiSts a different. internedi ate device

i e S R e

wher ei n. r I'ng nmean gen es and distributing

an enabling key. block (EKB) and an., encrypted ssa t,can be
d'e-doylﬂEeplr%ﬁn@/%/anlloﬂaF]yé!neéé%ec data Ly géogggqtgfey%a@i C%?lr ﬁ%h@fz% gh% the message
- data. Further, in one enbodinment of the information processing system
a_ccdgdi‘ypﬁonﬂ&ytfbedpd:@@eimtgdammmttdatbm,. the ‘hi'erarchy ‘tree structure'inctudes
'a category group constituted as a group,. with one node as a top node,

cont ai ni pguRONSH dHckiBaNRSent STBeGhedkmition pasatssingesystern recoufingode;
wherein e category group is constructed as a set of devices that bel ong

- to a category defined sglel a ki HY-H i figkdfin ahservi ce. or
" a 'k‘iongleopg%ﬁ HQ&?W@O%QWS?ryeﬁgér/g%grg%angsn%%néngg%%g%%ﬁtkegf the information
processi ng system accordi ng :

. --authentication processing. . oo IR
‘Further, in-one. embodiment. of. the information processing system-according
.= .to the. present invention, ‘the  message data .is:a key for gcnexateingﬁ:l.an, 'ihtegritgf' "
check value (ICV).of the:content.. -
Further, in one embodiment of the information processing system according
- fo the present invention, the message data is. an authentication. key used in the:
authentication processing.
Further, in one' embodiment of the information processing system according
to the present invention, the message data is a program code.
Further, in one embodiment of the information processing system according
to the present invention, the message data distributing means distributes the

enabling key block (EKB) and an encrypted data comprising a content key usable

as a decryption key for decrypting content data as the message data and an




to the present invention, the category group further includes one or nore
18 July 2005 9 sub-category groups in the | ower stage of 1BHHEYROE?P ar chy

- tree structure; wherein the sub- category group is constructed as a set of
groups that belong to a category d&fined solely by a kind of a device, a
kind of a service, a kind of a managing neans. |In accordance with a second

as%yé’tfedtd&téﬁlvtﬁquﬁed Hyndeeconsenirkewi. ded an i nformation processing
-method” for distributing froma nessage data di stributing, neans encrypted

- message fg@@%?g%@,&e@%o&%é}ﬁ dfSE ARt podessingl fhatemnecdrling e

sel ecte g: a nessage data distributing stép of generating a

renewal node key into which at |east, 6 ong of t.h LN za.:gLoup
cortét thatREasyy HHEESO8n othP eB\FES & D ﬁl%g’c t‘ﬁﬂni?t‘lhggbg{%%% a%&g(y §‘P lead%(,)lgE node
which is one node of the hierarchical tree structure having a. ph.urality of
di ffegpedtivadediavesarnguthlentivaigon proesssikgimeans fan cspeHimmh JURISNUSAEER - ( EKB)
into which the renewal node key is encrypted with two or nore of a group

‘Cpén@io.%géé?ﬁ ofind@ WRERIKQY dRtriButiéaofkeie hiesiye detawis parfvrmgdnendheng and
distri Utl%g a nessage data encrypted by the renewal node key; and a

e G e A S R o g

different key set of a node ke uliar to each node .in the _hierarchical
-t r eieeans aed the dayige fap Seen1COMPIEIES | ar to each device. Further, in one
- enbodi nent of the information processing nmethod according to th pr esent
_ i nvent i oRurthée idenreyahbodimentcefsdicnigferap ioh processing $SheRAREINEEkey
obtaining step of obtaining the renewal node key by processing of the
enaf) {H@gi‘é%\é?ﬂiﬂ@éht{o@ﬁhéreaéﬁsﬁs antiseage et atlateydevieg bategendheexecut i ng
n o

decrypti he ---- ------ --------- 18 July 2005
message data distributing- means .and the device, and. wherein the message data -
. =+ distributing means:generates and- distributing an enabling key. block-(EKB)-and.an... =~ .=
: encrypted’message data that.can be decrypted only-in target devices targeted for .
.- distributing the message data: -
‘Further, in one embodiment of the information processing system according - -
- to the present invention, the hierarchy tree structure includes a category group
;. constituted as a group, with one node as a top node, containing nodes and leaves
éonnected at subordinate of the top node; wherein the cafegory group is constructed -
. as a set of devices that belong to a category defined solely by a kind of a device, a
kind of a service or a kind of a managing means.

Further, in one embodiment of the information processing system according

to the present invention, the category group further includes one or more




10 encrypted nessage data by the renewal node key. Further, in one

enbodi nent of the information processing nethod according to the present
invention, the nmessage data is a content key capable of being used as a
decryption key for decrypting the content data. Further, in one enbodi nent
of the information processing nethod according to the present invention,
the. nessage data is an . authentication key. used in the aut$aidy 2@t i on
processing. Further, in one enbodi nent of the information processing nethod
according to. the present invention, the nmessage data is a key

of .generating an .integrity check value (I1CV) of contents. Further, invone
enbodi nent of the information processilng nethod according to. the present
invention, the. nessage data is an authentication key: used in the,.

aut henti cati on processing. . Further, in one enbodi ment of the information

pr oces%ung;ag‘gg&o%&aﬁ o %@q)wérostégeeop&@srﬁe;mwtv N !sﬁlgcm}eh%m@aﬁ age sggta is

a programc _ , 1 n one enbodi nent o e information processing
met hod categorydérngp 1st enstnectet eseset of guosps thab belbhg tove sstagey diafiaeddscdéely iblgwat | ng

means. di.stributes the nabl i ng ke | ock (EKB) and an encrypted data
conpri 3?1?1%011615' eghqeeﬁgnggga&g%qeea%oga élﬁgi‘%%“%ey for decrypting content
‘data as the INRsGAGMcE Hith ARL0AD aspRBCHNAE Bl AOGY, Thdre NSOV RIEE dn I?Nfoﬁﬁﬁho‘ﬁo ntent

key. Further, in one enbodi ment of the information processing netho
accor diPigressng gpgthqcbdgr disfributing from a message data distributing, means encrypted

message data capable of being used only in not less than one device selected, comprising: a
message data distributing step of generating a renewal node key into which at least one of the
node keys in a group constituted by nodes and leaves connected at subordinate of a top node
which is one node of the hierarchical tree structure having a plurality of different devices as
leaves is renewed, and an enabling key block (EKB) into which the renewal node key is

| encrypted with two or more of a group consisting of a node key or a leaf key in the group, and
generating and distributing a message data encrypted by the renewal node key; and a
decrypting processing step of executing decrypting processing on the encrypted message data
by using a key set in each device holding the different key set of a node key peculiar to each
node in the hierarchical tree structure and a leaf key peculiar to each device.

Further, in one embodiment of the information processing method according to the
present invention, the decrypting processing step includes a renewal node key obtaining step
of obtaining the renewal node key by processing of the enabling key block (EKB); and a
message data decrypting step for executing decryption of the




- to the present invention, the nmessage data distributing neans ang t he

devi ce respectively have an authentication processing medAdUWH 8 xecut i ng
aut henti cati on processing, and th[f)ei na distribution of the nmessage data
"is performed on the condition that authentication processing between the
nmessage data distributing neans and the devi ce has been conpl eted. Further,
i n epoeyEotiooéssege data byéhe FGHHM MY & k$¥ocessi ng method according to the
present invention, there exists a different internediate 8evi ce,.bet ween t he
nessage wlater. i she idmbédigient afshanformativevprosessang mHEPd3CP i fressage
data distributing means, generates and distributes an etggbl i ngd key bl ock

( EKB),, and _ an istahédntefitRe peapsisle witimingmsgd af a t ar get
de\}PéBetpé?sgeé]Eiﬂ&‘%ﬁf&rggggﬁ%gfgﬁggﬁaﬁg amassage djgt a}.jﬂlﬂn accordance with a
third aspect of niipre ent .invention tt(ﬂﬁge is provided an information

r ecoderygtinn dicyrhos SECRP g FPH N dat a, storing: a renewal node key
into which at |east one of the node keys . in a %r oug COMSt.i tC%B?diinQy nodes
~and | eavBsrihenironedmbodisgns adithatsiapatinn PrFestl DR 455 hode of
the hierarchical tree structure having a plurality of different_ devices as
il egﬁb‘-"‘Eﬂ PréRAEWRYeRiioh Athee irtdsbageg daty ib lanc &uthENEyation keywHseh IR HEC eneval -
node key'is encrypted by two or nore of a group consisting of a node key

or a leaf key in roup;. .and a nessage data encrypted by the renewal
nod@‘tbgmlcéh(ﬁ hgor ,eglﬁﬁlgbne' enbodi nent of the information recording nedium

according to the present.inventiaqn, ot Ankthod &kdink key used
. for decrﬁbt’thﬁ@ T8 SeeHp ?5}m%rlt QT#SHHQIP%%@EQM gl %gltgrredi um st or esgan
encrypted content enerypted 18 July 2005 12 by the rene . y.
.. Furtdgie, priesentniaventionj thenmessagerdata s riFat Pé-ﬁcg%@gpgi'%‘]]ﬁg%ﬁlﬁgg%éggrdi ng to
the present invention, the information recordi ng nedi um stores

. COT{RRRUNOYNGHT aftantkor relating a . . e '-
Further, in‘one: embodiment of the information processing method according -~ -

. to.the préscnt invention, the -message data is an authentication key. used -in the..-

- authentication processing.

Further, in-one embodiment of the information processing method according -

1o the present invention, the message data is a program code.

Further, in one embodiment of the information processing method _according .

to the present inveation, the message data distributing means distributes ‘the.

| ~enabling key block (EKB) and an encrypted data:comprising a content key usable
aé a decryption key for decrypting content data as the message data and an

encrypted content encrypted by the content key.

Further, in one embodiment of the information processing method according




content with an enabling key block (EKB) used for obtaining a content key
corresponding to the content. Further, in one enbodi nent of the

i nformation recordi ng nmedi um according to the present invention, the

i nformation recording medium stores an integrity check value (1CV) of
contents. In accordance with a fourth aspect of the present invention,
there is provided a program providing nmediumfor providing a EDiguReos
program for executing decrypting process of encrypted content data on a
conput er system the conputer program conprising: a renewal node key
obtaining step of obtaining a renewal node key by decrypting process of an
enabl i ng key bl ock (EKB) into which thélrenewal node key into which at

| east ong e pre&dt PRERIonK i o) constituted odes and .a .l eaf
connect ed atpsu_bo_rdi Niors e n %Sﬁ%g%t(%éa ari(%iegg&\?%ngﬁ’%aéldglxee‘?%‘ffemm’ec?%yﬁa"e
hi er ar cifpcarthentieationt practssing rheans for excobitingbithyntRbtioh hiRERNe, 4RY WARSRS)
| eaves id?stfiﬁﬂ?"x‘{eochhg encr%at ed wth two or nore of a group consisting of a
node key or & eaf© RisFsaen datads perorgiedony tha cqadition that Rethentizatore progéssing

execut i gtvetea bR PdAs 8RS BRatERAMAL deiada s keY (Eo%g)ﬁ%léii n a content

key used as a decryption key for the encrypted conten step of
executing dedBithen dhoae embediarot b tedindemtatinh phycebding aRodNicck®ling tdthe

d i fif t he.present invention, there is provided
an i nforaat %1&6%?‘%:& eﬂté%‘? %3‘%??3 h‘gge‘ie{}? “8?@%“?’1‘%@?}?@6 RbrSept thg rﬁés,sg%fgéatadat a

capabl e distrithrtinggmesed andnhy deRicBOtand 8§Berbira e i
conpri si {:}% t he?‘?ftgps' of . gengr acti ng a r(-;fnlewale %&eggk@a ?ﬁ{ugﬁ‘\%\t/ﬁ%cﬁwg{m’
| east, TS i ihutes apsenabling keloblock ¢REB) tand ed doyryptedesesngt: Hea\ies

connect Eﬁlﬁéde%ﬂgﬁéc% 1LE d ich i.s .one node of the
hi erarchical trée std?ﬁct%gege%ﬁé@?engpgﬁeﬁvﬁf §‘15F{b§%“8$ ﬁ'ﬁin?ﬁfséﬁ'g@rﬂatadevi ces as
| eaves is relrewscirdame withenadbirdngspeey of! prekent EKBntiohNttRerthisC Brovaldd Lgneval
node key . s encrypted by two or nore of a group consisting of "a node ke
%rfo %o X&g) & a o i . h
or a | edf "REVOPASLLIEE Fstpn baviae siared Shareip datarstosiagea dettewabnode ke éhtwi t h
sai d rewhidhlat least one of the node keys in a group constituted by nodes and leaves connected at
subordinate of the top node which is one node of the hierarchical tree structure having a
plurality of different devices as leaves is renewed and an enabling key block (EKB) into
which the renewal node key is encrypted by two or more of 2 group consisting of a node key
or a leaf key in the group; and a message data encrypted by the renewal node key.
Further, in one embodiment of the information recording medium according to the

present invention, the message data is a content key used for decrypting contents. The

information recording medium stores an encrypted content encrypted




node key to distribute it to devices. 18 July 2005 13 In accordance wth a
si xth aspect of the present invention, there is provided an information
processi ng net hod conprising: a renewal node key obtaining step of
obtaining. a renewal node key by decrypting processing of an enabling key
bl ock (EKB) into which said renewal node key into which at |east one of
the node keys in a group constituted by nodes and a |eaf conpgerfigsogso a
subordi nate of a top node which is one node of a hierarchical tree
structure having a plurality of different devices as |eaves is renewed is
encrypted with two or nore of a group consisting of a node key or a | eaf
key in said group; a content key obtaijming step of executing decryption
process with said renewal node key to obtain a content key used as a
decr ypthydhe ragwelgtods&e¥ encrypted content; and an executing step of
executing d I r nt.en sai d cont ent. k
RS e P g e R A
pr ovi dedesant mwﬂtmhmh‘e uﬁbnﬂtﬁﬁ&&ﬁirmggwlﬁﬂkﬁo&l’s BireégohnBetice MgtaEBE ey Ring G
message data capabl e of being used onl not | ess than one device
sel ect €qnieabvih 2p gpahlwgdiey &’&ﬁkdEKé%dﬁﬁ@ %‘irrﬂﬁ’*al@ﬁé eygenieahkeyppeseesrending Weans
for hohﬁgggq Gidi fferent key set of a node key peculiar to each node in a
hi erarchical tree structure with a plurality of different devices as |eaves
and a | eaf E@ﬂhpemmbnamnmbénam¢bfdbynﬂhnmnmnamandmgn@edﬂnwmmbnmg;nrﬂmess on
sai d encrypt.ed nessage data. di stributed . to a device usin d set
her e RFS LSBT 0E IO P TR glhen 4 IS el aoe
into Wipefan@t | east one of the node keys in a group. constituted by nodes
-and | eaves connected at subordinate of a top node which is one node of the
hi er ar chi calln taceerdanocuwithira fowth aspeetvet] than prmmtelmamtlmg thary ibl prokidédElB)
into which said r.enewa r ted Wi t pgmo or nDr of .a group

consi st g 08" quggerq?g?/mb&eappé’éc}m%gc? W 8 Eryh éﬁ&eﬂ'@w&r FEYRiIng

process of encrypted content data on a computer system, the computer program comprising: a
renewal node key obtaining step of obtaining a renewal node key by decrypting process of an
enabling key block (EKB) into which the renewal node key into which at least one of the node
‘keys in a group constituted by nodes and a leaf connected at subordinate of the top node
which is one node of the hierarchical tree structure having a plurality of different devices as
leaves is renewed is encrypted with two or more of a group consisting of a node key or a leaf
key in a group on a renewal node key; a step of executing decrypting process by the renewal
node key to obtain a content key used as a decryption key for the encrypted content; and a
step of executing decryption of the encrypted content by the content key.
| In accordance with a fifth aspect of the present invention, there is provided an
information processing method for distributing encrypted message, data capable of being used
only in not less than one device selected, comprising the steps of> generating a renewal node
key into which at least, one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree structure
having a plurality of different devices as leaves is renewed, and an enabling key block (EKB)
into which said renewal node key is encrypted by two or more of a gfoup consisting of a node
key or a leaf key in said group; and generating a message data encrypted with said renewal

node key to distribute it to devices.




and distributing a nessage data encrypted with said renewal node key,
wherein said nessage data distributing nmeans generates an encrypted
nmessage data encrypted by using said renewal node key and an enabling key
bl ock (EKB) containing one or nore renewal node keys encrypted by using a
“leaf key or a node key that is not held by devices other than said selected
device, and distributes said encrypted nessage data and sai d elrtahily B@gpkey
bl ock, wherein said selected device decrypts said encrypted nessage data
with said key set held by said selected device only and said enabling key
bl ock into an original nmessage data. 18 July 2005 13a In accordance with
an eighth aspect of the present invention, there is provided an

i nformation processi ng apparatus conprising: key set storing neans for
hol di ng one of the different key sets18f a node key peculiar to each node
in a hierarchiCalcoldaf& SHMUGISHER é@%&ﬁ' & the! peaht idvefiofl! bRy Enero%%l\éﬂc as

| eaves and a | eaf key peculliar to each device, each o? sal e sets being
prescr i biefbrohafibre peotdsing metiod nomytieg apenoes siode key abtsiningy stefect ghptinimg aan

encrypted data, sing sai d node. key, and id leaf k tored,in sajd
oy sot BBV R han i Hbay PEPSIng hAteab ek Rogh P B Big i 5
Processi ey abde MYShRI Whikk &f MRt 088 0Pihe R0BOREWRE 8 ronESR 3G 1 al ahotkd dhd@
renewal node key by decrypting a renewal node key wth which said nessage

data is @hef gpuredtodi tora aubasdinalekaya tap nodwowbickely dnel nbderofsaihitrirelicaleree

tori . d t dat a _cont al. ni ng_a, nessage .dat.a

anor ypt cUreRl o pER B SR T e B IR 4 ePEuEl POREDBRITE ML Keys
in a grodprec@asdrodpidoasts Mﬂﬁe%ﬂ_o&@am&;eyqﬂ REatReRt conténPkel SthiRinf a
top node which 1s one node of the hierarchical tree structure is renewed

and  an SRef exagtingylepyptinn prKB)s wightaid ranagalornslediey o plainehesiint koyesadey s
encr ypt e.sgt{&/ecﬂﬁ)lti&g kf§ #g‘lsgfdbé&%é@te%fcoﬂteg{' AR o %néscgu%%%irs]%p %ff }%ecluﬁgé 8%(‘5 (;uglgg a

node key at “I's no vices other than s selecte
of said encrypted content by said content key.

In accordance with a seventh aspect of the present invention, there is provided an
information processing system for distributing encrypted messdge data capable of being used
only in, not less than one device selected, said individual device comprising: encryption
processing means for holding a different key set of a node key peculiar to each node in a
hierarchical tree structure with a plurality of different devices as leaves and a leaf key peculiar
to each device and executing decrypting process on said encrypted message data distributed to
a device using said key set; wherein a message data distributing means generates a renewal
node key into which at least one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree structure is
renewed and an enabling key block (EKB) into which said renewal node key is encrypted
with two or more of a group consisting of a node key or a leaf key in said group and generating
and distributing a message data encrypted with said renewal node key, wherein said message
data distributing means generates an encrypted message data encrypted by using said renewal
node key and an enabling key block (EKB) containing one or more renewal node keys
encrypted by using a leaf key or a node key that is not held by devices other than said selected
device, and distributes said encrypted message data and said enabling key block, wherein said
selected device decrypts said encrypted message data with said key set held by said selected

device only and said enabling key block into an original message data.




In the exanpl e enbodi ment of the present invention, the encryption key
distributing constitution of the hierarchical structure of the tree
structure is used to suppress the distributing nmessage quantity necessary
for key renewal as small as possible. That is, the key distribution method
i n which each apparatuses is arranged in each |leaf by n-division is used
wher eby for exanple, a content key which is a encryption key of8 ddmnt266%
data or an authentication key used in authentication processing or a
“program code are distributed along w th an enabling key bl ock through
recordi ng medi umor a conmmunication circuit. In the exanple enbodinent,
only the proper device is able to distit3dbute decodable data safely. It is

noted that t rogramdistributing mediumin the exanple enmhodingnt. is a

medi um for di t%%%’%??f’gwgi@éwﬁf@r gsﬁ?‘c‘fg‘f*fa'ilﬁeiﬂﬁeste% iVEREET: fhgre ds presadsdear by

a conput : | f | e,
Mput @forkfdtidn p&%@%ﬁ@rﬁ@ﬁ% I&fjmﬁs?}%? l?ei%@@?ﬂoﬁn%ﬁn&ﬁ?@w hd18in ﬁ)?lé é)g)%

vari ous program codes. dés recordi ng nedi a such, )

FD, MO, dfferent bey sets nhiasibde kepepéaulinstoctachsiode imethimakhicahosestfuwhure ivéthnot
R L L TR T T
bt e M5 e uT Ay o it ok ATt b enepl oo
wor ds, gt dipisingr sagt perleanyi and; saik lghd E@Y stored in said ke sebstetiagrmeAnsoogh kehe
syt em (0GB e suf P Bleted BOsFRRR: et PaRE FeariBine” AopERIel The
ot her ohhesige, diealitr £3aRndl acakdaBe lcaiplidiea RERSAN ol kePtWiGNWHIch! sde
apparent fromthe detail ed description wth reference to the enbodi nents
and t he Messagq datpisegerypted with a leaf, key or a node key held in said key set storing means is
' ‘made on encrypted data containing a message data, encrypted with a renewal node key into
which at least one of the node keys in a group constituted by nodes and leaves connected at
subordinate of a top node which is one node of the hierarchical tree structure is renewed and
~an enabling key block (EKB) containing one or more renewal node keys encrypted by using
two or more of a group consisting of a leaf key or a node key that is not held by devices other
than said selected device.
In the example embodiment of the present invention, the encryption key distributing
constitution of the hierarchical structure of the tree structure is used to suppress the'r
-distributing message quantity necessary for key renewal as small as possible. That is, the key
distribution method in which each apparatuses is arranged in each leaf by n-division is used
whereby for example, a content key which is a encryption key of content data or an
authenticatton key used in authentication processing or a program code are distributed along
with an enabling key block through recording medium or a communication circuit. In the
example embodiment, only the proper device is able to distribute decodable data safely.
It is noted that the program distributing medium in the exarmhple embodiment is a
medium for distributing a computer program in the form that can be read by a computer to a
general computer system capable of executing, for example, various program codes. The

medium includes recording media such, as CD, FD, MO, etc., or a transfer medium such as a

network, whose form is not particularly limited.




14 acconpanyi ng draw ngs of the present invention. Brief Description of
the Drawings FIG 1 is a view for explaining an exanple of constitution of
an informati on processing systemaccording-to the present invention. FIG
2 is a block diagram showi ng an exanpl e of constitution of a recording.

and reproduci ng apparatus that can be applied in the information processing
system according to the.present invention. FIG 3 is. a tree tbhdyi200ii on
view for. explaining encryption : processing -of . various keys and data
in the informati on processing system according to the present .
invention.. FIGS. -4A and 4B are views each show ng an, exanple of an
enabling by block (EKB) used in:distribution of various keys and data in
t he-informati on processing systen1accorqgﬁg to the present invention: FIG
5 1is a. view show ng an exanple of distribution and an exanpl e of
decrypting prowelss prograns idiginfine Nakdibmdddtrys Bl @ekerafiBlelalonsBptiaNtmkeys in
the information processing systemaccording to the present invention. F

6 is a KOBGHIrUHENIORJurptonbalysed agfomputesmregrawf angdrp éiﬁ'ag*lﬁn@ miedipnb firookier (EKB)

in the i Lng.system according to th resent invention.
Fos 7 AR SROR R ERAE BRI T & SnupReORER Ip SRR an
enabl i ng kayphtoplogfankKB) idstailed én bnfoaipidri Fehl OEQES ME EMEbRIAgaHEud /Y tO
t he presgnt %nvention. F.. .18 July 2005 15 . :
exhibit the cooperative operation in the computer system to obtain the operation and effect
similar to another aspects.
The other objects, features and advantages of the present invention will be apparent

from the detailed description with reference to the embodiments and the




“in-the ' inf

"FIGS. 8A and 8B are views each show ng an enabling key block (EKB) and an

- exanpl e of data constitution for distributing content keyd8duy 208at ent's in
the information processing system 3gcordi ng to the present invention. FIG

9 is a view show ng an exanple of processing in a device in case of

di stributing an enabling key block (EKB), content keys, and contents . in

t he A&Bg{myﬁ@dmv@hgssﬁnhe pyescahinie®$iodi ng to-t he present invention. FIG

10 is.a view for explaining the situation howto cope with the case. where

~an enabling key block (EKB) and contents are stored in.the information

processi ng system according to the present invention.....: FIGS.
11A andl nB. are Vi ews.ga 10W ng conpari son between processing- for
sendiB@@P%?’éﬁﬂ%?ﬁéﬁ?waﬁﬁéﬂock (EKB) and contents : in the .information

. processing systemaccording o the present | Aoas ifforanvient i onal
sending pFide$ds agriew for explgiging %‘i‘@%gg’i?i%oiﬁoggﬁgﬁftoﬁlenti cati on processing
sequence according to an applicable comon key encryption systemin the

i nf or gRfdeQdin rs‘?ﬁt%?ﬁhe@)rdisz}@tmﬁle@csﬁlﬁiiﬂ@]elﬂféoﬂ-he present. invention. FIG 13
is a View (1) Show ng an enabling key block (EKB), a data consti huti on_ for

di stributi g'?ﬁg?,iigﬁtm%f(i(ﬁ%ﬂaﬁpswm@m esamipie of sonsfilusignmiea BSLANEevi ce

on processing systemaccording to the present invention.
FIG 14 is aview(2) 2023 ik 89n K8y ilfbaekitioEiBbcessinpsysten =+~ -
.const an@tremdﬂﬂngo%%wﬁ‘&%ﬂgcgﬁbgﬁpﬁie‘%ti cation key, and a processing
- exanple by a 18 July 2005 16 device in the information processing .system
accor deagrding tdtheppresenitinvaiaeR i on. R -
FIG. 3 is a ;ré,e ‘constitution view for. explaining encryption . processing-of . - .
. :various keys and data in -the';inft_mnation‘processi_n-g system according. to-the present . .
~ imvention. . FIGS:4A and 4B-are views each showing an. example-of-an enabling -
. key bléck (EKB) used in -distribution of various keys and data in the information. -
processing system according to the present invention. :
FIG. 5 is a.view showing an example of distribution and an example of -

decrypting processing using an enabling key block (EKB) of content keys in the

information processing system according to the present invention.

FIG. 6 is a view showing an example of a format of an enabling key block

(EKB) in the information processing system according to the present invention.

FIGS. 7A to 7C are views each for explaining a constitution of a tag of an

enabling key block (EKB) in the information processing system according to the -

present invention.




FIG 15 is a view show ng an authentication processing sequence a public
key encryption system applicable in the information proceggiJHE{ Zggét em’
according to the present invention, FIG 16 is a view showi ng a processing
for distributing an enabling. key bldck (EKB) -and content keys using the.

‘authentication. principle:. by a. public key epgcrypti | Lt he
present i myers.igm.anbll 8B atd views eaclewhewing A eaaﬁﬁeéﬁ%ﬁéf?@&aﬁz@js?ﬁ buti ng
an enabling key block. (EKB) and encrypted. programdata in the. ipformation

processi ng_sy.s . LWRen fR dibgitanaseoontent &ays amd: canignts il P 5 yj ew
show%eﬁﬂng&aﬁgg@%@mﬁé vaf]ue production used; in production. of a

content.. integrity check valu LiGARheentidn.t he present
i nv'ennf@ﬁmatmr@r%@8$1§gé%"iemva%‘%‘dg‘@vé) tr%&g data constitution for

di stributing an enabling key bl ock B) . and_an. | r & 9 K8y ofand an

exanpl e of FHG p®ds essiavg shawang daév¢ ﬁé %%Br?ﬁf‘%%lﬂga | gn&%?ocessi ng system

according to the present invention. FIG 20 is a view ‘%ﬁ)@ s[hotvm' g{g tﬂ dat a

| COF‘St&iEHﬁﬁlﬁfhﬂ Ol Gnablihpukéycblonk eEKB)ngontesy kewokapkeishy Lh ey

- producing key, and an exanple of a processing in a device in the -
i nformation,processi : -B6&BASIG the presbet investion. i nvention. ‘FI GS. " 21A

; ‘_-andzlg%%%at\}&éﬁéo%eggﬁ%f%’%%ﬁgcal ni n% a co%ry ‘preventive function where an

A A e e i ke X (1 O0 T swSt@icoeiwith thedtasn in t . .
T8 30ty 20080110 s Yirekn crmgafipEp Sitlaith haweloop

where an enabling key block (EKB) and contents are stored in:.the information

.. processing system according to the present invention... . .-

. .- .. FIGS. 11A and 11B.are views.each showing'comp‘arison'between"processing

.- for sending an:enabling key -block (EKB) and contents ‘in- tl'lc'-,infonnatlon-‘.-j.u

processing system according to the present invention. and a conventional s¢n§1 g

- processing. -
FIG. 12 is a view showing an authentication processing sequence according .

" to an applicable common key encryption system in the information process;ng

system according to the present invention.
FIG. 13 is a view (1) showing an enabling .key block (EKB), a data

. - T . a. N
constitution for distributing an authentication key, and a processing example by

‘ ; i i i ion.
device in the information processing system according to the present inventi

FIG. 14 is a view (2) showing an enabling key block (EKB), a data

constitution for distributing an authentication key, and a processing example by a

g
P

) H
g




FIG 22 is a viewfor explaining a constitution for controlli&%ag \
applicable content integrity check value (ICV) separat el QST‘JP 095 cont ent
storage nediumin the present invention. FIG 23 is a view for expl aining
an exanpl e of category classificati¥h of a hierarchical tree structure in
the information processing systemof the present invention, tf%‘?ft node for
Car 1 Y4 DOk HfdtaeRo Srocedsth bystemofccoydingdp the @CEIS KRS AN exanpl e of _
aco g iStributing systemto which.the: data processi ng sa@&@g} of the
present inyention can | Sflauthatieidr proctissing BGuUEnee d¥i
trans'mtsFa{a&étlérﬂV]g?’pgh@gﬁgnt ey encrypted: to various . content

r epr oduci bl e apparatuses on,the cont bYddegsipbde sikon acberdappty at us on
t he mmmypﬁ@néyﬁﬁﬁbaﬁi’lé@b Y r?ﬁ?@nég&ghgrypt egqs?ontent or a content
key received to obtain a content or a content key, and carries out
reprqﬂ#?rggﬁtqﬁvémﬁge data and voice data or execution of various
prograns. The exchange of data between thetcbcoigt (ta,nt di sta%wygb@icﬁe 10 .
and the c Lt REowiriea Plodessimgelondasiribhtoggw - & Pk sUCh as an
i nt ernet wﬁﬁ%&iﬁ%e ci rculﬁgagl e recordi ng nedi um such as u[ﬂ;i;/D H@CXD The
data distributing neans . an t SRhefiSdtidh Urimgpke. dey- 20 PUReiCu; an 18 -
July- G8B) -and | GRYUPH {](eff ugﬁga?g%?peebroadca?ti ng 12, a tel ephone circuit
13, media 14 such as DVD, CD, etc., and on the other hand; -the:devices on
t he C@xﬁktrgptionesgeﬁ@ﬂi'ﬂgﬂtﬁﬁf@s?@f inyeRhofte o personal computer (PC) portable

- appar atuses 23 such as a portabl e device . Lo
"  FIG. 17 is a view sh?)wing a processing for-distributing an enabling key block.

e LRI

'
{

(EKB) and enérypted program data in the inforlhatio'n processing system according

~ to the present invention.... -

. FIG. 18 is a view showing-an example of MAC value pro§uction-:hsed<‘1n
production . of a.content: int-egrity check value (ICV) applicable. in the present

invention.

. FIG. 19 is a view (1) showing a data constitution for distributing an enabling

~ key block (EKB) and an ICV producing key, and an example of a processing in a

| i i : i tion.
device in the information processing system according to the present Inven

FIG. 20 is a view (2) showing a data constitution for distributing an enabling

key-block (EKB) and an ICV producing key, and-an examPle of a processing mn a

i i i ion.
‘device in the information processing system according to the present inventi

FIGS. 21A and-21B are views each for explaining a copy preventive function

. * * 0n.
where an applicable content integrity check value (ICV) is stored in a medium 1




(PD), a portable telephone, PDA (Personal Digital Assistants), etc., a
recordi ng and reproducing unit 24-such as DVD, CD pl ayeré?%h@fog '
reproduction exclusive-use :unit 25 such: as a gane termnal. In these.
devices on the content receivirigsige 20, contents distributed fromthe
content distributing side 10, are obtained from conmmunication neans such
as a.network, or froma nedia 30. [Constitution of Device] FIG 2 shows a
bl ockhaprgeamnyeniOoPecor di ng and reproduci ng device 100 as one!l eg&:npl e: of
devi ces on the. content receiving.side 20 s. i oGind anTapplicabéor di ng
and repr oqc. M. ikew iveev F0D eNBLAIRY gi%ﬁﬁ?%&ﬁ‘?%ﬁ%ﬁ%?%l nt%rfai(% 120, a
MPEG (Movi ng Picture. Experts G oup) codec 130, an I /F #40

pr ovVi deg t%@%@&%ﬂﬁ&(@ﬂérsepalla,te]afnfréﬁb layfﬁl}t?j‘ﬁt g&%%%ﬁ?? %g@%rleans 150,
ROV (RELH nory) 160, CPU (Central Processing Unit) 170, a nenory
180, and a dri.ve .190 for a recording nedium 195, which are connected to
each the peesBy BYHULD1 10, The input/output |/F 120 receives a digital signal

~ . constituting various contents. o BRestegwD} chyssifigation @t et c.
- supplied fFKn 2hes @Y@Wd&ftﬁipqawlzgt%ﬂ ‘?)?atlgﬁlt he busgllo, and receives a

~digital signal of the bus 110 to oQutput it to ] i dF. theherédeBG codec-:
he (0 hihon ekl SN ST 18

ryRhicalVAES etnetirdaina thepple H &4 us 110 to output it to
t’he input/output I/F 140, and MPEG decrypts a digital signal 18 July 2005

19 sug{%li fromthe input/output I/F 140 t6 output it to the bus 110. The
-~ 1 nput B he 140 contains an AID, D/A converter 141 therein. Te

- input/output I/F 140 plied fromthe outside, r which is subjected an anal og
~signal as-a content sup =

Best mode for Carrying out-the Invention - ..

[Outline of System].

FIG. 1 shows an example-of a conient flistri

i i distributin
.. processing system of the present invention can be-applied. The content outing

| to- various :content .
side 10 transmits a content of a content key encrypted. to- various

ivi i & on the
- - reproducible apparatuses On the content receiving side 20. The apparatus

eivedto
content receiving side 20 decrypis an encrypted content or 2 content key rec

i ucti i data and
obtain a content or a content key, and carries out reproduction of image

‘ ‘ between the
voice data or execution of various programs. The exchange of data

iving si i .through a
content distributing side 10 and the content receiving side 20 is executed-throug

i i i uch as
“petwork such as an internet of through a circulatable recording medium s

DVD, CD.

. - . * - - an
The data distributing means on the content distributing side 10 1ncludes

butinig system to which:the data; = - -

e R R




receives the D/A converter 141 whereby to A/D (Anal og Di git nversion
by the A/D, signal is output as a digital signal to the I\/géd%ly)o?é@g 130, and :
a digital signal fromthe MPEG codecl30 is subjected to.DA (Digital :
Anal og) conversion bythe., AAD, D/A-'Converter 141, which-is output as an
anal og signal to the outside. le, encryption.processhigisgansuctbasi s
const it{; ted {f of Batefife xoadpating E2eAdP PHB,CIE%?t ?ﬁ’a?gghés'?m e integrated
ci rctil lih to’execut, decrypting processing or aut henticati.gg Sﬁ)%é)QGSSi ng of
a di i‘hgl Cg_iglg al %ﬁ a&‘ AL &Rt haHeplticadtvicts oughe EPREICBLEEYGeand” out put
encr&p o Cdat G lard ecrypted data, to the bus. 110The encr{giégn .processi ng
A

means 150 can be al so real | At AP Msds23 snch ahi por @By a
conbﬁmudompﬁﬂsméﬁlicﬁ‘mp‘gﬁ]ftﬁve\g?%s(a@r% 2Wzst)(rad wares. The const tithe processing

means formed fromthe software_confi gur.atioR.Wi et@gsiclreicbﬂﬂnglaaﬂer. ROM
160 gppyyes g@&g@lcﬁmle[ah(mq@PME(EEEFOW?W@?%%%%‘:&%S%%d reproducing ans
|

stored I'h the ROM 160 and the nenory The CP%J 170 eﬁe&%rf%xeﬁl@gfﬁ-ﬂ@’ice'
AR . .

180 to th Quchhe DRAE €32qdayds, & FPRALY'Ypt 1 on processi ng
-'neansmﬂﬁl{%u?rlgprr%?y 580 is for exanple, a nolg-voltgt“éee%g\vglggrs%qe\gpi ch .
stores a__programthat j.s CHt atkseyddviieesGRULHE 0onigHE B garytor
. oper'a-mlbﬂ%ﬁ“ ?-igﬁ],%e Hae?fgﬁgﬁk% set used in the encrypti %%pré()c Ig}sninng
- executed by the device. The key s Hn208ide - 20 avel loDINE ed

| at erconfbrtsddistebutyd éfqmegh‘ft t%n?%éoél%rﬁémrlreggum 195 capable of recording

- and reproducing digital data to thereby. read (r gduce) digital data from
communication means such as a network, or from a midd?PB |

.. :[Constitution of Device}]

FIG. 2 shows a block diagram of a recording and reproducing device 100 as-

N . .. P o -.'_--'hﬁi" e
. . one example: of devices. on the. content 1eceiving side 20 shown m FIG. 1.1 |

N " v - | " 1 ' 0) a .
-recording and reproducing device.- 100 has an mput/output I/F. (Interface) 12

. 'MPEG (Moving Picture Experts Group) codec 130, an I/F (Interface) 140 provide

i ean: d .
. with A/D, D/A converter 141, an encryption processing means 150, ROM (Rea

. 1 2 drive
Only Memory) 160, CPU (Central Processing Unit) 170, a memory 180, and a dnv

0.
190 for a recording medium 195, which are connected to each other by a bus 11

The input/output I/F 120 receives a digital signal . constituting various

' ] outside to
contents such as an jmage, -voice, a program, etc. supplied from the ou

igital si : t it to
output it to the bus 110, and receives 2 digital signal of the bus 110 to output 1

| i th
the outside. The MPEG codec 130 decrypts MPEG coded data supplied through the

igital signal
bus 110 to output it to the input/output I/F 140, and MPEG-decrypts a digital sig




i er ghe M[BEG codec $30 42 f

the recording nmedium 195 to output it to the bus 110, and supplies digital
data.- supplied through the bus 110-to the recordi ng nedi urifi9%5 2089 ’
recordi ng. The recordi ng nmedium 195 is a medi um capabl e of storing digital
data, for exanple, an optical disksuch as DVD, CD, an optical magnetic
di sk, a magnetic, as RAM a magnetic tape, Qr .a s 091;@ Wloutmrtory such
a, and j.n_the %gﬁﬂg/mﬁgﬁoﬂﬁbm to Dh@%‘dﬁ%ﬁ‘\ecté%, f@a’ etgg{]abl y mount ed
on. tskpphigd FEO 185 wever, 195 may be housed in the ec‘oruq“} ud
repr oduci ng devi ce }3@ rzﬁ QI 'rﬂg;rfé‘?diélllnthﬁ@in.Tﬁbee‘HPPyBP on Zgocessi ng
mearigk 161 shotns R > y be constituted as ..a sin I,ensg]%e%qih' p LSI,
and may enploy a constitution th'tat i?ieﬁq%ﬂnztﬁg dutside, w&l@fgbls ) G%f a
sof t Eﬁ@%@ﬂ@gﬁmas[ﬂme YR Gre as a key distributing
constitution] Next, the constitution f@tr hab@ir&n@@ﬂ@flqnnpwherebyr@@essi ng
key i n@CEA“gﬁ‘\gom ﬁ,«ﬂq convatsionitst H1% /Pa onstitution where encrypted
dat ataf¥ ¥PStT ut%d fromthe content di strig tinqg Sdggﬁ 1Qogd1dvemi n FI G 1
to each device on thg gQﬂ%}l fkl 1o @eaPEQ coree 198, (Y P %les%ri bed using
FI G signahim®ePyt 85 2"8E5*Shéwn in the | owest stage in FIG i’é’a{h%A{Iﬁi vi dual. .
devi ces on the content rﬁce{e\@h{bgm}\d@)j al :N]mwg)sc;orygéﬁfﬂfl A B .
WPE“Shown in FIG 3 corresponds to a device. 18

Juiy 2005 21 Each of devices 0 to 1 LE&Shad t& dye eetsidonprisi ng a key
_ass| Qﬂﬁg chfvértaotisl, which 1s output as an gnzﬁbg sfen

B
E
1:1
4

C i ute €f ing, -decrypting
hip LSI (Large Scale Integrated circuit), to execute encrypting, P
p : : d
jpital signal : _content supplie
ocessing Of authentication processing of a digital 31gnal as a. Col
. PI - .

pt ' 110, - o
10,-and output--encrypted data and decrypted data 10 the bus

.. through the bus 1 : | N
h tion processing means 150 can be also realized by not.only the-one chip
.. The encryp

P ‘_ - ~ 1D . X | w | | |

the processing means formed

later. N
i ducing -
ROM 160 stores program data processed by the recording and repro g

in d the memory
device. The CPU 170 executes programs stored in the ROM 160 an

¢ MPEG codec 130 and the encryption processing means

180 to thereby control th

: 0,
d by the CPU 170, data necessary for operation of CPU 17

rogram that is execute
- the device. The key set

i i b
and a key set used in the encryption processing executed by



a node key) and a |eaf key of each leaf, in the hierarchical to a root (
fromown | eaf nufacture or at the tine of shipnent, or trnédulyl26@hm in FIG
3, at the tine of ma afterwards. KOOOO to K11l1 shown in the | owest stage
of FIG 3 are respectivthe |eaf k&ys assigned to devices 0 to 15, and keys i~
fromKR to Kill described in second node fromthe |owesiyzS KE node
keys. In the con tl(jitgtr'rﬁg(ﬁmvm@ driFeSthe reeahngaaRHiveY Sl?S Jéa@ﬁ?é@o_ haele
| eafwilbe eaplaipgd 1aRG 1 RR A device 5 has K0101, K010, . KOl K?,f ﬁgooo and
node keys KO KR A deyi C@;lgalboaaf'gllﬁl& Imqmpmduce}xﬂ,lgﬂ@:d_a% ¥RE tree of
FIGﬂacBrdinglamdlI@profBE\H‘% S B are descri bed, and the }dr q;i%{igcture i's
shown as a systematic constitution to | \(DRuppledd a1 '
 of U, ArcloR@mg Arddrt 195 dn: oWpe Ve lO ?hehﬁf(l:l% ﬁfonrj’ei%evi 1():%? may be.
constituted in the tree;-and the parts of Iheaéref) ’{?rﬁyrdi ave the different
nunber . of étrgggﬁih{ﬁﬁ&MOJO@@@EC@@&W&@PQB’I‘% q PRI Re L ree structure
showsPRIH I ncl udes various recording nedia, faor %(an%I (gataD}?@ .Ch, MO
of the enbedded '{:éige or {‘ﬂﬁlqswgea:ﬁ%cﬁﬁﬂﬁbipah}@mftsé@m%. IZWE i ce, or
devi ces offhgakecs ‘gyrggg using a flash to menory or .thg. Igi gelmgﬁ%tger.,_
~various application service nma xSt an | dbhtiaad irhagnetichdisgoax g~
consteightiplenamioptigal 61%‘%‘&51 E%g)\gﬁd)t\tllgf flgu(g) appl i cgz;:Bi on, the hierarchical
tree structure which is a content or a kel)S( dist 1 RENMEnddnshe presedh  shown

N Fldgg 3 inagRBAL kgL, or a semiconductor memo
| mounted on.the drive. 190. However, -

embodiment, the medium can. be detachab.ly

recording and ing device
may be housed in the recording and reproducing

. ... the recording medium 195

-, 100, - - | N
| 3 ‘A 11 d.as. -
The encryption processing means 150 shown in FIG. 2 may bf', constitute |

i ie one-chip LSI, and -may employ a constitution -that -is realized by a- -
. ..a single one- LSI, ar

combination of a software and ahardware.

[Tree structure as a key distributing constitution] -

. . . . . . .

i ice on the content
from the content distributing side 10 shown in FIG.1 to each device on

receiving side 20 will be described using FIG. 3.

i indivi devices
Numbers 0 to 15 shown in the lowest stage in FIG. 3 are individual de

at is, each leaf of the hierarchical tree structure
b4

on the content receiving side 20. Th

shown in FIG. 3 corresponds to a device.



- cont kpkos@abde fram thalowes

I'n the systemin which various devices and applications coexi st, %or
“exanple, 18 July 2005 r 22 2 and 3 a portion surrounded 1Byu¥$80%0t t éd
line in FIG 3, that is, the devices 0, 1, are set as a single group using
the sanme recording medium For exadple, with respect to the device

i ncluded in the group surrounded by the dotted |ine $6 langodes
executed such ﬁj@at‘c& § PoMBst6aRtEkty sst eHBpPYBIES gﬁ& agg ?gﬁom a provider,
a contentE’%@yO ©d“h" comon to devices is sent, or pay t.eg% chpr
content charges is al sg. e(gc %ﬁﬁfh @-ﬂé’aﬂtE)prﬁﬁfﬂb}ﬁaéa]&‘ﬁgg% ceto a.

pr o g@rown:laat ke 4P ¢ er% I zation. The organization faor car rﬁi ng out
data transmit-receiving, to an fron‘bmgredgyiagqﬁcahnh oAsshipEBit-e {

pr ovi dery 862 FIG. Syenttthe A Ma8K 4%Cxecut es processing for sending the
porttiron surrounded by the dotted Iine of FI ga Sof HiGan i, redpeatively

col l ecti veId gsddﬂ)ot@,eKQQﬂcshoﬁl,n in the laved SBEHE group. A plurality of such
grou@fﬁ‘;"v%ﬂ@f é‘r ent 1nthe tree.of FIG 3. The orgarfé@al;hg&rf&rd matheyi ng out
data transm t;reegei v(#lgc%soongifamdnkmﬁrems@ ) a, content provider
or. aleaéthelysrassiSnedr Q¥ 751 on functi ons as nessage data di stributing means.. ¥
- Node keys and | eaf. keys- b nhked collecti-vely by a single key "

tg%era%ﬁ%g’gkev ry group by nessage data, .-
“di'stributing means such as a pr xv;%dsl;r Ol gt &l dovied Odlli@aihil%%t]i(% for
carrying qﬂttheté@fgsimﬁaneh@i\milﬁg}? . ’aﬁ ols data with respect to groups.
- These node keys and | eaf keys are subjected _;égt?{sqgg’g@i, ]{QOQO,eKﬁlng(QAhen-a
key is bﬁ&keg.. ojﬁyﬁ%fsqqg@@I,KOﬁ;K@eiﬁin@ ek ed by a key control
. cent.gk0 N iGer™or a settl enent orgaﬂilgﬁu}o?he tree of FIG..3 only 16 -
) -, N n Al B

- KR. A device 15 has K1111, K111, X11, K1;

b OGU y -

g W fa- 4- g i itation. How CVCI';; R
A il A COnS ' " o . L |
€, -and the paI'tS Of'thﬁ trec may.
3 y

much more devices may be. constituted in the tre

have the different number. of stages.

e shown-in-FIG.-3 includes -

Further, each device included in the tree structu

dded type or the
various recording media, for example, pVD, CD, MD of the embe yp

' y 1 .

1 a key distributing constitution

C { o
hierarchical tree structure which 1s a conten

shown in FIG. 3 is appli.ed.

icat i example
m in which various devices and applications coexist, for ple,

In the syste




In this tree structure, as wll be apparent fromFI G 3, three devices O,
1,2, 3 18 July 2005 23 KOO included in-one group hold cdfduiti208ys , *KO
KR as a node key. By utilizing node key comon constitution, for exanple,
a common content key c elf held in22to only devices 0,1, 2, 3. For exanple,
I f the node key KOO its distributed comon is set a W& O@tfnﬁ akeys only
the devices 0 of{ndczd gqga Jetcadinam ElGoimBrt dorii&t® I%%% Vi Uhout executing © |
new %BHHP%SWF ey. E rther, a value Enc(KOO, obtained. by en&rx}%ﬁng a new ¥ |
content key Kcon by a .node kg <affQOrdcriimgninadiem. didjt EXPUP e "0t he 5
devi gess€t, ag 2 $INg gﬁ?%dﬁ% network or by being stored , 1, 2, 3 cans
decryption the recording nedium onl éB%‘S EsurHvi deds t{gl,th@rdn‘tﬁd dihe; Enc( KOO
devi E&?ecﬁ Qo thd<(rtﬂv)cmsliﬂﬁbld§dc key KOO held in the respective
Kcon:: The; Enc(Ka, Kb) indicates. data into which g arfl SafttRom key:
obt ai n "@ng%@cﬁﬁb@w&mhmmwmﬂI‘F@mqﬂﬁlr‘ﬂ%‘p, ere. at the. time t,
keys PIORGSOTE, °K001, K00, KO, KR device 3 are anal Ktzec()jr It;xyl%eﬁfiagﬁrf&nd t hen.
it i ‘ ' ices 18" sent,’
expo%?g‘,}i dletr, 1S NeSsSed Yisd®in Roi@ehi togdevices ’

ice-to. a provider .or-a
content charges.is also encrypted. and output from each device-t0-2.Pr 1

jzat i transmit-receiving < -
. settlement organization. The organization for carrying out data tran

i : . organijzation
to and from the devices such as a content provider or a settlement org

- ine of FIG. 3,
executes processing for sending the portion surrounded by the dotted line o _

. .one . A plurality of such -
 that is, data collectively with the device 0, 1, 2, 3 as.one .group. A plurality

7 jzation : ing-out data-. -
- .groups are present in-the tree:of FIG. 3..The organization -Afor‘.cal:rymg

organization functions as message data distributing means. . -

Node keys and leaf: keys- may be controiled collectively by-a single key

distributing
control center, or may be controlled every group by message data

- . . . - -

i ‘ keys and leaf
transmit-receiving of various data with respect to groups. These node key

| is is renewal
keys are subjected to renewal processing when 2 key is leaked. This

P y y vi eitlement
rocessing s executed by a ke control center, a Ppro ider or a s
_ !

organization.

ices 0, 1,2, 3
In this tree structure, as will be apparent from FIG. 3, three devices U,




data transmt-received in a system (a group of devices O, 1, 2 S’% to

separate the K00, KO KR are device 3 fromthe system ’T%J‘t"}‘n?g nd, node

keys: K001, t 00, K(t)O, K(t)R, which renewed respectively renewed to.new

keys K(t)001, KO keys to be notifi2#l to the devices 0, 1, 2. Here, K(t)aaa

~indicates a renewal key of Kaaa of generation : t. Th YN Adg

“processi ng of renewal klﬁycogﬁ lont]fé 6500, K@dKIRéﬁé\/\&?J%?eﬂ-egg’ tEAg)

st orjpidedtiadne g Bl & y b

(EKB: Enabling Key Bl ock) shown ifn Ié}‘ \

a 18duln180y cahmet ceashgegd it E8 Sugpl y them to the devices 0, 1, 2.

The ‘eniabling Key block (EKB) is constituteq Q%(ﬁeqwmﬂiimlﬁd@}dﬂ%r

distrj bul%i ng .a &ﬂid@e%yq&p@y\éf@foe@mﬂgﬂc correspondi ng to each | eaf

consHist ‘l‘tﬁg a tree structure as shown in FIG 3 -Tﬁg ENabhicdgkey bl ock

(EKB) is sonetines Cc§| {&El& kgyﬂyramedﬁaicw Ack, %K%@n ey Renewal Bl ock).

| n. t lcemanab[ip ﬁ@t %9 foc (EKB) shown in FIG 4A, only thﬁl dg icﬁﬁ()@)n whi ch

a node key need to be rer‘lﬁwed %ﬁr%@ﬁkﬁh'gt@f agyaFurtlsgk WIPEhaVihg a data

constdohtdnit okey heithewn ke Red. “An eXanpl e of FIGS. 4A and 4%}@38{5 in,

the devices 0, 1 and.2 in the tree si_lh&ﬂckwq{é@@my.imnpd@k%’; ~0Ck ‘dat a

forrrelg &@r ob{hqned)_ujypeser}@flm@ ERSE g a renewal node key of generation t.

- As wiltFOhe! apparent from FIG 3, the &eVi R %ﬁagﬁt}yhgeﬂgvﬁomdlmé%i.re n
K(t)g%; %{i? Kb faged Onana, nthreug &/ BRI The devi ce 2 requires

Ko g8, K(1)0, K(t)R as.renewal Zn%decallge;(llgérypﬁon the encrypted

. recording medium, .only. the devices 0,1, 2

1 node key K00 held in the respective devices. t0

i mo
;- Enc(K00, Kcon) using a com .. et
| . Kcon: The Enc(Ka, Kb) - indicates: data into. which:Kb 1s:.

.. - .obtain a content key:

encrypted by Ka.o e o A = » o
owned by
Further, where at the time t,keys : KOO 1, K001, K00, KO, KR

a hacker and then exposed, it is necessary.: for protecting
p of devices 0, 1, 2,3) to separate the -

01, KOG, KO0, KR are

-device 3 are analyzed by

data transmit-received in a system (a grou
. . . KO

device 3 from the system. To this end, node keys: K d
Y001, K(1)C0; K10, K®R, which renewed

- + . f
io the devices 0, 1, 2. Here, K(t)aaa indicates a renewal key ©
0 ? >

respectively renewed to new keys Kt
keys to be notified

Kaaa of generation @ t.-

. 1 . 1 11

network, for examp}e, orin a

(EKB: Enabling Key Block) shown in FIG. 4A in a

I's executed by
ck data called an enabli gg keén‘%‘% ock
Grofd 4 ommenworRenk 8FY & o or in

;
P




As shown in EKB of : FIG 4A, a plurality of encrypted keysare included in.
EKB. - The encrypted key in the |owest.- stage is Enc(K0010]18Kuy)2003). Thi's
is a renewal node key K(t)001 encrypted by a | eaf key KO010 of the device
2, and the device 2 is able to de@fypt.this encrypted key by its |leaf key

to obtain K(t)001. By wusing K(t)001 obtained b ecr b HIBBET ypt ed
key Enc%ﬁﬁglt)&%iunl,((tb)gg?tnhemhm Hrecdeices Qgé:fio %Sﬁﬁwgﬁ?be decr ypt ed
to QT&CQ & Menewal no ey K(t)00. Sequenti al I{, an enc&k/qpt e(g 0kgy
Enc(K(t) 00, K(t O}ﬁfgg th ec& ? gg k%zemedfisﬂﬂ?ﬂmtimga) ey ppely 20 Fnted to
obt ris gensiity yl?e@ ? 9 , ahd an encrypted key Enc(K(t 18,X3K(t)R) in
- the first stage fromtop of FLG 4A i 1At @bsleown Lo t>- S

Jul y 12PRe dorgspoidingrto cach @f&PHéﬁl“ﬁ%‘ﬁg‘,ﬁ‘feﬁ% he devi ce K 0000, K0001, a
node key KOOO is not included to be re d,, an SECASRB: Kdyor a
rene\rﬁ]lre a@%?ﬂ eyl BloEkI(BIOR) iKY IR Pﬁnﬁéﬂg?ﬂﬁeyd%\??g}é?%oooe?<0001 decrypts
an e ypte ey "Enc(K000, K(t)00) in the third stage fromtop of FIG 4A
to obtain lﬁél) Og) and thereafter, an. encrypted key Enc(K(t)00, K(t)0) in E}
" the FAETRISRES fromtop of FIG 4A is decrypt ed’b;?l?q:q?n gg%@léﬂ : ;
keyEnc(K(t)0, K(t)R) .iin, .t,he fi if FOGh ddp onby theRIRYICy K | crypted
ta. obt ainl)ﬂ(til)‘im.na ngéﬁeﬁdﬂgglf (F@)d'evi ces 0, 1, 2 can. obtain a renewed

key K(t)R The index in FIG 4A shows | raddre davirg anclada key
~and g lipafe key nsedt tos by @Ry i%nc%%,ﬂﬁk@?%grgﬁgv\al of anode key : K(t)O0,

- K(t)R in the-upper. stage An the tree - i the
W constitution Ft)lli)a’t can bcgrenew‘ed.'An example of FIGS. 4A and 4B shows,

[
P
i,
¥R

18

i ) d for the : -
.+ .. devices 0;-1 and 2 in the tree structure shown in FIG. 3, block data forme

' i : i : tfrom. "
* < purpose of distributing a renewal node key of generation t. As will be apparen

FIG. 3, the device 0 and the device 1 require K(1)00, K(1)0, K(H)R as renewal nodc

( ‘ de keys. - -
: Vkeys, and the device 2 requires K()001, K(1)00, K(H)0, K(1)R as renewal node key

As shown-in EKB of FIG. 4A, a plurality of encrypted keys.are included:in. -

. isia
EKB. The encrypted key in the lowest-stage 18 Enc(K0010, K(t)001). This 1s

i d the
renewal node key K(t)001 encrypted by a leaf key K0010 of the device 2, an

i i 01. By -
~ device 2 is able to decrypt this encrypted key by its leaf key to obtain K(1)0 y

' i Enc(K(t)001, K()00) in
using K(t)001 obtained by decrypting, an encrypted key Enc( (1)

i £)00.
the second stage from bottom can be decrypted to obtain a renewal node key K(t)

in top of
Sequentially, an encrypted key Enc(K(1)00, K(1)0) in the second stage from top

' d k
FIG. 4A is decrypted to obtain a renewal node key K(1)0, and an encrypted Key

‘ i to obtain
Enc(K(t)0, K(H)R) in the first stage from fop of FIG. 4A is decrypted to O



~structure shown in. FIG, 3 is.,unnecessary, and a r enewal processi ng of
only -the node key KOO is necessary, an enabling key bl ock8(®KBPO0$n FIG 4B
can be used to distribute. a rene\fﬂgl nod keyK(t)00 to the devices 0, 1, 2.
-EKB shown in FIG 4B can be used, r exanple, to distribute a new content,
key in conmmon in a specific group. t it hSdS wppagedtihawit he
devigaSRO.O4 the dthéd lsa”mil,\nnti%et(l?é’l%%bﬁbﬁi gedqo%’l%lfg 3 uge a recording

medi uﬁ? and a new conmon content key K(t)con is neces af(é i?tK@U@, tinme,
Enc({y(%@%(geo u%((bte) édr,ltaq,dv\@ikﬁy nBeYsSenTHeh ACHRCE! I}?é%: it' coh’is

encr % hK(t)0O into which a conmmon node key K%Ok%f ggﬁlﬁ(ﬁd ces O,

1, 2 is renewed js djstri bbhb1 E&rspowani encifpis: Y ’

di stlﬁ(ﬁﬂtiléﬁ)Rditller %ﬁﬂﬁeom@d‘gpa not dgigrypt ed in the appar%taéjs of other
groups such as a device 4 becone AUKG00nd ARrddider, p8, if the
devi gg8)00) i, the thizd rsjage frem Piﬁgﬁqég?% usmg K(t)00 obtained by

i EKB, tent k t the ti K(t a4 Aeis.
Fbogizihaﬁé?q{@ aal(;ggi(lggﬂ,t H?()é)ﬁ)z)ium ng EIR%?D(LIS (g%%gs%ﬁ%mqg B ggFalE; exa(rarpl e of
Ing

" proce€ss or "obtaining a content key at the ti rT? t Kéé% 3 p(?goce_ssi‘ ng
of a device,0_which | ERev: THIT 0a K(@®Ror i ty Tt g?(gnéng( (t) 00,
K(t)@@ﬁWHtSdMﬂﬁ@ﬁ%ael?g&??(gpnﬁg}rr\ cocrg?gtr?t key K(t)con i(s) incrypt(ﬁﬂalunséing o
K(t)00 and EKB shown.in F| G . Thatddige sbhile, dédcenOekafpig “which -

- encr -&-d’u‘hré%si&@@ml%q 1o Bglagﬁéé@sl{”aﬁgodntle%f IIzey K(t)con. As showg@ikn FIG 5,
- a device 0 uses. generation ; I Sohiteiddiesd off mno@eXf¥cor di hg-
. - medigfeweddrey. K(gRndbe index @gﬁsgéf%g)%%ﬁ{aéd%ﬁéecby itself to produce a

node key K(t)00 by the EKB processing. sinilar. to that descrihed. above..
~ and a leaf key used as a decryption key. .. ;T

. Where renewal of a:node key : K(1)0, K(H)R in the upper stage in the tree

processing of only the. -~
- ¢tructure shown in.FIG.3 is unnecessary, and a renewal processing O ¥

loc i b dto.”
- node key KOO is necessary, an enabling key block (EKB) in FIG. .4B can be use

. distribute a renewal nod key - K(t)00 to the devices 0;1,2: .5 7 o

EKB shown in FIG. 4B can be used, for example, {0 distribute a new content-

- ices 0, 1,
key in common in a specific group. Concretely, it is supposed that the devices U,

i i mon
2. 3 shown by the dotted line in FIG. 3 use a recording medium, and a new com

. - which.
content key K(t)con is necessary.-At this time, Enc(K(1)00, K(t)con) into whic

. i i hi ommon
new common content key: K(t)con is encrypted with K(t)00 into which a ¢

node key KOO of the devices 0, 1, 2 is renewed is distributed with EKB shown 1n

i f
FIG. 4B. By this distribution, distribution of data not decrypted in the apparatus 0

other groups such as a device 4 becomes enabled.

vk TR e
B




Furt her, é renewal content key K(t)con is decrypted using a reng(#atl node
key .K(t)O00 decrypted; and is encrypted by a | eaf- key KOOBHIENA by:

itself and. stored: in order to uzg it later: [Format of EKB] FIG 6 shows :

an exanple of format of the enabli key block (EKB). A version 601 is a
“discrimnator show ng the version of ena

;/3[] ilt ;)(r; nh??%‘?isg ?@;gﬁ ﬁ}e\gg?f rf]ilsﬁovﬂ d@CIa/PEEBﬁ‘? &?ﬁﬂ#&?gg&rﬁgﬁnﬁa %H%moeon ;he
nunber of , hi er ' s e?t F;Ehggﬁlé% %%5%85?}9@5@%?0@%&%8623?2@ E)Pe
'tﬁe ‘éi‘?@?‘}qdol@_f Pﬁogfeg%‘?gfﬁuggt’?odr?nﬁmtlﬁg enabl ing key block (EKB). A data
part in ¢ foissaestieh obk okdlt Y AP E o flor 604 15 a poi nter for
o Romonts ng o Gasnile B podRhEreh dmiAg o @08 e 2 ror
oyar: ol o' genasel  Gosedsing ot Furlcsiehrdl BIEarpT . TOTE Lo
: shomntﬁm%:i gwfﬁ%é%}t ag pa%t 607 is a- tag for indi cati&gt%ﬁgqﬁgsg al . . ...
S A BT e oy bt cRILERREL Rt par
o Te o o (SkaRlifod $hd EKB shown in FIG. 4B. That is, (his is & €538
| _ which encrypted message data by EKB is a content key K(t)con.

o + - . . ed
As shown in FIG. 5, a device 0 uses generation : EKB at generation: t sior

| i by itself. to
. in the recording medium'.and.a node key K000 stored 1n advance by itself

| sroduce.a node key K(t)00 by the EKB processing; similar to.that described above. .. 7
e Ppr - - I(HUY DS

is d i L node key. -
Further, a renewal content key K(t)con 1s decrypted- using a renewal . 1o V.

' itself and.stored: -
K(t)00 deérypted,s and is encrypted by a leaf key K0000 owned by: itself and sto

.- - jn order to use it later:-

[Format of EKB]

FIG. 6 shows an example of fonﬁat of the enab]ing key block (EKB). A

' i ing EKB).
version 601 is a discriminator showing the version of the enabling key block ( )

i I ding i ween a function
The version has a function for showing a corresponding relation betwe

ber of
for discriminating latest EKB and a content. The depth shows the num

i i distributin
hierarchies of a hierarchical tree with respect to a device of the g

' i i inter for
destination of the enabling key block (EKB). A data pointer 603 1s a P01

e




‘described with ref sending the enabling key bl ock (EKB) descri bed
previously' in FIG. 4A as data. The data at that time i ji#s20080Wn in
FIG 7B. An address of a top node: included- in: air encrypted key at that

time. is used as a top node addresg’ In this case, since a renewal key of a

root key K(t)R is included,.a top node address i s-.#R: hepbinter for
exarpl e, data Enc(KL)Qk KhiiRihe onsiiéng ek pled (kD) A hag pobiat 107

- shovndicging® POSIHPR S at” in a hierarchi cal tree shown in,@@sfﬁ. Next
data is Enc(K(t)00, the,. po@sﬁ{i%dﬂﬁ%gpﬁmﬁ,mma%lgflatl’\‘éﬁﬁ_‘mb e previous
dat %omiﬁpoi&ﬁerﬁMéﬁ@Cégpﬁai exist, atagis set to 0, and where data is
~not exist, atag is set to 1. The t 1g&s;is seta (1 t. (L) tag, right (R

t ag) §hﬂ€{3féjféihaidasing>dp081hﬂnl 18 ata at the top stage Enc(K(t)O
K(t)@??, tag = 0, and since data i s not %iwst Eglddﬂgt@)‘ tiRbeagnewed Tags
are set t%gg{a?ég@$ggagt@résgfcpﬂxamplﬁ,éiaéa ¥ ®data and a row of t ags

shown in he tag 1s set in order to show at whj wiitipra of the
tree structure data - .- i sigres ~rarious- encrypted ngdpyc%%%tfb‘zﬁg Ehe( Ko,
Kyyy):nblsypi@@rifpb_r?é@.mlgl ndG SIS key data Enc(Kxxx, Kyyy) ... are nore

enuner ated data of sinply .eri;g@/_? ed keys, .a.positi-en-on the tree of an
_.encr yph&fal kede keppsdh@¥Ndita can be discrimnated by the aforenentoned

‘tag. For exanple, data constitution.as_i g;qu@mmgi;caﬁeaéfyglﬁ% i'ded
usi ng theﬂqgg it 607 ok actag for mé‘b@r"é@p%ﬂ%gir}gg]to the encrypted data |ike

t he constitutfon described in FIGS: 4A and A%Fc?lr@/h%%mh\yg tagowill b8i ng t he
: - 0 . attacill :
 af or erent ) oned | g 1@ys EselinBe diia prbofy =t

o.FIGS. 7A 10.7C. FIGS:. 7A 10 7C

i i in FIG. s data: The .
sending the enabling key block (EKB) described previously:1m FIG.4A a
. . sending :

1 in FIG. 7B. An address of a top n

show.an example for -
. described with reference t

for example, data Enc(K(1)0, KHR) in the up
in FIG. 7A. Next data is Enc(K()0

permost stage is at a position shown -

0, K(1)0), which is at
ina hicrar,chiéal {ree shown

g ’

Enc(K()0,
; i ‘ot at left of data at the top stage

(L s oht (R) tag). Since data is exist a )

¢ ) o oe ( ) ¥ Tags are set to all

. : . 1.
K()R), L tag = 0, and since data 1s not exist to right, R 1ag

in FIG. 7C.
the data to constitute 2 ToW of data and a row of tags shown 1

i iti ucture data
The tag is set in order 10 show at which position of the tree Sir

S sinatsial




- 00: Enc(K(t)00, K(t)0) 000: Enc(K(t)000, K(t)00) However; the constitution
using such an index as ;described results in. |engthy.-dayg july@obscrease
data quantities, which is not preferable in the distribution through. a
"network. On the other hand; the af @Benentioned tag:is used as index data,
~show ng a Kkey position whereby a key position can be_discrimn W th

| ess daélg q#agtit is Fggf{{dﬂeﬂgs‘iﬁtel:ﬂl@ kéy dlahEEEI@ﬁ(KI%nKNng I+ aﬂi%%%‘%t her
_-descEPB XX5heYdY dhature 1s an el ectronic si ghat ure executed, for exanple,

by a key control center, a conte rOV gtheutdeeu’éan,m%ﬁcgati on or
t he bhumewnbdhiart%JWP%GBHQ’E}‘?&%‘C%%@HO%@OD (EKB). The device which

recei ved EKB confirnms by authentication of .siagn aFok texhmrde,
enabkipGtérn & data CEKBp diggmwﬁygam ?éf(gﬁ%%?fr%ﬁﬁe%gb?gcf (Erg)

i ssuer; [Content Key Using EKB and Distribution of Content . 2005
29 \ﬁg{a&ec%ngbt%tﬁﬁoﬁfagﬁﬁ RO folenethgeezambe @ro*a!dééé@%ﬂleow‘@@ag‘%oég‘é?wﬁ

exa Ich only the content key is sent along with ,EKE S _
description will e %aglgcr ?ggfﬂg@fﬁl@é (Ré cohetitubivat deseribsd IMFIAEPcAS
cont EETCSRERGHRE 0rﬁ}"a’ 3nPent ke , and a content key encrypted by a

content encrypted key al ong with 8- eNcrypti on-key-encrypted by
EKB ael nSBrpIEVlléBSHWS#hOHhH%§gI§BE ﬁﬁ%%ﬂ#n?bglgfh g onstitution. In the

constitution. shown in FIG 8A, Enc(Kcon, content) 801 is data in which a -

- content i_sgz%ﬁé(yqtﬁ)dmy)raot)contént key('Kcon), Enc( KEK, Kcon) 802 is data
in which a content-key (Kcon).is encrypted by a content key-encryption key

(KEK. . Key GRofyai @jook ®(t)0)and,
000: Enc(K(1)000, K(t)00) - -

- . However; the constitution u

- ’ - * - ’ * 0u hl a .
- . to.increase data .quantities,-whi.ch is not preferable in the distribution throug

. e I .
. network. On the other hand, the-aforementioned tag:1s used as index data showimng

key position whereby a key position can be discriminated with less data quantity. -

Returning to FIG. 6, the EKB format will be fusther described. The signature

| senter, a content
is an electronic signature executed, for example, by a key control center,

» - + . p - k
- ‘provider, a settlement organization or the like which issued the enabling key bloc

- (EKB). The device which received EKB confirms by authentication of signature

* that it is an enabling key block (EKB) issued by a valid enabling key block (EKB)

issuer,

[Content Key Using EKB and Distribution of Contents]

sing such an index as ‘described results in. lengthy.data .

P ]
RN EHIPI It




Enc(EKB, KEK) 803 is data in which a content, key-encryption key KEK is
:-encrypted by an enabling key block: (EKB). W: Here, thqggg@tz@@g :
key-encryption key KEK may. be a no % key (KOOO,: : KOO ...) or a root key
(KR) itself; and may be a key encrypt’ed by a node by (KO0OO; KOO ...) or a

root key (KR); FIG 8B shows an exanp|e of canstitutio r gality
of cont ent Wiilein thecafiodadentiometiessmple, @ %ﬁi&B@O%é%aSo‘F‘gfigé?ggrf% 2 rPé( EKB,

KEX) 805. In such a. constitution as described, the sane Enlﬁ(()EKB EK) is
o %W‘E%o%?f*ﬂh@@batenb%y daat ahag ngtaBKia dysaeatonatiloht fidficed to

Enc( I's added to each data. FIG 9 shows an exanple of a case

‘. . sho o as
K( 1) obcwsralsiaet B oAbl R e e e 5 B'G 3. In this chse.

if in a group surrounded by the dofted fr.a i nl ¥nk 30
the desiteat kéyw anevyred, b¥ or eXHAR é“cmfge{fgkéﬂeﬁ{"g%k%g ? i’gif/ dgt&g havi ng
an enabling key bock (EKB) shown in FIG 9 and data into which a content
- key : chepmridnsk@nenarppedl by EXBane sent. key encryption key (KEK ="K(t)00),

and data“into which a content is encrypted by a content key (Kcon).are

distribute SsBfshdwehitdth @nstingiort Hatthiesconssijuidan sHowi 11
wher eby 't hg:lg%\}%%g,ggs 2 can obtain the content. The right side in

FI G 9 shows, t cryptin r @i, - HeviceRteht i§hencriptedchy O
[ st FIChrSandnglRERP shitte %Qﬁgﬁy%%‘?g‘%‘t E@JC]?%EK 2R oo>°rf;§ decrypting .

process, using a |leaf key.:KO hel Ltsel f_fr L EEoanadl i ng

key baoktent KeafiKconp Mi@%(}g@& @i} %%ﬁtlgrwﬁ]fg;g {“{Qgtr?hg’ggy;pt eleby t he.

K(t) 00, "' and furt.her - _ on kev). and -
. encrypted by a content - key-encryption key (KEK: Key ‘Encryption key), o
Enc(EKB, KEK) 803 is data in which a content key-encryption key KEK s~ o

. --.encrypted by an enabling key block (EKB).
. Here, the. content. klay-encryption key KEK may. be a node key (K000,
- . K00 ...) or a root key (KR) itself; and may be a kéy encrypted by a node key (K0OO; - - .. =
KOO ...) or a yoot key (KR):
FIG. 8B shows an example of constitution where a plurality of contents are
recorded in media, which makes use of the same Enc(EKB, KEX) 805: In such a .
const.ituﬁon as déscribed, the same Enc(EKB, KEK) is not added to each data, but
data showing a linking destination linked to Enc(EKB, KEK) is added to each-data. -
FIG. 9 shows an example of a case where a content encryption key KEK is

~ constituted as a renewal node key K(t)00 obtained by renewed the node key KOO

shown in FIG. 3. In this case, if in a group surrounded by the dotted framg in FIG. 3.,




" 'DVD,

“carries out decrypting by the content key Kcon. The device 0"can
usethe:content as a result of the. above.process; The devigggyboo? are al so

able to obtain a content key encry%toi on key (KEK=K(t)00) by processing EKB
by the: different .procedures. and ;- are able to use the content

simlarly. . The devices 4, 5, 6 ... of the qther .grqups 0 i G 3
are ngfe dbvieetd is crbvakm,afuroﬁvtféﬂlt‘lckél}dee?ﬂ:i%ﬁ?gﬁ %&%&Elﬁga \lﬁ?ﬂ )ﬁhusi ng a
| eaf key and a node key held by thenselves even if they receive the sane

dat a g%&k) BKBRRAYEn ENEIGeV? cad3driey oitedwhich i eqnisat iy abl e
to 'ob%%iﬁ}ntgrilge onten{( ke encryption key (KEK = K(t)00) by a | eaf key and

om0 kex, g, O0LY E R Rey AL TE:PLREIC 5 KgD0O) andli itoieor ype

e di stribution of cont ent "key naki ng use of
EKB is used, in a manner 18 Jul 005 31.as Ck SR byRisEd
cont emthiohagontantyis @amﬂﬁ?g b2 %(H}%B%‘fk%é‘{&%%f%t ‘ﬁ‘égﬁg“%%@gu stributed
safely. An enabling key block (EKB), a content key, an_epcrypted. content or
the | i]@otﬂé@igraugsmhhi {ytdesites &pdb2ewberghyothead e Ces @t'ili gtﬁﬂ%o‘?ﬁ?é’f ti’l%y
t hrough a network, but the enabling key block (EKB), the content key and

the e '}'e}i’ﬁEd content can_be also stored .in a recording nmediumsuch as:
and provided to a user: In this case, if constitution is nmade such

tored b A g LTS R R PR proaa bk e he,
ke nabe o W ob AL C3 TR B K0P e
key held in a(.jvance by t he vgl id right hol der o'nI Y. hatbliig k%orgoec'ﬁt.
di st righyédsarusin@a leaf key-K000:held by itself from the teceived enabling key
.- Then, the device 0 obtains a content key Kcon decrypted by-the K(t)00, and further
carries out decrypting by the content key Kcon. The device O can use:the content-as.-
- a-- result of the above -procesé.- The devices 1, 2 are also able to obtain a content key © -
- encryption key (KEK=K(t)00) by processing EKB by the: different procedures and. .. i
are able to use the content similarly.
The de\jriccs 4, 5, 6 ... of the other groups shown in FIG. 3 are not able to
. obtain a content key encryption key (KEK = K(t)00) using a leaf key and a node -
key held by themselves even if they receive the same data (EKB) as mentioned
| above. The device 3 revoked is likewise not able to obtain the - content key
| encryption key (KEK = K(t)00) by a leaf key and a node key, and only the device
having the proper right is able to decrypt and use the content .

If the distribution of a content key making use of EKB is used, in a manner




whi ch a usable user's device is limted can be realized by a sinple

~constitution.: FIG 10 shows an: exanple: of constitutionqguktronh .
an-enabling, key block (EKB) is stoged together with an encrypted content

~are stored in a recording nmedium In the exanple shown in FIG 10, stored

in the recording. nmediumare conte 4. dat | _chRAdanng key
bl ock a8 slesedp cfihﬁgc]’ccﬁ}é'géhcogﬁ%ﬂqe\gmc}o%f’%tgag?arﬁlég l?)r%&%%??%g poridence
thereto, and an enabling key bl ock of versionM (EKB - M. For exanple, EKB
- 1 i beulisiibuibepsaidlice a content key Kconl having a content Cl encrypted ,
and for exanple, EKB - 2 is used to produce a content key Kcon2 giVi ng a

content C2 snenyiigkey blddK KRy wLenteankenat engyped sBYRN hediks on M
(EKB - M is stored in a recording medium Since contents C3, C4 is 18 July

2005 ,32 placed j.n.c : | 5a Ry kYoo a knet ik - by
conterli‘@§ %Fo?ﬁgu{]%n%%khﬁgp@?%aéﬂgdﬁgﬁgg?g?r?gd gy d%ligr ypting the enabling
key block (EKB - M, i KB - 1, EKB - 2 Nt sk, it
i s nedbecanbling ket BIQ?EE{@&EIE‘E E‘P@gepggeﬂ&”e{gg&r gf?#’éfﬂégfeg‘?‘fﬁ? ts%tzl ﬁe&k
respective content keys by. new distribution neq;jns, ,f& exarrpal_ﬁla ‘T‘T wor Kk
di st rigdhst stopedin dirstonding mediby sachasd g pioviflessto §URCLHR Wy -
show. a conparative exanple between a content key . . distribution by

.usi ng EKB HNEo a5 |i9NAhdE @atE Nthak @y coitsht ikeyt obtaineghbyedecryptB&t&ht’ key
‘is circul’ated anong a plurality of devices. FIG 11A shows the

T e S

L e LS ealeP ol Bt S8 {8 LRy gAY, fagiodophon
process of an encrypted content that. can be used only with a:leaf.key and a'mode - -~
*.~.. key held in advance by the valid right holder oniy, that is, content distribution for- ...~

| which a usable user’s devicé is limited can bé realized by a simple constitution.:

.FIG. 10 shows an.example: of constitution in which an-enabling key block -

(EKB) is stored together with an encrypted content are stored in a recording
medium. In the example shown in FIG. 10, stored in the recording medium are
contents C1 to C4, data with the enabling key block corresponding to each. stored
content placed in correspondence thereto, and an enabling key block of version-M

- (EKB - M). For example, EKB - 1 is used to produce a content key Kconl having a
content C1 encrypted , and for example, EKB - 2 is used to produce a content key

Kcon?2 having a content C2 encrypted. In this example, an enabling key bock of

version M (EKB - M) is stored in a recording medium. Since contents C3, C4 is




vali-dity of a .data-transmt=receiver is confirnmed, authentication

processing. and authentication and key exchange (AKE) ar qgQuRabsd bet ween
devices to co=own a . session key Kggs used in encrypting process of data
transm ssion, and a content key Kcon is encrypted by the session key Kses.

under he condltl on that the, a ] [ ' abh} t
trans ol Ceges Ié% t%' eP%Hlﬂm\gn%Q& @P&j\( S(ﬁiﬁ i Mf%&é@?ﬁﬂ;ﬁﬁo '
decrypt a content Kses encrypted by a,sess by

sessi eanienys €3, 6kt &iﬂm cdrainedhy ﬂeew&ngﬁbgﬁlﬁb@ngg%n%ﬁ?gt(ﬁﬁ%% @t ai ned
by a stored key Kstr held by PCitself to store it in own nmenor 18 July

2005 S3Rcd BRI G.1, HKB pRasessi spred inecdiskaityis inecotsiacy te wbiai dhta is
desired to be di'stributed in the form capabl e of being used for only a

rocor GigR 99VhER G0N GespkbdvewiaeiCkefs By sewosuaibialey ce

s pr ation rocess shown in FI 11A is executed so

t hat content. keys e encryp t he t i effect .
“di st r-ir’é%ﬁllsoﬁ?f “%ﬁén&é B?“W% ‘iil B}béﬁl?@i %dlaﬁstﬁﬁgori é{? asf E@W@%ﬁ%ﬁgfr{)o use a’
sessi on key. ﬁfsroduced in the authentication. pr ocess and n%@e
~ decr ypt..an HES.ybtAdansb il Ehshewya Hampaative  Gasple Peiwesy a(ﬁ‘P ‘W\er
hand,. in an exanple making use of an enabling key block (EKB) shown in

ot he- | (Mﬁhb‘éh%ﬂeb fuﬁh? EKIB, aich.conwvahntional - lcentenit okdy (HsBibutinmd wltae a2 ( Kr oot
(Kcon)) havi ng. a content key Kcon encrypted-by a node key:or- a root key

°‘?t al ’&%ﬂt.{}ﬁ %g.lgséir E&P a‘?ﬂ?%'i‘%(y)lﬁ%ﬂ?' BE kadyEKR). | FRG e 1190 séhioviautteel from

conte ereby ntent key Kcon can be decrypted and

°‘bt A %%%ve%{uonél' LohdfufBR W34 216 2PAR SndlusaRCERAh PR HiipShid B! &f-
enabling key block (EKB).according to the present invention.-In FIGS. 11A and
. 11B, Ka (Kb) indicates data-in which Kb is encrypted by-Ka... "
. As shown in FIG;'lliA, processing has been heretofore carried out in which-. -
. - validity of a .data...-transmit'—rccéiver.is ‘confirmed, -authentication processing.and ..
- authentication and key exchange (AKE) are executed between devices to co-own a .
session key Kses used in encrypting process of data transmission, and a content key
Kcon is encrypted by the session key Kses. under the condition that the .
" . authentication is established to effect transmission.
For example, in PC shown in FIG. 11A, it is possible to decrypt a content
key Kses encrypted by a session key received by the session key to obtain Kcon,
and further possible to eﬂcrypt Kcon oblained by a stored key Kstr held by PC itself -

to store it in own memory.




Accordi ngly, for exanple, the useable enabling key block (EKB) is produced
only.on the right end in FIG 11B, .and the enabling key blggiy(Jghs) . and
data having a content key Kcon encré/:{)t ed by a node key or a root key
obtai ned by EKB processing are sent together whereby the PC the

reproduci ng apparatus or the like present . cannot execut 0 i of EKB
by a | eaf i’éﬁ%orﬁ%dEOE%VIMHGWSZ‘W %W#’?&AEX‘BII‘M ed?ﬁt:{)#e&%zééa e
content key can be distributed to only the valid device, safely w.thout
execubkndjspibmted se she fiohn aspablehehbeingt ised foroenlysa petardiig d@mem
transmt-receive devices, the production of a session key, and the process

18 Ju 0  HAQA SREENPRCIG 2 repriditink alevicols pycscht ashentocaticay .
V\hereg%fﬂégugleg?e condtent key is degi red t% be di strpi buted to PC, a

recordin and,repro ! it L I abl e
of bepkﬂgeﬁﬁ@éégg n T%@:E&xgﬁg@gisgﬁ P?ﬂ%ﬁﬂ%gﬁ%&eﬁﬁ% t{ég:fi)r?r falﬁl:(r:)orrrmn

key. [Di i buti Of  Aut hent ' [ Enabl i Key. Bl ock
© ExBrespectiunionsikg o8y oA gct IGENE o IRER | 1 FRET A ae Vi e
enabling key block (EKB) or a key described above, since an enabling key

bl ock1ikEl¥B3e able aocast-ansessiom kegnprntuckdyin e cinthenrsications PerGess ween -
devi ces. always.maintain. the. same encryption form . there is. the

_possi hj,Lid)ya 2@V ot B ancyiied ohfend ke usddbobini 4 eohfest kep--cal-l ed replay - -
'at'tac%b ¢ ?iecil.f@g?e sagncriﬂcﬁlgcorgs a data transm ssion. ch%nnel and.

transter L on Bt g 138 B, £ CoRRRNE ThURReCHEL T tblpoxsontogied.
O e o v b S8 S B Se R D9RB G
data (Kroot (Keon)) having a content key Kcon encrypted-by a nod,e. key-or a root -
key obtained by -processing the enabling key block (EKB) are distributed from a -
. content provider, whereby tlfjev content key Kcon can be decrypted and -obtained by -
- .z: only the apparatus capable of processing EKB distributed.. - .- - o~
Accordingly, for examplé, the useable enabling key block (EKB) is produced
only on the right end in FIG. 11B, and the enabling key block (EKB), and data
- having a content key Kc¢on encrypted by a node key or a root key obtained by EKB
précessing are sent together whereby the PC, the reproducing apﬁaratus or the like
present cannot execute processing of EKB by a leaf key. or node key owned by
itself. Accordingly, the useable content key can be distributed to only the valid
device safely without executing processes such as authentication process between

the data transmit-receive devices, the production of a session key, and the process




whi ch an aut hentication key Kake used when the authentication process and
key ~exchange process are executed.is distributed to a devigggsip§g the .

af orenenti oned enabling key block (EKB) whereby the authentication process
in conformty with a conmmon key sys ém havi ng a conmon aut hentication key
as a safe private key is, executed, That.is, this is an exanple in which
encr yfpegneypiugea H%tﬁﬂb!?ef_%qnsby H’fe’if’sé’é)";lfpyaut hentication key. FIG 12
shows a nutual authentication nmethod (1SQOIEC 9798-2) using a 18 July 2005
35 conmon Kétheendieypidable systeatrkeyWs tesirad ® & distrib tosPsadeerding
common key encryption system other systens nay be used as |ong as they

are 'h%&%nggar?d%ﬁ% funggﬁga,péﬂ RatsIves REY bkéb}f(ﬁ(m&\?ﬁﬁbres@f bdnpprdoessed t he

random nu bits, and and I D (b), ichis owm ID, are
transmtted to A , A Wi ch.receives t he random nunber
Ra of lﬁPI‘B‘?‘E%ﬁ% %gﬁﬂqteggggﬁ?{gﬁiﬁbﬁi@&?ﬁ@nﬁo&&@@é&gge n the CBC node of
DES in order to Ra, Rb and Re to transmt _themto B, he ap-yJ-s a key
to be st or ddistitatras: EphiAgthentisatien Jhey Hﬁi%tﬁ“@?&ngck%bﬁf%f;g @%ﬁa B
-According.to.the encrypting processing by the key Kab using: the CBC

.mode. of © DEJCdmimoaxKep/System)|t he processing using DES; -an-initial:value and
Ra are.. subjected to. exclusive OR, in the DES encryption part, the key

Kab is useqf gl qiskAGENOH IFUHS. BeAShAlR aRaineg keyeslock(EIB 0 a key -
continuously, the encrypted text. El and Rb are subjected: to exclusive

and crlasgBben abexe: HeeAn <R g Ky el BNl Ind ot b PERRALKRY ML

DES encrypti-on part, a key.Kab is used for encr, ing to generate
Sl wh1>::F])1 are trz?nsferred bet%een-deirlccs. a]ways..mamtal}/lptt}le.sgame eﬂcryptlon form,

there is.the possibility that an invalid copy. is produced due to the:so-called replay - -~ :
-~ attack, which steals. and .records-a data transmission. channel and: transfer-it later
again.j For préventing rsuch= an attack as described, there: is effective means. for: = -
executing authentication process and key exchange process similar to those of prior
. .art between data transfer devices. Now, a description is made of the constitution in -
which an authentication key Kake used when the authentication process and key
~ exchange process are executed is distributed to a device using the aforementioned
enabling key block (EKB) whereby the authentication process in conformity with a -
common key system having a common authenticatibn key as a safe private key is
executed. That is, this is an example in which encrypted message data by EKB is
- used as an authentication key.

FIG. 12 shows a mutual authentication method (ISOIEC 9798-2) using a




transm ssion data (Token-AB) by an encrypted text E3 produced. B, which
received the above data, decrypts the received data by a Kgyukaios

(authentication key) |ikew se storedsin a recording el enment as a common
private Kkey. A decrypting nethod of "Teceived data, first, decrypts an

P, | Neemmin keucnpRt R siicmesV g dadiioh i TS RSkl g EePERFRE el

and the result therefromand El are sg‘t%)&ected to exclusive ORto ohtain
Rb. Fienahiptiomsystan; piedystns ERYi ke vsed gplang agthay grephigscompop ke,
authentication key Kab, and the result therefromand E2 are subjected to
excl UshtRydtod Sy Rbhal 118, (12, fiky B pibdecssi o rafdomdenbeRRbaoli64 bitgh) out
0 : an

D (b) thus obtained are coincided with one transmtted by
B. Wen sed, . | S aut hent | caty i e Lhith fedetvodhedh Next,
B pr o@ﬂég}ggafmgjegé%i ‘Eﬁﬁfrﬂ(ﬁsée‘gﬁ I?:g%rgl%ﬁag}éhhg@?é?%a% henti cati on
cor yesdy Tredunes tisr BOIOTS mHLsk Barhdrt Pis Fih B, g nPis IR Y oue:
of DES: and are returned to A. A which, received the. aboye_ data,

~ decr y ey Khb in te @B@dnokd af BES émorder.to RauRhendiRato gankwit 1RgR 1oaB.
decrypting nethod. of the received data is, simlar to the decrypting

procesg ' Y &by kS behebRiOmea 98tdrtia elemd:ft aded piilvate key kenumemt i on
S rnal'ee ?%y %’bair%u %gyout of Rb, Ra. andﬁ%ses t hus obt ai ned are, coincided.

with gne,. transmtied by, A _\Wep. . b?”tth | f¥tae fhe CBC .
aut'heﬁ?i%é‘f‘gsét#&floﬁévg itgxb%FP%%ﬁé%gﬁ%ﬂgn i cgﬁfg 'nK%F matfi; nge parties
rach other, th [ key K ' d .. K or .
O b s S o e S esthu 85 DESO AT F Yol artP RS

- subjected to. exclusive OR; in the DES- encryption part, the key ‘Kab is used for." - .
- encrypting to generate an encrypted text Eland continuously, the encrypted text E1. -
and Rb are subjected:to ex;:}usive OR; in the DES erlxcr.yption pzir-t-, a key Kab.is- -
-.-used for encrypting; and encrypted- text E2 and 1D (b) are subjected . to exclusive
~OR; and in the:DES encryption part, a key Kab is used for encrypting to generate

transmission data (Token-AB) by an encrypted text E3 produced.

B, which received the above data, decrypts the received data by a key Kab
(authentication key) likewise stored in 2 recording element as a common private -
key. A decrypting method of received data, first, decrypts an encrypted text E1 by
an authentication key Kab to obtain the random number Ra. Next, an encrypted text
B2 is decrypted by an authentication key Kab, and the result therefrom and E1 are

subjected to exclusive OR to obtain Rb. Finally, an encrypted text E3 is decrypted




Where- invalidity or uncoincidence is found when the received data are

. authenticated, processing is interrupted_as a failure. of %UHI@'Z 05
authentication. In the above-describgd authentication process, X and
co-own a conmon aut hentication key Kab. The common aut hentication key Kab

is distributed t.0 a evi usi t L I E tdoft
exanpP¥, an ﬁ“ﬁ#‘?@%‘g%\%l ysﬁ%\lkm apﬁgﬁeé% Sﬁgatlﬁ? éefg.%mrr%g& t%ﬁérrr‘fal g@fg the 18 Jul y
2005 37 constitution in which out of A or B,,t ot h

20t heardlusmi dARKeyolal TRi)aAvdhnsicaHgnes o BR ot 1D LSRRt

produci ng a decodabl e enabling key block (EKB) to transm{ it to the

ot her Rpoind 118 (BPilals dbthired dro coficitied with pde pransinittpd byuBe¥When Baasli ng key
bock (EKB) that” can be used by both devices A and B for the devices A and

Bto ﬁggwﬁenﬁﬁgﬁgﬁpﬁyﬁmﬁ@}%&%mt K2R tid he enabling key bl ock (EK. B)

pr odu evi ces A, to distribute it. FIGS. 13 and 14 show
exanples of the_constitution in ich a I.cAat i ‘ deergoMMON t o
a pluralit et &b nreducsss ad?%*ctsll(i’r\g{kcé(d (gge%)n% ?Mﬁsgﬁgaﬁgy%gpo%%@éﬁ%) . FIG
13 shows an exanple in which a. decodabl e rala]ut h&r])t iigatsliﬁon key, Kake . L
i . . d{Brodiubirtgethetlodidho-oss tig; rantlonp numberh idhes, &b, Fa.shRe? 1§ 1Y Sxanpl e
in which the, device 3 out.of:the.devices 0, 1; 2, .3 is revoked _
to-di §f hitus@ed using aficdahtsticuidiekey daib am they/CBCommleyof RE@picas 0, 1,
2. In the exanple-ot FIG 13, a node key K(t)00 renewed using a node key
- and . atl eaf tl%ﬁ-é in the devices .0, .1, 2; 3 is produced and distributed, by .
- pr oduty Haleél todabl e enabl'i ng key bl ock (EKB), along with data (b) having

? Eea;{teg SQE{&,S&}&E@, ggéwl%ﬁ%hge%g% e&’atgy (%g?ﬁﬂgwﬁle‘-%ggiviéﬁyﬂﬂat X§0-anFi r st ‘, ‘
-authentication key Kab: A decrypting method. of the received data is similar to-the. - . . -
- decrypting process .of: B, which is-therefore omitted in-its detail..Authéntication is- -~
made if Rb and Ra out of Rb, Ra.and Kses thus obtained are.coincided with one -
.+ transmitted by A. When passed the authentication, A authenticates that B. is valid:
After. authentication of mating parties each other, the session key Kses is used as a-
common key for secrete communication after authentication.
. Where invalidity or uncoincidence is found when the. received data are
| authenticated, processing is interrupted as a fajlure of mutual authentication.
In the above-described authentication process, A and B co-own a common
authentication key Kab. The common authentication key Kab is distributed to a
.devicc using the enabling block key (EKB).

For example, in the example shown in FIG. 12, there may be employed the




shown on the right side. of FIG 13, processes (decrypts) EKB to. thereby
obtain a renewed node key K(t)00, .and then decrypts an a:i%l} g’g’oggti on key:
Enc(K(t)00, Kake) encrypted using the obtained node key tg to obtain .
an aut hentication key Kake. In other devices 4, 5, 6, 7 ..., even if the

sane enabl.i ng ke l.ack (E 538 .1 I r | : ‘key
K(t) Oﬁopgﬁ'é‘\'ﬁg& ‘HEJIW&’%E 8&1& Pﬁ? @I{?’cgﬁ’ n%th %géﬂlg a? A gd?‘ﬁg%ﬁ%t %I?g?g(rlgiﬂ) an
aut henti cation key can _be sent to only ‘t%he valid de\éi ce@?fel-%/. .On, the
ot her andrea, enatdingckeybtock (THKB) pradueedhy drafpeing - dGrrdaRIe Ene g E&Yi ce
is, for exanple, revoked by-leak of a key, the device 3 in a graoup

sur r oplsad (KRB Y eetrdasinédit ftoative athef|dd the3cpussiutios ia whishdabhid b i ng
key bl ock EEKB) with respect to, the only nenbers. of the other group,.
that i - | Esh b RISEH YY) bOM deviiédsi AGindeR fan

8(]1&&% %nglﬁtﬁ?%% bg%}é (% thafle®h ed Yy

enabl ey an~ aut henticatiion key (Kake) shown in

FIG 14 encrypted t he node. key(.K(t)0 re ghstrjhut . .
ri ght 18¢ QE‘.”(‘)PQIA @gﬁgo Fﬁ‘é‘yﬂgép ib%@ﬁ%}@%d rgalﬁsb ))sﬁlgmeﬁlqb hggr%?,eo ]'? ﬁlé
devices 0, 1, 2 obtains. an- enabling node key (K(t)00).by decrypting o
. pr ocesEKR) prpdaced daf theegedeendnbole distritadt by itself from the received
enabling key block. Next, . the devices obtain an authentication Key Kake

| - by decryptipIgSrade bynd( 13 08howhesxaemplessoff; tis 6onstitutiont fre vtk gRoup

shown- in FIG 3 cannot obtain a . . renewal node key (K(t)00) using a
recei dtte R R K B e B R a . moce key
R B SoRRCHERT. G, Sl o g e v
o h:er;tu'tfe%ttéci?iolﬁeﬁe; Kake is.distributed to devices 0, 1, 2, 3, and FIG..14 shows an" -

.. -example in which-the device 3-out of the devices 0, 1,2; 3 is revoked-to-distribute a-.~ .- .~

- decodable authentication-kejz:to only the devices 0, 1, 2. - .

In the example of FIG. .13, a node key K(t)00 renewed using a-node key and-

. a leaf key in the devices'0, 1, 2; 3 is produced and distributed, by producing a
decodable enabling key block (EKB), along with data (b) having an authentication
key Kaka decrypted by a renewal node key K(t)00. First, the respective devices, as . -
shown on the right side of FIG. 13, processes (decrypts) EKB to thereby obtain a -
renewed node key K(t)00, and then decrypts an authentication key: Enc(K(1)00,
Kake) encrypted using the obtained node key K(1)00 to obtain an authentication key

Kake.

In other devices 4, 5, 6, 7 ..., even if the same enabling key block (EKB) is




If distribution of an authentication key making use of EKB is used, only
- the wvalid right holder is able to.distribute a decodable1ggh@g@bgcatLon
key safely with less data quantity.,d8 July 2005 39 [Di stribution of

content key using a public key authentication and an enabling key bl ock

& pubFeeevidyihsmokBhoCs I b e Bl RS FCB b O pRAPHR . g o' "0

. described. First, a nutual authentication nmethod using an_ elliptic curve
encr y phéreforof an @0tHzntichbogkiey cantfiecsent $o gnhythe valkbgowige rs?ﬁﬁ}’on system
will be described with reference to. FIG 15. In FIG 15, ECC. is used as

the public dee¥hefhehidl) th¥sdxempleusf BIG. 1dyst amexamplddnushithass Heng as
it is a public key encryption systemsimlar thereto. Further, the key size

e 01, Bl i By, BoRORES  otpsinruene

-1 recei it newmy

produces the. random nunber Ra of 64, bit nd the rand u 5 Ak :
el | . heaiottaiatipmernt HeLpragiuces a deppdanftthehiing, R BBALTIEBI Mgy o,
maki ng a base point G Ak tinmes. is obtained to produce an electronic

. si gnatrespeftoShe valyhneastpes toft theRaflsgRogronp, (thatctsortherdavaces. 0, dnd for -
coordinate), which is returned along with a public certificate of Ato B.

In Ra diﬁﬁ@luﬁt%n. Ea@@ﬁﬁﬁngﬁ%yaﬁ Reallife Keyi Blatk (BKBYai {15) arhuutieatication

respectively 160 bits, therefore, "an el ectronic signature with respect
: E:(Ca)'r :1|4 -egr I . ,ﬁe&g@?{@" ‘“@djilﬁg&ﬁﬁ?g%ﬁerﬁow]t&h‘%‘?ﬁgﬁ @g(‘iﬁg)s?rg@ﬁ'{rﬁ)g @c ates if
Coi nct ded, G thy Sigt o Of s 4P URE procedurdis Shodin TS the When
.-+ devices 0, 1, 2 obtains an.enabling node key (K(t)00).by decrypting process usinga. -
.72+ - leaf key or a node key owned-by itself from the received enabling key block. Next; -
the devices obtain an authentication Key Kake by decrypting made by K(1)00. . .
The devices 4;-5, 6... in the other group shown in FIG: 3 cannot obtain a-
-renewal node key (K(t)00) using a leaf key.and 2 node key owned by itself even if
similar data (EKB) is received. Similarly, also in the device 3 revoked, the renewal
node key (K(t)00) cannot be obtained by a leaf key and a node key owned by itself,
~ and only the device having a valid right is able to decrypt an authentication key for
- use.
If distribution of an authentication key making use of EKB is used, only the

valid right holder is able to distribute a decodable authentication key safely with

less data quantity.




public key certificate of Ais authenticated by a public key of an

~authentication office to take out -a public key of A The1§|J§@t2E)95“ C

l'1c key‘of A

signature A Sig is authenticated 183July 2005 40 using a
t aken out Next, B produces the random nunber Bk which is srral | er than the

D P ol oot Fek Gl B L O RSS, B4l G

X AV wHichde aBhublic kdyeenaygtionsystsan, willibe A@S¢r$b€td1‘éflt|@o‘ieﬁ%f‘38ﬁe i(h

to Rb, Ra, By (X coordinate and Y coordinate), which is returned to A
al ong wi t h emaplibgikeykdock (EKBYli cate of B. A which received the public key.
certificate, Rb, Ra, Av, the electronic " signature B. Sig of B

aut henti Catlﬁsthbffoﬁi%ﬁlhgnﬂi@ it eibbyion Bprogesscof tisé denttent tkioyosing pr publéied by
A. As a result; when coincided, an electronic signafure within the public.

key certifi fieYeOlleRpibaU! RRL gation
of fi cg(eyo ?tix‘ggﬂggtllog ‘r‘l|5]%1bfad'ﬂ é}ﬁd n%?fc@i ﬁm §¥1| C gl g(?\at ure B.:Si g. is
aut henticated wusjn lic key taken out. After t cat | on
of an rantiel ra@Hlf‘dﬂ?éﬁagﬁatft}P O%Hgnge"éheglmtce%‘&é(& CricKYRIiPH & 'ﬁ% P{etg’%ﬂﬁ
valid: Wiere both of them have succeeded for aut henti cat.i on, E?épﬁ es Bk ,

rptic °°
curve, scalar-tines conputation at the point on the oval curve is

necesSAPIG. 15,30GRis GRAPHE B Pliblic By antypies systenl, dusramydsysters whyt he X

coordinate of these points as ~a session key for use for thereafter

comuni cat i on { wher e..a Compn eFufthef, thei on of
64 bit ek‘é%f“f 8{[}% as’ it Is & public ﬁféseéls &ﬁé}%&{ Eg{/leﬁi}ﬁgfd}”ﬂﬁ@fbtb Fu ¥R

e produced. fromthe Y

t:eor dlknc?zt selze %ggdtnb)? b%ofééj Lﬂgt Ien E‘féd 19,0 hrst%,e Bt [r)]_r%duces the random number Rb. ... .

of 64 bits to- transmit-it:to. A. A which received it newly. produces- the. random = - :
o :.number Ra of 64 bits:and the random number Ak smaller.than the prime number-pi- .~ =" -
| And, a point Av = Ak x G ebtained by tnakihg a base point G, Ak times is obtained
:+ ~to produce an electronic signature A, Sig with respect.to Ra, Rb, Av (X coordinate - -
and Y coordinate), which is returned along with a public certificate of A to B.In-Ra
ahd Rb, X coordinate and Y coordinate of 64 bits, Av are respectively 160 bits, and
‘ .therefore, an electronic signature with respect to 448 bits in total is produced.

- B which received the .public key certificate, Ra, Rb, Av, the electronic
signature- A. Sig authenticates if Rb transmitted byh A 1is coincided with one
produced by B. As a result, when coincided, an electronic signature within the
public key certificate of A is authenticated by a public key of an authentication

office to take out a public key of A. The electronic signature A. Sig is authenticated




| ower 64 bits. In the secrete comruni cation after nutual authentication,
sonetimes, 18 July 2005 41 the transnission data is not q@lm,@mgypt ed by
a session key but is also applied wiffp an electronic signature in the

aut hentication of an electronic signature or authentication of Were the

recei ved dat a,;.i.pval idj coi ncidence is found, processing is
interPﬁﬁ%ﬁp“g}lcgﬂﬁhdetdﬁéit%%ﬁogpﬂe to a failure of nutuon. FIG 16 shows an
exanple of . distribution process of cqnt K usin blyj.c. k
aut hent i catN®H, &h@raguessalhei W@%%}/ %Fﬁ&l?@kéﬁ’ﬁ%@l ]rssﬁ]gpgreﬂgdét HeenPJfl%/et i on

hl.  process according to the public S key system expl ai.ne& rle(zferri n
executeshiat pednpaint Bont Bk xpbovbidiredabyl TREFinghe bage poss U Bk times 1
provi der - produces a.. dable EKB by a: reproduci ng apparatus which -is a.

cont E%tégﬁgd %S%fda@g& QN¥lecHBRR Sighdiuie B.ASH! ividi rapecatn®de ReyBarX a. | eaf
wne ya re ne

key o lum toencrypt "a content key E(Kcon)which executed

encryption by a _regewal node.key. . ' cKees -

produ(988"%‘?3{%é‘nguﬁgﬂf’{c@gflﬁ%’n“@(ﬁggi%gu ﬁ?(é’gK@ ggélﬁgéﬁgg%b t%le&en %SCS,

which is transmtted to PC. PC decrypts [a content key E (Kcon) which

. executcediBedeygdtB.on by a- renéwal  node - key and -an efabl i ng key bl ock (EKB))
encrypted by a session key, )

..~ . - A which received the public key. certificate, Rb, Ra, Av, the electronic

lsignature B. Sig of B authenticates if Ra transmitted by B is. coincided with one -
.. .produced by A. As a result; when coincided, an electronic signafare within the
.. public key certificate of B is-authenticated by a-public key of an authentication -
-, -office to take out a:public key of B. The electronic signature B.:Sig. is authenticated
.-..using a public key of B takcil out. After the authentication of an ¢lectronic signature.. -
.- has been succeeded: ; A-authenticates B to be valid.
Where both of them have succeeded for authentication, B computes Bkx Av.
(Since Bk is the random number, but Av is the point on the elliptic curve,
scalar-times computation at the point on the oval curve is necessary.),-and A -
computes Ak x Bv, and uses the lower 64 bits of the X coordinate of these points as
a- session key for use for thereafter communication (where a common key
| encryption is a common key encryption of 64 bit key length). Of course, a session
~ key may be produced from the 'Y coordinate, and the coordinate need not be the

lower 64 bits. In the secrete communication after mutual authentication, sometimes,




-and thereafter transmts it to a.reproduci ng appar at us éﬁdjug’zroggordi ng
medi um edi um decrypt The reproducing apparatus and the recording na
content key E (Kcon) which executed encryption by a r_enae!'vval nlgg@“hgy and an
enabl ing key block (EKB)] to ther?gd/bgtﬁt@s@ioalmynb@'fnts 8y 2R¢on. "Accordi ng
to t %&Q%isgmdhtausimﬁ,o Yﬁggy[pa content key E (Kcon) which 18 July 2005
42 an encryption by a renewal node key and an enabling key block (EKB)] - de
are trans&itt.%%i gfe.the condition of the authentication between a content
pr ovRBEHEAORGEE T "t he case where a node key .is {u?é‘kcﬁdautﬁaﬁﬂictaﬁmr ahta  and
PC for exanpl e, .transnifsi@htion af mat ¢leglrpBict S84 3Rabl ed. [Distribution of
tﬁ SA RSt . . :

a program Bgse By & ng an enabling key block (EKB)] Wi I]% cfiigtedbove
described exanpl e, a desciiption.diasideses isrddand oPIQLOSRI mei od for
encrytpgi frgevecodaientitk Hh P alt henti cation or the |ike using an enabling

key block (EKB) to distribute it,.the constitution in which various program
codes . ar tg%%ifﬁﬂﬁfdo@fﬁmtuslimgh%l@ﬁ%-i ng key bl ock (EKB) may be enpl oyed.
That $14° 1A'

encrypt ed nessage dat.a . EKB contas keysrBYPEM this
is an examﬁjlé |S]E5 gﬂgg,s 5;{1kasamtphsDiftd}ﬁtif%ﬁ‘.tmﬁ%dbc‘e%s%?gcri bed hereinafter.
*sho

fore FIG Ws an exanple in which a pr code:.iife aueientication
| blic key authentication and an enabling key blocﬁgéﬁ@), peigy; -

e | i 18,

p to -the public-key -system explained referring to FIG.

g to-t

_ process: accordin .
{der and PC. The: content. provi

der. produces 2 -
executed between a. content prov
y-a. reproducing apparatus whi
key owned by:a recording mediu

y a renewal node key.and an .

ch is -a.content key distribution,

" decodable EKB b m {o.encrypla -
. ..destination, a node key. and a leal’

content key E(Kcon):whiéh executed encryption b

enabling key block (EXKB) by
PCs, which is-transmitted to PC.
E (Kcon) which executed

encrypted by a session key,

ntication -
a session key Kses produced. by the authentica

ween -'
-process betwe ity

PC decrypts [2 content key

renewal node key and an enabling key block (EKB)] .
ducing apparatus and a recording medium.

nd thereafter transmits it 102 TEPTO

eby obtain 2 content key Kcon.




exanpl e, by a renewal. node. key. of an enabling-.key; bl tellY2{) to
transmt it between devices. A devjce 1701 transmts an enabling key bl ock
(EKB) that can be decrypted by a rfede key and a |eaf key of a device 1702

and a program code subjected to decr Wely PlodR (IEEK(B);]ont ai ned
~in the en%(gl | %ﬁ%ﬂ Qf3ka 1EREE)H] n@d&%&é ‘g%ﬁ(@a%ﬁﬁg davi ce 1702 processes
the Peet obtain a renewal node key, and furt &

decrypting of a program %Qlﬁ?ﬂ&w)ﬂtﬂeeﬁlﬁhamlcaibﬁb bieegit & ned o%?)ﬁbt Zi n a
pr ogapmirens@itt qu‘”’t“ﬁ%@ {hpl e shown in FIG 17, further, processi ’agtaby
t

program code obtained in th 2 hgd@ﬁ@gutsehtak r BUIE® resul t
to thaddedi der éiﬂlﬁplﬁan"d’%“ﬂa] %g%%grﬁc}lg the device 1701 further continues

processing on the basis of the re As descri bed above, the-enabling key
bleg
bl oca f%ﬁﬁésﬁa%t&h@,aﬁm qlmmtfs(ﬁi@ bj ected to decrypt| ng processing by the
ode

rene ey contained in the enabling ke g‘g@g El@Bg] di stributed
wher eby a ﬁ.{glégr %Hc%ﬁgfagﬁggﬁmcoﬂebgluﬁglg %@P?%lt‘ ?ﬁggbﬁ speci f?]c devi ce can
e

be distrib crfic device or the group

[ Constitution foréﬁ %‘% hgs\ér(yeﬂt egdrple, (ﬁ’lelckcﬂiaﬂl% etS“r“TespondJlsto a

transm ssi Shidmag escri ptlon wi || be made of the ﬁroc SSi ng
“constitution in whi ch for F‘£ h@hﬁtgﬁmﬂqegmrothea like 130§
~int egmét}(gd(ibecﬂncvmtmg GRS e ?(8 uce correspond to the content and
the presence or absence of the fal S|f|cat| {lohqﬁwlﬁ@ntvarmuspr?mgbd by-
corrputl é}l@(eyﬂl@ck@@)lmydléﬁme\’/ %}? s, for exanple, conputed

- " Ba ; loved. Thatis, - . .-
codes are distributed using an enabling key block (EKB) may be employed

- -..code. This constitution w11] be described hereinafter.” |
B le in which a program code is: s -encrypted,: for”

FIG. 17 shows -an examp -
y-to transmit . .
le, by a renewal. node. key. of an enabling key -block (EKB) to tra
- - example,
that can be
between devices. A device 1701 transmits an enabling key block (EKB)
etwee! .

newal nodelkey contained in the enabling key block -

biected to decrypting by a 1€ |
. he received EKB to oblain a

(EKB) to a device1702. The device 1702 processes 1

node key obtained to obtain a program code.
G. 17, further, processing by
to the device 1701, and

the program code
In the example shown in FI P

btained in thé device 1702 is executed to returm the result
o




function with respect to the content, and is conput ed by@@{ shgsh (Kiev;.
Cl, C2, ...). Kicvis an ICV producing key. Cl, C2 are in o?mation of a
content, and a nessage authenti cat #3n code (MAC) of, inportant information
of the, content is wused. FIG 18 shows a MAC val p ci ng exanpl e using
the DES @nc&yﬁ(ﬁpﬂmlﬂﬁ%‘cﬁﬁﬁmﬁg pracrssing @R Hif: DS gﬁﬁb%{e?ﬂ&l't he constitution
of FI 19 nessage to be an object is di Viﬁjﬁ%)i nr:\q%jﬁé %ﬁ%&%mtc%de
(hereinafter, the, divid sageEnarieyvblodi(ELB) a . , the initial
val ue (heréﬁrqu‘s%‘bf’dl}\%oq%hgﬁﬁ/ﬂ are %ubjyg/gt ed to exclusive OR 18,Jutb§ 2005

r

A Yo Etodnt sty g o Tl waltfode BES eomteisd &b Bare to
car yqmjecteant iservgig igeatty ThibE AR S "o "Outpur 15 ).

Continudusly, El and M are subjected to exclusiye (e eijabld of Beig whi ch

is pu%n@ﬂgkwbﬁﬁﬁ( (BR®)yqre idsirl ued Whﬁwyi%lj}ejorsfdcr?@pt ed using the key 1 (an

out pu § Thereafter, this procedure is repeated,. aegiéehgrﬁﬂ_p%ﬁ@bi ng ..
e

processi ng,appl i - iheanmesdisgésited Thd ¢ §RECIER a nessa
. aut heﬁ??‘iyg’tt?‘gﬁl ggsggk%\i%!):w Th’gnhash function is applied to the MAC val ue of .

t he cont'ent. and, the. | CV producing key.to produce. the-integrity check
,.Mal.ue;shb@ﬂ)mcﬁqur?é content. 1CV produced when.. a content is produced for

which the fact that. no falsjfigcatiqn iS:. PheseWalue wmssarrespand drhared”
Wi th 1CV pricbmsttition fhe 0@&§m§'g¢{faqﬁ§/§g ntéglnt.. |f the same ICV

is.obtained,. the fact that the. content is not falsified.. is-assured,’
and. if | Qhisnidbionedeanent]j udgnent that falsification is present is nade.
" [Constitution for. distributing a producing key ggﬁs%ituﬁgnftjﬂ%ﬁmcf@wal ue. -
_' ( J C'V) bﬁe%f%] description will be made of :the. processiig

nt. the integrity check-value (CV)is produced to -

. preventing falsification of a-conte

£. the falsification.of the-

-correspond to the content, and the presence or absence

. content is judged by computing ICV.

The integrity. check value:-(ICV) is, for .example, computed using a as

i CV = Kicv,. C1,
 function with respect to the :content, and is computed by ICV =hash (Kic

i i ation of a content, and a
C2,..) . Kicv is an ICV producing key. C1, C2 are inform

i i io _content -is
message authentication code (MAC) of important .information of the

used.

FIG. 18 shows a MAC value producing example using the DES encryption

ituti age to be an
processing constitution. As shown in the constitution of FIG. 18, a messag

i jvi : M1, M2, ...
object 18 divided into 8-bit units (hereinafter, the divided messages arc

. . e OR
MN). First, the initial value (hereinafter, IV) and M1 are subjected to exclusiv




Next, the constitution in which Kiec which is an integrity check val ue

(ICV) producing key of a content is sent by the enablingigkayyddasck will be
described. That 1is, this is an exampte in which encrypted nessage data by
EKB is an integrity check, value (1CV) producing key of a content. FIG 19

and F\kz%%uﬁoofs BARCRNs el’iz.”_Ne%t,i T Whipein infeaeDES eantyptioonpan 1ocHTY fMikral ity

of devices are sent, an integrity check val ue producing key Kiev for
aut henti catjng the presence.. f 1Sisf i ppteomimiodshgSET eodt ent s
'S 18CHEINPUIEOYSEL aﬁegt@%ﬂﬁéﬁgﬁiﬁ?ﬁ@‘gﬁg e el Grock (ERB). FIG 19

~ shows an exanpl e in which a  decgdabl e integrdty.check | kng key
Ki cv M2darst subjectad tte ggclosive §R,1 output i}f %tlna‘)ﬁﬁf%% ﬁzBﬁgﬁgﬁ’ngﬁqgggm e in

which the device 3 out of the devices 0, 1, 2, 3 is revqtghed,%ﬁmd ﬁ‘
decod@gh@e}jtmlﬁgﬁﬁt,yamhmknctgpwel nsingube kg yk byaricprisER). sERSTRRHEH thsy on| y
the devices 0;° 1, 2. In the exanple of FIG 19, a node key K(t)O00 renewed

\‘/JMSE[RQ &’i?g&ﬁ%? iﬁﬁyreﬁgﬂed, Qﬁ&l QEE éﬁ%{gﬁi’ﬁ?ﬁr@dﬁsﬁﬁg sigplieceto @ll the dessgasong

avtng a’ check val produci ng key Kicv encrypted by a

~reneval node-key K(t)00 are, distrnibuted Bya@ oducing a decodabl e enabli ng:
key blmlﬁﬁ%ﬁé 'eé??&ﬁ?‘ghe?tﬁ(@t}q%q%?&s%@;\ "FI'G 19, the respective
devices first process (decrypts). EKB:t r eby, ai n nQ( -
K(1) 00: xendiuathasia fensisan reatpjichte Ry MACCHIEE Gargeofiruatis EICY,
Enc(K(t)00, Kicv) encrypted using the obtained node- ke%/ K(t)O00 t OI&Q} ain.a
check prouaiag RéEPUEChigiudeetheKinugriti whechtumve (#Vpeef 4he gongenty 1V .
cannot’P obtain a node key K(t)00 renewed by processing EKB by ‘a node key
and -a J 8&licd it Glcheht S pkodHRA Fdr Whecipale fact that 1o falsification is. .-
. present is assured is compared with ICV produced on the basis of a new content. If .. - -
the same ICV is.obtained; the fact-that the content:is not falsified is assured, and.if = - .
ICV is different, judgment that falsification is present is made. . :
_ e [Constitution for distributing a producing key Kicv of the check value (ICV). .+ .- - *
by EKB] -
Next, the constitution in which Kiec which is an integrity check value (ICV)
producing key of a content is sent by the enabling key block will be described. That -
is, this is an example in which encrypted message data by EKB is an integrity check.
value (ICV) producing key of a content.
FIG. 19 and FIG. 20 show an example in which where contents common foa

plurality of devices are sent, an integrity check value producing key Kicv for

authenticating the presence or absence of falsification of these contenis is




enabl i ng key bl ock (EKB) is received, the check val ue produci ng key can be
sent to only valid device safely. -On the other hand, the1gyaypbesof FI G
20 is an exanple in which as the deé¢fce is, for exanple, revoked by |eak
of a key, in a group surrounded by the dotted frame of FIG 3. produces a

decodatgibanabbi NBe kaxblihe kiey (HRER SEKIBj Fi@s p8chots athexample imewBishsa of t he
other group, that is, the devices 0, 1, 2 for 18 July 2005 46

di strijhution. ;bata-hayi L og KieY iPiREKD(ENR) denites!s) 1a2check
val ue d%gg’@%?}&‘ﬁgéégg%?g\)@s%%&?ﬁ%‘%gﬁgo éncrypt ed by the node key
(K(t)Q0) are  distributed. On.the r.i. si,de. of, FI , C t4 ng
pr oc eduradi G rifhshows pgiexample iy &/}llg]gi’hfb deyjice 3 8‘5‘?% ﬁ]%ad%(g%sdvg’l L%jc)idS e key
(K(t)00) by decrypting process using a |eaf key-or a node. key,owned by
i t sel fis tewohadyander deoathbdn adegrity Resckovalur _pméu@lpg_key_ SJCV ﬁedlégﬁ?‘%g '
obtain a check val ue produci ng key Kiev by decrypting made by K(t)00. The

devi cq§ ofhlv tle dBvices O, M, phe other group shown in:. FIG. 3 cannot obtain a
. renewal ¥|ode key (K(tJ00) using a | eaf key and a node .key owned by

itself even i sj.m L.ar : e Y wedldstdd ¥ nodeSkey ind.he .
device ~ rg%‘i‘gae?(aﬁ\@grogﬁgl&‘glfg?ﬁ?d%di%i g@tb)bg%yecgnngt e: obtai r?ed by a
| eaf key and a node_key, : owne y Jtself: d, onl 8 VigCeur. Lhg a
Val o % Fghkey SRR b GhaSsEES Ot ducnORDECHE SRR hal R Lyt 7O <
di stribution of acheck val ue reproducing key making use of EKB is used,
- only tpredweinigdkey ghicvhehdyptdds byoa genowal §Ddﬂﬂ€ﬁt}é‘1‘g@)@é’c@@a€15§1@w§{;k Yalue
producing key safely with | ess data: quantity. ' ) .
- producing a decodable enabling:key block (EKB). As shown on the right side in-
. FIG. 19, the respective devices first process (decrypts) EKB to thereby -obtain a
..node kéy K(1)00 renewed, and subsequently decrypt.a check value.producing:-key: - = "+
'Enc(K(t)00, Kicv) encrypted using the obtained node key K(1)00 to obtain-a check .-
- value producing key Kicv.
Since other devices 4, 5, 6, 7 ... cannot obtain a node key K(f)00 renewed by
processing EKB by a node key and a leaf key owned by itself even if the same
- enabling key block (EKB) is received, the check value producing key can be sent fo
only valid device safely.
On the other hand, the example of FIG. 20 is an example in which as the
device is, for example, revoked by leak of a key, in a group surrounded by the

dotted frame of FIG. 3. produces a decodable enabling key block (EKB) with

respect to the only members of the other group, that is, the devices 0, 1, 2 for




By using the integrity check value (1CV) of contents,as described above, it
is -possible to elimnate invalid copies. of EKB and encrypgeayeoos ents. |t
i.s supposed that for exanple, as shdén in FIGS. 21A and 21B, there is. a
medium 1l in which a content Cl and a content C2 are stored along with an

enabl iqd]?ghﬁ}ﬁol}{ %A‘ta(]ﬁ@h%o(‘é?l%bérﬁalﬂfngoﬁé il (BKIB)eanid Ky s, chakkctalis

copi e a nedium2 wit 18 July 2005 47 nodification. It is possible

to copy EKB. and encr.ypted conte : i ' ;{qg)o ag@apabl e
of. ded?rﬁ’gPFW@ g@%ﬁ@ éﬂ?‘gnp%gﬁ(ée?@mgéo}ﬁﬁﬁh[ §?it§§ef?0ndémﬁ?gh( a gﬁown in
FIG 21B, integrity check values (ICV (O, C2)) are stored corresponding
to condistritmipdoperly stored in .the respective nmedia. The (ICV (O, C2))
shows. ICV = hash (Kiev, G, C2) which is an integrity check val ue of

contents Cm%@%gﬁﬂ' sidet dfeF@s BOf tine tdeoryptingt precedaret snshagyn.aRigst e
content C2. In.the constitution of FIG- 21B, a content 1 and acontent 2 are

o ohertigkfbed, bl TR podb RIS ek pREAOLIRl) )

pr oduc asis o e content t’he” cont’éent are stored.

Further, _a conten iS pro ly s ed j,n the. i . I Reprity: .
-check leaf ke o rcuedq ke o st A EivER Gt ESTIE R o L
therein.: In this constitution; Assune that (EKB,. content 2?) ﬁ@ﬁﬁfd in -
.t he- netieutevicdssoltain @ ¢heak valaerpsatiueing keyhisy hdeeryPHEgimioby ent
check value is newy produced; ICV (ClL, C2) are .to be produced, so, that
it becones Phyidyscdshdit 5- di f.figr gt ofheoprip\shopvd jn. $10r Sdcammot taidaimedi um

fal sifying of contents and storing of new contents due to the invalid copy

T SN0 S 6 s ey s e o
gg:ﬂg: %gﬁfa?r qugt(ﬁm {s{%ﬁ?}%ﬁg?ﬁ%ilg%cgﬂg e HeRi &% kEVokdd; thOYenewal - -
- +.. - node key (K(1)00) cannot be.obtained by a leaf key and a node key, owned by-itself; -
. and only. the cievice.having'a valid right is able to decrypt an authentication key for- . ..
use.
If distribution of a-check value reproducing key making use of EKB is used,
only the valid right holder is able to distribute a decodable check value producing
key safely with less data-quantity.
By using the integrity check value (ICV) of contents as described above, it is
possibie to eliminate invalid copies of EKB and encrypted contents. It is supposed
that for example, as shown in FIGS. 21A and 21B, there is a medium 1 in which a

content C1 and a content C2 are stored along with an enabling key block (EKB)

capable of obtaining content keys, which is copied to a medium 2 without




whi ch reproducing is not executed is provided to enable prevention of
reproduci ng contents copied invalidly. Furthernore, theregg@?2b§5prOV|ded
the constitution in which for enhanci4ayg 48 18 July 2005 safe

integrity check value (1CV) of contents is rewitten to produce t hem on

the b i 8n@ORSGfidH uin ba usedt o
make %?gﬁﬁﬁ%at qt %§ﬁ+%®51@9ﬁ ﬁ?;ﬁkﬁrandcgﬁ% Eﬁad édm,t ré:l, c, ...). I§|ere, a

counter (.count 1 set. a val ue in which one increnent i s made
every F’e%\ndPchﬁgcaPF‘P}‘?‘éfd%Xngﬁ o have a constitution in which a counter
value is stored in: a. secure nmenory. Further, in the i&niiﬁbmlon in

whi ch the i Thegr it pravided avapusitptiov inovhidhoas shewn 1 &, 1B, nlG&HE g i n

t he sane nmedi um as contents the integrity check value (ICV) of contents

| S St OFIREEK ValBe$S BBV @% ) 4B stofedl correspoinding mqemmen‘usrprepcﬂy atagedtivred in
medi a I ch take no sur s to. prevent copies such as: a. read only

check (e {fgf)‘%’c%nﬁ@a ﬁ‘?é cyscLt gﬁgﬁéw@ébmé.hasht t:vvmnoz avhiohear | ty

store um rew |ng of the.ICV is

- done b an invalid user, fai t he. ..sa lffesuch
- a casel)g pRdpEeEIHY . chse V%\'/‘Po@ld ﬁ'@n%oﬁgm %lq&t}?f%ﬁ@%ﬁl f@{'ftlll@/s} o?ied in a
safety nediumon-a host machine, and ICV is used faor copy control for
exanpl-eontehe €4- and the bentend 612, Imthe \constitutinsy ebFIGn2dBe 2 apReRki int of
| CV and checking of . falsification of contents. . The above constitution

L S e i e adtanbegty ety N €201
- €2)) produced on the basis of the content C1 and the content C2 are stored. Further,
. a content 1is properly stored in the medium 2, and an integrity- check values (ICV
-+(C1)") produced ‘on the basis.of the:content C1-is stored therein. In this constitution,--~ -~
Asseme that (EKB,. content 2) stored in- the medium lis copied 1o the medium 2,7 - - .-
when in the medium 2, a content check value is newly produced, ICV (C1, C2) are' K
.to be produced, so that it becomes obvious that different from Kicv-(C1) stored in
the medium, falsifying of contents and storing of new contents due to the invalid
copy are executed. In the device for reproducing. media, ICV checking is executed
in the step i)revious to the reproducing step, and judgment is made of coincidence
- between the produced ICV and the stored ICV, if not coincident, the constitution in
- which reproducing is not executed is provided to enable prevention of reproducing
contents copied inva}idly. _

- Furthermore, there can be provided the constitution in which for enhancing




only nmedia or normal MO, and the integrity check values (1 CV) in connection -

~with . these contents are stored in.a safe media 2202 on a489Qgj} J@B&hi ne to
whi ch aruser is 49 . 18 July 2005 no#8al |l owed to get access t0O prevent
invalid rewiting of the integrity check value (1CV) by a user. If, as

such &,¢aRSthd Eﬁtbgfl\iﬁﬁéhé@@%]hb {ICHY Wfesorfients G aewtieten tonppbodycethernsomade of
a constitafion in ich when a device on which a nedia 2201 is nounted

t ducij f -t di 1, P : - Wwhis j host
mmchi rECeRack 60 nacRIbBe R B Lo Wi TRSHRIAN g 1o Snatke 105
reproduci ng of invalid copy contents or falsified gont nhs can be
pr evergasaputation] byt Kg¥r 5 SQSEK%qV@a?Q‘BHebf* jv r¢ﬁr hi'ga el SOYNIEL ure] A

description has been made of the constitution in which an encrypted key is
const i (cetatbras 13 inberay £ halual intwhichstraunicoesesthisvnadg eFerg, regvritnghltdas a

root: key, a. -node key, a leaf key; etc., and a : content: key,, an
aut herﬁéc‘é@gdrgntckﬁﬁve cf)ﬁé{ituﬁbﬁdi‘ﬁcwmcl'f%y cBfinter Rabed dnsteredein. dageruos t he
Like :"are ;encrypted along.wth an . ::. enabling key bl ock and

distributed, but a description will be nade hereinafter of the. =
~const iTEMYH- i h which ‘a ‘hiéfarchi'cal tree structure which defihnes a hode
key or. the I|ike is classified every category of deyices to e te _ )
- efficient kByrthemein Hep poasiéation ahovhishetha djtegrity ﬁ\ﬁﬁﬁfi%ﬂ}leaa%f’g c
distribution. FIG 23 shows one exanple of classification of cat egory of a

hi er arediitents istdBmos theustbrodein the Fae @8dimn rasotoritentsKtheointeguty icheddet on
the uppernost stage of the hierarchical tree structure, a node.key 2302 is

St age B (T N P eT 00 & seri es of node keys
oM o e e ol 8 S5 e85 4 B e 06 R onodes
.+ prevent.copies such as:a read only memory. or normal MO; there:is. the possibility ...
_that when the integrity check value (ICV) is-stored in the same medium, rewriting.. -
of the ICV is done by.an invalid user, failing to mairtain the safety: of ICV. In such
-a-case, there can.bé provided the:constitution in which ICV is stored in a safety.
medium on a host machine, and ICV is used for copy control (for example, check-in
/ check-out, move), to thereby enable safe management of ICV. and checking of .
falsification of contents.
The above constitution is shown in FIG. 22. In FIG. 22, contents are stored
in a medium 2201 which takes no measures for preventing copying such as read

only media or normal MO, and the integrity check values (ICV) in connection with

these contents are stored in a safe media 2202 on a host machine to which a user is




50 18 July 2005 as a category node 2304. That is, each of nodes on the M
stage is set as a device setting node of a specific cat egoary, theges and

| eaves | ower than the M+tl stage are 4aken as nodes and | 83v8Y h
-connection with devices contained in the category thereof with one node in

the M s4ageowed dot @R adkess R priledt idvaAl/ eOQFing\NEIMIeyintddrity dligckdeataek)] is
~ set to one node 2305 in the Mstage of FIG. -23, and nodes and | eaves

. id . th h de 2305 . - i d
b ! eddCVOHT: 21 ity Unesonicty 2y consRyfiofghs ResCbEg Mooy do Shimpteg nodes
t hose bel ow the. node 2305 are _defined as the gathering of n?ldes and
| eavesemphyanenteis magde rpige wopstitysionng which yehciig é‘%&iﬁﬁ B8R WhIE n%r%‘?‘i}a .

stick. Further, a stage at a | evel below several stages fromthe M stage

can be23El is Mdunted sxdrucas epesdudingef 2B edin 26X anPieor a sande wiiich is
[ Reproduci ng excl usive-use unit] 1s set. as a sub-category. node contai ned

0 the SaLEQRINIRL BELEUIEEKIISLIYCN 5o [HBEDING ThbfHcty o RgHOdUSMgS! 20es

bel ow a“cat egory. [nmenory stic ode 2305 a wn I n“the figure.
Further, a,nade 2307qf.a tel ephone w.th.a nmusic.repr LN unction = .
cont ai OO IR ST IRY i Fop L poRIBH et AR A Ry blT 8 BERLEhiedy "hel ow the
‘node 2306 of the reproduci ng exclusive-use unit as a sub-category node, and
“a [PHS] ‘nolfeategory elnssificatien phphieraschipaloieg stiwedared309 contai ned in the
category of the telephone with a nusic reproducing function can be set
‘ther ebel ow. ARtgsichiptiontias beehagade ofitish sorstitatien di idkclcan energatedksy isnly at -
- the kind of devices, but also at nodes nanaged i ndependently, for exanple,

e SR a Y A O BN i i OGS U 330 oy 00 o
~ +. -node key, a leaf key, etc.,-and- a:content key,-an authentication key, an ICV -
- producing key or.a program eode, data:or the like'-are. encrypted along -with-an. .-
.enabling key biock and distributed, but a description will be made hereinatier of the .

" -constitution in which:a. hierarchical tree structure which defines a node key or'the .- -
like is classified every category of devices to execute efficient key renewing process, .
encrypted key distribution, and data distribution.

FIG. 23 shows one example of classification of category of a hierarchical
tree structure. In FIG. 23, a root key Kroot 2301 is set on the uppermost stage qf the
hierarchical tree structure, a node:key 2302 is set in the intermediate stage, and a
leaf key 2303 is set in the lowest stage.. Each device holds individual ieaf keys, and

“a series of node keys from a leaf key to a root key, and a root key.

Here, as one example, nodes from the uppermost stage to the M stage is set




processing unit, jurisdiction unit, or service providing unit (these wll
be generally called entity). For exanple, if one categor op hs set as a
gane machi ne XYZ excl usive-use top fdde sold by gane nacﬁ?ggyﬁgbgrs, a
~ node key and a leaf key in the |ower stage bel ow the top node can be

st or edsiancitegogpede@S0UNThaY s, salctl dfynodaken shé M stateets, schfaser dakiceh
distribution of encrypted contents,. or distribution of various keys, and

rene b7 P SHELAY R REOFCIERTATRIARahIf A1 stagdhreck
(EKB\)A@%%%S%O ﬁ?ﬁ?gggbﬁeﬁgge%%@%a%%a fgyse%el ow t he top node %ey; and
data that can be uti|ized nerely for the.devices below th p ., can be
- di slt?‘k%taéd!‘)deﬂ%eal?fi):lf?t"ie? Ui B‘i’ﬁ}tﬂfﬁoﬂew %5%‘&85 iCH“\‘mP%fﬁ] lﬁh%’%n%;{(}gg(grgl oW one
node as a top is set as an associated node of the category or
sub- c thegof ixdth deé¢ nndel in theeMetinge raladep, a content provider or the
~controlling one top node in the category stage or sub-category stage
i ndependentior dia@eplees cartgdnaPMengotyestidd QeldemdR)tisaenoslenaniode 2306 t o
distribute it toﬂgi%e devi (gfei;yaglgll ongi ng to@t hose b)e]lt ow t he top node, and key
- renewi.ng, ¢ eXE _ ' rmﬂf ff I . : dgXifRe Isongi ng .
- to théng]ﬁ%ﬁggpa%re ﬁfg"%cga\t%ggorl &Saaﬁ‘gﬁ%%{é%bgoﬂ‘g‘%"ﬁgé‘! gﬂ‘?ﬁﬂeﬁ]t%gp node. The
present invention has been descrihed in detail with ref.erence.t ,
speci Are Sehdd GAIRRATE CXElymiRFtse FPQ?% O IRAVES LOPEAINE, YREOWS QFV‘&? g iu%{h%r t ‘may
anend or replace the enbodinments within the scope not departing fromthe
subj ethe metrhery stick.t Reatps ethmse HehowrthearndeT?2305 ars definegpedbagalheyd®gt i on
" has been disclosed in the form52 18 July 2005 of illustration and shoul d

. nat  befigydek kiRl Ravedhissiaed it devideddifived hetlsubjtegory shithemanotyhe

present invention, reference should be made to the clains described herein

after ook,

- Further, a stage at a level below several stages from the-M stage can be set as:
-a. sub-catégory node 2306. For example, a node of [Reproducing exclusive-use hnit].; .
..=is set.as a-sub-category.node -contained in the category of the device using the -~ -
memory stick in a'node two stages below a category [memory stick] node 2305 as
shown in the figure. Further, a node 23070f a telephone With a music reproducing
- function containéd in the category of the reproducing exclusive-use unit below the .
- node 2306 of the reproducing exclusive-use unit as a sub-category node, and a
- [PHS] node 2308 and a [Portable telephone] node 2309 contained in the category of
the telephone with a music reproducing function can be set therebe]ow.
Further, the category and sub-categories can be set not only at the kind of

~ devices, but also at nodes managed independently, for example, makers, a conient




| ndustrial Applicability As described. above,. according, to the

~information processing systemand. nethod according to thﬁ glrte%?ﬁé }
invention, as a content key, an authéhtication key, a co ? 1 check val ue

producing key, a programdata or the like are transmtted with an enabling
key blnglideEKR) sdtfle@ne de¥pla0en kaytieolike, thitiisn abfsuitableesnds suchuase, . an
encry&?i on data distribution in which only valid devices can perform
decryption .can _he.real.i n i Lsttd QHit BRSRO® U BRNEddeyaliyan be.
suppr FSLEFSHES Yt Jurigdl&%@g%}fl Fg?tsgﬁgg%%?é%gﬁ entivcation pr ocrzgessi ngai n a
common key systemor a publi,c key systemis.jointly used in a og%;t'tution
for trcabedietitiy BotexamRle, byneaerteEoRyhRATS é%tsf’tgﬂs e MY I@Sﬁﬁ@%t chZeck

val ue producing key, a programdata or the like wth an enabling key bl ock
( EKB) d;szim'vamem;p yiptie dokbby anmalataahitiestiakbry, ampdeskest and arleal kepan
structure, safer data distribution can be achieved. A so, according to the

| nf or FRE 19R PSS LRI 18Y 16 oae Cafffich@sreaciaahdigage niachite X2 sekitby

invention, an Ifitegrity check value (1CV) of the content is stored in a

5" T AR 2 NN S AP onBe gyl g check

IS possible to prevent
fraudul ent 53 18 July 2005 distr,ibution, of. contents.. Further Iﬁﬁégéﬂing to

the i nfastawst Keys, sk senawal Brescssingndfengishkited RIgALFing 88 1P t

invention, as a hierarchical tree is classified by each category, and
nodes toek [(BXB) comdituteal bpmadedmywmabé?zafﬂgcy@dmlowaﬂ@gmwnaﬂ@kﬂ]Yi‘ ded to -
speci fic devices, the nmanager of each category can independently generate
an engpli NGrat ke DeoaklicEEBhedly Hhisthd Rdvecdst belvwletiectsp umdier cannbs ol .~
distributed. |
The constitution can be provided in which the node below one node as a':top
is set as an associated node of the category or sub-categories ,defined,t.,whereby o
makers, a content provider or the controlling one top node inthe categbry. -stage or
sub-category stage indcpéndently produces an enabling key blpck with the node as a
top to distribute it to the devices belonging to those below the top node, and key
| renewing can be executed without affecting at all on the devices belonging to the
" nodes of bthef categories not belonging to the top node.
The present invention has been described in detail with reference to the
specific embodiments. However, it is obvious that those skilled in art may amend or

'r.eplacc the embodiments within the scope not departing from the subject matter of

-the present invention. That is, the present invention has been disclosed in the form




“-devi ces as

- renewd

18 July 2005 54 Clains 1. An information processing system for

- distributing encrypted nessage data capable of being useqsgnfgmbg not | ess
t han one devi ce sel ected, said indivisdual device conprising: gncryption
processi ng neans for holding a different kKey set of a node key peculiar to

each nodAidratidt 8@ EHBLERInot MReidEpIetedr ﬁn%lhtti'helﬁ. Plourjatiging ohe disbjeet ent
eaves and a |l eaf key peculiar to each device and executing

I
decrypti rocess on.said.encr ARG ikedlevi ce
usi ng ualtdr REYBEGRERFEicT Helabi FERIAR AR 1 B g A e o
renewal node key into which at |east one of the node keys in a group
const i harepdalitgr. nodes and | eaves connected at subordinate of a top node
whi ch is one node of the hierarchical tree structure is renewed and an
enabl i ng key bl ock (EKB) into which said renewal node key is encrypted
with two or nore of a group consisting of a node key or a |eaf key in said

group, : .and distributing a message data encrypted w.th said
A

i nformation processi ng systemaccording to claim1l

I S AR R A (PO R RIS R

Koy obmatliacchrdngia HicopleaenlonvpHBORSES AGORYIN B4 oeb SR PHOR K 1
wherein said nessage data is a content key that can be used as a
decr yps bentekevhéek valeeprotintigg keynbgrdgam data or the like are transmitted with
: an enabling key block (EKB) in an encryption key constitution of a.tree structure, - -
an encryption data distribution in which only valid devices can perform decryption -
can be realized, and the distributing message quantity can be.suppresséd as small-as " -~
- possible. ..
Also, if authentication'proce.ssing in a common key system:or:a publickey - - -
-system is jointly used in a constitution for transmitting a content key, an
authentication key, a content check value producing key, a program data or the like
with an enabling key block (EKB) using an encrypted key and data distributing
-system of a tree structure, safer data distribution can be achieved.
Also, according to the information processing system and method according, -
to the present invention, an integrity check value (ICV) of the content is stored in‘a

‘recording medium having stored contents or another media to enable to check

falsification of contents or copying. Thus, it is possible to prevent fraudulent




18 July 2005 55 4. The information processing systemaccording to claim1l
wherein said nessage data is an authentication key used i1%fu§r92005 :
aut henti cati on processing. 5. The infs8rmati on processi ng system accordi ng
to claim1l wherein said nessage data is a key for generating an integrity
check yalisutid c@ftehfze content. 6. The information processing system
according to claim1l wherein said nessage data is a programcode. 7. The

Jinformation.propcessing system.aaccordi : L, \g\ghﬁr i 888 dmdiBSPage
dat a di stri]S&t Ao ﬁﬁ%{%@‘é s{%ritggt Zéﬁgglggbgni%ﬁ% y S ock (EKB) and an
encrypted data conprising a content key usable as a decryption.key for
decr ypacaugding: 40 dbe spicgehte SREGEI0Na13S an}é!leéfﬁcglrf@?)}b‘ieedls (fé%lr‘t%éﬁ?&] bé’n%?%t ed by
said content key. 8. The information processing systemaccording to claim1l
wher ei gateabe), disaades dad dealicst nndart a igp meatesmamdgedity dech cetagespddei vel y
have an aut hentication processing neans for executing authentication

procesaififd 29dsyREhE! Fovficld Siifd Rtk 0bf il BRegane dial dndependofiy ed on
I't1ron at aut

t he conh enti'cati on processi ng between said nessage data

b ocesarHyaAT erbiEokeN Aipekd Ty abd St pRet IR gk ERs pide O PR O

intermedi ate devi ce between said nessage data distributing neans and said
devi ce, and wherein sai'd nessage data distributing neans generates and
di stributing an 18 July 2005 :




56 enabling key bl ock (EKB) and.an.encrypted nessage data taf . CR05b0e
decrypted only in target devices targeted for distributing sai"d nessage
data. 10. The information processing systemaccording to claim11 wherein
said hierarchy tree structure inclsydes a category group constituted as a . .
group, with one node as a top node, containing nodes and | eaves connected
at subordinate of said top node; wherein said category group is
constructed as a set of devices téﬁﬁnﬁmﬂong to a category defined solely
by a kind of a device, a kind of a service or a kind of a nmanagi ng nmeans.

11. The ipfaorpati on processi ng syste cording to claim210 wherejn said
cat dgory ARIDPIIAHLPIOGSP IS SRR (o TR SRTIRbeY TSSEBL AT ¢ ho
| ower stage of said hiefarch{ tree structure; wherein said sub-category
gr oujapiablecohbeingarsed oady & pet less thamome devige selsictaty to a category defi ned
solely by a kind of a device, a kind of a service, a kind of a managing

-means. 1Zaidihdivideahdévies cgﬁgﬁﬁﬁﬁg;ng nmet hod for distributing froma nessage
data distributing neans encrypted nessage data capabl e of being used only

L | RS RS Bl GPISHGOTTEIR K WIGRIGER e
R T M M N NI S
Str udcetvlfcr:ees erlLs8 lé]al:fle)s/ a%?loaS lea§f7key peculiar to each device and executing decrypting
process on said encrypted message data distributed to a device using said key set;
wherein a message data distributing means generates a renewal node key into
which at least one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree
- structure is renewed and an enabling key block (EKB) into which said renewal
node key is encrypted with two or more of a group consisting of a node key or a
leaf key in said group, and generating and distributing a message data encrypted
with said renewal node key.
2. The information processing system according to claim 1 wherein said
encryption processing means in said device obtains said renewal node key by the
précessing of said enabling key block (EKB) and executing decrypting of said
- encrypted message data by the renewal node key obtained.
3. The information processing system according to claim 1 wherein said

message data is a content key that can be used as a decryption key for decrypting

content data.




having..a plurality of different devices as |eaves is renewe hlqﬂwgn
enabling key block (EKB) into which said renewal node key is é%crypted
with two or nore of a group consisting of a node key or a |eaf key in said
group, and generating and distribu%ﬁng a nessage data encrypted by said
renewal node key; and a decrypting processing step of executing decrypting
processing on said encrypted nmessage data by using a key set in each
device holding said different key set of a node key peculiar to each node

in spi d NTRE anHiBAioh " SR cekEing! WheANdcBotdinl KPXIMpsUl Ivwheledn €3Gh _
device. 13. The information processi ng nmethod according to claim 12 wherein

b ?L%?S"%%% iﬁ% 5@@%@%&%@&5ﬁs%@?ié&e@ﬁs#@%@ RERERSIPEL gﬁéﬁi {‘ngkeyf
| EKB) : | . . i na. :

the. Bncr y LhednHEEBAREN MERGEBYLs &Y T ACRAFIHIAILD LI 14 WhETEIn RISk hat { on
processi ng nmet hod according to claim 12 wherein said nessage data is a

contmnssageydatasabkey or gerenating sl intsgrtydeheokpvalua (KeY) bbthaleantent i ng t he
content data. 15. The information processing nethod according to claim 12

~whergi n sphg ifEGEASEonHot ek SimNs ptehe AbE 6Adin@tokedaiks dvhBrdifssaid

authentication processing. 16. "The information processing method accordi ng
2 OB SRRl eseos, C3ia 15,3 Koy ol generating an | nicarity
._ acc .di ngl,)%o .cLaim tjiz V\,hrer ei nilisai d t%a?n Jtélcyr i%05t . claim ?BWrﬂ%%gﬁlgseai ata is a
pr ogh-am cbe information processing sys according to
message data distributing means distributes said enabling key block (EKB) and
an encrypted data comprising a content key usable as a decryption key for
decrypting data as said message data and an encrypted content, encrypted by
said content key.
8.  The information processing system according to claim ! wherein said
- message data distlibuting means and said device respectively have an authentication
processing means for executing authentication processing, and
- wherein a distribution of said message data is performed on the condition
- that authentication processing between said message data distributing means and .
said device has been completed.
9. The information processing system according to claim 1 wherein there
exists a different intermediate device between said message data distributing

means and said device, and

- - wherein said message data distributing means generates and distributing an -




18. The.information processing nethod. according to clain112”ﬁﬂ Eﬁbﬁ said
nmessage data distributing nmeans distributes said enabling key BlI'6Ck ( EKB)
and an encrypted data conprising a content key usable as a decryption key
for decrypting content data as sagg nessage data and an encrypted content
encrypted by said content key. 197 "The informati on processing nethod
according to claim 12 wherein said nessage data distributing neans and
sai d device respectively have an authentication processing neans for

X e Citiablh A PBISCIC LK) RIPER BhCPebicANciicedathel shk bBURPpR sai d

message ddta s per d on the condition hat aut henticati processi ng

bet -S| L StT] L id device has been

comay i T ESPREF bRl s bng AR RlesRBte 488 cing (o ciai m 12
wherein there _exists a different internedi ate device hetween, sai d_nessage
dat d0i stFhoapforgnadanprosessung sysiem aeCorhmane Ciaim savdierein 4k dat a

di stributing neans generates and distributes an enabling key block (EKB)
and Herazoky yigeatnotscame lutidsea titgpooapraug denstytmtedias argrpupnwatht enget
device targeted for distributing said nessage data. 21. An information

r eCoilieNgh A6 kﬁ@i’d@?&bﬂﬁiﬁﬁiﬁr §6dd B E1envel icdnnebfid AsubbripNRvr sagle key

into which at” | east one of the node keys in a group constituted by nodes
and hﬁ?ﬁﬁg_connected at subordinate of the top node which is 18 July 2005
59 (% & of the hierarchical tree structure having a plurality of
different devices as |eaves is renewed and an enabli.n ey bl ock (EKB
into whi cRReSIR SAg RAlBEOZROUD 1S constructe% as a set of’jl c?ev1cgs Il;(ha¥ beiong to( )

a category defined solely by a kind of a device, a kind of a service or a kind of a
managing means.

11. The information processing system according to claim 10 wherein said
category group further includes one or more sub-category groups in the lower stage
of said hierarchy tree structure;

wherein said sub;category group is constructed as a set 6f groups that belong
to a category defined solely by a kind of a device, a kind of a service, a kind of a
managing means.

.12, An information processing method for distributing from a message data
distributing means encrypted message data cépable of being used only in not less
than one device selected, comprising:

a message data distributing step of generating a renewal node key into which
at least one of the node keys in a group constituted by nodes and leaves connected

at subordinate of a top node which is one node of the hierarchical tree structure




key is encrypted by two or nore of a group consisting of a node key or a

| eaf key in said-group; and a nmessage data encrypted by said renewal node
key. 22. The information recording nmedi um according to clai qgw%rfl n
said nessage data is a content key used for decrypting contents, and
wherein said informati on recordi ng nedi um stores an encrypted content
encrypted by said renewal node key. 2% The i nformation recordi ng nedi um
according to claim22 wherein said i ?ormati on recordi ng nmedi um stores
correspondence. data for relating a content wth an enabling key bl ock
(EKB) us#yiHeof PHB@&Vrﬂfrféffareefo VaSTE RdGaved it EdisHi Myl an gnabling keyrhlesk . 24,
The information recordi ng nedi um according. to claim?21 wherein said

i nf or mat (E&B)r itw rvdhiely satd dicoewalt endeskeinis anappted ywidhéek oyanere ¢fi ©\groupt
contents. 25. A program providing nediumfor providing a conputer program
for exemusistig cfeatodpkengr pleafieydn edid groop,ypt genaingend ddaibatinga messaggput er
system said conputer programconprising: a renewal node key obtaining

step of @ki@cRipRE b3 shiREHMVal AdRekAUdbY decrypting process of an enabling
key block (EKB) into which said renewal node key into which at |east one

o 1S, nod SEREL B TR BB GATS il Yt S Dl BBl PSS
200 R N BN R o VRl STl B8 e
key or ?noldg ?(];y ll()gguliiap toaeach node in said hierarchical tree structure and a leaf key peculiar to
each device.
13. The information processing method according to claim 12 wherein said;
decrypting processing step includes a renewal node key obtaining step of obtaining said
- renewal node key by processing of the enabling key block (EKB); and
a message data decrypting step for executing decryption of the encryﬁted message
data by said renewal node key.
14.  The information processing method according to claim 12 wherein said message
. data is a content key capable of being used as a decryption key for decrypting the content
data.
| 15. - The information processing method according to claim 12 wherein said message
data is an authentication key used in the authentication processing.
16.  The information processing method according to claim 12 wherein said message

data is a key of generating an integrity check value (ICV) of contents.

17.  The information processing method according to claim 12 wherein said




.group -on.a renewal node key; a.step of..executing decryptingl§ﬁﬁfﬁﬁ§“by sai d.
Tenewal node key to obtain a content key used as a decryption key for said
encrypted content; and a step of executing decryption of said encrypted
content by said content key. 26. Ag information processing nmethod for

di stributing encrypted nessage, data capable of being used only in not

| ess than one device selected, conprising the steps of: generating a
renewal node key into which at |east, one of the node keys in a group
conghegsagedatayis aqguegraamdodi@aves connect ed at subordinate of a top node
which 1is one node of the hierarchical tree structure having a plurality of

di f feg entThHeMhf@natish [pPay&si i mé&hsdesecorifhgdo eflath| 1B Yh¥reddh OsHd ( EKB)
into which said renewal node key is encryptéd by two or nore of a group

reoangiiaad Bl BRAUAAREinCalfunt Rid il SEP SRopE PG EI R "D

devices. 27.. The information processi met hqd accordi ng.to. claim26
wherICRY R At couRISing e.cqnibH ke bealiejas,a 3&%@@@@ forrdei¥Blngs a
decryption key for decrypting the content data. 28. The information

pr ocsdéntgdatat ho daut aoestagy data cdral an2énavyptasl conting envegpliedebyataadi s an
aut hentication key used in the authentication processing. 29. The

| nf Qyoméntdeeypr ocessi ng met hod according to claim26 wherein said 18 July
2005 61 nessage data is a key of generating an integrity check value (I1CV)

of CQNtenfe information processing method according to claim 12 wherein said

message data distributing means and said device respectively have an authentication
processing means for executing authentication processing, and
. wherein a distribution of said message data is performed on the condition
 that authentication processing between said message data distributing means and
said device has been completed.
20. The information pfocessing method according to claim 12 wherein there
exists a different intermediate device between said message data distributing means
and said device, and
-wherein said message data distributing means generates and distributes an
enabling key block (EKB) and an encrypted message data that can be decrypted
only in a target device targeted for distributing said message data.
21. An information recording medium having stored therein data, storing:
a renewal node key into which at least one of the node keys in a group

constituted by nodes and leaves connected at subordinate of the top node which is




30. The information processing -nmethod according to claim 26;30gs&jgd said -
enabling key block (EKB) and an encrypted data is distributed, said
encrypted data conprising a content key usable as a decryption key for
decrypting content data as said negsage data and an encrypted content
encrypted with said content key. 31. An information processing nethod
conprising: a renewal node key obtaining step of obtaining a renewal node

key r | : ' | i | i ch
sar e REEPY b Bee-RRAREANRPlor: FRame X Bl bR BB REP NS R AT o
constituted by nodes,and a, .| eagf connec Q a subqrdi.nate of  .a top node
Wbt ey S Besneati §10 AnePHRGHisablock: KB M W h 64 FGNEW3l BeEfi ty of
different devices as leaves is renewed is encrypted with two or nore of a
gr odgexcisraticsypied byf twio podeoreaf aogroap earfsisting ofa saded keyraruplead kegrinent key
obtaining step of executing decryption process with said renewal node key

to offidichowp;eadt ent key used as a decryption key for said encrypted
content: and an executi ng step of executing decrypting of said encrypted

o ocessi s F8 SREhath by A Kbl sds Kidsaage data capabl e of being
used.only in, not |less than, one device selected, sajd individuyal device
coné%si nbhe éﬁ&wﬁ% rpeQyding igdvea acoosdingo feli¢laina 41 rwherein ¢ set of
a node key peculiar to each node in a hierarchical tree structure with a
pl urrakssageatatalisf 4 eortent key used for decrypting contents, and
wherein said information recording medium stores an encrypted content
encrypted by said renewal node key.
23.  The information recording medium according to claim 22 wherein said
- - information recording medium, stores correspondence. data for relating a content

with an enabling key block (EKB) used for obtaining a content key corresponding

to said content.

24. The information recording medium according to claim 21 wherein said

information recording medium stores an integrity check value (ICV) of contents.

- 25.- A program providing medium for providing a computer program for
executing decrypting process of encrypted content data on a computer system, said
computer program comprising:

a renewal node key obtaining step of obtaining a renewal node key by
decrypting process of an enabling key block (EKB) into which said renewal node

- key into which at least one of the node keys in a group constituted by nodes and a

.leaf connected at subordinate of the top node which is one node of the hierarchical




devices as.leaves and a | eaf key peculiar to each device anﬁgﬁ&eﬁﬂ |ng
decrypting process on said encrypted nessage data distribu 102 devi ce
usi ng said key set; wherein a nessage data distributing nmeans generates a
renewal node key into which at le one of the node keys in a group
constituted by nodes and | eaves connected at subordinate of a top node
which is one node of the hierarchical tree structure is renewed and an

enabll key bl ock. (EKB enewal ode key is e pt e

it Basires 5 phirdliBo th SRR dhiiEas BPVE B it n s o
group and eneratlng and distributing a nessa e data encrypted wth said
r encSETY Pl§dew ytwq/vﬁremrﬁ@aa@rmsaag@saag@fcﬁ Bode kayioi leadkeyglingr at es an
encrypted nessage data encrypted by using said renewal node key and an
enabtrionp deey réevedd ngdelBy; cont ai ni ng one or nore renewal node keys
encrypted by using a leaf key or a node key that is not held by devices

other th &fﬁ) paaﬁe r ssage
dat a andaigg éﬁcﬁiﬁ% dd %@% esrsgéflgzgglqﬁhg‘zﬁgg?g?j%vtﬁg 1eI{:rgypts

sald encr ted ssage _dat.a ) sai d sel ect ed device
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storing resER Fexeneling dgeomblonsof spad gnenypiecthcoment Bxsaldgo eﬂb’@@’ key

peculiar to each node in a hierarchical tree structure with a plurality of
di f f26.entAndeforoestios ptarssiagandtirnd éaf disaybytegy bherypted evessagevdate, each
of said key sets being prescribed differently; and

capable of being used only in not less than one device selected, comprising the steps
of:
generating a renewal node key into which at least, one of the node keys in a
- group constituted by nodes and leaves connected at subordinate of a top node which
~is one node of the hierarchical tree structure having a plurality of different devices
. as leaves is renewed, and an enabling key block (EKB) into which said renewal
node key is encrypted by two or more of a group consisting of a node key or a leaf
key in said group; and
generating a message data encrypted with said renewal node key to distribute
it to devices.
27. The information processing method according to claim 26 wherein said
~message data is a content key capable of being used as a decryption key for
decrypting the content data.
28. The information processing method according to claim 26 wherein said
message data is an authentication key used in the authentication processing.

29. The information processing method according to claim 26 wherein said




encrypted processing neans for .decrypting an encrypted datalgﬁ%yﬂﬁgng,said
node key and said | eaf key stored in said key set storing nea or-a key

di stributed, wherein said encrypted processi ng nmeans wherein decryption of
a encrypted nessage data with a rengwal node key by decrypting a renewal
node key with which said nessage data is encrypted wwth a leaf, key or a
node key held in said key set storing neans is made on encrypted data

cont ai ni n nessage data, encrypted wt rene node key into which at
T ongnened i F Ao Reper et a b worhseR ULy ROARBeRIR | aaves
connected at subordinate of a top node which is one node of the
hi er30.chiTle inferenationuprocessirg meethoddacouddarg émadlhimg2 & ewhbiein ksaifEKB)
cont ai ning one or nore renewal node keys encrypted by using two or nore of

a  GrBPingdesy BIdcRIFKBRah@ah &ftypledddAL4e dh@dbhfed! shitl ARirypRldidy devices

ot her than said selected device.
comprising a content key usable as a decryption key for decrypting content data as

sald message data and an encrypted content encrypted with said content key.
31. An information processing method comprising:
a renewal node key obtaining step of obtaining a renewal node key by
decrypting processing of an enabling key block (EKB) into which said renewal node
+ key into which at least one of the node keys in a group constituted by nodes and a
- leaf connected .to a subordinate of a top node which is one node of a hierarchical
" tree structure having a plurality of different devices as leaves is renewed is
encrypted with two or more of a group consisting of a node key or a leaf key in said
group;

‘a content key obtaining step of executing decryption process with said
renewal node key to obtain a content key used as a decryption key for said
encrypted content; and

an executing step of executing decrypting of said encrypted content by said

content key.
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32.  An information processing system for distributing encrypted message data
capable of being used only in, not less than one device selected,
said individual device comprising:

encryption processing means for holding a different key set of a node key
peculiar to each node in a hierarchical tree structure with a plurality of different
devices as leaves and a leaf key peculiar to each device and executing decrypting
process on said encrypted message data distributed to a device using said key set;

wherein a message data distributing means generates a renewal node key
Jinto which at least one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree
structure is renewed and an enabling key block (EKB) into which said renewal
node key is encrypted with two or more of a group consisting of a node key or a
leaf key in said group land generating and distributing a message data encrypted
with said renewal node key,

wherein said message data distributing means generates an encrypted
message data encrypted by using said renewal node key and an enabling key block
(EKB) containing one or more renewal node keys encrypted by using a leaf key or
a node key that is not held by devices other than said selected device, and
distributes said encrypted message data and said enabling key block,

wherein said selected device decrypts said encrypted message data with
said key set held by said selected device only and said enabling key block into an

original message data.
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33. An information processing apparatus comprising;:

key set storing means for holding one of the different key sets of a node key
peculiar to each node in a hierarchical tree structure with a plurality of different
devices as leaves and a leaf key peculiar to-each device, each of said key sets being

prescribed differently; and

encrypted processing means for decrypting an encrypted data, by using said
node key and said leaf key stored in said key set storing means or a key distributed,

wherein said encrypted processing means wherein decryption of a encrypted
message data with a renewal node key by decrypting a renewal node key with which
said message data is ehcrypted with a leaf, key or a node key held in said key set
storing means is made on encrypted data containing a message data, encrypted with
a renewal node key into which at least one of the node keys in a group constituted
by nodes and leaves connected at subordinate of a top node which is one node of
the hierarchical tree structure is renewed and an enabling key block (EKB)
containing one or more renewal node keys encrypted by using two or more of a
group consisting of a leaf key or a node key that is not held by devices other than

said selected device.




