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access a_ network having at least a hub site and a plurality of provider
si tlds. waeh seayicescangragplicafions continue to grow in number and popularity.

Identifying ways of converging these two apparently disparate technologies to
create a product that provides mobility, simplicity, accuracy, convenience and efficiency
to web applications and services would enable companies to reduce costs (by replacing
formerly manual tasks with bar coding technology), increase revenue (by offering

20  barcode-enabled advertising alternatives that allow consumers to learn about products,
prices, store locations etc.), increase productivity (by automating sales force tasks such as
product ordering), and improve customer loyalty (by offering barcode related value-added

services to customers).

25 SUMMARY OF THE INVENTION

The present invention provides systems and methods related to the convergence
of bar code and other coding technologies and web-based applications and services,
thereby fulfilling a need present in the prior art.

In particular, the present invention is directed to a system and method for storing

30  and selectively sharing end-user information. A plurality of end-users remotely access a

network having at least a hub site and a plurality of provider sites. A user-record
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1 WD 02/ 43305 PCT/USO01/ 44101 corresponding to each end-user is stored in a
profil e database associated with the hub site. Each user-record includes
public i MWoeprm3ddn that the end-user subnmits to the hub sPC€EUSNd41GIhat t he
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with any o e providers wt perm ssion of the end-user; ang a
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| dent i f foggciotnho tl?enlgrbgi%%{ ont qutnréfewor} <ta1\%) Etsks'ociated with the received code information
20  isretrieved from a profile database associated with the hub site. The network address
information is used to direct the end-user to the location of the associated provider on the
network. The profile database includes a user-record corresponding to each end-user.
Each user-record includes public information that the end-user submits to the hub site and
that the end-user expects will be shared with one or more of the providers without
25  permission of the end-user; private information that the end-user submits to the hub site
and that the end-user expects will not be shared with any of the providers without
permission of the end-user; and a noﬁ-extemally identifying symbol associated with the
user-record that identifies the end-user on the network.
Moreover, the present invention is directed to a method and system for

30 transmitting information representative of scanned machine-readable codes between

network sites. Information associated with one or more scans of machine-readable codes
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database associated with the hub site. The network address information is used to direct
the end-user to the location on the network of the associated provider. User a;nnotated

20  code information is received from the end-user at the hub site. The user annotated code
information is stored at the hub site.

Finally, the present invention is directed to a method and system for directing an
end-user to a network location using information corresponding to a provider associated
with the end-user. A database with a plurality of records, each of which is associated with

25  adifferent machine-readable code, is provided. One or more of the records has a plurality
of different network addresses associated therewith, the different network addresses being
associated with different providers. Scan information associated with one or more scans
of machine-readable codes made by the end-user with a remote scanning device is
received at a network site, the end-user being associated with one of the different

30 providers. Inresponse to the scan information, records associated with the machine-

readable codes scanned by the end-user are retrieved from the database. At least one



of different network addresses associated therewth, the different network
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15 In the drawings:
Figure 1A illustrates a preferred embodiment of a system for carrying out the
methods of the present invention.
Figure 1B illustrates a preferred embodiment of a portion of an administrative
architecture of the present invention.
20 Figure 2A illustrates a preferred embodiment of a system for carrying out the
methods of the present invention.
Figure 2B illustrates a fragment of a code catalog database which may be used in
accordance with a preferred embodiment of the present invention.
Figure 3 illustrates a structure for end user profile information associated with an
25  end user identifier that may be used in connection with a preferred embodiment of the
present invention.
Figures 4A and 4B illustrate exemplary user interfaces that may be employed by
an end user in accordance with a preferred embodiment of the present invention.
Figure 4C illustrates a structure for maintaining end user code list folders and
30  associated information in accordance with a preferred embodiment of the present

invention.



Figure 3 illustrates a structure for end user profile information
associated with an 25 end user identifier that may be used in connection
wi th a pvederuasds enbodi ment of the present invention. Fipor@sosailand 4B
illustrate exenplary user interfaces that nmay be enployed by an end user
in accordance with a preferred enbodi nent of the present invention. Figure
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storing ; tl.vely sharing end-user information in accordance with a
pr ef err@g&gnn%%%%t of the present invention. Figure 9 is a flow chart
illddtrating &igmetlatudtmtesiageeteiréd émbodifnont efie edmuhetrmapbdbsellas atirpn on a
network of ~a provjder in accordance with a preferred enbodi nent of the
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15 location on a network of a provider in accordance with a preferred embodiment of the

present invention.

Figure 10 is a flow chart illustrating a method for identifying, for an end user, a
location on a network of a provider and for preserving user-annotated code information in
accordance with a preferred embodiment of the present invention.

20 Figure 11 is a flow chart illustrating a method for transmitting information
representative of scanned machine-readable codes between sites in accordance with a
preferred embodiment of the present invention.

Figure 12 is a flow chart illustrating a method for directing an end-user to a
network location using information corresponding to a provider associated with the end-

25  user in accordance with a preferred embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Reference will now be made in detail to the preferred embodiments of the present
invention, examples of which are illustrated in the accompanying drawings. Wherever
30  possible, the same reference numbers will be used throughout the drawings to refer to the

same or like parts.



representative of scanned machi ne-readabl e codes between sites in
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and providers 600 to interact with platform 100. End users 500 nmay use a

vari etyP&‘ft oginfl08r ent types of devices or acquisition 15 technologies to

obtai n codes 3d CATBHPLASS, SYEuG ARGy RIRL LORMIANA GrapLayl ders 600

For exanpl e, end users may con ac one 5 and

i Nnpus tIn@hnalogﬁstd)gbt@ih&bﬂ@gandrcoﬁmyurﬁqwéuch hadesadpfatfonhdoomepfwmweet. Thi s
i nput |s transmtted thoug voi ce gateway 2005 to Internet 50 and then to
a voi ce p%sg‘érr@‘ém@?‘ﬁ tan%pseﬁ?, 210G yayra rg@_pt@ fatfggm 100 by telephone 5 and input the

codes by dialing or may speak the codes into the handset. This input is transmitted though
voice gateway 2005 to Internet 50 and then to a voice response unit at platform 100 or at
providers 600. End users 500 may also use a personal digital assistant 10 and transmit

20 codes through wireless application protocol gateway 2010, to Internet 50, and then to
platform 100 or providers 600. Alternatively, the end users 500 may use a portable
wireless scanner, or a scanner tethered to end user client 15 to scan bar codes (e.g., public
codes including EAN, UPC and JAN) or private codes. These codes can then be
transmitted through the Internet 50 and uploaded to platform 100 by end user 500 using

25  end user client 15. Other means of obtaining code information and transmitting it to
platform 100 or providers 600 are known in the art and are within the scope of the present
invention. The particular device used by end user 500 dictates the functionality of system
1000 that will be enabled. As discussed in more detail below, the device and its identifier
govern aspects of access privileges and available functionality within system 1000.

30 End users 500, platform 100, and providers 600 may connect to each other
through a variety of different types of links to form a network 2000. For example, end



provi ders 600. End users 500 nmay al so use a personal digital assistant 10
and transmt 20 codes through wirel ess application protocol gateway 2010,
to I ntermwedo5@®B30and then to platform 100 or providers 60BCT/AReieun@ti vely,
the end users 500 may use a portable wreless scanner, or a scanner
tethered to end user client 15 to scan bar codes (e.g., public codes
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provider site 601 accessible via the Internet 50. Providers 600 are
or gani z & ihensomhamityfapplecstiens/serviced. ve i ncone from sel ling or making

available ite material s or.10 a ications that th deem t o .he of
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est abl i ah opérational account 1196 within platform 100. Each end user 500 present on the
network 2000 within system 1000 is sponsored by at least one access provider. Each
20  access provider “owns” each end user 500 it sponsors in that such access provider has the
sole authority to permanently discontinue the access of the end user 500 it sponsors to
network 2000. Similarly, an access provider may supply to end users 500, and thus own,
certain devices 20. On the other hand, a service provider may own particular types of
private codes 1098 upon which its services 1097 may operate. Its services 1097 may also
25  operate on public codes 1099. Services 1097 of the service provider may be enabled for
particular types of contexts 1180, or may be limited by these contexts 1180, as discussed
below in more detail with reference to Figure 2A. In the preferred embodiment, a single
organization may serve as both a service provider and an access provider.
At least one interface 400 is disposed between platform 100 and the remainder of

30  system 1000. Access to platform 100 is controlled through interfaces 400. In particular,

for example, interfaces 400 monitor and provide security of communications between



operational account 1195 within platform 100 (using code catal og conponent
109 shown in and discussed with reference to Figure 2A). Simlarly, a
servi ce pwovYdBsns may establish an operational account 11P6TARe4mo1pl atform
100. Each end user 500 present on the network 2000 within system 1000 is
sponsored by at |east one access provider. Each 20 access provider "owns"

each eﬂ?la%ﬁﬁ 100%nd theSRRAFEESof the §RBIM POET) 28668 38 cHIVRWI R triiRfmididiro SOl €
authority to permanently discontirue the access of the end user 500 it

sponsor gnd fomrdatfwrmk1 @D 0thus Snterfages 400 aanthacxtessal boundageof platformup@l.y to end

users 500, and.thus,o certain devices 20.. On th t her hand service
provi der may W%Z?‘tlﬁ@%ﬁa%s A e§p5‘?eferr cf?]?}ﬁ?cgmt?ﬂtd&c?uf@%mﬁbeo Whickh its .
Servi Ceﬁlejs‘i}%mnmoo%ﬁ%ﬁti@ﬁgh%esl&.GWﬂf‘&ﬁer&{b@?oB@t‘iﬁ]f%xﬁ@s 28 ap@enate on public
codes 1099. Services 1097 of the service provider nmaybe enabled for

par t¥ cubgvices/padicetionsdii0asnresent Sovices angeappheatiopsrptfengd mithimastent & xt s
1180, as. discuss bel ow., n mmre det ail ith reference to Fiagure 2A. In
Lol aPuPARHES E0h mREaBYias TalTRl S alesBls s ElchRlR ROt il il 27

servi ce6pu shoviei Fipehe@A MRS Shapbiiel @hficesAinchidaft grodtey sidppifeaeviddd) i s

di sposed between platform 100 and the renmai nder of 30 system 1000. Access
to pl at fed pyblsbingand sppies) mareeney sgrYiGos: Homgyes amoype phWshrti cul ar, for

ot ween™9 BEsBBRG 3 &SR RS S aotel sy Hpmo R bttt B s Ner "ot ¢ e
syst@m pfeéht imeentivh! Asslceibe@pievibatly wittaressrtidead Figure aAderdd wsersost f or m 100.

Thus, interfaces 400 are the external bo,undar% of .platform 100. Figure 2A
i |1 ust r BREESTWIN R VALY BF d5'asse @l Enprgampisate MGENAMNTG HOFLHSEt ai |, of the

system %g% fbﬂ"ﬁbrﬁ@y&é&ggb@o.lp" Wth reference to both Figures | A and 2A, 5

services I cat1ons represent services and applications offered
wi t hi n syst emOb8@d mduy imperfacesiédls whikkh @odidp tieevinems\byl wiech proeiddraud®r s 500.

Exenpl ary, servi ces/applications _ 650 sho in Figure 2A in de shoppi ng
servi codld ?ﬁfiﬂlﬁﬁﬁﬁf@lﬁ&e@w (B, BPHGio8 aRq fengilonal %afﬂa@‘m %)(xg“%nd cont ent
nmangagengiresl Ys SOAP-HIVGN BlopePRith KARE P%lo&‘@@sin@ EITHPGEIRpRt bEREPAD, 650
coul d be offered though system 1000 wi thin the scope of the 10 present

i nvent i onthe pecfametembetimente\Albingdriaceicells todhepletforn 160, F therefenedend users
500 | T SABLOY, S AL 0h doVLSES 200 CARSTINALEA! Sl RIIB) iy o and

receive
concern, encryption may be employed.

Platform 100 performs a number of services that are not identified with any

20  particular component. For example, platform 100 performs a rendering service 120 that
enables output of data to end user 500 regardiess of the class of device being used by end
user 500. This is accomplished by making adjustments to support specific protocols and
by making allowances for the physical display geometry and input mechanism of a
particular device, through rendering interface 410. Thus, for example, end users 500 will

25 = be able to receive output from system 1000 that is appropriate for the particular device
being used by end user 500 (i.e., PCs (large devices), web enabled phones (small devicés),
or PDAs (medium devices)). In the preferred embodiment, service providers are
responsible for supplying appropriate output for each class of device in order to take
advantage of the rendering services 120 of platform 100.

30 Session service 130 of platform 100 ensures continued user connection and

authentication within a single application sign on. End users 500 using system 1000



One or nore interfaces 400, which provide the means by which providers 600
and end users 500 may access the information and functionality of platform
100, arewvOomxppessed as SOAP-1i ke envel opes with XM. payPondSusi4sng HTTP
transport of TCP/IP, in the preferred enbodinent. Al interface calls to
the platform 100, in the preferred enbodinent, require credentials and
aut Nent Gk eRerob] Hlhark? sGASES olvlledilainBY @G Ynt! toizatbAIGRE rusenCr Pt i On
may be enployed. Platforni 100 perfornms a hunber of services that are not

i dent i f isesdionistivicaryp0d9pwarided do kbasurchaipibe experiefor ofsha mpd wser §0&isf or m 100
perforns Ii.rendgéi n]ﬁ servi gle; f1(128 thtgt enapl es output, of data to end user
500 r eg&PRASIOUS GYeSPRE SEVESS 3019ehRt RRPHATHE RSP OB SXIGHRE SEYE™ This i s
acconpl igshesirbn tﬂ@?laﬁgrrﬁ‘(ib@)'%ﬁ EE B BusePs LRRSstronR 666 T e BiREOTMss and by
maki ng al | owances Tor the phf/sycal di spl ay geonetry and i nput _nechani sm of
a paPbti oatametedeway cludertbe fhlovengiesarvies idaniahiqation; the end wayddentifer @eanpl e,

end users il 5 be able to receive out put from-syst. that is
appr opr iﬂ?ft @%\ﬁﬂeﬁcﬁge %%oﬁeuc%éarﬂ laeggl\iv)céessxggieﬁ ° gés{%((f 'ebylﬂ’gon ahglgrhjag%g (i.e.,
PCs (| anggfof@Mi00 @89 indivakeddnabhte GaghPaashd &i@hhl @eMtceX) wherdthe REAS (medi um
devices)). In the preferred enbodi nent, service providers are _responsible

for suppétyinsdo Bsmlafrmat09)cutqsnal erke datatie. dnfasmatian Be ereenal pervica PVt o take
advant a S %lctagﬁ i%x%élﬂ? RoSme ?fa #oﬁﬁ% 06%9168 fthepénﬁtufsgl{ Mé)to JﬁQ e glﬁlﬁf on service
a ontin au

130 of p orm ensures ued user connection an entication
Wt hONn 8e9ice®l5e); apiekeicatdddatedivith adist offvodedj atinse SAOpmidgdigyss tlewis 1000 8 WO
02/ 43305 PCT/ US01/ 44101 navi gate across disparate systens owned and run by
di f f er esPPHigd Rpsediondhe valHes ofithe oregodgRaryRetstsr vi ce 130 is provided to

that t j h i . i
ensure tha tf%ﬁ?lelrdoeaﬁ's;anahd%s th B ggeg%?dfe?%ﬁent?@é}bﬁﬂ AUSrviceasd!l on

i
service 130 defines the paranetérs p o0 extermnal services 650
t o/ f r omDeegyplibatéroicm110allaws deviensheoierdetyptipasSasics muhothaeapplicitiva ot her .
|l owi ng: service identifjcation; the

These 5 par.aneter i ncl.ude the i
end us e LT e Smbog aerd s eiBEE B BRI a0)
sesgson LG Sakdcidns@ould BY QERE 9By bhabr kbR ofﬁh@h{o‘i}fd’&slm, hseritigi cat ed

if wants back fromthe external service 650 when the user returns to the
pl at f or fypidformePer nal echo data (i.e., information the external service

? got hgaint 2?:,];1? Eu?cﬂti(i)r& to Yo tsgss{ogfl?{gnag?ngpalnatd];grryg%ic}g Qerwggsnpetr ormed gy user returns
platform 100, platform 100 is comprised of a number of different components, in the
preferred embodiment. Each component stores particular information and has certain

20  functionality. The functionality supported by the components of platform 100 can be
grouped into four main categories, in the preferred embodiment: (1) processing of scans
or other code inputs, which includes authenticating codes, devices, and users; uploading,
retrieving and encrypting/ decrypting codes; and mapping codes to services/applications;
(2) managing code lists, which includes adding, removing and editing codes; and copying,

25  cutting, pasting, and clearing lists of codes; (3) administrating codes and associated
services/applications, which includes buying and retiring codes; and restricting/gaining
access to codes; and (4) monitoring events and usage, which includes monitoring event
mechanisms and accessing scan/code input histories for each user and each device.

Providers 600 and end users 500 may access and use the components of platform

30 100 via a hub site 101, maintained on the Internet by platform 100, using graphical user
interfaces (“GUIs”) 200. For example, end user GUI 210 1s a generic interface through



10 service 650); a ticket associated with a |ist of codes; a tinme stanp;
and a digest that is conputed based on the values of the foregoing

par anmet envg0 04303 orm 100 al so i ncludes, in the preferred pabhodwEM,
decryption service 140. Decryption service 140 all ows device-specific
decryption of codes and other application data if required. In other
enmbodi NevHish efd didess JW0eEENAccERVE e iaformbtieh SeSHhenalignd®latigmartd. Ih
decryption functions could be carried out by one or nore_of the providers
600, r atpae cmbadimengs, feantdaser @9b21G may daicustomized fanpartiedaipsoviderander i ng
and decrypt i ] f f aok! 00 is

compri soq0oft e EErEe arRGlinBhe B Ber BBl BLifolclt 1l R Brdhe )

enmbodi mevinpofmath 08 .cveRedat cahporeat PEB, kapelcampondd 1l 0Bitscamcahd chmpoweit t ai n 20
functionality. The functional ity supported by the conponents of platform
100 éan '0é anérdaeﬂe-w qomp@nfr&dPSﬁ%yrbecaa@%s@emh&l,ghieﬁdﬂlﬁ%Cg tH}red enbodi nent :
(1) processin f & i J I RSt

aut henti cati néC@ga@a@ﬁQ%&?{%%&%?gQﬁ?%%ﬂfbﬁ% (r)saé(fﬂ@ntgtéeﬂ e% rieving and

encr ypt isexyfcediapplyqatipngs 0o ekpssteraand isvap privaje codsscrbate ard wdic esdedzd (egat | ons;

(ol Cop g S3% et B pss il el GRSt S CRE 1 B g1) 0 %
admi ni sAldg LHAdesT BABAHARALRIRA! HICRLABREAAS La0Res WikiPR | nol udes

buying and retiring codes; and restricting/gaining access to codes; and
(4) 1ooniloaald-sppcHicahsmaya doplay dgeguagdh iaot oirtput deves dremic] 6s.g.nsmall émt

hani ) i / i t histori h d h
Hovi oo, SmhiiheRE SEBGen OGRn i 25 bR er e e B G R TRE. (R oo et &
of pl at fo@faiBg ARnpkABni0d, dirdety ShinBorddht 105BhAbAIAEEbAForche] dingy BEt by

G | f ?g )

platform 100, using graphical user interfaces QU 's") 200. For exanple,
end userc@speddiocads naanggerds k23 (hirethe peefenred ernbgdidentd 02/ 43305

PCT/ USO1/ 44101, whi.ch end 0 in access.to the i.nfornmation _and
functional ity ArcRhaRERR CBE25 AR MeAEEaT St ifioh PR R 1
may 1be Gis pravideel 600r IR eetpréfdirad ebodinar, Hillif® CompshehhBODIMET BE B&@ssed

enbodi nent, end user context conponent 104, code profile conponent 108,
event / all@opgk asposnienenagenGUL23%e conponent 106, scan cache conponent 5 107
and directory J -g@ﬁ IO d 0. Code
manager GUI 2 %ggﬁgggkgé%%m y 8?%3@%@?@“3 %‘?%ﬂgg?e%g‘%% gﬁﬁ#kﬂ%;

platform 100 in a preferred embodiment of the present invention. Additional or less

information and/or functionality may be included in the components described below in
20  other embodiments within the scope of the present invention.

Billing component 102 of platform 100 facilitates invoicing and payment
processing. Event/alert component 103 allows for storage of application and business
events that should be actively managed to ensure the integrity of data stores and business
flows. In particular, this component tracks end user 500 behaviors and provides the

25  mechanism to initiate proactive actions based on the profile of the end user 500. For
example, event/alert component 103 may identify potentially fraudulent behavior on
behalf of an end-user 500 within system 1000 and proactively intervene. Usage
component 106 is used to track usage of system 1000 by end users 500.

End user context component 104 manages communication between platform 100

30 and end users 500 as well as communication between platform 100 and providers 600.

End user context component 104 serves as a container for current activities and associated

10



services/applications 650; register and issue private codes; create and
edit code lists (e.g., a list of codes and their associated data, such as
descri pt ivome2/4338®8d to link the codes to particular URLs PET/US01/44101
servi ces/applications 650); and assign context to services, such as 10
| ocal e-specific display, display | anguage, and output device channel (e.g.,
smal | f Qiistorffebpresenfihg e dalopsehetwescindinionp thidé ehtitdsss dhean@drhatiape f or PC
browser). Code.  catal og conmponent 109, . di rectorfy conponent 105, .and_billing
conponersutemed fngndyaser sentedcempayert bork inclidss the fellpwggeneral ¢aRgopeLelr r ed
enbodi Ao gﬁzﬁ?}%@ - ]g/yg £ he  Sel s Qf, iL@sh.0us
busi neggﬂrroe é&ﬁl@#g r|kps 6%%th’§%gs6@gg S %lggteéh t 2‘ Spg?re%rlec S?a’nbodi ment ,
bi I I i ng actepideranie. gl Oghymmentshincaceasdlapdeyr atighy dopo(oiiding federck @ithe230. The
followi ng describes the content and functionality of .each _.conponent of the
pl at Por ﬁgig@eriﬁqo;;}-wﬁ,aé{lg}ll,r%e@t aHe8 _aﬁJé?Ftn_ ‘iﬁ’fnlﬁfﬁﬁé b‘?‘g%cémthswgﬁtﬁggﬁ OURHdI t i onal
or less\xgﬂﬂrfeﬁﬁézﬁfo'tﬁgeﬁ@%]e?f; aﬁwgﬁt%%iﬁa%d ¥nd&d e} ssted in the conponents
e er enpodi

descri be ow I n 20 ot ments within the scope of the present
i nvention. Bi IDireutpry compmesnt 108 gontdinpprafileinfra@on at ¢nd wssrseX¥)Oiagwailici ng and

paynment racessi ng.. Event/.al.ert .conponent .103.al |l ows .f or .st orage of

appl i cataisgﬁ“&?ﬁ%%‘ﬁ%t]ﬁ@sg[%eél@@ﬁ? g‘f‘frﬁggog H@ﬁ’l”ﬂ"qﬁ‘ée til&s?%lnbm}pﬁhaged to ensure
the i nt e@driiikatdn Sah@dsdies, e ARk, BSASe sthic Piive o irﬁ@ﬁ%g,céﬂdar, this
conponent tracks end user ‘500 behavi ors and provides the 25 nechanismto

i ni tli0at ddgtidisetionef the a¢assspiovislevasseriatedwh e deviest (i-ehearvanens eVitB00. For

exanpl e, gvent/al.ert onent. 103 may. identify tentiall udul ent
behavi orle%ﬁem%gﬁ%lg eo#’%é rgﬁge_la Oé?la%%m\ci\ﬁﬁ%#W%§/§foé’%cﬁlﬁgﬁn%ﬁg(55§r oactively

I nter Ve%mg%@@@ﬁoﬁ@%@@@ﬂéndlﬁér 509 iHfoR@atién thabislassbengR] with syshem 1000 by
end users 500. End user context conponent 104 nmanages conmunicati on between

pl at f or rexteomrlly3deniying smbekofdhsem! ussr H), plsa seleapd irubireines aslabat ween

Cont ar nay o pRERYAGEERy PRAID S A8 58ty SORPBRA AR ST ves == @
PCT/18S0 Lsdbifddd with &irf by hére [Soasesnidiuags hive: ol thguend@UBgin samd anong t hese

entities. The information. contained in end user context conpognent 104
i ncl ude<SMIRAIMEIS. olipHg atgeindha Prefated Forhodunet. Toun gl cAsBOIG R ket i ng

i nf or mat ) AR O G AL GhA Bsek S5 S obifted withGRIBIUTD RI550 WrldR aldgFFL:

information includes public information 1051 that the end user 500 submits to the hub site

101 and expects will be shared with one or more of the providers 600 without the

20  permission of the end user 500. This public information 1051 may include, for example,
the common name of the end user 500 as well as their preferred language, locale, and
preferred path of contact. Public information 1051 may also include confidential digest
information which provides a reference to items of information that are confidential,
without disclosing the confidential items of information themselves.

25 Another category of information associated with the GUID 1055 and maintained
in directory component 105 is private information 1052 that the end user 500 submits to
the hub site 101 and expects will not be shared with any of the providers 600 without the
permission of the end user. Such private information 1052 may include, for example, the
first and last name of the end user 500, their address, telephone number, and marital

30 status. Yet another category of information is provider preference information 1053. Like

private information 1052, in the preferred embodiment, this information will not be
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action itens (e.g., payments due, certificate |apse); activity |og

(i ncluding feedback to the 5 end user 500 that a fulfillnment action has
been conWevrdsahd activities initiated by others wth repepest/4ooit he end
user); and activities initiated by the end user 500. Directory conponent
105 contains profile informati on of end users 500 as wel|l as device

i nf or mapicRiied thenyeisrovider 60U withedtipermideiyn btk ¥He utdrE 00 e Pr@tiddr pidference
identification of the device, the device type, device state (active_ or

i nact i vEyformatign 1653 Bekdes certain preieencenel @19%@@%5%@9?%86&%% Oefédedii th t he
device {] - e ' . 07 Fl ofile

i nfor maﬁ' Bﬁovlidﬁ% Pﬁ%é’]‘éﬂ—l ﬁ(%%lfp ;@2%1?Srrmgﬁ%agﬁgﬁ;ﬁ%&@%g@@ﬂ%}gﬁgrﬁﬂé@%e@gri ous types of

end usetodREtid ik Agtdcery dhoppink Sedrieabitdicédalwirgib t@certiin tygt of foalls yr
identiféin synbol of the end user 500, also referred to herein as a gl obal
uni v&r s arge Disfeseeriageoibes types ¢ffepgsoyln angthenpxapgle, s endperrRAL MY | east one

GUI D 1085 I: A I han one
QUi D, 1 R B B e R o e P e R Tk T our
gener al eicgt Pgoideeprefifrencieritfiformati srol058fof bhe pewitlen ssartot, 50 Ghapefariedt ed wit h t he

QU D 1055 e category of information includes public information 1051
that t h&mEp H{?%Fh?’nggwébl?Fhefgrqvééetr%e hub site 101 and expects wi |l be

shared with OPﬁ)v‘iHerW(ﬁmQ%aé&% RELQVIr{e5:5p 8040t Y63 hRte aohen?aﬁaﬁrzab%i on of
the end user 500. This public infornation 1051 may i1'nclude, for exanple,

t hel @ onreseribedhia rodredatilehdve)de peBedn avangy bf Awctitwsirelapng tedevactslaadguage,
| ocal e, and ferred path of contact. Pyblic ., nformation 1051 may al so
o udectberbuRt i padieBEbe Horic s PR RS SRR YE of ence to
itens ofnptblaon®t U&Acd Mddmakienconfi dential, w thout disclosing the
confidential itens of information thenselves. 25 Another category of

i nf ormati on aBstwiing aghinia Rigttee2 ASpliormsH)0zlee inelbdesayaléal comporing é89.or y

conpone 5is private inforyati.on 1052 that.the. end usernn.b ubmts to

Che hub e Corporhl ) et b8 FRhiR o B el s PO BB B ovi cr

60015M t RRuitatedfurcRBME c@bﬁﬂm&tes.thaumngmém 150 @Bm@ﬁisaéaéﬁ%ihlﬁlieﬁrpwﬁlbon 1052
n t

may include, for exanple, the first a | ast_ nanme of e end user 500,

their addrages reprssaiing fee pryFisaF Yelaeles pleandiusst 399, topathgs withdheiparseriapd
cat 00t X b AR REL B S BAEL PESLATSSend MRBLIE 0 s LK
Wi || nofinbeidl InfdEnidnd380 2sddcibiddSOith 4#I®UIID 1055 for each end user 500. The
financial information 1101 includes credit card numbers, payment vehicles, and billing
20  and delivery addresses. Financial information 1101 may also include access provider
identifications, which are associated with the particular end user 500 GUID 1055.
Financial information 1101 is, in the preferred embodiment, shared with providers 600
only upon receipt of authentication information from the provider and only if end user 500
provides permission to share such information. |
25 Returning again to Figure 2A, platform 100 includes scan cache component 107.
Scan cache component 107 is used to store lists of scans and other codes inputted by end
user 500. In particular, this component is a list-based history of the scanning/code
inputting activity of the end user 500. The scan cache component 107 supports the
functionality offered to end users 500 via the end user GUI 210. For example, end users

30 500 employing end user GUI 210 may access the functionality of scan cache component
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provided to any provider 600 without perm ssion of the end user 500.

Provi der preference information 1053 includes certain preferences of end
user 500 wWon2/emeh service 650 offered by provider 600. FpeT/®s@mai@, an end
user 500 may indicate in his preference in connection with a grocery

shoppi ng service that he is allergic to certain types of foods or 5 that

he pref ei0g t6 atahipulatolifie bf soapesAntnd 098 $00 hinyapidadend sxwaaplist ofacarsnd user
500 may indicate to a [l)row der, that he has particul ar areas of interest
(e.g., c6BkFashs capperest 197, Praudistsgray glsPpedelefed vpipe it edreROteAt or mati on 1053

of one provid ot her
provi ders. Pr g‘f/g%%s ﬁﬂggrghglé%@g%éﬁe@geeile%grgp ory co @&éﬂfﬁ%@@?%ﬁgg code
nmanager c2gfriase effplajdsreddoser GUIm)(De) ateémlsbaramnekomponmtiw ma variety of
functions relating to eV| ces g §go{wusers 500. rPﬂ{;lrtl cul a provider

600 can dGpYgEwe aB’Fe‘? |H§?§9Ph‘é‘f’?‘3%?no el user P4 BRYmt i on.
Ret ur m p’i&ﬂn@ Wb tﬁb&ggr%naﬁmgétew ﬁ{ el Qe @bﬁ?’hd ﬁkﬁéﬂé fed\Riih Bid gRpPonent

110. et” conponent 110 stores t f1nancl a e Information of end
users SC(EBUIE\IG cWithSefesanict td Biges Munmvmraglmbdlsh todders 63 .colidd alndthsmtbonent

vehi oF oogrs GO Go s game P haPer GitditHLIR noEUhed SLEt 6t FOPCPRD] on

credent '1§ll§tedWé&@lerdégﬁ'ffﬂaﬁ%réa@lff' qye aats aniM@ileqhe EQMRRRSRANnLEQcont ai ns
financial information 1101 associated with the GU D 1055 for each end user

500.10Theothdrivesgreputiediinindraatediin datg/tidde drea? L eServicesiarea 26 dlawsthenser tpaynent
vehi cl es nd d I|ver r.esse nc i,nformati on
1701 SR ege bR Bl R R a0 BT e oAU et or ¢

associ atd%gcryyt{roh a}éhezmartl cul ar end user 500 GQUI D 1055. Fi nanci al
information 1101 is, in the preferred enbodi nent, shared with grovi ders 600
onl'y upon receVih refereage indrignieB, 8¢ andusemiil raay Raegate Wescpreavildéy and only

L o URLBAR ool AXLASSAPRET PRL N0 SHALTANEHAT QL TR BedS

Ret ur ni ng "ag des scan Ca nponent

107.15 Sgrowvidaa h&so@@t{pﬁ) aemchk% dndl aLp‘ae@blﬂaar felder. eEdchbRlepéstattiahnsl l@ﬂﬂh ot her
codes inputted by end . user, 500. ﬁ)értlcul ar,. this conponent is a

i st - based “ﬁ‘?rsscerl? agspcipied Vet %Pc & of b pagtichlyr grd b $sdescrifed end user

B e TISE R

enpl oyi ngpelycnostetionSub azbtioutey fadderasmgtsoseeh 218 bff Bigakd 4K imwinmecdionaazhe

conponer‘btmo. Such annotations may be, for example, the quantities of particular items on a

20 grocery list of food items scanned by the end user. Another example of an annotation
might be a list of items the end user desires for his birthday.

The end user 500 may also employ a particular service/application that
transforms a mere list into a useful structure. For example, the user may ‘employ a grocery
shopping service that takes a list of items that the user has scanned, along with the user’s

25  preferred grocery store, and provide the user with an aisle-by-aisle identification of where
the user can find each of the items on his list.

Also associated with the group of codes in the preferred embodiment is a binary
large object (“BLOB”) for the particular service/application 650 employed by the end user
500. The BLOB includes information that the particular service provider has indicated, on

30  behalf of the end user 500, should be stored along with the group of codes (e.g., quantities

of a particular desired item, sales promotions of which the user has taken advantage). In a
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12 WD 02/ 43305 PCT/ USO1/ 44101 107 to manipulate lists of scans. An end
user 500 may upload and store a list of scans to scan cache conponent 107.
Scan | i stvwOnny33e3 so be del eted using this conponent. Fi guP€rU8@/44iriough 4C
illustrate an exanple of one aspect of the end user 500 experience

enpl oying end user GUI 210 to access scan cache conponent 107, in 5

accor dag&%ﬁﬁé& é}n@tid?ﬁl ftfe b@ﬁ@m&t@ﬁﬁ%d ShohfBroiRsEatd ik BUBMcbRibILWY end
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that t ryresiaolingstha revipeetolansthet men Eheistbéuisesmayindiprevioksy hexabgshe, the user

may enploy a grocery s pi ng service that takes list of .items that the
user hasPeesg ,neé‘l"%‘ilfgzra\(ﬁﬁtwtt ei?.?g%ﬁne £0 BRONFeEeEngdhe (el S or e, and
proyide 4 Ak UsfimeMibMm@In@ESls@vini sl e identification of where the user
can find each of the itens on his list. Al so associated with the group of
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the par tliO%y(lzo rep%c%{lg icgr%églg)é%lt H&?gtio]?eg ir?tggneﬁg?xl a%XStdco% S EIP(F thg ggrvyc%se r
associated with the codes. In general, the filtering functionality of platform 100 uses code
profile component 108 to take a series of codes (inputted by an end user 500 through

20  scanning or other inputting techniques) and turn the codes into actions. In particular, code
profile component 108 uses active operational mapping from a code inputted by an end
user 500, profile information of the end user 500 (including preferences and any services
to which the end user 500 has subscribed) from directory component 105; device profile
information of the device used to input the code (including ownership information and any

25  restrictions placed on usage) from directory component 105; and context information (i.e.,
property information of a session of the end user 500 on the network 2000) to return to the
end user 500 pointers to specific services/applications 650. '

Thus, upon uploading a list of scans/code inputs, code profile component 108
returns a unique alpha-numeric identifier (also referred to herein as a “ticket”) associated

30  with the list and the URL of the service to which the ticket should be sent to obtain the

service. Further, in response to a ticket supplied by an end user 500, code profile
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500. The BLOB includes information that the particul ar service provider has
i ndi cated, on 30 behalf of the end user 500, should be stored along with

t he groupvob2/esdes (e.g., quantities of a particul ar desPerUSITEAmM1 sal es
pronotions of which the user has taken advantage). In a 13 WD 02/43305
PCT/ USO1/ 44101 preferred enbodi nent, the BLOB is not shared anong

provi decsmpaiknit $0@fﬂt&i’n§ﬁ@%§ﬂiﬂl@s@ﬁce§ 41 RPingGUbesachicode asbcibtbatyith
established it, in contrast to the annotation infornmation which is visible

and shaﬂ@d“&ﬁbng prOV|ders Figure 4Cillustrates the manner in which
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t hem Tm@ertm‘sdblnatdlegrsel(vucee andttheir @spacfivomappidles Ingrstuilal edewatalogeach GUI D
and its associ ated BLOB 181 and annotations 2182) .is _saved in scan cache
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the rerp&letc%n%ﬁpfenﬁﬁe&%ﬁa/or g ol ﬁé‘rﬁn%%e 6fnt FERYRMR oPfiEE %t&m% h%% been
sponsored on network 2000, but may b SO upon recelving the recipe.

Thud0 auids. ffor exmmpleabmey bk apecafcbdathataagléy érsl whtseiOfevth Rearticwianeprdeykiiba t o
Figure 2 tion of
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associ ah@dbéfmtdwadhs o%@ﬁ&ooedsrto a6 AHon drRervideb HAL iMdfdE Yhphi@natbdy of
pl atform 100 uses co rofile conponent 108 to take a series of codes

(i nput t egfaleg camp@n@ntd@@ra[)ss@ﬁow f@d@fhcm@tl@t@fmpm@oml agedvats, iviplit t i ng

t echni que and turn the codes .into ac ns. artigular,.code profile
conponedvetd Dty b GrigseRas RoRRE bt ooRR & EhEse P by an
end15 useetafiQth Rf@Ede@o Fifues TR PRIVidérs 60Temey dlsbl sleermff}gﬁvétervéhm
preferences and any services to which the end user 500 has subscri bed)

from di ﬁé&?@ﬁpoﬂ?@hponent 105; device profile information of the device

used to input ?o&ﬂ&%%s@%o@%ﬁl% c@mb@ﬂe% Er@é {o &ES‘EQ n%%wgS

restrictions p ace n usa romdirec cont ext
i nf or mabptions(ds.tRey, relate to services provided by a competltor Flgure 2B shows a portion of

a database that might be included in code catalog component 109, in a preferred ‘
20  embodiment. Access provider account table 1091 allows for the identification of an
access provider. End user table 1092 identifies an end user 500 owned by the access
provider identified in table 1091. Using block service table 1093, the access provider
identified in table 1091 can block or prevent the user identified in table 1092 from being
presented with a particular service identified in table 1093. Similarly, using block service
25  provider table 1094, the access provider identified in table 1091 can block or prevent the
user identified in table 1092 from being presented with any service offered by the service
provider identified in table 1094. The ability of an access provider to establish these
blocks is also illustrated in Figure 1B.
Content catalog component 111 serves as a repository and loading facility for

30 product information. For example, content catalog component 111 may include two

separate sets of product data: (1) a generic product title, description and categories that
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property information of a session of the end user 500 on the network 2000)
to return to the end user 500 pointers to specific services/applications
650. Thusyouopesoipl oading a list of scans/code inputs, coBeT/psaii4l@
conponent 108 returns a unique al pha-nuneric identifier (also referred to
herein as a "ticket") associated 30 with the list and the URL of the

ser Vi ce carbbanived iy tpltwfoinnclOet arsh@livehdoe siseeific prodwdd datiarsutlnags séning,ce. Furt her,

in response to a ticket supplied by an end user 500, .code profile 14 WO
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109 handl es I nformati on, ownership properties for codes,
ser vi ceshe qvde cithlei compspeat tl D9.eSeagpng gay also bpaetfonnédin, cootedecatdogal og 5
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may specify service contexts, as well as specify, and narrow, the itens
di spl ayégput of aparieulaibasledr ey wophartdi retwkzsra s 9€ spesificeinfarmetien associgiedt he

content returned, and/or ter th tarti oint. for the List.of itens
ret ur ned “ﬁz’t}ﬁ? °1% iﬁ% &’P?d'%sog}?aﬁozi}mﬂts’ % Q%&EB% &% l?ee%eriroﬁ%d 8WFy end
users 580 eWipldyeds Pahé h&%%ﬁoﬁi@_@f ®ifle RS théd!hhdBEndis, ¥5€ users 00 @uld BET Vi ce
(e.g. users'that 1 nput codes via a cellular tel ephone may not be all owed

to obt arlowet@ssssito thas seamettingeapebilisies.vi ces that include graphics). Code

cat al og conponent 9 a allo for t creatio . i ccounts,
whi ch speci f?égélr%s%?@n% I@%Shgtgr f)ceé%rfl&l%ls (s)f@,e v%agrr;i %@fﬁg‘)ﬁf@ag?%‘é‘ e codes,
as di scyip§efndnd Mnd ud& 308, Alelplafdrih 108f £ldeReeidEe FE0GEFeutB2APVNG der s 600
may al so, specify private codes using this conponent. An access provider
ma?/ us e refogaceiatfiigug Sdo itbeaR ht cntioger W0aiplnads 8 shglatcay & plafemp Y- 8 t hey
relate t erVi i i s L QU ) tion of
- dat abae % PO 4B LR ¥ eeRat RABEH R nd o B Sl BRI 2

pr ef &r r @ger300 arbditbciEsponsACE e prvidaric0e witdcthe sern datd| Ia s end hans00 or t he
identification of an accesség)r ovider. End user table 1092 identifies an

end use rfdm tBoverdiresffo PERYIgRE ©88s In $pRyvi RI@YldFrd@Qt Greatescantent Bised o8 BReL.  Usi ng
bl ock s @Eéﬁhg(?da{tggﬁfrejuﬁgg’ thetclaﬁteﬁisfbee?ﬁ u@ér%'ogﬁlrstep 6. With reference to Figure

5B, end user 500 uploads scans in step 1 to provider 600. In step 2, provider 600 requests
scan data from platform 100, which looks up the scanned data in step 3. In step 4,

20  platform 100 responds to provider 600 with the scanned data. In step 6, provider 600
returns content to end user 500. Other information flows will be known to those skilled in
the art and are within the scope of the present invention.

A more specific example is shown with reference to Figures 6A through 6R.
With reference to Figure 6A, an end user 500 has purchased a device from an access

25  provider 600. Thus, the device and its associated identification number are registered
within the platform 100 as belonging to access provider 600 and all scans uploaded by this
device will be subject to the access provider rules (e.g., the access provider may prevent
end user 500 from accessing services offered by competitors of the access provider). In
this example, the access provider 600 also serves as a service provider. End user 500

30 registers with access provider 600, given that access provider 600 is responsible for

registration and authentication in its community. End user 500 is assigned a user
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identified in table 1091 can block or prevent the user identified in table
1092 from being presented with a particular service identified in table
1093. Si O ar/k3sps usi ng bl ock service 25 provider table 10PdT/UStigt4d@cess
provider identified in table 1091 can bl ock or prevent the wuser identified
in table 1092 from being presented with any service offered by the service
pr ovi deiddnd€bitidn ieenben by addess rovider dle Bid set 0K tish ‘@eaRdSbpacuesder to
establish these blocks is also illustrated in Figure 1B. .Content catal og
conponeRtovider 698 foraarpesenol thp activitesolend upe 280 iy usiag theseyviessof asgsshr oduct
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particufg escaawaa?cp %&@%&Fms “P}ﬂgéllﬁB?fﬁ‘Hﬁéﬁ?malFtéfgto cdi%,tﬁgfnslsqs% NOPRLut of a

parti culsafhoaRgie he K&s %réﬂcﬂgﬁzdraﬁﬁ%ﬁ& tRe plagbmPl0PRas ddoypt HeQolBL. i ON
associated wth the code or "key word. I n some enbodi nents, this searching

canlbe phohsleoydtionithe ddyycegdpitidizaien mimbdréframdbsée\qu@\ﬂhdleppl\iﬂatib@ in other

nbodi nent s. d 00 l.d b | | 1o, th hi
capabi | FDEe R ERe? (0T A5 R 0P af P e aRee Bih el B vay 1 m which
i nf or matiRRiafEAwith tHRWeARDRAGhERN S¥1th 152Enc2 A0 FiduRee®! ThisQiiawt @itfoand

providers 600 of Figure 2A. Wth reference to Figure 5A, in step 1, end
user 50000 slegafyahe Porgs as belamging tprcaetsprenidg®00|(heresEeppany X 4k f or m 100

| ook h i at ‘ [ , d
user 500 a redl HALTOPReIBALEts 6O msSipStRts AR bt BT |

steps4, centbolsprwindQachf @kt espsesthis (Inedide egthlog@omipondrden9 60Bigutd 5),@p 5,
provi der 600 creates content based on the scanned data and returns the
cont ent sheweiyargs ep015Jp addigonteagh godajyas gng ef weenwEviee aspgiated wEBit end user
500 upl | / i 600 U}Rﬂ vV ..600
request gﬁ&’ gglggﬁ%gg?lgg f ?rglr%ng 5 §§ o@%@g?ﬁ 6&1? i:?i oo’ﬁ%ﬂg%%tlﬁ‘gﬁcglcda%g\gggdat ain
step 3. abdochiteripwith the code and identify the same within the database of the service

provider). In this example, one of the UPC codes was found on a box of paperclips.
20  Platform 100 may identify a number of service providers that offer a service associated
with the paperclips.

However, ‘as shéwn with reference to Figure 6D, the device identification number
and application identification number 5002 are uploaded along with the codes. This
allows platform 100 to determine (by consulting context information in code profile

25  component 108) the access provider rules that platform 100 is to follow. In this example,
the provider 600 rules dictate that the end user 500 is to be presented only with its service,
excluding other services that purport to offer a service related to the paperclips. In a
specific example, the provider 600 rules may dictate that the end user 500 not be
presented with any service that is offered by a competitor of provider 600.

30 With reference to Figure 6E, platform 100 selects codes that are applicable to the

services offered by provider 600 and retrieves the service specific information for that
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20 platform 100 responds to provider 600 with the scanned data. In step 6,
provider 600 returns content to end user 500. O her information flows wll
be knowmmnweoorissse skilled in the art and are within the BCDpSoIofs1Gihe
present invention. A nore specific exanple is shown with reference to

Fi gures 6A through 6R. Wth reference to Figure 6A, an end user 500 has

purchas %%v‘?déi‘.e)ﬂ g&‘s é{a@{ﬂlé}@h&& EERS oulor thE R%I 880 §icatiBURs iddicit&deini ce and
identifi d

its assocl at ed cation nunber are registered wthin the platform
100 as bedoargd 501, ovitharefesancp toVigder 616 O@ lan df eddes sudsmvigp infadeatiopyot hi s

device wll be subject to the acces rovi der es : t he. access

or ovi e haigVEreuERE StubinLerPees promiibalTod el Job bifisRds by
conpet i tfishela tnificAFORSRuRE RV Her of ficket RiBb&X FAMIE exdnfile, 386 BSI&L PT OVi der
600 al so serves as a service provider. End user 500 30 registers with

acce§s puombederl284D, given that access provider 600 is responsible for

2 lser 16 vio b Au0Rewier e pra b oAt Fhdka TG Cocons
provi derdi@&ﬁlghtﬁél Hset %G er@Bl dotnfule o oFMNEFowRY: WinEaE® 3o aRITAY ind@fatif@thef OF

purposes of the activities of end user 500 in using the_services of access
pr ovi dedod@tion of thephevigeri08rand dlse prvvdding fie tickatinipymationo Widyrelssse éad and

pr ovi deroie eifréi0grend alse b e B tg0! . _
i s softalr EERGE reiBbaiohin Btk i aldh SpPoRRRCL bRl T RbR 0, )

access RV hdae pffidder 5006 Te DIRAYVinciRdei0 tickes nabiber inforakibn.oWithhe user
experience of end user 500 by witing rules in platform 100, Using the

. | ng : !
devi ce, refaeenesiorFigen Glaiic prayidar 600 isiresponsihle fos aheniication gud thps weHeshe codes
associ a ' ' i I QEBH ] - 100. In
one en%%eg?n\r@eﬁ?r, 5%8362%32%[&3?2% g%@?gl/ ?%glggcgd[,}ﬁt us?%sﬂ%?ﬁ‘gﬁlfg?{r% 100 nust
decrypt 60basswodes the &l udppfodeith yrtticket, nuniter desheen indéinefdéncato Bigureunmber
(fromthe device) and application identification nunber (fromthe software)
5000 ar &i dentified, al ong with the codes associated with the scans, as

showg with ref [ | ; hdentify
e s ot “NETERIRLS, &t ROprTis o Lt skl b o, |

r ef er end@0tiwe list glicales Gat Orecuset 5 wodessiy aploadeeanddbaraypassdsiatpdl atithghen 100
15 o0 ook 18 R S Code L eRL RN 8 SRUR AL OB SRBIER' 100, !
Ser Vi cegr&asPedad hefory tbitht fend user 500. With reference to Figure 6L, a copy of the code
list represented by the ticket number is sent by the platform 100 to the provider 600.
20 Included in the code list is the provider specific service information for the three codes
that provider 600 can use. With reference to Figure 6M, provider 600 converts the list of
codes into a user interface and displays it to user 500 via his web browser, as shown in
exemplary interface 5006. Interface 5006 indicates the three items available through
provider 600 in area 5003 and also indicates, in area 5004, that there are additional items
25  available to the user 500. With reference to Figure 6N, platform 100 saves all of the ten
uploaded codes in scan cache component 107. This particular scan history profile is
identified uniquely with provider 600.
With reference to Figure 60, assuming the end user 500 wishes to review the
seven other available scans, he will click on area 5004. With reference to Figure 6P, the
30 browser of end user 500 is redirected back to the end user GUI 210 of platform 100 along

with information identifying the access provider 600 information and the end user 500
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and correspondi ng service specific information (e.g., a URL needed to

| aunch a service associated wth the code and identify the same within the
dat abase vob 02/k3305ervi ce provider). In this exanple, one oPCTHSIIUROICOdes
was found on a box of paperclips. 20 Platform 100 may identify a nunber of
service providers that offer a service associated wth the paperclips.

However , ; ARl i it ket d 60 Risgig {R6vidEV6RBinkHRALbA ikl | On
nunber %n agp i cat irgfr?fei%denti icaﬁ’odr?g%l}rﬁir%ere%sd%glare uplnoadeé allgﬁg W th
t he codetbe efithizser 560 infowmation stpplied MiOthe ARietpdatfrirmel (0wpn geinisvé fromgcaont ext

information in code profile 25 conpopent .108) the access provid rul es
hat I d9EBF HEEOBRSIgh S QU ST PR VbR RGP ISP GDB 1 ul os
dictate 1fab thdiReL 56l bafdediBActtdiRe RAITHINE QREL oY idohEifled. tWither Vi e,
excl uding other services that purport to,offer a service related to the

papefcl iteferencn taFigaree@R, folafasmalfis), asing e preGdércdurnd0end wsesGHhY1@i ct at e t hat

the end user.5 not be resente ith. a service th i ffered by a
conpet 1 CHEBts B0 RenepSspBaEE M B B A T8 il oo e Bloeio s oo
sel ects £RERPréNadrs AllSs AMphBaRldenstOsETWill seeirev et Pbhei@singgeiceyi der 600
and retrieves the service specific information for that 17 WO 02/ 43305

PCT/ US019feradhy 2 pewpstier of nravider €00e xdepiser, mehther lavpale 8ll sepvicgs prepenteen ar e
so appli cabl e. Wyl in . i f i gure
oF, “the |1 st o e REERNEolriel 1R, 00 il deesthdalp TR ECRE Bb B! 01

st ori@d i 6R,ant @8R P0AMdEmonstAii¢diis ek prossad gbals b indickfidg hisdesirt acabkon i s

assi gned a uni que_al pha-nuneric identifier or ticket nunber, In this
exanpl e, PUrplase;as pllustrgted indigurg Mg dadgisemys0f mayiheye A variely of dffrenteG, t he

pl atfor r@x&)ggg%fé%qgs, Eorr%;(gﬂﬁllev&%d%&ﬂ r&k%gfcbgi@&udgiﬁ%h B tﬁ?ﬁ' e{{' lle,s per sonal

conput er owse ow'to a indicating the ocation of the
provi derFigif anitlusttases quemplady nger tinterfides K€02 omé celhmdriphone $¥0@h Slefwer@ance to

Figure 6H the rsonal conputer. of the.end user 500 opens browser to the
speci fi ela’fel%%@%&@rqw HEHEHE sorFes fhet eﬁ@FﬂB@éEﬁﬁFﬁi- ﬁ_yc?ﬁ Uunber
| nf orsmat i Ot hokfBFe HRNGR UsBr ﬁl(ﬁ%s%cﬁéate&ﬁl@e?ﬁr@é’s’e&"ﬁéecﬁoo i's responsible

for authentication and thus requests the end user 500 to enter its user
name and passwdigute Apovidsuacessiné of oprefamed pmbeilvesnt 0606y deB dO0Gthes t he end

user 500m‘2’1\§f {)Q u;[elzﬁo Erirllgllér?l%ntntﬂer:rtgrleetchodg o %@%@Qse\ﬂ\é itrlgerlrti%]crl.e 'Glis %m:[dg b§ ieg uSers

500 through the end user GUI 210 (described with reference to Figure 2A, for example)
may be satisfied by consumer zones 710, each of which includes web servers 711 and

20  application servers 712. Each consumer zone 710 also includes fire walls 713. While this
exemplary embodiment depicts three consumer zones 710, any number of consumer zones
may be employed, as needed, in accordance with the present invention. Thus, system 700
is scalable. Administrative segment 720 satisfies calls made through account manager
230 and code manager 220, as described with reference to Figure 2A. Authentication of

25  end users may also be carried out through authentication service 721 of administrative
segment 720. Statement of record area 730 provides back up of all the information
maintained on platform 100 (described with reference to Figure 2A) and, thus, should be
highly secure. Internet access to system 7000 can be achieved through internet connection
segment 740.

30 With reference to Figure 8, a method for storing and selectively sharing end-user

information, in a system having a plurality of end-users that remotely access a network
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6J. 15 Wth reference to Figure 6K, provider 600 uses the ticket to request
of platform 100 the list of codes that the user 500 previously upl oaded
and t hat v e2/assdci ated with the ticket. At this point, pCRUS@r4s@O0 wil |
require that provider 600 supply its user name to create a scan history
for the end user 500. Wth reference to Figure 6L, a copy of the code Iist
r epr eserfaQfholly 1dakea hitr&Rtand Uphghlity Sf PRI itk & usttdtal. Mk doe, 4 he .
provi der 60(%. 20 Included in the Code list is the provider Specific service
i nf or matuseirepord qomsspdndits te sadhsendiusert is gtosed erprodly databaspsassooptedhwithf er ence

to Figur .provi der 600 converts t list of es | ser

e £ acke B el Fer ool B S Bt i trasfR w2 Seliiflin 1
exenpl artye hits sitd acehmABSend-MeebtRer VAl shadt Gatesnetddendrd betieipk@Bers

avai |l abl e through provider 600 in area 5003 and also indicates, in area

50047 t Heithquiperanipsien afthe endrhser, nrivatesinfosmation thabihe eng-usersubmids tathg. Wt h
referen ta Fj f ve Ll . e codes
in scan%glgés ga{é%ﬂn%lg%hge %d%%le@%%%ggrf@?bg uST%gr dgv&g{]a igtﬂ?)er@ogltdgl%s%g&?%

i dent i f ipeénissiofwElhe shidiuze and b defi-et@thall\Widdntifghe syaniosl abwchitgiungh 62,

assum ng the end user 500 wishes to review the seven of her avail able

scans, HecyFeeordcthatadeniifics theendagar onibe pepegrky Bnstep 82, pifshrequsst sigpad 30
b i spad f
rowser rrc%%g{lﬂ% 'tf%q{on—Sét)(EerPaﬁ*}f ﬁQHtff?%%%_ B@P&%{%ﬁg}%ﬁﬁé@%é’éﬁﬂu@is 210 o

pl at f or afong w ntor mat ent1l access provider 600
i nf dOmatreamvaindntstep 898 dtha pebliGiifrmhBoNB3sORihwkd It RETALISEY idddrBitted,

informat.ion. Wth reference to Figure 6Q. using the _ access provider 600
|t or P STPARYS 10 EHELhEPAES P2 o RiES Uk 1o ST b bRrerER

pl at f or igrHO0e ket et 41§y 04, b 9RoRE MYuctaTtl CHIRAREHhe AQetiBBatgan hi story
profile which is used to present an end user GUI 7210 to the user 500

br anded ifentdying spabokcorresponding ta dloessl-yenisirdeaivdadd dnsiep 868, a Mitmisstr ef er ence
to Figure 6R . platf 00 sin h rovi der - br anded, end. user | 210,

or esent Seat isfensaiiname b il b G B in 60 08 10E PRIy user
500.151 N Jelthfsioa D thd dHA-usBER 9&RiRE QY FdBsifse i iR ethiskion 2RRleyt. afdo Uif @fepS00

w Il be prevented fromview ng services offered by a conpetitor of

provi der80G0the priveteistrmagn asheniatpdiib theagtid-wssr 15 trmsmptedJeqin €. huprsitehe end
user 50 erience. || ustra Wi th referen t 0 Fi gqur A through 10
6R, endqﬁgﬁérp r%]gl eﬁglr%’ﬁlsfl?' %F%%ﬁgit%e %(V;?Fee%lg% agig%ﬁssn%fll%# Srlllgl?tg(g‘ti ng his desire
to make a In some embodiments, each user-record further includes financial information

associated with the ehd—user. In this embodiment, in step 809, a third request signal

20  containing the non-externally iden’;ifying symbol corresponding to the end-user is
received. In step 810, a second permission request is transmitted in response to the third
request signal from the hub site to the end user. In step 811, it is determined whether
permission of the end-user is received in response to the second permission request. If
not, in step 812, the financial information is not transmitted. If so, in step 813, it is

25  determined whether authentication information from the provider is received. If so, in
step 814, the financial information associated with the end-user is transmitted from the
hub site to the provider. If not, in step 820, the financial information is not transmitted.

In other embodiments, each user-record further includes provider preference

information associated with the end-user. In these embodiments, in step 815, a fourth

30  request signal containing the non-externally identifying symbol corresponding to the end-

user is received. In step 816, in response to the fourth request signal, a third permission
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purchase, as illustrated in Figure 6M End users 500 may have a variety of
different expressed goals, for exanple, buy, sell, research, include,
forward eva02/8,305 exanple, Figure 6S illustrates exenpl arpCDE6801/44miter f aces
6002 on a cellul ar phone 6001. Shown on interfaces 6002 are bookmarks
identifying services that the user may select. By selecting 15 a particul ar

bookmar kyeqh,B® iLithsHSied POH theBut 96it6 Aleddhks. o BlepIedit NeRGernimaaure 7

provides an exanple of a preferred enbodi ment of a system 7000 that nmay be
used to perplisshenafl thhrendresen auicscaived ingegpoaseintthe thurd permissiotagqusstmafieotby end

users 500 .th h the.end puser 210 (.describe ith refere to Figure
oa for it B B Ve el e onftop i indrs il 1t SRR e ch

i ncl udes piiics Bre¥dbitce iAfbrARGofss6n Rkl Gathithderiietisee sSrahbrittdaa®din G RBEr ZoNne
710 also includes fire walls 713. Wiile this exenplary enbodi nent depicts

t hr eed cofidtutgdhe ploriler. 710, any nunber of consuner zones nmay be enpl oyed, as

needed, in accgrdange W ththe pr.esent inRventiaq St 00 is
scal abl e. Adm ﬁ\{l%sijtrrea ?r%?gtt%gl ur?l?’ lg%(f'ysstg g ]in%sapcrﬂgﬁﬁglucﬁfﬁegé' Sﬁrr%g?lljaéh account

nmanager reidflelgncees o8 Actimdiafeving 20icasds hdb sied ardedplvwidlity 6 eprovRIREdtcka Fi gure
2A. Aut hentication of 25 end users may also be carried out through
aut hent i Bxthodwf ideniifidrs for at lepstomgioh ihetonduses 2 leeaging o ﬂ?ezmtwsﬂ%ﬁf@g&aﬁt of

record a ' u ] At | ' ' on

Pl att or moy B EG RRled B e 301 bR RIER o: Qoo SLHEE 1T 1
hi ghly sewus éodes (b &y mathine cadsblé codeypirenmidédbP tieandhsen@ly. ehestatidingigh

i nternet connectio segnent 740. 30 Wth reference to Figure 8, nmet hod
for stor rfvfslvai & the it Pl Wgeweasyodhe Sadsaformerioh heiwprh addretsem
havi ng a; I z : : /

02/ 433051@&‘%*5%§%%?‘%§§f8§mﬁ§?%3°%#‘%f18%2‘%9*%&‘% Si @éggﬂhﬁgéﬁgﬁ@oﬁ
provi der withttesrecéized ¢ddeshfoameton ismetsiveql B a paofila dletabacesatidat wik fendi ng

to each d .user js ored in ofi.l ¢ dat abase asspciated with he hub
Site. Eabip tiSordreBShe onprTeb el ErnfiaraaeDn diest toratui g
subnmgs {Ratiddéh ﬂfl}g BeftdiR oR i Js%ﬁat%}ﬂ?ro@iﬁgﬁ Uﬁ@pr@ﬂlé@%&a%aw nblubss shared with

one or nore of the providers 5 wi'thout perm ssion of the end-user, private
i nf or mat resard dearespdundingrid-cacteendsusior the usay-redoed intelisles brllicamdoritation thae

ond et yRRSLa ke 10h 0 ELR M b eRPkR RS R SR B
associ at e¢mete df thderoviders without permission of the end-user, private information that the
end-user submits to the hub site and that the end-user expects will not be shared with any
20  of the providers without permission of the end-user, and a non-externally identifying
symbol associated with the user-record that identifies the end-user on the network.
With reference to Figure 10, in a system having a plurality of end-users that
remotely access a network having at least a hub site and a plurality of provider sites, a
method of identifying for at least one of the end-users a location on the network of at least
25  one of the providers and preserving user annotated code information is illustrated. In step
1001, code information corresponding to one or more codes provided by the end-user is
received at the hub site. In step 1002, in response to the code information, network
address information corresponding to the location on the network of a provider that is
associated with the received code information is retrieved from a profile database
30  associated with the hub site. In step 1003, the network address information is used to

direct the end-user to the location on the network of the associated provider. In step 1004,
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user-record that identifies the end-user on the network. In step 802, a
first request signal containing the non-externally identifying synbol
correspowdd ny41305 t he end-user is 10 received. In step 803PCT/S0PIDILI C

i nformation associated with the end-user is transmtted, 1in response to
the first request signal, fromthe hub site to a provider w thout

per m ssigfr adiotitbe cadednivs@btion 1 rédepRdF i iR reaRatht techidSites 4 B

cont ai ni {1&5 he non-externally _identifyi Tr;q%saz%/nbol corresponding to the

end- user thecisprazamotaied code prigueation ipate hsrhubsiguest is transnmitted
fromthe hub s LoLRE I SRELHSEN 2 didinSd BR 1308nittd ibﬁ)r@ﬁﬁ@ﬁ f@lppe%gnt‘a{ivew
pernmission of the enduser I°s recaived in response 10 the perm ssion

r equest . of dcamied machiteepadaBleicodehbetprety atte oflndites isillusimtas Sactat HdIw th t he
end-Lferi i.s transmtited fromthe hub site to the provider. If not, in step
he

808, NETMALOR 25SePI3FSHaYIIANG O TARE S6ans 94 mackipgrreadable sadesdppdsdihEht s, each
user-recard t | I i i i E i i it:h the
o, s r et 486 AL, RRAG) B 0f BRIk o ARXOFIR Sl

cont ai ni sigretllag a detabase tassonmbddywiildthetfirftysitagn s datb oécoodhavéspandiqng alphat he

end-user is .received. In, st 810, ~a se d perm ssion.re st IS
T anem tRuRerd SRR Foc bt Rdeviiny §roGR L OR aGngnar R eR EomMsi t e to
the end gsetite o SEERL Sblvitt 4 URS, tHRLAEITEQGR I SFI6I1 idR@HThS $h 98drefs 6f][1€

end-user is received in response to the second perm ssion request. | not,
i n stlep Be3ccandeite ondrecicaivonkrand thenrigee dlghavpumencaidemtifiar @skociatedswith ihe st ep

813, it is 25 .determ ned t.her aut icatiop.information fro h.
o ovi derFuRpEEE R Atk HCHRN T 8 1T0h A Rl v BRE bl 8
associ at @6mwhé Kecbh@ siedr tedhforBafidrogsredtat 8@ ffrtQitet MBe rdyubst $idnal felulibe
provider. If not, in step 820, the financial information is not

t ransni t  Epreseptabemel the gpigue pphe-sumere identBer. lastspd 1PBrthersterddnc| udes

0 o 9o BEELALEICEn: LOROHIREL O ARELBAE N abhe SN HAEn g Pooo

non-kext er nal | ywithereferénce RgFipUredrd, aeasthabRe diedgta chtitiseida néswsrki S
received. In step 816, in response to the fourth request signal, a third
per ni ssi BRAUCPOISKS norates couespeisting s providepepseaipted with/the eid-¥e8és fr om t he

hub si t ;.0 d¢ : cAad b S ' ' icssi on of

t he end- 1user P(g @ﬁﬁ@%} ? ?\%@S%% n‘gr é%tdg&t Frqféé(tlﬁgiﬁ%agé {gggﬁggé%gﬁaﬁg%est I f

not, i nresomp, &iBof tvhehfs aeocated prithfedifbeat madlinevedadayic code) otheteimoser t t ed.

,lt L es g’n dl_ %srgigl%p%f%%e? ifﬁ‘thH? p@%&ﬁﬁiﬂ P é}%{qg%? Egt\?vo}kna]:d%;erg?ésl aggoc?astgc? t(ille%v%gx, with
20  the different network addresses being associated with different providers. In step 1202,

scan information is received at a network site. The scan information is associated with
one or more'scans of machine-readable codes made by the end-user with a remote
scanning device, the end-user being associated with one of the different providers. In step
1203, in response to the scan information, records associated with the machine-readable
25  codes scanned by the end-user are retrieved from the database. In step 1204, based on
criteria specified by the provider associated with the end-user, at least one network
address for each of the retrieved records is selected. In other embodiments, the network
address is selected based on an expressed goal of the end-user. In still other embodiments,
the network address is selected based on property information of a session of the end-user
30  onthe network. In step 1205, transmission of the at least one selected network address

from the network site to the end-user is initiated.
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5 site to the provider. Wth reference to Figure 9, in a systemhaving a
plurality of end-users that renotely access a network having at |east a
hub sitevamd2/as3ps urality of provider sites, a nethod of Pdewseti4siong for at
| east one of the end-users a |location on the network of at |east one of

the providers is illustrated. In step 901, code information correspondi ng
to one 0Vnﬂ@ﬁ?@fﬂ£ﬂ%ﬁﬁbi§%9-1 machi ne readabl e codes) provided by the
end-user (e.g by scanning) is received at the hub site In step 902, in

response,to t e [of0) nf.or

Corr espoh ol BHE: hBASE FBhERy oRE ARl MmO b A Bl e

associ ate vmththerecelvdc elnformatl retriev froma profile
dat abase? tg%%%% b &ige @daple oyidprsites, rg@tggé gﬁsﬁ“&%@ﬂﬁéﬂ%@‘i@ Yaddr ess
information is used to dlrect the end-user to the 15 location on the

net wor k slfaringendvsaydifarmatiqn, ovingesing: The profil e database includes a user-
record corresponding to each end user. the user-record includes public
inforsrati on that itbengridaypselile dufabase assooiatddewitiuthediubgite rdusehiscotdne

end-user expects will be shared with one or nore of the providers w thout
per m ssi gfrQpoddis SNk SEd-usd?! da¥RuSerlrBcRd BBh)RAnS Pablid ifornANEh taehesubn ts
to the hub site and that the end-user expects w not be shared with any

20 of t hgncp{u‘% %‘iﬁstt\éntﬁmﬁ’g 81%6'\:{171%]0‘5?& 'ﬂ?enen(a-us%p%(p%&g _vHﬁ%r ’Shﬁ‘gﬁl with one or

non- ext er na assocCi a heé user-record that

identifies th end er on the networ (th referen e to Fi e 10, in a
syst em hEWFFR e BIoYIER Vit Pslaﬂawm?@hﬁ RG-SR g Lol 47 e o
having at |east a hub site and a urality of provider sites, a nethod of
i dent i f yprrbudeppubanity todle h@wete@dttﬁ?é thepduiser expsets salmobbe grredithativor k of
at least 25 one of the providers and preserving user annotated code

i nf orGrat bbthe psovidersiwithattgpadrmission béhe AG-hserc amtea nof-extamiallp denofyirs pondi ng t o
one or nore codes provided by the end-user is received at the hub site. In

step 100gymbd) abReREIASHItH hetRer-©osied thai@htEts B8 endeE¥Wkthe adoglss
i nformation correspondlng to the location on the network of a prOV|der t hat

S of (OS2, L Rk AL KREEALE SLRICHRRI RNy R 7 om 2

profile datab se3 C|ate t site: nstep 10 t he network

o oos UL B0 B L RS R AR bR O

PCT/ USO1/ 44101 user annotated code infornmation is received fromt hg
end- user agpciptsd whihghe prdsuser frogy ths hub site to a provider without permission of the en

15  user; and
c) in response to a second request signal containing the non-externally
identifying symbol corresponding to the end-user, transmitting a permission request from
the hub site to the end-user and transmitting the private information associated with the
eﬁd—user from the hub site to the provider only if permission of the end-user is received in
20  response to the permission request.
2. In a system having a plurality of end-users that remotely access a network having
at least a hub site and a plurality of provider sites, a method of identifying for at least one

of the end-users a location on the network of at least one of the providers, comprising:
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1005, the user annotated code information is stored at the hub site. Wth
reference to Figure 11, a nethod for transmtting information

repr esentva® 0¥/¢330Hf scanned nachi ne-readabl e codes bet weenP@PUSEIN4dIEI t €S | S
illustrated. In step 1101, 5 information associated with one or nore scans
of machi ne-readabl e codes made by an end-user is received at a first site.
In step 1102, .4 MR oLl Rl L& ?&@ i a

dat abase ass orgihg%%g p?vit!tléﬁﬁ%tﬁsz@f igdrcgtlﬁ’gﬁﬁgﬁ%lédg&s at alﬁr%et(k:)o%rn (ej %IF] g{/o?ﬁ 8&%8 uni que

al pha- ric.jdentifjer associated therewith. In step 1103, the end-user
is di regé}g)gldfgg gl%%ééld-]*sgrr’st site to a second site with a URL that includes
both a synbol . identifying an.address of .10 the secoaf ite on the network
and the uni qw@ra$pﬁﬁ%9mﬂ%?qd@ B PERERA, S7trigeus B eRToRIa Frigese 23APEisAat i on
stored at the first site. In step 1104, a request signal is received at the
first siwih teloh sithaeuskadirsistiniofmatiotheorfaspanding todhe ocatieborathet he fi r st
site. The request signal includes a representation of the unique

al ph&- numework éfdeprbiidecthat ik Assstiaed Wiltbthe téveivetl 0oddinforhtioRidandn is sent from
the first site to the second site in response to the request signal. 15

W th referencgl OiheingtF Rk dddred iREAAG0T QFdiftef 86 bhdlds@ o BRAosERM dndhd
network |ocation using information corresponding to a provider associ ated

with th - i ! rated. In step 1201, a database is provided.
The data%@gﬂﬁjﬁflﬁ%%gmgée%gﬁo&g Ity of records, each of which is associated

with a differepnt machi ne-readabl e code, wherein.one or nore of the records
has a pl ural iwﬂer@rn tg? Plfog'lﬂ%&ﬁtgtﬁé‘? G\SBPRH%‘FB&r’lé%fér&%"f%g’érﬁﬁpafl@&gttﬂE?Cé’vﬁr‘gh, 20 the
di fferent network addresses being associated with different providers. In
step 120Bcr; eselnnserataordreaiupisingpytdicanfpapatian thatribe orsk-kses iselamitsrioethe bl
information is associated with one or nore scans of nmachi ne-readabl e codes
madelOby diteeand il tiseeendvasehexects moll e skaradmithgnd evimoes of the peovidars etithbei ng
associated with one of the different providers. In step 1203, in response

to the sgamidsithMBd &fiDuse, PEVEESnREBAEIAhSAh¥Eidudoh SutRgdHoNBe hewsiabl e 25
codes scanned by the end-uSer are retrieved fromthe database. In step

1204, b {teri hf DL OV] L af ith the
end- use?%ﬁg%l ]él%glftid %%é'eﬁ%et%%q&&l ﬂogg(ej%asréd"%g? ag}\ég (%Pﬁ??ﬁg&% g{nfrﬁgléﬁllmed records
is selected. In er enbodi ments, the network address is. selected based
on an o il GOt b RERandagoeaten R Tediing SRBh SRms NS 15 p
network address is sel ected based on property information of a session of
t he end-WsEFecansl hat Kdﬁl@lfkﬁéﬁwq@rusleho%i@ﬁlegw transm ssion of the at |east
one sel ected network address fromthe network site to the end-user is

i ni tliSat edl. A method for transmitting information representative of scanned machine-readable

codes between network sites, comprising:

a) receiving, at a first site, information associated with one or more scans of
machine-readable codes made by an end-user;

b) storing, at a database associated with the first site, the information

20  associated with one or more scans of machine-readable codes in a data record having a

unique alpha-numeric identifier associated therewith;

c) directing the end-user from the first site to a second site with a URL that
includes both a symbol identifying an address of the second site on the network and the.

unique alpha-numeric identifier associated with the information stored at the first site;
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22 WD 02/ 43305 PCT/US01/44101 WHAT IS CLAIMED IS: 1. In a systemhaving a
plurality of end-users that renotely access a network having at |east a
hub sitevamd2as3pi urality of provider sites, a nethod for BCDUSeIgH401d
selectively sharing end-user information, conprising: 5 a) storing, in a
profil e database associated with the hub site, a user-record corresponding

to each end-ugegr; ?&%ﬂlﬁ%%’f ﬂl%%ﬁrsﬁe%%&ﬁés%lﬁﬁhmt&ﬁﬂfé sebdrdrsi@ifbahe t hat the
end- user submts to the hub site and that t end-user expects will be

shared '

and- user apREpdtarel e flo 18 e%‘f%ﬁl%f { Q0 BRI S5 A0RLiRe
and that .the.end-use e not be shared mnth any 10 of the
prOV|der§mVW¥ﬂ5U¥ ‘m$§§w§ H?A ¢ end-user, and a non-external |y

i dentifying mbol associated with the user-record that identifies the
end- user on tﬁ neseRsking thesioredhinfasmgbien Eomgha first sie to thg second sitgjival
containing the non-externally identifying synbol corresponding to the

end- uSer respoaesothctrequest signgubl i ¢ i nformati on associated with the end-user
fromthe hub site to a provider wthout perm ssion of the end- 15 user; and

C) in regponse iethdd FRCARG L oY esduser BNRhetGOM BiidtusiteinfefngN er nal |y
i denti fyl ng synbol correspondl ng to the end-user, transmtting a perm ssion

request oampohdifs Y Hl%vscfeﬁagﬁelfaﬁedﬁ@ﬁnﬂé%ﬁ 84 &ﬁ@ﬁﬁ%t' ng the private

|nfornat|on ssoc ate user ronit site to the provider

ly if f d h
onty 1 Derm Sb om0 SRRt S0 ERLYER b 20 JSPRERSSDADE

renotely access a network having ~at least a hub site and a_plurality of
provi der Vet adifferenhmasiyge-sradable ﬁPﬁl@f: yibsepu ope grmpreafthegggords has fh%lué%‘ébl users
a location on the network of at |east one of the providers, conprising: 23
WO 02043308iffeCht bSobild 4ddresses assedisted thereawith, tee difflorest newodoatkirssdsdremmg i on
corresponding to one or nore codes provided by the end-user; in response
to the cagwciattiavimadifferent pRividegd/i ng from a profile database associ at ed
b) receiving at a network site, scan information associated with one or more
scans of machine-readable codes made by the end-user with a remote scanning device, the
end-user being associated with one of the different providers;
15 c) retrieving from the database, in response to the scan information, records
associated with the machine-readable codes scanned by the end-user;
d) based on criteria specified by the provider associated with the end-user,
selecting at least one network address for each of the retrieved records; and
e) initiating transmission of the at least one selected network address from the
20  network site to the end-user.
5. The method of claim 1, wherein each user-record further comprises financial
information associated with the end-user, further comprising:

d) in response to a third request signal containing the non-externally

identifying symbol corresponding to the end-user, transmitting a second permission
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with the hub site network address information corresponding to the |ocation
on the 5 network of a provider that is associated with the received code

i nf or mat ivodp2/¢3305 usi ng t he network address information torPdinsat44tdie
end-user to the location on the network of the associated provider,
wherein the profil e database conprises a user-record corresponding to each

end- Usekgquesatony BRMub R frkthe AP ik and nBhRhikieng thE BhARAdl RfokMadod he end- user
submits to the hub 10 site and that the end-user expects will be shared

w th one . 1 p t I: SSi t : user,
private fn%ogfrg%n@ﬁ @Intht‘ti %ggja%%\éﬂogﬁ%&uﬁé&grﬂg%trlﬁgﬁ égqlé&toﬁg’ %061 I}s%? lgtnoq;nd t hat the
end-user expects will not he shared with.a of the providers. without

o i ooi BRUBRREY LHOmHER Hou B e Hercabe o sy or Pl Ty RS
associated with the wuser-record that identifies the end-user on the

net wor k. 1 Esponsatovilie sedne pernaisyes rauestng i nf or mati on representative of
scanned nmachi ne-readabl e codes between network sites, conprising: a)
recei¥ing, at Thefmetlstd fictadm 1 whereimethe ome asnoeicatiescconpirise @ne oomondr € scans
of machi ne-readabl e codes nade by an end-user; b) storing, at a database
associ at gghcinkheddiBlefcbdgt site, the information 20 associated with one or
nore scans of machi ne-readabl e codes in a data record having a unique

al pha- numeri c 4 | £ SaC - : i L0 i [ € ser
fromine T1refs TRt f HanEEan ek Pty R Lo iRt LRSS
synbol ideﬁrﬂt ibfﬁ’i}’f%ﬁ agyagdress of .t.he second site on the network and the
uni que alpPHE->§ Y PE AT PUPPLEeci ated with the information stored at
the first site; 24 WO 02/43305 PCT/USQ1/44101 d) receiving, at the first
site, a requedtirslisgaal whichmfpHaationcassreiaied with gpe pHaorfeaphel neiestor ed at
the first site, wherein the request signal includes a representation of

t he Ui quendablplradesunateiby andedtuséi isreceaned; e) sendi ng the stored i nfornation
fromthe first site to the second site in 5 response to the request
signal . 4. A grbh®gse soctité®with 0@ @6t $RAhASRIes e hfbehMdhkasbdRGaéd ®th USi ng

information corresponding to a provider associated with the end-user,
conpri st Bfe or more scans of machine-readable codes in a data record having a unique alpha-
numeric identifier associated therewith;
a second site to which the end user is directed, from the first site, with a URL that
15  includes both a symbol identifying an address of the second site on the network and the
unique alpha-numeric identifier associated with the information stored at the first site;
wherein a request signal is received at the first site from the second site for the
information stored at the first site, wherein the request signal includes a representation of
the unique alpha-numeric identifier; and
20 wherein the stored information is sent from the first site to the second site in
response to the request signal.

8. A method for directing an end-user to a network location using information

corresponding to a provider associated with the end-user, comprising:
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a) providing a database with a plurality of records each of which is
associated wth a different nmachi ne-readabl e code, wherein one or nore of
the recovd@otigssomn plurality 10 of different network addrerep®Soiagis@ci at ed
therewith, the different network addresses being associated with different
providers; b) receiving at a network site, scan information associated with

one or nore s§ans RbvilREH ReHLARAGAPL BIEARS Df FRERIsRYCH HPwRIdH iskEsscimbd h a
renote scanni ng device, the end-user being associated with one of the

di fferenty oy OMIAAGLS maki g)ree[dgﬂlre'cgéf%, '&gleiéi{? ﬁh«% EFmQPet .ﬁ’éﬁecoﬂdg h%fEBf&?egﬁ to the
scan information, records assoclat’ed W e machi ne-readabl e* code
scanned by .the end-user; .d) based on criteri pecified e provider
Seonor at SRRV a R adekes GG e it e SRR pS e el PSR pRe o
each of the retrieved records; and e) initiating transm ssion of the at

| east onas9eiates widh ddferpt Pradersss fromthe 20 network site to the
end-user. 5. The nethod of claim 1, wherein each user-record further

conpr bses fi ndmci alrecdivihganabétenrkastspsmian irfdrmation dsbeisetivith ene of mioteher
conprising: d) in response to a third request signal containing the

non- ext efspaslof macERBireddablodydiaade %ome @HQPQBEH viith 4 Rerbdie s@ndmidRYice, the
transmtting a second perm ssion 25 WO 02/43305 PCT/USO01/ 44101 request

from t he ihisdi i BsbficF WitneRE br ARAIALARAGILHERD Lhe {1 nanci al

information associate e end-user fromthe hub site to the provider
only upon receipt of, . authenti.catjon infornmation.from.the: provider.and if
et i s5i on' of & he arRBeTms e dlabihentt i st fne % n BB ofiftas

perm ssion request. 5 6. The nethod of claim 1 wherein the one or nore
codes cofpicedowidh ie mashanc-ieadablarodee srannedbyhgend-user; A system for
transmtting information representative of scanned machi ne-readabl e codes
bet wd@n net word) si thesgd @ompexpsésagt goal 6f ths enduser, selechin ehleastfooe nettwiookn
associated with one or nore scans of machi ne- 10 readabl e codes nmade by an

end- user ad8rekLoe e¥a@0of the thatidRdseoassatd ated with the first site that stores
the informati on associated wth

e) initiating transmission of the at least one selected network address from the

network site to the end-user.
9. The method of claim 1, wherein each user-record further comprises provider
15  preference information associated with the end-user, further comprising:

d) in response to a fourth request signal containing the non-externally
identifying symbol corresponding to the end-user, transmitting a third permission request
from the hub site to the end user and transmitting the provider preference information
associated with the end-user from the hub site to the provider only if permission of the

20  end-user is received in response to the third permission request.
10. The method of claim 2 wherein the machine readable codes are scanned by the

end-user.
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one or nore scans of machi ne-readabl e codes in a data record having a
uni que al pha- nuneric identifier associated therewth; a second site to
whi ch thavenzl4aiser is directed, fromthe first site, w threr/URL/4h@Et 15
i ncl udes both a synbol identifying an address of the second site on the
network and the wunique al pha-nuneric identifier associated wth the

informatipn stpiadetdbd bh&afn 1 $¥hefdih 8alyWNPbRIoRng pkRAUE That Sh&iIBLs ths ehi@cei ved
at the first site fromthe second sité for the "infornmation stored at the

irSt st WORKSLR 0Bl SANSSY (5 haARlAFLIERNG, AERAASSHRAILON By Lhe

uni que al pha-numéric | erern e store nrormation is
sent fromthe, first site to the second site in response to the request
signal . &% et hod for directing an end-user to a network |ocation using
informati on corresponding to a provider associated with the end-user,
conpri si ng- 26Awntow fepdusting pniegd 1sase 6 petvedrk ecalipp isige infamraiisase with a
plurality of records each of which is associated with a different

machi de- readsiindingdd e, provideraassoctated with therendafsert, hempesiogds has a plurality
of different network addresses associated therewith, the different network

addresses bei ng asHeedeaddababe WithaghaahitydTesdos®l sach 8f Whiches isvéiR@dat a
network site, scan information associated with one or nore scans of

machi ne- roafa %Lf?er&ﬁ ‘il&%hfﬁ%ggaﬁglet J&%ﬁ,%réiﬁﬁoh% }%@efnglre??if tﬁg?%c%rcﬁqﬁg' ggggalﬂgv i ce,

the end-user being associated wth one o erent provi )

retrieving. fromthe datahase, inr nse.}o,t scan jnformati on, .records
LSsoct at ot B R RS axbae BB b dob AEE ST peb R ol ereapets o o)
based on an expressed goal of the end-user, selecting at |east one network
addr ess faspocistehwih diffiet@rovidered records; and e) initiating transnission
of the at |east one selected network address fromthe network site to the
end-dder. 9. The nettrdnght ¢hetinorl sitapb@nenforeatidn asseiated wothcdnt or trives
conprises provider 15 preference information associated with the end-user,
further ceppydfshafinedradadld @slpOnBbe bR enauikéhvitie o watdte Stagmalg dvffeathsi ng

t he non-externally
end-user being associated with one of the different providers;
c) retrieving from the database, in response to the scan information, records
associated with the machine-readable codes scanned by the end-user;
15 d) based on property information of a session of the end-user on the network,
selecting at least one network address for each of the retrieved records; and
e) initiating transmission of the at least one selected network address from the
network site to the end-user.
13.  Inasystem having a plurality of end-users that remotely access a network having
20  atleast a hub site and a plurality of provider sites, a method of identifying for at least one
of the end-users a location on the network of at least one of the providers and preserving
user annotated code information, comprising:

receiving, at the hub site, code information corresponding to one or more codes

provided by the end-user;
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i dentifying synbol corresponding to the end-user, transmtting a third
perm ssion request fromthe hub site to the end user and transmtting the
provi der woet/&33ehice i nformati on associated with the end-perpUSéwvamit he hub
site to the provider only if perm ssion of the 20 end-user is received in
response to the third perm ssion request. 10. The nethod of claim 2.wherein

the machi ne relﬁ(il@#bﬁse%(i'ﬁéco%%f%ﬁﬁaﬁ{b%gré@ﬂe\;iﬁ?froﬁna%x’dﬁ%rdata%ﬁsevggs&%été§305
PCT/ US01/ 44101 11. The nethod of claim 1l wherein only a sponsoring

provi der . nsor - n the network hority to

per manent IE/}? %ﬁeﬁgﬁﬁ |8ﬁ%@o?lg%‘?dggsa-lﬁg‘%latgonacé)gg 3 dbngttﬂg@eal%g%\}/j\%qu% th 2. A net hod
for directing an end-yser to a netwrk |ocatjon using information 5
corres poﬁ’t??‘?ﬁg‘ktcgaé’rwlg?ﬁt{i@rls %%eﬁg’@@%f%ek‘fﬁ%c 1 HoRonpri sing: a)
provi ding a database w th aCPI urality of records each of which is

associ ated wiusingiheinftweorle pddress dformatiandaaliieet the died-useh éo thiedowtien on thor e of
the records has a plurality of different network addresses associ at ed

t her edi t metwirk ofitid ssesisted ptowisiek addr esses being associated with different
providers; 10 b) receiving at a network site, scan information associ ated

wWith one or Mggeivingdden A HBENNEHRHBARE Bs&AARSaltBLdLM S HRLIBA- user with
a renote scanni ng device, the end-user being associated wth one of the

di fferent proyét&%{%?éai&:&s fgllir{oita%/d Mefi%@%%ﬁﬁ}%gﬁ%%e in response to the

scan information, FTecords assocl ate ne-r eadabl e codes
scanned hy the, end-user; 15 d) based on property infornmation of .a session
of "t he. ert: usch STHETHG St s e e P SRt e GHA L COEPRS R 005 f or
each of the retrieved records; and €) initiating transm ssion of the at

| east one sel echeworkchaviaket dapdiaclet sitegnd rrpdurahiptofpravidrisides, vhergan and- user .

13. In a systemhaving a plurality of end-users that renotely access a
net wdbk Hawdality of2Z0datselsearndtely doodss shed metwonk; a plurality of provider sites, a
met hod of identifying for at |east one of the end-users a |ocation on the

network of at Jgasle dibass askbiatbd AVthdls Butpdied, RrefeingiaN@er-k86d annot at ed
code information, conprising:
corresponding to each end-user; each user-record comprising public information that the
end-user submits to the hub site and that the end-user expects will be shared with one or
more of the providers without permission of the end-user, private information that the
15  end-user submits to the hub site and that the end-user expects will not be shared with any
of the providers without permission of the end-user, and a non-externally identifying
symbol associated with the user-record that identiﬁgs the end-user on the network;
wherein, in response to a first request signal containing the non-externally
identifying symbol corresponding to the end-user, transmitting the public information
20  associated with the end-user from the hub site to a provider without permission of the end-
user; and
wherein, in response to a second request signal containing the non-externally

identifying symbol corresponding to the end-user, transmitting a permission request from

the hub site to the end-user and transmitting the private information associated with the
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receiving, at the hub site, code information corresponding to one or nore
codes provided by the end-user; 28 WO 02/ 43305 PCT/US01/ 44101 in response
to the codeor/sf305 mation, retrieving froma profil e databaBeT/assiogi@at ed

with the hub site network address information corresponding to the |ocation
on the network of a provider that is associated with the received code

i nf or mat i emd-uses from thbaub eitevortke pebdides snly if permidsioavftthe did-eet istrb&iwsidnuser

to the location on the 5 network of the associated provider; receiving

fromthe gRForids &S theetni8sibH Reghbdte user annotated code information; storing
sai d user annotated code information at the hub site. 14. A systemfor

storing a se I . I - i nf [ [ slng: a

metvor i i ngraepidey IHRIOF BIeRBhe ot e RicARen SPATRAENE | o8
wherein a_ 10 plurality of end-users renotely access the network; a profile
dat abase BE?B@&&P%@“WP h the hub site, for storing a user-record
correspondi ng to each end-user; each user-record conprising public

i nforrati on t hapetveek capprisiseat 1sashahuls sitepndhaeplmalitysotpodder siteatwheiein a

end- user expects will be shared with one or nore of the providers w thout
per m ssi oplucdlity bfendndetssemotedy aacatsahe nétoorigt i on t hat the 15 end- user
submts to the hub site and that the end-user expects will not be shared

with any of tR{BeBh6dd @ifbrbtiodstreRRNIINEId Bfle &f mbRECHIBIpéTRIcd b3k a
non-externally identifying synbol associated with the user-record that

identifi esnd- rgr}gc-elil‘;egrat% Jﬂ)esiﬂgewr k; wherein, in response to a first

request signal contal ning the noh-externally identifying synbol
tion 20

corresponding to Ze d-user,. transmtiin ttge publ.i c i nfor
associ ated W t%pr[oﬁ ° %ﬁ 2358 8?50?1?%91 1%9%?1%@ g‘fet O?W%Hdblrlwoﬂé‘?&‘?\‘is? hout
perm ssion of the end- user; and wherein, in response to a second request
si gnal0 cofermatipg cemresPABing J@ dedegatign op theretwarkog adyoider theris aspeipging to
the end-user, transmtting a perm ssion request from the hub site to the
end- user wril tharaesvdd ¢ddagniohmatpmi iv adteeved fio rasponserto deswde afednationh t he 29 WO
02/ 43305 PCT/ USO1/ 44101
wherein the profile database comprises a user-record corresponding to each end-
user; each user-record comprising public information that the end-user submits to the hub
site and that the end-user expects will be shared with one or more of the providers without
15 permission of the end-user, private information that the end-user submits to the hub site
and that the end-user expects will not be shared with any of the providers without
permission of the end-user, and a non-externally identifying symbol associated with the
user-record that identifies the end-user on the network; and
wherein the network address information is used to direct the end-user to the
20  location on the network of the associated provider.
16. A system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:

a database with a plurality of records each of which is associated with a different

machine-readable code, wherein one or more of the records has a plurality of different
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end-user fromthe hub site to the provider only if permssion of the
end-user is received in response to the perm ssion request. 15. A system
for identwéytmzos or at | east one end-user a |ocation of aPCT/@ss4400e

provi der, conprising: 5 a network conprising at least a hub site and a
plurality of provider sites, wherein a plurality of end-users renotely
access t heetwetkwaidkessastassoeiatedcthetlewithf (e ridlifdromt network apdresien §eing asideiatsd nor e
codes provided by the end-user is received at the hub site; and a profile
dat abase @fBaptRERGroviddis;t he hub site from which network address 10

i nformation corresponding to the location on the netvvork of a provider that

|3 fpsoctated bt U o REIUEM SR SRR SARBIGyl 1 esPonse
pub i ¢ 1 ORI TN e Fiade A Tt gie ga‘%ri%hlﬁ?%&e‘ééae@e %ﬁ%el‘é FHEEer 't he
15 e SbF SRR britzancSE vl pny et G AHIGHIIIGITENat Lhe end- user
submts to the hub s!te and that the end- user expects'wl | _not be §hared
hon extornal |y 1 dent 1 1y1ng oynbol  a6s00! ated w th the user-record tnat

i denti fi egaddble @Hds sBhcdBY thhnAAENIK et FVdd WIS B 'BlaiaB@senﬁﬁééﬁ ok cﬁ@éilfaes s
|nforrrat|on is used to direct the end-user to the | ocati on on the

k d-
t”gt ‘QD:]et e {:(lﬁ]%% gg%&g;&nrﬂﬁlglé’rnéé&?cﬁtg&whjtﬁe erfd-R0L8 tF i’é‘aétg{ne dl {xx?o‘"r 'a@&e?s”fg?” user

ormat1 on correspon 0O a provi

secocta of AL 0e POPCURAL SO M AR AR AT 5 Bl 1y o

code, wherein _one or nore of the records has a plurality of different 30
VO 02043 Festwedsaddessy jsanitioted frose fsrmetwersite sothe gadyesrat ed therewith, the

di fferent network addresses being associated wth different provi der S; a
network site af syhiemHosidemifymgdonaitleashorzssianilated adbtdtion o aplcastone scans of
machi ne-r eadabl e codes nmade by the end-user with a renote scanni ng device
i's recei y@dyider and for preserving user annotated code information:
a network comprising at least a hub site and alplurality of provider sites, wherein a
plurality of end-users remotely access the network,
15 wherein code information corresponding to one or more codes provided by the
end-user is received at the hub site; and
a profile database associated with the hub site from which network address
information corresponding to the location on the network of a provgder that is associated
with the received code information is retrieved in response to the code information,
20 wherein the network address information is used to direct the end-user to the
location on the network of the associated provider,
wherein user annotated code information is received from the end-user at the hub
site, and

wherein said user annotated code information is stored at the hub site.
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5 the end-user being associated with one of the different providers;
wherein, in response to the scan information, records associated wth the
machi ne- weadaish® codes scanned by the end-user are retripgrRUSévamIit he

dat abase; based on criteria specified by the provider associated with the
end-user, at |east one network address for each of the retrieved records
i s sel ect®d; aAdystearfoniissitinp ankend-heer ad a hetasbk tnaticetsed adorifitiort wor k
address is initiated fromthe network site to the end-user. 17. A system

for i dentidmekpehdi todtprb@idst asoatgated wah thdiSRL Sed cbﬁ%ﬁ"sih@ﬂ_ of at |east one
provi der and for preserving user annotated code information: a network

conprising at i ral i-ty.of. i_dar_.si erein a
plurality of e%%@%@g?g&@ %r%k%ﬁtﬁ acgcgoggg %ﬁgogg‘%‘ﬁcglrlﬁ?_gs%ﬁa%ﬁ&lﬁ %ﬁg%aéew _
Focel ved BICERERORIE Y AR RO G SAL ARt BECOaTH SOV TH e he hub
site fromwhich network address information correspondi n% to the | ocation
on t he netshserk agfregsqsragsacirsed thamgwithsthg difireprimetvonjagd fresyss beiag epspsidtadode
information is retrieved in response to the code information, 20 wherein

t he net wowkh ddittres providas;mation is used to direct the end-user to the
| ocati on on the network of the associated provider, wherein user annotated

code i nfor mat i phetlverk st WRECH JoaMibien 2108 abtoelated with ndotbno®ist s ANd
wherein said user annotated code information is stored at the hub site. 31

VO 02/ 43300 il { WP G nadt By the S¥SEEMviR bR ehiEn Pl i 0s KaklvellO. @
% rovi der

network | ocation using Information corresponding to a er associ at ed
with the end-user, conprising:.a database.with a.plurality of records each
of which | Se%cg'gf‘)ecfi’bgltn@ SW’W“%”H?P’F%? ?aﬁf{%@ﬁipﬁ Ylﬁﬂfé.’dabl e code, wherein one
or nore of the records has a plurality of different 5 network addresses
assochtat ed t heWBSHRihin HepRODSE Forthe agep 1 9, ssgrdsaseosiaied wih thesaeshinced
with different providers; a network site at which scan infonnation
associ at egadabldrcadee sannebbetiecadssafare reridvied drone tictalatabaspiasd vada by t he
end-user with a renote scanning device is received,
expressed goal of the end-user, at least one network address for each of the retrieved
records is selected; and transmission of the at least one selected network address is
initiated from the network site to the end-user.
15 19. A system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:
a database with a plurality of records each of which is associated with a different
machine-readable code, wherein one or more of the records has a plurality of different
network addresses associated therewith, the different network addresses being associated
20  with different providers;
a network site at which scan information associated with one or more scans of

machine-readable codes made by the end-user with a remote scanning device is received,

the end-user being associated with one of the different providers;

32



t he end-user being associated with one of the different providers; 10
wherein, in response to the scan information, records associated wth the
machi ne- weadaish® codes scanned by the end-user are retripgrRUSévamIit he

dat abase; based on an expressed goal of the end-user, at |east one network
address for each of the retrieved records is selected; and transm ssion of

the at |east opg:rsigl ﬁ%S?@nébethbHé oAU AR dnS recb s Ak RELd  AMHehBadRBNOT K
site to the end-user 19. A systemfor directing an end-user to a

net wor k lrg c%%leo&dé'sséc@%npéﬁ'ﬁﬁhg@ﬁd—% T a? Ol fevBy ?ﬁhﬂﬂe Itdgtaﬁ I 8&1se§i oh gg ﬁC' at ed

with the'e ase Wi uralit ¢ each
of which | assoc ted with,a di fferen ne- readabl e cod wher ei n one
or nore JHOPRAINE %ﬁ’éﬂ‘i’fbgp the spduser Wﬁ%rfwtw% 3t loatt OnR BE SR SAHETSIoE o
associated therewith, the different network addresses being associated 20

with diffeselent the reipvrdrrecords ieelpeier; aniditeansmission off thecd eashoms setectedn
associ ated with one or nore scans-of nmachi ne-readabl e codes nade by the

end- uSer netwdrkadderit énitietad fiiongthd eetveek isite toahekenddser. t he end- user bei ng
associated wth one of the different providers; 32 WD 02/43305

PCT/ USO1/244107 o Vygﬁéﬁ'lﬁmﬂ o Pl1OSABNGENH bR She Qeﬁﬂotbﬁffd%éﬂﬁtd Rwork HagS
associ ated with the machine readabl e codes scanned by the end-user are

retri eve%t ieragm ﬂt{h%é@%}el@m%?tgahtgao%ﬁ)go& r@ftgso gét%eYho 1@%&%%&& 1@%15? SI on of

t he end-user on eas one’n for eac ®of the

retrieved records is selecte and tra ssion of the, | east. .one
sel ect ed % MRl PRISAarE0n qngh? Ptz tH‘lraSﬁ?DteHg llrﬂee?%i‘%r% CORPHYNE he

end-user. 20. In_ a systen1haV|ng a plurality of end-users that renotely
access a net woECIHBLiahHe b siteseode infaupatipnicerrgsponding| o OBE it Jrorsf cqdedvi der
sites, a method of identifying for at |east one of the end-users a
IocaﬂDonpmwKwﬁbmémwmdkm@f at | east one of the providers, conprising:
receiving, at the hub site, code information corresponding to one or nore

codes 10 provhéagoly té iR RaEinBefdtidn et @S RMNEEmaGrbiR daehasd A6SYissd | on,
retrieving froma profile database associated wth the hub site netmork

addr ess i\hOfiERLb e ﬁ%ﬁézﬁﬂ?&% %oﬁgat{olﬂecom%%hc g 10thd 1BEatidiGRL k of a

provi der that is associ at th the recelv e information; and

network of a provider that is associated with the received code information; and
using the network address information to direct the end-user to the‘ location on the
15  network of the associated provider,
wherein the profile database comprises a user-record corresponding to each end-
user; each user-record comprising public information that the end-user submits to the hub
site and that the end-user expects will be shared with one or more of the providers without
permission of the end-user, private information that the end-user submits to the hub site
20 and that the end-user expects will not be shared with any of the providers without
permission of the end-user, and a non-externally identifying symbol associated with the
user-record that identifies the end-user on the network.
21.  The method of claim 20 wherein the one or more codes c‘omprise one or more

machine readable codes.
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using the network address information to direct the end-user to the

| ocation on the 15 network of the associated provider, wherein the profile
dat abase wonp#idses a user-record correspondi ng to each enBeTwS@r441@ach
user-record conprising public information that the end-user submits to the
hub site and that the end-user expects will be shared with one or nore of
t he provisgers .t m 561 - LV, | i on that
t he end- uz(si'er s%nr? ?gg(ti (O)Pt&%gﬂ %E{B’ﬂgﬁetmeth%%% gﬁglgtr at% 1’? k?g&éesn%% Ecsa!g{r}&{e)ﬁ pects w ||
not be sheared with any of the providers without permssion of the

end- user,and”a non- ext er nal | y identifying synbol associated with the
user-record that identifjes the end-user on the network. 21. The nethod of
cl ai m 20 4ther e} SYBENIRE NS HpeERfFd-Usaiphat Sanefgly ASFesTBmetWorkdRvng
readabl e codes. 33 WD 02/43305 PCT/US01/ 44101 22. The nethod of claim 21
wher ei n tahéeasteechibnaterand dgirelityod gsovader siesaameathdsyoftifentifising forsasdeaspene | n a
system having a plurality of end-users that renpotely access a network

havi ng aif theeagitustrdwidcatidnonahiel netwolrluofatileast oie giithy pidetdesd ddpreserving hod of
identifying for at |east one 5 of the end-users a location on the network

of at |eagtr SR6ta8ld dJa. ibANARE! SorAfskify.€serving user annotated code
i nformation, conprising: receiving, at the hub site, code information

corr espondi ng £0..00¢ 91nd1Rl&E0URR inBERM LR R ABaUSPhid fhdsgsponse

to the code infornma n, retrieving rroma pro ase assoclated 10
wi th the hub s(ﬁ)e hnet rk address information corresponding to the |ocation
on the MEPVIBPkOBINCLNEUSEH der that is associated with the received code
information; using the network address information to direct the end-user
to the | ocati dhreaponsedo thrgode infonnhaticnereiiesdes Goma poble diabase assedigicdg from
t he end-user at the hub site user annotated code information; 15 storing
sai d 10serwitinthethab aile aaterk afdvessadfoanatidn donespomniding tb ¢he 1Bdatioh @ythtem f or
identifying for at |east one end-user a location of at |east one provider,
conpri SI Hgtwork of a provider that is associated with the received code information;
using the network address information to direct the end-user to the location on the
network of the associated provider;
receiving from the end-user at the hub site user annotated code information;
15 storing said user annotated code information at the hub site.
24. A system for identifying for at least one end-user a location of at least one
provider, comprising:
a network comprising at least a hub site and a plurality of provider sites, wherein a
plurality of end-users remotely access the network,
20 wherein code information corresponding to one or more codes provided by the
end-user is received at the hub site; and
a profile database associated with the hub site from which network address

information corresponding to the location on the network of a provider that is associated

with the received code information is retrieved in response to the code information,
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a network conprising at least a hub site and a plurality of provider sites,
wherein a plurality of end-users renotely access the network, 20 wherein
code i nf ovoa2/43Bns correspondi ng to one or nore codes provi BeTusyl/44in@
end-user is received at the hub site; and a profile database associ ated
with the hub site fromwhich network address information corresponding to

the location apdidg tairvRIkiibade RIPHEEE uldddbedrd caSEPehdLL D cddhlehdt he
received code information is retrieved in response to the code infornmation,

34 WO 02/ u%%%g&hegy}é\?g&{ c %‘Ep%ingﬁ}ll%ﬁg%ﬂoﬁﬁﬁoﬁrtﬁt'tllleeergl@ﬁs%p @l?o?rgf’sqg%é mpe @
user-record’corresponding to e end user; each user-record conprising
public infor i t hat the end- r submts to the h site and. that the
End- user 5 o it heien St mpetimag BBl I AbF o BT g Py B G hout
perm ssion of the end-user, private information that the end-user submts
to the hulsrgisgienof thebngtiger. pHuate Hrfoumasiondhas dleg endviiser subaeitsde thehlabesitewi t h any
of the providers without perm ssion of the end-user, and a non-externally
i dent i5f yiang tlsat tieodndassoeipatts dvillinbhbd sharedugith amyeefGhel ptdvaders wehoitf i es t he
end-user on the network; and wherein the network address information is

used to QekARbioh BENRMAILSE! ahi®a hbR exteARRY IRNtiBAng KA it wikhde
associ ated provider. 10 25. A systemfor identifying for at |east one of

end- user 3,3 4.06aldATOHRL 1Al nRLONermand For preserving user

annot at ed code 1 nfornation: network conprising at |east a hub site and a

lurality of provider site erein a.. plurality. of .end-user enotely
gccess t he net%f??%ﬁfé%?% a(flggeés fnr‘f?lg?aﬁﬁgilso?‘?e%? ﬁlé%%&ed‘?rnﬁigust%%oth% or nore
codes prqvided by the 15 end-user is received at the hub site; and a
profile da¢uindes theagwrk fdhsnsspciatsd PFAAS te from whi ch network address
information corresponding to the | ocation on the network of a provider that
i s adfociZt ed A gystdm foradendifiping dor at dehet dnefodiendiuvbarn ailacatien of ahleabt bme r esponse
to the code information, wherein the network address information is used to
di rect thgowde-auddor prosdrtiag uddt ansatet @bdomfdhrtioet wor k of the associ at ed

provi der, wherein user annotated code information is received fromthe
end-user at t hgAkSk comprising at least a hub site and a plurality of provider sites, wherein a
plurality of end-users remotely access the network,
whérein code information corresponding to one or more codes provi&ed by the
15  end-user is received at the hub site; and
a profile database associated with the hub site from which network address
information corresponding to the location on the network of a provider that is associated
with the received code information is retrieved in response to the code information,
wherein the network address information i_s used to direct the end-user to the
20  location on the network of the associated provider,
wherein user annotated code information is received from the end-user at the hub

site, and

wherein said user annotated code information is stored at the hub site.
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site, and wherein said user annotated code information is stored at the hub
site. 35 WD 02/43305 PCT/US01/44101 26. A nethod for transmtting

i nf or mat ivod 02/€33nesent ati ve of scanned nachi ne-readabl e cpORTSHE4NMEEN
network sites, conprising: a) receiving, at a first site, information
associated wth one or nore scans of machi ne-readabl e codes made by an

end- user 265 b)A fle@iold T8y trafsnAttite i ARSI ASSHeteRt A e W béhnnBE ndathift-réddbigle t he
infornmati on associated with one or nore scans' of machi ne-readabl e codes in

a data r ' ' - -nuneric identifier associated

t her ew tﬁ:%ﬁ%s) e |éf{éé1g%| ngrk#ﬁgﬂgﬁlgibggg fromthe first site to a second site
with a URL thas i ncl udes o%h (8 SY ol i.dentif.%/ti(ﬂgl.ﬁn address of the
second site oYt he THETBF IRt A AGSISHE MPHIARGRAFEOAFEH FI A& OF BIOTHEHARS P er
associated with the information stored at the first site; d) receiving, at
t he firstmaghins-regdapleiodss madeybypn erdbisehe second site for the infornation
stored at the first site, wherein the request signal includes a

represSent ati ob)of stdmmguati aglatababpisacnatadmith thelBrst sifd, érg infrchaByn sendi ng t he
stored information fromthe first site to the second site in 15 response

to the regupRitedWiiNahe orhoreAcaksdfaRtchie-reiRBREoES M ddtd BRI NRThg a
representative of scanned machi ne-readabl e codes between network sites,

conpri si ng: 'r_%m[%('ii : i i 410N associ ated with one or nore
scans of Q%laqcu%ia#h- rea gg?égﬁlg\gggﬁgﬁg%g%%lﬁmend- user is received; 20 a
dat abase associated.with the first. site at, stores the infor 0N
oo ated wih " ok i End uilrolt i ks %0 RG00h BRa WAL TRLIRE .,
record having a uni que al pha- numeric identifier associated therewith; 36
WO 02/ 433p8udssbotbspaymabel adentifying apadiressod thegegpnd-pteimehe petwigdernd e

directed, fromthe first site, with a URL that includes both a synbol
i dentlDf yiungguanlpddamessicodentifier ssoaatdd siithghomfomemtionstowekatdhel fitsh site;

d) receiving, at the first site, a request signal from the second site for the
information stored at the first site, wherein the request signal includes a representation of
the unique alpha-numeric identifier; and

e) sending the stored information from the first site to the second site in

15  response to the request signal.
27. A system for transmitting information representative of scanned machine-readable
codes between network sites, comprising:

a first site at which information associated with one or more scans of machine-
readable codes made by an end-user is received,

20 a database associated with the first site that stores the information associated with
one or more scans of machine-readable codes in a data record having a unique alpha-

numeric identifier associated therewith;
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uni que al pha-nuneric identifier associated wwth the information stored at
the first site; wherein a request signal is received at the first site
fromtheweopm3osite for the 5 information stored at the PCT/E801i41@,
wherein the request signal includes a representation of the unique

al pha-nuneric identifier; and wherein the stored information is sent from
the first site seeordditte3eARY the t18] hder isrdepRESRorhGhd fist sieq wethta TRonRdt. 10
28. A nmethod for directing an end-user to a network | ocation using

i nf or mat '11961ude§é‘%fheas 1ol B M8 or ARAEIAY 8 o hOntiiBreith e

conpri sing provi‘ding a dat ase wth a p ura |ty of records each of

which is assoc ed W t. er.ent erein one or
mor 6 of *RERE AR aLmell Gt hosFiBh SR PRoERRCRsi R R fa%“’@e%es
associated therewith, the different network addresses be| 5 ssoci at ed
wi th differentVIsFuAdeest s&gnai BIEFRIy St e ésh%&em g segoncRsiterfor the or mmt i on
associ ated with one or nore scans of machi ne-readabl e codes nade by the
end- uSer informatiorrssored et the dinsiistig, vesvindhe reheest danalindnddsei mpressnsaivnafed wit h
one of the different providers; c) retrieving fromthe database, in

r esponse thoutifee sipkanirnédy idaitifer; andecords 20 associated with the
machi ne-r eadabl e codes scanned by the end-user; d) based on criteria

speci fied by the:dh M dsed ATSREARLGHsM HBni e e ditd!&fthe see%eheﬁé g at | east
one networ k address for each of the retrieved records; and e) initiating

transms g one sel ected network address fromthe network
site to ?%8)8 otﬁlgeerreaﬁ? 888102/ 23305 PCT/ USO1/ 44101 20, A et hod f or
directing an end user to a network | ocation using information
corresponding to a provider associated with the end-user, conprising: a)
prOV|d|ng§a database with a plurality of records each of which is
assodPat wiA methodifor direshng raehd-necr e aaeiviosk lnsakon yieg Bifermshienor nore of
the records has a plurality 5 of different network addresses associ ated
t her ew t kprredpending fte b prividee bivwoclataidditietheead meemegompssng:i ated with di fferent
providers; b) receiving at a network site, scan information associated with
one or nore g providing a database with a plurality of records each of which is associated

with a different machine-readable code, wherein one or more of the records has a plurality

of different network addresses associated therewith, the different network addresses being

15  associated with different providers;
b) receiving at a network site, scan information associated with one or more
scans of machine-readable codes made by the end-user with a remote scanning device, the
end-user being associated with one of the different providers;
c) retrieving from the database, in response to the scan information, records
20  associated with the machine-readable codes scanned by the end-user;
- d) based on criteria specified by the provider associated with the end-user,
selecting at least one network address for each of the retrieved records; and

e) initiating transmission of the at least one selected network address from the

network site to the end-user.

37



scans of machi ne-readabl e codes nade by the end-user with a renote scanning
device, the end-user being associated with one of the different providers;
10 c) retwOevasgs from t he dat abase, in response to the scrOT/URéIGHIEL | ON,
records associated with the nmachi ne-readabl e codes scanned by the
end-user; d) based on an expressed goal of the end-user, selecting at |east

one netwozk afdn&@bsd fopdireafly MfentinBer Bta'cbVed 16@E6hH Using aMrBAtidnNi ti ating
transm ssion of the at | east one sel ected network address fromthe 15

net wor k Sé&ﬁes#cglr(]itl Sloﬁa ?H?S‘lr assordated with O dl Wer, %ﬁl?ﬁ%lhgg an end-user to a

net wor k | ocat ntormat1 on corresponding to a provider associ ated

ith th d- : i Sing:; i.di dat ab i th I it f
Fecords each o vini WRvRE A0 E wBhAGERRE ForPulofief albintids Putilisre” °
code, wherejn one or nore of the records has a plurality 20 of different
net wor k aWH & delderenidazrhmereeiablregadii Vhereinmme @F 1ose ehithe reaorisylias addwales

being associated with different providers; b) receiving at a network site,
scan idnf ovfrhtferent metworki asldedsasiassocoted therewithethe differentofetwarkhiddesses hdingl e
codes made by the end-user with a renpte scanni ng device, the end-user

bei ng assgsoditedwithtdiffaee pbvitike; di fferent providers; 38 WO 02/ 43305
PCT/ US01/ 44101 <c¢) retrieving fromthe database, in response to the scan

i nformation, r@)cordl%ceieﬁ QF b AL S&Jﬁqnm%&fagssa%@wh%gg%?ﬁg&@nned by

t he end-user; based on property information of a session end- user
on the ne [ 2| ect | at, | east.one network.address for .each.of .t he
ot i oved PR MR et BARE pRD% PEHER SR EROGPR ohEmfE TR, e
sel ected net Worg .address framthe  network site to the end-user. 31. A
syst em f of9gisFR qlp&@ssgﬁa@ﬁau{{p]s%}e of $heydiffsreiibPiovidstsat i on usi ng i nf or mati on
corresponding to a provider associated with the end-user, conprising: a
dat ab8se with @ pl uiekriaving form thecdntehnse ar tespénsaite tie scan méyovitianadeaids h a
different 10 machi ne-readabl e code, wherein one or nore of the records has
a pl ur al i dsgodidtedivithehembchineteaditle acdtsgsamsd g gecdndtigdr;t herewi th, the
di fferent network addresses being associ ated
d) based on an expressed goal of the end-user, selecting at least one network
address for each of the retrieved records; and
e) initiating transmission of the at least one selected network address from the
15  network site to the end-user.
30. A method for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:
a) providing a database with a plurality of records each of which is associated
~with a different machine-readable code, wherein one or more of the records has a plurality -
20  of different network addresses associated therewith, the different network addresses being
associated with different providers;
b) receiving at a network site, scan information associated with one or more

scans of machine-readable codes made by the end-user with a remote scanning device, the

end-user being associated with one of the different providers;
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with different providers; a network site at which scan infornmation
associated with one or nore scans of nmachi ne-readabl e codes nade by the
end- user wd 0143803 enot e scanni ng device is received, 15 theT@fd/44s@r bei ng
associated with one of the different providers; wherein, in response to the
scan information, records associated with the machi ne- readabl e codes
scanned by thecend- uggeviag Gofrethe debefih8pohs dahaas eifoRASRE, ARofsi teri a
specified by the provider associated with the end-user, at |east one

net wor k ags%&ﬁt%d{xﬁfh th@%&J&h&fe-rkéh%bfe%tuaéses\égﬁhzég%ﬁgﬁé’ §ncL—ﬁse§‘e| ected; and

transm ssi on of e at | east one selecte twork address is initiated

fromthe netwo site to the end-user. 3 A syst for directing a
end-user to a ﬁtt m%ﬁseflggﬁr?poeﬁt ydgﬁéﬁaatﬂ%%frarfgﬁ%hOF t?SPP‘i‘EE%ﬁ&ﬁﬁ%“%S"’Q"

provi der agsociated with the end-user, conprising: a database with a

plural i tys‘%‘?cuing@% cgst Oé’éé’l"rt%cfrk\%ﬁ‘icijré?ﬁ fog eg@sogé]peaqewv\%l t9eokdsgand er ent

machi ne-readabl e code, wherein one or nore of the records has a plurality
of different 80 WOitiag3oEsREToNSd et IGst onveselooted natink sddsssaissndhat ed
therewith, the different network addresses being associated wth different
pr ovi der shetawvorletiwookhsérddugt. whi ch scan i nformation associated with one or
nore scans of nachi ne-readabl e codes nmade by the end-user with a renote

scanni ng devi cR dystehPloflit8ding aa chifisENE 2¥eBloR e AT ARSIAS iftbRLatiMnt N one of
the different providers; wherein, in response to the scan infornmation,

records a i i LNe-. . b odes._scanned by the end-user
are retri g@ge%b@ﬁcﬁ;ﬁg %%Br(ﬁ);’p%ﬁg%éghﬁg%@e%%grzladﬁgsegycp??néj SE&‘goal of the
end-user, at |east. one ne agflqr‘?ggréﬁfor e%vh of the . retrjeved _ records

t

is selected: ahd2PPaqInt j[§P %‘h’&f egchlvhichis astosiatedavite p defgrentqdr ess

is 10 initiated fromthe network site to the end-user. 33. A systemfor

di r ecl§ ngmaghiaersieadglle cpde, avheeginonkory merstdf die 1eso1dg hamd pluradity ofidifferent
corresponding to a provider associated with the end-user, conprising: a
dat abase méttviorlaadalressed assyciatbd theewvitls tleadiffeieht mdtwolk dddraassdeimt /sboated a
different machi ne-readabl e code, wherein one or nore of the records has a
pluralitywah diftéberoviddR; net work addresses associated therewith, the

di fferent network addresses bei ng associ at ed

a network site at which scan information associated with one or more scans of
machine-readable codes made by the end-user with a remote scanning device is received,
15  the end-user being associated ‘With one of the different providers;
wherein, in response to the scan information, records associated with the machine-
readable codes scanned by the end-user are retrieved from the database; based on criteria
specified by the provider associated with the end-user, at least one network address for
each of the fetrieved records is selected; and transmission of the at least one selected
20  network address is initiated from the network site to the end-user.
32. A system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:
a database with a plurality of records each of which is associated with a different

machine-readable code, wherein one or more of the records has a plurality of different
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with different providers; a network site at which scan infornmation
associated with one or nore scans of nmachi ne-readabl e codes nade by the
end- user wi phi43303 enot e scanni ng device is received, the rOOUSEIRKMIEGEI NQ
associated with one of the different providers; 20 wherein, in response to
the scan information, records associated with the machi ne- readabl e codes

scanned byetfb&k a%ﬂﬁ:‘séb%%&so%fa@ecﬁﬁé{eﬁ@t}ﬁeﬂe falremd: etk %Q@r%?ses Baﬁgqss%&aeﬁoper ty
informati on of a session of the end>user on the network east one

net wor k agﬁﬁﬁﬁfﬂ%ﬁgﬂﬂﬁﬂﬁg of the retrieved records is selected and

transm ssi on €ast one selected network address is |n|t|ated

fromthe network site.to the_ end- usf
a networ s1te at which scan 1 omlatlon associated with one or more scans of

machine-readable codes made by the end-user with a remote scanning device is received,
5  the end-user being associated with one of the different providers;

wherein, in response to the scan information, records associated with the machine-
readable codes scanned by the end-user are retrieved from the database; based on an
expressed goal of the end-user, at least one network address for each of the retrieved
records is selected; and transmission of the at least one selected network address is

10  initiated from the network site to the end-user.

33. A system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:

a database with a plurality of records each of which is associated with a different
machine-readable code, wherein one or more of the records has a plurality of different

15  network addresses associated therewith, the different network addresses being associated
with different providers;

a network site at which scan information associated with one or more scans of
machine-readable codes made by the end-user with a remote scanning device is received,
the end-user being associated'with one of the different providers;

20 wherein, in response to the scan information, records associated with the machine-
readable codes scanned by the end-user are retrieved from the database; based on property
information of a session of the end-user on the network, at least one network address for
each of the retrieved records is selected; and transmission of the at least one selected

network address is initiated from the network site to the end-user.
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