
WO 02/43305 PCT/US01/44101  METHOD AND SYSTEM FOR CONNECTING END USERS WITH
NETWORK LOCATION  FIELD OF THE INVENTION The present invention relates to
identifying network locations of providers based  5 on code information
provided by an end user. BACKGROUND OF THE INVENTION Bar code scanning
technology has been in use for quite some time. Such bar  codes appear on
most items encountered by consumers every day - from grocery items to  10
driver's licenses. Other types of codes (such as private codes), and
methods for acquiring such codes, have been and are continuing to be
developed. Bar codes and other codes  allow for fast and easy
identification, tracking, and inventory of items as well as storage of
data relating to such items. As bar codes have become a common and familiar
part of the  consumer experience, so has the use of web services and
applications. Different types of  15 web services and applications continue
to grow in number and popularity. Identifying ways of converging these two
apparently disparate technologies to  create a product that provides
mobility, simplicity, accuracy, convenience and efficiency  to web
applications and services would enable companies to reduce costs (by
replacing  formerly manual tasks with bar coding technology), increase
revenue (by offering 20 barcode-enabled advertising alternatives that allow
consumers to learn about products,  prices, store locations etc.), increase
productivity (by automating sales force tasks such as  product ordering),
and improve customer loyalty (by offering barcode related value-added
services to customers). 25 SUMMARY OF THE INVENTION The present invention
provides systems and methods related to the convergence  of bar code and
other coding technologies and web-based applications and services,  thereby
fulfilling a need present in the prior art. In particular, the present
invention is directed to a system and method for storing  30 and
selectively sharing end-user information. A plurality of end-users remotely
access a  network having at least a hub site and a plurality of provider
sites. A user-record 



1 WO 02/43305 PCT/US01/44101  corresponding to each end-user is stored in a
profile database associated with the hub site.  Each user-record includes
public information that the end-user submits to the hub site and  that the
end-user expects will be shared with one or more of the providers without
permission of the end-user; private information that the end-user submits
to the hub site  5 and that the end-user expects will not be shared with
any of the providers without  permission of the end-user; and a
non-externally identifying symbol associated with the  user-record that
identifies the end-user on the network. In response to a first request
signal containing the non-externally identifying symbol, the public
information associated  with the end-user is transmitted from the hub site
to a provider without permission of the 10 end-user. In response to a
second request signal containing the non-externally identifying  symbol, a
permission request is transmitted from the hub site to the end-user. The
private  information associated with the end-user is transmitted from the
hub site to the provider  only if permission of the end-user is received in
response to the permission request. The present invention is further
directed to a system and method of identifying  15 for an end-user a
location of a provider on a network that is accessed remotely by the end-
user and that has at least a hub site and a plurality of provider sites.
Code information  corresponding to one or more codes provided by the
end-user is received at the hub site.  In response to the code information,
network address information corresponding to the  location of the provider
on the network and associated with the received code information 20 is
retrieved from a profile database associated with the hub site. The network
address  information is used to direct the end-user to the location of the
associated provider on the  network. The profile database includes a
user-record corresponding to each end-user.  Each user-record includes
public information that the end-user submits to the hub site and  that the
end-user expects will be shared with one or more of the providers without
25 permission of the end-user; private information that the end-user
submits to the hub site  and that the end-user expects will not be shared
with any of the providers without  permission of the end-user; and a
non-externally identifying symbol associated with the  user-record that
identifies the end-user on the network. 



Moreover, the present invention is directed to a method and system for 30
transmitting information representative of scanned machine-readable codes
between  network sites. Information associated with one or more scans of
machine-readable codes  2 WO 02/43305 PCT/US01/44101  made by an end-user
is received at a first site. The information associated with the scans  of
machine-readable codes is stored in a database associated with the first
site within a  data record having a unique alpha-numeric identifier
associated therewith. The end-user  is directed from the first site to a
second site with a URL that includes both a symbol 5 identifying an address
of the second site on the network and the unique alpha-numeric  identifier
associated with the information stored at the first site. A request signal
is  received at the first site from the second site for the information
stored at the first site.  The request signal includes a representation of
the unique alpha-numeric identifier. The  stored information is sent from
the first site to the second site in response to the request  10 signal.
The present invention is further directed to a system and method for
identifying  for an end-user a location of a provider on the network and
for preserving user annotated  code information. The network has a hub site
and a plurality of provider sites and is  accessed remotely by a plurality
of end-users. Code information corresponding to one or 15 more codes
provided by the end-user is received at the hub site. In response to the
code  information, network address information corresponding to the
location on the network of  a provider that is associated with the received
code information is retrieved from a profile  database associated with the
hub site. The network address information is used to direct  the end-user
to the location on the network of the associated provider. User annotated
20 code information is received from the end-user at the hub site. The user
annotated code  information is stored at the hub site. Finally, the present
invention is directed to a method and system for directing an  end-user to
a network location using information corresponding to a provider associated
with the end-user. A database with a plurality of records, each of which is
associated with 25 a different machine-readable code, is provided. One or
more of the records has a plurality  



of different network addresses associated therewith, the different network
addresses being  associated with different providers. Scan information
associated with one or more scans  of machine-readable codes made by the
end-user with a remote scanning device is received at a network site, the
end-user being associated with one of the different 30 providers. In
response to the scan information, records associated with the machine-
readable codes scanned by the end-user are retrieved from the database. At
least one  3 WO 02/43305 PCT/US01/44101  network address for each of the
retrieved records is selected. This selection may be based  on criteria
specified by the provider associated with the end-user; an expressed goal
of the  end-user; or property information of a session of the end-user on
the network. Transmission of the selected network address from the network
site to the end-user is  5 initiated. It is to be understood that both the
foregoing general description and the  following detailed description are
exemplary and explanatory and are intended to provide  further explanation
of the invention as claimed. 10 BRIEF DESCRIPTION OF THE DRAWINGS The
accompanying drawings, which are included to provide further  understanding
of the invention and are incorporated in and constitute a part of this
specification, illustrate embodiments of the invention and together with
the description  serve to explain the principles of the invention. 15 In
the drawings: Figure 1A illustrates a preferred embodiment of a system for
carrying out the  methods of the present invention. Figure 1B illustrates a
preferred embodiment of a portion of an administrative  architecture of the
present invention. 20 Figure 2A illustrates a preferred embodiment of a
system for carrying out the  methods of the present invention. Figure 2B
illustrates a fragment of a code catalog database which may be used in
accordance with a preferred embodiment of the present invention. 



Figure 3 illustrates a structure for end user profile information
associated with an  25 end user identifier that may be used in connection
with a preferred embodiment of the  present invention. Figures 4A and 4B
illustrate exemplary user interfaces that may be employed by  an end user
in accordance with a preferred embodiment of the present invention. Figure
4C illustrates a structure for maintaining end user code list folders and
30 associated information in accordance with a preferred embodiment of the
present  invention. 4 WO 02/43305 PCT/US01/44101  Figure 5A and 5B
illustrate two examples of the manner in which information may flow between
the components of a preferred embodiment of the system of the present
invention. Figures 6A through 6R illustrate an example of the manner in
which the methods  5 of the present invention may be carried out in
accordance with a preferred embodiment of  the present invention. Figure 6S
illustrates examples of user interfaces on a cell phone that may be used
in a connection with accessing services in accordance with a preferred
embodiment of the  present invention. 10 Figure 7 illustrates a preferred
embodiment of a system that may be used to carry  out the methods of the
present invention. Figure 8 is a flow chart illustrating a method for
storing and selectively sharing  end-user information in accordance with a
preferred embodiment of the present invention.  Figure 9 is a flow chart
illustrating a method for identifying, for an end-user, a 15 location on a
network of a provider in accordance with a preferred embodiment of the
present invention. Figure 10 is a flow chart illustrating a method for
identifying, for an end user, a  location on a network of a provider and
for preserving user-annotated code information in  accordance with a
preferred embodiment of the present invention. 20 Figure 11 is a flow chart
illustrating a method for transmitting information  



representative of scanned machine-readable codes between sites in
accordance with a  preferred embodiment of the present invention. Figure 12
is a flow chart illustrating a method for directing an end-user to a
network location using information corresponding to a provider associated
with the end- 25 user in accordance with a preferred embodiment of the
present invention. DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
Reference will now be made in detail to the preferred embodiments of the
present  invention, examples of which are illustrated in the accompanying
drawings. Wherever 30 possible, the same reference numbers will be used
throughout the drawings to refer to the  same or like parts. 5 WO 02/43305
PCT/US01/44101  Figure 1A illustrates a preferred embodiment of a system
1000 for carrying out the methods of the present invention. System 1000
includes a plurality of end users 500,  each with a device that allows the
end user 500 to scan or otherwise input codes (i.e.,  numbers) that are
associated with an expressed goal of the end user 500. System 1000 5 also
includes platform 100 and a plurality of providers 600. Platform 100
comprises  multiple components (described more fully with reference to
Figure 2A) that facilitate the  interoperability between end users 500 (and
their associated devices) and services  provided by providers 600. Platform
100 has a wide range of functionality, as described  in more detail herein,
but primarily functions as a switch, identifying code information, 10 user
context and application information necessary for launching services that
assist end  user 500 in achieving the expressed goal. Platform 100 includes
a hub site 101 accessible  via the Internet 50, which allows end users 500
and providers 600 to interact with  platform 100. End users 500 may use a
variety of different types of devices or acquisition 15 technologies to
obtain codes and communicate such codes to platform 100 or providers  600.
For example, end users 500 may contact platform 100 by telephone 5 and
input the  codes by dialing or may speak the codes into the handset. This
input is transmitted though  voice gateway 2005 to Internet 50 and then to
a voice response unit at platform 100 or at  



providers 600. End users 500 may also use a personal digital assistant 10
and transmit 20 codes through wireless application protocol gateway 2010,
to Internet 50, and then to  platform 100 or providers 600. Alternatively,
the end users 500 may use a portable  wireless scanner, or a scanner
tethered to end user client 15 to scan bar codes (e.g., public  codes
including EAN, UPC and JAN) or private codes. These codes can then be
transmitted through the Internet 50 and uploaded to platform 100 by end
user 500 using 25 end user client 15. Other means of obtaining code
information and transmitting it to  platform 100 or providers 600 are known
in the art and are within the scope of the present  invention. The
particular device used by end user 500 dictates the functionality of system
1000 that will be enabled. As discussed in more detail below, the device
and its identifier  govern aspects of access privileges and available
functionality within system 1000. 30 End users 500, platform 100, and
providers 600 may connect to each other  through a variety of different
types of links to form a network 2000. For example, end  6 WO 02/43305
PCT/US01/44101  users 500 may connect to platform 100 through the Internet
50, directly through link 51  and link 52, or by way of provider 600,
though link 51, link 53 and link 54. In other  embodiments, alternate
configurations of the connections between end users 500, platform  100 and
providers 600 are possible, will be known to those skilled in the art and
are within 5 the scope of the present invention. In some embodiments, one
or more of the links  between these various entities is wireless. Providers
600, which include service providers and access providers, each host a
provider site 601 accessible via the Internet 50. Providers 600 are
organizations that  presume to derive income from selling or making
available items, materials or 10 applications that they deem to be of
value. Providers 600 provide applications/services  that accept codes as
inputs and are responsible for identifying codes that work with their
application/service. Providers 600 are responsible for registration with
and authentication  to their community/applications/services. The
administrative relationship between access providers and services providers
15 can be described with reference to Figure 113. An access provider may
establish an  



operational account 1195 within platform 100 (using code catalog component
109 shown  in and discussed with reference to Figure 2A). Similarly, a
service provider may establish  an operational account 1196 within platform
100. Each end user 500 present on the  network 2000 within system 1000 is
sponsored by at least one access provider. Each 20 access provider "owns"
each end user 500 it sponsors in that such access provider has the  sole
authority to permanently discontinue the access of the end user 500 it
sponsors to  network 2000. Similarly, an access provider may supply to end
users 500, and thus own,  certain devices 20. On the other hand, a service
provider may own particular types of  private codes 1098 upon which its
services 1097 may operate. Its services 1097 may also 25 operate on public
codes 1099. Services 1097 of the service provider maybe enabled for
particular types of contexts 1180, or may be limited by these contexts
1180, as discussed  below in more detail with reference to Figure 2A. In
the preferred embodiment, a single  organization may serve as both a
service provider and an access provider. At least one interface 400 is
disposed between platform 100 and the remainder of  30 system 1000. Access
to platform 100 is controlled through interfaces 400. In particular,  for
example, interfaces 400 monitor and provide security of communications
between 7 WO 02/43305 PCT/US01/44101  platform 100 and the remainder of the
system 1000, as well as convert data transmitted to  and from platform 100.
Thus, interfaces 400 are the external boundary of platform 100. Figure 2A
illustrates a further preferred embodiment, including more detail, of  the
system 1000 shown in Figure 1A. With reference to both Figures lA and 2A, 5
services/applications 650 represent services and applications offered
within system 1000  by providers 600 and provide value to end users 500.
Exemplary services/applications  650 shown in Figure 2A include shopping
services, including grocery shopping services,  and publishing and content
management services. However, any type of web  service/application 650
could be offered though system 1000 within the scope of the 10 present
invention. As described previously with reference to Figure 1A, end users
500  may employ a variety of devices 550 to communicate information to and
receive  information from system 1000. 



One or more interfaces 400, which provide the means by which providers 600
and end users 500 may access the information and functionality of platform
100, are 15 expressed as SOAP-like envelopes with XML payload using HTTP
transport of TCP/IP,  in the preferred embodiment. All interface calls to
the platform 100, in the preferred  embodiment, require credentials and
authentication. Also, in cases in which privacy is of  concern, encryption
may be employed. Platform 100 performs a number of services that are not
identified with any 20 particular component. For example, platform 100
performs a rendering service 120 that  enables output of data to end user
500 regardless of the class of device being used by end  user 500. This is
accomplished by making adjustments to support specific protocols and  by
making allowances for the physical display geometry and input mechanism of
a particular device, through rendering interface 410. Thus, for example,
end users 500 will  25 be able to receive output from system 1000 that is
appropriate for the particular device  being used by end user 500 (i.e.,
PCs (large devices), web enabled phones (small devices),  or PDAs (medium
devices)). In the preferred embodiment, service providers are  responsible
for supplying appropriate output for each class of device in order to take
advantage of the rendering services 120 of platform 100. 30 Session service
130 of platform 100 ensures continued user connection and  authentication
within a single application sign on. End users 500 using system 1000  8 WO
02/43305 PCT/US01/44101  navigate across disparate systems owned and run by
different organizations and, thus,  session service 130 is provided to
ensure that the experience of the end user 500 is  contiguous. Session
service 130 defines the parameters passed from/to external services  650
to/from the platform 100 as an end user 500 passes from one to the other.
These 5 parameters may include the following: service identification; the
end user identifier (e.g.,  the GUID described in more detail below);
session echo data (i.e., information that the  platform 100 has indicated
if wants back from the external service 650 when the user  returns to the
platform 100); external echo data (i.e., information the external service
650  has indicated it wants from the platform 100 when the end user returns
to the external 



10 service 650); a ticket associated with a list of codes; a time stamp;
and a digest that is  computed based on the values of the foregoing
parameters. Platform 100 also includes, in the preferred embodiment,
decryption service 140.  Decryption service 140 allows device-specific
decryption of codes and other application  data if required. In other
embodiments of the present invention, the session, rendering and 15
decryption functions could be carried out by one or more of the providers
600, rather than  by platform 100. In addition to the session, rendering
and decryption services performed by  platform 100, platform 100 is
comprised of a number of different components, in the  preferred
embodiment. Each component stores particular information and has certain 20
functionality. The functionality supported by the components of platform
100 can be  grouped into four main categories, in the preferred embodiment:
(1) processing of scans  or other code inputs, which includes
authenticating codes, devices, and users; uploading,  retrieving and
encrypting/ decrypting codes; and mapping codes to services/applications;
(2) managing code lists, which includes adding, removing and editing codes;
and copying,  25 cutting, pasting, and clearing lists of codes; (3)
administrating codes and associated services/applications, which includes
buying and retiring codes; and restricting/gaining  access to codes; and
(4) monitoring events and usage, which includes monitoring event
mechanisms and accessing scan/code input histories for each user and each
device. Providers 600 and end users 500 may access and use the components
of platform  30 100 via a hub site 101, maintained on the Internet by
platform 100, using graphical user  interfaces ("GUIs") 200. For example,
end user GUI 210 is a generic interface through 9 WO 02/43305
PCT/US01/44101  which end users 500 gain access to the information and
functionality of platform 100. In  some embodiments, the end user GUI 210
may be customized for particular providers  600. In the preferred
embodiment, end user context component 104, code profile  component 108,
event/alert component 103, usage component 106, scan cache component 5 107
and directory component 105 may be accessed through end user GUI 210.  Code
manager GUI 220 can be used by providers 600 to set up and edit  



services/applications 650; register and issue private codes; create and
edit code lists (e.g.,  a list of codes and their associated data, such as
descriptions, used to link the codes to  particular URLs of
services/applications 650); and assign context to services, such as 10
locale-specific display, display language, and output device channel (e.g.,
small for  mobile phone browser, medium for PDA browser and large for PC
browser). Code  catalog component 109, directory component 105, and billing
component 102 may be  accessed by code manager GUI 220, in the preferred
embodiment. Account manager GUI 230 allows for the set up of various
business relationships  15 with providers 600. In the preferred embodiment,
billing component 102 may be accessed  through account manager GUI 230. The
following describes the content and functionality of each component of the
platform 100 in a preferred embodiment of the present invention. Additional
or less  information and/or functionality may be included in the components
described below in 20 other embodiments within the scope of the present
invention. Billing component 102 of platform 100 facilitates invoicing and
payment  processing. Event/alert component 103 allows for storage of
application and business  events that should be actively managed to ensure
the integrity of data stores and business  flows. In particular, this
component tracks end user 500 behaviors and provides the 25 mechanism to
initiate proactive actions based on the profile of the end user 500. For
example, event/alert component 103 may identify potentially fraudulent
behavior on  behalf of an end-user 500 within system 1000 and proactively
intervene. Usage  component 106 is used to track usage of system 1000 by
end users 500. End user context component 104 manages communication between
platform 100  30 and end users 500 as well as conununication between
platform 100 and providers 600.  End user context component 104 serves as a
container for current activities and associated 10 WO 02/43305
PCT/US01/44101  history representing the dialogue between and among these
entities. The information  contained in end user context component 104
includes the following general categories of  information: marketing
information; outstanding issues (e.g., e-mail follow up items);  



action items (e.g., payments due, certificate lapse); activity log
(including feedback to the 5 end user 500 that a fulfillment action has
been completed and activities initiated by others  with respect to the end
user); and activities initiated by the end user 500. Directory component
105 contains profile information of end users 500 as well  as device
information. The device information may include the serial number
identification of the device, the device type, device state (active or
inactive), and 10 identification of the access provider associated with the
device (i.e., the owner). With  reference to Figure 3, the profile
information included in directory component 105  comprises various types of
end user 500 information that is associated with a non- externally
identifying symbol of the end user 500, also referred to herein as a global
universally unique identifier ("GUID"). Each end user 500 has at least one
GUID 1055 15 associated with him or her. Some end users have more than one
GUID, in some  embodiments. There are, in the preferred embodiment, four
general categories of  information of the end user 500 associated with the
GUID 1055. One category of  information includes public information 1051
that the end user 500 submits to the hub site 101 and expects will be
shared with one or more of the providers 600 without the 20 permission of
the end user 500. This public information 1051 may include, for example,
the common name of the end user 500 as well as their preferred language,
locale, and  preferred path of contact. Public information 1051 may also
include confidential digest  information which provides a reference to
items of information that are confidential,  without disclosing the
confidential items of information themselves. 25 Another category of
information associated with the GUID 1055 and maintained  in directory
component 105 is private information 1052 that the end user 500 submits to
the hub site 101 and expects will not be shared with any of the providers
600 without the  permission of the end user. Such private information 1052
may include, for example, the  first and last name of the end user 500,
their address, telephone number, and marital 30 status. Yet another
category of information is provider preference information 1053. Like
private information 1052, in the preferred embodiment, this information
will not be 11 WO 02/43305 PCT/US01/44101  



provided to any provider 600 without permission of the end user 500.
Provider preference  information 1053 includes certain preferences of end
user 500 for each service 650 offered  by provider 600. For example, an end
user 500 may indicate in his preference in connection with a grocery
shopping service that he is allergic to certain types of foods or  5 that
he prefers certain other types of foods. In another example, an end user
500 may  indicate to a provider that he has particular areas of interest
(e.g., cooking, sports, fitness  etc.) Provider preference information 1053
of one provider is not, in the preferred  embodiment, shared with other
providers. Providers 600 may access directory component 105 (using code
manager 220 as  10 described in more detail above) to perform a variety of
functions relating to devices and  end users 500. In particular, a provider
600 can update, add or remove end user information or device information.
Returning again to Figure 2A, platform 100 also includes wallet component
110.  Wallet component 110 stores the financial profile information of end
users 500, which 15 facilitates purchasing opportunities. Wallet component
110 comprises specialized profile  attributes representing the payment
vehicles of end user 500, together with their associated  authorization
credentials. With reference to Figure 3, wallet component 110 contains
financial information 1101 associated with the GUID 1055 for each end user
500. The  financial information 1101 includes credit card numbers, payment
vehicles, and billing 20 and delivery addresses. Financial information
1101,may also include access provider  identifications, which are
associated with the particular end user 500 GUID 1055.  Financial
information 1101 is, in the preferred embodiment, shared with providers 600
only upon receipt of authentication information from the provider and only
if end user 500  provides permission to share such information. 25
Returning again to Figure 2A, platform 100 includes scan cache component
107.  Scan cache component 107 is used to store lists of scans and other
codes inputted by end  user 500. In particular, this component is a
list-based history of the scanning/code  inputting activity of the end user
500. The scan cache component 107 supports the  functionality offered to
end users 500 via the end user GUI 210. For example, end users 30 500
employing end user GUI 210 may access the functionality of scan cache
component  



12 WO 02/43305 PCT/US01/44101  107 to manipulate lists of scans. An end
user 500 may upload and store a list of scans to  scan cache component 107.
Scan lists may also be deleted using this component. Figures 4A through 4C
illustrate an example of one aspect of the end user 500  experience
employing end user GUI 210 to access scan cache component 107, in 5
accordance with a preferred embodiment of the present invention. An end
user 500 may  employ his web browser and navigate to the hub site 101 and
be presented with end user  GUI 210. With reference to Figure 4A, the user
can establish folders for codes and lists of  codes uploaded. The name of
the folder is indicated in name area 212 and each scan entry  is listed in
code description area 214. The date and time the code was scanned or 10
otherwise inputted is indicated in date/time area 216. Services area 218
allows the user to  select and launch a particular application associated
with the item listed in code  description area 214. With reference to
Figure 4B, the end user 500 may navigate to screen 213 by  clicking on code
description area 214 of screen 211 of Figure 4A. Here, the user may  15
provide a description of each scan and a particular folder. Each folder
established by an end user 500 is associated with the GUID 1055 of that
particular end user. As described  previously, each folder includes a group
of codes. In addition, the end user 500 may  supply annotations to a
particular folder using screen 213 of Figure 4B in annotation area  2130.
Such annotations may be, for example, the quantities of particular items on
a 20 grocery list of food items scanned by the end user. Another example of
an annotation  might be a list of items the end user desires for his
birthday. The end user 500 may also employ a particular service/application
that  transforms a mere list into a useful structure. For example, the user
may employ a grocery  shopping service that takes a list of items that the
user has scanned, along with the user's 25 preferred grocery store, and
provide the user with an aisle-by-aisle identification of where  the user
can find each of the items on his list. Also associated with the group of
codes in the preferred embodiment is a binary  large object ("BLOB") for
the particular service/application 650 employed by the end user  



500. The BLOB includes information that the particular service provider has
indicated, on 30 behalf of the end user 500, should be stored along with
the group of codes (e.g., quantities  of a particular desired item, sales
promotions of which the user has taken advantage). In a  13 WO 02/43305
PCT/US01/44101  preferred embodiment, the BLOB is not shared among
providers and is only accessible by  the particular provider that
established it, in contrast to the annotation information which  is visible
and shared among providers. Figure 4C illustrates the manner in which
folders 217, associated with a 5 particular GUID 1055, comprise groups of
codes 218, which have both BLOBs 2181 and  annotations 2182 associated with
them. This information (i.e., the group of codes  associated with each GUID
and its associated BLOBs 2181 and annotations 2182) is  saved in scan cache
component 107 Thus, the value added by a user in making an  annotation to
the list (e.g., taking a grocery list and creating a recipe by adding
quantities 10 associated with each grocery item) or applying a service 650
to the list, along with the  BLOB, is preserved across all interactions for
that end user 500 for the particular service  provider. This value can then
be passed along to others by the end user 500, for example,  by emailing
the recipe to another user. The other user may not previously have been
sponsored on network 2000, but may become so upon receiving the recipe.
Thus, a 15 further commercial advantage is obtained. Returning again to
Figure 2A and a description of the components of platform  100, code
profile component 108 stores infonnation about codes and the services
associated with the codes. In general, the filtering functionality of
platform 100 uses code  profile component 108 to take a series of codes
(inputted by an end user 500 through 20 scanning or other inputting
techniques) and turn the codes into actions. In particular, code  profile
component 108 uses active operational mapping from a code inputted by an
end  user 500, profile information of the end user 500 (including
preferences and any services  to which the end user 500 has subscribed)
from directory component 105; device profile  information of the device
used to input the code (including ownership information and any 25
restrictions placed on usage) from directory component 105; and context
information (i.e.,  



property information of a session of the end user 500 on the network 2000)
to return to the  end user 500 pointers to specific services/applications
650. Thus, upon uploading a list of scans/code inputs, code profile
component 108  returns a unique alpha-numeric identifier (also referred to
herein as a "ticket") associated  30 with the list and the URL of the
service to which the ticket should be sent to obtain the service. Further,
in response to a ticket supplied by an end user 500, code profile  14 WO
02/43305 PCT/US01/44101  component 108 returns the available services and
mappings for each code associated with  the ticket. Code catalog component
109 handles information, life cycle, and ownership  properties for codes,
services, and their respective mappings. In particular, code catalog 5
component 109 allows for the linking of codes to services/applications 650.
Code catalog  component 109 allows for the creation of new services by
providing parameters such as  URL, title and description. The provider 600
may specify service contexts, as well as  specify, and narrow, the items
displayed to a user based on a particular code, alter the size  of the
content returned, and/or alter the starting point for the list of items
returned to the 10 user. For example, it may be specified that only end
users 500 with a particular context be  allowed to use a certain service
(e.g. users that input codes via a cellular telephone may  not be allowed
to obtain access to information or services that include graphics). Code
catalog component 109 also allows for the creation of operational accounts,
which  specifies ownership of services, lists, contexts, and private codes,
as discussed in more 15 detail with reference to Figure 1B. Providers 600
may also,specify private codes using  this component. An access provider
may use code catalog component 109 to express negative  options as they
relate to services provided by a competitor. Figure 2B shows a portion of
a database that might be included in code catalog component 109, in a
preferred 20 embodiment. Access provider account table 1091 allows for the
identification of an  access provider. End user table 1092 identifies an
end user 500 owned by the access  provider identified in table 1091. Using
block service table 1093, the access provider  



identified in table 1091 can block or prevent the user identified in table
1092 from being  presented with a particular service identified in table
1093. Similarly, using block service 25 provider table 1094, the access
provider identified in table 1091 can block or prevent the  user identified
in table 1092 from being presented with any service offered by the service
provider identified in table 1094. The ability of an access provider to
establish these  blocks is also illustrated in Figure 1B. Content catalog
component 111 serves as a repository and loading facility for  30 product
information. For example, content catalog component 111 may include two
separate sets of product data: (1) a generic product title, description and
categories that 15 WO 02/43305 PCT/US01/44101  can be used by platform 100;
and (2) vendor specific product data such as pricing,  proprietary
descriptions, and URLs. Content catalog component 111 is used to supply
product information to code catalog component 109 that is too volatile or
large to store in  the code catalog component 109. Searching may also be
performed in content catalog 5 component 111 to, for example, obtain
information relating to the manufacturer of a  product associated with a
particular code or key word. This component also accepts the  input of a
particular code or key word and returns a list of specific information
associated  with the code or key word. In some embodiments, this searching
can be performed only  by employees of the access provider while in other
embodiments, end users 500 could be  10 allowed access to these searching
capabilities. Figures 5A and 5B illustrate two examples of the way in which
information may  flow among an end user 500, the platform 100, and
providers 600 of Figure 2A. With  reference to Figure 5A, in step 1, end
user 500 uploads a single scan to platform 100. In  step 2, platform 100
looks up the codes associated for the scan and, in step 3, sends end 15
user 500 a redirect response to the provider 600 with the scan data. In
step 4, end user 500  follows the redirect to provider 600. In step 5,
provider 600 creates content based on the  scanned data and returns the
content to end user 500, in step 6. With reference to Figure  5B, end user
500 uploads scans in step 1 to provider 600. In step 2, provider 600
requests  scan data from platform 100, which looks up the scanned data in
step 3. In step 4, 



20 platform 100 responds to provider 600 with the scanned data. In step 6,
provider 600  returns content to end user 500. Other information flows will
be known to those skilled in  the art and are within the scope of the
present invention. A more specific example is shown with reference to
Figures 6A through 6R.  With reference to Figure 6A, an end user 500 has
purchased a device from an access  25 provider 600. Thus, the device and
its associated identification number are registered  within the platform
100 as belonging to access provider 600 and all scans uploaded by this
device will be subject to the access provider rules (e.g., the access
provider may prevent  end user 500 from accessing services offered by
competitors of the access provider). In  this example, the access provider
600 also serves as a service provider. End user 500 30 registers with
access provider 600, given that access provider 600 is responsible for
registration and authentication in its community. End user 500 is assigned
a user  16 WO 02/43305 PCT/US01/44101  identification number by access
provider 600. End user 500 is then "owned" by access  provider 600 for
purposes of the activities of end user 500 in using the services of access
provider 600. In the preferred embodiment, end user 500 may download and
install  software that will assist it in interacting with platform 100.
This software has an 5 application identification number registered to
access provider 600. Access provider 600  is able to control the user
experience of end user 500 by writing rules in platform 100.  Using the
device, end user 500 may scan ten items and, subsequently, upload the codes
associated with the scans using his personal computer to platform 100. In
one  embodiment, the codes are encrypted and, thus, the platform 100 must
decrypt the codes.  10 Upon decryption, the device identification number
(from the device) and application identification number (from the software)
5000 are identified, along with the codes  associated with the scans, as
shown with reference to Figure 6B. This allows platform  100 to identify
the codes as belonging to access provider 600 (here, CompanyXYZ). With
reference to Figure 6C, once the codes have been decrypted, platform 100
15 can look up what each code represents (in code catalog component 109 of
Figure 2A), as  shown in area 5001. In addition, each code has one or more
services associated with it  



and corresponding service specific information (e.g., a URL needed to
launch a service  associated with the code and identify the same within the
database of the service provider). In this example, one of the UPC codes
was found on a box of paperclips. 20 Platform 100 may identify a number of
service providers that offer a service associated  with the paperclips.
However, as shown with reference to Figure 6D, the device identification
number  and application identification number 5002 are uploaded along with
the codes. This  allows platform 100 to determine (by consulting context
information in code profile 25 component 108) the access provider rules
that platform 100 is to follow. In this example,  the provider 600 rules
dictate that the end user 500 is to be presented only with its service,
excluding other services that purport to,offer a service related to the
paperclips. In a  specific example, the provider 600 rules may dictate that
the end user 500 not be  presented with any service that is offered by a
competitor of provider 600. 30 With reference to Figure 6E, platform 100
selects codes that are applicable to the  services offered by provider 600
and retrieves the service specific information for that 17 WO 02/43305
PCT/US01/44101  provider. In this example, three codes out of the ten are
so applicable. As indicated in  code area 5001, with reference to Figure
6F, the list of codes and service information for  the provider 600 is
stored in a temporary location within platform 100. This location is
assigned a unique alpha-numeric identifier or ticket number. In this
example, the ticket 5 number is 12345. With reference to Figure 6G, the
platform 100 sends a signal to end user 500  directing the user's personal
computer to open a browser window to a URL indicating the  location of the
provider 600 and also providing the ticket information. With reference to
Figure 6H, the personal computer of the end user 500 opens a browser to the
specified 10 URL at the provider 600. The URL includes the ticket number
information. With  reference to Figure 61, the provider 600 is responsible
for authentication and thus requests  the end user 500 to enter its user
name and password. Upon successful log in, provider  600 associates the end
user 500 with the ticket number, as shown with reference to Figure  



6J. 15 With reference to Figure 6K, provider 600 uses the ticket to request
of platform  100 the list of codes that the user 500 previously uploaded
and that are associated with the  ticket. At this point, platform 100 will
require that provider 600 supply its user name to  create a scan history
for the end user 500. With reference to Figure 6L, a copy of the code  list
represented by the ticket number is sent by the platform 100 to the
provider 600. 20 Included in the code list is the provider specific service
information for the three codes  that provider 600 can use. With reference
to Figure 6M, provider 600 converts the list of  codes into a user
interface and displays it to user 500 via his web browser, as shown in
exemplary interface 5006. Interface 5006 indicates the three items
available through  provider 600 in area 5003 and also indicates, in area
5004, that there are additional items 25 available to the user 500. With
reference to Figure 6N, platform 100 saves all of the ten  uploaded codes
in scan cache component 107. This particular scan history profile is
identified uniquely with provider 600. With reference to Figure 60,
assuming the end user 500 wishes to review the  seven other available
scans, he will click on area 5004. With reference to Figure 6P, the  30
browser of end user 500 is redirected back to the end user GUI 210 of
platform 100 along with information identifying the access provider 600
information and the end user 500  18 WO 02/43305 PCT/US01/44101
information. With reference to Figure 6Q, using the access provider 600
information and  the end user 500 information supplied via the URL,
platform 100 can retrieve from scan  cache component 107 the scan history
profile which is used to present an end user GUI  210 to the user 500
branded in accordance with the access provider identified. With 5 reference
to Figure 6R, platform 100, using the provider-branded end user GUI 210,
presents all the services available via the hub site 101 to the end user
500. In this case, the  access providers rules still apply and user 500
will be prevented from viewing services  offered by a competitor of
provider 600. The user may then launch all services presented. In the end
user 500 experience illustrated with reference to Figures 6A through  10
6R, end user 500 demonstrated his expressed goals by indicating his desire
to make a  



purchase, as illustrated in Figure 6M. End users 500 may have a variety of
different  expressed goals, for example, buy, sell, research, include,
forward etc. For example,  Figure 6S illustrates exemplary user interfaces
6002 on a cellular phone 6001. Shown on  interfaces 6002 are bookmarks
identifying services that the user may select. By selecting 15 a particular
bookmark, the end user 500 has indicated his expressed need. Figure 7
provides an example of a preferred embodiment of a system 7000 that  may be
used to implement the methods of the present invention. Calls made by end
users  500 through the end user GUI 210 (described with reference to Figure
2A, for example)  may be satisfied by consumer zones 710, each of which
includes web servers 711 and 20 application servers 712. Each consumer zone
710 also includes fire walls 713. While this  exemplary embodiment depicts
three consumer zones 710, any number of consumer zones  may be employed, as
needed, in accordance with the present invention. Thus, system 700  is
scalable. Administrative segment 720 satisfies calls made through account
manager  230 and code manager 220, as described with reference to Figure
2A. Authentication of 25 end users may also be carried out through
authentication service 721 of administrative  segment 720. Statement of
record area 730 provides back up of all the information  maintained on
platform 100 (described with reference to Figure 2A) and, thus, should be
highly secure. Internet access to system 7000 can be achieved through
internet connection  segment 740. 30 With reference to Figure 8, a method
for storing and selectively sharing end-user  information, in a system
having a plurality of end-users that remotely access a network 19 WO
02/43305 PCT/US01/44101  having at least a hub site and a plurality of
provider sites, is illustrated. In step 801, a  user-record corresponding
to each end user is stored in a profile database associated with  the hub
site. Each user-record comprises public information that the end-user
submits to  the hub site and that the end-user expects will be shared with
one or more of the providers 5 without permission of the end-user, private
information that the end-user submits to the  hub site and that the
end-user expects will not be shared with any of the providers without
permission of the end-user, and a non-externally identifying symbol
associated with the  



user-record that identifies the end-user on the network. In step 802, a
first request signal  containing the non-externally identifying symbol
corresponding to the end-user is 10 received. In step 803, the public
information associated with the end-user is transmitted,  in response to
the first request signal, from the hub site to a provider without
permission  of the end-user. In step 804, a second request signal
containing the non-externally  identifying symbol corresponding to the
end-user is received. In step 805, a permission  request is transmitted
from the hub site to the end-user. In step 806, it is determined if 15
permission of the end-user is received in response to the permission
request. If so, in step  807, the private information associated with the
end-user is transmitted from the hub site  to the provider. If not, in step
808, the private information is not transmitted. In some embodiments, each
user-record further includes financial information  associated with the
end-user. In this embodiment, in step 809, a third request signal 20
containing the non-externally identifying symbol corresponding to the
end-user is  received. In step 810, a second permission request is
transmitted in response to the third  request signal from the hub site to
the end user. In step 811, it is determined whether  permission of the
end-user is received in response to the second permission request. If  not,
in step 812, the financial information is not transmitted. If so, in step
813, it is 25 determined whether authentication information from the
provider is received. If so, in  step 814, the financial information
associated with the end-user is transmitted from the  hub site to the
provider. If not, in step 820, the financial information is not
transmitted. In other embodiments, each user-record further includes
provider preference  information associated with the end-user. In these
embodiments, in step 815, a fourth 30 request signal containing the
non-externally identifying symbol corresponding to the end- user is
received. In step 816, in response to the fourth request signal, a third
permission  20 WO 02/43305 PCT/US01/44101  request is transmitted from the
hub site to the end user. In step 817, it is determined if  permission of
the end-user is received in response to the third permission request. If
not,  in step 818, the provider preference information is not transmitted.
If so, in step 819, the  provider preference information associated with
the end-user is transmitted from the hub  



5 site to the provider. With reference to Figure 9, in a system having a
plurality of end-users that  remotely access a network having at least a
hub site and a plurality of provider sites, a  method of identifying for at
least one of the end-users a location on the network of at least  one of
the providers is illustrated. In step 901, code information corresponding
to one or 10 more codes (e.g., machine readable codes) provided by the
end-user (e.g., by scanning) is  received at the hub site. In step 902, in
response to the code information, network address  information
corresponding to the location on the network of a provider that is
associated  with the received code information is retrieved from a profile
database associated with the  hub site. In step 903, the network address
information is used to direct the end-user to the 15 location on the
network of the associated provider. The profile database includes a user-
record corresponding to each end user. the user-record includes public
information that  the end-user submits to the hub site and that the
end-user expects will be shared with one  or more of the providers without
permission of the end-user, private information that the  end-user submits
to the hub site and that the end-user expects will not be shared with any
20 of the providers without permission of the end-user, and a
non-externally identifying  symbol associated with the user-record that
identifies the end-user on the network.  With reference to Figure 10, in a
system having a plurality of end-users that remotely access a network
having at least a hub site and a plurality of provider sites, a  method of
identifying for at least one of the end-users a location on the network of
at least  25 one of the providers and preserving user annotated code
information is illustrated. In step 1001, code information corresponding to
one or more codes provided by the end-user is  received at the hub site. In
step 1002, in response to the code information, network  address
information corresponding to the location on the network of a provider that
is  associated with the received code information is retrieved from a
profile database 30 associated with the hub site. In step 1003, the network
address information is used to  direct the end-user to the location on the
network of the associated provider. In step 1004,  21 WO 02/43305
PCT/US01/44101  user annotated code information is received from the
end-user at the hub site. In step  



1005, the user annotated code information is stored at the hub site. With
reference to Figure 11, a method for transmitting information
representative  of scanned machine-readable codes between network sites is
illustrated. In step 1101, 5 information associated with one or more scans
of machine-readable codes made by an  end-user is received at a first site.
In step 1102, information associated with the scans is  stored at a
database associated with the first site in a data record having a unique
alpha- numeric identifier associated therewith. In step 1103, the end-user
is directed from the  first site to a second site with a URL that includes
both a symbol identifying an address of 10 the second site on the network
and the unique alpha-numeric identifier associated with the  infonmation
stored at the first site. In step 1104, a request signal is received at the
first site  from the second site for the information stored at the first
site. The request signal includes  a representation of the unique
alpha-numeric identifier. In step 1105, the stored information is sent from
the first site to the second site in response to the request signal.  15
With reference to Figure 12, a method for directing an end-user to a
network  location using information corresponding to a provider associated
with the end-user is  illustrated. In step 1201, a database is provided.
The database includes a plurality of  records, each of which is associated
with a different machine-readable code, wherein one  or more of the records
has a plurality of different network addresses associated therewith, 20 the
different network addresses being associated with different providers. In
step 1202,  scan information is received at a network site. The scan
information is associated with  one or more scans of machine-readable codes
made by the end-user with a remote  scanning device, the end-user being
associated with one of the different providers. In step  1203, in response
to the scan information, records associated with the machine-readable 25
codes scanned by the end-user are retrieved from the database. In step
1204, based on  criteria specified by the provider associated with the
end-user, at least one network  address for each of the retrieved records
is selected. In other embodiments, the network  address is selected based
on an expressed goal of the end-user. In still other embodiments,  the
network address is selected based on property information of a session of
the end-user 30 on the network. In step 1205, transmission of the at least
one selected network address  from the network site to the end-user is
initiated. 



22 WO 02/43305 PCT/US01/44101  WHAT IS CLAIMED IS: 1. In a system having a
plurality of end-users that remotely access a network having  at least a
hub site and a plurality of provider sites, a method for storing and
selectively  sharing end-user information, comprising: 5 a) storing, in a
profile database associated with the hub site, a user-record  corresponding
to each end-user; each user-record comprising public information that the
end-user submits to the hub site and that the end-user expects will be
shared with one or  more of the providers without permission of the
end-user, private information that the  end-user submits to the hub site
and that the end-user expects will not be shared with any 10 of the
providers without permission of the end-user, and a non-externally
identifying  symbol associated with the user-record that identifies the
end-user on the network;  b) in response to a first request signal
containing the non-externally identifying symbol corresponding to the
end-user, transmitting the public information  associated with the end-user
from the hub site to a provider without permission of the end- 15 user; and
c) in response to a second request signal containing the non-externally
identifying symbol corresponding to the end-user, transmitting a permission
request from  the hub site to the end-user and transmitting the private
information associated with the  end-user from the hub site to the provider
only if permission of the end-user is received in  20 response to the
permission request. 2. In a system having a plurality of end-users that
remotely access a network having  at least a hub site and a plurality of
provider sites, a method of identifying for at least one  of the end-users
a location on the network of at least one of the providers, comprising: 23
WO 02/43305 PCT/US01/44101  receiving, at the hub site, code information
corresponding to one or more codes  provided by the end-user; in response
to the code information, retrieving from a profile database associated  



with the hub site network address information corresponding to the location
on the 5 network of a provider that is associated with the received code
information; and using the network address information to direct the
end-user to the location on the  network of the associated provider,
wherein the profile database comprises a user-record corresponding to each
end- user; each user-record comprising public information that the end-user
submits to the hub  10 site and that the end-user expects will be shared
with one or more of the providers without permission of the end-user,
private information that the end-user submits to the hub site  and that the
end-user expects will not be shared with any of the providers without
permission of the end-user, and a non-externally identifying symbol
associated with the  user-record that identifies the end-user on the
network. 15 3. A method for transmitting information representative of
scanned machine-readable  codes between network sites, comprising: a)
receiving, at a first site, information associated with one or more scans
of  machine-readable codes made by an end-user; b) storing, at a database
associated with the first site, the information 20 associated with one or
more scans of machine-readable codes in a data record having a  unique
alpha-numeric identifier associated therewith; c) directing the end-user
from the first site to a second site with a URL that  includes both a
symbol identifying an address of the second site on the network and the
unique alpha-numeric identifier associated with the information stored at
the first site;  24 WO 02/43305 PCT/US01/44101  d) receiving, at the first
site, a request signal from the second site for the information stored at
the first site, wherein the request signal includes a representation of
the unique alpha-numeric identifier; and e) sending the stored information
from the first site to the second site in  5 response to the request
signal. 4. A method for directing an end-user to a network location using
information  corresponding to a provider associated with the end-user,
comprising: 



a) providing a database with a plurality of records each of which is
associated  with a different machine-readable code, wherein one or more of
the records has a plurality  10 of different network addresses associated
therewith, the different network addresses being  associated with different
providers; b) receiving at a network site, scan information associated with
one or more  scans of machine-readable codes made by the end-user with a
remote scanning device, the  end-user being associated with one of the
different providers; 15 c) retrieving from the database, in response to the
scan information, records  associated with the machine-readable codes
scanned by the end-user; d) based on criteria specified by the provider
associated with the end-user,  selecting at least one network address for
each of the retrieved records; and e) initiating transmission of the at
least one selected network address from the  20 network site to the
end-user. 5. The method of claim 1, wherein each user-record further
comprises financial  information associated with the end-user, further
comprising: d) in response to a third request signal containing the
non-externally  identifying symbol corresponding to the end-user,
transmitting a second permission  25 WO 02/43305 PCT/US01/44101  request
from the hub site to the end user and transmitting the financial
information  associated with the end-user from the hub site to the provider
only upon receipt of  authentication information from the provider and if
permission of the end-user is received  in response to the second
permission request. 5 6. The method of claim 1 wherein the one or more
codes comprise one or more  machine readable codes. 7. A system for
transmitting information representative of scanned machine-readable  codes
between network sites, comprising: a first site at which information
associated with one or more scans of machine- 10 readable codes made by an
end-user is received; a database associated with the first site that stores
the information associated with  



one or more scans of machine-readable codes in a data record having a
unique alpha- numeric identifier associated therewith; a second site to
which the end user is directed, from the first site, with a URL that  15
includes both a symbol identifying an address of the second site on the
network and the  unique alpha-numeric identifier associated with the
information stored at the first site; wherein a request signal is received
at the first site from the second site for the  information stored at the
first site, wherein the request signal includes a representation of  the
unique alpha-numeric identifier; and 20 wherein the stored information is
sent from the first site to the second site in  response to the request
signal. 8. A method for directing an end-user to a network location using
information  corresponding to a provider associated with the end-user,
comprising: 26 WO 02/43305 PCT/US01/44101  a) providing a database with a
plurality of records each of which is associated with a different
machine-readable code, wherein one or more of the records has a plurality
of different network addresses associated therewith, the different network
addresses being  associated with different providers; 5 b) receiving at a
network site, scan information associated with one or more  scans of
machine-readable codes made by the end-user with a remote scanning device,
the  end-user being associated with one of the different providers; c)
retrieving from the database, in response to the scan information, records
associated with the machine-readable codes scanned by the end-user; 10 d)
based on an expressed goal of the end-user, selecting at least one network
address for each of the retrieved records; and e) initiating transmission
of the at least one selected network address from the  network site to the
end-user. 9. The method of claim 1, wherein each user-record further
comprises provider  15 preference information associated with the end-user,
further comprising: d) in response to a fourth request signal containing
the non-externally  



identifying symbol corresponding to the end-user, transmitting a third
permission request  from the hub site to the end user and transmitting the
provider preference information  associated with the end-user from the hub
site to the provider only if permission of the 20 end-user is received in
response to the third permission request. 10. The method of claim 2 wherein
the machine readable codes are scanned by the  end-user. 27 WO 02/43305
PCT/US01/44101  11. The method of claim 1 wherein only a sponsoring
provider that sponsors the end- user on the network has authority to
permanently discontinue the end-user's access to the  network. 12. A method
for directing an end-user to a network location using information  5
corresponding to a provider associated with the end-user, comprising: a)
providing a database with a plurality of records each of which is
associated  with a different machine-readable code, wherein one or more of
the records has a plurality  of different network addresses associated
therewith, the different network addresses being  associated with different
providers; 10 b) receiving at a network site, scan information associated
with one or more  scans of machine-readable codes made by the end-user with
a remote scanning device, the  end-user being associated with one of the
different providers; c) retrieving from the database, in response to the
scan information, records  associated with the machine-readable codes
scanned by the end-user; 15 d) based on property information of a session
of the end-user on the network,  selecting at least one network address for
each of the retrieved records; and e) initiating transmission of the at
least one selected network address from the  network site to the end-user.
13. In a system having a plurality of end-users that remotely access a
network having  20 at least a hub site and a plurality of provider sites, a
method of identifying for at least one  of the end-users a location on the
network of at least one of the providers and preserving  user annotated
code information, comprising: 



receiving, at the hub site, code information corresponding to one or more
codes  provided by the end-user; 28 WO 02/43305 PCT/US01/44101  in response
to the code information, retrieving from a profile database associated
with the hub site network address information corresponding to the location
on the network of a provider that is associated with the received code
information; using the network address information to direct the end-user
to the location on the  5 network of the associated provider; receiving
from the end-user at the hub site user annotated code information;  storing
said user annotated code information at the hub site. 14. A system for
storing and selectively sharing end-user information, comprising:  a
network having at least a hub site and a plurality of provider sites,
wherein a  10 plurality of end-users remotely access the network; a profile
database associated with the hub site, for storing a user-record
corresponding to each end-user; each user-record comprising public
information that the  end-user submits to the hub site and that the
end-user expects will be shared with one or  more of the providers without
permission of the end-user, private information that the 15 end-user
submits to the hub site and that the end-user expects will not be shared
with any  of the providers without permission of the end-user, and a
non-externally identifying  symbol associated with the user-record that
identifies the end-user on the network; wherein, in response to a first
request signal containing the non-externally  identifying symbol
corresponding to the end-user, transmitting the public information 20
associated with the end-user from the hub site to a provider without
permission of the end- user; and wherein, in response to a second request
signal containing the non-externally  identifying symbol corresponding to
the end-user, transmitting a permission request from  the hub site to the
end-user and transmitting the private information associated with the 29 WO
02/43305 PCT/US01/44101  



end-user from the hub site to the provider only if permission of the
end-user is received in  response to the permission request. 15. A system
for identifying for at least one end-user a location of at least one
provider, comprising: 5 a network comprising at least a hub site and a
plurality of provider sites, wherein a  plurality of end-users remotely
access the network, wherein code information corresponding to one or more
codes provided by the  end-user is received at the hub site; and a profile
database associated with the hub site from which network address 10
information corresponding to the location on the network of a provider that
is associated  with the received code information is retrieved in response
to the code information,  wherein the profile database comprises a
user-record corresponding to each end user; each user-record comprising
public information that the end-user submits to the hub  site and that the
end-user expects will be shared with one or more of the providers without
15 permission of the end-user, private information that the end-user
submits to the hub site and that the end-user expects will not be shared
with any of the providers without  permission of the end-user, and a
non-externally identifying symbol associated with the  user-record that
identifies the end-user on the network; and wherein the network address
information is used to direct the end-user to the  20 location on the
network of the associated provider. 16. A system for directing an end-user
to a network location using information  corresponding to a provider
associated with the end-user, comprising: a database with a plurality of
records each of which is associated with a different  machine-readable
code, wherein one or more of the records has a plurality of different  30
WO 02/43305 PCT/US01/44101  network addresses associated therewith, the
different network addresses being associated  with different providers; a
network site at which scan information associated with one or more scans of
machine-readable codes made by the end-user with a remote scanning device
is received,  



5 the end-user being associated with one of the different providers;
wherein, in response to the scan information, records associated with the
machine- readable codes scanned by the end-user are retrieved from the
database; based on criteria  specified by the provider associated with the
end-user, at least one network address for  each of the retrieved records
is selected; and transmission of the at least one selected 10 network
address is initiated from the network site to the end-user. 17. A system
for identifying for at least one of end-users a location of at least one
provider and for preserving user annotated code information: a network
comprising at least a hub site and a plurality of provider sites, wherein a
plurality of end-users remotely access the network, 15 wherein code
information corresponding to one or more codes provided by the  end-user is
received at the hub site; and a profile database associated with the hub
site from which network address  information corresponding to the location
on the network of a provider that is associated  with the received code
information is retrieved in response to the code information, 20 wherein
the network address information is used to direct the end-user to the
location on the network of the associated provider, wherein user annotated
code information is received from the end-user at the hub  site, and
wherein said user annotated code information is stored at the hub site.  31
WO 02/43305 PCT/US01/44101  18. A system for directing an end-user to a
network location using information  corresponding to a provider associated
with the end-user, comprising: a database with a plurality of records each
of which is associated with a different  machine-readable code, wherein one
or more of the records has a plurality of different 5 network addresses
associated therewith, the different network addresses being associated
with different providers; a network site at which scan infonnation
associated with one or more scans of  machine-readable codes made by the
end-user with a remote scanning device is received,  



the end-user being associated with one of the different providers; 10
wherein, in response to the scan information, records associated with the
machine- readable codes scanned by the end-user are retrieved from the
database; based on an  expressed goal of the end-user, at least one network
address for each of the retrieved  records is selected; and transmission of
the at least one selected network address is  initiated from the network
site to the end-user. 15 19. A system for directing an end-user to a
network location using information  corresponding to a provider associated
with the end-user, comprising: a database with a plurality of records each
of which is associated with a different  machine-readable code, wherein one
or more of the records has a plurality of different  network addresses
associated therewith, the different network addresses being associated  20
with different providers; a network site at which scan information
associated with one or more scans-of  machine-readable codes made by the
end-user with a remote scanning device is received,  the end-user being
associated with one of the different providers; 32 WO 02/43305
PCT/US01/44101  wherein, in response to the scan information, records
associated with the machine readable codes scanned by the end-user are
retrieved from the database; based on property  information of a session of
the end-user on the network, at least one network address for  each of the
retrieved records is selected; and transmission of the at least one
selected 5 network address is initiated from the network site to the
end-user. 20. In a system having a plurality of end-users that remotely
access a network having  at least a hub site and a plurality of provider
sites, a method of identifying for at least one  of the end-users a
location on the network of at least one of the providers, comprising:
receiving, at the hub site, code information corresponding to one or more
codes  10 provided by the end-user; in response to the code information,
retrieving from a profile database associated  with the hub site network
address information corresponding to the location on the  network of a
provider that is associated with the received code information; and 



using the network address information to direct the end-user to the
location on the  15 network of the associated provider, wherein the profile
database comprises a user-record corresponding to each end- user; each
user-record comprising public information that the end-user submits to the
hub  site and that the end-user expects will be shared with one or more of
the providers without  permission of the end-user, private information that
the end-user submits to the hub site 20 and that the end-user expects will
not be shared with any of the providers without  permission of the
end-user, and a non-externally identifying symbol associated with the
user-record that identifies the end-user on the network. 21. The method of
claim 20 wherein the one or more codes comprise one or more  machine
readable codes. 33 WO 02/43305 PCT/US01/44101  22. The method of claim 21
wherein the machine readable codes are scanned by the  end-user. 23. In a
system having a plurality of end-users that remotely access a network
having  at least a hub site and a plurality of provider sites, a method of
identifying for at least one  5 of the end-users a location on the network
of at least one of the providers and preserving  user annotated code
information, comprising: receiving, at the hub site, code information
corresponding to one or more codes  provided by the end-user; in response
to the code information, retrieving from a profile database associated  10
with the hub site network address information corresponding to the location
on the  network of a provider that is associated with the received code
information; using the network address information to direct the end-user
to the location on the  network of the associated provider; receiving from
the end-user at the hub site user annotated code information;  15 storing
said user annotated code information at the hub site. 24. A system for
identifying for at least one end-user a location of at least one  provider,
comprising: 



a network comprising at least a hub site and a plurality of provider sites,
wherein a  plurality of end-users remotely access the network, 20 wherein
code information corresponding to one or more codes provided by the
end-user is received at the hub site; and a profile database associated
with the hub site from which network address  information corresponding to
the location on the network of a provider that is associated  with the
received code information is retrieved in response to the code information,
34 WO 02/43305 PCT/US01/44101  wherein the profile database comprises a
user-record corresponding to each end user; each user-record comprising
public information that the end-user submits to the hub  site and that the
end-user expects will be shared with one or more of the providers without
permission of the end-user, private information that the end-user submits
to the hub site 5 and that the end-user expects will not be shared with any
of the providers without  permission of the end-user, and a non-externally
identifying symbol associated with the  user-record that identifies the
end-user on the network; and wherein the network address information is
used to direct the end-user to the  location on the network of the
associated provider. 10 25. A system for identifying for at least one of
end-users a location of at least one  provider and for preserving user
annotated code information: a network comprising at least a hub site and a
plurality of provider sites, wherein a  plurality of end-users remotely
access the network, wherein code information corresponding to one or more
codes provided by the  15 end-user is received at the hub site; and a
profile database associated with the hub site from which network address
information corresponding to the location on the network of a provider that
is associated  with the received code information is retrieved in response
to the code information, wherein the network address information is used to
direct the end-user to the  20 location on the network of the associated
provider, wherein user annotated code information is received from the
end-user at the hub  



site, and wherein said user annotated code information is stored at the hub
site.  35 WO 02/43305 PCT/US01/44101  26. A method for transmitting
information representative of scanned machine-readable  codes between
network sites, comprising: a) receiving, at a first site, information
associated with one or more scans of  machine-readable codes made by an
end-user; 5 b) storing, at a database associated with the first site, the
information  associated with one or more scans of machine-readable codes in
a data record having a  unique alpha-numeric identifier associated
therewith; c) directing the end-user from the first site to a second site
with a URL that  includes both a symbol identifying an address of the
second site on the network and the  10 unique alpha-numeric identifier
associated with the information stored at the first site; d) receiving, at
the first site, a request signal from the second site for the  information
stored at the first site, wherein the request signal includes a
representation of  the unique alpha-numeric identifier; and e) sending the
stored information from the first site to the second site in  15 response
to the request signal. 27. A system for transmitting information
representative of scanned machine-readable  codes between network sites,
comprising: a first site at which information associated with one or more
scans of machine- readable codes made by an end-user is received; 20 a
database associated with the first site that stores the information
associated with  one or more scans of machine-readable codes in a data
record having a unique alpha- numeric identifier associated therewith; 36
WO 02/43305 PCT/US01/44101  a second site to which the end user is
directed, from the first site, with a URL that includes both a symbol
identifying an address of the second site on the network and the  



unique alpha-numeric identifier associated with the information stored at
the first site;  wherein a request signal is received at the first site
from the second site for the 5 information stored at the first site,
wherein the request signal includes a representation of  the unique
alpha-numeric identifier; and wherein the stored information is sent from
the first site to the second site in  response to the request signal. 10
28. A method for directing an end-user to a network location using
information  corresponding to a provider associated with the end-user,
comprising: a) providing a database with a plurality of records each of
which is associated  with a different machine-readable code, wherein one or
more of the records has a plurality  of different network addresses
associated therewith, the different network addresses being  15 associated
with different providers; b) receiving at a network site, scan information
associated with one or more  scans of machine-readable codes made by the
end-user with a remote scanning device, the  end-user being associated with
one of the different providers; c) retrieving from the database, in
response to the scan information, records  20 associated with the
machine-readable codes scanned by the end-user; d) based on criteria
specified by the provider associated with the end-user,  selecting at least
one network address for each of the retrieved records; and e) initiating
transmission of the at least one selected network address from the  network
site to the end-user. 37 WO 02/43305 PCT/US01/44101  29. A method for
directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising: a)
providing a database with a plurality of records each of which is
associated  with a different machine-readable code, wherein one or more of
the records has a plurality  5 of different network addresses associated
therewith, the different network addresses being  associated with different
providers; b) receiving at a network site, scan information associated with
one or more  



scans of machine-readable codes made by the end-user with a remote scanning
device, the  end-user being associated with one of the different providers;
10 c) retrieving from the database, in response to the scan information,
records  associated with the machine-readable codes scanned by the
end-user; d) based on an expressed goal of the end-user, selecting at least
one network  address for each of the retrieved records; and e) initiating
transmission of the at least one selected network address from the  15
network site to the end-user. 30. A method for directing an end-user to a
network location using information  corresponding to a provider associated
with the end-user, comprising: a) providing a database with a plurality of
records each of which is associated  with a different machine-readable
code, wherein one or more of the records has a plurality  20 of different
network addresses associated therewith, the different network addresses
being  associated with different providers; b) receiving at a network site,
scan information associated with one or more  scans of machine-readable
codes made by the end-user with a remote scanning device, the  end-user
being associated with one of the different providers; 38 WO 02/43305
PCT/US01/44101  c) retrieving from the database, in response to the scan
information, records  associated with the machine-readable codes scanned by
the end-user; d) based on property information of a session of the end-user
on the network,  selecting at least one network address for each of the
retrieved records; and 5 e) initiating transmission of the at least one
selected network address from the  network site to the end-user. 31. A
system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising: a
database with a plurality of records each of which is associated with a
different  10 machine-readable code, wherein one or more of the records has
a plurality of different  network addresses associated therewith, the
different network addresses being associated  



with different providers; a network site at which scan information
associated with one or more scans of  machine-readable codes made by the
end-user with a remote scanning device is received,  15 the end-user being
associated with one of the different providers; wherein, in response to the
scan information, records associated with the machine- readable codes
scanned by the end-user are retrieved from the database; based on criteria
specified by the provider associated with the end-user, at least one
network address for  each of the retrieved records is selected; and
transmission of the at least one selected 20 network address is initiated
from the network site to the end-user. 32. A system for directing an
end-user to a network location using information  corresponding to a
provider associated with the end-user, comprising: a database with a
plurality of records each of which is associated with a different
machine-readable code, wherein one or more of the records has a plurality
of different  39 WO 02/43305 PCT/US01/44101  network addresses associated
therewith, the different network addresses being associated  with different
providers; a network site at which scan information associated with one or
more scans of  machine-readable codes made by the end-user with a remote
scanning device is received,  5 the end-user being associated with one of
the different providers; wherein, in response to the scan information,
records associated with the machine- readable codes scanned by the end-user
are retrieved from the database; based on an  expressed goal of the
end-user, at least one network address for each of the retrieved  records
is selected; and transmission of the at least one selected network address
is 10 initiated from the network site to the end-user. 33. A system for
directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising: a
database with a plurality of records each of which is associated with a
different  machine-readable code, wherein one or more of the records has a
plurality of different 15 network addresses associated therewith, the
different network addresses being associated  



with different providers; a network site at which scan information
associated with one or more scans of  machine-readable codes made by the
end-user with a remote scanning device is received,  the end-user being
associated with one of the different providers; 20 wherein, in response to
the scan information, records associated with the machine- readable codes
scanned by the end-user are retrieved from the database; based on property
information of a session of the end-user on the network, at least one
network address for  each of the retrieved records is selected; and
transmission of the at least one selected  network address is initiated
from the network site to the end-user. 40 


