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BACKGROUND OF | NVENTI ON As nore _and nore people rely on the ability to
comuni cate data el e@Fr\SW'E%y?R%WEeNE?%@% &HRNJ%EQO dependency by firns
and organi zati ons on the conputer networks used to connect its users to
each other. For many businesses that have geographically distributed

enpl oyees, custoners and strategic partners, integrating and on-going 1

WO 03/ 055153 PCT/ | B02/ 05776 Rieiige reiitl ISIATIIRA cor porati on' s conput er
networks is a

5 This application claims priority from U. S.

Provisional Application Serial No. 60/342,270, filed on
December 21, 2001, which 1is incorporated herein by

reference.

10 ‘ FIELD OF INVENTION

The present invention generally relates to the field
of wvirtual private networks. More particularly, the
present invention relates to the architecture, processes
and systems involved in configuring and/or delivering

15 managed virtual private networks (VPNs) and’ VPN services.

BACKGROUND OF INVENTION

As more and more pecple rely on the ability to
communicate data electronically, there 1is a growing

20 dependency by firms and organizations on the computer
networks used to connect its users to each other. For many
businesses that have geographically distributed employees,

customers and strategic partners, integrating and on-going



maj or and i ncreasing challenge. In general, global businesses and

organi zati ons have disparate requirenents for data network services. There
5 are sewwpaB/osyps oaches to sol ving a business' network s@CTIB&/05776

requi renents. One approach is to interconnect a conpany's offices or
various site locations with dedicated or private conmunication connections
via a wide area network (WAN). 10 An advantage of this traditional

appr 0achlah@gbhEh ! NOr - & 1EHSIMZGA (RORYE! CcRIYOLK [ fetiilid { iksS generally

owned and fmanaged by the corporation; managenent of the network al ong
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oper ati qns, nanaggnent, skill retention, and facilities related to 20
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underused as the dedicated resources nust be configured to handle the peak
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service requirements. One approach 1is to interconnect a
company’s offices or various site locations with dedicated
or private communication connections via a wide area
network (WAN).

10 An advantage of this traditional approach to building
a customized private network is that it is generally owned
and managed by the corporation; management of the network
along with control of computing resources, is centralized.
Another advantage 1is improved security of the network

15 against unauthorized access.

However, a major disadvantage of a corporate-owned and
controlled private network is the extremely high total cost
of procurement, design, implementation, operations,
management, skill retention, and facilities related to

20 private networks. Also, private corporate networks are
oftentimes underused as the dedicated resources must be

configured to handle the peak capacity requirements of the

business.



In an attenpt to reduce costs and enhance their conpetitiveness, sone

conpani es chose to depl oy sone business applications over the public

| nt er net ,wa 03831881 approach to solving a business' netwolPKTABIMISCE 5

requi renents. In other words, rather than undergoing the considerable
expense of constructing a private network of dedicated conmuni cation

| i nes, sone conpanies opt to enploy the Internet to facilitate

comuni cati o etwee riQus . re it 0 ad e of using the

I nternet as ;tr?r aér,%{sapo%rt;%ﬂr?&chécr?i sm%itdgct%he%?ﬁ%%r né?ds %%lﬂ%qﬁ‘??y;uf%qtrer net

access i ridwide. It is also _convenient. However, a j or disadvantage
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i ndet erni nat e, secur]ith is relati vel%l| 15 | ow.and performance i s not
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modi fication and replication by third parties, essentially conprom sing

propri et3HBEFAN corlfd dentElinht erdal Pedkrist e corimtieat i B/9EViIC® Because

the potential business related damage resulting fromsecurity breaches and

unr ePi aflsIperdsaiience lhaotheromordieh gather i thknf astdsrrdod net whor k

services, conpanies often seek an alternative solution to the 3
considerable expense of constructing a private network of

dedicated communication lines, some companies opt tc employ
the Internet to facilitate communication between various
remote sites. |

10 An advantage of using the Internet as a transport
mechanism is the Internet’s ubiquity; Internet access is
worldwide. It is also convenient. However, a major
disaavantage is that the Internet is a public network.
Data propacgation is indeterminate, security is relatively

15 low and performance 1s not guaranteed. Electronic
communications are susceptible to interception,
modification and replication by third parties, essentially
compromising proprietary and confidential internal
corporate communications.

20 Because the potential business related damage
resulting from security breaches and unreliable performance
has become such a critical factor in network services,

companies often seek an alternative solution +to the



WO 03/ 055153 PCT/ 1 B02/ 05776 Internet to obtain virtual private network
(VPN services wth a high degree of security and performance assurance.

As a pracwpDmalsimsiter, there are two approaches to provi @CRGBMRN7®er vi ces
today: "on-net" or "off-net". These 5 VPN services are generally a prem um
service offered by a service provider where a firmor business contracts
with the service provider for a specified VPN service. In the on-net

approacthtdypicakby otV eerRioVi getva ol f el wMBN s@mp)cesOpyidss own
network infrastructure only. 10 An advantage of on-net service is that it

does ”Q{riﬁﬁ%iﬂf%r?%é U R AL _g\‘rk'dt Eekgomgxé’;&%%eﬁ/&ﬁ@é?, and
general |y uses standard service provider products and services only.

However, a jor. dra ck is t Limted reach of a_sole _service
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service to_corpor sites in all cages. n a subscriber's requirenments
ext end BHEYHH Lﬁ)%e\%@eFWY:JeC%? o7 ¥ ?s?’hTW%/a{l?r%t Lsf?g?"%ﬁ'lt ’carf f -HESppr oach

is used that sonetinmes enploys the Internet to provide basic, 20
easy- t oL fNpFEREAECAnFTEaIRNTAddm M SPEPMBYT - A8EVicapabirrefedy 2
Al ternatively, two or nore service providers nmay collaborate which may
i nvol veSEBWECE nPEgvatiesn vafere randgort qret Ropksesspacaitiress ssystidhs and
busi ness

the service provider for a specified VPN service.

In the on-net approach, typically a service provider

offers VPN service on its own network infrastructure only.

10 An advantage of on-net service 1s that it does not require
collaboration among multiple service providers, and
generally uses standard service provider products and
services only. However, a maljor drawback is the limited
reach of a sole service provider’s network. One service

15 provider on its own often cannot offer service to corporate
sites in all cases.

When a subscriber’s requirements extend beyond the
service provider’s infrastructure, an off-net approach is
used that sometimes employs the Internet to provide basic,

20 easy-to-implement and easy-to-administer off-net
capabilities. Alternatively, two or more service providers

may collaborate which may involve some integration of

transport networks, operations systems and business



4 WD 03/055153 PCT/1B02/ 05776 systenms. O course, a service provider may
choose to extend its reach by building its owm network to reach the

of f-net swODeg/05883 this often proves expensive. The probl @cmaBe20s0Tee or
nore of the above-nentioned 5 conventional approaches is difficulty of

i npl ementation. Significant tinme and coordination is required to arrange
new servi ce provider partnership(s), and to interconnect network(s) and/or

technol ggisesmand/ orpcopfigykat i gns; gnd/Qr gggggag%gpﬁﬁinEE) cand/or

busi ness systens. For exanple, a 10 service provi st undert ake to

coordin Lel sq&g f.off- eways w.th qone_or_ nore ird party
groups.ékiagFtﬁgﬁal y%ﬁ%ﬁgyiﬁgggggféo%%%fO&%bﬁ%ﬁﬁ%ﬂﬁ% ﬁaﬁdr%%%?négg systens
to nakeo%ﬁgngglgaporat'o?nv%able is conplex and c¢ostly. Moreover, once

set - up, %° T Eohett iPhiY S5 & BSELYGIt to change. Anot her
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problemin ope or re of the prior art approaches is the significant
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mai ntaining an, off-net conputer network, for exanple, is high. These high
20 cbst SRV eNEbrpdlindRPIRAGHRS hilgh @b5Escybry | offy dipilemestathanges for

| eased |ines and switched services. In addition, the nunber of support
staf f nét@sshigand rrmegeand coordination is required to arrange

new service provider partnership(s), and to interconnect
network(s) and/or technologies and/or configurations and/or
operations systems and/or business systems. For example, a
10 service provider must undertake to coordinate field support
of off-net gateways with one or more third party groups.
Additionally, the integration of operational and business
systems to make the collaboration viable is complex and
costly. Moreover, once set-up, the complex
15 interconnections are difficult to change.

Another problem in one or more of the prior art
approaches 1is the significant investment of financial
resources. The cost of implementing and maintaining an
off-net computer network, for example, is high. These high

20 costs are compounded by the high costs for long distance
charges for leased 1lines and switched services. 1In
addition, the number of support staff necessary to manage

these networks further increases the costs to manage them.



t hese networks further increases the costs to manage them 5 WO 03/055153
PCT/ 1 B02/ 05776 Yet another problemin one or nore of the prior art

appr oachewp opassiszul arly those that enploy, in part or inPCEiBO25716he
Internet is non-determnistic route propagation. The route by which data
comuni cations travel frompoint to 5 point over a public network, such as
the Internet, can vary on a per packet basis, and is essentially

i ndet er i nat go IRb%PFW%%&ﬁeRFr ; £USHOMRE qRSiONye | gRLe | op; and

moni toring, essentia reventing a service being engi eered to meet an

| ndi vi dugl gustomer s, peed 11 al 5g 10 prevents d f1arentiation bet veen

cust oner ecause’ per- cus Tus aine t%roughout
t he Interfet Yet _apot her rob em.ip one or nore of the prior, art
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Internet, is unrellable network performance. There are little or no
contr ol 50 ?nr?HEGWB¥ vhieh data G@@mu¥h%@¢%ﬁQﬁrﬁﬁaveﬂugﬁiﬁnﬂﬂ%ﬂﬁ tPeans t hat
one customer's use of the Internet nay be adversely affected by anot her
custiomePOiRBrovast aneebl 2o Netvwerlbt heiClhrabl Bt i ivrendk, ma WrYhe prior
art approaches, particularly those that enploy, in part or in

on a per packet basis, and 1s essentially indeterminate.

This prevents per customer design, implementation and
monitoring, essentially preventing a service being
engineered to meet an individual customer’s need. It also
10 prevents differentiation between customers Dbecause per-
customer state/status 1s not maintained throughout the
Internet.
Yet another problem in one or more of the prior art
approaches, particularly those that employ, in part or in
15 whole, the Internet, is unreliable network performance.
There are little or no controls in the way that users use
the Internet. This generally means that one customer’s\use
of the Internet may be adversely affected by another
customer, for instance.
20 Yet another problem in one or more of the prior art
approaches, particularly those that employ, in part or in
whole, the Internet, is the low level of data security.

The data protocols for transmitting information over a



whol e, the Internet, is the lowlevel of data security. The data protocols
for transmtting information over a 6 WD 03/055153 PCT/1B02/ 05776 public
net wor k, wWooh/osd53 he I nternet, are widely known. ConsequeqaTiiBo2/@hact r oni c
comuni cations over the Internet are susceptible to interception. Packets
can be replicated or even nodified by unauthorized users. 5 Yet a further
problemin one or nore of the prior art approaches is significant del ays
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per formance-rel ate faults occur at the intefface befwee e ot - net

gat ewnay, f- or rvice, faor i ance. e probl ens
prove\ﬁ§§¥%h4%ﬁéigﬁ ?ggféégﬁgg é%ﬁ?léﬁﬁ%%}QﬁuaO%ﬁ%eﬁ%ﬁn&ﬁ&éﬁ%%@ provi der
must undertake to qgﬁrd{nate fauLé.resoIHtiontmﬁth t.he offinettt ansport
suppl i 615° YRS SR Ut e Her “Pr OBt B TR SHE or WO Df CPhe riTrt B2t %ppr oaches
is lack of effective npnitoring to determ ne 15 whether one or nore
servicéI%r%ﬁﬁ?kﬂ?g%ﬁi?qNQﬁﬂqﬂaﬁgh&&&éEﬁaﬁﬁérér unaccept abl e service. This
creates a bottleneck for proper billing, settlenent, fault-finding and
fault resol tf§ton2 YetrtheruPtplelepr 5Bl eRfi RToAE LS FortdofPriRr @ir art 20

approaches is |ack of service guarantees provided to
approaches 1is significant delays in restoring service to

customers. A significant number of performance-related
faults occur at the interface between the off-net gateway
and the off-net transport service, for instance. These
10 problems prove very difficult to resolve and, again, the
extending service provider must undertake to coordinate
fault resolution with the off-net transport supplier.
Yet a further problem in one or more of the prior art
approaches is lack of effective monitoring to determine
15 whether one or more service providers are providing
acceptable or unacceptable service. This creates a
bottleneck for proper pilling, settlement, fault-finding
and fault resolution.
Yet a further problem in one or more of the prior art
20 approaches is lack of service guarantees provided to
customers. Fault resolution, a service guarantee highly
valued by corporate customers, is often haphazard, without

procedure, based on goodwill, and of indeterminate



custoners. Fault resolution, a service guarantee highly valued by
corporate custoners, is often haphazard, w thout procedure, based on
goodwi | | ,ward/osf153 ndet erm nate 7 WD 03/ 055153 PCT/ | B0O2/ OBCTABO2dS7 Rt | ON.
This generally results in unacceptably |long delays for VPN service to be
properly restored. These and other problens are shortcom ngs for which
there is a need to overcone. 5 GLOSSARY The detail ed description of the
present | tion that._follows be easi er ,understood, by presentation of
t he fcﬂ#%%ﬁ%%f 'asic%%%ﬁce%%%eﬁﬁg3¥ dﬁﬁ%ﬁtgr-fB-cBﬂ%ﬁ?%Pti%;%o cations
and virtual priyvate networks, in _al phabetical order. ATM (Asynchronous
Transfeﬁ&%}ﬁﬁé for &Tﬁ%fﬁﬁﬁﬁ%cet§8h98l§§9p65béb¥%55?r?qansn1tti ng dat a,
voice, audio, video, and frame relay traffic in real time. The basic 15
unit of ATM tT%PSm 80P RET ePEPPERAINE 0 258 SheTiconingh for alpadket
consisting of 5 bytes of routing information and a 48-byte payl oad (data).
Col | ocatitiFr Fd@E I8 fypeids thesegesaei-bed as a secure facility where two or

nore service providers or disparate
5

GLOSSARY
The detailed description of the present invention that
follows may be easier understood by presentation of the
following basic concepts about computer-to-computer
10  communications and virtual private networks, in
alphabetical order.

ATM (Asynchronous Transfer Mode) is a network

technology capable of transmitting data, voice, audio,
video,‘and frame relay traffic in real time. The basic
15 unit of ATM transmission is referred to as a cell, which is
a packet consisting of 5 bytes of routing information and a

48-byte payload (data).

Collocation Facility is best described as a secure

facility where two or more service providers or disparate

20 network fabrics co-exist.

Co3 (Class of Service) is a term used to refer to a

category or subdivision of service, often by application

type, of required quality of service performance.



20 network fabrics co-exist. CoS (Cass of Service) is a termused to refer
to a category or subdivision of service, often by application type, of
requi r ed woaBisytsdf service performance. 8 WO 03/ 055153 PETTNB@AS0®/76 COS
Medi ation refers to the switch software that perforns nediati on between the
different class-of-service nechanisns associated with the VPN types that

it supports. This includes class-of-service mappi ng between two networks 5
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var iPant®hbf tRe25af VRN sp¥Reed D@t Hsedbf foC ot schafdrofeseEYiem and flow

values.

EBGP (Exterior Border Gateway Protocol) is a protocol

for distributing information regarding availability of the
routers and gateways that interconnect networks.

10 End-to-end Service refers to the total service

provided by an agreement between a subscriber and a
provider. End-to-end service may comprise many network
service sub-components in the context of a supply chain.

Frame Relay is a packet-switching protocol for use on

15 wide area networks (WANs). Frame relay transmits variable-
length packets over predetermined, set paths known as
permanent virtual circuits. It is a variant of X.25 but
dispenses with some of X.25's error detection and flow
control for the sake of speed.

20 IPSec (Internet Protocol Security) generally refers to

the security of the protocol standard within Transmission
Control Protocol/Internet Protocol (TCP/IP) that governs

the breakup of data messages into packets, the routing of



contr ol

for the sake of speed. 20 IPSec (Internet Protocol Security)

generally refers to the security of the protocol standard within
Transm sswom3/ 0883 r ol Protocol /I nternet Protocol (TCP/IP) PCRaBoxsvsr ns t he
of data nessages into packets, the routing of 9 WD 03/055153

PCT/ 1 B02/ 05776 packets from sender to destination network and station, and
the re-assenbly of packets into original data nessages at the desti
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transport of Layer 2 frames over MPLS. 15 MPLS (Milti-Protocol Label

Swi t chi nifarida

establish a link or to route infornmati on between two

10

15

20

wrapped packet. In tunneling, a packet based on one
protocol is wrapped or encapsulated  into a second packet
based on whatever differing protocol is needed in order for
it to travel over an intermediary network. This method of
packet transmission is used to avoid protoccl restrictions.

Martini or Kompella Draft is a document produced by

the Internet Engineering Task Force (IETF) for the purpose
of discussing a possible change in standards that govern
the transport of Layer 2 frames over MPLS.

MPLS (Multi-Protocol Label Switching) is a

communications method that uses multi-protocol labeling to
establish a link or to route information bet%een two
parties. The labeling process generally involves attaching
information associated with the permission level of the
requesting process to an incoming or outgoing data message.

QoS (Quality of Service) is the required or desired

level of network performance, often characterized by key

10

S coimRini gaveons rétchodethad uskes tmalntsinvdisabocodf | abel ing to



parties. The | abeling process generally involves attaching information
associated with the perm ssion | evel of the 20 requesting process to an

i ncom ng WO 0000533683 ng data nmessage. QoS (Quality of Servi eer/1B&/ahs
required or desired |level of network perfornmance, often characterized by
key 10 WO 03/055153 PCT/ 1 B02/ 05776 attributes, such as bandw dth, del ay,
jitter, loss and the |ike. SDH (Synchronous Digital Hi erarchy) is a

hi oh- spegad. ; NRtyOrk L0t pLoKLARS ARt andaLg | glerlace Lot 5

comuni cations carriers in Europe to tonnect’n é pas&d on fifiSer - optic
cabl e. I{; g designed to handle nultiple data types such as voice, video,
etc. It s an International Tel ecomrunications Union (ITU reconmendation
i npl enented | nd sim I ar to the,Synchronous 10 Optical Network

( SONET) standg : °RE NeEEY \gragehyh. 18 Priidgh-greadt is a
connect i on between conmmuni catl ng corrput ers that prow des the conputers
with wiRitHhpear stk be BrAViEes |iak butapgardet udinberfagsl ve 5 routing
data over a defined, but |onger path. A virtual circuit is not a physical
enti Py; qqmmwﬂeeatdgar@alcaéﬁmqrw irMBunqelee td rearaleadi rativer ksayoaseadst  acr 0ss

a single
on fiber-optic cable. It is designed to handle multiple
data types such as voice, video, etc. It 1s an

International Telecommunications Union (ITU) recommendation
implemented in Europe and similar to the Synchronous

10 Optical Network (SONET) standard used in North America and
Japan.

A Virtual Circuit is a connection between

communicating computers that provides the computers with
what appears to be a direct link but can actually involve

15 routing data over a defined, but longer path. A virtual
circuit is not a physical entity; it is a logical entity.
Multiple wvirtual circuits may exist across a single
physical circuit.

VPN (Virtual Private Network) can be described as a

200 wide area network (WAN) formed of permanent virtual
circuits on another network, especially a network using
technologies such as Asynchronous Transfer Mode (ATM),

Multi-Protocol Label Switching or Frame Relay. It is also

11



physical circuit. VPN (Virtual Private Network) can be described as a 20
w de area network (WAN) forned of permanent virtual <circuits on another
net wor k, wopaossbiy a network using technol ogi es such asPAIJRENSOTOUS
Transfer Mode (ATM), Milti-Protocol Label Switching or Frane Relay. It is
also 11 WO 03/055153 PCT/1B02/ 05776 described as a set of nodes on a
network (i.e. Internet) that communicate in such a way that nessages are

safe fr dgerceptian hy unauthorized users.as if the n S wer
Pl ; :
connect %Sby pri vae?e % nes. %ﬁax.}la ®Fs One ofleténgé’f df - Sx sdt ee@et%
recorrrrencql%tti ons for, standardi in% equi t and protocols used in
ubl i c- access AN 5TE Vat 8 cotput @r Vhgt WBfks Me3d8BERd3ABS SRES Mt hat i onal
P eSS . Fne ved -
Tel econmuni cati on Uni on Tel ecomuni cati on Standardi zation Sector (ITUT)
and | nt eFHAHSSRAN O gBRi 2REUSROEdEZeP0 SFaFacdi zht | $Re( | Beyes | tvedsf i nes t he
connection between a termnal and a packet-sw tching network by
i ncor porcRrings techPde PdéRAPt LdASS- (1) the el ectrical connection between
por™ ect ;
the termnal and the network; (2) the transmission or |ink- access
prot dcol ; and&.£3) ishenenpifermersedt icdn W seriam] s orimetdats obet iieen net wor k
users. Taken together, these definitions specify a synchronous,
ful | - dupltexxdeeddizialg- teoruipment and protocols used in public-access
and private computer networks, adopted by the International
Telecommunication Union Telecommunication Standardization
Sector (ITU-T) and International Organization for
10 Standardization (ISO). It defines the connection between a
terminal and a packet-switching network by incorporating
three definitions: (1) the electrical connection between
the terminal and the network; (2) the transmission or link-
access protocol; and (3) the implementation of virtual
15 circuits between network users. Taken together, these
definitions specify a synchronous, full-duplex terminal-to-
network connection.
Technologies such as X.25, Frame Relay, Asynchronous
Transfer Mocde (ATM), MPLS, and Internet Protocol Security
20 (IPSec), are well known VPN technologies.
In addition to the above, in the Detailed Description

Section that follows, the description is presented, in

part, in terms of program procedures executed on a computer

12



networ k connection. Technol ogi es such as X. 25, Frame Rel ay, Asynchronous
Transfer Mbdde (ATM, MPLS, and Internet Protocol Security 20 (lIPSec), are
wel | knowwowBmbstiexhnol ogi es. In addition to the above, i nPChaBatsaid ed
Description Section that follows, the description is presented, in part,
in ternms of program procedures executed on a conputer 12 WD 03/055153
PCT/1 BO2/ 05776 or network device or network of conputers. For
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applicable to any custonary ne conputers fret wor ks of
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I nt erconnecti on (OSI) 8@?tocol User_ Datagram Protocol (UDP), Wreless
Appl i cat PBRBHR ob®l SEWARTY aRB}bFaPEE et ST ST PRREY BRI 22T ons
protocol, or any other 10 network-type protocol, |ocal and/or global. The

pr oceduPAIPHeR%S i pt i oRYChr cpPEYeRkat | Ohs GPTPELAESI onBPTt i eampEe general | y
conceived to be self- consistent sequence of steps leading to a desired
resdl t. inFbedexanpl estaadirdt epommynieaiol ames phpsptatoimni puicat i oms of 15
physi cal quantities, which' takes the formof nagnetic
Transmission Control Protocol/Internet Protocol (TCP/IP),
Open Systems Interconnection (0OSI) protocol, User Datagram
Protocol (UDP), Wireless Application Protocol (WAP), and/or
Bluetooth wireless communications protocol, or any other
10 network-type protocol, local and/or global.

The procedural descriptions, representations or
functionalities are generally —conceived to be self-
consistent sequence of steps leading to a desired result.

For example, each step may involve physical manipulation of

15 physical quantities, which takes the form of magnetic
signals capable of being stored, transmitted, combined,
compared and otherwise manipulated.

Additionally, the manipulations performed herein, such
as capturing, outputting, provisioning, monitoring,

20 maintaining, are often referred to in terms that may be
associated with mental operations performed by a human.

Human capability is not necessary, or desirable in most

cases, 1in the operations forming part of the present
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signal s capabl e of being stored, transmtted, conbined, conpared and

ot herwi se mani pul ated. Additionally, the mani pul ati ons performnmed herein,
such as wePBsilng, outputting, provisioning, nonitoring, PCZOBoRAISAT6AI Ni Ng,
are often referred to in ternms that nay be associated with nental
operations perfornmed by a human. Human capability is not necessary, or
desirable in nost cases, in the operations formng part of the present 13

WO 03/ 055153, PCT/ 1 B2/ 05776, .i.nvention;_ the operati,o re hj

oper at | SREZ RO Ceh e GBI T B Sp o T et ST ¢ hECh 688nt
invention _include networking devices, general-purpose conputers or such
si mi | ar 8FEREr diitc T VEELNE FRBT B ELR to'nJgﬁﬁi%ge%?%B ggyﬁPgﬁoPo a
systemfor_ perform ng these operations. This system nmay be specially

const r utREYUESr ??%W%ﬁk%ﬁ%ed@WlF€Swayg%6ﬁﬁ?lé@P%P%E%eFéWEmﬁﬁFﬁos@rconputer
as selectively activated or reconfigured by a software program 10 SUMVARY
OF | NVERFEDNsEnifar gefecioml artewidiamt age of the present invention to

provi de a system and/or nmethod for constructing a virtual private network
t hats may replhee mpgsenmdi vénpennton also relates to a system for
performing these operations. This system may be specially
constructed for its purpose or it may comprise a general-
purpose computer as selectively activated or reconfigured
by a software program.

10

SUMMARY OF INVENTION

It is a feature and advantagé of the present invention
to provide\ a system and/or method for constructing a
virtual private network that may replace expensive point-
15 to-point WAN connections and dedicated hardware components.
It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
virtual private network that may replace low security
Internet virtual private network and/or private network
20 services.

It is a feature and advantage of the present invention

to provide a system and/or method for constructing a

14



15 to-poi nt WAN connections and dedi cated hardware conponents. It is a
feature and advantage of the present invention to provide a system and/or
nmet hod f owomomstisaicting a virtual private network that megTnB@l/@es | ow
security Internet virtual private network and/or private network 20
services. It is a feature and advantage of the present invention to
provi de a system and/or nethod for constructing a 14 WO 03/ 055153

PCT/'BO\%P@ZZ@ &'x%‘é%' PriYal S et POL K t%&; Sere\ﬁfa“éef‘ce HPL £l 4P

performance Inte et virtual private networ IS a ?eat ure and

advant £sens |nvent|o ta _provid ystenland/or met hod for
COﬂStFﬁ%%Iﬁ%r%Qn V|? et priv é?ﬁﬂp etﬁggwﬁ§3 PEPI aE-® expensi ve
managed VP serV|ce L is a fe ture and dvanta e of the present

i nvention p?%v?dzea 8yt 8ifandydRtABENBE FOF B ﬁ%?PEc%Pﬁ GLoMet wor k
devi ce, usable in a virtual prlvate network, that 10 standardizes

i nt er cofMeRTORIDF DneSBFteTbr @NdI/9% nieihods e£9F ceCPRBTFEEEIRGCc Mol ogi es.

It is a feature and advantage of the present invention to provide a system
and/’or VefHeRIL f BE1¥BRSt NEEFORY &hafetmAor krelhace efpRnperd onasaged

gual i ty-of -servi ce managenent
VPN services.

It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
network device, usable in a virtual private network, that
10 standardizes interconnections of one or more dissimilar
service provider technologies.
It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
network device that performs quality-of-service management
15 functions.
It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
network device that performs (discrete) passive and active
measurement and testing throughout a network.
20 It is a feature and advantage of the present invention
to provide a system and/or method for creating and managing
an end-to-end supply chain of service providers and network

operators to deliver a desired virtual private network.

15



15 functions. It is a feature and advantage of the present invention to
provi de a system and/or nethod for constructing a network device that

per fornms WOi0SosAEE) passive and active neasurenent and t @€TilRe/aShToughout
a network. 20 It is a feature and advantage of the present invention to
provi de a system and/or method for creating and nmanagi ng an end-to-end
supply chain of service providers and network operators to deliver a

desired virt %rl Vatg tq_‘q{]vma(r}& a;lév\{@ %%{’ltl o]t%t% Pglgge% /1915?7741@;10[1{[ is a

feature and a vant age o e present 0 pr ovi de a system and/ or

met hod for constructl _ng_a virtual rlvat rk that man es the
forwardltng dtdfeng %and q&gfﬂlt9 8{ ger]{}?@é if erence E@ﬁﬁorﬁ‘ 5

i nterconnecti qns of, disparate servi ce rovi ders fe tur.e and
advant age-f aﬁhe il | BOEHE b CEBL pr BONAHSE oy beem HHARH MErhod f or
constructing a virtual private network that requires mniml |evels of

i nt egr atiBH @FongThr t FEf pahYsOfnSeREl Guppfy T ERBFRCEI0 Pt | SFWOEH ure and
advantage of the present invention to provide a system and/or nethod for
consfr uctitmyeennecitigals pifi daspanataoskrvhes prgvisdgisd enent a private

network by reducing the private network's load to
It is a feature and advantage of the present invention

to provide a system and/or method for constructing a
virtual private network that requires minimal levels of
integration among participants in the supply chain.

10 It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
virtual private network that may supplement a private
network by reducing the private network’s load to
acceptable levels.

15 It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
virtual private network that may handle the introduction of
user requirements in the form of new software applications
without disturbing the existing configuration of the

20 network.

It is a feature and advantage of the present invention
to provide a system and/or method for constructing a

virtual private network that allows systems integrators,
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acceptable levels. 15 It is a feature and advantage of the present
invention to provide a system and/or nethod for constructing a virtual
private rwowanksishat may handl e the introduction of user PCEgBOYEIBNLS N
the formof new software applications wthout disturbing the existing
configuration of the 20 network. It is a feature and advantage of the
present invention to provide a system and/or nethod for constructing a

vi rtual ">7/]-3:te t ?{ilovvsss.te.msi t egrat ors, iw0/055153
PCT/ | BO /d{S 6 é%é%%%%%%ﬁ S %Jtttfeers'e%? tg?%se,n S ER T EhEEhd- t o- end,
service | evel agreenent-based (SLA-based) VPNs beyond their own
i nfrast rict e ?V?nﬁ I F U e Pase h dv i LG <6k %6 dsplsyend ithedition 5
to provide a system and/or nmethod for constructing a virtual private
net wor k VR & SHAGHER ‘basis. It is a feature and advantage of the
present invention to provide a system and/or nethod for constructing a
virtual privdte Ifetawfdathm dius adwirgsad |dopfoomuesient] Olrsiesttemrf or
service delivery. It is a feature and advantage of the present invention
to pfovitde @ropstdem andsesteet heddfor coeshodctfeow aconstructing a
virtual private network on a per customer basis.
It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
virtual private network that has a closed-loop control
10 system for service delivery.
It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
virtual private network that employs a method of agreeing
and capturing the service requirements of each subscriber.
15 It is a feature and advantage of the present invention
to provide a system and/or method for constructing a
virtual private network that employs a managed
router/gateway approach.
It is a feature and advantage of the present invention
20 to provide a system and/or method for constructing a
virtual private network that is easily scalable.

It is a feature and advantage of the present invention

to provide a system and/or method for constructing a
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virtual private network that enploys a nethod of agreeing and capturing
the service requirenents of each subscriber. 15 It is a feature and

advant agewofo3obdaspr esent invention to provide a system amdiraBozesttsod for
constructing a virtual private network that enploys a managed
router/gateway approach. It is a feature and advantage of .the present
invention 20 to provide a system and/or nethod for constructing a virtual

Phe. o CREHURLS bPRYate SRRALETRLAD SnddidS 8 TEEhule AdAcvER 208 of

the present 1nve rovide a system-and/ or ne "Cong ructing a

17 WO 0 153. PCT/ 1 B02/05776_ virtual, private network .that enables a
singl e %%gﬁgng%blggggons?ﬁ Iit@c%ﬁﬁpgéﬁﬁﬁﬁﬁ¥HNI§QR/f lid’@]eir\‘/eryaaﬂd
performance of the network. The present invention solves the problens in
one or pgr%BF@aBFetﬁg gﬁ?o?eEY?rEpproaches and provi des the above-
mentioned and other features and advantages, by providing a system and
met hod of cohB8fr RASSRPta Vnyewaiopr Peavesndthfor Rrobhessichna awsy ohat
m nimzes the coordination, time and expense involved in producing and
del i Yer Pagemafagelde Torierrtartt ppPyverehert wodk Pravd AN Sler vabese-Ser vi ce
delivery operates on a per-network and/or per-

mentioned and other features and advantages, by providing a

system and method of constructing a virtual private network

in such a way that minimizes the coordination, time and

expense involved in producing and delivering managed
10 virtual private networks and VPN services.

Service delivery operates on a per-network and/or per-
customer basis at the granularity of each site‘ or class-of-
service or application, to monitor actual performance,
which 1is compared to agreed/desired performance targets,

15 thresholds and the like. Some or all of the network
performance requirements may be included in contracts or
service level agreements (SLAs). These performance targets
indicate the level of conformance and the necessity for
immediate or longer-term remedial or preventive action, if

20 required.

The system of the present invention enables periodic
re-evaluation of a customer or subscriber’s network

requirements and re-optimization of the delivered supply
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custoner basis at the granularity of each site or class-of- service or
application, to nonitor actual performance, which is conpared to

agr eed/ dewproadsyaes f or mance targets, 15 threshol ds and t hePCirkBo2/@ore or all
of the network performance requirenents may be included in contracts or
service | evel agreenents (SLAs). These performance targets indicate the

| evel of confornmance and the necessity for immediate or |onger-term

remedi al o0 prevantdMe %_Q)tliu"yl’oni.f ZQtregyiséedalim@S sy&é@g@ﬂ%;%ﬁcgresent

i nvention enables periodic re-evaluation of a custonmer or su er's

net wor k [ L.ement e-optim zation of .the delivered syppl 18 WO
03/ 0551@%1{% d%#g%d(’:hoafné%% avx%rtksesrolrh‘ﬁwoor{k Icforg}escgnﬁfﬁ% ws‘-’y%t ailed
and appropriate mapping.of actual, user network connecti vi and |,

per f or né)neclg{%ré?ﬂﬂcreengﬁgglfﬁm?ﬂ St ot g'rhea %ﬁﬁbl Yichai nsu%i%/\orcﬂnaln
configuration solution design. A supply chain 5 managenment_nodule, in the

f or m of &0ft ecgﬁdcilBPSéE%gés, SO} aeiPh t alss dhe deBi gPuPPhpl &ifEnitat i on and
assurance of the supply chain solution for the network. A preferred

enbodi nEMNAFERHE azﬂfccm/%rctene thenpramy ngf shétyareuandprinanes srstmor k of
the present invention is 10 created using packet-based data that is

pref er aflacilggtatigst the design, implementation and assurance of the

supply chain solution for the network.
A preferred embodiment of the architecture comprising
the virtual private network of the present invention is

10 created using packet-based data that is preferably, but not
necessarily, propagated through a peering point.
Alternatively and optionally, non-packet data technology,
such as Layer 2 technologies (i.e. Frame Relay and ATM) or
time-division multiplexing, may be used.

15 One or more peering points are connected to each other
in a desired configuration, such as a string, where, for
example, one end of the string (or strings) is connected to
a corporation’s headquarter office and the other end of the
string (or strings) 1s connected to a remote satellite

20 office. The configuration of the string or strings,
stemming from one or many end points to one ;r many other

end points, constitutes an end-to-end supply chain. In the

regard, the term supply chain generally refers to the

19



necessarily, propagated through a peering point. Alternatively and
optionally, non-packet data technol ogy, such as Layer 2 technologies (i.e.
Frame Relwgoanss18IM) or tinme-division nmultiplexing, may [PETUB&AS7H5 One or
nore peering points are connected to each other in a desired
configuration, such as a string, where, for exanple, one end of the string
(or strings) is connected to a corporation's headquarter office and the

ot her emhwfiddle iststangiEetost r bRYSyohsigaraected &0 a redmig, sajel lite 20
of fice. The configuration of the string or strings, stenmng fromone or

many endupeilits s 0 RRPrakiNBNYoE hedr &R POLRLS, LONSE an, end-to-end
supply chain. In the regard, the té}n1supply ch%?n (ﬁéﬁ%ﬁ%ﬁ?rg¥gfs to the

19 WO 03/Q5kka3 JAelinB02/95¢Z6 physical instantiation or configuration of
a chain of suppliers conprising one or nore service providers and network

peering poi nks, Thu§n Ln a fi.rs ct -of_.the present ., invention, a 5
peering point 1's disclgsé%££ta€%ﬂ%%§$iﬁg polnt Phes e TPEFBFIRR t & as a

har duar ESSna 5t SoF{aar b5 CONTTAUTER | Aobat ¢ bRE-AMUPIPEBTY] E8IporFor mance
moni t or irré er%%\éi € Egs(:h apegrilif{]gall_mipnrtivoa{teNpﬁe?:gvggrgr aEl’)elgrienrrgpl Cgcl)sint
(NPP), which comprises network hardware and/or software
configured‘in part as a VPN service performance monitoring
device. Each peering point or NPP preferably employs
10 Multi-Protocol Label Switching (MPLS) and Ethernet
technology, which allows communications with similar or
dissimilar VPN transport technologies. The ﬁPP is the
fundamental building block of the supply chain for the
virtual private network of the present invention.

15 In a best mode of the present invention, each NPP is

connected to one or more service providers, essentially

providing multi-lateral service provider inter-
connectivity. One type of inter-connectivity service
involves providing connectivity between peering points. In

20 order to facilitate the connection betwéen two or more
peeing points, transit gateways are employed. Another type

of inter-connectivity service involves providing

20



10 Multi-Protocol Label Switching (MPLS) and Ethernet technol ogy, which
all ows communications with simlar or dissimlar VPN transport

t echnol ogve3/034163 NPP i s the fundanental buil di ng bl ock eCTihe/@samwpl vy
chain for the wvirtual private network of the present invention. 15 In a
best node of the present invention, each NPP is connected to one or nore
service providers, essentially providing nmulti-lateral service provider

ol i SR CBEChUEE O oM AInRNNEEL KLY Sehahoe nddbifla/e?

provi di ng connecti etween peering point r acilitate

t he connectij.on between t r.nore _peeing points, transit gateways are
enpl oyeg].ocl&r;co(%ﬁér ?@5&’ \ggsi%ﬁ eg?aF%SHn%%JE?‘gﬂ?/ FeT VITE 1 nvol ves provi di ng

20 WO 03/055153 PCT/1B02/ 05776, connectivity between subscriber, site(s) and
peering poi #t(s)r.left—‘ié? < di SEVEBGt o%oéat WP 18 @ %us e L RKHUNANK devi ce
for providing standardi zed interconnectivity in a communications network,
is 5 dildHISERCThe Vs wor Kidevide COPMNLERtdRESor MtaraEut er $5f or
propagating data through the network determnistically, one or nore

Et hef netdiggiliosres fIde pragniadin@avieensomprik sedewinee om e rsomeedteing ty to at
| east one of a private or public network; one or nore service creation
devi ces ffcgr propagating data through the network deterministically;

one or more Ethernet switches for providing the network

device with connectivity to at least one of a private or

public network; one or more service creation devices for

10 providing the network device with connectivity to an

incompatible network equipment; and an operational system

platform for providing communication between software and
hardware components of the network device.

A network device usable in a virtual private network

15 1s disclosed. The network device comprises a pair of

routers for propagating data through the network; a pair of

Ethernet switches for providing the network device with VPN

connectivity; a service creation device for directing at

least one of data forwarding, route propagation and quality

20 of service functions in the network device; and operating

instructions for providing communication between software

and hardware components of the network device.
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10 providing the network device with connectivity to an inconpatible

net wor k equi pnment; and an operational system platformfor providing
conmuni cawpDap/okasween software and hardware conponent s offCrhBoasywor k
device. A network device usable in a virtual private network 15 is

di scl osed. The network device conprises a pair of routers for propagating
data through the network; a pair of Ethernet switches for providing the
network devi gg Wit hen¥PNo-e@Rnestdniidabt @ eSefol G Gty 0pr dgihggefor
directing at |east one of data forwarding, route propagation and quality
20 of S@Evleexl UBEEIAlS, 11 tHELNSEIOIdE AR C8L Rt ORRL Al NeolDRLT UCH] ONS
for providing comunication between software an Rartivare onponént s of

t he netwnt k. deyi L0551 /.1 BO2/ 057 In,_an_end-to-en
architeé?%gg ?%r&ggﬁgég¥§é§?£%ghaggdg%%?ég?%dSer%?%e?egwﬁégmg?ﬁlagv
servingcas a.geering foint of intercannection, is dis Ioseg The net wor k
devi ce CeBRPITEEs h PATT SF roUEF f 6PT pPorRGIeAGIadtatd hFBEGHRIB t he
network; a pair of Ethernet switches for providing the network device with
conﬁ%ct?b?tg?tHPG Fafmaiile GhstrReERtat FOR S pE s oPRPREdER@I RS of
service classification and re-marking functions in the network device;
and an BBEVarkng sysVésef or efidbl i ng eonnaat tatton programmable

d
ice

instrumentation for performing quality of service
classification and re-marking functions in the network
device; and an operating system for enabling communication

10 between software and hardware components of the network
device.

A network device that provides a substantially single
interconnect scheme by one or more service providers to a
communication network, 1is disclosed. The network device

15 comprises at least one router; at least one switch for
providing connectivity to the communications network; an
instrumentation for providing at least one of quality-of-
service mapping, aggregation, de-aggregation and
performance testing functions between the network device

20 and an incompatible one; and an operating system for
facilitating communication between software and hardware

components of the network device.
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10 between software and hardware conponents of the network device. A
networ k devi ce that provides a substantially single interconnect schene by
one or nOWO 03@faifxe providers to a conmmuni cation networ k PCrgBad/asctcosed.
The network device 15 conprises at |east one router; at |east one switch
for providing connectivity to the comunications network; an
instrunmentation for providing at | east one of quality-of- service mapping,

aggr egat i on, yde- gggggﬁg%%n@“dtoPel%Qégfng@ tesLd ng functions between the

net wor k devi ce 2 n i nconpatib and an operating systemfor

facilitatipg.communication between software apnd,h I e o] ts of the
et wor ko GB0F e SEE ViR SR 5s SR R CaT ST O8o TR CrehreTy fpoFiab ey
recogniée that there are no restrictions on the choice of trans&grt
t echnol By UCR5t S3HEN UBERT+RY BRERTp8&r iVg i HE BHPF cBMPPTRi ng a
single virtual private network across one or nore service 5 providers. For
i nst ancBLrEHpL oy PG VR &me TR on IFECEF deCnBf tHe NPEndSRIFASR t he
ot her side, nay be one conbination for VPN transport. Any conbi nation of
i ngr &sspranddeys ess FYPNinsiasper t emptpnbhogFeasne sReianl en Apot fédepoi nt  of
noteworthy significance is the

of the NPP and ATM on the other side, may be one

combination for VPN transport. Any combination of ingress
and egress VPN transport technologies is viable.
Another point of noteworthy significance i1s the
10 substantial separation of routing, forwarding and protocol
gateway functions within and without the NPP. This
significantly increases the scalability of the invention.
As earlier described, the protocol gateways are separate
from the NPP to become service provider (SP) gateways.
15 This arraﬁgement allows a service provider to manage the
gateways and their SLAs, thereby facilitating significant
NPP cost reductions and effective demarcation between
network services/functions provided in the supply chain.
With respect to forwarding, in accordance with a
20 preferred embodiment of the present invention, each NPP is
configured to forward subscriber traffic deterministically
at substantially all times. A deterministic transport

infrastructure means that the route followed by a VPN’s
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10 substantial separation of routing, forwarding and protocol gateway

ns wthin and without the NPP. This significantly increases the

| iwQ 0afs531h®e i nvention. As earlier described, the pcotiBenis7mat eways
arate fromthe NPP to becone service provider (SP) gateways. 15

functio
scal abi
are sep
Thi s ar

rangenent allows a service provider to nmanage the gateways

and

their SLAs, thereby facilitating significant NPP cost reductions and
effectiye rcat, on het n network services/functions _provided
IR i IR LR S R L s e O\ IS A

preferr
f orward
determ
VPN s

be prec
pr esent

This f
noni t or

10

15

20

in the

ed e odiggnt of the present .inventio each NPP is configured to
v

PE5EY thRE Y i ESdetBIRGHINGTCaF 3T BaBstht FArFSa

times. A

nistic transport infrastructure neans that the route followed by a
PPN H3/MEEL 5BSPEF P B0 5776 Lot rB¥Y ¢ thEPeghh ® hePsdddiigdchai n” may
isely configured; that is, subscriber traffic may be routed by one
or nor e BFder-i ngApoisHEE (t 14 oreseughndespeei f PE@Vigash.asmIrane®s t he

i nvention provides assurances 5 that a user's VPN traffic actually

traveéersahad specisbrcs AN toaffact ealthp lBoundedierseis o0& s@ediddcpr ovi ders.
eature is fundanentally inportant to operation of the performance

iam@g anchictaosadtllgopbcondie¢d) ettt hef service providers. This
feature 1s fundamentally important to operation of the
performance monitoring and closed-loop control of the
supply chain. In order to design for desired performance
target levels, or correct performance falling below those
levels, it 1s necessary to identify and measure performance
of subscriber paths or routed traffic.

Alternatively and optionally, in order to increase the
availability of a forwarding path on the virtual private
network, twin Ethernet switches are configurable at each
NPP, to facilitate physical forwarding path redundancy. 1In
a preferred embodiment of this configuration, in order to
increase network availability and provide redundancy,
service providers preferably peer or interconnect with two
(or multiples of two) NPPs.

This configuration enables service provider-dual
homing, which allows subscriber traffic to egress and

ingress a service provider at a pair or multiples of pairs
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supply chain. In order to design for desired performance 10 target |evels,
or correct performance falling below those levels, it is necessary to

i dentify wod3oenasure performance of subscriber paths or PowtiBeR/@srzffic.
Alternatively and optionally, in order to increase the availability of a
forwarding path on the virtual private 15 network, tw n Ethernet sw tches
are configurable at each NPP, to facilitate physical forwarding path

redundaney ypbll, a prefepred epbodigent of this confioysatjpps iqorder to

i ncrease network avail alglifi ty and provi ge recﬁjngancy, service providers
prefer ee rinterc ect widh. .t 0 (ar |t of NPPs.
Thi s C?E%J?/eg%rea({i gﬁ gnr]sab %gtqge%bgceéoﬁlrtg\\l/\?b] e$§,du5f?35%%%ﬁ%f}§ Whi c%ay\% | ows
subscriber, traffic_to eg s and ingress a servic rovider at a pair or
it PR | B oSo0HT ONERS 551 85 S s b7 T RFSRPRO fR th <
configuration, the pairs of NPPs are referred to_as North and South NPPs,
respectity. #3dh SREEEh &RENSSHIRTKPP 1s£Pes tddRh¥ct | GRIHAEFer ¥l to as a
Nort h and South connection, respectively, carried by 5 participants in the
suppl y RHE FCIRARYS asnt SRanSUREL Yp&iaingf NFHs F ACs@pedhieBerPayidt eway. The

selection of which NPP is used at any one tine to forward subscri ber
traf fi ofaéPPs or a subscriber gateway. The selection of which NPP

is used at any one time to forward subscriber traffic and
propagate subscriber routing, is preferably a function of
the service provider’s routing protocols.

10 The configuration of each NPP also allows for service
provider MPLS Label Switched Path (LSP) protection, which
results in a backup NPP-to-NPP path being selected in the
event of a failure of a primary traffic path. Selection of
the backup path is dynamic, and is performed by a NPP. The

15 LSP protection is optional and in addition to the separate
North and South connections between pairs of NPPs.

With respect to routing, each NPP is configurable to
support a variety of route propagation methodologies for
inter-connecting service providers. For example, one route

20 propagation method the NPP 1s configurable to support is a
MPLS virtual router interconnection where one or more VPNs
are 1interconnected using internet protocols (IP) over a

single logical interface per VPN. Another method may employ
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propagate subscriber routing, is preferably a function of the service
provider's routing protocols. 10 The configuration of each NPP also allows
for serviwe o3josags der MPLS Label Switched Path (LSP) prot @cwiiBe/osats ch
results in a backup NPP-to-NPP path being selected in the event of a
failure of a primary traffic path. Selection of the backup path is
dynamc, and is perfornmed by a NPP. The 15 LSP protection is optional and

in addition fQihe ,parﬁhﬁtiNB%’E'%@@f' smﬁ%qnecggggg{getd@g&aoai ;S of

NPPs. Wth respect to routing, each NPP is configura suppor

ari et e at ] |.ogl for_.inter-cannecting service
\pgroi/i dgrgoiﬁglexgén%?g?’ ohg%%ﬁ?ggggcjgg%%ggg I dn e ARG {1 S NeP Savvh

confi gur rt . 1s.a S.yirtual router interconnection ere one
or rm?e %@séagﬁe}lﬁo%%é{ecﬂofw&t(él\%lju#h]g%?fﬁfl@ﬁ’ﬂjé% IB?SIP%%WI'E' (1 P)2 o&r a

ingle logical jnterface per VYPN. Another nethod may enploy 25

SI?,/n 852153Q:DC%IE8§?:857375CI pBr FERD %p,rofﬁiiﬁiplb%%%%#onzxpg LBR BEHer

Gat Pr.ot ocol BGP), where participant service providers use a

tr aﬁgggreé‘?ﬂlqyay%?"éjf%el( @%wﬁ%%aww t SeEREnBordeR tRauterand(Riref er abl e
route pro %gati on option may 5 enploy Provider Edge Autonompus S__ystem

Bor der Iib%% rs WHEEe AGER) rowhes eayPNProneestade tpr epagatec:, t eud tsi-ngl e,

mul ti-
protocol EBGP device or router (or multiple devices or

routers for redundancy).
In addition, these devices or routers are preferably
10 centrally located in what may be termed a routing nexus.
Multiple routers comprise the routing nexus, where
subscriber routing information is hosted and selectively
distributed to deliver virtual private networks.
Preferably, two routers are dedicated to each service
15 provider for multi-protocol EBGP route distribution. More
routers may be dedicated. These routers are preferably
divided between two geographically distributed and secure
operations centers.
Also, creating mirrored, separate route propagation
20 paths for all subscriber routes is likely to increase route
propagation availability. Principally, there is virtually

no single point of failure in the supply chain.
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protocol EBGP device or router (or multiple devices or routers for
redundancy). In addition, these devices or routers are preferably 10
central | ywbesassad3 i n what may be terned a routing nexus. PEEIBI2IS@7ar out er s
conprise the routing nexus, where subscriber routing information is hosted
and selectively distributed to deliver virtual private networks.
Preferably, two routers are dedicated to each service 15 provider for

rmlti-protochI EBGP rout e distribution. l\/brg rout ers may, be dedi cciated.
These rout er £*%r e 95FEFEPEBI y 2 A ded SEBERBENCTE wo Og‘JeogFSéHBgl | P2
di stributed and secure aqperations centers. Al so, creating mryrored,
separ at £ 0RE Brbpakfat itdie 20i pEiks RFIETe sl ber $oREsIaL Y ikely to
increase route propagation availability. Principally, there is virtually
no si nglallpishtleofed asfr EES tared s@plpqz%u@:mrn.o 6O/ 087 O5EIbBlers
PCT/ 1 BO2/ 05776 As descri bed above, separation of routing and forwarding in
the virtuldt preomrechnet WBPk essgathakl yandl | ewppllgwerchedst NRRsliargd a
reduction of cost in suppliers that connect NPPs together and supply chain
scal sng beéndrenefits. According to a second aspect of the present invention,
According to a second aspect of the present invention,
a network node, usable in a virtual private network (VPN),
is disclosed. The network node simplifies connection of
one or more service providers to a communications network.
10 The network node comprises a network device configured to
provide standardized connectivity in the communications
network, the network device arranged with a palr of
gateways in substantially physical communication with the
network device; more than one route propagation system,
15 which hosts subscriber traffic; a management network, which
is in connection with the network device and route
propagation system, the management network facilitating
operation of the network device.
In one embodiment, the VPN node comprises a NPP, a
20 communications or management network and a route
propagation system, which comprises one or more routers.

The communications network interfaces and facilitates

management of the NPP. The route propagation system, which
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a network node, usable in a virtual private network (VPN), is disclosed.
The network node sinplifies connection of one or nore service providers to
a comuniweatmBosashet wor k. 10 The network node conpri ses aPogtiBads7tevi ce
configured to provide standardi zed connectivity in the conmunications
networ k, the network device arranged with a pair of gateways in
substantially physical comunication with the network device; nore than

one routg.prepagati gﬁ?%ﬁﬁgf&l whigh ho§k§H§Qﬁ§%hjberw&ngficthg

managenent network, IS Ih connection wt e network device and

route L Ok ste t he managenent network facilitatin eration
of the B gt A S spod IS t né UPN FORE™CoRpr i 58408 NoP, a
20 communi cati pns_or. managenment network and a rout proga ation system

whi ch cBhpPfea l8ﬁef8pcﬁﬁ883roup§?spr'ﬁﬂ?%xﬁﬁﬂuﬁ% £F ofi] ng?ﬂBst?nterfaces
and facilitates managenent of the NPP. The route propagation system which
27 WO 03/ O5FIBR IPOTF + BBSE 05 PEFOLEpernt 88CehiBanant Walthy 4 nPEeAREEEAON with
the communi cations network, manages and controls route propagation

f uncl i opBPodRBERE - npFBeVPNeAsdEsdnapbedhpeiseman Rer raderped viaeamet work in
accordance with a preferred 5 enbodi nent. The preferred enbodi nrent nmay be
referred sopasy chain, which comprises the configuration of one or

more service providers interconnected by one or more NPPs,
including at least one network node.
According to a third aspect of the present invention, -
10 a delivery system for providing substantially measurable
network service, is disclosed. The delivery system
capturing one or more of a user’s network service
requirements; outputting one or more design solutions in
substantial compliance with the user’s network service
15 requirement; provisioning for implementation of a design
solution, which is modifiable and which comprises at least
one of network infrastructure and network services;
monitoring the design solution for variation in at least
one of delivery performance and usage, the monitoring being
20 linked to the design solution agreement; and maintaining
performance metrics data on the design solution, the

performance metrics data usable as feedback in order to
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a supply chain, which conprises the configuration of one or nore service
provi ders interconnected by one or nore NPPs, including at |east one

net wor k nwo@3/0fasdrding to a third aspect of the present PaYgRezenis, 10 a
delivery systemfor providing substantially measurable network service, is
di scl osed. The delivery system capturing one or nore of a user's network
service requirenents; outputting one or nore design solutions in

SUbStant&Q{efﬁgﬁé!%%ﬁgv@& h‘&@eagﬁgééagsgéﬁgr58%%%¥%héﬂé%iLﬁg$%{%%5?$;ab|e

provi si oni ng enmentation
and whic onpr,lses at | t ..one of, network . infrastructure and network
services?n&n%%??§%i§ﬁ)W?é?fkﬁﬁﬁﬁ14ﬁﬁ%ﬂﬁ &ﬁRPBFOVaP?agFBHr?ﬂ'at | east one of
delivery perfgrnan e and usaﬁe, the nonitoring being 20 |inked to the
desi gn sol ut i OFCAGH e : 2 ahdU kel nR 8PRFheL pele oPRefRRt nbtYeREI@at a on t he
design solution, the performance netrics data usable as feedback in order
to 28 VD BIHBLEIBINPCT) 3 BYbrY5TYStemef @ b eV el iy engnafedicreptat e or
unaccept abl e service, and usable to nodify the design solution as desired.
Accordi PEGLEe f odst hdaspbesedf t h&hpr esemiidiemagrit | phannangegay $tesment
pl anni ng system for providing managed network 5 service, is disclosed. The
requi r eneePpl |iN Ny Bgswenk infrastructure comprising one or more
network devices capable of connectivity with one or more
service providers; a management module comprising a suite
of applications and hardware, useful for managing a
10 collection of functions directed to delivery of
substantially measurable network service; and a
communications network for interfacing the network
infrastructure with the management module.
The planning system in the form of a network
15 requirements planning system is disclosed. The
reqguirements planning system comprises a network
infrastructure, which may comprise one or more network
devices in connection with one or more service providers.
Each network device is preferably constructed as an NPP.
20 The planning system also comprises a management
module, which comprises a suite of applications and/or

hardware useful for managing a collection of functions,

such as assess, design, implement and assure, directed to
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conprising a network infrastructure conprising one or nore network devices
capabl e of connectivity with one or nore service providers; a nmanagenent
nodul e cowpris®siig a suite of applications and hardware, ®€EfIBO2/F50T6
managi ng a 10 collection of functions directed to delivery of

substantially neasurabl e network service; and a conmuni cations network for
interfacing the network infrastructure with the nanagenent nodul e. The

DL e BLELER LR LR L0 3 ET MOBdGs il ST N e BLAINL A, System

i s disclosed. requi renents planni ng sys nprises an

infrastéggigrﬁ,fmgi%he%ﬁﬁ.congrise ne_or nnr%_netmork devices in
connect TO Wt hT8he SEF IS SEPIILCETHPBGT dEFSE Fact $RiSor e wediee i s
preferaply constructed as an NPP. 20 The planning system al so conprises a
nmanage Lemerful N R complPEeds Eﬁ??éd%? aPpl FESEPBHES afd/ of

hardware useful for managing a collection of functions, such as assess,
desi gn, S¢Fptefrent T&Fd Hdsur compansittedof otheo PheNDINYG55YSEeRCT/S BD2/ 05776
delivery of network service. Decision support information derived for

sped fieomppricaltions, wivak asdess, deseghiacinapl ebipat ameltesslre, may
be provided to custoners as a service. The final conponent of the planning
systemimfmastructure with the management module.

Preferably, the network requirements planning system
contemplates the delivery of managed VPN services with
service level agreements (SLAs) such that a subscriber has,

10 but is not restricted to, a single point of accountability
and ownership for the end-to-end virtual private network
service it receives. In this regard, the system of the
present invention is a highly scalable, low cost, secure
solution for inter-service provider, contract-based VPN

15 service that requires a very 1low level of systems
integration between participants. In addition, in order
that the integrity of SLA-based VPN services in the system
is constantly maintained and monitored, it is preferable
that all NPPs are designed and constructed in substantially

20 the same manner, as described below.

According to a fifth aspect of the present invention,
a supply chain management module is disclosed. The supply

chain management module comprises an integrated data
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5 communi cations network for interfacing the network infrastructure with

t he managenent nodule. Preferably, the network requirenents planning system
cont enpl awev3wbdasylel i very of managed VPN services with secriiBe/dsewel
agreenents (SLAs) such that a subscriber has, 10 but is not restricted to,
a single point of accountability and ownership for the end-to-end virtual
private network service it receives. In this regard, the system of the
present nbAYEOREQR | 8y2elhoNly sgAalle LOowieoSkngsgeure, spLptlop for

inter-serV|§e provi d contract - base service that réequires a very

| ow | ev Ln ration between participants. ILn addition, in

or der ?kgﬁgFﬁéa%ﬁ¥§%r$¥é8%I%éfﬁygé§adaﬁﬁNasgp %gggwiﬁnﬁﬁgeSysten1 i's
constantly in%ai eg and ﬂnnito ed, jt is g eferable that all NPPs are
desi gned and"t% %f%% Yed F esuﬁggﬁﬂf?é??y d3pat hB2RARB FRhnefYSh&Mdescri bed
bel ow. According to a fifth aspect of the present invention, a supply

chai n nEABGERBRT AoditEV St séPosedl TheUstPpPy thefai Fomeaidienght nodul e
conprises an integrated data 30 WO 03/055153 PCT/I1B02/ 05776 nanagenent
system farnbdefi Agteosrdabhpbnée Ahaecwerkionr andf epeuatben ppbgela®s engi ne,
and a workfl ow engi ne. Preferably, the integrated data nmanagenent system
supply chain. The logical structure stores, manipulates
and integrates information from the modeling tools engine
and the network transformation programs engine.
The modeling tools engine comprises one or more
10 applications useful in assisting the development of desired
modeling functions. For example, the modeling tools engine
facilitates mapping of one or more network design

requirements with one or more potential network providers

capable of meeting a design requirement.

15 One such application is a supplier qualification
module for facilitating supplier feasibility
determinations. Another such application is a suppler

contract agreement module for facilitating contract
preparation.

20 A third component of the supply chain management
module is the network transformation programs engine, which

comprises assess, design, implement and assure modules.
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conprises a universal logical structure that contains all 5 fornms of data
relating to the creation and operation of the supply chain. The | ogical
st ruct ur ewetoaeds3 mani pul ates and i ntegrates infornati onPCrapvdsersnodel i ng
tools engine and the network transformation prograns engi ne. The nodeling
tools engine conprises one or nore 10 applications useful in assisting the
devel opnent of desired nodeling functions. For exanple, the nodeling tools
engine facilitates mappi nhg of one or re network design_ requirenents
i £4 FRET

with one or M polrenttsl ABEWOT k ProviterPeré4fanl &° of g # desi gn
requi renent. 15 One such application is a supplier qualification nodule
for facitttEtdhg 2SHSFSFERTS e88i IFFHSLK dSCAVRTRREREAs. 2Rt MG uch
application is a suppler contract agreenent nodule for facilitating
contracﬁﬁﬁﬁﬁﬁ%ﬁku$2ﬁﬂuikﬂqnt¢ﬁr§h@ogﬁéﬁénpoéﬁ e JEHAShichand mihagenent
nodul e is the network transformati on prograns engine, which conprises
assess, uEwign,on nphesemerindofssucasiotairesdodting @3/058153 chain
PCT/ 1 B02/ 05776 Briefly, the assess nodul e operates to provide an initial
assessnesdlwfiaretfimr ki trse fr eertise.i ncl uding a financial eval uation of
the total cost of ownership and/or
The design module performs the functions of: capturing

subscriber requirements including, for example, sites,

traffic matrices and application performance requirements;

modeling or formulating one or more solution options in

10 response to a request containing the subscriber’s
requirements for VPN service; outputting the solution
option(s); formulating one or more price quotes in response
to a request containing the subscriber’s requirements for
VPN service; and outputting the price quote(s).

15 The implement module performs the functions of:
generating one or more work orders derived from a chosen
solution option, generally i1in response to a request
containing a subscriber’s requirements for VPN service;
transmitting each work order to one or more respective

20 service providers, which supplies sub-component VPN
services and/or configures each NPP; formulating a VPN

solution meeting the subscriber’s requirements; testing the

VPN solution; if accepted, assure the VPN solution design.
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return on investnent of a custoner adopting a supply chain 5 solution for
its VPN service. The design nodule perforns the functions of: capturing
subscri beworregsiisenent s i ncl udi ng, for exanple, sites, trafffiBe/osateaices
and application performance requirenents; nodeling or fornulating one or
nore solution options in 10 response to a request containing the
subscriber's requirenents for VPN service; outputting the solution
option(s); fornulating one or nore price quotes in rg\sﬁ?onse to request

cont ai ni ng t H&Ssub&SEMBEr ' sPEUtS r e SR TFST VPR setViCEORhd S¥tputti ng
the price quote(s). 15 The UTE' ement nodul e perfornms the functions of:
gener at iMPRidesied mokbshBRkiat der CAEinERslvont 8L ¥hES ePC S WRIATS® opt i on,
generally in response to a request containing a subscriber's requirenents
for VPNcferyi ¥€N seumnists t ihnguehch woak esdero t bebhecor ther eiseasFecti ve 20
service providers, which supplies sub-conponent VPN services and/or
conf i gureepeadanddPP;off ortthe atvVey asafRN cesol ugermmrateietg ngsttdie ssilesdr i ber' s
requirenents; testing the VPN solution; if accepted, assure the VPN
sol utsi onrdesingitiod? D P3tO5biAE3 LTt | BA2/ @2 t%6 ceTheras saurtgpumduleg per f or s
the functions of: nonitoring substantially continuously service perfornmance
substantially in real time, one or more service monitoring
reports and/or alarms indicative of a fault condition,
and/or a service agreement violation, and/or a condition in
preemption of a fault condition or agreement violation.

10 The service monitoring reports preferably include
performance statistics and other network service
information on trend analyses, capacity planning, billing,
service problems, fault resolution, delays, service
availability and the like.

15 Finally, a system for providing performance-based
network service, 1is disclosed. The system comprises a
portal allowing access to the system; a modeling tools
engine for modeling one or more network designs; a network
transformation programs engine, 1in communication with the

20 modeling tools engine, for providing network support of a
network design; a logical structure for storing and

integrating information from the modeling tools engine and

the network transformation programs engine involved in
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of a VPN service in such a way as to reflect the user's experience of the
VPN servi ce; generating statistical 5 information of perfornmance of the
service; wWOWM3OsRIpUtti ng, substantially in real tinme, onePCH/IBEYE7®er Vi ce
nmonitoring reports and/or alarms indicative of a fault condition, and/or
a service agreenent violation, and/or a condition in preenption of a fault
condition or agreenent violation. 10 The service nonitoring reports
referably include nce statistics and_ ot net wor k_seryice
i e I il KEip

per&or i
i nf or math o On- 1% efd ARal'ySés, “CApALi t P BT afhi HgF “brPFi ng"9+8%r vi e
problens, fault resolutiaon, delays, service,K availability and the Iike. 15
Fi nal | y, "3 emESCEToVIdi pébﬁorﬂﬁﬁ@é;ﬁaseﬁooﬁﬁt LR vit® s
di scl osed. The system conprises a portal allow ng access to the system a
nodel i nPYOEPBK  drigingE TR tede| PA§ISABSor SRBEBS ne®MBr ke si kpgical net wor k
transformation prograns engine, in conmunication with the 20 nodeling tools
engi ne, Foruptwiddi Ay nerder k wuppertilotabe ratdemerdediipn afl otieal
structure for storing and integrating information fromthe nodeling tools
engi ie amktwdile destigor.k transformati on prograns engi ne involved in 33 WO
03/ 055153 PCT/1B02/ 05776 producing a network design; and a workfl ow engi ne
for There has been outlined, rather broadly, the important
features of the invention in order that the detailed
description thereof that follows may be better understood,
and in order that the present contribution may be better
10 appreciated. Additional features of the present invention
will be described hereinafter.
In this respect, and before explaining at least one
embodiment or aspect of the invention in detail, it is to
be understood that the invention is not limited in its
15 application to the details of construction and to the
arrangements of the components set forth in the following
description or illustrated in the figure drawings.
The present invention is capable of other embodiments
and of being practiced and carried out in a variety of
20 ways. For example, one embodiment falling within the scope
of the claims may be described as a method of procuring VPN

service. The method includes, in part, the steps of

capturing subscriber requirements, formulating one or more
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managi ng processing of the nodeling tools engine, the network
transformati on prograns engine and the logical structure, in order to
facilitatwoioapbasent ati on of the 5 network design. Ther e PRagBsm76
outlined, rather broadly, the inportant features of the invention in order
that the detailed description thereof that foll ows nay be better
understood, and in order that the present contribution may be better 10

appr eci gwqtlqultuo%@b f%ﬁtu"c‘ﬁ% of utb@%r%g%eet &ﬁak%ﬂamw g

descri bed hereinafter. hi s respect bef or e exp alnlng af Teast one

enbodi ct_ of e t .on i n_det ai is to u rst ood
t hat tﬂgg%ﬁggﬁ??gﬁ|2§%Képlpﬁ?% &>1ce 49 apéﬁlgatlon ?OSFESngﬁai|s of
constructhog and to the arrangenents of the conponents set forth in the
follomnng escrlptlon or illustrated in the figure drawi ngs. The present

invention is_capable of other enbodinents and of being practiced and
carried out A &0 5%%&)}Qﬁ A5G eyt FONS eRERPIFOT dnididodttrehber al | i ng
mnthln t he scope of the clains may be described as a nethod of procuring
VPN 3 sePyinger ?ﬁe ShECR0ATI FEEudesUTEn opadnternecanepsivitychpturng
subscriber requirenents, formulating one or nore 34 WO 03/055153

PCT/ | BO2LD8¥761in other words, the present invention is not limited

to point-to-point connections. It could be any combination
of connectivities, such as point to multi-point or full
mesh.

10 The present invention i1s also not limited to the
number of peering points or service providers, illustrated
herein, used to comprise the supply chain. The number of
peering points and/or service providers may reach into the
hundreds, .for example.

15 Also, it is to be understood that the phraseology and
terminology employed herein are for the purpose of
description and should not be regarded as limiting the
invention. Those skilled in the art will appreciate that
the conception, upon which this disclosure is based, may be

20 readily used as a basis for designing other structures or
infrastructures, methods and/or systems for carrying out
+the several purposes of the present invention and its

several aspects. Therefore, 1t 1is dimportant that the
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sol utions based on the subscriber's requirenents, and fornulating one or
nore price quotes based on a selected solution. In another instance, the
VENs ar e wotoshssrss ed in the 5 nunber of sites or the nat ®Ce&/1B62/05776
inter-connectivity between sites; in other words, the present invention is
not limted to point-to-point connections. It could be any conbi nation of
connectivities, such as point to nulti-point or full mesh. 10 The present
i nventiopgl S ot Lim to e nhunber. of peeri,ng points or service
pr ovi derg}é?‘r%usﬁ)gt edkéﬁle‘%glg%, ué%d t o Conpri e t%%c}éupp?%%‘f%f?ﬁt The
nunber o i.n oi nt s, and/ or _service providers may reach _into the
hundreds%O %fﬁgaéxta%p . /%rso,StirPcﬁlér?% be? stSod thREt ¥he M aseol ogy
and termnolo eml.oyed herein are for the purpose of description and
shoul d ntPHe" %@%W a5 By SCRBS PhVERE| BASSTRBSENERRtIQR in the art
wi || appreciate that the conception, upon which this disclosure is based,
may be 20 readdid yPRRW ERaBuresiand/mr qedyayHiate otdferthe r ktansioor
infrastructures, nethods and/or systens for carrying out the several
pur posesteFetilipr préskntotihereng spactmdoift Shesevevaht aspeckedonFherigflore, it
is inportant that the 35

the various features of novelty that characterize the

invention, are pointed out with particularity in the claims

appended to and forming a part of this disclosure.

10 BRIEF DESCRIPTION OF PREFERRED EMBODIMENTS

Fig. 1 is a block diagram of a configuration of a
network peering point, 1in accordance with a preferred
embodiment of the present invention.

Fig. 2 1is a Dblock diagram showing a preferred

15 embodiment of one arrangement of a VPN node as an
architectural component of a virtual private network of the
present invention.

Figs. 3A, 3B and 3C are block diagrams showing various
combinations of transport technologies wusable with the

20 network device of the present invention.

Fig. 4 is a block diagram showing a virtual private

network employing the network node configuration of Fig. 2,

in accordance with one embodiment of the present invention.
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WO 03/ 055153 PCT/ 1 BO2/ 05776 clainms be regarded as including such

equi val ent constructions and/or structures insofar as they do not depart
from t he wpiosiossiahd scope of the present invention. The alPeTABOIXEITH €S
and/ or advantages of the invention, 5 together with other aspects of the
invention, along with the various features of novelty that characterize
the invention, are pointed out with particularity in the clains appended

to and formng a part of thjs disglosure. 10 BRI EF DESCRI PTI ON O PREFERRED
ENBODI NENTS, g 151 450 I LRSS SGPGRFDr SHenpi i ZEFOR2S! B3 LVAGEwor k
peering point, in accordance with a preferred enpbodi nent of the present

i nvent i GEtWEIEK eMplevang| 8Bk dF a§PaR? sROWIAEK a e ePUrES 1@ bodi nent  of
one arrangenment of a VPN node as an architectural conmponent of a virtual

private netwdtidg.of6the priebepk daveremorshawigy e sBbafdnaT ad bl ock
di agrans show ng various conbinations of transport technol ogi es usable
with t hehe20lawetmor &f dencepsolathenpogsent forwaertimon. p#ily. madés @bl ock
di agram showing a virtual private network enploying the network node
conf sgurtadd @reafenfi dnv2ntibn.accordance with one enbodi nent of the present
invention. 36
Fig. 7 is a flow diagram showing route propagation and
data forwarding paths through one configuration of a VPN
architecture of the present invention.
Figs. B8A, 8B and 8C show various approaches for
10 forwarding subscriber traffic, 1in accordance with the
present invention.
Fig. 9 is a block diagram showing a more detailed view
of cthe configuration of the NPP, in accordance with a
preferred embodiment of the present invention.
15 Fig. 10 1s a flow chart of a closed-loop service
delivery system in accordance with the present invention.
Fig. 11 is block diagram illustrating a requirement
planning system in accordance with a preferred embodiment
of the present invention.
20 Fig. 12 is a block diagram showing one embodiment of

the assess module of the network transformation programs of

Fig. 11.
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WO 03/ 055153 PCT/1B02/ 05776 Fig. 5 is a block diagramshow ng a virtual
private network enploying an alternate network node configuration. Fig. 6
i s a bl ocwodBagiiain showi ng one enbodi ment of the |ayers @®CT4R@ABE3TH ati on
or a forwarding path nodel of 5 the present invention. Fig. 7 is a flow

di agram show ng route propagation and data forwarding paths through one
configuration of a VPN architecture of the present invention. Figs. 8A 8B
and 8C show var | ous,appraa or._ 10 forwardi ng subscriber traffic, in
accordance wit 1h£3 ggeg%n Eﬁﬁ%e% ?%ﬁﬁmeggwénﬁsOgem%&ﬁ?i%ﬁs aﬁpéhomjng a
nore detailed view_ o he configuration of the NPP, in accordance with a
preferr et}ee odt et Lfiet h%gp&é%el?ﬁt‘?’%ﬂénw%rhsgﬁgnﬁqun RFIE 3T 1w chart

of a claosed-lqoop service delivery systemin accordance with the present
inventicﬁig' ﬁﬂg. 11 is block diagramillustrating a requirenent planning
systemin accordance with a preferred enbodi ment of the present invention.
20 Fig. 12 i §% bl btkigi &greThohi aer Bhesbavddd nene ebodiseassess nodul e

of the network transformation programs of Fig. 11. 37
5 the implement module of the network transformation programs

of Fig. 11.

Fig. 15 is a block diagram showing one embodiment of
the assure module of the network transformation programs of
Fig. 11.

10 Fig. 16 1is a block diagram showing a preferred
embodiment of a service monitoring framework of the present

invention.

DETATLED DESCRIPTION OF PREFERRED EMBODIMENTS

15 The present invention relates to the construction,
configuration, and management of a network, preferably a
virtual private network (VPN) and VPN services in the form
of a supply chain. A supply chain generally refers to a
configuration of one or more network devices and one or

20 more service providers interconnected together. The
architecture of the VPN allows for a variety of

applications.
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WO 03/ 055153 PCT/1B02/ 05776 Fig. 13 is a block diagram show ng one

enbodi nent of the design nodul e of the network transformation prograns of
Fig. 11. Wo@3/03153s a bl ock di agram show ng one enbodi nentPCaIB02057Tee

i npl ement nodul e of the network transformation prograns of Fig. 11. Fig.
15 is a bl ock di agram show ng one enbodi nent of the assure nodule of the
network transformation prograns of Fig. 11. 10 Fig. 16 is a bl ock diagram

showi ng a pr re enbodi ment a service monitoring. framework of the
present invgkilej{ ongorb%erlzgjr%DES PT%@?IC&pEF@I%ERﬁéD IVERPB M5 The

pr esent lnventt.i on rel raLt es to the construction, configuration, and
managenett’ Gt P hetwork, PHr PR R WHERt UERTHTIRRA e tRet WBRK FAHAN) and
VPN services in the form, K of. a supply chain. A supply chain generally
refers tOVE T I TguRa o Wia e RCtrdasedwsiak adevi Rbse arrt el sor - 20
more service providers interconnected together. The architecture of the
VPN al | c¥i f epthonaki et y nen-pagpkeitchesons . da3® WrPBa85453 BGThl BG2/ 05776

5 time-division multiplexing, are also applicable.

In accordance with the invention, a gateway is used to
connect the subscriber’s network environment to the VPN
configuration of the present invention. It is very common
that the subscriber’s environment is an Internet Protocol

10 (IP) gateway or router.

In a best mode of the invention, each NPP is connected
to one or more service providers, essentially providing
multi-lateral service provider inter-connectivity. One type
of inter-connectivity service involves providing

15 connectivity Dbetween peering points. In order to
facilitate the connection between two or more peering
points, transit gateways are employed.

In a preferred embodiment, each transit gateway is
arranged with and preferably connected to a peering point

20 or NPP using fast Ethernet or Gigabit Ethernet technology,
or a higher speed FEthernet connection. The transit

gateway, which is a network device preferably owned and/or
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For conveni ence, the description of the present invention will be explained
with reference to the data environnment, particularly packet-based data.

Al t er nat iwelog/osassl optional |y, non-packet-based data appr @eghBe/05316ch as 5
time-division nultiplexing, are also applicable. In accordance with the
invention, a gateway is used to connect the subscriber's network
environnment to the VPN configuration of the present invention. It is very

comon mhAakelihepgubscrddiasi s eproanaent hasan, | nims neti & otggol 5 10 (1P)
gateway or router. In a best node of the invention, each NPP is connected
to one PL ARREr-EeLYjce providers, essentially providing nulti-lateral
service provider I nter-connectivity. One type of inter-connectivity

service i nVOI[rMSS @é)Vé’PA&gO%St%%nncercgr{S;/iig y(%()atlj,ceetv\}/\(_g\eyeni egi[l' ggaggi. nggy I n order

to facilitate the connection between two or nhore pee p i transit

gateways.are _enployed. In a preferr enbodi nent, each transit gateway is
arrange lﬁieﬂifﬁnoc écre&bljf/gc ec@g%' to gacgge&irﬁﬁsbgi it §8r8gcﬁlPP usi ng
fast_Ethernet or G gabit Ethernet technology, or a higher ggeed Et her net

conrect PORVIFRE CGPARYAY BRSSP WHiTHSt MRk st cBLpeergkabl y

owned and/or 39 WD 03/055153 PCT/ | B02/ 05776
on the NPP side. The transport side of the transit gateway

is capable of connection to one or more transit gateways
generally located at another NPP.

As such, on the transport side, the transit gateway is

10 configurable to operate Internet protocols over a variety
of different VPN transport technologies, such as MPLS,
Frame Relay, ATM, SDH, and the like.

Another type of inter—connectivfty service involves

providing connectivity Dbetween subscriber site(s) and
15 peeriﬁg point(s). Here, distribution gateways are used.

In a preferred embodiment, each distribution gateway
is arranged with and preferably connected to a peering
point using fast Ethernet or Gigabit Ethernet technology,
or a higher speed Ethernet connection.

20 Each distribution gateway is arranged with and
connected to the NPP wusing fast Ethernet or Gigabit

Ethernet technology. The distribution gateway, which is a
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managed by a service provider, has a NPP side and a transport side. The
NPP side of the transit gateway is substantially directly connected to the
NPP. Eachworoansiis3 or service 5 provider gateway operat esPCRIIBOMBTT6
protocol s over Ethernet on the NPP side. The transport side of the transit
gateway is capable of connection to one or nore transit gateways

generally | ocated at another NPP. As such, on the transport side, the

transitlgg%‘g &g%@ % le to, operate Internet protocols over a
variety o %@%’f eren \/é’%g %]g%gs or‘%”r%ee%hag%cigogﬁ e%?nasq.leccﬁb WPV Fr ane
Rel ay, AT SQE;H nd thﬁ\gg' ke. Another type of inter-connectivity service
i nvol vespr’\%fjo T ﬁb‘a%o&h c]% iAS) pc ﬁe@ﬁggﬁﬁ%ﬁ Befesite(s) and 15 peering
point(s). Here, distribution gateways are used. In a preferred enbodi nent,
each distribution d&fewajidfs &f an§Be wi $hsEnPWricier aBRyetalneckt®d to a
peering point using fast Ethernet or G gabit Ethernet technology, or a
hi gher spettattiierhlet colifdestilon. conEaetedi sthd buthen g¥PBway Bachar r anged
with and connected to the NPP using fast Ethernet or G gabit FEthernet
t echrfol oystrmduitdiast robuseonigat ewayidehni catievay offe D33/ DEESEt
PCT/ 1 BO2/ 05776
protocols over MPLS over Ethernet on the NPP side. The
transport side of the distribution gateway is capable of
connection to a subscriber’s gateway, which comprises a
customer’s network equipment generally located at the
10 customer’s site.
As such, on the transport side, the distribution
gateway is configurable to operate Internet protocols over
a variety of different VPN transport technologies, such as
MPLS, Frame Relay, ATM, SDH and the like. Each NPP 1is
15 preferably connected to two or more routers via a
management network, all of which manages and securely
controls subscriber route propagation throughout the supply
chain in conjunction with implementation systems.
Referring now to Fig. 1, there is shown a preferred
20 embodiment of a configuration of a network peering point 2.
Each peering point 2 may be referred to as a Network

Peering Point (NPP) 2. Each NPP is preferably arranged

having a left rack and a right rack. Each NPP 2 comprises
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net wor k devi ce preferably owned and/or managed by a service provider, has
a NPP side and a transport side. The NPP side of the distribution gateway
is substwntidabiigs directly connected to the NPP. Each 5 aC3tiBI2nsricon or
service provider gateway operates Internet protocols over MPLS over

Et hernet on the NPP side. The transport side of the distribution gateway
is capable of connection to a subscriber's gateway, which conprises a

CUSL OTEh, %, BELIONe SO A DRNST Ll £Eat ediaty hnq 10.8USLORE o Site.

As such, on the transport side, the distribution gate S CO urabl e

I . t | et f.diff t_VPN.t t
Lechnol abe o EuRfb 1L 2kREEsBLT L Teacd XY RAliUtsd b Theent keoT Bach PP

is 15 pE%fer%bl¥ c?nnectﬁd %o two or nore routers via a managenent
net wor k “CAPPIGF Rhi2h hENAYE3 Ghd securely controls subscriber route
propagati on throughout the supply chain in conjunction with inplenmentation
systens. Ref &P n*FioRto FRETATEre heP@d/@rshownt @ aref eprederablenbodi nent
of a configuration of a network peering point 2. Each peering point 2 may
be ref efRedudgsaswe Nethpiet PERP | ayibehas ENPRN 20pEaehimpPPsiystemef er abl y
arranged having a left rack and a right rack. Each NPP 2 conprises 41
platform 6, such as an 0SS platform, one or more routers 8,
localized storage (not shown), and a service creation
device 10. The service creation device(s) 10 enables the
NPP 2 to operate, in part, as a VPN service performance
10 monitoring device, and for guality-of-service management
between connecting service providers.
Additionally, each NPP 2 preferably employs Multi-
Protocol Label Switching (MPLS) and Ethcornet technology,
which allows the NPP 2 to communicate with similar or
15 different VPN transport technologies on either side of the
NPP 2. Communication with different VPN technologies is
achieved by a combination of a service provider gateway,
for instance, and normalization to MPLS. The NPP 2 is the
fundamental building block of the virtual private network
20 of the present invention. The NPP 2 is also a fundamental

component of a supply chain and delivery of the virtual

private network of the present invention.
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WO 03/ 055153 PCT/ 1 BO2/ 05776 network hardware and/ or software, including
operating instructions. Preferably, each NPP includes right and |eft
conponentwofoassiesiundancy. The networ k hardware and/ or soffCRAB&/(srwsf er abl y
5 includes two Ethernet NPP switches 4, an operating system platform 6,
such as an OSS platform one or nore routers 8, |ocalized storage (not
shown), and a service creation device 10. The service creation device(s)

10 enabl es tl&e NPP 2 to operate. arf . 8s ;3 Vglll\&ﬁje%i %%e&%rrfr%rdnance 10
etween

o 1P
. : f 1,
nonitoring dévi ((:aer,rl(]gl1 d Tor guali tgy-(r)%’-ser Vi Ce “Imanagenen

connecting servicge ovi ders. ditionall each NPP 2 preferably enploys
Mul ti - ool en::tab Shi% ch? ?W@)Orhnéfa%e?ﬁ FOTEchPSody® hi ch
allows the NPP 2 to_comunicate with simlar or 15 different VPN transport
t echnol §gicEd teFtaiteher MROTGR Y hett NPPRS. BBRWORKcat PEREGFERIYI f Perent VPN
technol ogies is achieved by a conbination of a service provider gateway,
for i nstvamdelalaner hoRhal inSdiogh, t covPltEe TheenEPL 2 ingepikd ont unddkent al
bui | di ng bl ock of the virtual private network 20 of the present invention.
The NPPrZiinsiplado campongaimeniod] theomedwentk off ¥Pdumolde cloaiprised del i very
of the virtual private network of the present invention. 42

NPP 2, a communications or management network 22, and one

or more routing nexus 24, 60.

As depicted, the NPP 2 is preferably configured with
two routers or gateways 12 located on either side of the

10 NPP 2. Alternatively or optionally, the NPP may be
configured with two or more routers.

The gateways 12 may take the form of a distribution
gateway or a transit gateway, depending on the nature,
geographical coverage, and role of the service provider in

15 the supply chain. A distribution service provider provides
localized or national coverage, and connects to the NPP 2
via a distribution gateway. Further, a distribution
service provider provides managed IP service connectivity
between a subscriber gateway 20 and a NPP 2.

20 On the other hand, a transit service provider provides

layer 2 connectivity between NPPs 2. There may be one or

more distribution service providers connected to each NPP
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WO 03/ 055153 PCT/ 1 B02/ 05776 Referring nowto Fig. 2, there is shown a
preferred enbodi nent of one configuration of a network node as an

ar chi t ectwpaB/ossafponent of the network, preferably a virraaliBgrisvmt e
network, of the present invention. The 5 principal conponents of the
network or VPN node conprises a NPP 2, a conmunications or managenent
network 22, and one or nore routing nexus 24, 60. As depicted, the NPP 2

is prefeyabl %%%quggle%etme%%%?t\g% rrgoulgteer%{grrlsg té&&ﬁg%ﬁ#oﬁgi;&%son ei t her

side of the ively or optionall €

configured wth two or re rquters. The gateways 12 nmay take the formof a
distritnﬁ??ﬂ?c%%ééﬁbiﬁﬁﬂpaﬁ??gnsit gat eway, depending on the nature,

geogr aphi cal coverage, and role of the service provider in 15 the supply
chain. A di stiSHASGHY s]%"f“?/lfcéoerd\ﬁ'dezr' pro%i HBE 4 rfi 2BE OF Mf%i%nal
coverage, and connects to the NPP 2 via a distribution gateway. Further, a
di st ri b3 aYser¥? cBapr Gviigér 37 ovi 6eslpanbied Frcdéitivcd 4ot vity

bet ween a subscri ber gateway 20 and a NPP 2. 20 On the other hand, a
trandit Serwredeprblivdeseprond des Ihayerhex conndeti vdagh béPReed NRPs 2.
There may be one or nore distribution service providers connected to each
NPP 43 located at a collocation facility 14 where one or more

distribution and/or transit service providers connect to

the NPP 2 via their equipment; namely, a service provider

gateway that could be a transit gateway or a distribution
10 gateway 12.

Each distribution and/or transit gateway 12 is
arranged with and coﬁnected to the NPP 2 wusing fast
Ethernet or Gigabit Ethernet technology, or faster Etheraet
technology. The gateway 12 may comprise a switch, a

15 router, a broadband access server or the like, depending on
the service provider’s desired transport technology. In
the preferred embodiment, a single gateway 12 satisfies the
requirement for interconnectivity to the NPP 2. It is
technically possible for two or more gateway devices to be

20 used for interconnection to the NPP 2, 1in order to create
further separation and demarcation between the service
provider and NPPZ2. However, this can be unnecessarily

complex and expensive.
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WO 03/ 055153 PCT/1B02/ 05776 2. There may be zero or nore transit service
providers connected to each NPP 2. Referring back to Fig. 2, the NPP 2 and
one or noOWe 03gatieways 12 nay exist at a collocation facil iPCy/1Be/05%6 ch 5
is preferably secured. In other words, each NPP 2 is |ocated at a
collocation facility 14 where one or nore distribution and/or transit
service providers connect to the NPP 2 via their equi pnent; nanely, a

service providel ogataun bhab oyl 99 a hransil, galeuay of el ri bution

.
10 gateway 12. Eac i stributi"on an r'transit “gat ewa S éarrreanged

wi th an ted to t 2 usin st _Ethernet or G,gabit Ethernet

t echnol g)d:%%gg%flg’stoe@leﬁ?ﬁaenr ,)Eretmarfae%]%(a)}%g? SPhELGEL BRAY 18 may3Sonpri se a
sSwi t ch, 5 router, ,a _brqadband cess server or the like, depending on
the ser \y?](?it provi g%r'%%‘@ i AEd & r’g‘%gp(?ﬁfletéénrﬁﬂ%g? LFANSPREL pEdOgr r ed
enbodi t, a.single gateway 12 satisfies the requirement for

intercgﬁ ect i 118 YWkB fh%el\ﬂaé of fpej gateughniléalPy Jpossibsitantdaliwo or nore
gateway devices to be 20 used for interconnection to the NPP 2, in order to
creat e FPCheCOBESttaPN0ORCaRBSIEREr Eat | diR dbetordenalhd 2s @reifeeabpyovi der

and NPP2. However, this can be unnecessarily conplex and expensive.
operates Internet protocols and over MPLS and Ethernet on

‘the NPP side 16.
On the transport side 18, the gateway 12 is capable of
operating Internet Protocols (IP) over whatever choice of
10 technology the service provider desires. As depicted, the
choice of technologies may include, but is not limited to,
Frame Relay, Asynchronous Transfer Mode (ATM), SDH, MPLS
ancd IPSec. Accordingly, the transport side 18 is very
flexible; it is capable of connection to another gateway
15 12, if it is a transit gateway, which indicates
connectability to another peering point or NPP 2, or it is
capable of connection to a subscriber’s gateway 20, if it
is a distribution gateway, which is generally located at
the subscriber’s premises, but owned and operated by a
20 distribution service provider.
A management network hardware and/or software 22 is in
substantially direct connection with each NPP 2 to

facilitate operation of the NPP 2, such as, for example,
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44 WD 03/ 055153 PCT/1B02/ 05776 The distribution gateway 12, which is

net wor k hardware preferably owned and/or managed by a service provider, has

what may we sesitesl as a NPP side 16 and a transport side PCIIBIINS7NPP si de

16 of the gateway 12 is in substantially 5 direct connection to the NPP 2.

Each gateway 12 preferably operates Internet protocols and over MPLS and

Et hernet on the NPP side 16. On the transport side 18, the gateway 12 is
et Protocols (IP) over whatever _choice of 10

capabl e of %gc?rati ng Interg
t echnol oty RHE ser PREBIFPGder J&&itPes. B TR/, t hRSEHOTRANGH
technol ogi es, may include, but is not limted to, _Franme Relay, Asynchronous
Tr ansf erSWdes e, SPRIiMPLatiang, | pseg, Adtordihley, dHeety ardport side
18 is very flexible; it is capable of connection to another gateway 15 12,
if it istalisi angatrewaydanti crtiurdi caff esheconppdivabitainy netwmok her
peering point or NPP 2, or it is capable of connection to a subscriber’s
gat eway @fidujatiqrs afditste i buesemt gahewayionhi clubsstagededdlyl yallocat ed at
t he subscriber's prem ses, but owned and operated by a 20 distribution
serviskce qrmedervity maragenent onetmoaek hamdvar enprgd/ or sef tivergar? is in
substantially direct connection with each NPP 2 to
essentially removing the need for an extensive and
expensive global management network.
In addition, the present invention employs a route
propagation system, depicted by one or more routing nexuses
10 24, 60, that manages and securely controls subscriber route
propagation and distribution. The routing nexus 24, 60
operates substantially in connection with the management
network 22.
It is important to re-iterate that the network device
15 or peering point of the present invention is not limited to
any one particular transport technology in its
implementation and/or configuration. The network device is
also vendor agnostic provided support and conformance to
the device’s standards and functionalities are supported as
20 designed in a compatible manner. There are no restrictions

imposed on the choice of transport technology or network

equipment vendor that may be used to connect ton the NPP of
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facilitate operation of the NPP 2, such as, for exanple, 45 W) 03/055153
PCT/ 1 B02/ 05776 i n-band nanagenent, route propagation, performnce
statisti cwp ososfisyurati ons, and the |ike. Gven the reli braBed7reedundant
nature of the supply chain network configuration of the present invention,
substantially all 5 connectivity to one or nore renote NPPs 2 is in-band,
essentially renoving the need for an extensive and expensive gl obal

managemghl neiNOLk: | 1n3dditiban, JhesRr eseRt Lhventiengapl Qus.a cout e
propagation system depicted by one or nore routing nexuses 10 24, 60,

t hat ”H%Q%%ﬁd%$% securely controls subscriber route propagation and
di stribation. € routing nexus 24, 60 operates substantially in

ti ith th t twork 22. It .is i tant t -j terat
Chat the netdgfk HEUIERCAb 0 BRPI ng pl T of °f ne B KRBT | RIEREI on 15

not limted to any one particular transport technology in its

i npl eneRE Wbﬁnaﬁﬁfbﬁué%%f?%u?%ﬁiSﬂ;qu@¢%Rﬁv£ﬁ%?hﬁﬁYcﬁ4igr YPEo2vendor
agnostic provided support and conformance to the device's standards and
functioRar t REY e SBFportleer asize desdi gl ifecd lésipatfbl eSra®Rer. There

are no restrictions inposed on the choice of transport technol ogy or
net wor kacceptable combination for VPN transport. Alternatively,

as shown in Fig. 3B, Frame Relay may be used on both sides
of the NPP 2 for VPN transport.
In yet another alternative, as shown in Fig. 3C, a
10 combination of transport technologies, such as Frame Relay
and MPLS, may be used to connect one subscriber’s gateway
20 to another. Any combination of ingress and egress
transport technologies is a wviable transport mechanism
between the NPPs 2 or collocation facilities 14 of the
15 present invention. There is also no limit to the number of
transit service providers involved in any point-to-point
connection with a supply chain VPN.
A preferred embodiment of the virtual private network
of the present invention, which employs the network node of
20 Fig. 2 and which 1s useful to interconnect service
providers for service level agreement-based VPN service, is

shown in Fig. 4.
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equi pnment vendor that nmay be used to connect ton the NPP of 46 WO

03/ 055153 PCT/1B02/ 05776 the present invention across one or nultiple

service WO®sESsE:. For instance, as shown in Fig. 3A enpCogBmgsFreane

Rel ay on one side of the collocation facility 14 or NPP 2, 5 and ATM on

the other side of the facility 14, is one acceptable conbination for VPN

transport. Alternatively, as shown in Fig. 3B, Frane Relay may be used on

both sides of the NPP 2 for VPN.transport._1n yet, another ,alternative, as
gc gﬂf’ thi %)

shown in Fi g.A3c9eRCE9 n&3 R B PP arntort téchn 'ogi/'lgs, Sifch as
Frame Relay and MPLS, may be used to _connect one_subscriber's gateway 20
t o anot FEN i bnbE Haflbn N6F i4yr e$8 éﬁépéﬁFéé’%lytréﬁ?p&an’ceé%rﬁ?ol ogi es
is a viable transport nechani sm between the NPPs 2 or coll ocation
facilititegetheyf tHa 13Pidpdnt PAVEACEONPIIVEFRr$s alBe n&Fkini¥Fio0 the
nunber of transit service providers involved in any point-to-point
connect imtwsidrh a&wsuppigmotieai suYPNribepr efeteed €frbodhthent & tieerevirt ual
private network of the present invention, which enploys the network node
of 20 Herai2 eahdiesuiiptisnusef plrovradedt setomnect service providers for
service | evel agreenent-based VPN service, is
Each subscriber site 48, 50 generally comprises
network equipment, including the subscriber’s gateway 20,
on the customer’s premises. In providing VPN service from
site 48 to site 50, the VPN architecture is configured to
10 include a plurality of service providers intermediate each
subscriber site 48, 50 and intermediate each collocation
facility 40, 42.
More specifically, the subscriber site 48 communicates
with site 50 through VPN connectivity involving SPy,
15 collocation facility 40, SP2, collocation facility 42 and
SP3;. Within each collocation facility 40, 42 are contained
two pairs of gateways 52, 54, and 56, 58, respectively.
Gateways 52, 54, 56, 58 may be owned and/or operated by a
service provider or providers. Gateways 52, 54 are located
20 on either side of the NPP 44 in collocation facility 40,
and gateways 56, 58 are located on either side of the NPP

46 in collocation facility 42.
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shown in Fig. 4. 47 WO 03/055153 PCT/1B02/05776 As depicted, two
collocation facilities 40, 42, each containing its own NPP 44, 46

respect i WeDy3/083163 connect ed together via nultiple servicecprnbayaerss, SP1r
SP2, SP3 between two renote subscriber sites 48, 50. A nore 5 detailed
description is provided bel ow. Each subscriber site 48, 50 generally
conprises network equipnent, including the subscriber's gateway 20, on

the custonerpscpLenhsss. IgaduiRyisdi ngp VPN gervige flamensi tee48 {Q site 50,
the VPN architecture is configured to 10 |nclude a plurality of service

provi ders t %@%ﬁ{ ate each
C0||Ocat.8%95$§§??i? %%%%ﬁﬁ? ¢ re §%§%i I ca ?ﬁ r?%gﬁg bscfggﬁEggfte 48
comuni ¢cat es mnth Slt 50 t hrough VPN annectj i_nvol vin

coIIoca%?bn FSCP? Y7 sP2" % co %océtﬁ%ﬁ‘?hcﬁi%tW%Xf anS%SPgaﬁi%?hln each
col | ocati.on fag lity 40, 42 are contglned t WO alrs of gateways 52, 54,
and 56, °38%®re b@th@éﬁy NaRZ0ERay &7 é°r54°p§§a g8 nﬁy b&=6RRed ARd/ or
operated . b service provider or prOV|ders Gat enays 52, 54 are | ocated

20 oh efiftﬁéfrievaéoaf Y9 INSP BAOV HIRET 4 oééifiﬂaﬁOflaéwrtw%waYaﬁnd §at enays

56, 58 are |located on either side of the NPP
and 58, which connect the two collocation facilities 40,

42, are transit gateways, sc called since they are managed
and/or operated by transit service providers.

As depicted in Fig. 4, the distribution gateway 52

10 presents one or more transport interfaces on the transport
side, toward the service provider SP;, and provides Virtual
Local Area Network (VLAN) Ethernet interfaces on the NPP
side, toward the NPP 44. The main properties of the
gateway 52 are protocol conversion, forwarding and route

15 propagation. Preferably, the gateway 52 uses BGP route
preopagation.

The NPP 44, 1like the NPP 46, is preferably owned
and/or operated by a NPP Operator, and includes Ethernet
switches 4 (Fig. 1) used to interconnect gateways 52, 54,

20 for example. NPP switches 4 are wused to establish
connection-oriented paths between collocation facilities

40, 42.
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46 in collocation facility 42. 48 WO 03/055153 PCT/1B02/ 05776 Preferably,
gateways 52 and 58, which are in substantially direct conmunication with
routi ng reRW3/02453 60, respectively, are distribution gateaayBe2/esorecal | ed
since they are managed and/ or operated by respective 5 distribution service
providers. Additionally, gateways 56 and 58, which connect the two
collocation facilities 40, are transit gateways, so called since they

42,
are managed nd/ or, operate?,b transit rvi.ce providers., As depicted in
Fig. 4 the 4Pt MPUG B3R PGAT&Ray 52 thE0 e hNEs "Ehe SHR SRBFE (r &Spor
interfaces on the transport side, toward the service provider SP1, and
provi de< OVWREEAN I/ L oed A idy NeRdoMELEVL AL Bt hePRELPPRE PP ac€$'S6® t he NPP
side, toward the NPP 44. The main pro%erti es of the gateway 52 are
pr ot ocolSWEGHPRESs i TRV ISy vi@kli g BRger SGhernstpiepagrersn imeafacas y, the
gateway 52 uses BGP route propagation. The NPP 44, |ike the NPP 46, is
pr ef er atfloy Wvinedatawalyor Sopebdt ed byprar NRA Qyer atrot , maps Vh&Nadesidet her net
switches 4 (Fig. 1) used to interconnect gateways 52, 54, 20 for exanple.
NPP swi toches 4riartenalsgohttto restledblisis conMBLEi Dabeli émtiédhpdt IPs thet ween
collocation facilities
(LSPs). A range of Layer 2 VPN transport. mechanisms, such
as ATM or Frame Relay, may be used by service providers SPy,
SP,, SP3;, for their part of the forwarding path in the
virtual private network. These service provider
10 connections appear as logical point—to-point circuits to
the NPP switches 4.
The transit gateway 54, like the gateway 56, is likely
owned and/or operated by the service provider SP,. The main
properties of the gateway 54 (and gateway 56) are protocol
15 conversion and forwarding. Preferably, transit gateways 54,
56 do not perform route propagation. Transit gateway 54
provides one or more transport interfaces to the service
provider SP; on the transport side, as well as VLAN Ethernet
interfaces to the NPP 44 on the NPP side.
20 The above explanation is similar for the collocation
facility 42, with the exception that the gateways 54, 56

are likely owned and/or operated by the service provider

SP».
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40, 42. 49 WO 03/055153 PCT/1B02/ 05776 The main properties of the NPP

Et hernet switches 4 are forwarding, tunneling and MPLS traffic engi neering.
These swWO®BESS1pF ovi de one or nore Ethernet transport intPerfipexs776¢ o the
gateways 52, 54 as appropriate, and nmaps VLANs and 5 other virtual path
mechani sms to MPLS Label Switched Paths (LSPs). A range of Layer 2 VPN
transport mechani snms, such as ATM or Frane Relay, may be used by service

provi ders SP]? SP2,. SP3, for tgl art of the for ‘%je ath%1 t he
Virtual privall® mEtYerS IREsE 4hrvibe T obh dBrO10R Koot | O Hipear as
| ogi cal 0| nt-to-point circuits to he NPP swi tches 4, Th tran5|t gat eway
54, |iké ‘Trﬂ‘@"“b“a‘fae 56 ER TR k@F?trb%Eﬁo%nHPB?wéﬁérélzed %y &% rvi ce
provi der SP2. The nain perties of the gateway 54 (and gateway 56) are
pr ot oco|cq351%<iﬂ1‘%ﬂé?rs|%waﬁbw otvartf ng. Te¥es Jérbl’“;/het%?%h%mg RREWESS 54, 56
do not performroute propagation. Transit gat eway 54 provides one or nore
transpor444 nbér pa&eés aso a héusér vedendprbvic elrstspz ogn havdlan areports side, as
wel |l as VLAN Ethernet interfaces to the NPP 44 on the NPP side. 20 The
above exfiiermtdaonlézstionée arofiorr tire el comtuor24 f agl |ig ydetPicatiadh t he
exception that the gateways 54, 56
to and operates in conjunction with each service provider
gateway and supports route propagation in accordance with
conventional techniques.
Referring now to Fig. 5, there is shown a virtual
10 private network employing an alternate network node
configuration, in accordance with another embodiment of the
present invention. In this instance, the network node
confionration shows each collocation facility 40A, 40B,
427, 42B as housing three gateways as oppose to two
15 gateways, as depicted in Fig. 4. This configuration
illustrates the multiple forms of duality exhibited by the
present invention. Within each NPP there are also redundant
Ethernet switches to further increase network availability
and redundancy.
20 As depicted, four collocation facilities 40A, 40B,
427, 42B, each containing its own NPP 44A, 44B, 46A, 46B,

respectively, are connected together via multiple service

providers, SP;, SP3, SP; between two remote subscriber sites
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are likely owned and/or operated by the service provider SP2. 50 WD

03/ 055153 PCT/1B02/ 05776 The routing nexus 24, 60 are in substantially
const ant wormsiisati on with the distribution gateways 52, PE3/1B02/GSNES
collocation facility 40, 42. Together, the routing nexuses 24, 60 acts as
a dual redundant cluster of border routers 5 where at |east one router in
each nexus 24, 60 is dedicated to and operates in conjunction with each

service ,provider at eway. and,_supports route_propagatian in.accordance with
convent i4§halé€‘echn(?@tfbee%§l]1¥e’f eFf‘Fﬁg now t'9 It;ilﬂatS,t htet SRR eorwnog vi rt ual
10 private network enploying an alternate network node. configuration, in
accor daR€8 " Eh PRABERe PIEHRSIHSTE I HERE SFrELEHt plrl‘?\’)’éﬁlfairﬁn?%%ﬁofhi s
instance, the network node configuration shows each collocation facility
40A, 40Brangih s ige RERYHLIhr é8 Fat BIRBAY ashappodéNro tMWer 15Sgat enays,
as depicted in Fig. 4. This configuration illustrates the nmultiple forns
of dual ithgrexhidsivt ed ittt heto prebent nimbent i 0. WerRilgeead®¥oNRRetRere are
al so redundant Ethernet switches to further increase network availability
and $edandactybl20 As depiat edyediourg cabdiodat i on Racimbirei esle4@Aled0B,

description is provided below.

Fach subscriber site 48, 55 generally comprises
network equipment, including the subscriber’s gateway 20,
on the customer’s premises. In providing VPN service from

10 site 48 to site 55, for instance, the VPN architecture 1is
configured to include a plurality of service providers
intermediate each subscriber site 48, 55 and intermediate
each collocation facility 404, 40B, 42A, 42B. The
plurality‘of service providers and NPPs 44A, 44B, 46A, 46B

15 constitutes a supply chain.

More specifically, the subscriber site 48 communicates
with site 55 through VPN connectivity involving SPy,
collocation facility 40A, 40B, SPs;, collocation facility
427, 42B, and SPs. Within collocation facility 40A, there

20 are two distribution gateways 52A, 52C. Service provider
SP; is connected to distribution gateway 52A, which provides
connectivity to the North path. Observe that distribution

gateway 52C is currently not in use in this example,
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42A, 42B, each containing its own NPP 44A, 448, 46A, 468, respectively,
are connected together via nultiple service providers, SPl, SP3, SP4
bet ween two oB@MISE subscriber sites 51 WO 03/055153 PCT/ PBOAB@AS7TH 48,
55. Cenerally, thereis nolimt to the nunber of peering points and/or
di stribution service providers and/or transit service providers in a
supply chain VPN. Nor is there any limt to the nunber of service

provi der chabl a p i N oi. nt .. .A_hor et aj ription
IS provi%%%F%%é%mp' agﬁ&gu sggibggé%i93?4§g&§gé§bngﬁgglyﬁ%%§% igﬁég net wor k
equi pnmen i ncl udi ng. t he bscri ber's gateway 20, on the custoner's

prem sesé.éﬁ‘ﬁl%er &E%‘%n%eR/Fﬂ%Servi ce from1l0 site 48 to site 55, for

i nstance, the_VPN archiﬁecture is caonfigured to include a plurality of
service provibersit | FPALREAFAPR dRH SihiysctPBer thers 4%56538§ﬁd two
internmedi ate each collocation facili%g 40A, 40B, 42A, 42B. The plurality
of servitespibitters gREeNPPS £2K, 428). 46/5cu6Bre 18reBagdert s B8 suppl y
chain. Mre specifically, the subscriber site 48 communicates wth site 55
t hr odgh PN @@FRect E @i t 915 p0ddWE rp SPaatewy | oT2B4 orwliiah | inyoviddes 40B,
SP3, collocation facility 42A, 42B, and SP4. Wthin collocation facility
40A, thezennectivity to the South path. Observe that distribution
gateway 52D is used by service ©provider SP, not
participating in the illustrated VPN connection.
Further, within collocation facility 42A, there are
10 the two distribution gateways ©58a, 58C. Here, service
provider SP; is connected to the distribution gateway 583,
which provides connectivity to the North path. Observe
that distribution gateway 58C is currently not in use in
this example, although it could be used to provide dual
15 homing for service provider SPs.
Finally, within collocation facility 42B, there are
shown the two distribution gateways 58B, 58D. Service
provider SPs is connected to the distribution gateway 58B,
which provides connectivity to the South path. While the
20 distribution gateway 58D is used by service provider SPs, it
is not participating in the illustrated VPN connection.

Gateways 52A, 52B, 52C, 52D, 54A, 54B, 56A, 56B, 58A,

58B, 58C, 58D are preferably owned and/or operated by the
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20 are two distribution gateways 52A, 52C. Service provider SP1 is
connected to distribution gateway 52A, which provides connectivity to the
Nort h patwo o@®losasye that distribution gateway 52C i s cur PERIIBY2/05016 i n use
in this exanple, 52 WO 03/055153 PCT/1B02/05776 although it could be used
to provide dual homng for service provider SP2. Wthin collocation
facility 40B, there are also two distribution gateways 52B, 52D. Service
provider SPl is 5 cqonnected to distribution %‘aéegg)é 52B, whi ch, provi des

connect i IAEPRIG AHFe ShRtRLIBREHON OFOEY 08 tHEAD T st PEBULFEn PIpat 52D is
used by service provider SP2 not participating in the il]lustrated VPN
connect i ESHANS PR W4 b1 1atidh B8 1AGR e on 1dktidie $1980 the two
di stribution gateways 58A, 58C. Here, service provider SP4 is connected to
t he di staf bihieonNgEt eddd, S4B  whi cto b¥aratdes: cdamaddicyit §0ho t488/Nort h
path. Qbserve that distribution gateway 58C is currently not in use in
t hi s examdpsctdlvdigughaintl coatdwbes usesh t o 58Rovi dedduabB, 1558 Hmaxg f or
service provider SP5. Finally, within collocation facility 42B, there are
shows t hesdaedli &i rébuhéon sgakcewsy st H8BBIPB8D6A ServBcan praMictert ik i S
connected to the distribution gateway 58B,
facility 42A, 42B, respectively.
This configuration provides redundant north/south
connectivity between the subscriber site 48 and the supply
chain through NPPs 44A, 44B. The subscriber site 48 1is
10 connected by SP; to a north NPP 44A and a south NPP 44B
located in two geographically separate collocation
facilities 40A, 40B, respectively.
As to route propagation, the routing protocols of
service provider SP; dynamically determines subscriber data
15 packets flowing from site 48 to site 55. Similarly, by SP4
routing protocols essentially determines the connection
used for subscriber data packets flowing from site 55 to
site 48.
Preferably, gateways 52A, 52B, 58A, 58B, which are in
20 substantially direct communication with routing nexus 24,

60, respectively, are distribution gateways. Additionally,

gateways 54A, 54B, 56A, 56B are transit gateyays.
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whi ch provides connectivity to the South path. Wile the 20 distribution
gateway 58D is used by service provider S~P5r it 1is not participating in
the ill uswoaBessi¥PN connecti on. Gateways 52A, 52B, 52C, PeDIB&AA77654B,
56A, 56B, 58A, 58B, 58C, 58D are preferably owned and/or operated by the
53 WD 03/ 055153 PCT/ 1 B02/ 05776 appropriate distribution and/or transit
service provider. Gateways 52A, 54A, and 52B, 54B, are |ocated on either
side of the NPP 44A 44B in collocation facility 40A, 40B, respectively,
and gat enays S6AICBBEAC QYR 58RI 588 aF]éeSdPééﬁiLQétbﬂneiglaﬁéf”aé’i %f the NPP
46A, 46B in collocation facility 42A, 42B, respectively. This

confi gurzdl orPERRAtdes oPedurRdantioi6r t RF3BEPACt cohMeRtFaFey KB wedif t he
subscriber site 48 and the supply chain through NPPs 44A, 44B. The
subscri Berasinartag siglel0 commd edtlby SPArvice nof@ i dRP 43 ,andnd sout h
NPP 44B | ocated in two geographically separate collocation facilities
40A, 40Byraweisieect i VetyualAs fLocrdut Ayopajatvonk t HEFLANUL | iy protedcol s of
service provider SP1 dynami cally determ nes subscriber data 15 packets

fl owssng s Rddes 4dh tithesi EP 55id&) ntbaaty, thy SPAsr auni ng4pr.ot ave s
essentially determ nes the connection wused for subscriber data packets

fl ow ng ff40Mm PrlpBBikt® of the gateways 52A, 52B are protocol
conversion, forwarding and route propagation. Preferably,
the gateway 52A, 52B uses BGP route propagation.

The NPPs 44A, 44B, 1like the NPPs 46A, 46B, are

10 preferably owned and/or operated by an NPP Operator, and
includes Ethernet switches 4 (Fig. 1) used to interconnect
gateways 52A, 54A, and 52B, 54B, respectively, for example.
NPP switches 4 are used to establish connection-oriented
paths between collocation facilities 40A, 40B, 42A, 42B and

15 across participant service providers, such as SPs.

To reiterate, the above-mentioned configuration
evidences the plurality of network redundancy of the
present invention. As part of the supply chain, there is a
north path between transit gateways 54A, 56A, and a south

20 path between transit gateways 54B, 56B. Generally,
subscriber traffic may be load-shared across these two

connections. In the event of a failure of either of these
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site 48. Preferably, gateways 52A, 52B, 58A, 58B, which are in 20
substantially direct conmunication with routing nexus 24, 60,

respect i WeDy3/083163 di stri buti on gateways. Additionally, gaCeaBys0557%A, 54B,
56A, 56B are transit gateways. 54 WD 03/ 055153 PCT/1B02/ 05776 As depicted
in Fig. 5 the distribution gateway 52A, 52B presents one or nore transport
interfaces on the transport side, toward the service provider SP1, and

provi des Virtual lLocal Ar Net wor k (VLA Etherne% 5 interfaces ,.on the NPP
Dl o, 't ST A e TPRENAR . ap= e HEFALBFbpel 16601 e HLGHRY's BoA
52B are protocol conversion, forwarding and route propagation. Preferably,
the gat O%l?ﬁ% s oL sEpaygitaPprobabiti on. The NPPs 44A, 44B, |ike
the NPPs 46A, 46B, are 10 preferably owned and/or operated by an NPP
Operator, and THEWRIENEHETERtdRNt dfeshe (USieg.ofl)dVieaEd @ d-avietterTonnect
gateways 52A, 54A, and 52B, 54B, respectively, for exanple. NPP swtches 4
are usedaudigst abldtsicglehnesivesm- dVHRentaad o gsat hay deet vetegc oot I agiats -on
facilities 40A, 40B, 42A, 42B and 15 across participant service providers,
suchsas ssP3 Touseit edate, thetabowerfemt onecbudanig gurditdtonbundicdences t he
plurality of network redundancy of the
functionalities for the supply chain, as this is handled by
the routing nexus 24, 60. Instead, such use is employed to
detect substantially any failure in network connectivity.
A further alternative or option for additional network
10 reliability is the use of MPLS Label Switched Path (LSP)
protection where, for example, the service provider SP3
provides a primary connection and a secondary (backup)
connection. These connections are presented to the NPP
Ethernet switch by the transit gateways 54A, 56A and/or
15 54B, 56B as two different interfaces. The NPP Ethernet
switch may then switch between these two connections as
required.
As earlier described, the main properties of the NPP
Ethernet switches 4 are forwarding, tunneling and MPLS
20 traffic engineering. These switches provide one or more
Ethernet transport interfaces to the gateways 522, 52B,
54A, 54B as appropriate, and maps VLANs and other virtual

path mechanisms to MPLS Label Switched Paths (LSPs). A
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present invention. As part of the supply chain, there is a north path
between transit gateways 54A, 56A, and a south 20 path between transit

gat eways WOB3/0588 GCenerally, subscriber traffic may be PecadBetsrsd acr 0ss
these two connections. In the event of a failure of either of these 55 WO
03/ 055153 PCT/1B02/ 05776 paths, substantially all subscriber traffic is
rapidly switched to the other available path. A noteworthy observation is

the use of dynamc |aye qutin rotocqol s .bet ween N}PPS agross | ayer 2
{echnol JiEE 5 et ue (adea TOhSEN GIAFHAUCTIRY cTeCt | B0t PO O
functionalities for the supply chain, as this is handl ed bé the routing
nexus 24T RedsteadiaYs Reh Hiss! iRY et Vdysd RO VigeEsctSisubsfant 721 y any
failure in network connectivity. A further alternative or option for
addi t i orfflarnebBor Eoriotheiramant yoifs e Joewsrakmos pabkl B ttd¥ed Path
(LSP) protection where, for exanple, the service provider SP3 provides a
pri mary worinedt i oprandta secendary.(backup)eseonrtViore ThHex hecti ons
are presented to the NPP Ethernet switch by the transit gateways 54A, 56A
and/ or Yol tio6B asppeerdidS elegticaht erdiades.o-Hod nNPPcErberhet toswi t ch
may then switch between these two connections as required.
the NPP switches 4.
The transit gateways 54A, 54B, like the gateways b56A,
56B, are likely owned and/or operated by the service
provider SP3. The main properties of the gateways 54A, 54B
10 (and gateways 56A, 56B) are protocol conversion and
forwarding. Preferably, the transit gateways do not perform
route propagation. Transit gateways 054A, 54B provide one
or more transport interfaces to the service provider SP3 on
the transport side, as well as VLAN Ethernet interfaces to
15 the NPPs 447, 44B on the NPP side.
The above explanation is similar for the collocation
facility 42A, 42B.
The routing nexus 24, 60 are in substantially constant
communication with the distribution gateways 52A, 52B, 58A,
20 58B at the collocation facility 40A, 40B, 42A, 42B, they
respectively support. For redundancy to increase

availability of route propagation in the supply chain, as

shown, both routing nexus 24, 60 are arranged to operate
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As earlier described, the main properties of the NPP Ethernet switches 4
are forwarding, tunneling and MPLS 20 traffic engineering. These sw tches
provi de owe 03053183 € Et hernet transport interfaces to the garaseys752A, 52B,
54A, 54B as appropriate, and maps VLANs and ot her virtual path nechanisns
to MPLS Label Switched Paths (LSPs). A 56 WD 03/055153 PCT/ | B02/ 05776
range of Layer 2 VPN transport nechani sns, such as ATMor Frane Rel ay, nmay

be used by .seryice providers . SP1, SP2r SP3, 4, for.their rt of the
f or war di g~ pat h|en tCFfEStRﬁ r”tscﬁfﬁln priVHTE Yot \AB?&' Tﬁggé sef¥irce ?ﬁ%\/i der 5
connections_appear as |ogical  point-to-point circuits to the NPP sw tches
4. The t%%%ﬂ%laxremﬁ?ghsﬁwtsg@, NEEKE Lhe it SRIVSIBEA 2 BBRUNGRRE | kel y
owned and/or operated by the service provider SP3. The nmain properties of
t he gat ewayst 20 sa@rder (et et emesse 58, L&8H) te FRWEDEoID cdfver si on
and forwarding. Preferably, the transit gateways do not perform route
pr opagatieriis Trednsi 60gatewdypdisdpeds54R preehdeserielcer provaderanspdr t
interfaces to the service provider SP3 on the transport side, as well as
VLANSEt heupedri st eobheeprbpagdbidhe iNPRs: abltAlandAB wit it heoNREhisioleal The
above explanation is simlar for the collocation

techniques.

VPN transport betwéen NPPs 44A, 44B, 46A, 46B 1is
accomplished using a layered approach to network

10 architecture that leads to the isolation of functions in a
system and assignment of standard rules (protocols) to
govern their operations. This modular design makes each
layer relatively self-contained, such that changes to the
network and isolation of problems become much simpler when

15 the functions of each hardware and software element are
clearly defined by a layer of protocol.

For example, Fig. 6 shows a preferred embodiment of a
hierarchy or layered approach of encapsulations and mapping
between distribution gateways 52, 58 (of Fig. 4). At each

20 encapsulation level 43 through 53, Fig. 6 exemplifies a
forwarding path model, which allows for SP, to provide

inter-NPP transport between NPP 44 and NPP 46. At each

58



facility 42A, 42B. The routing nexus 24, 60 are in substantially constant
comuni cation with the distribution gateways 52A, 52B, 58A, 20 58B at the
col | ocat iwp oBasiiF3 ty 40A, 40B, 42A, 42B, they respectivel PyCIUpQasrze For
redundancy to increase availability of route propagation in the supply
chain, as shown, both routing nexus 24, 60 are arranged to operate 57 WO
03/ 055153 PCT/1B02/ 05776 wth the distribution gateways 52A, 52B, 58A,
58B. Preferably, .each_routin exus 24, 60 contains a redundant .cluster
of bor dERGEEISRS Ier L2 ¥ET 1 e HSL TIRECKLUT eMaVh BECHT A& usD 24 801 s

dedi cated to each service provider and 5 supports route propagation in
accor daried it 19rcéiv 819t 6REPT1EE8c ARG TLRIONY/PNRR HSport bet ween NPPs 44A,
44B, 46A, 46B is acconplished using a | ayered approach to network 10

ar chi t ect ur e Ruedteraddds w6 tlayeirsdBat B8n wfotifrg ilaen 2 & rapsemtand
assignment of standard rules (protocols) to govern their operations. This
nmodul ar esicgitenbkes eachpebayey pelats vély 46| theonuhi nde, tswclisitthat
changes to the network and isolation of problens becone nmuch sinpler when
15 the fqmehignrs ®f, each hasgeatevabd. softhiar eLefeirent tamespokearilsy defi ned

by a | ayer of protocol.

usable to “carry” multiple inter-switch Virtual Local Area
Network (VLAN) tunnels, as at layer 45. The inter-switch
VLAN tunnel is a Virtual ©Local Area Network (VLAN)
established between peering points 44, 46 switches to
10 carry, for example, the Martini tunnels. ‘n’ multiple
VLANs may be multiplexed into a single Layer 2 path between

peering points 44, 46.
In one instance, the IETF Martini or Kompella draft is
used to create a Multi-Protocol Label Switching (MPLS)
15 Layer Switched Path (LSP) Virtual Circuit (VC) Tunnel
between NPP 44 and NPP 46 using explicit path traffic
engineering, as indicated by layer 47. This configuration
provides the required deterministic forwarding path
followed by subscriber traffic between NPPs 44, 46 within
20 the supply chain. Preferably, the deterministic forwarding
using this mechanism is invoked across an unlimited string
of NPPs. The MPLS LSP VC Tunnel may be used to “carry”

multiple MPLS LSP wvirtual circuits. Additionally, any
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For exanple, Fig. 6 shows a preferred enbodi nent of a hierarchy or |ayered
approach of encapsul ati ons and mappi ng between distribution gateways 52,
58 (of Fiwo 04551848 each 20 encapsul ation | evel 43 throughPE3/IB&/F7766
exenplifies a forwarding path nodel, which allows for SP2 to provide
inter-NPP transport between NPP 44 and NPP 46. At each 58 WD 03/055153
PCT/ 1 B0O2/ 05776 encapsul ation |ayer, multiplexing may occur on an n-to-|
ratio, or it may conprise one-to-one mapping. Preferably, at |ayer 43, SP2
provi deUmBedr 9t riARsHortSP préserped %%rqqigspe@wngb%oi“ﬂ%@lé%ex@@l t hr ough
the transit 5 gateways 54, 56, respectively. This Layer 2 transport is
usabl e tidigEably puito phe infesrsyiehVMAYt ual Local Area Network (VLAN)
tunnels, as at |layer 45. The inter-switch VLAN tunnel is a Virtual Local
Area Networ k TR ANETRestMeattiishied ded fieenhpeerangfpothes 44ev46 swift ches to
10 carry, for exanple, the Martini tunnels. "n'" nultiple VLANs nmay be

mul ti pl exedgsdlatd o ngher Layent2rpash thet vebrtugleeei pgupoi mexwéen 46. I n
one instance, the IETF Martini or Konpella draft is wused to create a

Ml t k- Pragtsacalouabel @wWek@RisnG 2 MBIgS) halb ilayer-rdwidt eheddaa (tligh) Virtual
Crcuit (VC Tunnel between NPP 44 and NPP 46 using explicit path traffic
Tunnel. Here, the VLANs are mapped one-to-one into a

virtual circuit (VC) LSP, as at layer 49.
Preferably, a VLAN is used for each VPN that is
‘carried’ between distribution gateways 52, 58. This VLAN
10 comprises the inter-gateway VLAN, shown at layer 51. There
is a one-to-one relationship between one or more VPNs and
the inter-gateway VLANs.
Finally, at layer 53, subscriber traffic is
encapsulated at the distribution gateways 52, 58 by Multi-
15 Protocol Label Switching (MPLS) VPN v4 labels. Each MPLS
VPN v4 label, and consequently each VPN (or portion of a
VPN), is mapped to a Virtual Local Area Network (VLAN)
between the gateways 52, 58. Accordingly, Internet
Protocol (IP) traffic from one or more subscriber sites are
20 mapped to MPLS VPN v4 labels at the distribution gateways
52, 58 to identify the appropriate VPNs.
It is important to re-iterate that in accordance with

Fig. 6, many VPNs may be multiplexed into an inter-gateway
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engi neering, as indicated by |layer 47. This configuration provides the
required determnistic forwarding path followed by subscriber traffic

bet ween NPB9348315316 within 20 the supply chai n. Preferabl yCTIR€®/05776
determnistic forwarding using this nmechanismis invoked across an
unlimted string of NPPs. The MPLS LSP VC Tunnel may be used to "carry"
multiple MPLS LSP virtual circuits. Additionally, any 59 WD 03/055153
PCT/ 1 B02/ 05776 of MPLS LSP vi rt ual_circuits may be nul tipl exed

i ndi rect Iyw'nt’%h%rg)%t%‘?a@vﬂirt%t‘? VAN L ernERANETEE MR ydar YGRS furt her

| evel of _encapsulation that identifies the virtual circuit between 5
di stri bt onl Hetdhapsivate sgettrrks sbebresedShy antk W tinia Fimtdle Here,
the VLANs are mapped one-to-one into a virtual circuit (VC LSP, as at
| ayer 49/LPteferably, a VLAN is used for each VPN that is “carried
bet ween distribution gateways 52, 58. This VLAN 10 conprises the
i nt er - gat enayPdaNalshowr afLANMyes Bdppdteir as cnedite—baconatrel atd onship
bet ween one or nore VPNs and the inter-gateway VLANs. Finally, at |ayer
53, subscrvhbetudY atireuls Lencapsivatred, amahlye WirstuailbWiirenigatierys 52, 58
by Multi- 15 Protocol Label Switching (MPLS) VPN v4 | abels. Each MPLS
may be mapped to a virtual circuit tunnel, and many virtual
circuit tunnels may be mapped to an inter-switch VLAN,
thereby allowing transit service provider SP,, for example,
to carry many VLANs between many distribution service
10 providers in a single VLAN. This arrangement results in an
operationally scalable forwarding mechanism for the service
provider SP;, where many VPNs may be carried for many
service providers within deterministic traffic-engineered
VC tunnels all within a single VLAN. When -there are
15 multiple transit service provider hops in a supply chain,
as discussed above, the tunnels of layers 47, 49, 51, 53
may persist end-to-end between distribution gateways 52,
58.
Again, the VPN transport between subscriber sites,
20 such as sites 48, 50 is a choice for each service provider,

SP1, SP2, SP3 participating in the supply chain. The SP

gateways, such as gateways 52, 54 perform a protocol

61



VPN v4 | abel, and consequently each VPN (or portion of a VPN), is mapped
to a Virtual Local Area Network (VLAN) between the gateways 52, 58.

Accor di ngwe,03/0s%163 net Protocol (IP) traffic fromone or ®oTaBeuUIs3TY i ber
sites are 20 mapped to MPLS VPN v4 | abels at the distribution gateways 52,
58 to identify the appropriate VPNs. It is inportant to re-iterate that in
accordance with Fig. 6, many VPNs may be nultiplexed into an inter-gateway
60 WD 03/ 055153 PCT/ |1 B02/ 05776 VLAN, thereby enabling a single VLAN to
"carry" @ptuaal Feyctuin vhetigen pitheatcdosenwdried Rattiie el Qo SP3 in a
single VLAN Preferably, a VLANis mapped in a one-to-one ratioto 5 a
virtual @ reRi @ndSPP: Howeviskhernaly 84y tlgglracNPEUdE L8Pospary- be mapped to a
virtual circuit tunnel, and many virtual circuit tunnels may be napped to
an inter-sw tidr \&xdNple hetbby VaNI dwiangpbransiechselvigye gupdviyeer t8§P2, for
exanple, to carry many VLANs between many distribution service 10

provi derseivi e gpnglhielad AP, Dutsieaitr amgeneiblscrédelt Siite a8 operaid onal |y
scal abl e forwardi ng mechanismfor the service provider SP2r where nany

VPNs smaypdrer G I peéinforg4many 96 Viceeipeo\ddessrwi bR hAtiefdA ngsl.i C
traffic-engineered VC tunnels all wthin a single VLAN. Wen there are
/ Similarly, the transport technology between the subscriber
site 50 and the peering point 46 is the choice of service
provider SPs;. The distribution gateways 52, 58 provide
protocol conversion between the chosen VPN technologies of

10 service providers SP; and SP;3;, and the inter~NPP transport
technology of MPLS.

Furthermore, if a (transit) service provider desires
to use MPLS as the transport technology between transit
gateways 54, 56, additional levels of mapping and

15 encapsulation are possible. A single MPLS LSP in the
transit network may be used to provide the L2 transport for
connections between any two NPPs, each of which indirectly
‘carries’ traffic for multiple VPNs. This configuration
provides an augmented level of scalability and operational

20 simplicity for the (transit) service provider.

Route propagation between distribution gateways 52, 58
is enabled by the routing nexus 24, 60, respectively.

Route propagation is implemented, in part, using
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15 multiple transit service provider hops in a supply chain, as discussed

above, the tunnels of layers 47, 49, 51, 53 may persist end-to-end between
di st ri butworn3gstieways 52, 58. Again, the VPN transport beCwase/esatsscri ber

sites, 20 such as sites 48, 50 is a choice for each service provider,

SP1r SP2, SP3 participating in the supply chain. The SP gateways, such as

gat eways 52, 54 performa protocol 61 WO 03/055153 PCT/1B02/ 05776 gat eway

functio et ween _the chasen transpart technaql ogi es f SP1 and, 6 SP2 and
Mo e BRSO A AR ol S B P onEl | B E A Tt

technol o enpl oyed by_. service provider SPl between the subscriber site 48
and them%;%‘aﬁgg‘repﬁg ‘b%"%(?&g%‘?lsort(ﬁ% cﬁ@?%@lwegem ceRPr GRVEELE L] -
Simlarly, the transport technol ogy between the subscriber site 50 and the
peeri ng“pdicht A6Lic¥st hé cHGIFYaCef  SEOVILEET pitovi @BLYSPFECPR¥edi $1i buti on
gat eways 52, 58 provide protocol conversion between the chosen VPN
t echnol §§vés (6 10 skeqdze ploviale seBrIdEmNiSP3eacihdronéinagt eexNBP
transport technology of MPLS. Furthernore, if a (transit) service provider
desi fes24t0 68e IMPLBraferhelyr ampaded ewhhbl oy betwkercne absirdergat eways
54, 56, additional |evels of mapping and

router per service provider.

Various route propagation techniques for
interconnecting service providers may be wused in the
virtual private network of the present invention. Combined

10 with static MPLS label and IP address mapping
configuration, the network architecture of the present
invention may support, for example, three inter-service
provider routing techniques. )

For instance, one propagation technique employs a MPLS

15 virtual router interconnection, such as VPN Routing and
Forwarding (VRF) to VRF, where two or more virtual private
networks are interconnected using internet protocols over a
single logical interface. This technique is generally
suitable for ATM/Frame Relay interconnect at the NPP 44,

20 46, for example, but using MPLS interfaces rather than
internet protocol interfaces.

The architecture of the present invention may also

support a second route propagation technique referred to as
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15 encapsul ation are possible. A single MPLS LSP in the transit network
may be used to provide the L2 transport for connections between any two
NPPs, eacWwoaB/osthiszh indirectly “carries' traffic for mul PCplBoBNG. Thi s
configuration provides an augnented |evel of scalability and operational
20 sinplicity for the (transit) service provider. Route propagation between
di stribution gateways 52, 58 is enabled by the routing nexus 24, 60,
respectively. Route propagation is inplemented, in part, using 62 WO

03/ 0551538 POWItBoROo®5776mudbhveretoral t dethsirgpas aﬁqréff:@prucizat‘feﬁvsﬁy out e
propagati on managenent configuration(s) (devel oped by the inventors),

whi ch alPowvo@IsefBBER) provederpdotionipanteceise 4 heramspaedrs) Layaweds. In
one enbodi nent, each routing nexus 5 24, 60 is preferably equi pped with at
| east one hetdeportoutechipelsmerns aeuPtOvhfRtocdar EBGP rostresdqriapagat i on
techniques for interconnecting service providers may be used in the

virtual @idneat @lnetwprs ofodter pueseBksi W@ntp&rtl&ﬁiﬂ?ﬂtnedPﬁ-o Mdde static
MPLS | abel and I P address mappi ng configuration, the network architecture

of the pr&sRMtoddIvent iQn dBYeSURRREL, fofe AL T ARGENE LR 18fF Vi Cce
provi der routing techniques.
facilitate a transparent Layer 2 infrastructure to service
providers so that these providers may establish multi-
protocol exterior border gateway protocol sessions between
all provider edge devices or service prévider VPN route
10 reflectors.

However, there is a major disadvantage to employing
these propagation techniques: namely, substantially no
scalability as it would require considerable configuration
between originating and terminating service providers,

15 unique internet protocol addressing between domains, and
additional security required on routers at the edge of each
service provider network used to interconnect to another
service provider’s domain.

A third route propagation technique employs Provider

20 Edge - Autonomous System Border Routers (PE-ASBR). These

routers employ EBGP to re-distribute labeled VPN v4 routes

from Autonomous System (AS) to AS.
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nnection, such as VPN Routing and Forwarding (VRF) to VRF, where
nowe 0giostieml private networks are interconnected ®RETABOA/STBY net
| s over a single logical interface. This technique is generally

e for ATM Frane Relay interconnect at the NPP 44, 20 46, for
but using MPLS interfaces rather than internet pr ot ocol

e
route ﬁFopS@&FFEhOP@ hnfGaelref ePP d F803§l 6318955153
2/ 05776 a multi-ho nultl-protocol Ext eri or Border Gat eway
RutEBempUSWHBISE SFar gpé
smto nmulti-protocol EBGP connections anong all MPLS router
bcopagetVPN r bt etBer epreteored |Inetdidaalomr-ds, Uneepr e§Bif

rese |nvent nag al so support a

fpantReoutes a (RFBisparerearly er° ?OPFSnsport

devi ces

on may facilitate a transparent Layer 2 infrastructure to service
provi denppsoatchat vVhEserpubws desse mayr @stgrildds h tiroigh preot sé¢olglext eri or
border gateway protocol sessions between all provider edge devices or
ser v cempnevi-genbt¥YPbLr euteritld riedteet ogateklayewamntododr edési@e majror

ntage to enploying these propagation techniques: nanely,

subst aniyedlil¥sn0 (for redundancy) from which routes are passed,

10

15

20

under desired control, only to service providers that need
to receive them, based on VPN participation. Employing
this technique greatly reduces the configuration and
complexity of the virtual private network.

As to the scalability of the virtual private network
of the present invention, because routing and forwarding
functions are separated within each NPP 2, the VPN of the
present invention is easily scalable to support Dboth
increases in the number of VPNs created as well as
increasing subscriber bandwidth demands.

As to security of the VPN of the present invention,
dedication of router(s) to each service provider serves to
minimize the probability of a service provider flooding a
multi-protocol EBGP session with flapping or invalid
routes, for example. _Because these routers only learn
routes appropriate to the associated service provider, the

need for per-service provider access lists, in orxder to
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scalability as it would require considerable configuration between
originating and term nating service providers, 15 unique internet protocol
addr essi rgOlwawsEen donmai ns, and additional security requiPCE#dB@V5rmut ers at
the edge of each service provider network used to interconnect to another
service provider's domain. Athird route propagation technique enpl oys
Provider 20 Edge - Autononous System Border Routers (PE-ASBR). These
routers enploy EBGP to re-distripute |abeled VPN v4 routes from Autononous
Syst em fASFefo ASutez WoPDH3/ @5%a53ePCIiBOINTS7 A6 SO t6Fer 8BFBASE scal i ng
and security reasons, an Autononous System Border Router (ASBR) approach to
route propagati en nedwold, prisf ériyvisd sdeitthgtdiashy. Uhsler ﬁﬁﬁ%icagﬁﬁgach, VPN
routes are propagated through a single, 5 nulti-protocol exterior border
gat eway lpbeflecoladdevitoce othe desécesi(f orof eduhdanépyweardimghi phtheut es are
passed, wunder desired control, only to service providers that need to
recei veatinemiohased, onh¥kPN par subspahtoal lznpboyieggr Bhiesldireebhablee greatly
reduces the configuration and 10 conplexity of the virtual private

net wor k cofpohenthei sealabildty ofithhe Vihkuabupsiyatehaiet,woekothért he
present invention, because routing and forwarding
attribute that provides additional isolation and,
consequently, security. These advantages may be better
appreciated with reference to the next embodiment discussed
below.

10 In another embodiment, while referring to Fig. 6, for
example, at least two routers are dedicated to each service
provider SP;, SP3 for multi-protocol Exterior Border Gateway
Protocol (EBGP) route distribution. In this embodiment,
multiple routers form each routing nexus 24, 60. These

15 routers preferably have secure, private in-band connections
to distribution gateways 52, 58, for example, which perform
the Provider Edge Autonomous System Border Router (PE-ASBR)
function. Also, each distribution gateway 52, 58
preferably has dual multi-protocol EBGP sessions to

20 geographically separate border routers, which may be
located in the dual geographically distributed routing

nexuses.
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functions are separated within each NPP 2, the VPN of the present
invention is easily scalable to support both 15 increases in the nunber of
VPNs creaweds3assisel | as increasing subscriber bandw dt h eemaBe0577%s t o
security of the VPN of the present invention, dedication of router(s) to
each service provider serves to mnimze the probability of a service
provider flooding a 20 nmulti-protocol EBGP session with flapping or invalid
routes, for exanple. ,Because these routers only learn routes appropriate
to the assocPatedsgrk virde sendditden, @ﬁefuﬂbeéoﬂg? pRfeRAFA I predi der
access lists, in order to 65 WO 03/055153 PCT/1B02/05776 filter routes
not destdated floawatrhéngs deciedtfedteer theeugpr bed¥PNs agetvidekturs Phus
elimnated. Also, static MPLS |abels add to the security of the forwarding
path. Addi tdresehkty intvkeertdons salystentinaltlrycnaveayeth3 raddressablte 5
conponent internmediate within the supply chain, another attribute that
provi degigddizti onal isolation and, consequently, security. These

advant ages may be better appreciated with reference to the next enbodi nent

di scyssed belowa 104 Nnoposthey, epbgdi nents, philsyr gfiggkhnd shewkhg. 6, for
exanple, at |éast 'two routers are dedicated to each service
route propagation and data forwarding through the VPN
architecture of Fig. 6. More specifically, it describes
how subscriber routing information propagates end-to-end,
from subscriber site 48 to site 55. An underlying
10 principle shown here is the separation of the routing tasks
from the forwarding tasks. This routing and forwarding
architecture optimizes the VPN and service provider
scalability, security and costs.
In the embodiment depicted in Fig. 7, the wvirtual
15 private network connects subscriber sites 48 and 55 across
three service providers SP;, SP;3, SP; and four NPPs 44A,
44B, 46A, 46B, which are preferably housed at collocation
facilities, such as carrier hotels.
The route propagation path for routing information
20 through the virtual private network Dbegins at the
subscriber site 48. Here, local routing information
propagates through SP;’s routing protocol to distribution

gateways 52A, 52B. Routing information flows from the
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provi der SP1, SP3 for nulti-protocol Exterior Border Gateway Protocol
(EBGP) route distribution. In this enbodinment, mnultiple routers form each
routi ng reRW3/02453 60. These 15 routers preferably have se®argaBoysiisat e

i n-band connections to distribution gateways 52, 58, for exanple, which
perform the Provider Edge Autononobus System Border Router (PE-ASBR)
function. Al so, each distribution gateway 52, 58 preferably has dual

mul ti-protocol EBGP sessions to_20 geographically separate horder routers,
whi ch r¥s beibpbter edIpheYaes dudPPgeographi &l I3FRfi%st r fbBEEP Yot ng
nexuses. 66 WO 03/055153 PCT/1B02/ 05776 A visual presentation of how route
propagagaoavane d8Ra BEPwaresRgCLd vetvectéd tHcodghitimy VBN chit ecture of
the present invention, may be instructive with reference to, Fig. 7. 5 B
way of 6Vensiew, aFBgrd@ri §aheWhapwPdpageain $RERI ngoukeudéspi bpagh®ton and
data forwardi ng through the VPN architecture of Fig. 6. Mire specifically,
it deschébesni®@w subscriber routing information propagates end-to-end,
from subscriber site 48 to site 55. An underlying 10 principle shown here

i s the separptiéparghlyhe witiiinng ehasksrofit onyt heefuar wardi ngot askise Thi s
routing and forwarding :

distribution of routing information is carefully
controlled, so that only service providers participating in
each VPN actually receives the routing information they
require. Finally, subscriber site 48 local routing
10 information is propagated through SPs’s routing protocols
from distribution gateways 58A, 58B to subscriber site 55.
Propagation of subscriber site’s 55 local routing

information to subscriber site 48 occurs in a similar

fashion.

15 Creating mirrored separate route propagation paths for
all subscriber routes heightens route propagation
availability.

Figs. 8A, 8B and 8C are flow diagrams showing details

for the forwarding of subscriber traffic. Fig. B8A shows

20 deterministic connections for two different networks, one
flowing from site A to site B, and another flowing from

site C to site D.
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architecture optim zes the VPN and service provider scalability, security
and costs. In the enbodi nent depicted in Fig. 7, the virtual 15 private
net wor k cwonosassubscri ber sites 48 and 55 across threePSEABIXW7P OVi der s
SP1, SP3, SP4 and four NPPs 44A, 44B, 46A, 46B, which are preferably
housed at collocation facilities, such as carrier hotels. The route
propagation path for routing information 20 through the virtual private
network begins at the subscriber site 48. Here, |ocal routjing information

propagat es t HPoGgIFOSePIES: diifitng rsfscdied sMosimenti 65 JGREGRETs 524,
52B. Routi gﬁii nformation flows fromthe 67 WO 03/055153 PCT/|B02/ 05776
di stri bdfi ohiGat ERayLTIA NBRBifo GHegudiost ridufirsHargatse\R@fs108L  58B,
respectively, via the routing nexus 24, 60 using a Border Gateway Protocol
(BGP) r swedfdicst rdehaimpimistdcizddivsmats Peebetrant yally t hhhleadhmesut i ng
nexus 24, 60, the distribution of routing information is carefully
cont rol Nedwosd t Het ohsy ser Viadelgr o\ tderigThpdotriwvairpat ided eirmingath cVPN
actually receives the routing information they require. Finally,
subseri henhnsictte 048 Bataderr osdtanga 1@ndnfgdrgeats On isSmplapagat edtwiraugh SP4' s
routi ng protocols ‘
72 1is a point-to-point deterministic connection between
site C and site D.
Deterministic forwarding allows subscriber data to be
traffic-engineered using MPLS traffic engineering by the
10 peering points or NPPs to traverse a specified sequence of
NPPs. In other words, the deterministic transport
infrastructure of Fig. 8A means that the route followed by
a VPN’s traffic may be precisely configured to flow across
a specified sequence of distribution service providers,
15 NPPs and transit service providers. As depicted, the
virtual private network 70 uses service providers SPy, SPj,
SP4, while the network 72 uses service providers SP;, SPs,
SPyg.
The deterministic forwarding feature of the present
20 invention is important for several reasons. First, as part
of the supply chain design 188 and implement 190 process

and set of tools (Fig. 11), appropriate service providers

become contractually bound to carry specific VPN traffic.
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fromdistribution gateways 58A, 58B to subscriber site 55. Propagation of
subscri ber site's 55 local routing information to subscriber site 48
occurs i rweaogiopditbar fashion. 15 Creating mrrored separ aP€TABWY/ 776
propagation paths for all subscriber routes hei ghtens route propagation
availability. Figs. 8A, 8B and 8C are flow diagranms show ng details for
the forwarding of subscriber traffic. Fig. 8A shows 20 determnistic

connections for two different networks, .one fromsite to site B,
e BREP e haiRe rome o e SPua T taSvierast bonTae v BEer Phos) 08706
In accordance with a preferred enbodi nent, as depicted in Fig 8A each NPP

i s conf PHGr Pt HPREr dSEBEES i BECVifpasf i @lfet éfni FHSt |f@§lwla§ at'd
substantially all tinmes. Network 70 is a fairly straightforward

det er ni BRSHi 05 EbaheetPoarbeehetrrtite Wramd &ite® BPNSi nilarly, network
72 is a point-to-point determ nistic connection between site C and site D.
Det erm ni sti Eetondaydi ag rekbwefstbscreberedafa poobesst rafif setendi neered
using MPLS traffic engineering by the 10 peering points or NPPs to

t raver seoalspdéiibi.ed l9gquenceésofimportant for the operation of the

closed-loop control mechanism that the precise path taken
by subscriber traffic be known. More specifically, the
1
synthetically generated test packets of the assure program
192 must follow the same path as subscriber traffic in
10 order to correctly detect whether that subscriber is
receiving acceptable or unacceptable service, and, in
particular, which service providers or suppliers are
responsible for the acceptable or unacceptable service.
Should the assure program 192 detect an incident of non-
15 compliance to agreed network service performance levels, in
the form of contracts and/or SLAs or a deterioration in
performance beyond some threshold, it 1s necessary to be
able to precisely identify the problematic supplier and
take remedial or preventive action. It is also necessary
20 to be able to accurately report contractual conformance or
non-conformance.
Additionally and/or alternatively, subscriber traffic

may be forwarded through the VPN of the present invention
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NPPs. In other words, the determnistic transport infrastructure of Fig.
8A neans that the route followed by a VPN s traffic nmay be precisely

conf i gur ewotoa/0f316w across a specified sequence of distri pawitBee/eseTovi ce
providers, 15 NPPs and transit service providers. As depicted, the virtual
private network 70 uses service providers SP1, SP2, SP4, while the network
72 uses service provi ders SP1, SP3r SP4. The determnistic forwarding

feature of the gpr ent %ntl on Jj.s |gp rtant, foonr é/era1lz Leasons.
First, 3¢ pg&t® Fh8a§ﬁ EJF@ f?éﬁwr?rﬁléggg °188 @nd 11l n%ncf 990*Br ocess
and set of tools (Fig. %; appro riate.service prow ders gecong
cont r actagl| yBEbounEOFoleﬁ F‘QC%pe@ £i dugen RS CP g \F 057955183
PCT/ 1 B02/ 05776 Accordi ngly, is essentl al that these service prOV| ders,
and onl plipese sErSAEOT O’W%i%ﬁlsc BP e S0R SBle & ¥R FNgPLPuEREF o~ Tt hat
subscriber traffic for a given VPN. Secondly, as part of the assure 192
processtard cetmofe §PPool s TR gselddtion p§ Mhp@ht ARP fioy wpedopérati on of
the closed-loop control mechanismthat the precise path taken by
subsgri her toaéfitcinke knovn. fMbeeispecof i cdld ydistmel bisyidmhetsiecalicy
generated test packets of the assure program 192 nust follow the sanme path
as subsegkihergelr af f irgukiing protocol (s). Preferably, subscriber
traffic may be load-balanced across the two parallel
connections.
In an instance of a network failure in the transit
10 network 74 of SP;, the failure 1s detected at the
distribution gateways, by way of the above-described layer
3 routing protocols (between the distribution gateways
across the layer 2 transport between the distribution
gateways) . As a result, the distribution gateways, which
15 forwards traffic over failed connection 74, stops
advertising any associated routes associated with sites A,
B into their respective distribution service providers SPy,
SPs. Hence, the routing protocols within the distribution
service providers SPi, SP; detects the withdrawal of
20 advertised routes and then forward all subscriber traffic
via the remaining unaffected NPPs across transit path 76.

The ILabel Switched Path (LSP) protection option of

Fig. 8C results in a backup NPP-to-NPP path 82 for
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10 order to correctly detect whether that subscriber is receiving

accept abl e or unacceptable service, and, in particular, which service
responsi bl e for the accept abl @eConBuwscmwept abl e
Shoul d the assure program 192 detect an incident of non 15
conpliance to agreed network service performance levels, in the form of
contracts and/or SLAs or a deterioration in performance beyond sone

threshold, it is necessary to be _able to precisely.identify.th
probl enBe@CEigpl i@ Bid SVARE roefrreg?hjr ¥€7 )r%h |$°i s al so

necessary 20 to be able to accurately report, contractual
non- confot aahteY AdERIFRNEIRY &R/ S eAleterRdtedel y1SsuB¥RrPber #9%ffi c
be forwarded through the VPN of the present invention 70 WD 03/055153

provi der sworo3ssqipd i ers are
servi ce.

UBT prevenPivBaaét iFS.

conf or mance or

may

PCT/ | BO2£ 0677 6sulbytamt hal i hel praiiagieofusdwar di ng path options depicted in
Fig. 8B. For instance, the dual homing option of Fig. 8B allows subscriber
traffic to efnessdditservi celr oWP@eroit thew mregemte NRPSRETRR skfection of

which NPP is used at 5 any one tine is a function of the distribution
servi cecoproyuded’ sor abfaitngniprietadc aleph dRrefer atdy, deubbop i bethinraffic

may be | oad-bal anced across the two parallel connections.

10

15

20

its Ethernet switches, thereby ensuring a negligible
likelihood that subscriber packets are dropped during NPP
transit, and thereby substantially ensure that the
subscriber’s end-to-end service remains unaffected by the
NPP.

Referring now to Fig. 9, there is shown a more
detailed view of the configuration of the network device or
NPP, in accordance with a preferred embodiment of the
present invention. The dotted 1lines show the primary
components of an exemplary Service Creation Device (SCD)
enabled network device, which is preferably located at a
collocation facility 138.? These components include one or
more NPP switches 140, an NPP management platform 142, a
SCD pre-processor 144, local file storage 146, and three
SCD devices 130, 132, 134.

The NPP 136, through each service creation device 130,
132, 134, is configured to perform gquality-of-service

classification and re-marking, so as to enable the inter-
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In an instance of a network failure in the transit 10 network 74 of S22,
the failure is detected at the distribution gateways, by way of the
above- deswpiobessifayer 3 routing protocols (between the diPSTAB@ULSTDN
gateways across the layer 2 transport between the distribution gateways).
As a result, the distribution gateways, which 15 forwards traffic over
failed connection 74, stops advertising any associ ated routes associ at ed
with sites A, B into their respective distribution, seLvice pr inlgers SP1,
SP3. HefiBerathenr 8t e Sprdt-e€ol B At rPftS ERORSAE E@?%l)nmge?v‘}c
providers SP1, SP3 detects the w thdrawal of 20 advertjsed routes and then
f or war dsahkmeabseongersunmiy | ehaih a PeRE 1FERANAPNg AP FRST edSRPBE®acr oss
transit path 76. The Label Switched Path (LSP) protection option of Fig.
8C resukhs iavvariacieupoNPPheo-axRRpdattly 8eetivmrk 7deWr@3/1ds51553 the
PCT/ 1 B0O2/ 05776 selection in the event of failure of a primary path 80.

Sel ecti gpntwbieh weycbetpoadetferpinfedmansedyreati asketocend sthabst antial |y
i nstantaneously. In addition, the NPP of the present inventionis 5

confi gusagdssgubhat mekBuFBhedept h THISUES MEYUdedlonp o tthe NPPsmEyher net
swi tches, thereby ensuring a negligible Iikelihood that subscriber packets
are dropped.duriBg4NPE an scb-enabled NPP 136.

The instrumentation in the form of the service
creation device 130, 132, 134 is based on programmable
network processor technology having the ability to read and

10 write, in great detail, from and to each packet data that
passes through it at very high packet rates, up to and
beyond interfaces of 1 Gbit per second, for example.

Critical capabilities of the service creation device
include: the ability to perform arbitrary pattern matching

15 on packet headers and packet data; the ability to perform
arbitrary re-writes to packet headers and packet data;
performing quality-of-service classification and re-
marking; and enabling a low level of 0SS/BSS integration
between ‘participants in the supply chain. Additionally,

20 since the service creation device 130, 132, 134 is based on
programmable technology, additional functions may Dbe

developed as desired.
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transit, and thereby substantially ensure that the subscriber's end-to-end
service renmains unaffected by the 10 NPP. Referring nowto Fig. 9, there

i s shown womanes15dlet ai | ed vi ew of the configuration of thecmaBeyskiedevi ce
or NPP, in accordance with a preferred enbodi nent of the present
invention. The dotted lines show the primary 15 conponents of an exenpl ary
Service Creation Device (SCD) enabled network device, which is preferably

| ocated at a_ collocation facility 138. These conponents include_one or
more NPP swi PEREET128, éHENP?h%anéﬁgﬁiﬁt piitfor m-142 54 Stéeglﬁiéyprocessor

144, local file storage 146, and three 20 SCD devices 130, 132, 134. The
NPP 1365ifRAéfidRdeadh sERal LV crEatsbRitRviTesEIdicatdon 1809 | £confi gur ed
to performaquality-of-service classification and re-narkin%, so as to
enabl e WREskiinger-152 \WOFRreb5Y53 PO 9BO 05976 oped at icontePldedsi nil ar
quality of service (QS) signaling schenmes anong supply chain
parti ci pantsalAgoet her thealBPe and advant age of the exenpl ary network
device 136 is the synthetic generation of perfornmance test packets and
thei s 5 subsaguemy measw=rEmt badbgsowodf | quaat i grobfséirei PP (@B) be
descri bed as an SCD-enabl ed NPP 136.
classification and re-marking is necessary when differing
service providers use different QoS signaling schemes. For
instance, one provider may have multiple classes of service
while another provider may have only one. In addition,
10 different underlying transport technologies use different
QoS signaling schemes, such as Diffserv DSCPs, MPLS EXP,
ATM QoS, and the like. As a result, when traffic passes
from one service provider to another through a NPP, it may
be necessary to overwrite (i.e. re-mark) the QoS signaling
15 schema of the one provider with that of the other provider,
and vice versa, so that each provider handles subscriber
traffic in a consistent way according to the needs of the
subscriber. This process may requilre repeating at every
NPP, depending on whether there is an inconsistency in
20 adjacent QoS schemas.
To summarize, in order for the NPP’s classification

and re-marking to operate correctly, the quality-of-service

classification performed at each NPP must perform
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The instrunentation in the formof the service creation device 130, 132,
134 is based on programmable network processor technol ogy having the
ability tworgassiand 10 wite, in great detail, from and t@ceaBie/amket data
that passes through it at very high packet rates, up to and beyond
interfaces of 1 Ghit per second, for exanple. Critical capabilities of the
service creation device include: the ability to performarbitrary pattern
mat ching 15 on packet headers and packet data; the ability to perform

ar bi t r apybssanELpedyt ccWwackKendrdedsrs Bheshackéierdatyy  BBr for RERG
quality-of-service classification and re- marking;, and enabling a |ow | eve
of 0SS/ B8®sicmtibgrat pankebetlwasis parthieci pahssripet hev iy eFavate
Additionally, 20 since the service creation device 130, 132, 134 is based
on pr ogreanmell, e ahelc hrelfegpb lyddiite eudlsciribetri epp lieptbon dadeispad as
desired. 73 WD 03/055153 PCT/ 1 B02/ 05776 Operation of the supply chain is
subst antgoanuy i 8k EPlinti @@ dohdqualheny refnaekviche glaaksitf iacatdrddngndor e-
marking is preferably performed by, and controlled centrally, at the NPP.
5 Bysway obobri ghibackeggounshopiialy t yeabrspeyi Cleof Qihe oussirfibeat i on and

re-marking is necessary when differing
application must be carried by the carrying service
provider in the supply chain.
That is to say, the quality-of-service classification
and re-marking process preferably comprises two stages:
10 first, classification to identify the network(s) and/or
subscriber application(s) and/or user (s)/subscriber(s);
second, application of a set of rules to re-mark the
results of the classification process to the correct QoS
schema. This may require the re-marking of one or more QoS
15 schemas in a single packet (i.e. Diffserv DCSPs, EXP, ToS,
etc.).
In a preferred embodiment, these re-marking rules are
determined and employed or provided in the design programs
190 (Fig. 11) with the objective of satisfying subscriber
20 network requirements, including the support of voice-over-

IP end-to-end across the supply chain. Additionally, these

re-marking rules are preferably configured into the

i
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service providers use different QoS signaling schenes. For instance, one
provi der may have multiple classes of service while another provider nmay
have onl ywora/053183 addi tion, 10 different underlying transpomiBexshTeol ogi es
use different QoS signaling schenes, such as D ffserv DSCPs, MPLS EXP,
ATM QoS, and the like. As a result, when traffic passes fromone service
provider to another through a NPP, it may be necessary to overwite (i.e.
re-mark) the QoS signaling 15 schema of the one provider with that of the
ot her pP&Ppdermabahdtyi cef verddh S$EIVREE eGER2 POV AV IRfdPYs §tBscri ber
traffic in a consistent way according to the needs of the subscriber. This
processimpyementi peogepeat 199 &fievetrd) - NPP, dependi ng on whether there is
an inconsistency in 20 adjacent QS schemas. To summarize, in order for
the NPP' s cl dissief i Cladti ohradfhdcr eElmarikiongino tdper aprosbre ectilopctiiba
quality-of-service «classification perfornmed at each NPP nust perform 74
WO 03/ 025122 sBETLhB02685FT8s s Sfibssandm adndy demvmankiety precefsistst, identify,
on a per- subscriber packet basis, the subscriber virtual private network,

and pref er abrgrihe isybseriihercappl g cabi ornancthdiS@irk c¥Wige tyr ®B® second,
then re-mark the packet according to 5 a QoS rule that properly describes
ho“/thelg%b%%GJ%@lishes the above. It provides NPP-based quality-
of-service classification and re-marking capabilities to
service providers using the VPN of the present invention,
via a service creation device 130, 132, 134. Each service
10 creation device 130, 132, 134 may be used for service
performance monitoring also.
Ideally, the service creation devices are positioned
in line ©between every service provider gateway and
respective NPP, such that if there were 20 service
15 providers connected to an NPP, then 20 in-line service
creation devices are generally incorporated in the NPP for
each NPP (left and right) switch.
The SCD pre-processor 144 is used as an intermediary
between the NPP management or operational support system or
20 platform 142 and the physical service creation device 130,
132, 134. Particularly, the SCD pre-processor 144 is of
particular relevance to performance testing, which

generally generates considerable raw data, in that the raw
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application nust be carried by the carrying service provider in the supply
chain. That is to say, the quality-of-service classification and

re- mar ki yopsosass preferably conprises two stages: 10 fiPCItIB02/05776
classification to identify the network(s) and/or subscriber application(s)
and/ or user(s)/subscriber(s); second, application of a set of rules to
re-mark the results of the classification process to the correct QS
schema. This may require the re-mark

ng of ,one or nore CR§615€?§henas in a
singl e PatRefayi be MHFTEOAPSBEIPLOCEXPY Td&hinetle) NEPy 10 FEfFEPFed
enbodi nent, these re-marking rules are determned and enpl oyed or provided
in the #8shgkoeneEridisno1ddiq Maka 199 ¥ €BNERBLoBrecesyéngf SYSEPEFyi ng
subscri ber 20 network requirenents, including the support of voice-over- IP
end- t o- &pdadc poss prveesigdploy ahadihe vddi dalomareguceheshe welpBekickg rul es
are preferably configured into the 75 WO 03/055153 PCT/1B02/ 05776
programraki ety afitkach desgi 0 tmeatmanicevi ce by the inplement prograns
192 (Fig. 11). Note that traffic flowing in the opposite direction
revegses theTQer 1Sellassild cafdtem ank ries masdd ngs paotesal baRekenifi ng again
to Fig. 9, the network device or NPP
data relevant to the service creation device 130, 132, 134
and NPP 136. The management platform 142 is used to
perform and coordinate local management of the NPP 136 and
service creation device 130, 132, 134, thereby reducing the
10 load on any centralized management system.
As depicted, the SCD devices 132, 134 are deployed in
a spoke configuration, where the SCD device 132, for
instance, is located intermediate the NPP switches 140 and
the service provider gateway 152. Similarly, the SCD
15 device 134 interfaces the connection between the NPP
switches 140 and the SP gateway 150.
Alternatively and optionally, the service creation
devices may be deployed in a hub configuration where the
SCD device 130, for instance, is located between various
20 ports of the NPP switches 140 and the NPP. As a hub, the
SCD 130 is shared between any of the service providers

attached to the ©peering point 136; namely, service

providers SP;, SP,, SP3, SPs.
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136 acconplishes the above. It provides NPP-based quality- of-servi

cl assi f

NPP, such that, it there were:glrseiyhce dn Pravt dars compechedate

ce

ication and re-marking capabilities to service providers using the
VPN of thwopB®sdast i nvention, via a service creation deviPCe/IR@N57%632, 134.
Each service 10 creation device 130, 132, 134 may be used for servi
performance nonitoring also. ldeally, the service creation devices
positioned in line between every service provider gateway and respective

ce
are

an NPP,

then 20 in-line service creafion devices are generally |ncorpora¥ed in the

;3RS PP Ll ST, and x1 B ol Lol e, OB pr e ocgssoL ke 1S

NPP f or
used as

an I nternmedl ary ween the N manage or operatl ona

support

151 °T G20, SLB1 S, 4B AN, e S 8, 950 R GEg8 A IGGe 150

rel evance to performance testin whi ch generally generates considerable

raw dat &PGMILhERSt NEP r BgRagem

pre-processed locally within the NPP 136 rather than transmttin

to a3central Ipr

r educes

10

15

20

the volume of raw data wi thout |oss of information.
136 provides a variety of capabilities including, but not

limited to, classification, marking, monitoring, billing
and security features, including transport quality-of-
service (QoS) re-write, application QoS re-write, real time
re-write, packet synthesis for reachability and delay
testing, throughput analysis, time-stamps, packet sensing,
usage-based billing for voice-over Ip and other
applications, per-service provider billing, subscriber
billing, signature analysis, intrusion detection, Denial of
Service (DoS) protection, virus protection, etc.

Moreover, these features and capabilities are
available wherever the SCD  and related management
hardware/software may be deployed, such as at the NPP (for
multi-service provider networks), within a service provider
(for on-net VPNs) or within a subscriber site for private
networks. It is likely, for instance, that a number of SCD
devices are deployed within a service provider at locations

of high fabric density, such as at major points of presence

78
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5 The local file system 146 is used as a |ocal cache of data relevant to
the service creation device 130, 132, 134 and NPP 136. The managenent

pl at f or mWoO230ssiesed to perform and coordi nate | ocal managemsoosefe t he NPP
136 and service creation device 130, 132, 134, thereby reducing the 10

| oad on any centralized nmanagenent system As depicted, the SCD devices

132, 134 are deployed in a spoke configuration, Wnere the SCD devi ce 132,

for |nstanc i.s located internediate the NPP switc
service 598\?%@1“96?[‘6%})*15@5 H9rariSPS (Y P 98P %W 1%31?nf“erfaces
t he connection between the NPP sw tches 140 and the SP gatema 150.

Al t er naBrR¥ELFeandr optdohallry,a t REbserkPes idati bR Wi ee%erma/f bé depl oyed
in a hub configuration where the SCD device 130, for instance, is |ocated
bet weenmezgiegus 020 poAtssofieme NAP soWerdrase 14mandififerRPResAs ia hub, t he
SCD 130 is shared between any of the service providers attached to the
peeri ngiptiemnhal3@pSnanbkyas sesed dey fhroviasrindSRhtiSR2s.SP3r SP4. 77 WO
03/ 055153 PCT/1B02/ 05776 1In either configuration, the SCD is substantially
direstly conpectedet 0otfhe iNBP swirtiohes bT4@ablhethub, andhespekevi€bs 130,
132, 134 are preferably nmanaged renotely
creation device ©performs performance measurement and
testing of the supply chain. Use of the service creation
device obviates the need to rely on individual supply chain
participants to measure and report on performance and
10 present any necessary measurements in a standard format.
Location of the SCD at the NPP, which i1s the service
demarcation point between participants in the supply chain,
facilitates initiation of any measurements or performance
tests to be performed.
15 In a preferred embodiment, collectively the service
creation devices 130, 132, 134 within the NPP 136 in a
supply chain is capable of measuring and testing network
performance, against contracts and/or SLAs and/or user
experience, for substantially all the sub-components or
20 participants within the supply chain.
More particularly, the service creation devices 130,

132, 134 are capable of Dboth passive and active

measurements and/or testing. In a passive mode, the SCD
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t hrough the NPP managenent platform 142. 5 In addition, the configuration
of the SCD-enabled NPP 136 provides a variety of capabilities including,
but not WOmBWMEXS3 0, classification, marking, nonitoring, PoirliBo2zg776and
security features, including transport quality-of- service (QS) re-wite,
application QS re-wite, real tinme 10 re-wite, packet synthesis for
reachability and delay testing, throughput analysis, tine-stanps, packet
sensi ng, usage-based billing faqr .voice-pver |IP and other | i cations,
per - ser Vi€¥ ﬁvi%I‘é?“ﬁﬂ?‘?ﬁg%@%ﬁ%&riaﬁerlt bPPFPRE, %I'Pfjﬂ‘hqkhrg}g ndlfysi s,
intrusion detection, Denial of 15 Service (DoS) protection, virus

protectilolf &re. FFedvidl:, LRése ¥t uiBs ArPEapabi PEPERIRRe f&¥ail abl e

wherever the SCD and rel ated managenent hardware/software may be depl oyed,
such as stampHeNPRIS@ribanuse ssd/ioge oyeauisger det wor lke)tive meide,a service
provider 20 (for on-net VPNs) or within a subscriber site for private
net wor ksfod tagisive keegtihgr ithst &GPe irtjkat-sa datrbeiniod S0P fdevi ods are
depl oyed within a service provider at |ocations of high fabric density,
suchsas satb smjitie rpairify ief. prresance of8 AMRi03 aELS3 AGT/HBFANE L
(Pops). In another instance, SCDs may be deployed within a service
provi derpr@ced seddsCid beensbie | Rebbereage oh aa variety of key
performance criteria for the supply chain, such as
reachability (i.e. the availability of a service
component), round~trip delay, throughput, Jitter, packet
10 loss, mean time between failures (MTBF), and mean time to
fix (MTTF).
As described above, the NPP of the present invention
is configured to achieve substantially high 1levels of
availability for subscriber VPN services in a number of
15 ways. First, for example, Figs. 8B, 8C show several
options by which end-to-end service availability is
enhanced.
Second, at each NPP, twin Ethernet switches (left and
right) provide physical forwarding path redundancy for each
20 connected service provider at each NPP. Fig. 5 shows one
embodiment of a layout of a supply chain having dual

redundant NPPs (north and south). As a result, each

service provider may also connect to two NPPs, thereby
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merger or acquisition, to overcone any differences in internal QS schenas
used by the nerging entities. 5 Because of its various capabilities, the
servi ce wp@awsam devi ce perforns perfornmance nmeasur ement PERABOX @316 ng of
the supply chain. Use of the service creation device obviates the need to
rely on individual supply chain participants to neasure and report on
performance and 10 present any necessary neasurenents in a standard format.
Location of the SCD at the NPP, which is the service _demarcation_point
bet ween TPt fdf SVerleRd ldGppry Shei horvREERRSt RRER ATt ARYI JFNof any
measurenents or performance tests to be perfornmed. 15 In a preferred
enmbodi mERPSCEdEEet i vel y the service creation devices 130, 132, 134 within
the NPP 136 in a supply chain is capable of neasuring and testing network
per f or mance, Tagaidnstarsbnffael sy andher QWAB andierusisend egbscirdbes, for
substantially all the sub-conmponents or 20 participants within the supply
chai n. Mou¢epaptriopabatiygn theckenvice areatdeaniged ceo 13@ highlyl34 are
capabl e of both passive and active neasurenents and/or testing. In a
passfve aradéabtiee SEH, 79 A\ 03/1065ER3RCT/ 11BR2AGDRE76 minmicrerimagebscri ber
traffic as it passes through the NPP
subscriber routing tables, which are preferably stored in
each border router dedicated to each service provider, at
geographically separate, secure locations; by allowing
multiple BGP protocol (route propagating) sessions between
10 service provider gateways and the two routing nexus sites;
by ensuring, via a BGP fail-over mechanism, that correct
forwarding of subscriber packets is maintained in the event
of any single point of failure in the route propagation
architecture; and by maintaining route propagation duality
15 (two separate, mirrored route propagation paths throughout
the network) for substantially all subscriber routes.
Building, in part, on the above described
configurations, features and advantages, a <closed-loop
service delivery system is disclosed. The service delivery
20 system of the present invention contemplates the delivery
of measurable network services.

This 1s accomplished in a manner drastically

different from existing VPN and Internet model techniques
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136 and SCD 130, 132, 134, in order to determ ne, for exanple, subscriber
use and/or overuse. In an active node, for active testing, the SCD injects
dat a i nt owDlg/0f316v of 5 subscriber traffic. Passive or acPCTaBexsts nmay be
further processed to enable reporting on a variety of key performance
criteria for the supply chain, such as reachability (i.e. the availability
of a service conponent), round-trip delay, throughput, jitter, packet 10

| oss, an tine between fa%Lures &NWBF%, ang mean ti,nme t% fi MITF). As
descr i bePSaBtiR, ThePRBP of "He GrESeht FRYBRLFBRS M8 B8Nt ISGHLSY b achi eve
substantially high levels of availability for subscriber VPN services in a

nunber ¢z 1S r sPeeEbRI ex BAENE, FREEPISTWE shoRPEevé&di®¥Sopt i ons
by which end-to-end service availability is enhanced. Second, at each NPP,
twin Et HEmeicesw pepesdgref t tand exitieght ) Prdviatenshysi TEVIS W thIng pat h
redundancy for each 20 connected service provider at each NPP. Fig. 5
shows orgmEdretitrssest wifayaut pofvatsupyostkas noepaidhgtdaar awsdundant
NPPs (north and south). As a result, each service provider may al so
connact itrf tasx iNRRsiret.hereby 80 WO 03/ 055153 PCT/ | B02/ 05776
In accordance with the service delivery system of the
present invention, a service provider that offers a
subscriber a service level agreement (SLA) between routers
({i.e. an end-to-end SLA), is 1likely to manage those
10 routers. In other words, in order to guarantee end-to-end
service across the whole supply chain, the service delivery
system of the present invention preferably contemplates
that the service ©provider or administrative entity
exercises (sole) control of the routers and each part of
15 the infrastructure involved in that service provider’s
delivery of its SLA, which may be a sub-component of the
overall end-to-end network and/or network service.
Referring now to Fig. 10, there is shown an exemplary
per-SLA closed-loop service delivery system. The essential
20 aspects of this closed-loop system (on a per—-SLA basis)
includes: capture of subscriber VPN service requirements; a

service design methodology; a transport infrastructure on

which to implement the service design so that the SLA 1is
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raising the availability of the forwarding path for any VPN subscri ber.
Third, and finally, the routing nexus and subscriber route propagation
mechani srwarog/oskasi gned to be highly 5 avail able by, for ipagtiBexs;76 ocati ng
mrror-image subscriber routing tables, which are preferably stored in

each border router dedicated to each service provider, at geographically
separate, secure locations; by allowwing nultiple BG protocol (route

pr opagat | sessions b Q service provider. gateways and the two
Pout v HeUiESERy a8 REhiRERoh) SR 0 B LS SR Bt b

correct _fo wardgfn? o; subscr.i beré{p ckets is maintai ng%]rj n the ev{g@t of
any si ngt®2poPRELBFaPLY | REEVIAS: & & Propdgation THit%ect W and by
y sing! . . !

mai nt ai ni ng route propagation duality 15 (two separate, mrrored route
propagat#dntpathe PECEdEHo S A imat vidrk ) EgrorP BRVEPPSL S 1284 bscri ber
routes. Building, in part, on the above described configurations, features
and advahitafesresertipbedifonplises vilkichesiRiekgr syst saspengieks oked. The
service delivery 20 systemof the present invention contenplates the
del i verya diLAirehserable aerdwor k fdervicées. Mientiisveaacoespenshamd tmta nmanner
drastically different fromexisting VPN and Internet nodel techniques 81

motivates the service provider to maintain agreed-upon

levels of service performance. In a preferred embodiment,

all parts of the closed-loop system must function in the

loop otherwise service performance is unpredictable and

10 unbounded.

More = specifically, as depicted, the closed-loop
service deliVery system of Fig. 10 begins with a common
understanding of the subscriber’s VPN service reguirements,
as at step 10 or S10. Once subscriber requirements are

15 established, an end-to-end network service solution 1is
designed such that suppliers may offer a service level
agreement (S12).

Once the network solution is designed, contracts are
established relating to that design (S14). These contracts

20 preferably have service level agreements (SLAs) associated

motivate

with them with punitive clauses intended to,

service providers to supply service according to the
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WO 03/ 055153 PCT/1B02/ 05776 because, in part, these current techniques do
not enploy a collaborative peering point architecture that allows service
provi der swom3mestiehd end-t o-end, service-|evel agreenent - pasgdomisrieual
private networks beyond their owm 5 infrastructure. In accordance with the
service delivery systemof the present invention, a service provider that
offers a subscriber a service |evel agreenent (SLA) between routers (i.e.
an end-to-end SLA), is |jkely to manage those 10 routers. |In. other words,

in or deFoPGTGGARANt cECIMETHTY  SBFVPEe ddtossIERREWABI e YuppltYSchai n,
the service delivery systemof the present invention preferably
cont enplcanégacthat the service provider or administrative entity exercises
(sole) control of the routers and each part of 15 the infrastructure
I nvol ved i n Bltatthder Vivwetprevi dbe' sergékvesy nokv ilmplspantedi dBleay be a
sub- conponent of the overall end-to-end network and/or network service.
Ref erring nowve t eupp@y Ihaimher@cdsdistypwho athexenpliaract (@ar.- SLALtkeosed- | oop
service delivery system The essential 20 aspects of this closed-1oop
system (aplameatabidnbastisd iMeiwddes netaptir esofviedscrd baonYeNreer vi ce
requirenents; a service design methodol ogy; a transport infrastructure on
whi ch t qgiigpl et he,38Rie8sdas G r$A dehale1tiRerPlPerFormance or
subscriber use, with respect to the SLAs contained within
the contract(s), for example.
Service monitoring 1is an ongoing process that shows,
10 in part, whether the supply chain suppliers’ service(s)
is/are performing according to their respective SLAs.
Thus, a key decisional inquiry is whether the VPN service
being provided falls within earlier-defined parameters
(s18). It is also important to establish whether the end-
15 to—-end service required by the subscriber and supplied by
an intermediary falls within earlier agreed parameters.
If so, the subscriber (and/or the intermediary) is
billed (S22), and the monitoring process continues, as at
S18. On the contrary, 1f the services do not meet the
20 performance targets of the SLAs for substantially any

reason, then remedial action may be taken, including an

inquiry whether subscriber usage has changed (S24).
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82 WD 03/ 055153 PCT/ |1 B02/ 05776 delivered and nonitored; one or nore

noni toring nmechanisns that preferably provide evidence of service

del i very,woewsks51as to aid problemresolution and for bill Pog/Ipwseses,

and

that preferably identifies which suppler is responsible for 5 a SLA breach;
and a financial incentive nmechanismthat notivates the service provider to

mai nt ai n agreed upon |evels of service perfornance In a preferred

enbodi nment , arts f the ﬁ}osed | oop égn1nust fu cti,on hﬂnig | oop
ot her wi se ser Per for mic8H S ungPEai cPabl ﬁndsuaﬁcﬁ %ﬁﬁﬂe

specificall as depicted, the c|osed-|1oop service deliver systen1of Fi g.
10 begi n< ?A%/ d-Ei—%fTDkP] %W%Ejd?ﬂjlﬁggrb?fp%%@t}bé?ﬁli%eﬁ'rasff{;m dEvi ce

reqU|renents as at step 10 or S10. Once subscriber requirenents are 15
est abl | SHERECtAT end- 6 efidieneSHEPR YseFbRée sBPNL | eplusioresiagheduch t hat

suppliers may offer a service |level agreement (S12). Once the network

sol ut i ormeceeyiignediesianmadhcts arelleesttals i etiok rkdad i neetfeadsatcadesi gn

These contracts 20 preferably have service | evel agreenments (SLAS)
associ ated wheh gadremaod thapuniettievéockaases | ab enthed ceptabdei Matvwel ;servi ce
provi ders to supply service according to the

(S14).

10

15

20

this 1s an indication that the subscriber needs more
resources from one or more suppliers in the supply chain.

Effectively, the subscriber has breached one or more
SLAs and has two options: control use of the VPN service at
the problematic locations, or agree to a new SLA for
service, the 1likely practical solution where suppliers
provide more service (i.e. bandwidth, etc.) to the supply
chain solution. Subsequently, requirements for a
corrective solution are agreed upon, resulting in a new
design for upgraded (or downgraded) VPN service (S26). The
new solution is implemented (S16) and monitored (S18), as
earlier described.

Alternatively, if subscriber usage is as agreed, the
next logical inquiry 1s whether service monitoring reports
show a deficiency on the part of any of the service
providers in the supply chain (S28). Deterioration of
service delivery may occur because of incorrect service

design or because there is a current problem with the
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83 WD 03/ 055153 PCT/ 1 B02/ 05776 contracted requirenents during the duration
of the contract. At this juncture, the service is now inplenmented (S16)
in the supplog/oshiai n according to the contract(s). After PCrapézisers ati on,
t he networ k/ network service is nonitored (S18) for any variations in
service delivery performance or subscriber use, with respect to the SLAs
contained wwthin the contract(s), for exanple. Service nonitoring is an
ongoi ng process that shows, 10 in part, whether the supply,chain
supplieﬁ@rVS@?viE%R%%deﬁ%§em%@fﬁéﬁﬁéPﬁFﬁﬁeaccoﬁﬁﬂﬁﬁﬂiowﬁﬁgirlfes%%%tive
SLAs. Thus, a key decisional inquiry is whether the VPN service being
provi dedetuits wirbthidesvaibi clergatiined par Hretddr sfayldig)thet SpEVaEFeo
inportant to establish whether the end 15 to-end service required by the
subscri peovaddr$applsédrbyreaponaikeleelpar yesadringi sarmiear Leeelagr eed
paraneters. If so, the subscriber (and/or the internediary) is billed
(S22), apgidihg.nonitoring process continues, as at S18. On the contrary,
if the services do not neet the 20 performance targets of the SLAB for
subs§ anti al | 4eapycer easantst ke rssedissheactioon maychet sméken (SBag) udi ng an

i nqui ry whet her subscriber usage has changed (S24).
and a service improvement solution is designed (S32) and
subsequently implemented, as at S16, whereupon the process
proceeds as earlier described. If it is determined that
service delivery has not changed, the subscriber is billed
10 (S34).

As described above, the granularity of the closed-loop
delivery system is that of a subscriber service level
agreement. The closed-loop control system for service
delivery is comprised, in part, of per subscriber design

15 processes, monitoring systems (i.e. feedback) and financial
incentives (i.e. punitive SLAs) that encourage VPN services
to meet SLAs on an ongoing basis. In additicn, the closed-
loop system only works best if service performance
monitoring is linked to a particular subscriber's service

20 level agreement in order to show when acceptable or

unacceptable service is being delivered.
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84 WD 03/ 055153 PCT/1B02/ 05776 By way of exanple, some of the subscriber's
VPN | ocations nay be generating significantly nore traffic than expected.
As the suwplog/ostias n VPN sol uti on was not necessarily desipgmadoXas7teandl e
this extra | oad, performance 5 of the service may deteriorate to an
unacceptable level; this is an indication that the subscriber needs nore
resources fromone or nore suppliers in the supply chain. Effectively, the
subscri ber has ,hreached one or nore SLAs and has two options:rti%ontrol use

of the VPN s&MVil€e™r 101 he RR0b ema?Pc | 688t i 0A9CYEr agFeEH s new SLA
for service, the likely practical solution where suppliers provide nore
servi ce COPTeIWBaAdRIngrh, &eatyres thandupprdvarkrgss sol @i ometgigsdequently,
requirements for a corrective solution are agreed upon, resulting in a new
15 desi geddrremsgitadod apoindodrgEatiety VPprbesedce (S26) . The new
solution is inplenmented (S16) and nonitored (S18), as earlier described.
Al t er nat i vel Refiefrrdmigsgrawetro uBage i1, aslhagreeetls shewn nextpdedgiraald i nquiry
is whether service nonitoring reports 20 show a deficiency on the part of
any of teh®ogidmente off avirterws rikn Adigisiepeint sC pdiamn(i 538 ky sBete kiforcaid on of
service delivery may occur because of incorrect service
present invention. The requirements planning system
comprises a supply-chain management module 180, a network
infrastructure 172 comprising one or more NPPs 44, 46, and
a communications network 174 for interfacing the network
10 172 with the supply chain management module 180. Fig. 11
shows the relationships and interfaces between the module
180 and an exemplary virtual private network 172.
As depicted, the supply-chain management module 180
preferably includes a web-based portal 176, which serves as
15 a gateway to users of the management module 180, preferably
through a secure communications network or extranet.
The supply chain management module 180 also comprises
a unified data model 178, a supply chain modeling tools
platform 182, network transformation programs 184, and a
20 workflow engine 194.
In this embodiment, the collective functions performed

by the supply chain management module 180 are as earlier

described and include, for example, working through
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design or because there is a current problemwith the 85 WD 03/055153
PCT/ 1 B02/ 05776 service provider's infrastructure. Ei ther way, if any
service pwowBdey1s3 s deternmined to be at fault, the servi ceCTB@SAB (S)
is/are responsible for restoring service levels rapidly. 5 Service credits
may be issued to the custonmer (S30), and a service inprovenent solution is
desi gned (S32) and subsequently inplenented, as at S16, whereupon the

process roceeds_as earljer . described.. If it is determined that . service
el T veryPHRsa et 2 RARGRAR End Sy baer ] s of | TRt T50res) Lo AL tfoscr | bed

above, the granularity of the closed-loop deljvery systemis that of a
SubSCr | BT R e RISt AT . OTIR T s SRR S TGOSt Oy d%m f or
service __delivery is conprised, in part, of per subscriber design 15
processe®N BRPPLY | syt édg - (i . §unFEéABacIBLSthdiRFhEARI ACCIHEER i ves
(i.e. punitive SLAB) that encourage VPN services to neet SLAs on an
ongoi ng Wags s.ondersddi Madrnd hechdrssesd- Nese sayst emtonNPRwordds bdst i f
service performance nonitoring is linked to a particular subscriber's
servisce Qi figweglatdgpnesemenend n ose&rupp shaw whesradecept &bl e @mffect
unaccept abl e service is being delivered.
implementation of the contracted VPN supply chain 172, and
dealing with the results of subsequent performance and
service level agreement monitoring. Supporting application
functionalities are performed on systems within the
10 workflow engine 194.

Access to the supply chain management module 180
functions by system users, such as one or more service
providers SP;, SPy;, SP3, supply chain participants or
intermediaries 196, is preferably directly via a

15 communications network 174, such as web-based portal access
point, which has varying degrees of access privileges
available. In a preferred embodiment, the intermediary 196
is representative of the single point of contact to the
subscriber in obtaining VPN service. Alternatively, access

20 may be had indirectly by telephone and/or fax
communication.

The unified data model 178 is a logically-structured

and well-defined integrated data storage for receiving and
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86 WD 03/055153 PCT/1B02/ 05776 Building, in part, on the above descri bed
configurations, features and advantages, a network requirenents planning
system i swoioisoszased. Referring nowto Fig. 11, there is sRoENB&/(Srsf er red
5 enbodi nent of a network requirenents planning systemof the present
invention. The requirenments planning system conprises a supply-chain
managenent nodul e 180, a network infrastructure 172 conprising one or

modul e 180 preferably includes a web-based portal 176, which serves as

a gat ewdyNt 6ugpeél’s cCBR1R henFandlgerertrfrodul e 180, preferably
secure conmmuni cations network or extranet. The supply chain

nore

NPPs 44, 46, and a nmuni cations network 174 for .interfacing,the network
10 172 WPEROFRE-BHp Y. CRAi rF HandyEHERt “froddie T8GR ¢ ™ "hotk ¢ he
rel ationships and interfaces between the nodule 180 ,and an exe

. |.ar
Vi rt ual 2PEPVELBINetVRFHIPLTY, ARG eI t AR s GSFI-EFai h Hﬁﬁéggﬂen¥

t hrough a
managenment

nmodul e 180 aFso codppilses the wmuddled thatss nedelrnss, ta puppe§scharin
nodeling tools platform 182, network transformation prograns 184, and a
20 wor ki howgengene iiO94any ndébhiseénbodinent, uskéleolfeutatve daiet pons
performed by the supply chain managenent nodule 180 are as earlier
information pertaining to network requirements, contracts,

.+ SLAs, topology of NPPs and suppliers, subscriber

design

topology (both physical and logical), quality of service

schemes, QoS classification and re-marking rules, service

10 provider capabilities, proposed/planned/implementing/imple-

mented supply chain solutions (i.e. topology, QoS

rules,

routing rules, implementation rules, etc.), performance,

performance measurement, performance analysis, inventory,

equipment status, trading preferences, and the like.

15 To summarize, the unified data model 178 is configured

for processing and manipulating data from all of the

different activities, programs or hardware components of

the supply chain network into  functional, business

operational information. The model 178 is integrated in

20 that it 4is able to transfer data from one program to

another, helping users to coordinate tasks and

merge

information created with different software tools, for

example. Additionally, the integrated features

89
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described and include, for exanple, working through 87 WD 03/055153
PCT/ 1 B02/ 05776 specific agreenents to the point of work orders to the
service pwowd@ey1s3 in order to effect inplenentation of tReT/IBEOIpPI Y
chain 172. Functions also include accepting work orders, nmaking changes
necessary in NPP 44, 46 5 configurations and set-up, in order to effect

i npl ementation of the contracted VPN supply chain 172, and dealing with
the results_of §%$sequent performance and service |evel agreenent

moni t or iG-S FR 13 nBeAPPI it PERVIASRCHFBRSI 't FBs 2ard A%t GA¥EEon
systems within the 10 workflow engine 194. Access to the supply chain
manageneitd npeRPel 480y Pilindlilonkn Irmafsicem ket nenucho adhgne vmP lor e
service providers SPl1, SP2, SP3i supply chain participants or

i nt er redih@dires 296, pthprefeeablntaliadciioy wiigdha theconwipmiatdheris: net wor k
174, such as web-based portal access point, which has varying degrees of
access mrandadeeges meviaillealllsd. In a preferred enbodi nent, the internediary
196 is representative of the single point of contact to the subscriber in

obt aisni ng VPNr=erstipme.y Aleimatddedling aeeass R2G umyrnbe dractdripdiireest |y by
t el ephone and/ or fax comruni cati on.
one or more software applications wuseful in assisting in
the development of desired modeling activities. Each
modeling tool may take the form of a graphical (front-end)
application that facilitates the mapping of one or more
10 enterprise network requirements onto NPPs and service
providers in such a way as to model a VPN supply chain
solution. A likely end result or solution is a mix of
distribution and transit service providers able to meet
necessary geographic location, quality-of-service and other
15 subscriber requirements.
Preferably, the supply chain modeling tools platform
182 also comprises modules used by the network
transformation programs unit 184, to accomplish its tasks.
These modules include, for example, a supplier
20 qualification module, which 1s used to determine service

provider feasibility to form part of a supply chain

solution, and a supplier contract agreement module, which
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The unified data nodel 178 is a logically-structured and well-defined
integrated data storage for receiving and 88 WD 03/055153 PCT/ |1 B02/ 05776
i nt egr at iw@ oalos5165 t he disparate information involved i n PETABERNISNTY,
designing, inplenmenting and assuring a desired VPN supply chain
infrastructure. For exanple, the nodel 178 is equipped to process and 5
integrate, in any desired business usable format, data or infornmation
pertaining to network requirenents, contracts ol Og\ébl f NPPs and
|

.. SLAs, to
suppl i erSCidufetesnerotfesign PESBBFBEY L bot PPHY siPdal TARE | BFFEAFF, quality
of service schenmes, QoS classification and re-marking rules, service 10
provi derXEapasid iinj 65 prepeBeBFprERARdI 3%l ementing/ i npl e- nented supply
chain solutions (i.e. topology, QoS rules, routing rules, inplementation
rul es, etc.) Predefrebimncethepentdehbnge ae@isUrtamsnt ofperther men®®lanal ysi s,
inventory, equipnent status, trading preferences, and the like. 15 To
sumar i zéaitthemadie fired tdabasmydelt £o28& | 382 onkeguresdorfrerd pwbles$hrg and
mani pul ating data fromall of the different activities, prograns or
har dyar & scarpreRest $0fa tbeustppl vieshann tretlwordosint o fhectsiodmdlionbusi ness
operational information. The nodel 178 is integrated in 20 that it is able
to transfay; gat acbrom gne; pryHdad  application that assists a
designer in mapping network requirements to a potential
supply chain. As such, it may be viewed as an editor.
The solution design tool is also in communication with
10 the unified data model 178, which contains both the
subscriber network requirements and a normalized form of
the potential service provider network, as well as service
offerinas of each service provider in the form of a product
cataleg. The product catalog of service provider
15 capabilities include network service offering, such as
geographic reach, QoS schemas, etc., and other network
details, such as location of ©points of presence.
Additionally, the unified data model 178 contains
substantially all information relating to NPPs that may be
20 used to form a supply chain in combination with the various
service providers.

As such, the solution design tool is usable to map an

enterprise’s network requirements onto a potential supply
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anot her, hel ping users to coordinate tasks and nerge information created
with different software tools, for exanple. Additionally, the integrated
f eat ures wD oBhss1589 WO 03/ 055153 PCT/ 1 B02/ 05776 unified eeraBogeic 178
provi des users with a single source and repository of all information
pertinent to the supply chain, and otherwi se interacting with the supply
chain managenent nodule 180. 5 The supply chain nodeling tools platform
182 conprises one or nore software applications useful in assisting in

t he devehgpRenthdf desioreerabasl i hbsEeRuhiqres antachranfodel FREVEESI may
take the formof a graphical (front-end) application that facilitates the
mappi ngpobvedersr rordk NOPent er piese rdtenosklveyen r desaos dmal NPPs and
service providers in such a way as to nodel a VPN supply chain solution.
A |i kel ysehder esuardousolletedn s gramnxletitgi stithbuespacantdot taesit
service providers able to neet necessary geographic |ocation,

qual i tyaekeservsee asdighhess dbogtdisaisdelled.equi renents. Preferably, the
supply chain nodeling tools platform 182 also conprises nodul es used by

the petwork theansfiafdml | ORaRs AGFRIB: M brd§famt 0 183aCodFp Skt SotFasks.
These nodul es i nclude, for exanple, a supplier
the supply chain management module 180 primarily support
the activities of a subscriber or intermediary 196 during
the complete 1life-cycle of a managed service-level-
agreement-based VPN service. The network transformation
10 programs 184 comprises an assess program 186, a design
program 188, an implement program 190 and an assure program
192.
Very briefly, the assess program 186 functions tc
provide an initial assessment of an enterprise network
15 requirements to determine, for instance, key costs,
assoclated benefits, and suitable approach. The design
program 188 functions to provide an overall target solution
design and a detailed solution design for the transformed
enterprise network, including identifying a potential VPN
20 supply chain. The implement program 190 functions to
provide a workflow-assisted approach to establishing the
components of the desired network infrastructure supply

chain. Finally, the assure program 192 functions to
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20 qualification nodule, which is used to determ ne service provider
feasibility to formpart of a supply chain solution, and a supplier

cont ract wgroeessan: nodul e, which 90 WO 03/055153 PCT/ | BORPC@BBI2%05776
facilitates contract preparation. Both of these nodules are used in the
design prograns 188. Preferably, the nodeling activities of the supply
chain nodeling tools platform 182 are perforned with the 5 assistance of a
solution design tool (SDT). The solution _design tqol is a, graphi.cal

appl | Catisy HHat LRSS STR® & SURRHYGNER 1R Hibi NGEHACRST k2RSqATaiem s o a
potential supply chain. As such, it may be viewed as an editor. The

sol ut | orPXRSBIGRT St ogtat sMaysdorR cHRANTPCRENSS i hthaoderé rafi Fmelr dat a

nmodel 178, which contains both the subscriber network requirenents and a
nor mal i Zed-engk m ofetwork potsenvige, serveEEoPrRYVI de¥ nedewrkiedas wald  as
service offerings of each service provider in the formof a product
cat al og.coffterguteduct catal og of service provider 15 capabilities include
network service offering, such as geographic reach, QS schemas, etc., and
ot hes networln detcid s, guehiasdl ocatsonsoiopoi nbs of tpreesenetwork
Addi tionally, the unified data nodel 178 contains substantially al
i nf or matd o SRIraaitAent Co NePSarkdat 88wl be had with reference to

Figures 12 through 15.

In a preferred embodiment, as shown in Fig. 12, the

assess program or module 186 involves ©profiling an

10 enterprise customer (S50). Generally, profiling involves
establishing a customer’s requirements for a virtual
private network 172.

The requirements are analyzed employing reference
cases/studies (852), in order to identify reference case(s)

15 that matches the profile of the enterprise client 198.
Alternatively and optionally, the reguirements may be
analyzed, such as against any desired capabilities database
using the criteria set out therein.

The results of the profiling exercise is analyzed by

20 the assess module 186 in order toc map results to existing

reference studies to output a detailed cost/benefit or

other financial modeling analysis (S54). The cost/benefit

analysis preferably reflects an evaluation of the size of
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20 used to forma supply chain in conbination with the various service
providers. As such, the solution design tool is usable to map an

ent er pri swO3Mst19br k requirements onto a potential supply PCIABMDSOBY 055153
PCT/ 1 B02/ 05776 chain that incorporates distribution and transit service
provi ders, and NPPs. Al so, the solution design tool is wusable at various

| evel s of granularity with respect to the assess 186. design 188 program
modul es. 5 The network transformation prograns 184 conponent of the supply
chai n nih&getrifiti¢mHdaPROIBENBEY madi | {eEuHpoEt TS Nace? vilfiveS tHeNg
subscriber or internediary 196 during the conplete |ife-cycle of a managed
ser vi ceangveélotadgrememE beisesl /PN ser TheeasThes nep@BiR fEafsPePH&t i on 10
prograns 184 conprises an assess program 186, a design program 188, an

i mpl enentf ptiogram d®0pandeaniagsursdnoeogrizen otdputvedy desiteblepefilfe assess
program 196 functions to provide an initial assessnent of an enterprise
net wor k ank yisegui ¥ €mespentientiebear nine, vhbuei nst ancelikey’ soskegviassoci at ed
benefits, and suitable approach. The design program 188 functions to

pr ov de rarnavemat st ahgehssehptions, design mnd vardet ai | ed sol ution design

for the transformed
The full output results of the assess module 186 is
preferably provided to the client 198 for review for
desirability. If the client 198 decides against proceeding,
the design module 188 is not activated.

10 On the other hand, if the assess module 186 output
results (1.e. financial analysis) is found to be
acceptable, the design module 188 (Fig. 13) is activated
and populated with the correctly formatted and profiled
data that describes the requirements of the

15 desired/requested service configuration. For example, the
formatted/profiled data may include particulars on site
list, site type, site topology, a description of
application traffic, assumptions, applications, required
performance targets (i.e. delay, availability, etc.), and

20 higher level requirements that may dinfluence solution
modeling, such\ as plans for mergers and acqulsitions,
voice/date convergence, planned projects, etc.

Additionally, the above requirements may be further
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enterprise network, including identifying a potential VPN 20 supply chain.
The i npl ement program 190 functions to provide a workfl ow assi sted
approach wo oassabd i shing the conponents of the desired n@CERIBKR/05776
infrastructure supply chain. Finally, the assure program 192 functions to
92 WO 03/055153 PCT/1B02/ 05776 provide that the supply chain VPN services
and service providers that nmay form subconponents of the desired end-
to-end network service, perforns as designed and contracted. 5 A no

re
det ai | e@UAMSEEEST orPHf (RECFEENGPR  th t i BRSPROYF amE T 185 Ray be had
with reference to Figures 12 through 15. In a preferred enbodi nent, as
shown i #imegingg, tReMPatEBEEe prighramat ofoduPBI186°F WY 0ldRs FEGET i ng an
10 enterprise custoner (S50). Generally, profiling involves establishing a
cust onerfisanedailr ereraislemat ipngi r taral thpe | Yake. netAlor ko 7phe TReove
requi renents are anal yzed enploying reference cases/studies (S52), in
order tdnifdenbitfipnr, ef &r enbe chsefspf IFediiatemeattchesatrde ppedeirk®lyf t he
enterprise client 198. Alternatively and optionally, the requirenments my
be analsyzedd suchhas uagdiBat dany feséy et’gapabilities database

Referring now to Fig. 13, an important objective of
the design module 188 is to formulate an overall target
solution for the desired or requested network
configuration. Like the assess module 186, the design

10 module 188 may require several iterative processing of
data, in order to achieve an optimal target solution.
Several iterations may be required due to, for example,
evolving requirements of the client 198 and/or service
providers SP;, SPy, SP3, optimization of the potential

15 supply chain network, etc.

Once the design module 188 is populated, one or more
initial supply chain-oriented target solution models are
developed, preferably in alignment to the client’s needs
(s60). The overall target solution determines the network

20 configuration of the suppliers to form a supply chain

solution that permits the requirements of the subscriber to

be met.
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using the criteria set out therein. The results of the profiling exercise
is analyzed by 20 the assess nodule 186 in order to map results to

exi sting woeBesante studies to output a detail ed cost/beneCirtiBaros7mt her
financial nodeling analysis (S54). The cost/benefit analysis preferably
reflects an evaluation of the size of 93 WO 03/055153 PCT/|1B02/ 05776 the
service opportunity in terms of return on investment and total cost of

owner shi p. The assess nD [ ap%H% iterative proc , si nce the
out put t ed cogﬁ%beﬁﬁ$??lp%.aPV§P§% pB%%eﬁFséﬁntH%xvgfhe?gg M ent's
service requi renents and assunptions, which may vary. The full output
results?ﬁet+@ﬂ%%%%s§aﬁﬁﬂﬁlé9ﬂ¥§HQ? T Rﬂﬂ%?rﬁ%&@%ﬁﬁFQ% fR8 @M ent 198
for review for desirability. If the client 198 deci des agai nst proceedi ng,
t he desiayeirddul ENL8gupPBLIOEDAER| FaPedogIowhrht Hargehers iH@Tdoisfitehe assess
nodul e 186 output results (i.e. financial analysis) is found to be
accept abtanadié vdéyi gnmatddlces188afi g. ad)ciateadt i vwmdiceand lpopd at ed
with the correctly formatted and profiled data that describes the
r equisr enyeeneintishe 1Bhdeslesédhr eguediced 88ervé ceapal &€ gufatdreat ikRar
exanple, the formatted/ profiled data may include particulars on site
an ideal topology of peering points, transit gateways,
distribution gateways, for example, without identifying
suppliers. The design module 188 is also capable of
calculating indicative estimations of end-to-end network
10 performance (i.e. delay and availability) for comparison
against client-indicated performance target(s). If targets
are not provided by the client 198, the module 188 is
capable of establishing performance targets, which will
form part of the end-to-end VPN solution.
15 As part of the target solution development processing,
a supplier qualification module 1s preferably employed
(S62), to provide an outline of potential network supplier
feasibility and, wherever possible, indicative pricing for
potential suppliers of the target solution design.
20 Detailed solution modeling (S64) develops the initial
target solution(s), stored in the unified data model 178,

into a detailed VPN supply chain solution, iterating the

detailed solution network design in response to the
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list, site type, site topology, a description of application traffic,
assunptions, applications, required performance targets (i.e. delay,

avai | abi IwWOw3/08%163 ), and 20 hi gher |evel requirenents thaPCrapodsiteuence
solution nodeling, such as plans for nergers and acquisitions, voice/date
convergence, planned projects, etc. Additionally, the above requirenents
may be further 94 WO 03/055153 PCT/1B02/ 05776 augnented by information
regardi ng business drivers, tinelines, conpetitive informatio and costs
and ot heélUPHL It SRSl deicaSiSon$ond tHHPRIEE. SRS Thd e
information, in the formof requirenents, are preferably 5 stored in the
uni fi ed thattdheodetiviig, ReferiitRyasw tvo-H PotERtiad iSHRRH&FE dSTecti ve of
the design nodule 188 is to fornmulate an overall target solution for the
desi r ed iordireigueslt el etesiniey kof comé i detatlen. VENkeolhelassdesigpdioe 186,
the design 10 nodul e 188 may require several iterative processing of data,
i n or dercdrf iaghizene datadpt emalippat get ssohpplpnoffSevar.al iterati ons may be
required due to, for exanple, evolving requirenents of the client 198

and/ @r service dHOVAsIS SRhe SRBHpISRY: @fitddtizat izt i6fi thenpdiognat i al 15

supply chain network, etc.

participant services that liaison directly with suppliers.
In another aspect, the supplier selection activity employs
push/pull technology for rapid response. In yet another
aspect, an electronic Request For Quote (RFQ) is generated
10 and transmitted to selected service providers identified at
the supplier qualification stage. The guotation 1is
formulated and outputted in the form of a RFQ, the supplier

response that 1s reviewed by the requester.
As each new VPN solution design iteration is
15 achieved by the design‘ module 188, more complete and
detailed site connectivity matrices are produced along with
the full end-to-end and sub-component service level

agreement requirements.

Once a complete supply chain network solution is
20 achieved with confirmed suppliers, a supplier contract
agreement module preferably supports the creation of a

committed and contracted VPN supply chain configuration

and/or services (S68) including end-to-end and sub-
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Once the design nodule 188 is popul ated, one or nore initial supply

chai n-ori ent

ed target solution nodels are devel oped, preferably in

al i gnmentwom3bkasxlient's needs (S60). The overal |l targePCTAB (5016
determ nes the network 20 configuration of the suppliers to forma supply
ion that permts the requirenents of the subscriber to be net.

chain sol ut

95 WD 03/055153 PCT/ 1 B02/ 05776 The princi pa

2t o-dt t 8%6nn

out puts of the design nodul e

%t %A% ﬁatrlces

188 fromthe initial target sol.ution devetopnent pr cesstng ar over al

VPN supﬁiypgﬁg ﬁ t%%BVbﬁ

and assogi.at

of creafigh

v&??? aPgEr=grt

service | evel .greenents The, design npdul e 188 i s capabl e

aﬁ |88§FtPoﬁaﬂog 1qfeePfly PBFHESS tTRRT t AGaCENEDS,

di stribution gateways, for exanple, without identifying suppliers. The

desi gn FSAULEST8BLEs al so capabl e of

end-to-end network 10 performance (i.e. delay and availability) for

conpar i son

dgailss timglordant rdi cated theitf asresce andr gets(ign. mpHulasget s

calculating indicative estinations of

are

not provided by the client 198, the nodule 188 is capable of establishing

perf ér maBde t aBget salwhoehhwiddsidnedm parthafhdibe angpleax esdlVBNosol uti on.

15 As part of the target sol ution devel opment processing,
requirements, are configurable to accommodate various

client 198 and/or commercial strategies. For instance, the

assess and design modules 186, 188 may be modified to

disclose pricing information at different points in the

10 iterative process, 1n the event price i1is an important

concern. The assess and design modules 186, 188 are also

configurable to add, delete or bypass one or more

processing functionalities, depending on the _ircumstances.

Once individual VPN supply chain contracts, outputted

15 by the design module 188, are agreed upon, the supply chain

management module 180 awaits initiation of the implement

module 190 (Fig. 14) in the form of client 198

authorization, via the purchasing participant, to generate

service orders for fulfillment of the detailed network

20 solution (S70).

Referring now to Fig. 14, there is shown a block

diagram of one embodiment of the implement module 190. A

beginning point is, on contract agreement, initiation of an
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a supplier qualification nodule is preferably enployed (S62), to provide
an outline of potential network supplier feasibility and, wherever

possi bl e,wpDndiogss3 ve pricing for potential suppliers of rhe/IBevygels
solution design. 20 Detailed solution nodeling (S64) develops the initial
target solution(s), stored in the unified data nodel 178, into a detailed
VPN supply chain solution, iterating the detailed solution network design

in respons to t he. 96 03/ 0551 CT/ 1 B02/ 05776 sel ection
cycles ( Shpoptd ]efl]s]vg'i‘ee%t i%he rs\é%lgr*%er‘fjézetsnerea%ﬂ]ﬂﬁcf !%ﬁ)ét i it%F act s

W th potentlal ggllers for _individual elenents of the detail ed VPN

sol uti orPe8PER VOrkcBRAPFfY ad@TdéRs stbseepreeens Sfppie o3adridg. 5 In
one aspect, the supplier selection activity enploys participant services
that |i&%bn VAN e8eTViG8 t Boidpiarer sis | skarstussitlaspeenerehedsuppdi er
selection activity enploys push/pull technology for rapid response. In yet

anot her tzmpacittesh electheorii,c Requestpadd veuoter (R pirovgdresated 10 and
transmtted to selected service providers identified at the supplier

qual i5f i catpin estsage. THesiqles adn othsi prefferanl gt edcamglaghpdt ted the t he form
of a RFQ the supplier response that is reviewed by the requester. As each
new VPN c&id it it ede Singl girb@iahi @latkSorm 199.
Alternatively and optionally, transmission between the
supply chain management module 180 and participating
service providers may take the form of either telephone,
10 facsimile, electronic mail or direct communication.
Preferably, each work order includes detailed information
that allows suppliers to <correctly configure gateway
devices and other equipment. The suppliers provide the sub-
component VPN services and a responsible entity configures
15 each necessary peering point NPP.
This straightforward but very structured heuristics of
the implement module 190 obviates the need for integration
between the service providers/suppliers and their
respective business and technology systems. In addition,
20 this same set of heuristics is used for each subsequent
network component addition, move or change, essentially
ensuring that all provisioning cycles are accurately driven

from the same design requirements.
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15 achi eved by the design nodule 188, nore conplete and detailed site
connectivity matrices are produced along with the full end-to-end and

sub- conpowers/0sasyi ce | evel agreenent requirenents. OncePaTaBopisetee supply
chain network solution is 20 achieved with confirnmed suppliers, a supplier
contract agreenent nodul e preferably supports the creation of a comitted
and contracted VPN supply chain configuration and/or services (S68)

i ncludi ng end-to-end and sub- 97 WO 03/ 055153 PCT/ | B02/ 05776 onponent
servi ce | evellh&gr &P Lt AR o SHECOMEORERL Sa 244 | ﬁ?t§dén&pF59§ﬁ8 service
and service |evel agreenment requirenents. It is inportant to nqote that
assess and-desegd nvearcbabibitge, tasBing t HORIEHdSgnéd it o PREMAFE conpl ex
solution requirenents, are configurable to accommodate various  client 198
and/ or domeer ctle stlrimrdgi 898, Farungistsdmee, PekbiciRadss HFFPEESLYR nodul es
186, 188 may be nodified to disclose pricing information at different
poi Nt s isertvieel @ricvécatisye eprotesse iimftheecdverft sprivéeei ordari mesitt ant
concern. The assess and design nodul es 186, 188 are also configurable to
add, s delrets@ 1@ bypasheoner0rl amire t ypraoce ssinfy duancti araldonitesctdefendi ng on

t he circunstances.
the end-to-end VPN service solution.

At this juncture, participant billing and settlement
systems may be instigated for the end-to-end managed VPN
service, either on a site-by-site or completion-of-stages

10 Dbasis. Generally, if the test results outputted by the
implement module 190 are acceptable, a service acceptance
module is initiated (872). If the outputted test results
are not acceptable, modifications are made, as necessary,
to facilitate implementation of a VPN solution in

15 compliance with the service level agreement.

The service acceptance module provides a second series
of certified tests coordinated with all the parties. Upon
completion of the service acceptance module processing, the
parties are informed of the availability and initial

20 conformance to contract of the end-to-end managed VPN

service and its subcomponent parts. At this stage, the

network service is delivered to the client 198, via a
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Once individual VPN supply chain contracts, outputted 15 by the design
nodul e 188, are agreed upon, the supply chain managenent nodule 180 awaits
i nitiati owoeB/oshies i npl ement nodule 190 (Fig. 14) in the frormBafosctd ent 198

aut horization, via the purchasing participant, to generate
for fulfillment of the detailed network 20 solution (S70).

ser
Ref

vice orders
erring now

to Fig. 14, there is shown a block diagram of one enbodi nent of the

t
ﬁ?ﬂlﬁ}fq ment the

i mpl ene dul.e 190. A. heginnin oint is, .,on.contract agr
Lot iR e OB ARG G REE 5 A AT TR (74 r GBR f oFt
VPN services required (S70), .

sub- corrp%%%ﬁm%gna%}

One or nore work orders, for each
erdiSo-9ahfRf VPN service solution, is subsequently

generated and transmtted, in part, to reg{gective service providers or 5

suppl i ers. TrHSHSSI DN N pEef eF s y 1@eco

£F8hekf bypliw@  di kPt ed

integration platform 199. Alternatively and optionally, transm ssion
bet ween ¥¥rROrayppfycaRaiarhrslisgerteitf nBuul @s980e anddpaet ildpatfi the servi ce

provi ders may take the formof either tel ephone, 10 facsiml

€,

el ectronic

mai | Sor mpFeswtt cdmmemitdatn.on. APRr efmpatiant eacpewdr kodr dehei ned sides
detailed information that allows suppliers to correctly configure gateway

10

15

20

module 192 is proactive monitoring of service performance
of the supply chain VPN services on a continual basis
(S80). As with service monitoring, the assure module 192
enables incident management activities to be performed at a
desired level of granularity (S82), such as on a per client
VPN basis, per site basis, per class-of-service basis, etc.
Accordingly, the assure module 192 provides appropriate

incident management activity or alerts whenever a problem
occurs with either end-to-end or individual subcomponent
services. Moreover, the module 192 provides real-time
reporting of service monitoring and incident management
activity to participants.

Another important aspect of the assure module 192 is
its capability of generating a variety of statistical
performance information on substantially all aspects of the
supply chain virtual private network. This statistical
information may be stored for later analysis and use. It

is also valuable for trend analysis, and provides reporting
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devi ces and ot her equi pnent. The suppliers provide the sub- conmponent VPN
services and a responsible entity configures 15 each necessary peering

poi nt NPR¥OTDhi0S5183 r ai ght f orward but very structured heuri CraBowfs77é he

i npl ement nodul e 190 obvi ates the need for integration between the service
provi ders/suppliers and their respective business and technol ogy systens.
In addition, 20 this sane set of heuristics is used for each subsequent
networ k conponent addition, nove or change, essentjally ensuan% t hat al
provi si &8 ngeéyerds Bperieurcdt ey @PTVERS: f roifi YU amePREsPgAate

requi renents. 99 WO 03/055153 PCT/ 1 B02/ 05776 The VPN sol ution
subconpaeears sar e ResfioamanicreIsiiditigténd- revebhd paadliabrl itoy presideg,
whereafter all parties (i.e. the client 198, purchasing participant,
respect ikey senfbcmaplioni defsy etmmppcite i npbanedtnef sErwiceegvdee test 5
results and the availability and conformance to contract of the end-to-end
VPN ser pireerisielridt.i oree vilorhainge] wiekuse i cpakbiyCbpanisell dermigddad1det t | enent
systens may be instigated for the end-to-end nanaged VPN service, either

on assi t@r byesit@ @hdC i LlH1GN- p-shapes-dO0thasidesi@@nenadhye iBst he test
results outputted by the inplenent nodule 190 are acceptable, a service
accept acg any given supply chain solution.
Performance statistics may also be analyzed so that
end-to-end and sub-component service performance is tested
for conformance to contracted agreements, so that billing
10 and settlement processes can correctly take place in the
supply chain according to contract(s). Trouble tickets may
be generated as appropriate.
Access to sufficiently detailed information at the
right moment 1s key to successful management of the
15 reguirements planning system, because extensive information
regarding the VPN and VPN services 1is critical to the
ability to deliver continuing reliable service over time.
In this section, we describe the service monitoring

framework 200 as exemplified in Fig. 16.

20 The VPN requirements planning system of the present
invention <collects, stores, manipulates, analyzes and
displays high-quality, high-granularity performance

information from its own systems. Information is collected
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nodule is initiated (S72) If the outputted test results are not
acceptabl e, nodifications are nade, as necessary, to facilitate

i mpl enentwoiodnszaf3 a VPN solution in 15 conpliance with tireTaBOMISCS | evel
agreenent. The service acceptance nodul e provi des a second series of
certified tests coordinated with all the parties. Upon conpletion of the
servi ce acceptance nodul e processing, the parties are infornmed of the
availability and initial 20 conformance to contract of the end-to-end
nmanaged FYPRTi8Er iecadld nesweubcorpEheat Jar tRthet {HPIrsinfgedatfe
network service is delivered to the client 198, via a 100 WO 03/055153
PCT/ | BO2h@Bs776aypurlehasiengopaetedi panth whidradupotepiida ng simeh seesl enent
systens may be instigated. Referring nowto Fig. 15, there is shown a bl ock
di agr amcohtaneteabodi mentidk,t he passurceépantdul e pt@Zoafnahhe 5Sdprésgnt
invention. An inportant aspect of the assure nodule 192 is proactive

moni t or ipRgcokemenyi, cEupenfionanncendobsthieanuppl yethakh WPB srdvihes on a
continual basis (S80). As with service nonitoring, the assure nodule 192
enabkes ji;nei dent managenent activities to be perfornmed at a 10 desired

| evel of granularity (S82), such as on a per client VPN basis, per site

basi's, per ClIﬂssédH;'L'tsﬁan,i C@hgan?leauiféﬁents planning system of the

present invention provides real-time and historical VPN

service reporting to help service providers/participants:

(1) show that service 1is currently Dbeing delivered as

10 promised; (2) effect prompt fault resolution; (3) show that

service was delivered as promised; and (4) and to optimize

their service delivery infrastructure. More specifically,

the real-time system provides reporting information dealing

with points (1) and (2) above, and the historical system

15 provides reporting information addressing points (3) and
(4).

Referring now to Fig. 16, VPN service performance

data, such as data relating to service reachability 202,

delay and Jjitter 204, packet loss and throughput 206 is

20 collected at each peering point or NPP 2. Prior to the

captured data being preferably transmitted to a central

location, some pre-processing, as at 208, is performed at
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Accordi ngly, the assure nodul e 192 provi des appropriate incident
managenent activity or alerts whenever a problem occurs with either

end-t o- ermO®mB/057183 vi dual subconponent 15 services. MoreovecCT/iBmsndul e 192
provides real-tine reporting of service nonitoring and incident managenent
activity to participants. Another inportant aspect of the assure nodul e 192
is its capability of generating a variety of statistical 20 performance
information on substantially all aspects of the supply chain virtual

privat e ther wOPR.  Thi sminbni st i cdldearesr natPoaIemyae stuRnsdifserionat er
analysis and use. It is also valuable for trend anal ysis, and provides
reporti mendkdBtWOregLosets8tBCT/ | BO2/ 05776 on defined nmetrics of a
service, including appropriate reports. Perfornmance statistics may be

anal yzed to mprowdde keyedfog mat reachebitipaci tytpl anis nguéed sewvi ce
provi ders. Performance statistics may be used periodically 5 to verify and

possi bl y-ong-ioft,i MizRieRed@desnign mrdule rB@sthabeany igi VemeSURRIgp1Ghai n
solution. Performance statistics may al so be anal yzed so that end-to-end

and sub-GQRRONEMSRIVI S8LREFE BE FRAGE Frs ot @gled: -{ QL - SONLAEMRNGS O
contracted agreenents, so that billing 10 and settl enent processes can

correctgf AL ke Sy agdy | BtR8 ce. This data, which may be derived

from active testing techniques, establishes that an end-to-

end forwarding path exists and that routing information is

correctly propagated across the supply chain service.

10 Delay and jitter data, which may also be derived by active

testing techniques, is used to determine a service

provider’s forwarding path delay and Jjitter

characteristics, preferably in real time or substantially

real time. And throughput data, generally derived using

15 passive testing techniques, is used to determine the amount

of subscriber traffic on a site-to-site and/or per class-

of-service and/or application and/or traffic-type basis as

observed at ingress to and egress from service provider

equipment. This data 1is used to determine whether more

20 traffic than anticipated by a SLA is traversing the path
relating to that SLA.

At the central site, service performance data (i.e.

reachability, delay, Jjitter, etc.) <collected from the
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supply chain according to contract(s). Trouble tickets may be generated as
appropriate. Access to sufficiently detailed information at the right
nonent i swWReg/osaassuccessful managenment of the 15 requir ememtiBoyisaTeni ng
system because extensive information regarding the VPN and VPN services is
critical to the ability to deliver continuing reliable service over tine.
In this section, we describe the service nonitoring franmework 200 as
exenplified in Fig. 16. 20 The VPN requirenments planning system of the
present SSHYWER | BRS8ELPRCIALVISISH ey i thaRI putcat é¥PsandhyZdee asdrrdivspl ays

hi gh-quality, high-granularity performance information fromits own

syst ens Chigdfror hait poacessed) | est eat 202, WanA3/s085ES3 RCTERB02ANIFA 76!
relating to each network service and other inportant data that nay be
associ atded amntduletlhdt7 & erasdye, fosuatseady dort naclualimdetoal [he s tparitdadi pant
performance during procurenent, fulfillnment and assurance, network use and

the 5 linkardatiatdi tdratesishagr egyistement 21pl, anrilag systmemoemaition present
invention provides real-time and historical VPN service reporting to help

service Jnawucdess/ pabhi CoHPREE Sisydtbnsshowet hatusgr vige ke Cuil=8rtl,y being
delivered as
implement and assure modules 188, 190, 192, respectively,
is also accessible through the data model 178 to the real-
time or historical processing systems 212, 214. In other
words, the total collected data relating tc VPN pe:iformance
10 is distributed to both real-time and historical processing
systems 212, 214 as appropriate. In addition, both systems
212, 214 interface with each other.
The real-time processing system 212 is wultimately
responsible for providing the desired reporting information
15 216 in substantially real time. This includes contractual
and service performance information 218 and root cause
analysis information 220 that are wused to accurately
identify each participant’s fault. The reporting
information 216 may also include status and/or detailed
20 information from the trouble ticketing and alarm systems
224, 222.
This information 216, as well as real-time service

delivery information, is available electronically as
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10 prom sed; (2) effect pronpt fault resolution; (3) show that service was
delivered as prom sed; and (4) and to optimze their service delivery

i nfrastruwwOuwsessikbre specifically, the real-tine system pcouBees7Teeporti ng
information dealing wth points (1) and (2) above, and the historical
system 15 provides reporting information addressing points (3) and (4).
Referring nowto Fig. 16, VPN service performance data, such as data
relating to service reachability 202, delay and jitter 204 pack%t | oss
and t hr 66§RpBEE 268Chs 220 Vil |aec1t°§ailatore§@ﬁuﬁ€eﬁlﬁba o FEVEF XNPBUSE prior to
the captured data being preferably transmtted to a central [Iocation,
some pr@sprovessehgranstat 208hliernpdrivedived ard 108tWene3lvss5155e
PCT/ 1 B02/ 05776 the NPP to minimze w de-area storage and transm ssion
bandwi dtinfregaitienentsy Breadivypidpbaki nip) ﬁ@@mhabhﬁ?@y d=fE i sopged to
confirm independently of circunstances in the supply 5 chain, whether
subscri penltrahbi csemyiteavaedevehe erdpaetiSIA- based BEPNusedvi céorThi s
data, which nay be derived fromactive testing techniques, establishes

t hat san cgadptie, ens fenwakaiengrpat h aexsstsi@ad Hasat beowt iingtianfledyati on is

correctly propagated across the supply chain service.
configured and is performing to specification. It may also
be used to provide ongoing visibility that a VPN service is
established and performing correctly. '
Once real-time reporting information 216 is stored in
10 the unified data model 178, it is ready for further
processing by the historical processing system 214. As
previously indicated, historical processing is performed on
data captured Dby the NPPs 2 (i.e. VPN performance
information), by other systems 216 (i.e. design, implement,
15 assure modules 188, 190, 192), as well as from the real-
time processing system 212. The historical processing
system 214 is ultimately responsible for reporting
historical information 236, electronically or otherwise, as
desired.
20 Historical data may be manipulated or processed to
provide information useful to participants) in optimizing
their service delivery infrastructure, for example, Dby

focusing on service trend analysis 226, capacity planning
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10 Delay and jitter data, which nmay al so be derived by active testing
techniques, is used to determne a service provider's forwardi ng path
del ay andwpioBieyis3 characteristics, preferably in real tinmeconBeuissteanti ally
real time. And throughput data, generally derived using 15 passive testing
techni ques, is used to determ ne the amount of subscriber traffic on a
site-to-site and/or per class- of-service and/or application and/or
traffic-type basis as observed at ingress to and egress from service

provi deZ8quipharitsk Biiast weitsa 430 usEldbnd widthe rivi frematdidierradstd n®0 traffic
than anticipated by a SLAis traversing the path relating to that SLA At
t he centtcal feiiled sard/i sacpestbuhmmbel datny (PLfe.serwiagrhabil iay pedel ay,
jitter, etc.) collected fromthe 104 WO 03/055153 PCT/I1B02/ 05776 service
cr eat i opadenicdigsmni, t hipe rt-eniPBsti nbklbé ssuppl y enclvdien iksiljiagessed, as at
210, and stored in the unified data nodel 178 ready for use by the

real -ti n2taldnesttor izal, | pfiothBti 0depROEESSENY St eNB3£212nald be
Information 5 collected fromother systenms 216, such as the design,

i npl ener ARG RS WL JEiEs, 188 4Q0mplO2;sr espechhb¥eby, uskFudl £
accessi bl e through the data nodel 178 to the real- time or historical

processhpASYSEmS vekZsettdce! InQhPEAce market.

Data privacy is important to the requirements planning
system of the present invention, and is made available in a
restricted manner with varying degrees of access levels, as

10 desired.
The many features and advantages of the present
invention are apparent from the detailed specification.
The above description is intended by the appended claims to
cover all such features and advantages of the invention,
15 and all suitable modifications and equivalents fall within
the spirit and scope of the invention. For completeness,
the above description and drawings are only illustrative of
preferred embodiments and is not intended to limit the
invention to the exact construction and operation herein

20 illustrated and described.
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words, the total collected data relating to VPN performance 10 is
distributed to both real-tinme and historical processing systens 212, 214
as appropwoaB®ssibn addition, both systens 212, 214 i nt er fPaxdaBod/ish7éeach
other. The real-time processing system?212 is ultimately responsible for
providing the desired reporting information 15 216 in substantially real
time. This includes contractual and service perfornmance information 218 and
root cause analysis information 220 that are used to accurately identify
each participant's fault. The reporting information 216 may al so i ncl ude
status and/or detailed 20 information fromthe trouble ticketing and al arm
systems 224, 222. This informati cal28%S as well as real-tinme service
delivery information, is available electronically as 105 WO 03/ 055153

PCT/ | BO¥hes716 cdesmeddissuch as via a local or secure gl obal network, such
as an extranet. Alternatively and optionally, the information my be
avai |l abl e i nlhard2andiegwaedf t dopyce REal-t pmevidingce sdenideedy zeeporti ng
may be used, for 5 exanple, to validate that a service has been install ed,
conf 5 guiedeandnnecpertayning at ecspediitatabhennekivory 8ksd nbewos®d to

provi de ongoing visibility that a VPN service is
device comprising:

(a) one or more routers for propagating data through
the network deterministically;

(b) one or more Ethernet switches for providing said

10 network device with connectivity to at least one
of a private or public network;

(c) one or more service creation devices for
providiﬁg sald network device with connectivity
to an incompatible network equipment; and

15 . (d) an operational system platform for providing

communication between software and hardware

components of said network device.
2. The network device according to claim 1, wherein

20 said network device employs multi-protocol label switching

technology.
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established and performng correctly. Once real-tinme reporting information
216 is stored in 10 the unified data nodel 178, it is ready for further
processi MyoOlg/osh183 hi st ori cal processing system 214. As pPETIIBWEI5Y76

i ndi cated, historical processing is perforned on data captured by the NPPs
2 (i.e. VPN performance information), by other systens 216 (i.e. design,

i npl ement, 15 assure nodul es 188, 190, 192), as well as fromthe real- tine

processi ng syste 12. The historical processin system 214 is yltimately
responsi bl e for ;ngéﬁr tf}worﬂﬁ s %‘Pi‘iﬁalacrpcrﬁ%jr%i%ﬁ ’?é%,lmelzectwtht?ﬁieég‘l ly or
otherwise, as desired. 20 H storical data may be mani pul ated or processed
to prodddd iMHorimRIGPaRef LAl puiErlipanE8ChRobpgy nP2ilRYS SRS servi ce
delivery infrastructure, for exanple, by focusing on service trend
anal ysi 1@ rkc ol ¢§ [Hloanedmrgun 18 aNOv O8N 055183 aRCTo ¥ BOR/sGErid ar228, and
ri sk analysis 230, along with information relating to failed and
successidtwdalk veepspbrsetecbrobngaeper- partici pant, per-contract basis to
enable billing and settlenent 232. Further derivative data 234 may be 5
procéssed as desired. One exanple is informati on useful to underpin a VPN
service insurance nmarket.

4, The network device according to claim 1, wherein

sald network device employs frame relay technology.

5. The network device according to claim 1, wherein
10 said network device employs asynchronous transfer mode

technology.

6. The network device according to claim 1, wherein
each network device 1s arranged in a mirrored, redundant

15 configuration.

7. The network device according to claim 1, wherein
a functionality of said one or more routers and said one or
more Ethernet switches mediates an incompatible network

20 transport technology with said network device.
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Data privacy is inmportant to the requirenents planning systemof the
present invention, and is made available in a restricted manner with
varyi ng dworoeessied access |levels, as 10 desired. The nanycrapeanses and
advant ages of the present invention are apparent fromthe detail ed
specification. The above description is intended by the appended clains to
cover all such features and advantages of the invention, 15 and all
suitabl e nodifications and equivalents fall] within_the spirjt apd scope of
the inventi of: FofP@oRBFEPEReSEYICEhERGTE el iPaTh and"BFERhgs are
only illustrative of preferred enbodinents and is not intended to limt
the in%enfrpatienghetexaef coisd r 1S oPrand@odBer EEIFBACRer 6FA2TDON
illustrated and described. 107 WD 03/ 055153 PCT/ | B02/ 05776 CLAIMS Wat is
cl ai neddegicgs medéeweskadedhncempatiptoviedongl snandakengeditly said

i nterconnectivity in a communi cati ons network, said network device

conpri shagwofRk)denecer nore routers for propagating data through the

network deterministically; (b) one or nore Ethernet switches for providing
sai &

9. The network device of claim 1, wherein a
functionality of said one or more service creation devices
mediates incompatible quality of service signaling with
said network device.

10
10. The network device of c¢laim 1, said network

device configured to provide duality of interconnections.
11. The network device of c¢laim 1, said network

15 device configured to implement Layer 3 routing across a

Layer 2 transit connection for failure detection.
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10 network device with connectivity to at |least one of a private or public
network; (c) one or nore service creation devices for providing said

net wor k OwW0i0s®5B3 h connectivity to an inconpatible netweCH/Beuisprent ; and
15 (d) an operational systemplatformfor providing comunication between
sof tware and hardware conponents of said network device. 2. The network
devi ce according to claiml1l, wherein 20 said network device enpl oys

mul ti-protocol |abel switching technology. 108 WO 03/055153 PCT/ | B02/ 05776
3. The network device according to claim2, wherein said nulti-protocol

| abel switching technol ogy allows said netwprk device to comunicate with
simlar or dﬂgsinﬁlaPetHgFﬁorQEY%%ﬁsbﬁ@@lﬁecﬁﬁol%gi%%ﬁt??LL PR 3t wor k
devi ce according to claim1, wherein said network device enploys frane
rel ay t 8ChHorsgy Sa5d TREVAEKWERKLdeVFeEPaEEHR®I ng to claim 1, wherein 10
sai d network device enpl oys asynchronous transfer node technology. 6. The
networ k devi d@)aceorekiig 6 crelitards Wher g@irppagating data through

5 the network;
(b) a pair of Ethernet switches for providing said
network device with VPN connectivity;
(c) a service creation device for directing at least
one of data forwarding, route propagation and
10 quality of service functions in said network
device; and
(d) operating instructions for providing
communication between software and hardware
components of said network device.
15
13. The network device according to claim 12, further

configured with multi-protocol label switching technology.

14. The network device according to claim 12, further

20 configured with frame relay technology.

15. The network device according to claim 12, further

configured with asynchronous transfer mode technology.
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each network device is arranged in a mrrored, redundant 15 configuration.

7. The network device according to claim1, wherein
sai d one WP (@OFASI outers and said one or

a functionality of
nor e Et hernet swCTahexosnmsdi at es

an inconpatible network 20 transport technology with said network device.
109 WD 03/ 055153 PCT/ 1 B02/ 05776 8. The network device according to claim
1, wherein a functionality of said one or nore service creation devices

medi ates an inconpatible signaling scheme with said
The network device of claiml, wherein a

service creation devices nediates inconpatible quality of service

signaling\Mt%§

net wor k devi ce.
functionality of said one or nore

5 9.

- san@ et R dégivdee 13radite Ret gk eV ce afchcl ai m 1,

said network device configured to provide duality of interconnections.

11. The aFaBRsae daviecaigiogkdi nredusdpat neembkuad:iduvi ce configured to
i npl ement Layer 3 routing across a Layer 2 transit connection for failure
detection. 110

5

10

15

20

17. The network device according to claim 12, wherein
a functionality of said pair of routers and said pair of
Ethernet switches mediate an incompatible network transport

technology through said network device.

18. The network device according to claim 12, wherein
a functionality of said service creation device mediates an

incompatible signaling scheme through said network device.

19. The network device of <claim 12, wherein a
functionality of said service creation device mediates
incompatible quality of service signaling through said

network device.

20. The network device of claim 12, said network

device configured to provide duality of interconnections

therein.
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WO 03/ 055153 PCT/ 1 B0O2/ 05776 12. A network device usable in a virtual
private network, said network device conprising: (a) a pair of routers for
pr opagat iwg@ odasass hrough 5 the network; (b) a pair of EtRernBe2/e&swic ches
for providing said network device with VPN connectivity; (c) a service
creation device for directing at | east one of data forwarding, route
propagation and 10 quality of service functions in said network device;
and (d) operating instructions for providing  conmunication between

sof tware and?far dk@fe nebfipbherleiste s&ifd Rethdr kldevissed 15etyorkne
network device according to claim12, further configured with

mul ti - peevdesl tabbigvyed clhionglmrkemrittogpayers. 3 Theuhén@oricrizag ce
according to claim12, further 20 configured with frame relay technol ogy.
15. Thelasework tdeviséé acvpedingnt bocl éamux dairddigron.configured with
asynchronous transfer node technol ogy. 111 WO 03/ 055153 PCT/ 1 B02/ 05776 16.
The network device according to claim 12, each

5 22. In an end-to-end architecture for delivery of
managed network sérvice, a network device serving as a
peering point of interconnection, said network device
comprising:

(a) a pair of routers for propagating data throucgh

10 the network;

(b) a pair of Ethernet switches for providing said
network device with connectivity;

(c) programmable instrumentation for performing
quality of service classification and re-marking

15 functions in said network device; and

(d) an operating system for enabling communication
between software and hardware components of said

network device.
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arranged in a mrrored, redundant configuration. 5 17. The network device
according to claim 12, wherein a functionality of said pair of routers and
sai d pai rwofo3/ofiber net switches nedi ate an i nconpati bl e n@CERIB&/GSTBNSPOTr t
technol ogy through said network device. 10 18. The network devi ce according
to claim12, wherein a functionality of said service creation device
nmedi ates an inconpatible signaling schene through said network device. 19.
The network device of claim 12, wherein a 15 functionality of said service
creation device nediates inconpatible quality of service signaling through
said network device. 20. The network device of claim 12, said network 20
devi ce confi gdred®t PreRFlde dgyalet yLivit | Rrevéorfect | Gipstenéialhy 112 WO
03/ 055153 PCT/1B02/ 05776 21. The network device of claim 12, said network
devi ce sanbilguriedetreonnpkcémschengayby 8neodti Agracisesyige pap¥dd2reransit
connection for failure detection. 5 22. In an end-to-end architecture for
del i ver yoof amanagedunétwbtknser vieeyork net warikl dewvieterosdr vi dgvasea
peering point of interconnection, said network device conprising:

5 comprising:

(a) at least one router;
(b) at least one switch for providing connectivity to
said communications network;
(c) an instrumentation for providing at least one of
10 quality-of-service mapping, aggregation, de-
aggregation and performance testing functions

between said network device and an incompatible

one; and
(d) an operating system for facilitating
15 communication between software and hardware

components of said network device.

24. The network device according claim 23, configured

to read and write from and to each data packet passing

20 therethrough.
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(a) a pair of routers for propagating data through 10 the network; (b) a
pair of Ethernet switches for providing said network device with

connect i WOy3/083153 pr ogr ammabl e i nstrunment ati on for perfor ®CagBoxsate ty of
service classification and re-marking 15 functions in said network device;
and (d) an operating systemfor enabling communication between software
and hardware conponents of said network device. 113 WO 03/ 055153

PCT/ 1 B02/ 05776 23. A network device that provides a substantially single

i nt erconnect schene by one or nore service providers to a communications
network, said network device 5 conprising: (a) at |east one router; (b) at
| east one swi“tch FBE prihivfinty c@ewnees i vEEFOr8ingai dcontimitat k8ns
network; (c) an instrunentation for providing at |east one of 10

qual i t ycohfdguviede reppi pgevadyr egakilony desf aggeeyaté on rantapérihgr mance
testing functions between said network device and an inconpatible one;
and function throughout said communications network.

26. The network device according to claim 25,
wherein said quality of service re-marking function
facilitates segmentation of quality of service support

along a route of said communications network.

10
27. The network device according to claim 23, wherein
said instrumentation provides performance testing of said
communications network.
15 28. The network device according to claim 23, wherein

said instrumentation facilitates testing of performance of

a segment of said communications network.

29. The network device according to claim 23, said
20 instrumentation employing one or more passive testing
technique for testing an attribute of said communications

network.
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(d) an operating systemfor facilitating 15 comrunication between software
and hardware conponents of said network device. 24. The network device
accor di ngwoloaioss128, configured to read and wite from anegCraBeshiedat a
packet passing 20 therethrough. 114 WD 03/055153 PCT/ |1 B02/ 05776 25. The
net wor k devi ce according to claim23, configured to provide quality of
service re-marking function throughout said conmunications network. 5 26.
The network device according to claim?25, wherein said quality of service
re-marking function facilitates segnentation of quality of service support
along a route of said conmunications network. 10 27. The network device
accordi ng t o3} ai o3 naiverd reskeel paserdibat 8t oflpi®Bvidies peifor mance
testing of said conmunications network. 15 28. The network device

accor di hgstouneatat 28y weapébpingai dnenstarunembet | oactbed | | tasesngesti ng of
performance of a segnent of said comrunications network. 29. The network
devi ce aechntlgng tforclaesmizldy sal dttribute of said communications

5 network.

31. The network device according to claim 23, said
instrumentation configured for testing an attribute of said
communications network for at least one of reachability,

10 delay, throughput, jitter, packet loss, mean time between

failure, and mean time to fix.

32. The network device according to claim 23, said
instrumentation comprising a pre-processor, storage, and a

15 management platform.

33. The network device according to claim 23, said
instrumentation configured to perform arbitrary pattern
matching on at least one of a packet header and packet

20 data.
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20 instrunentati on enpl oying one or nore passive testing technique for
testing an attribute of said comunications network. 115 WO 03/055153
PCT/ 1 BO2/WB03055130. The network devi ce according to cl ai mP23/IB&#5A76
i nstrunmentati on enpl oying one or nore active testing technique for testing
an attribute of said comunications 5 network. 31. The network device
according to claim23, said instrunentation configured for testing an
attribute of said conmunications network for at | east one of reachability,
10 del ay, throughput, jitter, packet |oss, nmean tinme between failure, and
mean time to fix. 32. The network device according to claim23, said
i nst runment at P8n cBRpr ingHP R pPevheecasserdisgorigyeclagd a23/15SAkAagenent
platform 33. The network device according to claim 23, said
i nst r uménsariwancahi pyureehfigypmd oten @enforay yapaitezny wetwhiiigson at
| east one of a packet header and packet 20 data. 116 WD 03/055153
PCT/ | BO2605%76ca84. oftheofieb woa kkeevhesdsac corddipgeg Metr daaiam 23, sai d
5
35. The network device according to claim 23, said
instrumentation configured for programmability of one or

more desired functions.

10 36. The network device according to claim 23, said
instrumentation interfacing a connection between said at
least one switch and a gateway of said one or more service

providers.
15 37. The network device according to c¢laim 23, said
instrumentation deployable in at least one of a spoke and

hub configuration.

38. The network device according to claim 23, said

20 instrumentation deployed on a per service provider basis.
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instrunentation configured to performarbitrary re-wites to at |east one
of a packet header and packet data. 5 35. The network device according to
cl ai m 23, weaB@ssisnst runment ati on configured for programuabiPCTtIBo257ne or
nore desired functions. 10 36. The network device according to claim 23,
said instrunentation interfacing a connection between said at |east one
swtch and a gateway of said one or nore service providers. 15 37. The
net wor k device according to claim 23, said instrunmentation deployable in
at | east one of a spoke and hub configuration. 38. The network device
according to claim23, said 20 instrunentation deployed on a per service
provi der basi3d. 1TreWDOITE5198VPCE/ |BEHWETE6 L3I CIPHE nédmorskidevi ce
according to claim 23, said instrunentation bei ng depl oyabl e on a shared
basi s bénsgenmemipsithabecmg saplicgalpeovinder . sbad€d FPheimetowdmieedevi ce
according to claim 23, said instrunmentation being managed renotely through
said neovagenkrh phat termice provider.

5
40. The network device according to claim 23, said
instrumentation being managed remotely through said

management platform.

10 41. The network device according to claim 23, which
configuration provides at least one of mediation,

performance monitoring, billing and security features.

15
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10 41. The network device according to claim 23, which configuration
provi des at | east one of nediation, performance nonitoring, billing and
security weasusass 15 118 WD 03/ 055153 PCT/ | B02/ 05776 42 PCAVIRet/080T6k node
sinmplifying interconnection of one or nore service providers to a

communi cations network, said network node conprising: 5 (a) a network
device configured to provide standardized connectivity in said

comuni cations network, said network device arranged with a pair of
gateways in substantially physical comunication with said network device;
10 (b) nore than one route propagation system which hosts subscriber
traffic; and42e¢) A nehagekenodaetwopklfvbnghinserporerriet?t ol wPP® said
network device and said route propagation system said managenent network
facilitatri mgrelSeepérat panvoflesai Honet womkudégptéond3nettierhet #di# node
according to claim42, said route propagation system nmanagi ng and

control hebgorsubhseei berptiadfdgc. 20

5 (a) a network device configured to provide
standardized connectivity in said communications
network, said network device arranged with a pair
of gateways in substantially physical
communication with said network device;

10 (b) more than one route propagation system, which
hosts subscriber traffic; and

(c) a management network, which 1s in connection with
said network device and said route propagation

system, said management network facilitating

15 operation of said network device.
43, The network node according to claim 42, said
route propagation system managing and controlling

subscriber traffic.

20
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119 WD 03/ 055153 PCT/ |1 BO2/ 05776 46. A delivery systemfor providing
substantially neasurable network service, said system (a) capturing one
or nore oWoa30sds3 s network service 5 requirenents; (b) @arpBexesntg one or
nore design solutions in substantial conpliance with the user's network
service requirenent; (c) provisioning for inplenentation of a design 10
solution, which is nodifiable and which conprises at |east one of network
infrastructure and network services; (d) nonitoring said design solution
for variation in at |east one of delivery performance and usage, 15 said
nmoni toring being linked to said design solution agreenent; and (e)
mai nt ai ni ng Pérf oRAnadedimetyi csydhem ofpsainrowalingn soibsttisohiadadd
performance netrics data wusable as feedback in order to determ ne delivery
20 of acceptabbdeonctnackeptablieesesyidesysrmin:usable to nodify sai d design
solution as desired. 120 WO 03/055153 PCT/ 1 B02/ 05776
(a) capturing one or more of a user’s network service
5 requirements;
(b) outputting one or more design solutions in
substantial compliance with the user’s network
service requirement;
(c) provisioning for implementation of a design
10 solution, which is modifiable and which comprises
at least one of network infrastructure and
network services;
(d) monitoring said design solution for wvariation in
at least one of delivery performance and usage,
15 said monitoring being linked to said design
solution agreement; and
(e) maintaining performance metrics data on said
design solution, said performance metrics data
usable as feedback in order to determine delivery

20 of acceptable or unacceptable service, and usable

to modify said design solution as desired.
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47. A supply chain delivery systemfor providing substantially neasurable
network service, said system (a) capturing one or nore of a user's network
service WOrdgsilsenents; (b) outputting one or nore desi gRCIABAKGIS0TES i N
substantial conpliance with the user's network service requirenent; (c)
provi sioning for inplenmentation of a design 10 solution, which is
nodi fi abl e and which conprises at |east one of network infrastructure and
network services; (d) nonitoring said design solution for variation in at
| east one of delivery performance and usage, 15 said nonitoring being
linked to said design solution agreenent; and (e) maintaining perfornance
metrics data o sdi d suwpedivgn cseliat | ealigard pey$erranter mrrqCedidat a
usabl e as feedback in order to determne delivery 20 of acceptable or
unaccept s aygridlde, readuwredblee netwombdsbyvsaed skesd gaystodnut i on as
desired. 121 WO 03/055153 PCT/1B02/ 05776 48. A requirenent planning system
for providi nglatanaged urdhworkeservinoee sl d SysSt e wotpstisi s vice

5 requirements;

(b) outputting one or more design solutions in
substantial compliance with the wuser’s network
service requirement;

(c) provisioning for dimplementation of a design

10 solution, which is modifiable and which comprises
at least one of network infrastructure and
network services;

(d) monitoring said design solution for wvariation in
at least one of delivery performance and usage,

15 said monitoring being linked to said design
sclution agreement; and

(e) maintaining performance metrics data on said
design solution, said performance metrics data
usable as feedback in order to determine delivery

20 of acceptable or unacceptable service, and usable

to modify said design solution as desired.
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(a) a network infrastructure conprising one or nore 5 network devices
capabl e of connectivity with one or nore service providers; (b) a
managenerwvormasdies conpri sing a suite of applicati ons andPoarnmderse’s usef ul
for managing a collection of functions directed to delivery of 10
substantial ly neasurabl e network service; and (c) a conmunicati ons network
for interfacing said network infrastructure with said managenent nodul e.
15 49. The requirenent planning systemaccording to claim48, said
managenent nodul e further conprising a gateway, a logical structure, a
nmodeling tools platform network transformation programs and a workfl ow
engi ne. 20 128.\WOA03/1GRBIZSMPCY/ | BA2h0S7NE6 BEtem sykeem poevpddngdi ng
per f or mance- based network service, said systemconprising: (a) a portal
al | owi nyamggedsnéowsakdssystary a)d o ymicel icegptraslisgengi ne for nodel i ng
one or more 5 network designs; (c) a network transformation prograns
engi ne, in capmuai eattwer kW if rsadtthumdeld ngoteel SirengbAe, or more

5 network devices capable of connectivity with one

or more service providers;

(b) a management module comprising a suite of
applications and hardware, useful for managing a
collection of functions directed to delivery of

10 substantially measurable network service; and
(c) a communications network for interfacing said

network infrastructure with said management

module.

15 49. The requirement planning system according to
claim 48, said management module further comprising a
gateway, a logical structure, a modeling tools platform,

network transformation programs and a workflow engine.

20
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for providing network support of a network design; 10 (d) a | ogical
structure for storing and integrating information from said nodeling tools
engi ne a0 is@bddshet work transformati on prograns engi ne POTABV2F7T6N
produci ng a network design; and (e) a workflow engi ne for managi ng the
processing of 15 said nodeling tools engine, said network transformation
prograns engi ne and said |ogical structure, in order to facilitate

i npl erentation of the network design. 20 51. The system according to claim
50, sai d nmodéPi-ng?® toEtEengPhePEBHPHLBY n§SEEETBRANREr BR8PPI NEAWPEKs usef ul
in assisting the devel opnent of desired nodeling activities. 123 WO

03/ 055158rPCTEl BO2AA5EY6teB2coMphelisimtem according to clai m 50, said

nodel ing tools engine facilitating a nmappi ng of one or nore network design
requi rement s (a)t haopertoalnaiéonehywakegsoVialessid capeidme of neeting a
design requirenent. 5 53. The system according to claim50, said nodeling

t ool s engi ne (byrt BemoeIEMcS i ttd1d eHyilneerfsplahddé Tahd 0dne nodume rkor

facilitating supplier feasibility determ nation.

5 network designs;

(c) a network transformation programs engine, 1in
communication with said modeling tools engine,
for providing network support of a network
design;

10 (d) & logical structure for storing and integrating
information from said modeling tools engine and
sald network transformation programs engine
involved in producing a network design; and

(e) a workflow engine for managing the processing of

15 said modeling tools engine, said network
transformation programs engine and said logical
structure, in order to facilitate implementation

of the network design.
20 51. The system according to claim 50, said modeling

tools engine comprising one or more applications useful in

assisting the development of desired modeling activities.
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10 54. The system according to claim50, said nodeling tools engine
further conprising a supplier contract agreenent nodule for facilitating
contract woepasasi on. 55. The system accordi ng to clai m 5@CTaBIASABE WOr K
15 transformation prograns engi ne further conprising an assess nodule for
providing an initial assessnent of network requirenents. 56. The system
according to claimb55, said assess 20 nodule providing a cost benefit

anal ysis of said network requirenments. 124 WO 03/055153 PCT/ ] BQ2/ 05776
57. The syst ér?n'acgé‘fedi TR cREFATEINY shPd qu@t%régt r éﬁéfioﬂ?gﬁ%&ﬂgpr ogr ams

engi ne further conprising a design nodule for providing a solution design.
5 58. TH®Odys 818 idiec offaff el tar i an Bor iker @f nosai 8r FHIL6t iNGH @& gn
conprises a network design configuration. 59. The system according to
cl ai m 5Tdesvilber eraguardmentsol witlon aesi g coapei sestwonet wookisgmsl y chain
topol ogy. 60. The system according to claim59, said network supply chain
t opol ogyapavilegodnecetingr e tasdeh sedettamersitie connectivity matrices and
one or nore corresponding 15 service |evel agreenents.
5
53. The system according to claim 50, said modeling
tools engine further comprising a supplier qualification

module for facilitating supplier feasibility determination.

10 54. The system according to claim 50, said modeling
tools engine further comprising a supplier contract

agreement module for facilitating contract preparation.

55. The system according to claim 50, said network
15 transformation programs engine further comprising an assess
module for providing an initial assessment of network

requirements.

56. The system according to claim 55, said assess
20 module providing a cost benefit analysis of said network

reqguirements.



61. The system according to claim57, wherein said solution design
conpri ses one or nore performance paraneters. 20 62. The system accordi ng
to cl ai mw0,03855183 desi gn  nodul e enpl oyi ng a suppl i er qualPCfritBet(5016 nmodul e
for providing potential network supplier feasibility and cost. 125 WD
03/ 055153 PCT/1B02/ 05776 63. The system according to claim57, said design
nodul e enpl oying a contract agreenent nodule for providing a service |evel
agreenent associated with a design 5 solution. 64. The system according to
claim50, said network transformation prograns engine further conprising
an inplenment nodule for generating service orders in 10 fulfillnment of a
sol ution design. BBe ﬁi@t@%téﬁp%gbﬁ@i g tolaimi P64, Sakl dnpkpPréfent
nodul e enpl oyi ng a service acceptance nodule for providing testing of said
sol ut i ot rdesifgmmalboBs6 progeagys tsavaigsc of Wi e ool a8y saidgsiiapl enent
nodul e managi ng coordi nation of inplenentation of said solution design.
module for providing a solution design. :

58. The system according to claim 57, wherein said

solution design comprises a network design configuration.

59. The system according to claim 57, wherein said

10 solution design comprises a network supply chain topology.

60. The system according to claim 59, said network
supply chain topology having one or more target site-to-
site connectivity matrices and one or more corresponding

i5 service level agreements.

61. The system according to claim 57, wherein said
solution design comprises one or  more performance
parameters.

20

62. The system according to claim 57, said design

module employing a supplier qualification module for

providing potential network supplier feasibility and cost.
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20 67. The system according to claim50, said network transformation
prograns engi ne further conprising an assure nodule for ensuring delivery
of net worwOg8/0%316&2 as designed. 126 WO 03/ 055153 PCT/ | BORPC@BBI5788. The
system according to claimb50, said network transformati on prograns engine
further conprising an assure nodule for ensuring delivery of network
service as contracted. 5 69. The system according to claim®67, said assure
nodul e providi ng incident nanagenment when network perfornmance falls
outside one or nore performance paraneters. 10 70. The system according to
claim67, said assure nodule providing real-tinme reporting of service
monitoring &Ad iﬁbﬁdeﬁysﬁﬁmagéﬁ@ﬁﬁiagti@@tyﬂi@5l7i7rTﬁéﬁ§Bsﬂ@ﬁiﬁécording
to claim67, said assure nodule generating statistical performance

i nf or mampdnlen empllogtiangt iaal ¢ontatd ctaspeceemeit amadt Wor Roxr 72rovhdisgst em
according to claimb50, said logical 20 structure configured for

mani pul at i ngpdatae f r baveachagkeement associated with a design

5 solution.

64. The system according to claim 50, said network
transformation programs engine further comprising an
implement module for generating service orders in

10 fulfillment of a solution design.

65. The system according to claim 64, said implement
module employing a service acceptance module for providing
testing of said solution design.

15

66. The system according to claim 64, said implement

module managing coordination of implementation of said

solution design.

20 67. The system according to claim 50, said network
transformation programs engine further comprising an assure
module for ensuring delivery of network service as

designed.
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sai d nodeling tools engine, network transformati on prograns engine and

wor kf | ow engi ne,

into information in a desired business usable format. 127

WO 03/ 0550B33@Bls3 BO2/ 05776 73. The system accordi ng to @CaBIGBG;76sai d

| ogi cal

of said network transformati on prograns nodul e.

to clai
desi gn

| ogi cal

accordi

10

15

20

structure configured for storing data to popul ate a design

nodul e

5 74. The system according

m 73, said data pertaining to at |east one of network requirenents,
t opol ogy, quality of service schenme, service provider capability
and perfornmafiBe nEPfi c SRR 78CCTFEing stem @ttt dPAg 14 aPRFBBL %sai d
structure configured for storing data to populate an i nplenent
nmodul e bdkasafdrmethonkpregnshor aaging proghansconpibbeng 18n78SSTHRE system
ng to claim?75, said data pertaining to at | east one of a target
sol ut i onodesegn,forsupphserifigasdbiiveyyandfcomeatacinial sereerent 2s20 128

contracted.

69. The system according to claim 67, said assure
module providing incident management when network
performance falls outside one or more performance

parameters.

70. The system according to claim 67, said assure
module providing real-time reporting of service monitoring

and incident management activity.

71. The system according to claim 67, sald assure
module generating statistical performance information on

substantially all aspects of a network.

72. The system according to claim 50, said logical
structure configured for manipulating data from each of
said modeling tools engine, network transformation programs
engine and workflow engine, into information in a desired

business usable format.
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15

20

WO 03/055153 PCT/IB02/05776

73. The system according to claim 50, said logical
structure configured for storing data to populate a design

module of said network transformation programs module.

74. The system according to claim 73, said data
pertaining to at least one of network requirements, design
topology, quality of service scheme, service provider

capability and performance metrics.

75. The system according to claim 50, said logical
structure configured for storing data to populate an
implement module of said network transformation programs

module.
76. The system according to claim 75, said data

pertaining to at least one of a target solution design,

supplier feasibility and contractual agreement.
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