24 JUNE 2004 SPECI FI CATI ON Recordi ng Appar atus, Reproduction Apparatus,
~Data Processing Apparatus, Recording and Reproductio-6 Appar$j P@N@Q@Otpata
Transm ssi on Apparatus Technical Field The present invention relates to a

recordi ng apparatus for recording data, a reproduction apparatus for
reproduci ng data, a data processing apparatus for noving or copying data
that is recorded in a recording nediuminto another apparatus, a recording
and reproduction apparatus for recording and reproducing data that is

nmoved in such a manner, a data trapsirigsi@OragRaratus for transmtting a
streamforned of a plurality of pieces of data and a recording apparatus

as well as a recording and reproduction apparatus for reproducing, with a
time shift, the contents that are broadcast via TV broadcasting, or the

like, so eﬁed@maﬁn@i@@ﬁéﬁﬁﬁ@é,bﬁb@}dﬁﬂé%f@naAgggyggaginggtgeriod of

ti me. Background Technology It Is necessary to protect a topyright in the

case of deatdodgswith E@@ ko W i gt Lon . necessary,
such as a neW/anie,@é E?ogfan1%§eﬁ§§i %gafﬁﬁ%%ﬁégégg%ngﬁggaré 5?bing
br oadcast . aAs] ama€hf eehingg ined hed gbpdyégﬁgting a copyright, there is the

met hod of limting
Technical Field
Thepfesentinventionrelatestoarecordingapparatus
for recording data, a reproduction apparatus for
reproducing'data, a data processing apparatus for moving
or copying data that is recorded in a recording medium into
another apparatus, a recording and reproduction apparatus
for recording and reproducing data that is moved in such
a manner, a data transmission apparatus for transmitting
é stream formed of a plﬁrality of pieces of data and a
recordingapparatusauswellasearecdrdingandreproduction
apparatusforreproducing,withaitimeshift,thecontents
that are broadcast via TV broadcasting, or the like, so
as to be viewed after being delayed a predetermined period

of time.

Background Technology
It is necessary to protect a copyright in the case
of dealing with data, for which copyright protection is

necessary, such as a new movie, a TV program or music of



the utilization of data by encrypting the data of which the copyright
requires protection. For exanple, at the tinme of the transm sgi guNE 2004 ©

“ and visual data (hereinafter denoted as AV data), in the case that

copyright protection is necessary for the AV data, the AV data is
encrypted before being transmtted. As an exanple of the above,

| EEE1394- DTCP (digital transm ssion protection) system has becone a
standard. | EEE1394 allows data to be synchronously transmtted by neans of
a fast bus asySeenchbatgioayrbesadudia st sedslan t ¢ AFsmidsicomatodt Ber ef ore,
it is possible tQtransmt AV data, or the like, in real tinme. This

| EEE1394 systetecs ibej ng dosyalibed i tleevariet yhef rditgid@l oaudipiandyi sual
equi pnent, including household digital AV equi pnent as an ~external

interface. #oeondiind Zatidie 6EEER3IM D DRGR-8Yptemg ahsaldthi 68t Wl ch
function and the function of the nullification of a key are provided at

the tine oftldat aopyarnsyitssioguyiresapddERi8od4nbus so that the copyright

protection can be realized by encrypting data for which copyright

protection i s nedessasmsleh s tAé ddtnee bef the +behBaits=@nsmida add iNow,

together with the spread and devel opnment.of 2 24 JUNE 2004 personal

conputers,andfwgauamnﬂamaﬁ(H&xﬁmﬂhﬁgeapd@ﬂﬁu§@$u;AN‘data), in the
case that copyright protection is necessary for the AV data .
the AV data is encrypted before being transmitted. 2As an
example of the above, IEEE1394-DTCP (digital transmission
protection) system has become a standard.

IEEE1394allowsdataix)besynchronouslytransmitted
by means of a fast bus éystem that carries ocut a serial
transmission and, therefore, it is possible to transmit
AV data, or the like, in real time. This IEEE139%4 system
is being installed in a variety of digital audio and visual
equipment, including'household.digital AV equipment as an
external interface. _

According to the IEEE1394-DTCP system, a
certification function and the function of the
nullification of a key are provided at the time of data
transmission via an IEEE1394 bus so that the copyright
protection can be realized by encrypting data for which
Cépyright protection is necessary, such as AV data before

being transmitted.

Now, together with the spread and development of




or reproduction apparatuses, such as a hard di sk apparatus, have cone into
use, due to their large storage capacity and due to their hiﬂfdﬁﬁﬁfgoﬁﬁ
access, as external nmenory apparatuses. Furthernore, hard di sk apparatuses
have recently come into use not only in conmputers but also in digital AV
equi pnent, or the like, where video and sound are recorded and reproduced
by applying digital technology so as to make use of their high speed of
access and their |arge storage capacity. Accordingly, there have been
cases wher gpear coeal @ompdtarsp\wa éa rayenti di &€ ,r exomsd dary dvas rattliersd
party should not be allowed to freely nmake copies of data prepared by
t hensel ves.orThepefoaiver t 1 brrapext ata sdat astibht a & 8 haahki di sk fporaheisng
copied in another recording nmedium and there exists data that is allowed
to be copi édivoml yomaeinitne uge prdee to phetiectldhgecempragnd ¢apaedfty | n
the case that such data is stored in, for exanple, an HDD by being copi ed,
the data | sancephcelucediyi nsihgh spkgd bé EHDRed:, aidiioarnad mamowyy of
viewing a TV broadcast that has been conventionally w dely used, a program-
(content) ahsdrdassbeen Bunedatieastors, t bapar atidly appearddéchdas chavecordi ng
apparatus, such as a VIR, so that the recorded data is reproduced at a
| ater tinerantgnthberebye tiheprogs am 2400 UNEL 20@4nips: tvé evvdduat ad sbi dm
different fromits original broadcast
' digital AV equipment, or the like, where video and sound

are recorded and reproduced by applying digital technology
so as to make use of their high speed of access and their
large storage capacity.

Accordingly, there have been cases where a creator
ofzamovie,andthelike,considerthateathirdpaityshoﬁld
not be allowed to freely make copies of data prepared by
themselves. Therefore, there exists data that is
prohibited-from.being copied in another recording medium
and there exists data that is allowed to be copied only
one time in order to protect the copyright thereof.

In the case that such data is stored in, for example,
an HDD by being copied, the data is reproduced by using
only the HDD.

In addition, as one way of viéwing a TV broadcast that
has been conventionally widely used, a program (content)
that has been broadcast is temporarily recorded in a
recording apparatus, such as a VIR, so that the recorded

data is reproduced at a later time and, thereby, the program




tine. In particular, in the case that a recording nedium such as a hard

di sk where a random access is possible and where recording agg yuNE 2004
reproduction are possible at the sane time is used for a recording
apparatus, a tinme shift reproduction, according to a narrow definition,
can be inplenented in a manner such that the content of a program can be
viewed i n sequence W thout any portion being mssed even after being

del ayed for only a short period of tinme during the broadcasting tine of
the programd rviconparason twhé hdaf ¥dRenwhefeiom a tcorte/gimnhblbiapdcesdi um i s
used. Fig 43 is a configuration diagramof a recording and reproduction
appar at us ftoirmeé npl enenting a tinme shift reproduction according to the
‘prior art. As shown in the figure, a recording and reproduction neans 2120
is a nmeans of regorghngiandakeprieduticngdsoatnast 8 irepdridihd rasdt e
outside, a recording nedium 2130 is a neans of storing data of broadcasts
that can beudpl esrentieth-dyd dshavHediesk, rahdomh@dd&kes s Syb &shbag s@ans
2160 is a nmeans of receiving inputs fromthe recording and reproduction
nmeans 2120 vanshre i 1ptid sddhobroddeaptroduoiti dtheapatsodeibne haor thel satieng

any of themwhich is then outputted to an external nonitor, or the Iike.

An exanpl e tofmé hesopeeal ifyr od ActeedidiG@rar 2dud|NE 2ide rephigducti on
~apparatus according to the prior art that has

reproduction, according to a narrow deflnltlon can be

implemented in a manner such that the content of a program
can be viewed in sequence without any portion being missed
even after being delayed for only a shoxt period of time
during the broadcasting time of the progranyin comparison
with a VTR ﬁherein a conventional.tape medium is used.

Fig 43 is a configuration diagram of a recording and
reproduction apparatus for implementing a time shift
reproduction according to the prior art. As shown in the
figure, a recording‘and.reproductiorxmeans 2120 is a means
of recording and reproducingﬁbroadcasts inputted from the
outgside, a recording medium 2130 is a means of storing data
of broadcasts that can be implemented by a hard disk, or
the like, a switching means 2160 is a means of receiving
inputs from the recording and reproduction means 2120 and
inputs of broadcasts from the outside and for selecting
any of them which is then outputted to an external monitor,
or the like.

An example of the operation of a recording and




such a configuration is described in the followng. First, in the case that

a viewer is viewing a program in real tine, the swtching negﬂgLﬁﬁ$9004
carries out a setting such that the broadcast inputted fromthe outsrde is

outputted to the nonitor without change while the recording and
reproduction means 2120 records the sane programcontent in the recording
medi um 2130. Next, in the case that the viewer returns again to a position
in front of the nonitor so as to restart viewing of the programafter

tenmporari | y-deaybng ke, BeYalraas hedsPatnef tbhﬁméfgfﬂit&f attheHLeaEd ng
and reproduction neans 2120 reproduces the recorded data fromthe point in

time when die, vieweh fiQfird HEoR0SIst iget d i he@nE nofkHherdPNbHrohg . while -the
swi tching neans 2160 carries out the setting such that input fromthe

recording and reprigduet i 0D dRARS 2129 a4 & QYL 64 {octhedBNbEetraAf t er
this, the viewer views the reproduction output fromthe recordi ng and

reproducti gn, r@BANE1Rk20tAE 4ELBR9iPREahR 2D60above] 4950kt hedetRemR] | ON,
the recording and reproduction neans 2120 reproduces data while carrying

out the recoudi pgaef tihe droadeast i1mpIitesal el R oW st dedel A s
parall el manner. That is to say, the récording and reproduction neans 2120

3‘4”3[1?\1 Engowqpﬁeﬁéae@o e BR i HRPHAHII ORHMEd bd inecerd Agcatdlikgy dat a.
004 Thereby, even in the case that the viewer has to
and reproductionmeans 2120 records the same programcontent
in the recording medium 2130.

Next, in the case that the viewer returns again to
a position in front of the monitor so as to restart viéwing
Qf the program after temporarily leaving the positibn in
frontcﬁfthenwnitor,therecordimgandreﬁroductionn@ans
2120 reproduces the recorded data from the point in time
when the viewer left the position in front of the monitor
while the switching means 2160 carries out the setting such
that input from the recording and reproduction means 2120
is outputted to the monitor. After this, the viewer views
therepfoductidnoutputfromtherecordingandreproduction
means 2120 as the program.

Tn the above described operation, the recording and
reproduction means 2120 reproduces data while carrying out
the recording of the broadcast inputted from the outside
in a parallel manner. That is to say, the recording and

reproduction means 2120 simultaneously carries out the

reproduction and the recording of the data.




tenporarily interrupt the viewwng of a real tinme broadcast program it
becones possible to view and to follow the content of the progig I?f"bbé‘i’“t
a gap, with a delay in accordance wth the period of tine, only, o
interruption of viewing. In the same nmanner as in the case of the

transm ssion of AV data, however, a systemfor copyright protection is
necessary in the case that AV data that requires copyright protection is
recorded in and/or reproduced froma recording nedium such as a hard disk

apparatus. How t hey&opyyi gBtren Siprehectede howevethei siratercancs etely
determined in the case that AV data that requires copyright protection is

recorded | nagoLhriaRs edecad- oMk MECH heo Aapacalusimandroadcast
reproduction apparatus. In addition, in sone cases copyright protection is

required, igrdgLamant: PREBRIEAS0E LAY tatrdew nd dectwEbbw tdad aoaerntyi a
the Internet, or the like, and for conputer prograns, such as gane

sof tware, id¥ aggetpopgtamidicut doyaphewtepys ghildy it decbedanmnever,
is not concretely "defermned in the case that the above described data

that requiw£sh Gapy idaho@ret acit®pn drsly peof dertérrapdion oEproduded from a
recordi ng apparatus and/or reproduction apparatus. That is to say, there
is a probl em whergi rHebtmd Banie€oRChat eheyssem ¢hathoritectsibbdon

copyright in the case 6 24 JUNE 2004

of AV data, however, a system for copyright protection is
necessary in the case that AV data that requires copyright
protection is recorded inand/or reproduced froma recording
medium, such as a hard disk apparatus. How the copyright
is;protectéd, howevér, is not concretely determined in the
-case that AV data that requires copyright protection is
recorded in and/or reproduced from a recording apparatus
and/or reproduction apparatus.

In addition, in some cases copyright protection is
reguired, in the same manner as for AV data, for document
data sent via the Internet, or the like, and for computer
programs, such as game software, in addi?ion to AV data.
How the copyright is protected, however, is not concretely
determined in the case that the above described data that
requires copyright protection is recorded in and/or
reproduced.fronla.;ecording'apparatus and/or reproduction
apparatus.

That is to say, there is a problem wherein there is

no concrete system that protects the copyright in the case




that AV data, document data or data such as conputer programs are recorded
in a recording apparatus and/or in the case that these typesypfjfii 3064 €
reproduced in a reproduction apparatus. In addition, when the renarning
capacity for data recording in the above descri bed HDD becones snall, it
becomes necessary to overwite new data on the data recorded in the HDD or
to increase the remaining capacity by elimnating a portion of data that is
recorded in the HDD. However, the user of the HDD considers that

overw i tingnhifadabaat, %chﬁeh@@éﬂ@d}ﬂ Batthes PP =ar cbheualdmpratirems of
the data is not desirable and, in sone cases, the user «considers it

desirabl e E£r&QP¥ch@e@@h§1%ﬁ@QﬁQﬁﬂdiﬂgtbgpdﬂaluﬁ anaY ber inethedicage
medium On the other hand, as describe ove, the copyright L holder is

negatively @i ectgdswhey ﬁgte@eo@aﬁétrae@@éj%pﬂbdmdﬂédl-m & sceppoddcing on
i gnoring the copyright. is to say, in the case that data, for which

copyri ght Qﬁ%%ﬁﬁét@%.‘? necessary, is recorded in a recording apparatus
such as an there is a problemthat the user cannot copy the data to

anot her recordi ngrregigicio adebhi Re themaiwbhgncapacdpy ifht dstaaken
into consideration with respect to broadcast prograns together wth the

verificati ofe@brBrioRdCASt th¥ PEbENEh Bss €abbedTHDOberdiedr erdddst iand

digitalization of signals and
becomesnecessarytooverwritenewdataonthedatarecorded
in the HDD or to increase the remaining capacity by
eliminating a portion of data that is recorded in the HDD.
However, the user of the HDD considers.thét overwriting
the data that is recorded in the HDD or the elimination
of the data is not desirable’and, in some cases, the user
considers it desirable to copy the data recorded in the
HDD in another recording medium.

On the other hand, as described above, the copyright
holder is negatively affected when the data recorded in
the HDD is copied by ignoring the copyright.

That is to say, in the case that data, for which
copyright protection is necessary, is recorded in a
recording apparatus such as an HDD, there is a problem that
- the user cannot copy the data to another recording medium.

In addition, the problem of copyright is taken into
consideration with respect to broadcast programs together

~ with the verification of broadcést type such as cable TV

or a CS broadcast and digitalization of signals- and




7 24 JUNE 2004 broadcasts of progranms are inplenented, wherein recording
for copying is set to be inpossible in advance by including 8490k 95649

in signals. In a conventional recording and reproduction apparatus,

however,

repr oducti on causes

a problemarises in that there is a
programin the recording nedium 2130 in order to inplement a tinme shift
an infringenent of the copyright with respect to the

program when the copyright is taken into consideration as descri bed

above. Thatr$ad@a8RY¥, of Pf &8k efMsas rsesmbl eiait ddIehehd e dn ré&SkrHhalg an

i nfringenent of the copyright with respect to a program for which

copyright pHt @efidwind S Neeessaye infiysHebtausatkdnahbe sgsenthatiadine

shift reproduction of the programis inplenmented.. As for nmeasures for
avoi di ng S%phyﬁp?r?ﬁb%@ ifetdogsal1efl (1) limting the tines when tine
€,

shifting is possib

being stored inm eonpbetentepmaiaviesbeeaiegnsinierespragdcad an.

Di scl osure of the Invention The present
above deserjhetaphiehl emmrdvd®, canpirderain er Badsaipuriiese thereofls ias to

provi de a recordi ng apparatus and a reproduction apparatus that can
protect the ipHHGhthenréberaasey vhiel @rogram in the recording medium

2130 in order to implement a time shift reproduction causes
aninfringemenfofthecopyrightwithrespecttotheprogram,
when the copyright is taken into consideration as described
abovef

That is to say, a problem arises in that there is a
risk that an infringement of the copyright with respect
to a program, for which copyright protection is necessary,
may be caused iin the éase that a time shift reﬁ)roduction
of the program is implemented.

As for measures for avoiding such a problem, methods
of (1) limiting the times when time shifting is possible,
(2) preventing the content that is broadcast from being

stored in a complete form have been considered, and so on.

Disclosure of the Invention

The present invention is provided by taking the above
describedproblems into consideration and a purpose thereof
is to provide a recording apparatus and a reproduction

apparatus that can protect the copyright in the case where

risk that the recording of a

(2) preventing the content that is broadcast from

invention is provided by taking the



8 . 24 JUNE 2004 data for which copyright protection is necessary is
recorded, and/or in the case where data for which copyright $fgQ R b664 | S
necessary i s reproduced. In addition, the present invention is provided by
t aki ng the above problens into consideration and a purpose thereof is to
provi de a data processing apparatus for noving or for copying data, which
is prohibited frombeing copied so as to protect the copyright, to another
recordi ng medium a recording and reproduction apparatus for recording or

reproduci ng,s thbe WeLehdidigyr dght Jrometheoabioyaedatstany deasstogded,
apparatus in a recording nedium an encrypted data decryption recording

appar at us syt 25 fi9f thackd 94 vk €ata tehfbe wi Dileeiopgr 1 flet gopytréghtoand a
decryption recording apparatus and a recordi ng apparatus for formng the

above syst g ase¥EL523% a datapibanseidssi on apparatus for transmtting
data while protecting the copyright. In addition, the present invention is

provided by takimpg 4d@iabewe @f@?@@geﬁtoah@@qﬂirﬁm tengirderialddroand a
pur pose thereof to provide a recording apparatus and a recording and

reproduct i gy 12PRGHHMIAPMEE fibiblems DOBSiddesitieratdich aopyaightpose
infringenment in a time shift reproduction for viewng a programwth a

del ay rel atips-d9fiitstorghiake Huaadcasbobismndappaliedh€ oahaveing

problens, the 1st invention of the .
or for copying data, which is prohibited from being copied
so as to protect the copyright, to another recordingmedium,
a recording and reproduction apparatus for recording or
reproducing, while recordiﬁg, data from the above data
processing apparatus in a recording medium, an gncrypted
data decryptionArecording'apparatus systenlfor'backing'up
data while proﬁecting the copyright and a decryption
recording apparatus and a recording apparatus for forming
the above system as well as a data transmission apparatus
for transmitting data while prdtecting the copyright.

In addition; the present invention is provided by

taking the above described'problems into consideration and
a purpose thereof to provide a recording apparatus and a
recordingandreproductionapparatuswhereinitispossible_
to avoidcopyright infringement inatime shift reproduction
for viewing a program with a delay relative to its original
broadcast time.

To solve the above problems, the 1st invention of the

presentinVention(correspondingﬁx)Clahnl)isairecording



present invention (corresponding to Caim1l) is a recording 9 24 JUNE 2004
appar atus characterized by conprising: an encryption neans OfZ@Dgiﬁ?Ebﬂﬂ
data sent froman interface; a control neans of controlling sard encrypted
data to be recorded; and a recording neans controlled by said control
means of recording said encrypted data on a disk. The 2nd invention of the
present invention (corresponding to Claim2) is a recording apparatus
according to the 1st invention, characterized in that said encryption

neans encr yRifa S@tdsdaha e tist Nged @6Vicenphi §uag:key that is a numeric
val ue and/ or ‘a synbol allocated to, and specific to, said recording

apparat us. The 3ig kManfholoAl mEhe sPhesemc dyyenhyotatacoehes pond 8@ t o
Claim 3) is a recording apparatus according to the 1st or 2nd invention,

characteri zeptdfratbat said encryption means encrypts said data-by using
recording unit information that is a nuneral and/or a synbol specific to a

recordi ng bl ock goiespendifgahe afr eealtthdUlidgi katithteridr gptedi daauni t
for said control neans to sequentially access said recording neans. The
“4th invent itgn i tBgopERSENtandvention (corresponding to Claim4) is a
recordi ng appar at us

a recording means controlled by said control means
6f recording said encrypted data on a disk.
| The 2nd invention of the present invention
(corresponding to Claim 2) is a recording apparatus
according to the 1lst invention, characterized in that said
encryptionmeans encrypts saiddata by usinga device unique
key that is a numeric value and/or a symbol allocated to,
and specific to, said recording apparatus.

The 3rd invention of the present invention
(coiresponding to Claim 3} is a recording apparatus
according to the 1st or 2nd invention, characterized in
that said encryption means encrypits said data by using
recordingunitipformationthatisarnmeraland/orasymbol
specific to a recording block corresponding to a recording
unit that is a minimum unit for said control means to
sequentially access said recording means.

The 4th invention of the present invention
(cbrresponding to Claim 4) is a recording apparatus

according to the 3rd invention, characterized in that the

encryption of said data by using said recording unit

_10_



according to the 3rd invention, characterized in that the encryption of
said data by using said recordlng unit 24 JUNE 2004 informati&n iR 5864
the encryption of said data by using a key gai ned based on sald recordlng
unit information. The 5th invention of the present invention
(corresponding to Claimb5) is a recording apparatus according to the 3rd
or 4th invention, characterized in that at |east said encrypted data
recorded in said recording block and additional information added to said

encrypt ed l%@rﬁéﬁl%cma&%%ﬂés the Rtk PRSA iN sand dsed Beongdedg i n
said recording neans. The 6th invention of the present invention

(Correspomysnﬁe Sh ol Padsdahesandi NG AR AbUSH 1AC A £l Adat9oany of
the 3rd to 5t |n%ent|ons characterized in thaf: copy perm ssion:

information is agged éﬁnSﬁhGeﬂ%tl%n SAi gh £0pttQleansvEARL LA S said
recording neans to record salid copy perm ssion information; said

encryption (E’@:Pfesﬁgﬁﬁ%%s dd retainf eymatd on rLbatding l&iﬁﬁaﬁéthgaﬁ ei t her

sai d device unique key or said copy perm ssion information; said
encrypti on J|ansy98petal &he BYrqusknacsaiithvdifeoss], NghuRidctdf of Ba iien, a

content key that is™ information gained by encryptlng said first
i nformati oy Said EESEYALA PR JRANS, €861 S rErict dlad a rbya 8l e sabdng

block and additional informatidn added to said encrypted
data are encrypted in the entire portion and are recorded
in said recording means.

The 6th invention of the present invention
(corresponding to Claim 6) 1s a recording apparatus
accofdingtoenurofthe3rdﬂx)Sthinventions,characterized
in that:

copy permission information is added to said data;

said control means controls said recording means to
record said copy permission information;

said encryption means generates first information
that includes at least either said device unique key or
said copy permission information;

said encryption means generates, by using said
recording unit information, a content key that is
information gained by encrypting said first in?ormation;

said encryptionmeans encrypts saiddatabyusingsaid
content key; and

said control means controls said recording means. to

- 11 -




content key; and said control means controls said recording neans. to 24
"JUNE 2004 record said encrypted data. The 7th invention of t he4 DURFEBH04
invention (corresponding to Claim?7) is a recording apparatus according
to the 2nd invention, characterized in. that: a title key that is a nuneric
val ue and/ or a synbol specific to said data.is allocated to said data;
said encryption neans encrypts said title key by using said device unique
~key; and said control neans controls said recording neans so that said

encrypted tiddgrkeyahs eeearfetedndsaid recording neans. The 8th invention
of the present invention (corresponding to Claim8) is a recording

apparatus accor giyRg 1 t hgvéhh iidlvedt | BRe phaisglerigednikaonhhat said
encryption nmeans encrypts said data by using said title key. The 9th

invention qldhe-PseEERhg RENtifdm GJorirespondipgdiaClaaigaHths a
recordi ng apparatus according to the 8th invention, characterized in that:

sai d encryRldcdBRGS teNEhEPt Bn g ak fvihntdie keyc Ry rieiRrg i Aad didlevhee :uni que
key; said control neans controls said recording neans to record said
encrypted title key¥itle key that is a numeric value and/or a symbol
specific to said data is allocated to said data;
saidencryptionn@ansencryptssaidtitlekeybyusing
said device unique key; and
said control means controls said recording means so
that said encrypted title key is recorded in said recording
means.
The 8th invention of the présent invention
(corresponding to Claim 8) 1s a recording apparatus
according to the 7th invention, characterized in that said
encryption means encrypts sald data by using said title
key.
The 9th invention of the present invention
(dorresponding to Claim 9) is a recording apparatus
according to the 8th invention, characterized in that:
said encryptionmeans encrypts said title key by using
said device unique key;
salid control meéans contrels said recording means to
record said encrypted title key;

said encryption means generates third information

that includes said title key;

- 12 -



said encryption nmeans generates third information that includes said title
key; 24 JUNE 2004 said encryption means generates a content key ynE 864! S
information gained by encrypting said third information, by using
recording unit information that is a nunmeral and/or a synbol specific to a
recordi ng bl ock based on a recording wunit that is a mnimumunit for said
control means to sequentially access said recording neans; said encryption
neans encrypts said data by using said content key; and said control neans

control s said regangj ng ’f%t?\*?iér? & £68$b 158t dtercs yps etedat Rey Theh 16bh
i nvention of the pfésenf i entigk (céf%esponding to C?ain1?g; is a

recordi ng 3ppan ahYsa 13cHPELE ARG d Bylditc Sy PriRyesd i @h thanad@rmaedonn that:
g

- copy permsSsion Information is added to said data; and said encryption

means encr ypt 8 said-dab aghh Msh e SR drmEeRBrPEhALSES @munéeaTahdiorThe
11t h |nven¥8énso?ggﬂe preseﬁﬁéinventioﬁm (correspondi ng ?o Clarn11?fris a

hat: sar d oReTEEt: SROeane BRcrybt Soa T e or oy uei ng el q devi ce
uni que key:, Sai d-£opt5Ql sMBANS; KONt (8L T $£cQr doRErERNMGesNs to
sequentially access said recording means;
saidencryptionmeansencryptsSaiddatabyusingsaid
content key,; and

said control means controls said recording means to
record said encrypted data.

The 10th invention of the present invention
(corresponding to Claim 10) is a recording»apparatus
according to the 8th invention, characterized in that:

copy permission information 1s added to said data;
and

saidencryptionmeansencryptssaiddatabyusingsaid
copy permission information.

The 11th invention of the present invention
(corresponding to Claim 11) is a recording apparatus
according to the 10th invention, characterized in that:

said encryptionmeans encrypts saidtitlekey by using
said device unique key:

said control means controls sald recording means to
record said encrypted title key;

said control means controls said recording means to
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record said encrypted title key; said control means controls said recording
means to 24 JUNE 2004 record said copy pernission informati omg SBNE 2004
encrypti on means generates second information that includes at Peast
either the said title key or said copy perm ssion information; said
encryption neans generates a. content key that is information gained by
encrypting said second information by using recording unit information
that is a nuneral and/or a synbol specific to a recording bl ock based on a

recording fggér&h@&ib?g%égi%@?ﬂlggwbﬂ(¥hfﬁ§ﬂaEQBEEO| means to

sequenti al I'y access sai di ng neans; sald encryption neans encrypts

said data by using i cokett Kewn 200LisatdeaanLEBbPaR Rkt obh Sal o

recordi ng means to  recor data. The 12th invention of the

prese”ti'“EH&%gﬂ%égﬁakgﬁgQP@éH%tté&E%@E”kﬁ%)ééidﬂ?f%i&ckﬁﬁeéﬁpéééﬁus

according to t S Invention, characterized in that: sai ncryption

means encr ﬁiyg?%g@§§351%£qﬁgﬁﬁgmgggﬁﬁ{jace to which copy perm ssion

i nformation copy perm ssion information; and

oL oLl eI SO TP SeRacg deneRte. @ copparar smg enax
or after said recording neans records
Sm(jdata'isinformationgainedbyencryptingsaidsecondinformation

byusingrecordingunitinformationthatisanumeréland/or
asymbolspecificfx:arecordingblockbaéedcxlarecording
unit that is a minimum unit for said control means to
sequentially access said recording means;

saidencryptionmeansencryptssaiddatabyusinggaid
content key; and |

said.control means controls said recording means to
record said encrypted data.
The 12th invention of the present invention (corresponding
to Claim 12) is a recording apparatus according to the 1st
invention, characterized in that:

said encryption means encrypts data sent from the
interface to which copy permission information is attached
by using said copy permission information; and

said control means controls said recording means to
record said copy permission informationbeforeand/orafter
said recording means records said data.

The 13th invention of the present invention

(corresponding to Claim 13) is a receording apparatus

_14_



The 13th invention of the present invention (corresponding to Gaim1il3) is
a recordi ng apparatus 24 JUNE 2004 according to the 12th invesy JORNE 2004
characterized in that said control neans controls said recording neans to
record said copy permission information before, at |east, said recording
nmeans records said data. The 14th invention of the present i nvention
(corresponding to Claim14) is a recording apparatus according to the 12th
i nvention, characterized in that said control means controls said

recordi ng neans Lo g's dn £QP IJH S&h@R-addi bEHoM et at aktiey d
recordi ng Peans” T e 3%3?‘53?5 3 ta. g%ﬁgjg%t% ?B&int?%ﬁﬁof t he S?ésgnt sa

LR;?QL; gpl é:egﬁé.{gi%&ghg%&?t%@sné %@i L8R rEGhy tedth ARRAFAICWTd said

y conprisin means of controlling encrypted data

ggg;m”ggcggp%ggggm%%l bﬁf@fﬁg@gqm a5 ar becarding eansaithat s

Control Teans recording said encrypted data on a
dik: s The SR HAYRAL LA theoppesanlid twenkl on (corresponding to Claim

16) is a r appar at us aracterized by conprising: a control

means of control lyng f&‘Eﬁth%%n%@nVSEortﬂ%d A andi skvienteans of a

recordi ng apparatus according t he 1st |nvent|on to be reproduced,
(corresponding to Claim 14) 1s a recording apparatus

aCCordingtotimalZUlinvention,characterizedjj1thatsaid
controln@anscontrolssaidrecordingn@ans1x)recordsaid
copypermissioninformationonlyaftersaidrecordingmeans
records said data.

The 15th invention of the present invention
(corresponding to Claim 15) is a recording apparatus
characterized by comprising:

a control means of controlling encrypted data sent
from an'iﬁterface to be recorded; and

a recording means, that is controlled by said control
means, of recording said encrypted data on a disk.

The 16th invention of the present invention
(corresponding to Claim 16} 1is a reproduction apparatus
characterized by comprising:

acontrolmeans of controllingencrypteddata recorded
on a disk by means of a recording apparatus according to
the 1lst invention to be reproduced;

a reproduction means, which is controlled by said

control means, of reproducing said data; and

- 15 -



a repéoduction geans, which is controlled by said control neans, of
reproduci ng said data; and 24 JUNE 2004 a decryption neans of i
said reproduced data that is sent to the interface. The 17tk??§5%ﬁ??%ﬂgof
the present invention (corresponding to Claim17) is a reproduction
apparatus characterized by conprising: a control nmeans of controlling
encrypted .data recorded on a disk by neans of a recording apparatus
according to the 2nd invention to be reproduced; a reproduction neans,

that is controll edgby rg@itd o ariar ofedesrypt inepsaddaragredudethtiataand a
decryption nmeans of decrypting said reproduced data that is sent to the

interface, piefei s sand decrypéi dnteRdc«lecrypts said reproduced data by
usi ng said device unique key. The 18th invention of the present invention

(corresponding tayd aj THA8inverk I@preduehioprappatiat isvehadact eri zed by
conprising: a control nmeans of controlling encrypted data recorded on a

di sk by means,pfedpbaeait Ngo appakat Uy )acieordi ngptoduthd 3t capmaeatiuen to
be reproduced; a reproduction neans, that is controlled by said control

means, of repeduetra -5l batampaidiacgtecryption means of decrypting said
reproduced data

acontrol meansof controllingencrypteddatarecorded
on a disk by means of a recording aﬁparatus according to
the 2nd invention to be reproduced;

a reproduction means, that is controlled by said
control means, of reproducing said data; and

adecryptionneansofdecryptingsaidreproduceddata
that is Qent to the interface,

wherein séid decryption means decrypts said
reproduced data by using said device unigue key.

The 18th invention of the present invention
{(corresponding to Claim 18) is a reproduction'apparatus'
characterized by comprising:

acontrolmeansof controllingencrypteddatarecorded
on a disk by means of a recording apparatus according to
the 3rd invention to be reproduced;

a reproduction means, that is controlled by said
control means, of reproducing said data; and

a decryption means of decrypting said reproduced data
that is sent.to the interface,

wherein said decryption means decrypts said
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that is sent to the interface, wherein said decryption neans decrypts said
24 JUNE 2004 reproduced data by using said recording unit infgy JE°8p04 The
19th invention of the present invention (corresponding to Clalngﬁﬁ% IS a
reproduction apparatus characterized by conprising: a control neans of
controlling encrypted data recorded on a disk by neans of a recording
apparatus according to the 4th invention to be reproduced; a reproduction
nmeans, that is controlled by said control means, of reproducing said data,;

-and a decrypiiofnfBaANGa 0k HeCE¥PhiNgasal detepidadigedh datimféhastisnsent to
the interfacé, wherein said decryption neans decrypts said reproduced data

by using a key gaified dasednoBnidich recotdengrasviti phoemrtican. The 20th
invention of the present invention (corresponding to Claim20) is a

reproduct i o, APPAEBLHS i P A R0t B4 EAed 9hy iGPNPri ShAGduR taia rappaeans sof
controlling encryp?ed dggg recorded on a disk b% means of éﬂégcording

appar at us. g&@grgge@pq5;45@mﬁggga&kgn to be reproduced; a reproduction
means, which is controlled by said control neans, of reproducing said
data; and a decr ypthRRrBBISaRE dfeehnptiold Sad 8 ncapmcud 8d tdat acorded
on a disk by means of a recording apparatus according to
the 4th invention to be reproduced;
a reproduction means, that is controlled by séid
control means, of reproducing said data; and
adecryptionn@anscﬂfdecryptingsaidreproduéeddata
that is sent to the interface,
wherein said decryption means décrypts said
reproduceddatabyusimgakeygainedbasedonsaidrecording
unit information.
The 20th invention of the present invention
(corresponding to Claim 20) is a reproduction apparatus
characterized by comprising: |
acqntrolmeansofcontrollingencrypteddatarecorded
on a disk by means of a recording apparatus according to
the 14th invention to be reproduced;
a reproduction means, which is controlled by said
control means, of reproducing said data; and
a decryption means of decrypting said reproduced data
that is sent to the interface,

wherein said decryption means attempts to decrypt the
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that is sent to the interface, wherein said decryption neans attenpts to
decrypt the 24 JUNE 2004 entirety of , or a portion of, said ﬂlgp‘@?gogata
by assuming that said copyperm ssion informtionhas a variety of values
in the case that said copy perm ssion information cannot be recorded in a
normal manner in said recording nmeans at the tine when said data is
recorded, and wherein said reproduced data is decrypted by using the val ue
of said copy perm ssion information in the case that said reproduced data
can be decrepptideky @f pormaponemnine:s ods satéwrdryptsdidhed benps sumihey 21st
i nvention of the present invention (corresponding to Claim?2l) is a
r epr oduct i dthappariat aspy plamacs ei.onech Hhyrmatpondiaga wmcoatyaf veins sof
controlling encrypted data recorded on a disk by nmeans of a recording
appar at us a@ccdrlik ngase thae &btk copentpeamiastioa lefooduction arangt whi ch
is controlled by said control neans, of reproducing said data, wherein
sai d reprotierkdatdedsiseatnd ombhembnherf dee sa ithe2nddi ngeneaas aft t he
present invention (corresponding to Claim?22) is a recording apparatus
accordi ng tthanyiné whenlsdaid dd4th bsverddaniedhanadteri zed in that said
interface, said encryption neans and said
wherein said reproduced data is decrypted by using
the value of said copy permission information in the case
thatsaidreproduceddatacanbedecrypfedinarmrmalmanner
as a result of salid attempts.
The 21st invention of the present invention
(corresponding to Claim 21) 1s a reproduction apparatus
characterized by comprising:
acontrolmeansof controllingencrypteddata recorded
on a disk by means of a recording apparatus according to
the 15th invention; and
a reproduction means, which is controlled by said
- control means, of reproducing said data,
wherein said reproduceddata is sent to the interface.
The 22nd invention of the present invention
(corresponding to Claim 22) 1is a recording apparatus
according to any of the 1st to 14th invention, characterized
in that saild interface, said encryption means and said
controlmeansare integratedandprovidedon the sameprinted

circuit board.

The 23rd invention of the present invention
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control neans are integrated and/ provided on the same printed circuit
board. The 23rd invention of the present invention 24 JUNE 2084 jNE 200
(corresponding to Claim23) is a recording apparatus according Po%ﬁe %an
invention, characterized in that said interface, said encryption neans and
said control neans are integrated in one chip. The 24th invention of the
present invention (corresponding to Claim24) is a reproduction apparatus
according to any of the 16th to 20th inventions, characterized in that

said interf i i sai :
(Zc‘rilagrr %‘?%@?8@3%% pt%c?‘lg@l JRAN9 3 ants sai de68Rdi9lg $ratfs

i ntegrated same printed circuit board.” The 25th

I nvent i on gcéc@fd?ﬁ?ﬁggttﬂéﬁgghi PRvehtAdiESPARG NG & L1 £bAI 1A 2P)at S§add

reproducti on appara according to the 24th 1 nvention, characterized in

that said ﬂﬁeef%gs%i,p%%iﬁg% QS5 ¥PhEIR TG Snn a5 ORGPl r FEAREara ©

integratedin one c nvention of the present invention

(correspongfg)igﬁgégg@égniniéné Egﬁgﬁding appar at.us according to the
cha

22nd i nvention, acterized in that "a signal detected froma term nal on

S5 PG Rt O s anglo b ngan e oo otuceo o
undiSC|Oseq56¥P@Eponding to Claim 24) is a reproduction apparatus

according to any of the 16th to 20th inventions,
characterized in that said interface, said decryptionmeans
and said control means are integrated and provided on the
same printed circuit board. |

The 25th invention of the present invention
(corresponding to Claim 25) is a reproduction'apparatus
according to the 24th invention, characterized in that said
interface, said decryption mearis and said controi means
are integrated in one chip.

The 26th invention of the p:esent invention
{corresponding to Claim 26)" is a recording apparatus
according to the 22nd invention, characterized in that a
signal detected from a terminal on said printed circuit
board.that outputs a signal that can be reproduced as data
by a third party is entirely encrypted and/or is inscribed
.in an undisclosed format.

The 27th invention of the present invention
(corresponding to Claim 27) ié a reproduction apparatus

according to the 24th invention, characterized in that a
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The 27th invention of the present invention (corresponding to Gaim27) is

a reproduc
that a 24
board t hat
party is e
The 28t h i
a recordin
‘that the

out puts a
defined ac
present in
accordi ng

termnal o
r epr oduced
format. Th

Claim30) is a reqqr didig, apRILAUSH ASEOFAENG QA Dhviheidrd to 1lth

i nventi ons
accessed b
i nvention

tion apparatus according to the 24th invention, ChﬁigEﬁﬁFQ
JUNE 2004 signal detected froma termnal on said printe
outputs a signal that can be reproduced as data by a third

in

clrcuit

ntirely encrypted and/or is inscribed in an undisclosed format.

nvention of the present invention (corresponding to C aim 28)
g apparatus according to the 22nd invention, characterized in

%&%I %’%&Eeéﬂe [ NGh nesdhd il Meds£hgoricti rthoat d-1hatiit

Si gh: at can be reproduced as data by.a third party is
\gg;[?tq%cilogﬂ% ?glr%gslg% $q %&Prmét Jhs BOLRh AYENELRN 28f dhhe
n-sa
e invention of the present invention (corresponding to

, Characterized 1n that said device unique key cannot be

Y ALrE3HERAFhIRY Eradhe2dlstid nventigRadhd hg i Lsens
according“té13m322nd.invention, characterized in that the
property of a terminal on said printed circuit board that
outputs‘a signal that can be reproduced as data by a third
party is defined according to an undisclosed format.

The 29th invention of the present invention
(correépond;ng to Claim 29) is a reproduction apparatué
according to the 24th invention, characterized in that the
property of a terminal on said printed circuit board that
outputs a signal that can be reproduced as data by a third
party is defined according to an undisclosed format.

The 30th invention of the present invention
(corresponding to Claim 30) -is a recording apparatus
accordingtoanyofthe2ndtollthinventions, characterized
in that said device unique key cannot be accessed by an
external device.

The 31st invention of the present invention
(Corresponding to Claim 31) is a recording apparatus
according to any of the 6th, 10th, 1lth, 12th, 13th and

14th inventions, characterized in that said copypermission
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Claim 29) is a reproduction apparatus
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(Corresponding to Claim31) is a recording apparatus according to any of
the 6th, 10th, 11th, 12th, 13th and 14th inventions, charactsfijgRE 26od hat
said copy perm ssion 24 JUNE 2004 information is recorded in a system
region that cannot be directly accessed by a user of said recordi ng neans.
The 32nd invention of the present invention (corresponding to Claim32) is
a recording apparatus according to any of the 1st to 15th, 22nd, 23rd,
26t h, 28th, 30th and 31st inventions, characterized in that: copy

per m ssi on siffOrmRtEOM e addeddd tihe dafastsantredi oM sRbE taheabitabe, and
said control nmeans can control said recording nmeans to record said data

even in th%iif&?é@tli\gabc%@s%é?&wypgrms%&i ot saiarradoariiofg saédndat a
represents " Copy ver" according to a predeterm ned condition. The 33rd

invention of themesentyi A¥eaLtAN (6O tRePRRIEIEnt 0iflahmidd) is a
recordi ng apparatus according to the 32nd inveniton, characterized in that

sai d predetei i 888c6an4did i10h ¢Balhe 309se wher ekhosdithg egasdedtudat a
becomes urireproduci ble after a predeterm ned period of time. The 34th

invention @fcddedpPhesedtarpventhen staq nespondizag t 236 p6d4), 28tha,
recordi ng apparatus”™ according to the 32nd inventon, characterized in that
sai d predejprun grd sandi tilrehtibhe casmmetetnzed df egpaded
copy permission information is added to the data sent
from said interface; and
said control means can control said recording means
torecordsaiddataeveniﬁthecasethatsaidcopypermission
informathm1ofsaiddatarepresents“CopyNevgr"according
to a predetefmined condition.
The 33rd invention of the present invention
(corresponding to Claim 33) 1is a recording apparatus
according to the 32nd inveniton, characterized in that said
predetermined condition is the case wherein said recorded
data becomes urireproducible after a predetermined period
of time.
The 34th invention of the present invention
(corresponding to Claim 34) is a recording apparatus
according to the 32nd inveniton, characterized in that said
predetermined condition is the case wherein said recorded
data becomes unreproducible according to fee imposition
- conditions. |

The 35th invention (corresponding to Claim 35) is a
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dat a becomes unreproduci bl e according to fee inposition conditions. The

35th invention (corresponding to Claim35) is a 24 JUNE 2004 mﬂ;_u hON
apparatus according to any of the 16th to 21st, 24th, 25th, %@p angbggth

i nventions,, characterized in that: copy perm ssion information is added to
said encrypted data that is recorded: and said control neans controls said
reproduction neans to reproduce said data at |least one tine in the case
that said copy permission information of said data represents " Copy
Never" accorghpgdhetd o egphenrined ceondingno dhe @Bthe hfehtioAlaft t he
present invention (corresponding to Claim36) is a reproduction apparatus

accordi ng toy ¢ihe 23, DIverdh@Ro tthanaehariced, chadwd t saidedpredatdr:ni ned
condition is the case wherein sai'd recorded data becones unreproducible

after a predeter HdiedpReriitk i ®h ihfErmdbeod Alhatdeent ¢ eaiaf ehbeypresknt
invention (corresponding to Claim37) is a reproduction apparatus

accordi ng tgthecBakh iigvvetdpledchamacteri zed in that said predeterm ned
condition is the case wherein said recorded data becones unreproducible

accordi ng of fee dAM9sidh©polcesdhti epstrHies 38iid ivetenddoatdornt meapresent
invention (corresponding to Claim38) is a reproduction apparatus
to reproduce said data at least one time in the case that
said copy permission information of said data represents
“Copy Never” according to a predetermined condition.

The 36th invention of the present invention
(corresponding to Claim 36) is a reproduction apparaﬁus
according to the 35th invention, characterized in that said
predetermined condition is the case wherein said recorded
data becomes unreproducible after a predetermined period
of time.

The 37th invention of the present invention
(corresponding to Claim 37) is a reproduction apparatus
according to the 35th invention, characterized in that said
predetermined condition is the case wherein said.recorde@

.data becomes unreproducible according of fee imposition
conditions.

The 38th invention of the present invention
(corresponding to Claim 38) is a reproduction apparatus
according to any of the 16th to 21st, 24th, 25th, 27th and
29th inventions, characterized in that:

copypermissioninformationisaddedtosaidencrypted
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according to any of the 16th to 21st, 24th, 25th, 27th and 29th

i nventions, characterized in that: copyperm ssion infornati924|@ to
said encrypted 24 JUNE 2004 data that is recorded; and said con#ro neans
controls said reproduction neans to copy and to output said data only once
so as to allow said copy perm ssion information of said data, after being
once copied by neans of said recording neans, to permt copying only one
additional time (copy once) in the case that said copy perm ssion

i nformati oy 0f 5 sehd+data AL €3$6AL Saklle perm ssion of copying only one
(copy once) according to a predeterm ned condition. The 39th invention of

the present invenld QD cdrfoF s eSROAEENGoherolla Ba3Y repraodiept ddtickheans
apparatus according to the 38th invention, characterized in that said

predet er m ned &?xgyi 5h8NthSotitesase: vhedetn saly dalce afo dhetkeylised for
encrypting said data are erased after a predeterm ned period of tine has

el apsed since; §ldhy %@ﬂﬂ@él@ﬁ RapsmAas ropifedaanddeubpusfedrshedndat a.

The 40th invention of the present invention (corresponding to Claim40) is
a reproductd,he apPaL AUy 3ELhdi 88 baildhe a8ihdingentiaons, charpetriitzed in
that said predetermned condition is the case wherein a recorder of said

data that hﬁ)spdlbfﬁg 8RNy, BnEe 2eRpiefbaRU euMRUL(RbY ) appathtusaber
recordi ng sai'd datfa as a backup. :

that salid copy permission information of said data

represents the permission of copying only one (copy once)
acéording to a predetermined condition.

The 39£h invention of the present invention
{(corresponding to Claim 39) is a reproduction apparatus
aécordingtoijNESBthinvention,characterizedjjlthatsaid
predetermined condition is the case wherein said data or
the key used for encrypting said data are erased after a
predetermined period of time has elapsed since said
reproduction means has copied and outputted said data.

The 40th invention of the present invention
(corresponding to Claim 40) is a reproduct;on apparatus
according to the 38th invention, characterized in that said
predetermined condition is the case wherein a recorder of
said data thaﬁ has been only once copied and outputted is
an apparatus for recording said data as a backup.

The 41lst invention of the present invention
(corrésponding to Claim 41) is a repreoduction apparatus

accordingtoijua40thinvention,characterizedjjathatsaid
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The 41st invention of the present invention (corresponding to Claim4l) is
- a reproduction apparatus according to the 40th invention, c } in
that said 24 JUNE 2004 data recorded as a backup in said recg@%g?ﬁﬁ%ﬁ&@ﬂ

unreproduci ble fromsaid recorder. The 42nd invention of the present
invention (corresponding to Claim42) is a reproduction apparatus
according to the 40th invention, characterized in that said data recorded
as a backup in said recorder is unreproducible unless said data is

returned t @ the oniginal aePHaduGid 9B sAPaFFAidSde Flies dard @it ipneof the

~ present invention corresponding to Caim43) is a recording apparatus

accordi ng 9 Ahys 0f gt becbstgd©. 14th, 22nd, 23rd, 26th and 30th to 34th
i nventions characterizeg in that said encryption neans encrypts data

regardl ess of theyyal e, 9f i nLRAGRRY PETBhESLHER JdHOr MRyEARIGh sai d data
sent fromsaid interface. The 44th invention of the present invention

(cor respondi ' - capdi GeHy digish £Qramy of
the 1ot to tEat 252hRaTrrd T e, X it o oS e

charact eri %%%dfumgtﬁo $aicds GRAT YRLEAR 10RANS QT 110k 1 £8ATMPELSA dadata in
the case that copy perm ssion information of the data sent fromsaid

interface R L3R dd@hstD®LahF (AsRedfF@ebYder is unreproducible

unless said data is returned to the original reproduction
apparatus. |

The 43rd invention of the present invention
(corresponding to Claim 43) is a recordiﬁg apparatus
according to any of the lst to 14th, 22nd, 23rd, 26th and
30th to 34th inventions charaéterized in that said
encryption means encrypts data regardless of the value of

- the copy permission information of said data sent from said
interface.

The 44th invention of the present invention
(corresponding to Claim 44) is & recording apparatus
according to any of the 1lst to 14th, 22nd, 23rd, 26th and
30th to 34th inventions characterized in that:

said encryption means does not encrypt said data in
the case‘that,copy'permission information of the data sent
from said interface represents that the data can be freely
copied (copy free); and

said control means controls éaid recording means to

record said unencrypted data.
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copied (copy free) ; and said control nmeans controls said recordi ng neans
to record said unencrypted data. 24 JUNE 2004 The 45th invenﬂ"gﬁhﬁg 26612
present invention (corresponding to Claim45) is a data processing
apparatus conprising at |east a nove neans of noving data that is
recorded in a recording nmediumfor recording data to another recording
apparatus, characterized in that, in the case that data that is attenpted
to be noved by said nove neans is copy prohibited data prohibited from

bei ied, th hi bi t.ed d i [ [
ey Speciic to S AER RPORSIGIH) Spkis: B Shei At TER o e g T

oLt o oL SR Oo R8RS BB U D A oAb O0 Bl e

t rePPEST TS pont . §5 §**
eeor ded o ST Btar Hong B PEOPH TG 03T P AeS Sor Rt PP ecart

ecor g I'nto er recording

cpparatus, charagierl sed Lo Lhahe A0l cCPSS L S Lhal, LA GRHamI o

I'S COpy perm ssio ornmat1 on that

o bl (60 £ embeL 1 SonL ey com DB o6 Gaba ' eneryad b

o“sal a processing’ @apparatus when at

| cast pelngaout Ll ed from AL, 43 PLECBIHBURPBY BLYY mEbR flhs
is copy'prohibifed.data prohibited from being copied, the
copy prohibited data is encrypted by using an encryption
" ‘keyspecifictosaiddataprocessingapparatuswhenatleast
being outputted from said data processing apparatus.
The 46th invention of the present invention
(corresponding to Claim 46) is a data processing apparatus
comprising at least a copying means of copying data that
is recorded on a recording medium for recording data into
anotherrecordiﬁgépparatus,characterized;hlthat,jjlthe
case that data that is attempted to be copied by said copying
means is copy permission information that is prohibited
from being copied, the copy prohibited data is encrypted
by using an encryption key specific to said data processing
apparatus when at least being outputtéd from said data
processing.apparatus.
The 47th invention of the present invention
(corresponding to Claim 47) is a data processing apparatus

according to the 45th or 46th invention, characterized by

further comprising an encryption means of encrypting said
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(corresponding to Claim47) is a data processing apparatus according to
the 45th or 46th invention, characterized by further conrpris%@g% 004
encryption nmeans of encrypting said 24 JUNE 2004 copy prohi bi a gy
using said encryption key. The 48th invention of the present invention
(corresponding to Claim48) is a data processing apparatus according to
any of the.45th to 47th inventions, characterized by further conprising a
reproducti on neans of decryption, by using said encryption key, said copy

prohi bi t ed cigby paohyptiatkdisdagashyd wiciypiaoa keydipsti®h keproduci ng
sai d copy prohibited data. The 49th invention of the present invention
(corresponding t @& ad BrU9)niverd idat 8o Pr 0Bes Pritts appaialdatidgrording to
the 48th invention, characterized in that: said reproduction neans is a

neans of reaettiebponshirty teopY aphOhBhi 1 ek dRlten plrotdad Enfesibs edtals t he
time of viewwng and |istening by the user; a storage neans of storing said

copy prohi kidest-dahg tihainjhast bera Usansnid t £@cAt iavieidaster than said
rate that is required at the time of viewing and listening by the user in

the case thaiasattdeeopydahifitiatedatenePeeYPLe repiri st dofNGEYAL ON
key is transmtted at a rate faster than said rate required at the tine of

viewing angfl ickenypgioly, e wsengl kamesatkBfber ohe k@Al ngs saPanatus is
provi ded; and _ :
prohibited data encrypted using said encryption key and
of reproducing said copy prohibited data.

The 49th invention of the present invention
(corresponding to Claim 49) is a data processing apparatus
according to the 48th invention, characterized ip that:

said reproduction means is ameans of reproducing said
copy prohibiteddataataraterequiredatthe timeof viewing
and listening by the user;

a storage means of storing said copy prohibited data
that has been transmitted at a rate faster than éaid rate
that is required at the time of viewing and listening by
-theuserinthecasethatsaidcopyprohibiteddataencrypted
using said encryption key is transmitted at a rate faster
thansaidraterequiradatthetimebfviewingandlistening
by the user from said other recording apparatus is provided;
and

said reproduction means can reproduce said copy

prohibiteddatastoredjjlsaidstorageneanscn:datastored

insaidstoragemeans inadvance at the time when said storage
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sai d reproduction nmeans can reproduce said copy prohibited data stored in
said storage neans or data stored 1in said storage neans in.a%%ﬁgﬁ&%gﬁgghe
ti me when said storage 24 JUNE 2004 neans stores said copy pr I ta
fromsaid other recording apparatus. The 50th invention of the present
invention (corresponding to Claimb50) is a data processing appar at us

according to any of the 45th to 49th inventions, characterized in that:
said other recording apparatus is an apparatus that can record data in a

second rec%éga‘?g g%g'gié@ <& 1 HAGBBY pIRAND Df e d Udgitag fhet hesiar onbiersai d
second recording mediumis a recording mediumcorresponding to said data

processing ,.appar g Hy iy éﬁégég@g‘provided; and said nove neans or said
copyi ng neans noves-or Copies said copy prohibited data in the case that

sai d second recaifli ngy pRdi UNJrS- 141968 £BLP R s@cOr dhirgnrEdM
correspondi ng to sald data processing apparatus by said judgnent neans.

The 51st in | ' I£68Al rl BY§NE 50N d{EDFIrREPOHSi NG dppLlraitmsbl) is
a data proc%%g%%ggg%%gﬁét goeaccg}ding to any of@{he 45th to 49th

i nventions,, . chagagterdzeth nort hak: sSainl €6 hepthegorimgi apparatus is an
appar at us f%é? can-record data ina second recordi ng nmedi um
characterized in that:
| said other recording apparatus is an apparatus that
can record data in a second recording medium;
ajudgmentmeansofjudgingwhetherornotsaidsecqnd
recording medium is a recording medium corresponding to
said data processing apparatus is further provided; and
saidnwveneanscn:saidcopyingneansnmves&n:copies
said copy prohibited data in the case that said second
recording medium is judged to be a recording medium
correéponding to said data processing apparatus by said
judgment means.

The Sist invention of the present invention
(corresponding to Claim 51) is a data processing apparatus
according tb any of the 45th to 49th inventions,
characterized in .that:

said other recording apparatus is an apparatus that
can record data in a second recording medium;'

a judgment means of judging whether br not said other
recording apparatus is an apparatus corresponding1xjsaid

data processing apparatus is further provided; and
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a judgnment nmeans of judgi ng whether or not said other recording apparatus
is an apparatus corresponding to said data processing appar aﬁi'ﬁUiI\FE Ebﬁi her
provi ded; and 24 JUNE 2004 said nove means or said copyi hg nmeans Noves or
copies said copy prohibited data in the case that said other recording
apparatus is an apparatus corresponding to said data processing apparatus
by said judgnent neans. The 52nd invention of the present invention
(corresponding to Claimb52) is a data processing apparatus according to

any of the 45th @ BfslbvdmeRii0bs, sathatapiehizRdan® hb&kssaird-opyesmeans
or said copying neans outputs said copy prohibited data as data that can

be copied Ny e8¢ Whehitaitbqonytar ol kited-dabathstmieer osthercopi ed.
The 53rd invention of the present invention (corresponding to Claimb53) is

a recordi ng W& eRROSYEE AR 1 ARRBARAL HBpaGhahas eyt Zegh i dearPrtbsk g da
recordi ng neans of "recording said copy prohibited data that is encrypted

using sai d RR VPEbeBskand raparsdaha GRSEd udgRendt weamecording to
any of the 45thw$% 47t h iﬁ%éﬁ?@ons in gﬁgecondnﬂ?eggfding medi um The 54th

invention of themesmMqai DMeBhitADN (SHr tREPPRSH T 0 hahidd) IS a

recordi ng and reproduction' apparatus, characterized by conprising: a

recordi ng neaiSrO§pbaeai 88 SahdnCORY Psehidbittefrocessing apparatus
according to any of the 45th to 51st inventions,
characterized in that said move means or said copying means
outputs said copy prohibited data as data that can be copied
only once when said copy prohibited data is moved or is
copied. o

The 53rd invention of the present invention
(corresponding to Claim 53) is a recording and reproduction
apparatus, characterized by comprising a recording means
of recording said copy prohibited data that is encrypted
using‘said.encryption_key'fronlaAdata.processing'apparatﬁs
according to any of the 45th to 47th inventions in a second
recording medium,

The 54th invention of the present invention
(correspondingtx)Clahn54)iseirecordingandrep;oduction'
apparatus, characterized by comprising:

a recording means of recording said copy prohibited
data that is encrypted using said encryption key from a
data.proceésing'apparatus according to the 48th invention

in a second recording medium; and
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"data that is encrypted using said encryption key froma data processing
apparatus according to the 48th invention in a second recordi i

and . 24 JUNE 2004 a transm ssion neans of transmtting saidd%g%ﬂaéjhaa1
prohibited data that is recorded in said second recording mediumand that
is encrypted using said encryption key to said data processing apparatus
while still encrypted using said encryption key. The 55th invention of the
present invention (corresponding to Claimb55) is a recording and

reproduction apparatsssmERanac eid£ed BY €9aRIdnti ¥9ing EBGQr Adig, means of
recordi ng said copy proﬁlblted data that is encrypted using sai

encrypti Onmﬂ)?%@, gg%%atﬂr QCESSiRG ARRM, AllS S YWl Agd 0 £HRaRAUS O

51st inve in sald second recording nediun and a transm ssion means

of transm Hécglﬂmﬁaéﬂgcemt pEobbirted data fligtsd 84 recor ¢ad iioh Kaiyd tgecond

recording nediumand that I's encrypted using said encryption key to said
data processng LRRA WMihg Shhhlaener ¥Rt ed §6iNY esdbgpeRe ¥BENQN key.

The 56th invention of the preséent invention (corresponding to Claimb56) is
a recordi ng angd LERLOUMGH PNkeppPParatus, characterized by conprising: a

recordi ng neans of récording said copy prohibited data encrypted using
said encryption key. fsophaifddldtion of the present invention
| (corresponding to Claim 55) is a recording and repfoduction
apparatus, characterized by comprising:
a recording means of recording said copy prohibited
data that is éncrypted usiﬁg said encryption key from a
data prodessing apparatus according to the 50th or 5lst
invention in said second recording fnedium; and
a transmission means of transmitting said copy
prohibited data that is recorded in said second recording
medium and that is encrypted using said encryption key to
said data processing apparatus while still encrypted using
said encryption key.
The 56th invention of the present invention
(corresponding to Claim 56) 1s a recording and reproduction
apparatus, characterized by comprising: .
| a recording means of recording said copy prohibited
data encrypted using said encryption key from a data
processing‘apﬁaratus according to any of the 45th, 46th,

47th, 50th and 51st invenitons in a second recording medium;

and -
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processi ng apparatus according to any of the 45th, 46th, 47th, 50th and
‘51st invenitons in a second recording nmedium and 24 JUNE 2024

decryption and reproduction neans of decrypting, by using sa.ﬁJEMH$§B94on
key, -said copy prohibited data that is recorded in said second recording
medium and that 1is encrypted using said encryption key and of reproducing
said copy prohibited data. The 57th invention of the present invention
(corresponding to Claimb57) is a recording and reproduction apparatus

according to the aS%ehcr{;%?QBinognéﬁg%rg aﬁﬁ%ﬁgg%%@%@gﬁg t(ﬂprd@@f@pi@h@: a

key reproduction heans repro key recordi ng nmedi um

V\A’] . . d t . . } . . f
Storing aith CREFB Ptk & S ERFCae ot by Card Kb, Eradat on means.

N g t | : i
vhor el n sai g, dect YDLL oD, 90d §SPLAYNCLLA TIPS, o EphTHERS LRk et

encryption key stored by said key

storage neans. The 58th | [ f. L Nk o LNYRAL S eeniespndi ng
to Claim 58}Si%n%r¥ggggd}1%\gi%g%3%?€greg u %ﬁéﬁa}%ggrgﬁgsbgﬁ%}?di ng to the

56t h invention, characterl Y 44 her conprising a reception nmeans of
recei ving satdd EREYy Iﬁg%a§g§eph§¥H%s'transnitted fromsaid data

processing The 57th invention of the present invention
(corresponding to Claim 57) is a recording and reproduction
apparatus aécording to the 56th invention, characterized
by further comprising:

a key reproduction means of reproducing an encrypted
key recording medium wherein said encryption key is
recorded; and

a key storage means of storing said encryption key
reproduced by saild key reproduction means,

wherein said decrjption and reproduction means
reproduces said copy prohibited data by utilizing said
encryption key stored by said key storage means.

The 58th invention of the present invention
(corresponding to Claim 58) is a recording and reproduction
apparatus according to the 56th invention, characterized
by further comprising a reception means of receiving said
encryptionkeythatistransmittedfromsaiddataprocessing

apparatus,

wherein said decryption and reproduction means

reproduces said copy prohibited data by utilizing said
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apparatus, wherein said decryption and reproduction neans reproduces said
copy prohibited data by utilizing said 24 JUNE 2004 encryptio recelved
by said reception neans. The 59th invention of the present Eﬁbﬁﬁf
(corresponding to Claim59) is a data processing apparatus, characterlzed
by conprising at |east a nove means of noving data that is recorded in a
recording medium for recording data to another recording apparatus as data
inaformat that can be decrypted in the other recording apparatus;

wherei n data that t ted i . i

proni bi't ed A R RABr S OhF BT 8ats P BT 5o CeB Y TReTB0t h | nvent i on
o] e present inyent d

appar at s, - char Aitery SR DY ENpRT S o HhY SAa T CobhT R s o

copyi ng dat@y%?ﬁés?%gaﬁ%ﬁ%%%ﬁCi gﬁ%&?hﬂﬂé@? égélnbggﬁggkggugﬁta in

anot her rec s as a form can ecrypted in

the other T O%gi rlaz%“c%g;t&amBWlﬁs&g@aga%é? %nxosvé L ek hgvasfopi ed

by said c ans 1s copy IS prohibite from

ge;pgﬁg;)p: e Eidh gr%ggjgg%aa@ggmg FBESSEN § e hRNe o £ CREEESRARY NY Lo

data to another recording apparatus as data in a format
that can be decrypted in the other recording appaiatus;

wherein data that is attempted to be moved by said
move means is copy prohibited data that is prohibited from
being copied.

The 60th invention of the present invention
(correspondingix>ClahnéO)isaadataprocessingapparatus,
characterized by comprising at least a copying means of
copying data that is recorded in a recording medium for
recording data in another recording apparatus as data.in
a format that can be decrypted in the other recording
apparatus,

wherein data that is attempted to be copied by said
copying means is copy prohibited data that is prohibited
frém being copied.

The6lst invention of the present invention
(corresponding to Claim64) is a data processing apparatus
according to the 59th or 60th invention, characterized in
that the data in a format ﬁhat can be decrypted in said

other recording apparatus means plain sentence data, data
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according to the 59th or 60th invention, characterized in that the data in

a format that can be decrypted in said other recordi ng appar b Bé
pl ai n sentence data, data 24 JUNE 2004 that is encrypted usingé ivﬂgg fiic

to said other recording apparatus or data that is encrypted using a key
attached to a second recording nediumin said other recording apparatus.
The 62nd invention of the present invention (corresponding to Caim62) is
a data processing apparatus according to the 61st invention, characterized

in that theydata dfeayheeenlsihata €ap she ety poath 1 @ osdied péber diegpr di ng
apparatus is also data in a format used in said other recording apparatus.

The 63rd !%’gﬁg&&:%u%f otrh@ana?S%tiﬂge@th?'pﬂéiﬂrﬂﬁm@nﬂimgyt atCrahed3) is
a processin pparatus according to any of ‘the 59th to 62nd i nveni otns,

characteri zed Lngbbat;g salc,phhel mR&ondhngnappakatdtshés ascappdma us t hat
can record data in said recording nedium a judgnent neans of judging

whet her or asdikdhsecond recording nedium corresponds to said data
processing ‘apparatus is further provided; and said nove nmeans or said

copyi ng neans NS 0k2H8PIi@Srersel 8nCORY thicPihdsedtdanaartidie case that
said second recording nediumis judged to be a recordi ng nmedi um
‘ (corresponding“to(3lain162) is a data processing apparatus
according1x>the'GISt.invention, characterizedjjlthaﬁ,the
data in a format that canbedecrypted insaidother recording
apparatus is also data in a format used in said other
recording apparatus.
The 63rd invention of the present invention
(corresponding to Claim 63) is a processing apparatus
according to ahy of the 5%th to 62nd inveniotns,
characterized in that:
said.bther recording apparatus is an apparatus that
can record data in said recording medium; .
ajudgmentmeansofjudgingwhetherornotsaidsecond
recording medium corresponds to said data processing
apparatus is further provided; and
saidﬁnove;neans or said copying means moves or copies
said copy prohibited data in the case that sald second
recording medium is judged to be a recording medium
corresponding to said data processing apparatus according
to sald judgment means.

The 64th invention of the present invention
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corresponding to said data processing apparatus according to said judgnent
nmeans. The 64th invention of the present invention 24 JUNE 2004
(corresponding to Claim64) is a data processi ng appar at us a&:dp&l%ao@%
the 63rd invention, characterized in that: said judgnment means carries out
said judgnment byusing said key in the case that a key indicating that said
second recording nediumis a recording nmediumcorresponding to said data
processi ng apparatus is attached to said second recording mediun an

encrypti on (manse 8HoBRGMPHONG18ah68PPYs B ehitki bedc sl BndlamishPgtaal d- key
in the case that said second recording nediumis judged to be a recording

medi um cor eeReRgi g +hO 33 & Fag aj AveseSTMY @PRAkatus ikedaid tHdarent
‘means is further provided; and said nove neans or said copyi hg means noves

or copies said enGryphednkapymeaY Bhied dabat sﬁmdg@rd@ﬂéw@w @8igl the

present'invention (corresponding to Claim63) is a data processing

appar at us  JCCPKENG f @hdN¥a8k thE o8y O kPieat IMgNthaRSsaiEhaeasheri zed
in that: said other recordi ng apparatus 1s an apparatus that can record

data in a secondi8eordidnGnreds U rachudanRNimd®ans 66 rirede dad whgt ker or
not said other recording apparatus is an apparatus corresponding to said
' said data processing apparatus is attached to said second
recording medium;

anencryptionmeansof encryptingsaidcopyprohibited
data by using saidkey in the case that said second recording
medium is judged to be a recording medium corresponding
to.said data processing apparatus by said'judgment means
is further brovided; and

said move means or sald copying means moves or copies
said encrypted copy prohibited data.

The 65th invention of the present invention
(corresponding'tot:laiH163) is a data processing apparatus
according to any of the 5%th to 6Znd invenitons,
characterized in that:

said other recording apparatus is an apparatus that
can récord data in a second recording medium;

a judgment means of judging whether or not said other
recording apparatus is an apparatus corresponding to said
data processing apparatus is further provided; and

said move ﬁteans or salid copying means moves or copies

said copy prohibited data in the case that said other
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data processing apparatus is further provided; and said nove neans or said

copyi ng neans noves or copies said copy prohibited data int t
said other 24 JUNE 2004 recording apparatus is judged to be aﬂféﬁgﬁfabﬂg

corresponding to said data processing apparatus by said judgnent neans.
The 66th invention of the present invention (corresponding to Claim®66) is
a data processing apparatus according to the 65th invention, characterized
inthat: in the case that said judgnment neans has a key that indicates

that said elheird£6gr dbpa rafinas ai ¥Sj LSRN BPPBEALYUS agydesPeading to said
data processing apparatus, said judgnent means carriés out said judgnent

by using saiotr&eyondingN&y/Hd PA ABRAS fo@Nes VAL BY a1 e9 Py PEQRIGDI t ed
data by using said key, 1n the case that said other recording apparatus is
judged to bBeRmmappamabug .corresponding to said data processing apparatus
by said judgnent nmeans, is further provided; and said nove neans or said

copyi ng nmeans nowee '6¥tE0PhesntSAH SNACENB! pe ANt PIARERILiesh data. The
67th invention of the present invention (corresponding to Claim67) is a

data pr oceq%idﬁ@?%@ﬁam@ taCcCDidinng6) 01 any deftd peorUdk 109 ebihala¥aRi t ons,

characterized i at said nove neans or said copying means

according to the 65th invention, characterized in that:

in the case that said judgment means has a key that
indicates that said other recording apparatus is an
apparatus corresponding to said data processing apparatus,
Saidjudgmehtn@anscarriesoutsaidjudgmentbytmingéaid
key;

anencryptionmeansofencryptingsaidcopyprohibited
data by using said key, in the case that said other recording
apparatus is judged to be an apparatus corresponding to
said data processing apparatus by said judgment means, is
further provided; and

said move means or_said.copyingmneans:noves'or copies
said encrypted copy prohibited data.

The 67th invention of the present invention
(corresponding to Claim 67) is a data processing apparatus
according to any of the 59th to 66th invenitons,
characterized in that said move means or said copying means
outputs said copy prohibited data as data that can be copied
onlyoncewhensaidccpyprohibiteddataisnmvedorcmpied.

The 68th invention of the present invention
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out puts said copy prohibited data as data that can be copied only once

when said copy prohibited data is noved or copied. The 68th i j
the present invention 24 JUNE 2004 (corresponding to Clain16é¥¥§gRt?E°6i

recordi ng and reproduction apparatus for recordin i i bi

_ g said co rohi bi ted
data, from a data processing apparatus according to theSQtEyoP 60t h
invention, in a second recording nediumand for reproducing said copy
prohi bited data from sai d second recordi ng nedium wherein said copy

prohi bited data is_pla.n t , J i t
gfp;ggrggip ‘%55328 B§hf§?%§ﬁ§gg§?éﬁfégg ﬁggﬁgﬁggﬁg?ﬁégﬁgﬁqgﬁggsg??gﬁﬂgeans
ing said co ohli hi ; i i Kk

attached tc’?@?ﬁ‘ﬁa Egc%#df %%%é%?%gang’%’}lﬁmq%%ﬁﬁyﬁgg?%gq aH%r dé?i:%s%t’i gﬁoliney

specific to said recording dyet L OR ARBAHATHUS £ €ar dimng orea f

;:?Srgggg i%ﬁ%?%%d%f%?% %gﬁ%ﬂ%ﬁkﬁgﬁg e%crgpfed bffggfdlgﬁggyptégngneangsig
ond, recording. I el i f i i

encrypt ed dﬁﬁ?en§}8HVb% edbggkgﬁ?gg?Ofgﬁfgggfﬁggﬁ?EEfgfggggggﬁgwfggggﬁfﬁbd

nmedi um by utilizin id . t I i i el d
The 69t h | FHA SR bR LR SR rren o Loy s onar g T G i m6) 15

a recording andrw éggfﬁtgggd.copy'prohibited.data.is plain sentence
data, and | ”
whereinsaidrecordingandxeproductionapparatusis
characterized by comprising:

an encryption means of encrypting sald copy

_ pr_bhibited data by using an encryption key attached to said
second recording medium or by using an encrypfion key
specific to said recording and reproduction apparatus;

a recording means of recording séid.copy prohibited
data encrypted by said encryption means in saild second
recording medium; and

areproductionmeansofdecryptingsaidencryptedcopy
prohibited data that is recorded in saidvsecbnd recording
medium by utilizing said key so as to reproduce said copy
prohibited data.

The 69th invention éf the present invention
(correspondingtoClaim69)jﬁearecordingandreproduction
apparatus for recording said copy prohibited data, from
a data processing apparatus according to the59th or 60th

invention;jjlasecondrecordingn@diumjuuiforreproducing
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apparatus for recording said copy prohibited data, from a data processing

" apparatus according to the59th or 60th invention, in a secongér gi
medi um and for reproducing 24 JUNE 2004 said copy prohibited égﬁﬁé Hﬁgaid

second recording nmedium wherein said copy prohibited data is data
encrypted by a key specific to said recording and reproduction apparatus
or data encrypted by using a key attached to said second recordi ng nedi um
wherein said recording and reproduction apparatus is characterized by

conpri si ng:g -é%%%ﬁﬂgh@i%%gﬁ%%%g%@ggc%gﬁiy@&sc}d& meR30R bi t ed

data in said séco ecor di um and a reproduction neans of
d

decrypting said W&y@ig%%?&%PE&?EE%%&%%%&P&HéSdé@&"élq@f'}efbﬁ‘:e.‘??

[
second recordi ng “nedium at i sai so as to reproducésaid copy

pr ohi bi t ed ﬁggi %;geas;%t%fggegi ggi%{ 118 PAEREN L AU 4 SBuction

(correspon ata processing apparatus according to

2, L1 el BTy Sl 218, SRR S8 B

61st, 62nd, veni tons, characterized by

further<ungg#3£agré%g ﬂ&?ﬂ%&ﬁhﬁp information transmn ssion nmeans of
I'on“in

transmtting feeé inposi ormation with-respect to nove or copying of

Zgi}gr data to a MRRACEORH!S APRAALYEal Al 2 NG POaRRRY HREBpRIAGRRS i
characterized by comprising:

a recording méans of recording said encrypted copy
prohibited data in said second recording medium; and

areproductionmeansof decryptingsaidencryptedcopy
prohibitedeata that is recorded in said second recording
medium by utilizing said key:so as to reproduce said copy
prchibited data.

The 70th invention of the present invention
(corresponding to.Claim 70) is a data processing apparatus
according to any of the 45th, 46th, 47th, 48th, 49th, 50th,
51st, 52nd, 59th, 60th, 61st, 62nd, 63rd, 64th, 65th, 66th
and 67th invenitons, characterized by further comprising
a fee imposition information transmission means of
transmitting fee imposition information with respect to
move or copying of said data to a management apparatus for
managingsaiddataprocessingapparatuswhensaidmévemeans
carries out the move of éaid data or when said copying means

~carries out the copying of said data.

The 71st invention of the present invention

_36_




carries out the nove of said data or when said copying nmeans carries out

the copying of said data. The 71st invention of the present i Akl
JUNE 2004 (corresponding to Claim71) is a data processing apggﬁéhﬂgﬁoaﬁ

according to any of the 45th, 46th, 47th, 48th, 49th, 50th, 51st, 52nd,
59th, 60th, 61st, 62nd, 63rd, 64th, 65th, 6.6th and 67th inventions,
characterized in that said nove neans noves said copy prohibited data to,
or said copying neans copies said copy prohibited data into, said other
recordi ng ppparakpsndigly alo Ceasim d lInahageriata gpparas sSnowhbphradsls t he
ability of 1nposing a fee on the nove or on the copying of said copy
prohi bi t ed fatardingconfdnyest toh a5 ttonaédted 47t ad Sitit eAPdde, 66 thhi ch
sai d data processing apparatus and said other recordi ng apparatus are
connect ed. Fhet72nghinventhoneotht h6élptes6fnd né8md 0h 4thcobbddporditiy to
Claim72) is an encrypted data decrypting and recording apparatus system
char act er i zggllys TOHTIT WY1 oA syl uhalriatot eof i T ed ok mlitity B seard esess Mslagts
respectively record encrypted copy prohibited data, of which the content
i s identicahpvebatais pophi piroed Bioe detagtoepdedsaaddcapideady pEaiys and
recordi ng apparatus having a decryption neans of decrypting said encrypted
copy prohigbpedsded adtduady ipy dutiplt eddid tamrsa d splid althey becoecmdy ng
apparatuses and a recording nmeans of recording .

apparatus when at least a management apparatus, which has

the ability of imposing a fee on the move or on the copying

of said copy prchibited data, is confirmed to be connected

to an interface to which said data processing apparatus

and said other recording apparatus are connected.

The 72nd invention of the present invention
(corresponding to Claim 72) is an encrypteddata decrypting
andrecordingapparatussystemcharacterizedbycomprising:

a pluraliﬁy of recording apparatuses that
respectively record encrypted copy prohibited data, of
which the content is identical, that is prohibited from
being copied; and

a decrypting and recording apparatus having a
decryption means of decrypting said encrypted copy
prohibited data that is outputted from said plurality of
recording apparatuses and a recording means of recording
encrypted, or unencrypted, copy prohibited data, of which
the content is identical to said copy prohibited data.

The 73rd invention of the present invention
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encrypted, or'unencrypted, copy prohibited data, of which the content is

identical to said copy prohibited data. The 73rd invention of%énﬁ ﬁaggt
i nvention 24 JUNE 2004 (corresponding to Claim73) is a decryftt @ﬁ%

recordi ng apparatus, characterized by conprising: a decryption neans of
decrypting encrypted copy prohibited data, which is prohibited from being
copied. and which is outputted froma plurality of recordi ng apparatuses
in which said encrypted copy prohibited data, of which the content is

i dentical , (icrespponidiely tecdrded;73and sa ar deetrgigtg mpansd fedeeat digng _
encrypted, or unencrypted, copy prohibited data, of which the content 1is
i dentical tepdwtos,seahd reapyepi pbibbtyedalgimisTheg:74th i nvention of the
present invention (corresponding to Claim74) is a recording apparatus,

characterized byabelawrwneioh acpinyg adf tgeotypedoididigcrappatadgas that
respectively record encrypted copy prohibited data, of which the content

i's identicalroltiiattedsdptehivhied fsondelbytedpfedm wBehg dopakd-ag0r di ng
apparatus conprises a recording nmeans of recording said encrypted copy
pr ohi bi t edwhdathai arsiigoubtiegu romeanslof a dutpus £ ireg: el the agpat el €epy
prohi bited data that is recorded in said recordi ng neans, -and wherein said
encrypt ed é¢apyhpethshiitced ndatyvgtoed pdgegrohibited data, of which the
content is identical, is respectively recorded; and
a recording means of recording encrypted, or
unencrypted, copy prohibited data, of which the content
is identical to that of said copy prohibited data.
The 74th invention of the present invention
(corresponding to Claim 74) is a recording apparatus,
lcharacterized by being one of a plurality of recording
apparatuses that respectively record encrypted copy
prohibited data, of which the content is identical, that
is prohibited from being copied,
wherein said'recording apparatus comprises a
recOrdingmeansofrecordingsaidencryptedcopyprohibited
data and an output means of outputting said encrypted copy
prohibited data that is recorded in said recording means,
and
whereinsaidencrypted copyprohibiteddata outputted
from said output means is data that can only be decrypted

in a decrypting and fecording apparatus having at least

a decryption means of decrypting said encrypted copy
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fromsaid output neans is data that can only be decrypted in a decrypting

and recordi ng apparatus having at |east a decryption neans o kg
said encrypted copy 24 JUNE 2004 prohibited data. The 75th in%%ﬂﬁﬁﬁ%ag¢ﬂthe

present invention (corresponding to Claim?75) is-a data transm ssion
apparatus characterized by conprising a transm ssion neans of
transmtting a streamfornmed of a plurality of pieces of data, wherein
each of said pieces of data in said stream or within each of bl ocks

form ng saif-si{gafkd s=dafa that cannot be reproduced unless the piece of
data chronologically positioned one position before said data is

reproduced, and whet ef sirsai dvienarison ssf otheegnedemnsimysnddein pi ece  of
said data, of data in said stream or each of the blocks formng said

stream in therpEEpbnefidd emdiheinoa) iosadatattheheadssioa ahpaneltyg cal
manner. The 76th invention of the present invention (corresponding to

‘Claim76) is a-seeardi-RQ appacaips ikdng al | ombngmdemy aresteansedfcont ent,
conprising data that is set so as to be prohibited from or restricted

from beingr£9pihedt ity keearmeaepf odmeidbod ianpd traki thi 6€ masees of
characterized by conprising: a recording medium wherein a predetern ned
capacity data,
| wherein each of said pieces of data in said stream,
or within each of blocks forming said stream, is data that
cannot be reproduced unless the piece of data
chronologically positioned one position before said data‘
is reproduced, and
wherein.saidftransmissionlneans'transmité each pliece
of said data, of data in said stream, or each of the b_lo_cks
forming said stream, in the order of from the rear toward
therhead in a chronological manner.
The 76th invention of the present invention
(corresponding to Claim 76) is a recording apparatus for
allowing copy restricted content, comprising data that is
set so as to be prohibited from, or restricted from, being
copied, to become reproducible in a time shift manner,
cﬁaracterized by comprising:
a recording medium wherein a predetermined capacity
of recording of said copy restricted content is possible;
and

a recording means of recording data in said recording
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of recording of said copy restricted content is possible; and a recording

means of recording data in said recording 24 JUNE 2004 nediu |
said recording nmeans records said copy restricted content inqéﬁﬂnﬁﬁégh&ﬁing

medi um and allows data of said copy restricted content recorded in said
recording nediumto convert to the condition wherein view ng and

listening is inpossible after a predeterm ned period of tinme has el apsed
since the tine the recording of said copy restricted content has started
The--77th inyention of the present invention (corresponding to Clain177j
is a recor&Fﬂ%ﬁ%@paratus according to the 76th invention, characterized in

e e BT L S e s
Focordi ng FspHF Bt BECOLTBE Ao & A Kb L TRIL S TR Ao ™ Ghat Beter 7o i ¢ hat
e ot oSS U A R AP Abcheakbens L o mpbeyrent e
O ol S PL 8 Tnd MENEL OBnel (U EERPOAT Mleksdl A 1R7Zhg! &1l |
listening is impossible after a predetermined period of
time has elapsed since the timé‘the recording of said copy
restriéted content has started. |
The-77th invention of the present invention
(corresponding to Claim 77) 1s a recording apparatus
accordingﬂx)the76thiﬁvention,cha:acterizedjjlthatsaid
condition wherein viewing and listening is imﬁossible is
implemented by erasing the data of said copy restricted
content.
The 78th invention of the‘present invention
(corresponding to Claim 78) 1is a recording apparatus
accofdingixnthe76thinvention,characterizedjjlthatsaid
condition wherein viewing and listening is impossible is
implemented by not erasing the data of said copy restricted
content.
The 79th invention of the present invention
(corresponding to Claim 79) is a recording apparatus
accordingtx)the76thinvention,characterizedjj1thatsaid

condition wherein viewing and listening is impossible is

implemented by allowing the data of said copy restricted
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according to the 76th invention, characterized in that said condition

wherein viewing and listening is inpossible is inplenented 3%439%@%%&& t he
data of said copy restricted 24 JUNE 2004 content to becone 4 e.

The 80th invention of the present invention (corresponding to Claim80) is
a recording apparatus according to the 79th invention, characterized in
that said condition wherein viewing and listening is inpossible is
i npl enented by encrypting the data of said copy restricted content after
reproduct i aeniaet8tst bewent i onreprichimqilesent i nvention (corresponding
to Caim8l) is a recording apparatus according to any of the 76th to 80th
i nventions, charTdct e80zledinwremitaton heft thiengpraesondi hgveatdbirch sai d
recordi ng means starts the recording of said copy restricted content is
defined by (wferespgntd ngudgnedlainf G0ationa recoedjiuetampanktiissai d copy
restricted content. The 82nd invention of the present invention .
(corr espondiqup tdiGhati ont82) 70 £hai neeartdiary, apparadtusrizadcot diag taitthe
81lst invention, characterized in that said recording neans carries out
recordi ng lomiiteoenwhetrieng vsawlingpyndedt sitereicha dnd emipd s sibdkhes
content by using said judgnent information. The 83rd invention of the
present i niemlanentedr bgspondypging €hal du83) ofssaidesspdiregs appataius
content after reproduction.
The 81lst invention of the present invention
(corresponding to Claim 81) is a recording apparatus
according to any of the 76th to 80th inventions,
characterized in that the timing according to which said
recordingmeansstartstherecordingofsaidcopyrestricted
content is defined by referring to judgment information
in conjunction with said copy restricted content.
The 82nd invention of the present invention
(corresponding to Claim 82) is a recording apparatus
according to the 81lst invention, characterized in that said
recording means carries out recording by differentiating
said copy restricted content from other content by using
said judgment information.
The 83rd invention of the present invention
(corresponding to Claim 83) is a recording apparatus
according to the 81lst invention, characterized in that said

judgment information is copyright information included in

a data column of said copy restricted content.
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according to the 81st invention, characterized in that said judgnent

information is copyright information included in a data coluggJ@bggghﬂ4
copy restricted content. 24 JUNE 2004 The 84th invention of t

invention (corresponding to Claim84) is a recording apparatus .according
to any of the 76th to 82nd inventions, characterized in that the timng
according to which said recording neans starts the recording of said copy
restricted content is defined based on an input fromthe outside. The 85th
i nvention of the Pres8Athi nvendnbhon( odr réspechHgntoiGhaina®s) is a
recordi ng apparatus according to any of the 76th to 80th inventions,

char act er i zédormetpaindiaig tecGidiing &vedi Ls haseaorebinigli agpakuffiar for
tenporarily recording said copy restricted content. The 86th invention of
t he presentacosedingn tq cany esfondiend th Ctai B286) iirsrent £6AKJi ng appar at us
according to the 85th invention, characterized in that said recording
buffer is ahangcleffieredvhion eiimattthe posding ecdardeagrdoawhaast aati mount
of data by repeating overwiting recording in the sanme region. The 87th

i nventi on ofetbedpneseadntent t srthd cocvesionfd Agdd Copymr 8F L riistad
recordi ng and reproduction apparatus characterized by conprising: a
recordi ng appatahts izccEimgdt bazeyl afn tdre ¥6pht from the outside.

The 85th invéntion of the present invention
(corresponding to Claim 85) is a recording apparatus
according to any of the 76th to 80th inventions,
characterized in that said recording mediumhas a recording
buffer for temporarily recording said copy restricted
content.

The 86th invention of the present invention
(corresponding to Claim 86) is a recording apparatus
according to the 85th invention, characterized in that said

- recording buffer is a ring buffer wherein it is possible
to recorda constant amount of data by repeating overwriting
recording in the same region.

The 87th invention of the present invention
{corresponding to Claim 87) is a recording and reproduction
apparatus characterized by comprising:

a recording apparatus according to any of the 76th
to 85th inventions; and

a reproduction means of reproducing data recorded in

said recording medium,
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to 85th inventions; and a reproduction means of reproducing data recorded
in said recording nedium 24 JUNE 2004 wherein said reproduc '8

reproduces said copy restricted content that has been record%h QP&§28@4
predet erm ned period of standby tinme has el apsed since the tine of the
start of the recording of said copy restricted content. The 88th invention
of the present invention (corresponding to Claim&88) is a recording and
reproducti on apparatus characterized by conprising: a recording apparatus

accordingto the @gLdyd nyentd on, @c £ EBHORES hORe PREAG cofs EBRHOEUBIN
data recorded in saldﬂ¥ec3idiﬁ medi um wherein s%?% repréhuc?ion %gé%s

repr oduces ;sal gl copyq ERSidet ehhgenkan el hasobeen remasded after a

pr edet er mined perio standby tine has el apsed since the tine of the

start of t ?re(c?é;‘eégﬁﬂgleqp%@i%c?%&ysrtﬁ%d'ﬂycﬁ:g%e BARt eNhpsHEes 80kl tRvent ion

of the present 1nvention corresponding to Claim89) is a recording and

reproducti qQn  appangtls @aGooiH R d @ LA 8§ o ERAH B IRIpZ e dtiriBakd at

the tinme when sai'd reproducti on neans carries out a reproduction operation

under the ggﬂgééﬁgp wher ei n

The 88th invention of the present invention
(correspondingtx)Clahn88)isearecordingandrepfoduction
apparatus characterized by comprising:

arecordingapparatusaccordingtothe 86th invention;
and

a reproduction means of reproducing data recorded in
said recording mediuﬁ,

wherein said reproduction means reproduces said copy
restricted content that has been recorded after a
predetermined period of standby time has elapsed since the
time of the start of the recording'of said copy restricted
content.

The 89th invention of the present invention
(correspondingtoCﬂaim89)jﬁearecordingandreproduction
.apparatus according to Claim 88, characterized in that,
at the time when said reproduction means carries out a
reproduction operation under the condition wherein
overwriting recording is being carried out in said ring
buffer,thereproductionofsaiddataiscarriedoutstarting

frmnthepositionwheretheoldestpieceofdataisrecorded
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overwriting recording is being carried out in said ring buffer, the

reproduction of saiddata is carriedout starting fromthe posj}ion ‘
t he ol dest piece of data is recorded 24 JUNE 2004 in said Pin%ﬁﬂﬂ?#%?&ﬁihe

90th invention of the present invention (corresponding to Caim90) is a
recording and reproduction apparatus according to the 89th. invention
characterized in that, at the time when said reproduction nmeans carries
out a reproduction operation under the condition wherein overwiting
recorQ|ng|f%r%%i8aE&h Hagf#@_sald ring buffer , the reproduction of said
data is carried out starting from the recording start position on said

gng buf fer. Theﬁégggéme%%%ﬁfo hef PEaseRrdJwent i Afentd@r esponding to
aim9l) is a recording and reproduction apparatus according to the 87th

or 88th iWg@%ﬁgﬁﬁo%aﬁw&zsgmiw_*164 a #dcbhaieasen8haip cogyctasts i ct ed

content rec sal ecording mediumis not reproduced wthin said

pr edet er ni na?}g?%{?gicag gt;c LA £d "Bhe SPh€h {86BNRYIRG ARDAIBAUSestiopsl t he

recordi ng o ion of sa py restricted content. The 92nd invention of

the present, | nuentiQ ék?é’%f@@%éﬂgséﬁdeéE%Qﬁ)c&ﬁoﬁ fesardiag rduh

rﬁproductfon appaf at us acco Ing.to the 87th or 88th invention,
charact eri zed, by E%Tﬂ;%?ﬁ{lc‘i%}{' &1 83 Bt 1higeat itore RAS: t 0bnMekichg im

notification of op ronal content of said
overwritingrecordingisnotcarriedoutinsaidringbuffer,
. the reproduction of said data is carried out starting from
the recording start position on said ring buffer.

The 91lst invention of the present invention
(correspondingﬁx;Claiﬂ19l)isearecordingEHMireproduction
apparatus according to the 87th or 88th invention,
characterized in that, in the case that copy restricted
content recorded in said recording medium is not reproduced
within séid predetermined period of standby time, said
recording apparatus stops the recording operation of said
copy restricted content.

The 92nd invention of the present invention
(correspondingixJClajﬂ192)isearecordingwnuireproduction
apparatus according.to the 87th or 88th invention,
characterized by further comprising a notification means
of making a notification of operational content of said
recordingapparatusorofsaidreproductionmeansinadvance

pased on either said predetermined period of time or based

on sald predetermined period of standby time.

s
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recordi ng apparatus or of said reproduction nmeans in advance based on

ei ther said predeterm ned period of tine or based on said pr 1
period of standby tine. 24 JUNE 2004 The 93rd i nvention of th§g§L§@£h889

invention (corresponding to Claim93) is a recording apparatus according
to the 76th invention, characterized in that said recording neans can

nmeasure tinme information including said predetermned period of tinme. The
94t h invention of the present invention (corresponding to Claim94) is a

recordi ng appar at_ys cqording_to the Z6 i pventd.on, s gbanhagteyi zed in that
said copy restri %dggﬁﬁtéﬁﬁ%ﬁ%:%ﬁe%%t%ﬁg ?hfornati%n including said

redeterm ned period of, ting. e.95 i nventi i : .
?correspondﬂﬁ@£¥8séﬂﬁ4ﬁ%ﬁgt?sggal% 5EJ'H§3£ PO B AiRgy PASSERR tLBVENt i On

recordi ng apparatus according to the 76th

invention, characterized.in.that.the .ti i.nf : Uil udi oAl
pr edet er m RRCPEFIEE %qucktef Iz‘g{% s h nt&cgyfbr%%taﬁ:ri@ﬁéf?ﬂzbﬂ_iﬂdﬂﬂ%& M

i sTgaine e outside independently of
said copy restricted content. In Lt _ h jaspeat-10fq £he shAvent i on
is a reprodtR¥PE 15’&3‘5?%?5&%%5‘@3%%# lztggﬂeb%ﬁggﬁgltrai g ng: a contﬂr[}%l means of
“carrying out cgntrol.so s to. reg&pqgi =encrypted data that is recorded on
a di sk by PTPERLFIHHYHPPRTEIES 8&cordihg to the sixth aspect of the

| nvention; The 94th invention of the present invention
(corresponding to Claim 94) is a fecording apparatus
accordingtx>the76thinvention,characterizedjjlthatsaid
cdpyrestrictedcontentincludestimeinformationinclgding
said predetermined period of time.

The 95th invention of the present invention
(correséonding to Claim 95) is a recording apparatus
according to the 76th invention, characterized in that the
time information including said predetermined period of
time is gained from the outside independently of said copy
restricted content.

Tn addition, the 96™ aspect of the invention is a
reproduction apﬁaratus characterized by compris%ng:r

a control means of carrying out control.so as to
reproduce encrypted data that is recorded on a disk by a -
recording apparatus according to the sixth aspect Qf the
invention;

areproductionmeans,controlledbysaidcontrolmeans,7
of teproducing said data; and

adecryptionmeans(ﬁfdecryptingsaidreproduceddata
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a reproduction neans, controlled by said control means, of reproducing said

data; and a decryption neans of decrypting said reproduced d ?@Eg
2004 that is sent to an interface, wherein said control nean2é€8§¢¥% a

recording neans so that said recording neans reproduces said copy

perm ssion information; . said decryption neans generates first information
that includes at |east any of said device unique key and said copy

perm ssion information; said decryption nmeans generates a content Kkey that

i s informtipacgaknedy tecaypinngrsieefirst information by using said
recording unit information; and said -decryption nmeans decodes said data by

using said conteftekeyn kaiaddidrioreltheadst boasperts ofaitieremoentingn is a
reproducti on apparatus characterized by conprising: a control means of

carryi ng oyte£ABt k@ t3IM@Ssd0d Fepoadiiosy encaypt eddaiducesosdéd oy di sk
by a recording apparatus according to the seventh aspect of the invention;

a reproducthOfmirBansn Contsemhedddy; said control neans, of reproducing

sai d data; and a decryption means of decrypting said reproduced data that

is sent to an intgs{dacaecwigreidn seedncorjarodrareans faastt dlisf samatievor di ng
that includes at least any of said device unique key and
said cbpy permission information;

said decryption means generates a content key that
is information gained by decrypting said first information
by using said recording unit information; and |

saiddecryptionneansdecodessaiddatabytmingsaid
content key.

In addition, the 97 aspect of the invention is a
reproduction apparatus characterized by comprising:

a control means of carrying out control so as to
reproduce encrypted data recorded on a‘iisk:byJa recording
apparatusaccordingtx)theseventhaspectofthéinvention;

areproductionmeans,contrdlledbysaidcon?rolmeans,
of reproducing said data; and |
adecryptidnn@ans(xEdecryptingsaidreproduceddata
that is sent to an interface,

wherein said control means controls said recording
means so that said recordingmeans reproduces saidencrypted
title key; and

said decryption means decrypts said encrypted title
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nmeans so that said recording neansreproducessaid encrypted titl ;
sai d decryption neans decrypts said encrypted title 24y§UNE %9 : eakey, and
using said device unique key. In addition, the 98th aspect of‘?ﬂyﬁE¥3€¢1ion
is a reproduction apparatus characterized by conprising: a control neans
of carrying out control so as to reproduce encrypted data recorded on a

di sk by a recording apparatus according to the eighth aspect of the

i nvention; a reproduction nmeans, controlled by said control neans, = of

reproducingfggggﬁgg%ghgﬁ@gtﬁﬁ SUYRLI QM MRANSK&F . decrypting said reproduced

data that Interface, whereln said decryption nmeans decrypts

sai d data by usﬁﬂg sabde 1 LI e dif 1 jdd PES
: ata | edgy gd addiddonyrtBRed9blvaspesh ok the
invention is a repf% uction appar at us cﬁgiacterizedeby conprising: a

control Means, of 4GALL KNG Bl £0RLT Bhat Aot 9zeRepyOGURDENST Rt ed dat a

rfc?Ldeq o] AT y a recording apparatus according to the ninth aspect
of the invention,, iy L QFUGLIQN: NBANS. r 69ROty sad1cent rd t@ans, |

of reproduci ng sai a; and a decrption neans of decrypting said

reproduced P%B@odﬁ@%lt %gﬁr%'%teci Q= I f R/ ovReBgiSk Byl d conbrdingeans

control s said" recor
apparatus according to the eighth aspect of the invention;

areproductionmeané,controlledbysaidcontrolmeans,
of reproducing said data; and

adecryptionneansofdecryptingsaidreproduceddata
that is sent to an interface,

wherein said decryption means decrypts said data by
using said title key.

Tn addition, the 99™ aspect of the invention is a
reproduction apparatus characterized by comprising:

a contrel means of'carrying out control so as to
reproduce encrypted data recorded on a disk by a recoxding
apparatus according to the ninth aspect of the invention;

areproductionmeans,controlledbysaidcontrolmeans,
of reproducing said data; and

a decrption means of decrypting said reproduced data
that is sent to an interface,

wherein said control means controls said recording
Ameanssothatsaidrecordingmeansreproducessaidencrypted

title key;

saiddecryptionneansdecryptssaidreproducedtitle
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~means so that said recording nmeans reproduces said encrypted title key;
sai d decryption neans decrypts said reproduced title 24 JUNE 39 ﬁ ¥ a&
using said device unique key; said decryption neans generates tﬁ h§? 0
information including said title key; by using recording unit information
that is a nuneral and/or a synbol inherent to a recording block under the
prem se of a recording unit that is the mninumunit when said control
nmeans sequentially accesses said recording neans, said decryption nmeans
generates Lo eMhiskey thald déviakoumdicuon kayped by decrypting said
third information; and said decryption neans decrypts said data by using

said content keygid @ddt{penort heeidot jeaspadie ofthhedi Andoimaticna
reproducti on apparatus characterized by conprising: a control neans of

carrying oyth Conbfal £@ia torleepegguce encrypted data recorded on a disk
by a recording apparatus according to the'lQh aspect of the invention; a

repr pduct ion neamsy ue@My ekledhyi rsgivdh icoatifal rmeansn tlod t rieprodumeng lsai d
data; and a decryption neans of decrypting said reproduced data that is
sent to an jdiH esfagesywrrrlei nseikentdediypt imecordasgdedroght susded gara by
premise of a recording unit that is the minimum unit when
said control means sequentially accesses said recording
means, said decryption means generates a content key that
isinformationgainedbydecryptingsaidthirdinformaticn;
and |
saiddecryptionmeansdecryptssaiddatabyusingsaid
content key. | |

in addition, the 1bOﬂ1aspect of the invention is a
reproduction apparatus characterized by comprising:

a control means of carrying out control so as to
reproduce encrypted data recorded on a(disk:by'a.recording
apparatus according to the 10™ aspect of the invention;

areproductionmeans,controlledbysaidcontrolmeans,
of reproducing said data; and
A adecryptiOnn@anscﬁfdecryptingsaidxeproduceddata
that is sent to an interface,

wherein said decryption means decrypts said data by

using said copy permission information.

In addition, the 101°" aspect of the invention is a

reproduction apparatus characterized by comprising:
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using said copy perm ssion information. In addition, the 101st aspect of
the invention is a reproduction apparatus characterized by c rgﬁtggbog4
JUNE 2004 a control neans of carrying out control so as to 3@%#

encrypted data recorded on a disk by a recording apparatus according to
the 1lth aspect of the invention; a reproduction nmeans, controlledby said
control neans, of reproducing said data; and a decryption neans of
decrypting sai.d reproduced data that is sent to an interface, wherein said

control neans comt rcadstsel dmeeoer difMgafegnsags@uthaiosard1r eeorsH ngo
meansr epr oducessai d encrypted title key, wherein said decryption neans

decrypts saiebro@pcedscedypitidde deeyn Ryceside sai d dewkcByudi meokgyngsai d
control neans controls said recording neans so that said recordi ng neans
repr oduces agmiak £opy pecwirshiran toénthematifonispatd deckypR! iign-&ansn ;
generates second information 1ncluding, at |east, any of said title key
and sai d copy perepssdantinioneahsqriortdo e sy ASHAGrbaGREFhBY unit
information that is a nuneral and/or a synbol inherent to a recording

bl ock underf theppsénciegofsaaid etotdingndnit that is the minimum unit when
said control neans sequentially accesses said

a decryptionmeans of decrypting said reproduceddata

that is sent to an interface,

wherein said control means controls said recording
means so that said recordingmeans reproduces saidencrypted
title key,

wherein sqid decryption means decrypts said

reproduced title key by using said device unigue key;

said control means controls sald recording means so
that said recording means reproduces said copy permission
information;

said decryption means generates second information -
including, at least, any of said title key and éaid copy
permission information; and

wherein by using recording unit information that is
a numeral and/or a symbol inherent to a recording block
under the premise of a recording unit that is the minimum
unit when said control means sequentially accesses said
recording means, sald decryption means generates a content

key that is information gained by decrypting said second
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recordi ng neans, said decryption nmeans generates a content Kkey that is

i nformati on gai ned by decrypting said second 24 JUNE 2004-inf%{ i B gnd
sai d decryption neans decrypts said data by using said conte GE@VE p“

addition, the 102nd aspect of the invention is a reproduction apparatus
characterized by conprising: a control neans of carrying out control so as
to reproduce encrypted data recorded on a disk by a recording apparatus
according to the twelfth or thirteenth aspect of the invention: a
reproduction means, .control | edby said control neans, of reproducing said
data; and a-THeR¥PPLLOR of decrypting said reproduced data that is

sent to an interface, wherein, said contr CONEEeLSH S aisd rigeandi ng
means so as to ré@;@ég@grs\g?’al%{}w%%g%e?ﬁi&n |% ormat i on;§and s(%i d
decryption nmeans decrypts said data by using said reproduced copy

per m ssi on GeRBRREL iX6W.- I n addition, the 103rd aspect of the invention is a

medi um char acteri zed by, bei ng medi at a-1PL O ABhtakel drs dat a
for allowing a corplAeritdOlar s E%ﬁﬁH?Leggkf#$%S§s or a part of, functions

?Lvégfi gzt ;nggzt)%ﬁgg 4 r?répggra%% Hathectinsked »10Hpaspeeaia of the

a control means of carrying out control so as to
reproduce encrypted data recorded(nla.diékknra recording
apparatus according to the twelfth or thirteenth aspect
of the invention:

areproductionmeans,controlledbysaidcontrolmeans,

of reproducing said data; and
adécryptionn@ansofckxxyptingsaidreproduceddata

that is sent to an interface,

wherein said control means controls said recording
means so as.to réproduce sald copy permissidn information;
and
| saiddecr?ptidnmeansdecryptssaiddatabyusingsaid
reproduced copy permission information.

In addition, the 103%™ aspect of the invention is a
medium characterized by being a medium that holds a program
and/ordatafo:allowingacomputertoCarryouttheentirety,
or a part of, functions of the entiretyk or a part of, any
of the first to 102" aspects of the invention and that can

be processed by a computer.

In, addition, the 104™ aspect of the invention is an
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be processed by a conputer. In addition, the 104th aspect of the invention
is an 24 JUNE 2004 information assenbly characterized by bei ngs JUNEIHEN
and/or data for allowing a conputer to carry out the entirety, or a part
of, functions of the entirety, or a part of, any of the first to 102nd
aspects of the invention. Brief Description of the Drawings Fig 1 is a

bl ock di agram showi ng the configuration of a hard di sk apparatus accordi ng
to the first, second, fourth to sixth enbodi nents of the present

i nvention; #hformhsiandiagsaiblior chescrdbéngzadswymareindg &hprolaad i ons of
the hard di sk apparatus according to the first enbodi nent of the present

i nvention; dnd/Sridatts Bbeck lbhagham stnpure rtHe ceantfy gutaliosntofrcary,
encryption means of the hard di sk apparatus according to the first

enbodi ment ©f 4 e pr esentfumvenbnens fFtBedehs ia dipc ko Hiaagzars siowang, t he
configuration of a decryption nmeans of the hard di sk apparatus according
to the firsif ephedirmenit afo the2pt esanéctavert ittrs fhgedbtfah.is a flow chart
showi ng the operation at the tinme of recording of the hard di sk apparatus
according to the first enbodi nent of the present invention; Fig 5 (b) is a
- schematic diagram showi ng the operational associations at the tinme of the
recordi ng Gride basddiski omppar &hes meoeidypg to the first enbodi ment of

t he present 7
Fig 1 is a block diagram showing the configuration
"of a hard disk apparatus according to the first, second,
fourth to sixth embodiments of the present invention;

Fig 2 is a diagram for describing a summary of the
functions of the hard disk apparatus according to the first
embodiment of the present invention;

Fig 3 is a block diagram showing the configuration
of an encryption means of the hard disk apparatus according
to the first embodiment of the present invention;

Fig 4 is a block diagram showing the configuration
of a decryption means of the hard disk apparatus according
to the first embodiment of the present inVention;

Fig 5(a) is a flow chart showing the operation at the

- time of recorxding of the hard disk apparatus according to .
the first embodiment of the present invention;

Fig5(b)isaschematicdiagramshowingtheoperational

' associations at the time of the recording of the hard disk

apparatus according to the first embodiment of the present

invention;
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invention; 24 JUNE 2004 Fig 6 (a) is a flow chart show ng the operation at
the time of reproduction of the hard di sk apparatus accordl Eﬁh g

first enmbodi nrent of the present invention; Fig 6 (b) is a schena ragram
showi ng the operational associations at the tinme of reproduction of the
hard di sk apparatus according to the first enbodi mrent of the present
invention; Fig 7 (a) is a diagramfor describing a recording format used
by-the hard di sk apparatus according to the first enbodi ment of the
present inventiomiidfieqad GR)aislawdilegramnsistonhggthn epampltd cof ad tbemat
that differs fromthe format of Fig 7(a); Fig 8 is a diagramthat describes

the val ues 1ofnOYr rassh-dHeciean BESthbenaet dEsg Appam diagerviding
describing a.magneti ¢ disk format used for recording and reproduction by

the hard digk tREPaRaLYS sl thagtt o ft thd igsésembodinvenit odnt he present
invention; Fig 10 is a bl ock diagram show ng the configuration of a hard

d|skznmarmww a@%?@%ﬁgﬂ@a%@héﬁatﬂc@Mmghmﬁahowﬁnghhemm&mﬁmlonaém|on,
Fig 11 is a block diagram showi ng the configuration of an encryption neans

of the hardyglisk;apparad us ateordinig oft @ e dwet L hneabodheenerdf diké
present | nventi on;
apparatus according to the first embodiment of the present
invention;

Fig?(a)isadiagramfordescribingarecordingformat
used by- the hard disk apparatus according to the first
embodiment of the present invention;

Fig 7 (b) is a diagram showing an example of a format
that differs from the forﬁat of Fig 7(a);

Fig 8 is a diagram that describes the values of CCI
and the meanings thereof;

Fig9isaxﬁagramfordescribinganmgneticdiskformat
used for recording and reproduction by the hard disk
apparatus according to the first embodiment of the present
invention;

Fig 10 is a block diagram showing the configuration
of a hard disk apparatus according to the third embodiment
of the present invention;

Fig 11 is a block diagram showing the configuration
of an encryption means of the hard disk apparatus according
to the fourth embodiment of the present invention;

Fig 12 is a block diagram showing the configuration
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Fig 12 is a bl ock diagram show ng the configuration 24 JUNE 2004 of a

decryption neans of the hard di sk apparatus according to the
enbodi ment of the present invention; Fig 13 is a block diagra%4§ﬁh&?%gp4he

configuration of an encryption neans of the hard di sk apparatus according
to the fifth enbodi nent of the present invention; Fig 14 is a bl ock diagram
showi ng the configuration of a decryption neans of the hard di sk apparat us
according to the fifth enbodiment of the present invention; Fig 15 is a

bl ock di agicmashewirgtien eadhguw Btdhen haofd @i sanapyRiz o seaksoplihke hard
di sk apparatus according to the sixth enbodi nent of the present invention;

Fig 16 is adliaek dbagtamesiiovdngehliecrorfigusattent ahvierdetsipti on neans
of the hard disk apparatus according to the sixth embodi ment of the

present inventiomidril® 1% Gaplictld dil agkadi SlgERAMSNOWNG ST GeRdtgunat i on
of an encryption neans of a hard di sk apparatus according to an enbodi nent

of the pregghanidwentp@iorringaht 68)the raabd etks Kioap=ama shoWdeo theng
configuration of a decryption nmeans of a hard di sk apparatus according to

an enbodi nemt e t hefphesemodienti off; thicg gife$8hti 3 n&rdiltickn i agr am
showi ng the configuration of an encryption neans of a hard di sk apparat us

according to anrFempadi ment bf ddie direpesmh smyeRhigoRheFeon¥s dibatsoa bl ock
di agram showi ng the configuration '

of a decryption means of the hard disk apparatus according

to the fifth embodiment of the present invention;

Fig 15 is a block diagram showing the configuration
ofanemcryptionneanscﬁftheharddiskapparétusaccording
to the sixth embodiment of the present invention;

Fig 16 is a block diagram éhowing‘the configuration
of a decryption means of the hard disk apparatus according
to the sixth embodiment of the present invention;

Figl7(a) isablockdlagram showing the configuration
‘of an encryption means of a hard disk apparatus according
to an embodiment of the present invenﬁion;

Figl1l7(b) isablockdiagramshowing the configuration
of a decryption means of a hard disk apparatus according
to an embodiment of the present invention;

Fig18(a)iseablockdiagramshowingtheConfiguratiqn
of an encryption means of a hard disk apparatus according
to an embodiment of the present invention;

Fig18(b) is a block diagram showing the configuration

of a decryption means of a hard disk apparatus according
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of a decryption neans of a hard di sk apparatus according 24 JUNE 2004 to an

enbodi nent of the present invention; Fig 19 (a) is a block dif@rméaeﬂng
the configuration of an encryption nmeans of a hard disk apparafjus
according to an enbodi nrent of the present invention; Fig 19,(b) is a block
di agram show ng the configuration of a decryption nmeans of a hard disk
apparatus according to an enbodi nent of the present invention; Fig 20 is a
bl ock di agram showi ng the configuration of a hard di sk apparatus accordi ng

Lo the Seuegtin R n . obel BRPEAGIU SULLRYL L 0 21 15 2 Dotk
(e Preset L Vg8l SR S A TR R PR o
Ea 5 SR AR LA AL ES GOS8 Al et S o Bibagl et o
cronve, 4 AElulino 42 FIVRAN Bolof G present Invent o
Lo, Snoul et Syl 108 £8 b bISH AP HAeREs A BAIE lete oL 2
| nventi ony, .9 Ry s SANLUHRY PR HAY AR A, s1rsemageording

to an embodiment of the present invention;

Fig 20 is a block diagram shoﬁing the configuration
of a hard disk apparatus according to the seventh embodiment
of the present invention; |

Fig 21 is a block diagram of an AVHDD1 and an archive
device 2 according to Embodiment éof the present invention;

Fig 22 is a block diagram of én AVHDD12 and an archivé
device 13 according to Embodiment 8.of the pfesent invention;

Fig 23 is a block diagram of an archive device 16
according to Embodiment 8 of the present invention;

Fig 24 is a block diagram of an AVHDD19 and the archive
device 2 according to Embodiment8.of the present invention;

Fig 25 is a block diagram of an AVHEDDP22 and an archive
dev-ice 23 according toEmbodiment 9-of thepresent invention;

Fig 26 is a block diagram of an AVHDD32 and a DVD
apparatus 33 accord;_'Lng fo Embodiment1! of the present |
invention; |

Fig27isa con‘figurationldiagram of a stream accordihg

to Embodiment 11 of the present invention;
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to Enbodi nent 11 - of the present invention; 24 JUNE 2004 Fig 28 is a block

di agram of an AVHDD81 w th a copying neans 80 according to ' 8
of the present invention; Fig 29 is a block diagram of an AVI—%%#%‘%

copying means 90 according to Enbodinment 9 of the present invention; Fig
30 is a block diagramof an encrypted data decryption recordi ng system
according to Enbodinent 10 of the present invention; Fig 31 is a bl ock
di agram of a recordi ng apparatus 100 according to Enbodi nentl 0 of the

present invention, _Fig 32_is l,ock di agram {o] 8 i on recording
appar atus 101 a&ddF aﬁnbst%bér?ﬁgﬂaﬁ'é‘&rafbo aP&%ﬁE@ZnYXE#n%EﬁHWgFi g. 33
Is a configuration diagramof a recordi ng an reproductiQn_apparat us

accor di ngmlﬁr@@d@ﬁﬁﬁfd}@%’wmo%r&’ég@ P MEGES%B@qu PR § e
chart for describing the operation of a recordi d _reproduction

appar at us accor@ilrmgﬁolsﬂqg’&@i%%ﬁaﬂf%‘f Oﬁhﬁnﬁd\é@gﬂggi‘ﬁ%gﬁt?&ﬂmﬁﬁg% is a
time chart for describing.the o rozici{on recordi ng .and_regpr.oduction

of
appar at us mesue? §ithaceerdgmshlp ‘B?nﬁ?eogrg‘s%ﬁtt% hiPYSTHE Y86 i s a

configuration diagramof a recording and reproduction apparatus_accordi ng
to Enbodi ment 1FisF 3I%elsprebdRe ﬁﬁ‘@rﬂlfeﬂﬂg% an”encrypted <t:la9§_a '

decryption recording system according to Embodiment 10 qf
the present invertion;

| Fig 31 is a block diagram of .é recording apparatus
100 according to Embodiment 10 of the present invention;

| Fig 32 is a block diagram of a decxryption recording_
apparatus 101 according to Embodiment 10 of the present
invention; |

| Fig 33 is a configuration diagram of a recording and
reproduction abpar_atus according to Embodiment 12 of the
present invention;

Fig 34 is a time chart for describing the operation
of a recor.ding and reproduction apparatus according to
Embodiment 12 of the present invention;

Fig 35 is a time chaﬁt for describing the operation
of a recording and reprbduction apparatus according to
Embodiment 12 of the present invention;

Fig 36 is a configﬁration diagram of a recordipg and
reproduction apparatué according to Embodiment 13 of the

present invention;

| Fig 37 is a time chart for describing the operation
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Fig 37 is a tinme chart for describing the operation 24 JUNE 2004 of a
recordi ng and reproduction apparatus according to . Enbodi nent %é &Iﬁ%ﬂ?“
~ present invention; Fig 38 is a time chart for describing t'he% P of
a recording and reproduction apparatus according to Enbodinment 13 of the
present invention; Fig 39 is a time chart for describing the operation of
a recording and reproduction apparatus according to Enbodinent 14 of the
present invention; Fig 40 is a configuration diagramof a recording and
reproducti off appatcEdt3ig§cand ' h resent -
invention; Fig 41 is a l?‘}%nf [ gu%é%l&g?gngfn%?#a}%%%r%?ﬁgrgﬁ&g to
reproductimb@m@[eﬁwg33@5011;@@@,5&&@05@{1%%:]1@1@ the present invention;
Fig 42 is a diagramfor describing the operation df a recording and
reproduction apppigt38 BsCAr€im ' : the present .
i nvention; and Fi gQ43 is a conf ?gﬁ?gtr;%g%%g:: %ﬁygr#lﬂg?ﬁggr%:%r%ﬁﬁﬁagﬁﬂn

reproductiof appaicRitdid@rafar FepibRt fohi g?g??atﬁt“ﬁ E%c%g f%'gg%g har d

according to a prior art. Explanation of Nune
di sk apparBibsdifem@Si3sySt€He present invention:

Fig 39 is a time chart for describing the operation
of a recording and reproduction apparatus according 'l;.o
Embodiment 14 of the present invention;

Fig 40 is a configuration diagram of a recording and
reproduction apparatus according to Embodiment 15 of the
présent invention;

Fig 41 is a configuration diagram of a recording and
reproduction apparatus according to Embodime.nt 16 of the
present invention; | |

Fig 42 is a diagram for describing the operation of
a recording and reproduction apparatus according to
Embodiment 16 of the present invention; and |

Fig 43 is a configuration diagram of a recording and
reproduction apparatus for carrying out a time shift

reproduction according to a prior art.

Explanation of Numerals

1 IEEE1394 bus
2 ‘hard disk apparatﬁs
3 host system -
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24 JUNE 2004 4 1/F 10 controller 11 encryption neans 12 decription means

key 14 control neans 15 recording neans 16,]/
32 adder o2 JDNEL2004

13 devi ce uni que
encrypted content
24 CCI 25 recordi

18 secret region 19 encryptor
_ ( ng unit number 26 content 27 CCl
29 magnetic di sk nmedium 31 decryptor 32 decryptor

35 title key 36 CC
4 I/F
10 controller
11 encryption means
12 decription means
13 device unique key
14 control means
15 recording means
16 I/F
17 encrypted content
18 secret region
1% ’encryptor
22 adder
23 title key
24 CCI
25 recording unit number
26 content
27~ ccI
28 encrypted title key
29 magnetic disk medium
31 decryptor
32 decryptoxr
33 decryptor
34 adder
35 title key
36 CCI
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28 encrypted title key
33 decryptor 34 adder




24 JUNE 2004 37 decrypted content 39 recording unit 41 format 47 hard di sk
apparatus 51 controller 1001, 1012, 1019, 1022, 1032 AVHDD %@92@8%266
1016, 1023 archive device 1003 STB 1004, 1028 encryption nea frst
recordi ng neans 1006, 1025, 1034 storage neans 1007, 1027 nove neans
1008, 1031, 1038 reproduction nmeans 1009 second recordi ng means 1010, 1021
second recordi ng nedium 1011, 1035 transm ssion neans 1014 buffer 1015

hi gh speed transm ssion neans 1017 decryption reproduction nmeans 1018 IC
card 1020 jamgnemtedweansed024ntddind recordi ng neans 1026 sentence
sinplification means 1029 fourth recording means 1030 third recording

medi um - 39 recording unit

41 format

47 hard disk apparatus

51 controller

1001, 1012, 1019, 1022, 1032 AVHDD
1002, 1013, 1016; 1023 archive device
1003 STB

1004, 1028 encryption means

1005 first recording means

1006, 1025, 1034 storage means
1007, 1027 move means

1008, 1031, 1038 reproduction means
1009 second recording means

1010, 1021 second recording medium
1011, 1035 transmission means

1014 buffer

1015 high.speed transmission means
1017 decryption reproduction means
1018 IC card

1020 judgment means

1024 third recording means

1026 sentence simplification means
1029 fourth recording means

1030 third recording medium

- 58 -




24 JUNE 2004 1033 DVD apparatus 1036 fifth recordi ng neans 1037 DVD 2010
di scrimnation information detection neans 2011 tinme infor I

acqui sition neans 2012 recordi ng and reproducti on nmeans 20@43@%?9}%4
medi um 2014 recording buffer 2015 control input I/F 2016 sw tching neans
Preferred Enbodiments for Carrying Qut the Invention In the foll ow ng,
enbodi nents of the present invention are described with respect to the
drawi ngs. (First Enbodinent) First, the first enbodi nent is described. Fig

.1 shows a qw¥H3 gl ifpoefatuBard di sk apparatus 2 that is one enbodi nment
of a recording apparatus and a reproduction apparatus of the present

i nvention. 1086 hariFi skeappanalusmeanns connected' to | EEE1394 bus 1 and,
in addition, the | EEE1394 bus 1 is connected to a host system 3. The

| EEE1394 bu®3l7 i v hi gh performance serial bus according to the | EEE
standard as described in the |EEE1394-1995 for relaying transm ssions of

AV dat a. or 224 JUNE 2004nination information detection means
2011 time information acquisition means
2012 recording and reproduction means
2013 recording medium
2014 recording buffer
2015 contrel input I/F

2016 switching means

Preferred Embodiments for Carrying Out the Invention

Inthefcllowing, embodiments of thepresent invention
are described with respect to the drawings.

(First Embodiment)

First, the first embodiment is described.

Fig 1 shows a configuration of a hard disk apparatus

2 that is one embodiment of a recording apparatus and a
reproduction apparatus of the present invention.

The hard disk apparatus 2 is connected to IEEE1394
bus 1 and, in addition, the IEEE1394 bus 1 is connected
to a host system 3.

The IEEE1394 bus 1 is a high performance serial bus

A according to the IEEE standard as described in the

IEEE1394-1995 for relaying transmissions of AV data,or/
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exchanges of commands. A host system 3, which is provided with an | IF 16"

‘that is an | EEE1394 interface, is an a '
_ ! ' pparatus, for exanpl
top box: satellite broadcast receiver) for noving data,nPof %ﬁﬂéﬁﬁ?Zﬁﬁ&t

copyright protection is necessary, in order to ber [ [
apparatus 2, to the IEEE1394 bus 1 and for receivingcggggd ;gramﬂﬁgﬂ At sk
copyright protection is necessary, fromthe hard di sk appaFatus 2 via the

| EEE139 4 bus 1 and for reproducing the data. The hard di sk apparatus 2 is
an apparatus that can record AY data in a magnetic disk nmediumwhile

prot ect i ng eRHBRGP§r PEhCTRAY?S can reproduce the AV data fromthe

the | EEE1304 bus BLROTRPY 5 o e dy LR, RAt it Sk abparatus /3 1o ghee V!
e e S S e e e
ium i i
hard di sk g@%&}“ tlzm g'oggfjﬁ@%%ﬁffﬁﬁer i et D
R Ll Sy Ly
(2:88er| rreaglos b1e4're-|c-:hoerc|1/eg jé.lnials haa[]rcilnc;fsr]f:%cfpg£artn% systempt iher1244IUNE
bus 1 and for receivingdata, for which copyright profection
isnecessary,fromtheharddiskapparatus2viatheIEEE1394
bus 1 and for reproducing the data.

The hard disk apparatus 2 1s an apparatus that can
record AV data in alnagnetié disk medium while protecting
the copyright and/orx cén reproduce the AV data from the
magnetic disk medium while exchanging AV data with the hbst
system 3 via the IEEE1394 bus 1.

Thatistosay,theharddiskapparatusZisanapparatus
that encrypts AV data, for which copyright protection is
necessary such as encrypted content 17, records thié on
amagneticdisknmdimn29,asshowninEﬂgZL,andreproduces
the encrypted content 17.

| The hard disk apparatus 2 is formed of an I/F 4, a
controller 10 and a recording means 15.

In addition, the controller 10 is formed of an
encryptionn&ans]jq adecryptionnean312,eadeviceunique
key 13 and a control meané 14.

The I/F 4 is an interface of the system of the
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:EFE1?94_DTCP (digital transnmission content protection) and is aﬁrwnw
nterface that exchanges conmands and AV data wth an exter

such as a host system 3, via the |EEE13 i .
: a 94 bus | and, in addi 3 4
encrypts the AV data, certifies the other device and nuIIifieL ?25%533 for

decrypting the encryption accordin
( g to whether or not the certifi i i
fg&giiSZUL solthat the copyright of the AV data that is transnit;ggtignthz
‘ us can be protected. The encryption neans 11 that forms the

vl | a5 darEEEBER b DRI [V GLEAL TRETHOEr Yot B Reate 18 S 5 meane. of
decrypting e A ol o ot By, o BE AR acr et
o ihe Secrynton s 42 ere g gt kg oThe e Coanis Loy
he "SI oopeatuses 2 nd | Tesorfoq i st mameihe
control ler 10. The recording neans 15 is. f pparatus 2 and/or of the
for recordlngr@a@&e%i?ﬁ@n%gp@rh *or ?%@gﬁgiyyffé%agﬂgtkéyﬁﬁﬂ@ medi um
information on the magnetic disk pediu X g and reprodicing
decrypting'the encrypggon.ghc%éxﬁHNFt%p%%ether or not the
certification is successful soO that the copyright of the
AV data that is transmitted to the IEEE1394 bus 1 can be
protected.

The encryption means 11 that forms the controller 10
'is a means of encrypting AV data sent from the I/F 4 as
well as data added to the AV data.

The decryption means 12 is a means of decrypting.ther
AV data read out by the recording means 15 and the data
that is added to the AV data.

The configurations of the encryption means 11 and of
the decryption means 12 are described below.

The device unique key 13 is a numeral and/or a symbol
that is specifically allocated to each of the hard disk
apparatuses 2 and is recorded‘in a region that cannot be
accessedfromtheoutsideoftheharddiskapparatusZand/or
of the controller 10.

The recording means 15 is formed of a magnetic disk

medium for recording data, a magnetic head for recording

and reproducing information on the magnetic disk medium,
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an actuator, on the tip of which the magnetic head is nDunfed, t hat

carries out an operation for positioning of the magnetic he
arbitrary radius position of the magnetic disk negiunl a sp?ﬂ%ﬁghﬁg?gﬂ4for

rotati ngthemagnetic di skmedium and the like, and is a nmeans of witi
data in the nagnetic disk nediumor of reading data out fromthe nagne?ic
di sk medium The magnetic disk medium from which the recording means 15
reads out data and to which the recording neans 15 wites in data, is

built in into Lhg.Rard dhslnaRRRSE uhich BRE Mot ibema@bbandumupthe hard

. Inac
di sk appargtu% e ‘contro ans 14 is a neans that designates an LBA

_and makes the L BA r . , ¢ /

sk ‘meat ur 61 FRE e BB R B LoD Pne The nagnet e
eadby conty ol 4iNg Jde Actuatoy -88dudposaiide TDlare segiet datiasks

witten into of read out fronfthe nmagnetic di sk medi um by the magnetic

head. Now, _as dS crl ' . i : , .
OW, 854 OFR AQE + 5 F ot SHEWS 1A LCORE nalyras € DO diafk mbé
encryption ahs 1f{£§ﬁ% e%%rypt%on nmeans ilgfs forﬁéd of aﬁ encryé?g? 19,

an encrypt of, 2Qy, 27 GACT WPIPE 524 nith &4 RAder 132y doit Addl thanvaghetdevi ce

uni que key is anuneral and/or a synbol specific to the hard disk

Fo s Thatt € BEa B B8 P e A e ey 33 1< &l located to |
each of the hard di sk,anparALusesy sk afedif, 2004 which the recording
means 15 reads out data and to which the recording means
15 writes in data, is built in into the hard disk apparatus
2 and is not removable from the hard disk apparatus 2.
The control means 14 is a means that designates an
LBAandn@kestheLBAcorreSpomjtotheheadorix)thesector
of the magnetic disk medium of the recording means 15 and
thatpositionsthemagneticheadbyControllingtheactuator
and the spindle motor so that data is written into or read
out from the magnetic disk medium by the magnetic head.
Now, as described above, Fig 3 shows a configuration
of the encryption means 11.
Theencryptionneans]ﬂ.isformedofaﬂlencryptor19,
an encryptor 20, an encryptor 21 and an adder 22.
In addition, the device unigue key 13 is a numeral
and/or a symbol specific to the hard disk apparatus 2
allocated to the hard disk apparatus 2 as described above

in Fig 3. That is to say, a different device unigue key

13 is allocated to each of the hard disk apparatuses 2.
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In addition, the device unique key 13 is stored in a secret region 18

provided within the controller 10 of the hard disk apparatus,p. |
secret region 18 is a region that is protected so that an ex%é#”ﬂg gg%ce
can neither wite in nor read out information therefromand only the

controller 10 can read out information stored in the secret region 18.
Concretely, this secret region 18 can be inplenented by using a ROM on a
printed circuit board. That is to say, the device unique key 13 is

recorded i nrr BRI o, tife RIdVE @S il 75 tcRPaRd; '\pfgg his ROM cannot
be accessed fromthe outside of the ha@%&di{iﬁiasgﬁgra u‘Ls"gg %%0‘3) §Ede he

control | er r%iJﬁelaibk@ﬁ%é%iﬁhﬂng’gfll’éE Bbnt Y e 2 f?f%g'r ng%rfdzza: lsy

al l ocated to each piece of AV data.’ copy control

attached t @itdie fatasand | n : it § F epresentin opy
itdie apPb sapd iBhdsn¥EBral 9&9&\95?1 hig %stgt r?ﬁ&"é’fﬁ@éﬁ

perm ssion information that is sent by being~attache on of

t he i sochr arops:dirasiesd ao tﬂ%t%@ﬂ%%%f&e &Ll ei@ﬁ‘é’% %Eﬁ%l e g

val ues that can be taken by the CCO and the neanings thereo

is 11 it miansor Cepyl oMEYeEC TR oh $hies-<¥8bom éﬂ&% %ﬁe%&éés%;gfm CRV

the CCI  of this value is attached can be viewe ng Ccopi €S _
data by retor diang ded Adh gaiAreinata it sk sl 1APRRLA S Aot FelhSn! | ke,

i p prohibited. 24 JUNE 2004 )
18. Concretely, this secret region 18 can be implemented
. by using a ROM on a pr:_i.nted circuit board. That is to say,
B the device unique_ key 13 is recorded in the ROMon the printed
circuit board. Namely, this ROM cannot be accessed from
the outside of the hard disk app;aratus 2 ahd/or of the |
controller iO. | |
The title key 23 ié a numeral and/or. a symbol
specifically allocated to each piece of .AV data.
CCI (copy control infoh.'nation) 24 is attached to the
AV data and is a numeral of two bits representing copy
permission information that is sent by being attached to

the sy region of the isochronous header of the isochronous

packet.

Fig 8 shows the binary values that can be taken by the CCI
and the meanings thereof. When the cCI is 11 it means “Copy
Never.” That is to say, though the AV data to which the CCI
of this value is attached can be viewed, making copies of
this AV data by recording the AV data on the hard disk
apparatus 2, or the like, is prohibited.
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e v That is 1o Vhen the cO s 10 it me o ) e B
_ _ ans "Co Once. "'
](czlat ahto which the CC of this value is attached calrcl)ybe v?eweﬂsay, the AV
rg(r:'érgirggr?heoglvydt[le first generation copy of the AV data ca‘hg eEn%%%4by
_ _ ata on the hard disk apparatus 2, -or the lik
t C _ , e. Wen
tcr?:a :A\\s/ g;t :it O;reaﬂ;sChN?hg/brECFoPg." C-ggf/lt OI'IS "tg say, the AV data copied H]gm
. . ce econes of "No Mor
Nanely, this neans that the making of additional copies is proh?bﬁ?gé:

That is, "No Mre Copy" is necessary. .t Mo i
time of reproductiten %H%FQ%Q%&?H%%JQQ%@%%?EF; ?gg%ﬁ:ggdsat%gﬁ

the CCl is 00 i " . .
this val qu SﬁY; hﬁlﬁég]\?@ct?ﬂ})t%é’shggbkbgﬁ%ggbﬁrégl5ﬁ§¥’VégﬁeAysd&E€abﬁewi ch

copi es can be freely made. A recording unit n Mgty and, in addition,
Syhbol  Speoatitos telewed by (RRBCHFGIE That HHS THo &1 55 ol he. 1 ecor di ng

unit that is the mninumunit when the contr i
accesses t heopgcofditheghdafs s Cafpde If%aFoBgaﬁ a glﬁ%fgﬁge?zcgkag%&ng

unit nunber 25 is allocated to the above d ' '
ed o edidifferent re [
bl ock. Suchonatheederd it $hi ePRAFFE 5 1 sggergbgt q‘llﬂ#éo'r mat i on tﬁg[ di:ggnot

and o recor ding dAbenaFeSdast: i Bt buF gip s “NBTUbEECER v uatmer 25

to say, the AV data copiea from the AV data of which the
CCI is “Copy Once” becomes of “No More Copy.” Namely, this
means that the making of additional copies is prohibited.
~That ié, “No More Copy” is necessary to prohibit further
copying at the +ime of reproduction after the content of
“Copy Once” is recorded.

When the CCI is 00 it means “Copy Free.” That is to
say, the AV data to which this value of the CCI is attached

can be freely viewed and, in addition, copies can be freely

made .-

L

A recording unit number 25 is a number and/or a symbol
specific to the recording block that has the size of the
recording unit that is the minimum unit when the control
means 14 sequentiallyaccesses the recordingmeans 15. That
is to say, a different recording unit number 25 1s allocated
to the above deécribed different recording block. Such
a recording unit number 25 is secret information that cannot
be seen by the user or by an external device. The recording

unit number 25 and a recording unit are described below.
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24 JUNE 2004 Here, the recording unit nunber 25 of the present enbodineﬁ;m” B

is an exanple of the recording unit information of i ]
. t he
The content 26 is the AV data that fornms a program Sucﬁrgzeé}#‘]h&%egébgn.

music or of a drama. In addition, a ma i i i i

_ _ _ ) gnetic disk nedium?29 is a na i

'?‘Ihzk to or fromwhich data is witten or read by the recording rreaggeEL:SC

m ?ncréppor 19 is a means that reads out the device unique key 13 mhich
stored in the secret region 18 and that encrypts the title key 23, s0 as

to output the encrypted. title key 28. The adder 27 i of
en . . - P L E 1 . I a
gener ating i nf or Hetticon tlof TEERE fi%gu%lﬁe?u\rﬂﬂ)eerrel f t(%fe E:gl gﬁ% iserg%lded so

as to follow the lowest bit of the title key 2 & i Bt

( : . 3. :
gener ati ng eaw@@;:aeo@ruswl@iam%eg%ﬁﬁ}ﬁ rg?(&g) e '[ |ls{ g%l%éxan%?gog?rt he
second information of the present invention. The encryptor 20 is a means

o Soner 198 Sheomtamery YRR S enctypled by using Lhe 1 ecord g uni
g e contonbiaiencnadlea et SRS AT P
such as of movies, music or of a drama.

In addition, a magnetic disk medium 29 is a magnetic
disktoorfromwhichdataiswrittenorreadbytherecordiﬂg
means 15.

The encryptor 19 is a means that reads out the device
unique key 13, which is stored in the secret region 18 and
thatencryptsthetitlekey23,sﬂ)astooutputtheencrypted
title key 28. |

The adder 22 is a means of'generating'information for
generating a key wherein the CCI 24 is added so as to follow
the lowest bit of the title key 23.

Here, information for generating a key according to
the present embodiment is an example of the second
information of the present invention.

The encryptor 20 is a means of generating a content
key that is encrypted by using the recording unit number
25. |

The encryptor 21 is a means of encrypting the content
26 by using the content key.

Tn addition, Fig 4 shows the configuration of the

decryption means 12.
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24 JUNE 2004 The decryption means LT

: 12 is forned of a dec

decryptor 32, a decryptor 33 and an adder 34. In additigﬁptg{2331 aﬁﬁ &he
- ccot NN BP0

devi ce uni que key 13 the titl
, e key 35, the CC 36, the re
Pgn?ﬁ; dgsignd the decrypted content 37, which, respectivel;c/O correspond
to the devi §5u2h3u$hgeg 1?, Ehezgltle key 23, the CCl 24 ihe recorging
. . ( ont en showmn in Fig 3. In addii'
magneti c di sk medium 29 is a magnetic disk of which the da;gnist?:ad out

or witten in by the recording neans whj i i i
The decrypt or 31Thﬁ%ﬂ@ﬁ%ﬂ@tépnfﬁﬁapﬁg$gh%8t%épg%§i%gsasﬁﬁgaggttgaggg ?hat

is stored in the secret region_18 an of., de i
. . cryuptin e i
key 28 by usidgetrhieteeyide %nﬁﬁﬁéyﬁg§ﬂiésgoaé§ %g'%ﬁ%%ﬁg ?%gyf}??etLé;GSS

The adder 34 is a means of i ' ati
; ~of generati i nfo QL i
which the CCO 27 In 2addégirsl é’vei%g‘{] g%*h%wﬁgﬁtselt %%‘{lo I?Iﬁg%ﬁ e kg-y:k'g)é He

The decryptor 32 is a means i .
ol Pomeot sggemimy i 187”64l f R FECG A AU b B
usi ng the chht amdl Eﬁ;ggggygg%ﬁ%&%tﬂg Ezgcr%'?ﬁ{é{rp,t efe spRBIARIe 17, DY :
shows a recording format of the nmgnetic disﬁ ypt ed Contgnt 37. Fig 7 (a)

correspond.tq the device unique kKey 13, the title key 23,

the CCI 24, the recording unit number 25 and the content

26 shown in Fig 3.

In addition, the magnetic disk medium 29 is a magnetic
disk of which the data 1is read out or written in by the
recording means 15, which is the same as in Fig 3.

The decryptor 31 1s a means of reading out the device
unique key 13 that is stored in the secret region 18 and
of decrypting the encrypted title key 28 by using the device
unique key 13‘so as to output the title key 35.

The adder 34 is a means of generating information for
generating a key to which the CCI 27 is added following .
the lowest bit of the title key 35.

The decryptor 32 1s a means of generating a content
key by decrypting the information for generating a key by
using the recording unit number 20.

Thedecryptor33isan@ansofdecryptingtheencrypted
content 17 by using the content key so as to output the
decrypted content 37.

Fig 7 (a) shows a recording format of the magnetic disk
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24 JUNE 2004 medium 29 of the recording neans 15.. The region of the

magnetic disk medium?29 is divided into a plurality of recorgj j 39,
whi ch are recording bl ocks of the size of the recording unit£1Qﬂ%“£gﬁﬁ4ol

means 14 cannot access .regions that are smaller than the recording unit
39 and al ways. accesses the recording bl ock, such as 39, fromthe head.

That is to say, the control neans 14 always wites in or reads out data to
or fromeach recording block of the recording unit 39. In addition, in the
present - enbasi et 2900& recor desgrditig rdahs Ubvi dede HeQyide &egiars of
the header 38 and the data 40 for recording AV data. The data 40 is a

region in wigbeaitr disporie@beker9 iis rEieprged. 1throaddigiwr1ihe escrypt ed
title key 35 1s recorded in the header 38. The information recorded in

the regi onrefcdhéihgader +3830f whechespedi 88ouRiihBB1aR%ks biFerhafl ghpation
recorded in the region of the data 40 is all encrypted. Here, another

exanpl e wherfeith eAYedatzal isg necot dedrha cdler becnedhBal bl @cknot 1Beess
recording mediumis showmm in Fig 7 (b) . The recording block 150 is

recorded bydapicgs dhuitdedd nimalberheader tihd s8dorlendptm 16239 nahhe sanme
manner as of the recording format of the present enbodi nent. However, the

header 151 zlardyoradsekbesneheeecyitid iy locROr§16R #Bide, theofatnel55

portion is the encryption portion. _ ‘ _
head. That is to say, the control means 14 always writes
in or reads out data to or from each recording block of
the recording unit 39,

Inaddition,intheprésentembodiment,onerecording
unit 39 is divided into the regions of the header 38 and
the data 40 for'redording AV data.

The data 40 is a region in which a transport packet
is recorded. In addition, the encrypted title key 35 is
recorded in the header 38. The information recorded in
the region of the header 38 of the recording unit 39 and
the information recordéd in the region of the data 40 is
all encrypted.

Here, another example wherein AV data is recorded in
the recording block of the recording medium is shown in_
Fig 7(b). The recording block 150 is recorded by being
divided into the header 151 and the data 152 in the same
mannerasoftherecordingformatofthepresehtembodiment.

However, the header 151 portion is the non-encryption 154

portionwhilethedata 155 portionistheencryptionportion.
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24 JUNE 2004 That is to say, only the data 152 portion is encrypted.
Accordingly, the key 153, which is encrypted and transferred t 1 :
28 INE 2004

when the | EEE1394 bus 1, or the like, is transferred, is recor
header 151 part wi thout being encrypted. Accordingly, in the case that an
external. device incorrectly access the header 151 portion, the external
device can gain the key 153 and, therefore, the encryption of the AV data
is decrypted and the copyright thereof cannot be protected. Contrarily,
since the rBedkdiagtbosmat, ainlhetpeederite Jdnbodo medbrericy yptisrypeecent i rety
data recorded in the recording unit 39 as shown in Fig 7 (a) , the
copyri ght deitob@ipgdtectied keivt hbdt Whaithiirs epopapitsahandttrdhefeeeerdi ng
format as shown in Fig 7(b). In such a manner, the recording format of the
present emodim@ntiine speui filvet BEERE 3%enUfact Uip eort ate Irblaf adkures t he
hard di sk apparatus. Therefore, it is difficult for external devices that
adopt a st ddddreifevradt, itso recerdetl dat £hredosaddri 54 farmatwspeeufi c to
such a manufacturer. Accordingly, by using the recording format of the
present enbsdingesncomvrtedpyrighordfingiey AVndeha caee ahdadanretbermagnetic
di sk medi um 29 can be protected. In addition, the sector size or the size
of the recéediize incorokecthy racoedenghicotmdet 1Bé poaseitn enrbhdi ment
can be freely designed.

external device can gain the key 153 and, therefore, the

encryption of the AV data is decrypted and the copyright

thereof cannot be protected.

Contrarily, since the recording format of the present
embodiment encrypts the entirety data recorded in the
recording unit 39 as shown in Fig 7 (a), the copyright can
be protected without fail in comparison with the recording
format as shown in Fig 7(b).

In such a manner, the recording format of the present
embodiment is specific¢ to the manufacturer that
manufactures the hard disk apparatus. Therefore, it is
difficult for external devices that adopt a standard format
to read out data recorded in a format specific to such a
manufacturer. Accordingly, by using the recording format
of the present embodiment, the copyright of‘the AV data
recorded in the magnetic disk medium 29 can be protected.

In addition, the sector size or the size of the recording

unit of the recording format of the present embodiment can

be freely designed.
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24 JUNE 2004 As a concrete exanple of the recording unit, for exanple, a
sector of the magnetic disk nmedium29 is cited. That is to sgyJuUNE 2004
predet er mi ned nunber of sequential sectors can be a recording unit 39 such
as one sector, sequential 62 sectors, sequential 128 sectors... sequential
2048 sectors. In addition, as a concrete exanple of the recording unit
nunber 25, for exanple, the LBA (logical block address) can be used as the
recording unit nunber 25. That is to say, any of the LBA of the head
sector of the reéd dt mPREREES3Gxanel ¢ BAL ot hehe ssaphingevhdrt f riom t he
head of the recording unit 39 or the Nth (Nis an integer of the total
“nunber, or 9%EPLYF IRAFQT (PhttHeMATNRtE ecdi gkriyedhim) 29skstoitédom t he
head of the recqording unit 39 can be used as the recording unit number

25." O, alhfbde tesayn aidisiepesmipiesynunbereefsdiquentnal 8% tansbe
utilized. That is to say, the number when the recording unit 39 is counted
in the or d&2ToP& R FEGRF A RSHBhE PAnBuCherBphBeYySEOtOhe GWieremeiaphery
of the m getic di sk medi um 29 can be the recording unit nunmber 25. O, an
addr ess forP4 Mm%t HafFs mafAggeieeriiakeelZPorecimrsyi ng shguesddradi O 4Bits can
be utilized. O, a nuneric value or a synbol produced by conbining this
plurality &8Ff {es according to a predetermn ned

In addition, as a concrete example of the recording
unitnumber25,forexample,theLBA(logicalblockaddress)
can be used as the recording unit number 25. That is to
say, any of the-LBA of the head sector of the recording
unit 39, the LBA of the second sectof from the head of the
recofding;ﬁnit 39 or the Nth (N is an integer of the total
number, or less, of sectors that form the recording unit)
sector from the head of the recording unit 39 can be used
as the recording unit number 25. °

Or, a number for uniquely specifying the recording
unit 39 can be utilized. That is to say, the number when
the recording unit 39 is counted in the order of shifting
from the inner periphery to the outer periphefy of the
magnetic disk medium 29 can be the recording unit number
25.

Or, an address for internal management used for
managing the recording units can be utilized.

Or{arumericvaluecn:asymbolproducedbyfxmbining

- this plurality of examples according to a-predetermined
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24 JUNE 2004 rule may be used. In summary, the recording unit nunber 25 naym

nerely be information, w thout overla ' |ﬁg§
. , . p, that cannot be s
and that can uniquely specify the entirety of the recordiﬁgnu%¥g 3 gPGELe

gﬁggg}h;n?ifg gﬁdggghgﬁé O:b;e}eéhedhard di sk apparatus 2 of the present
_ _ ] ordi ng apparatus of the res
gggﬁgf;og% ;hfegﬁggugifgnaggaratgs 2 o; t he present enbod?nen?n?s al so an
_ paratus of the present in i
recordi ng neans of the present enbodi s veml amof"e ®
_ odinment is also an exanpl e of
repr oduct i g FRaARYoP® M Present i nventi on. FurthernDrgP t he I?F 4 of the

present enbodi nent is an exa e of { 5 I { i
and a nagnetic dﬂ%l@%ﬂ?ﬁﬁvggh& rFﬁ?}ﬁirlgi r}%@%@nblg%lﬁbngﬁt%?aggtmgg\:ﬁglt Ieogf

a disk of the present inventjo I itq
i ncl udes t Hee éﬁgp§ﬁﬁﬁaﬁ”heéﬂégg?yqi%gﬂ%%%ggbt?g%tﬁggﬁgﬂigegﬁégfﬁﬁhggcice

un!que key 13, and the |I/F 4 i i Qe on Hodnest

grlnted_cir%@@ﬂl%%ér%QQ-W%@Ed%%ﬁﬂ%ﬂisgﬁg&egﬁgggﬂﬁggﬁkﬁggﬁg_11 ?ﬁg °

ecryption neans 12, the, coptral : ' ’ o i
%%gﬁglﬂﬁé”ﬁ%%ﬁe%ﬁé‘dﬁék/ﬁédlam629nespectlvely,

22?2;3?938agégﬁigﬁzi;iﬁ%? rearraS 0 termnal s of these chips are

that is not discld3E8- ﬁggb#HFH%|ég%ﬂgd@béfﬁk@bté,o&CQQ&ﬂqnga$ena for mat
embodiment is an example of a recording apparatus of the
present invention, the hard disk apparatus 2 of'thé present
embodiment is also an example of a reproduction apparatus
ofthepreseﬁtinventionandarecordingmeansofthepresent
- embodiment is also an example of a reproduction means of
the present invention. |

Furthermore, the I/F 4 of the present embodiment is
an example of an interface of the present invention and
a magnetic disk medium 29 of the present embodiment is an
example of a disk of the present invention.

In addition, the controller 13, which includes the
encryption means 11, the decryption means 12 and the device
unique key 13, and the I/F 4 are integrated and provided
on one sheét of printed circuit board. In addition, the
encryption means 11, the decryption means 12, the control
means 14 and the I/F 4 are, respectively, mounted as one
chip LSIs. Sigﬁals in the terminals of these chips are
scrambled by, for example, rearraﬁging of the bits,

according to a format that is not disclosed. Accordingly,
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24 JUNE 2004 even in the case that an external device takes out signals
that can be reproduced as AV data fromthese termnals, it |§ Qﬂhé}gag to
reproduce AV data since the format that has generated the signals %
known. Next, the operation of the present enbodiment forned in such a
manner is described. First, the operation of the case wherein the hard disk
apparatus 2 records AV data that requires copyright protection is

descri bed. Here, according to the present enbodiment, the AV data is sent

in the WPEGx LhansRatd Sld&amd ordRlexdden 4R &év?@%réék@@soﬁft khenhasd
system 3 and of the hard disk apparatus 2 are shown in the formof a flow

chart in Rgsb(ahn b additd@ecbhe 230 AL 0RS oA ttlﬂfseoﬁgfﬁ&h%'l% of the
host system 3 and of the hard di sk apparatus 2 are shown by using a

schematic di@agfamép &&8yS(8) repPBdRad By ULB I BNCEYPhE AVrdiarniar
whi ch copyright protect ionis ne ce s s ary, that i s transmtted to

thel EEE 1394 s byantrasan tﬁ@CB&?ﬂ%ll% packebt EhBwh/ .F 16 encrypts AV data
in MPE&R transport stream forma Furthernore, a source packet is

generat ed by addigkta tgfligRePRekEh &ﬂfaﬁﬁ‘é [ptr%éé‘r%ttén%'é@%\bnﬁa%ﬂnéﬁ the
encrypted MPEG transport stream Then, C'P is generated by adding a CIP

header to ngaégcﬁlgc%gﬂﬂgﬁw@gcaesgkﬂgbdyWHch t he source packet is
di vi ded, or conbined. Moreover,

First, the operation of the case wherein the hard disk
apparatus 2 reccords AV data that requ1res copyright
protectlon is descrlbed

Here, according to the present embodiment, the AVdata
is sent in the MPEGZ transport stream format.

The major operations of the host system 3 and of the
hard disk apparatus 2 are shown in the form of a flow chart
in Fig 5(a). In addition, the associations of the
operationsofthehostéystem3andoftheharddiskapparatus

_‘2 are shown by using a schematic diagram in Fig 5(b).

Thehost system 3 encrypts AVdata, for which copyright
protectionisnecessary, thatistransmittedto the IEEE1394
bus 1 as an isochronous packet.

The 1/F 16 éncrypts AV data in MPEGZ transport stream
format. Furthermore, a sourcepacket isgeneratedbyadding
a source packet header to the transport packet of the
encrypted MPEG2 transport stream. Then, aCIP is generated

by adding a CIP header to a data block from which, or to

Which,thesourcepacketisdivided,orcombined. Moreover,

- 71 -




24 JUNE 2004 an isochronous packet is generatedby addi ng ani sochronous

" header to the CIP and is transmtted to the | EEE1394 b gﬁﬂ& }
( . us 1. ,
at the time when the isochronous packet is generated, the CI$££ EEBE 3

is added to the sy region of the isochronous

_ _ packet. The host system 3

i ssues a command for the starting of the recording of AV data i% t he hard
di sk apparatus 2. This command is sent fromlIl/F 16 to I/F 4 through the

| EEE1394 bus 1 as an asynchronous packet. When receiving the conmand t hat

i ndicates the,start of co I
from 116 20 Loponnuter s ERRTEs BRGerdE e ol e et

certification erati (
by certifi ISR 8501 RO §%? A L T P s et hor & b hard di ok

appar at us is a proper device or an incorrect device for
_ recordin t he
AV data. Inthe case of a proper device, the certification is succgssful

while in the case. of ncor Vil , t
t he case that thirhﬁ'fﬁljd?%(ﬁ apépg(r%l%%gc I SW}%’]é(}t? &%éﬂ%%%é?gu%g%?gé%) a

data, the cortification 18LLsctS3)s 10 #hbS Gassaddie tharddeskrappanat us 2

of the isochronous packet.

The host system 3 issues a command for the starting
of the recording of AV data in the hard disk apparatus 2.

This command is sent from I/F 16 to I/F 4 through the
TEEE1394 bus 1 as an asynchronous packet.

When receiving the command that indicates the start
of recording, the I/F 4 requires the certification from
I/F 16.

Upon receiving this, the I/F 16 and the I/F 4 carry
out a certification operation (S81). This certification
opération is represented by certification 85 in Fig 5(b).

The I/F 16 judges whether the hard disk apparatus 2
is 'a proper device or an incorrect device for recording
the AV data. In the case of a proper device, the
certification is successful, while in the case of an
incorrect device, the certification fails (S2).

In the éase that the hard disk apparatus 2 is not
gqualified to record AV data, the certification fails (83).

In this case, the hard disk apparatus 2 cannot record the

AV data.
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24 JUNE 2004 In the case that the hard di sk apparatus 2 is. a proper
device that can record W data, the certification succeeds. Nl]-:e 004
certification is successful the I[/F 4 receives the isochronous packe
transmtted by the host system3 after identifying-the isochronous
channel - of the isochronous packet. Then, the |I/F 4 separates the CCl from
the i sochronous header of the received .isochronous packet. Then, the
foll ow ng operations are carried out depending on the value of the CCY.
When the CCl is binary value of 11 in Fig 8, that is to say in the case of
"Copy Never," the I/F. 4, lées a notification that no recordi ng processing
is to be carded out to the ROt t8¢&tide Bagddliddeappetatasty uet, 4 he
controller -10 tode%t;@gtﬁrgcgrdi ng processing because it is not’ ermited to
record the AV-data. Vien the>MEOBAAEF atal dbeafertilri dNatloy SidQSAy in
the case of "Copy Ongg, T g_rhe 1/ F i makes a notification that recor&i'ng
processing i's to be started & &tk fﬁﬁé?l@@!si@mlﬁ:c&mhfdlq %ﬂ@l\/\;yﬁ)n‘% :
en the CC

instructs the COpLEQLY; to 'start recordi ng processing.

i s binary val ue of Ol,g% h%k?eilsscfci’ré’é‘s?uisnpﬁnéeta’sm@ﬁndﬁ@edw‘?:(u/goﬂégs'{': the
T/F 4 carries ouydig,sa tgge]{(%ti gn.gs in the case that ‘the | "T's™" Copy
Never," Wen the CCl is binary V8l'deé¥dRobthe thsmchrononssayabie 1. he gise of

"Copy 24 JUNE ZOI%cEﬁf%ﬁmdhsap%@kiefti cation that recording processing to be
started is made to the host "system 3 and, in addition, the

. : .
hen, the 1/F 4 separates the CCI from the isochronous

hedder of the réce_ived isochronous packet.

Then, the following operations are carried out

- depending on the value of the CCI.

Wheén the CClis binary value of 11 jn Fig 8, that is t.o say in the case of
Copy Never,” the I/F 4 makes a notification that no recotding processing s to
_be cartied out to the host system 3 and does not instruct the controller 10 to

S > - . -
tazt recording processing because it is not petmitied to record the AV data.

When the CCI is binaty value of . 10, that is to say in the case of

: “C
Oncer opy

the I/ 4 makes a notification that recording processing is 1o be statted
to the host system 3 and, in addifion, instracts the controller 10 to stast
recording processing, ' '

When the CCI is binaty value of 01, that is to say in the cise of “No

Mote quy,” the I/F 4 carries out the same operation as in the case that the

CClLis “Copy Never,”

. When the CCI is binaty value of 00, that is to say in the case of “Copy
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controller 10 is instructed so as to start recording processing.

Accordingly, in the case that the CCl is binary value of 10,
decodes the encrypted AV data with the key received from theﬁﬁg’gﬁgﬁépém 3

"at the tinme of the certification operation. Then, the decoded AV data is
outputted for every transport packet according to the timng indicated by
the time stanp for transmssion that is added to the source packet header
for every transport packet. In the case that the CCl is 00, since the AV
data is sent w thout being,encrypted, no- decodin rocessLng is carried
out and theFA\ﬁa%'faai%Otb%f'-ﬁ‘ﬁ'ttt f%‘FaEvﬁﬁffoFrddﬁ‘é:gd%O‘b%EﬁéP a&®oP&ing to
the timng indicated by the tine stanp for transm ssiqn. Though the AV data
out put ted fe¢artrd yFmade tpdhgtost isﬂsé%ﬁ%gaaﬁ‘&mép 3 glﬂg@é’he t he
formof plain sentences the AV data is outputted by the signal inscribed
in a fornat condirfiled iﬁelﬁaﬁ?%FQﬁPEﬁéaFSté§ FatatheFererdingven in

the case that a third party takes out the signal .froma termnal of the
chip of thePEFOEEEsSIRYts very difficult to recover the AV data in a form

the L/F 4 s i nputt decopbinal, Bnaiesr dhavibedeCh i iaasratie obgl: ensF  ne
encryptor 19 reads out: the devi cge&l.rﬂ@ %tak%tkstiteo{(gd._itgéetibr%ds%gg?nt
regi on 18 ($49ecodes the encryp \'g m
the host system3 at the time of the certification operation.
Then, the decoded AV data is output.i.:ed for every transport
packet according to fhé timing indicated by the time stainp
for transﬁission that is added to the source packet header
for every transport packet. In the case that the CCI is
00, since the AV data is sent without being encrypted, no
decoding processing i.s‘; carried out and the AV data is
outputted for every transport packet according to the timing
indicated by the time stamp for transmission.
Though the AVdataoutputted fromthe I/F 4 isdecrypted
in such a manner and becomes of the form of plain sentences,
| the AV data is outputted by the signal inscribed in a format
unigque to the ha_rd disk apparatus 2 and, therefore, even
in thé case that a third party takes out the signal from
a terminal of the chip of the I/F 4, it is very difficult
to recover the AV data in a form that is useable by the
thii:d party. |
The MPEG2 transport packet sent from the I/F 4 is

inputted to the encryption means 1l.
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The encryption neans 11 detects the title key 23 attached to th;“AV agfé”W“m.

sent fromthe I/F 4. Then, the encr
. . yptor 19 encrypt }
key 23 by means of the device unique key 13 (SS).yﬁeitfh?hgeEf‘fpgﬁﬁegé%

encrypted by the i :
i thg magn)étic gingrkypt g_r 19 is recorded, as the title key 28 encrypted
with the control of tg Lgnmt 29| of the recording means 15 in accordance 1
28 is shown in Fig 5(b). F rol means 14 (S6) . This encrypted title key
CCl 24 that is sgnt a%iacﬁrezihte:)n?ag’At hg tencr¥ption means 11 detects the
at a. t : -

recorded, as I hEFg@SQ?,t_heh QIHEr WRGRE! L S e 55 6 The Fedor di n

_ ccordance with the control of the c?gt r(gl4)neans 14. The addgr

B e B e oy B o o 1
?202?3 ?Lgeg\vhgn??hé e REPLAR T EISRRE %ﬂ) aﬁitgeh\%ecsst’r e@%%d?%éﬂ%ﬁikté% !SZBBt lc()ey 2
i nformati o_rattmaghgdk\?ioalctzf@_sgﬁ?ﬁlgyg?ﬁcmﬁ%{]’?Oﬁg%r %lhe”WW?$ 44 apnhaddi thenal
\LJIB:\ItE Zggzb%rwa of the recording unit that is fg:{éf :nghres the recording
Evptypt 40 2O.EREYyHt SDEhESHT Tt T on Ore& 23AWy flabas24
generated by the adder by using the generating the key
of the device unigue key 13 (85).
Next, the title key 23 encrypted by the encryptor 19
is recorded, as the title key 28 encrypted, in the magnetic
disk medium 29 of the recording means 15 in accordance with
the control‘of the control means 14 (s6). This eﬁcrypted
title key 28 is shown in Fig 5(b).
Furthermore, the encryption mean-s 11 detects the CCI
24 that is sent attached to the AV data. The detected CCI
24 is recorded, as the CCl 27, in the magnetic disk medium
29 of the recording means 15 in accordan‘ce with the control
of the control means 14.
The adder 22 generates information'for kéy generation
that is-information to which the CCI 24 is attached 80 as
to follow the lowest bit of the title key 23.
On the otﬁer hand, information related to which
recording unit is to record the AV data is also sent from
+he control means 14 as additional information to the AV

data. The encryption means 11 requires the recording unit

number 25 of the recording unit that is to record the AV

data.
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recording unit number 25 of the recording unit that is to record the AV
data. This encrypted information is referred . to as a content

content key is encrypted according to the recording unit nu {ﬁK@ﬁggﬁﬂ4
varies for each recording unit. Next, the encryptor 21 encrypts the
content 26, which is- the AV data to be recorded thencefor.th using the
content . key (S7) The encrypted AV data.is recorded, as the encrypted
content 17, in a recording unit of t he nagnetic di sk nediun1 29, wherein

S e faror i e
m]ﬁ{;:“zg“fﬁ“%ﬁi?infszﬁ?f%“%ﬁ?f : e e enl%%%% drng unit
gnggﬁted156?2%?ii“ﬁ§22&ﬁﬁpyﬁi§ﬂiﬁ%;fg@?%ﬁ% f%ﬁ?gg?hg §t£§%§'gﬁgrsgge;he
?ﬁgiﬁgbﬁgtfgﬁgfﬁé nele%aFgrln R %P g? %?g %&Fgﬁ§%gzﬁgggg§§?bd:ﬁk
égfac?zs &ﬂ?iﬁﬁgzgf?qﬁﬁﬁ %%égggg%gg%%éggtdg %e§6%9§%g§3§§5f
othereco%glngunltnumbeIZSandvarlesforeachrecordlng

unit.

Next, the encryptor 21 encrypts the content 26, which
is the AV data to be recorded thenceforth using the content
key (S7).

The encrypted AV data is recorded, as the encrypted
content 17, in a recording unit of the magnetic disk medium
29, wherein the data is to be recorded, of the recording
means 15, according to the control of the control means
14 (88). Fig 5(b) also éhows the encrypted content 17.

In the following, the operation is repeated in the
same manner wherein information for key generation is
encryptedbytherecordingunitnumber25foreveryrecording
unitsoastogenerateacontentkeyandthegeneratedcontent
keyencryptsthecontent26(S7)sothattheencryptedcontent
17 is recorded in the magnetic disk medium 29 (S8) .

The hard disk medium 29 records AV data for which
'copyright protection is necessary in the magnetic disk
medium 29 in the above manﬁer.

Next, the operation of the case wherein the hard disk

_76_




protection is necessary is described. Fig 6 (a) shows a flow chart of the
mai n operation of the host system 3 and of the hard di sk appps JQUNE 2004
the time of reproduction. In the follow ng, the description is given
according to this flowchart. In addition, Fig 6(b) shows a schematic
di agram wherein the associations of the main operations of the host system
3 and the hard disk apparatus 2 at the tinme of reproduction are descri bed.
The host system 3 issues a command that instructs the hard di sk apparatus
2 to start araprodtesi gnrepiedeoammAd idatseniofr viniche dogynbght the |/ F 4
through the | EEE1394 bus | as an asynchronous packet. Furthernore, the
|/ F 16 reqiif@seectionf icatieressany tise ddscribgd.receiving this, the I/F
16 and the I/F 4 carry out the certification operation, (S9). This
certification ofdcatt @ ishahovn fHow haettof idae inuniBpear&tdgod( b. The
| /F 4 judges whether the host system 3 is a proper device or is an
i ncorrect ddg dwdbrsystemzingnthefAvhgatard i shemeseadhsaZpatpehe
device, certification is successful while in the case that of an incorrect
devi ce, certing caf impPregics icg10) I thaechtevihat, the Westcwsigtéons is
not qualified to use the AV data, certification fails (Sl1). In this 24
JUNE 2004 cds&Llvieir aosorshisnem@ Wahpoflewcohdrithe Av datdition, Fig
6{b) shows a schematic diagram wherein the assoéiations
of the main operations of the host system 3 and the hard
disk apparatus 2 at the time of reproduction are described.
The host system 3 issues a command that instructs the
hard disk apparatus 2 to start reproduction.
ThiscommandissentffomtheI/F16tnfjmaIﬁF4through
the IEEE1394 bus 1 as an asynchronous packet.
Furthermore, the I/F 16 requires certification from
the I/F 4.
By receiving this, the I/F 16 and the I/F 4 carry out
the certification operation- (892). This certification
operation is shown as the certification 86 in Fig 6(b).
The I/F 4 judges whether the host system 3 is a proper
device or is an incorrect device for‘utilizing“tﬁe AV data.
In the case of a proper device, certification is successful
while in the case that of an incorrect device, certification
fails (S10).
In the case that the host system 3 is not qualified

to use the AV data, certification fails (S811). In this
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In the case that the host system 3 is a proper device that can record the
AV data, certification is successful. \Wen the certificatio

successful, the I/F 4 makes a notification to the controllerq%%apﬁﬁ%zgp4
command for reproducing the AV data has been sent. Wen the decryption
means 12 receives this notification, the decryptor 31 first reads in the
device unique key 13 stored in the secret region 18 (S12). Furthernore,
the recording means 15 reads out the encrypted title key 28 fromthe

nmagneti ¢ dicslcapdtHe 29 stAGpsEbRg3t eahy €ondsekdofchidhancanitgl means 14
(S13). Fig 6(b) also shows the encrypted title key 28. The decryptor 31

decrypts the encriypte@ thisletker 28e Wolh bR tdevincesunigiepkeyqdd;cals)
Then, the decryption neans 12 transfers the decrypted title key 35 to the

|/ F 4. The tippordhima-desng dhe eRdsa B4t ¢8Lt Ok cath dd o the-segeetinc di sk
medi um 29 according to the control of the control nmeans 14. The decryption

means 12 transfepmdihehete2Titfd ddi€ioh/Fs ducthes adder Sde aonenaherkey

generation information, which is information gained by attaching the CCl
27 sequentd aldyifeadtavh td thiee! evwaslrHitte©f 10 hehdecky pigthadd ) e 2004

title key 35.
reproducing the AV data has been sent.

When the decryption means 12 receives this
notification, the decryptor 31 first reads in the device
unigque key 13 stored in the secret region 18 (512).

Furthermore, the recording means 15.reads out the

. encrypted title.key 28 from the magnetic disk medium 29
according to the control of the control means 14 (S13) .
Fig 6(b) also shows the encrypted title key 28.

The decryptor 31 decrypts the encrypted title key 28
with the device unique key 13 (814). Then, the decryption -
means 12 transfers the decrypted title key 35 to the I/F
4.

The recording means 15 reads out the CCI 27 from the
magnetic disk medium 29 according to the control of the
control means 14.

The decryption means 12 transfers the CCI 27 to the
I/F 4.

The adder 34 generates key generation information,
which is information gained by attaching the CCI 27

sequentially read out to the lowest bit of the decrypted
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The control neans 14 designates the recording unit -39 that is to be read
out and controls the recording neans 15 so as to read out thg4gnNE 204
content 17, which is information stored in the recording unit 39. The
decryption nmeans 12 finds out the recordirng unit nunber 25 of the
recording unit 39. The decryptor 32 decrypts the key generation

i nformati on generated by the adder by using the recording unit nunmber 25
of the recording unit 39 that is ready to read out data. This decrypted
informati ortireferkeg B&.as a content key. The content key is decrypted by
the recording wunit nunber 25 and, therefore, it varies for each recording
unit. Next, the E&@rcﬁbmﬂrﬁmamahfs nelad pignabesentry peebrdongenhity,
which is information stored in the recording wunit, fromwhich the data is
to be read3dutthaf ithearbgnetiael odits Kndedburbr2d, s aﬂo@rxcﬁdtgrdmnghﬁeaﬁatrol
of the control neans 14 (S15) . Fig 6 (b) also shows the encrypted content
17. Next, tife slecaygptor r33denuyptiset bacengrtypd edontphentl 7 14 ead agt by
the recording nmeans 15 with the content key (S16) . The decryption neans
12 transf erimnfdemdedpyptsed rednienthd? e ddhdihgFuAit243JUNE 2004 I n the
followi ng, the operation is repeated in the

The decryption means 12 £inds out the recording unit
number 25 of the recording unit 39.

The decryptor 32 decrypts the key generation
information generated by the adder by using the recording
unit number 25 of the recording unit 39 that is ready to
read out data. This decrypted information referred to as
acontentkey. Thecontentkeyisdecryptedbytherecording
unit number 25 and, therefore, it varies for each recording
unit.

Next, the recording means 15 reads out the encrypted
content 17, which is information stored in the recording
unit, from which the data is to be read out, of the magnetic
disk medium 29, according to the control of the control
means 14 (S15). Fig 6{(b) also shows the encrypted content
17.

Next, the decryptor 33 decrypts the encrypted content
17 read out by the recording means 15 with the content key
(516) .

The decryption means 12 transfers the decrypted

content 37 to the I/F 4.
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sane manner as above wherein information for key generation is decrypted

with the recording unit nunber 25 for each recording unit sq%ﬁﬁ
generate a content key and the encrypted content 17 is read UB@&%ga%nd

the encrypted content 17 is decrypted with the content key (S16) so that
the decrypted content 27 is transferred to the I/F 4 as an MPER transport
stream In addition, though the AV data outputted fromthe decryption
means 12 is decrypted, it is a signal inscribed in a format unique to the
hard di sk apparatus 2 and, therefore, even a third party takes, out the
signal froma tersi nal fofl tdweinki pthe dpenrciynt Lenrepascad intths very
difficult to recover the AV data in a formthat is useable by the, third
party. Theshile fzaneryasslidee Al aae ansenfofnaimichel e5iteHlABeraBlothen,
the I/F 4 transfers the AV data to the I EEE1394 bus 1 as an i sochronous

packet . Thesl idedibyptetiheihtsttisysteopsdidentiniesnunber gochr@hotdCEhannel
and receives the isochronous packet so as to decode the encrypted AV data.
The |/ F 16w Snghenteceiovads Avb dgeacas tan ARECRtentaksbrandt FB&m The
outputted AV data is separated by the transport stream decoder, which is

not shown, card-weréai sedthyitt e/ 24 JtdNEd 2004 KB36) s pecerhls: TRy PERE AV
decoder, which is not shown,

content 17 is decrypted with the content key ($16) so that
the decrypted content 27 is transferred to the I/F 4 as
an MPEG2 transport stream.

In addition, though the AV data outputted from ﬁhe
decr?ption1ﬂeans 12 is decrypted, it is a signal inscribed
bnaformatuniquetotheharddiskapparatus2§nd,therefore,
even a third party takes out the signal from a terminal
of the chip of the decryption means 12, it is very difficult
to recover the AV data in a form that is useable by the
third party. | -

The I/F 4 encrypts the AV data sent from the controller
10. Then, the I/F 4 transfers the AV data to the IEEE1394
bus 1 as an isochronous packet.

The I/F 16 of the host system 3 identifies the
isochronous channel aﬁd receives the isochronous packet
so as to decode the encrypted AV data.

The I/F 16 outputs the received AV data as an MPEG2
transport stream. .

The outputted AV data is separated by the transport

stream decoder, which is not shown, and contained byrthe
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carries out the AV decoding so as to convert the AV data into an anal og
signal that is displayed on a nonitor. The hard di sk nmedi um 294 e/NI2064S
the AV data for which copyright protection is necessary fromthe nmagnetic
di sk medium 29 in the above manner. The hard di sk apparatus 2 of the
present enbodi nent can protect the copyright of the AV data, for which
copyright protection is necessary, in any case wherein AV data is being
recorded, wherein the AV data is being reproduced and wherein the AV data
has al ready been recorded in the recording neans 15. Here, though the
magneti c dilxksRosystdwséri b€heno bae anNr desrdlste, fWohrhhesapd dhokn,
apparatus 2 in the present enbodinent, the invention is not limted to
this but, reaheies oHE hgnéV dalisRingysbeaseiovagira’e Further A¥r datehough
the device unique key 13 is described as being stored in a ROM as the
secret regilgnto 18noanede® Priigralcithed tihodkdr b yere draral rgeBktappar at us
2 in the present enbodinent, the invention' is not limted to this . The
secret region 18 The B oti dldmedlituie Hhghepredugiesk thesliAim @9taThar is to
say, the device unique key 13 may be stored in a region of the magnetic
di sk 29 whivdhich HEORBELIJBANREE taCdes® I=uNETs 1R BY gﬁ@@g@@ﬁ@a@n@%m ed

title key 28 is 24 JUNE 2004 described as being recorded in the user
regi on, whi®dkskheedium 29 in the above manner.

The hard disk apparatus 2 of the present embodiment
canprotect the copyright of the AVdata, for which copyright
protection is necessary, in any case whefein AV data is
being'recorded, wherein the AV data is being reproduced
and wherein the AV data has already been recorded in the
recording means 15.

Here, though the magnetic disk 29 is described to be
unremovable from the hard diskrapparatus 2 in the present
embodiment, the invention isnotlimitedto thisbut, rather,
the magnetic disk may be removable.

k Furthermore, though the device unique key 13 is
described as being stored in a ROM as the secret region
18 on the printed circuit board of the hard disk appératus
2 in the present embodiment, the invention is not limited
tothis. Thesecretregionl8maybeprovidedinthemagnetic
disk medium 29. That is to say, the device unique key 13
may.be stored in a region of the magnetic disk 29 which
the user cannot access.

Furthermore, though the encrypted title key 28 is
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user can access, in the magnetic disk 29 in the present enbodinent, the
invention is not limted to this. It may be recorded in a sy i

that the user cannot access in the disk nedium29. In addi ti(i)%,gh!@%ggﬂbe
recorded in a RAM provided on a printed circuit board of the hard disk
apparatus 2. Furthernore, though the recording apparatus and the
reproducti on apparatus of the present invention are described as being
integrated with the hard di sk apparatus 2 in the present enbodi nent, the
invention is not Jimted to this. The _recordi ng apparatus of the present

i nvention bebesr asdbsinche agar ded e iR rNDeT ofedbahs Thicméhe
control neans 14 and the recording neans 15 and,is an apparatus that
records AVYERE GRAPI 475 T ept BALEEI BIRIPEF aBli§ Kok ot HE! prled ¥ eFRPENt i on
may be fornmed of . the I/F 4, the decryption neans, 12, the control_ neans 14
and the r &S ATthBeREandPE iavE bl eon, 15 etk tednEor EBdSdi ndt Bppar at us
of the present invention may be provided with, only an encryption neans, a
control medifs FERPECRECHR At My S HRRASITANHARE Bhe User reprbalicaFeRss
apparatus of the rresent jnvention nmay be provided with only a decryption
means and &Qxﬁh?oﬁl mﬁd¥$ﬁtggrnDF8,@ﬁ@ﬁﬁﬁp@helF/mai Reerereedst on
nmeans 11, the decryption neans 12 and the contraol neans_14 of 24 JUNE 2004
- the hard dildk Sappaf pESVadee PeschbEtad Gérryifoltartd of the hard

disk apparatus 2.

Furthermore, though the recording apparatus and the
reproduction apparatus of the present invention are
described as being integrated with the hard disk apparatus
2 in the present embodiment, fhe invention is not limited
tothis. The recording apparatus of the present invention
may be formed of the I/F 4, the encryption means 11, the
control means 14 and the recording means 15 and is an
apparatus that records AV data while the reproduction
apparatus of the present invention may be formed of the
I/F 4, the decryption means 12,mthe control means 14 and
the recording means 15 and so on, in summary, the recording
apparatus_of the present invention may be provided with
only an encryption means, a control means and a recording
means. In addition, the reproduction apparatus of the
present invention may be provided with only a decryption
means and a control means.

Furthermore, though the I/F 4, the encryption means

11, the decryption means 12 and the control means 14 of
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respectively, of one chip LSIs, the invention is not limted to this. The

I/F 4, the encryption neans 11, the decryption neans 12 andt
control mreans 14 nmaybe forned, respectively, of a plurality o#heﬂgNEb%Q%J%

In addition, the AV data is described as being inscribed in an undi scl osed
format at a termnal of a chip, the inventionis not limted to this but,
rather, it may be encrypted so as to be transferred between termnals. In
addition, the properties of the termnals of the chips nay be defined in

an_undi scl @sed b .08 T sk HepBarblte PIORSNS IRSs OF 1HB8 L& BalS Rfrhbg, chi ps

represents properties such as which termnal outputs what Kkind of signals,

whi ch ter MRS G £y £2YDI AP DPoRYEMNE s Wide khiydii{1 5h ANAS LI hLER

respective termnals are used what ki nds of applications. Since such

propertiestgftnibe ter@ AkS ,%hb@n&?&?éi%&rﬁm@ﬁkis”?ﬁ | th&@didhsed gged

format, the user cannot know, for exanp Ich respective termnals are

used for whakd 0905.0f £ RORIHAAN PRSA AL 4 UK Yo el Rk ihaty s det ect ed

at a termnal that outputs a signal that can be reproduced as AV dafa by a

third partye B%Tu%@%%@ftﬂfﬁ@@#js@f theagaiialiesh Cidaidiyheard apd  the
term nals of the chips ere the I/F 4 and the controfler 10 are provided

may be ent a(e%lda:ﬁs@ay@éq@eﬁﬂe{s ohsdesiiddeth dA @RguRengnsethipipaior the

properties of these term nal may nerely be defined in an undi scl osed. 24

JUNE 2004 Burbharimieod Bechib 4cnhe nfReroith ofs mrans ddi t&hBeto this
but, rather, it may be encrypted so as to be transferred
between terminals. In additioﬁ, the properties of the
£erminals of the chips may be defined in an undisclosed
format. Here, the properties of the terminals of the chips
represents properties such as which terminal outputs what
kind of signals, which terminals are combined to output
what kind of signals or which respective terminals are used
for what kinds of applications. Since such properties of
the terminals of the chips are defined in an undisclosed

' format, the user cannot know, for example, which respective
terminals are used for what kinds of applications. 1In
summary, a signal that is detectedat a terminal that outputs
a signal that can be reproduced as AV data by a third party
from among the terminals of the printed circuit board and
the terminals of the chips where the I/F 4 and the controller
10 are provided may be entirely encrypted and/or described
inanundisclosed formator thepropertiesof these terminals

may merely be defined in an undisclosed.
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decryption neans 12 and the control neans 14 of the hard disk apparatus 2
of the present enbodi nent may be forned of one LSI -chip. |n 23QUNE pooger .
the copyright of the AV data can, without fail, be nade even nore secure.
Furthernore, though the AV data is described in the present enbodi nent as
bei ng encrypted using the CCl, the inventionis not l[imted to this. The

AV data nay be encrypted without using the CCl. That is to say, instead

of that, the adder 22 forns information for the key generation of the CC

and of the‘titleEkeytﬁérmbh%utthbeIkBy423tH@yen@§y§k&%@¢héaﬂﬁﬁdl%sth%ﬁ
information for key generation w thout using the adder 22 so that the

content keylemyypeiogenesaaied DyaACENRt EPAtERIIS nidHos M4 i 9P £RE hhedkey
generation with the recording unit nunber. Here, the title key 23 of this

case is andsitpgpatatthe thiod tHe gredéet epboiedesedy havestinen In
the case that the AV data is encrypted without using the CCl in such a

manner, thef CGle MyIbehigcor ded sutH he mmanet| ctHieskomdi ume9%astha the
present. enbodi ment or the CCIl nmay not be recorded in "the Tagnetic disk

medi um 29. ARurdaies noae,, thatighut héahard bd ske @@patahUmodd nsdderepr esent
enbodinent is described as follows: in the case that the value of the CCl

that is attachedFuatHerdyrdat 8hougyh' €oRy ANevRIta 14 ke AV 9ka I8 PRL
recorded; in the case 24 JUNE 2004 that the value of the CC is "Copy
Once, " thepAégata émbodiment as being encrypted using the CCI, the
invention is not limited to this. The AV data may be
encrypted without using the CCI. - That is to say, instead
of that, theadder 22 forms information for thekey generation
of the CCI and of the title key 23, the title key 23 may
. be directly used aé the information for key generation
without using the adder 22 so that the content key may be
generated by encrypting this information for the key
generation with the recording uni_t number. Here, thetitle
key 23 of this case is an example of the third information
of the present invention. In the case that the AV data
is encrypted without using the CCI in such a manner, the
CCI may be recorded in the magnetic disk medium 29 as in
the present embodiment oxr the CCI may not be recorded in
-the magnetic disk medium 29.
Furthermore, though the hard disk apparatus 2 in the
present embodiment is described as follows: in the case

that the value of the CCI that is attached to the AV data

is “Copy Never,” the AV data is not recorded; in the case
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encrypted and is recorded;. in the case that the value of the CC is
More Copy," the AV data is not recorded; and in the case thaj,t t?ﬂ%’%bb‘f of
the CCl is "Copy Free," the AV data is encrypted and is recorde

invention is not limted to this. In any case wherein a value is taken by
the CCl that is attached to the AV data, the AV data may be encrypted and
recorded. O, in the case that the value of the CCl attached to the AV

data is "Copy Free-, " the AV data nay be recorded as plain sentences

W t hout - bei encr ther ,. thoygh in the presenj enbodi nent the
" or mat | off T Keg BenGEaPon e WeLeH? bRy @é’icr‘r’g P -ﬁ? CPBR: O3 ch
the read out CCl js _.attached so as ég fol%gw t he I €ht oflthe
decryptediﬁqq%yﬁt?d Fﬁg Isnv&aioiets hbt |WF9§? STHe PﬁfBFﬁatlon

att ached b%?eé‘fﬁit fi gEelitha GPBFhe g EA%e@a%QFEEf ﬁ%ﬁ?ﬁzf%gérﬂs

it e ey BT e”aiéé‘%é’é‘r"ﬁ%adgaa'wg B T e Bk 1 ReoBt P, Y

addi 1 on, | RS IAERT SEmETGY R HAE PR %?%??ﬁ'@%ﬁ?t”ﬁ °e[ H’rﬁﬂégﬁﬁm the

erbodi ment Ty DATY L5R JONECBEDA | AroPmal IS T HAPeF RO oty BS) ddst.

ei ther theé&ﬁée keythe CCI that is attached to the AV data, the AV
data may be encrypted.and.recorded. Or, in the case that
the value 6f'the CCI attached to the AV data is “Copy Free,”
the AV data may be recorded as plain sentences without being
encrypted.

Furthermore, though in the present embodiment the
information for key generation is described as being
information to which the read out CCI is attached so as
to follow the lowest bit of the decrypted title key, the
invention is not limited to this. The information for the
key generation may be information to which the read out
CCI is attached before the highest bit of the title key.
Furthermore, the information for key generation may be
information that includes énly the title key and the CCI
or may include the title key and the CCI and, furthermore,
may include other information in addition to the above.
In addition, it may be information that includes either

the title key or the CCI. In summary, the information for

key generation of the present embodiment may be only
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or the CCl. (Second Enbodi nent) Next, the second enbodi ment is descri bed.

In the present enbodi nent, the process of CCl is mainly descsj hlg 1
shows a configuration of a hard di sk apparatus 2 that is onei'tﬁ@@(ﬁgg%} of

a recording apparatus and a reproduction--apparatus of the present

i nvention. The configuration of the hard disk apparatus 2 of the present
enbodi nent is the sane as in the first enbodinent. Fig 9 shows a format 41
of a magnetic disk nedium 29 of a recording neans 15. The left side on the
paper corresponds to the inner periphery 45 of the disk of the _magnetic

di sk nmedi un%‘ggomialtéqrhé?mibﬁtn%]r%e%n hel paper cébhesspbrds iftd e kevout er
peri phery 46 of the disk. The region of the inner periphery 45 side of the
disk is syRentheAFC42 while the outer periphery 46 side of the. disk is
data 43. The system FAT 42 is a systemregion that-the user cannot access
and is a region siRPCaBIf B idrgRiphgenent i nformati on where the control
means 14 utilizes_in order to control the system On the other hand, the
data 43 is a regithathehseapt empodénesd diy desaatikeds recorded. That

is to say, 24 JUNE 2004 as shown in Figs 3 and 4, the encrggt.ed content 17,
t he | Inthe present embodimeént, the process of CCI ismainly

described.

Fig 1 shows a configuration ;)f a hard disk apparatus
2 that is one embodiment of a recording apparétus and a
reproduction- apparatus of the present invention.

The configuration of the hard disk apparatus 2 of the
present embodiment is the same as in éhe first embodiment.

Fig 9 shows a format 41 of a magnetic disk medium 29
of a recording means 15. The left side on the paper
corresponds to the inner periphery 45 of the disk of the
magnetic disk medium 29 while the right side on the paper
corresponds to the outer periphery 46 of the disk. The -
region of the inner periphery 45 side of the disk is system
FAT 42 while the outer periphery 46 side of the disk is
data 43.

The system FAT 42 is a system region that. the user-
cannot access and is a region such as for file management
information where the control means 14 utilizes in order
to control the system.

On the other hand, the data 43 is a region that the

user can access and AV data is recorded. That is to say,
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encrypted title key 28, and the |ike, are recorded. Then, the CC is
recorded in each recording unit that fornms data 43 in t he syg;gu”ﬁgioéz as
shown in the CCl data 44. That is to say, the value of the CC

all ocated for each recording unit. In addition, the file nanagenent
information includes a FAT (file allocation table) and information that is
referred to as directory. The FAT is a table wherein the address of a
recording unit and the address of the next recording unit nake a pair and
i ndi cates gk Whéhnr eeordigy) 3nahdand ihavMddrgpted ddiscslatalof anbikkdle is
stored. In addition, the directory is a table that manages a file in a

hi er ar chi calndmppeedard His képbbe wWaeiithé heikaddeess wdcsh@ebtiead
recording unit in which a file naner and the data stored in the file are

stored aswel | as THet orured COT Bdieabidgd ke paoheréresdiuchuas tvbakher the
file is exclusively for reading in or whether the overwiting is possible

make a pai iEofoGesisd B SUchras shidteerh Famtddas etidwmdn ehasCog, daasd t he
| i ke, can be nmanaged by using the FAT and the directory. Next, the
operati on a@f4 t herlpiesentteneod) e valsecht theonfigls adl bochsedesor bed.

24 JUNE 2004 AV data is recorded in the hard di sk apparatus 2 in
each recording unit.
| Inaddition, the filemanagement information includes
a FAT (file allocation table) and information that is
referred to as directory.

The FAT is a table wherein the address of‘a:recordin@
unit and the address of the next recording unit make a pair
and indicates in which recording unit and in which order
the data of a file is stored.

In addition, the directory is a table that manages
a file in a hierarchical manner and is a table wherein the
address of the head recording unit in which a file name
and the data stored in the file are stored as-well as
information indicating the properties such as whether the
fileisexclusively forreadinginorwhether theoverwriting
is possible make a pairl

Processing such as file formation, editing, erasing,
and the like, can be managed by using the FAT and the
directory.

Next, the operation of the present embodiment in such

a configuration is described.
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t he sgng nannerhas in the first enbodinment. At this tinme, the AV data is
recorded in each recording unit one after another in the sa in
the first enbodi ment. Wenever the recording of the AV dataqiﬁggﬂﬁgép&i
recording unit is conpleted, the control neans 14 produces or updates the
file managenment information that indicates in which recording unit the AV
data is recorded. Then, this file nmanagenent information is stored in its
own nenory. Then, when the recording of the AV data is all conpleted, the

control nmeans 14,4 i48s, the %Aggggsa oh ¥pdahedd idiskx HAEeRRRk 2 in

i nformation intoAthe system SO0 as to update the system FAT 42.

Finally, AN . . . i
inal l'y tq%ef%ﬁ%gn%@%g 24 1Y thes ;E'}\‘jswi?’%in{gﬁ),ﬁméﬂﬁ. Cﬁf‘:,f,’lfu%h@lﬁéqordl ng

unit, into ta is ne Into the file managenent

| nfor mat i oy, TP ddiea s 0BLBOL A 118 JRORTEEdalRibRe IRBNGINE o ftek

nmedi um 29 he time én t data 1s recorded, ~and after

recording. aldifife A flaldd S LRIPLELAA L NG SIRNAGETRAL St BHGRAL ABn kS

recorded i A the nmagnetic di's nmedi um 2 frnally the CC is witten

lnto the s tetergéevgg;rgﬁé r A4 L Or thel BvASSYERd f RAt 6 dISEE QL HENS Of f

t he power o i Sk apparatus 2 by mstakenly pulling out the power

P18 o B L AL U 2 M £ et L2008 AVosalgab ool
the file management information that indicates in which
recording unit the AV data is recorded. Then, this file
management information is stored in its own memory.

Then, when the recordingof theAVdataisall completed,
the control means 14 writes the‘prqduced or updated file
manégementinformationintothesystemFAT42sx>astoupdate
the system FAT 4Z.

Finally, the control means 14 writes the value of the
CCI of the recording unit, into which the AV data is newly
written, into the file management information.

"Thus the AV data is first recorded in the magnetic
disk medium 29 at the time when the AV data is recorded,
and after the recording of the AV data is completed the
management information is recorded in the magnetic disk
medium 29 and finally the CCI is written into the system
FAT 42.

In addition, it is assumed that the user turns off

the power of the hard disk apparatus 2 by mistakenly pulling

out the power plug of the hard disk apparatus 2 while the
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of the file managenent information and the CCl that have already being
recorded in the AV data that is already in recording conditi®fJRNE 2004ed.
The hard di sk apparatus 2 of the present enbodi ment reproduces the AV
data, of which the recording is interrupted in such a manner, as foll ows.
The control nmeans 14 determ nes the order in which enpty recording units
of the magnetic disk 29 is used for witing according to predeterm ned
rul es. The control means 14 reproduces the AV data, of which the
recor di nghasy heenai pkebeipiededsodetihe Thl suchnagemss, ¢ gpomtiomnsbefore .
updating by assuming that the AV data is recorded according to the above
rul es. Themf ttiee enL gpiboa gmenst Lin btremitiodeny pthagCBy bhetghave
conbi nati on of the values for 2 bits of the CCl. Then, furthernore, the AV
data is dexypsedyf bemrihe chegiad ng hhreudivhglaite thed tess ol rhed@Clirof
which the decrypting is successful. The hard di sk apparatus 2 of the
present enhaskigeatinegarordimloy deer yptaddd. AV data, of which the recording
is interrupted, in the above nmanner. Furthernore, the end of the AV data is
detected from theheaidudiykodppbhearmlue® off PER rhasest aambheteterd t he
transport packet. 24 JUNE 2004 That is to say, the PCRis attached to the
transport reproducestheAvVdata, of whichtherecordingis interrupted

in such a manner, as follows.

The control means 14 determines the order in which
empty recording units of the magnetic disk 29 is used for
writing according to predetermined rules.

The contrel means 14 reproduces the AV data, of which
therecordinghasbeeninterrupted;fromthefilemanagement
information before updating by assuming that the AV data
is recorded according to the above rules. Then, the
encryption means 11 attempts decrypting by using a
combination of the values for 2 bits of the CCI.

Then, furthermore, the AV data is decrypted from the
beginning by using the values of the CCI of which the
decrypting is successful.

The hard disk apparatus 2 of the present embodiment
can normally decrypt the AV data, of which the recording
is interrupted, in the above manner.

Furthermore, the end of the AV data is detected from
the continuity of the value of PCR that is attached to the

transport packet.
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packet at intervals of 100 ns at the |l ongest and the value of PCRis a

counter value of the upper 33 bits and the lower 9 bits whic at
the frequency of 27 MHz. Accordingly, when the val ue of PCR cﬂ%\ﬁ@ﬁ@é igbj#)he

value corresponding to 100 nms, or nore, it is understood that another
pi ece of AV data is reproduced by exceeding the termnal of the AV data.
Accordingly, the encryption neans 11 transfers the AV data only in the
range, where the value of PCR is continuous, to the I/F 4. Here, though

the hard di sk ap%a%;fsnéo?%aty?et%ree%%ﬁ 1 LRI R0k 1%(2 é%f@ﬁngggﬁt

cpcrypting and dechpting e Sane” mfner &< T (1S TiF o ernbl ren,
the first Ts‘ré?{? jrﬁa@ejﬁgafd'fésr Eglfegb@u?gn%y%%%‘?ﬁéégg%ﬂﬁa%gg}’ th%te "
S o PR SRR GBI R AT SR
i nvention iegs N Wﬁﬂ%‘ld%q}%?f%ygpl %%e% aén%%%égfyggor%?dy%ﬁ%hgclrﬁgilgt?i' c
e e
ke UBt etk EULANETRNS, L0OLGY, BUe Leoarsl o0 AbpLaymandia HalIE

another piece of AV data is reproduced by exceeding the

terminal of the AVdata. Accordingly, the encryptionmeans

11 transfers the AV data only in the range, where the value

of PCR is continuous, to the I/F 4.

Here, though the hard disk apparatus 2 of the present

embodiment is described as encrypting and decrypting in

the same manner as in the first embodiment, the invention

is not limited to this. Encryption differing from that

in the first embodiment may be carried out. In summary,

any hard-disk apparatus may be used as long as it carries

out encryption by using the CCI.

Moreover, though the hard disk apparatus 2 of the
present embodiment is described as attempting decrypting
by assuming the value of CCI, the invention is not limited
to this. The CCI may be recorded in the magnetic disk 29
before the AV data is recorded so that the CCI is always
recorded in the recording means 15 even when the recording
of the AV data 1s interrupted. |

Furthermore, though the recording apparatus and the
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described as being integrated in the hard di sk apparatus 2 according to
the present enbodi nent, the inventionis not limted to this24 JUNE 2004
recordi ng apparatus of the present invention nay be fornmed of the I/F 4,
the encryption neans 11, the control nmeans 14 and the recordi ng neans 15
and may be an apparatus for recording AV data while the reproduction
apparatus of the present invention may be forned of the I/F 4, the
decryption nmeans 12, the control neans 14 and the recordi ng neans 15 and,

in other wellsrodhBeibecaiidigs eppabdt thofptdeeptesenterimventans my only
be provided with an encryption neans, a control neans and a recording

means. |In adidiPPedt Be beAmRAuGidSfrappdr ahusheohalde dirss enpa nyentsi on
may only be provided with a "decryption neans and a control neans.

Furthernor o, ddesighihbe toy agestp egbediumenibddindescr iched isusnthah tike file
managenent information includes FAT and the directory, the invention is

not |initegot 0ikhitsed Eblteh MBNagenented o @1 NGtamre saichsast the pPESethi gh
performance file system) in OS/2, the file systemof Mac CS, the i node in

UNIX, the Ve ¥i bhuahyRAd) £bam¥Eindewehe 95/ Fthe tiiESHaeypteohnobagy file
systen) of Wndows NT, or the like, nmaybe used. Here, in this case, it is

necessary 1fior ¢he EeeerdNgnadht desaricdethé ncébertihgt nestodi bBnknd o be

agreed with the recording block of these types of 24 JUNE 2004 file

nmanagenent giif as@BhhoBpddy Sty r FHddbrenegeRentata while the
reproduction apparatus of the present invention may be
formed of the I/F 4, the decryption means 12, the control

. means 14 and the recording means 15 and, in other words,

therrecording'apparatus of the present invention.may_only
be provided with an éncryption.means, a control means and
arecordingmeans. Inaddition, thereproductionapparatus
of the present invention may only be provided with a
decryption means and a control means.

Furthermore, though the present embodiment is
described such that the file management information
includes FAT and the directory, the invention is not limited
to this. FilemanagementinformationsuchastheHPFS(high
performance file system) in 0S/2, the file system of Mac
0S5, the 1 node in UNIX, the VFAT (virtual FAT) in Windows
95, the NTFS (new technology file systém) of Windows NT,
or the like, maybeused. Here, inthiscase, it is necessary

for the recording unit described in the first embodiment

to be agreed with the recording block of these types of
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information in the OS that allows recording in and reproduction froma
hard di sk may be used. (Third Enbodi ment) Next, the third e”bﬁﬂﬂﬂﬁﬂézbﬁ4
described. Fig 10 shows a configuration of a hard di sk apparatus 47 that
is one enbodi ment of a recording apparatus and a reproduction apparatus of
the present invention. The hard di sk apparatus 47 of the present enbodi nent
is provided with an I/F 48 in place of the I/F 4 of the first enbodi nent.
In addition, a controller 51 of the present enbodi mrent does not have the
encrypti on MEBasnakla gehbatden fyppiizoni oreansinizwmikthe deleceruapguerkey 13.
The I/F 48 is an interface, which does not decrypt the encrypted AV data
sent from tiherd BEEEL1394 ibustHe apl thransfErewst recotbirpntinobhdr 51 , and
which transfers the encrypted AV data sent fromthe controller 51 to the

| EEE 1394 shysrdducthom fhange. hexberdiptt tisapr bet neseshne as  of the I/F 4
of the first enbodi nent. Next, the operation of the hard disk apparatus 47
of the present emohdrepibbalintentapove configuration is described
primarily in reference to the points differing fromthe operation in the
first enbodi nent Nttt stthehehdpet atmoadatenlte itd mbeofribedr.ding AV data is
descri bed. . 24 JUNE 2004 The I/F 16 and the |/F 48 carries out a
certification Fig 10 shows a configuration of a hard disk apparatus
47 that is one embodiment of a recording apparatus and a
reproduction apparatus of the present invention.
The hard disk apparatus 47 of the present embodimen?
is provided with an I/F 48 in place of the I/F 4 of the
first embodiment. In addition, a controller 51 of the
present embodiment does not have the encryption means 11,
the decryption means 12 and the device unique key 13.
The I/F 48 is an interface, which does not decrypt
the encﬁypted AV data sent from the IEEE 1394 bus 1 and
transfers it to the controller 51, and which transfers the
encrypted AV data sent from the controller 51 to the IEEE
1394 bus 1 without change. Other parts are the same as
of the I/F 4 of the first embodiment.
Next, the operation of the hard disk apparatus 47 of
the present embodiment in the above configuration is
described primarily in reference to the points differing
from the operation in the first embodiment.

First, the operation at the time of recording AV data

is described.
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operation in the same manner as in the first enbodi nent and, then, the
certification is assuned to be successful. Then, the I/F 48 41 W‘%E an
i sochronous channel and receives an isochronous packet sent # § g ﬁ%
system 3. Then, an MPEG 2 transport streamis reconstructed from the

i sochronous packet. Then, the transport packet is sequentially transferred
to the controller 51. The control nmeans 14 controls the recordi ng neans 15
to record the encrypted AV data in the magnetic disk 29. COher parts are

the same as in thefinst 18@@%@@1/5%&&%@5 HaBRPakatuss Ada €f ohhe
es

pr esent enbodlnent recod e encrypted AV data w thout change in the

above Bg;r(? Ia[\'?i%n E'?Lb t%réef'%m?%éﬁnége ad My Wes thesenanii@tneAY dat a

i's reproduc s descr /'F 16 and the I/F 48 carries out the

certificatiy 2, goggt@t LG 'dbﬁ@ffié%%ﬂ&i‘&%f 23%uned & e shuihogdiaent

and, then, ification iI's assuned be successful. Then, the

control ??1%1‘&4 €RAL F9kS 4t8h§lcf@£ei@h@% ra%ﬁmssoéﬁréﬁoﬁ%a%nﬁ@f gAer ypt ed

AV data an the contr 51 transfers the read out AV data to the

|/ F 48 as t g kdResbhi 48 du amsd elsst hey gaemypt ed
MPEG 2 tra%ghort 4 %%Nggg%%%%§¥§%gn1 to %heSIEEE 1394 bus 1 ashﬁ%

i sochronoug packet .

Then;anMPEGZtransportstremﬁisreconstructedfrom
* the isochronous packet. Then, the transport packet is
sequentially transferred to the controller 51.

The control means 14 controls the recording means 15
to record the encrypted AV data in the magnetic disk 29.

Otﬁer parts are the same as in the first embodiment.

The hard disk apparatus 47 of the present embodiment
recodes the encrypted AV data without change in the above
manner.

Next, the operation at the time when the encrypted
AV data is reproduced is described.

The I/F 16 and the I/F 48 carries out the certification
operation in the same manner as in the first embodiment
and, then, the certification is assumed to be sﬁcqessful.
Then, the control means 14 controls the recording means
15 to read out the encrypted AV data and, then, the controller

51 transfers the read out AV data to the I/F 48 as the MPEG
2 transport-stream.

The I/F 48 transfers the encrypted MPEG 2 transport
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Al'l other parts are the sane as in the first enbodinent. The hard di sk
apparatus 47, having a sinple configuration, can protect the R f of
AV data by recording or reproducing the AV data, which is eng?§%¥ggghpgr
transm ssion, w thout change. (Fourth Enbodi nent) Next, the fourth

enbodi ment is described. Fig 1 shows a hard di sk apparatus 2 that is one
enbodi nent of a recording apparatus and a reproduction apparatus of the
present invention. The hard di sk apparatus 2 of the present enbodi ment has

anot her encsypéh@nteealse THKEanGOHem ect yasi on MBanshiongliacpaeketthe
encryption neans 11 and the decryption nmeans 12 of the hard disk

apparatus 2 describedthredtpertisiste @meodanents 1hithd Iiskansnaodemenyipt i on
means 60 of the hard disk apparatus 2 of the present enbodinment.- In

addition, Fig 1Zrishomera dewkypppararans 671, diathagpeesdntpleabodi ment .
The present enbodinent is described primarily in reference to the

encrypti on &®ans 6@ aaithn hecdacpypitiant transoply thiaghdi 6 fenvf dema hose in
the first enbodinent. In Fig 11, the encryption neans 60 is forned of an

encryptor 119ec@ﬂde_ﬁi%fb|&t e @ndialy ehes Wit aatl, wWihdth is éncsgptdde
encryptionmeans 60 differs fronthe encryption neans 11 of the first
embodi nent pegd deas sidlsdsent hei€lod JhNEg2004 for encryption

| {Fourth Embodiment)

Next, the fourth embodiment is described.

Fig 1 shows a hard disk apparatus 2 that is one
embodiment of a recording apparatus and a reproduction
apparatusof thepresent invention. The harddisk apparatus
2 of the present embodiment has another encryption means
and another decryption means in place of the encryption
means 11 and the decryption means 12 of the hard disk
apparatus 2 described in the first embodiment.

Fig 11 shows an encryption means 60 of the hard disk
apparatus 2 of the present embodiment. - In addition, Fig
12 shows a decryption means 61 of the present embodiment.

The present embodiment is described primarily in
reference to the encryption means 60 and the decryption
means 61 that differ from those in the first embodiment.

In Fig 11, the encryption means 60 is formed of an
encryptor 19, an encryptor 52 and an encryptor Z1. That

istosay,theencryptionmeans60differsfrdmtheencryption

means 11 of the first embodiment and does not use the CCI
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That is to say, the encryptor 19 is a nmeans of reading in the device unique

key 13 that is stored in the secret region 18 and of encrypt) itle
key 23 so that the encrypted title key 28 is outputted. Fbre#fgh@nf?bb%

key 23 of the present enbodinment is an exanple of the first information of
the present invention. The encryptor 52 is a neans of generating a content
key that is gained by encrypting the title key 23 by using the recording
unit nunber 25. The encryptor 21 is a neans of encrypting the content 26
by using a content key., Fig 12 shows a decryption neans 61 of the hard disk
appar at us Xf TRETHP “embodiment. In Fig 12, the decryption means 61

decr ypt | onmeans GEAN IOES FE8M AACOT N PEPT ot cobou sent CAnaCdoes Shot
use e O3 1oL, SeGrYBl g, ThaL 8! P15Bkag! 18 S8CIR oy Sl spomans of
oy 13 So (HAFLPhe L FFE ldy BT TRL 0P Eed L e T e P! ey BB of
bresent 24 SRREVRS6H (/e Bry 20 15 Yutpfeisaond. tntormation of the

Here, the title key 23 of the present embodiment is
anexampleofthefirstiﬁformationofthepresentinvention.

The encryptor 52 is a means of generating a content

key that is gained by encrypting the title key 23 by using
the recording unit number 25.

The encryptor 21 is a means of encrypting the content
26 by using a content key.

Fig 12 shows a decryption means 61 of the hard disk
apparatus 2 of the present embodiment.

In Fig 12, the decfyption means 61 is formed of a
decryptor 31, a decryptor 53 and a decryptor 33. The
decryptionmeans6ldiffersfromthatofthefirstémbodiment
and does not use the CCI for decrypting.

That is to say, the decryptor 31 is a means of reading
in the device unique key 13 that is stored in the secret
region 18 and of decrypting the encrypted title key 28 by
using the device unique key 13 so that the title key 35

is outputted.

Here, the title key 28 of the present embodiment is

an example of the second .information of the present
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The decryptor 53 is a nmeans of decrypting the title key 35 by using the
recordi ng unit nunber 25 so as to generate a content key. T

33 is a neans of decrypting the encrypted contents 17 by us?%%ggﬁg%g?g%t
key so as to output the decrypted content 37. Next, the operation of the
present enbodi ment in such a configuration is described primarily in
reference to the operations of the encryption neans 60 and the decryption
means 61 that differ fromthose of the first enbodinment. First, the
operation %f‘;hetencryption means 60 is described. The encryptor 19 reads
in the devié%eﬁﬁlﬁﬁg‘key 13 stored in the secret region 18. The encryption

60 d h itl h i dd h d f
the 1/ F ‘ etﬁgf THE C*e'e%%f%fé §30inn, phisy ne sstaifn o Ph 28RS O
i i 13...Next ., .th it 23 b h
o o 185 B3P B AR ot i b A L B 5 cBNSENBE2R Y 1

in the sane manner %s of the encrypted title key 28 in the magnetic disk
medi um 29 &f THe-FB oﬁﬁyhg means 15. Furthernore, the encryption nmeans 60

Getects e OO B B AP Y A BRI M e B e o
the contents 17 by using a content key so as to output the
decrypted content 37.

Next,theoperationcﬁfthepresentembodimentjj1such
a configuration is described primarily in reference to the
operations of the encryption means 60 and the decryption
means 61 that differ from those of the first embodiment.‘

First, the operatioﬁ of the encryption means 60 is
described.

The encryptor 19 reads in the device unique key 13
stored in the secret region 18.

The encryption means 60 detects the title key’ZB that
is added to the AV data sent from the I/F 4. Then, the
encryptor 19 encrypts the detected title key 23 by means
of the device unique key 13.

| Néxt, the title key 23 encrypted by the encryptor 19
is recorded according to the control of the control means
14 in the same manner as of the encrypted title key 28 in
the magnetic disk medium 29 of the recording means 15.

Furthermore, the encryption means 60 detects the CCI

24 that is sent by being added to the AV data. The detected
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recording neans 15 as the CCl 27 according to the control of the control
nmeans 14. The encryption nmeans 60 finds the recording unit nug@g hﬁgzpé4the
recording unit in which the CCl is recorded. The encryptor 52 encryp t he
title key 23 by using the recording unit nunber 25 of the recording unit in
which the AV data is to be recorded. This encrypted information is
referred to as content key. The content key is encrypted by using the
recording unit nunber 25 and varies for each recording unit. Next, the

enoryptor 2L PreiVpLS, LS o0l el AfthBln ks d R Y ek 2uk0obe peeardied by

usi ng the éryp ata 1s recorde

encrypted contents 17, in t recordi i1, Wer8t Al ol BhkOocBE+rol
recor ded, o'?e?‘ﬂjééﬁﬁ@n@feiaglsdiq%(aﬁe%hfm (r)yf7t e re(g%frlgi %8 Emaaﬁs 15°
according to_the control of the cgqtrol means 14. In the follow ng the

operation i%f rEREateR WMiEr e PEhe titl e key 23 is encrypted by using the
recordin it nber 25 f h ' it ,
cont ent gkgglin{1 egéﬁggﬁﬁm%$%§§4§§8%%ﬂgéEﬂgﬁégbfalh e hat® e

e~ above an e generated content Kkey

e LI GBI 0, Lk D e e

recorded i us 't he di sk nedi um 29

rocords the AV Ookg, Sl VAR e ORHARL CRECLEEALOR LS 2088 SR

the reéoraing unit number 25 of the recording unit in which
the AV data is to be recorded. This encrypted information
is referred to ag content key. The content key is encrypted
by using the recording unit number 25 and varies for each
recording unit.

Next, the encryptor 21 encrypts the content 26 that
is the AV data to be recorded by using the content key.

The encrypted AV data is recorded, as the-encrypted
contents 17; in the recording unit, wherein it is to be
recorded, of the magnetic disk medium 29 of the recording
means 15 according to the control of the control means 14.

In the following the operation is repeated wherein
the title key 23 is encrypted by using the recording unit
number 25 for each recordingunit so as to generate a content
key in the same manner as the above and the generated content
key is used to encrypt the content 26 so that the encrypted
content 17 is recorded in the magnetic disk medium 29.

Thus the hard disk medium 29 records the AV data, of

which the copyright protection isnecessary, in themagnetic
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Next, the operatidn of the decryption nmeans 61.is descri bed. The decryptor

31 reads in the device unique key 13 stored in the secret re
Furthernore, the recording neans 15 reads out the encrypted ?#9?@&€390§8

fromthe magnetic di sk medium 29 according to the control of the control

means 14. The decryptor 31 decrypts the encrypted title key 28 by neans of

t he device unique key 13. Then, the decryption neans 61 transfers the
decrypted title key 35 to the I/F 4. The recordi ng neans 15 reads out the

- CA Z7 from.t tig di sk nmedium 29 according to the control of the

control ne§%§Q§iFg$%§ﬁbé§1yption means 12 transfers the CCl 27 to the I/F

4. The control 14t?ge§§g@% shﬁhgfrgggr@égk§5%10n3ﬁegh@n@@n§§ t he
encrypted content fsto read out and control's the recordi ng neans 15.
to read out tg§r£8@ ent 17 that is the information stored in the recording

unit 39. Tﬁgﬁsecryp i'on means 61 finds the recording unit nunmber 25 of the

JONE 2004 the o Ui LRPEORuRGer 28 61 Phns Foaardimg it 30 from?
stored in the secret region 18.

Furthermore, the recording means 15 reads out the
encrypted title key 28 from the magnefic disk medium 22
according to the control of the control means 14.

The decryptor 31 decrypts the encrypted title key 28
by means of the device unique key 13. Then, the decryption
means 61 transfers the decrypted title key 35 to the I/F
N )

The recording means 15 reads out the CCI 27 from the
magnetic disk medium 29 according to the control of the
control means 14.

The decryption means 12 transfers the CCI 27 to the
I/F 4.

The control means 14 designates the recording unit
39 from which the encrypted content 17 is to be read out
and controls the recording means 15 to read out the content
17 that is the information stored in the recording unit-
39.

Thedecryptionmeans61findstherecordingunitnumber
25 of the recoraing unit 39.

The decryptor 53 decrypts the title key 35 by using
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which data is to be read out. This decrypted information is referred to as
content key. Since the content key is decrypted by using the i

unit nunber 25, it varies for each recording unit. Next, thez{tggﬁ%?gg‘i
means 15 reads out the encrypted content 17 that is the information stored
in the recording unit, fromwhich the information is to be read out, of
the magnetic di sk nedium 29 according to the control of the control neans
14. Next, the decryptor 33 decrypts the encrypted content 17 read out by

th di ‘ t ept . ‘ 61
e st oy s i FRANE A e bR L k8 088 BBl cnK Yoo (RIS RAAL 99 ER3RP

‘i g ( - : ] .
Cheratton il SRTREL L8 {05 SA0F BRECT TR BLBrdfdd e dfiaBlo® o

as 1o general & g CopLANckax, Wieralp kbg engixpled Cont e opd7yky fead out

and wherei nthe encrypted cont decrypted by using th tent key

20 et { PESEPL Ay L AGLLHL AL ANBLELAL Ll T 4 ,59g8nglPec

transport ects as I'n rrent” can be

gai ned by a%hpgeégﬁ gg%; -j%ﬁfiﬁﬁﬁﬁs 60 and the decryption 24 JUNE 2004

means 61, I'ch™are descri € present enbodi nent,
Next, the recording means 15 reads out the encrypted

content 17 that is the information stored in the recording
unit, from which the information is to be read out, of the
magnetic disk medium 29 according to the control of the
control means 14.

Next, the decryptor 33 decrypts the encrypted content
17 read out by the recording means 15 by using‘tﬁe content
key.

The decryption means 61 transfers the decrypted
content 37 to the I/F 4.

In the following, the operation is repeated in the
same manner, wherein the title key 35 is decrypted.for'each
recording unit by using the recording unit number 25 so
as to generate a content key, wherein the encrypted content
17 is read out and wherein the encrypted content 17 is
decrypted by using the content key so that the decrypted
content 27 is transferred to the I/F 4 as an MPEG 2 transport
stream.

The same effects as in the first embodiment can be

gained by using the encryption means 60 and the decryption
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in the hard disk apparatus 2. In addition, the encr [

decryption neans 61 can of course be applied to a zgﬁ:g?gegps °0 and the
nodi fications described in the first embodinment. (Fifth Enbodlztrlréjrlilt Eﬁlg%
the fifth enbodiment is described. Fig 1 shows a hard di sk apparatus 2 that
is one enbodinent of a recording apparatus and a reproduction apparatus
of the present invention. The hard disk apparatus 2 of the present

enbodi ment has anot her encryption neans and another decryption neans in

p!ace of the encryption. neans 11 and..th C t] o

ghirypﬁﬁgﬁﬂﬁﬁu§3Zi2e§§FFEQdaFﬁ éﬁ?qﬁ%%?gegﬁo%gge%?gsgﬁgn%ﬁ sﬁg%gégﬁ'hard
tion neans of the hard di sk apparatus 2 of the present enbodi t

I'n additiorn Fike Baréhsisk HRFTHHN neﬁbans 63 of the Bresent enbod:ggﬂt:

The present enbodi ment ,is described primarily ] :

encryption means 16p2@fd tHpd de]E?ﬁS’tCi]g‘ﬁpga Qr@s’e%gs Fpg{rﬁ%iﬁggﬁé(ﬁ%}%@%ﬁ&e of
the first enbodinent . In Fig 13, t?ﬁ encrypliop means, .62, @ e tormed of an
adder 54, aweamgr§pt GABRHAPCRASENES) 5O g%. #Re encryﬁ??oﬁ means 62 of

the present enbodinent differs fro t he..enc 0
: boc ) . BANSH and do
use a titl énk@yfigptLas é%%?%#ﬁﬁ] 3 tHES A %Itta% 24 JUéNIJét2004 Tﬁ:lt n|0ts

to say, the adder 54 is a i
(Fifth Eng%?i'}.smé)r{t)generat' ng

Next, the fifth embodiment is described.

Fig 1 shows a hard disk apparatus 2 that is one
embodiment of a recording apparatus and a reproduction
apparatusofthepresentinvention. Theharddiskapparatus
'2'of the present embodiment has another encryption means
and another decryption means in place of the'enchption
means 11 and the decryption means 12 of the hard disk
apparatus 2 described in the first embodiment.

Fig 13 shows an,encryption;means 62 of the hard disk
apparatus 2 of the present embodiment. In addition, Fig

- i4 shows a decryption means 63 of the present embodiment.

The present embodiment is described primarily in
refefence to the encryption means 62 and the decryption
means 63 that differ from those of the first empbodiment.

In Fig 13, the encryption means 62 are formed of an
adder 54, an encryptor 55 and an encryptor 21. The
enqryptionxneans 62 of'the]present.embodiment.differs from

the encryption means 11 and does not use a title key for

" the encryption of the AV data.
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information for key generation to which the CC 24 is added so as to

follow the | ower bit of the device unique key 13. Here, the ioff ANREt2003 fOr
key generation of the present enbodinent is an exanple of the first

information of the present invention. The encryptor 55 is a neans of

generating a content key that is gained by encrypting the information for
key generation using the recording unit nunber 25. The encryptor 21 is a
means of encrypting the content 26 by using a content key. Fig 14 shows a

decryption neans 63 of the hard di sk apparatus 2_of gﬁgmg £rbegdi nent .
In Fig 14, the deChpmt isrtoemis, ¢ & ?Tgél of %(r%\neéa %e@rﬁ 6, ar decryptor
57 and a decryptor 33. The adder 56 is,a neans of,r i by t heygdegxisce
uni que keﬂjﬁﬁbﬁm@tﬂdniﬁorHeeEéﬁ&@@r@E@PBthQaéﬁﬁhJﬁggégg%gting
information for key generation to which th | 36 i SR=S180Q
fol | ow t he dpwer toi Eodfldméifcl%\ﬂi@‘éeﬁrﬁ’-’q’ﬁeoﬁe%ﬁs‘fewl%%q%gg ypt ReTerols a
means of decrypting the information for k enerat.i ' Lhent
recordi ng unit mener tRE J'Sfoffagmﬁi‘il(jéh%?E%Ygg%BﬁFg&%%rg%?%Té;gﬁecryptor 33
is a neans of decrypting the encrypted,_  content 17 . L 0P 8ncert ente key
so as to ouﬁmyédimendedmypﬂedﬁ@ﬂﬁﬁgﬁt°§7tg?4%36 fgﬁ%%ﬁggt} the operation
of the present enbodi nent in such

present invention.

The encryptor 55 is a means of generating a content
key that is gained by encrypting the information for-key
generation using the recording unit.number 25°

The encryptor 21 is a means of encrypting the content
26 by using a content kevy.

Fig 14 shows a decryption means 63 of the hard disk
apparatus 2 of the present embodiment.

In Fig 14, the decryption means 13 is formed of an
adder 56, a decryptor 57 and a decryptor 33.

The adder 56 is a means of reading in the device unigue
key 13 stored in the secret region 18 and of generating
information for key generation to which the CCI 36 is added
so as to follow the lower bit of the device unique key 13.
| The decryptor 57 1is a means of decrypting the
information.for'key‘generaticw1by'using‘the recording unit
number 25 so as to generate a content key.

Thedecryptor33iszameansofdecryptingtheencrypted

contentl?byusingacontentkeysoastooutputthedecrypted

content 37.
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a configuration is described primarily in reference to the operations of
the encryption neans 62 and the decryption neans 63 that difsfeh e
first enmbodinment. First, the operation of the encryption near?é‘%gﬁlEgmd
described. The adder 54 reads in the device unique key 13 stored in the
secret region 18. Then, information for key generation to which the CCO 24
is added so as to follow the lower bit of the device unique key 13 is

generated. Furthernore, the encryption nmeans 62 detects the CCl 24 that is
sent by being attachedto the AV data

. _The dete d2fhens facotdrd, as
the CCl 27, in tNexrmghb?i%P%FépéloﬁeBFuﬁ?‘ié)% &%ﬁ‘g ern((a%%r di ng neans 15

according to the control of the contrql neans. . D¢ ol-he adder thé
gener at es bn&onﬁi@uﬂﬁﬁt@nwﬁyd%ﬁﬁﬁié@ﬁdﬁrngg % hl§E§ o 24 is added so

as to follow the lower bit of the device unigue-key 13 Thes@Pebypbnon
means 62 fiopescdthieonacofdihg GG YRINbe? m(ﬁ%ng’f %tzh?llr ecor di ng unﬁlst in which

data is to be recorded. The encryptor 55 encyrypt & intd0F mat i on for key
gener ati onn@ansi 6y th@ﬂwﬁ%ﬁﬁﬁ%g¥gﬂmtﬁ%ﬁﬂé&E%E %Pb?hé' recording unit in

which the AV data is to be recorded. Thi c 4 forpaLheneks is
referred to as aEdaﬁiﬁnttR@yPPeéﬁﬁeé”?H%Ed%ﬁgeﬁﬁekgg)fg encrypted by using

the recording 24 JUNE 2004 unit nunber 25, it varies for each recording
unit. described.

The addef 54 reads in the device unigque ke¥'13 stored
in the secret region 18. Then, information for key
generation to which the CCI 24 is added so as to follow
the loﬁer bit of the device unigue key 13 1is generated.

Furthermore, the encryption means 62 detects the CCIL
24thatissentbybeingattachedtotheAVdata. The detected
CcCI 24 is recorded, as the CCI 27, in the magnetic disk
medium 29 of the recordingmeans 15 according to the control

of the control means 14.

Then, the adder 54 generates information for key
genération to which the CCI 24 1is added so as to follow
the lower bit of the deviceuunique key 13.

Theencryptionmeans62findstherecordingunitnumber
95 of the recording unit in which data is to be recorded.

The encryptor 55 encrypts the information for key
generation by using the recording unit number 25 of the
recording unit in which the AV data is to be recorded. This
encrypted information is referred to as a content key.

since the content key is encrypted by using the recording
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Next, the encryptor 21 encrypts the content 26 that is the AV data to be
-recorded by using the content key_  The encrypted AV data isyy ﬂEdf?M as
the encrypted content 17, in the recording unit, wherein the data 1s to be
recorded, of the magnetic disk medium 29 of the, recording neans 15
according to the control of the control nmeans 14. In the follow ng, the
operation is repeated in the sane manner wherein the information for key
generation is encrypted for each recording unit by using the recording

uni t numbernd% SQuABek0 2eNer@tea A1 GANRIN &fyh apdchbherigenespted content
key is used to encrypt the content 26 so that the encrypted content 17 is

recorded in the prgael ithe sk gﬁébwa%n&%ﬂ@%}r@%&éhtn@éiHH&%Q

, - IYCL
records the AV data, of which e copyright "protection Is necessary, inthe

magnetic  disski@diymizta NeXipe tAECBRRLAI kAN 1 e LARCLYRLI e MRADS 63 s

descri bed. The adder 56 reads in the device uni que key 13 stored t he

secret region 18 hhe§GA5EEQIATE@REa1Ps! £AHS roig | t@%e%e 2hd ﬁg’ééﬂe

magneti ¢ di sk medi um 29 according to the control of contro ans 14

The decrypticgt &ans7 634 ransf 8280108 feCurd% ! Gidiee 24 JBE320041 L/ Eod.

be recorded, of themagnetic disk medium 29 of the recording
means 15 according to the control of the control means 14.

In the following, the operation is repeated in-the
same manner wherein the information for key generation is
encrypted for each recording‘unit by using the recording
unit number 25 so as to generate a content key and the
generated content'key is used to encrypt the content 26
so that the encrypted content 17 is recorded in the magnetic
disk medium 29.

Thus the hard disk mediun129 records the AV data, of
which the copyrightprotection isnecessary, inthemagnetic
disk medium 29, |

Next, the operation of the decryption means 63 1s
described.

The adder 56 reads in the device unique key 13 stored
in the secret region 18.

The recording means 15 reads out the CCI 27 from the
magnetic disk medium 29 according to the control of the
control means 14.

The decryption means 63 transfers the CCI 27 to the
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The adder 56 generates information for key generation to which the CCO 27

is added so as to follow the lower bit of the device unique - 200
control neans 14 designates the recording unit 39 fron1mhicﬁﬁf%gﬁgﬁ%rypted

content 17 is to be read out and controls the recording neans 15 to read
out the content 17 that is the information stored in the recording unit
39. The decryption neans 63 finds the recording unit nunber 25 of the
recording unit 39. The decryptor 57 decrypts the information for key
generation by using the recording unit nunber 25 of the recording unit 39
fromwhichIddtais to be read out. This decrypted information is referred
to as content key. Since the content key is decrypted by the recording
unit number 25, Thie sddieesS § genrent pecor BPRGaHAT TREXECY GRGERbI 8 Ng

means 15 .reads out the encrypted content 17 that_is the information stored
in the recdrodiig chuiie GG WwHitieddrd | $0 Grodtd diP+ kOt otBR +RY8ToBET of

the magnetic di sk nmedium 29 according _to the control of the control neans
14. Next, wife eergproce3Bnderisypksyt Aé -encrypted content 17 read out by

t he recording nmeans 15 using the content key. 24 JUNE 2004(Ihe decn¥ption
means 63 transfefl§< w0 rdeee ypregns 14 designates the recording unil

39 from which the encrypted content 17 is to be read out
| ana controls the recording means 15 to read out the content
17 that is the information stored in the recording unit
39.

The decryptionmeans 63 finds the recordingunitnumber
25 of the recording unit 39.

The decryptor 57 decrypts the informatidn for key
generation by using the recording unit number 25 of the
recording unit 39 from which data is to be read out. This
decrfptedinformationjjsreferredﬁx)ascontentkey. Since
the content key is decrypted by the recording unit number
25, it varies for each recording unit.

Next, the recording means 15 reads out the encrypted
content 17 that is the information stored in the recording
unit, from which-the infofmation is to be read out, of the
magnetic disk medium 29 according to the control of the
control means 14.

Next, Ithe decryptor 33 decrypts the encrypted content
17 read out by the recording means 15 using the content

key.
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content 37 to the I/F 4. In the followng, the operation is repeated in the
sane manner wherein the information for key generationis d P@pz

each recording unit by using the recording unit nunber 25 sgﬁggg 0 004
generate a content key, wherein the encrypted content 17 is read out so
that the encrypted content 17 is decrypted by using the content key and
wherein the decrypted content 27 is transferred to the I/F 4 as an MPEG 2
transport stream The sanme effects as in the first enbodi ment can be

gai ned by using the encryption nmeans 62 and the _decryptio Rs.PH3, Which
are described i nThee deesant i enbogarents3 FﬁaPﬁgeﬁﬁwﬁhﬁsge%gggratus 2. In
addition, the encryptionneans 62 and the decryption neans 63 can of

" course be appltied-t®7atvarihet yIOF 4ppdifications described in the first
enbodi nent. (Sixth Enbodi nent) Next, the sixth.errbo%ir te4§ege§ﬁr£g@d. Fig
1 shows a hard dilsk @ppafat Uswanghatthss Wifet 2 eRbBodi®mént” of a recordi ng
apparatus and a reproduction apparatus of the present i Len . The hard
di sk appar ajaife mamherhehpredsnthenbador@int Hald Sh Y éln@%%?ilgr? reans

and anot her decryption means in place of the_encrypt.ion 14and the
deCprtiOn(ﬂgaﬁﬁptédgﬁothAthiQﬁ%ﬁdgagJwHEtz gh%flng tﬁ@ayéc& %

unit number 25 so as to generate a content key, wherein
the encrfpted.content.17 is readﬁout.so that the encrypted
content 17 is decryptedby using the content key and wherein
the decrypted content 27 is transferred to the I/F 4 as

an MPEG 2 transport stream.

The same effects as in the first embodiment can be
gained by using the encryption means 62 and the decryption

means 63, which are described in the present embodiment,

in the hard disk apparatus 2.
Inaddition,theencryptionméans62andthedecryption
means 63 can of course be applied to a variety of

modifications described i1n the first embodiment.

(Sixth Embodiment)

Next, the sixth embodiment is described.

Fig 1 shows a hard disk apparatus 2 that is one
embodiment of a recording apparatus and a reproduction
apparatusofthepresentinvention. The harddisk apparatus
2 of the present embodiment has another encryption mea@s
and another decryption means in place of the encryption

means 11 and the decryption means 12 of the hard disk
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apparatus 2 deséri bed in the first enbodlrrent i
I . Fig 15 shows a i
-ggg?figﬁ oL_the hard di sk appar at us 2 of the pregent enbodiqufnc[yptlon
The preséntl grrbégi ﬁgg\tl\sig gecrprI gn means 65 of the present en%‘o’mér?e%?“
- escribed primarily in reference to '
encryption means 64 and the decryption means 65 that differ Prom ¢ hose of
odiment. In Fig 15, the encryption means 64 is formed of an

encryptor 58 and an encryptor 21. The i
enbodi nent differs fromtﬁe encrypti onencryIOtI on means 64 of the present

; nmeans_11 i
key 33?0?’ hergardons ehélefmrr%% Dhnof e AP baf ASOPRAET S 1 ouggyt he
. means of generating a content Kk i N

encrypting the device USRI P m%anﬂﬂsancg?id%’ﬁ?Elﬁf hAE e

Here, the device unique key 13 of the pr i i

| _ ( _ esent,

the first iafmanatiienZopft k&e [Prfé%%%‘iltP%Wéﬂ&lglﬁ%@ﬁgl%ﬁ(r:gr%/%?g?egix?smé ¢ o

?Eang of encrypting the content ZGGEY in co E - Yo -%@n&hgms

ememdie%rsﬁ)tﬂlffagshmﬁ gﬂiaéa%ﬁf-eﬂégg:)ﬁhf“& Ss%% Q%p%thaet g)segzg%}?@t%e %?ésent '

and a decryptor %eTﬁéedé@rty;ﬁTél’oo‘l%gp‘?E‘ gqsﬁegi%sl(%]figég? 5??“%%%%%2? ot 2491
ice

JUNE 2004
reference to the encryption means 64 and the decryption
means 65 that differ from those of the first embodiment.
In Fig 15, the encryption means 64 is formed of an
encryptor 58 and an encryptor 21. The encryption means
64 of thé present embodiment differs from therencryption
means 11 and does not use the title key and the CCI for
the encryption of the AV data.
Thatistosay,theencryptorSSisaneansofgenerating
acontentkeythatisgain@dbyencryptingthedeviceunique
key 13 using the recording unit number 25.
Here, the device unique key 13 of the present
embodiment is an example of the first information of the

present invention.

The encryptor 21 is a means of encrypting the content

26 by using a content key.

Fig 16 shows the decryption means 65 of the hard disk

apparatus 2 of the present embodiment.

In Fig 16, the decryption means 65 is formed of a

decryptor 59 and a decryptor 33,

The decryptor 59 is a means of decrypting the device
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uni que key 13 by using the recording unit nunber 25 so as to generate a

content key. The decryptor 33 is a neans of decrypting the f
content 17 by using the content key so as to output the decﬁ%ﬁgggﬁgg%qgnt

37. Next, the operation of the present enbodi nent in such a configuration
is described primarily in reference to the operations of the encryption
nmeans 64 and the decryption neans 65 that differ fromthose of the first
enbodi ment. First, the operation of the encryption nean 64 is described.

The encryption neans 64 detects the CCl 24 that is_.sent .. beishg ,added to
the AV dat anikpee de¢ect8do oS 289 86 & ,“%s%ﬁg ’E:‘c’j“gﬁo%rr’n%tohe

magneti c di sk medium 29 of the recording neans 15 according to the control
of the coﬁkroieneaa&el¢=Cxﬁét%ﬂérﬁﬁﬂbr 58 reads out the device unique key

13 fromthe secret region 18. The encryption . nmeans .64 finds di ng
unit number 25 d&fhe Hecradorr Ag hﬁiatm?%nmﬁﬁef:ﬁé(p&lngécpl%oe%ggyggc%%ed.

The encryptor 58 encrypts the disk unique key 13 by usi t orgjng
unit nunberc@steftt Ad haccreing Ghet CAtH-Shtche¥hé A@%kia.$§t?§%bg%

recorded. This encrypted infornation is referred to as content key. Since

the contenfe&eypitedencryipdel By -using the recording unit nunber 24 JUNE
2004

Next, the operation of the present embodiment in such
aconfigurationjj;describedpmimarily:nlreferenceix)the
operations of the encryption means 64 and the decryption

' means 65 that differ from those 0f the first embodiment.

First, the operation of the encryption mean 64 is
described.

The encryption means 64 detects the CCI 24 that is
sent by being added to the AV data. The detected CCI 24
is recorded, as the CCI 27, in the magnetic disk medium
29 of the recording méans 15 according to the control of
the control means 14.

The encryptor 58 reads out the device unigque key 13
from the secret region 18.

Theencryptionmeans64findstherecordingunitnumber
25 of the recording unit in which the CCI is to be recorded.

The encryptor 58 encrypts the disk unigque key 13 by
using the recording unit number 25 of the recording unit
in which the AV data is to be recorded. This encrypted
information is referred to as content key. Since the

contentkeyisEﬂmxyptaibyusingtherecordingunitnumber
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25, it varies for each recording unit. Next, the encryptor 21 encrypts the

content 26 that 1is the AV data to be recorded by using the #@W
The encrypted AV data is recorded, as the encrypted content %gpﬁﬁﬂﬁ% 634

recording unit, wherein the data is to be recorded, of the magnetic disk
medi um 29 of the recording mnmeans 15 according to the control of the
control neans 14. In the follow ng, the operation is repeated in the sane
manner, wherein the device unique key 13 is encrypted for each recording

uni t by us g the recordi uni t nu r £t 0 generate a content
key, wheref H%tg%%EFQFe 6%?entnggo %o encrypt the content 26

and wherein the en ryq&%g%ﬁgﬂenﬁﬁ}7ziseﬁﬁ9ﬁ#ﬂﬁgﬂﬂbtJEh@@ﬂEeﬁbctHé§k

medi um 29. The AV € copyrig protection is necessary, is

recorded in et di_sk d

operatlon g Eﬁé”ggﬁ %lohsnegﬁsl%gbggebgg)cﬁf é%gnﬁﬂge ecryptor Sg'reads

in the devi ce unigue ke 13 apgﬁeg?kg igerQSSE%ﬁﬁfeQEPQ. %gf%%ggardlng
um

means 15 reads out' fré& 795 om magneti ¢ di'sk me cordi ng

to the condedic!l'e, £ “%hg'rgsaﬁ}aﬁ% o IGHYPLLANCAEAAS 851 8sTers

be recorded, of the magnetic disk medium 22 of the recording
means 15 according to the control of the control means 14.

In the following, the operation is repeated in the
same manner, wherein the devigce unique key 13 is encrypted
for each.recording“unit;by'using'the recording unit number
25 so as to generate a content key, wherein the generated
content key 1s used to.encrypt the content 26 and wherein
the encrypted coetent 17 is recorded in the magnetic disk
medium 29.

The AV data, of which the copyright protection is
necessary, is recorded in the magnetic disk medium 29 in
such a manner.

Next, the operation of the decryption means 63 is
described.

The decryptor 59 reads in the device unique key 13
stored in the secret region 18.

The recording means 15 reads out the CCI 27 from the
magnetic disk medium 29 according to the control of the
control means 14.

The decryption means 65 transfers the CCI 27 to the
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The control nmeans 14 designates the recording unit 39, fromwhich the CC
is to be read out, and controls the recording neans 15 to r

encrypted content 17 that is the information stored in the ?%gﬁgangﬂﬁhit
39. The decryption nmeans 63 finds the recording unit nunber 25 of the
recording unit 39. The decryptor 59 decrypts the device uni que key by
using the recording unit nunber 25 of the recording unit 39 from which
data is to be read out. This decrypted information is referred to as

cont ent ke% Since the content key is recorded by using the recording unit

nunmber /it %aries for each recordlng unit. Next, the recording neans 15
reads out the encrypted content 17 _th IS thg |nf%rnat|on @tored i.n the
recording unit, HYORGHIERL tREEPS drimtS DHIRR T REa b 6ut B The9nil ﬁ§t|c
di sk medi um 29 according to the control .of the control ans h%gﬁ

e din

decryptor 33 déapd i@ e iyt et donth ea% F%hd Yy cb?/nf’ﬁglls

nmeans 15 using the content Kf . The recordl neansG%ﬁgensfe sthe
decrypt ed EHRXREING7UEENhel 3 /RO 4T SpH Pﬁ’etf o?\ﬁlﬁﬁypt oper ePon i’
repeated in _the , sanme npnpner wherein the eV|c un| K 13 1s.d rypted
24 JUNE 20@$%¥w1%ag%ere%gpﬁﬂifnﬂﬁts ?rﬁg % §§¥Bgunpitn§%ber

The decryptionmeans 63 finds the recordingunitnumber
25 of tne recording unit 39.

The decryptor 59 decrypts the device unique key by
using the recording unit number 25 of the recording unit
39 from which data is to be read out. This decrypted
information is referred to as content key. Since the
content key is recorded by using the recording unit numbexr
25, it varies for each recording.unit.

Next, the recording means 15 reads out the encrypted
content 17 that is the information stored in the recording
unit, fromwhich the info_rmation is read out, of themagnetic
disk medium 29 according to the control of the control means
14.

Next, the decryptor 33 decrypts the encrypted content
17 read out by the recording means 15 using the content
key.

The recordingmeans 63 transfers thedecryptedcontent
37 to the I/F 4.

In the following, t:he operation is repeated in the

same manner wherein the device unique key 13 is decrypted
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25 so as to generate a content key, wherein the encrypted content 17 is
read out so that the encrypted content 17 is decrypted by US4 bﬂ?
content key and wherein the decrypted content 27 is transferreg %

4 as an WPEG 2 transport stream The decrypt ion neans 65 decrypts the
encrypted content 17 in such a manner. The sane effects as of the first
enbodi nent can be gained by using the encryption neans 64 and the
decryption neans 65, which are described in the present enbodi ment, in

t he hard di a ratus 2..1n add n, necr. i n n the
decryption fs gpr?pq% 5 Can % ne % {é ]%32 apprl‘1 egj &yé;é v‘g??g Snié ﬁu%b
nDdlflcatldﬂ§ described in th

IANE R e T

ena
‘ encryptl on rreans andlo d’e 9] ans are S si xth

fl
enbodi nent s, the, | n g%p}%'eog:egfdﬁ 9! b8 A beogge Ut od AhBLant NS
i

I/ F

encrypti on reans yption®means, own i N 'Fi gs

17, 18 and .19 san al 89—?%” ntRIa%%ﬂgeégekggc %@dﬁﬁkﬁgfﬁst%% and t he

decryptlon neanschE apparat us oWs ~an

S e T o e L 8 s S s 2
addi tion, @g%ganég% %hg%%éhgecryptlon nmeans 74.

Thedecryptionmeans65decryptstheencryptedcontent
17 in such a manner.

The same effects as of the first embodiment can be
gained by using the encryption means 64 and the decryption
means 65, which are described in the present embodiment,
in the hard disk apparatus 2.

Inaddition, theencryptionmeans 64 and thedecryption
means 65 can of course be applied to a variety of
modifications described in the first embodiment.

Here, though a variety of encryption means and
decryption means are shown in the fourth to the sixth
embodiments, the invention is not limited to these( but
rather, the encryption means and the decryption means, for
example, as shown in Figs 17, 18 and 19 can also be used
in place of the encryptionmeans 11 and the decryption means
12 of the hard disk apparatus 2.

Fig 17(a) shows an encryption means 73. The
encryption,meaﬁs 73 uses the device unique key 13 so that

the encryptor 67 encrypts the content 26.
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A decryptor 68 decrypts the content 17 that is encrypted by the encryption
~means 73 by using the device unique key 13 so that the decryption neans 74

outputs the decrypted content 37. Fig 18(a) shows an encrypt24oilUUNEZR200475.
The encryption nmeans 75 uses the recording unit nunmber 25 so that an
encryptor 69 encrypts the content 26. Fig 18 (b) shows a decryption neans
76 . A decryptor 70 decrypts the encrypted content 17, which is encrypted
by the encryption neans 75, by using the recording unit nunmber 25 so that
the decryption neans 76 outputs the decrypted content 37. Fi e%%%a Y gShows
an encryption neans agfitEhenypFog 171kené % & KETOR BheD y using the
~device unique key 13 and the recording unit nunber

n the e
nmeans 77 .p Kes@rypherebsr ylmqnyp‘@ea’ﬁbewoél&ﬁnﬁavlg ﬁgﬁ)ﬁ'lfjr%u?n?%gﬁ@e\%erel n
an adder is addedyso t hat the adder conbi nes the |ce unlgg %;*_ﬁs and
the recordigg ti temunhpt 125 awdnso/ I Hat btﬁ’n?en%n@?l %‘r’l‘?? ‘énc%ypts he

content 26 by using this information. Fig 19 (b) sho decr, ans 7
8. A decryp;prso7€hde0thﬁtdekhaﬂeht®9pm@énéoﬂﬁe wgﬁa?h?sdéﬁ%&gﬁfgg by

the encryption neans 77 by using the device unique key 13 and the
recordi ng uRbhtBURDE7 25 in the decryption means 24 JUNE 2004 78.

Fig 18{a) shows an encryption means 75. The
~encryption means 75 uses tﬁé recording unit number 25 so
that an encryptor 69 encrypts the content 26.

Fig 18(b) shows a decryption means 76. A decryptor
70 decrypts the encrypted content 17, which is encrypted

- by the encryption means 75, by using the recording unit
number 25 so that the decryption meané 76 outputs the
decrypted content 37.
| Fig 19(a) shows an encryption means 77. Encryptor
71 encr?pts'the content 26 by using the device unique key
13 and the recording unit number 25 in the encryption means
77. Here,theencryptionn&ans'f?canhavee1configuration
wherein an adder is added so that the adder combines the
device unique key 13 and the recording unit number 25 and
so that the encryﬁtor 71 encrypts the content 26 by using
this information.

Fig 19(b) shows a decryption means 78. A decryptor
72 decrypts the encrypted content 17 that is encrypted by
the encryption means 77 by using the devicé unique key 13

and the recording unit number 25 in the decryption means
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dere. the decryption ﬁééagm;ém;;mmmmuﬁm. _ - e e
_ y have the configuration wh
is added so that the adder conbines the device ugique key‘aﬁgeiﬂean adder

%EE?LSL ed EBLE ent 27 by e ng thi o nf ormati on' (Sevench Enbo nent) Next
he seventh enbodi ment is described. Fig 20 shows a confi i o
di sk apparatus 83 that is one enbodi ment of a recordin O s hng Dard
reproduction apparatus of the present invention. The ha?dagnga;us A
is provided with a CCO judgnent neans 79and a reproduction infofg:[?gﬁs o3
gﬁggg$g§2§7snﬁans 80 in addition to the hard disk apparatus 2 of the first
ﬁegastgi L}r%Eeggg%%%Eggﬁégg;iag%§¥$g§ﬁmg%%gn?Q%%&gﬁ %%X%gtg%gfﬁeoiohPfo:/F
TEaT e §haodt oY e n AR Ln ol SERE g B
in ggp;am%??igﬁgeﬁlﬁf%ﬁ%%%%%‘%I?%%&gfrgée%%%%%ﬂfﬁ%hﬁ%ﬁ%%% us 1
o et 1 e s ageanai 02T R P Fo P SRR o 2
17 by usinéxiﬁl;hggfg?;éggogf the AV data is "Copy Never. ”

{Seventh Embodimeﬁt) |

Next, the seventh embodiment is described.

Fig 20 shows a configuration of a hard disk apparatus
83 that is one embodiment of a recording apparatus and a
reproduction apparatus of the present invention.

The hard disk apparatus 83 1is provided with a CCI
judgmentmeans79andareproductioninformationmanagement
means 80 in addition to the hard disk apparatus 2 of the
first embodiment. In addition, it is provided with an I/F
81inplaceoftheI/Félofthefirstembodimentandacmntrol
means 82 in place of the control means 14 of the first
embodiment. ‘

The point wherein the I/F 81 differs from the I/F 4
of the first embodiment is that the 'I/F 81 makes a
notification of starting the recording process to the
controller 10 even in the case that the CCI of the AV data
‘received from the IEEE 1394 bus 1 is “Copy Never” and the

controller 10 can record the AV data under predetermined

conditions according to the notification from the I/F 81
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In addition, the CCl judgnment neans 79 is a neans of judging the val ue of
the CCl of the reproduced AV data so as determ ne the value of the CC
after reproduction. The reproduction information managenent 2feddBNES2004 o
means of managing the reproduction information that is information of
whet her or not the AV data recorded in the recording nmeans 15 is once
reproduced for each recording unit. In addition, the reproduction
managenent neans 80 is also a neans of managing the information of whether
the AV data recorded in the recoding means 15 has been copied, or has not
yet been cepiestlin hhenorperthrbitde O packhe ASESadiong SuNFePYINeYRF el ence
to the reproduction information, it can be known whether or not the AV
data recorded i nIrhedddderaen ngtharfi€ hhsdgaen toReanegPodgcadnesnshaé not
been reproduce at all, and the reproduction information can, for exanple,
be represedtelyinghthef vaguef odnéhisi £CT @ faddia irteProdueetep¥ndd teosSeopy
information, it can be known if the AV data recorded in the recording unit
has been efcdeiopradneothmasvabiebedn tdspi &l a2 TEEE. rARE QB ESPireans 82
is a means, in addition to the control neans 14 of the first enbodinment, .
for supplying tA&eccersrodmet Ayndansodia hPn i erEieRrah Teatife S€ct s
j udgment 24 JUNE 2004 neans 79 so as to control the recording neans 15 to
carry a means of managing the reproduction information that is

information of whether or not the AV data recorded in fhe

recording means 15 is once reproduced for each recording

unit.

In addition, the reproduction management means 80 is
also a means of managing the information of whether the
AV data recorded in the recoding means 15 has been copied,

or has not Yet been copied, in another device for each
recording unit.

In reference to the reproduction information, it can
be known whether or not the AV data recorded in the recording
unit has been once reproduced, or has not been reproduce
at all, and the reproduction information can, for example,
be represented with a flag of one bit.

ﬁladdition,jj1referenceix>copyiﬁformation,ji:can
be known if the AV data recorded in the recording unit has
been once copied, or has not been copied at all.

The control means 82 is a means, in addition to the
control means 14 of the first émbodiment,,for supplying

the CCI of the AVdataduring reproduction to the CCI judgment
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out, or not to carry out, the reproduction of the AV data in accordance
with the CCl of the AV data during reproduction and the reproduction
information that is generated and updated by the reproducti ¢ JHNE28024 on
managenment neans 80 and for supplying the CC of the AV data while being
copied to another device to the CCl judgnment neans 79 so as to control the
recordi ng neans 15 to make, or not to nmke, a copy of the AV data in
accordance with the CCl of the AV data while being copied and the copy
information generated and updated by the reproduction infornation
managenent Meeass 780 S Hére tq FeTE O Uty ReRBCREAIS T FCR MR ﬁ%n??o?ajﬁjégns 82
and the reproduction information managenent neans 80 of tﬂ@ pres n&ﬁ
enbodi ment oate examstedofcaiont rott meBRg TePreRk Gl kR T @né?dﬁa ile
the I/F 81 of the present enbodinent is an exangle of an inte fage of the
present i Anenttondarsd vithetpECd PEA ot AVHE bt SV SAEEFH HEHE “ 1R uch

a configuration is described primarily in reference ,to the Eﬁoint difffering

fromthat ehc Hdeireprefsdiiaht inEPEBatio hatal fofShe et AB%1

recording-is described. AV data is sent, fromthe host system The |/F 81

makes a novipidadzad dw JthetERRT AgUFEdSTYi T 2ums BRRP BOR AL LHRE JBRERS | er

84 in the case that the CC. of the AV . .
80 and for supplying the CCI of the AV data while being

copied to another device to the CCI judgment means 79 so
as to control the recording means 15 to make, or not to
make, a copy of the AV data in accordance with the CCTI of
the AV data while being copied and the copy information
generated and updated by the reproduction information
management means 80.

Here, the CCI judgment means 79, the confrol means
82 and the reproduction information management means 80
of the present'embodiment are examples of control means
of the present invention while the I/F 81 of the present
embodiment is an example of an interface of the present
invention.

Next,theoperathnlofthepresentembodimentinsuch
aconfiguration;H;describedpmimarilyjjlreferenceix)the
point differing from that of the first embodiment.

First, the operation at the time of recording is
described.

AV data is sent from the host system.

The I/F 81 makes a notification of starting recording
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py Never.." The encryption neans 11 encrypts the AV data. The

recor di

acco;g:ﬂg ?EaPﬁelgoaffg{dzft?ﬁeencryfte? AV data in the magnetic disk 29

acco _ control neans 82. A i i24cJ i
recorded in the sanme nmanner as in'the first err{)ofjihlmssntl Helrjtedﬁezt%% '

con

Nev;.m ) n?ﬁgsA?/Zd;tego\rderfahtehAv gga in the case that the CC is "Copy

ney oy ) e recorded in the recordi i
py er, however, becones unreproducible a predetern%ﬂgdnggp?oéSO;s

time after being recorded. How i
! ! . it beconmes un ‘
pr edet er m ged e | 090 ek CUilE: |3 dis cEBe @Al SRR e ST HOAT, o

nmeans 82 outputs the CCl so th i i
becone : at I_t copl es t he AV dat " "
out putfedu ancPa[r cg%gicrngb@%ﬁib?mi S tlérm ged period of ti neaa?Iengg%/ngme rand
i nformati , s al so described bel ow. . The :
on’ managaERnaRaDS 180, guER Sl C6 PESFARUCt1 G| A orAat o and copy

information as follow when th i
\ e AV data is i i
means 15 for eachpy€casdh hgingi meaﬂiﬁal5i%eﬁﬁigésj’cg\%g%hgfkgetﬁ%g{ glaim% new
) e y

recorded, reproduction information i
_ _ _ IS t
each recor di RO HAI fnalftid €l codysknor mcésgﬁd%ggggf’n%glé/g(%or?\%?égg?(fgg:&éegr

Furth i
ernore, the tinme when the AV data 24 JUNEhzog
control means 82. At this time, the éI is also recorded

in the same manner as in the first embodiment.

Here, the control means 82 records the AV data in the
case that the CCI is-“Copy‘Never.” The AV data where the
cCI recorded in the recording means 15 is “Copy Never, ”

however,becomesunreproducibleaapredeterminajperimdof

time after being recorded. How it becomes unreproducible

after the predetermined period of time is described below.

Ineaddition, the control means 82 outputs the CCI so
that it copies the AV data of “Copy Once” ‘and becomes
unreproducible51predetermined.period.of time after being
outputted for eopying. This is also described below.

The reproduction information management means 80
generates reproduction information and copy informatien
as follows when the AV data is recorded in the recording
means 15 for each recording unit. |

That is to say, when the AV data is newly recorded,
‘reproduction infermation,is set to be not yet reproduced

for each recording unit while copY information i1s set TO

be not yet copied. Furthermore, the +ime when the AV data
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is recorded is recorded. Next, the operation in the case that the AV data
that 1is recorded in such a manner is reproduced is described. The
reproduction informati on managenent means 80 refers to the r&f ddNE 2004
information of the AV data in the recording unit that is to be reproduced
and makes a notification to the control neans 82. Furthernore, the CC
judgnent neans 79 judges the value of the CCl of the AV data to be ,
reproduced so as to determne the value of CCl in the case of reproduction
and output. That is ,tqQ say, in the case that the CCl of the .reproduced AV
data is "COfy AT Ied e FE6CH{®Phe time of being outputted fromthe I/F

B S SR B e ) 0381 4 O B nn d el b L0, (e
[omihe LLE Lug shanest Lo, ol CopY..  nadd ional s goee
e TSP, by 5 OB KL e B0 B, ShBE LG AL S O
101 PeroTe i RS GoBY: o The, LS o Keand L SProtiose fhedY,dalo
[t or et o, TEAGeTERl (AN, 0, 4P0aLos o S SRS o0SLLn RN IREUED
‘notification to the control means 82.
Furthermore, the CCI judgment means 79 judges thevalue
of the CCI of the AV data to be reproduced so as to determine
the value of CCI in the case of reproduction and output.
That istosay, inthecasethat theCCIof thereproduced
AVdatais“CopyNever,"theCCIatthetimeofbeingoutputted
from the I/F 81 is set to be “Copy Never.” In addition,
in the case that the CCI of the reproduced AV data “Copy
Oﬁce,” the CCI at the time of being outputted from the I/F
81 is changed to “No More Copy.” In addition, in the case
that the CCI is “Copy Free,” the CCI at the time of.being
outputted from the I/F 81 is set to be “Copy Free.” In
addition, since the AV data of which the value of the CCI
ié “No More Copy” is not recorded the CCI does not become
“No More Copy."
The recording means reproduces the AV data according
to the control of the control means 82.

The reproduction information management means 80

updates the reproductionmanagement informationas follows.
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That is to say, when the AV data for the recording wunit is reproduced a

notification of this reproduction information is nmade to the control
82. In addition, when the AV data for the recording unit is
the reproduction information for this portion is set as conpletion of
reproduction. In the case that the reproduction information of the AV data
that is being reproduced at present has al ready conpleted reproduction,
the reproduction informati on nanagenent neans 80 nakes a notification to
the control neans 82. In addition, the reproduction infaormmat] enent
means 80 mekes amigid figatdosagf, when ithe i WY Ak ﬁroft%%”ﬁj}eé%@gggggt hat
i's being reproduced at present to the control neans .82. The &gekggk‘neans
82 carries rthe %@bﬂ%?iﬁpdoaenaﬁuﬁiqaﬁ%g%o@ga WEHThe varlue of the
CCl before el ng changed by neans of the CCl judgne means . fhat is to
REohg -nesdradEAgH

neans

say, in the casembhalord he @EHe sot bee/AonBEPa B2
reproduction 1nformation controls the reproduction, of the

| et
repr oduct i qp, AT+ QMAY a4 oo r [thaddted oAl nENIPAE i’:ﬁs]éePﬁg?%g%cﬁ The

predeterm ned period of tinme, for exanple, 240 hours (10 d ) .- Oor nore,
has passed, ygybenidiel ¢ esenbrimare ol nker t hB16; Eé’%%?én by ?é‘eﬁ' atslorre

information concerning to the above AV data of which 24 JUNE 2004
completion of reproduction.

In the dase‘that.the repfoduction information of the
AV data that is being reproduced at present has already
completed reproduction, the reproduction information
management means 80 makes a notification to the control
means 82.

Inaddition,thereproductioninformationnmnagement
means 80 makes a notification of the time information of
theAVdatathatisbeingreproducedatpresenttothecontrol
means 82.

The control means 82 carries out the following
opération in accordance with the value of the CCI before
being changed by means of the CCI judgmen? means 79..

That is to say, in the case that the CCI is the AV
dataof“CopyNEver,”thereproductioninformationcontrols
the reproduction.of the completed.reproduction'portion to
stop. Inaddition,jjlthecasethatxapredeterminedperiod
of time, for example, 240 hours (10 days), or more, has
passed up to the present time since the time shown by the

. { ch
time information concerning to the above AV data of whic
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the notification is made by the reproduction informati on managenent neans
- 80, the above AV data is controlled so as not to be reproduced. In
addition, in the case that the CCl is the AV data of "Copy GdceUNE 2004
reproduction is controlled to continue irrelevant of the value of the
reproduction information. In addition, in the case that the CC is the AV
data of "Copy Free," the reproduction is controlled to continue. The
reproduced AV data is decrypted by the decryption neans 12 in such a

manner. Thefle b S0GEYBECY S 4T aRSTRelOn, PYabie L 8o S0a e8ofo be

out putted as an 1 sochronous packe

the CCl de&%ﬁgﬁéﬁ%gﬁ ﬁ%%ﬁgjqpéugggegboWgﬁﬁvz L3 %gd%gﬂf%éfiéﬁ S0

i sochr onous escri be Ove.” "Next, e opéeration’in e Case

that the Ay_dat record [ a manner is copied is described. The
reproductigﬁ ?hqbf%%gﬁgn%%%ﬁ%ro ég%éans 80 refers to the copy information

of Lhe Ay dats ofy{gisearsl 16, UiLichgcbeconad end rekenc aupoi Lhcal o
e v2  uopgoebllp GRLeok LR pdRn,ip, b soRish ane dalenmassibie
0 the case thatihe: O photDE1GRPLAMGRA M) AR ECkorCRRENE 15t he OO
In addition, in the case that the CCI is the AV data '
of “Copy Free, " the reproduction is controlled to continue.
The reproduced AV data is decrypted by the decryption
means 12 in such a manner. |
Then, it is encrypted for transmission by the I/F 81
so as to be outputted as anrisochfonous packet to the IEER
1394 bus 1. At this time, the CCI determined by the CCI
judgment means 79 is added to the isochronous header as
described above.
Next, the operation in the case that the AV data
recorded in such a manner is copied is described.
The reproduction information controlsmeans 80 refers
to‘the copy information of the AV data of the recording
unit to be copied and makes a notification to the control
means 82Z.
Furthermore, the CCI judgmentmeans 79 judges thevalue
of the CCI of the AV data to be copied.and determines the

value of the CCI in the case of reprdduction and output.

That istosay, inthecasethat theCCIof the reproduced
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fromthe [/F 81 is either not set or set to be "Copy thér;;;.”{HW;AAifiABMmWW

in the case that the CCl of the
; : reproduced AV data is " "
Zﬁldt |h§ ';]IO{TE gLat hedout put fromthe I/F 81 is made ti)sre%% 232}3@9' o
and s not | changed to No More Copy. - In addition inthe case that  the
oot to be "Bonv B he CC at the time of the output fromthe I/F 81 is
of the CQ isp'YNo ‘E/g- In addition, since the AV data of which the value
re Copy" is not recorded, the CCl does not become No

Mor e COpy " Ihe recor dl ngIIE n e A g! Ellg é(H(i! -t

. . ans reproduces th al a 0, i in

accor dla CEAW BB tg_h@sCBprgl N@Iv thpé, d_d}ﬂ rQﬂI [?ét—aﬁ:glv% ltIElﬁ-LOe r epr oduc | 0 s
n t . n

i nformati on managenent neans 80 u
. | . pdates the co n i [
1;8:0! g\élvsé1 n§tlgg@tmi in Igglteit 2ésg§ltm$mth%rfw;@§teé: Pér Eéﬁg@?g% 5? gn%i’ %%%ET gon 2
ati is copy informati i ;
neans 82. ki addif+oon when tite gasedhbaty Glrhoecnﬁle& e‘gg? Ptr?g rﬂ%ﬁ&‘?@&%?,:o d
i ed,

the copy information for this i i z
. . . portion is set as cqQm i
reproduct i gy ity Ned i wwopRnAgeae(it theaf§ 186G T %%%E)éf??@éatcﬁgﬁﬁﬁgrpﬁe

control nmeans 82 in the case that th i
( ( _ e co f i
is being copigfl ti@é pyesent iissmaldeeddy W%i%}g“ Irgg&t :S)ﬁl.nc f\eélggn?rgoﬁ%ﬁatngat

82 operates as follows in acco
) rdance 24 JUN i .
before bei ng, shgagedobyNoedose Copy-" 1IN ;a&¥¥%%%ﬂt9ntgﬁeyéhg% ehalthe ccj

the CCI is “Copy Free,” the CCI at the time of the output
from the I/F 81 is set to be “Copy Free.” In addition,
since the AV data of which the value of the CCI is “No More

Copy” is not recorded, the CCI does not become “No More

.Copy.”

Therecordingmeansreproducesthe}ﬂfdataix)becopied
in accordance with the control of the control means 82.

The reproduction information management means 80
updates the copy ménagement information as follows.

That is to say, when the AV data for the recording
unit is copied.a notification of this copy information is
made to the control means 82. In addition, when the AV
data for the recording unit is copied, the copy information
for this portion is set as completion of copy.

The réproduction information management means 80
makes a notification to the control means 82 in the case
thatthecopyinformationof1juaAVdatathatiskeingcopied

at present 1is already coby completion.

The control means 82 operates as follows in accordance
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s thg g$| dgggggancgeans 79. That is to sayF in the case that the CCl

copi ed. In additi opy Never the means controls the data not to b

O1ce,--the e ' :(r)n[] in the case that the CC is the AV dataz%#UNEch

Corsi ot bv vt ThU R es8e'thie ™ he copy. o oty on' 1. bor £ o0, ‘TR
. . . e co i nf i i i

copy information 1is controlled not to cogginueoggg;:gg Bﬁ|903hggp{ﬁg’ the

apparatus wherein the AV data of th i i
. at port i
Iﬁ; EE?O{Slvg t he above data for a backg . :ﬁ?ahzirfggrdgd ;;%aga§gpparatus
be continggg?l?ﬁggiﬁaégsgcfzg?ﬁzsigg,?egﬁg éﬁgﬂ%ont?g?gdthe copyiﬁgato
decryption; i n- ced Lor being copied is de |

ti ongFeanse 12CT Ny sidicmenn trem S it crypted by the
transni ssion by the I/% e asﬁ?ﬁ-bzﬁgﬂi it is encrypted for

t : Bl utted ' .
ooihe TEeE homius 3o w b vt B Rt T
' : added to the isochro :
l 99. . nous head
récgfdégceky dbyfaﬂgbbngdﬁMn@eft%b@u@ﬁanﬁhgop%éﬁﬁ%gggu%hggﬁébﬁﬁQ rRnner .
. Inaddition, in the case that the CCl of the copied Szvazazg Pe
S

"Copy Onceset

. Ol e t8B8pA¥adat a cannot be repr

it is recorded for the backup and it Eag2356d 24 JUNE 2004 in a pl ace where
In addition, in the case ‘hat the CCI is the AV data

of “Copy Once,” the copy information is controlled not to
copy the'portioniof copy'completion_while in the case that
the copy jnformation is not copiéd, the copy information
iscontrollednottocontinuecopyingonlywhentbeapparatus
wherein the AV data of that portion igs recorded is an
apparatus for recording the above data for a bagkup.

In addition, in the case that the CCI is the AV data
of “Copy Free,” the means controls the copying to be
continued.

The AV data reproduced for peing copied is decrypted
by the decryption means 12 in such a manner.

Then, it is encrypted for transmission by the I/F 81
so as to be outputted as an isochronous packet €O the IEEE
1394 bus 1. At this time, the CCI determined by the CCL
judgment means 79 is added to the jsochronous header in
the above manner. Itis received by another device through
the IEEE 1394 bus 1 so as to be recorded.

In addition, in the case that the CCI of the copied

AV data is “Copy Once," the AV data cannot be reproduced
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be reproduced unless it is returned to the original hard disk 83. That is
to say, the hard di sk apparatus 83 of thepresent enbodi nent recobﬂi ®$ AV
data of "Copy Never" which can be reproduced only once. The 24JHME2

which the CCl is "Copy Never" is not permtted to be recorded and
therefore, it is viewed and |istened to only during the tine it is
broadcast. By using the hard di sk apparatus 83 of the present enbodinent,
however, the AV data can be viewed and listened to during atinme that is
different fromthe tine when it is broadcast, whjle theaggfention of the
copyri ght H& adplare yherecteds rerciied Pt the BRe ke wivi CANERE CCl

is "Copy Once" is permtted to be copied once. That is to, say, mgen t he
AV dat & of DECERPReCErlsUpdEs At ohbe:C ERFSSAYAathe G Gy paszd
reproduced fromthe apparatus in which the AV data is recorded. By using
the hard dfdiekapbaratus 83 of the present enbodinent, however, the AV data
of "Copy Once" can be copied only once while remaini a he CCl of "Copy
Once" and, therglhérte%sfﬁﬁbs?éy/rd%’ceahﬁéﬁl%s}ﬁﬁ@’é’(ﬁrf%t%ﬁgt%k%ft RYEFPRET and
reproducti on aegaratus whil e pr%égctin the intention of the cogyri%ht. 24
JUNE 2004 BERCAYRBRGhTPR OIS griiadhf EbadPientOReN e Hr AWnich’ ca

be reproduced only once.

‘The AV data of which the CCI is “Copy Never” is not
permitted to be recorded and therefore, it is viewed and
listened to only during the time it is broadcast.

By usinglthe hard disk apparatus 83 of the present
embodiment, however, the AV data can be viewed and listened
to during a time that is different from the time ﬁhen it
is broadcast, while the intention of the copyright holder
is protected.

' Iﬂ addition, the AV data of which the CCI is “Copy
Once” is permitted to be copied once. That is to say, when_
the AV data of “Copy Once” is recorded once, this AV data
can only be reproduced from the apparatus in which the AV
data is recorded.

By using the hard disk'apparatus 83 of the present
embodiment,hbwever,theAVdataof“CopyOnce"canbecopied
only once while remaining as the CCI of “Copy Once” énd,
therefore, the AV data can be moved to another recording
and reproduction apparatus while;protecting'the_intention

of the copyright.
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data for the recording unit is reproduced the reproduction information
managenent nmeans 80 makes a notification of this reproductiaq ighﬂgﬂﬁé'on
to the control neans 82 and when the AV data for the recordi#}bJ
reproduced the reproduction information for this portion is set as
conpl etion of reproduction and thereby the hard disk apparatus 83 of the
present enbodi nent is described of being able to reproduce only once the
AV data of which the CCO is "Copy Never"” the invention is not limted to
this. A nethod where the reproduction information Wanangﬁ?t ngsnsAVBO
updat es t he repr ¢dusd j orhongbr it the PEe D BsCTBPPIRETTHR P s Yo §dy, the
reproduction information managenent nmeans 80 may count the nnge .of_ tinmes
‘that the ARt dhe hecosubimty vy ihiits ﬁ@prr@&%%@éﬁj%m%‘i ‘B‘ﬁémn |
reproduction information of the AV data for this recordin unié.nayb% set
as conpl et ijonfefmaepooductiapenany FEEeys §§ %Eeﬁeénnroédr%rﬁﬁ 4°Fof a
predeterm ned nunber of tinmes, for exanple, five tinmes. |n _addigtiaon,.the
reproduct i athi@frepratiot irandgeimnma t ipansosbh fagCebLRt PREN o5}
times where a portion of one piece of AV data that s recorﬁgd intgégh
recording wineh tiser®prasueefosothRarecra Fiay ottt ibh 55K oY HHESSh
managenent neans 80 may set the portion of the repraqductjon nagenment
infornationrépﬁbdhsﬂﬂannimﬁormaﬁm@ﬁﬂﬁQWet@HSJBNE@ﬂﬁﬂl*%cﬁ?g?ﬁé units of
this piece of AV .data as conpletion of ' disk
completion of reproduction and thereby the hard dis

apparatus83ofthepresentembodimentisdescribedofbeing_
able to reproduce only once the AV data of which the CCI
is “Copy Never” the invention is not limited to this. A
methodwherethereproductioninformatiqnHﬁnagementmeans
80 updai;,es the reproduction information may be as follows.
That is to say, the reproduction information
management means 80 may count the number of times that the
AV data for the recording unit is reproduced so that the
reproduction information of the AV data for this recording
unit may~be set as completion of reproduction only after
it has been reproduced for a predetermined number oﬁf times,
for example, five times.
Inaddition,thereproductioninformationn@nagement'
means 80 may count the number of times where a portion of
one piece of AV data that is recorded in each recording
unit is reproduced so that the reproduction information
management‘means 80 may set the portion of the reproduction

management information that is recorded in the entire
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eproduction at.the point in s
_ : _ time when the entire i
recorded in the entire recording units of one piecgorg;02§ dthat oy

reproduced. In such a confi i i
_ guration, the hard O 20
reproduce a portion of the AV data of whi chrthgI ?ZiC(:I a{)gaiég?‘%ﬁvg&? a?:

many ti i
e e e men he ot 1 ety ol o oo oot Pt hor o e
though in th e entirety of the AV data is reproduced. Furth
e present enbodinent, the AV data of which the od s ugggnre,
y

Never" is described as beconmn i
_ g unreproduci bl i i
th o1 h?' apsed jeenhen A¥sdatathd sr VAT tﬂﬁg-qafﬁﬁﬁgr Sﬁﬁﬁ%ﬂw‘-@g- ted

is, but rather, the AV data of which ihe CCl _.is " S neor, 1 ted

Eﬁgﬁm; %Lg@;ﬁ%@ﬁ@tﬁode@emg@obnttm W@Wq%&g}%ger%%%?ﬁ%ﬂi%ﬂﬁy
y~ inposing condition, there is a condition, suche torﬁ%?- E@%ex)/r
oL !

data of whighy ¢ he LEbcbsd bEe GO
cosdeebpy Neeeaitbe
that a paynent procedure of a predeterniﬁed éinﬁﬁ?dg%+ € I n the case

when the AY,glahn ds - | SrCakticed
rregoededpnadueedt bEB h thnCakhleLd out
that such a paynent procedure is not carri gﬁ‘éiu?ﬁr SEE??L@%%{G 'n the case

prosent s geat i e oo sicnatnzerEei o TATER (OE o
copy inforngi{gmd #hieh CopIGET and" fgggytﬁj@]‘?;ﬁ’g%%ﬁgeiﬁné%gi%aestﬂaédt ne
and the reproduction becomes impossible only at the point
in time when the entirety of the AV data is reproduced.
Furthermore, though in the present embodiment, the
AV data of which the CCI is “Copy Never” is deséribed as
becoming unreproducible after a predetermined time has
elapsed since the AV data is recordéd, the invention 1is
not limited to this, put rather, the AV data of which the
CCI is “Copy Never” may pecome unreproducible depending
on the money imposing condition. As for such a money
imposing condition, there is a condition such that the AV
data of which the CCI is “Copy Never” becomes reproducible
in the case that a payment procedure of a predetermined
amount of money is carried out when the AV data is recorded
while it becoﬁes unreproducible in the case that.such a
payment procedure 1is not carried out.
Furthermore, though the present embodimént is
described such that the AV data of which the CC1 is “Copy

Once” is controlled to continue to be copied in the case

that the copy information is not copied and only in the
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case that the apparatus wherein the AV data of that portion is recorded is
an apparatus wherein the above data is recorded for a backu

invention is not limted to this, but rather, when a. prede&e"fh{]ﬁlgdzqq%
has passed after the AV data of which the CC is "Copy Once" is recorded
this recorded AV data or the key used for the encryption at the tine when
this data is recorded may be erased. The hard di sk apparatus 83 of the
present enbodi nent records the AV data of which the CC is "Copy Never" or

{ﬁgr gg:JCEZﬁ%%lr%tB%g:eth%q éﬁfaggtt ‘@‘Pecl'h e o6 déga %ﬁer ¥ ngcoe;;%%gnt hat

OVE manner

g%“r%zo?fa%%f FLSL 365, LTS EOE R oD L P L0 gy on of

t he copyri der sai e prote
that the r n at._copyin t ried out
by any nea%g erg?ﬁxg' ¥§e d{ﬂ%§§§?|§nﬁgf%o g*%&%%%%eg% Qtﬁ%eﬁ%lk t he

meani ng of rgtﬁ%q%CI hge ex%’ 0‘9 t%%{n%[%@ q ;mphner. %&I%ﬁrefﬁ% Hﬂgegv..c()py

|nvest|gat|on e neanl ngs ver

Onoe’ can Be (L L ehed 3% opns, exponded. . I@er@@agdggigq PR 43483 O

t he presen Foodi NNt can Carf above descri o era ion

02178, PRI C, Ll a1 e i g, Eﬁ%iéﬁég A

enbodlnentthi%erﬁiaoEg EQ%o%QPcfxﬁ%?cﬁéb%@agﬁﬁiat'0” by using the 24 JUNE
2004

The hard disk apparatus 83 of the present embodiment
records the AV data of which the CCI is “Copy Never” or
reprodﬁces only once the AV data of which the CCI is “Copy
Once” so that the CCI remains_ "Copy Once” in the above manner
and, therefore, the copyright can be interpreted as being
breached even while the intention of the copyright holder
is said to be protected. That is to say, in the case that
the CCI is “Copy Never,” it means that copying cannot be
carried out by any means. Therefore, the utilization of

‘ the expanded CCI wherein the meaning of the CCI is expanded
in such a manner is at present under investigation. In
the expanded CCI, the meanings of “Copy Never” or “Copy
Once” can be interpreted as being expanded. The hard disk
apparatus 83 of the present embodiment can cargy out the
above described operation by using the expanded CCI inplace
of the conventional CCI as described in the above. In the
'casethattheharddiskapparatus830fthepresentembodiment

carries out the above described operation by using the
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_ , a breach of c ' i .
When the hard di sk apparatus 83 of the presegfyr;gggd:iﬁn??} conm tted.

a manner, the AV data that is no i EIV? % "
: _ t permtted J g
and received at an arbitrary tine gther thant?hget{ﬁgoaﬁgﬁ ??ﬁiggl @gd

br oadcast In addition, i i

: ( , 1t can be utilized .

the AV d . i zed as a backu

anot her ?ggoﬁgﬁh is permtted to be copied only once anapggrﬁﬁgzs?lnce

the AV data tha? ?EpﬁL?tBZ%nffiea Yleﬁjng and |1stening to, or baCE{;SdULO

other than . o bt ed to be recorded duri ftracy ti
%%Féﬁﬁ@& whean iirt disclhr saneader i £ fRFERE gggﬁhﬁiﬁgﬁidgﬁéllrm

the foll ow i i -
ow enbodi nents. Here, a variety of the nodifications describedIn

|0 the  finsly eabaghmad
T kRRRid i s of course i i .
83 of the present enbodi nent. Furtherng?ZSIPLguéE the hard disk apparatus

83 of the presen§ i . . th rd_di
! nhénbedemard it adr atas 8 %'eﬁé%@a@par at us
encryption neans 11 and the decrypt?gﬁpgeaSZ ;26 %r%g|ge§ Wth the

t he decrypt}j . L M t he c i
enbodi ment %@goggﬁﬁﬁﬁbﬁksaI@edesnrsb@@.aaﬂﬁgwnq%e gggcﬁ?p§¥§% g aﬁﬁgnfﬁpgt

used.
o T o o ot e ek Sonog 1T 2Ty LG
: ent through the Internet , y  be document
Program suchas, grearer &0f t\zuafeeoﬁhemjm@@@@@’t%rnetw . b KS OF 8 CRIEAE er
Tn addition, it can be utilized as a backup apparatus since
the AV data that 1s permitted' to be copied only once can
be transferred to another recording apparatus.

Here, viewing and listening to, O backing up, the
AV data that is not permitted to be recorded during an
arbitrary time other th-an the time when it 1is broadcaét
is further described indetail inthe following embodimerits .

Here, a variety of the modifications described in the
fFirst embodiment is of course possible in the hard disk
apparatus 83 of the present embodiment.

Furthermore, though the hard disk apparatus 83 of ﬁhe
present embodiment 1is described to be provided with the
encryption means 11 and the decryption means 12, the
encryptionmeans andthe decryptionmeans that are described
after the descriptioh of the first embodiment may be used.

Furthermore, the data of the present invention is not
limited to the.AV data in the present embodiment. It may

be document data or image data sent through the Internet,

or the like or a computer program such as a game software
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or a docurent processing software sent through the Internet \Or, the|.ke |

In sunmary, the data of the i i
Sl : . . present invention nmay b
utilized by recording in the disk of the presentyinSeﬁ??oﬁagﬁhED§k556&4be

{ﬁf;ﬁ?;ggﬂgff{ﬁﬁ]the di sk of the present invention. Furthernore, the
ntertace of thg B{g:gzt |nx§ng!on is not limted to the | EEE 1594
enbodi nent, but rathe i
o . r, may be an int
USB. Furthernore, the disk of the present invent?on i S not e[:ﬁf?egzo

the magnetic disk nmediumin the i
_ _ _ he present enbodi ment, but
ggots j cg:c Sllh ZJI% gigﬁijdﬁﬂl@ﬁt@t&m:k@ahg segresre sEk thEGUER th%ﬁ‘ﬁﬁ%?y% ’? he
U present invention may be any recordi ng nedi um wherein the dat
time of re%% g‘f‘l‘éei%%‘é at TraBdemaaty | e daiao Freler fgeRivdt BY At "
production. Furthernore, the copy perm ssion infqQrmti.on 9{ ?he
b

present i n\{%c(#i}g@ gﬁgngtatlai riHzad dontihe ©Ch1aE ah®exraedineotT Fihe

present enbodi nent, but rather, may be any informatio
gg(r)\r/neszlngg Lh 6Esﬂ@étpré@e’hhtei@@@dt@mfam@éoﬁaﬁ%prpépng%{%gﬁcgﬁv isgr%lo‘%l\ﬁ the
Jeseri bod tIm_ants, thg Values of the OOl added to the AV data are ©
Never " on Cofﬁ?ibgﬁb'{dech&%ﬂes&jte,i'h\fé\btme Copy" and "Copy Free," in
dat & of mh'pK e bel ow'described eighth to el eventh embodi ment s, AV

i ch thepyatperafortde @ dirstenyaot O@o‘gpel\gp@ﬁent 1nve’néj{1§n

is not limited to the IEEE 1394 interface in the present
embodiment, but rather, may be an interface of the USBE.

Furthermore, the disk of the present invention is not
1imited tothemagnetic diskmediuminthepresent embodiment,
but rather, may be an optical disk medium or an optical
magnetic disk medium. In summary, the disk of the presént
invention may be any recording medium wherein the data can
only be accessed at random at the time of recording and/or
at the time of reproduction.

Furthermore, the copy permission information of the
present invention is not limited to the CCT or the expanded
CcCI in the present embodiment, but rather, may be any
information that only shows the permission with respect
“to the copying of the data.

dere, though in the above embodimenfs , the values of
the CCI added to the AV data are described to include “Copy
Never}" “Copy Once,” “No More Copy” and “Copy Free,” in
the below described eighth to eleventh embodiments, the

AV data of which the value of the CCI is any of “Copy Never, "
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24 JUNE 2004 "Copy Once" or "No More Copy" is collectively dealt with as a

copy prohibition data. In addition, to which of the above dﬁ%ﬁrgﬁﬁf S Copy
Never," "Copy Once" or "No More Copy" the CCl of the copy pr y 1 800%at a
corresponds is individually described in the eighth to the el eventh
enbodi nents. (Ei ghth Enbodi nent) Next, the configurations of an AVHDD 1001
and an archive device 1002' of the eighth enbodi nent of the present
invention are described. Fig 21 shows a bl ock di agram of the AVHDD 1001 and
the archive device 1002 according to the eighth enbodi ment of the present
i nvention. “esey Ghge2lozhols Mo STEqse! isopobde)rtioosty oleadhivEiiténce of
description. Now, the AVHDD 1001 of the eighth enmbodi nent of the present
invention ias aAsEhowroniFigidh dedremed Iof aaidithenyptponbisdnef16de f or
encrypting data froman STB 1003 wth an encryption key specific to the
AVHDD 1001 ,also¥é rddscr tbeddt Ggpredese 005" Copyreroediag "tieMgasaCerarypt ed
by the encryption neans 1004 in a recording nediumw thin a_storage neans
1006, the sitos ageinmednsh)0Eoppr psbbudirig: dan ajdata woveaned300F for
novi ng the data stored in the storage neans 1006 to the archive device
1002 and a imepiotddobildy desmsiBefloindddry peighthndo dgrodeterignihe dat a
fromthe archive device 1002 encrypted with the encryption key
embodiments.

(Fighth Embodiment)

Next, the configurations of an AVHDD 1001 and an
archive device 1002 of the eighth embodiment of the present
invention are described.

 Fig 21 shows a block diagram of the AVHDD 1001 and
the archive device 1002 according to the eighth embodiment
of the present invention. Here, Fig 21 shows an STB (set
top box) 1003 for convenience of description.

Now, the AVEDD 1001 of the eighth embodiment of the
present invention is, as shown in Fig 21, formed of an
encryptionlneéns 1004 for encrypting data from an STB 1003
with an encryption key specific to the AVHDD 1001, a first
recording means 1005 for recording the data encrypted by
the encryption means 1004 in a recording medium within a
storagemeanleOG,thestoragemean51006forstoringdata,

a move means 1007 for moving the data stored in the storage
means 1006 to the archive device 1002 and a reproduction

means 8 for decrypting and reproducing the data from the

archive device 1002 encrypted with the encryption key
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24 JUNE 2004 specific to the AVHDD 1001. Here, the storage neans 1006 has

a first recording mediumfor recording data and data is rec 1 i
first recording nmedium Here, in the 'genbodi ments of the |nvg£$§htg?¢1@s
AVHDD is used as a word representing an apparatus for recording or
reproduci ng data such as audio, video, or the like, by wusing a hard disk
drive (HDD). Next, the archive device 1002 according to the eighth

enbodi ment of the present invention is formed, as shown in Fig 21, of a
second recordi ng neans 1009 for recording data fromthe AVHDD 100i in a

second r ecgh%%%njgﬂl%l@ﬁ%ﬁmnb heo §€¢0oNgd k-G orgieng trd genmidds anel0 &

transm ssi or reading out the data recorded in the second

recording TediuR;1040 40K, £0E ol ARSI NG EobOrthaoAVED: 1004 askee,  as

for the ar vice exanple, a DVD apparatus or a D---VHS

apparat us Gor 1esDONAoH0 ;NS d N4 g PLessi i eyboshant, a DVD appar atus

is used for the description as an exanple of the archive device 1002.

Accordingly, a QXQ cot. “4§m68 ;
. e@? dahesraBlrer Rt iheeses0nd tREGREHN
medi um 1010. Here,” tHe ET %003 Is a ﬁ%ans of reé%iv?ng data from ?or

exanpl e, a.br Bas%%?‘%% st %%JE%!‘::% A 48 OHLDMh égﬁa@@t@s tRo 1t hee AVHDDN G001

and of reprdéducing data fromthe AVHDD 1001, erein the reproduced data

1“5 dggsggf‘g%‘% WL A S SPLAY a5PANEGIed l 2R STR 183, | dr thigeCBiRet N it s
| using a hard disk drive (HDD).

Next, the archive device 1002 according to the eighth
embodiment of the present invention is formed, as shown
in Fig 21, of a second recording means 1009 for recording
data from the AVHDD 1001 in a second recordir_]g medium 1010,
the second recording medium 1010 and a transmission means
1011forreadingoutthedatarecordedinthesecondrecording
mediumlOlOandfortransmittingittotheAVHDD1001. Here,
as for the archive device 1002, for example, a DVD apparatus
or a D-VHS apparatus correspond to this. In the present
embodiment, a DVD apparatus is used for the description
as an example of the archive device 1002. Accordingly,
a DVD corresponds to an example of the second recording
medium 1010.

Here, the STB 1003 is a means of receiving data from,
for example, a broadcast station so as to oufput the data
o the AVHDD 1001 and of reproducing data from the AVHDD

1001, wherein the reproduced data is displayved on a display

connected to the STB 1003 in the case that it is video data
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24 JUNE 2004 or the reproduced data is outputted froma speaker connected
to the STB 1003 in the case that it is audio data. . Here, tﬁ"gw@d"l and
t he speaker are not shown in the figures. In addition, in the elght
enbodi nent, the AVHDD 1001 is used as an exanple of. the data processing
apparatus and the archive device 1002 is used as an exanple of the
recording and reproduction apparatus according to the present invention,
respectively. In addition, the first recording nediumw thin the storage
means 1006 of the AVHDD 1001 may be a renovable recording nediumor a
st ati onary o1 hbtal ¢pdotysed datadi agutmuited firon hessaake marmene cthel
second recording nmedium 1010 within the archive device 1002 may be a
renovabl e teddreli $EB nked dmior thescasieofhat iinstia lsetiigypdataecoidicrg
medium In addition, the connection between the AVHDD 1001 and the archive
devi ce 100Xhmybeptarraed bhe vbhgader antemicde s haoooride nthe of idlereBEE 1394
standard or nmay be carried out via an interface according to the |DE
standard. O it Imapdodtdari da bhe eighihotheedimeesrtf athe AYVEDOr 100Ae
connection between the AVHDD 1001 and the STB 1003, it may be carried out
via any i ntidr ig@d agern, exhapderdt tbesdattat heoAwIDE 1Y Glpmdathe anchi ve
devi ce 1002 according to the eighth enbodi nent of the present invention
are descriBé® archivedevicel002 isusedas anexampleof the recording

and reproduction apparatus according to the present

invention, respectively.

In addition, the first recording medium within the
storage means 1006 of the AVHDD 1001 may be a removable
recording medium or a stationary-installed-type recerding
medium. In the same manner, the second recording medium
1010 within the archive device 1002 may be a removable
recording medium or a stationary installed-type. recording
medium,

In addition, the connection between the AVHDD 1001
and the archive device 1002 may be carried out via an
interface according to the IEEE 1394 standard or may be
carried out via an interface according to the IDE standard.

Or it may be carried out via another interface. As for
the connection between the AVHDD 1001 and the STB 1003,
it may be carried out via any interface. -

~Next, the operations of the AVHDD 1001 and the archive
device 1002 accordingtotheeighthembodiment of thepresent

invention are described.
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24 JUNE 2004 For convenience of the follow ng description, the recording

capacity of the first recording nediumw thin the storage

the AVHDD 1001 is assumed to be nearing the linmt and ig |m~2"§‘g§@@ on
wherein new data fromthe. STB 1003 cannot be stored unless sone data is
overwitten, or is deleted, while the user has instructed the AVHDD 1001
as well as the archive device 1002 to nove the data within the storage
nmeans 10 0 6 to the second recording nedium 1010 within.the archive device
1002. Here, nove of data neans to nove data recorded in, for exanple, the

first recording ggdi up e RNOLREN oft R@1e SEEDDEWihEC Aedingi pretion
hher m s et hat
the noved data does not remain in the first recording nmediumafter the

move. | n additi.on g 0L, 69pYeR cecé Fhestollawngingesedipii onthihe data
noved front%e AVH 100% to ?Le archive device 1002 ?s enc?&bted by the

encrypti O“tﬁgag% _ Ysd Dgst heoeNsEyphicORVREY SeKi fisc assrhed AvbiDDe 1001
and is recorde inthe first recording nediumw thin the storage neans

1006 by npans ;ofy e Niinsie AEOHA N6 FBANEoHAE 1dm widsl¢inmew. ddeaabove
data that 1's the ©Object noved is copy prohibited data that is prohibited

from bei ng¢eapi a4 0§ TEORYIHIRIMan s Ot BEL is@R Wi lenl Besmevend alanot her

recording apparatus is permtted. Here, the nmpbve neans 1007 reads out the

copy prohi gited, datan Wkchshas1 beeq enernip etharilsert he edersiphionedey
the AVHDD 1001 as well as the archive device 1002 to move.
thedatawithinthe storagemeans 1006 to the secondrecording
medium 1010 within the archive device 1002.

Here, move of data means to move data recorded in,
for example, the first recording medium to another, the
second, recording medium so that the moved data does not
remain in the first recording medium after the move.

In addition, for convenience of the following
descriptibn,thedatamovedfromtheAVHDD1001tothearchive
device 1002 is encrypted by the encryption means 1004 using
theencryptionkeyspecifictothéAVHDD1001andisrecorded
in the first recording medium within the storage means 1006
by means of the first recording means 1005. In addition,
“the abové data that is the object moved is copy prohibited
data that is prohibited from being copied for copvright
protection while the move to another recording apparatus
is permitted.

Here,themovemeans1007readsoutthecopyprohibited

data, which has been encrypted with the encryption key
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24 JUNE 2004 specific to the AVHDD 1001 , fromthe first recordi ng nedi um

within the storage neans 1106 and transnmits it to the archiveyy

i 02.
When the nove neans 1007 transmits (noves) the copy prohibitedggg#ge?%g

such a manner, the nove neans 1007 outputs the copy prohibited data as
data that can be copied only once. Then, in the archive device 1002, the
second recording neans 1009 records the copy prohibited data fromthe
AVHDD 1001 in the second recordi ng nmedium 1010. Here, the data

transferred to the archive device 1002 by the nove mean 0Q% hSdium

transferregpd®i fhe tar chie/aVHSW é@oiooéj-’oa‘s’gﬁ%ﬁ? g (’Z%Eéypt%ed, Wi t hout
bei ng decrypted in the AVHDD 1001. Accordjngly, t.he t ordedikm the
second receyditgn tieds tor2QEON®eEhl 48 E%@%@F&?ﬁaqﬁgg?3§%1009 s copy

prohi bited data that is encrypted by using the rypti  KeY (mBeeishic to
t he AVHDD 10Q0dicdlex0(2a cHben FheedttVd ﬁﬂ@réﬁﬁ%t%%ag%§?§%§eé copi

prohi bited data, which is recorded in the second recordj | B HEL0, s
reproduced;tw§-@@pynprohﬁbgtgﬁwdﬁi%u%ﬂn%%Shd%d?%%négoztﬁg %gﬁgbroﬁided

with a nmeans of decrypting and of reproducin he _engrLypt ¢ -GORMan be
prohi bited data audputmh§h§f@ﬂﬁyiﬁrqglmégggsgﬁ atg%ngﬁégthe data again to
the reproduction neans 1008 of the AVHDD 1001 that can decrypt and

reproduce theptepy oprighidmced data. Therefore, in the case that the
encrypted copy

Then, in the archive device 1002, the second recording
means 1009 records the copy‘prohibited.data from the AVHDD
1001 in the second recording medium 1010. Here, the data
transferred to the archive device 1002 by the move means
1007istransferraitothearchivedevicelOOZ,agremaining
encrypted, without being decrypted in the AVHDD 1001.
Accordingly, the data recorded in the second recording
medium 1010 by the second recording medium 1009 is copy
prohibited data that is encrypted by using the encryption
key specific to the AVHDD 1001. 7

Nextq a case is described wherein the encrypted copy
prohibited data, which is recorded in the secqnd,recording
medium 1010, is reproduced. AS shown in Fig 21 the archive
device 1002 is not.providedﬁwith.a]néans of decrypting'aéd
of reproducing the encrypted copy prohibited data and,
therefore, i1t is necessary to move the data again to the
reproductlon means 1008 of the AVHDD 1001 that can decrypt
and reproduce the copy prqhibited data.

Therefore, in the case that the encrypted copy
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24 JUNE 2004 prohibited data, which is recorded in the second recording :
medi um 1010, is reproduced, the transn ssion neans 1011 read%$?F%Hﬁ?§0?ata
recorded in the second recording nedium 1010, which is trans he
AVHDD 1001 and, then, in. the AVHDD 1001, the reproduction neans 1008
decrypts and reproduces the encrypted copy prohibited data. The decrypted
and reproduced data is outputted at the STB 1003, which is displayed on
the di splay connected to the STB 1003 in the case of video data and is
out putted frqgltggggégglay connﬁéted to the STB 1003 in the case of audio

data. EvenBTPRHR hat VHeSPetBrafRgrestacit ersehendireSPrAdEst di ng
medi um wi thin the ibgrage nmeans 1006 of the AVHDD 1001 has al nost reached
to the |inMeqhEne0d0ove s deRRFPHBE S anfdte tRRNARES SHiGhiTeine $Pddage
means 1006 can be moved to anot her recording nediumw t hoyt deleting the
data by, fdrea%&Mpie, thweakd ﬁw%@eﬁrﬂéﬁﬁ% %W%%t%eC%ﬁgaggt%eg&Wthe
merit that %Qg datﬁ,t ansferred afterward %ﬂg be reprg%yced. I n addition,
even in theEtade YR FUFFHLTEEPe G dring AVEPPt A Ude - r BR&Rdi ng
medi um 1010, ich rr onds, to the archive device 10 is illegally
Copi 00 by 1 1 he auBRE SV THES FRaBy Eer Fhendatd UG et YD Be

r epr oduced Qé%the AVHDD 1001 since th qFta recordgd dn Q§s nedia i s the
dat a encryptEd B§PFRIVESRS YT o fE¥RSed copy prohlbited data.

The decrypted and reproduced data is outbutted at the
STB 1003, which is displayed on the display connected to
the STB 1003 in the case of video data and is outputted
from the display connected té the STB 1003 in the case of
audio data.

Even in the éase that the recording capacity of the
first recording medium Within the storage means 1006 of
the AVHDD 1001 has almost reached to the 1limit in the aboVe
described manner, the data within the storage means 1006
can be moved to another recording medium without deleting
the data by, for example, overwriting or the like the datal
so as to galn the merit that the data transferred afterward
can be reproduced.

In addition, even in the case that media in the same
form as of the second recording medium 1010, which
corresponds to the archive device 1002, is illegally copied
by a large amount and then is delivered, the data can only
be reproduced by the AVHDD 1001 since the data recorded

in this media is the data encrypted by the encryption means
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24 JUNE 2004 1004 of the AVHDD 1001 by using the encryption key specific’

to the AVHDD 1001 and, therefore,. the copy prohibited data i
data of the object for copyright protection can be noved to %ﬁﬂgpﬂgﬁ@f
apparatus, that is to say, the archive device 1002 while protecting the
copyright. Accordingly, a safe data move can be inplenmented. Here, a
plurality of encryption keys specific to the producedAVHDD 1001 differ,
resEegp;vglé. Here, though, in the above described embodi ment,.. the copy
prohibited data is encrypted by the encryption neans .1004 of-the, AYHDD
1001 by usip4 RE sher HUBPENL KLY BRELT T toe (HE AbbPT0bTY TheCdopy
prohibite ata is not limted to the data that is encrypted, by t.h
iggrlypt |hon treihe AYHPD 1EGL é%?prc@,el%\?fd%r%ro %tq%yﬁﬁ%}glgﬁtFﬁedi\%ﬁDD

: , the copy prohibited data encrypted by using the cryptjon. ke t hat
i sdpartl _culr’]félfa@ ﬁlﬁhéhﬁvﬂ@ﬁal(mfl Tag ngle&tor%‘é]a ‘F%p?ﬁégﬁnfr gp?{é%gif&f%g

medi um wi thin the storage neans 1006. |n addjtion, though, in_ the.above
descr |d_bed @ﬁig_ﬁ?ﬁ%‘fidt%aﬁﬁ*ﬁ?eﬁr%ﬁpBFF‘&’P%aghafcsl$ 5809}‘5632(1 the ?ﬁ‘éﬁflivrest
recording nediumMthin the-recordi ngneans 1006 af.ter,_ being encr d b
the encr yptdreb'\hlfﬁ‘éalfﬁoaml,l?%Y%F%Pfrgﬂgoﬁﬁﬁe%ﬂgyf t ray e &6652 d d

between the storage neans 1006 and the ve ns 1007 so that the.co
prohi bi t ed adataf esdafer FITER CBY BS; H@‘lﬁrﬁf%‘“%]ﬁgggpti éﬁrl?efy asp%@ilﬂa Hy %e

AVHDD 1001 at the tinme when it is ved
of encryptionkeys specifr:[% tot yeprrreg Sc%fdﬁx'?ﬁmﬂ‘i"oeo 1@%%%%20,07'

respectively.

Here, though, in the above described embod.iment,..the
copy prohibited data is encrypted by the encryption means
1004 of-the AVHDD 1001 by using the encryption key specific
to the AVHDD 1001, the copy prechibited data is nét limited
to the data that is encrypted by the encryption means 1004.
For example, at a production stage of the AVHDD 1001, the
copy .prohibited data encrypted by using the encryption key
that is particular to the AVHDD 1001 may be recordéd in
the first recording medium within the storage medns 1006.

Tnaddition, though, intheabove described embodiment,
the copy prohibited data is recorded in ti’le first recording
-medium within the-recordincj means 1006 after beingencrypted
by the encryption means 1004, the encryption means 1004
may be provided between the storage means 1006 and the move
means 1007 so that the copy prohibited data is encrypted
by using the encryption key specific to the AVHDD 17001 at

the time when it is moved by means of the move means 1007.
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24 JUNE 2004 In sunmary, the copyprohibited data that is to be transferred
by the nove neans 1007 may be any data that is encrypted by #’fﬂg&ﬁgﬁm
encryption key specific to the AVHDD 1001, at |east, at the

being outputted fromthe AVHDD 1.0.01. In addition, in the present

enbodi ment, the copy prohibited data is data that is allowed to be .
transferred to anot her recordi ng apparatus and that is prohibited from

bei ng copied, wherein the "copy prohibited data" in "Enbodi nents of the

| nventi on"Ji _ ta re e.e.nt "Q1" in 2 bits nmeaning

" prohi bi t iIo’%rHQg{"tlgﬁ’:}rtﬁﬂFc 3‘ ‘gﬂ@tﬂaitfba?éﬁrt&]éﬁtt@ﬂmsféﬁﬁédl n 2
bits neani \ te _cop Ibition." In_addition, the transm ssion
means 101 rF Jggvglea&%ﬂcﬂgﬁ?a%e}%%r?%ddﬁﬁarEhél’teﬂ@eetlmzt?ypytéd may be

repl aced L‘% g %Zjed trﬁnsm %SI on neans, 1015 that transmits the data
recor ded | t cong RelfimSRPD - EnethoHPBHIODILGA1 A speed

N(Nis a |t t,hat ds tinmes.as fast as the

convent i or'taqfiséeéelig' £5° b UG ‘gﬁ ej??lngl AUERE tesk & ramh & e/ AMBOmO1 of
Fig 21 |s | aced with an AVHDD 1012that is further provided with a
buffer as a data storage rreans so t hat the data fromthe high speed
transm SSI on megpls Etf stored the buffer 1014 and,
then, the temporarily tl ﬁ té: ]‘b%se‘?‘ép adément 1 Here epebyuct i on

means 1ooﬁroh1b1ted data is data that is allowed to be transferred
to another recording apparatus axtd ﬁtiat is prohibited from
being copied, wherein the “copy prohibited data” in
“Embodiments of the Invention” irtcludes the data
;representedas“01”in2bitsmeaning“prohibitiondffurther
copying” atld the data represented as “11" in 2 bits meaning
“absolute copy prohibition.”

In addition, the transmission means 1011 in the above
embodiment described in.referenc:-: to Fig 21 may be repltaced
with a high speed transmission meahs 1015 that transmitsr

.the data recopded in the second recording medium 1010 to
the AVHDD 1001 at a speed N (N is a positive number that
exceeds 1) times as fast 'as the conventional speed as shown |
inFig 22. Inthiscasé, the AVHDD 1001 of Fig 2l is replaced
with an AVHDD 1012 that is further provided with a buffer
1014 as a data storage means so that the data from the high
| speed transmission means 1015 is temporarily stored itt t:he
buffer 1014 and, then, the temporarily stdreci data can be

reproduced in the reproduction meéns 1008.
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24 JUNE 2004 Thus the nmerit is gained that a data transfer is carried out

fromthe archive device 1013 to the AVHDD 1012 at the speed BURE?zgﬁh
fast as the standard (high speed) and the data can be nornmalTy reproduced
in the AVHDD 1012. Here, the buffer 1014 may be provided within the
storage neans 1006.. In addition, "the speed Ntines as fast as the
conventional speed" neans a speed faster than the data reproduction speed
that is required when the reproduction means 1008 reproduces data that is
viewed and listened to by the user. Here, though, in the exanple described

in reference torthigth2meribiighgapaed dhHananissd er simansr 1815 +51 pFovi ded
with the archive device 1013 so that data is transferred fromthe archive

devi ce 10t ofttm #iveDixrdRiZeatieviesnodd th e BsHIBST088 4Pethe
conventional speed (high speed) , the nove nmeans 1007 of the AVHDD may be

repl aced. spéddan Hijghes spedthsDees mhans tahdard Nthidie slstad) ahlierigachive
device at the speed N (N is a positive nunber that exceeds 1) tines.-

as-fast asldte coneatricnelpecdprbtuchids i8ashe AVHDD 1UEf er aflg t 0
provide a buffer that tenporarily stores data in the archive device.. In

the case titad bufifgh $ptedmagvbe pravddes] privhigdthe bheAYDRddhsuch a
manner, there is the nerit that the data nove can be carried out fromthe

AVHDD to tife0 G clivead@ittonf,or thes hppdedeni tmefs tddBFastNaadghki on, in
t he bel ow descri bed AVHDD i n Enbodi nment _
conventional speed” means a speed faster than the data
" reproduction speed that is requireci ﬁhen the reproduction
means 31008 reproduces déta that is viewed and- listened to
by the user.
Here, though, in the example described in reference
‘to Fit_:j 22, a high speed transmission means 1015 is provided
with the archive device 1013 so that data is ﬁransferred
from the archive device 1013 to the AVHDD 1012 at the speed
N time as fast as the conventiénal speed (high speed), the _
move means 1007 of the AVHDD may be replaced with a high
speed move means of moving the data to the archive device
at the speed N (N is a positive number that exceeds 1) times-
as -farst as the conventional spegd. In this case, it is
preferable to provide a buffer that temporarily stores data
in the'arcilive device. In the case that a high speed move
‘means is provided in the AVHDD in such a manner, there is
the {nerit that the data move can be carried out from the
AVHDD to the archive device for a short period of time.

In addition, in the below described AVHDD in Embodiment
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24 JUNE 2004 9, effects are gained that a data nove can be carried out for
a short period of tine in the case that a high speed nove ne | j ded
in place of the nove neans. In addition, though in the abovea%]"?e‘sjlc‘mlzgﬁe@d4
enbodi nent, the archive device 1002 is not provided with a neans of
decryption and of reproducing the encrypted data by using the encryption
key specific to the AVHDD 1001, the archive device 1002 nay be repl aced
with an archive device 1016 that is provided with a decryption and
reproduction nmeans 1017 for decrypting and reproducing the encrypted data
by using phe.eperypt hoe ke raBaHa€ 4 ddte MiHDREADUe asa 6h088 ond Fig 23
so that the encrypted data may be decrypted and reproduced by using the

encrypt i ongkpyaSgReifd perd ddeoAVHDRe 180thienchbe ahelt e Hiayh cdO36
wi thout a data transm ssion to the AVHDD 1001 ; In the case that the

encrypt ed fgha geanke depyPvedeandr grosticef bhicumbre whearencryption key
specific to the AVHDD 1001 in the archive device 1016 in the above nanner,

the problemis sphyadititiain | BRoaithi N @ hdeybeee HQimitse d bebodividix: 1001
must be connected to each other only for reproducing the data. Here, the

encrypt i onckeyagpRGhid Gldwi¢8e1¥EDRs1 bl hesoiRednetebsadr yndanorsier for
the decryption and reproduction means 1017 of the archive device 1016 to
decrypt afdcfoptadicanidie repepypidet tag aclbGndhgpeddrdatarby Goiig

the encryption key specific to the AVHDD 1001, the archive

" device 1002 may be replaced witﬁ an archive device 1016

that is provided with a decryption and re_prdduction means

1017 for decrypting and reproducing the encrypted data by-

using the encryption key specific to the AVHDD 1001 as shown

in Fig 23 so that the encrypted data may be decrypted and

reproduced by using the encryptionkey ;pecif i;: to i:he AVHDD

1001 in the archive device 1616 without a data transmission

£o the AVHDD 1001. |

.In the case that the encrypted data can be decrypted

arnd reproduced by using the encryption key specific to the

AVHDD 1001 in the archive device 1016 in the above manner,

the problem is solved that the archive device 1002 and the

AVHDD 1001 must be connected to each other only for

reproducing the déta.

Here, the encryption key specific to the AVHDD 1001
becomes necessary in order for the decryption and |

reprodﬁctionmeans 1017 of thearchivedevice 1016 todecrypt

and reproduce the encrypted data and, therefore, an IC card
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24 JUNE 2004 slot may be provided in advance in the archive device 1016
s-o that in the case that the I1C card 1018 wherein the encrygji

specific to the AVHDD 1001 is recorded is inserted to the Ic,ﬂégral(ijués(?%?tlas
shown in Fig 23 , the decryption and reproduction neans 1017 acquires the
encryption key specific to the AVHDD 1001 fromthe IC card 1018 so as to
decrypt and reproduce the encrypted data by using this encryption key. In
addition, in the case that the IC card 1018 is used, 1in addition to the
decryption and reproduction nmeans 1017, a key reproduction nmeans of

reproduci ng e G 871 §A3 i bR pEAXLe e HiRRLbi gy deu e0afole.

I n addition, ry neans of storing the encryption key specific to

the AVHDD 1001, f1om: the.)C Cacd 1018 B be: REovided 1o hidieo o5 Chiee devi ce

1016. In the case y nenory means 1s provided in the archive

devi ce 101%11&_@@3??31 dﬁzgg{gg,r%cei%@ probhemgampe cavoided 4 hakqkhe 1kC card

1018 nust be card sl ot whenever the encrypted data

e g ¢ : . : i fie to th
IS aecryp q}%%@%ﬁr%ogg@ggﬁssgr Vo 145+ 3G $ASwRNRG ¥PEION KBY dei%&i%ftﬁh@n 0 the

AVHDD 1001 I'n the secon recordi ng medi um Here, as

for the key fgcordedqbie idie ACA68T 404018 0q SEGT ehekencith e pHbkE key

can be conbi ne n order to prevent the | eakage of the key. In addition,

though, in boyerdeshbl Rieh 1101 ASGHYPLE ONcang-aepnodushi g wRans

1017 ach|F§%§%ﬁe -
decrypt and reproduce the encrypted data by using this
encryption key.

In addition, in the case that the IC card 1018 is used,

in addition to the decryption and reproduction means 1017,
a key reproduction means of reproducing the IC card 1018
may be provided in the archive device 1016. In addition,
a key memory means of storing the encryption key specific
to the AVHDD 1001 from the IC card 1018 may be provided
in the archive device 1016. In the case that a key memory
meansisprovidedinfhearchivedevice1016insuchananner,
the problem can be avoi&ed that the IC card 1018 must be
inserted into the IC card slot whenever the encrypted data
is decrypted.and.is.reproducedknrusihg'the encryption key
specific to the AVHDD 1001 that is recorded in the second
recording medium 1010. Here, as for the key recorded in
the ICcard 1018, a secret keyandapublic key canbe combined
in order to prevent the leakage of the key.

In addition, though, in the above description, the

decryption and reproduction means 1017 acquires the
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24 JUNE 2004 encryption key specific to the AVHDD 1001 directly or

indirectly fromthe I1C card 1018, the decryption and reprod
101.7 may acquire the encryption key from a key disk or a kgéiég@ﬁgﬁﬁg? in

pl ace of the I1C card 1018, wherein the encryption key specific to the
AVHDD 1001 is recorded or hidden. Here, the encryption key specific to
the AVHDD 1001 maybe recorded in the second recording nmedium 1010. In this
case, the IC card 1018, the key disk and the key cassette becone
unnecessary. In addition, instead of using the IC card 1018, the key disk

or-the key tfondK L FEANSE WHANGTRED €00nYRid S8ckey specific
to the AVHS%&%%@% ?gnpr%§?3§ﬁg§% the AVHDD 1001 and a neans ofyreceiving

the encryptiom keye1(r eRckneVHED 100k in:ps ovided bl tyier asshima device
1016 so that the decryption and reproduction neans 1017 decrypts and

r epr oduces I 1 ! i . In
i i on O e B B e e b 0oL

uncondi 1 onali, BIUES ke RBgryBLeddala il B1ERe erobhuerdenica 1008 as

shown in Fig as shown 1| 4, t'he second recording nedium 1010 of

the archi Y él'iﬁetﬁﬁ%nﬁirgr_p%ﬁié@yk@f égel:a%% wid heidengeopndonecardi ng

medi um 102 erein the certification information that indicates the

[ocording é&g@g@g&gg@g@é%&g t fethe AWPRNHOAS:isnrREQr d8dcandc ab the
the AVHDD 1001 may be recorded in the second recordingmedium
1010. 1In this case, the IC card 1018, the key disk and
the key cassette become unnecessary.

In addition, instead of using the IC card 1018, the
key disk or the key cassette, a means of transmitting'the
encryption key specific to the AVHDD 1001 is provided in
the AVHDD 1001 and a means of receiving the encryption key
from the AVHDD 1001 is provided in the archive device 1016
so that the decryption and reproductionmeans 1017 decrypts
and reproduces the encrypted data by using the transmitted
encryption key. ‘

Inaddition, though in the above describedembodiment,
the AVHDD 1001 unconditionally moves the encrypted data
to the archive device 1002 as.shown in Fig 21, as shown
in Fig 24, the second recording medium 1010 of the archive
device 2 of Fig 21 may be replaced with the second recording
medium 1021 wherein the certification information that

indicates the recording medium corresponding to the AVHDD

1019 is recorded and, at the same time, the AVHDD 1001 may
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24 JUNE 2004 be replaced with the AVHDD 1019 wherein a judgnment neans 1020
for judgi ng whether or not the second recordi ng medium 1021 %@Jﬁmﬁiﬁﬁgging
medi um corresponding to the AVHDD 1019 is provided so that t ns
1007 noves data from the AVHDD 1019 to the archive device 1002 only in the
case that the j udgnment neans 1020 judges that the second recording
medi um 1021 is the recording nmedium corresponding to the AVHDD 1019. Here,
t he judgnent neans 1020 judges that the second recording nmedium 1021 is

th di di . di AVHDD 1019 i,n th that th
Corti 11 cat Fon 2 TaL P RaL P S e+ 0EenehSEad & dUsidi g narda 1001
d j udges .t he . d di di.um 1021 d t d t
The AVHDD T00 (0% HE o PRAC o OT0BPE TRE i GROR DT vRAL O Tetng
ded. | diti the. . d ; dj dium 1021 i
Cor i 11 cat OIS Ao PrREEG 10 SRO UG8 it BePaotraie ot thR, ERAPRe! JaPor of

the surface differs ., fromt col

uherein the S TTEERE OF {TIOr rEEPORTE MSEH o) A0ATPY o6t GUFtE obzom
't or mat i ot /1% VR0 AL § o CHE PGCbt B NV BRI BRpAnGRGPn prEhe Case
e um wher QI RE  RePRrPE I bn IPATor HaPF ol PO SeanFd SF TEa6RH ng
medi um medium 1021 is the recording medium Eorresponding to the
AVHDD 1019.

Here, the judgment means 1020 judges that the second
recordingmediumlOZiistherecordingmediumcorreéponding
to the AVHDD 1019 in the case that the certification
informatiénisrecord@iinthesecondrecordingmedium1021
and judges that the second recording medium 1021 does not
correspond to the AVHDD 1019 in the case that the
certification information is not recorded.

In addition, the second recordingmedium 1021 wherein
the certification information is recorded may be a disk
of which the color of the surface differs from the color
of the surface of the recording medium, wherein the
certification information is not recorded in order to
distinguish the second recording medium wherein the
certification information is recorded from the:recording
medium wherein the certification information is not

recorded and, moreover, the recording medium wherein the

certificationinformation is recordedis arecordingmedium
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24 JUNE 2004 for copyright protected information and, therefore, may
. nor. e expensive by a predeterm ned anount than the recordi Tr@ﬁlgﬂ
wherein the -certification. information is not recorded. The 94ety,
or a portion of, the difference between the recording nedi um wherei.n the
certification information is recorded and the. recor di ng medi um wherein
the certification information is not recorded nay be returned to the
copyright holder, which naybe an -individual or an organization. Here,
i nst eadof the configuration wherein in the case that-the second recording
medi um 102: L is a recording medium corresponding to the AVHDD 1019 data is
transferred fromg,t.hg, 0] archive device 1002, in the case
that the archive ge(\??@gy%% é ’g"é%c’%%‘% a@&PPe%B@nd‘FlﬁngE@ItehemAYHDD
- 1019 data may be fromthe HDD 1019, t o the archive device 1002, In
this case, the A {?EDD% ‘.[813“?%“%?%&? &t RAqds termdngRentowdas arh dthej udges
whet her or not vice 1002.is an parat us_that. corresponds.
to the AVHDD 1015‘58?‘?81@@ ‘%/e%i?%m‘ b(ﬁ%’ﬁ Janr?’r'&’ﬁaﬁ%ﬁ Cadgpar br feridmylia fee
i mposing ability at,l ea t he. move of the copy prohibited
data is confir rreag?n{;%ég%:@%%ect ?‘Fh‘énﬁH%WaéE? a Peri#PRhcAVHEE: 1001
,sfer means 1007 of the

and the archive 0 C t,he tra
AVHDD 1001- nay tégg%%%rg@%ﬁ%ﬂ%o%yq%%o%eﬁpfgangdf' W thergienftle devi ce

1002. Here, an gertification information is recorded and the recording

mediun wherein the certification information is not
tecorded may be returned to the copyright holder, which
meiy'.be an individual or an organization.

Here, insteadof the confiqguration wherein inthe case
that the second recording medium 1021 is a reéording medium
corresponding _to the AVHDD 1019 data is tx:a;nsferred from
15he AVHDD 1019 to the archive device 1002, in the case that
the arc.hive device 1002 is an apparatus correspondix;g to

. the AVHDD 1019 data may be moved from the AVHDD 1019 to
the archive device 1002, In this case, the AVADD 1019 is
‘provided with a judgment means that Judges wlhethér or not -
the archive device 1002 is an apparatus that. corresponds
to the BVHDD 1019, -

In addltlon when a. management apparatus hav.mg a fee
1mpos:Lng abillty concerning, at least, the move of the copy

prohlblted data is confirmed tobe chnnected to the interface’

to which AVHDD 1001 and the ar'chWe de\nce 1002 are connected
the transfer means 1007 of the AVHDD 1001 may transfer the
copy prohibited data to the archive device 1002. Here, an
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24 JUNE 2004 STB can be cited as an exanpl e of the managenent appar at us.

In addition, in the above descri bed enbodi nent the copy prOhif4t9ﬂlEtj%6@4i S
noved fromthe AVHDD to the archive device. That is to say, a #er e copy

prohibited data is noved to the archive device, the copy prohibited data
is deleted fromthe AVHDD. However, a case maybe considered wherein the
copy prohibited data cannot be-processed in the archive device and,
therefore, in some cases it is preferable that the copy prohibited data be
allowed to remain in the AVHDD as. a backup. In this case, when the nove
means 1007 SifB egnhbef ctihed AvYHDDsxamphe abdve tegerddresn brajapi i il s -s
replaced with a copy neans of copying the copy prohibited data in the
archi ve device, tihe adpytponhi hint ethedatoves deansibrdeemnhad ihengr thieve
device and, at the sane tine, the copy prohibited data can be stored as a
backup wi t higp¥ her AVHBDtegslodasat Ds prayded e ndre thee AVREIHE L hheharebgy e
prohibited data stored in the AVHDD as a backup can be.utilized even in
the case thgdvibe.copiapr dld bid eslavat afdee rndie abbpyt prashilpibedsseda n t he
archive device. Here, as one exanple of the configuration of the AVHDD
that is praovédesivatt hoatbepproddnss daégies, shbes comy gasdhilpheed fAatige
AVHDD 1001 that is provided with a nove means 1007, shown in F[g 21, is
repl aced wiiddehe tAHPDoiORie BVADD i s Hywevded aveheanappy ¢eansdersst
instead of the nove neans ' )

"~ wherein the copy prohibited data cannot be processed in
the archive device and, therefore, in some cases it is
preferablethatthecopyprohibiteddatabeallowedtoremain
in the AVHDD as a backup.

In this case, when the move means 1007 of each of the
AVHDDs in the above described embodiment is replaced with
.a copy means of copying the copy prohibited data in the
archive device, the copy prohibited data 1s transmitted
to the archive device and, at the same time, the copy
prohibited data can be stored as a backup within the AVHDD
so as to produce the merit wherein the copy prohibited data
stored in the AVHDD as a backup can be utilized even in
the case that the copy prohibited data are not_able to be
processed in the archive device.

Here, as one example of the configuration of the AVHDD

-~ that is provided with a copy means, Fig 28 shows the case
wherein the AVHDD 1001 that is provided with a move means
1007, shown in Fig 21, is replaced with the AVHDD 1081 that

is provided with a copy means 1080 instead of the move means
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24 JUNE 2004 1007. (Ninth Enbodi nent) Next, the configurations of an AVHDD

1022 and an archive device 1023 according to the ninth enbodj he
present invention are described. Fig 25 shows a bl ock di agra%dg?[]“%i%%w
1022 and the archive device 1023 according to ninth enbodi nent of the
present invention. Here, for conveni ence of description, Fig 25 al so shows
the, STB 1003 in the sane manner as in Fig 21 of the above descri bed

ei ght h enbodi rent _ Now, the AVHDD 1022 according to the ninth enbodi nent
of the present invention is formed, as shown in Fig 25, of a third
recordi ng ye@ns 1024 of recording data fromthe STB 1003 in a recording
medi um wi thin a storage neans 1025, the storage neans 1025 for storing

data, a decryptiQiiERmBmb84d6:deeit)converting data stored in the storage
means 1025 into a plain sentence and a nove neans 1027 for noving the data

that is convert ekl OtRe PbBNF i ARHENGEs DY FMBANSVAIDE NEg SI8CLY AL gp means
1026 and that is stored in the storage neans 1025 into the archive device

1023. An a1 ¥eelgui§ 81993 36Ut dnd Ocd hen 8i Rt Atne BheddBtL Ofo ke

present invention is fornmed of, as shown in Fig 25, an encryption neans
1028 for ed ypEbBantha sl i dh 08 EhaeA¥HRB D22 by using the encryption

key specific
Fig 25 shows a block diagram of the AVHDD 1022 and
the archive device 1023 according to ninth embodiment of
the presént invention. Here, for éonvenience of
desciiption, Fig 25 also shows the STB 1003 iﬁ the séme
mannarasinFigZlbftheabovedescribedeighthembodiment-

Now, the AVHDD 1022 according to the ninth embodiment
of the‘ present invention is formed, as shown in Fig 25,
éf a third recording means 1024 of recording data from the
STB 1003 in a recordiﬁg medium within a storage means 1025,
the storage means 1025 for storing data, a qecry.ﬁtion

means 1026 for converting data stored in ‘Ehe

storage means 1025 into a plain sentence and a move means
1027 for moving the data that is converted into a plain
sentence by means of theﬁecrfption ' . means
1026 and that is stored in the storége means 1025 into the
archive device 1023. |

An archive device 1023 according to the niﬁth
embodiment of the present invention is formed of , as shown

“in Fig 25, an encryption means 1028 for encrypting the data

from the AVHDD 1022 by using the encryption key specific
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24 JUNE 2004 to the archive device 1023, a fourth recordlng means 1029 for

recordi ng the data encrypted by the encryption neans 1028 i B
recordi ng medi um 1030, the third recording nedium 1030 and Qng P%%gQQ?on

means 1031 for decrypting and reproducing the data recorded in the third
recording mnmedium 1030 by using the encryption key specific to the archive
devi ce 1023. Here, as for the archive device 1023, for exanple, a DVD
apparatus or a D-VHS apparatus correspond to this. A DVD apparatus is used

as an examplp BLEDI (evsdevh 931023:30d 4 YD | sayised g an; gearp! e

of the th|r reco I ng ne um d fhe present & ition,

\" I f the d
pr ocossi ng AApaTal Ge TGP RS H??s%%?c%ét%?‘iﬁﬁn %Q%Haff%??tleﬂﬁe@t 4551023

processi ng “appar a

i s used aﬁﬁﬁﬂf %npggrgfrgﬁ%rQEEQ |10; @9, ¢ 8P |on a;%%glhﬁ%ans

respective dition e rec Ing nmedi um W

1025 of the QD 1023 gRx Be aptamwab] nrrﬁggﬁghl 1”%"6 ugaeeacr Wejﬁalggo

stati onary I nst ype recoraing ne recor

wthin the fehigeeodeus e THes JBY, Be-a,FSURVAR! €1 e%%fldreo? TEAL U BT

be a statlonary i'ns type Tecordi ng medi um in the s

addi tion, g% f§§boﬁyb%§%ﬁ§'{$§C§M§QQ§¥¥%% ﬁ@? %B%Eyfiévgod%%gce

1023 may be fected Vi a any i
arch1vedev1ce1023. Here, as for the archive device 1023,

for example, a DVD apparatus or a D-VHS apparatus correspond
Vtothis. ADVD apparatus isusedas an example of thearchive
~device 1023 and a DVD is used as an example of the third
recording medium 1030 in the present embodiment.

In addition, in the ninth embodiment an AVHDD 1022.
is used as one example of the data processing apparatus
of the present invention and an archive device 1023 is used
asoneexampleoftherecordingandreproductionapparatus,
respectively.

In addition, the recordingrnediunlwithin.tﬁe storage
means 1025 of the AVHDD 1022 may be a removable recording
medium or may be a stationéry installed-type recording
medium. A third recorded medium 1030 within the archive
device 1023 may be a removable recorded medium or may be
a stationary installed-type recording medium in the same
manner.

In addition, the connection between the AVHDD 1022

and the archivedevice 1023 may be effected via any interface
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24 JUNE 2004 in the sanme manner as in the eighth enbodi nent described in
reference.to Fig 21. Next, the operations of the AVHDD 22 andyj heynit SHhY €
device 23 according to the ninth enbodi mrent of the present invention are
described. It is assunmed that the user directs the AVHDD 1022 and the
archive device 1023 to transfer data within the storage neans 1025 to the
third recorded nedium 1030 within the archive device 1023. Here, the nove
of data neans, as described in the eighth enbodi nent, that, for exanple,

the data recorded in the first recording nmediumis noved into another, the
second recdr &ﬁ‘r?g SAE PARRCTnaf tReThsyedohddt eidvedimentr desicr ibed he

first recqrding nediumafter, the nove. In addition, for the convenience of
the descr Pt FSFEHEROH, tPhEigat& that is the object noved is copy

prohi bited datg t hat 'bs all oned to be noved to another recording
appar atus and i S€fionthe eRefpdhans ff dhs AYERR 220ppd the apebtiset i on and

S recordsd I,n tgs recorﬁg{i_“ng medi umw, thin the storage neans 1025 byneans
of the thPPYLCE 6P0RAGOREdNEMto16D nipth embodiment o€ thederegphiton neans
1026 converts data stored in the storage nmeans 1025 into plain sentences
while a nmt¥e RPT PeSH5188% the copy prohibited data of a plain

sentence from tfg Jr.gcgrsg{lgl%réquh%n% the user directs the AVHDD 1022
and the archive device 1023 to transfer data within the
storage means 1025 to the third recofcied medium 1030 within
the archive dévice 1023. Here, the move of data means,,
as described in the eighth embodiment, that, for example,
the data recorded in the first recording medium is moved
into another, the second recording medium so that the mo.ved
data does not remain in the first recording medium after
the move.

In addition, for the convenience of the description
below, the data that is the object moved is copy pfohibited
data that is allowed to be moved to another recording
apparatus and is prohj:bited frombeing copied for copyright
protection and is recorded in the recording medium within
the storagemeans 1025 by means of the third recording medium
1024,

Here, at thisrtime, a decryption means
1026 copverts data stored in the storage means 1025 into
plain sentences while a move'means 1027 reads out the cofpy

prohibiteddataofaplain sentence fromthe recordingmedium
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24 JUNE 2004 within the storage means 1025 and transmits it to the archive

device 1023. In such a manner when the nove neans 1027 transglh Pﬁ%?§ﬁ¢)
.the copy prohibited data, the nove nmeans 1027 outputs the copy 9 d
data only once as data of which copying is allowable. Then, in the archive
devi ce 1023, the encryption neans 1028 encrypts the data fromthe AVHDD
1022 by using the encryption key specific to the archive device 1023 and
the fourth recording means 1029 records the data that is encrypted by the

encryption nmeans 1028 in the thirdr rdi medi,ym 1030, re, {he data

i s treat edVadhdopyhsr e bREENCYRE S @gﬁﬁéqgfﬂﬁsmgﬁ Hg'aciostl ﬁp%]f?%agteo t he
archive device 1023 or at_the tinme when it is recorded in the thi£927
recordi ng @i 1036 HEPe SUGThRAMMRRPRER ﬁ%%?i ThBOUFalsie%i on“pat h of

the data fromthe AVHDD 1022 to the archive, devic 023, ,my be, for
exanpl e, pﬁéﬁ@%ﬁ@%ﬁﬁy‘W%EGEWCﬁbeN%%?¥'QF%%%Bli?dH§§%?VbEHeWﬁ8V8ﬁHe?H5

encrypted cop prohi bited data that js.recorded in the third recgording
medi um 1036 0% rapkpaieedisy G NGPER l@ﬁﬁ%énﬁ%ﬁakBVlnﬂﬂﬁﬁ?i%stgagﬁe

archive device 1023. In this _casel t he  .reproduction neans 1031 reproduces
copy prohi Bift ¢ Bk acoP¥ddels i 2t A¥3PHSd recording medi um 1030 by usi ng

Lhe  encryption key speci fic Lo the, AN S109Y Bnk%er FhRGE- HEafich ve

1028 encrypts the data from the AVHDD 1022 by using the
encryption key specific to the archive device 1023 and the
fourth recording means 1029 records the data that is
encryptedbytheencryptionmeans1028inthethirdrecording
mediﬁn&lOBO.A Here, the data is treated as copy prohibited
data at the time when it is inputted to the archive device
1023oreﬁ:thetimewhenji:isrecordedjj{thethirdrecording
medium 1030.

Here, transmission data in the transmission path of
the data from the AVHDD 1022 to the archive device 1023
may be, for example, protected by the DTCP.

Next, a case is described wherein the encrypted copy
prohibited data that is recorded in the third ;ecording
medium 1030 is reproduced by using the encryption key
specific to the archive device 1023. In this case, the
reproduction means 1031 reproduces copy prohibited data
recorded in the third recording medium 1030 by using the
encryption key specific to the archive device 1023.

Since the archive device 1023 encrypts and records
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24 JUNE 200.4 data by using the encryption key specific to the archive
device 1023 in the above manner, there is the nerit that the g?@%gggéded
in the archive device 1023 can be reproduced. Here, though in

descri bed enmbodi nent the encryption neans 1028 of the archive device 1023
encrypts the copy prohibited data fromthe AVHDD 1022 by using the
“encryption key specific to the archive device 1023, in the case that the
encryption key is recorded in the third recordi ngnmedi um 1030, the

enCFYDt'O”EF }%?%?5f§§p§ﬂ8r¥ &QpNeQVQ?bE&E%% 43} aHd oméhevAVHDD

1022 by us oAy encr I'on ecor ded he third recordi ng nmedi um

1030. In thls cas he I €RLO £@€Q§ 103% reg&pQgﬁggnéf@t €RRY
proh|bltedQ%u%F%yf%%?ngntﬁg e%g%b§$P% ey th atrfg recordedin the third

recording TRAl WLI30 L AN 1) O oL QOUIN G §0618B048 2desei e

enbodi nent a ane rom-t 1022 to the archive device 1023
is plain seg;e q& aja, the noved data may be the data encrypted by using
t he encryptlé% ey Specific to the archive device 1023 or nay be the data

encrypted by theg%@:cer yp&ﬂ(?%ghkgﬁeﬁzﬁ%t A FE e deibRat BaddH rifeA€Cconei ng

medi um 1030 in e case encryption key is recorded in the third

recording Tedl i 4080 mbAoLh®4A8¢: Lhea Ut 0R2 I pIowS dadbrybhst he

encryptlon nea encrypting the copy prohibited data
the copy prohibited data from the AVHDD 1022 by using the
encryption key specific to the archive device 1023, in the
case that the encryption key is recorded in the third
reCordingmediumlOBO,theencryptionmeans1028mayencrypt
the copy prohibited data from the AVHDD 1022 by using the
encryption key recorded in the third recording medium 1030.
In this casé, the reproduction means 1031 reproduces the
copy prohibited data by using the encryption‘key that is
recorded in the thifd recording medium 1030.

In addition, though in the above described embodiment

the data moved from the AVHDD 1022 to the archive device
1023 is plain sentence data, the moved data may be the data
encryptedbyusingtbeencryptionkeyspecifictothearchive
device 1023 or may be the data encrypted by the encryption
key that is recorded in the third recording medium 1030
in the case that the encryption key is recorded in the third
recording medium 1030.

In this case, the AVHDD 1022 is provided with the

encryption means of encrypting the copy prohibited data
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24 JUNE 2004 by using the encryption key specific to the archive device

1023 or by using the encryption key recorded in the third re Eﬁﬂhﬂgzﬂﬁfium
1030. In addition, the AVHDD 1022 is provided with a means of acqurrrng
the encryption key specific to the archive device 1023 fromthe archive
device 1023 and a neans of acquiring the encryption key described in the
third recording nmedium 1030 fromthe archive device 1023. Here, the
encryption nmeans 28 becones unnecessary in the archive device 1023. In

-addition, e,dgl %\ée@nfc&gfﬁﬁf@n%&mﬁ@@ﬂ@ té henarahilvevdedévecz023

may be data“in a format used’in the archive device 1023. In this case, the

AVHDD 1022 4Gay Qd ded ¥hé hedcf opFRloIC QRME S i dBansn t tlag thiverts
t he transfé?red af&rinto data in a ?grnat for the archive device 1023. In

addi tion, when, dai Agl febaear deshwi thin atie tsidr AgenaeARADL0ZDI® Lhe AVHOD
1022, the data may be recorded in a format used in the archive device

1023. I n addit.i a%; §eser ighed, ik notthe gjught ingnbndi eerirypticef kegnce to
Fig 24, thgggﬁiﬁgF?oziq?g providedowjtﬁﬁia J d%gnent means of |

udgi nguhet hato of ¢ ot4 e d BirtdrRCaeding. 10ed EFck08el arabi seandirigemedi um
correspondinig to the AVHDD 1022 so that the nove neans 1027 may nove the

copy prohihiged fdatanthals bs hBgpliaiih§emereesrtibatkés dascypbed to
the archive device 1023 in the case that the third recording medium 1030
i's judged 1% l%?leat'he.ﬁ:q{ @é@ﬂ)ﬂ@ﬂﬂl@rﬂl@@iﬁﬂsp@ﬂdiﬂgom the archive device
1023. Here, the encryption means 28 becomes unnecessary
in the archive device 1023.

In addition, the data moved from the AVHDD 1022 to
the archive device 1023 may be data in a format used in
the archive device 1023. In this case, the AVHDD 1022 can
be provided with a format conversion means that coﬁverts
the transferred data into data in a format for the axchive
device 1023. In addition, when data is recorded within
the storage means 1025 in the AVHDD 1022, the data may be
recorded in a format used in the archive device 1023.

In addition, as described in the eighth embodiment
in reference to Fig 24, the AVHDD 1022 is provided with
ajudgmentmeansofjudgingwhethérornotthethirdrecording
medium 1030 is a recording medium corresponding to the AVHDD
1022 so that the move means 1027 may move the copy prohibited

- data that is in plain sentences or that is encrypted to

the archive device 1023 in the case that the third recording

mediumlOSOisjudgedtobee&recordingmediumcorreéponding
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24 JUNE 2004 to the AVHDD 1022 according to the above judgnent neans.

Here, in the case that a key is attached to the third recordi% Jg@@%gﬁ¢&030
that shows that the third recording nedium 1030 is a recordi @
corresponding to the AVHDD. 1022, the judgnment neans provided in the AVHDD
1022 may judge whether or not the third recording nedium 1030 is a
recordi ng medi um corresponding to the AVHDD 1022 by wutilizing the key that
is attached to the third recording nedium 1030. In addition, instead of

the confi gyAtiod AReHsi Nodat acdMmVEin§ €31 thedapbeby ydifigdme mbehBer or
not the third recording nmedium 1030 is a recordi ng nedi um correspondi ng

"to the AVHDD 1022, datia) thanshele MRMRECREY €6 Qutableldudsi 8He vhether or
not the archive device 1023 is an apparatus corresponding to the AVHDD

1022. 1N t Bk SR EnqAYERR 402330 $hBHOWNSRM Wit aHddeient reassdl hat

j udges whether or not the archive device 1023 is an appar at us

cor respondipfagy 1 (4R 100138 A¥HDPLO32 BNG nlctB 1P e riRaiso d@2AgNey tERVEVHDS copy

prohi bited data that is of plain sentence or that is encrypted to the

archive dediee 1028 Jubigtasanthat bhevarddd ven drui a@HEI31 032 mdged to
be an apparatus correSponding to the AVHDD 1022 according to above

j udgnent maaﬁﬁ;ze Hek8thich e faserhbBatntihel aradd veidgvineelilir3l has ia key
that shows"that the archive device is an apparatus corresponding to the
AVHDD 10224 thesd HdgRgNimeBAle #62¥bEpdnding to the AVHDD 1022 by
utilizing the key that is attached to the third recording
medium 1030.
Iﬂaddition,insteadoftheconfigurationwhereindata
" move is carried out by judging whether or not the_third
recording medium 1030 is a recording medium corresponding
totheAVHDDlQZZ,datatransfermaybecarriedoutbyjudging
whether or not the archive device-1023 is an apparatus
corresponding to the AVHDD 1022. In ﬁhis case, AVHDD 1022
is provided with a judgment means that judges whether or
not the archive device 1023 is an apparétus corresponding
to the AVHDD 1022 and the move means 1027 may move the copy
prohibiteddatathatisofplainsentenceorthatisencrypted
to the archive device 1023 in the case that the archive
device 1023 is judged to be an apparatus corresponding to
the AVHDD 1022 according to above judgment means.
Here, in the case that the archive device 1023 has

a key that shows that the archive device 1s an apparatus

corresponding to the AVHDD 1022, the judgment means provided
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24 JUNE 2004 in the AVHDD 1022 may utilize the key that the archive device
1023 has so as to judge whether or not the archive device 10§§ A

apparatus corresponding to the AVHDD 1022. In addition, when a %%ﬂﬁ%gﬂgﬁt
apparatus that has a fee inposing ability concerning the nove of , at

| east, copy prohibited data is confirnedto be connected to the interface

to which the AVHDD 1022 and the archive device 1023 are connected, the
nove nmeans 1027 of the AVHDD 1022 may transfer the copy prohibited data to

e oot v et oS B0 hur 518 ORI Shienp rcmxomml e, shel e
oo | npos: GO0 DA b EHI R HGSERE” HovEoSr el A50 8 hanagenent
P e ed 1 0aA 1T BBPRRGR (i STBTTOBSTIE b R S eanelal | uBos g
o0 i inteorated can he ised acean SHATRLEy Rl b ERRgeopl  conar g e,
o R AR AR T RS BTt gt Lhsion)
B e Lt P s
therefore,ég1wcac C%ﬁgsﬂdﬂﬂﬁ fﬁf&eéggl%ﬂé)archive device 1023 are
connected,themovemeans1027oftheAVHDD1022maytransfer
thecopy;mohibiteddata1x)thearchivedevice1023. Here,
anSTBcanbecitedasanexampleofthemanagementapparatus.

In addition, the AVHDD in the eighth embodiment and
the AVHDD 2 may, respectively, be provided with a means
of transmitting fee imposition information concerning the
move of déta.to a management apparatus for managing each
of the AVHDDs at the time when the data move is carried
out. In addition, an STB 1003 in whiéh a means of imposing
afeeis integratedcanbeusedasanexample of themanagement
apparatus.

In addition, in the above described embodiment, . the
copy prohibited data is moved from the AVHDD to the archive
device. That is to say, .the copy prohibiteddata is deleted
from the AVHDD after the copy prohibited data is moved to
the archive device. However, there may be a case wherein
the copy prohibited data cannot be processed in the archive

device and, therefore, in some cases it is preferable to

- 149 -




24 JUNE 2004 allow the copy prohibited data to reﬁﬁin in the AVHDD as a

backup. In this case, when the nbve neans
. . . 1027 of the AVH
descri bed enbodi nent is replaced with a copy neans of cogl)i n%igﬂ@%%%&’e

prohi bited data in the archive device, the i bi

_ _ _ , copy prohibited dat

g{ansgltped to the archive device and the copy pPohibited dataacgﬁnbge
rg;gb.tlg the AVHDD as a backup so as to produce the nerit that the copy

p ibited data stored in the AVHDD as a backup can be utilized even in

the case that the copy prohibjted, dat sedk i
_ : t 0 [
dovi oo, HERGL0H 3o CHBHPPEOBRES ot GUrat T oncal Tho MDD that 1s -

provided with a copy neans, Fig 29 shows a cas i
( . . , e wherein the AVHDD 10
which is peoWadedim th the nove neans 1007 shown in Fig 24, is replagga

with the AVHDD 1091 that is prqvided w h :
the nove means IO2FERIET&RIE Eﬁﬁb%irilng?lgﬁgxﬁ%xﬁ?%%?ém;iﬂg‘%%ggﬂBad of

Dresent | e R AR U 30 RBIE e oo At on of ‘the
encryption data, decrypting and Leserding. sustem aseas ding:ie < henpresent
recordi ng system according to th : : yprion data decrypting and
evice, the cop prohfb?%%%?agta can be transmitted to the
archive device and the copy prohibited data can-bé stored
in the AVHDD as a backup so as to produce the merit that
the co?y prohibited data stored in the AVHDD as a backup
can be utilized even in the case that the copy prohibited
dafa cannot be processed in the archive device.

Here, as one example of the co;lfiguration of the AVHDD
that is provided with a copy means, Fig 29 shows a case
wherein the AVHDD 1022, which is provided with the move
means 1007 shown in Fig 24, is replaced with the AVHDD 1091
that is provided with the copy means 1090 instead of the
move means 1027. |

(Tenth Embodiment)

Next, an encrfption data decrypting and recording
system according to the tenth embodiment of the present
invention is described.

Fig 30 shows the configuration of the encryption data
decrypting and recording system according to the present

tenth embodiment. As shown in Fig 30, the encryption data

decrypting and recording system according to the present
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24 JUNE 2004 tenth enbodinent is forned of five recordi ng apparat uses :

1100a to 1100e and a decrypting and recordin i
. . g apparatus 110
the configuration of each of the recording apparatuses 1100%%?3?‘53%%6{'8%

the present tenth enbodi nent As shown in Fi i
_ . g 31, each recording a
élOO has a recording nmeans 1102 and an output means 1103 that Ogtpgfgratus
ata recorded in the recording means 1102. Here, the data recorded in the
{ﬁg?r?;ngrgﬁﬁgftééOE is dgta gained by encrypting the copy prohibited data
rqm I ng, Copi e 2} epyp o HbibEl
data of thdeEHherRBRTENED slgécordggdﬁﬁgtﬁe ?e%%?giﬁggﬁiansiﬁioz g? egach

recordi ng appar at us . Next,_ Fi I i
drert(;r ypting i rEEoié?ﬁ&_ fﬁb%r%t%gcﬁﬁg%qgl\go%rg(i?ngg?gkgﬁgﬁ%?e%%ﬁ%afgﬁt h
enbodi ment. As shown in Fig 32, the decrypting and recordi ng apparatus 1101

has a decrﬁﬁk bn neans 1104 and a recordi ng neans 1105. Here, the

decryppion nmeans _110 i.S a an : i ek i
prohi bited data EP%&?%%P%M?S%% §88%H§§%%E§?§gﬁi%ﬁﬁgqgi%gratdﬁgﬁ%éggmu|e

.the recording nmeans 1105.}5 a i i
pr ohi bi t ed %%R%rﬁ?wﬁﬁesniwgtae%&gggén A ﬁ%ﬁ%ﬁgggtﬂget @%Pﬁﬁ}?ﬂdé&g g&t-hat

has the sane content .as t.hat., of C i.bi ;
. ;aS Hhats 1HC QR phi;bied rdatas recondadsi m th
recordi ng éﬁ%a? PHE +100. 9 n gdd% ?on, fﬁngﬁe gbogg descri bed encrj%tione

data recordinglneans 1102 and an output means 1103 that outputs
data recorded in the recording means 1102. Here,%jmadata
recorded in the recording means 1102 is data gained by
encryptimgthecopyprohibiteddatathatispmohibitedfrom
being copied and the encrypted copy prohibited data of the
same content is recorded in the recording means 1102 of
each recording apparatus 1100.

Next,Fig32showstheconfigurathm1ofthedecrypting

andrecordingapparatusllOlaccordingtx)thepresenttenth
embodiment. As shown in Fig 32, the decrypting and
recording apparatus 1101 has a decryption means 1104 and
a recording means 1105. Here, the decryption means 1104
is a means of decrypting the encrypted copy prohibited data
that is outputted,ftom.the recording apparatus 1100 while
therecordingmeans1105isaneansofrecordingtheencrypted
copy prohibited data or unencrypted copy prohibited data,
which is data that has the same content as that of the copy
prohibited data recorded in the recording apparatus 1100.

In addition, in the above described encryption data
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24 JUNE 2004 decrypting and recording systemaccording to the present
tenth enbodi nent, though the data of the sanme content is reCQEQ?@Q%? é%ve
recordi ng apparatuses 1100a to 1100e and in the decrypting and 8 g-
apparatus 1101, respectively, the encrypted copy prohibited data can only
be decrypted by the decryption neans 1104 of the decrypting and recording
apparatus 1101. Accordingly, when the encryption data decrypting and
recordi ng system according to the present tenth enbodi nent is used,

effects aregainedi hRahneORYHMHiInG PFotest edcomiiley the. tulatgrokewhi ch
the copyright is to be protected can be backed up. re, though in the

encrypti on dat, degkhyat ae AN hde§Rr HhBJds¥st e ateor<Hmg donthatakave
descri bed enbodinment, the recording apparatus 1100 is provided with 1100a

to 1100e, the.dwabariffrihe recording appriaitisess 1100ai sonpiobienkhed to
5. In summary, any plural nunber of recordi ng apparatuses may exi st.

(El event h Enpadi grefb ) rNextingna AYHPE-4932.n Aceoh i Agulso 1tifter el event h

enbodi ment of the present invention is described. Here, transm ssion of

data from thesAVHDD 1032 ikhedesetiviathd ol P RlieventBdeqhedi aBAtoaNg t he
transmtted data is recorded in the DVD 1037 of the DVD apparatus 1033.

. Fig 26 showe gebhQfic & 867 aRe0ict ROPAVHIDNEA3% aNd4 of the decrypting
and recording apparatus 1101.

Accordingly, when the encryption data decrypting and
recording system according to the present tenth embbdiment
is used, effects are gained that copyright is protected
while the data of which the copyright is to be protected
can be backed up. |

Here, though in the encryption data decrypting and
recording system according to the above described
embodiment, the recording apparatus 1100 is provided with
1100a to 1100e, the number of the recording apparatuses
1100 is not limited to 5. In summary, any plural number
of recording apparatuses may exist.

(Eleventh Embodiment)

Next, an AVHDD 1032, according Fo the eleventh
embodiment of the present invention is described. Here,
transmission of data from the AVHDD 1032 is described in
the eleventh embodiment and the transmitteddata is recorded
in the DVD 1037 of the DVD apparatus 1033.

Fig 26 shows a block diagram of the AVHDD 1032 and
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24 JUNE 2004 the DVD apparatus 1033 according to the el eventh enbodi nent

of the present invention. Now, the AVHDD 1032 according to t

enbodi ment of the present invention is formed of, as shown hﬁlgpgﬁ§g§&%
storage neans 1034 of storing data and a transn133|on means 1035 of
transmtting data stored in the storage neans 1034 to the DVD apparatus .
1033. . The DVD apparatus 1033 according to the el eventh enbodiment of the
present invention is formed of, as showmmn in Fig 26, a fifth recording.
means 1036 tdfe P¥Ooxdpagadatsal OBBomt:hedAVHDDOItGB@ silretdret D@3 Tmant a
reproduction means 1038 of reproducing data recorded in the fifth
recordi ng ofedrise 11086sedr anitdret AVRIDD 1032 of the el eventh enbodi nent is
used as one exanple of the data transm ssion apparatus of the present

i nvention. |n addiowi,onthé hBVEDBnddt3bedetwdendgt e AHDD=1682ntédnd t he DVD
apparatus 1033 may be effected via any type of interface. Next, the

oper at i ons e ddiEmANVHDE: #1832 rarels¢he DvPenappar asufo 1083l aécoaell sigown t he

el eventh enbodi ment of the present invention are described. Here, the data
transm t t edbytfhieAVHDD 4032 drsagssueeds tld e @f ssteaimbodseth aind plurality
of data packets. Fig 27 shows the configuration of a portion of this
stream transmission means 1035 of transmitting data stored in the

storage means 1034 to the DVD apparatus 1033.

The DVD apparatus 1033 according to the eleventh
embodiment of the present invention is formed of, as shown
in Fig 26, a £fifth recording means 1036 of fecording data
from the AVHDD 1032 in the DVD 1037 and a reproduction means
1038 of reproducing data recorded in the fifth recording
means 1036.

Here, the AVHDD 1032 of the eleventh embodiment is
used as one example of the ddata transmission apparatus of
the present invention.

In addition, the connectiqﬁ between the AVHDD 1032
and the DVD apparatus 1033 may be effected via any type
of interface.

Next, the operations of the AVHDD 1032 and the DVD
apparatus 1033 according to the eleventh embodiment of the
present invention are described.

Here, thedata transmittedby the AVHDD 1032 is assumed
to be a stream formed of a plurality of data~packets. Fig

27 shows the configuration of a portion of this stream.
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24 JUNE 2004 This streamis, as shown in Fig 27, a stream forned of a

plurality of blocks fornmed of five data packets DO D,
wherein DO, ‘D1, D2, D3 and D4 are , respectively, dat a packe%"%%?%

chronol ogi cal | y sequential in ascending order of nunmber and the data is
encrypted in a chain manner so that each packet cannot be reproduced

unl ess the packet chronol ogically one before is reproduced. Accordingly,
when the data packets DO, D1 and D2 are picked up, the data packet DO is

chronol ogi galily Johdameds by st ke odat a.packgt2 DL, awbielans fhenefiobkowed by
the data packet D2 so that the data packet Dl is not reproduced unless

the data p Q_Kﬁtalmjt;sofebil@@mdfdﬂhé@ blfe fdatea qraekepabRetiss DOf D1,
reproduced unl ess the data packet D1 is reproduced. As for the operation,

at the timp2whemn ahideD AVHBI2 ADB2 DO, rians m2t,Sp 3 weld B4 sidearekd ddel ¥Dy ,
apparatus 1033, when the transm ssion neans 1035 of the AVHDD 1032

transmits datst eamkster etaith dihe Shooage onEasl IP3detiachite SVDLmppar at us
1033, the data packets of each block formng the stream are transmtted in

the order akdhdig RdeblogndubBerThend ithé decer disngneanstdQ36nia the
DVD apparatus 1033 records the data fromthe AVHDD 1032 in the DVD 1037.

Wien t he dahairesended &6 tihwer BYRh1P3ékiex ¢ephodused dfydepedduciées means
1038 reproduces the data packets in the order of DO D1, D2, D3 and D4

W th respeehe @Raedt bheekdlegicyl 1 iecskr eéani@ns ibelﬁepepfd)ﬁuﬁ@s t he
ent'r? Accordingly, when the data packets DO, D1 and D2 are
picked up, the data packet DO is chronologically followed
by the data packet D1, which is then followed by the data
packetDZsothatthedatapacketDlisnotrepfoducedunless
the data packet D0 is reproduced while the data packet D2
is ﬁot‘reproduced'unless the data packet D1 is reproduced.
As for the operation, at the time when the AVHDD 1032
transmits such a stream to the DVD apparatus 1033, when
the transmission means 1035 of the AVHDD 1032 transmits
a streamstored in the storagemeans 1034 to the DVD apparatus
1033, the data packéts of each block forming the stream
are transmitted in the order of D4, D3, D2, D1 and D{.
The fifth recording means 1036 in the DVD apparatus
1033 records the data from the AVHDD 1032 in the DVD 1037.
When the data recorded in the DVD 1037 is reproduced
the reproduction means 1038 reproducés the data packets

in the order of DO, D1, D2, D3 and D4 with respect to each

block forming the stream and then reproduces the entire
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24 JUNE 2004 stream The data packets transmitted fromthe AVHDD..1..632 to

the DVD apparatus 1033 are transmitted in
. the order of D4
DO in the above manner and, therefore, the block forned E)f t %Q@g{%&oﬁfd

B?)C;retestf)g’nsalitgg’ ID:r3] ?Ecei D4 isthnot Leproduced unl ess D4, D3, D2, Dl and
_ mtt case at the power is cut off i h :
data transm ssion due to a i i Thar® charse @
. . ‘to a power failure, or the like, so that the
Zbg?géhogvgﬂe{ﬁ :Lgniggzslﬁntdgaa is decrypted in another apparatus can be
e tha e transmssion data is |eaked to the
appar at us. SH&rf®2™t hough in the above described embodi ment chain encryption

of the dat k i [ '
ata pac etsI%%£§1EPégﬁﬁgﬁﬁ%gﬁgﬁﬁﬂﬁkdrf%oﬂe§ﬁé!@@@DDnldsQatb, t he

da
ta packets DO The are encrypted in a chain nanner

may be stored in-the storage ns. 10 . VH
packets of @wHE @&@%@tﬁg %ﬁ?yﬁ%{gdgfﬁggmgﬁgﬁé?/#aqgﬁggagt@ retrthgit ?ﬁga\men

the transm ssi :
providingnhiijEQ@EESQE%%gaﬁQﬁ{H;te 2%%@%% %ggﬁﬁﬁagﬁﬁﬁtﬁhé?@f§fé¢aﬁhhy
| iti ; . _ a chain encryption.
of del Llr oI t hg??gpbngtsg%f %ﬁ%;gladféﬁé&?gtg”ﬁgd' pent pbhepst b panids teor med
D4 tﬁe nunbé?cof da S k N i ve data packets DQ DL, D2, D3 and
five. In mtqwgépﬁg%gﬁpié%sf Qﬁaol%y M £ach Bheckol sraatrdnsint edetd

fimted to a stream fornmed of
in the case that the power is cut off in the course of data
transmission due to a power failure, or the like, so that
the situation where transmission data is decrypted in
another apparatus can be avoided even in the case that the
fransmission data is leaked to the apparatus.

Here, though in the above described embodiment chain
encryption of the data packets DO, D1, D2, D3 and D4 is
not described in detail, the data packets DO, D1, D2, D3
and D4 that are encrypted in a chain manner may-be stored
in. the storage means 1034 of-the AVHDD 1032 or the data
packets of each block may be encrypted in a chain manner
st the time when the transmission means 1035 of the AVHDD
1032 transmits the stream by providing the AVHDD 1032 with
a means of carrying out a chain encryption.
| Ihaddition,thoughjjltheabovedescribedembodimént
the stream is formed of a plurality of blocks formed of
five data packets DO, pl, D2, D3 and D4, the number of data

packets ‘that form each block is not limited to five. In

addition, the stream is not 1imited to a stream formed of
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24 JUNE 2004 a plurality of blocks .

_ . The stream may n
SI ;Jrallty of blocks, but rather, nay be a stream %lor?rtedbeo; % rre:j o f
pgciefgcrg:; r]Ign Eﬂles fase, the transm ssion neans 1035 tran?f‘tjgﬁn@%?a
, ket _ streamin the order fromthe rear to th
addi tion, though in the above descri bed enbodi nent the trangmhggidenl gf t he

streamis described, the data packets DO
. : . . , D1, D2, D3 and D4
observed and this results in finding that the data packets Dar?ocbzsglrg

erased from the recordi di ym be fRRm
nove of the dié*tlar%%é!%é(t§f%&°r? D2, andsE%%rﬁ%ﬁaeennb?g% (ret ed iﬁf}lefhet e

data packet DO is transferr fte h
i%p:gye
and, then, a pdutblbucR tbf%ﬁl Py Ee)P;tsgg rom tnﬁeré r%e%?} tﬁlrg@ﬁlgglfﬁﬁ]mgkej?g?g

t he transfer of the tream bo
el event h @%@iﬂ%ﬁ?é tHe %/F%%?% g)% \}éﬁl&% t\@ﬁ?ﬁi' g?@teﬁegigcdlﬂ |tg any of

"Copy Never," "Copy Once" :
copy prohi mﬁ%@S@éﬁélﬂﬂ T“@E‘Pﬁa [l\lﬁﬁlgbf' ﬁﬁ%%Mngé ?&gcgéﬁgf%aglﬁttﬁsreﬁ?ﬁmia@ to s

enbodi nents the content erei Ng
. © ! p h
Whioh the CEIe| SELEaRy Nevdr® PECRTOMTIT ed To  Fater red 1o as copy

prohi bited content.
of a recording and nag\éﬁtlton %dﬂefﬁ)‘j@ gbg%é§egcgga,fédg@mabdd1medﬂagram

thetransmlssionofthestreamlsdescrlbed,thedatapackets
DO, DL, D2, D3 and D4 are closely observed and this results
in finding that the data packets ﬁl to D4 are erased from
the recording medium before the move of the stream after
the move of the data packets D4, D3, D2, and D1 has been
completed and the data packet DO is transferred after the
above erasure has been completed and, then, the data packet
DO 1is erased from the recording medium before the transfer
of the stream.

Here, in the above described eighth to eleventh
embodiments, the AV data of wﬁich the value of the CCI 1is
any of “Copy Never,” “Copy Once” or “No More Copy” is
collectively referred to as copy prohibited data while in
the following”twelfthxto sixteenth.embodiments'theccontent
wherein copying of the AV data, or the like, of‘which the
CCI is “Copy Never” is prohibited is referred to as copy
prohibited content. |

(Twelfth Embodiment)

Fig 33 is a configuration diagram of a recording and
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24 JUNE 2004 reproduction apparatus according to the twelfth enbodi nent of
the present invention. As shown in the figure, a judgnent - f i
detection nmeans 2010 is a neans of detecting judgnent inforR%?Hgﬁﬁa?Q%4
respect to the copy limtation 1in broadcasting signals fromthe outside a
time information acquisition neans 2011 is ameans of a acquiring tine
signals wth respect to tinme from broadcasting signals fromthe outside,
a recording and reproduction nmeans 2012 is a neans of recording and

r epr oduci ng efrsedieasiph@ ppghalts f  oaprhd ngptvstite twe kit edibad iedhtim 2013
is a neans of storing broadcast data that can be inplenented by a hard

di sk, or vHethéeperesenthaventoos. rebssdionn andhepioguss i anwdghéet sanme
time and allows a random access, a control input interface (hereinafter,
control inpmfdyngtR20n5deseaiieangneafisr2@éPvingat heaoentrfoldeftrartihg user
and a switching neans 2016 is a neans of receiving an input fromthe
recordi ng Jaskmept otyEerma bisang D01 xr esweatbtoalibas tobypdtinfirtomtids
outside so as to select either'of these and output it to the external

moni tor, oAntveopirestimaadioniadrs £ iranttHee opdcerds ng st dmfz0r®tiohe
recording buffer 2014 is a region that exclusively records the data that

i s restricB€@¥irpht lpsimrprepildd. ibE Beanko beaeidast inkatine sdegnalai th in
t he present enbodinent is a digital broadcast using an MPEG transport
stream or HATVPE®G $@egkatos tricem {henebnakterstind et tgtatle, finprgebleeal , as

MPEG stream andnmeans concerni ng _
outside, a recording and reproduction means 2012 is a means

of recording and reproducing broadcasting signals from the
outside, .a recording medium 2013 is a means of storing
broadcast data that can be implémented by a hard disk, or
the like and that allows recording and reproducti.on at the
same time and allows a random access, & control input

interface (hereinafter, control input I/F) 2015 is a means
of receiving the control from the user and a switching means
2016 is a meané of receiving an input from the recording
and reproduction means 2012 and a broadcast input from the
outside so as to select either of these and output it to
the-external monitor, or the like. 1In additic_m, in the
recordingmedium 2013, the recordingbuffer 2014 is a region
that exclusively records the data that is restricted from
being copied. Here, the broadcast that is dealt with in
the present embodiment is a digital broadcast using an MPEG
transport stream or an MPEG program stream (hereinafter,

referredto, ingeneral, as MPEG stream) andmeans concerning
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24 JUNE 2004 the decoding process, and the like, are omtted. Each of the
foll ow ng enbodi nents is described in the sane nmanner. In a% EIUWEZM}F

j udgnment information detection neans 2010, the time informtTon

acqui sition neans 2011. and the recording and reproducti on neans 2012 are
exanples of recording neans of the present invention. The operation of the
recordi ng and reproduction apparatus according to the twelfth enbodi nent
of the present invention that has the above described configuration is
~descri bed &hd oldowdingipsoceste pudhrdmt liirker mate amidetedt i oBamkang 2010
refers to each packet formng a header or a data columm when receiving an
i nput of t kdaviPed Is1v sagndmipmdl ihenduwt $deéesandbdet et shendameataoner .
concerni ng copyright such as a copy guard or CCl (copy contro

i nf or mat i oA 8ddadiom j thegerddeehérinbe rmett inrcdpy eprtdhirbmeboas 2018, copy
restriction has been placed on the inputted content. Here, it is assuned
that onlythife topy probirhiateicddontgnt stildton snganhi BOfldd sfrrdnthéei ng
copied is inputted. Next, when the inputted MPEG streamis identified as
the copy préisidsidegcentemepndidugudgnemeans b2 i ane detcemiien afans 2010
outputs detection information to the recording and reproduction neans '
2012. As ex&msinding mdenscuifortheafpresendn incopytight information, a copy
guard, and the like, included in the MPEG stream are cited. The

The operation of the recording and reproduction
apparatus according to the twelfth embodiment of thepresent
invention that has the above described configuration is
described as follows.

First, the judgment information detection means 2010
refers to each packet forming a header or a data column
when receiving an input of the MPEG stream from the outside
and detects information concerning copyright such as a copy
guardor CCI (copycontrol information) soastojudgewhether
or not a copy prohibition or a copy restriction has been
placed on the inputted content. Here, it is assumed that
only the copy prohibited content that is prohibited from
being copied is inputted.

Next, when the inputted MPEG stream is identified as
the copy prohibited content, the judgment information
detection means 2010 outputs detection information to the
recording and reproduction means 2012. As éxamples of

detectioninformation, copyrightinformation, acopyguard,

and the like,-included in the MPEG stream are cited. The
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24 JUNE 2004 recording and reproducti on neans 2012 prepares to record the
MPEG streamin the recording buffer 2014 wi thin the recordingy jpig/spesl3
based on the detection information after the recording and reproduction
nmeans receives the detection information. Wen an MPEG streamis inputted
fromthe outside via the judgnent information detection neans 2010, the
recordi ng and reproduction neans 2012 records the MPEG streamin the
recordi ng buffer 2014. Next, the operation of recording in the recording
buf f er 201z elpp ndieng exoddi agradd aterodustiiionZfednpr2@i2zed S adeseedbdd in
detail. Fig34 is a tine chart for describing the operation of the
recordi ng &he MEEGdutream dppditet usecarddndi dyfioer halphlewerith imetieh
enbodi ment. As- shown in the figure, as an exanple of the operation of the
present ekrpodintimg medismag§ldetatseal can ridoordl tec hhdnr épfoduet t bon
apparatus according to the present enbodinent is used in order to

t enpor ar i | $ftegortdh& heeanbdinofardht e hatducdrires porrigst vea el o nitit e
period of ‘broadcast tinme in the recording buffer 2014 and that the copy
pr ohi bi t eddeggdriton ofnfhesmaZd an nut es of broadcast tine that is broadcast

during the period of tine of the live broadcast 2020 is viewed and
| i stened to baselhen eReMPEResShepm Lepibpudtticsh fafaethoeuinidesvhas

el apsed since the broadcast starting tinme. First, at the tinme when the
br oadcast &kegrgsidgment information detection means 2010, the

recording and reproduction means 2012 records the MPEG
stream in the recording buffer 2014,

Next, the operation of recording in the recording
buffer 2014 by the recording and reproduction means 2012
isdescribedindetail. ¥Fig34isatimechartfordescribing
the operation of the recording and reproduction apparatus
according to the present twelfth embodiment. As shown in
the figure, as an example of the operation of the present
embodiment,itisassumedthatarecordingandreproduction
apparatus according to the present embodimént is used in
order to temporarily record. the amount of data that
correspaﬁds to a 90 minute period of broadcast time in the
recording buffer 2014 and that the copy prohibited content
of the 120 minutes of broadcast time that isbroadcast during
the period of time of the live broadcast 2020 is viewed
and listened to based on the time Shif£ reproduction after
90 minutes has eiapsed since the broadcast starting time.

First, at the time when the broadcast starts, the
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24 JUNE 2004 recordi ng and reproducti on neans 2012 starts recording data

that formthe copy prohibited content in the recording buffer er
t he broadcast starting tinme, the recording and reproduction %%gg’y%%&

keeps sequentially recording the data in the recording buffer 2014 and
does not carry out reproduction. On the other hand, the tinme information
acquisition neans acquires tinme information such.as a PCR packet or a
time stanp fromthe MPEG stream so as to start neasuring the recording

time at the point in tinme when the recordin n odued + QN nARBNEa 2012
starts recmled:iongiiltféa@éb‘;?epﬁpélﬁﬁ%%%’am?@ﬁ)tsegp1?n§lt:%ge%ecor di ngnbuffer 2014.
Next, after the period of tinme of recordin ; L hpG el thest ekapsed
accordi ng thathgonmdsie @ﬁ’é’fitp%?/hﬁhé%eﬁ%%nig:%ﬁ%%%&ﬁ%ré]&@ HgRY

ormati on acqui sition means
2011 since the broadcast _starting ti recor ghng apd repieddehigon
means 2012 208tdar t DIckesi hSt g’éfot?ac?%a?ggg}_’%ggtlarﬁer thg broadcast starting
time fromthe recording buffer 201 j | LOULRG ithe s edent dahg
recordi ng emd HEeWrESEALEENTERAS 4¢ ir%g%?ﬁg%?%gomthe ouy'fsi de. Here, in
this exanple of the operation, the ti n 8 Reld abof dbtecatry
recordi ng t202KdEs bDaE@@dr§Fﬁgé{]Jtrh% %&%a %agpﬁstarti ng time is the
viewing and listening starting tinme when the viewwng and |istening period
of tinme 202416t 8ePE0 %% he time shift reproduction and, theref ore,

the recording an%ri gcri{eocci)utcﬁeizj?%and, the time information acquisition

means acquires time information such.as a PCR packet or
a time stamp from.thé MPEG stream so as to start measuring
the recording time at the point in time when the recording
and reproduction means 2012 starts recording the cOpY
prohibited content in the recording buffer 2014.

Next, after the period of time of recording 2021 (90
minutes) has elapsed according to the measurement by the
timeinformationacquisitionmeahs2011sincethebroadcast
starting time, the recording and reproduction means 2012
starts efasing the data recorded after the.broadcast
starting time from the recording buffer 2014 while
continuingthesequentialrecordimgoftheMPEGstremnthat
is inputted from the outside. Here, in this example of
theoperation,thetimewhentheperiodoftimeofrecording
2621 has elapsed since the broadcast starting time is the
viewing and listening starting time when the viewing and
iistening period of time 2024 starts due to the time shift

reproductionand,therefore,therecordingandreproduction
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24 JUNE 2004 means 2012 reproduces the recorded data before it. is erased

and outputs it to an external noni i i i
tor via the switchin i
to say, the data that corresponds to the portion 20222 g?a?ﬁ%gﬂﬁﬁgﬁigga e

m nutes (content that is broadcast durin i i
g the period of tinme i
?;gg?g?z; Zgggi)igrggkrgggggdt?e d?ta recorded during the perigg zpet!h;eof
ecor . . . content viewed and |istened t i
viewi ng and |istening period of time 2024a according to theot?ﬁélgﬁiEPe

reproduction) after 90 mnutes h el apse IGE, e dF
. . i I .
tine, that meamwh@d ]t%ée\ﬂré%ﬂ%esaabe Irie,E,CtOeL?\ci;{en% starting t?%gﬁggéifgiaﬁgl "

to,the tinme shift reproduction and, aft Ptk |
yduc r ng{ t ks e i
Slegt :Se\c/i\hg_n arie Cﬁletpéﬁspfltt it "l‘)‘?_?éESF&iaﬁLg r&an ?%%rggﬁc'ltti ondé’Z%iZJggMﬁgsrgased'
p ince the viewing and listening starting tinme according to the

ti me-shi ft meaps oddéi-on, the recordi :
cont inues the sequential recordjn ing and reproduction neans 2012

conpl etion tine dirdahdstiesSgdri ’Blagéigttatt Eﬁa%aé@rfgégbnﬁ@to Breageast on

_ me of recording an '
2028, 8131, TR LT APLBENSELan 0 £ Do
(he"daL 2 porton Zozze henl gl e 48 o0, poltieaicest o camel o0

amongthedatarecordedduringtheperiodoftimeofrecording
2021 is repfoduced (content'viewed.aﬁd.listened.to during
the viewing and listening period of time 2024a according
tothetimeshiftrepfoduction)after90ndnuteshaselapsed
since the broadcast starting time, that is when the viewing
and listening starting +ime according to the time shift
reproduction and, after that, it is immediately erased.

Next, when the period of time of recording and
reproduction 2022a has elapsed since the viewing and
iistening starting time according to the time shift
reproduction, the recording and reproduction means 2012
continues the sequential recording of the data until the
proadcast completion time during the period of time of
recording and reproduction 2022b and, at the same time,
reproduction of the data that has already been stored in
the recording buffer 2014 is continued so that it succeeds
the data portion 2022a.

Next, at the time when the broadcast is completed,

the recording and reproduction means 2012 stops the
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24 JUNE 2004 sequential recording of the data and inplenents reproducti;ﬁ‘”

of the data recorded in the recordin i
. . ( r ( g buffer 2014 until the yj
{thgggcg ggg@ig%lgn time (period of time of reproduction 202%§9n¢£$%a&gn
( i bed operation, the reproduced data b T e e i
the recording buffer 2014 durin i b o Cearding o "
( _ g the period of tine of recordi
;gp:gdugtlon 2022b and during the period of tine of reproduct:gg 2823 SO
e erased together after the viewing and |listening conpletion tine

and it is desirable to erase,.th t I R ' drites i
in order t@%&ﬂﬁ&ﬁ&aﬁhEec|ﬁqk3§o%§mggse t he gg?gyingS%}ed iLeFLgdUCtlon

recording medi um 2013 in_t C t ceTiog di
reproductl6ﬁ$§ﬁﬁ%?%£6§ni9fcgﬁeogg%guggkgkgﬁxgg%?Sgﬁ{Fk?ﬁn;ddit?ﬂﬂgfﬁgdthe

case that the time shjft .repr ti i i
: At - ned i povl ew
o |1 ot bbb PG 08 eshoky ssnpnot i catletos s o4 o

erases the entire data recorded ipn th cordin
. ! _ [ g buffer 2014. T
copy prohlﬁﬁe§ﬂ%%n9%nF92ﬁP %ﬂt%ggveﬁ?é from bei ng reproduced rﬁr:b¥brhre

cLPEr 41, B 4 T L1 o BB Sn o B dodonea o

Irgz;g; g?%o;}é@%rﬁﬁ | tgitfgﬁreencg§%§:eggilé{?ﬁecr_oQ&oEﬁqm@bhﬁﬁemﬂﬁ{lgngﬁg_}m@
the period of time of recording and reproduction 2022b and
‘during the period of time of reproduction 2023 so as to
pe erased together after the viewing and listening
Completion time and it is desirable to erase the data
immediatelyafter1ﬂﬁereproductionjjlorder1x)prevéntthe
situation where the data is stored in the recording medium
2013 in the case that the power of the recording and
reproduction apparatus is cut off due to an accident.

In addition, in the case that the time shift
reproduction is not carried out after the viewing and
listening starting time, the recording and reproduction
means 2012 erases the entire data recorded in the recording
puffer 2014. Thereby, the copy prohibited content can be
prevented from being reproduced in a form other than by
time shifting.
Tn addition, though in the above description when the

judgment informat;i_on detection means 2010 detects judgment
information included in the data of the copy prohibited

content, the recording and reproduction means 2012
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24 JUNE 2004 automatically starts the recording operation for the tine
shift reproduction, the start of the recordi ng operation of ‘ k Ng
and reproduction nmeans 2012 may not be triggered by the judg%%?%ﬁﬂfeae&
information but, rather, may be <carried out by control fromthe outside
(user) via the control input I/F 2015. In addition, though in the above
description the conpletion of the period-of tinme of recording 2021 and the
viewing and listening starting time according to the time shift

reproduct i eutpratéradtl t béagane thawreammrd hegopeeatitdon @bt the shinkt
reproduction of the copy prohibited content and the operation of the
erasure of shhief datepthducfdran t hilse sopytpobhtbit edcoadtient gperation
interl ocked, the invention is not necessarily limted to this but, rather,

t he viewi ngf drite | retemidiggstand i ngptrodeatayomensensal 0dr? ardy tmatybei me
or viewing and listening my be carried out through a direct order to the
recordi ng &rdigeeredulyitne mpadgm2oi2infwirmeoutondantyi ngtbet ,t may betti ng
based on control fromthe control input I/F 2015 as |ong as the view ng
and |i st eniceg sted pivigoy tiomg il & phitthe hetgdrdeuetrt) ivea ther@ootdbig 2021
(period of time 2024c wherein the tine shift reproduction can be set at
any time) AnmuthléFt2Rd5.n the case that a direct order of the time shift
reproduction to the recording and reproduction neans 2012 is not carried
out within the péni ¢didibtienpetbbudicorni hlge26Rbyve tdéscpiptépablthd or the
recordi ng

completion of the period of time of recording 2021 and the

viewing and listening starting time according to the time

shift reproductionare set at the same time and the operation

of time shift reproduction of the copy prohibited content

and the operation of the erasure of the data that form this

copy prohibited content are interlocked, the invention is

not necessarily limited to this but, rather, the viewing

and listening starting time may be set at an arbitrary time

or viewing and listening may be carried out through a direct

order to the recording and reproduction means 2012, without

carryiﬁgouttimesetting,basedoncontrolfromthecontrol

input I/F 2015 as long as the viewing and listening starting

time is within the period of time of recording 2021 (period

of time 2024c wherein the time shift reproduction can be

set at any time). At this time in the case that a direct

order of the time shift reproduction to the recording and

reproductionmeans 2012 isnot carriedout within the period

- of t_ime of recording 2021, it ispreferable for the recording

- 163 -




24 JUNE 2004 and reproduction neans 2012 to stop the recording operationm-

SEZL:aPLS :?ngotha?fept a girect order even in the case that
shi reproduction is again carried iti i
the case that the period of ti i 691 o5 ol amag oM e
_ _ nme. of recording 2021 h i
above operation, though it is d i ° o ey
. , escri bed above that the recordi
reproduction nmeans 2012 erases the data recorded after the brgggcggs

starting time fromth ' : S

recordi ng emd heme%éfégﬁi%%gf %ﬂif%855%$8%% grﬁctccﬁéﬁ%ﬂgldlgéﬁ@qmﬁ'em e

my be rewitten into _ : L utside, this data

That, { he Qe ofyo be 8 A bed T e P ecord Aaoael rar’ S01a  (Thirt eent h
: een

Enbodi nent) A recording and reproductio i
. ¥ . 1 L] L u
th|rteenthtﬂm©d|mﬁnﬂSOﬁQQﬁF%§£§e £ Fﬁﬁé%ﬁ?%%gﬁsésaﬁggﬁg%gg%%?¥e?hgg'a

recording buffer for recording.the co i bi

. - - 1 r i - i

fgnzLguL?ngﬂfbfﬁgf?Zgﬁfﬁétpﬁgﬁ?H?ﬁ (2%%6?é%?%g%%gggﬁggﬁggagiﬁgugfégfhing
( >sent . t hi . _enbodi nent of the present in [

figure, theissageigy@edistefetdttached to thepsane partgeQEIOB} ' the

corresponding parts to, . th i i i L
o tted  In add tx@@d@hgigﬁlﬁg'igauf' 33, . Of i ch L hee rdBSCbifptiians o e

recording 2021 has elapsed in the above operation, though

(period of time 2021a in Fig 35) . In addition, at the same .}j R
’ 281N Pabd

it is described above that the recording and reproduction
means 2012 erases the data recorded after the broadcast
starting time from the recording buffer 2014 thle
continuing sequential recording of the MPEG stream that
is inputted from the outside, this data may be rewritten
into an unreproducible conditién, and in addition to that,
the data may be maintained in the recording buffer 2014.
(Thirteenth Embodiment)
A recording and reproduction apparatus according to
" the thirteenth embodiment of the present invention uses
a ring buffer as a recording buffer for recording the copy
prohibited content.

Fig 36 is51configuration.diagranlof a recording and
reproductionapparatusaccording%x)thepresentthirteenth
embodiment of the present invention. In the figure, the
same symbols are attached to the same parts as, oL
corresponding parts to, those in Fig 33, of which the

descriptions are omitted. In addition, the ring buffer
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24 JUNE 2004 2044 is a neans of tenporarily recording a constant amount of

data by repeating the overwite recording in the sane regio
operation of the recording and reproduction apparatus accorg?%gbﬂ? ?3%4

thirteenth enbodi nent of the present invention, which has a configuration
as described above, is described as follows. First, the operation wherein
-the judgnment information detection neans 2010 refers to an MPEG program
stream from the outside and the recording and reproducti on neans 2012

recor ds_t g ogopY DL gl bhLeds GOILSOL A LN Sk A 8 20 nl S bed out

in the sane manner as int i ment. t, e operation of

2012 15 aalorrugy th ke o e B LR eV e PR e B e

a specific r%gkﬂp on the recording neans 2013 and carries out overwite
recordi ng Ey returning to the recording start position after a constant

anount of data kL§_r . AL L tehi i i f i huf fer
2044 maybe set iEﬁgdggﬁ%%§g%oﬁég%bg§§%€ﬂ%%%%§?89‘?ﬁg? é%gg??gggl?n ormati on

acquired fap?g%%%gg%ewig{ﬁor{@t%g tfetectd o ”ﬁﬁﬂédﬁ%%@@f {Reei ther

case, the s ring fer 44 1's set so that the entirety of the

copy  prohpbited oAt v ¥R CnDEROAES 4 NS QPL§Al aY1 S8 Welbribed
'aboﬁe, is described as follows.

First, the operationwherein the judgment information
detection means 2010 refers to an,MPEG?progranlséream.from
the outside and the recording and reproduction means 2012
recordsthecopyprohibitedcont@ﬂ:intheringbuffer2044
is carried out in the same manner as in the twelfth
embodiment.

Next, the operation of recording.in the ring buffer
2044 by the recordiﬁg and reproduction means 2012 is
described in detail. As described above, the ring buffer
2044 is a specific region on the recording means 2013 and
carries out overwrite recording by returning to the
recording start position after a constant amount of data
is recorded. At this time, the size of the ring buffer
2044 may be set inadvance or may be set based on the detection
information acquired from the judgment information
detection means 2010 and, in either case, the size of the
ring buffer 2044 is set so that the entirety of fhe copy

prohibited content, which becomes the object of recording,
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24 JUNE 2004 is not recordable. For exanple, in the case that the

broadcast tinme of the copy prohibited conte i 1
. Nt 1s 120 mnutes,,,t }
buffer 2044 is set to have a capacity corresponding to 90 m%r’@i"é?@@‘

recordi ng and reproduction neans 2012 starts i

rdi ( _ the recording of -the

|%ohl blF_t ed content in the ring buffer 2044 that is set asgdescri bedcgg)c/)ve

H ge, ig 37 is atime chart for describing the operation of the recordinQ
nd reproduction apparatus according to the present thirteenth enbodi nent

“In the following, in reference to Fig 37, thg. o i ' [
| owi ng, t - @hat
and repr oddet itvnt nEERS TGP Sind fi%e ?gﬁﬁpgﬁff grn pc%%fgggo?fgiar%e%%é teﬁgr A

present thirteenth enbodi ment are  descrih i [ P i
t he f|gurePQQﬁﬂcééFﬂFH@%g%ﬁjgésﬁgﬁp?%elgﬁgéép%§§£gggﬁu§$Q?ﬁ%ﬁ%%??ggg BP

time are the sane as in th se_of the f nhodi SHOMA1 L [
34. First, the thaq Pﬁéﬂ%ﬁo‘éﬁbjrﬁffc%ﬁ) s‘f\{\g(rgt%s,ga?)he O‘irSfen(c::cia))?ﬁdrieng andlhlﬁ:ij "o
reproduction neans 2012 starts recording the data that forns the copy

F{ﬁgibi%gd*?bﬁQ%g@lPHtﬁﬁb ring buffer 2044. After the broadcast starting
: ecordi ng and rtﬁgr oduction ng@@gt%%}gm%%%%szgqqug@biﬁg Yhe

][f';f?rginggdggg ggfﬁl%fﬁqqu NEepa Ir[eiplé rmthe ring buffer 2044 becones
2051) . IECOIdi(I:langI;¥ '1?}[1% cot gg%q:%%ﬂ?ftéﬁeééﬁlgenefiﬂ it ef nepardialy
2044 that is set as described above.

Here, Fig 37 is a time chart for describing the
operation of the recording and reproduction apparatus
according to the present thirteenth embodiment. In the
following, in reference to Fig 37, the operations of the
recording and reproduction means 2012 and the ring buffer
2044 according to the present thirteenth embodiment are
described in detail. Here, as shown in the figure, the
settings of each of the times and each of the periods of
time are the same as in the case of the twelfth embodiment,
shown in Fig 34.

First, at the time when a broadcast starts, the
recordimgandreproductionneans2012startsrecordingthe
data that forms the copy prohibited content in the ring
puffer 2044. After the broadcast starting time, the
recording and reproduction means 2012 keeps sequentially
recordingthedatauntilthecapacitysetintheringbuffer

2044becomesfullanddoesnotcarryoutreproduction(period

of time of recording 2051).

- 166 -




24 JUNE 2004 Next, after the period of time of recording 2051 has el apsed

since the broadcast starting tine and the capacit set in i
t r
2044 becones full, the recording and reproductio% means 20125?8}@&%?H§%gr

recording head(ring buffer pointer) to the recordin iti

_ g _ _ g start position from
the recording position at the point in time during the perigd of time of
recording 2051 in the ring buffer 2044 so as to carry out a new overwite
recording of the data. In addition, in this operational exanple, since the

conpl etion of thﬁeﬁgﬁio%?fi»g%rtgg%pggerﬁa%ﬂi%g%ﬁ décdP@ingape5ashhke

starting tine of od o viewmng and listening 2054

~according tao the tine ghigﬁ rberpgé)(ﬁl L0 5 ﬁ:'i%g{%@ﬁlrediaﬂ@ and ¢gpaodueti on
R78< BHULCEN"B di g

means 2012 verwitée recording of the MPEG streamthat is

inputted fromthe, outsi.de an SyE- 4 rt i
of the dat&€% %dFﬁFeFﬁ%?}ol?féf%%e?%ﬁi ng,ém%rﬁaﬁ%gé %ge&neﬁéé%(gfgﬁeiggts: (r)ur:]e

E Eg ]?If fgfc%%{d %%%[ﬁogc{{g%ﬁg}émefgggg oi(l% 19t 8% the rdaicrd hay heerd ¢spards to

n content broadcast during the period of

time of the |ive broadcast, 205 f ARPRE Lhe dat abnhasob
e e
ggccn){ gﬁsegﬁ‘?ﬁéeiflh@oﬂigg‘l%%d gtro ?r'l%}rr% %?&r)ecorg;i ng Ig% 1 S|isihr egr ggacedhgfter-
( . ave el apsed since t ti sterhé +iAg yhenpeiréw
lelrztsggl n?hﬁ%ﬁ?g * cg’!pgl r% oap_ﬁetk%% Shift repr%(ﬁ%tiig% ang,npt he\r?,d]?sand
r§¥ggiggeg%”§é%gfﬁfﬁgl9951 in the ring buffer 2044 so as

to carry out a new overwrite recording of the data.

In addition, in this operational example, since the
completion of the period of time of recording 2051 is the
same as the starting time of the period of time of viewing
andlistening2054accordingtothetimeshiftreproduction,
the recording and reproduction means 2012 carries out an
overwrite recording of the MPEG stream that is inputted
from the oﬁtside and, at the same time, starts the
reproductionoftﬂmadata,immediatelykeforeoverwriting,
that has been recorded since the broadcast starting time.
That is to say, the data that corresponds to the first 30
minute portion 2052a (content broadcast during the period
of time of the live broadcast 2050a) from among the data
thathasbeenrecordedduringtheperiodoftimeofrecording
2051 is reproduced after 90 minutes have elapsed since the
broadcast starting time when viewing and listening starts
accordingtothetimeshiftreproductionand,then,iserased

through overwrite recording.

- 167 -




24 JUNE 2004 Then, the recording and reproduction nmeans 2012 continués fﬁ;ﬂw-”

sequential recording of data until the tine
( . ‘ of broadcast i
at the same tine, continues the data reproduction (periodcggﬂ*ﬁﬂb&%?ﬁag’

recording and reproduction 2052b). Nex i
( : t, at the tine when the i
Sggglggﬁd, fthﬁ recording and reproduction means 2012 stops ove?&f??gaSt e
rrecor ¢ g of the data and inplenents the reproduction of the data recorded
ring buffer 2044 until the conpletion time of the view ng and

i stening (period of ti of repr (N Hardh mé
: i . K
above described GpéFat i ?ﬁ%rgéggygggfgﬁﬁggghgfon1the r??érﬁﬁgfg£ 284Zhe

may be once stored in the ring,buffer : i
erased aftéﬁﬂﬂﬁ?QﬁﬁwﬁQﬁi%ﬁﬂ??ﬂ%lgﬁ'%ﬁgﬁﬁﬁ?ggéﬁff%f%ﬁ?ﬂg@igﬁgmfre?ze

. desirable to erase the data i di at el -
. r d nd
prevent t hefspreadems thePBPH % & @d ?%{&:F?‘S et r?ghr?(;g%.strmg

medi um 2013 in the case ere the, power I
. . f : rec@kd ' i
appar at us ithecHabd f LERE Qﬁﬁ%ﬁcﬁﬁgﬁﬁg ﬁﬁgggﬂﬁgoﬁ? F%g?ﬁgﬂgggga?ﬂgftgon

time shift reproduction i of carried i
ime ] _ out after the starting ti
vi ewi ng andeniedeathgn @@}ihkordlng and reproduction neans 3015n§rgges

(o et irety o e dol 21 6er el Iidie g uhbencidss cohsrevud the
the recording and reproduction means 2012 stops overwrite
recording of the data and implements the reproduction of
thedatarecordedintheringbuffer2044untilthecompletion

time of the viewing and listening (period of time of

reproduction 2053).

Here,withxespect1x)theabovedescribedoperation,
the data reproduced from the ring buffer 2044 may be once
stored. in the ring buffer 2044 so as to be collectively
erased after the completion time of viewing and listening
and it 1is desirable to erase the déta immediately after
reproduction in order to prevent the situation wherein the
‘data remains stored in the recording medium 2013 in the
case where the power of the recording and reproduction
apparatus is cut off due to an accildent.

Inaddition;inthecasethatatimeshiftreproduction
is not carried out after the starting time of viewing and
listening,therecordingandreproductionmeans2012erases
the entirety of the data recorded in the ring buffer 2044.

Thereby, the copy prohibited content can be prevent from
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24 JUNE 2004 bei ng reprodl-J“(-:.ed |n S I
i ti : 1 a formother than by ti i fti
addi tion, though in the above described operation, tﬁetggenplsgjlju ng. In

Ipieg![gﬁi (r)]f ;icma gf recording 2051 and the starting tine of vi ev\;)qlalgl:'slzn(?)d}t9

while thg Ocor ing to time shift reproduction are set at the sanme tine

content and Fﬁ;ag:oce)paﬂ o;hgftltg shift reproduction of the copy prohibited
! e ( overwite recordin

this copy prohibited content are interlocked, the igvgl;lt}gﬁ ?? ﬁo% hat form

necessarily limted to this and shovvre L0 938 Ifrdnge
. - 1 . 1 h i k .
viewi ng abeilnigtrenreSHESShd st a%fr%noapgi%t rary ti%egé?b\allirsgl:/vi ngftm andOf

listening may be carried out accordi i
. ed | rding .t [
and reproducti onInez®élboed . g\PPHQ 113 tﬁs)'“:"e Plglr‘l{;eeg S?E%Qﬁ%g@egﬂgt}%@lgﬁr?hgg

control fromthe control input I/F 20 de md
. - . . L) 5 i . .
vi ewi ng andhd cetarliefgles of tHiH BHeP r(i)]g}%?g%f @rré\:éof ?‘3%%?&233”2%61 °

. (period of time 2064c wherein tine i
. . . r  shift r duct LQ5 :
arbitrary ttihee)sterthhg ti@me 9 Yh%‘fql@gsé—ﬁﬁ ELat. %ﬁgn i ;&ec%%%%jré?t ng tinme

shift reproduction to the recordin i
_ luction , an epL.o. t j
carried outtime tsiinf € Heepepigd M grﬁ? %F[tr grgogidi%nggggg%iﬂ?t aiﬁil; E?g;);bl e

for the recordin i

s o s 31 i TRE Y BT e e

di rect or deps:ccﬁk@ibite% tc%xffén%h&d%%%”@ﬁ&é@%ﬁ\b% ik theceasd tiehat t he
recordingofthedatathatformthiscopyprohibitedcontent
are interlocked, the invention is not necessarily limited
to this and as shown in fig.38 the starting time of viewing
an& listening may be set at an arbitraéy time or viewing
Andlisteningmaybecmrriedoutaccordingtoamﬁlectorder
to the recording and reproduction means 2012, without a
setting of the time, based on the control from the control
input I/F 2015 as long as the starting time of viewing and
listening is within the period of time of recording 2061
(period_of'time 2064c wherein time éhift reproduction can
be set at an arbitrary time). At this time, in the case
that the direct order for time shift reproduction to the
recording and reproduction,means 2012 is not carried out
Withintheperiodoftimeofrecording2061,itispreferable
for the recording and reproduction means 2012 to stop the
recording operation (period of time 2061a in the figure) .

In addition, at the same time, 1t is desirable to set the

system so that even in the case that the direct order for
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24 JUNE 2004 time shift reproduction is carried out again, this direct

order is not accepted. In addition, though in the above descrj fon
in the case that the period of tinme of recording 2061 has pé%gggpﬂfggﬁi

recordi ng and reproduction nmeans 2012 continues the sequential recording
of the MPEG streamthat is inputted fromthe outside while erasing the
data recorded after the broadcast starting time fromthe ring buffer 2014,
the data nmy be stored in the recording buffer 2014 after this data is

rewritten t@mansuArePRRGI) dhersendiki 8Ar rikRddit kel ims tofs tderégeor ding
position of the data in the ring buffer at the tinme when the data is

reproducedorigr:t hes thge ghickiteaproduction according to the present
enbodi ment (1) the reproduction position under the condition wherein

overwite recordifthdgifgbnCathbe@Pdh the AB6vEl A8sbufilrig 3944 Decones the
sanme position wherein the recording has started in the ring buffer 2044

and (2) thg tRRredyd o Pagid igdy Uhdes rthemeondi LeeB rehiei@izns PR Yrite
recording is being carried out becones |ocated imrediately after the

. position apakRRdPOotAk FdcdiABnWENd Hdpe Qe Obnaicd A8 ZEPI dualiQles
operation 1s carried out (position wherein the |last overwite recording is

carried Oﬂhb:é@%&Bﬁtﬁ%ﬂgrQéBEﬁﬁjﬁﬁéfdeQ@@TﬂﬁsEQe%ﬁVthé%Pﬁéqﬁl tt&qt he
time shift reproduction, read out 1s perforned in the order starting from
the ol dest rdamathecond@ddenwhi®@ e erasing the data recorded after the
broadcast startin-g time from the ring buffer 2014, fhe data
may be stored in the recording buffer 2014 after this data
is rewritten to an unreproducible condition.
Inaddition,asfortherecordingpgsithnlofthedata
in the ring buffer at the time when the data is reproduced
in the time shift reproduction according to the present
embodiment (1) the reproduction position under the
condition wherelin overwrite recording is not carried out
in the ring buffer 2044 becomes the same posifion wherein
the recording‘has started in the ring buffer 2044 and (2)
the reproduction position under thercondition wherein-
overwrite recording is being carried out becomes located
immediately after the position at the point in time when
the control of the reproduction operation is carried out
(position wherein the last overwrite recording is carried
out) in the ring buffer 2044. That is to say,-according

to the time shift reproduction, read out is performed in

the order starting from the oldest data recorded in the
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24 JUNE 2004 ring buffer 2044 in either of the above cases (1) or (2) . In

the exanple shown in Fig 38, the above (1)
) . 138, corresponds tot i
the tinme shift reproduction is carried out mﬁthiﬁ the perio '%?E¢&%26§%2h3

(30 mnutes after the broadcast starti i
om _ ( _ ng tinme) and the reproducti
ggzbgl?g)lzoﬁlgays geternlﬂed uniquely to be point Ain tﬁe figu:gn ihgrt
. sponds to the case wherein the time shift reprodu i i
- - - - Ctl
carried out within the period of tine 2064e (from 30 ninuteg to 60 ﬁ?nhfes

after the Dbroadca stgéhin t] }
2 U NYnt LAR), ANG f he d epydictd oas SRl t }
correspondgjfﬁggﬂﬁgé?ﬁsent pog1t|on of the recording hezdt(Lu??gfzggﬁzter)

i TSR A, PP Bk St Bt

Fepr oducti"on apparatus according to the

fourteenth enbodi ment o%_the r i i i
( . . brgsent; Jnventdon andseteeh velyacale
time shift %% GeS N r%%ﬁy ‘%e copy prohibited content i%athe féggt

that a br oadcast.%g%ﬁtggi égg-{o@; ol Rist.ed U @nt3 @ngh wovtens fthat timy be

. ouk
copied are G B nce the configuration of the present

enbodi ment i s he sa | 0t |.f odi i3
_ beo 83
to for deyﬁq?ﬁ$8ﬁﬁil?%éﬁﬁ%|%n?gE%%e§%&?égg@d?ag?agﬁiﬁipdeigffgﬁggr{ﬁg

operat o o IEnSC AN, 2P0 BEREOdGIdenunapRanat u dseapding f0 ithe

| the figure. The above (2) corresponds to the case wherein
thetimeshiftreproductioniscarriedoutwithintheperiod
of time 2064e (from 30 minutes to 60 minutes affer the
broadcast starting time) and the reproduction atart

. position corresponds to the present position of the
recording head (buffer pointer) of the ring buffer during
the period of time 2064e.

(Fourteenth Embodiment)

A recording and reproduction apparatus according to
the fourteenth embodiment of the present inventibn can
selectively carry out time shift reproduction of only the
copyprohibitedcontentinthecasethatabroadcastwherein
copy prohibited content and content that may be copied are
mixed is received.

Since the coﬁfiguration of the present embodiment is
the same as in the twelfth embodiment, Fig 33 is referred
to for description. In addition, Fig 39 is a diagram for

describing the operation of the recording and reproduction

apparatus according to the present embodiment. Here, in
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1 JE 2004 £ he present ;h£;;;G;“m“mWWMMWWTM_MMMMWWMMMMMWW p—

: : _ nt the period of tinme i ifti

;2 possLbIe is assuned to be set at 120 mi nutes insteathgP L oo ot o

thelgn% S_above descri bed enmbodinent. In the fol |ow ng tﬁ%‘@ﬁgﬁgﬂﬂ%ﬁs'

Lhe en ?hgnﬁgécff the present invention is described in ?eference to Fi "
: stream 2070 that is inputted fromthe outside, copy g.

prohi bited content 2070a and 2070-c th i i bi
. - at Is rohi bi ted [ '
and conventional content 2070b and 207CQd tha? maybe Coprégngfghygegopled

andt hecopy prohibited content 2070a, 2 i
. ,_ 2070h, by
2070d arethepmree@nﬂbemh@dﬂgﬁﬁﬂﬂFﬁﬁIﬁ%ﬁl?gﬁ%% E%Ff%ﬁggpﬁggg;ﬁgmﬁ?ﬂng070c,

chronol ogi cal order. The jud i i i
FUdgent I dbopwts G PneFUAER U tHE PESBEN e Lant ont cum ch o e
?ﬁ%g?ttfq to the regor%ﬁng and reﬁrodﬁcgiqg ans, 2012 }Mmi$;htkz Th

mat i opfastup §imiBHtRSAAS o0t pUPLPY T ITE |%E§rnation of resr;;eétivenE

content to the recording and reproducti.on ans. Qb
recor di ng aﬂﬂafebﬂ@@ﬂéﬂloﬁhﬁé&ﬁgragéfﬁth%ﬁghas %égéﬁngﬁfﬁg judgﬁgﬁf’ the

information and the tine info i i
o oni bit b Lrsgm ehen Ao K SUedbaing torH ot 9hig R EddSa e, bopy

conventional content in the or di - i t.hi .
LS bt e honor 1o URGCY Sigaihez 8 PO N iAPRLEBeDg ol
’ cast time o

_respective content has elapseqé
outside, copy prohi ited content 2070a and 2070c that is

prohibitedfrombeingcopiedandconventionalcontent2070b
and2070dthatmaybecopiedaremixedandthecopyprohibited
contentZO?Oa,2070b,copyprohibitedconteﬁt20706,2070d
are inputted to the recording and reproduction apparatus
in chronological order. The judgment information
detectionmeans2010acquiresjudgmentinformationincluded
in the respective content, which is ouﬁputted to the
recording and reproduction means 2012, while the time
information acquisition means outputs time information of
respectivecontenttx;therecordingandreproductionneans
2012. Basedonthese,thereco;dingandreproductionmeans
2012 that has acquired the judgment information énd the
time information temporarily records the copy prohibited
content in the recording buffer 201% and records the
conventional content in the recording region within the
recording medium 2013, other than within the recording

buffer, after'the]oroadcast.tinmaof respective content has

elapsed.
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24 JUNE 2004 At this time, the input of content is in chronol ogical or derm

and, therefore, as shown in Fig 3'9, co i bi t
. , Fi ¢ , py prohibited cont }
recorded first and copy prohibited content 2070c is recorgggzéapgﬂ':dhﬁ%the

r28(7:8(rjd! ng buffer 2014 while content 207Cb is recorded first and content
contenItSZ(r)sgor ded second in the recording nmedi um 2013. Copy prohibited
cont , a and 2070c that have been recorded within the recording

er 2014 are sequentially reproduced in a time shift manner in the sane

manner as in the twelfth enbqdj Ak opliet tamoefo tdwi
! ! %q th
shift reproducti %,%ﬂﬁéfat%rgede e eg}pfur om%f(%\%ﬁggggr di nlg1 btﬁJIff((aar:lt 201(31a%?edata

is converted to the candition wherei O G ratoEsi :
wh QUEticPR 9 S copde pirgiassi be
t he cont enPIﬂ?ﬁb@“%ﬂ%%%gorredoégegh?ﬁ he ?elcorﬁdgi 'ng medi um 2_0];J,b(;é'anwnbeI e

permanently recorded. r.e, th i B vt
: : 7(1'6 Lhguah § BitRe ahavegeyafdipih dboetihmopt
enbodi ment SCAH et iatpl Ereitt 8 Th réhe fecording and  repr oduiti onmaSESP;t us

jthat has a confiqurati on of | f i i :
i npl ement ed Y ‘fﬁ'@ Eﬁﬁ@r%%tﬁ%;%oe%%ﬁq %ﬂsﬁggggggg?ltﬁa?u;ftf@ﬂgGELﬁlgwhele

conflgur ati on, of e i Lesnh, ghadi sehha 4 htboentiy Eatiad: aeatylcd

recordi ng &R} on appar at us accor di i
recor d _ ( ing to the fifteenth enbodi nent
present 1 nvention encrypl$ngt he dal@ ph18he copy prohibited content

that is terffordttl y™

CopyprohibitedcontentZO?Oaand20700thathavebeen
recordedwithintherecordingbuffer2014aresequentially
reproduced in a time shift manner in the same ﬁanner as
in the twelfth embodiment. After the completion of the
timeshiftreproduction,dataisckﬂetedfromtherecording
buffer 2014 or data is converted to the condition wherein
reproduction is made impossible while the content 2070b
and 2070d recorded in the recording medium 2013 can be
permanently recorded.

Here, though in the above description the present
embodiment can be implemented in the recording and
reproduction apparatus +hat has a configuration of the
twelfth embodiment, it can also be implemented.in‘the same
manner even-in the case that it has the configuration of
the thirteenth embodiment.

(Fifteenth Embodiment)

A recording and reproduction apparatus according to
the fifteenth embodiment of the present invention encrypts

the data of the copy prohibited content that is temporarily
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24 JUNE 2004 recorded so that the data is converted to the conditi onthat

makes view ng and |istening inpossible. Fi i i I L
. g 40 is a configura
of a data conceal nent neans 2080 used in the recording agd ?% 39&&?&@%”1

apparatus according to the fifteenth enbodi nent of th i i

_ _ _ e present in

As shown in the figure, a recording buffer 2014 is the Eane means ;gnthgn.
recording buffer of the twelfth emnbodinment, an encryptionmeans 20 81 is a
means of encrypting the data inputted fromthe recordi ng and reproduction

means 2012 by using a tinme variation key, a decryptian i |
means of dewrgprdeg she thdd M%ddﬂgﬁalgutcﬁd}\f%ldt%@olrt@ Fh%:iearr}”se%%?gﬁﬁgﬁbﬁffer

2014, a tine variation.key generation neans 2083 .i ti
. v " 0 . LS s ans of
a time varititdormkkgs ViEFiy FRE gﬁ@r)ﬁ?&:‘i% Jr@ﬁ%?%%&?’and theggggsu ingn

nmeans 2082 and a key buffer 2084 is_a neans of t ' i
time variation kéig el ppetant f oA a e g%%géﬁ‘f“ ng%g%?{néﬁbrﬁ%%%%ggpﬁtehe
above described configuration is described belo en. det 8n 45phPRuied
fromthe rem)?mﬁi@%ﬂs@piﬁd%?ir&?%%ﬁggfﬂézr\%p%% SHEryp |o%a$rleasﬁs
2081, the encryption means 20?1 encrypts the.original gat a,pasedton the
time vari atdepokéindgdrerdtdt by tERE r%“%%&%a?l on Key geﬁ% i

2083. The encrypted data is recorded in t ' . ral’on means

ourer nand v varkaefanud) Gnerat G SRS RTR e ™
is the same means as the recording buffer of the twelfth
embodiment, anencryptionmeans 2081 is ameans of encrypting
the data inputted from the recording and reproductionmeans
2012 by using a time variation key, a decryption means 2082
is a means of decrypting the encrypted data outputted from
the recording buffer 2014, a time variation key generation
means 2083 is a means of generating a time variation key
used for the encryption means 2081 and the decryption means
2082 and a key buffer 2084 is a means of temporarily storing
the time variation key.

The operation in the present embodiment having the

above described configuration is described below when data
ié inputted from the recording and reproduction means 2012
to.the encryption means 2081, the encryption means 2081
encrypts the original data based on the time variation key
generated by the time variation key generation means 2083.
The encrypf_ed data is recorded in the recording buffér 2014.

Oon the other hand, the time variation key generation

means 83 outputs the time variation key, which is the same
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24 JUNE 2004 as the one that the encryption neans 2081 has acquired, to
the key buffer 2084 and the key buffer 2084 holds this. Next,240eNE Reo4
recordi ng and reproduction nmeans 2012 carries out time shift reproduction
and the encrypted data is outputted fromthe recording buffer to the
encryption neans 2082, the decryption nmeans acquires data necessary for
the decrypting of the data fromthe key buffer 2084 so as to decrypt this
data. In the above descri bed operation, the key buffer that tenporarily

stores the Ui R yall 3t a0 ey ASAPPGRES ophalLadhe, §8E angxcards Begnunt

that is eqﬁ&l e anount orresponding to the data capacity of

the recording, huffers ba%lfé};dr g@gfs delttg?e GakA fx Ml CI 84 IR BdS finis .

reproductigh i's not™“carrie within the recording buffer 2014

in an encrypted {orm apd it hecomps iqmassil ¢edh®dieW aRdnéhakerole the.
51

data even if it s pdssible to reproduce the data. In order to nmake the

time vari :tcira,%%gikg% lﬁﬂtg?ﬁ%?ea;shif@%eg%yocﬂ% €bn20R4 #15c @fery9thav@athor

exanpl e, configurati so that the keys accunulated in the

key buffer (& QUENLEL! f?oh%?:geg?c\@&ﬁ%iiﬂl@ L he reperat ikpralen @xaspl enof the

twel fth enbodinme own 1n 4 , for exanple , the capacity of the

s on! S P PSR SR i /gl cscar s S633y 1
for the decrypting of the data from the key buffer 2084
so as to decrypt this data.

In the above described operation, the key buffer that
temporarily stores the time variation.key'disappears when
the data exceeds an amount that is equal to the émount of
time corresponding to the data capacity of the recording
buffer 2014. Thereby, the data on which time shift
reproductionisnotcarriedoutisheldwithintherecording
buffer 2014 in an encrypted form and it becomes impossible
to view and listen-to the data even if it is possible to
reproduce the data.

In order to make the time variation key disappear,
the key buffer 2084 is made to have, for example, a ring
puffer configuration so that the keys accumulated in the
keybufferareoverwrittenbyainewkey. In the operational
exampleofthetwelfthembodimentshowninFig34,forexample,
the capacity of the ringbuffer is the same as for the period
of time ofArecording 2021.

In addition, a timer is separately provided so that
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24 JUNE 2004 a'period of tinme is measured and the keys stored after the

set tinme are sequentially erased fromthe key buffer 2084 af$£UUNE 2004
predeterm ned period of time has elapsed. In addition, in the case that the
key buffer 2084 is fornmed of a volatile nmenory, all of the keys within the
buffer are erased when the power of the recording and reproduction
apparatus is turned off and, thereby, secure conceal nent becones possible.
(Si xteenth Enbodi nent) A recording and reproducti on apparatus according to

the sixteent %e hogdident: of theprasest andertédreyanstaked afheri £heation.
to the user of the timng of the tinme shift reproduction. Fig 41 is a

Configurat@%E}%fm%Qﬁi@fsé@@eh@ﬁgﬂﬂhn@réﬁmbfﬁwmmdbbeibaydwpﬁfaﬁu8084
according to the sixteenth™ enbodi nent of the present invention. In the

figure, the risape,syrels anriattiapbeddd dhetsmrehasr erpeefondi ng,.

parts as in Fig 33, of which the descriptions are omtted. |In addition, a

notification neans, 2004; ¢ Soa , neanshef camki hyatathet keychnifde ol Ofe 1.5

operational condition of this recording and reproduction apparatus_through

sound, i Mage,REdl Bt & Yo OF MBei Memoy adslliof, thieg ks swatBiagiaA f or

describing the operation of the recording and reproduction apparatus

accor di ng 49, £ BePEESE R £HBQdiHERt thEhe@peraviforhef néeording and
reproduction apparatus is turned off and, thereby, secure
concealment becomes possible.

(Sixteenth Embodiment)

A recording and reproduction apparatus according to
the sixteenth embodiment of the present invention can make
a notification to the user of the timing of the time shift
reproduction.

Fig 41 is a configuration diagram of the rgcording

and reproduction apparatus according to the sixteenth
embodiment of the present invention. In the figure, the
same symbols are attached to the same, or corresponding,
parts as in Fig 33, of which the descriptions are omitted.
Tn addition, a notification means 2091 is a means of making
a notification of the operational condition of this
recording and reproduction apparatus through sound, image
or letter information.

In addition, Fig 42 is a diagram for describing the

operation of the recording and reproduction apparatus

accordingfx)thepresentembodiment. The operation of the
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24 JUNE 2004 recording and reproduction apparatus according to the

si xteenth embodi ment of the present invention that h J
configuration is described in the follomjng. Her e, ?ﬁetzgpagﬁfyﬁggfﬁﬁgagﬁg

recording buffer 2014 corresponds to 90 m i

_ m nut es of broadcast tine in
same manner as in the twelfth enbodi ment and the descriptions of thethe
operations that overlap those in the twelfth enbodinent are omtted so

that only the points of difference are described. First, the case is

consi dered wherein the er is Vi i i i iebi
' g ten ;
cont ent brééﬁﬁ%%@lngréﬁkfﬁﬁﬁ%?%%ﬁgggkggt t|S%égggahﬁ?6§ﬁ¥%§%ZE§{ﬁgﬁglEﬁg

viewing and listenin enporarily inte i f -

TS 1 RS oS DFEBERS SEaR oI T ot ITF 2015 50

S o oo e e s Se e ui e L EROEL [ JRaRs A EheMBetl dilg N g

the recordi ng buffer 2014 ;t a 9eﬁor&ing_the Oy B e e ¢ e
L PkoitihEl cf BAOL Nl TPob8aER AP BimPek] ROLMNeN t he

i nput fromiA%ESco is received. "Meanwhile, the

recordi ng and reprodugti,on pat " " P
_ _ : U LHWEL ishe £'ipeeisel th G
data of théy%BE?gBP |§%d@@oﬁ§gﬁt ﬁg reco%%%g@ain ;Ee recorgiggsﬁtfférThe

Jata . :
4 in the same_nanner 3 wgief%lqp&;@ga%e@{t tawel fite addedi tptticaral when

it bec ery 3s :
ones TaHBeLt 35 X At qrm'sound is issued to the user so as to draw the
of the operations that overlap those in the twelfth

| embodimentareomittedsothatonlythepointsofdifference
are described.

First, the case is considered wherein the user is
viewingand]jstening1uncopyprohibitedcontentbroadcast
fromthebroadcaststationasalivebroadcastandtheviewing
and listening temporarily interrupted at time t for some
reason. At this time, the user inputs commands via the
control input I/F 2015 so as to start up the recording and
reproductionmeansZOlZ. Recordingandreproductionmeans
2012 starts recording the copy prohibited content in the
recording buffer 2014 at a point in time (same as time tl)
when the input from the control input I/F 2015 is received.
Meénwhile, the recording and reproduction apparatus
converts to the “pause” condition.

The data of the copy prohibited content is recorded
in the recording buffer 2014 in the same mannetr as in the
operation of twelfth embodiment and when it becomes time

t2, an alarm sound is jssued to the user so as to draw the
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24 JUNE 2004 users attention that they nust control the recording and
reproduction apparatus. In the present enbodinment tine t2 is259UNE 2080481 ne
when the remai ning anount of time (broadcast tine unit) has el apsed after
the recording time tl during which the data recorded in the recording
buffer 2014 by the recording and reproduction neans 2012 has reached the
set capacity and that is 5 mnutes (broadcast tine units) in the present
enbodi ment. Accordingly, tine t2 conpletely becones the (recording starting
(pause stanfddigd 4+HBntiocdb thattdsey anoabt cohteody theotisreedingntest t hat

is tenporarily recorded in the recording buffer - 5 mnutes) Due to the
nOtifiCati%bﬂf@@hbh&dﬂﬁdﬂpafmtns.neanstﬁaxn;eﬁﬁgtugmbqqﬁm@gtcgﬁﬁghds
via the control input I/F 2015 so as to release the pause and to restart
the view ng2 and List eri ng ofmé heheopychs ohéha i sdngoesnt TAE FMR  t hat
differs fromthe condition before the pause is the copy prohibited content
that the us@srésdvhew agmendnilishesiepjapeedsafgprothecdearaifichE 18 ft
manner fromthe recording buffer 2014 instead of being the |ive broadcast
fromthe brepdnasingt@hion. the thits caserddw Paddee ize e rdéngabed feom
time t2 to tinme tl and the user's programview ng and_|istening
conpl eti on 40 T8 bkbrhe reektinii hherchnpbepidue tigenesnst 29 hé hagrgached
broadcast by (t2 - tl1l) mnutes. In addition, when a tinme shift reproduction
i's Cm*iedthesetcapacityandthatisSndnutes(broadcasttlmeunlts
in the present embodiment. Accordingly, time t2 completely
becomes the (recording starting (pause starting) time +
85 minutes {amount of copy prohibited content that is
témporarily'recordedjjlthe recording buffer — 5 minutes) .

Due to the notification from the notification means
2091, the user inputs commands via the control input I/F
2015 so as to release the pause and to restart the viewing
and listening of the copy prohibited content. The point
that differs from the condition before the pause 1is the
copy prohibited content that the user is viewing and
listening to is reproduced in a time shift manner from the
recording buffer 2014 instead of being the live broadcast
from the broadcast station.

In this case, the pause is effectuated from time t2Z
to time tl and the user’s program Viewing and listening
completion time té is behind the completion time t4 of the
actual broadcast by (t2 - tl) minutes.

Inaddition,whmnatimeshiftreproductioniscarried
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24 JUNE 2004 out in this operation starting fromtine t2, reprod;;;;;;M”bfhmmm

the content that is tenporaril i
. . y recorded in the rec i i
conpl et edwhi | e theprogram i s bei ngbroadcast from tﬁredlbpgadgi'{ 3@“%%@14 an

during a period of tine from i i
peri : m this reproduction conpletion ti
P;ogggﬂlvhernng and Ilstenlng-conpletion time tG,HBata is rggﬁrggdt?nthed
reprOdu ed romt he recoydlng buf fer 2014 and, at the sane ‘tine, the o
p ced programdata is held in the recording buffer in the condi ti on

wherein viewng and listening is i [ i
and. 1t b toyse thliat oORE ASEY GBRREROLS RO Sy Comman i nte cho

control input I/F 2015 after tinme t2 has i aMrerd
: . . R , ;
for the sebf thewdntebhpittiely F%‘@BPE@E%lrff%%g%rre%éoc} gh%%ﬂrffer 2%)?% da‘: ﬁe

operation of tenporarily recordi i i
st opped andutihest B@é%hgptom’@pﬁ%%‘g&] aiéﬁejlcget h%r%?%‘ﬁ&%%%?ggﬁﬁdaﬁé% 'S
present enbodi ment, time t3 corresponds,t i i DAL,
ggtgir rr;[allkren; faﬂcﬁ%tﬂ?sfﬂaoiq%ﬁléttf?‘;ﬁ‘glgﬂea?ﬁi rém}v\#éﬁ % E?ﬁo%@?ﬁg?ggﬁfﬁggﬁ;es
: : | . In i perati.on, i i
a time s Ettehﬁiﬁxm;ﬁwté%&%@piﬁgﬁﬁ& o B e A g e e 11, |
pause is starfed 8 that 2t i BBy LSor@WIC N antche ,

L 10, 0 e prouram by the user
reproduced from the recordsiﬁ(g]%&ff@rvﬁmtd}ﬁd, at the same
fime, the reproduced]progranadata.is held in the recording
buffer in the condiﬁion wherein viewing and listening 1is
impossible or is erased.

On the other hand, in the case that the user does not
input any command into the control input I/F 2015 after
time t2 has passed, at time £3 when the data for the set
time is completely'recorded.in the recording buffer 2014,
theoperationoftemporarilyrecordingdataintherecording
puffer 2014 is stopped and the time shift reproduction is
forcibly started. In the present'embodiment, time t3
corresponds to this time, which is 5 minutes after time
té , wherein time t2 is the time when the notification means
2091H@keszanotification. Inlthisoperation,ijaprogfam
igs reproduced in a time shift manner with a delay of the
-gép between time t3 and time +1, which is the time when
pause is started, SO fhat time t5, which is the time when
the viewing and listening to the program by the user is

completed, is behind time t4, which is the time when the
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7 U 2004 aetual broadenst 1e o N

JUI ( onpleted, by (t3 - ) m

?gggthpn, the (t3 - t1) mnutes is the same Ignéth oftl?ng]nULesf _

buff;rlgglzlgf ?Letgggpopy prthbited content that is set iﬁﬁﬁﬁgh¢£@%¥hing
_ 2gi nni ng. urthernore, the broadcast af [ [

not recorded in the recording buffer2014. Accordingly, duri;gratbgfigg Igf

time between tine t8, which is the tinme wh i
i : ’ ) en the tine hi i
is forcibly conpleted, andtinme.t5 which is the progranfv:gaj;Sp;ﬁSUCtlon

i stening conpletion tine, the wuser_ vj i anet
_ , ] vj ews and,l.iste tQ,
that is breadcast bmﬂaéﬁaﬁﬁel§r&ﬁﬂﬂﬁﬁt%gétﬁg 6FgViogéjp?gbraﬁ?ﬁgspgﬁgggg;

been conpleted or tinme t8 that is the tj i
. o e tinme wh ! i
reproductlamdrixmmnﬂth%d(ﬁiatﬁ¥&)B%EBﬁE%St%%eggéggﬁﬁécﬁgaﬁﬁgf%ﬁdt%?gtening

conpletion tine. That is to sa in th i i
reproduct i em icst orite r@ﬁ:@miyﬁ%i%ﬁ%do% t%ﬁ’zeﬁt‘}‘?@é #%gﬂgb%%lhéeé%%wmrgnd f
or

the tine shift reproducti b .
cannot vi ewhmt lists@t i@%ﬂ@%g&%&ﬁﬁéﬁfiﬁg%a@g@ 3¢ hgs apsedinghe user

listened to before the pause, in en berng viewed and
. , conpl f Qr. f.t-ers .
el ased, udser s ARG RESLHARRAY B4 P BIELEH SHioh R, (he user

Gosi rod 11 ren &he TAEORSEMERHBE" BALUr aBEd o ol SCat et enont a

of the time shift 0 Co ete the inplenentation
of time between time t8, which is the time when the time
shiftreproductionisforciblycomplefed,andtimetS,which
is the program.viewing'and listening completion time, the
userviewsandlisteﬁstoamotherprogrmnthatiékmoadcast
‘after the broadcast of the previous program has already
been completed or time t8 that is the time when the time
shift reproduction is completed exactly becomes the user’s
viewing and listening completion time.

That is to say, in the case that the time shift
reproduction is once forcibly started without: the input
of the command.for the time shift reproduction by the user
after time t2 has passed, the user cannot view or listen
to the program, which had been being viewéd and listened
to before the pause, in a complete form after the pause
is reieased.

Asdescribedaboveaccordingtothepresentembodiment,
the user can set the time shift reproduction of the copy
prohibited content to a desired time and the user can be

encourag@dtocompletetheiﬂ@lementathmlofthetimeshift
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24 JUNE 2004 reproduction before. a predeterm ned period has el apsed in
order to protect the copyright of the copy prohibited contenpq JUNE 2004

t hough in the above described enbodi ment, an exanple using the recording
buffer 2014 is described, the same effect can be gained by using the ring
buffer 2044 of the thirteenth enbodi nent in place of the recording buffer
2014. As for the operation of the case wherein the ring buffer 2044 is
used, the time shift reproduction for the set period of time in the

recordi ng %ﬁf&dﬁe%ticﬁ‘l bt TS redst Saiihed petivkeheisnelhpsed in
reproduction s sinultaneously carried out as recording of data in an

overw i ting, fRopet, b AUUE NERd Bepyesyit n@ft 4handdpyneptShabishkaln by
the one dg%tedﬁchgiﬁ line in Fig 4?. Fgge, the operation of the case

wherein the, QyeLweiting operation is set to be prohibited at tine t3
becones the sane as the case of a forcible tine shift reproduction

i mpl enentation ofydhe sheughdascrirkednseénatstedwed rgnibodieentl,nan
addition, the configuration of the enbodi ment may be used by being

combi ned Wiéilaﬁlg% o 1bbe theurteedl n@ o et 0 18hi s hidas rabeedy Heeen
descri bed. Furthernore, though in each of the above described enbodinents

a recordi ng; and LepeRIUCid ONHarRaRS nWE S} nudingethedimigappaf feus 28rid a

reproduction neans are integrated according to the present invention is

descri bed a$r¢alhPPteenth embodiment inplaceof the recordingbuffer
2014. As for the operation of the case wherein the ring
puffer 2044 is used, the time shift reproductién for the
'setperiodmnftimeletherecordingbufferthatjaringbuffer
is carried.out*wherein the reproduction is simultaneously
carried out as recording of data in an overwriting manner
is continued between time td and time €3 as shown by the
one dotted chain line in Fig 42. Here, the operation of
the case wherein the overwriting operation is set to be
prohibited at time €3 becomes the same as the case of a
forcible time shift reproduction implementation of the
above described ordinal recording buffer.

In addition, the configuration of the embodiment may
be used by being combined with that of.the foufteenth
embodiment, which has already been described.

Furthermore, though in each of the above described
embodiments a recarding and reproduction means wherein a

reéordingapparatusandareproductionmeansareintegrated

according to the present invention is described as carrying
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24 JUNE 2004 out recording in. and re ST
_ _ , production fro a

the configuration of the present invention is not lrhitegec?rdlngbuffer,
:gzgfaingagngeapLQV|dedfmnth only a recording neans that cag?#gyi%ﬁ¥6°4

( ans of reproducing data fromthe recordi b
or the ring buffer 2044 may be se [ e

~separately provided as an exter

?Egaratysa Furthernore, though in each of the above, described nghbodinents
Iikepe_rlo of time of recording of the copy prohibited content, or the
LK NPIEZ measured as_tinme inf rmti o |, DY 1 SRUAL I RY at]pé:cgggip@qkéfsew thin
the NPEC h:twéar EEE@&W}/ bel%ﬁfs?trg?ﬁ‘, ﬁprﬁah ATGrietion {s not limted to this
ut, , sed as ot her_t . i i ti i
time inforridie m%&gﬁéaﬁéﬁhp&% pﬁ:eefseérlﬁclceﬁ‘{%h?ﬁgnag%g??gdlglgéat?sl the

carrying out an absolute tine neasurene 0$ 1O, j [
separ at el y. tEdtihehir e TS v IFr%Yi%r)f? &%%Y?Qg%ﬁen\ggégeér%gg%%cﬁfgi?ﬁbgd

recording medium 2013. Furthernore,_ this:} k nf I
within a deweeessitht £ TN ST hdt On]f)(?ﬁLIgl;{a@l1 Egégﬁﬁéeg%fﬁrtbﬁg@?ﬁ;g?ng

and reproduction_apparatus accotdi t i - et

![ R\éggt ![ oneaﬁa@t?aﬁﬂ_f% ﬁ%lﬁet%%?g%{%a%%?e\ﬂ ?ﬁlﬁgﬁﬂéﬁltﬁgﬁrﬁ% taher nor e

and the |ilsay btl 6 Infomﬂ" o q%%décﬁ‘céé'dg t e tuadcasppstariiang tine,

recor.diengl KeaY o et FERFM &R P& becones tRe object of tenporary ’
' Furthermore, though in each of the above described

embodiments the period of time of recording of the copy
prohibited content, or the like, is measured as time
information by counting the PCR padkets within the MPEG
stream of the content, t+ime information is not limited to
this but, rather, EﬁG may be used as another type of time
information and the time information may be measured in
reference to the acquired.EPG?by'carrying‘out an absolute
time measurement by means of a timer provided.separately.

Furthermore, this time information may be measured
in the recording medium 2013. |

Furﬁhermore, this time information may be measured
within a device such as an STB that inputs an MPEG stream
to the recording and reproduction apparatus according to
the embodiment of the present invention anci may be inputted
together with the MPEG stream. Furthermore, these types
oftimeinformationmayincludethebroadcaststartingtime,

and the like, of the content that becomes the object of

témporary recording.
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24 JUNE 2004 Furthernore, though in each of the above descri bed

-enbodi nents copy prohibited content is described as conprisiagJUNE2004t
is not permtted, even one tine, to be copied, copy prohibited content of
the p resent invention is not limted to this but, rather, content that
conprises data that is allowed to be copied only one tinme may be the
object of the invention. In sumary, it is possible for the present
invention to use any data, as long as it is prohibited'fron1being c%pied
or predet er ni ned wgstHd Shb RS tRbegippin ezhtlo Of. ther aborife GREsehPe
specification al so describes an invention concerning a reproduction

apparatus Ghaachenitzeddpy qorpnibitgd aavmntl iredes GIIRGAIR8I 1ing the
encrypt ed 5%ta, whi ch isogﬁzorded on a disk by the above described

recording appgi Al usnef duie. pIRsents imyenp eomi t el beeveproptcednes o
reproducti on ans controlled by said control neans -of reproducing said

data and aH!@Ebmtécppcdfmapsmfihjem@mdmgemiocf thpriveee s tdbR uehhd O
sending it to an interface; wherein said control nean.s controls said
recordi ng NEap%t Q iePEeduce i <l badpy rperim 55 EMteRToR At SATPRASSS n
sai d decryption neans generates first information that,includegﬁgt | east
ei ther of  s@idsdeykee; sl gorekieyoobesadp ieshprgar mnssitdis Hieot hgt itie
wherein said decryption nmeans uses said recording unit inforna&iO%_ and
generates a,5paLent tkend hatvdistiohor nini enmga@nied by is possible for
the present invention to use any data, as long as it is
prohibitedfrombeingcopiaﬂorpredeterminedrestrictions
are applied to it.

Here, the present specification also describes an’
invention concerning a reproduction gpparatus
characterizedbycomprising:acontrolmeansofcontrolling
the encrypted data, which ig recorded on a disk by the above
described recording apparatus of the present invention,
to be reproduced; a reproduction means controlled by said
control means of reproducing said data and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said control means controls
said recording means to reproduce said copy permission
information;whereinsaiddecryptionmeansgeneratesfirst
information that includes at least either of said device
unique key or said copy permission information; wherein

saiddecryptionmeansusessaidrecordingunlt1nformatlon

and generates a céntent key that is information gained by
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24 JUNE 2004 decrypting said first information; and wherein said
decryption neans decrypts said data by using said content Kkegg JUNE 2004
Furthernore, the present specification also describes aninventi .on
concerning a reproduction apparatus characterized by conprising: a control
-means of controlling the encrypted data, which is recorded on a di sk by

t he above described recording apparatus of the present invention, to be
reproduced; a reproduction nmeans controlled by said control neans of

repr oduci nGISHT P HARY: SEdd & Hevkyppiformatekan; okndewhpitding said
reproduced data and of sending it to an interface; wherein said control
means cont PG YREIANIBEBRE A HYINS 156 ¥ sl dy s themaipteentenke key;
and wherein said decryption nmeans decrypts said encrypted title key by
using said i ce uni que key. Furthernore, the present specification

descri bes an invention concerning a reproduction apparatus characterized
by conprising: aF@éttysimepansthe eomsonti agecidd aaiciypt@alisdata, which is
recorded on a disk by the above described recording apparatus of the
present i nf&MGIOPes 8P hBVESHISIuEORCAL T ERY GduePr ol untaien emmawited by

said control neans of reproducing said data; and a decryption means of

decryptingcg%QfQQﬁﬁbaﬁéé&’GQWQQ%ﬁF@@i§bﬁﬁpﬁ§01ﬂﬂe@55 candirfalckelngher ei n

sai d decr y%%ieogngg%%%:edc%gig%g,Swhsi%ihdigaéch%dlé?ii glgl asgii%kt Ilb;l Ehéeayk;ove
described recording apparatus of the present invention,

- to be reproduced; a reproduction means controlled by said
control means of reproducing said data; and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said control means controls
saidrecordihgmeanstozeproducesaidencryptedtitlekey;
and wherein said decryption means decrypts said encrypted
title key by using said device unique key.

Furthermore, the present specification deseribes an
invention concerning a reproduction apparatus
characterizedbyCOmprising:acontrolmeansofcontrolling
the encrypted data, which is recorded on a disk by the above
described recording apparatus of the present invention,

to be reproduced; a reproduction means controlled.by said
contrel means of reproducing said data; and a decryptioh
means of decrypting said reproduced data and of sending

it to an interface; wherein said decryption means decrypts

said data by using said title key.
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24 JUNE 2004 Furthermore. th _ T —
. re, e present specification i : - -
concerning a reproduction apparatus characterized bsesz%Pss an Lmen o

nmeans of controlling the encr [ i .i]- "ol
! ncrypt ed data, which is record u &g{/
t he above described recording apparatus of the presentriﬁSeE%igngﬁéfo be

r . .
rgg;ggﬂg?g, a__aeprodyctlon means controlled by said control neans of
reproducedgdZ?l dgta, and a decryption neans of decrypting said

a and of sending it to an interface; wherein said control

. nmeans controls said recording neans to re i

- - B . ro i :
22?éehgvf2;duﬁsgﬁgm§g§yﬂ2§?g$d@%@ﬂ?ﬁ?%egﬁi%p?ggggﬁu é%oﬁ??%%giﬁgighihﬁsrﬁé’
that i ncl udesresal dothi cbeceﬂféyi;n%/:%Ptéieggé’%ﬁisorgegﬁﬁgﬁ%&éﬂ ener ot oot 0"

content key that is information gai ecryptton nmeans generates a
;nf o:ﬂrjralt | orHyrastay ize@d@ﬂiqmnwggiggg%ﬁﬁ%%%@p{“ﬁggégf (éagtrhﬂ']f@Il . |IHlg
synbol specific to the recording block b nuner al and/ or
S . . ; . ased i ; .
(e oy Sa Sont - s €6 SDEH 15 sccess Sard
; ; ' n sai ecryptio n P
usi ng sai d Gt ehbekleyed@irdh aqqﬁg ans decrwptsneahdidat,a by
descri bes an inventio% concer%?ggpg, Eﬁr Qéﬁ? SgeCIflcatlon_also

D, reproducti o -
o o oy ortsgicedens. ST R RIAIAT AR o '
control means of reproducing said data; and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said control means controls
saidrecordingmeanstoreproducesaidencryptedtitlekéy;
wherein said decryption means decrypts said reproduced
title key by using séid device unique key; said decryption
meansgeneratesthirdinformationthatincludessaidtitle
key; whereih.saidcﬂecryptionzneans generates a content key
that is information gained by decrypting said third
information by usiﬁg recording unit‘information'that is
a numeral and/or a symbol specific to the recording block
pased on a recording unit that is the minimum unit for said
controlmeanstosequentiallyaccesssaidrecordingmeans;
and wherein said decryption means decrypts Said data by
using said content key.
Furthermore, the present specification~aléo

describesaninventionconcerningareproductionapparatus

characterizedbycomprising:acontrolmeansofcontrolling

the encrypteddata, which is recorded on & disk by the above
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24 JUNE 2004 descri bed récordin ‘ “
_ _ g apparatus of the present i i
reprogucgd, a reproductlon means control | ed by saig Contrgrventlon, to be
:gg:gdﬂgleggdzﬁl d dgt a];c and a decryption neans of decrypting ﬁs%?gmé)éow
a and of sending it to an interface; wh i i i
means decrypts said data by usin i ol ot or ot Honeeryetion
g said copy perm ssion inf i
Furthernore, the present specificati i i o sonc:
re, on describes an inventi i
reproducti on apparatus characterized by conprising; a Con;$2|0ﬁ2;ﬁ;ngpg :

controlling the encrypted dat i I i rhye
( L lat ch.its d esorded pReaetits ki hyen hi
descri bed C&SHTHHNG a%ﬁ&‘)&t Uus fg\gr%e present inven?i gn,e to be reﬁ?gga\égd'

-a reproduction nmeans contr Ilg sal ' F
: . ahd + (G0 n sRanst 06 1 eldr bgushng sai
data; and &UES yHH ‘Jﬁ%ﬁns g¥g%£crypt|ng sai d reproduced g;tguandggfald

sending it to an_interface; ' jd Jeasd conte ot '
. ! & L el i
recordi ng MEANETPY FERFSIT er\é\?% &?%@n%ff/}gt g%@ﬂ t (;C Key: V\,herééi ngggiagdl

q : . .
ecryption neans dﬁcéé%%%ﬁ%qgggggﬁaﬂw%%&éd&bédk@ﬁtﬁyaﬁﬂrmﬁSﬂEdddQMiCe

uni que key MS@HeFef con means co . ; :

r epr oduce i : aqi : ; nFroIs said recording means to

geger at es Si@%%%ﬁ%%%%ﬁagné ;?ﬁqgég%%%éegﬂgé’%gfﬂozla{lﬁadecdggry@,ts means

or sai d copy permission informtiqn _ eas ither said title key
“saic Breaisé idecrpfo '

generates &&d tg % tlh%? 81|is%l| %o%?%nrgai ned byMgfec?n;/lgFiEﬁgssai d

second i nf i i i b tad i
second infor mati qn, . By UG M GHY fi-ah it lsfed DF T8RO Hab drsiize muater al

invention concerning a reproduction apparatus
cha&acterizedbycomprising;acontrolmeansofcontrolling
the encrypted data, which is recorded on a disk by the above
described recording apparatus of the present invention,
to be reproduced; a reproduction means controlled by said
control means of reproducing said data; and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said céntrol means controls
saidrecordingmeanstoreproducesaidencryptedtitlekey;
wherein said decryﬁtion means decrypts said reproduced
title key by using said device unique key; wherein said
éontrol means controls said recording‘meéns to reproduce
said copy permission information; wherein said decryption
means generates second information that includes at least
eithersaidtitlekéycn:saricopypermissioninformatidn;
wherein said decryption means generates a content key that
isinformationgainedbydecryptingsaidsecondinformation

byusingrecordingunitinformationthatisEinumeraland/or
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24 JUNE 2004 a synbol specific to a recording block corresponding to a
recording unit that is the mnimumunit for said control neapg JUNE 2004
sequentially access said recordi ng neans; and wherein said decryption
means decrypts said data by using said content key. Furthernore, the
present specification describes an invention concerning a reproduction
apparatus characterized by conprising; a control neans of controlling the
encrypted data, which is recorded on a disk by the above described
recordi ng appapatys @pddier P esent ireventdiong blocke ccgpredperding o
reproducti on ans controlled by said control neans of reproducing said

data; and a, deqryphiAp yABENShat dectiptmhgisamdunépr 6ducedidacanid® lof
sending it to an intérface; wherein said control nmeans controls said

'reCOfding'R@Qﬁsthr%%éﬁ%§€i§§E9 eeRE per gi $di arecdmimgranedns ;addidhher ei n
sai d decryption nmeans decrypts said data by using said reproduced copy

per mi ssi on . nf t BRLLOR JEWSE IO eneahe peesepttsspedid dedtd by alssed
describes an rnvention concerning a nediumthat holds a program and/ or

data for allowyng . 1caputey.to inplement the entirety of, or a part of,
the functions of the entirety of, or a part of, the above described present

i nvention, wher epR $AbGidNC] itoNs parees dwplsnent Edcby ival descggv@s amd/ or

data, which is readable or has been read out by the
invention concerning a reproduction apparatus
characterizedbycomprising;acontrolmeansofcontrolling
the encrypted data, which is recorded on a disk by the above
deécribed recording apparatus of the present invention,
to be reproduced; & reproduction means controlled by said
control means of reproducing said data; and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said control means controls
said recording means to reproduce said copy permission
information; and wherein said decryption means decrypts
said data by using said reproduced copy permission
information.

Furthermore, the present specification also

describes an invention concerning a medium that holds a
program and/or data for allowing a computer to implement
theentiretyof,orzapartof,thefuncthnu;oftﬁeentirety
of, or a part of; the above described present invention,
wherein said functions are implemented by sald program

and/or data, which is readable or has been read out by the
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24 JUNE 2004 conputer, working in cooperation with said computer. |

Furthernore, the present specification alsi i i i
. , . 0 describes an in
concerning an information assenbly that is a progran1and/oygggpgﬂg%?°04

?Ilorqng a conputer to inplenment the entirety of, or a part of, the
functions of the entirety of, or a part of, the above describea pr esent

i nvention, wherein said functions are inplemented by said program and/ or
data, which is readable or has been read out by the conmputer, working in

cooperation with said conputer. L.Bar, k Udesn
dat a fornaFPWRH%??yp@?Fﬂ%ﬁ?t%% ??ééggéggfﬁéﬁﬂgﬁg,bgggédiu#??%%fﬁgggcgure’

recording nmediunsuch as a gt rLhermore.
t?fﬁ%%gﬂcﬁ aE_BS %ﬁ%& §ié>%'&lrﬁdiauf'1éﬂcﬁlé% t he | nt er net

and i i
a transm ssF&ff radi o waves and sound waves.

Furthernmore, a nediumthat ho a I i wies
exanpl e, aSesHr HPRT %%d?ﬁ%??%g§ﬁi%ﬁhggé?gggggﬁp%mﬁgﬁh?ﬁifﬁis r%@g?géd, a

.transm ssion nmediumfor transmtf)j 0 .
Furthor ror 81241 b b0V S0s SKUCESSEH By 5 compuLer - i ncl udes, for

SUch 2 a AW HABShcFiel ATl B oGy o Sl o data ¢ hat becomss the ob
cot of ‘trangm ssion |5 abl o, 10, e hand odify AT f5ea peaREntDl
invention, wherein said functions are impleﬁentedfby said
program and/or data, which is readable or has been read
out by the computer, working in cooperation with said
computer.

Furthermore, data includes data structure, data

format, data types, and the like.

Furthermore,amediumincludesarecordingmediumsuch
as a ROM, a transmission medium such as the Internet and
a transmission medium such as light, r'adio waves and sound
waves.

Furthérmore,amediumthatholdsaprogramand/ordata
includes,forexample,arecordingmed%mminwhidnaprogram
and/or data is recorded, a transmisSion medium for
transmitting a program and/or data, and the l;ke.

Furthermore, to be able to be processed by a computer
includes, for example, to be readable by a computer in the
case of a recording medium such as a ROM and includes that
aprogramand/ordatathatbecomestheobjectoftransmission

is able to be handled by a computer as a result of
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24 JUNE 2004 transmission. Furthernore, an information assenbly includes .

software such as, for exanple, a program and/or data. Furt-he
. ! X l . . It
descri bed above, the configuration of the present 'invention %g?L@gE%§O4'

inplenented in a. software nmanner or nmay be inplenented in a h

manner. Industrial Applicability As is cyear f?gn1the above desgigg?{gn
the present invention can provide a recording apparatus and a 1
reproduction apparatus that can protect copyrights in the case that data
that requires cqggrlght protection is recorded and/or in the case that
data that refi$8SSESPYright protection is reproduced. In addition, the

present invention ca rovide a_dat : :
E)tle \(lz\ﬁgxr Lght _ V\hgglr@h‘?i?‘?ﬁ_ﬁ’dgfla &%‘%%gﬁg?’%‘% te@ %fgﬁﬁggpﬁig%{)gf th tso,
recordi ng rﬁl?%%%ng rgt g&%&‘?fﬂ%é g‘g’lghl?e%?@g"é i be e dtabias g

uctiom apparatus for recording, or

for reproducing mhiL&gégggg%%nggbF%%ﬁngﬂégdféngEhi%hgpkﬁnpg S8EAGN

appar atus, an endrd}p img and recordin

_ 1 ( ( g apparatus systemfor
_backing wup data while otecting th ris i

and recor dity f&b%é?%?%%Bgal?lgce,@rtgioﬁ’g%fég?eatlu la%ge@g%g il?r?h%?f%ﬁ??ﬁ )

apparatus for transmtti i
PP manner or Ag§mkgaiﬁp eh@%é%thﬁEazﬂg%dware manner.

Industrial Applicability

'As is clear from the above description, the present
invention can provide a recording apparatus and a
reproduction.apparstus that can protect copyrights in the
case that data that requires copyright protection is
recordedand/orinthecasethatdatathatrequirescopyright
protection is reproduced.

Inaddition,thepresentinventioncanprovideackﬁa

processing apparatus that protects the copyright when
shifting data that is prohibited from being copied to, or
when copying data that is prohibi.ted‘ from being copied in,
another recording medium, a recording and reproduction
apparatusforrecording,orforreproducingwhilerecording,
the data from this data processing apparatus, an encrypted
datadecryptingandrecordingapparatussystanforbacking
-updatawhileprotectingthecopyrightaswellasadﬁcrypting
and recording apparatus, a recording apparatus and data

transmission apparatus for transmitting data while
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protecting the copyright. In addition, the present invention can provide a
recordi ng apparatus and a recordi ng and reproduction apparatﬂédlnﬁgngf
carry out a tine shift reproduction of a broadcast program and the [1ke,
that is prohibited from being copied in a manner such that infringement of
the copyright is avoided. 24 JUNE 2004 What is Clained is: 1. A recording
apparatus characterized by conprising: an encryption nmeans of encrypting
data sent froman interface; a control neans of controlling said encrypted
data to be recorded; da.r i.hg means controlled by said control

RIERT

means of E%%%F%ﬁ?bngai Cencr ata on a disk. 2. A recording apparatus

according to Caiim1l, _charactec] | Dot hat nsairt ener yahi proveales @&ncrypts
said data by usﬁﬁbEH*&EE%%E’U%F&%EQQ%€ethat is a nuneric value and/or a

synbol allocated_to, and specifi o, | Feensdbnd aaredustiod. ' A
recor di ng éﬁﬁé?@@ﬁ%ga@€6Fﬂﬁ%Su?og aﬁhﬁ%ior 2, 6characterized in that said

encrypti on neans encrypts said itNgnd @G0T Bt neepid tuchfionmatl on
that is a ﬁﬂﬁ%?é@tuénﬁﬁéi'gagyﬁﬁgﬁgzﬁgﬁf%fc to a recording bl ock

corresponding to,a recording,unhhqf ek 182xa,MtALRUNEUSEbhibD el & roant r ol

being copied in a manner such that infringement of the

copyright is avoided.
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nmeans to sequentially access said recordihg means. 4. A recordi ng appar at us

according to Caim3, - characterized in that th i j
( ( m 3, - char e encrypti
using said recording unit information indicates the e%gryg?i8%4§g?ﬂ%g?%& >

data by using a key gai ned based on said i it
) _ recordin unit inform
{ﬁc?Lg;ngtaFEZ;?tus_gccordlng to Caim3 or 4, 24gJUNE 2004 chargggg}igédA
t h . said encrypted data recorded in saidr r di |
additional information added to said enc ' s ol
_ _ : rypted data are encrypted
Snt;;etportlon; fndcir?_re oxged in said recording neans. 6. XPrgcolgi;ge
ppar at us Ak d fig-t8 of°Clains 3 to 5, characterized in that: copy

perm ssion infornation.is added i ' } 5 cBit @mpEiassn
sai d recordrngAﬂ%ﬁﬁp%glnge&ﬁaf%éﬁggcggé%ggﬁﬁéiﬁg% ?gfgfﬁ;tion; gg?érols

encryption means generates tirst infor I i d reas i
sai d device unlqéglﬁﬁfﬁﬁpt§8ﬁd&§8%€ Bg$%ﬁ§§¥ﬁﬁ?ﬁ o?ﬁggigﬁ?aégid arel ther

encryption neans generates, by using said recording unit i i
. 1 , b ni t
cont ent keyu%%%¥fﬁ§e'|nfornatlon gai ned by encryptigg saidlprfggatlon’ :

i nfornati : i i . .
nfort on: sald enecYBLl ORANy Ak ks 336 s nastpgetarata
to be recorded; and '
a récording means controlled by said control means
of recording said encrypted data on a disk.
2. A recording apparatus according to Claim 1,
characterized.in1juﬂ:said.encryptionlneané encrypts said
data by using a device unique key that is a numeric value
and/orasymbolallocatedto,andspecificto,saidrecofding
apparatus. |
3. A recording apparatus according to Claim 1 or 2,
characterized in that said encryption means encrypts said
data by using recording unit information that is a numeral
and/oreasymbolspecific1x>arecofdingblockcorresponding
to a recording unit that is a minimum unit for séid control
means to seéuentially access said recording means.
4. A recording apparatus‘according to Claim 3,
characterized.in‘that'the encryption of said data by using
said recording unit information indicates the encryption
of said data by using a key gained based on said recording
unit information.

5. A recording apparatus according to Claim 3 or 4,
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record said encrypted data. 7. A recording apparatus according to Caim 2,
characterized in that: atitle key that is a nuneric val ue anfug[_mt%a@ol
specific to said data is allocated to said data; said encryptTon neans
encrypts said title key by using said device unique key; and 24 JUNE 2004
said control neans controls said recording neans so that said encrypted
title key is recorded in said recording neans. 8. A recordi ng apparatus
according to Claim7, characterized in that said encryption nmeans encrypts

sald data Dy, UsLpa S8t hing K 1822 gsgargwgggpa%%f aLus AcegEdie to |

Claim 8, sai d encryption ns encrypts said title

Cevording nahie th ¥ Feebpa e PISaiE Hnd Ay PRy, TR RERl o fal

recor di ng encryp 7sal'd encryption neans

e N e A S A s e

means gener a IS Thformati on gai ne encrypting
AR ROt e T B B o R S

6. A recording apparatus according to any of Claims 3 to
5, characterized in that:

copy permission information is added to said data;

said control means controls said recording means to
record said copy permission information;

said encryption means generates first information
that includes at least either said device.uniqué key orx
said copy permission information;

said encryption means generates, by using said
recording unit infdrmation, a'content key that is
information gained by encrypting said first information;

said encryptionmeans encrypts saiddatabyusingsaid
content key; and

said control means controls said recording means to
record saild encrypted data.
7. R recording apparatus according to Claim 2,
characterized in that:

a title key that is a numeric value and/or a symbol
specific to said data is allocated tg said data;

said encryptionmeans encrypts saidtitle keyby using

said device unique key; and
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unit that is a mnimmunit for said control means to sequentially access

sai d recordi ng neans; said encryption neans encrypts said dat

said content key; and said control neans controls said recording means to

record said encrypted data. 10. A recordi ng apparatus according to CaimS8,
24 JUNE 2004 characterized in that: copy perm ssion information is added to
said data; and said encryption nmeans encrypts said data by using said copy
perm ssion information. 11. A recording apparatus according to C aim 10,

. characteri zed gt Eonﬁ(& %ﬂ@%&@t%i%ssﬁ'l@)é%tc%rscﬁiﬁgtmééﬁskﬁéﬁ by

using said deV|ce uni que sald control nmeans controls Said recording

means to Lecqrd ?Lia' Qneegé»t%cf itiitd gekeys lsééeraeatmlsm&%&%m@s sai d

recordi ng nmeans reco copy pérm ssion Information; said
encryption, _ generates second i nformation that includes at |east
either the said title key or said copy perm ssion information; said

encrypti 0”8”‘9a S YOS dp?{f? éﬁgg&ta‘?ﬂ?}s keYcbPaL nlgs HNf@f ABhi 9N gai ned by
encrypting sal second I nformation

characterized in that said encryption means encrypts said
data by using said title key.
9. A recording apparatus according to Claim 8,
characterized in that:

said encryptionmeans encrypts saidtitle key by using
said device unique key;

said control means controls said recording means to
record said encrypted title key;

said encryption means generates third information
that includes said title key;

said encryption means generates a content key, which
isinformationgainedbyencryptingsaidthirdinformation,
by using recordingunit information that is a numeral and/oxr
a symbol specific to a recording block based on a recording
unit that is a minimum unit for said control meane to
sequentially access said recording means ;

said encryptionmeans encrypts saiddatabyusingsaid
content key; and

said control means controls said recording means to
record said encrypted data.

10. A recording apparatus according to Claim 8,
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by.using recording unit information that is a nunmeral and/or a synbol
specific to a recording block based on a recording unit thatokgunEREHFUM
unit for said control nmeans to sequentially access said recordi ng neans;
said encryption neans encrypts said data by using said content key; and
said control neans controls said recording neans to 24 JUNE 2004 record
said encrypted data. 12. A recording apparatus according to Caim1,
characterized in that: said encryption nmeans encrypts data sent fromthe

interface to which co perm.ssion information is attached by using said
copy perm'§§’i‘"’d’ri"l‘F?ﬁaﬁiL i on; t:r?l%g'sai d control neans controls said recording

means to record said _copy. petm SSi.Q i o1 8Rt i enabefeat eccarsbibd @aster said
recordi ng nmeans F@%B&d%egm%ggégkaangg? A recordi ng apparatus according to

Claim12, chﬁr acterized.in that said control means controls said
recordi ng s to record said copy permi ssion information before, at

| east, said recording nea LS, S ke -5 sb4.d Aatedwy disigrappadat us
according to d aiSRUY2 e réé?grlzed in%ﬁﬁgtsaid control nmeans controls

said recording neans to recprd, saigicapy permssion information only

after saiplcr%]i’: rHreﬁgu‘r%éL_ngsr?r eco?gs said data. 15. A recordi ng appar atus

Characterlgﬁf_bxgcge Bkﬁfﬁﬁ apparatus according to Claim 10,
characterized in that:

saidencryptionmeansencryptssaidtitlekeybyusing

said device unique key:

said control means controls said recording means to
record said encrypted title key;

said control means controls said.recordiqglneans to
record said copy permission information; -

said encryption means generates second information

that includes at least either the said title key or said

copy permission information;

said encryption means géneratesra content key that
isinformationgainedbyencryptingsaidsecondinformation
byusingrecordingunitinformationthatiseanumeraland/or
asymbolspecifictoearecordingblockbasedcnlarecording
unit that is a minimum unit for said control means to
sequentially access said recording means;

saidencryptionmeansencryptssaiddatabyusingsaid

content key; and

said control means controls said recording means to
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a control neans of controlling encrypted data i '
| _ sent froman interf
recorded,.and a recording neans, that is controlled by said qungﬁggeégsbe
gharggp;?:disg;dcencrypred data on a disk. 16. A reproduction apparatus ’
~conprising: a control neans of controlling encrypted
;ngrgfd_ 02 a di sk by neans of a recording apparatus accorging tgp24 Jﬂﬁéa
aiml to be reproduced a reproduction neans, which is controlled by

said control neans, reprodu0|n
g said data; and a decryption neans of
?ggrgghgpgaég ﬁ Bad t@g& is sent to the interface. 17. A
éﬁﬁ& erize gy conprising: a control neans of

controllin encrypted dgta recor on i
acdirsi fy #®ansasfn 4 ,record
appar at us g@cor&r t?glngg) ‘é r%produce a reproduction neeﬂg

that is con roIIed b i I nmeans, of
reproducin
?ﬁf;ypgggnciﬁgﬁilg g%g?ggtrng sai d reproduced dgta tha? ?Slgeg?t?o ?Rg :
: : . i eg}%p%r on, IEANScHeekyRis &atd seapr dduned:iva
S A rep 5 ? et s

C
using said deV|c§ dﬂ% k roduction apparatus characterized by

conpri si ng: ntrol nmeans,
di sk by neéﬁQJE faﬁer%%orgLng ap%P?%%ﬁgl%%ggﬁgﬁﬁg@%gatdﬁkﬁlBeﬁbtdeuedh a

by using saild copy permission information; and
said control means controls said recording means to
recordsaidcopypermissioninformationbeforeand/orafter
said recording means records said data.
13. A recording apparatus according to Claim 12,
characterized in that said control means contfols said
recording means to record said copy permission iﬂformation
before, at least, said recording means records said data.
14. A recording apparatus according to Claim 12,
characterized in that said control means controls said
recording means to record said copy permissi_on information
only after said recording means records said data.
15. A recording apparatus characterized by comprising:
a control means of controlling encrypted data sent
from an interface to be recorded; and
arecordingn@ans,thatis(xﬁmxollaibysaidcontrol
means, of recording said encrypted data on a disk.
16. Areproductionapparatuscharacterizaﬂbycomprising:
acontrolmeansofcontrollingencrypteddatarecorded

on a disk by means of a recording apparatus according to
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Claim 3 to be reproduced; a reproduction neans, that is controlled by said

control nmeans, of reproducing said data; and a decryption ne
decrypting said reproduced data that is sent to thgplnterfaggiJ&&g$§PR4

sai d decryption neans decrypts said reproduced data b

_ ion _ using said
recording unit information. 24 JUNE 2004 19. A reprodugtion gpparatus
characterized by conprising: a control neans of controlling encrypted data
recorded on a di sk by neans of a recording apparatus according to Caim4

to be repr ed:. a, repro ns, that is controll i
?gﬁﬁﬂﬂu% 55 RIS gyggrggugg rolled by said control

nmeans, Sai a; an a decryption nmeans of decrypting said

reproduced dat a that IS nt e, ahes r
means decrypts s& Qﬁﬁgﬁggééﬁld%ta Y ﬁéﬁ%g'é'key]gg?%ggbﬁggggzﬁﬁiggpd

recordi ng unrt formatj on SRriefyctd 0
ar-at character
conprrsrngcoQiEBEtPSF mﬁn%f g %oﬁ?roﬁrrmﬁ%ngrsg?ed 52?; recordedlzgg gy

di sk by nmeans of agaug n&qﬂ%%q{sag'fsﬁé&cf?b@l@ﬁg ]‘s@ldq’@pﬁbﬁ‘ﬂﬂdeﬁ beta

reproduced a re For- means s controlled by said control

o ouced g LE 09820, daha; 1R FLesr yption means’ of decrypting said
17. Areproductlonapparatuscharacterlzedbycomprlslng.
acontrolmeansofcontrollingencrypteddata;ecorded
on a disk by means of a recording apparatus according to
Claim 2 to be reproduced;
a reproduction means, that is controlled by said
control means, of reproducing said data; and
adecryptionmeansofdecryptingsaidreproduceddata
that is sent to the interface,
wherein said decryption means decrypts said
reproduced data by using said device unique key.
18, Areproductionapparatuscharacterizedbycomﬁrising:
acontrolmeansofcontrollingencrypteddatarecorded
on a disk by means of a recording apparatus according to
Claim 3 to be reproduced;
| a reproduction means, that is controlled by said
control means, of reproducing-said data; and
adecryptionn@ansofdecryptingsaidreproduceddata
that is sent to the interface,
whereiln said deeryp%ion means decrypts said

reproduced.dataknrusing'saidrrecording”unit information.
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that is sent to the interface, wherein said decryption
decrypt the entirety of , or a portion of , saiépencrygfggsd;itenpts Lo
assuming that said copyper m ssion informationhas avariety of vgpﬁgézo?%
the case that said copy pernission information cannot be recorded in a
normal manner in said recording nmeans at the tine when said data is
recorded, and 24 JUNE 2004 wherein said reproduced data is decrypted by
EZLPgduEQS églgecga Egld copytpernission information in the case that said
ecr ) i r S5 i i
attenpts. 3f- AH EﬁPGH’ﬁigﬁ%%n@%gagﬁ)réa%%Eagﬁg?éa%%?i@ggge%f/b%c():rrrpri s%?\gflgsgl |

control means of control lLing. encr t i
a recording appanT%§£58&6? %5%?%86gﬁéﬁ%ﬂ%ﬁ?fgﬁgqg%?gﬁgggﬁ%ﬂ?%ﬁbﬁggﬁgns °

which is cont roIFAe said__cC r.ol f aucd i

- - 1 i r i
\QA;S;(?;PU:aﬂ:raed_b%]ﬁg%ﬁ ‘BS?SfSi ?Fséantr to talenian?fé)r@?g%e. gg:@%rrdé?gi giong
. ording.to,any o I 1 to 14, characterized in that said
|nterface,Q%ﬁ%meacF?pﬂ%n?e%%éﬁgcgﬁh said control means are integrategland

DL Ov 080 00 L1 SR PEATLEY oD oR e 35, dopeean e apras paus
encryption cnoer?"pgolarrlndeasnasi,d 89”%8'1:0%&@&1&@ garat ethnd 0,ne chi p.
adecryptionmeansofdecryptingsaidreproduceddata
that_is sent to the interface,
wherein said decryption means decrypts said
reproduceddatabyusingakeygainedbasedonsaidrecording
unit information.
20. Areproductionapparatuscharacterizedbycomprising:
acontrolmeansofcontrollingencrypteddatarecorded
on a disk by means of a recording apparatus acc¢ording to
Claim 14 to be reproduced;
a reproduction means, which is controlled by said
control means, of reproducing said data; and .
adecryptionneansofdecryptingsaidreproduceddata
that is sent to the interface,
wherein said decryptionmeans attempts to decrypt the
-enfiretyof,oraportionof,saidencrypteddatabyassuming
thatsaidcopypermissioninformationhasavarietyofvalues
in the case that said copy permission information cannot

be recorded in a normal manner in salid recording means at

the time when said data is recorded, and
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24. A reproduction appar atus accor di ng to any of Clains 16 to 20

characterized in that said interface, said de i i
. : cryption neans ”?G
control neans are integrated and provided on the sane printe%ﬁgl ??04

board, 25. A reproduction apparatus according to Caim24, characterized
in that said interface, said decryption neans and said control neans are
integrated in one chip. 24 JUNE 2004 26. A recording apparatus according to
Claim 22, characterized in that a signal detected froma termnal on said

printed circuit board that oyt Sl datathat
_ ( 8 uced
by a third party""?‘?r«a%]trll rse"H/(':Jl g%&rfg ed&gnda}%g i's i%g(}::??greﬁpi”%dan nes data

undi scl oseg@j?oirvﬂ%%tozg s d ecféggg%ékﬁgséﬁw At Aseei dhngnt oh€l @hre24,

characteri a ‘si'gha tected froma termnal on said printed

circuit board that ou i gnal, & 1RPL gmad miah
t hi r d- par t y3 8&%9?%%@%%8%% %ﬁ%snd%“%?% gé?ﬁggﬁﬁdﬁﬁﬁgnmﬁﬁdi scllai?éda

format. 28. . A reconding appajaipseagseydin [ [
. ding to Claim 22, charact
in that th@fbﬁ%pg?Fv ofqh term nal gnggaid printed circuit boaigctﬁaized

out puts a sj.gnal %h E %ﬂb{) r ; P
- My Eon Y LAMERY Afa £t Bel) z@d b fabgar 1 :
defi ned ac?c}'r di ng- e?ooan undi scl'dsed format. 29, eA)ZLrZepr oléucti on i;ggr at us

according to d ai i o1t X
( . ( 1hie ,
said printed C|F@%%ﬁtESQ?@é%ﬁgsﬁzﬁfgﬁF?la gﬁaﬁgﬁxgﬁgfaigﬁtﬁir@cbEdﬂmhal on

on a disk by means of a recording apparatus according to

Claim 15; and
a reproduction means, which is controlled by said
control means, of reproducing said data,
whereinsaidreproduceddataissenttotheinterface.
22. A recording apparatus according to any of Claims 1
tol4,characterizedinthatsaidinterface,saidencryption
means and said control means are integrated and provided
on the same printed circuit board.
23. A recording apparatus according to Claim 22,
characterizedinthatsaidinterface,saideccryﬁtionmeans
and said control means are integrated in one cﬁip.
24 . A reproduction apparatus according to any of Claims
16 to 20, characterized in that said interface, said
decryption means and said control means are integrated and
prcvided on the same printed circuit board.
25. A reproduction apparatus according to Claim 24,
characterizedinthatsaidinterface,saiddecryptionmeans

and said control means are integrated in one chip.
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reproduced as data by a third party is defined accordi ng to an undiscl osed
format. 30. A recording apparatus according to any of O ains 24 JuNE200
characterized in that said device unique key cannot be accessed by an 4
external device. 31. A recording apparatus according to any of Clains 6

10, 11, 12, 13 and 14, characterized in that said copy 24 JUNE 2004 ’
perm ssion information is recorded in a systemregion that cannot be
directly accessed by a user of said recording neans. 32. A recording

appar at us ?ﬁéoir%‘itnrﬁea%(?ragégsfaggﬂg@ug abeokBirdg t@3¢c128m 28, 30 and 31,

char acteri rmssion information is added to the data

sent fromsaid interf ’ [ ontraol J@ an fed rol adl
. ’ 1
recordi ng ac?%g%ezggd’rgg%égagage%ﬁqi n t%egéggse t hat a(s)aii:%@gogs

perm ssion _inf i f i "o " .
a predeter rﬂr%gc’(?ojg%ﬁsd#?gtgd %g'r%&if{ DHEEPECERHES ou s Nevergnatcehditng  to

I on. AT I i i

o et or 2 D B e e, oyl cameisomet
ire. 94 A1ecorLng apparAlyS eheardk Lo, Ghal haZec aheractorkagd | n
that said pernedfes?%r_m negl%gondi tion 1s the case wherein said recorded data
becones unﬁﬁpyoqufgﬁfoduction apparatus according to Claim 24,

chafacterized in that a signal detected from a terminal

on said priﬁted,circuit board that outputs a signal that

can be reproduced as data by a third-party is entirely

encrypted and/or is inscribed in an undisclosed format.

28. A recording apparatus according to Claim 22,

characterized in that the property of a terminal on said

printed circuit board that outputs a signal that can be

reproduced as data by a third party is defined according

to an undisclosed format.

29. A reproduction apparatus according to Claim 24,

characterized in that the property of a terminal on said

printed circuit board that outputs a Signal that can be

reproduced as data by a third party is defined éccording

to an undisclosed format.

30. A recording apparatus according to any of Claims 2

to 11, characterized in that said device unique key cannot

bebaccessed by an external device.

31. A recording apparatus according to any of Claims 6,

10, 11, 12, 13 and 14, characterized in that said copy
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according to fee inposition conditions. 35. A reproduc

according to any of Claims 16 to 21, 24, 25, 27pand ngoghgfgziéﬁaégq gn
that: copypernission information is added to said encrypted data thgt is
recorded: and said control neans controls said reproduction nmeans to
reproduce said data at least one tine in the case that 24 JUNE 2004 said
copy perm ssion information of said.data represents "Copy Never" according
to a predeterm ned condition. 36. A reproduction apparatus according to

G aim35, characteniz j [ i fnt - e L
139, ehalf £ bhato s aid raredetiat nimadsgondt rogibs thet
mgerehn ?aﬁf recorgeh ata beconmes unreproduci bl e é?ter a p?edeterninggse
Eh“ od o ,t§[§g¥m§71aeAd&%rﬁqLﬁPté€8e§B%@r M acsor dopiig stad CleeooB8ing
aracteri in~"that Said predeterm ned condition is the case wherein
sald_recor%Fd qua becomes unreproduci ble according of fee inposition
condi tions. .7 A reproduction apparatus according to any of Clains 16 to

21, 24, 25 7 . - i gy . = _
o ' ’3.22. and. 29, -G8 A @éﬁz@@ubn slardisepyopany ssi oblanher dat
is added to salgpencrypteg' %%ta that is recorde%; and said control neahgn

controls said repr i p -
§ feproguchzonogeany 3 Ry 3nd thaeutgnrsaed dat &hemly onc
so as to alTow Said copy perm ssion information of said data, after )l;einge

once copi ed by %%feﬁﬂgsiéﬁoiﬂfﬁgm%&% ikoa@idedito the data sent
from said interface; and
said contrcl means can cdntrol_said recording means
torecordsaiddataeveninthebasethatsaidcopypermission
.informatﬂn1ofsaiddatarepresents“CopyNever”according
to a predetermined condition.
33. A recording apparatus according to Claim 32,
characterized in that saidgpredetermined.condition,is'the
case wherein said recofded data becomes unreproducible
after a predetermined period of time.
34. A recording apparatus according to Claim 32,
characterized in that said.predetermined,condition:usthe
dase wherein said recorded data becomes unreproducible
according to fee imposition conditions.
35. A reproduction apparatus according to any 6f Claims
16 to 21, 24, 25, 27 and 29, characterized in that:
copypermissioninformationisaddedtosaidencrypted
data that is recorded: and

said control means controls said reproduction means

to reproduce said data at least one time in the case that
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copying only one additional tinme (copy once) in th . i

I ng _ ( _ e case th

pe{n153|on information of said data represents the perrrissioﬁt ?ald o

?gpyogﬂgt§gﬁpy once% according to a predeternm ned condition 2%3 ﬁ 2004
apparatus according to Claim 38 characteriz d-' - i

predeterm ned condition is the case mherein’said d ot “the K e i T o

_ _ ata or the ke
epc[yptlng said 24 JUNE 2004 data are erased after a predeterningduzggiggr
o] ime has elapsed since said reproduction nmeans has copi ed and

outputted said data. 40. A reproducti r i i
. - uctdPh at 35
characterli%%F@rF?H%tpgﬁpﬁsﬁﬁége?%rn?ne%éggﬁaiE?%ﬁﬁisq%ﬁgﬂggggzéﬁﬁgrg?ﬁ’a

recorder of said data that h n.ionl i ; i
appar at us fcﬁ%’%cﬂ?&eﬁg as%?%%%gﬁ? g’g} fybpalg@kﬁﬁtégﬁﬁ%?gﬁ?ggtg?Fgﬁd' e

appar at us g»f@cgf dziggfaﬁ?ggg?:i 040 a ﬁgﬁé%%tseraﬂ@c%ircﬂﬂnbh@b sHiatia @, r ecor ded

as a backu er i1s re '
: . produci ble fromsaid recorder. 42
reproducti on apparatus a corqg i i » ) - A
reets or ding. t.Q QA B A0r e rahakac temiczed ¢dm thathesai
data recor £§c§eﬁd€%ﬁ Y sal§ Hécg?g%r i%runreproducible unless(ig:g

data is returned to the orjgjnal r QN 181 cAurcddolr
appar at us d%%%?d”h&rfajéﬂ?ag¢ %ngﬁgﬂ%ﬂq%%t§4?égg?&%g?ﬁ5gégﬁgﬂ§b toeghng

char act eri i i i
t he val 3: éa}e el %h%[résgégerﬁ'ﬂﬁ@ﬁptﬂé}fﬁﬁaaﬁ enaleypts data regardl ess of

37. A reproduction apparatus according to Claim 35,
characterized in that said predetermined condition is the
case wherein said recorded data hecomes unreproducible
according of fee imposition conditions.
38. A reproduction apparatus according to any of Claims
16 to 21, 24, 25, 27 and 29, characterized in that:

copypermissioninformationisaddedtosaidencrypted
data that is recorded; and

said control means controls said reproduction means
to copy and to output said data only once so as to allow
sald copy permission information of said data, after being
once copied by means of said recording means, to permit
copying only one additional time (copy once) in the case
that said copy permission information of said data
represents the permission of copYing'only.one (cbpy once)
according to a predetermined condition.
39, A reproduction apparatus according to Claim 38,
characterized intjuﬂ:saidgpredetermined.condition is the

case wherein said data or the key used for encrypting said
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the copy perm ssion information of said data sent fromsaid interface. 44.
A recording apparatus according to any of Caims 1 to 14, 22, 3gNE2doc4d
30 to 34 characterized in that: said encryption neans does not encryp
said data in the case that copy perm ssion information of the data sent
fromsaid interface represents that the data can be freely 24 JUNE 2004
copied (copy free) ; and said control neans controls said recordi ng neans
to record said unencrypted data. 45. A data processing appar at us

conprising at |east a nov ns _of, mmyd ataqgt ilsd ree of fled hasa
recordi ng RediduRTs cﬁr?%%§r ﬁi%%%rdgtgj to %@ngfﬁer re??rrdﬁ ng appar at us,
characterized in that, in the,ca i padt tedl ahd be noved
by said no®e ?%neﬁpfﬁﬁQﬁ%%§¥é§agﬂ%gﬂiﬁéﬁ%s S

ata prohibited from being copied,
the copy prohibited data js, .encrypted by using an encryption key specific
to said datoéltﬁi%‘b%%gs?ﬁ‘ddaﬁ?ai% atus when at |east being outputted from said

data processing apparatys. . 46. CeSSid¥ afat gs ade3Fd si ng at
| east a cofdng r%ausgﬁﬁnn/gé‘%ga‘tgﬁgt i's red%?%ed on a recording

medi um for recordjing.data.in n ecdi Ag; ARRaE ahdst ithdsather i zed
in that, i@Q%@a%ggglﬁﬁéﬁl&aiﬁgaﬁhgyta&%pgtt_errpt ed to be copied by said
CoPY! g I e Swﬁgg%i%eramféségfde!rnfo%r nati ®ngspat thethmeid bhéed bndm bei ng

copi ed, th&EEdpy

once copied and outputted is an apparatus for recording

said data as a backup.

41. A reproduction apparatus according to Claim 40,

characterized in that said data recorded as a backup in

said recorder is unreproducible from said recorder.

42. A reproduction apparatus according to Claim 40,

characterized in thét said data recorded as a backup in

saidrecorderisunreproducibleunlesssaiddataisreturned

to the original reproduction apparatus.

43. A recording apparatus according to any of Claims 1

to 14, 22, 23, 26 and 30 to 34 characterized in that said

encryption means encrypts data regardless of the value of

the copy permission information of said data sent from said

interface.

44 . A recording apparatus according to any of Claims 1

to 14, 22, 23, 26 and 30 to 34 characterized in that:
said encryption means does not encrypt said data in-

the case that copy permission information of the data sent

from said interface represents that the data can be freely
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prohi bited data is encrypted by using an encryption key specific to said
dat a prpcessi ng apparatus when at | east _bei ng out putted frong@a[mEngM
processi ng apparatus. 47. A data processing apparatus according to Claim
45 or 46, characterized by further conprising an encryption neans of
~encrypting said copy prohibited data by using said encryption key. 24 JUNE
2004 48, A data processing apparatus according to any of Clainms 45 to 47,
characterized by further conprising a reproduction neans of decryption, by
usi ng sai d Qpera@t (@Bpkeressi d andpy prohibited data encrypted using said
encryption key and O? reproduci ng said copy prohibited data. 49. A data
processi ng appar aliis 2eaor b hgneanel abmt4® s e atatoz@eNEnERRE: Sai d
reproduction neans is a neans of reproducing said copy prohibited data at
a rate reqyidesh-@t shhe tinenofywtedi dgtaand |istening by the user; a
storage neans of storing said copy prohibited data that has been
transmittedmt a Ak Hastessdhep spparatue campripdngedtiyeShe PREK i me
of viewing and listening by the user in the case that said copy prohibited
data encryptechs Ust i saigl denes yptaton skepcos dahAsnitte@C AL 1A% Bed 11kt er
than said rate required at the time of viewing and listening by the user
from sai d atderr-eeeendimy dppar abusnictiprovi dedr dand apparatus;
characterizedinthat,inthecasethatdatathatisattempted
to be moved by said move means is copy prohibited data
prohibited,fronlbeing'copied, the copy prohibited data is
encrypted by using an encryption key specific to said data
processing apparatus when at least being outputted from
said data processing apparatus.
46. A data processing apparatus comprising at least a
copYingmeansofcopyingdatathatisreCord@donarecording
mediumforrecordinqdataintoanotherrecordingapparatus,
characterizedinthat,inthecasethatdatathatisattempted
to be copied by said copylng means is copy permission
information that is prohibited from being copied, the copy
prohibited data is encrypted by using an encryption key
specific to said data processing apparatus when at least
being outputted from said data processing apparatus.
47. A data processing apparatus according to Claim 45 or
46,characterizedbyfurthercomprisinganencryptionmeans

of encrypting said copy prohibited data by using said

encryption key.
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sai d reproduction nmeans can reproduce said copy prohibited data stored in
sai d storage neans or data stored in said storage neans in agyauNE apoihe
time when said storage neans stores said copy prohibited data fromsaid
ot her recording apparatus. 50. A data processing apparatus according to
any of Clains 45 to 49, characterized in that: 24 JUNE 2004 sai d ot her
recordi ng apparatus is an apparatus that can record data in a second
‘recordi ng nmedium a judgnment neans of judgi ng whether or not said second

recordi ng ngdi urg '%%%%. broeL iﬂ%%%gﬁﬁ&&ﬁé%&?@@g&ﬂﬂgtﬁo =58} drdel dims

processi ng ‘appara urther ed; and said nove neans or said

copyi ng rreg},stg%esgﬁgrg%qgﬁizéaiﬁg,ugggﬁhﬁﬂggﬁgk% 1974 8 ddpidgueasert hat

sai d secon recording ne mis recordi ng medi um

corresponding to sai d.d ﬂ@ﬁ,eSﬁggragawr@éyé QM&gp;ii‘idrmg@ypts&a@ns-

51. A data processing apparatus’ac ing to any of ms 45 to 49,

char act er i 76 1,4 §AL S8 INeTo [ EEAPILAOLRARS Yt Icn iy pRRBRAKUY { hat

can record second recordi ng nmedi um a7 udgnment neans of | udging

et o o 8 S Gefh Mo PG O o b a0 Rt e T
said move NRANS Or 3 5oL 4R G AEANSHARURS: P72 £8PF8Eng to Claim 48,
characterized in that:

said reproductionmeans is ameans of reproducing said
copyprohibiteddataataraterequiredat the timeof viewing
and listening by the user;

a storage means of storing saild copy prohibited data
that has been transmitted at @ rate faster than said rate
that is required at the time of viewing and listening by
the user in the case that said copy prohibited data encrypted
using said encryption key i1s transmitted at a rate faster
thansaidraterequirajatthetimeofviewingandlistening
by the user fromsaid other recording apparatus is provided;
and

said reproduction means can reproduce said copy
prohibitaddatastoredjjlsaidstorageneanscn:datastored
insaidstoragemeansinadvanceatthetimewhenséidstorage
means stores said copy prohibited data from séid other
recording apparatus.

50. A data processingapparatus according to any of Claims

45 to 49, characterized in that:
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said copy prohibited data in the case that said other recording apparatus

i's an apparatus corresponding to said data processing appar )
j udgnment neans. 52. A data processing apparatus accorgi ngpt O%&‘ﬂ?uﬁf %?%gms

45 to 51, characterized in that said nove neans or i i
( d i said copyin
outputs said copy prohibited data as data that can be copi g)d/ o%l ;Eggie
when said copy prohibited data 24 JUNE 2004 is noved or is copied. 53. A
:ggg:ﬁ:gg ﬁgd repgoductlgn apparatus, characterized by conprising a
( ( ans of recording said.,copy_ - prohihit; t 1 R ted
] ;rs];/ngf saad;ggrzgﬁﬁfnjﬁ%ﬁ gfreocﬁ?Jédg%ﬁaagpggggs@ngl%gp?ggrag)t%{@éégggrgi ﬁgy{ooe
| i.n a second r r.di LU A record
reproductl@ﬁﬂhﬂﬁ%¢QFGs§a€ﬁhﬁ§Et%r??88%%8fQ%%%%$?§?ngkdg%?gbordiﬁg hggngngf

recording said copy prohihited da a .t j i S5l
! _ SFOCH YRS i B |
encryption key f@oﬂwﬁlé@“&é’tﬁmﬁﬁ&seggljng&g%%gr aI?usﬁ%‘igcoréli nggtgé d g??nné?B ina

e ool % A PRRINED B osramamAsing 0
that is encrypted using said encr i i ordi ng _mad| um and
appar atus Wi1@ Seff P R&W%ﬁguégéa%%sﬁ Jté%c?églttﬁgﬁagywpgga$:a\a@d
recording and repsraoidc&l%ch%]m%papr?sr %trugaiﬁﬁ'éﬁﬁﬁti‘?{d #@%ns move_s; or ;:opies
said copy prohibited data in the case that said second:
recording medium is judged to be a recording medium
corresponding to said data processing apparatus by said
judgment means.
51. deataprocessingapparatusacCordingtoennrofClaims
45 to 49, characterized in that:
said other recording apparatus is an apparatus that
can record data in a second recording medium;
ajudémentmeansofjudgingwhethercn:notsaidother
recording apparatus is an apparatus corresponding to said
data processing apparatus is further provided; and
said move means or said copying méans moves or copies
said copy prohibited data in the case that said other
recordihg'apparatus is an apparatus corresponding to said
data processing apparatus by said judgment means.
52. }xdataprocessingapparatusaccordingtOEﬂnfofClaims
4% to 51, characterized in that said move means or said

copying means outputs said copy prohibited data as data

that can be copied only once when said copy_prohibited data
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by conprising: a recording neans of recording said copy prohibited data

that is encrypted using said encryption key froma data proc
apparatus according to Caim50 or 51 in said second recordi%@ahgﬁﬁaﬂ?4and

a transm ssion neans of transmtting said copy prohibited data that is
recorded in said second recording 24 JUNE 2004 nedium and that is encrypted
using said encryption key to said data processing apparatus while stil
encrypted using said encryption key. 56. A recording and reproduction
apparatus, characterized by conprising: a recording neans of recording
sai d copy ﬁ#bﬁ“%??@dordéﬁh‘éﬂ%+§gted using said encryption key froma data

B Second Téchr dmgeRea NS 2d SEREOTYRT o ARG e S eang e
o1 Geor e RRBPHLSTend: reRoyBPAGSEOANS and ERar e Signet o S8 i ng
" ecor di ng. RPHIB, bEGCERG dibarat b CHSEOR T PhiiE APnbe P CRAPEAPE | 2ed
by Tecor AR RERENTGFE BrCaRs THivyPrPaRaRYy e COLAtHg 88 SRy yPed
Claims 45 to 47 in a second recording medium.
54. Arecordingandreproductionapparatus,characterized
by comprising:
a recording means of recoiding said copy prohibited
data that is encrypted using said encryption key from a
datapmocessingapparatusaccordingixnclaim48:Ulasecond
recording medium; and
a transmission means of transmitting said copy
prohibited data that is recorded in said second recording
medium and that is encrypted using said encryption key to
Saiddataprocessingapparatuswhilestillencryptedusing
said encryption key. i
55. Arecordingandreproductionapparatus,chafacterized
by comprising:
a recording means of recording said copy prohibited
data that is encrypted using said encryption key from a
data processing apparatus according to Claim 50 or 51 in
said second recording medium; and |
a transmission means of transmitting said copy

prohibited data that is recorded in said second recording
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recorded; and a key storage neans of storing said encryption key
reproduced by said key reproduction neans, wherein said decrypjijoNEPRdo4
reproducti on neans reproduces said copy prohibited data by utilizing said
encryption key stored by said key storage nmeans. 58. A recording and
reproduction apparatus according to 24 JUNE 2004 C aim 56, characterized by
further conprising a reception neans of receiving said encryption key that
is transmtted fromsaid data processing apparatus, wherein said

decrypti on n?é}giﬁrﬁpéﬁgu@ﬁéﬁnigeéﬂéryb%@cpdﬂﬂeﬁg sai 11 capyrppbhioh ke #ata by
utilizing sai encryption key received by said reception nmeans. 59. A data

processi ng s.aepjﬁfr US p TR S61 81 Z5ch Py tusonpLilei siyiadl deasypaeroveimgans of
noving data t a{ﬁ%s E}ecorded ?n a recording nediumfor recording data to

anot her  recoydi ng.a ¥dske@s data in a format that can be decrypted in
.the other recording apparatus, wherein data that is attenpted to be noved

by said nmye mBans % £ORY aRiePEBrberl et en tipgta st s olulhit@dt érémedei ng

copi ed. 60.” A data processing apparatus, characterized by conprising at
"| east a cory{} n(gogﬁixg%iq{g:cppyi ng data that 1is recorded in a recording

medi um for recording data in another recording apparatus as data in a

format that can a recording means of recording said copy prqhibited
data encrypted using said encryption key from a data
processing apparatus according to any of Claims 45, 46,
47, 50 and 51 in a.second recording medium; and

a decryption and reproduction means of decrypting,
by using said encryption key, said copy prohibited data
that is recorded in said second recofding:medium_and.that
is encrypted using said encryption key and of reproducing
said copy prohibited data.

57. A recording and reproduction apparatus according to
Claim 56, characterized by further comprising:

a key feproduction means of reproducing an encrypted
key recording medium wherein said encryption key is
recorded; and

a key storage means of storing said encryption key
reproduced by said key reproduction means,

wherein said decryption and reproduction means
reproduces said copy prohibited data by utilizing said
encryption key stored by sald key storage means.

58. A recording and reproduction apparatus according to
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be decrypted in the other recording apparatus, wherein data that is
attenpted to be copied by said copying neans is cepy prohlblé{a at
is prohibited frombeing copied. 61. A data processing apparatus accordlng
to daimb59 or 60, characterized in that the data in a format that can be
decrypted in said other recording apparatus neans plain 24 JUNE 2004
sentence data, data that is encrypted using a key specific to said other
recordi ng apparatus or data that is encrypted usi ng a key attached to a

o1 o00ssi g AEpAr Airs AR A nb £8P Rl RIBER ”%rﬂa?"éfaéféﬁia. FRHPRE dat o

in a format that n _be, decr in sal . cordi ng._a

al so data MERTE Pfﬁﬁ?%@d@r%@af?&%% Appat gtr gt r%%EH%ddat a
processi ng a par at u or d| to an of ms 59 to 62, char acterized in
that: sai df aﬁe@oéﬁ ?%ﬁhg i ?pgr?ra?p%%$ atus that can record data

in said recording, medi,um ment .neans_of n ef her ot said
second recordinghﬁﬁﬁ%ﬂn%%rbeg%8ﬁ¥9q%9%a?8dd g%?ékégﬁ?ﬂgmegpﬁgratus is
uruher broulsiedy 209 3845 Tofe, TER0R. 1,99 4 S0PV, VRS [IpYeS.0h cob o
Judged to g%é%;g%fgglﬁgym%géggved by said receptlon means.
59. A data processing apparatus, characterized by
comprising at least a move means of moving data that is
recorded in a recordingmedium for recording data to another
recording apparatus.as data ina format that canbedecrypted
in the other recording apparatus;
| wherein data that is attempted to be moved by said
move means is copy prohibited data that is prohibited from
being copied.
60. A data processing apparatus, characterized by
comprising at least a copying means of copying data that
is recorded in a recording medium for recording data in
another reccrding apparatus as data in a format that can
be decrypted in the other recording apparatus,
wherein data that is attempted to be copied by said
copying means is copy prohibited data that is prohibited
from being copied.
61. A data processing apparatus according to Claim 5% or

60, characterized in that the data in a format that can

be decrypted in said other recording apparatus means plain
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corresponding to said data processing appafatus according to said judgnent
means. 64. A data processing apparatus according to C ai m 63,24 JUNE 2004
characterized in that: said judgnent neans carries out said j udgnent by
using said key in the case that a key indicating that said second
recording nmediumis a recordi ng nmedi um corresponding to 24 JUNE 2004 said
data processing apparatus is attached to said second recording nmediunm an
encryption nmeans of encrypting said copy prohibited data by using said key
in the case th [ co € [ ' ISukydoed £9,be,a-regerding
nediun1corFﬁ?ﬁ%%ﬂ?%dgaﬁg’sggagdgﬁégp$gé%§§?¥gggﬁggkatgg by ga?% Fudgnent
means is further vided:, angd sai I [ Y aRs; noves
O e T e A el

or copies saird encrypted copy pr ata processing

apparat us aecarding o any.gh S 8L 890 02 MAGLRENTRA iR Lhaly sald

ot her record?ng apparatus 1S an apparatus t cord data in a second
recordi ng fum._a ju nt f. judgi ng whether or not said other
recording a ?%Iﬁ%clg%%%E%ﬁﬁggggggggdrresponding to said data processing

DTS p ok DGR B A0, SRR, RS s el comyEgGTeans
characterized in that the data in a format that can be
decrypted in said other recording apparatus is also data
in a format used iﬁ saild other recording apparatus.

63. ‘AdataprocessingapparatusaccordingthuqrofClaims
59 to 62, characterized in that:

said other recording apparatus is an apparatus that
can record data in said recording medium;

- a judgment means of judging whether or not said second
recording medium corresponds to said data processing
apparatus is further provided; and

said move means or said copying means moves or copies
said copy'prohibited data in the case that said second
recording medium is judged to be a recording medium
correspondihg to said data processing apparatus acco_rding
to said judgment means.
64, A data processing apparatus according to Claim 63,
characterized in that:

saidjudgmentmeanscarriesoutsaidjudgmentbyusing

said key in the case that a key indicating that said second

recording medium is a recording medium corresponding to
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recordi ng apparatus is jUdged to be an apparatus corresponding to said

data processing apparatus by said judgnment nmeans. 66. A data 4 gQpRfsSt
apparatus according to Caim®65, characterized in that: in tﬁegcaseh?ﬂ%t

sai d judgnment neans has a key that indicates that said other recording
apparatus is an 24 JUNE 2004 apparatus corresponding to said data

processi ng apparatus, said judgnment neans carries.out said judgnent by
using said Kkey; an encryption neans of encrypting said copy prohibited

data by using sajd key, in the case that said ather, recordin t i
judgedyto GE%%%QﬂﬁEU %%eﬁﬁﬁpﬁkﬁgmﬁﬁé}?%:h§£ %ﬁ&%gpg%d%%gﬁﬁgggg%grgfués

by said judgnent peans, i.s further provided; and said nove neans or said
copyi ng medRCHpItRIoMeSdMs  said encrypted copy prohibited data. 67. A
data processi ng apparatus according to any of C ains

rEIRL 6P,

characterized i n3haPCEYPEIRAES |pd?l%%5§]i%g$@%%sr6%u%%iufgdsai d
COPY, TN o9, 1oL 85 a1 3 L0, SR8 B0 SORLGT, 0LV, s AR Pl fcpoPy
oBhar ot U5 oL LSS Pkl & SORY, RLONENY 030, oS o, PGPS
to said data processing apparatus by said judgment means
is further provided; and |
saidnmveneans(ﬁ:saidcopyingn@ansnmvescn:copies
said encrypted copy prohibited data.
65. A data processing apparatus according to any of Claims
59 to 62, characterized in that:
said other recording apparatus is an apparatus that
can record data in a second recording medium;

- a judgment means of judging whether or not said other
recording apparatus is an apparatus corresponding to said
data processing apparatus is further provided; and

said move means or said copying means moves or copies
séid copy prohibited data in the case that said other
recording apparatus is judged to be an apparatus
corresponding to said data processing apparatus by said
judgment means. -
66. A data processipg apparatus according to Claim 65,
characterized in that:

in the case that said judgment means has a key that

indicates that said other recording apparatus is an
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and for reproducing said copy prohibited data fromsaid second recording
medi um wherein said copy prohibited data is plain sentence t

wherein said recording and reproduction apparatus is charactgfﬁggﬂgggo4
conprising: an encryption neans of encrypting said copy 24 JUNE 2004

prohi bited data by using an encryption key attached to said second
recordi ng mediumor by using an encryption key specific to said recording
and reproduction apparatus; a recording nmeans of recording said copy

prohi bit gd At Ao Bhg! y&%%@ﬁ@gg{ﬁg&%@&ﬁkﬁ;@& 95 8Ab G S8E PRy o

uny "and a"ré : neans rypting encrypt’ed

i | ans ‘ot . ved
it i 2ng A DR R e Ra P £ES A ST, SERRRIEA PR Clho SRR Y

recordi ng EXpI reproduction apparatus. for recording said copy prohibited
data, froma-data processing apparatus according to Caimb59 or 60, in a

second recording a@g'ﬁg%&&ﬂ;&]{ﬂ\%ﬁ@gﬁf@%@%éﬂkas %W%?Fggi%ﬁfglgégia from

said second recording n sal d “copy” pr ohi data is data

oD R g P TR S HR s e oy 21 v
apparatus-is judged to be an apparatus corresponding to
said data processing apparatus by said,judgment.means, is
further provided; and

said move means or said copying means moves or copies
said encrypted copy prohibited data.
67. }&dataprocessingapparatusaccordingtbzﬂmrofClaims
59 to 66, characterized in that said move means or said
copying means outputs said copy prohibited data as data
that can be copied ohly once when said copy prohibited data
is moved or copied.
68. A recording and reproduction apparatus for recording
said copy prohibited data, froma data processing apparatus
according to Claim 59 or 60, in a éecond recording medium
and for reproducing said copy prohibited data from said
second recording medium,

wherein said copy prohibited data is plain sentence
.data, and

wherein said récording and reproduction apparatus is
characterized by comprising:

an encryption means of encrypting said copy
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second recordi ng nmedium wherein said recording and reproduction apparatus
is characterized by conprising: a recording means of recordi 88 j3iNe 2004
encrypted copy prohibited data in said second recording nmediun and a
reproducti on nmeans of decrypting said encrypted copy prohibited data that
is recorded in said second recording 24 JUNE 2004 nedium by utilizing said
key so as to reproduce said copy prohibited data. 70. A data processing
apparatus according to any of Cains 45, 46, 47, 48, 49, 50, 51, 52, 59,

60, 61, 62, 63 184rc 53180 ¢U: Ay LDBLRGLATE 7266 Y bWl dABERSIAY &

fee inposittion mForrraiEll on ?rans ssion neéans of transmtting fee

i mposi tion joforgati -itnrgl%rxﬁéaﬁﬁh _tog r%éeu-gingog}ﬁi RGcHfpeBabd ftaka to a

managenent "appar at us tor agi ng sai ta processing apparatus when said

Tove Means LRLLL RSO, JAIE; TPUERN S G Al Aefb oot S CagpBYbRa STRaNS

carries o € copyi ng sal ata.” 71. A data processing appar atus

according to any aogeg;;ﬂ%rﬁng‘lrﬁeaﬁg’ o§7reé%1rd4'§1g 20idhopd podhibltkl, 62,

63, 64, 65, 66 an aracterized in that sai d nove neans noves said

copy prohi bdé@% Q@E%P}p%ec?f%faggiaomcr@ﬁ@%ﬁ £eRIeSs 15akg §ORK eI bi t ed
0 e recor

data into, sal ng apparatus when at | east a nmanagenent

appayatus,ﬂgggpdgﬁ% ﬂé&i@@&'éﬁ& of inposing a fee on the nove -or on the
copyi ng |
areproductionmeansof decryptingsaidencryptedcopy
prohibited data that is recorded in said second recording
medium by utilizing said key so as to reproduce said copy
prohibited data.
69. A.reéording'and.reproduction apparatus for recording
said copy prohibited data, froma data processing apparatus
according to Claim 59 or 60, in a second recording medium
and for reproducing said copy prohibiﬁed data from said
second recording medium,

A wherein said copy prohibited data is datarencrypted
by a key specific to said recording and reproduction
apparatus or data encrypted by using a key attached to said
second recording medium,

wherein said recording and reproduction apparatus is
characterized by comprising:

a recbrding means of recording said encrypted copy
prohibited data in said second recording medium; and

areproductionmeans of decryptingsaidencryptedcopy

prohibited data that is recorded in said second recording
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of said copy prohibited data, is confirned to be connected to an interface
to which said data processing apparatus and sai d other recorﬂ&g@hﬁggaégtus
are connected. 72. An encrypted data decrypting and recordi ng apparatus
system characterized by conprising: a plurality of recordi ng apparatuses
that respectively record encrypted copy prohibited data, of 24 JUNE 2004
whi ch the content is identical, that is prohibited from being copied;, and
a decrypting and recordi ng apparatus having a decryption neans of

decrypting sajd encrypted, copy prohibited data that is outputted from said
plurality 8rediessly nythbpaiacused hkE¥a Selst diohg SHERIEIGE F240r dPRY

encrypted, or unencrypted, copy prohibited data, of'which the content is
i dentical t&FdBiRLEeBydgitéhi bited data. 73. A decrypting and recording

apparatus, characterized by conprising: a decr i on means of crypti ng‘
encrypted ddépy Apﬂ@ﬁ?b?%@ﬁeé‘éﬂé?g\"fbﬁp@ﬁ-’ar%u?)rad’rﬁ%]?‘%%ﬂgf*?%ﬁrﬁ’ef’ﬁggﬁﬁﬂ)%gd and

which is outputted froma plurality of recording par.at us i i.ch said
encrypt ed ‘%ﬁ'ohﬂBirté@ dedt, %@rvﬁﬂch%t%edggonggnt 633 iﬁnt%;ga}l\{g‘li's
respectively recorded; and a recordi ,ng ne}zéms of recordi ng encrypt eg or
unencr ypt e@2 cdFy rSHE bi t €B2gaCE eGSR R FHETEET S 'Jss?'ﬂén?i' & to

that of said copy prohjbited data. . et
imposition information transmission means of transmitting

fee imposition information with respect to move or copying
of said data to a management apparatus for manéging said
datapmocessingapparatuswhensaidnmveneanscarrieSout
the move of said data or when said copying means carries
out the copying of said data.
71. Ekdataprocessingapparatusaccotdingtpznnrofclaims
45, 46, 47, 48, 49, 50, 51, 52, 59, 60, o1, 62,.63, 64,
65, 66 and 67, characterized in that said move means moves
said.copy’prohibited.data to, or said copyving means copies
said copy prohibited data into, said other recording
appératus when at least a management apparatus, which has
the ability of imposing a fee on the move or on the copying
of said copy prohibited data, is confirmed t'o be connected
to an interface to which said data processing apparatus
and said other recording apparatus are connected.
72. An encrypted data decrypting and recording apparatus
system characterized by comprising;

a plurality of recording apparatuses that

respectively record encrypted copy prohibited data, of
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74. A recdrding appar atus, characterized by being one of a plurality of

recordi ng apparatuses that respectively record encrypted co [ﬂﬁ% hbaed
data., of which the content is identical, that is prohibitegz?90n1 gp%g

copi ed, wherein said recordi ng apparatus conprises a recording nmeans of
recordi ng said encrypted copy prohibited data and an output neans of
outputting said encrypted copy 24 JUNE 2004 prohibited data that is
recorded in said recording neans, and wherein said encrypted copy

prohibited data outputted fromsaid output, neans is data that can only be
decrypted vihich deleypentgrand ¢ eE@eBAG Hppaiid bis1habireg i tedst rong
decryption neans of decrypting said encrypted copy prohibited data. 75. A
dat a transkiesisi®dncappalddat @&haracteri zed by conprising a transnission
means of transmitting a stream fornmed of a plurality of pieces of data,
wherei n each of €aide@iwebingf agst £ 9L BIsEPEaRat e WRVAPY &ach of

bl ocks formng said stream is data that cannpt be reproduced unless the
pi ece of dateCTYiNEoaBl B§iedd |9 pdSFrYPiddDnt? bdsPRLENIEbrecRYi d data is
reproduced, and wherein said transm ssion nmeans transmts each_ piece  of
sai d dat a, refohybehted daite dhedams GrUgaehter £REMISGAE PYYF A h§Ysaifd

stream in the order of fromthe rear toward _, )
recording apparatuses and a recording means of recording

encrypted, or unencrypted, copy'prohibited.data, of which
the content is identical to said copy prohibited data.
73. A decrypting and recording apparatus, characterized
by comprising:

a decryption means of decrypting encryptéd copy
prohibited data, which is prohibited from being copied and
which isoutputted fromapluralityof recordingapparatuses
in which said encrypted copy prohibited data, of which the
content is identical, is respectively recorded; and

a recording means of recording encrypted, or

unencrypted, copy prohibited data, of which the content
is identical to that of said copy prohibited data.
74. A recording apparatus, characterized by being one of
a plurality of recording apparatuses that respectively
record encrypted copy prohibited data, of which the content
is identical, that is prohibited from being copied,

wherein said recording apparatus comprises a
recordingmeans of recording said encrypted copy prohibited

data and an output means of outputting.said encrypted copy
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the head in a chronol ogi cal nmanner. 76. A recording apparatus for allow ng
copy restricted content, conprising data that is set so as tf49€lNE 200
prohibited from or restricted from being copied, to becone reprodu0|%le
in atim shift manner, characterized by conprising: a recording nmedium
wherein a predeterm ned capacity 24 JUNE 2004 of recording of said copy
restricted content is possible; and a recordi ng neans of recording data in
said recording nedium wherein said recording neans records said copy
restricted content in said recording mediumand allows data, of said copy
restrict edpEeitidnt tedcdriadtha tsapdt PECSIHhg ™ ﬁé‘dicﬁr’ﬁetcc?’% hVErTEE65the
condition wherein viewwng and listening is inpossible after a
predet ermi A& period of time has el apsed since the time the recording of

said copy restricted content has startfed. 77. A, recording apparatus
according to C afergin éﬁ&rda%?ﬁffﬁ’?&?# ﬁopﬁﬁrgg?%lgﬁﬁg‘f‘?gﬁﬁﬁ%ﬁ?é%ﬁd
viewing and listening is inpossible is.i enent ed by, er.asi the, data of
sai d copy H&stt sl CorpPehtmeags Asr@€5ﬁgghﬁﬂgﬁﬁﬁ}§l igiéﬂ%Fﬁ%pFS%CIaim
76, characterized in that sari}fg condi ti.on wherein, Vi EY\lli ng and tI'ister%i ng is
i mpossi bl e ifs 3 AAGFERTAG P IHb r 7 A5 AAg G pPparatus Having at leas

a decryption means of decrypting said encryptéd copy
prohibited data.
75. A data transmission apparatué characterized by
comprising a transmission means of transmitting a stream
formed of a plurality of pieces of data,

wherein each of said pieces of data in said stream,
or within each of blocks forming said stream, is data that
cannot be reproduced unless the piece of data
chronologically positioned one position before said data
is reproduced, and

wherein said transmission means transmits each piece
of said data, of data in said stream, or each of the blocks
forming said stream, in the order of from the rear toward
thé head in a chronological manner.
76. A recording apparatus for allowing copy restricted
content, comprising data that is set so as to be prohibited
from, or restricted from, being copied,”to become
reproducible in a time shift manner, characterized by
comprising:

a recording medium wherein a predetermined capacity
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data of said copy restricted content. 79. A recording apparatus according
to Caim76, characterized in that said condition wherein vi QI#“JWN@QGM
listening is inpossible is inplenented by allowi ng the data of sald copy
restricted content to beconme unreproducible. 80. A recording apparatus
according to Claim?79, characterized in that said condition wherein view ng
and 24 JUNE 2004 listening is inpossible is inplenented by encrypting the
data of said copy restricted content after reproduction. 81. A recording
apparatus according to any of Clains 76 to 80, characterjzed in that the
timng accofdineyandimucht said cerBrEeA§rresnd SIAERNERES RROF 4PhE Fof
said copy restricted content is defined by referring to judgnent

i nformati omrich conjunction with said.copy restricted content. 82. A
recordi ng apparatus according to Caim81, characterized in that said
recordi ng neans eareresddutg meeest 8fnge s raiifreratd abi tylddiCebyng
restricted content from other content by using said judgnent information.
83. A recontichigimpparatus according to Caim8l, characterized in that
said judgnment information is copyright information included in a data
colum of said &hRreiEstsatdedsHRENY BRANK LFEIRELPgSapFarcaRiE

according to any of Clains 76 to 82, characterized in tQ?t &he ti.m ng
accordi ng m&&%ﬁtﬁtedcontentlnsaldrecordlngmedmnnan allows data

of said copy restrictéd content recorded in said recording
medium to convert to the condition wherein viewing and
listening is impossible after a predetermined period of
time has elapsed since the time the recording of said copy
restricted content has stafted.

77. A recording apparatus according to Claim 76,
characterized in that said condition wherein viewing and
listening is impossible is implemented by erasing the data
of said copy restricted content.

78. A recording apparatus acqording to Claim 76,
characterized in that said condition wherein viewing and
listening is impossible is implemented by not erasing the
data of said copy ?estricted content.

79. A recording apparatus according to Claim 76,
characterized in that said condition wherein viewing and
listening is impossible is implemented by allowing the data
of said copy restricted content to become unreproducible.
80. A recording apparatus according to Claim 79,

characterized in that said condition wherein viewing and
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said recording neans starts the recording of said copy restricted content
i S defined. based on an input fromthe outside. 85. A recordifg 9 S
according to any of Clainms 76 to 80, characterized in that said recording
medi um has a recording buffer for tenporarily recording said copy
restricted content. 24 JUNE 2004 86. -A recording apparatus according to
Claim85, characterized in that said recording buffer is a ring buffer
‘wherein it is possible to record a constant anount of data by repeating

iti ; di Jdn.th ) ion. .87. A ' : ti
appar ot us i EERCFRRAd L CSITE S A P RS S par (R ABE G Lo
f d ai 76 _to_ 85; d oducti |
Fotorded | 1A (R ON A AE o h W A AT P bet re aEe
r d id tricted : ) -aft
or edet or m ol pdt 1N BF CSlEn b 11 NE- RS EPSpean el et TER Gt e

SR s R R T

and reprod "o _ ed y ‘Conpri STAQg: "a recordi ng
apparatusiggfﬁdkggoy%f%ajn186- an%rts the recording of said copy

g medans St
restricted content is defined by referring to judgment
information in conjunction with said copy restricted
content.

82. A recording apparatus accordinq to Claim 81,
characterized in that said recording means carries out
recording by differentiating said copy restricted content
from other content by using said judgment information.
83. A recording apparatus according to Claim 81,
characterized in that saild judgment information is
copyright information included in a data column of said
copy restricted content.

84. A recording apparatus according to anf of Claims 76
to 82, characterized in that‘nhe timing according to which
éaid recording means starts the recording of said copy
restrictedAcontentlis defined based on an input from the
outside.

85. A recording apparatus according to any of Claims 76

to éO, characterized in that said recording medium has a

recording buffer for temporarily recording said copy

restricted content.
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a reproduction nmeans. of reproducing data recorded in said recording

medi um wherein said reproduction neans reproduces said copy ngﬁﬁﬂé g@g
content that has been recorded after a predeterm ned period of standby
time has el apsed since the tine of the start of the recording of said copy
restricted content. 24 JUNE 2004 89. A recording and reproduction
apparatus according to Claim@88, characterized in that, at the tinme when
said reproduction neans carries out a reproduction operation under the

buf fer, 1 8 bropPodRIT OB SEFE - AidiS TS el GutCCEAR BRg from the -
0. A 1 ecof AT GHET § 6600t tn S aar 505 ISEPUT Ag™ b° SCF 4R oL Tor ¢
Ut a1 opr FASES bR OperaPIST HGHBerS tHESOdt (T SREE et ROBUEr Of S8
Gata i'5 caten GEPIRER C0H: CIR P o EFeTPECHN 1 Marte Sont i cobaisaid
57 o 85, _Gilar adt BECPEFHH B T9HT (PG Ehet THARE 2oty PR L et
recorded in said recording nmedium is not reproduced within said

pr edet er ni H¥d PR HYSHAI*

a recording apparatus according to any of Claims 76
to 85; and

a reproduction means of.reproducihgtdata.recorded in
said recording medium,

wherein said reproduction means reproduces said copy
restricted content that has been recorded after a
predetermined period of standby time has elapsed since the
time of the start of the recording of said copy restricted
content.
88. A recording and reproduction apparatus characterized
by comprising:

a recording apparatus according to Claim 86; and

a reproduction means of reproducing data recorded in
said recording medium,

wherein said teproduction means reproduces said copy
restricted content that has béen recorded after a
predetermined period of standby time has elapsed since the
time of the start of the recording of said copy restricted

content.
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standby tine, said recording apparatus stops the recording operation of
said copy restricted content. 92. A recording and reproducti of4 JORGE 2bb4
according to Claim87 or 88, characterized by further conprising a
notification nmeans of making a notification of operational content of said
recordi ng apparatus or of said reproduction neans in advance based on
either said predeterm ned period 24 JUNE 2004 of tinme or based on said
predet erm ned period of standby tinme. 93. A recordi ng apparatus according
to Claim76, characterized in-that said recording neans can neasure tine
i nf or mat i o8 9% -nclPudianp i dgpredetePrasbec bbeNodPBRIETHS aaRrdingededi ng
apparatus according to Claim?76, characterized in that said copy |,
restrict ed Cdaritrend 8 nehadas tar heetnfior dtdton 2Rcthei fig iR e8atel ni ned
period of tinme. 95. A recording apparatus according to Caim76,

char act eri ZEPHIAEARL OPhE@ETHE FHTBLMEL OO i T RTF AGUSAILPD [eRe? EL-Rined
period of tine is gained fromthe outside independently of said co

. ; ) . Opy
restrict edudstieie copgl iJUNe JURF PbR I EREWE LR LPRer BG9& i 184P8180ch as
AV data is recorded in a recording apparatus and/or in the case_that data
is reprodtded B P eptbdrRtfonlBgpaRaLES The &9 o chbherepE sald

data is carried out starting from the position where the
oldest piece'of data 1s recorded in said ring buffer.
90. A recording and reproduction apparatus according to
Claim 89, characterized in that, at the time when said
reproduction means carries out a repréduction operation
under the condition wherein overwriting recording is not
carried out in said ring buffer, the reproduction of said
data 1s carried out starting from the recording start
position on said ring buffer.

91. A recording and reproduction apparatus according to
Claim 87 or 88, characterized in that, in the case that
copy restricted content recorded in said recording medium
is not reproduced within said predetermined period of
standby time, said recording apparatus stops the recording
operation of said copy restricted content.

92. A recording and reproduction apparatus according to
Claim 87 of 88, characterized by further comprising a
notificationn@anscyfmakingwaﬁotificationcIEoperational
content of said recording apparatus or of said reproduction

means in advance based on either said predetermined period
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mechani smthat protects copyright. An encryption neans 11 for encrypting AV
data sent froman interface 4, a control means 14 for controﬁ#i‘ij ga§4
encrypted AV data to be recorded and a recording nmeans 15 confrolle y
the control neans 14 for recording the encrypted AV, data in a magnetic

di sk are provided such that the control neans 14 controls .the recorded
data to be reproduced, the recording neans 15 is controlled by the

control neans 14 so as to reproduce the data recorded on the disk and a

decryption neans 12 decrypts the reproduced data that is sent to the
interface. of time or based on said predetermined period of standby

time.

93. - A recording apparatus according to Claim 76,
characterized in that said recording means can measure time
information including said predetermined period of time.
94. A recording apparatus according to Claim 76,
characterizedinthatsaidcopyrestrictedcontentincludes
time information including said predetermined period of
time.

95. A recording apparatus according to Claim 76,
characterized in that the time informaéion including said
predetermined period of time is gained from the coutside

independently of said copy restricted content.
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