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CLAIMS

1. A method for accessing shared sensitive information in a managed container environment,
the method comprising:
accessing (602), by each worker node (308, 310) in a plurality of worker nodes, shared
sensitive application data (232) located in a secure enclave (230) within the plurality of worker
nodes using a data encryption key (220, 324, 326);
protecting (604), by each worker node in the plurality of worker nodes, the data
encryption key of each respective worker node using a sealing key that is unique to the secure
enclave on a respective worker node;
generating (402, 702) a first worker node with a first key orchestration agent (218) in
a cluster of an open source container orchestration framework;
generating (704), by the first key orchestration agent of the first worker node, the data
encryption key (324);
generating (422, 706), by the first worker node, a first sealing key (222) unique to the
secure enclave on the first worker node, for protecting the data encryption key, by retrieving
(4006) the first sealing key (222, 322, SK-A) from the secure enclave;
sealing (408), using the first sealing key, the data encryption key;
performing (412), by the first key orchestration agent of the first worker node, local
attestation with a container (224, 316) on the first worker node;
sharing the data encryption key, by the first key orchestration agent, with the container
on the first worker node;
performing (708), by the first worker node, remote attestation (342) with a second
worker node (310) in the cluster in response to creation of the second worker node in the cluster;
providing (712), by the first worker node, a copy of the data encryption key (324, 334)
to the second worker node upon successful performance of the remote attestation;
retrieving (512), by the second worker node, a second sealing key (332, SK-B) from a
secure enclave on the second worker node;
sealing (514), using the second sealing key, the data encryption key;
performing (518), by the second worker node, local attestation with a container on the
second worker node;

sharing (524) the data encryption key with the container on the second worker node;
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decrypting (526), using the data encryption shared with the container of the second
worker node (310), data corresponding to a workload of another container on the first worker
node to perform one or more operations on the data; and

encrypting (528), using the data encryption key shared with the container of the second

worker node, the data after performing the set of operations.

2. The computer-implemented method of claim 1 further comprising:

determining, whether the secure enclave (316) is trusted based on the local attestation
(330); and

responsive to determining that the secure enclave is untrusted based on the local

attestation, denying, access to the data encryption key by the secure enclave.

3. The computer-implemented method of claim 2, wherein sharing the data encryption key
with the container on the first worker node is responsive to determining that the container
(316) is trusted based on the local attestation (330), the method further comprising:
encrypting, using the data encryption key (324, 326) shared with the container, data
corresponding to a workload of the container; and
storing, an identifier of the first worker node and the data encryption key sealed with a

unique sealing key of the container in a shared database.

4. The computer-implemented method of claim 1 further comprising:

generating the second worker node (310) with a second key orchestration agent (318)
within the cluster; and

performing, using the second key orchestration agent of the second worker node, remote
attestation (342) with the first key orchestration agent (314) of the first worker node (308) to

establish authenticity of the second key orchestration agent.

5. The computer-implemented method of claim 4, further comprising:

determining, whether the second key orchestration agent (318) is trusted based on the
remote attestation (342); and

responsive to determining that the second key orchestration agent is untrusted based on
the remote attestation, denying, access to the data encryption key of the first key orchestration

agent by the second key orchestration agent.
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6. The computer-implemented method of claim 5, further comprising:

wherein the sharing, using the first key orchestration agent (314) of the first worker node
(308), of the data encryption key (324) of the first key orchestration agent with the second key
orchestration agent is responsive to determining that the second key orchestration agent (318)

is trusted based on the remote attestation (342).

7. The computer-implemented method of claim 1, wherein sensitive application data is only
shared among trusted containers (316, 320), even when containers move within the cluster

(304).

8. The computer-implemented method of claim 7, wherein the sensitive application data is

protected in any form of storage.

9. A computer program stored on a computer readable medium and loadable into the internal
memory of a digital computer, comprising software code portions for performing, when said

program is run on a computer, the method of any of claims 1 to 8.

10. A system for accessing shared sensitive information in a managed container environment,
the system operable for:

accessing (602), by each worker node (308, 310) in a plurality of worker nodes, shared
sensitive application data (232) located in a secure enclave (230) within the plurality of worker
nodes using a data encryption key (220, 324, 326); and

protecting (604), by each worker node in the plurality of worker nodes, the data
encryption key of each respective worker node using a sealing key that is unique to the secure
enclave on a respective worker node;

generating (402, 702) a first worker node with a first key orchestration agent (218) in a
cluster of an open source container orchestration framework;

generating (704), by the first key orchestration agent of the first worker node, the data
encryption key (324);

generating (422, 706), by the first worker node, a first sealing key (222) unique to the
secure enclave on the first worker node, for protecting the data encryption key, by retrieving
(4006) the first sealing key (222, 322, SK-A) from the secure enclave;

sealing (408), using the first sealing key, the data encryption key;
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performing (412), by the first key orchestration agent of the first worker node, local
attestation with a container (224, 316) on the first worker node;

sharing the data encryption key, by the first key orchestration agent, with the container
on the first worker node;

performing (708), by the first worker node, remote attestation (342) with a second worker
node (310) in the cluster in response to creation of the second worker node in the cluster;

providing (712), by the first worker node, a copy of the data encryption key (324, 334) to
the second worker node upon successful performance of the remote attestation;

retrieving (512), by the second worker node, a second sealing key (332, SK-B) from a
secure enclave on the second worker node;

sealing (514), using the second sealing key, the data encryption key;

performing (518), by the second worker node, local attestation with a container on the
second worker node;

sharing (524) the data encryption key with the container on the second worker node;

decrypting (526), using the data encryption shared with the container of the second
worker node (310), data corresponding to a workload of another container on the first worker
node to perform one or more operations on the data;

encrypting (528), using the data encryption key shared with the container of the second

worker node, the data after performing the set of operations.



