TITLE: Method for generating an encryption/decryption key Technical field The
present invention, relates to a nmethod for generating an encryption/decryption
key, and especially for generating a one-tinme encryption/decryption key used
for symmetric 10encryption, i.e. where the sane key is used both for
encryption and decryption. The present invention further relates to a conputer
program conpri sing code neans for perform ng the nethod when run on a conputer
and a conputer program product conprising program code nmeans stored on a
conput er readable medium for perform ng the nmethod, when said product is run
on a conmputer. 15 Background In cryptography, a key is a piece of information
that determ nes the functional output of a cryptographic algorithm Wthout a
key, the al gor ve Nno res ryption, a key specifies the
particular tra k@?gbﬁﬁpﬁgﬁgSe“ﬂPéﬁhW@Q?IWW#BWPW%légcrypted 20text, or vice
versa during decryption. Keys are also used in other cryptographic algorithns,
such as diaital signature schenes and nessage authentication codes. It is
often said that in desighlickd security systens, it is wise to assume that the
details of the cryptographic algorithn1are al ready avail able to an attacker.
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keep a key se tacker one way he or she
may recover tﬁé"ﬁmﬁﬁﬂﬁdpd‘%@@?ﬁ@@‘ﬂﬁﬁﬁ@?ﬁ@EﬁﬁéF?EW%%pﬂﬁfﬁ1mg@@hcrypt|on
al gori t hns whicehpiisse phdreansante nkey sfoord doatchmpnanygdtiloncdéind faeecrfypiigon are, as

ment i oned abow%wmgggm@mﬁ%mg¥gyguisﬁnggymﬁhggp|thns There are al so asymetric
key al gorithnms which use a pair of keys, one to encrypt and one to decrypt.

These asydﬁetrlc key al gorithns all ow one key to be nmade public while
retaining the privakekieyd n only one |ocation. They are designed so that
finding out the private key is

In cryptography, a key is a piece of information that determines the functional output of

a cryptographic algorithm. Without a key, the algorithm would have no resuit. In

encryption, a key specifies the particular transformation of plaintext into the encrypted
20 text, or vice versa during decryption. Keys are also used in other cryptographic

algorithms, such as digital signature schemes and message authentication codes.

It is often said that in designing security systems, il is wise 1o assume that the details of
the cryptographic algorithm are already available to an attacker. This principle is known
as Kerckhoffs' principle and thus only the secrecy of the key provides security. This

25 principle is based on the fact that it is difficult to keep the details of a widely-used
algorithm secret. A key is often easier to protect, since it often is a small piece of
information compared to the encryption algorithm. However, it may also be difficult to
keep a key secret and if the attacker obtains the key in some way he or she may recover

the original message from the cnerypted data.

30 Encryplion algorithms which use the same key for both encryption and decryption are,
as mentioned above, known as symmetric key algorithms. There are also asymmetzic
key algorithms which use a pair of keys, one to encrypt and one to decrypt. These
asymmetric key algorithms allow one key to be made public while retaining the private

key in only one location. They are designed so that finding out the private key is



extrenely difficult, even if the corresponding public key is known. A user of
public key technol ogy can publish their public key, while keeping their
private key secret, allow ng anyone to send them an encrypted nessage. 5In
order for a key to be "safe" in conjunction with synmmetric encryption
algorithns a length of 80 bits is generally considered the m nimumand |28-bit
keys are commonly used and consi dered very strong. The keys used in public key
crypt ography have sonme nat hemati cal structure. For exanple, public keys used
in the RSA system are the product of two prinme nunbers. Thus public key
systens require |onger key lengths than. 10symmetric systens for an equival ent
| evel of secusitieypelyghioulpites if the ¢oespeuguertbEgkydykiosmgh s of publiskens based on
factoring andietmbRgetandiusEdhehed: fudgaicy N KakpiGhhal fAvhe kBaderes Bitiihd Y

equi val ent LC 28 bit symmetric cipher. As nentioned above it is possible
to generate ké@@m%fgﬁgé&ﬁ}%ﬂgggﬁ?ggm%‘ﬁSafety, if they 15are | ong enough both

for keys based on symmetric and asymmetric algorithnms. However, there is a
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each ot her. igmg%ggémaﬂm§gqq2g@ﬁgﬁﬁﬁ&h@gp&g_both_directions they need to
exchange public keys wth each other. Also in this case the keys usually have

alimted tinme period during which they are valid. For a party that
conmuni cat es W tienimany/atgivé ft erpemiblparticede kdye withnagédegite ddfafdiy st hebut i on of
valid publikc KeYsh:RBeh8o@ M%) dtseddntyiRin6@k afXANRherit si.3QhhAat the validity of
a key has expkfgchhgg %outﬁggg %ingpﬁjsoggfsgcnetcijoqnatggn urgently to
anot her party' 6F that"y5d PRAVE RS SXCHERG BT RaPava e Ahot her type of
crypt ography Fanmuagttaniticrgipetbyraiphyymoniiichy iisszohy dan titnhare shimides to
guar ant ee secuwh& kePMdOLahdnaRe safcdy @Aahkes rbmenpalityii@sie b@epr oduce a shared
random Furthermore, the key has to be kept secret by both parties. The risk that an intruder may
20 find out the key increases with the time the key is in use. Therefore, a key is normally
valid only during a limited time, for example six or twelve months. After that time a

new key has to be distributed.

Also, the distribution of keys for asymmetric cryptography encryption encounters
25 problems with key distribution when two parties want to communicate with each other.
In order to send information in both directions they need 1o exchange public keys with
each other. Also in this case the keys usually have a limited time period during which
they are valid. For a party that communicates with many different parties the
management of distribution of valid public keys may be annoying. A typical example 1s
30 that the validity of a key has expired when you need to send some secret information

urgently to another party or that you have not exchanged public keys yet.

Another type of cryptography is quantum cryptography, which uses quantum mechanics
to guarantee secure communication. It enables two parties to produce a shared random

bit string known only to them, which can be used as a key to encrypt and decrypt



bit string known only to them which can be used as a key to encrypt and

decrypt nessages. An inportant and uni que property of quantum cryptography is
the ability of the two communi cating users to detect the presence of any third
party trying to gain know edge of the key. This is the result of a fundanental

aspect of quantum nechanics, i.e. the process of measuring a quantum system
wll affect the system Since a third 5Sparty trying to eavesdrop on the key
sonmehow has to neasure. it, there will be detectable anomalies. Thus, the

security of quantum cryptography relies on the foundations of quantum
mechanics, in contrast to traditional public key cryptography which relies on
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is useable for safe Co ation between a first node and a second node. The
met hod conpr|§%EnWH@“§53%@m f: sending a request fromthe first node A
to a central server for 'citing up comrunication with the second node,

Even if key generation with quantum cryptography provides a very safe way to generate

15 and distribute a key it also has a major drawback. The distance over which a quantum
key may be distributed is limited to about 100 kilometer, due to the properties of

quantum mechanics.

Given the above mentioned probiems there is a need for a simple way to generale and
20 distribute a cryptographic key.

Summary of invention

The problem to be solved by the present invention is to generate a cryptographic key,
which does not need {0 be distributed to the nodes that want to communicate with each

other, i.e. where the key is generated by the nodes themselves.

25 This problem is according to a first aspect solved by a method for generating
an encryption/decryption key, which is useable for safe communication between a first
node and a second node. The method comprises the steps of:

sending a request from the first node A to a central server for setling up

communication with the second node,



sending fromthe central server a first key generating file to the first node
and a second key generating file to the second node in response to the request
fromthe first node, processing the first key generating file on
the first node and the second key 5generating file on the second node,
generating a first internediate data set at the first node and a second
internedi ate data set at the second node, sending the first internediate
data set fromthe first node to the second node, conparing bits of the first
internedi ate data set with corresponding bits of the 10second internedi ate
data set, creating a new third internedi ate data set based on the bit
by bit conparison betdigdipnt the cintrplsservanaifisidep aeheiatinetgdibafist get andet by
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to the second a ri.ses the steps of: sending a request to a

-aspect co
central serveymﬁggng%FF'tadﬁ%“§afe comuni cation with the second node,
gencrating a first encryption key based on the bit by bit comparison between

the third and the first intermediate data set by keeping the value of the bit of the first
data set if the corresponding bit of the third intermediate data set is set to the first value
20 and ignoring the bit of the first intermediate data set if the corresponding bit of the third
intermediate data set is set to the second value,
generating a second encryption key based on the bit by bit comparison between
the first and the second intermediate data set by keeping the value of the bit of the
second data set if the corresponding bit of the first intermediate data set is equal and
25 ignoring the bit of the second intermediate data set if the compared bits are unequal,
said first and second encryption key being the same.

According to a second aspect of the present invention the problem is solved by a
method for generating an encryption/decryption key in a first node, which is useable for
30 safe communication between the first node and a second node. The method according to
the second aspect comprises the steps of:
sending a request to a central server for setting up safe communication with the
second node,
receiving a first key generating file from to the central server in response to the
35 request,



receiving a first key generating file fromto the central sever in response to
the 35request, processing the first key generating file, generating a first
internedi ate data set, sending the first internediate data set to the second
node, receiving a third internedi ate data set fromthe second node,

conparing bits of the third internedi ate data set with corresponding bits of
the first internedi ate data set, generating a first encryption key
based on the bit by bit conparison between the third and the first
internedi ate data set by keeping the value of the hit of the first data. set
if the corresponding bit of the third internediate data set is set to a first
val ue 10and i gnori mgpeesigeiictiirgfey graepiinesiile nt er medi ate data set if the
correspondi ng bit qtnddiegtlid thidrftBaoedi @,e data set is set to a second val ue.

According to a thir dﬁgﬂﬁg&sﬁﬂm$&gmgQﬁggggolk ﬁi&ﬂethe problemis sol ved by

a nmethod for generatl in a second node, which
is useable for safé“@géﬁﬁﬁ@ﬁﬁé@ﬂW@ﬁ@ﬂﬁﬂﬁ&ﬁ$%ﬂ$F%@% Hétle and the second node.
According fo the thbihgiragpectf thdidirditchoelicompr icsesh tdesph@pshiafiof the

receiving a sgﬁpﬁgnﬁgmﬂgﬁl ating file froma central server in response to a
request fromt Irst node to start safe communication between the first node
and the second nodéwm?ﬁﬁﬁ6@%%%?%@“?%@W§@%%HHtWéviﬁgﬁéwapﬁﬁ&hﬁW%ﬁ generating a
second i nt er midittatdend g dirg etiermediate data set by keeping the value of the bit of the first

data set if the corresponding bit of the third intermediatc data set is set to a first value
10 and ignoring the bit of the first intermediate data set if the corresponding bit of the third

intermediate data set 1s set to a second value.

According to a third aspect of the present invention the problem is solved by a method
for generating an encryption/decryption key in a second node, which is useable for safe

[5  communication between a first node and the second node. According to the third aspect
the method comprises the steps of:

receiving a second key generating file from a central server in response to a
request from the first node to start safe communication between the first node and the
second node,

20 processing the second key generating file,

generating a second intermediate data set,

receiving a first intermediate data set from the first node,

comparing bits of the first intermediate data set with corresponding bits of the
second intermediate data set,

25 creating a new third intermediate data set based on the bit by bit comparison
between the first and second intermediate data set by setting a first value if the
compared hits are equal and a second value if the compared bits are unequal,

sending the third intermediate data set to the first node,
generating a second encryption key based on the bit by bit comparison between

30 the first and the second intermediate data set by keeping the value of the bit of the

second data set if the corresponding bit of the first intermediate data set is equal and

ignoring the bit of the second intermediate data sct if the compared bits are unequal.



receiving a first internediate data set fromthe first node, conpari ng
bits of the first internediate data set with corresponding bits of the second
internedi ate data set, 25creating a new third internedi ate data set based on
the bit by bit conparison between the first and second internedi ate data set
by setting a first value if the conpared bits are equal and a second value if
the conpared bits are unequal, sending the Mni internediate data set to the
first node, generating a second encryption key based on the bit by bit

conpari son between 30the first and the second internedi ate data set by keeping
the value of the bit of the second data set if the corresponding bit of the
first internedragrérggnprdatcdicmbedimant oAld Piegtibiiveidion He s ef sshdingide second
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15
According to a fifth aspect of the invention a computer program product is provided,
which comprises program code means stored on a computer readable medium for
performing the steps of the method, when said product is run on a computer.

20 The great benefit of the present invention is that the key is generated at the nodes that

want to communicate with cach other and thus there is no need for key distribution.
Brief description of the drawings

25 The invention is described in the [ollowing with reference to the accompanying

drawings, in which

Figure 1 is a flow chart showing the method for generating a cryptographic key
according to the present invention,

30
Figure 2 is an example of a key generating file sent from the central server to the nodes

that wan( to communicale,

Figure 3 is an example of a constant used for generating the first and second

35 inlermediate data set,



Brief descriplion of the drawi ngs 25The invention is described in the
folloting wwth reference to the acconpanying drawings, in which Figure 1 is a
fl ow chart showi ng the nethod cm generating a cryptographic key according to
the present invention, 30 Figure 2 is an exanple ola key generating file sent
fromthe central server to the nodes | hai want to comunicate, Figure 3 is an
exanpl e of a. constant used [Tor generating the -first and second internedi ate
data set, Figure 4 is an exanple of the first internediate data set at the
first node A and the second internediate data set at the second node B,

Figure 5 is an exanple of a matching process between the first and second

i nter nedi at e Bdard isstexangle phide §ehvranidote dfa gt & ihyprogedephingd they for the
second node Bgecaminkingdia® @italsst @ he€Xa3fPhRBe Bf the generation of a cryptographic
key for the first node A Detailed description of the invention The present
invention will now be described in detail with help of different 10enbodi nents
t her eof The efisBEiSribit &agpleaf ymplehiseprceasbadienpicdsst aitscesodlidpiacdply f or

under st andb ngdithe:t idiMBNdnoat @nd aRehtoasphit Raytibngs scEhr@duwoge B, :athows t he net hod for
generating a cryptographic key according to the pre.sent invention. The
overall nmethod is executed by two nodes A and B that want to set up secure
communi cat i onFiged lé%lb%a@t)lﬁ@?{thwe%i%ofé%@Mﬁa@h@ﬁﬁw%thpéfﬂaféfé«’ypti on key. 5

Furthernore, the nmethod is executed with aid or a central server 2. Ill fiaure
1, the first node Adsle8Howpibn of heitekibnhand side and the second node B on
the right hand side, i.e. the steps perfornmed by the first node A are shown on

the | eft hand- gl de. of. X L.i;ne.a 3 {0 d by the second
node B are shéﬁ%ﬂgﬁ%Fﬁ%nﬁfgﬁﬁqﬁgﬁﬁ9Q§P%@%B%Qfﬂﬁhﬁgﬁﬁggﬂﬁﬁﬁg? In practice the
first noddlA maEpodyeens bormiutierembedipegisdrulde jisn ahexaiplepnignelatdist art secure
comuni cat i onfwiuhder@andopputiereptidnhed sgeohditingde B. at his bank. As

Figure 1 shows the method for generating a cryptographic key according to the present
invention. The overall method is executed by two nodes A and B that want to set up
secure communication with each other by using a secure encryption/decryption key.

15  Furthermore, the method is executed with aid of a central server 2. In figure 1, the first
node A is shown on the left hand side and the second node B on the right hand side, i.e.
the steps performed by the first node A are shown on the left hand side of the dashed
line and the steps performed by the second node B are shown on the right hand side of
the dashed line. In practice the first node A may be a computer, the user of which may

20 want lo start secure communication with a computer, the sccond node B, at his bank. As
is evident for a person skilled in the art, both the first node A and the second node B

may be any communication devices that want to communicate with each other.

The central server 2 may be any communication device capable of receiving and
sending data in a secure way with help of some kind of security certificate. In order for
25  anode to be able to use the key generating method according to the present invention,
the node needs to be authorized to communicate with the central server 2. Thus, the
central server 2 keeps track of all users that are authorized to use the key generating
method. As mentioned above the communication between the central sever 2 and the
nodes or vice versa is secure by using some kind of security certificate. Preferably, an

30 X509 certificate or the like 1s used for secure communication.



is evident for a person skilled in the art, both the first node A and the
second node B inay be any communi cati on devices that want to comrunicate with
each other. The central server 2 may be any communi cati on devi ce capabl e of
receiving and sertding data in a secure way with help of sonme kind of security
certificate. In order for 25 a node to be able to use the key generating

nmet hod according to the present invention, the node needs to be authorized to
communi cate with the central server 2. Thus, the central server 2 keeps track
of all users that are authorized to use the key generating. nethod, As
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key generating f Secon ey generatlng fileto
the second’node B. 10 Figure 2 shows an exanple or a key generating file that
i s sent from Fhercanbwain Senpenr ey herding ste thoteeA @mdhd Reus egoid node 13.

The file cont e?ﬁ%%o&r/ggl%scﬁe Jc!:én%’no%g\% Clth ‘M%%m@?ﬂ?&ﬁ.%?eqs ﬁ)é \Llﬁﬁ’n \Lﬁel;lSt node A and

t he second no encr%g I on tion Since the
processes at Pﬁ@“@@?&@cﬁﬁbﬁlAAéWét¥ﬁ§m§@E & Woder1aBhar e dlfferent whi ch
wi |l be expl aemeghtibetewptithicypfiocassprbickes seint fikiawodde afd ihstecnaidedA d| ffers

fromthe process. Jilrf&@ms@m&h @ %Qﬁplﬁﬁéﬂqﬁgmﬁﬁ! rBess N{ﬁfc sk tEMk ﬁ%m%it&xom figure 2,
the key generﬁgkigﬁ) | e al so_contal net adat a may

contain infor m} e Brecqis Blg Sp o ‘S‘é??é?lﬂﬂoﬁ‘?g thgs ‘é‘ﬂ‘&P%‘t‘iNgﬁ‘PBééP? ption key
and t he sane het@dati@piilt sdhensanmehddthM] oM héVf. iThs retaddten®y @ndint he second

node B. EXa”Wnﬁ&w@fxor?tg'E@(l@g%l%eﬁe?allﬂ aRnsd: %nk\@&ﬂnﬁ?kegeaﬂ@f’r@tsﬁné he keys! Figure

3 shows an exanpl.e of ener a a flrs and a second
i nt er medi at e 548! lﬂfssé’& ba rt‘i’ %Rséi}"fggh ‘:aélﬂog“ fnd T‘fjér}‘gngf‘%ﬁ?g may al so
cont ai n a i mmetadga ts@ chestapsesdd fodjell%ﬁﬂﬂ@.tkﬁﬁg} igfre Bekdwskeyxageheratdhina fil es have

the sane ori gichhstadOfbd ﬁ)h%&ﬂ@f@ﬁ&a tihenietadal ReBYiagl BR s6aBRd@luRng Rfyor mat i on
about the key g!:n%m%%n 1Ihc. mc%défa may also contain a time tag to be used for comparing if both

key generating files have the same origin.

25 Furthermore, the metadata may also contain information about the key length to be used
or which bits of the key that should be used for generating the key. As is evident for a
person skilled in the ari there may be a number of other metadata that may be used in
order to further increase the security of the key generating process.

30 When the key generating file has been received by the first node A and the second node
B, each nede will start processing the file. Firstly, the first node A will generate a first
intermediate data set and the second node B will generate a second intermediate data set
by using the value of the constant, as depicted in figure 3. The constant contains, in this
case, four binary bits each associated with letter. The length of the constant may vary

35 arbitrary and the bits may be associated with letters, figures. greek symbols ete.



or which bits of the key that should be used for generating the key. As is
evident for a person skilled in he art there may be a nunber of other netadata
that may be used in order to further increase the security of the key
generating process. 30Wen the key generating file has been received by the
first node A and the second node 13, each node will start processing the
file. Firstly, the first node Awll generate a First internedi ate data set
and the second node 13 will generate a second internedi ate data set by using
the value of the constant, as depicted in figure 3. The constant contains, in
this case, four binary bits each associated with letter. The length of the
constant may VEr§amplapbite figk pleamdiaqdatdict for thafisbedaggodiatedndi th | etters,
figures, greekngyithalesla@ka for N keeMANBIE: Rihdien fibkst. THRtQEMRELRUG dat a set for
the first node second node B is

nd. the ond 1 nte diate data.set for the L
Shown 11 11 guret 1 bt SERTGAGSLIRA L R BB SEhub &F eli By I8 RG come ki no
of known pseuddfharaiaiapdpbegorgenerdter Blushng, gem ¢ seddorandomtal gorit hns as
Bl um Bl um Shulfior dea¢rhitiga rafdom ReuMk 96 in@istomestheeiterbAaD. 10 RBEAL kR@erRe r andom
sequence of , i3y iid GaSEwy R LSHESE fe i DinaThEnd ARMAM, SEGyENPS of the letters
is shown in the header o {he TiTst an seqonglln er medi ate data set in figure
4. Thus, in orlthEre 4 dhiselnordst & cenents e aviarpedisie datset e swpence pethgslgience of the
letters is firisfispseudoaidangaiicymidet @t mMerateranctotrbereal dseiciatdiavigals ect val ue
assoct ated il RELELLShe AGCARGh ol 9 kNG £BASL A, Ieh WLR 7 W1 be
allotted. jf t |sla?Lo tlng results in 10nenerati na ?or ekanﬁ e only zeros or
only ones for SEHEUNEIUEHERAIGREY Ha1E" e opgilY thegaigriedipglagectthip tsfled out and a
new r andom sequerneditisd gened atedand@imneeudnat ik gtrhatedf | r st and t he second
internedi ate data set are generated pseudo randomy they will never be the
rmedi ate data sets in this le js 150nly 8

sane. The length of the. int xa

bits in or dor W& PEldH 5t 80 1S F i R BBl o RBHE P ORCRIp A OB Yl €. | n
practi ce howeviky,witl hevel bnigt fanef TheHengintf édrereidinatistediat acts etthis bsmtpieps cal |y

bet ween 6415t 0 ARABLRIA Sder TRt BAGHR P8 DR RRS In Slexihfe TRPAMRLA aS

menti oned above andtgq% Hgfﬁfp Lag%qnté Q¥”th.Q§nhra[ %grv?%_ .each tinme a
new request i s Nade 15O & ASARTFGRAIT G THE YUHEY 8HTER 61 ¢HE ¥ r st and
second i nt er meldicatt éengdtnzmy epart ¢llke hetpdsta ayodationed dbogesnd mdydeétr st i nt er nedi at e

data set to thendeaoRdhd@de:d RiwWrbhedt i Wndpiedieatd 94kic fionfa nodtibl i cly. The
second node B will conpare the first and second internedi ate data set with

each
20 After the generation of the first and second intermediate data set, the first node will send

the first intermediate data set to the second node B without any protection, i.e. publicly.

‘The second node B will compare the first and second intermediate data set with each
other. The resuft of the comparison is called Match 1 in the table shown in figure 5.

25  Value A and value B correspond to the first and second intermediate data set,
respectively. The comparison is a bit by bit comparison and the result is Frue if the
value for first and sccond data set bit, respectively, is equal and False if they are
unequal. The result, Match 1, of the comparison is used to create a new third
intermediate data set, Value 1, by setting a first value if the compared bits are equal and

30 asecond value if the compared bits are unequal. In this case I is used when the
compared bits are equal and 0 is used if the bits are unequal. However, it could afso be

the other way around without departing from the present invention.

The third intermediate data set is then publicly sent from the second node B to the first
35 node A. The first node A then generates a first cryptographic key based on a bit by bit



other. The result of the conparison is called Match 1 in the table shown in
figure 5. 25Value A and value B correspond to the first and second
internedi ate data set, respectively. The conparison is a bit by bit conparison
and the result is True if the value for first and second data set bit,
respectively, is equal and False if they are unequal. The result, Match 1, of
the conparison is used to create a new third internedi ate data set, Value I

by setting a first value if the conpared bits are equai and 30a second val ue
if the conpared bits are unequal. In this case 1 is used when the conpared

bits are equal and O is used if the bits are unequal. | lowever, it could also
be the ot her wryrasr@UsEaan thedutd s palits imggrnediss daveschbeleering thavar ¢fon.

"Hie third intieniedihatie dai @ Feffe doSesbhimgmutllr tieliyrdsewimclinematke isecond node B
to the first ‘?’05@9?Ebﬁhﬁgpglggblf‘r%tthmpo?tlﬁ fﬁ'g?rﬂmgl[%ﬂgt'é% tg§ecli?ftﬁf irst cryptographic

key based on d the first
i nt er nedi at e a%lfeép%léfﬂléfég}OR‘@%BE“Hgm%lﬁ’éd*@taﬂ%}és%fs sete thisecopd valyselnfthif st data set if
t he correspondmagmbWMdoﬁsmh@nhhgmdéuﬂ&&mmndmamﬁmﬂﬂMamsemdu&s&emjto the first

value and i gnqgmg R?ﬁl\%{qtd% ]:)f ﬁﬁ}?e Itl{ %(5? LS &qgl':r%lﬁ?mgéﬁcﬁ)f%tomg{n it he

correspondi ng T ht er me second
val ue, In thi §igh*cba'§=élf1°ﬁ ur m Wbﬁgn YAYGhd ‘Ilﬁéfheg!ﬁ?eém@“ of Hekei rst val ue
corresponds to 1 and the second value to 0. As is evident of figure 6, the key

conpr i ses f OUTAg mek%n'c@%o%@gotﬁ)t 1ctfps‘1:" llﬂcﬁﬁmgdlﬂg‘hﬁt@écgm:d tpd 1E1§d 1n§e'uﬂ&§'\té S bits have
been i gnored durln F ggg @IOH of h §¥ above both the
first intdPmedfii N s e Loy eﬁmaeffﬂ??e@w "écr‘ﬁﬁ?ir‘@f 4rPRcet is sent
publicly. Evemeicfatdhiey uveg gisidataesice picedlut hier binitse thiod dva%yscf orrally hird party to

generate a keMlCh&%'tﬁlQthLQ' Sbidat1@ thabind ﬁ%t (ﬁalfkﬁscyﬁﬂldlt'l% ';Qéon@- ddta kA ntREnthlEd data set
not really nea ata set and the second

data set have 't 'Eﬁhﬁ?dgfﬁé“dgﬁ §g”§¥iaWﬁyPﬁgﬁFﬁ?[8“ ta set may actually be

either a 1 or a 0 15in node B the second cryptographic key is generated based
on the bitjsby bidde (BQH@s%EdIﬁQWpQ%ﬁaWQ Reytib @en@hfea lbas@ﬂ' gn thB it %? 60 Etgnrlaﬂ&ﬁar medi at e

data set, see b]::tl 4 e ﬁls&anxflhe ngxt ttirqule}{ dars %c:P 5e¢ Igug,at, éy g e{)m% @w v ﬁcgrd data set

if the corresponding er nedi at and

i gnoring the Bfﬁebﬂoﬁm%“§@@dﬁ@Sﬂnﬂé?ﬁ%@ﬂ@@@nﬁbﬁ%ﬁh@@wﬁmmﬂﬁémﬁdhﬁéﬂed bits are

unequal . As caghe asegforaild idof st sevoek BeeanshiCdyplogirpbhfarkeytsakce the same

keys. The unequal. As can be seen said first and second cryptographic key are the same keys. The

20 keys may then be used for encryption/decryption of information sent between the first
node A and the second node B. Any known encryption method may be used together
with the key generated by method according to the present invention. Thus, the present
invention is not directed to how the encryption/decryption is made but towards the
generation of cryptographic keys. The generated key will be valid as long as the

25 communication session between the first and second node is active. Furthermore, when
the key has been generated by the first node A and the second node B, the key

generation files received by the central server will be deleted in respective node.

Now the averall method of the present invention has been described in detail, However
30 the present invention also relates to a method for generating an encryption/decryption
key at the first node A. This method is a subset of the overall method described above
and will thercfore be described briefly. The method executed by the first mode starts out
with sending a request to the central server 2 for setting up safe communication with the

second node B. The first node then receives the first key generating file from to the

10



20keys may then be used for encryption/decryption of information sent between
the first node A and the second node B. Any known encryption nmethod nay be
used together with the key generated by nethod according to the present

i nvention. Thus, the present invention is not directed to how the
encryption/decryption is nade hut towards the generation of cryptographic
keys. The generated key will be valid as |long as the 25comuni cati on session
between the first and second node is active. Furthernore, when the key has
been generated by the first node A and the second node 13, the key generation
files received by the central server will he deleted in respective node. Now
the overal | meeteserrr 3 id sprsasesagsingnly Ehis Wdhednerste Hedst degoedibe datp petdet ai | .

However 30t he wpicSemtntioAMEMbidRsal ©ahd @t @sdet® a method for generating an
encryption/decryption key at the first node A 'This nethod is a subset of the
overal | nethod described above and will therefore be described briefly. The
nmet hod execut éd¢ Byt rade AfwiH dhen pseiac S drinddnteripedigierdpia & fdinribe wemdgadst to t he
central sesvean@chparesiattits Bglhumlrﬁﬁftﬁmecﬁﬁmﬂdﬁh%Mtﬂﬂm%ﬁ&épdnﬁﬁ:g%ﬁ@@[ﬂﬁk node B. The

first node thef [EASLNESADELANE By KOY AIRNGLALLN: KL LrOm A LNE  cent ral

server 2 and stars. processin % medi at e
data set, whi eﬁthéémr%ﬁtlicw@asmv@emélegwﬁtan@ ﬁhsémé"élé?ﬂﬁewtw The first
node A wil |l t hepingeleiale of fhe bit bi thelfitstdaer soeid ihat@rdadnding 8t of thotmiitihe second node

B 5and conpar %11&“1%19{'«3 h%% of ; i s@ﬁo f 'i“‘is‘i' Vi ﬁd%@lgﬁu e g@‘&ﬁllérﬁrst Igﬂcmcﬂa@e

correspondlng bits irst internmed ate de Awll
generate tHe ﬁWF§¥”3WHPVB¥P8Hm¥éV”95§@Hj%W”Wﬁ@@ﬂ%a%wsﬁ?F”@bﬁﬁﬁﬁlson bet ween
the third andvtlhe first internedi ate data set by keeping the value of the bit
of the first data set if the corresponding bit of the third internediate data

set is set to hehflrs} Vv gnoLC %?éhg]bh rqf hge first _internediate
10dat a set if ‘THE"CEFY é&ﬁ%%@“ﬁ?ﬂfe LFOIhE hhTvEd! el hdiow "(‘S‘thﬁ set is set
t o t he second desatiopd briefly. The method for generating an encryption/decryption key in the second
5  node B starts out with that the second node B receives the second key generating file
from the central server 2 and starts processing it. This will generate the second
infermediate data set. Thereafter the second node B will receive the first intermediate
data set from the first node A and compare bits of the first intermediate data set with
corresponding bits of the second intermediate data set. Therealter the second node B
20 will create a new third intermediate data set based on the bit by bit comparison between
the first and second intermediate data set by setting the first value if the compared bits
are equal and the second value if the compared bits are unequal. The third intermediate

data set is then sent to the first node A.

25  The second node B then generates the second encryption key based on the bit by bit
comparison between the first and the second intermediate data set by keeping the value
of the bit of the second data set if the corresponding bit of the first intermediate data set
is equal and ignoring the bit of the second intermediate data set if the compared bits are
unegual.

30
Thus, with the method described above it is possible to, in an easy and secure way,
generate cryptographic keys where they are used, i.e. at the nodes. This is very
beneficial since the need for distributing keys does not longer exist. The key is of the
one-time type and will only be valid for one communication session and as long as it is

11



Al so the second node B will execute a subset of the overall nethod, which now
w Il be described briefly. The nethod for generating an encryption/decryption
key in the second 15node B starts out with that the second node B receives the
second key generating file fromthe central server 2 and starts processing it.
This will generate the second internedi ate data set. Thereafter the second
node 13 wll receive the first internediate data set fromthe first node A and
conpare bits of the first intermediate data set with corresponding bits of the
second internedi ate data set. Thereafter the second node B 20 will create a
new third internedi ate data set based on the hit by bit conparison between the
first and seceovitteifvttbyredi Be kevd aregesatiedy teeindipagicpsodessestt Wal ue i f the
conmpar ed bitssangtequal and the second value if the conpared bits are unequal .
The third internediate data set is then sent to the first node A 25The second
node B then generates the second encryption key based on the bit by bit

conpari son beﬂgv(%’blﬁltﬁ{’éh‘f"ﬁl@‘f}tté%@%%@e‘g%ﬁﬁﬁ'yﬁﬁ%/%ﬁgﬁmiaébﬁﬁ’ﬁéﬁfset by keepi ng

t he val ue of thgohidtby@fakinhescsgdentdah atteedd b thetkbec@orntigsporidir ng hit of the
first internedi i | i ri ot second

i nternedi ate %@gﬁggg%g?ﬁﬁﬁg%éﬁﬁgggéﬁﬂgggz%gﬁg#%%g%ﬂgiQﬁ%ﬁg#ﬁggﬁemjth t he

met hod descr i B&gEagav® Heccisshyidblys yspeaspdey ihsigHaraasy Iwa@é%‘dﬁhj #5%hay, generate
crypt ogr aphi c skeylsit whierert they cacend $e dhould le.reatwhih the fiotd esde ATdndshd s very
beneficial singgnd Mfc BREAm:RLadl it JaBULh DL HENR: LGSk, bRRGEr exist. The key
is of the gne-tine type and wll only be valid for 'one comuni cati on session
and as | o 3 as it is active. Furthernore, the keys are generated in two

i ndependent priotdsawdestogdjfat uqrdt e BvRBIRRas begedrsqribpd ‘f"“g’:;ef%%]lc?ié’ved that the
above nmet hod ipfrdtRH¥mSafiBerkBe SAf@bLY stV dinkdih ghet BRMAMEDIBY naking use of
the netadata attached to the key generating file. For exanple the netadata may
state that onlcybediapys 1 vrgtigns BecBHEC Bt ngrm ecore gLiihe yFticReNidy generati on
process shoul tef@eis@Bly @S aRoMPhyind chidM. | ar use of netadata could also state
that only every third or second bit should be read when the first node A and

t he second®node B communicates with each other during the key generating
process. It shall be understood that even if the invention has been descri bed
with reference to preferred enbodi ments the invention is not limted thereto.
There are nmany ot her enbodi ments and variations that are |likewi se within the
scope of the invention, which is best defined by the acconpanying clainms. 15
CLAIMS 1. A nethod | br generating an encryption/decryption key, which is
useabl e

12



for safe communication between a first node (A) and a second node (B), said
nmet hod 5Sconprising the steps of: sending a request fromthe first node
(A) to a central server (2) :nor setting up communication with the second node
(13), sending fromthe central server (2) a first key generating
file to the first node (A and a second key generating file to the second node
(13) in response to the request 10fromthe first node (A, start
processing the first key generating file on the first node (A and the second
key generating file on the second node (B), generating a first
intermedi ate data set at the first noﬁ AEA% and a second internedi ate data set
at the second node (B), sendi g W% first internediate data set froni
the first node (A) to the second node (B), conparing bits of the first

et o ! BaEt A OSRNG0l 5, REENALTL A0 o
conpari son OB B EHPHES 71t & "ok g f%%%%gf* FerRan e (Haead Behohy setting a
first val ug i tontiheingdnpaped: bits are equal and a second value if the conpared

bits are unequal, gending a re@RAGRANL A&t AL [4) b NEELIRLIALE) drlcdigeh fromthe
second node (B) to.the fLr§t noq§ %A@ conparing bits of the third
i nt er medi at e UG DE RREORta 8 ondi ng bits of 25the first internediate

data set, generdtdmige eenfritlsstvecZypliograghestikeflcbabedrsomdehe hit by bit
conmpari son betean athend Ky Leheamdg k8o filek&bnd MderPRAIAtRsdBtR S@kstby keeping

t he val ue ﬁf ,hetguitof[t % first data set if the corresponding bi.t of the
third intéf medPRt® Y5396y i s set to the first value and ignoring the hit of
the first internedisttterdatsaedstitket gracigbny fds podiimgndictAbndtive third

30i nt er medi at e:cohaf lay gelerdiisy GRn IR stdvad s€&QRY val ue, generating a

second Cryptogr?phi%n§§%1Q?ﬁ%ﬂt&ﬂaﬁﬂg Q&%ﬁQMhQEén%aﬂ@§%£§£§m9%t“eeﬂ the Tirst
and the second intérnedi ate data Set S eepi ng t'he e o "The bit of the
second data sé&termedigtpdaty gt ptdhqrerrar egdditt: of the first internediate data set is
equal andisgnori ng stifnelhd fisfinthedhecanded heheedt adde (Mab sheseiond f t he conpar ed
bits are uneqH&kTB§55aid first and second cryptographi c key being the sane.
comparing bits of the first intermediate data set with corresponding bits of the
second intermediate data set,
creating a new third intermediate data set based on the bit by bit comparison
20 between the first and second intermediate data set by setting a first value if the
compared bits are equal and a second value if the compared bits are unegual,
sending the third intermediate data set from the second node (B} to the first
node (A),
comparing bits of the third intermediate data set with the corresponding bits of
25 the first intermediate data set,
generating a first cryptographic key based on the bit by bit comparison between
the third and the first intermediate data set by keeping the value of the bit of the first
data set if the corresponding bit of the third intermediate data set is set to the first value
and ignoring the bit of the first intermediate data set if the corresponding bit of the third
30 intermediate data sel is set to the second value,
generating a second cryptographic key based on the bit by bit comparison
between the first and the second intermediate data set by keeping the value of the bit of
the second data set if the corresponding bit of the first intermediate data set is equal and
ignoring the bit of the second intermediate data set if the compared bits are unequal,

35 said first and second cryptographic key being the same.
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2, A method according to claim1., wherein the step of sending the firs key
generating file to the first node (I A) and the second key generating file to
t he second node (B) al so conprises sending netadata attached to each key
generating file, respectively. S 3. A nethod according to claim 2,
wherein the netadata conprises a constant to be used for the generation of
both the first and second cryptographic key. 4. A nethod according to
claim2 or 3, wherein the netadata conprises 10i nformation about the

crypt ographi ¢ key | ength. 5. A nmethod according to claim4, further
conprising the step of, wwthin a predeterm ned interval, randomy generating
t he cryptographi c Rey Aemgjtod acchBBngAo oetohbdvifemim igesigr dtsemigngdine first key

encrypt [ on_/ deg&ﬁéﬁﬁﬁgme ke hx_@t @db M)%d 'E}f%%‘coﬁﬂey g\é\ﬁ@rﬁfﬁ % HaRaklgd f or saf e
comruni cation b tmn sai d net hod

the first. node (A). and a second node (B),
conpri sing t hg’ SOgPmprises SenamgQﬁﬁf‘%@z‘tﬁ‘g}?egd%%afg&E‘ifyﬁeﬁerﬁtgﬁtfﬁ%l server (2) for
setting up safeepecovrimuni cati on with the second node (B), 20receiving a lirst
key generaging file fromto the central server (2) in response to the request,

processing the fi rét kﬁy egeo eEerat",n Of,‘ﬁlle2 %E:qrtﬁti ngaz foi r%te‘i nt er medi at e data
set, sending the neat [ATBFNCEAT AL GEIR2<BE b1t RE“LULSRE Sde (B),

25r ecei vi ng actnkiapido bised v thicariecradian af kel the fishandiiecosé epideaiddekeyB) |

comparing bits of the third intermediate data set with corresponding bits of
the first inter med|4§1t eAq'l?ett}?odsaggo’rding to claim 2 or 3, wherein the metadata comprises

10 information about the cryptographic key fength.

5. A method according to claim 4, further comprising the step of, within a

predetermined interval, randomly generating the cryptographic key length.

15 6. A method for generating an encryption/decryption key in a first node (A),
which is useable for safe communication between the first node (A) and a second node
(B), said method comprising the steps of:
sending a request to a central server (2) for setting up safe communication with
the second node (B),
20 receiving a first key generating file from to the central server (2) in response to
the request,
processing the first key generating file,
generating a {irst intermediate data set,
sending the first intermediate data set to the second node (B),
25 receiving a third intermediate data set from the second node (B),
comparing bits of the third intermediate data set with corresponding bits of the
first intermediate data set,
generating a first cryptographic key based on the bit by bit comparison between
the third and the first intermediate data sct by keeping the value of the bit of the first
30 data set if the corresponding bit of the third intermediate data set is set to a first value
and ignoring the bit of the first intermediate data set if the corresponding bit of the third

intermediate data set is set to a second value.

7. A method according to claim 6, wherein the step of receiving the first

35 key generating file also comprises receiving metadata attached to said file.
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generating a first cryptographic key based on the bit by bit conparison
between the third and the first internediate data set by keeping the val ue of
the bit of the first 30data set if the corresponding bit of the third
thternedi ate data set is set to a first value and ignoring the bit of the
first internediate data set if the corresponding bit of the third internediate
data set is set to & secoehodetanding Ip cAimBtwiswindbeoetelatagomorissbai m 6, wherein

the step of reccglia;yainﬂg b d?‘{rfﬁ%e'%%'ﬁﬁyofgwﬁ%éjgwaw feyal so conprises receiving

net adata attached to sal nmet ho cording’lo claim7, wherein the
nmet adata conprises a constant to be used for the generation of the first
crypt ogr aphi® key. %9. A nethefpgeosdivblodlaig o1 wheFimite nstadga coipsises n t he net adat a

conpri ses i nf origteiniafbh AbRUle dpeoebYPk&AERMI ¢ key | engt h. 10. A
met hod for generating an encryption/decryption key in a second node (B) which

is useable for safe conmmunjcation between a.first node %25 ans %e second
10node (B), said method* BEAHPseAgNgan srcpptionifecryptionkey naseeongnods 4 second key
generating fil &Bf wigith iaueesid foatafs@mvihic{tidh béthedhaSpPansd (Apardl theegemdt from t he

first node ) t art safe communjcati on between the first node (A) and the
byl Pl PR B OUEE e

second node (B), ey generating file, 15generating a
second i nt er nedi at e rd&tvingsistqond kayeendratigg dlcffiomst centratl earvee (¥) atrespdase o et from t he

first node (A)wequeq rom (RMRALLNS Bishd 8L chlfni b BlochQLERIRA AhE A2t 2 set with
correspondi ng Bits of the seco Internmed ate data set,
and the second node (B),
processing the second key generating file,
15 generating a second intermediate data set,
receiving a first intermediate data set from the first node (A),
comparing bits of the first intermediate data set with corresponding bits of the
second intermediate data set,
creating a new third intermediate data set based on the bit by bit comparison
20  between the first and second intermediate data set by setting a first value if the
compared bits are equal and a second value if the compared bits are unequal,
sending the third intermediate data set to the first node (A),
generating a second cryptographic key based on the bit by bit comparison
between the first and the second intermediate data set by keeping the value of the bit of
25  the second data set if the corresponding bit of the first intermediate data set is equal and

ignoring the bit of the second intermediate data set if the compared bits are unequal.

Il. A method according to claim 10, wherein the step of receiving the second
key generating file also comprises receiving metadata attached to said file.
30
12. A method according to claim 11, wherein the metadata comprises a

constant to be used for the generation of the second cryptographic key.

13. A method according to claim 11 or 12, wherein the metadata comprises

35  information about the cryptographic key length.

)



creating a new third internedi ate data set based on the bit by bit conparison
20bet ween the first and second internedi ate data set by setting a first val ue
if the conpared bits are equal and a second value if the conpared bits are
unequal , sending the third internediate data set to the first node (A,
generating a second cryptographic key based on the bit by bit conparison
between the first and the second internedi ate data set by keeping the val ue of
the bit of 25the second data set if the corresponding bit of the first
internedi ate data set is equal and ignoring the bit of the second internediate
data set if the conpared bits are unequal. . A nethod according to
claim 10, wherein tlHe stceppotr rewen vimyistngeodsesendiok@yfogengthaticprpfifil e al so
conpri ses recgiviRYr MEbagata akhachestol@midiue of h L&npud? 12. A nethod
according to cl'aim 11, wherein the netadata conprises a constant to be used
for the generation of the second cryptographic key. 13. A met hod
according to clai mibi éreompytenshegran prothe coretratha pegcongdt sess 3Giedfor mat i on
about the eryptagsaRMaGah@Medi@R e Performing the metflodbf afy FORINAGE 195,097 am
conprising codﬁﬂneqps $ﬁ? RF%for”‘lelhe steps of any one of the clains 1-13,
when the prografi 1% FUR“dh A “CSnpUrEr": 15. A conputer program product
conpri si m program code neans stored on 5a conputer readable nmedium for

peri bruninEz the nmethod or any of the clains 1-13, when said product is run on
a conputer.
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