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WO DMBEREIICN: Field of the Invention: [0001] OnckCT/H82008/013693
user has configured which call paths to nonitor, VOP
automatically creates all the required IP SLA

OPgTRIE OFSTHERIVENTPIGNT Ni ng on the responder on the

destination side. Wen these operations di sappear,
ei t INTBRNETOPROGIQCOEr SBRIVICEKPEMVETL ovGREEMENDROUTER
router reset, so the service recreates them as

necessary. Descri ptiAdHTO-GONFHeURAEI@AN: . [0002] In

voi ce over internet protocol (VO P), tel ephone
communi cations are sanpled, digitized, and transmtted

0 b’mg@: CRBT network over nodes in
a\@c(?‘(s:?{rggut e ng)?{m%r to p?\gltli ge' t el ephone
Cc @Mdno foiak ilaventbsi:ween t he nodes. VO P is becom ng

i ncreasi ngly popular due to inprovenents in .
pdPPBlfamce thadisex das scatfigured awhiehs salbrpaths dai aopitor, VOIP

ot TR RS B ik SR b cming
arsh El%yl’r%ggoﬁ § cﬁfﬁ{%edé%intaBS{llgﬁ%?eWhépmésg. e?ﬁiorg“%isappear,
nmore I nfOf hati on regardi ng conmuni cati ons can be

f Qi Adeitd théit pRFiodidktpitdion yedse & abrouterlfedét, so the service
Session Initiation Protocol, the subject matters of

whrectieates ghémrastnecessawy por at ed by reference in full.
[0003] In order to provide acceptable VOP

Cc ni cations he, connections between the various
n gr‘PtﬁPr{‘P’l{éﬂﬁ&{aﬁ?%éfted networks nust be configured.
FQooe2|RPY Sicet verVigtéine o protdic6 P VOITP), &lepliche communications
sufficiently high QoS to allow data transm ssion o
wiard camsednidigitizand, ded ayamsmittetdaovess tataapatketatrangmission
del ay or audio | . Typi cal th icati
béte\y%(gﬂ(tg{gerl “hodesin A" distriblted ' networ rt‘écgr(l)vqges telephone
communications between the nodes. VOIP is becoming increasingly
popular due to improvements in performance and excess data transmission
bandwidth that allows VOIP communications at relatively low costs. A
complete description of VOIP communications are beyond the scope of the
present application, but more information regarding VOIP communications
can be founding in either ITU H.323, version 6 or IETF Session Initiation
Protocol, the subject matters of which are hereby incorporated by reference

in full.

[0003]In order to provide acceptable VOIP communications, the
connections between the various nodes in the distributed networks must be
configured. For example, the VOIP communications require sufficiently
high QoS to allow data transmission without significant delay or data loss to
avoid audio delay or audio loss. Typically, the communications between the
VOIP network nodes are defined by service level agreements that define the

default communication protocols between the nodes as needed, for example,



VO P network nodes are defined by service |evel
agreenents that define the default conmunication
wW@e@bosiks bet ween the nodes as needed, for exBOPUS2008013693
mai ntain the desired QoS |l evels. The need for high QS
comuni cati ons needs to be bal anced agai nst the

Ngh Rkt hd aad &f QRSeVEIsNITHdgedd £ HBP QoS communications

comuni cati ons. Therefore, the service agreenents

i dreall$ Yo def baknacdiaghino $hdeictweerk pvddradovhpoividmg the high
used primarily for VOP data transfers but a | ow (ﬁoS

bReR comivuBisationpect hergfarsctheypervieg pgreesienss pdsally,dafine a
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sever al area networ each havi

nuwegleuatgﬂmaﬁfe@nnect ed nodes. Consequently,
configuring the nunerous nodes can be a | aborious

process. [0005] The ability to pinpoint faults is
i 8P 4Lhus; thegeicenngetdgonsabétyvesn he varigugnodes are each manually

SRR S OER S R e ol e
e’??c'mbﬂ%shgt(LANS' fi ag;il U hhGindNt hahRAbEs t NBrdrBBRfdct@  nodes.

| osi ng t particu router or swmtch, wwth the VOP

t r@éidequéred y\&on€igauingttht uhggponaedésocdnbea datsorgmus process.
Conventional VOP nonitoring tools nonitor a network
to pinpoint where problens conme from and_can nod

I
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t t it [It.t K I
ool BBisBohREl B HHSIN iBR° KRkt BEPUAL s abou
: Srﬁr‘lﬁﬁlg 4 YOI %\igt&nt. hle?ﬁ@ﬁdi‘ﬁ’él%, and/aeracdl do &ﬁmiﬁite the impact
applications. verthel ess, the nonitoring of the VOP

t remsaiihg ahat Paeticlanaowrkor ewtohs withe dieo MOPP oraffs being

that entails significant costs and conputational |
ovrerdised.in [rogpBiseGonthan chares. SsinyendaBaln¥4 i mopdioping tools
uality i atl "reacti.ve". acki ng.end uge

Ot 35 i S S R SRS B g moce
S5, R B 4 A GOS0 oo
angoRR6f gitfRNpRaCREE 1681 ahrdupdut,hvolighe tibsues, delay, and other
quality of service issues from within the network and/or call center
applications. Nevertheless, the monitoring of the VOIP transactions over a

network remains a tedious process that entails significant costs and

computational overhead.

[0006] Conventional solutions measure VOIP quality in a "reactive" fashion
by tracking end user phone calls from a span port on a switch. However, a
local switch port is a poor location to gather network-wide VOIP quality
metrics because VOIP quality and performance are determined through the
performance of the connection from end-to-end, and monitoring the

performance at the end node does not provide adequate information on the



performance of the connection from end-to-end, and
nmonitoring the performance at the end node does not

w@e@vigka2adequat e i nformati on on theperfor mnanceCDUS100£013693

network. Also, nonitoring actual call data raises
privacy concerns due to the nonitoring of actual -
Sielrﬁ)m{a%g%]f tﬁé‘h@fv()&‘k 5[196 %tht%ﬁg'a%ﬁaal}%ﬁﬁ'data raises privacy
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conpeting products provide simlar

f dﬂ@??Hn&rm@q Bebiogol Perisechiewel Agrrements Gl Sléyss™) enabled by

UV HFD SOP S IBIGE e o

?ﬁ%t‘u‘f %ﬂ/ﬁtfhfehe m&’e Hﬁaft%ﬂf&v‘qglk%ﬁu&;al&ﬁeﬁd@h éﬁng {)roducts
per orrrane [ 000 I'n the CISCO I OS(rY softvvaret a
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ormance statistics w thout
further provide IP SLA responders that give accuracy of measured data

across a network by receiving the synthetic data and forming performance

network statistics.

[0009] In particular, IP SLAs are often used to generate data which is needed
by the Service Level Agreements to define the characteristics of a
connection between two network components, such as two nodes. With IP
SLAs or similar synthetic voice data distribution tools, routers and/or
switches may perform periodic measurements to monitor the status of the
VOIP network and to collect network performance statistics without
intruding on actual voice calls. These statistics include MOS, jitter, network
latency, packet loss and other important QoS metrics that provide detailed

visibility into VOIP performance.



i ntruding on actual voice calls. These statistics
include MOS, jitter, network | atency, packet |oss and

w@rdvensilteport ant QoS netrics that provi de det aP¢EUS2008/013693

visibility into VOP performance. [ 0010] The use of
synthetic traffic throughout the system avoi ds the

ag ?ﬁ]‘?ﬁfé LESEf RUMMREY t‘r‘ﬁ‘fﬁ‘éethﬂ?u juk 8hé ¥ 5tenPhOYiIddItAE above-
reasonably accurate system perfof nance neasurenents.
Nelegctibed paisacy benceras afhiky stilherovidingafdasonably mckumte system
shortcom ngs. The data produced by the neasurenents o
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rocessing of the"synthetic traffic to prod

perEQidRaeE traRaa s RIECduBeby dgﬂ.eﬂmrttrsgsmnooesﬂmad due hanelwidth
routers and ot her associ ate et wor k conponent s

[ abirivig thertransnmission qfr thgrymbhatis @afﬁqqum phaqresessitg of the
As descri bed

oni r|n C be tedi ous

e AT e A T PRP I Rt REHSr 8o JAC T EBE Burdens the
u or
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resources and produce | arge volunes of data, or using
stoot l}lﬁirthdrﬁioﬁéggprblgﬁdmﬁ‘ﬁug of phg W QIPrnodgsdod ER iST 84l monitoring
moni toring period. SUMVARY COF THE | NVENTION [0012] In

r egpdrestediaust h%séemd)edt&b@rven@e@sa sevblo¥ OB ipay bfw REMerous

F GBNePor AJohdhngoes” o drcetn Dull th SeRIoRah Hopiendiay term or
Vg Em%ﬂgﬁtgfpmﬁpaﬂlggpﬁyq@&@hé%o&%% ne@&‘l’( fe@@uf&%@ ranaeb?oduce

I gure pat noni t or,
aubsaddlapldsYofcdeat @Suﬁhg shbt teagUiPr SHA fhaSlmPay expire during a
operations, includi turning on the responder on the

dedsisiredtmenitaringepen®én t hese oper ati ons di sappear,
either due to their periodic expiration or due to a

| Slefvityen T BVESTIONS, )V "T0015) A cyetom for an

Y08 TRf InCr&PBhREDYS ahb QN aRll SIREE ks, "BRbbAMEYVCthe present
invention provide a methodology and related tool for guiding a user in
configuring monitoring of VOIP operation in the network nodes. Once the
user has configured which call paths to monitor, VOIP automatically creates
all the required IP SLA operations, including turning on the responder on the
destination side. When these operations disappear, either due to their
periodic expiration or due to a router reset, so the service dynamically

recreates the IP SLA operations as necessary.

[0013] A system for an automatic configuration of nodes to monitor a Voice
over IP (VOIP) network is provided. The system includes a first storage
device configured to receive a user selection of nodes to monitor the VOIP
network and a duration for the monitoring by the nodes; a second storage

device configured to store commands for configuring the nodes to perform



over IP (VOP) network is provided. The system
includes a first storage device configured to receive

wW@2009/085182] ecti on of nodes to nonitor the VO PPeiBUSTINE 013693

and a duration for the nonitoring by the nodes; a
second storage device configured to store commands for

CQRE nSoHitdishd; M dne 465 et RORAELRIIMTNGetERRireCs inhitdHiitk fatus of

server con |gured to deternine a monitoring status ©
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user selection, and when the nonitoring status does |
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e R LU LOEESS S SRR R IEY i

COpb S Ak figd18tioR"Y e Fonit
nPps i saiyfiand 15 uBaRER ccnpER AL nblied fi tEhfonitor
StoMBeg &/ OIMAetnorRd to store a configuration status of

the nodes. The nonitoring may include a transm ssion

and nmonitoring of synthetic data in the VO P network.
AI[8814} Fee spstemofurtlerngpyi ingludgethied storaghicagiiguradpto store a
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nodes is reset. [0015] The system may include a user

i themfodee . cdht isgoerdi stoasage dovige may inddude semunandsnto form the
B SIoR! Hbe e Bained i Gty fin [j88iEd et PhipFagen one of the
di t ' ' .
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a Whé&n sREef thefodriaedeer . [0016] Al ternatively, a
di scl osed nethod for an automatic configuration of

nodes to nonitor a Voice over IP (VOP) network, the
nef0Rd8] The Isystem may sidpde 6f user dnieifpcs eendigured det prowide the

of nodes t.0 itor t.h A P_networ.k and uration . .
P cHSeE REISRANT ol sy MiaRtA i maL orSiiey Fhg B arine Ropitoring
(o] fi i I B¢ i i . . .
rmolﬁi k)%xlrfl{c%gt tﬁgg\%@gqa%eﬁ'f%?ﬁﬁlfa? Jsphs PRIt OfrbRgthe monitoring
when the results indicate when the VOIP network is operating outside of a

pre-specified parameter.

[0016] Alternatively, a disclosed method for an automatic configuration of
nodes to monitor a Voice over IP (VOIP) network, the method includes the
steps of storing a user selection of nodes to monitor the VOIP network and a
duration for the monitoring by the nodes; storing commands for configuring
the nodes to perform the monitoring; monitoring the VOIP network;
determining a monitoring status of each of the nodes and to compare the
status with the user selection, and when the monitoring status does not
conform with the user selection; accessing the second storage device to
obtain an appropriate command to update a configuration of the nodes for

the monitor of the VOIP network; and forwarding the command to the node.



determining a nonitoring status of each of the nodes
and to conpare the status with the user selection, and

wob@n/083127 noni t ori ng st at us does not conf or m weTUs1ve8/013693

user sel ection; accessing the second storage device to
obtain an appropriate command to update a

ﬁgtﬂ%?]:f l?éah%@l?&f rﬂd}ﬁﬁﬁﬁﬁ@qnéﬂlﬂetéﬂ@ri Al dfiRiralibg sMehPof the
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program of® i nstructionS executable by the machi ne, the
instructions including storing a user selection of

NqYes$8f A PRitirk@r stdregd/Adicetreaddblansly aa duactiinen ehtbiodying a
the nonitoring by the nodes; stori ng conmands for .
cabgami of instrustidns exceqpuabiler byt Hbe norichiitg, nghe instructions

monitoring the VOP network;,. defermnin tori

SR 58 BISArESORBOLAMNcS 40 compirahEnLOLE pefiork and
with s ection . DN bR NG

YA R L SR bR SR A0% Gommands for
acsRFRuRmgt B sREendosherfagh drY nfchitoringht @onitering the VOIP
appropriate conmand to update a configuration of the
nauerwoflor deteemamingt or mohitoniagvSlapinefweadl; odndie nodes and to

forwarding the co d to the node. [0019 ain,.the
GHBATE 401 SRIHE A {he HEF %5?%&%@% Fil'otﬁg fgonitoring status

oI hof ORkp] QulPan ersid, AltE, Y StQid Grorage
orddWée t®lobtdif droapsropHate cofiniaid t®pdate a configuration of the

nodes for the monitor of the VOIP network; and forwarding the command to

the node.

[0019] Again, the monitoring includes transmitting and monitoring synthetic
data in the VOIP network, and the monitoring preferably includes
establishing an IP SLA between two or more of the nodes. The instructions
further include determining when one of the IP SLA expires, or when one of

the nodes is reset.

BRIEF DESCRIPTION OF THE DRAWINGS:
[0020] FIG. 1A depicts a block diagram of elements of a VOIP monitoring
configuration system in accordance with an embodiment of the present

application;



further include determ ning when one of the IP SLA
expires, or when one of the nodes is reset. BRI EF
WOEBORHTI ON OF THE DRAW NGS: [ 0020 FI G | A depi/us®0#013693
bl ock di agram of elenents of a VOP nonitoring
configuration systemin accordance with an enbodi nent
Og[gbbf]oﬂ@sﬁﬁ‘tdeﬁmé '(?Crﬁ;deo&ir{ hliofrldta tRof@ M Gk8or@ance with
node configuration data record I n accordance with
erdipblodinidngs of tHehsrepertapplicagign;i cat i on; [0022] FIG 2
depicts a VOP network configured to nonitor nodes in
a spoke and hub configuration in acgcordapnce with an

erl98A2 NI, Srdamiespp SRR ngbyprle sondigurgbée Inoptes ngdes in a
2 SRk vt pAe E AR o Bt oot VARLH sBofut of the
of r%gllg]t% SﬁgiﬁO@ppl ication; [0024] FIG 4 depicts an

e>gerrp ar? VO P i

network configured to nonitor nodes in
a customconfiguration in accordance with an
enf00aBEIG. Bfddpiets pa SONF mrpwbrlc aondigurdd @@ Shofit@& nbdes in a
illustrates a flow chart of a VO P nonitorjng nethod
?cm@mjimﬁg@rawwmoapwﬂ@n%ﬁ WiB pr cgBRedigpent eﬁtﬁ%Snpresent
0026] FIG 6 illustrates a VO P dynam c node
oAt :

: % configuration nethod according to another
enbodi nent of the present application; and [0027] FIG

7 @99“]31?%.34 RIPFAS 2inf é%ﬁlfar%h‘%/()@ Reyot&nésnfifed to monitor
noni toring configuration nmethod of FIG 6 according to
amaidsddi amenstonf cohfigpratioanin amoirdaete with SDETMbiodinent of the
DI SCLOSURE OF  THE PREFERRED EMBODI MENTS [ 0028]
RPrepentagpPHENie FIG 1, a voice over |P (VO P)

nmoni toring configuration system 100 i n accordance with

oOBERERIGT ™, iflbobBs PARRBR hBHEDE: A OB B8hAGHng  Method

according to an embodiment of the present application;

[0026] FIG. 6 illustrates a VOIP dynamic node monitoring configuration

method according to another embodiment of the present application; and

[0027]FIG. 7 depicts a process flow of the VOIP dynamic node monitoring
configuration method of FIG. 6 according to an embodiment of the present

application.

DETAILED DISCLOSURE OF THE PREFERRED EMBODIMENTS

[0028] Referring now to FIG. 1, a voice over IP (VOIP) monitoring
configuration system 100 in accordance with an embodiment of the present
invention is provided. In particular, the VOIP monitoring system 100
includes a VOIP network 110 that includes multiple nodes 111. A VOIP
monitoring configuration device 120 is connected to the network 110 as
needed to exchange data with the nodes 111. The VOIP configuration
device 120 generally enables the user to access and control the

configurations for the connections between the various nodes 111 in the



includes a VOP network 110 that includes nultiple
nodes 111. A VO P nonitoring configuration device 120

WO g0000831eTt ed to the network 110 as needed to BPRI/OS200€013693
data with the nodes 111. The VO P configuration device
120 generally enables the user to access and control

t hRer&BFE 1 89T theO;?L‘e?r_tifcﬁfar HRcEANIEH VIIPRbWREHANE Ih‘:%nﬁguration

various nodes 111 in thenetwork 110. The parti cal ar
f ulewideol2(ivill ibe déstitbedin fatargletaihbelpw.at i on devi ce
120 will be described in greater detail below [0029]

The VO P nonitori n% configuration system 100 ngl)l/ .
f UPPAY TheVQIFamanHering sopfigsratiog skm dQPdnayfurther include a
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described 1n FIG 1B, the node nonitoring
cahéimpdeat | Bor dadampld, is fdescdbgdirini Eih.al Bpatle ddde megnitoring
i nclude a node identifier 132 and information

r egafiguraion rataotdd der gedrirtipHie nasieatlildnmyry dhelude a node
e SRR P O B Beation of
SL - t
PSREETBIL .05 A3k 138, RIIERT EERPRBALEnS by furvr

dahtinde dieh augirdiggmdisentico fevadiangeeccnmrits (SLas)0IB4 between
val ues between that node and ot her connected nodes.

THhbat nadeearg] ath¢anades 1 Asayell-kapwein thefiedd afpglesvorkse the SLA
no in ved in the A, the conngction

c fings  datpulc BRI ehaes, RONGRUSIND Yelge Bsiwgn that
h c I o ar '

RS PAG nTATLL, TS, IRSLA B8 104 moy inclue, for
r eganiileg th@odes siavsived ire\tke SIay| ereBttmettibh Sofjgurations
135 between that node and ot her connected nodes. The
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data described the transfer of synthetic, or false,

d ween, two qr nore, nodes and directs .th odes

C FoRaRrSBRTG "odhs Mgy M con Bt st "TaLGBES Jurther
C lat e ANC S f

SAnEMcE Sa RIS ATR S ibRe) Rivel BrcdnI AP SLAS) 135
exXsutween thitenddsland icine y@thected hedds? FhA, IRMSLAL $35 or other

reggrlgirggnittggng ycr(])tnrfll?gtuirz&ion data described the transfer of synthetic, or
false, data between two or more nodes and directs the nodes to monitor the
transfer of this synthetic as needed to calculate performance measures for
that transfer. . Thus, the IP SLA data 134 may similarly include, for
example, the nodes involved in the IP SLA, details regarding the synthetic
data to be transferred and the measurements to be calculated, and the

duration of the IP SLA.

[0031] Although the node configuration data 131 is depicted as residing on
the VOIP monitoring configuration database 130, it should be appreciated
that the node configuration data 131 may actually reside on the respective

nodes 111 in the VOIP network 110, and the VOIP monitoring configuration



data to be transferred and the neasurenents to be
cal cul ated, and the duration of the IP SLA [0031]
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as residing on the VOP nonitoring configuration
dat abase 130, it shoul d be appreciated that the node
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t alde Afditoriag. e>@prbeallyt, htheu aser-gpryifidae N OIP trieien at@storing

and connections to be nonitored using the synthetic,
t rsglectionand It maydbe stosd frop VAIB mypigyingrpelegdens data

b ol ithot o€ ExAiRRe. the Shgiimag ety Bt modhs ed gnpgetions to
tAngBhibaY @ﬁﬁg glg@t ntheli€ ?Lta?ﬁlé gna%ﬂé QbfatRn £d#8his monitoring.

noni toring suc e speci connect 1 on
t IS b &S touil dPRk @wBleessecifiy06th3t aopedtons the, IR rSBIoRemonitoring,
i npl enmentation, the VOP nonitoring )
such as the type of synthetic data to be transmitted and other selectable
aspects of the monitoring such as the specified connection transmission

parameters.

[0033] Optionally, in one implementation, the VOIP monitoring
configuration device 120 further has access to a monitoring command
repository 136 that contains monitoring commands to implement the IP
SLAs for the nodes 111. For example, the command repository 136 may
contain different specific commands as needed to implement the IP SLAs
for each of the nodes 111, and these commands may be selected and
implemented as needed to achieve the desired IP SLAs. Alternatively, as
known in the art of node configuration, the monitoring command repository

136 may include generic IP SLA configuration commands that are finalized



configuration device 120 further has access to a

nmoni toring conmand repository 136 that contains
WOrRweNgFizhg conmands to i npl ement the | P SLAsS POT/US1968/013693

nodes 111. For exanple, the comand repository 136 nay

contain different specific conmands as needed to

| TRleTRAEd b'{lg ukiﬁgﬁhﬁsp&efﬁc £id Edfn %Sdélt% tondfifed in the

t hese conmands ected and 1 npl emented as

nerde diatgbaae hi3dv eltt dhouiie e rapprddPatdi Ahat Abde coahdotiinytools are
as known in the art of node configuration, the

movélt knowg andrman berleyrreagedaynegedaay i ncl ude generic

| P SLA configuration commands that are finalizedand

DSttt d ApbABoRDRE b BRGE 504 BOGRE Biorat sarus

SR B SRRSO o Y fages 11
opRké aiortdtored NBOUB aetwaorke! facEoil éRamps ehe sisgeimterddce 140 may

status data fromthe regarding the status of )
ndist tanei gy roeret pé thermasies hodasd 1descriet the eenfigwatan of the

VA P net 110. For. | th [ f 140
o EYRSHHER ) o s Bl 544 171, BB Hnotes
CoN) SN Poek,B 6kraph fy CRTESpany dpic

t fh%c@ﬁﬁigg% kPR rPRichaRjuevhi Lhemlewiag ghaphomtiadring status of the
depi cted according to known techni ques. After view ng

t modesriltl carichthescennestions,t the ussyerayl provide congmands to modify
connections, the yser nmay provide .co nds.t o nodi .

t HBC NN IgFingg C%ﬁg\‘@&‘t‘)ﬁt iogn%&f NPAES nbkfes ﬂlpgi? ulat, in the
par.dti [y | ' f

b O i BoSTRP S PRSH np nt BB Re, peper) VOIP

NGRitveF NBofRBEhgUCahfigngtionat that eateh@hen NiphpleRtenest through
t hrough changes rn IP SLAs to achi eve the desired

cauhfanges anilPhSLg tto rchiens theadgsired raogfigmnatiens with minimal

required by the user. [0Q35 tionally, the user
i rfaRya QEOZUANIRERE fﬁ%‘é‘l@ﬁajﬁr]tli’ieg)saéta to the user to

di splay the functional status of the nodes, such as

QTREOM TR PRS0 58, et du 0 wer

0 RﬁE]ﬂTa%' RHe Gud&iciRl efatly 6f SRtndiRsf auoreacthegnaisiredperformance

suggested by the neasured )
statistics. The user interface 140 may further flag nodes that are operating
outside of pre-set performance goals, as suggested by the measured

performance statistics formed using the synthetic data transmissions.

[0036] Referring now to FIGS. 2-4, embodiments of the present application
allows the user to select between three default monitoring settings, mesh,
spoke-and-hub, and custom. It should be appreciated that other default
configurations are possible and that the following description of the mesh,
spoke-and-hub, and custom configurations is provided for purposes of

illustration and not limitation.

[0037] Referring now to the spoke and hub VOIP monitoring configuration
300 in FIG. 3, the depicted VOIP network includes two locations, location 1

10



performance statistics formed using the synthetic data
transm ssions. [0036] Referring nowto FIGS. 2-4,

weedvotsirent s of the present application all owsP€TES2088013693

to select between three default nonitoring settings,
mesh, spoke-and-hub, .and custom It should be

appPIEGndt18eatitlal Bihen sdafdedtbod 3R neBMbEKihSNthedE $ocations may
possible and that the foll owi ng descripti oRn of the

mesiicr tpokberagdographicand netsorkml emtivnguraditypeeally each of the
provi ded f or 0S of illustration and n

i lﬁ\életa@msc%lo [&ﬂag}c \@7 'tﬁgllé mesl)rGtSH@cts\fféxé bhd2 Husnd 221,

Vi i tor | 300 4

dgoil?zc "g l?—"rrl‘% Q%lw&de? P%‘Cﬂ!)aéat [ o%BOlt{?%ggt hUb Vorp

12r¥19n1t§fiﬁ%| QeAFigRPatfor? 2 thel didesU NGEriRdd O thtbfhall e neek '291 that

t hese tions may refer to either geographic or
netommkiniaatabiongsinteanal ¢orpiectiohy 2 Ehodadfordérenddecat anthe first
210, 220 includes nultiple nodes, respectively

211,
21120&%1 219, Similasht, denbrosadt oasiom LANsIs défined to" monitor

Kk hub,VA P
P ohlarith Bbdes 27 hePaneeeRdnttings Wrafhaphitstibs 223 to a border
{ g eCQQEU”'T%t BRI Nod ! 913202908 EbiARGR B [ Brfimunicate

bor er node 2 12 at t irst’ location 21 Simlarly,

t hynslestitndhth ovat A @ha@izél 239. defi ned to nonitor internal
nodes 221 connected through internal connections 223

to a _border node 222. The border nodes 212, 222 are
'cdﬁpﬁghﬂé@,t@%W%m@%mﬁ&r@%u&%@ @ subset of the

cONERRREES 247" P22 alet® RestebBistt By B RS@H Cbsdand all others
2]r?ode§2221 1t hay r‘esg@ﬁéé gnﬁ{ partR¥1dh %n%&‘:‘haﬁée olf'lé?ﬁtheﬁQddata is

al'l other$ no 21 as "spokes." In-partfcular

amenitomdgketofeen ythehietb cnodas a1Rgs 28D rarid eed'ybeﬂweemdehezn or
hub nodes 212, 222 and every other nodes 2 11 or 222
at22hat uh@da@atmn, witeseamther spoke poides Added2 b emharmplof synthetic

CHEThGB YL 88e 7 gnousdt The Bl gk 332 ot &2 8L Tas pRpropriate
A isgariérle m% e RyB o 3231 87 929 ORREEL A8 KR ge of

of 'synthetic data. For exanpl €, ~a spoke-an
cosyintigiticatiatan Fey ekemipde;da agulaeranddmibs tynfiguration may be used

organi zation with offices in nmultiple |ocations. The
advantageously in an organization with offices in multiple locations. The
telephones in each of the separate locations (i.e., a LAN 210, 220) may be
monitored as meshed, whereas the intra-location traffic many be monitored

along connection 230 between the hubs 212, 222,

[0039] Referring again to FIG. 1, the user interface 140 forwards the user’s
designation of the hub and spokes to the VOIP monitoring configuration tool
120. The user may specifically elect the hubs nodes 212, 222 and/or the
spoke hubs 211, 221. Alternatively, the user may present logical criteria
(e.g., performance and/or compatibility requirements) and the VOIP
monitoring configuration tool 120 may designate the hubs nodes 212, 222

and/or the spoke hubs 211, 221 based on these selection criteria.
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t el ephones in each of the separate |locations (i.e., a
LAN 210, 220) may be nonitored as neshed, whereas the

WO niop@msdiorati on traffic many be nonitored al onRCT/US2008/013693
connection 230 between the hubs 212, 222. [0039]
Referring again to FIG 1, the user interface 140

f . . ' H t i . . h
X gb%ﬁeﬂgﬁ&g%&’é Chta HeSVIp hﬂﬂltgfmg t@o Eux%HGn?'l_t%gk 820 may

nonitoring configuratio ool = 120.

uggEsetiyo s asén, vad the aserdhtarfieentiesstandest theZon2etions 213,
and/ or the spoke hubs 2 11, 22 1. Alternatively, the
ugés, 230 rplevarhto thegipoke-andr el cenfigurgtiopei0lor hemexample, the

i P A LTSS Lyt s
P4he REHAgALS 4 RLBio one ek By gt 212

data. thehMOWRyahé toohhbetiGianbetgvdeat thenspelad hiiB9 My 221 are
present to the user, via the user interface, the
stoanitedofo tshmplify et bserss 2eBiew22d, thik3@onaeetienst stagus of the
t he spoke-and-hub configuration 200. For exanple, the
diCOPN&SRNSst at us i nformation may include statistical

i nformati on describing the performance of the

f ﬁﬂpﬁ’@w&g@ f{rﬁ@eﬁ%‘i’in T e gﬁﬁldﬂa%;?ﬂ(ghu%&%%’ fifefitoring

connectl ons between SpoKe ubs 2

1lonfighraticnh ar00,t ek tvOIPMphordivoridye ¢igeigatiori ®wloli20 may
the connections status of the connections. £OO4_1]_ \Vhen
i mpiteemaHy iprgpagese kamnaanulsspdke hnbingsiek 2d@n2221te iytiate IP SLA

configuration 200, the V ] taring.configuration

t JEANSASEOTH R %lstqqswgmmp?@ Eﬁ%ﬁ,@%@oﬁ%&n@g qifier Rub pades 212,
n 2 Listia I [ j

o8 e B WAL 1a01! RuPk ORARA RO BdliEnodes
2K2,1, 229 eehitiAee SROKR SoAegarsatfion Zebhnebtibng lo@ly with one or
commands to the spoke nodes 2 11, 22 1 to initiate the
| RnGieA dfr tres apecifredc boheoodem213n 322 t Foonexamnpleprtbe VOIP

of the specified hub node 12, 222. For exapple, ,the
VANPNHGANE SONGEUEHIAN geﬁaf2(§r?0&ll§§|a0&% theunede; database 130 to

ARG ORL P81 0 B A S dS B2 e spoke
gorﬂol]dgst%ﬁélﬁ oPe YRePVIIP #n@hitBeing Qtnifiuratido®Rodlo020 £3Ald then
access the configuration command database 136 to obtain desired command
codes as needed to activate the IP SLAs for each of the connections 213,
223, 230. Alternatively, the VOIP monitoring configuration tool 120 could
determine from the database 130 which of the nodes 211, 212, 221, 222 need
to be reconfigured and which already have the desired IP SLAs for
monitoring the VOIP network. Then, only the nodes 211, 212, 221, 222
associated with connections 213, 223, 230 to be monitored would receive

new commands for the IP SLAs.

[0042] Referring now to FIG. 3, the mesh VOIP monitoring configuration
300 monitors the connection of every node to every other node. As
described above, the fully meshed monitoring network typically requires the

network overhead by committing the most network bandwidth to the

12



access the configuration conmand dat abase 136 to
obtai n desired command codes as needed to activate the

wo Boosigsa2f or each of the connections 213, 223, PCB0S2008/013693

Al ternatively, the VOP nonitoring configuration tool
120 coul d determ ne fromthe database 130 which of the

n%%ﬁle%cllvoﬁﬂdat% angi(?fgs NGRA tho the Ag&eeﬁﬁhgubﬁqhenﬁp SLA

whi'ch al ready have the sired P SLAs for nbnitoring

t heerfdehianoet svatikticsThelm, aontpicdlhsitwatitas thel ineshl¥Y O2 hetwork
222 associated with connections 213, 223, 230 to be
NURPRideBRE WeAN be desised evhese thererarn aymespus galls betygen each of
[Oﬁ4§% Referring nowto FIG 3, the nesh VOP

mdAF8AF%g confi gurati on 300 nonitors the connection

of every node to every other node. As described above,

t fmoﬁylme ra%z;li@eﬁ glg%isﬁovim@ REEWEIKK rhymikGrdhgd ycdxﬁ‘fgﬂgﬁﬁ’én 300

t he networ k over y conmitting the nost networ

bandlidds twioolddaeioysyt hetation VOIR Ogaind tocatishe? 329nd Hach of the
the processing of the | P SLA performance statjstics.
| logatignsi 3H), F¢ inalvndes mubiépleenadeyorespaetivyid11, 312 and 321,

a4 it ol 48 bR R AbeS10 ARYAY. ThE TGP ghe mesh
meg IIVQanRSH}’igLé})tdIT%JSrBH{Sh N oC ML ey gEﬁHE‘d e1|9Qernal_ nodes 311,

i ncludes two ocation 1 31 and |l ocation 2

32321 EAaéhb@det hdeoB382j 3D3 althe BxrfationcB LOle320ul Hawever, the
nodes, rec;&ectively 311, 312 and 321, 322 that conbine
t anfasnah noes34ANs 321 arshboizo noge 333y 822 in dhe mash qemdiguration

B TRR o SRa BB ROk ot Tk 1 s
t H ’v I _ .

| 1Rel S5O AR A ool NENRI Al 3P 8RR ocation
C dHan@bka3i0on 300 are now configured to comuni cate

synthetic data for I P SLA neasurements over both
intra-location channels 313, 323 and inter-location

c QA4 Befezing baok 49 HiEF. dr nhep iraplemeatingghe fullynesh, the user
TR SR R A B by BE 5B 1L IR e vser
USHhy determine whether the nodes 111 need to be updated to achieve the
desired mesh monitoring configuration. Typically, the displayed IP SLA
status would include all of the nodes 111, as needed to determine the status

of the mesh.

[0045] Optionally, the VOIP monitoring configuration tool 120 would
typically propagate IP SLAs to each of the nodes 111 to initiate monitoring
agreements. For example, the VOIP monitoring configuration tool 120
could access the node database 130 to determine the monitoring status each
of the nodes 111. The VOIP monitoring configuration tool 120 could then
access the configuration command database 136 to obtain desired IP SLAs
commands for each of the nodes 111 and, then, forward these commands to
the appropriate nodes to initiate the I[P SLAs. Alternatively, the VOIP

monitoring configuration tool 120 could determine from the database 130

13



may det erm ne whether the nodes 111 need to be updated

to achi eve the desired nesh nonitoring configuration.
wayposdiky, the displayed I P SLA status woul d PeUSZHES/013693

all of the nodes 111, as needed to determ ne the

status of the nmesh. [0045] Optionally, the VOP

MRAhiERd M8 e GRS AUnahéntd B8 redattigwrel Fok YPI S1A! Measurements
propagate I P SLAs to each of the nodes 111 to initiate

manidt whichgara gl sy nhenitéring ekaappeopridte coBirRunications between
nmoni toring configuration tool 120 coul d access the
nédlkerradeBase 130 to deternine the nonitoring status

each of the nodes 111. The VO P nonitoring

DS e A RbA ARBAPRER ol Mer sy dipienace o
| RuStefs deSittdn@ewbdbN c6@GHuratioh tBatRIgS tHel la Adh ddte hub and

forward these commands t0 the appropriate nodes to

| Bpbkatley tsbkectiRg Sivhsch Aft thenatdividuy] nbldes MAIIPto monitor. For
nonitori nggconfi guration tool 120 could determ ne from

t examleb 967 1 JoviigRipiSofant HXCAHY 1quStoBeNatyoRe monitoring

fi d far. ' .
SRS B, RS £, 308 MR 22 i e
b%t‘éiﬁﬁfhs?%@itio%?ge@w,[Wﬁ;cakiBn?‘Z‘ Qf e hreV u%rﬁﬂfﬂx‘?&?% Qflonitor

confilguration, e user nmay desighate a om desired

nekweheticC oamngutieations Wit sefecel totieer aodesh horpaatiéuibr, the
and spoke by sel ecting which of the individual nodes
1 rustosn NBRILEP gnonitering xeompigaratorc400 aggin cinglusigs defined nodes

b 024 b 7o des 5 e fociiion 416: 290 Homery” Iedfhueral nodes
| oGt iél@'f%gdlttﬂﬁaéﬂ. H{}dél4?@,0%%?[}{%&160&%%19%0%@%@&? #ﬂO are now

progfaimed to nonitor synthetic conmunicati-ons w

s Joptigafedttbe corffiaficaten syattidticuldata fope IR uSLAM HMehSrements
moni toring configuration 400 again includes defined
nadeerding Ip ut-defihedigonditionsit Kore exampld, oheqdepictedocustom

However, the internal nqdes 4 11, 421 and border ,ngd
4200 B0ng PSS BLSHSHCHoRTRgRAEIUEHCHIED SPasly 413 923 and

. . Chot ) ' -
o R SOTRS SAIR B Ao v
exgyiek €hart it tiéesokleethdchisth @hfiguration of FIG. 2 but less nodes than

in the mesh configuration of FIG. 3

[0047] Referring again to FIG. 1, the user interface 140 forwards the usér’s
designation of the relevant nodes 111 for monitoring to the VOIP
monitoring configuration tool 120. Alternatively, the user may again present
logical criteria (e.g., performance and/or compatibility requirements) and the
VOIP monitoring configuration tool 120 may designate relevant nodes 111
based on these selection criteria.  Using this data, the VOIP monitoring
configuration tool 120 may present to the user, via the user interface 140, the
monitoring status of the nodes 111 relevant to the desired custom
configuration 400. For example, the displayed status information may

include information describing the monitoring of connections from certain
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nmoni toring occurs in selected intra conmunication

channel s 413, 423 and selected inter-location channels
wWad4@9/083121 hi s way, nonitoring occurs in nore nPAEES1008613693

in the spoke and hub configuration of FIG 2 but |ess

nodes than in the nesh configuration of FIG 3 [0047]

RefeSTonaftd addsn 110 Fvfile Londiftthg!SPe ImMbkitddee ks of other

forwards the user's designation of the rel evant nodes

1Xbnhectiomsni toring to the VO P nonitoring

configuration tool 120. Alternatively, the user may

arglai n ]pr sent, lQgical, criteria (ej*.,_ performnce

a

49431 WhepatimplEmentingqua r EREATS) CUMiSYIREOoYg pimilar to  the
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P Ay of HHeal SRRNptelolasod A" e’ hubrand-spoke
UsdoRgighiPtford 30, thize WOIFP miBA#H6©9h NebriBAirh@8A 3idoPN120 would
tool I20 may present to the user, via the user

i propigate chhtmantie tothe trardengl Idt & usitiafe 1AeShAdeim theldesired
relevant to the desired custom configuration 400 For .
eﬁ?ﬁp?@}oﬁﬂw@%rémga%&h%ﬂé@ru% spegibicaensn ey VG mpnitoring
i nf or.mation descrjhing the nonitoring of ¢ N

¢ RORFEDH MBSl ol eebi b UE pefiias Ing s GRMGELRE " Bommand
MRk dHAsE '196%%%&%%8??5@&9@6&1&1%% foP @48 oiMnodes 111

i mpl enenting a custom configuration, simlar to the
i gl aseiddate aondigurbetheedésicen TP gL Alsi orABSthatindly, hehe VOIP
hub- and- spoke configuration 200, the VO P_nonitoring

canenigering configurtionymohd20dcpHe piederming dhoiintis pefa database
11 tq jniti | P, SL i i )

oo eigh STl ity negd dfedr s ol TiiEd; (o Bastpgsthe desired

Tqﬁoﬁ/ﬂ)ﬁ%%o%ﬂ& QLhi OPMHeIMhaES Sﬂdl;?“g% &1@9&%%&% 4th@Bsired a

access t onfi guration coman ase 1

Ohh@hﬂﬂoﬂﬁgié(ﬁﬁiglﬂaﬁbpﬁs doenprgddy fthie aadés dfl It meedimge$P SLA
111 as needed to configure the desired | P SLAs.

Al coafigaratian ghanges W@ reegive oewrgpra@anigur at i on t ool
120 coul d determ ne fromthe node database 130 which

BBy G AT6 R OB BB HhAF R meoc
A7yl 88T GEAES A B e monioin
data 510 and a user selection of a desired node monitoring configuration
520. For example, as described above, the user may specify a mesh
monitoring configuration 300, and hub and spoke monitoring configuration
200, or a custom monitoring configuration 400. If the user selects a mesh
configuration, then communications channels between all of the nodes are
selected to be monitored. Otherwise, the user in step 530 designates the

nodes and channels to be monitored. As described above, the user can

define border and internal nodes.

[0050] Continuing with method 500, the selected nodes are configured to be
monitored in step 540, such as configuring IP SLAs to transmit synthetic

traffic and to measure the transmissions. The collected VOIP performance
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configuration changes woul d recei ve new conmands.
[0049] Referring nowto FIG 5, a VOP nonitoring

wae omvbiogiueat i on nmet hod 500 is presented. The nepP¢tiDUSHOL013693

i ncludes a display of the node nonitoring data 510 and
a user selection of a desired node nonitoring

g%ft;s LAt iheR é@occ%lFé&e@xdghupggsm@fedd%é%‘ebggeraws%ep 550, as

he user’ may specity a nme t'oring configuration

3Hsciabed Avdveand spoke nonitoring configuration 200,

or a customnonitoring configuration 400. If the user

sel ects a nesh configuration, then comruni catians

cHEARE) Eorxample, when asingheithasdds 2arer SIB), dag By SLAHYOIP call

Tl S e B BRI R maring

a e n j snang d e
08y ke GOSN RGBT 9Lt ehpen
argiginafing uaewhy heeimii bontdsige st@p B, teanitating gateway

configuring IP SLAs to transmt synthetic traffic and
t ddessinalion) tindiceting ghatsithenthe Trtcdcoumber eana g the called party

per f or mapcedat y then be callecte di.spl ayed tQq.

P ostited The Gibp 1B6oiseh caneop Pepa iy ilP (abef @petstion to
e .| i .01 I . P

SRR YUETIARRS, 510 D8, SR b, 4 cHeffons, e
f reyer W edpeiTicdl iduiriadn Nof Giaievalf serdekaesal (GEDssagdirectory
(containing a call nunmber) to when the originating o
gaateleepeed@GKY i revelagd i ahet Be32%realhaignajing, additional
gateway (destinatiaon) indicating that ejther the ..

C ANFEAERR MR rseRa G doreceREdl BV, 4 PrigiNg dhepgrminating

| fi .
Aty ThEoHERE R PARLA Ui LRy UB spgylly sen.
SPEge hi@EiontNafie Riquirtaeor th&RSmesHageOYE InAudhEH theelP SLAs

duration of tine. If a gatekeeper (GK) or directory
gaV OB eplrse(UpE¢spoasé tinsl medsurmmene HikdBiscalfla proxy server or

DR AGEIOh ST dF RAYTIHEY S8 e SHP GRH. PG i<t addional time

o5} Be g E T80, SERCAL 08y B4y Wik She

MBRSSABS) i$ indlGdeded the VORP!AISké®p response time measurement.
These tasks are performed on the originating gateway (source) in order to
start the [P SLAs VOIP test-call application to set up the dial peer to route
the test call, to define the VOIP call setup operation, and to schedule the
VOIP call setup operation.

[0052]Referring now to FIG. 6, another embodiment of the present
invention relates to a method 600 for dynamically monitoring and
configuring the nodes for monitoring after receiving user preferences. As
described above, initial user monitoring preferences may be received in step
610 and the nodes may be initially configured in step 620 according to the
user specified monitoring selections. After the nodes are appropriatély

configured, for example, by specifying the desired IP SLAs, the nodes are
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VO P call setup response tinme neasurenent. Likew se,
if a proxy server or redirection server is involved in

wo b@ossf2ral | signaling, any additional tine reCUUSHS/013693
for nessages to be sent and received (prior to sending
the call nessage) is included in the VOP call setup
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cal |l setup operation, and to schedule the VO P call .
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mMevahtéd dnpigdige etegs thyddsired eaminiedingn ist epcfitidngandIf no
the nodes may be initially configured in step 620 |
aqeofatimgee ostatigtiass @re sgangd eer nbntheoperfgrmaneg tstfidics are

AR SRS R Bl PRl sbgs o
SHEPPI0 25 gL AT L0 P Sampe i

Cqlnl BB ifor & inRilebADirds00E8Inodenkilnubn getwir desieédhatbnitoring
600, the collected VOP nmonitoring data fromstep 640

i sesudtpar Bk tnodeheonfiguiagionssean bpewpddted tooreflenti thg desired
conditigns jn step 650, For anple, t er.f or mance, .
ofMPRkornE changey lﬁé&?@s%(glﬁp B@rsggﬁ%iﬁeﬂﬁ? Sindhs Bonitgring.
the desired nonitoring is occurring. If no performance

:E@pg{m&%&g nbf Hidew PiG! 1, &Q%gﬁﬂé&epma f the method 600

I'CS are otherw se do not correctly reflect the

USEMhot NIy Guhiiflatined.r 06 thaticuldr, alie sisepirfiddacé HdBean accept
moni toring probl em nodes can be identified. For o
exanip| forwiakd aruseP Sadnifaing: poeferences r de, @ hMOHbdanonitoring

wll not retur si red itori.ng. results. The .n

C OO0 bERe IR e ot §irataB dpgioipo stores

monitorin ' . . .

S SO e LIS ORI e

1, mbRRo#HAR ! serefiboal | dita @4ble NESOTRInMOthe8@Gelections may be used to
configure the IP SLAs or other node monitoring: techniques, and these

changes are stored in the node monitoring configuration data table 130.

[0055] After monitoring occurs and resuits, ie., IP SLA statistics, are
returned from the monitored nodes, theses results can be compared with the
user provided configuration data 150 by the VOIP monitoring configuration
tool 120 to identify any nodes that are not being properly monitored, as
directed in the stored user monitoring preferences. Alternatively, the VOIP
monitoring configuration tool 120 can periodically or dynamically update
the node monitoring configuration data table 130 with IP SLA status data
collected from the nodes 111, and the node monitoring configuration data

131 can be compared to the VOIP node monitoring selections 151 in the
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I's not quickly summarized. In particular, the user
interface 140 can accept and forward user nonitoring

w@e@besartes to a VO P nonitoring configurati orCT/081008/013693

120. The VO P nonitoring configuration tool 120 stores
t he user-specified VOP node nonitoring selections 15

1 VOIP i déQnBntBHAR g "SuM dtRins Ndht$ hi5iet 1 S0 %o q'@érﬁiﬁlax%d%tshtélat are

150, and these sel ections nmay be used to configure

| fdblcdaf@minghethaosker’ Wi IPanbniyotieg Balegtiens 1ahd t hese
changes are stored in the node nonitoring
configuration data table 130, [0055] After ponitori )
0d0058T Afer ﬁl@'@s|n%QCSLaée,ld¢mlfét<£x WeaY PIPimenitgriag configuration

R T e R S L
150cbpiiR tHe! HeFanMEIP H&)tﬁﬂﬂfﬂg&b’él@&ﬂi@ﬁb 190! £8P ek@mple, as
identify any nodes that are not "belng properly

nmudestbed! abase,diheeYOIR monitbrng toonéigureseon towli k26 tag access a
preferences. Alternatively

the VOP nonitorin .
c dnidegmonitosingt exnmang daabaser il 3@ loangquits aaglnfgntﬁncappgpprlate
date th d [ i Nt | ty ta t.ab
LFoRmandy o S edR: foBle dERER B ST PRt et Baces
111, and the node nonitoring configuration data 13 1

<13 gogb?] R@Mig%&@ td FGVA R BRAR SN F00NbrSAlt6datie P SLA

I'n theVOP node nonitoring selections data table
- 15dperatiordemredtiomisdeevidedt Iampartiatlag shé prodess flosv 70@ includes
user's VO P nonitoring selections 151. [0056] After
t Hhgeinterastonr ef i et | ¢9rBpONGTe Weelyoai pePYerg node 710, a

SR TS B FERORABERL TR MR BieASce 730
Us[%glaﬁleh/Qd:c’i ”Q%Fat 40 %s&%iﬁgttiherl_?od]e@_ and bR cﬁfiﬁgﬁla@i’on of the
as des rlbeg above, the VO P nonitoring configuration

t addel 2homissrivg cBs SoHeoede fromi ther imglec larky dhe ahetseorking
136 to acquire and form appropriate commands as needed
t gnpoitering sonBghrasion sysguns 200and Ferwieded ol ansgednterface 730.

[0057] Referring, nowto FIL.G ,7 ocess £l ow, 700 f

B Rote) Blse e irahoh ahtac B PBRT RSt tab o 10 and

PaLd 'rﬁHll\i%r'in%rﬁatﬁ%?‘%ﬁésugéromtgﬁgcé U dEAVAII8 user monitoring

i nteraction of three conponents, nanely a network node

7 1édn fzuneiow dkian@50moi theriatgoeldngi moniabiing cydigumati@d system

and a user interface 730. ) ]
720. the networking monitoring configuration system 720 uses the received
user monitoring configuration data 750 and the node configuration data 740
to form appropriate IP SLA commands 760, as needed to affect the desired

monitoring of the user configured call paths.

[0058] Continuing with the process flow 700 in FIG. 7, the networking
monitoring configuration system 720 receives the IP SLA data and/or
statistics 770 and forwards these data/monitoring statistics to the user
interface 730. The networking monitoring configuration system 720 also
reviews the received user monitoring configuration data 750 to determine if
the monitoring is conforming to the received user monitoring configuration

data 750. For example, if one of the IP SLAs has expired within a time
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Initially, node data 740 describing the nodes and the
configuration of the node nonitoring is collected from

wao b@sgrde7 710 by the networking nonitoring PCT/US2008/013693
configuration system 720 and forwarded to a user
interface 730. In response this node configuration
dafeioffort BedircdeafdriRRmgl tRe HeARndd Qoffigutdtfon data may reflect
nonitoring status, the user interface 730 forwards
usthis expirdtion. ngltenniftivgly, ahe arordatrmg/dda tvaillt beeincomplete for the
net wor ki ng nonitoring configuration system 720Q. the .
nedagiredi H’g St t dni FRSPOBIF i %@r aetvnTkigs maenironing s figuration

eSS TR S SR LMD e
appRRd! 1Pt %Lkpasalr&(fc@m IZ@Ot’heQi%si}@§ dedip foak rnﬁ‘Gﬁitoring as

the desired nonitoring of the user configured ca

padplesifiddina8E résuivéduseronvhitbrihgeopfigemsionfdaav7300 in

FIG 7, the networking nonitoring configuration system

720 receives the I P SLA data and/or, statistics 770 and
d0RaPHA s tdisaisserhtaboven vedpin grehadimentsc of tthe ipuentie can be

¢
oS EDES i umer gy SRS e IPalBR of 8cne R gy single
C QRUilvAHE @l1éMABN UL S oftthurd ARt #riliMBer bf ld1EmERLY h@¥ingIvarious

is conformng to the recelved user nonitoring

c afif¢lgsecafimniotat disitHutedahroeghopt. e, Thef comeobdf tthe IPFSLA or
SLAs has expired wiithin a tineperiod for desired
notheo menjtoringe confignrasipns oarfd gthest funstigas camghe performed at

ot ets B, REBRBNERS: 1k 4 e ebinmeg AL VIGE e, at

LSRR85 B AL PR YRR AN S it e
r ey OIP tie@ 6k 1] gedeisk esltHFhdtladries needed to conplete
the desired VO P node nonitoring as specified in the

recei ved user nonitoring configuration data 750.

[ (16669] Acasancabswtinanoskall inhs eusversloandrsiaad hatihe above-
i nyention can be configured in. nunergus..physj.cal

ol Ui ed GRbRdient bt Ghvation % Gt BStALY adpposes only.
el OfteC j ed., [ :

e B orchhs IS Sl o URRRE) o, AR chapDaions o
Thiisaséd albovk. t eddiRobhlly Othotieentidnicher bédmplemented as a

configurations and other functions can be perforned at
computer program on a computer readable medium, where the computer

program controls a computer or a processor to perform the various functions
which are discussed as method steps and also discussed as hardware or

hardware/software elements.
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vari ous network conponents, such as at a user

equi pnent, at VO P server, at an access gateway or at
w@p@vhgsiznet wor k conponent associ ated wit h t hePGUF2008/013693

network and access to the network. [0060] A person of

ordinary skill in the art would understand that the

?Mgpjsﬁgm enbodi nents of the invention are for

strative purposes only, and that the invention can
be embadi ed Anystemefaum mofagicranifignsatiaen df sodesstednonitor a
above. Additionally, the invention can be inplenented
asveice ovpulRR( VR By petwyerk, theoisun SOMBHdRS| e nedi um

o oces olrst SeBees P FicE RenDEARGL 1o TearE e, areefion g nodes
dig§ gﬁoﬁﬁ?& s%?c}]g?ﬁm%o?g%nﬁ%lﬁ{aﬁen $55 6418 $R6hidSring by said

har dwar e or oftware elenents.\What 1s

cliydeed: 1. A systemfor an automatic configuration of
nodes to nonitor a Voice over IP (VOP) network, the
syst emasaepnil stargge devicesonsiguredy serd eemamnds Jor ed

to receive a_(gsgé sel ec%i on af nod.?s.tq nitor said
vaOPTIgHTiRgsRIRRASs QRSAIGTBh S IE M AR N ATt or i ng by

said n , . [ : j ;
tore CoERHRTEAREAT) BERBRIAPK EGERTIA SR Rch of said
s&#odesRRd tOcofpar@Baldatfas with sndfusatsedection, daterigmsaid
a nmonitoring status of each of said nodes and to

c anpeiterisg st deassnaticon ferm wvithssaid sisersaleédinn, sal sreer

sajd nmonitoring status dpoes not, conform w th i.d user
< APEBET BoniEHFd 18 SEGE SRIF 390N StrvREs dFutFe s ObiiBaD

c RS E CophpRPE BKHES, sohRalAish BRURARRR P
S gh@nfionbt Kid MOFRhEwWEkKP network. 2 . The system of

claiml1, further conprising third storage configured
to store a configuration status of said nodes. 3. The

systemof clajm1, wherein th nitoring conprises a
Y 2. The system ofr claﬂn 1, ?urﬁ?er comprising t}ql?d storage

configured to store a configuration status of said nodes.

3. The system of claim 1, wherein the monitoring comprises a

transmission and monitoring of synthetic data in the VOIP network.

4. The system of claim 3, wherein the monitoring comprises

establishing an IP SLA between two or more of said nodes.

5. The system of claim 4, whereon said second storage device

comprises commands to form said IP SLA.

6. The system of claim 5, wherein the server is further configured

to determine when one of said [P SLA expires.
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transm ssion and nonitoring of synthetic data in the

VO P network. 4. The systemof claim 3, wherein the
WORweNgFI2hg conpri ses establishing an | P SLA beCT#E82908/013693

two or nore of said nodes. 5. The system of claim 4,

wher eon sai d second storage device conprises commands

to formsaid FcIAfiR ISHRHRINCBMfsi g BseMiErFhce
t he se??/'er ighgﬁﬁfﬁg}@fo%n I gured tg dg}er rr%TEe when one

of caighre® tSprovddpsaidsusér sdlbetislyst em of claim 1
further conprising a user interface configured to
provi de said user selection. 8 The systemof claim1,

wh ingth i nt i;s furth fi dt

di spl aySr esultBE SYHSH Sba T irFHighe Sl isdugher
s _ on VB H. <. e

com Mgl R RS o B ot i o i ng

when said results indicate when said VOP network is
operating outside of a pre-specified paraneter. 10.

The sys®em offhelspstamiof olabmdi, whareinstbewser inferfaes isurther
configured to.determ pe when gne of said .nodes.is T

- esnfiired todisatoteon s f SaidoRanl et BB Y TGuRAR o iindicate
no 00 G L ¥8ikied bAameter.
e e ST R Pl HenRonllsibepie bUIsICHTY pRELSRIfied pfmeter
to nonitor said VOP network and a duration for said

moni toring by said nodes; storing commands for

confi gutdng Thedystetesf ¢loipdr, vdrareinathe seoveirtis fintlegr configured
nmoni toring sajd VO P_network; .determ ning a nonitoring
st%&@réemlr@a\ﬁh@rbpn%afaalﬁdwéésA%e% conpare said

status with said user selection, and when said

noni toring status does not conformw th said user

sel ection; aacgRdidPforainthiiesalid cohfigagricieyf 6&ddsao monitor a
obtain an appropriate command to update a
c ool gpueadri [Br( VDI R)metwode ghé anctbad dompmising: of sai d
storing a user selection of nodes to monitor said VOIP network and a
duration for said monitoring by said nodes;
storing commands for configuring said nodes to perform said
monitoring;
monitoring said VOIP network;
determining a monitoring status of each of said nodes and to compare
said status with said user selection, and when said monitoring status does not
conform with said user selection;
accessing said second storage device to obtain an appropriate
command to update a configuration of the nodes for said monitor of said

VOIP network; and

forwarding said command to said node.

12.  The method of claim 11, further comprising storing a

configuration status of said nodes.
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VO P network; and forwarding said command to said

node. 12. The nethod of claim 11, further conprising
wa@e@piostj2a configuration status of sai d nodes. BGI/UT1068/013693

nmet hod of claim 11, wherein the nonitoring conprises

transmtting and nonitoring synthetic data in said

nodes of3 t heryOhfaiiGd YPEkKimlrh, Jﬁ@eﬁ%ﬁ?ﬂﬁﬁﬁoﬁh icﬂgl]fﬁises

wher ei n the nonitoring conprises es shing an |

Sltfarigiingnaddvnovitorivgesyeithat i datn dnlesid rdles Bfehed O
of claim 14, whereon said commands conprises conmands
t etwork.said 1P SLA. 16. The nethod of claim 15
further conprising determ ning when one of said IP SLA
expires. 17. The nmethod of claim 11 further conprising

rovi di a r..i r . - . .
el ot T 2 dRImEo8I A 9376hERy 1 MdffFing comprises
Co¥R{blShig 4h BPSAW Berweasuwidor Mot sfssidniudesor i ng.

19. The nmethod of claim 11, wherein the results from
said nonitoring are displayed when said results

indicate th sai d V et k is operating outside .
of a prk¥s pgih? %h%‘gPEﬁ@t‘@rV\f‘{’é’bber‘FﬂE Sﬂ@t%&“‘é‘f’dﬁ Firises
11 f c LS eferm ni ng when one of said

noga ﬁl}lg&% te"sg‘ffﬁ{ ﬁlﬁg sg?%'gr am st orage devi ce readabl e

by a machi ne, enbodying a program of instructions

execut abl e by the nachi ne, said instructions

conpri sléhg sThe neghad of etaimel e furtlar avinprigieg determining when
monitor said VOP network and a duration for said

noena of sag [BpLaheypisties: st ori ng commands for

configuring said nodes to perform said nonitoring;

17. The method of claim 11 further comprising providing a user

interface to accept said user selection.

18.  The method of claim 11 further comprising displaying results

from said monitoring.

19.  The method of claim 11, wherein the results from said
monitoring are displayed when said results indicate that said VOIP network

is operating outside of a pre-specified parameter.

20. The method of claim 11 further comprising determining when

one of said nodes is reset.

21. A program storage device readable by a machine, embodying a
program of instructions executable by the machine, said instructions
comprising

storing a user selection of nodes to monitor said VOIP network and a

duration for said monitoring by said nodes;
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nonitoring said VOP network; determ ning a nonitoring

status of each of said nodes and to conpare said
we@vossiai t h sai d user sel ection, and when sai BPICT/US2008/013693

noni toring status does not conformw th said user

sel ection; accessing said second storage device to

obtain ﬁ&iﬁ%ﬁ{)g)?ﬁét s€fof gﬂﬁﬁggrihg sHRA R sdo perform said

confi gur at e nodes r Said nonitor of said
VGehéhitetingyr k; and forwardi ng said conmand to said
node. 22. The program storage device of claim 21,
wher ei rmeniorpgseigl Y P awhpprlises transnitting and

o ogr arflQfsTgte ettt ihulsitarch iRl Rodss it o Winpare
MU SatdiOwfif f;dial gggggeh'g«m MeARaidFmehfofiakWets does not

two or nore o The program st orage

daessnfernefwitH edidhudds selb&ti@i;n the instructions further

conprise determ ning when one of said IP SLA expires.

25. Theaqsessingmidiseeane stsogedevite £0 abIAIR an aRRECRIIGHC

tn?gg)éllgrrr]l?ltga Eégllgagt% af cucgr} 1g6urratclgrrxr%rflt€eeno €8 for Said) rfno%i”}'opI of said
VOIP network; and

forwarding said command to said node.

22.  The program storage device of claim 21, wherein the
monitoring comprises transmitting and monitoring synthetic data in the

VOIP network.
23. The program storage device of claim 21, wherein the
monitoring comprises establishing an IP SLA between two or more of said

nodes.

24.  The program storage device of claim 23, wherein the

instructions further comprise determining when one of said IP SLA expires.

25.  The program storage device of claim 21, wherein the

instructions further comprise when one of said nodes is reset.
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