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CROSS REFERENCE TO RELATED APPLI CATI ONS [ 0001] Thi s applicati on jisvisehabes
to and clainms priority to U S. Provisional Application Serial No.

60/ 323,798, filed Septenber 20, 2001 and entitled "Method and System for
Characterization of Online Behavior," the disclosure thereof being

expressly incorporated hepﬁgg%(g? ng%%ﬁ%%ﬁ' | NVENTI ON

1. Field of the Invention | ¥ net'hod and
system for collecting and cl assi fyi%%ﬁ%ﬁ%%’?}iﬁetl% k traffic,
particularly Internet traffic. Specifically, the 15 nethod and system of
the i nvention chaéﬁégg:ié%the Interaction between users and web sites to
facilitate comstr RENEGEdQ REEAIEShAPREIGARINSr profiles for

mar keti ng pur pos . Ds S) £t . 20, e, 0t er net
has rapidly grom%??\]?o a cgﬂtge%jﬁp %a?‘°3égﬁ§°d§§‘?§‘ga’9%§%¥¥§r%‘[é‘9’a? 3 %’1 ng.plr’rggg@gﬁ ed
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and busi ness pl arspresdyrhatipemtddeRetis by @firdhca. better under standi ng of 25

consuner behgléi or and preferences while they are conducting |Internet
comerce. [0004] Behavior profiles are created using network usage data

col l ected through various net ipgsg GREUSNDISE datremidERetdRcted, it is

anal yzed to determ ne the behavior of a particular user. In order to
create an accurate beHaFigd opthsflpyestiont s useful to generalize Internet

usage by identify the t S: Web sites a_3 rtjcul ar of. user.
accesses and the%ta‘s/at%]t hat ?ﬁ‘ge‘“g%““\ége? l%?fgct s"sé‘%e%b"o“g%ﬂdt F%%‘f'%rfgyg‘g]ﬁeé’“l}? aRdp
site. [0005] For chssififihgcomputeondtarolkaraffit,yRblicildrly RtdiBetahdnt. Speciially! hat

users from eoqr ical are egul ar | ur chase books from a nerchant
wWith a qﬁg n?etgcﬁp and system o tLe 9nventlonych%racterxze the interaction between users and

web sites to facilitate construction of more accurate online behavior profiles for

marketing purposes.

2. Discussion of the Background
20 [0003] The Internet has rapidly grown into a center for conducting
commerce with unprecedented efficiency and commercial advantage; however, the
Internet also presents numerous new challenges to the development and execution
of appropriate business models and processes. To design and implement effective
marketing and business plans, companies need to gain a better understanding of
25  consumer behavior and preferences while they are conducting Intermet commerece.
[0004] Behavior profiles are created using network usage data collected
through various methods. Once the data is collected, it is analyzed to determine
the behavior of a particular user. In order to create an accurate behavior profile, it
is useful to generalize Internet usage by identifying the types of Web sites a
30  particular type of user accesses and the way that type of user accesses a particular
type of Web site.
[0005] For example, it would be valuable to a merchant to know that users

from a geographical area regularly purchase books frdm a merchant with a



| 15 March 2006 website, for exanple, Amazon.conmlM However, there is a
need for nore generalized data, than that which is specific t

particular nmerchant. It is desirable to have a system that caﬁngggk%x§%at
are known as "generalized behavior profiles". By generalized behavior
profile is meant a collection of data that describes the attributes and
usage 5 patterns of online shoppers, but does not contain personally
identifiable information of such online shoppers. Mre specifically, it is
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SUMMARY OF THE INVENTION

20
[0007] In accordance with the present invention there is provided a method of
collecting and classifying data about computer network traffic as user website visit
sessions, comprising:

determining whether a data request to at least one website comprises a user
25 ongoing interaction with a website or whether it is a new site visit by a user;
if the request is a new visit, creating a record of a new site visit;
if the request is a user ongoing interaction which occurred more than a
predetermined amount of time since the last visit, creating a record of the data request as a
new site visit;

30 if the request is a user ongoing interaction occurring at less than a
predetermined amount of time since the last visit, create a record of the visit as a
continuation of the prior visit; and

characterising the network traffic based on the records created;
characterised in that the method further comprises the steps of:
35 assembling a data table made up of all known hosts that direct a user to a

specific website; and



predet erm ned anmount of time since the last visit, create a record of the
visit as a continuation of the prior visit; and characterisinﬂ Rﬂ% n%%%prk
traffic based on the records created; characterised in that t 2 lh
further conprises the steps of: 35 assenbling a data table nade up of al
known hosts that direct a user to a specific website; and 2 15 March 2006
classifying the conputer network traffic corresponding to said sessions by
tracki ng each user request to all known hosts for each specific websi t e;

and wherein the network.traffic is characterised for b
i ndependent  of whi EASHILE {h§ CrIRRFy %\“Vﬁ’g%lﬁa?fe 8”65&?}8 g\t,\% drl%%esésé%rﬁ by
website. 5 BiRiknkg éiidNMéEi\feﬁfesﬂ'tdEalD%MN@s{sdbﬂ&jch@pgﬂ]ﬁeV@bm@,a basic fl ow

chart of the nethod Lahid&sflatifde glgh t
DETAI LED DESCRIPTICN&QgBQ%Eﬁﬁkséh%ﬁ%ﬁﬁ?ggS?Pu?ﬁﬁéﬂﬁgé%;1 1, asdata F en
that cont ai pwhich higsidamsdadut suser freregagst dgp fopcagRiwebsde-h name t hat precedes
t he backgl ash) that direct a user to a particular Iocatlon (site) is 15

established. This is referred to as the By way of
exanple, let us consider tf@l@@rm%éﬁmm& nd Noble. In the
case of Barnes and Noble, the follow ng hosts are all nenbers of the

par nesantno OB E om FEHED! 5 PHaC DR B AT Ak (S35t P fieggetvork

conpi | i ng athfileldatacont ai ni ng all hosts which are nenbers of the Barnes 20
and Noblig site, this allows the capture of unique users, visits, and the
cal cul ation of visit durations for the Barnes and Noble site regardl ess of

what host is entered or REZATREDURESCREEUCHAOESTHR RVENTION [0010] To

cal cul ate durations accurately, the logic of the nethod and system nust
o0 12 RAP L hSne He SOT e S BS5im HEBSERS sk
site. An addithimngl thdapRcéirblite bsckelasmi theddirgtt a user to a particular location (site) is
15 established. This is referred to as the Site Members Table. By way of example, let us
consider the merchant known as Barnes and Noble. In the case of Barnes and Noble, the
following hosts are all members of the Bames and Noble site: www.bn.com,
www.barnesandnoble.com, music.barnesandnoble.com, shop.barnesandnoble.com, and
207.36.92.145. By compiling a table containing all hosts which are members of the Barnes
20 and Noble site, this allows the capture of unique users, visits, and the calculation of visit
durations for the Bames and Noble site regardless of what host is entered or how the user
navigates on the site.
[0010] To calculate durations accurately, the logic of the method and system must also
have a capability for handling components (ads, images, etc.) of a Web site coming from
25 servers (hosts) that are not members of a given site. An additional data table is compiled in
step 103, and contains hosts that are classified as "forced content” (e.g. ads, or banners, or
counters). Further, URL content types that are classified as images (e.g. .gif, Jpg, ctc.) are
also compiled into this data table in step 103. This data table is referred to as the Host/URL
Types Table.
30 [0011] For example, the host ads.ebay.com is an advertisement, and may appear in the
datastream, and thereby suggest a visit to the merchant known as eBay, when a user is
actually visiting the merchant using the URL amazon.com. The method and system must

recognize that although that host is not a member of the current site, it is a component of

that site visit to the merchant known as



step 103, and contains hosts that are classified as "forced content" (e.qg.
ads, or banners, or counters). Further, URL content types thatisx@arch 2006
classified as imges (e.g..gif, .jpg, etc.) are also conpiled into this
data table in step 103. This data table is referred to as the Host/URL
Types Table. 30 [0011] For exanple, the host ads.ebay.comis an

advertisenent, andn{iByn apRERayidlsd Bfpeadl@3hathmyeaiRer aNes. t NECRYiSHUReSInglthe
visit to the nmerchant kKnown as eBay, when a user is actually visiting the

mer chant usi ng t hwetRd aadaydemdoereioThigeatpadso imaged, eypsitessnetusas pareefogningiag

t hat al t hough thag. host,i,s_ no nenbe f the.current site, it is a
component of |t hatsh 119 et por B b bedh SR . ThisyebwiiBisgsic- to
Amazon, and may afliealérp @@hisvisRY spARE theétre@Son dNe neQOsife visHe Tlivéstal AR
met hod and systemtherefore treats ads, inmges, counters, etc., as part of
a running visit,EEsHtefbEemERcuL sO@tﬂPttlméerr{&gL% traffios will ialse besinglnded jappge of
counters, etc., t " " ruani ng visit or spawn the creation of a new
site visit. Li nesﬁltekrl%(%lige?%n Sevlrllggtpat gd from secufe socket |ayer (SSL)
traffic will al so[08&2] ncl udie msthpdrandadysteivheamoehter @tetirestly eunnirgd bite-visit

[0012] The nethod and system can create cqncurrently running site-vjsit
sessions in the e?FéﬁP“saKhé’@revﬁ%tsa HEATt abmaﬁbpls\/b;%wger%a@?n- \)@%’ §‘it‘-’tse‘§‘tb\/if¥aﬁ‘es

frames can also pbg &S B@b‘é,%@ivéa Oag}[ﬁ!lsﬁlgﬂlﬁ/is\.ﬂs%ﬁﬁ o%&}l%bipgx}’gefihﬁwf“ e ﬁ%%%f

the frames are 10 served from . el onging to ent sites.
The met hod antd syssiread feomplhogts belengingitodiffegent sitess: 1. A new site visit wll

begin if the |inegy udes ho h Is avalid "site. nenber" and: An
open site visit i@oﬂ%]l[ al re@ﬁf%h%%fﬂﬁfgsyf%Pl ?’Bﬁlf’y Etg)l;uoff%ng & URL does not
have a content type of1." iAnm@esite @sif will Bedin if fheJine i8d1Gdes;a Bodd thaf ke VlRE “site

not classified as "forced content" (e.g., ads, banners, -counters, etc.) 2.
If the host is a site nemsgibepiandy "open" site visit and there are no 20

intervening lines and | egs M@]Elenfsjit\é%isﬁtﬁl ng?' aﬁ}étagf}urﬁuiiﬁfop?ﬁat@ﬁé;sed’ it will
15 ¢ The URL does not have a content type of “image” (e.g., -gif, jpg,
etc.); and
¢ The host is not classified as “forced content” (e.g., ads, banners,
counters, etc.)
2. If the host is a site member of an “open” site visit and there are no
20 intervening lines and less than five (5) minutes’ time has passed, it will
be included in the open site visit.
3. If the line contains a host that is a site member of an open site visit (Site
"A"), but there have been one or more intervening lines, it will roll into
the site visit from Site A if the following conditions are met:
25 e The intervening lines contain known (or classified) hosts and the
elapsed time is less than/equal to five (5) seconds or
o The intervening lines have null host fields or contain only unknown
hosts and the elapsed time is less than/equal to thirty (30) seconds.
Note that if the intervening lines contain a host that is a member of Site
30 B, an overlapping site visit for Site B would start,
4. If the host field is not populated and the port number indicates a secure

socket layer (SSL) transaction, then the line is rolled into the most-
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be included in the open site visit. 3. If the line contains a host that is
a site nmenber of an open site visit (Site "A"), but there havelearch@d@6or
nore intervening lines, it will roll into the site visit fromSite Aif
the follow ng conditions are net: 25 The intervening lines contain known
(or classified) hosts and the elapsed tine is |less than/equal to five (5)

seconds or The interventagt bpaesiteVavie Nnéd thROSEntdih @nd otldr geRNindhPeroRitY a
unknown hosts and the el apsed tine is |l ess than/equal to thirty (30)

seconds. Note that if tiél host&sldersileepred-nes contain a host that is a
nb f Sit 30 B, | ' ' i.Si i . et 4.
menber ot Site salfe %%q{qegggfgﬂlg ﬁa{ogﬁgéﬁ plg Ih{)t Jn ﬁ)re ?:9} :oa’t;] zgxly\é\%@tléhqné b Attand

If the host field is hot popu es a secure

socket layer (SSL) tranghehbaris claBsified he “fordred domtenvt (egl, add, bahhers,nasintets, 15
March 2006 recent open site visit. Lipes that contain any other ,gort nunmber
with a null host field @b thegins il rol mntp the mastreepatly spratgddteyiiost that is

not a member of any Og?ﬁfﬁietlﬁlevtha'chnanga@aﬁmlapgndt%lﬁ%m'off!aﬁ%p@ﬁ jié 91sged
content" (e.g., ads, banners, counters, etc.), the line wll ro into
the nost-recently creat esidthd BRL cintent 6/pe li§ deflred|as femsgdedt(e.gqngifli .ipe, atcho gt
that is not a nenber of an oHen ite visit .Flnd .%mhe URL content type is
defined as "image" (e.g.Wiigps mtothemogtapcet sIfG VIS || o | jnto the
nost-recent siterpg|t. [ OPhdievdt fravat clléiiii 8 WRIEE dhtadetdicktedtis WTbrsdd @alsa

is collected is refefred to as 10 a Coll ector Line, and contains all

captured el ed@nt 8 Codestor Linepend ipprtains gbrcapturednelements ofwsern timegp dytese pert)

froma single regquest froma serven de.g. .Sl ' | n_ a \\eb .
Site.) Thesite Gnarrs cpRREvPE KD Loinel B b subt (b Bpbifpeir
time, elnd time, ﬁwd[faﬁhqmeb gitel) MheSitel VisiteTable indreagdrognid tablesthat taptures start
particular site. [0015] In_ step 107, each |l ector Line fromstep,105 is
anal yzed, and it time, end E‘Fe‘i“ﬁ?ﬁf@d%@fﬁ?ﬁeﬂ%r gichiptentioral yisiito @ RartiF U Stifre

gﬁ;: ector Line | fOCB‘SEU! at efh sidf 100 %ach ENRRAILINE BBmlsteh 1698 dﬁﬁryﬁzedéﬂbﬁ‘eeif isl S
yzed to determne if an SSL transaction is 1indicated. If an SSL
transaction il§ i deffeomined whettenonnotshehost fisld afitee €alleader Ling ispapudsted. 1f not,
then at step 113, the port number is analyzed to determine if an SSL transaction is
indicated. If an SSL transaction is indicated, then at step 125, the current site visit
is continued, and times are updated to include the new Collector Line. If an SSL
transaction is not indicated, then, at step 127, the Collector Line is ignored, and the
20  next Collector Line is analyzed.
[0016] If, in step 107, the host field is populated, then the host is checked
against the Site Members Table in step 109 to determine if the host is a member of
an open site visit. If so, a check is performed in step 117 to determine if there
have been any intervening Collector Lines since the last line was added to this site
25  visit. If not, the time interval between the time of the current Collector Line and
the time that the last Collector Line was added to the site visit is analyzed in step
115. If the interval is less than or equal to an arbitrary but suitably large time
interval, then, in step 125, the current site visit is continued, and times are updated
to include the new Collector Line. If the interval is greater than the arbitrary but
30  suitably large time interval, then a new site visit is created in step 129. In a
preferred embodiment, the arbitrary but suitably large time interval is within the

range of approximately zero to fifteen minutes. In a more preferred embodiment,
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I's continued, and tines are updated to include the new Collector Line. If
an SSL transaction is not indicated, then, at step 127, the Coldeatcbrzobsne
is ignored, and the 20 next Collector Line is analyzed. [0016] If, in step
107, the host field is populated, then the host is checked against the
Site Menbers Table in step 109 to determne if the host is a nenber of an
open site visit. | : |1 : ) [
there have been tglrr:lfﬂ? tﬁt r%%ﬁﬁ%ﬁlgﬁgé%ﬁﬁﬁﬁmﬂﬁgﬁﬁ%%&}t%hgg%gg gl{%)gﬁlv?/g%y
added to this sitzr@% tengninutdsf Inale mokteprefemed ientbodinadnt odit \aemrary Hait siitablp f
the current Collector, Lin a%d the ti n(g éhat .the last Collector Line was
added to the sitelafgedine inieryaldp gppraximately Uxe miRWeS. ¢ ho ' nterval is |ess

than or equal to @o1r bi trafy iPUbtedtinbdbh ¥epal 9thhi there Wtk Sht¥Akning TRMecton
step 125, the current site visit is continued, and tinmes are updated to

i ncl ude 't he néw Cointesiney theilas linefwasrasddpd tetbisasitd isigribatiore intrayel theeveen the

arbitrary but 30 suit | ar t] int er . [ LSkt |
created in step 1%? O?Rh%cu%?gf orl teg% rel‘ﬁ%%al}/%ﬁt%ﬁ? ﬁtelgtatggﬁ%siadr@]e%gf igrfﬁ ﬁlgf)l y
large tine intervalded So W diienvitib e anabyrge i0ktep AR OXF Rt ihy iRterval isdedsi thieen
mnutes. In a nore preferred enbodi pent, 5 15 March 2006 the arbitrary but
suitably |arge ti¢mal terasyahitrars byl sufably smell tipg)mtervala Bishole sten Bdy theirgent
ten mnutes. Int r ' [ t tabl
‘large tinme interva {@P%ﬁgﬁgéﬁ%@gﬁ @@ggggﬁﬁﬁtﬁ?gﬁlﬁ%ﬁi ﬂﬁ‘ Cf&?l E?@PL%' ¥
det erm ned, |10 stthp tihie7inteariradtis preatee thuarthe arititpary dmit ngitaBlyt sreall time ibtekvahethen

since the last line added to this site visit, I meJ rval between
the time of the BarPrs. B osb Ranookedaeahe b oy T, byt malleits dftermine
Col l ector Line wage 1RedRkddwt BE chisdified | STt al reRAalYeagsbdirert! &R 4B fout he
time interval is less than or equal to an arbltrar¥ but suitably small

time interval, thewablyrsmalkimesstereahds pithirethe range ef apppXimaiely gata WuBEntand

ti mes are updated i.ncl u | : ' :
interval is great Seetrt&%dﬁaﬁﬂ“t%gnoggﬁf%&%h‘?ﬁ@gh '&%{)ﬁ/rbsxt%ry I]le% fsnrrlgablﬁ%g@fd l\}eﬂn,le
then in steplsl23inteitid ibadthin she hangk ed appaixiabtelyheerblasttdiiskeohdpedn Tabhest o
determine if the hgst |is kn&vﬁ% or cl as%lfied In a preferred, enbodi nent,,
the arbitrary butPre&gied asmpodimant, (theparbipary \ Byt j witghlypsmafly dime; jaferygl is

approxi mately zergotekikWRhf five SR6ANRAs. In a nore preferred enbodi ment, the
arbitrary but suitably smdall tinme )
[0018] If, in step 123, the host is not known or classified, and the time

interval is less than or equal to an arbitrary but suitably moderate time interval,
20  then in step 125, the current site visit is continued, and times are updated to
include the new Collector Line. If the host is known or classified or if the time
interval is greater than the arbitrary but suitably moderate time interval, then in
step 129, a new site visit is created. In a preferred embodiment, the arbitrary but
suitably moderate time interval is within the range of approximately zero to sixty
ﬁS seconds. In a more preferred embodiment, the arbitrary but suitably moderate
time interval is within the range of approximately zero to forty-five seconds. In
the most preferred embodiment, the arbitrary but suitably moderate time interval is
approximately thirty seconds.
[0019] In step 109, if the host is not a member of an open site visit, then the
30 host and URL are checked in step 111 against the HostURL Types Table to
determine if they are classified as forced content, or if the URL. is classified as an

image. If so, then in step 125, the current site visit is continued, and times are
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15 interval is within the range of approximtely zero to ten seconds. In
the nost preferred enbodinent, the arbitrary but suitably smalis ¥Marsh 2006
interval is approxinately five seconds. [0018] If, in step 123, the host
is not known or classified, and the tine interval is less than or equal to
an arbitrary but suitably noderate tinme interval, 20 then in step 125, the

current Site Vi sidpakied &9 HchA ek ndW EollbdtBELHEA 28D Iah AkHe ol HElSk ok g

Collector Line. If the host is known or classifie i nterval

is greater than the SietVlembery Table suistenbl i, nodieteaminet ifrthe ihoseisvalmembrrnofi n

step 129, a new §j LSl td s sl n.a.preferred odi ., the .
arbitrary but sélhétglgﬁv%/l ot enroztai'f1 égﬁoﬁgd% g}e\}gﬂgqoge aflﬂ?ﬁ‘?fl%rﬁgﬁﬁg’r gfne 18
approxi matel y zemealygedsindtep B5. SE€ianitst isl imambeyr 6f Plotee 61 € dhed ashv BRAVisitt he

arbitrary but suitably noderate tinme interval is within the range of
appr oxi mat el y zedbCEHed r#t5r {3%e seconds. In the nost preferred

enbodi ment, the ag@ighrary s Y, te fine.nt |
approximately t hiq‘rjt ;ﬁ secongg'% d%gl%g]mfl % gﬁge?g%ﬁllgéf,e {ﬁ%lr{eﬁeﬁ%@%ﬁ%egn%&e gtart
menber of an opeminss fremvhelatest ¢rtetime.hBeca3Be thestatadings il amabered e cidetlby stagt ep
'l against the Host/URL Types. Table to determne if th are classified
as forced cont enln,meofheﬁlﬁtefgé‘%tﬁe y(?Ptal%"sg‘Fh%‘&t% rgquqdnéyég_expmp 0% T4EF i n
step 125, the cuké g@RebSkiver Firdiwel Sage Myl BYSY nﬁmgpleir 1258 ffr »ﬁﬁsm
2006 updated to include thg_ rﬁeweCo Iggct osjrf Li ng 125. Iéf&jgf)t,- theéﬁgs |sf
checked agai A8t thewagsi SpewBedllys snereeqhest line sayhatd @ startdirde 0B 1 rdhe.ni.-fand o
host is a nenber . an .t e f _not. . the | lector Line is i ed,
and the next Col Ie{e?{lzglgfe iﬂgésl E'H"a%na E§/§eec(g.fnc|1 rrl"‘“\asutesetpmfz“?".1y F?Vet‘lqﬁ Jupe ?E?g%&j

menber of anot her.rsi 4mel, ar bed timenefVl &G04 @.nti STHus, thei latestr @l €thek Rré il H2Mhe
[ 0020] The duration of a Si#@ visit. is determ ned by subtracting the start
time fromthe | af&€mipation phibe s isitduratioe data |ines are anal yzed in order

by start tine, t[é&lgatGStTﬁé?Qa}éfWoHﬁYca%}Eu&l{oh@et&%ﬁﬁew d SRSl gl 0T
exanpl e, a request 0 a web server for a web page may I nvolve nulti pPe

requests for 18i f Mearthe pad tuserofioses thheessimgeor Specis arc atbitraryome snigehlpdargki ne
my have a start bigp ot d802 D LAO0AR: SN LI O] (I0R0P 1 e8RS

second request |fne nmay
inactivity is fifteen minutes. When either of these indicators is present, all open

site visits for the end user are closed.
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a.m and an end tine of 10:04 a.m Thus, the latest end tinmes are used in
the determnation of the site visit duration. [00211 There are two
indicators used to determ ne when a site visit ends: 15 when {heread2omer
cl oses the session, or there is an arbitrary but suitably |large period of
inactivity. The nost preferred arbitrary but suitably |arge period of
inactivity is fifteen mnutes. Wen either of these indicators is present,
all open sOLalvisits for the end user are closed. 20 7 15 March 2006
CLAIMS 1. A nethod of collecting and cl assifying data about conputer
network traffic as user website visit sessions, conprising: 5 determ ning

whether a data requesty {QuRl Jre mﬁg%cﬁ@g%ﬁﬁ?%hgg ggggrabgﬁsco%lw&rnemlmﬁc

interaction with a websitée or wsite visit by a user; if
the request as sscawebsitewisit sessiongavmpgsiagr ecord of a new site visit; if the
request is g user . ongoi ng i nteraction whi h occurr d nore t.han a

n

predet er fi nEHCHERBUN WOFhET dedald Aequephlo phigast, pag (ve ﬁlFeeéi?]inﬁBS%? ?é@%rr A8 he

dat a requesfnté}%ct?on\mhQ%b%'té@r%he‘ihérxté%n%@w dife xliﬁfeb)FEG!sb@St is a user
ongm ng interaction occurring at less than a predeterm ned amount of time

since the |last visit, iithentqmest is 200w distf crehidng/a gicordsef aaneve st Yibitiat i on of
the prior visit; and racterising the network traffi.c 0
PRl aendisy i A srhonerbt nabrstits o ERE ARG ok e

records created; cha conpri ses

steps of: aﬁﬁs@@‘ﬂéhhiﬁ@d amdahoft3ht SinbRHR 150 vaxit, aéebnﬂfg@wetohpsf thetdagd regiidseqs a a
user to a specific website; and classifying the conputer network traffic

cor r espdAdi ngwmemltd sessi ons by trackl ng each user request to all known

hosts for each specifi HC %V%E%utgs iAd,h (Engomg h&enehip r&cc{hrrﬁlf FLE 1SR than a

characterised for eac
predetermined amount of time since the last visit, create a record of the visit as a

continuation of the prior visit; and
characterising the network traffic based on the records created,
15 characterised in that the method further comprises the steps of:
assembling a data table made up of all known hosts that direct a user to a
specific website; and
classifying the computer network traffic corresponding to said sessions by
tracking cach user request to all known hosts for each specific website;
20 and wherein the network traffic is characterised for each website

independent of which host is used by a user to request data from each website.

2. The method of claim 1, further comprising creating records of a website
visit which includes components of a website visit originating from hosts that are not

25 members of a specific website.

3. The method of claim 2, wherein said components of a website visit
originating from hosts that are not members of a specific website comprise forced content
and tmages, and are recorded as data requests to the specific website.
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i ndependent of which host is used by a user to request data from each
website. 2. The nethod of claim1, further conprising creating records of a
website visit which includes conponents of a website visit origMath DAN6
fromhosts that are not 25 nenbers of a specific website. 3. The nethod of
claim2, wherein said conponents of a website visit originating from hosts
that are not nenbers of a specific website conprise forced content and

i mages, and are decor dhd msthddt af ckiuedt Surther tdvmpgisorg coleatmgs inde cl@gEng 5

March 2006 4. The nethod of. claim.1, further conprjsing.collectin nd
ol assi fyi ngCORBHEL TSI OREEATINOr SAAFESIHs DY sang by BRding i frssiors it gpeh
runni ng sai 9rc§»€s%§bﬁ’é?1%d%9ﬁ1s&§ﬁ9vin§hﬁﬂ‘§;ﬁé b%@s@%doﬂ%}i. users having nultiple

browsers open. 5 5. The nmethod of claim1, further conprising detecting and
recording the port nunbers of each data request and determ ni ng whet her
the data_requests are,_secure socket | r transactions. 6. .The nethod o
claim1, f ur't her gcorrp ' Ei"?'@h(ﬁi‘?éﬁlj?ﬁrh} . Wecoazmngr%c:i]e?%c?mg anfde%%@g?@e P/?rgi t
by subt ract hp@bERrehéd dath réfRictfand RRISEMA: hdkthdr theafatd feaikdidgrel @E@8 o e
time. 7. The nethod of claim®6, wherein the end of a website visit by a

user is delaenirasdctinpsdet ecting when a user closes a session. 15 8. The
nmet hod of claim6, wherein the end of a website visit is determ ned by
detecting when a predeternm ned anount of tine of inactivity occurs. 9. A

met hod perfornedeby aTeenpahed of yEimmM, Suhbéradinplsing asetihigntheldutstion of a
described wth reference to the accorrpangi ng draw ngs. 20 10. A systemfor

per f or nildg ¥ehwterigeit by sehizgeipgithe stagiyme aba sissioRdorn e dopythe latpshsnd gme.

7. The method of claim 6, wherein the end of a website visit by a user is

determined by detecting when a user closes a session.

15 8. The method of claim 6, wherein the end of a website visit is determined by

detecting when a predetermined amount of time of inactivity occurs.

9. A method performed by a computer system substantially as hereinbefore
described with reference to the accompanying drawings.
20
10. A system for performing a method as claimed in any one of the preceding

claims.



