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TENANT-AWARE DISTRIBUTED APPLICATION AUTHENTICATION 

CROSS REFERENCE TO RELATED APPLICATION 

[1] This application claims the benefit of U.S. Provisional Application No. 62/346,367, filed on June 6, 

2016, which is hereby incorporated herein by reference. 

BACKGROUND 

[2] Computing service providers face a balancing act between providing uniform, user-friendly 

computing platforms and granting customers control and customizability over such platforms. For example, 

incorporating specialized features into a platform may be helpful for one set of applications, but may add 

complexity for others. A particularly challenging area is network security. 

10031 	Further, even as collaboration within and among enterprises becomes the norm, one enterprise may 

migrate toward certain technologies, while another enterprise migrates to others. Thus, computing service 

providers are challenged to both satisfy their customers and provide a uniform platform. There are systems 

for accommodating such scenarios, but limitations arise in real-world enterprise computing scenarios, 

particularly in the technical field of network security. 

[4] There is therefore room for improvement. 

SUMMARY 

[5] The Summary is provided to introduce a selection of concepts in a simplified form that are further 

described below in the Detailed Description. The Summary is not intended to identify key features or 

essential features of the claimed subject matter, nor is it intended to be used to limit the scope of the claimed 

subject matter. 

[6] In one embodiment, a computer-implemented method of authenticating clients accessing a cluster of 

a plurality of application hosting platform instances comprises, from a client authenticated to access a first 

application hosted on a first application hosting platform instance of the cluster via an authentication token, 

receiving, at a second instance of the application hosting platform, a request to access a second application 

hosted on the second application hosting platform instance of the cluster; responsive to the request, fetching 

the authentication token from the client to the second instance of the application hosting platform; 

determining one of the application hosting platform instances of the cluster as being a primary authentication 

application hosting platform instance; sending a validation request for the authentication token to the 

primary authentication application hosting platform instance; receiving validation confirmation of the 

authentication token from the primary authentication application hosting platform instance; and responsive 

to receiving validation confirmation, granting access to the second application hosted on the second 

application hosting platform instance to the client. 
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[7] In another embodiment, a computing system comprises one or more processors; memory; a plurality 

of application hosting platform instances comprising respective platform authentication services configured 

to store and validate authentication tokens, one or more respective hosted applications, and tenant-specific 

authentication configuration information for a plurality of tenants; wherein the platform authentication 

services of the application hosting platform instances are configured serve as a primary platform 

authentication service according to the tenant-specific authentication configuration information of a given 

tenant of the tenants; and wherein the platform authentication services are configured to redirect 

authentication requests from the hosted applications for the given tenant to the primary platform 

authentication service specified for the given tenant in the tenant-specific authentication configuration 

information. 

[8] In another embodiment, one or more computer-readable media comprise computer-executable 

instructions that when executed cause a computing system to perform a method comprising: in a computing 

cluster spanning a plurality of data centers supporting a plurality of tenants, receiving, from a client 

authenticated to access a first application via a bearer authentication token granted by a primary platform 

authentication service as a result of authentication by an identity provider specified in confirmation 

information for a particular tenant out of the plurality of tenants, a request to access a second application; 

fetching the bearer authentication token from the client; determining a primary authentication application 

hosting platform instance for the client; sending an authentication request to the primary platform 

authentication service of the primary authentication application hosting platform instance for validation, 

wherein authentication request comprises the bearer authentication token, a tenant identifier of the particular 

tenant, an application instance identifier of the second application, and an application secret of the second 

application; receiving a communication from the primary platform authentication service indicating that the 

authentication request is valid; and responsive to receiving the communication that the authentication 

request is valid, granting access by the client to the second application; wherein the first application is hosted 

by a first instance of an application hosting platform executing at a first data center, and the second 

application is hosted by a second, different instance of the application hosting platform executing at a 

second, different data center. 

[9] As described herein, a variety of other features and advantages can be incorporated into the 

technologies as desired. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[10] FIG. 1 is a block diagram of an example system implementing tenant-aware distributed application 

authentication. 

pill 	FIG. 2 is a flowchart of an example method implementing tenant-aware distributed application 

authentication. 
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[12] FIG. 3 is a block diagram of an example system storing tenant-specific configuration information for 

implementing tenant-aware distributed application authentication. 

[13] FIG. 4 is a flowchart of an example method implementing configuration for tenant-aware distributed 

application authentication. 

[14] FIG. 5 is a block diagram of example relationships for particular tenants that can be stored as tenant- 

specific authentication configuration information. 

[15] FIG. 6 is a block diagram of an example system implementing new user provisioning in a tenant-

aware distributed application authentication scenario. 

[16] FIG. 7 is a flowchart of an example method of provisioning a new user in a tenant-aware distributed 

application authentication scenario. 

[17] FIG. 8 is a block diagram of an example system authenticating access to an application in a tenant- 

aware distributed application authentication scenario. 

[18] FIG. 9 is a flowchart of an example method of authenticating access to an application in a tenant-

aware distributed application authentication scenario. 

[19] FIG. 10 is a block diagram of an example system achieving single sign-on when accessing a second 

application in a tenant-aware distributed application authentication scenario. 

[20] FIG. 11 is a flowchart of an example method of achieving single sign-on when accessing a second 

application in a tenant-aware distributed application authentication scenario. 

[21] FIG. 12 is a diagram of an example computing system in which described embodiments can be 

implemented. 

DETAILED DESCRIPTION 

[22] Flexible authentication configuration can be specified for any of a plurality of tenants as described 

herein. Control over where applications are hosted can be achieved while also achieving such user 

functionality as single sign-on. Other features relating to identity providers and auditing can be employed to 

achieve the technologies as described herein. 

[23] As described herein, authentication for access to applications can be distributed among a plurality of 

application hosting platform instances (e.g., a platform cluster). The platform can be engineered to be 

tenant-aware in that different tenants can specify different primary platform instances, different preferred 

identity providers, different locations at which different applications are to be hosted, or the like. Such 

information can be received by the system as authentication configuration described herein. 
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[24] Regardless of where an application is hosted, a request for access to the application can be validated 

against a primary platform authentication service, resulting in platform-location-independent authentication 

routing for applications. 

[25] If a client is already authenticated, an authentication token can be seamlessly fetched and validated 

against the primary platform authentication service, resulting in seamless single sign-on between 

heterogeneous application hosting locations. The primary authentication service can be specified in 

configuration information, resulting in per-tenant-configurable primary platform authentication service 

specification and a tenant-designated primary authentication platform instance (e.g., that hosts the primary 

platform authentication service). 

[26] Administrators can benefit from the technologies because centralized administration can be achieved 

instead of a hodgepodge of different systems, even when the different systems are in different data centers, 

different jurisdictions, or the like. Control over where applications are hosted can be maintained. 

[27] Users can benefit as well by avoiding errors and downtime that result from accumulated, 

burdensome administrative tasks. Further, users can seamlessly access a variety of applications across an 

array of data centers without having to be aware of such complexities. Computing and network resources 

can be reduced because multiple sign-on can be avoided as described herein. 

[28] Therefore, overall performance of authentication for access to applications can be enhanced as 

described herein. 

Example 1— Example System Implementing 

Tenant-aware Distributed Application Authentication 

[29] FIG. 1 is a block diagram of an example system 100 implementing tenant-aware distributed 

application authentication. 

[30] In the example, a plurality of tenants 110A-N are associated with user identifiers 120 that access a 

plurality of application hosting platform instances 135A-N executing at respective data centers 130A-N via 

one or more networks 105. 

[0 31] 	As described herein, tenants 110A-N can avail themselves of any of a plurality of identity provider 

services 190 by specifying a preferred identity provider service in configuration information as described 

herein. Platform authentication services 140A-N can initially authenticate clients requesting access to 

applications 150A-N via an identity provider service 190 specified in tenant-specific configuration 

information. Platform authentication services can relay initial authentication requests to the identity 

provider service based on the tenant-specific configuration information. A plurality of different identity 

provider services can be supported. 
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[32] Any of the application hosting platform instances 135A-N can comprise respective platform 

authentication services 140A-N, provisioned user records 160A-N, stored authentication token records 

170A-N, administrative services 180A, and authentication configuration information 185A-N. 

[33] Thus, the plurality of application hosting platform instances 135A-N can comprise respective 

platform authentication services 140A-N, which are configured to store and validate authentication tokens 

(e.g., stored as authentication token records 170A-N). The instances can also comprise respective hosted 

applications 150A-N and authentication configuration information 185A-N for a plurality of tenants (e.g., 

110A-N). 

[34] A preferred one of the platform authentication services 140A-N of the application hosting platform 

instances 135A-N can be configured to serve as a primary platform authentication service according to 

tenant-specific configuration information 185A-N of a given tenant of the tenants 110A-N. 

[35] The platform authentication services 140A-N are configured to redirect authentication requests from 

the hosted applications 150A-N for the given tenant to the primary platform authentication service specified 

for the given tenant in the tenant-specific configuration information 185A-N. 

[36] A redirected authentication request can comprise a request to validate an authentication token 

retrieved from a requesting client (e.g., 120) and is redirected from one platform authentication service to 

another platform authentication service for validation. As described herein, such redirection can be achieved 

automatically and seamlessly from a client standpoint. 

[37] Single sign-on can be supported as described herein so that a user identifier accessing an application 

at one platform instance can access an application at another platform instance without having to repeat a 

sign-on process. As described herein, a tenant can specify one of the application hosting platform instances 

135A-N as a primary authentication platform instance. As a result, requests for authentication are directed 

to the platform authentication service hosted at the specified instance. 

[38] The plurality of application hosting platform instances can serve as a platform cluster for a given 

tenant. Requests to access second or subsequent applications within the cluster can be processed without 

further interaction with the identity provider service. 

[39] In any of the examples herein, although some of the subsystems are shown in a single box, in 

practice, they can be implemented as computing systems having more than one device. Boundaries between 

the components can be varied. For example, although the data center 130A is shown as a single entity, it can 

be implemented by a plurality of devices across a plurality of buildings. An identity provider 190 can be 

implemented within one of the data centers 130A-N, and so forth. 
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[40] In practice, the systems shown herein, such as system 100, can vary in complexity, with additional 

functionality, more complex components, and the like. For example, additional services can be implemented 

as part of the application hosting platform instances 135A-N. Additional components can be included to 

implement security, redundancy, load balancing, auditing, and the like. 

[41] In practice, a large number of tenants 110 with a large number of user identifiers 120 can access a 

large number of platform instances 135A-N. Although user identifiers 120 are shown as associated with 

accessing applications, clients can also take the form of application instances that avail themselves of the 

authentication technologies as described herein. 

[42] The described computing systems can be networked via wired or wireless network connections. 

Alternatively, systems can be connected through an intranet connection (e.g., in a corporate environment, 

government environment, educational environment, research environment, or the like). 

[43] The system 100 and any of the other systems described herein can be implemented in conjunction 

with any of the hardware components described herein, such as the computing systems described below 

(e.g., processing units, memory, and the like). In any of the examples herein, the inputs, outputs, records, 

tokens, configuration information, and the like can be stored in one or more computer-readable storage 

media or computer-readable storage devices. The technologies described herein can be generic to the 

specifics of operating systems or hardware and can be applied in any variety of environments to take 

advantage of the described features. 

Example 2 — Example Method of Tenant-Aware Distributed Application Authentication 

[44] FIG. 2 is a flowchart of an example method 200 of implementing tenant-aware distributed 

application authentication and can be implemented, for example, in a system such as that shown in FIG. 1. 

A plurality of tenants can be supported. 

[45] In practice, actions can be taken before configuration begins, such as planning which application 

hosting platform instances are to be instantiated, at which data center(s) they are to be instantiated, and the 

like. 

[46] At 230, configuration information is received as described herein. For a given tenant, such 

configuration information can include an indication of which application hosting platform instance is to 

serve as the primary authentication platform instance, which identity provider is desired, at which platform 

instances applications are to be hosted, and the like. Such configuration information can be stored as 

configuration records that influence subsequent authentication requests. 

[47] At 240, authentication requests (e.g., to access hosted applications) are processed according to the 

configuration information. As described herein, authentication requests can be directed to a platform 
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authentication service at the primary authentication platform instance indicated in configuration information. 

As part of such processing, records are kept of which user identifiers are involved in such requests, whether 

they are granted, timestamps, and the like. 

[48] At 250, based on the authentication requests processing, an authentication audit is output as desired. 

Such auditing can be useful for maintaining security, discovering errors, and solving technical issues with 

authentication. 

[49] The method 200 and any of the other methods described herein can be performed by computer-

executable instructions (e.g., causing a computing system to perform the method) stored in one or more 

computer-readable media (e.g., storage or other tangible media) or stored in one or more computer-readable 

storage devices. Such methods can be performed in software, firmware, hardware, or combinations thereof. 

Such methods can be performed at least in part by a computing system (e.g., one or more computing 

devices). 

[50] In any of the technologies described herein, the illustrated actions can be described from alternative 

perspectives while still implementing the technologies. For example, for 230 "receive authentication 

configuration information" can also be described as "send authentication configuration information" for a 

different perspective. 

Example 3 — Example Tenant-aware Distributed Application Authentication 

[51] In any of the examples herein, the task of authentication for access to applications can be distributed 

among a plurality of application hosting platform instances (e.g., a platform cluster). For example, a request 

received at one instance can be redirected to another platform instance for validation. The platform can be 

engineered to be tenant-aware in that different tenants can specify (e.g., the system can receive and store in 

authentication configuration information) different primary authentication platform instances, different 

preferred identity providers, different locations at which application are to be hosted, or the like. 

[52] As described herein, such locations can be indications of different geographical locations for the 

different tenants. Similarly, a preferred primary authentication platform instance can be represented in 

configuration information as a location. Determining the primary instance can then take the form of 

determining an instance at the configured location. 

[53] So, although there can be a primary authority for authentication (e.g., a platform authentication 

service at a platform instance at a designated location), the applications themselves can be distributed at 

multiple platform instances in a platform cluster, and the platform instances of the cluster cooperate to 

achieve authentication via the primary authority. 
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[54] As described herein, applications can perform some of the work related to authentication. For 

example, an application can fetch an authentication token from a client and submit an authentication request 

for the token (e.g., to check the validity of the authentication token) to a platform authentication service. If 

no authentication token is present, the application can so indicate to the platform authentication service, 

which can result in sign on or provisioning. 

Example 4 — Example Tenants 

[55] In any of the examples herein, a variety of tenants can be supported. Such tenants typically take the 

form of an enterprise tenant, such as a corporation, governmental body, research institution or group, 

educational institution or group, or the like. 	By taking advantage of the technologies described herein, such 

tenants can greatly reduce the resources needed for administration while providing access to a wide variety 

of applications hosted at different data centers. 

[56] In practice, tenant user identifiers can be used by users physically located in a variety of locations. 

Web-based portals can be employed to provide computing services in a software-as-a-service (SaaS) 

scenario so that tenant users can access the hosted applications from any location having network access. 

Example 5 — Example Application Hosting Platform 

[57] In any of the examples herein, an application hosting platform can be used to host the applications 

described herein. Any number of instances of the application hosting platform can be instantiated to process 

incoming requests for access to applications. A set of such instances is sometimes called a "platform 

cluster." 

[58] A given platform instance can take the form of a set of services and configuration information as 

described herein. One instance can communicate to another instance to achieve redirection of authentication 

requests and application access requests. 

[59] Any given tenant can avail itself of a platform cluster to achieve distributed application 

authentication as described herein. Although the applications hosted by such a platform cluster can be 

diverse and heterogeneous in nature, the platform instances can share a common approach to administration, 

authentication, and auditing across the applications. Therefore, centralized administration of the 

applications running across the platform cluster can be achieved. Meanwhile, users are able to benefit from 

such centralized administration as well as other benefits such as single sign-on, application-to-application 

authentication, and the like. 

[60] In practice, a platform instance is typically restricted to execution within a specified location as 

described herein. So, from a tenant standpoint, an application hosting platform instance can be synonymous 

with a location (e.g., data center). Thus, in practice, a particular instance of an application hosting platform 
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can be specified as a location (e.g., data center). So, a tenant can thereby specify at which physical location 

the instance is to be located. Therefore, any description of specifying a platform instance can be 

implemented as specifying a data center or geographical location. In practice, multiple instances of the 

platform can coexist at a same location, whether shared or separated by tenant. 

[61] As described herein, the application hosting platform can support multiple applications, sharing 

projects, studies, inter-tenant collaboration, and the like. Such implementations can comprise multiple 

applications, multiple user identifiers (from multiple tenants), and facilities for sharing data among tenants. 

A hosting tenant can continue to control the location where applications are hosted as described herein. 

However, other tenants can benefit from sharing allowed by the hosting tenant. 

[62] An orchestrating enterprise can maintain the logic and toolkit for implementing the technologies 

described herein. Those wishing to add applications that are compatible with the platform can do so by 

incorporating such logic and toolkit into their applications. Actual hosting of the applications can be done 

by tenants themselves, a service provider, an orchestrating enterprise, or third parties. 

Example 6 — Example Platform Authentication Service 

[63] In any of the examples herein, an application hosting platform instance can include a platform 

authentication service. As described herein, a particular platform authentication service can be designated 

by a tenant to be primary. Alternatively, the platform instance can be designated as primary, and the 

platform authentication service is thus primary. In practice, a location can be designed by an administrator, 

and the platform can handle the details of the authentication configuration information. For example, 

mappings between or among data centers, locations, instances, and services can be maintained so that the 

appropriate destination for a request can be determined based on a configured specified tenant-specific 

location. 

[64] The platform authentication service can respond to requests as described herein. In examples, 

applications interact with the service via authentication requests, and the service can process such requests 

directly (e.g., by checking stored authentication tokens) or redirect the request to a primary service. Thus, 

the service can be configured to determine the primary service for an incoming request and redirect the 

request to the primary service as described herein. 

Example 7 — Example Identity Providers 

[65] In any of the examples herein, any of a variety of identity providers ("IDPs") can be used. Such 

identity providers can be used to manage user identities. For example, a user wishing to sign on can be 

directed to the identity provider where a username and password are provided to initially authenticate a user. 

In practice, a tenant can specify its own internal identity provider service or a built-in identity provider of the 
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application hosting platform. Alternatively, a tenant can specify a third-party identity provider, thereby 

delegating identity management hosting to the third party. 

[66] In practice, any number of identity provider technologies can be supported, including a web portal, 

security assertion markup language (SAML), web-based single sign-on, Microsoft® Active Directory, or the 

like. 

Example 8 — Example Authentication Tokens 

[67] In any of the examples herein, an authentication token can take a variety of forms. In practice, a 

token is a value that can be generated, stored, communicated, and validated. As described herein, such 

tokens can be generated, managed, and stored as token records accessible by the primary authentication 

platform instance. Encryption and other techniques can be used for security purposes. Token generation can 

be delegated to another authority as desired. 

[68] Additional information can be included in the authentication token. For example, an indication of 

the primary (e.g., originating, issuing, etc.) authentication platform instance can be included with the 

authentication token. The process of determining which instance is the primary instance can thus be 

accomplished by inspecting the authentication token. During the token-generation process, requests are 

directed to the primary instance based on tenant-specific configuration information, and the primary instance 

adds an indication of itself into the authentication token. Subsequent requests can thus re-use such 

configuration information, whether or not it is confirmed in the configuration information itself. 

[69] The authentication token can be implemented as a session token. It can thus be generated during 

initial authentication of a user identifier or application identifier. It is thus associated with a log-on session 

of a client (e.g., user identifier or application identifier). When the session ends due to sign-off or timeout, 

the token can similarly be automatically invalidated. 

[70] The authentication token can comprise a bearer token. Such a bearer token can be validated with a 

secret key generated and maintained by the primary authentication platform instance. Different secret keys 

can be used for different tenants and different platform instances. User bearer and application bearer tokens 

can be implemented. 

p711 	The authentication token can be generated by including various information into plaintext (e.g., a 

pseudorandom value, the tenant identifier with which the token is associated, access control, such as which 

applications are permitted, and the like). Such plaintext can then be encrypted with the primary 

authentication platform instance secret key to generate the authentication token. Subsequently, when the 

token is received, for validation, it can be decrypted and looked up in authentication token records (e.g., by 

the platform authentication service at the primary instance), which can indicate which user is associated with 

the authentication token. The user identifier need not be incorporated into the token itself. If the decrypted 
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token indicates a tenant identifier that does not match the tenant identifier indicated in the authentication 

token records, it is rejected, regardless of the token value. Access control indicated in the token can also be 

respected (e.g., if an attempt is made to access an unauthorized application, the associated authentication 

request is not validated). 

[72] Because the authentication token is validated against a central record of tokens, the central record 

can be updated to indicate invalidity. For example, when a user logs off, the authentication token for the 

session can be invalidated. Similarly, a time out can be set so that a token automatically becomes invalid 

after a certain period of inactivity. The period for automatic invalidity can be configured on a tenant-by-

tenant basis. 

[73] In practice, validation can be achieved by accessing a service that responds to requests for 

validation. For example, responsive to a request comprising an authentication token, a validation result can 

be received from the service. Validation can be achieved by comparing a provided authentication token 

against stored authentication token records. Records can include additional information, such as whether the 

token is still valid. 

[74] Validity can require further information, such as the associated tenant. Thus, when the 

authentication token is created for a given tenant identifier, it can be associated in token records as 

associated with the tenant identifier. Subsequently, authentication requests (e.g., requests from an 

application to determine the validity of an authentication token) can include the tenant identifier (e.g., which 

can be determined by the application because the application instance can be configured to accept requests 

for a single given tenant only). If the tenant identifier in the authentication request does not match, validity 

is not confirmed by the platform authentication service, regardless of the token value. 

[75] Because sessions can be conducted over a secure channel (e.g., SSL or the like), various attacks 

against authentication can be avoided due to the various features described herein, such as the tenant-

identifier accompanying the authentication request. 

Example 9 — Example Geo-based Scenarios 

[76] In any of the examples herein, a location of where an application is to be hosted can be specified as 

a location in tenant-specific authentication configuration information. Such a location can comprise a 

physical location such as a geographical location (e.g., data center), jurisdiction (e.g., regulatory authority), 

region, or the like. For example, different countries can be specified for data containment, compliance, or 

resource allocation reasons. In some cases, a jurisdiction or region can contain more than one geographical 

location (e.g., different data centers can be at different geographical locations within a single region). 

[77] Tenant-specific configuration information can indicate that applications are to be hosted at a 

particular location. In practice, the application hosting platform can map locations to respective application 
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hosting platform instances. For example, one or more instances can be implemented at a first location, and 

one or more instances can be implemented at a second location. The applications hosted at the instances are 

thus located at their respective locations. Similarly, when determining a primary instance, an instance 

located at a location indicated in configuration information can be used. 

[78] In any of the examples herein, specifying different primary authentication application hosting 

platform instances (e.g., for different tenants) can comprise specifying different locations. 

[79] So, tenant-specific configuration information can indicate that a first application is to be hosted 

within a first jurisdiction, and a second application is to be hosted within a second jurisdiction. The 

applications can then include logic that limits functionality to that permitted within the jurisdiction. For 

example, it may be desired for an application to persist data only within the geographical boundaries of the 

jurisdiction. The data is then physically located within the jurisdiction. The tenant-specific information can 

indicate that the application be hosted within the jurisdiction. 

[80] In any of the examples herein, a first application hosting platform instance can be within a first 

jurisdiction, and the second application hosting platform instance can be within a second, different 

jurisdiction. Tenant-specific configuration information can thus specify that different applications are to be 

hosted within different jurisdictions. 

[81] As described herein, users can continue to avail themselves of the applications without concern for 

where they are hosted because the authentication functionality of the platform can continue to authenticate 

seamlessly, regardless of at which platform instance an application is hosted. 

Example 10 — Example Tenant-specific Configuration Information 

[82] In any of the examples herein, tenant-specific configuration information can be collected and used to 

guide authentication processing. FIG. 3 is a block diagram of an example system 300 storing tenant-specific 

configuration information for implementing tenant-aware distributed application authentication. 

[83] In the example, an application hosting platform instance 330A comprises an administrative service 

by which an administrator can access and update authentication configuration information 385A, which is 

stored for a variety of tenants 380A-N. The platform authentication service 340A accesses such 

configuration information 385A when processing authentication requests as described herein. Such a 

platform instance 330A can serve as any of the application hosting platform instances described herein. 

[84] Example details of tenant configuration information 380A for a particular tenant are shown and can 

include a specified identity provider type 382 (e.g., a service that manages identities for the tenant and 

configuration information used by such a service), a specified primary authentication application hosting 

platform instance 384 (e.g., which includes a platform authentication service that processes authentication 
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requests, either locally or directed from other platform instances in a platform cluster), application 

configuration 386, and policy information 388. Specifics (e.g., network access information such as a 

network address) of the identity provider can also be included. Further information can be included to 

accommodate projects, studies, and the like. As described herein, a primary platform instance can be 

specified as a location and converted to a reference to an instance at the location or a service executing at the 

instance at the location when determined, or in advance of being determined. 

[85] The application configuration information 386 can include information specifying which 

applications are to be hosted at which application hosting platform instances. Requests for access to 

applications at platform instances that are outside of those permitted can be redirected to the specified 

platform instance. As described herein, one or more applications can be hosted at a first instance, while one 

or more applications can be hosted at a second, different instance. The platform cluster can be scaled to 

include additional instances as desired. 

[86] As described herein, requests to access applications at platform instances other than the primary 

authentication hosting platform instance can be redirected to the primary instance for authentication. Single 

sign-on can be achieved as described herein. 

[87] Any number of other policies can be specified in the policy information 388. For example, IP 

access restrictions, authentication token expiration time periods, password policies, email restrictions, user-

based access control for applications, automatic timeout periods (e.g., idle session timeout), data sharing 

permissions, and the like can be supported. 

[88] Any variety of other configuration scenarios are possible. For example, access control can be 

specified at a tenant, group, or user level. 

[89] The configuration information is typically managed at the primary application hosting platform 

instance for a given tenant. However, such data can be synchronized across platform instances as desired. 

Example 11 — Example Method of Implementing Configuration 

[90] FIG. 4 is a flowchart of an example method 400 of implementing configuration for tenant-aware 

distributed application authentication and can be implemented, for example, in a system such as that shown 

in FIG. 3. 	In practice, multiple tenants can be supported. 

[91] At 430, authentication configuration information is received for a tenant. For example, a web portal 

can be provided by which an administrator enters or updates configuration information via various user 

interfaces. As described herein, such information is typically received by the primary application hosting 

platform instance specified for the tenant. 
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[92] At 440, the received authentication configuration information is stored as associated with the tenant. 

[93] At 450, as described herein, such authentication configuration information is applied when receiving 

requests to access applications by a user identifier of the tenant. For example, authentication requests can be 

handled as described below. 

Example 12 — Example Tenant Relationships with Configuration Information 

[94] FIG. 5 is a block diagram of example relationships 500 for particular tenants that can be stored as 

tenant-specific authentication configuration information in any of the examples described herein. In 

practice, such relationships can be stored as mappings, records, tables, or the like. An authentication 

configuration information service can provide such information in response to requests for it. For example, 

a query for the primary platform authentication service or primary authentication application hosting 

platform instance can include an identifier of the tenant, or the tenant can be implied. A response can 

provide an identity or reference to the requested service or instance. 

[95] In any of the examples herein, a user 515A-N or application instance 517A-N can be designated as 

associated with a tenant 510A. Such an association can be represented in authentication configuration 

information, explicitly included in requests, explicitly included in authentication tokens, and the like. 

[96] The example illustrates how different tenants 510A-N can specify different identity providers 520A- 

N and different primary application hosting platform instances 530A-N. More than one tenant 510A-N can 

specify the same identity provider (e.g., 520A). Similarly, more than one tenant 510A-N can specify a same 

data center for the primary application hosting platform instance. 

[97] Additionally, the tenants 510A-N can specify application location records 540A-N. Such a record 

540B can include an indication of an application type 542A and the platform instance 544A at which 

applications of the application type are to be hosted. Additional records 540N can specify the same or 

different instances 544B for different application types 542B. The platform instances 544A-B specified for 

applications can be the same or different from the application hosting platform instance specified as the 

primary authentication application hosting platform instance for a tenant. 

[98] As shown, a tenant 510A can include a number of user identities 515A-N. For purposes of 

authentication, application instances 5 17A-N can also be treated as belonging to the tenant and be provided 

with credentials, allowing such application instances 517A-N to participate in and benefit from the platform 

as described herein. 

[99] Although the relationships may initially appear to be complex, from the perspective of a given 

tenant, flexibility with regard to authentication is provided while maintaining centralized control and 

concurrent administration across a variety of users accessing a variety of applications within a cluster of 
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platform instances executing across a plurality of data centers. Thus, from a tenant standpoint, 

administrative efforts can be reduced. Meanwhile, users benefit by being able to access a wide variety of 

resources without regard to maintaining a wide variety of credentials. 

Example 13 — Example Application Registration 

[0100] 	In any of the examples herein, an application can be registered with the platform for use by a tenant. 

As part of the registration process, a location at which the application is installed is received. Information 

about how to access the application (e.g., URL/URI) can also be received. If two instances of the same 

application type are executing at different locations for a tenant, two different registrations can be 

implemented (e.g., with different URLs/URIs). 

[0101] 	Clients wishing to access the application do so by specifying the URL/URI, which routes the request 

to the location at which the application is executing. The application can then process authentication as 

described herein. 

Example 14 — Example Additional Security Layer for Application Instances 

[0102] 	In any of the examples herein, additional layers of security can be incorporated into the 

technologies. For example, application-to-platform authentication can be incorporated for communications 

between the application and the platform (e.g., platform authentication service or the like). As part of a 

platform registration process for an application instance for a given tenant, the application instance can 

indicate the network address (e.g., URL/URI) used to access the application, and the platform can provide 

the application with an application instance identifier and application instance secret. An association 

between application instance identifiers and application instance secrets can be maintained by the platform 

for authentication services. Application instance secrets can be maintained in encrypted or hashed form to 

shield the plaintext from view. 

[0103] 	The identifier and secret can then be used to authenticate before communications between the 

application instance and platform are permitted. Although sometimes described as being part of an 

"authentication request," in practice, a request can take the form of a plurality of messages between the 

application instance and the platform authentication service. Validity of such a request can be determined 

based on the associated authentication token, a provided tenant identifier, the application instance identifier, 

and the application instance secret. A platform instance can compare an incoming application instance 

secret with a maintained copy. 

p1041 	When an application requests that an authentication token be validated, in addition to the 

authentication token, the application can provide the application instance identifier and application instance 

secret. The platform authentication service can additionally authenticate the application instance identifier 
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and application instance secret. Failure to provide the application instance credentials results in failure of 

authentication, regardless of the authentication token's value. 

[0105] 	The application instance identifier and application instance secret can thus be authenticated 

whenever the application instances sends communications to the platform (e.g., the platform authentication 

service, whether local or remote). The platform can block communication with an application instance that 

fails to provide the application instance credentials. Any requests from such an instance can be rejected. 

Example 15 — Example New User Provisioning System 

[0106] 	FIG. 6 is a block diagram of an example system 600 implementing new user provisioning in a 

tenant-aware distributed application authentication scenario and can be used in any of the examples herein. 

[0107] 	In the example, a client 620 of a tenant 610 or tenant agent is configured to send a request 601 for 

access to an application 650 executing as part of the tenant's primary authentication application hosting 

platform instance 630. The application 650 can be configured as described herein to initially attempt to 

authenticate the request (e.g., by fetching an authentication token as described herein). However, as shown, 

no authentication token is present at the client 620 because the user identifier has not yet been provisioned. 

[0108] 	In practice, users and/or administrators can be provided with a network address (e.g., uniform 

resource locator/indicator) by which access can be accomplished with a client such as an Internet browser. 

For a non-provisioned user identifier, access to the same network address can result in provisioning as 

described herein. 

[0109] 	The application 650 can be in communication with the client 620 and be configured to initially 

attempt to fetch 602 the authentication token from the client 620. However, in the example, there is no 

token, so the attempt fails. The application 650 is configured to detect the failure and, as a result, send an 

authentication request 603 to the local platform authentication service 640 without an authentication token 

(e.g., a no-token authentication request). 

p1101 	The platform authentication service 640 is configured to receive such requests, and begin the 

process of generating a token, after one or more prerequisites are met (e.g., the user id of the client 620 is 

authenticated). The platform authentication service 640 is in communication with the identity provider 690 

specified in tenant-specific authentication configuration information and interacts with the identity provider 

690 to authenticate the user id. 

[0111] 	In the example, the request 604 effectively becomes a user provisioning request (e.g., a user 

interface for provisioning a new user can be displayed and new user information can be processed). The 

identity provider 690 then responds 605 to the request with user provisioning details, which the service 640 

stores 606 in user records 660. 
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[0112] 	Subsequent access by the user identifier is then associated with the registered user. Additional 

information can be stored in authentication configuration information 685, such as which applications 650 

are accessible via the user identifier and the like. 

[13113] 	As described herein, if the local instance 630 is not the primary authentication instance, information 

can be relayed to a platform authentication service at the primary instance. Thus the platform authentication 

service 640 can delegate the request 603 by handing it off to the primary platform authentication service as 

indicated in the authentication configuration information 685. 

[0114] 	The described processing can also result in authentication token generation, which is passed to the 

application 650 for relay to the client 620 for persistence as described herein. The platform authentication 

service 640 can then control access by the user identifier to the local applications 650 as well as applications 

at other platform instances. 

Example 16 — Example Method of Provisioning a New User 

[0115] 	FIG. 7 is a flowchart of an example method 700 of provisioning a new user in a tenant-aware 

distributed application authentication scenario and can be implemented, for example, in a system such as 

that shown in FIG. 6. 	In practice, such a method is typically performed by the primary authentication 

application hosting platform instance specified for the tenant associated with the user. 

[0116] 	At 720, a request to access an application by an un-provisioned user identifier is received from a 

client. Such a request is typically received by an application via the access method (e.g., URL/URI) 

specified for the application. 

[0117] 	At 730, an attempt is made to authenticate the access request. As described herein, such an attempt 

is typically resolved by fetching and validating an authentication token from the client. However, in the case 

of an un-provisioned user identifier, the authentication token cannot be validated (e.g., it does not exist, is 

expired, or is otherwise invalid). In practice, the application itself can determine that authentication fails 

because there is no authentication token present on the client (e.g., the request to fetch the authentication 

token fails). Whether or not there is a token, an authentication request can still be generated for the session. 

p1181 	The application can then send the authentication request to the local platform authentication service. 

If authentication configuration information indicates that the local service is not the primary platform 

authentication service for the tenant, the authentication request can be delegated to the primary platform 

authentication service. 

[0119] 	In the example, the user identifier is not provisioned, so there is no authentication token. 

Responsive to determining that there is no token in the authentication request, the primary platform 

authentication service relays the authentication request for sign on. 
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[0120] 	Accordingly, at 740, the authentication request is relayed to the identity provider specified for the 

tenant. Thus, the identity provider of the client is determined via the configuration information for the 

tenant, and the request is relayed to the determined identity provider. Because the request originates from a 

new (e.g. non-provisioned) user identifier, the request will be processed as a provisioning request. 

Provisioning can take the form of multiple communications (e.g., to obtain or create the user identifier, 

password, authorized levels of access, and the like). For example, a user interface can be presented by 

which the new user selects a register function. 

[0121] 	A default level of access can be used for tenants (e.g., configurable per tenant to be a tenant-specific 

default level of access for newly provisioned users) such that newly provisioned user identifiers have access 

to a basic set of applications. Additional applications can be added by specifying them in the authentication 

configuration information. Trial access can also be provided for new users that is valid for a trial period. 

Such information can be stored in authentication configuration information to avoid repeat trials. 

[0122] 	At 750, provisioning details for the new user identifier are received from the identity provider. 

[0123] 	At 760, the provisioning details for the new user identifier are stored in user configuration 

information (e.g., user records). 

[0124] 	Authentication can proceed as described herein. For example, a token can be generated and 

provided for persistence at the client. 

[0125] 	As described herein, the user identifier can then be used to access hosted applications in a current or 

future session. 

Example 17 — Example Network Address of Application 

[0126] 	In any of the examples herein, a network address can be used to access an application. Different 

instances of the application for different tenants can have different network addresses. Similarly, different 

instances of the application for the same tenant at different locations can have different network addresses. 

[0127] 	In practice, a domain name convention can be used to support fetching of authentication tokens as 

described herein. For example, a base domain name of a service provider (e.g., "illumina.com" 

"brand.illumina.com" or the like) can be used in common across network addresses for applications. Tenant 

identity, location identity, and an application type identifier can be prepended to the base domain name to 

create a network address (e.g., URL, URI, or the like) that is used to access the tenant-specific application 

instance at a given location. 

[0128] 	As described herein, if a client attempts access a network address that somehow specifies a location 

at which the application is not permitted to execute (e.g., as indicated in the tenant-specific authentication 
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configuration information for the tenant associated with the request), a redirect network address can be 

provided in response, which redirects the client to the proper network address. 

[0129] 	Because the tenant and location information are implied by the network address, requests for access 

to a particular network address contain sufficient information to determine the tenant and location (e.g., by 

virtue of the fact that the request is received by an application configured for the tenant at a location where 

the application is actually executing). Therefore, requests to a platform authentication service can include 

such information (e.g., the tenant associated with the request, an application type, and the like) or it can be 

implied. 

[0130] 	The requesting client can be configured to persist authentication tokens and respond to such 

requests. As described above, the network address for accessing application instances can share a base 

domain name. Domain names can further be configured so that applications share a tenant-specific base 

domain (e.g., a base domain with a prepended tenant identifier). The requesting client can be configured to 

provide authentication tokens for fetch requests originating within the based domain name or tenant-specific 

domain name only. For example, cookie functionality of an Internet browser can support such a 

configuration. Cookie scope can be configured to support such an implementation while denying access to 

authentication tokens to addresses outside of cookie scope. 

Example 18 — Example Clients 

[0131] 	In any of the examples herein, a client can take the form of any program that accesses the 

applications hosted by the described platform instances. For example, a client can take the form of an 

Internet browser by which users can access application functionality via a network connection. In such a 

scenario, a user identifier is typically used to identify the user that is provisioned in the authentication 

system. Initial authentication (e.g., sign-on) can be achieved by providing a username and password as 

processed by the identification provider. The Internet browser can persist and later provide authentication 

tokens in a variety of ways, such as via cookie technology or some other client-side persistent storage 

mechanism that allows the token to be fetched by a server. 

[0132] 	In any of the examples herein, clients can also take the form of application instances. In other 

words, application-to-application requests can be authenticated via the technologies described herein. 

Example 19 — Example Application-to-Application Authentication 

[0133] 	In any of the examples herein, an application can include logic (e.g., provided as part of a platform 

compatible toolkit) that will persist and later provide authentication tokens, or such functionality can be 

delegated to the hosting platform instance. In such a scenario, an application instance of an application type 

can register with a platform authentication service similar to a user. A client identifier and client secret can 

be used. 
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[0134] 	The ability to support applications can greatly simplify configuration and administration of 

application-to-application communication scenarios. Therefore, users who access a first application that 

communicates with further applications can greatly benefit. A bearer token provided to an application 

instance can be called an "application bearer token" instead of a "user bearer token." 

Example 20 — Example System Authenticating Access to an Application 

[0135] 	FIG. 8 is a block diagram of an example system 800 authenticating access to an application in a 

tenant-aware distributed application authentication scenario. When discussed in a single sign-on scenario, 

the application 850A is sometimes called a "first" application executing on a "first application hosting 

platform instance" because access to subsequent applications within the platform cluster can be achieved 

without additional sign-on activity. In the example, there is no token 825 when the access request begins. 

p1361 	In the example, a client 820 associated with a tenant 810 sends a request 801 to access an 

application 850A hosted by an application hosting platform instance 830A. Such a request 801 can include 

details such as the desired application, user identity, tenant, and the like. A described herein, such details 

can be implied (e.g., an application is accessed via a URL/URI provided to users, so any access to the 

specified URL/URI is to the application associated with the URL/URI, and is for a particular tenant). 

[0137] 	The application 850A contains logic that is aware of the platform authentication service 840A. The 

application 850A can attempt to retrieve an authentication token from the client 820, but the attempt will fail 

in the example. The application 850A is configured to send an authentication request 802 to the service 

840A responsive to the failure. 

[0138] 	As shown, a local instance of the service 840A is consulted first. As described herein, the service 

840A can then relay the authentication request to the platform authentication service executing at the 

primary authentication hosting platform instance as specified in configuration information 885 for the tenant 

810. In the example, the local service 840A is the primary service, so it continues to process the request. 

[0139] 	The service 840A can be configured to check 803 user records 860A to determine whether the user 

is provisioned. If so, the service 840A can continue. 

[0140] 	Because no token has been provided in the request 802, the service 840A is configured to then 

determine the preferred identify provider 890 specified by the tenant 810 in configuration information 885 

and send an authentication request 804 thereto. 

[0141] 	The service 840A is configured to, upon successful authentication by the identity provider 890, 

create an authentication token and write the authentication token to the authentication token records 870A. 

The service also provides a successful result 806 and the token to the application 850, which is configured to 

pass the token back to the client 820, which persists the token 825 for possible future use. 
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[0142] 	In any of the examples herein, a cluster service 888A, 888B can be used to register a platform 

instance and its location; a logical cluster of instances can then operate as a platform cluster. For example, a 

first instance can serve as a master, and subsequent registering instances can join the cluster by registering 

with the master. A request to the service 888A, 888B can return an indication of which instance is the 

master, provide communication with the master, or the like. When a platform instance is instantiated, the 

cluster service 888A, 888B can provide location information (e.g., the current location at which the instance 

is located) to the platform instance, and the location information can be made available to the applications 

850A-B. Thus, the applications 850A, B can be made location-aware via the respective cluster services 

888A, 888B. 

[0143] 	For purposes of illustration, the application 850A is shown as hosted on the same instance 830A as 

the authentication service 840A. However, the application could be hosted on a different instance (e.g., 

830B). If so (e.g., which can be determined by checking configuration information, the request, or the like), 

the authentication requests 802 can be related to the primary authentication application hosting platform 

instance of the tenant 810 for authentication. Thus, the preferred application hosting platform instance 

includes a platform authentication service that serves as the primary authority for authentication and granted 

tokens. 

Example 21 — Example Method of Authenticating Access to an Application 

[0144] 	FIG. 9 is a flowchart of an example method 900 of authenticating access to an application in a 

tenant-aware distributed application authentication scenario and can be implemented, for example, in a 

system such as that shown in FIG. 8. 

[0145] 	At 930, a request to access an application is received from a client associated with a tenant. As 

described herein, the request can be received by a client and can be determined as originating for a given 

tenant. 

[0146] 	At 940, the request is relayed to the local platform authentication service. In the example, an 

application receives the request from a client and relays it to the platform authentication service of the 

platform instance hosting the application. 

[0147] 	In some cases, the request may be directed to an impermissible platform instance. For example, 

tenant-specific configuration information may specify that application instances for a particular application 

type only be executed in a particular platform instance (e.g., data center). In such a case, the request can be 

redirected to the permitted platform instance. So, responsive to determining that the tenant-specific 

configuration information specifies that the requested application is to be hosted by a different platform 

instance, the request can be re-directed for hosting at the different platform instance. 
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[0148] 	The platform authentication service can check to see if the requesting user is provisioned (e.g., has a 

record in the user records). If so, the process can continue. 

[0149] 	At 950, the request is relayed as an authentication request to the tenant's preferred identity provider. 

The client can further interact directly with the identity provider to achieve sign on. 

[13150] 	At 960, upon authentication by the identity provider, an authentication token is generated for the 

application access request. The authentication token is stored locally within the application hosting platform 

instance. 

[0151] 	At 970, access to the application by the client is granted. The authentication token is provided to the 

client, which can persist it for subsequent requests. 

Example 22 — Example Typical Scenarios 

[0152] 	In any of the examples herein, a variety of recurring authentication scenarios may be supported. 

[0153] 	In a first scenario, an initial request for access from a client is to a first application that is hosted on 

the primary application hosting platform instance of the tenant. After the initial sign-on, a second request 

for access from the client is to a second application that is hosted on a second, different application hosting 

platform instance. As described herein, authentication for the second request can initially be processed by 

the local (e.g., second) platform instance and ultimately achieved by validating a token retrieved from the 

client with the primary application hosting platform. 

[0154] 	In a second scenario, an initial request for access from a client is to a first application that is hosted 

on a platform instance other than the primary application hosting platform instance of the tenant. In such a 

case, the platform instance receiving the request can contact the primary application hosting platform 

instance and obtain a token therefrom as part of the initial sign-on process. After the initial sign-on, a 

second request for access from the client is to a second application that is hosted on the primary application 

hosting platform instance. The request for access can be handled locally by the primary instance by 

validating a token retrieved from the client. 

[0155] 	In a third scenario, an initial request for access from a client is to a first application that is hosted on 

a platform instance other than the primary application hosting platform instance of the tenant. In such a 

case, the platform instance receiving the request can contact the primary application hosting platform 

instance and obtain a token therefrom as part of the initial sign-on process. After the initial sign-on, a 

second request for access from the client is to a second application that is hosted on another platform 

instance other than the primary instance. As described herein, authentication for the second request can 

initially be processed by the local (e.g., second) platform instance and ultimately achieved by validating a 

token retrieved from the client with the primary application hosting platform. 
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p1561 	In an example implementation involving three locations hosting respective three applications, a first 

tenant is provisioned to use (e.g., as primary instance) location one and access applications one and three. A 

second tenant is provisioned to use location two and access applications one and two. A third tenant is 

provisioned to use location three and access applications one and two. 

p1571 	Other authentication scenarios are possible that involve additional applications and/or platform 

instances. 

Example 23 — Example Fetching of Authentication Token 

[01581 	In any of the examples herein, fetching the authentication from the client can include requesting the 

authentication token from client-side persistent storage. For example, a cookie mechanism can be used to 

retrieve the authorization from a client such as an Internet browser. 

[01591 	Such fetching can be achieved without further user input. Thus, single sign-on can be achieved. 

Accordingly, the user identifier need not log-on again. 

[01601 	The token can be fetched to the platform instance hosting the application to which access was 

requested (e.g., fetched by the application to which access was requested) and then provided to the primary 

authentication platform instance for validation. 

Example 24 — Example Authentication Object 

p1611 	When user identifiers are authenticated against the primary authentication platform instance, an 

authentication object containing various information can be provided back to the calling application. Such 

information can include an indication of the primary authentication platform instance associated with the 

tenant; the applications enabled for the user and associated application instance as well as one or more roles 

for the user identifier within the application; and containers, projects, and studies specific to the application 

as well as permissions for them. 

Example 25 — Example System Achieving Single Sign-On 

[01621 	FIG. 10 is a block diagram of an example system 1000 achieving single sign-on when accessing a 

second application in a tenant-aware distributed application authentication scenario. The application 850A 

described above with reference to FIGS. 8 and 9 can be considered the first application in a single sign-on 

scenario. 

[01631 	In the example, a client 1020 associated with a tenant 1010 has access to a token 1025 and attempts 

access to a second application 1050B via an access request 1001. In practice, the access request 1001 does 

not include the token 1025. However, the access request can take the form of a network address from which 
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the tenant 1010 can be determined. Because the network address can be configured as described herein, the 

application instance and tenant identifier are implied in the request 1001. 

[0164] 	As described herein, the client 1020 need not contain logic that recognizes the stored token 1025 to 

be a token as such. Instead, it can simply provide the token 1025 in response to a request for a client-side 

persisted variable. 

[0165] 	The application 1050B can be configured to perform some initial processing to determine whether 

the request for access is from an unauthenticated session. If so determined, the application 1050B can do 

further processing by fetching the authentication token 1025 from the client 1020. In the example, the 

fetching is successful because there is an authentication token 1025 at the client 1020. 

[0166] 	The hosted applications of the platform instance 1030B are configured to forward 1002 

unauthenticated access requests to the local platform authentication service 1040B. The service 1040B is 

configured to determine whether it is the primary service for the tenant 1010. In the example, the service 

1085 is not (e.g., as indicated in the authentication configuration information 1085B), so the service 1040B 

sends a delegation response 1003 to handoff the request to the primary service 1040A. Subsequently, the 

application 1050B can be in communication with the primary platform authentication service 1040A to 

accomplish authentication. 

[0167] 	The application 1050B can be configured to send the authentication token to the service 1040A as 

part of an authentication request 1004. The primary platform authentication service 1040A of the 

application hosting platform instance 1030A is indicated to be the preferred instance in the authentication 

configuration information 1085B. 

[0168] 	The platform authentication service 1040A (e.g., serving as primary authority) then checks 1005 the 

authentication token against the stored authentication tokens 1070A (e.g., generated as part of the process 

shown in FIGS. 8 and 9). The service 1040A is configured to send an authentication request valid response 

1006 upon successful validation of the authentication token provided by the requesting application 1050B). 

Other items of information can be validated as described herein as part of validity processing. The 

application 1050B is configured to then allow access for the session with the client 1020. 

[0169] 	As shown, the identity provider 1090 need not be involved or consulted during the subsequent 

authentication, due to the presence of the token 1025, which is authenticated by the service indicated as 

primary by the tenant 1010 in configuration information (e.g., in 1085A and 1085B). 

[0170] 	A cluster service 1088A, 1088B as described herein can be used to register a platform instance and 

its location; a logical cluster of instances can then operate as a platform cluster. 
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[0171] 	As shown in the example, metadata 1044A, 1044B can be used to lookup information to handle the 

request. For example, the metadata 1044A, 1044B can format configuration information from 1085A, 

1085B so that it can be easily checked (e.g., metadata serves as a cache for the authentication configuration 

information). For example, the metadata 1044A, 1044B can store a map of tenant identifiers to their 

respective associated primary locations (e.g., primary authentication application hosting platform instances). 

Thus, requests for authentication (e.g., that include the tenant identifier) can be immediately routed to the 

primary platform instance because the instance can be determined with the incoming requesting tenant 

identifier via the map. Alternatively, such information can be consulted from the authentication 

configuration information 1085A, 1085B. 

[0172] 	From the client's standpoint, single sign-on can be achieved because the token is automatically 

fetched by the application hosting platform without affirmative action by the client. Thus, subsequent sign-

on activity need not be performed. 

Example 26 — Example Method of Achieving Single Sign-On 

101731 	FIG. 11 is a flowchart of an example method 1100 of achieving single sign-on when accessing a 

second application in a tenant-aware distributed application authentication scenario and can be implemented, 

for example, in a system such as that shown in FIG. 10. In practice, the method 1100 can be performed by a 

second application hosting platform instance 1030B. The application 850A described above with reference 

to FIGS. 8 and 9 can be considered the first application in a single sign-on scenario. The method 1100 can 

authenticate a client accessing a cluster of a plurality of application hosting platform instances. Such a 

cluster can include a first instance 1030A, a second instance 1030B, as well as other platform instances as 

described herein. 

[0174] 	At 1130, a request to access a second application hosted by a second application hosting platform 

instance is received from a client. As described herein, such a request can be received during a session with 

a first application hosted at a first application hosting platform instance. The first application and the second 

application are hosted by different application hosting platform instances, and either application can be 

hosted at the primary application hosting platform instance. The client has already been authenticated to 

access the first application hosted on another instance of the application hosting platform via an 

authentication token (e.g., as described above with reference to FIGS. 8 and 9). 

[0175] 	The first and second application can be accessed using domains having a common or partially 

common tenant-specific domain name or domain name portion as described herein. 

[0176] 	At 1140, responsive to the request, an authorization token is fetched from the client. In practice, 

there may not be an authorization token (or it is expired, etc.), in which case, a scenario similar to that shown 
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in FIGS. 8 and 9 is then followed. As described herein, the application can fetch the token, and has access to 

it because the first and second application are accessed using domains having commonality. 

[0177] 	One of the instances in the platform instance cluster (e.g., comprising platform instances 1030A, 

1030B, and any others in the cluster) can be determined as being a primary authentication application 

hosting platform instance. In practice, the primary authentication instance can be the same or a different 

instance than that hosting the applications. 

[13178] 	Tenant-specific configuration information can specify the primary authentication platform 

application hosting instance. Different tenants can specify different primary authentication application 

hosting instances (e.g., by specifying different locations, data centers, or the like), and such preferences are 

stored as tenant-specific authentication configuration information as described herein. The tenant associated 

with the request is implied because it is directed to a network address associated with the tenant (e.g., 

associated with a tenant-specific domain name). 

[13179] 	In the example, the platform authentication service reads such tenant-specific configuration 

information to determine that the primary application hosting platform instance is not the local instance, so 

the token is provided to the primary platform, which validates the token and provides confirmation that the 

token is valid responsive to checking previously granted tokens. The validation request can comprise the 

authentication token or otherwise provide access to it (e.g., via reference). 

[0180] 	As described herein, the local platform authentication service can hand off requests to the requesting 

application so that it is no longer involved in the request (e.g., the application and the primary service 

interact directly). 

p1811 	At 1150, the authentication token is validated with the primary authentication application hosting 

platform instance (e.g., which may not be local). A validation request can be sent for the authentication 

token to the primary authentication application hosting platform instance. 

p1821 	At 1160, responsive to receiving confirmation that the token is valid, access to the second 

application hosted at the second instance of the application hosting platform instance is granted for the 

requesting client. 

p1831 	The client can then access the functionality of the second application. 

p1841 	As described, fetching the authentication token from the client can be performed by reusing the 

authentication token already stored at the client as a result of authentication with the first application. A 

platform instance can be synonymous with data center or other location in situations where platform 

instances is designated as associated with a data center or other location. 
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Example 27 — Example Applications 

[0185] 	In any of the examples herein, an application can take the form of any of a variety of programs. In 

practice, logic can be included in the application so that it can successfully interact with the platform. For 

example, authentication requests can be sent to the platform authentication service as described herein. 

Logic for handling incoming requests to other applications can be included as well. 

Example 28 — Example Application Redirect 

[0186] 	In any of the examples herein, tenant-specific configuration information can specify on which of the 

application hosting platform instances applications are to be hosted. Requests to platform instances other 

than the platform instance on which the tenant-specific configuration information specifies that the 

application is to be hosted are redirected to the platform instance on which the tenant-specific configuration 

information specifies that the second application is to be hosted. 

[0187] 	In this way, tenants can control at what instances applications are accessed. Physical containment of 

data can thus be enforced as described herein. 

Example 29 — Example Application-to-Application Implementation 

[0188] 	In an application-to-application implementation, a request from a client is issued by an application 

instance having a client identifier and a client secret. The application instance is initially authenticated to 

access a first application via the client identifier and client secret. The application instance persists the 

authentication token and provides it upon a fetch request from a platform instance. 

[0189] 	The application instance can then be authenticated to access the second application via the 

authentication token as described herein. In such a case, the application instance serves as a client as 

described herein. 

Example 30 — Example User Interfaces 

[0190] 	In any of the examples herein, user interfaces can be presented at clients to facilitate access to 

applications. For example, an icon or drop down menu can be provided by which a user can select a desired 

application. The icon or drop down menu can include references to the preferred platform instance for the 

given application. Such user interface elements can be provided as part of a user interface that allows access 

to multiple applications and can be incorporated into an application itself. For example, one application may 

display an option to access another application. 

[0191] 	As described herein, different applications can be hosted at different platform instances. The 

underlying reference to the application can include an indication of the platform instance configured to host 

the application as indicated in configuration information. So, when the user interface is generated, such 

27 



WO 2017/214046 
	

PCT/US2017/035982 

references can be placed so that the rendered user interface (e.g., in an Internet browser) includes user 

interface elements that will direct an application request to the permitted platform instance. 

[0192] 	If a user somehow acquires or manufactures a reference to a platform instance that is not permitted, 

application redirection can be implemented as described herein. 

Example 31 — Example Auditing 

[0193] 	In any of the examples herein, as authentication requests are processed, an audit trail can be 

generated. For example, any failed or successful access attempts can be written to an audit log with 

associated details (e.g., requesting user identifier, IP address, requested application, authentication result). 

Redirects to other instances for authentication requests and redirects to other locations for hosted 

applications can also be logged. 

[0194] 	Subsequently, such logs can be output as an authentication audit. An administrator can access such 

logs for a variety of purposes, such as load planning, problem solving, security audits, and the like. 

Example 32 — Example Implementation 

[0195] 	In any of the examples herein, an implementation can be directed to genomics project and studies 

involving collaboration and sharing of data across different applications hosted in different locations. 

Analysis and clinical decision making can be supported. Applications can be hosted in different 

geographical regions based on computing resource choices and tenant choice. 

[0196] 	A tenant can be managed from one geographical location and provide sign sign-on (SSO) 

capabilities for application deployed in multiple geographical locations. 

[0197] 	An authentication system can be deployed in different geographical locations and forms a tenant-

aware authentication cluster. In many cases, new software (e.g., clients) are not required because current 

software (e.g., Internet browser) can be used. 

[0198] 	A service provider can manage a tenant's application access and policies in a single location and 

provide a choice to the tenant of various authentication schemes (e.g., identity providers) and geographical 

locations for authentication. 

[0199] 	An enterprise tenant user can login to one system to access multiple applications deployed in 

multiple geographical locations. 

[0200] 	The enterprise tenant can control where authentication requests are originated and serviced, thus 

reducing auditing costs. 

28 



WO 2017/214046 
	

PCT/US2017/035982 

[0201] 	The authentication servers (e.g., platform instances) can form a cluster, and the tenant can access an 

application from any geographical location. 

[0202] 	The system can be scalable. Authentication servers can be horizontally scaled and each can publish 

its node information (e.g., including health) between the servers. Thus, operation costs can be reduced. 

Example 33 — Example Other Implementation of Method 

[0203] 	In any of the examples, a method can be used to achieve access to applications. Technology from 

any of the examples herein can be incorporated into the following method. 

[0204] 	In a computing cluster spanning a plurality of data centers supporting a plurality of tenants, from a 

client authenticated to access a first application via a bearer authentication token granted by a primary 

platform authentication service as a result of authentication by an identity provider specified in confirmation 

information for a particular tenant out of the plurality of tenants, a request to access a second application can 

be received. 

[0205] 	The bearer authentication token from the client can be fetched. Such fetching can be performed 

without further input by a user. 

[0206] 	A primary authentication application hosting platform instance can be determined for the client. For 

example, tenant-specific configuration information can indicate the primary instance. Based on the tenant 

associated with the incoming request, the primary instance can be determined from a mapping of tenant 

identifiers to platform instance references. 

[0207] 	An authentication request can be sent to the primary platform authentication service associated with 

the primary authentication application hosting platform instance for validation. The authentication request 

can comprise the bearer authentication token, a tenant identifier of the particular tenant, an application 

instance identifier of the second application, and an application secret of the second application. 

[0208] 	Responsive to the sent authentication request, a communication can be received from the primary 

platform authentication service indicating that the authentication request is valid. The bearer token, tenant 

identifier, application instance identifier, and application instance secret can also be validated as part of 

validation of the request. Otherwise, validation fails. 

[0209] 	Responsive to receiving the communication that the authentication request is valid, access by the 

client to the second application can be granted. 

[0210] 	In such a scenario, the first application can be hosted by a first instance of an application hosting 

platform executing at a first data center, and the second application can be hosted by a second, different 

instance of the application hosting platform executing at a second, different data center. 
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[0211] 	As described herein, the first application and the second application can be accessed by specifying a 

network location (e.g., URL, URI, or the like) sharing a common base domain name 

Example 34 — Example Additional Information 

[0212] 	In any of the examples herein, a single point of entry for authentication can be supported as 

described herein. Such a single point of entry can serve for any application provisioned in any geographical 

location; therefore, auditing can be centralized to a single geographical location. 

[0213] 	An authentication server (e.g., application hosting platform instance) can communicate with other 

authentication servers and publish tenant information. Incoming requests for the tenant are then routed to 

the appropriate authentication server. 

[0214] 	An enterprise tenant with its own single sign-on solution can be integrated seamlessly, thus reducing 

the number of integration points. 

Example 35 — Example Computing Systems 

[0215] 	FIG. 12 illustrates a generalized example of a suitable computing system 1200 in which several of 

the described innovations may be implemented. The computing system 1200 is not intended to suggest any 

limitation as to scope of use or functionality, as the innovations may be implemented in diverse computing 

systems, including special-purpose computing systems. In practice, a computing system can comprise 

multiple networked instances of the illustrated computing system. 

[0216] 	With reference to FIG. 12, the computing system 1200 includes one or more processing units 1210, 

1215 and memory 1220, 1225. In FIG. 12, this basic configuration 1230 is included within a dashed line. 

The processing units 1210, 1215 execute computer-executable instructions. A processing unit can be a 

central processing unit (CPU), processor in an application-specific integrated circuit (ASIC), or any other 

type of processor. In a multi-processing system, multiple processing units execute computer-executable 

instructions to increase processing power. For example, FIG. 12 shows a central processing unit 1210 as 

well as a graphics processing unit or co-processing unit 1215. The tangible memory 1220, 1225 may be 

volatile memory (e.g., registers, cache, RAM), non-volatile memory (e.g., ROM, EEPROM, flash memory, 

etc.), or some combination of the two, accessible by the processing unit(s). The memory 1220, 1225 stores 

software 1280 implementing one or more innovations described herein, in the form of computer-executable 

instructions suitable for execution by the processing unit(s). 

[0217] 	A computing system may have additional features. For example, the computing system 1200 

includes storage 1240, one or more input devices 1250, one or more output devices 1260, and one or more 

communication connections 1270. An interconnection mechanism (not shown) such as a bus, controller, or 

network interconnects the components of the computing system 1200. Typically, operating system software 
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(not shown) provides an operating environment for other software executing in the computing system 1200, 

and coordinates activities of the components of the computing system 1200. 

[0218] 	The tangible storage 1240 may be removable or non-removable, and includes magnetic disks, 

magnetic tapes or cassettes, CD-ROMs, DVDs, or any other medium which can be used to store information 

in a non-transitory way and which can be accessed within the computing system 1200. The storage 1240 

stores instructions for the software 1280 implementing one or more innovations described herein. 

[0219] 	The input device(s) 1250 may be a touch input device such as a keyboard, mouse, pen, or trackball, 

a voice input device, a scanning device, or another device that provides input to the computing system 1200. 

For video encoding, the input device(s) 1250 may be a camera, video card, TV tuner card, or similar device 

that accepts video input in analog or digital form, or a CD-ROM or CD-RW that reads video samples into 

the computing system 1200. The output device(s) 1260 may be a display, printer, speaker, CD-writer, or 

another device that provides output from the computing system 1200. 

[0220] 	The communication connection(s) 1270 enable communication over a communication medium to 

another computing entity. The communication medium conveys information such as computer-executable 

instructions, audio or video input or output, or other data in a modulated data signal. A modulated data 

signal is a signal that has one or more of its characteristics set or changed in such a manner as to encode 

information in the signal. By way of example, and not limitation, communication media can use an 

electrical, optical, RF, or other carrier. 

[0221] 	The innovations can be described in the general context of computer-executable instructions, such as 

those included in program modules, being executed in a computing system on a target real or virtual 

processor. Generally, program modules include routines, programs, libraries, objects, classes, components, 

data structures, etc. that perform particular tasks or implement particular abstract data types. The 

functionality of the program modules may be combined or split between program modules as desired in 

various embodiments. Computer-executable instructions for program modules may be executed within a 

local or distributed computing system. 

[0222] 	For the sake of presentation, the detailed description uses terms like "determine" and "use" to 

describe computer operations in a computing system. These terms are high-level abstractions for operations 

performed by a computer, and should not be confused with acts performed by a human being. The actual 

computer operations corresponding to these terms vary depending on implementation. 

Example 36 — Computer-Readable Media 

[0223] 	Any of the computer-readable media herein can be non-transitory (e.g., volatile memory such as 

DRAM or SRAM, nonvolatile memory such as magnetic storage, optical storage, or the like) and/or 

tangible. Any of the storing actions described herein can be implemented by storing in one or more 
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computer-readable media (e.g., computer-readable storage media or other tangible media). Any of the things 

(e.g., data created and used during implementation) described as stored can be stored in one or more 

computer-readable media (e.g., computer-readable storage media or other tangible media). Computer-

readable media can be limited to implementations not consisting of a signal. 

[0224] 	Any of the methods described herein can be implemented by computer-executable instructions in 

(e.g., stored on, encoded on, or the like) one or more computer-readable media (e.g., computer-readable 

storage media or other tangible media) or one or more computer-readable storage devices (e.g., memory, 

magnetic storage, optical storage, or the like). Such instructions can cause a computing device to perform 

the method. The technologies described herein can be implemented in a variety of programming languages. 

Further Description 

Any of the following embodiments can be implemented. 

Clause 1. 	A computer-implemented method of authenticating clients accessing a cluster of a 

plurality of application hosting platform instances, the method comprising: 

from a client authenticated to access a first application hosted on a first application hosting platform 

instance of the cluster via an authentication token, receiving, at a second instance of the application hosting 

platform, a request to access a second application hosted on the second application hosting platform instance 

of the cluster; 

responsive to the request, fetching the authentication token from the client to the second instance of 

the application hosting platform; 

determining one of the application hosting platform instances of the cluster as being a primary 

authentication application hosting platform instance; 

sending a validation request for the authentication token to the primary authentication application 

hosting platform instance; 

receiving validation confirmation of the authentication token from the primary authentication 

application hosting platform instance; and 

responsive to receiving validation confirmation, granting access to the second application hosted on 

the second application hosting platform instance to the client. 

Clause 2. 	One or more computer-readable media comprising computer-executable instructions 

that when executed cause a computing system to perform the method of Clause 1. 

Clause 3. 	The method of Clause 1 wherein: 

the validation request comprises the authentication token. 
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Clause 4. 	The method of any of Clauses 1 or 3 wherein: 

the primary authentication application hosting platform instance is specified in tenant-specific 

configuration information; and 

determining one of the instances of the cluster as being the primary authentication application 

hosting platform instance is performed via the tenant-specific configuration information. 

Clause 5. 	The method of Clause 4 wherein: 

different primary authentication application hosting platform instances are received for different 

tenants. 

Clause 6. 	The method of Clause 5 wherein: 

receiving different primary authentication application hosting platform instances comprises 

receiving indications of different geographical locations for the different tenants. 

Clause 7. 	The method of any of Clauses 4-6 wherein: 

the tenant-specific configuration information specifies on which of the platform instances the second 

application is to be hosted. 

Clause 8. 	The method of Clause 7 further comprising: 

redirecting requests to platform instances other than the platform instance on which the tenant-

specific configuration information specifies that the second application is to be hosted to the platform 

instance on which the tenant-specific configuration information specifies that the second application is to be 

hosted. 

Clause 9. 	The method of any of Clauses 1 or 3-8 wherein: 

fetching the authentication token from the client comprises requesting the authentication token from 

client-side persistent storage. 

Clause 10. 	The method of claim any of Clauses 1 or 3-9 wherein: 

the request from the client is issued by an application instance having a client identifier and a client 

secret; 

the application instance is initially authenticated to access the first application via the client 

identifier and client secret; 

the application instance persists the authentication token; and 

the application instance is authenticated to access the second application via the authentication 

token. 
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Clause 11. 	The method of any of Clauses 1 or 3-10 wherein: 

fetching the authentication token from the client is performed by reusing the authentication token 

already stored at the client as a result of authenticating with the first application. 

Clause 12. 	The method of Clause 11 wherein: 

the authentication token comprises a bearer token into which a tenant identifier has been encrypted; 

the validation request comprises a requesting tenant identifier; and 

validation fails if the requesting tenant identifier does not match the tenant identifier incorporated 

into the authentication token. 

Clause 13. 	The method of any of Clauses 11 or 12 wherein: 

the authentication token is associated with a log-on session; and 

the authentication token is invalidated when the log-on session ends. 

Clause 14. 	The method of any of Clauses 11-13 wherein: 

the authentication token comprises an indication of the primary authentication application hosting 

platform instance. 

Clause 15. 	A computing system comprising: 

one or more processors; 

memory; 

a plurality of application hosting platform instances comprising respective platform authentication 

services configured to store and validate authentication tokens, one or more respective hosted applications, 

and tenant-specific authentication configuration information for a plurality of tenants; 

wherein the platform authentication services of the application hosting platform instances are 

configured serve as a primary platform authentication service according to the tenant-specific authentication 

configuration information of a given tenant of the tenants; and 

wherein the platform authentication services are configured to redirect authentication requests from 

the hosted applications for the given tenant to the primary platform authentication service specified for the 

given tenant in the tenant-specific authentication configuration information. 

Clause 16. 	The computing system of Clause 15 wherein: 

the primary platform authentication service is specified in the tenant-specific configuration 

information as a geographical location. 

Clause 17. 	The computing system of any of Clauses 15-16 wherein: 

a redirected authentication request comprises a request to validate an authentication token retrieved 
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from a requesting client and is redirected from one platform authentication service to another platform 

authentication service for validation. 

Clause 18. 	The computing system of any of Clauses 15-17 wherein: 

the platform authentication services initially authenticate clients requesting access to the 

applications via an identity provider service specified in the tenant-specific configuration information. 

Clause 19. 	The computing system of Clause 17 wherein: 

the plurality of application hosting platform instances serve as a cluster of instances for a given 

tenant; and 

requests to access second or subsequent applications within the cluster are processed without further 

interaction with the identity provider service. 

Clause 20. 	The computing system of any of Clauses 15-19 further comprising: 

an identity provider service specified in the tenant-specific configuration information; 

wherein the platform authentication services relay initial authentication requests to the identity 

provider service based on the tenant-specific configuration information and support a plurality of identity 

provider services. 

Clause 21. 	One or more computer-readable media comprising computer-executable instructions 

that when executed cause a computing system to perform a method comprising: 

in a computing cluster spanning a plurality of data centers supporting a plurality of tenants, 

receiving, from a client authenticated to access a first application via a bearer authentication token granted 

by a primary platform authentication service as a result of authentication by an identity provider specified in 

confirmation information for a particular tenant out of the plurality of tenants, a request to access a second 

application; 

fetching the bearer authentication token from the client; 

determining a primary authentication application hosting platform instance for the client; 

sending an authentication request to the primary platform authentication service of the primary 

authentication application hosting platform instance for validation, wherein authentication request comprises 

the bearer authentication token, a tenant identifier of the particular tenant, an application instance identifier 

of the second application, and an application secret of the second application; 

receiving a communication from the primary platform authentication service indicating that the 

authentication request is valid; and 

responsive to receiving the communication that the authentication request is valid, granting access 

by the client to the second application; 
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wherein the first application is hosted by a first instance of an application hosting platform executing 

at a first data center, and the second application is hosted by a second, different instance of the application 

hosting platform executing at a second, different data center. 

Alternatives 

[0225] 	The technologies from any example can be combined with the technologies described in any one 

or more of the other examples. In view of the many possible embodiments to which the principles of the 

disclosed technology may be applied, it should be recognized that the illustrated embodiments are examples 

of the disclosed technology and should not be taken as a limitation on the scope of the disclosed technology. 

Rather, the scope of the disclosed technology includes what is covered by the following claims. All that 

comes within the scope and spirit of the claims is therefore claimed. 
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Claims 

What is claimed is: 

1. A computer-implemented method of authenticating clients accessing a cluster of a 

plurality of application hosting platform instances, the method comprising: 

from a client authenticated to access a first application hosted on a first application 

hosting platform instance of the cluster via an authentication token, receiving, at a second 

instance of the application hosting platform, a request to access a second application hosted 

on the second application hosting platform instance of the cluster; 

responsive to the request, fetching the authentication token from the client to the 

second instance of the application hosting platform; 

determining one of the application hosting platform instances of the cluster as being 

a primary authentication application hosting platform instance based on tenant-specific 

authentication configuration information comprising a specified primary authentication 

application hosting platform instance, wherein the tenant-specific authentication 

configuration information comprising the specified primary authentication application 

hosting platform instance is configurable per tenant; 

sending a validation request for the authentication token to the primary 

authentication application hosting platform instance;   

receiving validation confirmation of the authentication token from the primary 

authentication application hosting platform instance; and 

responsive to receiving validation confirmation, granting access to the second 

application hosted on the second application hosting platform instance to the client. 
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2. One or more non-transitory computer-readable media comprising computer-

executable instructions that when executed cause a computing system to perform a method 

of authenticating clients accessing a cluster of a plurality of application hosting platform 

instances, the method comprising: 

from a client authenticated to access a first application hosted on a first application 

hosting platform instance of the cluster via an authentication token, receiving, at a second 

instance of the application hosting platform, a request to access a second application hosted 

on the second application hosting platform instance of the cluster; 

responsive to the request, fetching the authentication token from the client to the 

second instance of the application hosting platform; 

determining one of the application hosting platform instances of the cluster as being 

a primary authentication application hosting platform instance based on tenant-specific 

authentication configuration information comprising a specified primary authentication 

application hosting platform instance, wherein the tenant-specific authentication 

configuration information comprising the specified primary authentication application 

hosting platform instance is configurable per tenant; 

sending a validation request for the authentication token to the primary 

authentication application hosting platform instance;   

receiving validation confirmation of the authentication token from the primary 

authentication application hosting platform instance; and 

responsive to receiving validation confirmation, granting access to the second 

application hosted on the second application hosting platform instance to the client. 
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3. The method of claim 1 wherein: 

the validation request comprises the authentication token. 

4. The method of any of claims 1 or 3 wherein: 

the primary authentication application hosting platform instance is specified in the 

tenant-specific authentication configuration information; and 

determining one of the instances of the cluster as being the primary authentication 

application hosting platform instance is performed using the tenant-specific authentication 

configuration information. 

5. The method of claim 4 wherein: 

different primary authentication application hosting platform instances are received 

and stored for different tenants. 

6. The method of claim 5 wherein: 

receiving and storing different primary authentication application hosting platform 

instances comprises receiving and storing indications of different geographical locations for 

the different tenants. 

7. The method of any of claims 4-6 wherein:  

the tenant-specific authentication configuration information specifies on which of the 

plurality of platform instances the second application is to be hosted. 

8. The method of claim 7 further comprising:  
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redirecting requests to platform instances other than the platform instance on which 

the tenant-specific authentication configuration information specifies that the second 

application is to be hosted, wherein the redirecting redirects to the platform instance on 

which the tenant-specific authentication configuration information specifies that the second 

application is to be hosted. 

9. The method of any of claims 1 or 3-8 wherein: 

fetching the authentication token from the client comprises requesting the 

authentication token from client-side persistent storage. 

10. The method of claim any of claims 1 or 3-9 wherein: 

the request from the client is issued by an application instance having a client 

identifier and a client secret; 

the application instance is initially authenticated to access the first application via the 

client identifier and client secret;  

the application instance persists the authentication token; and 

the application instance is authenticated to access the second application via the 

authentication token. 

11. The method of any of claims 1 or 3-10 wherein: 

fetching the authentication token from the client is performed by reusing the 

authentication token already stored at the client as a result of authenticating with the first 

application.   
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12. The method of claim 11 wherein: 

the authentication token comprises a bearer token into which a tenant identifier has 

been encrypted;  

the validation request sent to the primary authentication application hosting platform 

instance comprises a requesting tenant identifier; and 

validation fails if the requesting tenant identifier does not match the tenant identifier 

incorporated into the authentication token.   

13. The method of claim 11 wherein: 

the authentication token is associated with a log-on session; and 

the authentication token is invalidated when the log-on session ends.   

14. The method of claim 11 wherein: 

the authentication token comprises an indication of the primary authentication 

application hosting platform instance. 

15. A computing system comprising: 

one or more processors;   

memory; 

a plurality of application hosting platform instances comprising respective platform 

authentication services configured to store and validate authentication tokens, one or more 

respective hosted applications, and tenant-specific configuration information comprises 

tenant-specific authentication configuration information for a plurality of tenants; 

wherein the platform authentication services of the application hosting platform 

instances are configured to serve as a primary platform authentication service according to 
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the tenant-specific authentication configuration information of a given tenant of the tenants, 

and the tenant-specific authentication configuration information is configurable per tenant;  

wherein the tenant-specific configuration information comprises application 

configuration information that specifies which applications are to be hosted at which 

application hosting platform instances and is configurable per tenant; and 

wherein the platform authentication services are configured to redirect authentication 

requests from the hosted applications for the given tenant to the primary platform 

authentication service specified for the given tenant in the tenant-specific authentication 

configuration information. 

16.  The computing system of claim 15 wherein: 

a redirected authentication request comprises a request to validate an authentication 

token retrieved from a requesting client and is redirected from one platform authentication 

service to another platform authentication service for validation.  

17. The computing system of claim 16 wherein: 

the primary platform authentication service generates and maintains different secret 

keys for different of the plurality of tenants. 

18.  The computing system of claim 15 wherein: 

the platform authentication services initially authenticate clients requesting access to 

the hosted applications via an identity provider service specified in the tenant-specific 

authentication configuration information. 
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19.  The computing system of claim 18 wherein: 

the plurality of application hosting platform instances serve as a cluster of instances 

for a given tenant; and 

requests to access second or subsequent hosted applications within the cluster are 

processed without further interaction with the identity provider service.  

20.  The computing system of claim 15 further comprising: 

an identity provider service specified in the tenant-specific authentication 

configuration information; 

wherein the platform authentication services relay initial authentication requests to 

the identity provider service based on the tenant-specific authentication configuration 

information and support a plurality of identity provider services. 

21.  One or more non-transitory computer-readable media comprising computer-

executable instructions that when executed cause a computing system to perform a method 

comprising: 

in a computing cluster spanning a plurality of data centers supporting a plurality of 

tenants, receiving, from a client authenticated to access a first application via a bearer 

authentication token granted by a primary platform authentication service as a result of 

authentication by an identity provider specified in confirmation information for a particular 

tenant out of the plurality of tenants, a request to access a second application; 

fetching the bearer authentication token from the client; 

determining a primary authentication application hosting platform instance for the 

client based on tenant-specific authentication configuration information, wherein the tenant-
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specific authentication configuration information is configurable per tenant, at least one 

tenant specifies a given primary authentication application hosting platform instance that is 

different from that of another tenant, and the given primary authentication application 

hosting platform instance is specified as a geographical location and converted to a 

reference to an instance at the geographical location or a service executing at the instance at 

the geographical location;  

sending an authentication request to the primary platform authentication service of 

the primary authentication application hosting platform instance for validation, wherein the 

authentication request comprises the bearer authentication token, a tenant identifier of the 

particular tenant, an application instance identifier of the second application, and an 

application secret of the second application; 

receiving a communication from the primary platform authentication service 

indicating that the authentication request is valid; and 

responsive to receiving the communication that the authentication request is valid, 

granting access by the client to the second application; 

wherein the first application is hosted by a first instance of an application hosting 

platform executing at a first data center, and the second application is hosted by a second, 

different instance of the application hosting platform executing at a second, different data 

center. 


