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COVMUNI CATI ON SYSTEM *166166* FI ELD OF THE | NVENTI ON The present invention
relates to a security server for use in a tel econmuni cations network, a
net wor k processing el enent, a tel ecommunications network and a nethod of
per for m ngyé 260864547t vV check on a nessage incom ng to gcrhRlofHREEYN cations
net wor k. BACKGROUND OF THE INVENTION It is known to provide a wrel ess

t el econmuni cati ons network across which two users of nobile equi pnment can
conmuni cate, or a nobile user can comhunicate with a on user
by transfer of a signal fromthe wreless network to lemmﬁﬁwmlnnmw

known typep W B3 tions network is the gratlon

Par t ner shi emwhich is currently be| ng rought into
use around the world. This network is known as the Universal Mobile

Tel econmun S) and one advantage that it has over

previ ous J@ﬁe@g%ﬁlmpéWdards Is that it allows far faster rates of
data transfer using a packet-switched (core) network (PS-CN) in addltlon

to voice | t-sw.tched
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Net wor k (ISDM ? grﬁcuce t he (;i %BI functlonalltg i s_achi evted via a
subsyst em 0 °8d° ST 1]  TREHT By A (TRISPIP n RTINS NE The | VS
can connecteldcommunidatibaseetworket wor k such as the Internet to provide

servi ces such as Voice over IP. The signalling protocol used between user
equi prent (UE) such as nobile tel ephones and the | M5 and between

conponent SBACKGROUNB OB THESNGENTIGM I nitiation Protocol (SIP). This
protocol has user registration (e.g. location and

It is knoWn to provide a wireless telecommunications network across which two
users of mobile equipment can communicate, or a mobile user can communicate
with a fixed location user by transfer of a signal from the wireless network to a
land line. One known type of wireless communications network is the 3™
Generation Partnership Projects (3GPP) system which is currently being brought
‘into use around the world. This network is known as the Universal Mobile
Telecommunications System (UMTS) and one advantage that it has over
previous wireless network standards is that it allows far faster rates of data
transfer using a packet-switched (core) network (PS-CN) in addition to voice
transfer over a circuit-switched (core) network (CS-CN). The PS-CN can connect
to the Internet and the CS-CN can connect to the Public Switched Telephony
Network (PSTN) and the Integrated Digital Services Network (ISDN).

in practice, the CS-CN functionality is achieved via a subsysiem called the IP
Multimedia Subsystem (IMS) in the PS-CN. The IMS can connect to an [P based
network such as the Internet to provide services such as Voice over IP. The
signalling protocol used between user equipment (UE) such as mobile
telephones and the IMS and between components of the IMS is the Session
Initiation Protocol (SIP). This protocol has user regisiration (e.g. location and
communication capability), addressing and routing capabilities.
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" communi cation capability), addressing and routing capabilities. ~I1~11 [1]
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PCT/ 1 B2004/ 000551 2 One inportant set of conponents within an I M5 network
is the Call Session Control Functions (CSCF). These performa server

service in‘},,g%fw;,gg,y, process signals and control a w rgﬂﬁﬁf"“‘ﬁ%’&é’hd

session, as we as perform ng an address translation

handl i ng of subscriber profiles. If a user is in the hone network, the
network is accessed via the Serving-CSCF (S-CSCF), and this server _
provides session control and other services for the user. If the user is
roam ng, the local network in the roamng location is accessed via a

Proxy- CSCF (P-CSCF) which provides |ocal control and services for the user
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IMS network.

A further type of CSCF is an Interrogation CSCF (l-CSCF). The [-CSCF is the
first point of contact within a home netwaork for an access by a visiting user. It is
arranged to communicate with the Home Subscriber Server (HSS), which holds
subscriber account information and subscriber location information. The -CSCF
is set up to perform load balancing within the S-CSCFs using information
provided by the HSS. Since it provides a single point of entry into the network for
users from other networks, it is often used as a means to prevent operators of
other networks from knowing the specific structure of the IMS network.

A problem that arises with the type of network described above is that messages
arriving at the I-CSCF from outside the IMS netWork are not necessarily from a
reliable source. Since the I-CSCF works in conjunction with the HSS it is a
simple matter to determine whether an incoming message is from a user
idehtiﬁed as having details held in the HSS or who is a subscriber to another
network with which the IMS network has roaming agreements. If the message is
not from such a user then access to the network can be restricted, for example
by not providing any services which need to be paid for by the user unless



"sinple matter to deternmine whether an incoming nessage is froma user

I dentified as having details held in the HSS or who is a subscriber to

anot her network with which the | M5 network has roam ng agreenents. If the
nmessage is not fromsuch a user then access to the network can be

restrict edvo foodo783sanpl e by not providing any servi cepcvtizgdiohied to be
paid for by the user unless WO 2004/ 075587 PCT/ 1B2004/ 000551 3 paynent is
taken up front. However, a specific probl emarises with messages that
apparently do originate froma network subscriber listed in the HSS. Wien a
user attenpts to access the network from out5|de the network, a nessage is
sent to t r Iy cll,]&% f sting
user. Thi tﬁyﬁ%n%l\l%fﬂlélééﬁl Erdlng C ec%gg%b rb %ﬁg%npﬁﬁéﬁﬁ%g with the
HSS as eXpatappaweniy doeriginaie frorn saetwatls s bsonbardistmbnéheersabl icly-known, so
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meking an access request to the network. If this publicly-known
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and furthermore gains access to the account of the subscriber whose

identification is being adopted. Such an unauthorised user could thus use the
subscriber's account and run up a significant bill without the subscriber being
aware of this, perhaps until the subscriber’s next monthly bill is received.

In a similar manner an unauthorised user could use an identity of a subscriber to
another network who would be permiited to use the network in view of a roaming
agreement between the two networks.

It would be desirable io provide a telecommunications network in which the
likelihood of unauthorised access using publicly-known subscriber identifications
is minimised.

SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a security
server for use in a telecommunications network, arranged to : receive a

message; determine whether the message is from a known source -or an



"is mninsed. SUWARY OF THE | NVENTI ON According to a first aspect of the
present invention, there is provided a security server for use in a

t el econmuni cati ons network, arranged to : receive a nessage; determn ne
whet her the nessage is froma known source or an WD 2004/ 075587

. PCT/ | B2004AW0R®887%3874 unknown source and, dependi ng on edyast@sbdessiof t he
determ nation, nodify the nessage; and forward the nessage within the

t el econmuni cati ons network. According to a second aspect of the present

i nvention, there is provided a network processing element for use in a

t el econmuni cations network, arranged to : receive a nessage from anot her

net wor k el enkpoivn st ahd)edepeadinglont the reslssRgR dRsmiesbnBddbidi) ek and,
dependi ng on the rgqult of . the deter@ej_a tion, performone or nore security

checks in MESFAAE; apd Tarward fhe messadey Shiglacemmynigatigns,8ewetk. of t he
present invention, there is provided a telecomunications network
conpri si ng rver and a network processing el enent, wherein the

a security se ; 1
security sé?‘??é‘?’"g stoag (SRABRAY aspect ofethg; present inyealigne theye ier RRoMdeduret her t he

nMessage i Snéthveik prokesaiMy SleHehioPlusdiin aUBIEBSMMUBRELIGH ﬁ’ét@orl@%%ﬁ%éd“g on the
result of {c{,‘ﬁ det erm nati on, rmdlfP‘/ethe nmessage; and forward the nessage

to the . nelwofaeeNPdt BESSAIP JPBnarather RetWPH plgmest: Hetesming, whsthet theof t he

present i niesédgerhast Bsdnemodified vd dgshendimpidiPthe REuIPEY tha' dBtdithifatRRCUT i tY
check on a nessage in a tel econmuni cations network, conprising the steps

of : recei B ﬁwg%s;sea@%%mqwgr%m?éthqrﬁesa?sgsage is froma known
source or an unknown source and, depending on the result of the

determ nation,  nodjfyi r;‘%_ t he messa%g; and forwar di n% t he message Wi thin
the tel ecoﬁ?ﬁﬂﬁq"ﬂﬁﬂpoﬁst ét fisneet oic r BEEgnt dvantion, ¢ ihepss fedrovded e present
i nvention, teidt8fnurfcalibRY | fdoRk TORIPFisIhY a security server and a network

processing element, wherein the security server is arranged to : receive a
‘message; determine whether the méssage is from a known source or an
unknown source and, depending on the result of the determination, modify the
message; and forward the message to the network processing element.

According to a fourth aspect of the present invention, there is provided a method
of performing a security check on a message in a telecommunications network,
comprising the steps of . receiving a message; determining whether the message
is from a known source or an unknown source and, depending on the result of
the determination, modifying the message; and forwarding the message within
the telecommunications network.

According to a fifth aspect of the present invention, there is provided a security
server for use in a telecommunications network, arranged to : receive a
message; determine whether the message is from a known source or an
unknown source; and forward the message within the communications network in
a manner dependent on the result of the dgtennination.

- According to a sixth aspect of the present invention, there is provided a
telecommunications network comprising a security server and a network



server for use in a tel ecomunications network, arranged to : receive a
nessage; determ ne whether the nessage is froma known source or an
unknown source; and forward the nmessage within the conmunications network
in a manner dependent on the result of the determ nation. According to a
Si xt h aspeva 2004076882 present invention, there is provi geaasroos/000551
t el econmuni cations network conprising a security server and a network WO
2004/ 075587 PCT/ 1 B2004/ 000551 5 prrmsessi ng el ement, wherein the security
server is arranged to : receive a ssage; determ ne whet her the nessage
is froma known source or an unknown source; and forward the nessage to

t he net worgkodeSifg Saiement| wigah the satufffnBerverlepaifimpbd @B I heehesyl t of the
determ nation. According to a seventh asgect of the invention, there is
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t el ecomuRngRdiPESUrbE! é‘iﬁlﬁ’érwar@ ‘ﬂi@ﬂhb&!a@ﬂ tbliee ASARPK ProcessiC@bmbftina Message;
det ermi ni ng whet her the nmessa a, known source or an unknown

sour ce; ar?d“PWPB?W&‘"FHB"*F%'?§H'§%”“9\PFF§"H"?H@“cormunl cations network in a
manner dependent on the result of the determnation. According to an

ei ghth aspect of the invention, there is provided a securlty server for
use in a tAoCEEBNioNP SEVPRIhasRestRfrike invantipciietsis: prodded @amatheedage: and

det er mi ne puRBiRY aecm%ag& bf § FREsAg P BNeRRUMARINRGHEGH HEWdAWN source
and, depending on the result of the determ nation, determ ne a subsequent

action to 99EPIERE e Fleps ohfereiving AHReSFRES HRieMipipg Miretter the TPSSIBRt h aspect
of the pr q LR S8urch BT IfknBIAVESIRSk; aaﬁmf&mgfdlr@f th@%é@sfaﬁbng a

security c on a nessage in a tel ecomuni'cations ne onpri si ng
the steps vdfhm thee@%nmun@afmwﬁ\u@ré in anMapRgreiapenien qm@emuﬁt ﬁfetherressage is
froma knoyiersfidiiof. OF an unknown source and, depending on the

According to an eighth aspect of the invention, there is provided a security server
for use in a telecommunications network, arranged to : receive a message; and
determine whether the message is from a known source or an unknown source
and, depending on the result of the determination, determine a subsequent
action to be taken in respect of the message.

Accbrding to an ninth aspect of the present invention, there is provided a method
of performing a security check on a message in a telecommunications network,
comprising the steps of : receiving a message; and determining whether the
meséage is from a known source or an unknown source and, depending on the
result of the determination, determining a subsequent a;:tion fo be taken in
respect of the message. '

BRIEF DESCRIPTION OF THE DRAWINGS

An embodiment of the invention will now be described, by way of example only,
with reference to the accompanying drawings in which :



"result of the determnation, determining a subsequent action to be taken in
respect of the nessage. BRI EF DESCRI PTI ON OF THE DRAW NGS An enbodi nent of
the. invention will now be described, by way, of exanple only, wth
reference to the acconpanying drawi ngs in which : WO 2004/ 075587

PCT/ | B2004w0Q@akisss’6 Fi gure 1 shows schematically an | mefosdks;and access
thereto fromoutside the network; Figures 2a and 2b show flow charts in
accordance with a first enbodi ment of the invention; Figures 3a and 3b
show flow charts in accordance with a®second enbodi ment of the inventi on;
Fi gures 4a and 4b show flow charts in accordance with a third enbodi nent of

the inventpeR. 1 Shawd ScrienditRufy ANBISGfetvbikYarfOaEHES 1 ' and Zb
i nt erfacesE[bQ‘@DESCRI PTI ON OF %E PREFERRED Eal\/BCDI he/EN'}'ll'Sé}gBdg%rg%Hé?gri bi ng

embodi nentBeFEMNAE i nvention, an explanation will firstly be given
regarding the Za and Zb interfaces that can exist between networks and

w thin networks respectivel %WThi s explanation is taken fromthe 3GPP TS
33. 210 V6. 0gurep Za@nd2b) shpuefipw ehartsdp acrerdangs with afissteamhodinentiof the

speci fi catigpéhgoﬁpv_ers Techni cal Specification Goup Services and System
Aspects; 3 ecurity; Network Domain Security and |IP network |ayer
security. Figure 5 shows two security domains and the Za and Zb interfaces

bet ween engiit,d &R i ; i J
protecti on::g%lleﬁg’fio%'g :;I P ba’se p'r‘%%&ggzg?ﬂdg%% Mtﬁgﬁeg:égd %@E@E&&g &
e invention;

Figures 4a and 4b show flow charts in accordance with a third embodiment of the

_invention.
Figure 5 shows two security domains including Za and Zb interfaces.
-DESCRIPTION OF THE: PREFERRED EMBODIMENTS

Before describing embodiments of the invention, an explanation will firstly be
given regarding the Za and Zb interfaces that can exist between networks and
within networks respectively. This explanation is taken from the 3GPP TS
33.210 V6.0.0 (2002-12) Technical Specification, Release 6. This specification
covers Technical Specification Group Services and System Aspects; 3G
Security; Network Domain Security and IP neiwork layer security. Figure 5
shows two security domains and the Za and Zb interfaces between entities of
these domains.

The interfaces are defined for protection of native IP based protocols:

Za-interface (SEG-SEG)
The Za-interface covers all NDS/IP (Network Domain Security/Internet Protocol)

traffic between security domains. The SEGs (Security Gateways) use IKE
(internet Key Exchange) to negotiate, establish and maintain a secure ESP



" The Za-interface covers all NDS/IP (Network Domain Security/|nternet
Protocol) traffic between security domains. The SEGs (Security Gateways)
use |KE (Internet Key Exchange) to negotiate, establish and maintain a
secure ESP WD 2004/ 075587 PCT/ |1 B2004/ 000551 7 (Encapsul ating Security

Payl oad) tW@RA®W#015887ween them Subject to roam ng agreefRBiossechiss | Nt er- SEG
tunnels would nornally be available at all tinmes, but they can al so be
establ i shed as needed. ESP shall be used with both encryption and

aut hentication/integrity, but an authentication/integrity only node is

al lowed. The tunnel is subsequently used. for forwarding NDS/IP traffic

bet ween seEncapsylatidgnSeaurity @agioad) triney Wkaw@sm tiem. O8abREGHS dhakfmgdedi cat ed
partpers. This w Igl limt

to only serve a erlhai.r]( S#géett of all l_S;{ioam'agg r _

the number®%¥e 28 MERREPSUpRels Woulchnergalg bravatiahie @l all imessuuri ty

domai ns- cothpy camalswivt kestablishetpechddded! ESP shaRbb UBBE With doth8nckistionnt er f ace.
ce is |ocated between SEGs and

Zb-interface - ./ NE-NE) . The Zb-interf )

NEs and beﬁ%%&%ﬂ%%ﬁnﬁmeﬁ" Yhiut %M@M‘P@W‘%MPWY mofe igliewedr f ace i s
optional fTire funpélessobstguently Uded formbrAERRRGNDS/P G4t behiBeha@ Ly ESP+! KE.

On the Zb-c; nt eranc . ESP ghall @I ways be used with authenticati 0|¥/i ntegrity
prot ect | orPOMARA NG S AP R s optional . The ESP Security Associ ation
shall be used for all control plane traffic that needs security

protectio her .t he Security Association is established when needed or
a priori i an%Eétq?g besogagmafq Od%’wasfeﬁv%ﬁéﬁﬁﬁ'Brs“‘Ps@tGE%u Eamingheariessir i t y

Associ at i oFhis willdieriisiag nemberyof Sreeshd RANG ARANGET & bdYASIntdindd af fi c bet ween
the NEs. The security policy established over the Za-interface is subject

to roaming agreenents. This differs fromthe security policy enforced over
the Zb-i ntAlr keegity domains compliant with this specification shall operate the Za-

interface.

Zb-interface (NE-SEG / NE-NE)

The Zb-interface is located between SEGs and NEs and between NEs within the
same security domain. The Zb-interface is optional for implementation. If
implemented, it shall implement ESP+IKE.

On the Zb-interface, ESP shall always be used with authentication/integrity
protection. The use of encryption is optional. The ESP Security Association shall
be used for all control plane traffic that needs security protection. |

Whether the Security Association is established when needed or a priori is for the
security domain operator to decide. The Security Association is subsequently
used for exchange of NDS/IP traffic between the NEs.

The security policy established over the Za-interface is subject to roaming
agreements. This differs from the security policy enforced over the Zb-interface,
which is unilaterally decided by the security domain operator.



"which is unilaterally decided by the security domain operator. WO
20041075587 PCT/1B2004/ 000551 8 Referring firstly to figure 1, there is
shown an I M5 network 1 of a UMIS system Wthin the IMS network 1 there is
an |-CSCF 2, connected to each of a P-CSCF 4, an S-CSCF 6 and an HSS 8.
The HSS 8 wokodsesss* CSCF 6 are al so connected to one pEpigIGigodsEy Practice
there woul d be nore than one S-CSCF but just one is-shown for convenience.
These conponents are all provided with suitable software for performng
various functions and can be set up f8 the particul ar needs of a network
by suitable progranm ng. Sone functions nmay be hardware-based. In between

each of thg @%H@%&ﬂﬂ'&srgufe% Sth@i@ls%ﬁ&hﬁ%ﬁﬂiﬁ%%éﬂﬁor& det & Wm@*sterﬁ. Zb
interface 10. This I'nterface 1's shown dotted because it is og ilonal. This

i s becausWithi the IMSHIeiverldr thermip andtCoRAR, connested: tneaeh of gt e within
their netyopk.s EeerZB arm 8hf1a88. 8. WAL PSR BUGith theS SACSEFUS 'éré( anﬁi el face

whi ch exi st's between each pair of connected entities within
net wor k 1.Corected tpfner angther éncﬂﬁ?‘iﬂceﬂh%@e\mu'%b?ﬂﬂwettﬁé"IQVB %&Sﬁﬁ k because

it is onl ywﬁ?@é‘['o‘?}@ i& Sh&WA Fdr! léﬂEe” ke, c'éﬁ'g%ne‘fﬁg 'Fé bY priRldwith €. the

| M5 net wor pur pose o interfa provide security for
messages beyitaglesseftwaretfar netfwmmsvsan@tﬁ/mﬁorsl auk cahebe spundondiiek 1 is

wthin a UMGega! weudk dris &rgra(ytEéﬁggsnet&&g}hglhﬁng?hewne%dna n8fhay be

Encapsul at1 ng ecurl ty ayI oa protoc 'S provi eck for
the data hamdwgre-b3sedi nmessages travel ling over it and a data origin
authenticity check. The Zb interface al so nmakes use of security keys using

the Internet Key Exchange (IKE) protocol. As a result of the presence of
t he Zb i nt brbeiween sagh efithe conngictions ia shownvepresenied by a detfediovabeddbes a

message fromARAUET 16 et 81 ShoWhCabtda BELAMRE kit s KBRYRI This is

because network providers may not want to use the Zb interface within their
network.

The Zb interface, when provided, is a security interface which exists between
each pair of connected entities within the IMS network 1. The Zb interface is only
present within the IMS network because it is only applied to entities within the
same security domain i.e. the IMS network 1. The purpose of the Zb interface is
to provide security for messages being sent within the IMS network. Since the
IMS network 1 is within a UMTS network the security protocol is provided by an
Encapsulating Security Payload (ESP) protocol. This provides a check for the
data integrity of messages travelling over it and a data origin authenticity check.
The Zb interface also makes use of security keys using the Internet Key
Exchange (IKE) protocol.

As a result of the presence of the Zb interface, any entity within the IMS network
1 that receives a message from another entity within the IMS network 1 knows
whether that message has come over the Zb interface (and hence is security
cleared) or not.



" whether that nessage has cone over the Zb interface (and hence is security
cleared) or not. WD 2004/075587 PCT/ 1B2004/ 000551 9 It can be seen from
figure 1 that the I-CSCF 2 is the entry point into the IMS network 1 for
nmessages originating fromoutside the network. The ICSCF 2 is connected to
a Securi t WE0ENER§7( SEG 12 outside the network througocrmieedeccssessages can
enter the M5 network 1 over a security checked path. This path includes a
Za interface 14, represented by a soldd oval. The Za interface is simlar
in operation to the Zb interface but 1s conpulsory in the current
specification of the UMIS network. The SEG 12 provi des a gateway function
bet ween t hi¢ chivibensdenoirdm Ifigared1 titet tHe IHOBGF Rais ¢hd £ntnAppintiiis age ssonm ng over

the Za interfa hrough _t he. 12. are kn by .the |-CS t.0, have been
ocurtty GRS toR iRl Siatng Tih SR Be el T RS SF Pand s
shown to hansedtéds towrS<shfly GRtewdp ¢SEE) Qr dutdife itise actaairivtirbugti Whicwhi ch t he

I MS network 1 has _a rqam,n agr.eenent. Conseaquent | any traffic between
t he net worRotBIGHE ﬁ@erlr%éqm% Pl oyer %371?”%5(/%}%%%%'3?%" i'rh’%PTtgce so t hat
t he recei Vheligieseh \Rar ntdifanesi 4t rapresantsd dges sofie @ivaed The 2dirBerge iBave been

ity cleared and f t hot | d aut henti cated A
"o ng’ uSITEG RECEHEGP B9 2o OIS 20T dh FARHADY R DB 1o t he

| M5 net wordpedifitationhsiviie AIMTSinBfvdrk a'h%USE@MEerdvm@ta' gatefr\ﬁ? faRdieasi ng the
net wor k 16bi A se&ow WDB}VIE1teI ggh%e 2% istg o shown in figure 1. This
mobi | e 22 feiwee]y the INS;ngRvers 1 anddoe Zaiateripee Tk (BY MeESASSSOMINY PVl not

t hrough arthé Farineefae® throughuinb SBG tzearainowh koylihe LESCHoUothaie RRRAT eci at ed
that the relativ i zes of the networks and their relative |ocations and
t hose of tsﬁ’éu%ﬁﬁ?éﬁéel ephones are only shown as exanpl e

A second network 16 is also shown in figure 1 and is shown to have its own SEG
18. The network 16 is a network with which the IMS network 1 has a roaming
agreement. Consequently, any traffic between the neiwork 16 and the IMS
network 1 is sent over the Za interface so that the receiving network knows that
messages received in this way have been security cleared and are from
authorised and authenticated users. A roaming user having a mobile telephone
20 and who is a subscriber to the IMS network 1 is shown as being in a suitable
location for accessing the network 16.

A second mobile telephone 22 is also shown in figure 1. This mobile 22 is
attempting to access the IMS network 1 directly i.e. not through another network
such as the network 16.

It should be appreciated that the relative sizes of the networks and their relative
locations and those of the mobile telephones are only shown as example
representations in figure 1. In practice, the IMS network 1 would have Za
interface connections with a number of networks, but just one network (16) is
shown for convenience. Furthermore, the invention could apply to other types of
network than a UMTS network.



"representations in figure 1. In practice, the I M5 network |I would have Za
I nterface connections with a nunber of networks, but just one network (16)
is shown for convenience. Furthernore, the invention could apply to other
types of network than a UMIS network. WO 2004/ 075587 PCT/1B2004/ 000551 10

I n oper at iypH 2dolf er having a nobile tel ephone 20 ca net wor k
16 by virtue o e roam ng agreenent. The nobile telri)cgﬁl% 5@%

request a handover to the network 16 when it roans into the area covered
by the network and will be providedith a connection, in the manner known
in the art. Before being provi ded with a connection, authorisation and

h . : i q
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pur porti ngvitwe bé tlhdnerommg ‘agreemeh'actThdqmobﬂse’telmhdnm(ﬂO S\uimaemes’elase usi ng
t hei d t
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t t the Za inter S e e e

networ k| TGV ity aleuhialeRafelpi ThBRRERRE diBlues. 2 o
header idamlib‘eyper@mhb& SEhisl procedarel mcluele?aAmwb&ﬂbaeJedecﬁeckprlseaﬂer The
format of 't der is a user ub ICléC’f nown user

i dent i fi ca?tF%rrqué € Vggkﬁt{?gg?qiptﬁﬁlp??fn@%ﬂ% ng \rﬁn%k’g ﬂ?‘? tHeS b € el ephone

22 sends ausreeomismdlsbmhg él@etm\gi heinadeniitk  1if thbeauthoriSafbn 2arkinows t hat
the request interface, and_ that

t tl
eur | o caythattiaton, ek 48 Biaes 0l & seoule GhaTiel Buget uprior wSe " TREEIEN Y MO

Assert ed- |ﬁ@nﬁ§ehbfhﬁadﬂbbw telepiiong wsﬁmﬁesn@t ue hiy' hemednetmogenui ne
because a fal se user have adopte ?!l af er_user I?,I%ubl | C idetﬂtity. In
prior services, any requ sts are sent over the Za interface as S essages so that

. the IMS network 1 knows that they are genuine requests.

Such a message contains a header identifying the sender, called a P-Asserted-
Identity header. The format of this header if the sender is a user with a publicly-
known user identification is :

<sip:user1_publici@home1.net>

If the mobile telephone 22 sends é request directly to the IMS network 1, the I-
CSCF 2 knows that the request has not come over the Za interface and that
consequently no security check has been carried out on the request. The P-
Asserted-ldentity header of such a system can not be trusted as genuine
because a false user may have adopted another user's public identity. In prior
art systems, such a message would nevertheless be passed directly to the S-
CSCF 6 for processing and the S-CSCF would not know that the message was
potentially a problem. In a prior art system with a Zb interface, such a message
would be passed over the Zb interface, so, again the S-CSCF would proceed to
process it. Consequently, if the user of the mobile telephone 22 is in fact simply
using the identity of a subscriber to the IMS network 1, that user would have
been aliowed access fo the subscriber's account.



art systens, such a nessage woul d neverthel ess be passed directly to the S-
CSCF 6 for processing and the S-CSCF woul d not know that the nessage was
potentially a problem In a prior art systemwith a Zb interface, such a
nmessage would be passed over the Zb interface, so, again the S-CSCF woul d
proceed to"OpMHEESY it. consequently, if the user of tPGa/IBaIBH0RSSE el ephone
22 is in fact sinply wusing the identity of a subscriber to the I M5 network
1, that user would have been allowedjaccess to the subscriber's account.
WD 2004/ 075587 PCT/ |1 B2004/ 000551 11 The foll ow ng enbodi nents of the
i nvention describe solutions to this problem In the first enbodinent of
the invention, the Zb interface is not in use within the IM netwrk 1 so

this can neL iHRwWIREIMBSdiMeRaR thelhvariion debdrive! et : e. The first
enbodi ment 1's represent e'degfé tﬁhe E\t’epsHi n figur feust'bggtogtﬁﬁéﬁg%m ni ng
firstly to figure 2a, at the start of the process (30) a SIP nessage is

ty th . message
he za | nibHIS: smbotnonlOf e TRt B o el i P upE R RIRE, "l

| - CSCF 2 dMBeneivars1vin éhs aan pelcbe usmd as acnpans wéserwrity nlearingea | f t he
answer is fQebie € MeSsage not received via Za interface), the I-CSCF 2
proceeds to step 34 at which a nodification is made to the

P- Asserted-ldentity header of the nessage. In this enbodi nent a paraneter

i s added tg_t éﬂ%ﬁﬁ‘ t:0 4.0di t : o] n t hrough
security Jﬁgaﬁgnce. eewc '&%%egﬁéog%%g% s'st omﬁ@g%gf? gﬁ? I%gr térfug'ﬁ'ig nodi fi ed
to have t Histiydo figwierRp, fab theastart of tha processe(30) a SIBbhessag@ioreebivag ab;
Screeni NgFR0;_ I > i i t. ssage, with
he o {1 CReEy I meledl SUBRAEETAR iR BatRe MR B o %St o 32
is yes, toediretyfrpm batsidedhe netnearkt tresigp 32ntherlfGREE 2adetiermines which

of these two alternatives is the case.

If the answer is no (i.e. message not received via Za interface), the I-CSCF 2
proceeds to step 34 at which a modification is made to the P-Asserted-Identity
header of the message. In this embodiment a parameter is added fo the header
to indicate that the message has not been through security clearance. The
example header shown above is therefore modified to have the following format :

<sip:useri_public1@home1.net>;screening=no

The I-CSCF then proceeds to step 36 in which the message, with the modified
header is forwarded to the S-CSCF 6.

If the answer to step 32 is yes, the message has come over the Za interface, and
the I-CSCF proceeds directly to step 36 and forwards the message -to the S-
CSCF 6 without making any modifications to the message.

At step 38 the message arrives at the S-CSCF bearing an indication of its
authenticity. In other words, if the message arrives with a normal P-Assérted-
ldentity header, the S-CSCF 6 knows that it has been through a security check.



" the |-CSCF proceeds directly to step 36 and forwards the nessage to the S
CSCF 6 without making any nodifications to the nessage. At step 38 the
nessage arrives at the S-CSCF bearing an indication of its authenticity.
In other words, if the message arrives with a normal. P-Asserted- ldentity
header, tWo02600865876 knows that it has been through a wa@wsdoideessieck. WO
2004/ 075587  PCT/ 1 B2004/ 000551 12 If the nessage arrives with a nodified
P- Asserted-ldentity header, the S-CSCE 6 knows that it has not been
through a security check. The subsequént functions of the S-CSCF 6 are
represented in figure 2a. The S CSCF 6 reads the nmessage in step 40. In

step 42 i tif getrdsshfesmubeWitara mbdifed P-Ad%@rt&ﬁ&%ﬁﬂf tiRduet e Stostregder of the
nessage i ncl ud&:@g par a ter added b |-CSCF 2. If the answer is no,

t he S- CSCHEWH &ids nepbegnthr ?‘Iq’ls f'B’H’ ethhe message is processed. If the
answer is yes, the S-CSCF 6 proceeds to step 46 in which it perforns

security ecks such uthorls ' and aut hentication _checks on the
message. ﬂeﬁﬁ‘@%m@%&% LRY ey %régﬁé SedeResenied infigute 2ge et

subscr i berGsEin® rBRSSMEMmESagE UR SRPUTN! Insth 40 HORASHARARMEMEFB! not! I the
message turns out not to be froma genuine subscriber, the S-CSCF can

deci de notthe F-pessredddantly ferdes it the messaas inglydes ﬁsﬁ%‘d@l‘eﬁﬁ 2§ARY Byartial Iy

process i tihe 1-QSCEXAMK the RinsWBE isthd, ¥ BICHSE 60fros&ddé! BaSep il G wAlRL be paid
for. The S-CSCF could decide not to process the nessage at all. Hence

unaut hor i B8 messagesispogesaed: c K Somensyyeris¥es HRerGefel Errinsaegstnsier. Assert ed-
ldentity cfH hivitich # pbREMEPSSREE tHeckyY Sidless a&tnoﬁsa‘ﬁeﬁ%e ffRedEaRt of the

i nvention, the Zb |nterface i s’again not in use hin the | M5 netvvork 1
so this cahesarh thetmessageedif 48658 foagks %PWsth@brthq ;vneS@ag%ms f@Maamessage.

The secondyeqmiinediuBBEHbet, thé HERaEE e8! sbsddiBnti 5P BrocBsddddal fismea @nd 3b.

the message tumms out not to be from a genuine subscriber, the S-CSCF can
decide not to process the message as normal but instead to only partially
process it, for example by not allowing use of services which must be paid for.
The S-CSCF could decide not to process the message at all. Hence
unauthorised access to the account of the subscriber having the P-Asserted-
Identity carried in the message is avoided.

in a second embodiment of the invention, the Zb interface is again not in use
within the IMS network 1 so this can again not be used as a means of security
clearing a message.

The second embodiment is represented by the steps in figures 3a and 3b.
Tuming firstly to figure 3a, at the start of the process (50) a SIP message is
received at the I-CSCF. This message could either have been received over the
Za interface or directly from. outside the network. In step 52, the I-CSCF 2
determines which of these two alternatives is the case.

If the answer is no (i.e. message not received via Za interface), the I-CSCF 2
proceeds to step 54 at which it checks to see whether a P-Asserted-Identity
header is present and if so, a modification is made to the P-Asseried-ldentity



"Turning firstly to figure 3a, at the start of the process (50) a SIP
nmessage is received at the |-CSCF. This nessage could either have been
received over the Za interface or directly fromoutside the network. In
step 52, the I-CSCF 2 determ nes which of these two alternatives is the
case. |f tWE28M47&87 is no (i.e. nmessage not received wamBsokbtjessf ace), the
| -CSCF 2 proceeds to step 54 at which it checks to see whether a

P- Asserted-ldentity header is preseg% and if so, a nodification is nade to
the P-Asserted-ldentity WO 2004/ 0755 PCT/ 1 B2004/ 000551 13 header of the
message. In this enbodi nent the P-Asserted-identity header is renoved to

ind: gaL e hBé@erEﬁT&h@Eﬁ&%@@e.haﬁtmgten’fwannéﬂtrtﬁélghAmh dimm}t‘% ﬁ@amge. hIt

wou e possible .tq renpve just a rt of, the, header if, sired. The

1% Cscr ¢ neroves8dngeRs B dpb EiessRod vt O\ beet bR RGPk YRR Re header

i s forwar gegouidbé pessbiEE fentove jist bhiartedfinehedder Fidesirdl? i s yes, the nmessage
has cone over the Za interface, the |-CSCF proceeds directly to step 56
and forwards the nessage to the S-CSCF 6 w thout making any nodifications

_tod_t he _rresma]ge:_sa% th%hQﬁoé’a%_dfsh@sl@[ﬂﬁﬁ&ﬂﬁéﬁih&é&ﬁes’ﬁag%,hﬁiﬁlﬁr@@héﬁéfi ng an

i ndication of its, authe ity. In other words, If the nessage arrives
with a nor‘%wf&f""qfd?%?e‘ig?@deg{:g@ntity header, the S-CSCF 6 knows that it has
been through a security check. |If the nmessage arrives w thout a

P- Asserted-ldentity header, the S-CSCF 6 knows tha iE does not have a

reliabl e &rihgRREWEtC siERS5EnSsqleTessaae NRp rEMBOVERLBe tsdage dhe

represent e 9aF plogbed dirbcty BestSp 5690H Brwrdditheriéssags @R $Csgree 60. I n

step 62 it determ nes whether or not the P-Asserted-ldentity header of the
nessage haﬂths@éﬂa'ﬂes@%wos@cemsm%3@3882991f the answer is no, the S CSCF
6 proceeds to step 64 in which the nmessage is processed. If the answer is

yes, the S-CSCFGProceedsto step 66 in which it o .
At step 58 the message arrives at the S-CSCF bearing an indication of its

authenticity. In other words, if the message arrives with a normal P-Asserted-
identity header, the S-CSCF 6 knows that it has been through a security check.
If the message arrives without a P-Asserted-ldentity header, the S-CSCF 6
knows that it does not have a reliable originator.

The subsequent functions of the S-CSCF 6 are represented in figure 3a. The S-
CSCF 6 reads the message in step 60. In step 62 it determines whether or not
the P-Asserted-identity header of the message has been removed by the I-CSCF
2. If the answer is no, the S-CSCF 6 proceeds to step 64 in which the message
is processed. [f the answer is yes, the S-CSCF 6 proceeds to step 66 in which it
performs security checks such as authorisation and authentication checks.on the
message. [f these checks show that the messége is from a genuine subscriber,
the message can subsequently be processed. If the message turns out not to be
from a genuine subscriber, the S-CSCF can decide not to process the message
as normal but instead to only partially process it, for example by not allowing use
of services which must be paid for. The S-CSCF could decide not to process the
message at all. Hence unauthorised access to the account of the subscriber
having the P-Asserted-Identity carried in the message is avoided.



perfornms security checks such as authorisation and authentication checks-on
the nessage. If these checks show that the nessage is froma genuine
subscri ber, the nessage can subsequently be processed. If the nessage
turns out not to be froma genuine subscriber, the S-CSCF can deci de not

t o processyhhgRigAde as normal but instead to only {3l gi; [)Ozgssgrocess it,
for exanple by not allow ng use of services which nust be The

S- CSCF coul d decide not to process the nessage at all. Hence unaut hori sed
access to the account of the subscrilbér having the P-Asserted-ldentity
carried in the nessage is avoided. WO 2004/ 075587 PCT/1B2004/000551 14 In

a th' rd 33#%%1. @b% rﬁ%’?o{‘ Eh\égﬂgédﬁe{, thB SRt id RCGsd withiR thS vl thin the

net can pur poses of security clearance. The
th| rd enbmdzlwmhﬂ angl qaemdtf@rdhepumneemfa@gumﬁeiagﬁnces 4a and 4b. Turning
firstly to figure 4a, at the start of the process (70) a SIP nessage is
received at the |I-CSCF. This nessage could either have been received over
the Za i ntThefthicd embodidient ist lepresented duttee gteps e figwesdriand|4b. sTWping2, t he

| - CSCF 2 %@ftﬁ‘;@ﬁ%ﬂ é'a%'ihegia tch%?eﬁg.to\é@s@ﬁo?%gb M@ﬁseaig@ it Rscchaet The

answer to rmnes message I s forwarded
to the S GB@FCSCFI fTHishmessagseouldeither lfavecdeenreesivrsl ousr theebiniestecei a Za

interface) e
f orwar dedqéjt"f’ﬁtey @@Eﬁ%‘?%q’%ﬁﬁ%slﬁs%b?% %r%?gbcfc %‘?@@??&ﬁlﬁ%ﬂ_ not over
the Zb i ntofrtheszetwd Blteratiwssiadhe tcaswgﬁ)wa\smrye&ten ﬁ%dﬁ@mgi; thas cone
over the Za_interf t (Sfh g;l g 76 and forwards.the
nmessage td“??{befg’@%E (H;'\glgsrégtehe ?g'?cg{r?] aécg. he Zb interface may carry
out further internal security checks on the nessage, even though it has
al ready b checked e Q%C S sent. At
step 78 tﬁgfh?eg%% '35% @gsmgé#e@%wla%%i#g f’fﬁ%ﬁ I ndi cates its
proceeds to step 74 at which the message is forwarded to the S-CSCF 6. The
message is forwarded directly i.e. not over the Zb interface.

If the answer to step 72 is yes, the message has come over the Za interface, the
I-CSCF proceeds to step 76 and forwards the message to the S-CSCF 6 over the
Zb interface. The Zb interface may carry out further internal security checks on
the message, even though it has already been checked by the network 16 from
where the message was sent.

At step 78 the message arrives at the S-CSCF in a manner which indicates its
authenticity. In other words, if the message amives over the Zb interface, the S-
CSCF 6 knows that it has been through a security check. If the message arrives
directly i.e. not over the Zb interface, the S-CSCF 8 knows that it has not been
through a security check.

The subsequent functions of the S-CSCF 6 are represented in figure 4a. The S-
CSCF 6 reads the hess;age in step 80. In step 82 it determines whether or not
the message has been sent over the Zb interface by the I-CSCF 2. If the answer
is yes, the S-CSCF 6 proceeds to step 84 in which the message is processed. If
the answer is no, the S-CSCF 8 proceeds to step 86 in which it performs security



“authenticity. In other words, if the message arrives over the Zb interface,
the S CSCF 6 knows that it has been through a security check. If the
nessage arrives directly i.e. not over the Zb interface, the S-CSCF 6
knows that it has not been through a security check. The subsequent

functi ons W0 2Q0MB7SBICSCF 6 are represented in figure 4@cThBoHeocsssCF 6 reads
the nmessage in step 80. In step 82 it determ nes whether or not the
message has been sent over the Zb interface by the 1-CSCF 2. If the answer
Is yes, the S-CSCF 6 proceeds to step 84 in which the nessage i s processed.
If the answer is no, the S-CSCF 6 proceeds to step 86 in which it perforns
security Wea@G04idd7as avthoaidtioB241 atbestdatiod cheblec ks tbeiahessagautlfior i sati on
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net wor k | ¥5"Hdh%Pﬁ§5Pﬁ%£§J-eﬂﬁ?X\?ﬁrqe§é'hﬁTef'i“E%ﬁqgﬁt‘F 6‘frg') d3enui ne subscriber to
the I M5 network. The enbodi nents of the invention would work equal ly well
if the user of the nobile one 20 a suhbscriber to the network 16 and
was  GenuihUpYt s Brrareiond B e VBTt BVRSS SeyProh SoRiions HBSEN S ari g
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the IMS network. The embodiments of the invention would work equaliy well if

the user of the mobile phone 20 was a subscriber to the network 16 and was

genuinely allowed to use the IMS network 1 by virtue of a roaming agreement. In

other words, the invention provides a way of distinguishing between genuine and

non-genuine users who are using publicly-available identifications.

The invention is not limited to the particular network components described
above, nor to the SIP protocol. The mobile telephone 22 may not in reality be
attempting to access the IMS network 1 directly but may do so via other
telecommunications entities. Other embodiments falling within the scope of the
invention can be envisaged, for example, it is hot-necessary to modify the header
-of a non-secured SIP message, but a different part of the message could be
modified. A non-secured message could be tagged in some other way than by
addition of a parameter. Although possibly less convenient, it would be possible
fo modify messages that have come over the Za interface rather than those that

have not.

The invention could also be applied to messages having headers other than P-
Asserted-ldentity headers that could have been adopted by a faise user.



" The invention is not linmted to the particular network components descri bed
above, nor to the SIP protocol. The nobile tel ephone 22 may not in reality
be attenpting to access the IMs network 1 directly but may do so via other
tel econmuni cations entities. Qther enbodinents falling within the scope of
the i nvenWmmwoessshe envi saged, for exanple, it is nopcrasResmbxsito nodify
the header of a non-secured SIP nessage, but a different part of the
nmessage could be nodified. A non-secyred nessage could be tagged in sone
ot her way than by addition of a paraneter. Although possibly |ess
convenient, It would be possible to nodify nessages that have cone over

the Za i nt Bmbadimentt dfehe ﬁm@ntudme&ﬂdtﬁaéforéﬂmerpamte midtiEficafioesf sueh £oul d al so
be applledg%o nessa s haV|n%§E@aders ot r th - serted-ldentity

t ha
header s t hATEBLYEE REOeAtEbaN P QHPFa LAgiefjod Q&&%‘?? ¥004/ 075587
PCT/ | B2004/ 000551 16 Enbodi nents of the invention could therefore
i ncorporate nodification of such a different type of header, or deletion
or, partial deletion of such a header. LLOYD WSE 17 CLAIMS 1. A security
server for use in a tel ecomunications network, the security server
configured to: 5 receive a nessage determ ne whether the nessage has been
t hrough a security check, forward the nessage within the conmuni cations
network regardl ess of the result of the determnation, but if the result
of the determination is that the nmessage has not been through a security
check nmodify the nessage so as to indicate that the nessage has not 10
been through a security check.



2. A security server according to claim1, wherein the security server is
configured to receive a nessage from outside the tel ecommunications
network. 15 3. A security server according to claiml1, wherein tDeOFEePusE tYy
server is configured to nodify the nessage so as to indicate that the
nmessage has not been through a securityi7 check by adding a paranmeter to the
nmessage that indicates that the nessage has not been through a security
check. 20 4 Afpm8ecurity server according to claim3, wherein the security
server is mn‘ﬁ‘l/lgured to receive a nessage that includes an identity header
and is further configured to add the paranmeter to the identity header of
the nmessage. 5., A securit erver according to claijmd4, wherein the nessage
conpri ses & ses‘g‘isfﬁ’r‘rl%geri"%"i t?’f E\N IBﬁatﬁ]fB?IB’@Sﬁlc?}éos'?élﬁgworg’. 0SSPV S er ver
accor di ng ¢pfighRdMd4, Wherein the identity header conprises a
P-Asserted-ldentity. 30 7. A security server according to claim]l1,

conf i gur edretve @wsBga nessage that includes an identity header and is
further. confi ) ; j.pdi cate that the
nmessage ha‘get%ng?}f{)‘g'g%&%hﬁg%eﬁyagrsijlgscg(?e?'ts[ 91% ?ﬁggﬁgﬁlyr/ﬁf%}%\gi ng at | east LLOYD

W SE 18 pgkwardfthé hesdage miithirythe east@runidtions mework eyardlesyef thacasohtaif g t o
claim7, wherein the security server is confi.gyre to detect et her the

i dentity hésiergringtiongputdf figresultpfhe @%’%‘E‘“ﬁﬁﬂ”‘i‘g H%aFdn?Sé?ﬂf\)@s&Pt ©8st 5 part
of the heageson9 seén%tg%usemoéi@yr &ﬁrm@sg%grsglae% i Gteth i the mib@iEEhES Adie
message conprises a SI'P nessage. 10 10. A security server according to
claim 8 whenehmoughe ssecity thegkserver is configured to detect whether the
identity header conprises a P-Asserted-ldentity type. 11. A security server
according to claim1l, wherein the security server is configured

2. A security server according to claim 1, wherein the security server is configured

to receive a message from outside the telecommunications network.

15 3. A security server according to claim 1, wherein the security server is configured
to modify the message so as to indicate that the message has not been through a security
check by adding a parameter to the message that indicates that the message has not been

through a security check.

20 4. A security server according to claim 3, wherein the security server is configured
to receive a message that includes an identity header and is further configured to add the

parameter to the identity header of the message.

5. A security server according to claim 4, wherein the message comprises a session

25  initiation protocol message.

6. A security server according to claim 4, wherein the identity header comprises a

P-Asserted-Identity.

30 7. A security server according to claim 1, configured to receive a message that
includes an identity header and is further configured to modify the message so as to

indicate that the message has not been through a security check by removing at least



to determ ne whether the message has been through a security check by
determ ning 15 whether or not the nessage has been received via a secure
nmeans. 12. A security server according to claim1l, wherein the sEEWISE
means is a Za interface. 20 13. A security server according to claim1,
wherein the security server conprises a8 interrogating call session
control function. 14. A network processing elenment for use in a
tel ecommnlgaqla(;fitgpﬁeﬂgﬁymgger_the networ k processing el enent configured to:
25 receive a nmessage from anot her network el enment; determ ne whether the
message has been nodified to indicate that it has not been through a
security check and, if it has been so. i fied erformone .or re
security Theck SF%“F%&?%S&aCS?%f%toﬁgaéggg&he%n @.Se%rﬁﬁts%F&lspcrotggléls“seflng
el ement aceetich@httbecthaiidenlify header i€ ona bheictiat wpe kind ffsoaesahog flle@eent i s
configured to determ ne whether an identity header of the nessage has been
nodi fi ed tRArt ofdheheader-hat it has not been through a security check by LLOYD
WSE 19 detecting whether the identity header of the nessage includes an
added paraneter. 16. A network processing el enment according to claim 15,
wher ei n t h nesAageuritg senpei esrdingesddim/, iwhetdimtheanepaget @ngolseseSHage. 5
17. A network processing el enment according to claim15, wherein the
i dentity 'ﬁ‘é%f’ag?' conprises a P-Asserted-ldentity. 18. A network processing
el ement according to claim 14, wherein the network 10 processing elenent is
configured to determ ne whether the nessage has been nodified to indicate
t hat it0 hat0.not Alseeurity seyanprcardiegigralainm & wdiekeibihedecwitsisevagiswenafigeredal | or

part an i d%nf}eltetcywlﬁgt%gre the ?(fie:nait[]ye hdlaRP 9(9§prpsg‘s§ a P?/?sr}errtgc{lpc}/e%gty type.

11. A security server according to claim 1, wherein the security server is configured
to determine whether the message has been through a security check by determining

15 whether or not the message has been received via a secure means.

12. A security server according to claim 11, wherein the secure means is a Za

interface.
20 13. A security server according to claim 1, wherein the security server comprises an

interrogating call session control function.

14. A network processing element for use in a telecommunications network, the
network processing element configured to:
25 - receive a message from another network element;
determine whether the message has been modified to indicate that it has not been
through a security check and, if it has been so modified, perform one or more security

checks in respect of the message.

30 15. A network processing element according to claim 14, wherein the network
processing element is configured to determine whether an identity header of the

message has been modified to indicate that it has not been through a security check by



19. A network processing el enent according to claim 18, wherein the nessage
15 conprises a session initiation protocol nessage. 20. A network
processi ng el ement according to claim 18, wherein the identity HeXdRWISE
conprises a P-Asserted-ldentity. 20 21. A network processing el enent
according to claim 14, the network procéssing elenent conprising a serving
call session control function. 22. A telecomuni cations network conpri sing

a securi tyde?e%{i}(g(z\iheﬁi@{jt}fé i@&{twpﬁl‘ade%ﬂﬁemﬁge e PIRE fan 2l SREHERE Y Server
being configured to: 25 receive a nessage; determ ne whether the nessage

has been through a security check; if the result of the determnation is

that the Sa%g@{%ﬁoglp%%%gs‘?s%‘ LB% ga';lc@rdin%etéggi&]ylSCQ'ﬁ&Iéhmgin{%sa e nmessage

so as to indic sagé has no n through a security check;

and 30 f orauaipiisthesd¥Eion agiatién ploeocoeltmesskgepr ocessi ng el enent regardl ess of
the result of the determ nation. LLOYD WSE 20 23. A tel ecommuni cations
net wor K according to claim22, wherein the security server is configured

to receivea mﬁ%@%rf(\%%%%%gggeﬁ%céﬁi B 1B lhem MEtaRkik, 24 A

t el ecomuni cati'ons net ng to clraim 22, wherein the nétwork 5
pr ocessi nghealanentprisss £ BrAdsguedlenoty. r ecei ve a nmessage forwarded by the
security server; and determ ne whet her the nessage has been nodified so as
to indicate that it has not been through a security check, and, if it has

been so nogy fi ef.neRESrk PréBeNIBy OEmRY Rco@REUDIIAMCIE Ghsreiithe @sfask of the
message. 10 25. A nethod of performng a securltg check on a nessage in a
t el ecotunproegssingglement is configured to determine whether the message has been modified

to indicate that it has not been through a security check by determining whether all or

part an identity header of the message has been removed.

19. A network processing element according to claim 18, wherein the message

15 comprises a session initiation protocol message.

20. A network processing element according to claim 18, wherein the identity

header comprises a P-Asserted-Identity.

20 21. A network processing element according to claim 14, the network processing

element comprising a serving call session control function.

22. A telecommunications network comprising a security server; and a network
processing element, the security server being configured to:
25 receive a message;
determine whether the message has been through a security check;
if the result of the determination is that the message has not been through a
security check modify the message so as to indicate that the message has not been
through a security check; and
30 forward the message to the network processing element regardless of

the result of the determination.



"network, the nmethod conprising: receiving a nessage that has not been
through a security check; determ ning that the nessage has not E Fwi

t hrough a security check; 15 nodifying the nessage so as to i ndi- QY V%%

t he nessage has not been through a security check; and forwarding the
message within the tel ecormuni cati ons metwork. 26. A security server for
use in a telecomuni cations network, the security 20 server configured to:

receive a Siaﬂ%‘ele& TS %%@M&k d:&%ﬂg%&@igﬁn haswhaen thdseuatly a

security c And forward the message w Chin the communi cations network

r egar dl esssefer ishenfigatedtto reu:rentervemcmag’r fromawuiside thetel¢domrenieasions netwfork.he
determ nation is that the nessage has not 25 been through a security check
forward the nessage in a manner that indicates that the nessage has not

been through a &eQUEdhYukldSEdns néhvork ab@idink tty cIaBA 2R wh&reiartté Agwoek cl ai m 26,
wherein the security server is configured to receive the nessage from

out si des t hprocessimg stamant segondigyreddewor k. 30 28. A security server according
L oo Chout Bl S AR e PR ME kel iy GONL e €0 10 Torvard Ane

message w t hout Secufi eterm ne e nmessage LLOYD W SE
21 has not beendétéuhﬁugb/hathseﬂﬂrmésyagehmsbee_nZﬁodxﬁectem:alst'oti;adiseuevlmt itdmsor di ng

to claim 26, wherein the security seryer i confi d to forward the
message wi Bef @%HF?WWFUW ‘ih§d&é‘f‘gﬂ ﬁ\‘ ﬁ’@ﬂg? %‘gﬂﬁ‘gﬁ‘féan 48 °F B°Keen
through a securi 4¥ ENacks e%ftﬁe&ggsgééty server according to claim 28,
wherein the security co rlses I nterface.

10
25. A method of performing a security check on a message in a telecommunications
network, the method comprising:
receiving a message that has not been through a security check;
determining that the message has not been through a security check;
15 modifying the message so as to indicate that the message has not been through a
security check; and

forwarding the message within the telecommunications network.

26. A security server for use in a telecommunications network, the security
20  server configured to:
receive a message;
determine whether the message has been through a security check; and
forward the message within the communications network regardless of the result
of the determination but if the result of the determination is that the message has not
25  been through a security check forward the message in a manner that indicates that the

message has not been through a security check.

27. A security server according to claim 26, wherein the security server is

configured to receive the message from outside the telecommunications network.
30

28. A security server according to claim 26, wherein the security server is

configured to forward the message without security, if it is determined that the message



10 31. A security server according to claim26, wherein the nessage
conprises a SIP nessage. 32. A security server according to claim 26,
wherein the security server conprises an interrogating call sessQYDWISE
control function. 15 33. A tel ecommunications network conprising a security
server; and a network processing elenenit, the security server being
configured to: receive a nessage; determ ne whether the nessage has been

through a gRGIH bésh tiRRGK a s@Bditg@hél ward the message to the network
processi ng el enent regardl ess of the result of the determ nation, but if

the result of the determnation is that the nessage has not been through a
security check far i A, . t..L.ndi ..that the
nmessage ha&;ﬁnot Lbsgé\%ftg ﬁ%%grg%&?s td’réﬂ?‘@‘ ic%écm]l%&léggfﬁ#&g&g e;&{vglcs:lgmmni cations
net wor k acemfrgureg to dorvaad theIBessadeewith secutiey, acisrdeteymirdrtiianthe smessapd hagur ed
to receive a ssaﬁg;e from out :ii de the tel econmunications network. 35. A

t el ecomrunPeeRtEoHEN ASEMEIK B &or di ng to claim 33, further conprising: an
internal security system 30 wherein the security server is configured to
forward the nessage via the internal security system if it is determ ned
that the nd@sagd seawityserver mcording 0 dami28, mheohe the, securityl comENEESWAE 22
wherein the, security systemis configured to not forward the nessage via
the inter 4" aé’g'curity system if it is determ ned that the nessage has not
been through a security check. 5 36. A tel ecommuni cations network
according to claim 35, wherein the internal security systemconprises a
uni ver $&i Abbi | 8 seeWEy saRYShrccarding o dyim Hnvwdsedn thegpessage comprises a SIP

message.

32. A security server according to claim 26, wherein the security server comprises
an interrogating call session control function.
15
33. A telecommunications network comprising a security server; and a network
processing element, the security server being configured to:
receive a message;
determine whether the message has been through a security check; and
20 forward the message to the network processing element regardliess of the result
of the determination, but if the result of the determination is that the message has not
been through a security check forward the message in a manner that indicates that the

message has not been through a security check.

25 34. A telecommunications network according to claim 33, wherein the security

server is configured to receive a message from outside the telecommunications network.

35. A telecommunications network according to claim 33, further comprising: an
internal security system,

30 wherein the security server is configured to forward the message via the internal
security system, if it is determined that the message has been through a security check,

and



security system 37. A telecomunications network according to claim 35,
wherein the internal to security systemconprises a Zb interfadeQYBVISA
t el econmuni cati ons network according to claim 33, wherein the nessage
conprises a session initiation protocol nmessage. 15 39. A
t el econmuni cati ons network accordi ng ta@2claim 33, wherein the security
server is configured to determ ne whether a nessage has been through a

security check wf?éfeﬂﬁ%@gégu{“e){'%s%ﬁsrﬁ%ﬁﬁ fred &) ndt TSRS BRAReNAR NERR recei ved

via a secure neans. comuni catl ons network according to claim 39,
wher ei n t hietesed searinesyseem,A0it¢odgennsped thauthe wessage haphot been through a

t el ecommuni cati ons .system standard security neans. 41. A tel ecommuni cations
networ k ac¥GPY 8% ¢l ai m 39, wherein the secure nmeans conprises a Za
interface. 25 42. A tel ecommuni cations network according to claim 33,
wherein the security server conprises an interrogating call session
controlS f udct i of.telag@mmunisttieng nefwesk eeerding do elae dr vherelmdbe intpala message

in atelec Ml o) . t LSk 0. 2Lyi ng a
meseage t ratTae A Bhpr Y Bhibersh ol DRCARAREh AL forth SEAREL 70 2,
message hascudty sheem. t hr ough a security check; and forwarding the nmessage
within the comruni cations network in a nmanner that LLOYD WSE 23 indicates

that the nessage has not been through a security check. 44. A security

server forjyuse Ane@cérﬁﬂnﬁﬁfemm;rfe%&%gd}&ﬁl@% Kiairh 38, WwB&HH thy int&hyer

conprising: 5 receiving neans for receiving a nessage; determ ning neans
f or det@er nsecimnty sybtetmheamrises a€bsaigdadeas been through a security check;

38. A telecommunications network according to claim 33, wherein the message

comprises a session initiation protocol message.

15 39. A telecommunications network according to claim 33, wherein the security
server is configured to determine whether a message has been through a security check

by determining whether or not the message has been received via a secure means.

40. A telecommunications network according to claim 39, wherein the secure means

20  comprises a universal mobile telecommunications system standard security means.

41. A telecommunications network according to claim 39, wherein the secure means

comprises a Za interface.

25 42, A telecommunications network according to claim 33, wherein the security

server comprises an interrogating call session control function.

43. A method of performing a security check on a message in a telecommunications
network, the method comprising:
30 receiving a message that has not been through a security check;
determining that the message has not been through a security check; and

forwarding the message within the communications network in a manner that



nodi fyi ng means for, if the message is deternined not to have qgfp Hp{ough
a security check, nodifying the message to indicate that it ha NEWiSEen
through a 10 security check; and forwardi ng neans for forwarding the
nmessage Within the tel ecommunications network regardl ess of whether the
nmessage has been through a security cheek. 45. A network processing el ement
for use in a tel ecommuni cations network, the 5 network processing el enent

conpri si NGindi@L&) tattle ARG hS nét@REH HrHthht R§F§ABedy OM anot her net wor k
el enent; determ ning nmeans for determ ning whet her the nessage has been

nodified to indicate it has not been through a security check and, if it f
has been sq nodijf | : Of M. Ng : curi hecks in respect o
the mossage” 20 4ty SRS Y i B RborL BRI el ok kL el SREF

net wor k, tkemgssingity server conprising: receiving neans for receiving a
nmessage; deterniniqg means éor deternining.mhether the message has been
through®a 25 s&CGHIRgME I gty 8ot WatS@B%g nmeans for forwarding the

message Within WberERImRRicaAd if&néetemmgr&hétﬁa@{h@hﬁés%ag h&ﬂseéneﬁ%&r%oé t he
determ nation but if the result of the "determination Ts that the ssage

has not beéerurity ehegh; a security check forwarding the nessage in a manner
that indicates %%Efy&&em@gnsss%gﬁf Qﬁesmrés(?stagg ?segetngigg(pgot%osh%%g rbie£1¥ thrgl(J)ghCQ eck.
security check, modifying the message to indicate that it has not been through a
10 security check; and
forwarding means for forwarding the message within the telecommunications

network regardless of whether the message has been through a security check.

45. A network processing element for use in a telecommunications network, the
15 network processing element comprising:
receiving means for receiving a message from another network element;
determining means for determining whether the message has been modified to
indicate it has not been through a security check and, if it has been so modified,
performing one or more security checks in respect of the message.
20
46. A security server for use in a telecommunications network, the security server
comprising:
receiving means for receiving a message;
determining means for determining whether the message has been through a
25  security check; and
forwarding means for forwarding the message within the communications
network regardless of the result of the determination but if the result of the
determination is that the message has not been through a security check forwarding the
message in a manner that indicates that the message has not been through a security

30  check.



