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present disclosure relates generally to power grids and, in particular, to
a met hod,wappereties, and conputer program product for neoagiSe@uesendgri ds.
Still nore particularly, the present disclosure relates to a nethod,
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2. Background:
Currently, most electric power is generated by
macrogrids. Macrogrids typically are large, centralized power
15 plantg, such as nuclear power plants, hydroelectric plants, and
foggil fuel powered plants. Macrogrids commonly have good
economies of scale. However, macrogrids frequently require
power to be transmitted across long distances. These large
facilities frequently generate power using non-renewable sources
20 of energy, such as coal or gas. Thege facilities may negatively
impact the environment.

A microgrid is a localized grouping of electric power
generation sources and loads. A microgrid may also be referred
to as, without limitation, a smart-grid, mini-grid, or virtual

25 power plant. However, existing microgrid control systems tend
to be overly complex and under-utilize renewable resources.

Therefore, it would be advantageous to have a method and
apparatus that takes into account one or more of the issues

discussed above, as well as other issues.



I n one advant ageous enbodi nent, a nmethod is provided for configuring a
mcrogrid. A first configuration of the mcrogrid 5 having a set of

m crogri oweleresisii s initialized. An address for each eCarasatitlion20he set
of mcrogrid elenents of the mcrogrid is verified. In response to
receiving status data fromthe set gﬁnﬂkﬁ&pgrid el ements connected in a
peer-to-peer network indicating a reconfrguration of the mcrogrid, the set
10 of mcrogrid elements is re-aligned to forma second grid configuration.
The second grid confjguration is executed. I n. anot her advant ageous
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set of miicxioegrid ieoRtgralfierd .20 el emmipichdes deraldedRathd @&daus adter al i gned

m crogrid configuration. The re-aligned mcrogrid configuration is
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status data indicating a change in the microgrid that exceeds a

threshold level, the set of microgrid controller elements and a
set of tasks associated with the set of microgrid controller

20 elements is re-aligned to form a re-aligned microgrid
configuration. The re-aligned microgrid configuration is
executed.

In yet another advantageous embodiment, an apparatus

comprises a microgrid and a microgrid controller associated with

25 the microgrid configured to initialize a first configuration of
a microgrid having a set of microgrid elements. The microgrid
controller is configured to verify an address for each element
in the set of elements of the microgrid. The microgrid
controller is configured to re-align the set of elements to form

30 a second grid configuration in response to receiving status data
from the set of microgrid elementg connected in a peer-to-peer
network indicating a reconfiguration of the microgrid. The
microgrid controller igs configured to execute the second grid

configuration.



5 and draw ngs. The apparatus used, wherein the mcrogrid controller
is further configured to performa live test of the first configuration,
wher ei n tWwe 20ivs4teest conpri ses pinging the each 10 el ememiuszeriob2oset of
m crogrid el enents. The apparatus used, wherein the peer-to-peer

network is anfietaord, W hig), 8 M eroorl 4 1 oral, area network pnd furd her 15
conpri si ng: a set 'of controll’er €l enents, Ierdih Thé peer-1o- peer
net wor K ddsddigleraaiyprirs e& rd e tentldd@meigisvartk mtenpeeiddid encirlelsivent in
the set of controller elements to forma _peer-to-peer controller network

wi t hi n @héay GeogaPinschiitayet RErdT IeTRPdAmeniFaridt o il et iSdnpri si ng:
a firstyGontiroldLr ! eRnt Wit he R8lefe cNIR! 1)1 19WE8IRN s MNG8Id) the

first controller elenment is configured to send controller status data
gengr ateed yraviexdfs.rst controller 25 elenent to a second controller el enent
in the set of mcrogrid controller elenents using the controller network.
An apparatus , wherein the peer-to-peer network is a network within a

mcrogrid | agrd =Peadteivaidednadiiesditert RomMIdraidigd 2mesefl 1efr Arsocessors,
wherein the peer-to-peer network conprises a processor network connecting

each diB3¥HHR CPTEISGET dsb RE Pibcedsore itFtth®sdthenff igisdcessors to form

a peer -1 op& QCHS S Qfn NELMOT M LRJN (g g ded | i K.
WO 201 5T OB A TR BT U2 T e a0 0 A lapGBatr At ug‘oﬁ{lﬁt}hleére%céﬁgﬁlﬁlgﬁlé%taw
10 element in the set of microgrid elements.

The apparatus used, wherein the peer-to-peer network is a

network within a microgrid local area network and further
15 comprising:

a set of controller elementsg, wherein the peer-to-peer
network further comprises a controller network connecting each
element in the set of controller elements to form a peer-to-peer
controller network within the microgrid local area network

20

An apparatus further comprising:

a first controller element in the set of controller
elements, wherein the first controller element is configured to
gsend controller status data generated by the first controller

25 element to a second controller element in the set of microgrid

controller elements using the controller network.

An apparatus , wherein the peer-to-peer network is a network
within a microgrid local area network and further comprising:

30 a set of processors, wherein the peer-to-peer network
comprises a processor network connecting each distributed energy
resource processor in the set of processors to form a peer-to-

peer processor network within the microgrid local area network.



a first processor in the set of processors configured to send processor
status data generated by the first processor to a 5 second processor in the
set of prwoespdssieusi ng t he processor network. An appar @CwaiSbuniobzos
conprising: a single conmon redundant network port for Internet access 10
to a mcrogrid |local area network, wherein a renpote client can access the
mcrogrid |local area network through the single common redundant network

port" wher einn apgeiraofuscyba@ursery idonpretdieds: and tools are inplenented on
t he single, common redundant network port; and wherein the single common

redundant 1% fefiidr PHERSSY dohfitgurted (6 FARSS Y&fI @ IR dctess to
status (dafa ARy TRML R RN RRECRSH 1R G Al fuRGid s AssefiAt ed

with the mcrogrid. 20 A conputer program product, wherein the peer-to-peer
net wor ledcord metomEseon tin rehe redr ogr ind dasesorar e imet wdrek paagtezisarher ei n

t he peer -t o- peer network further conprises a controller network and further
conpri sﬁer]fd’:o ) program code, stored on the conputer recordabl e storage
medi um for connecting each controller elenent in the set of mcrogrid

el enments in the peer-to-peer controller network within 30 the | ocal area
network; andn 2PPHREFFEamCEEde ST 16 ¥He conputer recordabl e storage

on the i or Ggr 8 TS & Beend CoRer Al e 265 08A T LRCH USB0 T 555205
el gbrenttd m mMierseiricl Inarlogiheth elemventks wdiengirhe centate |odriemet wark. A
COMPU ef, AL.O0AID RLOAUCL s PRSI 118 RESIZLY RSYougn the single
common redundant network port, , wherein a get of cyber-security
methods and tools are implemented on the single, common
redundant network port; and wherein the single common redundant
15 network port is configured to permit remote clients access to
status data and deny remote clients access to control functions

associated with the microgrid.
20

A computer program product, wherein the peer-to-peer
network is a network within a microgrid local area network and
25 wherein the peer-to-peer network further comprises a controller
network and further comprising:
program code, stored on the computer recordable storage
medium, for connecting each controller element in the set of
microgrid elements in the peer-to-peer controller network within
30 the local area network; and
program code, stored on the computer recordable storage
medium, for sending the status data generated by a first

controller element on the microgrid to a second controller



5 network is a network within a mcrogrid | ocal area network, wherein the
peer-to-peer network further conprises a processor network connecting each
di st ri butwo 2erasgis1r esour ce processor in a set of clustecTarsecie®sens in the
peer -t o-peer network vvithin t he m'crogrid | ocal area network, and further

Co e R UAN RS SOl LSRR (P qordable starage

medi um”~ Tor sendi I Ng stat erate a first Uster processor on
the m ereaagidrk .to a second cluster processor in the set of cluster
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by a dissttr idfutcddsdiedt gy EIasHaEs predesk ddre R QERESPTHIEEESS - in the set of
di stri buted energy

15
A computer program product further comprising:
program code, stored on the computer recordable storage
medium, for permitting remote clients using an Internet
connection to access the microgrid local area network only
20 through a single, common redundant network port, wherein a set
of cyber-security methods and tools are implemented on the
single, common redundant network port;
program code, stored on the computer recordable storage
medium, for permitting the remote clients to access the status
25 data and load data associated with the microgrid; and
program code, stored on the computer recordable storage
medium, for denying the remote clients access to control

functions associated with the microgrid.

30 L computer program product further comprisgsing:
program code, stored on the computer recordable storage
medium, for sending the status data generated by a controller
element within the set of microgrid elements to a set of
distributed energy regource processors on the microgrid using

5



5 resource. WO 2012/ 054161PCT/ US2011/ 052205 BRI EF DESCRI PTI ON OF THE
DRAW NGS The novel features believed characteristic of the

advant agewoo0emisesiinent s are set forth in the appended eCaiusgo11552he
advant ageous enbodi nents, however, as well as a preferred node of use,
furt her, obl ectives and. adyant ages thereof, wil] best, he under st ood by
ref erence to oW ng etaﬁ ed' escrlptlon of vantagedus
enbodi rajutr<af drhe:lrm eﬁﬁtﬁuud;rsedamﬂc‘@bmerstrcﬁ%@e meeninyNnddrosamdimdg he
acconpanying 10 drawi ngs, wherein: Figure 1.is an illustration of a data

pr oces ity Uit Fee R tR% Mga OB &Y STGHdvh ddctrdance with an
advant agepus; LI Rty rocessor i &t 15k A3 deldiRideRt 100 Yy
mcrogrid in accordance 1 th an advant ageous enbodi nment igure 3
i s an iddagsiucat.i on of a nlcrogrld control center in accordance with an
advant ageous enbodi nent; Figure 4 is an illustration of a distributed
energy resource cluster in accordance with an advantageous enbodi nent;
20Figure 5 is an illustration of a data processing systemin accordance

wi th an advant ageous enbodi nent; Figure 6 is an illustration of a
flowmchart of a process for managing a mcrogrid in accordance with an
advant ageous enbodi nent; and 25Figure 7 is an illustration of a flowchart
of a process for



configuring a mcrogrid in accordance with an advantageous enbodi mrent. WO
2012/ 054161PCT/ US2011/ 052205 DETAI LED DESCRI PTI ON Wth reference now
to the fiworer/@aslin particular with reference to Fi guPeTAIS2@N/052205
illustrative diagramof a data 5 processing environnent for a mcrogrid

control systemis provi ﬂ%ﬂaﬁ}gﬁbﬁ?ﬁﬁ%ﬁﬁé‘? § iJrents may be

i npl emented. It shoul d be appreci are only provided as
illustrations of data processing environnents for the depicted
i npl enentations in Figures 1-5 and are not intended to inply any 10

i mi tations Wi RYEGare 2819 REWT GRS 39t SHHTH it éfént embodi nent s
xéebe AFRIBRYRS MG IREIdd catd aps 1o Adhe 9eRind e RMEJPLIEBALS, My be

) Fi'gure 1 depicts a pictorial representation of a network of
dat a prifcessiveg tsygstcarss dmipaghinsm tadv aivwegeous senbadilnest o e fse rEsl

i npl enent ed. twork data processi.ng system 100 . is a network of .conputers
bt SRh e TRt SR e o oS Ry B ARSI e CAEE S wdV i ot &
procesydid s etk eentat e mataMyk tH2naMidah dus ddheigrdilgn used to
provi de comruni cations |inks between various devices and conputers

connectdEFTFFRIREY O£ AR AFVIRITSIERIIE PP Priseds Sifn g sy AT@RSIB0.  Net wor k

102 ey i R6IdIAE £ORNEE LIRS 4 5 UK A, Miheliens ommcatipn | inks, or
fiber opltéllg ca Iees. I'n tehe dlepi cte exe:lLr?g]i e, server acorrp ter 104 and server
cohput eiralddhiggnnédctiretion:net work 102 al ong with storage unit 108. 25 In

addi tion, clj.ent cqonputers .110, 112 . and 114 nnect to network 102. Cient
comput ors LIS 1 ik 3 A LR G O A EseRA i put er s or
net wWor lerfAMSHRNE Adt thenidapigatiet ¥ AR 1e s yEfiate i rf QHRHRIankR4 wartQV iges

information, such as boot files, operating systeminmages, and applications
to 30 Advaittacmgnr @bopigenty2, and 114. dient conputers 110, 112, and

o ocessi ng SRS P00 el (e AT ihndl RS e Ut e nt
comput erigh and aotveert adeduce enthatd isteman.

Figure 3 ig an illustration of a microgrid control center
in accordance with an advantageous embodiment;

Figure 4 ig an illustration of a distributed energy
resource cluster in accordance with an advantageoug embodiment;

20 Figure 5 ig an illustration of a data procesgsging system in
accordance with an advantageous embodiment;

Figure 6 ig an illustration of a flowchart of a process for
managing a microgrid in accordance with an advantageous
embodiment; and

25 Figure 7 ig an illustration of a flowchart of a process for
configuring a microgrid in accordance with an advantageous

embodiment .



WO 2012/ 054161PCT/ US2011/ 052205 Program code | ocated in network data
processi ng system 100 nay be stored on a conputer recordabl e storage nedi um
and downlweaaderk/tselea dat a processi ng system or ot her deviPCe/USer110S205 For
exanpl e, program code may be stored on a conputer recordable 5 storage

medi um on server conputer 104 down | i ent conputer 110 over
network 102 for use on cli entD%ggr%d grbﬁ%gﬁgftggﬁ] In the depicted exanpl e,
net work data processing system 100 is the Internet with network 102
representing a worldw de coll ection of networks and gateways that use the

Tr ansni ssi o/ é@tﬁerrcﬂnqﬁr &%‘t&lol ISR ARG 8o 2o 11 PORHIS Led (e toF _
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hosb caymetesrssing @rsiigtamprndf fdyows ands agfr ich meertoical ,sygdear rirsent al |

educat i gnal., d _other .canputer 15 systens..that route.dat.a _and sspages. O
our ce PIRBEIST At d a5 Caa g Ay S OO ATt S Yo r PRI B e o
nunber 1af dhddler & dphes ieft RtiMIK Fiduidds as5 fafe emaRplodEmdMtasanet, a

| ocal area network (LAN), or a wi de area network (V\Al\fl). M crogrid control
cent er 1L1AStEat igssk Sfatdeds HEC SFEdge STVAF BHIRTA £ o fiaris-ahe

el enentg 1 i 29 ddL 118 74l zﬁ!y' S XA S IO L LR ‘?ﬁl fary16 1's
| ocat ed1L enot e ffrom #1 cr&é‘#’i 118. Hovveverr, I n anot her enbod‘l h}te,a
m t0 ogrliighigerttirols odrtthe rebbirdrayy ldd eoatiedrmerdald yint ovhmicdr egrifcerers.

M crogri 8 i s an electr.ic _ener eneration wor k 25 having set of
i St 1 RSy Tk G (S IR et o s AR ity o 6B ces. 120
i's a sefeifcteie ofvirehedits UtRd nRRRY gy resources. A distributed
energy resource nmay be a small scal e power generation el enent, such as,

wi t hout | i mBigyren 1l gefisd s @ BHiskoB@ lprsisrsiandiat i9psadma asyerkeall | a
geot heryal 0 GOt Wr.njne, ti i reci ating
Ino ne. Pt AR el 3P WL G SRR el R e o Rl 308

geher atimplemented. Network data processing system 100 is a network of

computersg in which the advantageous embodiments may be
implemented. Network data processing system 100 contains
network 102, which ig the medium used to provide communications
links between varioug devices and computers connected together

20 within network data processing system 100. Network 102 may
include connections, such as wire, wireless communication links,
or fiber optic cables.

In the depicted example, server computer 104 and server

computer 106 connect to network 102 along with storage unit 108.

25 In addition, client computers 110, 112, and 114 connect to
network 102. Client computers 110, 112, and 114 may be, for
example, personal computers or network computers. In the
depicted example, server computer 104 provides information, such
as boot fileg, operating gystem images, and applications to

30 client computers 110, 112, and 114. Client computers 110, 112,
and 114 are clients to server computer 104 in this example.
Network data procegging system 100 may include additional server

computersg, client computerg, and other devicesgs not shown.



WO 2012/ 054161PCT/ US2011/ 052205 Figure 1 is intended as an exanpl e,
and not as an architectural l[imtation for the different illustrative
enbodi mrerwe.20s4wi f f er ent advant ageous enbodi nent s r ecegmiuseoiant22zdhke 5
into account a nunber of different considerations. For exanple, the

di fferent agyaniageousemhodiments, reqoaniz e and dake Jate agaount gyt
current mcrog power systenms are centralize nd tace I'™creasi ng

chal | engss dg @adreel rmuntercoafputenit melcoratadl es candid edianplexi ty of the
m crogrjid system due to changes to 10 dynam c environnents. The

advant &S 3ERb FiGrénh 198 Hoe FFGRHSAS M tS YT RY, AT 4926 Fr dS d
cont rO'Foﬁﬂ%ﬁﬂﬁalre%qtﬂﬂoﬁx%Qﬁ MRIE At d SHIIELH 016 R % 20 gfi1ended

in size due to the conpl ex and dynam c environnments of "'these systens. The
di f § er erfioradieameaijeu Sre mssdiare mosnpugesy i0de sandd dcadnd obsladhtte addem®t t hat
di stri but ed  ener QY% esaurces ir]l<= alg%cfroc%gri d reducles t he anount olfloener ay

. camputér” 10 ovier néetwor, uge on client, ¢om e L.
| ost |nOtrpansm SSI on by generatl n ower gt or near \ﬁnereptuhe power 1S

used. Tioopuleduces the Gépgecesd auabsIe Of nPoOMerk | daes. pdbeediffigrepitem
advant eﬁ&epou,s enbodi ments recogni ze and take into account that distributed

20 enerldf rigs Gt R taTB MY REEAF DI TEIHERANIRT &5 irrdeyiiat
frequentdy didsld 7 e TRNIGHARE SRETAY SAYLe%atr uge cHE WddREY on
Iments also rec gni te11:k

advant ageous enbo ze “an e I nto account that current
m ©0 ogrdaoch tomrit rRado tsyestle s teanne taoegsiduill | tRCRMIIROh suedne rogfs oty lts er

wal | of security to 25 .qvercone. This creat security risks _and

val ner 461 IS kS HE o Ao oG Sdcur ity eded. Of ThS RS er ent
advant ageeUHRMRAETRIF S1iRCHULE Rt (RNl BeEoURhddNMetleatoul d be
advant ageous to provide a robust mcrogrid control systemthat increases

t he us@agfor axpsigghl @13daste CPRtRTEes CAfisstshing e&f ddwersaridsh ofener gy
st or age.o.and aver QuALILY AN UINLSLIARN Dlg, POUSE SupRly, and net work
heal t h managenent cg%pa i1 t16s. ¢ different advant ageous erﬁ)odl ments al so
recognisgestantd that route data and messages. Of course, network data
processing system 100 also may be implemented as a number of
different types of networksg, such as, for example, an intranet,
a local area network (LAN), or a wide area network (WAN) .
Microgrid control center 116 is a workstation that manages,
20 control, and monitors the elements in microgrid 118. In this
example, microgrid control center 116 is located remotely from
microgrid 118. However, in another embodiment, microgrid
control center 116 may be located locally to microgrid 118.
Microgrid 118 is an electric energy generation network
25 having set of distributed energy regources 120. Set of
distributed energy resgources 120 is a set of one or more
distributed energy regources.
A distributed energy resource may be a small gcale power
generation element, such ag, without limitation, a wind turbine,
30 photovoltaic system, a fuel cell, a geothermal power generator,
microturbine, combugtion turbine, reciprocating engine, hybrid
system, combined heat and power, or a hydroelectric power

generator.



take into account that it would be advantageous to provide a WO

2012/ 054161PCT/ US2011/ 052205 m crogrid control systemw th cyber security
at mul ti pve 2bevshks1t o provi de additional security. ThuspCrhus2ditfofeoent
advant ageous enbodi nents provi de a nethod, apparatus, and conputer program

product f or opfl gy iing S el orid dn.pne emperimnt,, a fir st
configurati onof a mCrogri d Havi ng a sé M crogri S%rénts is
initialazed.tebrsal 1dfmirdagriegr ifbrelere ritis ferem tsatl Inasdrag itweo or nore
mcrogrid elenents. The set of mcrogrid el enents may include, w thout
i mi t atSBPIIAEETS but ed energy resource sensor(s), 10 distributed energy

resource COROI 6 HILMERL Rt YRS TR imeANG NRIMYK £ SRR A

network el enent may i nclude, without limtation, router(s), server(s), and
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m crogry MR, - j at: e J i urce, a
state (ﬁﬂiaetm cr ogﬁl%gé%oﬁﬁ%h?lg%%qﬁﬁd%ﬁ%i% %g)g%}%lr a gtzjgoci at ed
w 16 a dirstriich ered remaregit s .e s Alirec exdvean teheseeru sh eendo quiowesm take imeeraeb caiti z&e gi ven

e BB EhEIT G5 SUL Pl 2, 8, B S ol plest i € pover
of ti Myoftware IHhateSRONIR: e dihRy1St AddH1¢3¢ addd:aalddee &4 eGoRf idy ati on
of the mcrogrid, the set of mcrogrid elements is re-aligned to
to the complex and dynamic environments of these gystems.
The different advantageous embodiments recognize and take
15 into account that distributed energy regources in a microgrid
reduces the amount of energy lost in transmission by generating
power at or near where the power is used. This reduces the size
and number of power lines. The different advantageous
embodimentg recognize and take into account that distributed
20 energy resources are smaller scale power generation resources
that frequently utilizes renewable energy sources.

The different advantageous embodiments algo recognize and
take into account that current microgrid control systems have
accessibility which requires only a tier wall of security to

25 overcome. This creates security risgsks and wvulnerability to
hackerg and other security breaches.

The different advantageous embodiments recognize and take
into account that it would be advantageous to provide a robust
microgrid control system that increases the use of renewable

30 energy sources, digtributed generation, energy storage, and
power quality with uninterruptible power supply and network
health management capabilities.

The different advantageous embodiments algo recognize and

take into account that it would be advantageous to provide a
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30 forma second grid configuration. As used herein, the termrealign
refers to changi ng one or nore task(s) associated with a mcrogrid el enent,
changi ng woleedsassoci ated with a distributed energy reoliuse)1iasidr
changi ng rel ati onshi ps between el enents WD 2012/ 054161PCT/ US2011/ 052205

and di st.rj ener. r rces . .w.thjin a mc ri.d to cr.ea a

confi glj%rlacltr%%ﬁ]r%% CQD%tq"}lét-‘-iL- gﬁ%ic%r?%lngmttﬁleryéfe@}ero;geé{u%%etﬁggtnﬁn&lﬁﬁ ell?déL%S’\hgéLr?gi ng a
set of doasksticldadqueErtfionmd deswarigiwen el ement, re-designating a 5
function of a given elenent, or activating a redundant elenment to replace a

failed el enditisS Féhe ki hite A4 VEgHiFRF &S SRR Gy AP eimént s may
i ncl udeyhaRgi NG A TRSIIE! AHP TR IO P BWE JURERSS Hor AT i 5! ave

processor to a master processor, increasing a lload on a given di'stributed
eneb gy almiexsgrice, decgssienpaalingad o & igisrecadifsitgudaitied efersgy
resource, addi.ng.a distributed ener respurce to the mcragri.d enovi ng a
i stri BHEEEAST §7 Pelodt C6F Pom i IR erb r e iy 4 Gam T aEr e ement
to the THLCIRY idk niRADYHHIG &1 ShRPIACIRY A LANtH=Rtiley Wl imoree- assi gni ng
a function of a 15 first controller elenent to a second controller elenent,
or any WHEITAKLFIENM Gthe (TASK SN @ T AT 58 e May drediics -

el ements.cnoue 15H& 29N A ;G IWRLIRN de Ladido enabl e the

m crogri J’ to continue produci ng power using the re-aligne et 20 of
el 2orentdsi gt ifdve esie cored oy [ ek seenddeg urcattirar. 1 dFore lexeenyd @) i foroeeasagnisig t he

set of elenents included igning a first processor to act. as a naster
or 0Ces Bt AT R e ERT o cassor T R K@ LGy &4 o B ot
second 1Gkiid GARfH ,JWRIdeaN d)S @easutred) |t hed idist ANRERSS @ndiegi NS

perform ng the tasks 25 associated with the nmaster processor and the second
pr ocesSESPEFIeNS )performing the tasks assigned to the slave processor.

Wth referengce Fi i t i of 1.Gr i.q h in
accordance v%l’ hﬂ%\ngrg%\}:a tad:gjocﬁjsl :%%iggslné;ﬁo%t lﬁ%c%rhofrl%g{%%oqi%; tglell osscea i%\?;d
gr 0epi mg cfo3( celed@iarntist w fgefher atiigpgrasburs e rarfd ddad frwmavanagaower

O o S R e e T 9% 3T Rl =
conpri S8 O Il diHirddfut ed energy resources, such as, w thout
limtation, distributed energy
Status data from the set of microgrid elementg connected in
a peer-to-peer network within a microgrid local area network is
20 received. The status data is data indicating the health of a
microgrid element, a load associated with a distributed energy
regsource, a state of a microgrid element. The gtatus data
indicating a load associated with a distributed energy resource
may describe a power demand at a given time, electric power
25 output at a given time, an amount of electric power in battery
storage, and/or power generation efficiency over a given period
of time.
In response to the status data indicating a reconfiguration
of the microgrid, the set of microgrid elements is re-aligned to
30 form a second grid configuration. Ag used herein, the term re-
align refers to changing one or more task(s) associated with a
microgrid element, changing a load associated with a distributed

energy resource, and/or changing relationships between elements
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WD 2012/ 054161PCT/ US2011/ 052205 resources (DERs) 202, 204, 206 and 208. In
t hi s advant ageous enbodi nent, mcrogrid 200 is connected to four

di st ri butwo 2ereasgisir esour ces, however, mcrogrid 200 mayChascannsxbed to
only a single distributed energy resource, two distributed 5 energy

resour G sty but SQU S, fiv mre
distri b%td éflgr’%ﬁgbgltr gscje%lrécggf %%’&%%%s&r |tg%1 an%\eér%]é)ﬁrﬁgs&?r (:Cgrs 204
206, anw2@Bnmyyheding .enented as any type of d| stri buted energy

resources. In the enbodi nent shown i.n Fi gcure 2, mcrogrid 200 conpri ses

wind 10 tur BisTé(lsen B0t eFoltet ©fc SIHERSFT S Mgy Tt EhRIRT & $LE and
di esel el AMOHS e HWEEMedHR, %Qrgl%%f)%ﬂ%érﬁc' Sq:etl%ésni@r?ar@@{ge% US' ng

any other type of known or avail abl e distributed energy resources.
anob herflamtamragﬁouas cHread igteEmtenti @IO@qtcivzs@nnga)a oEdua ity @ﬂesr@rtte
connect¢ ed a 15 cgnt raI utilit h distributed ener resour ce an

mi cr ogrid rfé%}aca?n %d Asth T ETD °5nr?é%?‘t‘%’&% it SREET @G

mcr Ogrmlerwwrélﬁm%@nd/mma@@w a s adi grddagded erergy
resource on mcrogrid 200 i s autononous. Each distributed 20 energy
r esour 8§ &FicasEFIt ShAnGiagr iad Sﬁm%ﬁqq?@sé)df 5% 9555614 abor at e

a”dlorﬁ@%&at %n‘@rte%s%@e To%rcPQJ QRN J19- {REI % i jfic tasks.

M cr og conprises set cont ro el ement s 209. herein, the
t et dn " setdourefegr sletcn eEree 1oy arrdroetd toemsa, gmzieessi%rdéfutmid asteherym se her ei n.
er elenments 209 is a.set .of one or

As sh F t of t |
oo ook g & e i Bshet SR it e S e R ude

a si ngleneitidpld erlse;lxqtmftfed FTHWR)Y @Bourte GrdiPthe itdrldrarg el enent s.
30A controller elenent in set of controller elenents 209 may be a

di st ri @A % fe PR tredd@ic € leviantoltceitheg Wereerr icdr reneativer letel enent . For
exanpl efeé)ﬁ_a%‘l%sgcm%lt 'cﬁj’nterlo%_ri"eq_l BN NE:, ‘@et nautt; ﬂl rg{/aat 'f‘?ﬂrctﬁo‘}p%rfg%

controll an 1 nverter, a r out er, a processor, a
Vol b agef iman tcamt rarl layp erlemaid 2@1%[ W@rﬁ&&lﬂﬂﬂ%nt or any
other change in the tasks and relationships between microgrid
elements.
The second grid configuration is executed to enable the
microgrid to continue producing power uging the re-aligned set
20 of elements in the second grid configuration. For example, if
re-aligning the set of elements included assigning a first
processor to act as a master processor and a second processor to
act as a sglave processor, when the second grid configuration is
executed, the first procesgssor begins performing the tasks
25 associated with the master processor and the second processor
beging performing the tasks assigned to the slave procegsor.
With reference now to Figure 2, an illustration of a
microgrid is shown in accordance with an advantageous
embodiment. Microgrid 200 is a localized grouping of
30 electricity generating resources and loads within power
generation environment 201. Microgrid 200 may be a microgrid,
guch as, without limitation, microgrid 118 in Figure 1.
Microgrid 200 comprises one or more distributed energy

resources, such as, without limitation, distributed energy
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nonitor, a |oad bank, a distributed energy resource control panel, a
battery bank control, automatic transfer switch, router, processor,

Et her net w@i2bins4wn uni ver sal protocol converter. 5In tiRCI/USz@PERI5 set of
controller elements 209 includes without |imtation, set of photovoltaic
(PV) sw_tch 0, , GyI 2 i ter wi-nd .t urpi har ge
contro}%eg’(r&’%%&?%ndw e?\%zr’ %yé %‘é)f‘s" oa%dc?rj?ibr'ol Ilglr tel.ieslr.;éan sa%e(r;%l? al so

i ncl udenbaidEmeeit r audtcatoc22@ 20ATHe Mcemegited contfcald eri selreneitesl shown in
Figure 2 are only exanples of sone possible controller elenents that may be
i ncl udé&dSHP ik HE 206 OWAETo g ME TS rhy? Yo tMavh A ue™RqCtEa e

cont roldAry, ¢ eeRhS AWk idhiddWR Ry L3, MW eardid-12RQ Jmy i ncl ude
ot her addi‘ti onal controller el ements not shown 15 in Figure 2.

M cb ograng ot ale sarvgE avot Wirtee2 22 Sty idputech lermrsy netamertcesonectiiald t he set
of control Ifer el ement s i%'cro rid 200. In the exanple shown in Figure 2,
m crograisd I'ocal “dr & TetWor Comed® distTH B ed energy resources 202,
204, 206, amd 208l tdhdhs qeridudldesy 2ameuids 206, NG 208 efaetve

pr ot ocqlnﬁl P) address in a peer-to-peer. network within mcrogrid |ocal area
net wor RMPAZMIE §hias PEhéYPaicdr 6HStd 1otad &0eF e tiiGIRIEES perld 1% ach
cont 1 oldu@lo AN sl Hcht LW i WIS b2 ot Ackipd iy FARION For that
controller elenent to other controller el enents on"m crogrid 200.

A USer tatrka rree(mit,e pdidtento iyl cc @raidc(s )t,0 emenrnyrateb lagrealr carceer aeeltaior k 222

d obtaipn stat d/ or_| i nf i i at ith distributed
oner gy TEbShted. SRT AP e MRS O e st A aB by eshet  ng to
m cr ogriingh 1Rt < @ i3y RelWIthed2 2 ¥ gk ddEdIetavaaUtaey1 220.

Internet router 220 provides a single, comon redundant network port. In
ot her WorEds, 1 DUy IRICHVUHES QAT EECt s 1as AQFASE EHIMATHIAISR/Y S enpt e | nt er net

access etrrﬂ)orgi(fr{e(?&r,i Qnilcq%%}ri%f %o Mf%%l%%%qwgﬁlsgs%%lgo%%%d to a

15 central utility.

Each distributed energy regource on microgrid 200 can be
ingtalled or disconnected without interrupt to microgrid 200
performances and/or power output. Each distributed energy
resource on microgrid 200 is autonomous. Each distributed

20 energy resource integrated into microgrid 200 has the ability to
collaborate and/or communicate with other microgrid elements to
perform specific tasks.

Microgrid 200 comprises set of controller elements 209. As
used herein, the term “get” refers to one or more items, unless

25 defined otherwise herein. 2As shown in Figure 2, set of
controller elements 209 is a set of one or more controller
elements. Thus, set of controller elements 209 may include a
gingle controller element, as well ag, two or more controller
elements.

30 A controller element in set of controller elements 209 may
be a distributed energy resource controller, a sensor, oOr a
network element. For example, a controller element may be,
without limitation, a charge controller, a switch, an inverter,
a router, a server, a processor, a voltage monitor, an ampere
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network 222 and any conponents connected to microgrid | ocal area network
222. A set of cyber-security nethods and tools may be applied to

| nt er net wouberos2wd. I n other words, a set of cyber-sececirtus2&oe2bdds and
tools may be inplenmented on the single, redundant network port at Internet

router . T et .of cyber.- rity net 9ol be a set
havi ng n%%gitr?d‘]’e acy ore%l‘r%l- Zaéalgld{r’i tay %tﬁ%%g%gl%&%reqe%%%fg&%ﬁ © aczonga%éejt havi ng
mul ti phoardilf,f er et teyrheosec Wortrd1st kadorand d adlasns £ Bad teyther - security
met hods and tools in set of cyber-security nmethods and tools may include
any kndtt&t alPHASHR R oy B SEaRs (5 rsttho Prand ot TEe PIEEARAt y t ool t hat
i's curreptiohravai | able or may beconme available in future. Thus, |nternet
router 220 provides a single point of access 15 to mcrogrid | ocal area

net wor k 222 Trhathienlexaparls t sed cdnsoataldldstr ted eotgtrdisn 209 tied: LJudkesr mat i on
and/ or access ta m.cragrid | Qcal. area networ.k 2 suc S status data

and/ or V‘il%glé)u atlé.mlﬁ?etlg)éqrmtseeoccquerﬁho OQ’inetaéLccl (12%7 t ng&nr?glcetsl tnzgmt’o mcrogrid
| ocal aycedineivwerile ,222gramixie angad et 24T)s uthras tdamt2d lirirer net .

The m'cr%grid el ements of microgrid 200 may be tied to mcrogrid | ocal area
net wor R1222NATRE Redr&dr izd Sel er‘%ﬁ SHCAHIS ldeghiglEmante cdhdrvaddess the

| nt er net, EXLEP AL QUG /8 GQuKisg i nternet router 220, which is a conmon

redundant port 25 controlled by mcrogrid | ocal area network 222.

| nter net acd¥ss ntignriguricyrdah raddle rared@meethso rdc@2P imayFilgmren@ ypteed and
secured. In this exanple,, user accessing mcrogrid |ocal  area

ot wor 752 FPEGRYTRe IS o ORER A o S e0s S s Wi J5H G
measur gNtuddd ammdiiceibgrid 200M CMAGTIE AR 20as mdirgdy iibiiediearahi et ure
that may utilize cyber security at every tier or level of controllability.
M cr ograf® EomttisIl leahtedrerEzd § Sheweb ity 1Mk St atlildewdiaehi MisgRer1d

gener atj RV L RATRY A%kt NRI TN $oNQANL QIAHEIRGTHUS QLY 052205

15 in Figure 2.

Microgrid local area network 222 is a local area network
connecting the set of controller elements in microgrid 200. In
the example shown in Figure 2, microgrid local area network 222
connects distributed energy resources 202, 204, 206, and 208

20 with the controller elements having an internet protocol (IP)
address in a peer-to-peer network within microgrid local area
network 222. In this manner, microgrid local area network 222
permits each controller element in microgrid 200 to transmit
status information for that controller element to other

25 controller elements on microgrid 200.

A user at a remote client may connect to microgrid local
area network 222 and obtain status and/or load information
associated with distributed energy resourceg and controller
elements on microgrid 200 by connecting to microgrid 1local area

30 network 222 through internet router 220.

Internet router 220 provides a single, common redundant

network port. In other words, Internet router 220 acts as a

gate controlling remote Internet access to microgrid local area
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the health and status of controller elenents and distributed energy
resources associated with mcrogrid 200. Mcrogrid control center 226 may
be i npl ermeotett/@si6a m crogrid control center, such as mpPCTaré1d/06220% r Ol
center 116 in Figure 1. 5Mcrogrid control center 226 nonitors the health

i cr ootV P aa, FRBohathd, SRS £ A R d e

by di strdtwudiréd 222er gy resource(s) on mcrogrid 200, power demands on
m crogrid 200, and the functional or 10 operatjonal. status of m_crogrid
el enents. A sef OiICHRRE #RA Y MOt srd fLa9ld &%t %&Pé&sl@tﬁ & put

in a fifile At IRUWA 220er 0V RULC&oANE l0ad @as30chalad M Ah-ithe first
di stributed energy resource may be re-assigned to a second distributed

ene’ gy megdwmgc endrarocdeanplye b fimp lEmepheicoval ttdiec sdeldles) yadodwees: | ess
ener gy _t han _expect e%td%tgeq:na% q_,ve&cetastz,zocl oudy sky, the load for that
e

phot ovalTa e céﬁr(ts) can Shi f1ed To 4 Wi nd turbine or a diesel

generator. ITheaddid o cyltrCefduurdynghaiRgrard 21t n8hi fde l0ads to
different distributed energy resources and/or re-assigning tasks 20 to

di ff er dRViRiGc Podrling1a rifts SRty MRdthEd ANWIPToft P luhiasd Whldt A%t ed
ener 0y JoS oAt M Aol <4 SO0 ARl RNl Olydiindd g dicdhrd but ed
energy resource frommecrogrid 200 for repair or replacenment w thout

di $0 uptliheg qydwer- sgeneridtyl ore tdrodlsf wacl itamileg iof s|tc rodgraydbe20&Bedur igtyher
words, mcrogrid 200 can 25 he re-configured to conpensate for changes in
por f of MRS O5T. o GRS Fok 'OFS MK/ GerBita bH SrasgT d 200
with |idddg-iar, Rettc wpld /& (gddie avenaldy frerat ittize pey frvranga,y and
power output produced by mcrogrid 200. Figure 2 is intended as an exanpl e,
and not2vas 1@p 130 ofr vt daqemE Aviatiliedtlicod If dutiure -di f f erent advant ageous

crbodh el Sy, STy \DEAC IS § DY o2 ine

depi ct ed as ‘beirg cat renotely to-mcrogri ver, 1 n ano
advant ageois renhadi ental mreograttvardntz2® tdent em 122 @arayi tee d acatosck

| ocally to mcrogrid ,2001., MO 20,12f/ 054161PCT/ US2011/ 052205
client to Obtain limited 1in

ormation and/or accessg to microgrid
local area network 222, such as status data and/or load data.
The remote client may be a client connecting to microgrid local
area network 222 from wide area network 224, guch as the

20 Internet.

The microgrid elements of microgrid 200 may be tied to
microgrid local area network 222. The microgrid elements of
this architecture cannot accegg the Internet except through
microgrid internet router 220, which is a common redundant port

25 controlled by microgrid local area network 222,

Internet access to microgrid local area network 222 may be
encrypted and secured.

In this example, a user accessing microgrid local area
network 222 from the Internet can only access status data and

30 load measurement information.

Microgrid 200 has a distributed architecture that may
utilize cyber security at every tier or level of
controllability. Microgrid control center 226 is a control work

gstation within power generation environment 201 that monitors
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In addition, as shown in Figure 2, power generation environnent 201
conprises a mcrogrid and a mcrogrid control center 226. However, in

anot her awoant2zagewus enbodi nent, power generation envir @0warsk0120322nmy al so
include an electric power 5 utility macrogrid. In this exanple, mcrogrid

200 may. be connectd 10 8 ofe slaved . N8 Slegty LG, pouer ki

macr ogri gure an | m crogri control center

i N accerdange neddurark adsaiicgaeids wedpdiimmerdgrid eoegr | dlitdcepntd ol cent er
300 is a workstation that manages a _m crogrid. M crogrid control

cent er S35 Gy GERGSHIS AR CRYgMS ITBHSTENED 362 2 AR BEAREHRY rout er

306.  centdM,CrR@H LRIl 304 dr%1a LalRPraGess] 19 ausd am t hat
configures distributed energy resources and controller el’enents 15 in a

m chbogrid, Miminagwicd tergtralysenicl @és mssideing adieniltda lithe adids tatiadmsed
energy r so%rr%esriadnde ceomntnrtosl Iber reelcerE\:_%’ntns isrﬁatthe rg Gr o%rzisd,frand J ec-hal i gns
the coritr SHEr~%E emer%’ts S0 cor}/r)ensaetejfcﬁ' elferehtCF 4 140rtes.” Dat™diase 304 is
a redundaiodatakasendny idatregt-oriage 2Gtassccidited 288 R ntERaddg dHe
mcrogrid. In these exanpl es database 304 may be il enented as a dat abase
| ocat edPVEL EXHRYEN PYarddf BTl FEYRFEt TR GERADPR MHCHREd BEP Omay be
rack mgjgg;eq_d. SRR LY : i @éﬁﬁpl i I u that 25

est abl i'shes éifl rst Iog{\agqlcrr%e(%dymx)l?k et'vveag'lr(f1 %k%r (;r}gfrn:l%l?gfrﬁqrtgﬁjcenter 300 and
t h20di stoarautiechadnertgyt wse sdumdes dgr itthe lmmemagy.i d. Di stri but ed ener gy

resource cl ers . 308,. 309,..and 310 are cluyst.ers of one or nore distributed
energy resourc staiélsgo&agtae 2\%tll]i1 &M% o U Ghi%e SR e CUtRat

m crogriird 3G i wies tibee dicHddUtRGERNRIGY tIRS AWLe (Hdéeli®ited kawaver,
the mcrogrid may include any nunber of distributed energy resource
cl ust ertdie St tasl i L1 1Hy e A i SSIaT DU e @Iy ynave fsuise S usred, tone

distri t r I wel or .more distributed
resour%%%lﬁ@r%%lks%%%%%egggi%%rﬁ%ﬁ%%%1fl/odg51% le 1 F?le set of

cohs r oldhert cetcdneritcs 2112, (31 hraannt 3l d dsk @rsetgyhaHang eadpdceast dure taf a

di stri buted ener resource _sensoqr, _.a djstributed ener resourc

cont 1 o VEHRESE 1 U4 SE et s KOAkrie HSto PRty Qh AL 6 i Fogr i d.
Furt helgarfHdised MILIHD » Wit RMsee Jr leaslesane heratan used with a
list of itens, neans that different conbinati ons of one or nore of the

| i st ed Iin el ifdpbe NesePTHAGUSHING IHETEITTEsL R A% &p ishitfite Udasts gy be
i o L T i SR
20 to different microgrid elements permits installation of a third
distributed energy resource into microgrid 200 and/or removal of
the first distributed energy regource from microgrid 200 for
repair or replacement without disrupting power generation and
functioning of microgrid 200. In other words, microgrid 200 can
25 be re-configured to compensate for changes in performance,
output or function of individual elements of microgrid 200 with
little or no disruption to the overall function, performance,
and power output produced by microgrid 200.
Figure 2 ig intended as an example, and not asg an
30 architectural limitation for the different advantageous
embodimentg. For example, in Figure 2 microgrid control center
226 is depicted ag being located remotely to microgrid 200.
However, in another advantageous embodiment, microgrid control

center 226 may be located locally to microgrid 200.
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10 A and itemB. This exanple also may include itemA, itemB, and itemC
or itemB and item C. Network 316 is a mcrogrid controller network
connect i nyormhyusgreid control center 300 with the m crogPCa/useeialosaenta
network connecting the distributed energy resources and 15 controller

el enents. rk..316 in thi anml &,.i j d twor.k connecting a
renote m crNS%I\rA%éﬁclgE#%rﬂdl ac%r??lé)%bggl %ﬂ%%hg'm%g%gﬁi%%e}%v%\?g, i n anot her
advant agrdusreradioantconpetiwerk a3t armgrdennrert = riecalgmic raegrdrdl
controller and | ocal_ database with the mcrogrid | ocal area network. 20In
this effsE, 2% woHeVENE my Thé e tedr Gghiadt LR MEREt WEIRTE T

uti | Ziagh d-ANYH AT STl dar HRL Ql/d N8I la P10 At iEeP ddwe@nd user
dat agr am pr ot ocol (UDP). M crogrid control process 318 iS a process
by @hi ot igiidnogreictagotitd.ol [Tey 302 wHanides metomack 181 @ 00 miayi teal i ze the 25

m crogrjd _system_confjgure_the distributed ener resources and controller
ol eenCe MRt T S o i T e TR e S S wi th  he

m cr oghisd@gient s, and nonitor the status of microgrid elements. |f
m crogrid control process 318 identifies a threshold 30 | evel of change
associ at ed HIFEE @ o d ldARTRTIAN &ferfe Mt GiCI34H CRGHIoICHH Gdess 318

i {1 BLES JRLARTI W Al N AU J-5R) U Rl T ChAGnIdalement s and
resources as necessary to conpensate and permt uninterrupt power supply
t olend agsegrrn]l Adrtireesi3dod ilsevelwaafk sttednigen ddsdcimsrnedjes teh ma arogragr.i d - WO

2012/ 054161PCT/ US2011/ 052205 el enent occur due to .a controller el enment
fai fure. anMsegiag Iy SRSt S0 RSaaages M o or oduct i on
from orerdmrea Gzt it RNeoy, RBPWRASr Bog . mcrogrid may al so
include nmultiple tiers of cyber 5 security. In other words, rather than

rel yi ng upoRlig€rsidgide aanérr FrlesedP the a KebA reyesd skowysteFitdate 3 may
! ncl Ud?corﬁfl ity s td 'esrtﬁ_f.i(fafu @épeerne rrietsX)u%tceesV [ lc%\ﬁetlrocifleq_’p tlre(?rlén ity,
i ncl uding, lt% ot 1] mteé: to, cyber security g‘tﬁéthe m crogri (% contro
cebser i30& hevelggrdyhemoseaumid what dteeus and loads associated with
the distributed energy resourceg and controller elements in the
microgrid, and re-aligns the controller elements to compensate
for element failures.
Databasge 304 is a redundant database for data storage
20 associated with managing the microgrid. 1In these examples
databasge 304 may be implemented as a database located on
redundant array of independent disks (RAID). Database 304 may
be rack mounted.
Router 306 in this example is a network router that
25 establishes a first level network between microgrid control
center 300 and the distributed energy resourceg in the
microgrid. Distributed energy resource clusters 308, 309, and
310 are clusters of one or more distributed energy resources
associated with the microgrid. In this example, the microgrid
30 includes three digtributed energy resgource clustersg. However,
the microgrid may include any number of distributed energy
resource clusters, such as a gsingle distributed energy resource
cluster, two distributed energy resource clusters, as well as
four or more distributed resource clusters.
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10 distributed energy resource cluster 308-310 |evel,

the controller elenent |evel. Figure 3 is intended as an exanpl e,
not as arwanretwesewtural |imtation for the different adpamisgeons2205
enbodi ments. 15Turning now to Figure 4, an illustration of a distributed

ener gy

nore di

stTr1buted ener resource cCIl us I'S a groupi ng
Hstriidautead 1esestg\oree SFUrC @8 s thraddu tdics gridndfye d sAduaey gensesqurce

cluster_in the mcrogrid has at | east one processor associated with the

distri

BUtE T ENdSgy SEEEIT CE QUSRS O AHISE )@ I%e 1 afiddt TG &¢ fetnditgy
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resource s associated with processor 402. 25Processor 402 may be either a

masber
re-desi
may be

down ti
mast er

threo pgsere Orata lsiemre qureocEs'sowhed nestewiitocedsiot ey idems,

and cyber security at

and

resoyge alusier g shauy i Aeedance Wi aneduantassous,

enbodi nent .

nated.a sl ave processor .as _needed. Likew se l.ave .pr.ocessor
e g o T SRR Rl B e s i S e i A B
synchr anies®s Ma6f @@ el eMRNtch130 cad/oF icoviidend mohust 1pewemaiisan t h no

mes. A distributed energy resource processor, whether designated
redsicay e, PP RRIRIGe. ClGIaRes

a

5 o0 S b d eddridy Besldt ddS® ust er

400, sych ag, Gopirld ere £l %g??n&%’e neLvelk ehamants; gnd icﬂe%f o Ryt aq gner gy

resources. WD 2012/ 054161

i bdDt ath emd prreressor THIZ reganipave dllse alsivt iine ltuglec dritemol? , phidgtenv @t &ingd

conbi ner_ swi fch(es

. Rhot oval t ai
wi nd t '5ithé SHa @”PgbﬁFﬁrdff%%f:pomer i nverter(s) and power 5

regul at or ( S)Nethic2GeSI¥ 402 MR-MaMe d keomhidliler e RRASUIRRRRIGwar vest ,
maxi m ze direct current power generation, maximze energy storage,

pri or i f1i£&9gads Coadsiggn sdread 300ads Ho i clasres 3.0%rd aAtchr oni ze
e dWhe @ﬁe‘%@ Y QR UL RS P RIT R T requency.

el ectri

Pr ocessor
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controller elements. Network 316 in this example is a wide area
network connecting a remote microgrid control center 300 with
the microgrid. However, in another advantageous embodiment,
network 316 may connect a local microgrid controller and local
databasge with the microgrid local area network.

In this example, network 316 may be a microgrid control
center network utilizing transmission control protocol/internet
protocol (TCP/IP) and user datagram protocol (UDP).

Microgrid control process 318 is a process by which
microgrid controller 302 utilizes network 316 to initialize the
microgrid system, configure the distributed energy resources and
controller elements, determine the average load and local loads
associated with the microgrid elements, and monitor the status
of microgrid elements.

If microgrid control process 318 identifies a threshold
level of change associated with a microgrid controller element
or load, control procesgs 318 initiates reconfigurations and/or
re-alignments of microgrid elements and resources as necessary
to compensate and permit uninterrupted power supply to end
users. A threshold level of change associated with a microgrid
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10 have the ability to control energy harvest and | oad sheddi ng. Processor
402 may al so have the ability to maintain power quality on |inear and
non- | i neawol2oed$416adj ust | ocal | oad demand, and confi guiP€TIUSC@I1/0S2DHP
procedures and systeminitial configuration. 15In this illustrative

exanpl &) BIOGEIRG NEMOT, A4, 5 B RGer LG REER ST Yark sonnegl i ng two or
nore di s]Trlebu ed energy resource cluster processors iThe m crogrid, such

as process@asAln tegeirheleniandg pRRels dedresisandnvpdwed rdiiug texaid@rem
processor network 404 connects processor 402 of distributed 20 energy
r esour G& Qs I &40 SHTHPUHFRE FEEERs eS8 GESated with distributed energy

resource cl ug{rni408,An¢ Hst Y 6 ARRIOYIESIQHLE JUS IR ARy Processor

net wor k 404 enabl es processor 402 to exchange status informati‘on, |oad
i nf br netdcorr,itand ditherthgat avowidsh diagtheirhuted: ermdngyna esour e scingsteer s 406

and 408,. as well .as a ot her distributed .eney. resource .clusters on
The sl P e A SPL OIS S I (T O

Cont r olnhare igl1ementes AHE Abdr Sbburang 416 afaydilstvdibwred energy resource
sensors and controllers associated with distributed energy resource cluster

400. CoRAIAldrkelldant S TS0 Ui@S 4Pt 2DF 1A Trb Sray BEanyPacHe of
di strify %ee@ﬁr&xeegﬁ%p%q&x%qn%%&&e@c& choqter\@ll,erq%/besru%c%it?ﬁatwttﬂé?m

limtation, an inverter, volt/anp nonitor, automati'c transfer tch, 1oad
bahk, WHistterijoutatk ec@tgylresdivgtad mitved eenad0Py-3 M0 1level, and cyber

2012/ 054161PCT/ US2Q11/ 052205 resour.ce control _panel, a charge controller,
or any SGtHert Yy CEMFAEET SHEEAT YRt wor k el ement .

Control l er eligfmd 3 410.irdkhdctilds and Abbpale cernesitedid eget her in a
peer-to-peer controller network 418. Controller 5 network 418 may be a

r edunda@fichiitbay tvetado i midiatg arh€ oy disnididifay egdntadyanie@eses /i nt er net

protocal gr, datagram protocol protocols. The ring network may be an

Et hernet network. ‘A redundant ring network di sables one |l eg of the ring
wheb a fail dhermdegumsow Hee Figputredaint am nd Inesyt rfaunicin af B0 s tar iGuteny.
Controller network 418 conprises swi tches 420, 422, 424, 426, 428, 430, and
432. ESOFTEM PN oMot et 418 3SHEATES §Fiddad y two ot her

SWi tch%\;dhtfa{%@@ MIJNWRYs pat hway for signals through each managed
Et hernet sw tch.
Distributed energy resource cluster 400 ig a grouping of
one or more distributed energy resourceg. Each distributed

20 energy resource cluster in the microgrid has at least one
processor associated with the distributed energy resource
cluster. In this example, distributed energy resource cluster
400 is a grouping of one or more distributed energy resource s
associated with processor 402.

25 Processor 402 may be either a master processor or a slave
processor. A master processor may be re-designated as a slave
processor as needed. Likewise, a glave processor may be re-
designated as a master processor.

The master processor may synchronize microgrid elements

30 and/or provide a robust power busg with no down times. A
distributed energy regource processor, whether designated a
master or slave, may manage elements in distributed energy
regsource cluster 400, such as controller elements, network

elements, and distributed energy resources.
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15In this exanple, swtches 420, 422, 424, 426, 428, 430, and 432 are,
without Iimtation, managed Et hernet switches. Switches nmay be dedi cated
I nt er net woetzais4(6Dl N) rail nounted conponents. The pro®€F4ASREL1/052205h as
processor 402, may al so optionally be dedicated Internet network rail

nmount ed. 20 rQll er netwark . Ut.ili.ze _a - rot.at) i to
forma redu%%ar}tnteglraln{li‘)g:;L erietb%r Wﬁ%%l%ﬁéf%l astlzl‘r%fé]l’e(ﬁ%gjgrEI efe%’ﬂru r‘lgjt"}bg[i%l \k)x'aglﬁ%%tevm
Et her nethesuididhes, causes tdly phamidl daiid icimddeleay gwi teontgel,l er net wor k

418 at the tine of the Ethernet, switch failure. 25Each control|er el enment

that r QRANCES LSS PG et o 56 39T o RSt GLE<EH (GRetmoriecaos s
connectethiing dmnaaed Shhalnal il Ifdhdih GhALIA] BRETEKesour e

cluster 400. |If a rmanaged Ethernet switch fails, aI.I .controller el enent s
conbectrEdule tarts ) Et héimestessnint df2amayi deivat ddvef edmltify et werdeur30Iin thi s
exanpl e ever)é[ manalﬁgced Et her.net g‘;i‘ér“ tcch .S connected to a single controller

el emente’nieﬁgé’i Fi'uted “}?ﬁ%ﬂ}j}fer G e HISTET PRGT 95165t rds, each

cont r olnl=edingllRMRIMe S, GIVIRRIed Pra drti% 10w 13RS, nels Sl haredcardady | er
network 418. In this exanple, if a single Ethernet switch fails, only the

WO 201305ARYEPCHEISIOEL/ P30 05 ARG SHSEIC 14t &amed Ated WEH ai | ed
Et hernecthes‘gﬂsoﬁgr%b‘g Iéezkf%c%ﬂvoqftfa d %i@neﬁ}e‘gﬁéﬁg . V‘@é‘%{oeés’bxa%tzh%{ag o

advant ageo ment, a managed Et may be connected t

or 10or éracentthel lagri laltymerat sorfino 1IEsste ropnthreoiest elneirdntade arireectiedy .t 0 an

Etherng)t swi tch use the transm_ssion .ca trc%I protoccolli nt er net protocol
it

and user At adta SPYC A Sh e add S it - R BT P % nent may be
connectRh1ti® 2 dif AlioRelr GOV eIdren i a50N\RIds t hR1jRIsH acRlalofidde control | er

el ement into the protocol of the Ethernet
demand, and configure local setup procedures and system initial
configuration.

15 In this illustrative example, procegsor network 404 is a
peer-to-peer network connecting two or more distributed energy
resource clusgster processors in the microgrid, such as processor
402, together in a peer-to-peer network. In this example,
processor network 404 connects processor 402 of distributed

20 energy resource cluster 400 with the processor associated with
distributed energy regource cluster 406 and distributed energy
resource cluster 408. Processor network 404 enables processor
402 to exchange status information, load information, and other
data with distributed energy resource clusters 406 and 408, as

25 well as any other distributed energy resource clusters on the
microgrid having a processor connected to processor network 404.

Controller elements 410, 412, 414, and 416 are distributed
energy resource sensors and controllers associated with
distributed energy resgource cluster 400. Controller elements

30 410, 412, 414, and 416 may be any type of distributed energy
resource sensors and controllers, such as, but without
limitation, an inverter, volt/amp monitor, automatic transfer

gswitch, load bank, battery bank control, distributed energy

20



10swi t ches. As shown in Figure 4, controller elements 410, 412, 414,
and 416 and their associ ated Ethernet sw tches 420, 422, 424, and 426 are
connect edwbaor/odmicrer sal protocol converter, such as uniPgemsadiipsaodcol
converters 434, 436, 438, 440, and 442. 15 Universal protocol converters

434, 436,438 d_442 -convert e protocagl s used t ontraller
el ement% se Slorﬂ%od G %éé%&r%qo?%ln%&s’e% bd;l atrlﬁjreé n%r?%d:é)gﬁﬁ%eroﬁ:eta%wo&gﬁgs Ety@% ver sal
prot ocAf ecemedldres 43Fbnstif, A3hetddtk andmedd al so convert the protocol

used by a given Ethernet. switch into the protocol used 20 by the controller

el enent confERYEPUER FAE e Btherttdr &% cRRRI MO P U APTHTE 446 nay be

i mpl eyl RS QR OHdBY & J-YEBT QRW1cAS dihale dud Al gamnecicrRidiald.er
network 418 with processor nétwork 404. Routers 444 and 446 may al so be

utibi zedtd®rko dénmeat oot medugwisrdgr metonarek widgk wistimoprtdsessor net wor k
404 an% contr.ol l.er netv1\:or 418.t Cog1t/r.olt centter network 448 is a top |evel
net wor K "EONRIBGS I A8 EGr FXEEMT 01 2 e s AT RS Sgri d

pr oces sRit Atand e Ao IMprca@dal scontmel 1Gent efetdlyd ;e 3 wor kstation for
configuring the mcrogrid and nonitoring the health of the distributed

ener gy Héssmeted! -at éd TERRAE Higrogiaiareduch P I8 il &t r ol
o E TS 3 S 2 G R ODOTL 055208 e "adit arhdtRs e s,
prd¢essar anét-womg.404, and controller network 418 is the mcrogrid control,
commun o8| 9y, A SO QSN e Lot Bl L T O T g, e
5 net warde 4488 ,Pr43RES 01 ASMOT ke A svAREC AR cIdtafoneimelide wblk& mag have a
ring topol ogy using nmanaged Et hernet swi tches. In

connects to exactly two other switches to from a continuous

pathway for signalg through each managed Ethernet switch.

15 In this example, switches 420, 422, 424, 426, 428, 430, and
432 are, without limitation, managed Ethernet gwitches.

Switches may be dedicated Internet network (DIN) rail mounted
components. The procesgsors, such as procesgssor 402, may also
optionally be dedicated Internet network rail mounted.

20 Controller network 418 may utilize a counter-rotating ring
to form a redundant ring network topology. A single leg failure
between two Ethernet switches causes only a small initial delay
in controller network 418 at the time of the Ethernet switch
failure.

25 Each controller element that requires accesgss to network
processors on processor network 404 is connected to a managed
Ethernet gwitch in distributed energy resource cluster 400. If
a managed Ethernet switch fails, all controller elements
connected to that Ethernet switch are isolated from the network.

30 In this example, every managed Ethernet switch is connected
to a single controller element in distributed energy resource
cluster 400. In other words, each controller element is
connected to its own Ethernet switch in controller network 418.

In this example, if a single Ethernet switch fails, only the
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this manner, any open network line or failed Ethernet switch will not have
a negative inpact on operation of the remainder of the mcrogrid el enents.
10Any prowezswwosewm obtain status data from any contr ol PeT/USk@m®si2ps

di stributed energy resource, or other processor connected to the

et~ { SRSl Witdtone accolliisy e dliStal Bt edh SRSLAX TERUECE st er

processors, cen ) rocessor

cont rolﬁeercdtetd/ﬂ(ﬂ ke 448 trrmiume;utdm cormim@udxy dfn andttieagrddlaaniigeaiusy st em
by provi d'o@gl the network el enents the intelligence and comuni cati on

capabl SRR GRS ShdaRadfst & TRHEe itHidgh doel Sferneniies 419 dwe &ach

m cr oghid-El &Mt KRaWddhg state of its 20 subsystemor load its
controls. This information is conmuni cated to other mcrogrid el enents,

whi 8h nmakes Irhé&asthatam tafo lieimddenieny sy ad tho @n E@hﬂrmectgrsvcithimvm to

each distri but ener resour ce cluster nner., tributed
cner gy "BEnATR (O Ard e GrRge s ST (P28 G T T ey ST Sy RN ar e

i ncreaser lddt%bgr%@n pafoajdagile 1ﬁ‘1t@r®’ded Rlcisdl f aid lUcﬁlt\Mdllle&oteldimn-J e or
prevent ot her mcrogrid el enents from operating. Mor eover, control

cent er Mgt WS I€OAEC G013 ST HWEGIr IEANBT taTd G5 SEEREHT drtndrie taspl
enabl e deheid anshielodle 30 JfalLlon diet waen Sl dbused senehgied esour ces,

m crogrid control center processors, ext ernal communi cation |inks.
A 3et csfwmpbmrs security nethods and tools may be inplenented at rrul tiple

di fferent vel s of t.he crogrid shown WD 2 12/0 416 PCT/ 2011/.052205 in
Fi gure 4. F%Ts m gm S &P TBedE q c?ol L‘@ ifTp1’ement ed
on a | evel mAssesiatedw tarss@icﬂaﬂ;@%i mm%x@i‘etarswlrwnésmaﬂo,cmzr,oldzqr, el ement

410, a set of controller elenments,
and 426 are connected to a universgal protocol converter, such as

universal protocol converters 434, 436, 438, 440, and 442,

15 TUniversgal protocol converters 434, 436, 438, 440, and 442
convert the protocols used by the controller elements into the
protocol used by the managed Ethernet switches. Universal
protocol converters 434, 436, 438, 440, and 442 also convert the
protocol used by a given Ethernet switch into the protocol used

20 by the controller element connected to that given Ethernet
switch.

Routerg 444 and 446 may be implemented as one or more
router devices that interconnect controller network 418 with
processor network 404. Routers 444 and 446 may also be utilized

25 to connect control center network 448 with processor network 404
and controller network 418.

Control center network 448 is a top level network
connecting microgrid control center 450 with the microgrid
processor network 404. Microgrid control center 450 is a

30 workstation for configuring the microgrid and monitoring the
health of the distributed energy resourceg associated with the
microgrid, such asg microgrid control center 116 in Figure 1,

microgrid control center 226 in Figure 2, and 300 in Figure 3.
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all controller elements associated wwth a distributed energy 5 resource, an
i ndi vidual distributed energy resource, a given distributed energy resource
cluster, woaoessers1402, mcrogrid control center 450, pProTass@n/ osEdWOr K

404, controller network 418, control center network 448, or any other |evel

of a distri i ri rgPitet e. I ur i be 10

i npl enment edle.‘vﬁtn[ecﬂ:ionT (r:rd’uq%eﬁ"?él cﬁ é{r gr#r’l gvreméé%fgﬁgl%%“ﬁ%ﬁ{pl‘le&%i Herent cyber
secur i ioprmeidiads ardiarrk @alss.is the nHicguror 4l icoritricandetratira saxdiany e,
and not as an architectural limtation for the different advantageous

enbodi MeKt SOMMERE MSTY Hidw EY FIGRHEE™S.n%n GANERL AN ST RS
pr 0CeSSiNg 18U ARiigh AeR] Ghed ddt 2F ARG W tHh AN AIVAHAGA0 SNt ox

enbodi ment. Data processing system 500 may be a data processing system
assbci aregaronikt M 48  mirstcsgs s arettwglr ke diider anPatcdnirroddssi mg teystkeri1®00 may
be assoqgciated wi_th .one or re 20 .distrihute ner resaurces, cantroller
of ement&Y 6 Sorit rar kARSI TS SGFIPSS; POar fendration envitt onment
For exanilse maaitd i Higutoddnnideaticik 1My @@ ifthiaent mhegeriterswliten n Fi gure
1, mcrogrid control center 226 in Figure 2, PC server 218 in Figure 2

m cr ogMiid lc it HAVE BEEIFT FMYGHPTE oSGt 120 452 Ghe Fefaiader &fd/ or

m crogrdyd %ﬂ@fo?ri%?@l%rmeﬁ% in Figure 4 may be inplenmented using data
processi ng system 500. In this illustrative exanple, data processing

sys0em 500 At ydes: ecmorumiagatakdares if arater sb @t amfircim provicesroller
conmmuni cati ons between processor unit 504 rrermrﬁ 30 persi stent

506,
st or ag€ T o P 6t SHRHEYs 16 SR Rt < APMTRC 512, and

di spl aydrtfected to RIHRC @S- dilidei0hetRIO0H@S 10 execute instructions for
software that nmay be | oaded into nmenory 506. Processor unit 504 may be a

nunber of prideessdhs i SANiUGRDERPIEY FRROULSe SHwStaEDPToCcessors,
2012/ 0541 GTRCTIASAQLLL 052205, OIIET ¥R 1o PLAGSSSAT aghepeng ng on the
nu e t rere

parti cular i nplenentation. , as used hereirn w rence to an
i tel reanydieromatooek 44arss . redurdeharhe proogdssarcyurift &b areng el

i npl ement ed usi ng a nunber of heterogeneous processor systens 5 in which a
mai n protedSYr SYS U5 e P 1L Fﬁftﬁﬁo&g%é&“éen&r? :ﬁ’ﬁ ngl e chip. As
anot her; fdd1usigeaide’ & X @R RIAGRTS Vagi¥ it 1304 JT8Y tHE FheS WITRIJYL
mul ti-processor systemcontaining nultiple processors of the sanme type.
other microgrid elements.
This allows each microgrid element to know the state of its
20 gsubsystem or load itg controls. Thig information is
communicated to other microgrid elements, which makes the status
of neighboring systems within the microgrid known to each
distributed energy regource cluster. In this manner, the
distributed energy generation and storage capabilities of the
25 microgrid system are increased. Likewise, a single microgrid
element failure will not disable or prevent other microgrid
elements from operating.
Moreover, control center network 448, controller network
418, and processor network 404 enable the transfer of
30 information between distributed energy resources, microgrid
control center 450, processors, and external communication
links.
LA set of cyber security methods and tools may be

implemented at multiple different levels of the microgrid shown
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Menory 506 and persistent storage 508 are exanples of 10 storage devices
516. A storage device is any piece of hardware that is capable of storing
i nf or mat iwo,20useas, for exanple, without limtation, @araS2@nos?ein code
in functional form and/or other suitable information either on a tenporary

basi s d/ar rm I.S.. St e i I b erred
to as ?(rglrrpEﬁIgé'qur (a'![rjgla'da%:%D er}t setggar%dfgee ’decg)i'b%s S%ﬁc rf]igc e%ée%zglrrp Sega.n%f/etlrgr%rlgls §%‘§; in

t hese eanplEsmemeden 201 exanplssod atad amtac eas S i ons0lofany ot her
suitable volatile or nonvol atil e storage devi ce. Persistent st olr age 508 may

take vafOls FEHmEOtEFItE N G I e Pt i i AR G0k
exanpl &1 1PIGHSHAN 15 QAR 208 JBYE IGRUANA (NS Qfi STV U URME, OF

devi ces. For exanple, persistent storage 508 nay be a hard drive,”"a fl ash
mendry resauewts t @yl 6 rnolitviichialdidsilet ra huevad tealsi ng ynmatgsetins &, ape g iorersone
conbi nadlll q_,i%f terae abeq_,ve. r-léh% r}%%i aluseéflerby rercsi stent, sf orma:.%q_,OSQ_%dal SO may
be renmdSvabi e EST 25 e@grrpl &% Temovabi e 'hard e nay '‘be SEF Tor

per si sty ref1orcrRgR K050, procCyBIMimAficHks 40%,t Ht.rdin drhesa wexanpl es,
provi des for comuni cations with other data processing systens or devices.

I n t hedd Sex &Pl CHMRRT cCaGweHE Hfi% 210 1Y £HhetwdrR€30 9fnter f ace card.
Communi catd {t.- i QNI ion f
ei t her %ﬁ%ﬁtﬁyglﬁiﬁﬁi \%l&%e %Q%ﬁcommnﬁg{aﬁsﬁo%é}%ﬁ%%%&ﬁ%ﬁﬁﬁ

uni® Sli2dldmems ddomwiitiput manid igutep uti fdfe retatta wivtdl sotusemagdewilaaplichat may be

connecte 0 data processin WO 2012/ 054161PCT/ US2011/ 052205 syst em 500.
For exéjr?%ft&rq%tﬁﬁb&ﬁ pﬁftc”d‘%ittyﬁfﬁ ide "9 Shnecti on for user input

through a keybpaldq a Jrausended/a S0BxMNe, SWid alle ddpwt devi ce.
Further, input/output unit 512 may send output to a printer. Display 514

provi des A if agderadi dramtidadiiom fipy her fhtfiferany adye@tadessrs uctions for
the operatifige em applications, and/or prograns may be |ocated in
storage devices 516, which are in conmunication with processor unit 504
t htdugh comTunirciaty orse frabFigua@? 5, mrt hdseistddarsitoratdfves exanpl es, the
InStru%h%gg%sing gystem is depicted in accordance with an advantageous
embodiment. Data processing gystem 500 may be a data processing
gystem associated with a microgrid control center. Data
processing system 500 may be associated with one or more
20 distributed energy resources, controller elements, or control
center in a microgrid or power generation environment. For
example, and without limitation, microgrid control center 116 in
Figure 1, microgrid control center 226 in Figure 2, PC server
218 in Figure 2, microgrid controller 302 in Figure 3, processor
25 402 in Figure 4, and/or microgrid control center 450 in Figure 4
may be implemented usging data processing system 500.

In this illustrative example, data procesgsing system 500
includes communications fabric 502, which provides
communications between procesgsor unit 504, memory 506,

30 persistent storage 508, communications unit 510, input/output
(I/0) unit 512, and display 514.

Processor unit 504 serves to execute instructions for

goftware that may be loaded into memory 506. Proceggor unit 504

may be a number of processors, a multi-processor core, oOr some
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10 are in a functional formon persistent storage 508. These instructions
may be | oaded into nmenory 506 for execution by processor unit 504. The
pr ocesseswoRotdms4witf f erent enbodi ments may be perf or med Poy/Uyse@a®s=205 unit
504 using corrput er i npl enent ed instructi ons, whi ch may be located in a

rrermry,ot lé ty e o rcyes%oq:' de end1 %3%1&' rﬁltrz) %l%re referred to as

program o orrpu usable pro ramc eadabl e program
code thﬁtpl@}érbﬁtfleﬁd and exeen e@éom&dmmmsprwutm rrraf@a&sWe wa tarb04.
The program code in the different enbodi nents may be 20 enbodi ed on

di f f er ent="phy§icdl B onpinér T ERFabl & UGS ige HRAESE S Ui ids A3y 506
or per HStief Sl l8%g a numﬂ%rrogf@rﬂec‘t%gé%%oh% beeabedotNsfstems

functional form on corrputer readabl e nedia 520 that is selectively
r enbvalilre wiridhmay mben| padedssnr oldrpresent eridd serasioa ypraoessisnyg Ssspst em

500 25 f%r. e ecu%liaon béﬁpr ocgﬁsor ﬁ;lt 504. Pr???a code 518 %nd coEput er
r eadabl®e SMe& & 520 or c%ﬂ% =g b ?%ﬁ"b]r i RHNESE 5xgﬁﬁ es
one exayd enayC@aput eymmeadabl auled gro2ds swy éysstcesmmﬁrﬂ;raim@@ablh@tapméage

medi a 524 or conputer readable signal nmedia 526. Conputer readabl e storage
medi a FZAREPOIE PhcFiiBeSaP8r t¥RANpl e, an optical or magnetic disk that is

inserted or doi %r@ ér‘é%s%rer&t hers 5@@@ &R d hale IS RRte L goer si stent
Ice

storage 508 fo ansfer to a storage such as a“hard drive, that
i slpar tstofrgger siestierts §t1c6r age 50®ragenpisverce aaadaabiye sitegreage rmd:ldwa&bél al so
may take the form a_ MD 2012/ 054161PCT/,US2011/ 052205 per 5| ste st or age,
Suoh atha i SRS £ A S it Ay e at nect ed

to dat a&ipRRASIiREG tSHSIRM R a,| Hreyen RYRNGES LRI rfwalabl e storage
medi a 524 may not be removabl e from data processing system500. In these 5

ill utst PG ARE &R 411 tedrsutiar aramdalsire @i@%@ﬂ@dltﬁﬂmﬁrﬁf E’Pa81|8
non-trapsy %%{é r vely,
program C(fé)gr élgj eegl t ra%qf err%g%[o éga{% ﬁgogcsesss]isnén yst?‘esjr%a 60 usi ng
comput efe freaadablte s;sgmimpmxd;ra re2filallenptcaragee atatiloe ssiignalhemedi a 526 may

For ox D oI P B! o TS U AR50, Ry 16 alf B SOTTBAgnal | ¢

si gnal . AP S i@y @30/05, bhdt @@flt%wlt@b;loqaxam% Qfr signal . These
signals may be transmtted over
volatile storage device. Persistent storage 508 may take
various forms, depending on the particular implementation.
20 For example, persistent storage 508 may contain one or more
componentg or devices. For example, persistent storage 508 may
be a hard drive, a flash memory, a rewritable optical disgk, a
rewritable magnetic tape, or gome combination of the above. The
media used by persgigtent storage 508 also may be removable. For
25 example, a removable hard drive may be used for persistent
storage 508.
Communicationg unit 510, in these examplesg, provides for
communications with other data processing systems or devices.
In these examples, communications unit 510 is a network
30 interface card. Communications unit 510 may provide
communications through the use of either or both physical and
wirelegss communicationg links.
Input/output unit 512 allows for input and output of data

with other deviceg that may be connected to data processing
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communi cations |inks, such as wirel ess conmuni cations |inks, 15 optical
fi ber cable, coaxial cable, a wire, and/or any other suitable type of

conmmruni cawpanp/dskwslk. |1 n ot her words, the communi cati onsPCiris2@an@saos t he
connection may be physical or wireless in the illustrative exanples. In

sone a \g%qt Qs e i . Pr:ogQr 518 . e qy(\gql. ded over a
net wor K toe%grm s‘te%q"gteg%a z%oéqﬁ’r%mog%gfﬁe#% erESi}gclg gr%1 dgjta 6%%c§ssi ng
Syst emddimeigli g0 Mot eisdreaddahite Sirgaih rekicy/do2b-d,0ra uemi9M ,t hind /dat a
processi ng system 500. For instance, program code stored in a conputer

r eadablSO& SAGE maditdhRlieh R WSV igsa prEEESE nd TR EMRF Lt

downl oagded \puersegr utghMords T ﬁfﬂit&%rs.e“ﬁrsﬁl%aﬂ%tﬂ RIRRASRING system 500.
The data processing system providing programcode 518 nay be a server
conput ercchardlgrerto cargpiteer ,irdrorgwrre aot Her adexdege capabl e of storing and

transmttin rogram code 518. The diff.erent conponents ill.ustrated for
tata. pr oces s ot E R0 SRR O S o P LA et ) OF

l'im t atgregrdn® bk MRNNcddgedtirne btdiddger enrtvieodrentsmimay e in

i npl enented. The different advantageous enbodiments may be inplenmented in a
dat a prreEBREI G thRdt &G ALREHSHF Comsdrte O ithraydht iCOHMUS 162 54995 ace of

t hose 'ﬂajbliS_Ltcr %@d fqrn th{easeoriq Qﬁ%rré@tl%teggg g, \é@e instructions
2012/ 054161PCT/ US2011/ 052205 Ot her conmponents shown 1 n Figure 5 can be

vatded afrmeomrt lee furarsitorstli Ve rex anplpes ssilthemt Hieomhidd &0dnt dtesdi nent s may
be i npl.enent ed .usi ng _any hardware .device or system capabl e af running

pr 0gr AMTEEARC AL o ARk BpIE e 10ih T G3s Sy 15 ey SrEMIeY (el ude

Or gani GreEpeants iitntsaar at ethaMdrb dddHGARC tERIMREITE S N Gnod TR e

conprised entirely of organic conponents excluding a human bei ng. For
exanpl @ava bst (ﬂ@d@%]@@\ﬂ &Y RRPISE s3piided M Ui e AT ESET conductor. In

anot her. i |4l 14 e £Xam; r or h{ my; 1Q take f f of a
har dvvarléﬂ l}rlel“fetﬂtrt%adt \éﬁlas Cl rclgjintsg’ Bﬁlgﬁarmg%né)ﬁuﬁ%é&tauredjl%r “con |%’eg®§r a
paitbi cHsameansey BO6s type of hardware nmay perform operations w thout

needi ng program code to be | oaded into a nenory froma storage device to be

confi gured t0'5& FSIFhE 168 &S I ordisst W &R 0 9h7¢h essor unit
504 t akesduhef adafe drogram code, or computer readable program code

that may be read and executed by a processor in processor unit
504. The program code in the different embodiments may be

20 embodied on different physical or computer readable gtorage
media, such as memory 506 or persistent storage 508.

Program code 518 is located in a functional form on

computer readable media 520 that is selectively removable and
may be loaded onto or transferred to data processing system 500

25 for execution by processor unit 504. Program code 518 and
computer readable media 520 form computer program product 522 in
these exampleg. In one example, computer readable media 520 may
be computer readable storage media 524 or computer readable
gignal media 526. Computer readable gtorage media 524 may

30 include, for example, an optical or magnetic disk that is
inserted or placed into a drive or other device that is part of
persistent storage 508 for transfer onto a storage device, such
as a hard drive, that is part of persistent storage 508.
Computer readable storage media 524 also may take the form of a
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hardware unit, processor unit 504 may be a circuit system an application
specific integrated circuit (ASIC), a programmble |ogic device, or sone
ot her suiwabkbe/wsywe of hardware configured to perform aPalimses1 10862205

operations. Wth a progranmable |ogic 20 device, the device is configured

to perform.ihe puiher. o, onerallons he devige MRy be,s epanfd guned at a
| at er t1me or Tray be perranently confhl gur e o’performbt he "nurtber o

oper at ifdnsh Waarpes tifatpriegrammblted agl dadey ipres dgsidingdey stem egnpl e, a
programmabl e | ogi c array, programmable array logic, a 25 field programrmabl e
| ogi ¢ &Py AR grcg%ﬁ"r%% Jeesah G P L@ o el S midtafidey istdwar e

devi cege WdnihJdH1% thRE @fa TR RIRAUAL LRy UROTRH Coag 2R Jmy be omtted
because the processes for the different” enbodinents are inplenented in a

har Bwarid lwsittr.at3d0ien estanidl esnotdempuitidrusteegtable etamplos Medoces2dr imia 504
may be i npl enent.ed usi rgjg[}pa combi n%ti n of processor.s found in conmputers and

har dware _r]i_ﬁasp.s eSS %ﬁaﬁ 4 Fave % erof hardware units and

a nunber of MireeessArs lhhatoraycg ORfoRUSAR heiyf We MregisiBvraede tol&atW th
this depicted exanple, W) 2012/054161PCT/US2011/ 052205 sone of, the
pr oces ELGREF W iSYH e m0dd UH Y eIt et Ueacddindice Simined, Makilce Sdtther

DI 0C€S e ,bE dAMLATE iR AT Al PIOCCSHN Sxfipianother exarpl e,

a storage device in data processing 5 system 500 i's any rdwar e appar at us
t hat nmyrcstagyes ediatdam t aVisnmma 15 @8N teenrsinst grmtogstanr ageles 38,8 .and'agonput er
readabl e nedi a 520 are exa of .storage devi in tangi ble form

I'n anotwpgfanﬁo&p%%uge% ey e %Eeé]gat oscziessnﬂ]aé’rrglrﬁ mruni cat i ons
fabric HQ2ansh tHe GapidisedofopnieAr Jmye110 Huses: SHEbhdsa system

bus or an input/output bus. O course, the bus system may be inpl emented
usi ng @wttailealives Wie oiot@lchi TGS & R IR RS Trem s ihtads faie of

data bety i‘Hthi%rn%mli%?{HQo%‘%ths. QU Aeud G %fo%%ﬁfh%att%%e fglfﬁmsysmm
Addi tional I'y,” a communi cat1'ons Unit may 1 nclude one or nore devi ces used
t 0161 argmiilcadnd iteceicadldgt oaic]l askd ajpdemiare a aretAwor kargd aptherr

Further, a nory may be, for .exanple, menory 506, or a cache, such as
f ound i%ﬁl%@rﬁ% é%/fpfcé’far?d’%%ﬁ?te&ﬂsr & hdB e 156 prd€ent i n

COMUNIcCRIIONRT AR 150k e thd TdiHerdes ahAbL R i®a1ard not as
an wireless in the illustrative examples.
In some advantageoug embodiments, program code 518 may be
20 downloaded over a network to persigtent storage 508 from another
device or data processing system through computer readable
gignal media 526 for use within data processing system 500. For
instance, program code stored in a computer readable storage
medium in a server data processing gystem may be downloaded over
25 a network from the server to data processing gystem 500. The
data processing system providing program code 518 may be a
gserver computer, a client computer, or some other device capable
of storing and transmitting program code 518.
The different componentg illustrated for data processing
30 system 500 are not meant to provide architectural limitations to
the manner in which different embodiments may be implemented.
The different advantageougs embodiments may be implemented in a
data processing system including componentg in addition to or in

place of those illustrated for data processing system 500.
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20 architectural limtation for the different advantageous enbodi nents.
Figure 6 is an illustration of a flowhart of a process for configuring a
m crogri aworopgsersdance wit h an advant ageous enbodi nent PCTRES2@06285
illustrated in Figure 6 may be 25 inplenented in a control center for a

m cr ogry ] ri ntr. 1 i QT jcrogrid
cont roldtgftaeﬁfe%%%%zlel@%%%glfr@ g& tr;ﬁ‘l!’l?ruogr ?‘%%}ggn#%ol_\}éc{ln er ?%‘b terne Fi gure 3,
and/ or imlarsagratd veo rixadlpleentstiowdb0 IMhdidjiferént rnardineEnar mayhite
process my be irH)I emented using control 30 process 318 runni ng on

ni cr ogriMPIEIRTS] &S 3L Y B s device e StEs SaRBMT i9f Figure 6
begi ns by inid idAIRD el auld grfd.gAld o HolhRach Rlemithd n a set of
mcrogrid el énents (operation 602). The set of mcrogrid el ement’'s may

i nchudeyswienhoety |dinwiliats orngagets gronglcerritss lagsgrisdtest waithh ing@ganic

2012/ 054161PCT/tU820 052205 . di stri but ed enecr.g(y resqurce(s). controller

el enentS"ESEEE At S8 UTh nr}‘]‘Jiystbrel Eﬁn%)dflesﬁé]rgeﬁq resour ¢ (so)r %HE net wor k

el enentempgprmtd @xAAd iRy d NMeide Raldd .ng R rdefawlgl conf igigraigeon for
each elenent and verifying that the mcrogrid |ocal area 5 network is

secur e 99 %n tfe P ST TIERY. Fperat SR o0 SR CATSMGEHRA -ude t he power - up

sequence of fthe tﬂé@fﬂﬁf&@@&@%ﬁ%t?gfo%%\%%fdw%rﬁ%q%%%afgr a

gi ven distributed energy resource. The oce verifies an Intern
pr b0 ocdakaddihes Sdrar ofFach hErdsleereniniitn thee $ets afi reuarmentthasf ariee

m crogrid (operation 604)._ .The process nmay configure or sign | nternet
bt ot oodle i Gedesd By SR EaRD Hole ey e oy % AOAS [T

wor ds, HRRITRC @S, WRIYfdres dprivaiilorEe Rer it fedihly ?1@9(19{111 dRlemnt s.
The process pings each elenent in the set of elenments 15(operation 606).
Oper at $n 16G6I8 AgY e dc Medicdive ity b & &HATpAh R G & &8 eerdiiavrscogri d

el ement.s; H}ffgq{)nf%%%s O%eetr%rtrgicﬁless a grid configuration (operation 608) based

on the re pingi'ng each elenent if the mcrogrid is already
opgbat i onal .For example, when processor unit 504 takes the form of a

hardware unit, processor unit 504 may be a circuit system, an
application gpecific integrated circuit (ASIC), a programmable
logic device, or gome other suitable type of hardware configured
to perform a number of operations. With a programmable logic

20 device, the device is configured to perform the number of
operationg. The device may be reconfigured at a later time or
may be permanently configured to perform the number of
operationg. Examples of programmable logic devices include, for
example, a programmable logic array, programmable array logic, a

25 field programmable logic array, a field programmable gate array,
and other suitable hardware devices. With this type of
implementation, program code 518 may be omitted because the
processes for the different embodiments are implemented in a
hardware unit.

30 In still another illustrative example, processor unit 504
may be implemented uging a combination of processors found in
computers and hardware units. Processor unit 504 may have a
number of hardware unitg and a number of processors that are
configured to run program code 518. With this depicted example,
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If the mcrogrid is not yet operational with an existing 20 configuration,
operation 608 generates a mcrogrid configuration. In other words, the
process awoapev@sicon 608 creates or selects a confi gur atCcoruskan/osizes

m crogrid. The process assigns a master processor and sl ave
processo&(es) eratio O%. The ma r._prQcessqQr controls t 2
P o oo s 3 T AL malll b ol RIS A Al ethyare

pr ocessaris B avtsllaved Hadr i gmsicdy npiyo¢es Sotpl dnterdddds iexanphenbdiutofiv t hout
limtation, operation 612 identifies the processor associated with a
di stri BAHEFE"Ergy resource or distributed energy resource cluster that is

associ ated wd idi§e30 AR, l0ad Jae LRSIGNALLHAS e Jmaiely

processor. The processors associated wth other distributed energy
resbur castem G0 rishuwred henshwpr e espared ud tdiedr et e tdess gladteed sl ave

procesgors fo mast er. processor. :glaszogr{ggSMGIPCT/ UusS20 aév/ 05220

The pr OEEE Yrakss G & R ation 58 rcotn}?éltr%rcrroe&rl lies maedﬁ A1 ty

tied msogived (eplald T GEdradd ddvd ddd liid w itsini@lbla Wddndty tied
m crogrid, the process executes operation 616. If the mcrogrid is

connect ed t ¢t ANAINYTY SHAHP 15 prodeiss SFHEH JiYzES ety ddiRIE W t he
utility. i%tait.q]'bn@:l"f)abrli% cstd}eran\g)rn%? g d?ﬂéﬁﬁ’i%d PURS UL 1S
Ity. T ocess deter

slaved to the uti he pr m nes an aver age
al 1er natuissg ,c wudntay AC)symrsen dadi g (EopdmgutoiolBltit. MOer atdforc Bt aray

al so determne 10 transmn ssian line inpedances. .. Th rocess

dent | f16s U0 Y SIS Aot gt T BP LGt Toh Py TS acs 'Samet ed t o
the mM GheUHitdRRR alHan FE)idcheEdqd ocessrtir aPyRldaan G wah al so
determne the criticality of local |oads for each distributed energy

resour LRI FRRROREIter I R Vo R IdRA ST 6R tHhe durs slysdieghent s
CO”neCtA%i'tg{éagsa%%'etao'c%‘?r%{ung{ecta‘@ro‘%s"“utﬂtn n%j“ig{cci%ded driecal, gfga network

(operation status data nay be recei"ved as a result of perform ng
a $hat eleofidegalided ext thremsone endreecdlvenerdits i sudie sseta ofodancroagra d

el enents. In_one enbodinent, .a 20 state of health test is rformed on

every &ISHHRE iHAHE et Fé?fftrﬂ%r'oj\' MF ks e for fxg ed¥MHRes a

det er mgpat,i A as daknehethieh &d ejurdnN BNl iGragll dnel RERBLS 1S
i ndi cated based on the status data (operation 622). If the status data
i ndi cateentgyols erebohf LtHakanppnbet Pecprices ¢aumlliged ione $eprat 80énent s

to forma S%&‘Z:}rg&eq? d canflguration | °%‘§Jaf?r{§h%”, @%1%) ndte A 1. gni ng the set of
el ements may “i'ncl ude cshangl Nng a set of tasks t'o be
20 architectural limitation for the different advantageous
embodiments.

Figure 6 ig an illustration of a flowchart of a process for
configuring a microgrid in accordance with an advantageous
embodiment. The process illustrated in Figure 6 may be

25 implemented in a control center for a microgrid, such as
microgrid control system 116 in Figure 1, microgrid control
center 226 in Figure 2, microgrid control center 300 in Figure
3, and/or microgrid control center 450 in Figure 4. 1In
particular, this process may be implemented using control

30 process 318 running on microgrid controller 302 in Figure 3.

The process shown in Figure 6 begins by initializing a
default configuration for each element in a set of microgrid
elements (operation 602). The set of microgrid elements may

include, without limitation, sensor elements associated with
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perfornmed by a given elenment, re-designating a function of a given el enent,
or activating a redundant elenent to replace a 30 failed el enent. The
process ewoecutas4tshe grid configuration (operation 626) PCTRS2@108285
continues to nonitor the mcrogrid system (operation 628) in real-tinme. The

process;,.t r et t 12/ 05416 011/ Q5 0 ti.0 Oif

t he m)ﬁjl %r%g%) ugcteg{ %gle&%tya\éi%r%?lcaee(gs%d g]gclr% ggrtéﬁcz:loer# iegueg%[%l%osn%eéﬁ]%g lsatrlaet%zus dat a
may i neiieatl eliad tgrikthveet eanrfriguaidaardd (d)he ssicatnes woiki el d.ailure in
an elenment in the mcrogrid, a 5 _decrease in power_ output by a distributed
energy resoR&F 2P r?c?%eé?éf RGOS SFeten® SRt idt KER SSaEE A ange.

Wth reifsr enes RaWndh Flgil &ebi AR dd sl AHOMiQr &y Hl WAt Qler Process

for configuring a mcrogrid is dépicted in accordance wth an advant ageous
enbddi mEworkhd spresesesse .10 I lamstttetredenibeddlingnte  Poeaptheon mfizemavted in a
control_.cent.er f%{ qauncrogrid, such as m'q% g{id cantrol. s ste(ra}lw in

Fi gureaf,son‘ilé]rcc}éﬁ' d (p(?ntpro celit & D56 9 3 e 2 JTﬁecFTBL§ i¢cShtrol
cent er 3dm Il GiHee phweaNdfOrsSHUBRE ifb1CeNtgitlerC eTitetir it ddn dilegigiye 4. I N
particular, this process may be 1 nplenmented using 15 control process 318
runni ng &YW h<&-ogrid controller 302 in Figure 3. The process in Figure 7

P ocessor 4050 B gtre At ot ro: A e ondh T ARRP S Sra from
a set afle2@®mi dmogrhiad seontafold lemesltemerft $heomientosd lidh (@ peeert-itao: [Hddr) .
The process may configure or assign Internet protocol addresses
to one or more elements at operation 604. In other words, the
procesgss verifies network membership of the microgrid elements.
The process pings each element in the set of elements
15 (operation 606). Operation 606 pingg each element to verify the
configuration of microgrid elements. The process determines a
grid configuration (operation 608) based on the results of
pinging each element if the microgrid is already operational.
If the microgrid is not yet operational with an existing
20 configuration, operation 608 generateg a microgrid
configuration. In other words, the processgs at operation 608
creates or gelects a configuration for the microgrid.
The process assigns a master processor and slave
procesgsor (s) (operation 610). The master processor controls the
25 microgrid systems and/or subsystems. All other distributed
resource processors are slaved to the master processor. In this
example, but without limitation, operation 612 identifies the
processor associated with a distributed energy resource or
distributed energy resgource cluster that is associated with the
30 primary load to be designated as the master processor. The
processors associated with other distributed energy resources or
distributed energy resgsource clusters are degignated slave

processors to the master processor.
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network on a mcrogrid (operation 702). The process nmakes a determ nation
as to whether a status change exceeds a threshold | evel (operation 704). If
t he changwoizni2atsateus does not exceed a threshol d | evel , PRS/UShE 1/052208S S
returns to operation 702 and continues nonitoring the status of the
morogrid. Lt d he ghanog does exgeed the Lhreshold, |avel of ghange, the
process re-alig s THhe set of mcrogrlchori'troIal er el emer%]ts to forma

re-al i griedoygrdrpdrd ¢ aarnifliigyr atiieoh nieperatiidon of@Gjat iBie gr0cess fexgrut es
the re- 30 aligned mcrogrid configuration (operation 708). The preocess

r et ur n$%'d perdt MGt P02 IantiHe THEHADBTichg Hiife RHOASES Saed©S

m crogrdfbrathed lgawcharis anpd bl ady diagram® ide ddg did fengnt sdspi qhed
enbodi ménts illustrate the architecture, functionality, and WO

2012/ 04 TR ERCT/sysROE L5220 5 hep eviatriayy iof wsidie thes sithl e tivrplagresmttatdrons  of
appar atuyg and et hods. i.n, diff ehent, advantageous enbodirents Lo Lhics,
regard, eazc‘h birock 157 17 ¥ owctvart oS ocl?éﬁagra y ‘represent a
modul e rmegimEntityf.unction, and/or a portion of an operation or 5 step. For
exanpl e, one or nore of the blocks may be inplenented as program code, in
har dwar e, orT_h§ RiRsiasR (et BTIRE Hito GVARASE & Lded Rdridivacetr iikn (AC)

| npl emiﬁ&sefida!ai%{ Satlile hargdvar %Eﬂ@%’ti“o‘?{ ﬁ@%fglts@(%lett@nfi%em of
integrated circuits that are nanufactured or configured to performone or
note opersatsmorsssiion I0nehenfdesiactvarst.s or bl ock di agrans. In sone
alternative _jnplenentati.ons, .the function or. fuynctions nated .in the block
Ty oceur ol bPRIE DT dBFTIGIaE S i GRS Hoged TG At L Bt S
cases, dndrdit AEEHISRAVMEdnheTHEERP ST Hhd B IDEXRT Ul rsitigim gl | Y The
concurrently, or the 15 bl ocks may someti nes be executed in the reverse

order, IEsEFE i GReTaHer @& isalalse idarsnmdie Ahso CrtHerlsieled my be
added i diqti t | r. at j art or bl ock

di agrar#xl‘,‘iﬂﬁl1 &rﬁgg%dv%rﬁ %%ggiugi}#brggﬁ%e% %(}%%r%}t]k%(g S proovided for 20

conhfi guri ng Tharipaoagrdsd. re& diivest sr@tfusgutaata dironf themsatogri ¢ lemamg a set
of mcrogrid elements is initialized. An_Internet protocol address for each

el ementCIREHES S & RAHTEM P AR AT dgid s € WBGHa%edd AP rage

| oad anged GRIMIITK 0RfbaasTaTrAtead )W t rHdhessetuLfaflL MRt Dd Sddantdd i ed.
Status data 25 fromthe set of elenments connected in a peer-to-peer network
Wi t hi nas @ gresgrlitd diogelr fprar ngetawsitia tiss afedsialdd tastr dspomse tQr tiege

status data lndicating A sconfiguationobthe m crogride the setof o
el ements T's T16-arll gnedsto or m'a second gri & Conf | gur at’ion. e second grid
conbi gutaldeomfi heaXetutedt is performed on every element in the set of
microgrid elements.
The process makes a determination as to whether a re-
alignment of microgrid elements is indicated based on the status
data (operation 622). If the status data indicates a
25 reconfiguration, the process re-aligng the set of elementsg to
form a second grid configuration (operation 624). Re-aligning
the set of elements may include changing a set of tasks to be
performed by a given element, re-designating a function of a
given element, or activating a redundant element to replace a
30 failed element.
The procegs executes the grid configuration (operation

626) . The procegg continues to monitor the microgrid system

(operation 628) in real-time. The process then returns to
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30Thus, the advantageous enbodi ments provi de an adaptable m crogrid control
systemthat provides mcrogrid elenments with portability,

re- confi gmoabidastyl and standardi zation for all m crogripdTagt@0822851d
conponents firmvare. The microgrid control system of the advantageous

enbodi rQVi : )/ S . tr : em t hat
i ncreas%g)s%&%%o?leleﬁgﬁﬁ%l tt;/ﬁ,% ﬁ%%t%gﬂ%l]dgn]s% aﬁlg é%fjﬁ]a{:ggﬁé%%ot%%?gnar\a%yz}eénergy
sour cessordisfuriduiteed ener gy generation, distributed energy storage, and

power quality with predjctable, unjinterrupted power supply to end users.

5The advant G0 Ao dRéh feYal i i536A de % GrRoGiand 1EBIFAGOTS it s t h
net wor kheald h fEpniderd B0 €aRakid iitd &% And.RIAPtabIdd il LamRensat e for

el enent failures, decreases in energy production froma distributed energy

resbur cecraedd ney geseEy iqutendr ¢y de st fidornegh cengswys re@uiveadi fafrer ent

advant ageous enhaodi rrentsﬁial SQ praovide_ a IEI crogr.i q: gson rol architecture and
ren

commnil aci]ie&?Se ﬁ&\ﬂ?ﬂ?ﬁ gtmai Créags&pyt t?ehl?ge (%_Ta e gee‘energy sour ces,

di stri but ed vener e f@areic iy HROWEIgureOrgden and (pavwelt igialdft o The

m crogrid control system of the advant ageous enbodi ments al so 15 provi des
uni nt erl@PAIATE Ldner DHAFRSF HRF KOV HER °h Tie&geiehtl Sc&sabidted es.
The e i 0 . PrQvi ] GI | I te j bility,
re-corrr;l?gura illa'?{/c,(th gﬁ&%stagﬁggirﬁnz%gt%r&f %Mﬁmﬁ%ﬁ'he@%\@c oé%l%r Szystems,
el efrentid, 1 vartd adc@tpame igune Mvaray. 20 T Irenemagrd d e entaaolt roistcemtefr t he
enbodi gents may_ al soc{je utilized .to enabl e distributed int I.ingg:nce t hat
reduces Thé CoFICKY SHPoie By tOSh Sp&atT Gt 5 54&dt drlitnd e ddvsie
functi ans nieedldi clcdrawey] |l ratdham tHigurd 28 GERirR)Yize @ sadlol
center. Mreover, the mcrogrid control systemof the 25 enbodi nents may
provi dEditsy i3d d FowBrr geherrdld/OF THALY I e qigidainl, qeadian &R0 iand has

a securs st ruct : The. .dj f a i can
t ake tﬁg' d(}l;erquf ggl r?ltq:itrleciuyl Har %éﬁye pferﬁ)%sne%%y@aen qg‘ﬁ)tq%r e y%gio%tfée
enbddi rentt,radr raroceHzodilrée nturcdnicaion mg dyatdy ikiarcdwarnre ldrd: 3® 2sdfrt war e

el ements. So e diments are inmpl enented in software, i ch includes but
s not FHGHERG 1 o Tt MEOCBSEh 05 PRI Soai%e A 1A ik P RS ot war e,

and M gfxegede processdHhey M@ od e, didier et Redidmntapcan tmlgurdde
form of4 a conput er program product accessible froma conputer usable or
The procesgs begins by receiving status data from a set of

20 microgrid controller elements connected in a peer-to-peer
network on a microgrid (operation 702). The process makes a
determination as to whether a status change exceeds a threshold
level (operation 704).

If the change in status does not exceed a threshold level,

25 the process returns to operation 702 and continueg monitoring
the status of the microgrid. If the change does exceed the
threshold level of change, the process re-aligns the set of
microgrid controller elements to form a re-aligned microgrid
configuration (operation 706). The process executes the re-

30 aligned microgrid configuration (operation 708). The process
returns to operation 702 to continue monitoring the status of
the microgrid.

The flowcharts and block diagrams in the different depicted
embodimentg illustrate the architecture, functionality, and
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WO 2012/ 054161PCT/ US2011/ 052205 conput er readabl e nedi um provi di ng program
code for use by, or in connection with, a conputer, or any device or system
t hat execwDeas1Zosgtenuct i ons. For the purposes of this di #clraserie/os20Eonput er
usabl e or conputer readabl e nmedium can generally be any 5 tangible

appar atys Lhal can GoplRif. Stare.. COTRINCAte,, PIaPAgaLE.  Of, transport the
programTor use by or In*connéection-w e instructron execution system
appar at¢shoats devidigferent athartorpdtey ansaldiencert sconut ethirseadazrel ,medi um
can be, for exanple, without limtation, an electronic, nagnetic, optical,
10 el e@ABhEYEtN &1 i ey e ts & LIl B BPete M Yorr SR 56549t i on

medi ump RN d 1 Addn2G) X 3TRI RS B, kUL L J8adablE TRAIgHDIAGldH0 2

sem conductor or solid state menory, magnetic tape, a renovable conputer

di sket tstera r dvdomxogdss e (1RAN) ofa theadlodke menprog (IROWemeatredyi d
magnetic, di sk, 15 and an _optical disk. tical. disks i.ncl ude conpact
oK - e S oy B ot R TSR e (T EOHAN - and
DVD. FWddierandd HOtdey. USARIre iefp 1commtey ireadakive redidhe myrEeitai n or
store a conputer readabl e or usabl e program code, 20 such that when the
conput &RY-ed@ab &P LigsaieE S ridgr HACORE i1 tEEEAFSE Orf A IS Pdddr 2%he

execut iy B LS DY &, e R 00 ABGOdRSASER e,

conputer to transmt an conput er readabl e or usable program code over
a tommuiiec dtliovcharitsk orThilocdomnagreats.ons | i nk may use a nediumthat is,

for 25 exanple without limtatian, physical. or wireless. . A data
processi ng tsé%’ﬂesﬁlitt%n@tflé’re W%%ﬂ&n%xé@ﬁi CoPuter readabl e

Or  CONARIt iSAP IR D AR MHOUA MK IndynFds R UE ML JHRGESTHHH Geupl ed
directly or indirectly to nenory el enments through a communi cations fabric,

such aghe i&%&rﬁsem B eﬂ?@gi@rmrly’l dBfe eSSy q“mlh}d@]qsoéﬁp%ﬁi@ry
oo L0, RS SIS, e ol SR B 50 20
r eadlablid cark sC anputsematsiats e bar eeamteoda n \Whe2 (/0541 Gidael/ , USREENFR? 05
upon the functionality involved. Algo, other blocks may be
added in addition to the illustrated blocks in a flowchart or
block diagram.
In one advantageoug embodiment, a method is provided for
20 configuring a microgrid. A first configuration of a microgrid
having a set of microgrid elements ig initialized. An Internet
protocol address for each element in the set of elements of the
microgrid is verified. An average load and a common load
associated with the set of elements is identified. Status data
25 from the set of elements connected in a peer-to-peer network
within a microgrid local area network is received. In response
to the status data indicating a reconfiguration of the
microgrid, the set of elements is re-aligned to form a second
grid configuration. The second grid configuration is executed.
30 Thus, the advantageous embodiments provide an adaptable
microgrid control system that provides microgrid elements with
portability, re-configurability, and standardization for all
microgrid systems and components firmware. The microgrid

control gystem of the advantageous embodimentg provides a
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to reduce the nunber of tines code may be retrieved from bul k storage
during execution of the code. | nput/out put, or 1/0O devices, can be
coupl ed twothe/system either directly or through interveQrng2011/052205
controllers. These 5 devices may include, for exanple, without limtation,

keyboar uc cre I spl ays, 0i_nt,i.ng. - ices. .Di.ffer.ent
com"runicgjg]ﬁ%%s éfcfz:p me&gla%nf%zﬁa%egsb%ngg%plre%&thgutq%\éysy?tt&% %5 ena Iéantq'ue
dat a prefcessiang syt erariavaiaeo rmhaaeyp|sed toe 0t kiers tdafa gy eersigig syst ens
or renote printers or storage devices 10 through intervening private or
publ i ¢ FFEEAGTRST MR 1EF S ARGIE YaBHATEIE rard] (SIeF QT 161t % fg th

non- | i P ARG GHAMD! &% S8R e PYRIJAb|RiJIReS PlekOmBMiLat i ons adapters.

The description of the different advantagéeous enbodi nents has been

preSent ed fdhepudegsesigsioud |largtaddmient sard sgegoovatdeor, Mis raed ids not

i nt ended ttoﬁélﬁ exhausti.v ortlim'tgld tlcEﬁthe enbodi nents i.n.t.he form

di scl o$EFEHAmyRSE™ Mdat) SREEHE VA SRR s SRR S (hse of
or di nardaptddi liityt e ddmpdngdtrertodidifeateent radvaitcrgeous reaked nents may
provi de different advantages as conpared to ot her advantageous 20

enbodi FERIEY THEBRIGH OmpR ERFddilRaries! SE1eEEe I e IEtvos émdand

descri by Iier}ﬂﬁ%rsdqrn teqlet}gﬁ}d xR [)flrt&? d NGiles of the enbodinents, the

practical application, to enabl'e others of ordinary skill in the art to
untler st and tThe diisdleosunrte ddorantageouss erpodi imenitss wilido waowiuse a

nodi fications . are suited.to 25 the ticul ar. use contenpl at ed.

Nor e eBSHORRTIC SR e TGS e AT ATts COTRRBL ST RASgrS ghat

cont 1 olilrRirdas fdidRen SO QTR PRIHAIGH adurved, esti Hrithadd r st
configuration, wherein the |ive test conprises 30 plnglng t he each el enent

in the SFETPf FENSIEFIAN elROv@Rt $Lorage, e ROYSE i4Yray Thec| ude an

appar a J -1.0- I taark J . Wt hj
oy g oo SRl MR Ehd SRl do b St o
2012/ 0pAGAREE W20 Ga22(hle powenr Seippify eont madwerrkelheysdntts, wherein

t he peer-to-peer network f urtherép%orrpri ses, a controller network connecting
I

each el"BRAACTISIY (GRS 161t 165t r NS FTRBHEIRTL S G % RE2VPES & o- peer
cont 1 Ol i@ RENO oA B ituThGegHd d06ali (3F ea NeiomriguaMyi@ ity,
enbodi ments "may i nclude an apparatus further
and standardization for all of the microgrid systems, elements,
and componentg firmware.

20 The microgrid control gystem of the embodiments may also be
utilized to enable distributed intelligence that reducesg the
complexity of power system operation by assigning control
functions locally at lower levels rather than at a centralized
control center. Moreover, the microgrid control system of the

25 embodiments may provide distributed power generation that is
redundant, resilient, and has a secure infrastructure.

The different advantageoug embodiments can take the form of
an entirely hardware embodiment, an entirely software
embodiment, or an embodiment containing both hardware and

30 software elements. Some embodiments are implemented in
goftware, which includes but is not limited to forms, such as,
for example, firmware, resident software, and microcode.

Furthermore, the different embodimentg can take the form of

a computer program product accessible from a computer usable or
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conpri si ng: a first controller element in the set of controller

el ements, wherein the first controller elenent is configured to send
control | ewobet0sgiesiat a generated by the first control | ePCIWSed@e2205t 0 a
second controller element in the set of mcrogrid controller elenents using

the controller network. : re i t y. include aratus ,
wher ei n%tot éltpegerr-eta\ce{-%lp?éeer et wor rios—)’%@%%[ \r%ﬁg%vﬁ%rﬁor&a flrél(ai'ﬁcrugggéri 'l (Sjcrtal ar ea
net wor k rardbringddien edm,i $i rngmpliasetorofaryr Geesisey r Wierteinh die
peer-to-peer network conprises _a processor network connecting each

di st ri BHEEH Eiferigyp FRSSHEE pr dC¥s St° RS SSeC Toft igrb CBSSIOSWS f Grm a
peer -t ugU0GRI Al REL \WIHUNd NI A8 1 GlRG i daqp%;}er,%&%m@ﬁta@or%% 20

More enbodi nents nmay i nclude an apparatus further conpri sing: i rst
pr ot es $emdip lteh@rgetr agfu sprideds sers aomifaigur et aue s emduprocessor st at us dat a

generated b tthe fi rsct ratprocescsc)cr to._a 25 sefcond rocessor. in the set of
process?grosp rs?g e ﬁ OCESSoT r]ileet Worderem Ot W% “Entyddie MM ivay il ude

an appariaius Heuriter ey $xe¢iut3®n Syt Cappitrdedundantadigiosmor k port
for Internet access to a mcrogrid |local area network, wherein a renote
client can EeSFOHHESH MFHlicd AoCAMPAEF FERWHII & Mesigh (7@ dehglfer

common Nt " K SROda (MET el A 8L Of LY RRIGRAY ods and
tool s 5}%%en€r%?{ggﬁon 1 é:asﬁl\#éﬁe% Coe%%ﬁt OQV%CQ REIGRAGY, | RIS
2012/ 04 EEIRCMadS2A L 05230 % neeld u nda ree mietorgiuc tror tsy sareth,Waer @ n t he si ngl e

o ot aEIEHTAG SO BTy onBlE e ErtE L Ent GO one —

associ atce@aMiten ikl Uil GhRARIGE D Mafne RIFRAITENIY B NGl aceITRUL er
program product,
magnetic tape, a removable computer diskette, a random access
memory (RAM), a read-only memory (ROM), a rigid magnetic disk,

15 and an optical disk. Optical disks may include compact disk -
read only memory (CD-ROM), compact disk - read/write (CD-R/W),
and DVD.

Further, a computer usable or computer readable medium may
contain or store a computer readable or usable program code,

20 such that when the computer readable or usable program code is
executed on a computer, the execution of this computer readable
or usable program code causes the computer to transmit another
computer readable or usable program code over a communications
link. This communications link may usge a medium that ig, for

25 example without limitation, physical or wireless.

A data processing system suitable for storing and/or
executing computer readable or computer usable program code will
include one or more processors coupled directly or indirectly to
memory elements through a communications fabric, such as a

30 system bus. The memory elements may include local memory
employed during actual execution of the program code, bulk
storage, and cache memories which provide temporary storage of

at least some computer readable or computer usable program code
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wherein the peer-to-peer network is a network within a mcrogrid |ocal area
networ k and wherein the peer-to-peer network further conprises a controller
net wor k awmo 2b1vasinesn conpri si ng: program code, stored onPChaScampsizes

recordabl e storage 10 nedium for connecting each controller elenent in the

set of [ ogrdd (Glemrnbs. 04 e seercdp ReSS conirali el nelugr o Wil hin the
| ocal area network; an program code, “stored on the computer

r ecor dailoa asfe0rdage e dixgvu tfion sendingg ddie st at us data generated by a first
15 controller element on the mcrogrid to a second caontroller elenment in

the set of rf g R temétit /05 I HARE ¢ 61T A9 SORSRbte. the sYSisie
enbodi R TRY: ARGHUYAR 2 (GRRIET QYA GdMS loonieNiBidt-d he Thege

peer-to-peer network®is a network within a mcrogrid 20 | ocal area network,
wheb ei nlevhegreart gipdaerdenetinar lexfamptlser whidrimnits sl e tprtaces s dre virstamsisk

connectti r]h% eacq_, dei strib tae% enercﬂé r.esaurce Vr.ocessorDCiirf;}L aes t of cluster
process@rshingct ﬁenp er-P é"-pieglJn WKW 5 e ni geﬁ&l ocal area

net wor ko ifdartdikers CRIAYdeH N diay2 HURYRMRY.e B 1t etheOyidtent aaput er
recordabl e storage nmedium for sending status data generated by a first

cl ust ePTFRICSI A IRFARETURI FHB R 6 FRFBUSIBP LHOESS MM the set
of clus{gry Fb’r%%%%%q]r d‘é%}s’?:%&sh%rprr%%%%org#‘?{t sk-or?’%torarge MUA ces

enbodi ments "nay 1 nc e ~a conputer progr product further conprising:
pr bgr amhowogh sitndregdreon rich e réorgne err eddrida lyles wetrdesag e Mogthimamaridor

permtting remote clients using an lnter connecti.on to access the

I cr 0g P I A AHEE T s BB o £ G S FRG1 oL PGt

net wor ke pafdnt IWN&FRI N o 1%t e £ WEE lcovfiildalt iR Qimpard-4 ool s are

i mpl enented on the single, comon redundant network port; 5program code,

stored on t s egarEPtissorcdaiiie stidifagente ddmnteaegyer mmadtigarie renot e
fn! icfgtgr%lat(?f’ bge%gle%%eté?e%t%datf‘b% WL | 9ad 93y A 23504 ated ddd T8 on,
15 and is not intended to be exhaustive or limited to the
embodiments in the form disclosed. Many modifications and
variations will be apparent to thoge of ordinary skill in the
art. Further, different advantageous embodiments may provide
different advantages ag compared to other advantageous
20 embodiments. The embodiment or embodiments selected are chosen
and described in order to best explain the principles of the
embodimentg, the practical application, and to enable otherg of
ordinary skill in the art to understand the disclosure for

various embodiments with various modifications as are suited to

25 the particular use contemplated.

More embodiments may include an apparatus , wherein the
microgrid controller is further configured to perform a live
test of the first configuration, wherein the live test comprises

30 pinging the each element in the get of microgrid elements.

More embodiments may include an apparatus , wherein the

peer-to-peer network is a network within a microgrid local area

network and further comprising:
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program code, stored on the conputer recordable storage nedium for denying
the renote clients access to control 10 functions associated wth the

m crogri awo 2012/05Msne enbodi nents may i nclude a conput er Pprage@Emiop208iuct
further conprising: program code, stored on the conputer recordabl e storage

15 medi um for, _sendi the .sta t enera a_controller el ement
Wthin the SoCSr R CRBHEA Eleran Eits a D < dhel ik o8 -shergy
r esour G2 gMaake SIHthedn ddi il 0 e icbntiold drhengpeeirk edqiericdierpleaanea

net wor k;_. andprogram code, stored on _the conputer recordabl e storage nedi um

for sefdiSTE0 Ithdh§ &Gk FattPedriee F 1R tE & i &Gy CIRRSTer

Pr 0Ces I ,Qy 19¥RT Y RERGESSAN Hit IR $Blc Qg i tird Ut ed-Lnefgy,J.gsource. WO
2012/ 054161PCT/ US2011/ 052205 CLAIMs: What 7is clainmed is: 5 1. A nethod for

condi guri ng More eEmipdidientse mamt hog logiepreirsi mgpparatus i Mititdlgrzi ng a first
configuratian.of the mcrogrid having a set of mcrogrid el enents;
verifyicr?ﬁlpgﬁséd}%"ess for each elenent in the set of 10 mcrogrid el enents;
responsi ve tz0 @GR \Woid refiateds cdanedy dm e seit &ff controller

elements, wherein the first controller element is configured to
gsend controller status data generated by the first controller

10 element to a second controller element in the set of microgrid
controller elements using the controller network.

More embodiments may include an apparatus , wherein the
peer-to-peer network is a network within a microgrid local area
network and further comprising:

15 a set of processors, wherein the peer-to-peer network
comprises a processor network connecting each distributed energy
resource processor in the set of processors to form a peer-to-

peer processor network within the microgrid local area network.

20
More embodiments may include an apparatus further
comprising:
a first procegsor in the set of processors configured to
gsend processor status data generated by the first processor to a
25 gsecond processor in the set of procegsgors using the procesgsor

network.

More embodiments may include an apparatus further
comprising:

30 a single common redundant network port for Internet access
to a microgrid local area network, wherein a remote client can
access the microgrid local area network through the single
common redundant network port, , wherein a get of cyber-security
methods and tools are implemented on the single, common
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mcrogrid el enents connected in a peer-to-peer network that indicates a
reconfiguration of the mcrogrid, re-aligning the set of mcrogrid el enents
to form aweeetmd4ni d configuration; 15 and executing tReTAScan®s20F d
configuration. 2. The method of claim1, wherein the set of mcrogrid

el enent ri.ses east _.one ensor._.assaci ate 1 th a
i ot 11 DO o oot Bt D Bl oA LB A il & et e
ener gy neas@ikc gora froeessaigured ad efermand r@entaragad dhtdieraiete ssivMdach. 3.
The nethod of claim 1 further conprising: 25responsive to the status data

i ndi catSHFU® MR 5t SIESs dETIRAS AINSEE S PERES a2l MG tRAIS sl ave

processis RS A JLAHH FHLchimmfriPprocessor. 4. The nmethod of claim1l
further conprising: 30performng a live test of the first configuration,

whebei n t he Mdnee eméstdicemirs s@y pingiudg tche csaotregl @nergram preeluset, of
m crogr | dereel .ements. _evf\QtZO__lZI 0541e6cl% /USS2011/e 522 5 A he net hoql_,oofrigir aim
1 furtt‘i@r C I’IhSIrpg. ser?dlprs?geﬁﬁle <t $ Fd&t AR ated & ottt
el enentloddinigrdaheretlor® afic megiried relere e t-a A prelr ofe tliciik itusteener gy
eSO R bes % tontrolier Sertork d burthed Homprioag Metworks and
program code, stored on the computer recordable storage
10 medium, for connecting each controller element in the set of
microgrid elements in the peer-to-peer controller network within
the local area network; and
program code, stored on the computer recordable storage
medium, for sending the status data generated by a first
15 controller element on the microgrid to a second controller
element in the set of microgrid elements using the controller
network.
More embodiments may include a computer program product,
wherein the peer-to-peer network is a network within a microgrid
20 local area network, wherein the peer-to-peer network further
comprises a processor network connecting each distributed energy
resource processor in a set of cluster processors in the peer-
to-peer network within the microgrid local area network, and
further comprising:
25 program code, stored on the computer recordable storage
medium, for sending status data generated by a first cluster

processor on the microgrid to a second cluster proceggor in the

gset of cluster procegsors using the processor network.

30
More embodiments may include a computer program product
further comprising:
program code, stored on the computer recordable storage
medium, for permitting remote clients using an Internet
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sending the status data generated by a distributed energy cluster processor
to every processor in the set of distributed energy resource. 10 6. The

met hod ofwol2aiznsiiéiwherei n t he peer-to-peer network i s aCmasSemnilos2s hin a
mcrogrid | ocal area network and wherein the peer-to-peer network further

conpri se er-to-peer. controll. MOk cgnnect | 0 _eac ntroller
el errentco?ﬁl%tcﬁgosnettoo%cndlrecsrsogrhled n{e %r?&%%l\g) lgbr?c?qT %Sﬂeﬁegl%cttéﬂr?ﬁ% sr&r?g%/ 15sendi ng
t he stathioudal & geneylal,edtdiynon fgdindeeid meldwerrke lpprent wrertdie i feagrid to
a second controller elenent in the set of mcraogrid el ements using the

cont r ol9feCYRATAGHEUTA L YTIHE HheGFo dT6t tQFiISmaEe Wi EMEHRE s8er-So- peer

net wor k 4ir%;120 & IO IR P9 dld ocal area network and wherein
t he peer-to-peer network further conprises a processor network connecting

each di stri hutcgtaenacgle r eg@urecke qr ddes semputexr swicafdad Ligs tsroyagscessor s
in the peger-to-peer network within the m cr.ogrid |ocal area,network, and
£ r t hor BB <y PUEY iy At TO & a0 Ty RS G STy
proces st Oirdd 8 JAC IRYE Gdsda 3RO tH UL miRreeRISor dnd t he set of
cluster processors using the processor network, wherein the status data
conpri ses atPUHSN Sipslcof S Ftest OTotNfe AFPUSCTar I8 RS BHHS et of

m cr ogr|JSh el ements N rz%ﬂﬁﬁ - |Q]%% iczg].ﬁq_. ith a
distri bue'?ielgJ energy re ource. 8. 1 eterrg{lﬁ%é%%f ac als%s%%?urt erndonpri si ng:
petdni t thung triemst e ssdcarttedusiing ahd mtiemogiricbnnecti on to access a

mcrogrid | ocal area network only through a single, common redundant
network port, wherein a set of cyber-security WO

2012/ 054161 RS2 LH iR24QRP may include a computer program product

further comprising:
program code, stored on the computer recordable storage

15 medium, for sending the status data generated by a controller

element within the set of microgrid elements to a set of

distributed energy regource processors on the microgrid using

the peer-to-peer local area network; and program code,

stored on the computer recordable storage medium, for sgending
20 the status data generated by a distributed energy cluster

processor to every processor in the get of distributed energy

regource.
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met hods and tools are inplenented on the single, comon redundant network
port; permtting the renote clients to access the status data and

| oad dat awassvaisatéed with the mcrogrid; and 5denyi ng tR€TriSaat1®52205 ent s
access to control functions associated with the mcrogrid. 9. The nethod of

claim JqﬂAlirgfsher conpri si ng: identifying an average | oad and a
common 10ad associated 10 with the set of mcrogrid elenents. 10. A nethod
for managing a mcrogrid, the nethod conprising: recei ving status

data froma set of mcrogrid controller elenents connected in a

peer - t 81dert ¢S FI9%r et wor k 15 connecting the set of nicrogrid
controller elenents within a mcrogrid |local area network of a mcrogrid;
responsive to the status data indicating a change in the mcrogrid that
exceeds .a t By exhdiadl |forelconfa-calriigry rg ntilvercgptidof tiecmegptiadl control | er

el enents _and a set of tasks 20 associated with the set of mcrogrid

cont r ol 98P 1%t s to forma re-ali gned mcrogrid configuration; executing

the re-aligried gliaariogiicd o€ @ifrsgurcddn frjyu rblk 1 cthe fretHo ehiefr oo réiannkGr ifridy t her
conprising: 25receiving status data froma set of distributed energy
r esour e SEHuSTeMIFERCEISHSE B teot ed in a peer-to-peer processor network

W Lhin the g 16 Aot TRUden Lhenbift R RO Qortlc 10 further
10 micfogrid elements;

regsponsive to receiving status data from the set of
microgrid elementg connected in a peer-to-peer network that
indicates a reconfiguration of the microgrid, re-aligning the
set of microgrid elements to form a second grid configuration;
15 and

executing the second grid configuration.

2. The method of claim 1, wherein the set of microgrid

elements comprises at least one of a sensor agsociated with a
20 distributed energy resource, a controller associated with the

distributed energy regource, a processor, a router, and a

managed Ethernet switch.

3. The method of claim 1 further comprising:
25 regsponsive to the status data indicating a master processor
has failed, re-designating a functional glave processor as a re-

configured master processor.

4. The method of claim 1 further comprising:
30 performing a live tesgt of the first configuration, wherein
the live test comprises pinging the each element in the set of

microgrid elements.
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sending the status data generated by a first controller 30 elenment on the
mcrogrid to a second controller elenent in the set of mcrogrid controller
el enent s;weandizgsnading the status data generated by the eomusedies22es enent
on the mcrogrid to every processor in a set of distributed WO

2012/0%&161%§l!%539%%{Q%%%%%Eﬁpﬁr9%“&§§ﬁu%%$%%#%55§% processors on the

m crogri'd using a peer- pr ocessor . The nethod of claim
10 further cemirg ngie 3edinglay=0cessaiatidainys daiontgendrat ed dmera first
di stributed energy cluster processor. on the mcrogrid to each controller

el enent"iHIThe eSSt R HSFAF Coeaes dereted @ isdiditgathe
processQfe $hALS HAlR FaRRIlRd DY f 18l O idi i Rut8d RNHYY Jlistgy-

processor t0 a second processor in a set of di'stributed energy resource

cl ust ergarocessenk ;ormtche microgrid using a peer-to-peer processor network.
14. The method @f claim 10 further conprising: 15re nsi.ve to the status
dat a i ndi atig S AIES A o P oSS &Y &l Gt 1Y e “So ot

cont r oldiess telre aice s RS t@Nive 1y foieldsdbofind hed igest grortiredigutelenent
to a second controller elenent in the set of controller elenments. 20 15.
The metHBEd 9N TEHWHCEO, wherein a given managed Ethernet switch is
connected to a single controller elenent in the set of controller elenents.

25 16. An apparatus conpri sing:
10 6. The method of claim 1, wherein the peer-to-peer network is

a network within a microgrid local area network and wherein the
peer-to-peer network further compriges a peer-to-peer controller
network connecting to each controller element in the set of
microgrid elements, and further comprising:

15 gsending the status data generated by a first controller
element on the microgrid to a second controller element in the

set of microgrid elements using the controller network.

7. The method of claim 1, wherein the peer-to-peer network is

20 a network within a microgrid local area network and wherein the
peer-to-peer network further comprises a processor network
connecting each distributed energy resource processor in a sget
of cluster processors in the peer-to-peer network within the
microgrid local area network, and further comprising:

25 gsending status data generated by a first cluster procegsor
on the microgrid to a second cluster procesgsor in the set of
cluster procesgsors using the processor network, wherein the
status data compriges at least one of a state of health of an
element in the set of microgrid elements and a measurement of a

30 load associated with a distributed energy resource.

8. The method of claim 1 further comprising:

permitting remote clients using an Internet connection to
access a microgrid local area network only through a single,
common redundant network port, wherein a set of cyber-security
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a mcrogrid having a set of mcrogrid el enents; a mcrogrid

controller associated with the mcrogrid configured to initialize a first
confi gur awpan2afs4tele m crogrid; 30 verify an address forPCeashoielosazeht i n
the set of mcrogrid elenents; re-align the set of mcrogrid elenents to

form a second arlf conf] auatien JL1esponse Lo Jigealvi ng,giaf us data from
the set of mcrogrid el'ements connected in a peer-to-pgeer
2012/ 054 HGEHHUSRAWDE 2235 ;net wor k that indicates a reconfiguration of

the mcrogrid,; and execute the second grid configuration. 17. The

appar at us ofPSUWiThTE % FE"ASEliISHg Ta 3s&esr ko ST Saehmét ed
10 a preeRsstd RRJHiddPULied, RS Q¥ IRRUILe Lgister within the

%
mcrogrid. 18. The apparatus of claim 16,” wherein the set of elenents
conpri ses atddnydsty die ofemm tsersldrerdss eeicitssd e tdeonthre 11 Eudicstidnsut ed

energy resource %f%‘n%r%!IeQ:%§%pc'ated with a distributed energy
resour &&, ajﬁ?é%%s§b , g‘rSﬁt&i? a managed Ethernet switch. 15 19. The

apparatus of claim 16, wherein the peer-to-peer network is a network within
a local area network and wherein the peerto-peer network further conprises:
a peer -%-0-p ff Glfg e antigIaher rEMBI€1$€hdi ng the status data

dére
gener at ed bx&él%sﬂt%?‘l ulf[H eh ¢ WY R dde et Ao %rs%di%t%éfnent S

to a set of d energy resource processors on the mcrogrid using
t h&e0 peevri-tho-gheersdtocd] e grdEtdvallemeartes .a peer -t 0- peer processor network
sending the status data generated by a distributed energy cluster

processor to every 25 processor in the set of distributed energy resource.

20. A conputzeimd¥Re FHHPHRMH Pk GRFI@HIANT than@&dd Gonfdie Gergaut er
program product conpri sing:
receiving status data from a set of microgrid controller
elements connected in a peer-to-peer controller network
15 connecting the set of microgrid controller elements within a
microgrid local area network of a microgrid;
regsponsive to the status data indicating a change in the
microgrid that exceeds a threshold level, re-aligning
the set of microgrid controller elements and a set of tasks
20 asgsgociated with the gset of microgrid controller elements to form

a re-aligned microgrid configuration;

executing the re-aligned microgrid configuration.

11. The method of claim 10 further comprising:

25 receiving status data from a set of distributed energy
resource cluster processors connected in a peer-to-peer
processor network within the microgrid local area network.

12. The method of claim 10 further comprising:
gsending the status data generated by a first controller

30 element on the microgrid to a second controller element in the

get of microgrid controller elements; and
gsending the statusg data generated by the controller element

on the microgrid to every processor in a get of distributed
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a conputer recordabl e storage nedi um 30program code, stored on the
conputer recordable storage nedium for initializing a first configuration
of the mwoagrywd4tsavi ng a set of mcrogrid elenments; WBCT/US2011/052205

2012/ 054161PCT/ US2011/ 052205 program code, stored on the conputer

recordahl di um._.f verjfyin r ess [ . .element in the
set of %%egrg%%{e%%g’lrﬁerﬁﬂsu;%ﬁ% rré)nqec%s] é",% é%o%g% gnr%ctr];?%rcgﬁrrg%lerg ;ggcordabl e
st or agede rmadi-Wwaef @rdcesdldrgmatgvdtke set of microgrid elements to forma

second grid configuration in response to receiving status data fromthe set

of mcrogrid elenments connected in a peer-to-peer network that indicates a
reconf ijgur atrien oRfe e JF CQA| dio 3RE-JHRIIRMHAdE St or ed on the conput er

recordabl e storage 10 nedium for executing the second grid configuration.
15 5 gsending processor sgstatus data generated by a first
distributed energy cluster processor on the microgrid to each
controller element in the get of microgrid controller elements;
and
gsending the procesggor status data generated by the
10 distributed energy cluster processor to a gecond processgor in a

get of distributed energy resource cluster procesgssgors on the

microgrid using a peer-to-peer processor network.

14. The method of claim 10 further comprising:

15 responsive to the status data indicating a failure in a
first controller element in the set of controller elements,
assigning a function of the first controller element to a second

controller element in the set of controller elements.

20 15. The method of claim 10, wherein a given managed Ethernet
switch is connected to a single controller element in the set of

controller elements.

25
16. An apparatus comprising:
a microgrid having a set of microgrid elements;
a microgrid controller associated with the microgrid
configured to initialize a first configuration of the microgrid;
30 verify an address for each element in the set of microgrid
elements; re-align the set of microgrid elements to form a
second grid configuration in response to receiving status data

from the set of microgrid elementg connected in a peer-to-peer
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network that indicates a reconfiguration of the microgrid,; and

execute the second grid configuration.

17. The apparatus of claim 16 further comprising:
a set of two routers connected to a processor in a

distributed energy regource cluster within the microgrid.

18. The apparatus of claim 16, wherein the set of elements
comprises at least one of a gensor associated with the
distributed energy resgource, a controller associated with a
distributed energy regource, a processor, a router, and a

managed Ethernet switch.

19. The apparatus of claim 16, wherein the peer-to-peer network
ig a network within a local area network and wherein the peer-
to-peer network further compriges:

a peer-to-peer redundant ring controller network sending
the status data generated by a controller element within the set
of microgrid elements to a set of distributed energy regource
procesgsors on the microgrid using the peer-to-peer local area
network; and

a peer-to-peer processor network sending the gstatus data
generated by a distributed energy cluster processor to every

procegsor in the set of distributed energy resource.

20. A computer program product for configuring a microgrid, the
computer program product comprising:

a computer recordable storage medium;

program code, stored on the computer recordable storage
medium, for initializing a first configuration of the microgrid

having a set of microgrid elements;
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program code, stored on the computer recordable storage
medium, for verifying an address for each element in the set of
microgrid elements;

program code, stored on the computer recordable storage
medium, for re-aligning the set of microgrid elements to form a
second grid configuration in response to receiving status data
from the set of microgrid elementg connected in a peer-to-peer
network that indicates a reconfiguration of the microgrid; and

program code, stored on the computer recordable storage

medium, for executing the second grid configuration.
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