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PCT/ SE98/ 01168 SEGVENT PERFORMANCE MONI TORI NG
BACKGROUND 5 The present invention relates to the

transm ssion of data in a t el econmmuni cati ons network. More
particularly, the present invention relates to detecting and | ecating
segnents responsi ble for corrupting or degrading t el ecomuni cati ons

data al ong a tel ecomruni cati ons connection, for exanple, an
asynchronous -transf er SECMENERERFORMANCEMONIPORING (AAL2) connecti on,
10 traversing a nunber of sw tching points.
Asynchronous transfer node (ATM is a standard protocol for
transmtting tel ecommunications ﬁma t el ecommuni cati ons net wor k.
"1t is based on the transm in fixed size data packets,
kno as ATM cel | spyfer LA ni cations
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the tran ssion of low bit rate data. Unfortunately, low bit rate
dat a1.0 sumvmgmmmberreﬁwlwhmg@dnts.a is highly sensitive to
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transpor tdcf&hbﬁﬂ%rlyoi’udxﬁt A’IMiis-?lwblYlmmﬂliﬁthegir{ ow bit rate data from a nunber
of different
ATM is frequently used for transporting low bit rate data in

telecommunications networks, for example, low bit rate voice data. However, standard
ATM does not efficiently transport low bit rate data. More specificaily, standard ATM

20 tends to add a significant time delay to the transmission of low bit rate data.
Unfortunately, low bit rate data, such as low bit rate voice data, is highly sensitive to
transmission delays. Consequently, several different ATM adaptation layers (AALS)
have been developed to improve the efficiency ATM with respect to the transportation
of low bit rate data, as is well known in the art.

25 AAL2 is one of the AALs which have been developed to improve the
efficiency of ATM with respect to the transmission of low bit rate data. AAL2 is also
well known in the art, and it is more thoroughly described in the B-ISDN ATM
Adaptation layer Type 2 Specification, ITU Recommendation 1.363.2 (herein referred
to as "the AAL2 specification"). AAL2 makes ATM a more efficient vehicle for

30 transporting low bit rate data by inserting low bit rate data from a number of different



- 2- wo94/Edkes | Nto AAL2 data packets, and then nulti plEcI/SEPSIODESAAL2
data packets.fromthe various sources onto a single ATM connecti on.
In accordance with the AAL2 specification, the standard format of an

AAL2 data packet is simlar to that of a standard ATM cell. For exanple, an
AAL2 5 dat a packet also has a header portion and a payl oad porti an.
However, the header portion of ap-AAL2 data packet is 3 octets in

| ength and the payl oad of an AAL2 data packet can vary from 1 octet
to 64 oc . . f packet
mor o ‘speldiFs Jpto AALR data packers, and EF pfGHEng i ARL2 e PRkt ol |
fiel d, ayridiistsohfsesbhito IsihgletATM(dobpedtionl d, a 5 bit 10  user-to-user
information (UUI) field, and a 5 bit header error control (HEC) code. The
CID) field definesIn aecordanee withthe AAl specifisations thestardapd formag ofiaR 2 packet

bel . A ' { 2 | LAt t he AAL2 t b
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mul ti pl exe {0 a single ATM connect field, 15 as the nane
suggest sporiiohi ofen AAE2 |datagiacketfis 8 oetetsainl length pod theqraylofad o an A2 datha
packet (e.qg., the nunber of octets in the payload). The HEC code is
speci fi c BR¢KP! gayary rom lf‘l‘}Feta‘éngP'ie@g errors in the header portion of the

AAL2 packet . : I el S ol |
Therefore, 32 di fféI;h 3&“%?*3@0%%fe Rmadagao%?%ta@?%%g&g?e bo%sﬁﬁ%? Two of

t hese bi aaBybicostmectivividentificr(€ID) fielpa @ Yit leagthyindicitor (LIp fieldy ad bier
identifying the AAL2 data packet as an operation and nai nt enance (OAM

dat &l pacRreer-towuser ifersation (UNE) Beld, and § Scitkeademasrornonak (BE) eadec aThe

packet 1 S12 e s (Bt AP 7 8bitber B PHIGF B, oPiefitngR 4812 valef Bt
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etween the first and the second nodes. The second bi nary code 25

conbi nat 248 differcnt AAE2 channelel Thereforet AAL2datacppckets froaracmanyras24fhent
Phe 1 roHlffegat dash8Fprpe. oan e miliplesed pinp aciils AT Gomieaps. dheidaeid ~ |
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for detecting errors in the header portion of the AAL2 packet.

There are 5 bits in the UUI field. Therefore, 32 different binary code

combinations are possible. Two of these binary code combinations are specifically

20 reserved for identifying the AAL2 data packet as an operation and maintenance (OAM)
data packet. The first of these binary code combinations specifically identifies the
AAL2 packet as an end-to-end packet. An end-to-end packet is always transmitted
from a first node to a second node, transparent to any intermediate nodes located along
the connection between the first and the second nodes. The second binary code

25 combination identifies the AAL2 packet as a segment packet. A segment packet is
transmitted from a first node to a second node adjacent to the first node, then re-
transmitted back to the first node. |

Standard ATM, in accordance with ITU-T Recommendation 1.610, B- |

ISDN Operation and Maintenance Principles and Functions, herein referred to as the

30 ATM OAM specification, provides an OAM performance monitoring function. The



- 3- WOAB(H8R22 of this perfornmance nonitoring function iRCHSEIBMBGK t he

overall - quality of the ATM connection. In accordance with the ATM OAM
" specification, the overall quality of the ATM connection is neasured
in terns of the nunber of ATMcells | ost and the nunmber of ATM cel
payl oad bit errors. 5 In practice, the ATM OAM
performance nonitoring function is verg- conpl ex. For exanpl e,
degradation is typically identified by a connection endpoint such as

a dest i npuipnse of this peformance nianjtoring fumbéion is ot check thedsverall ity aftbee t hat a
degr adi nwndition exj sts somewhere between the source node and the

dest i nat connectign,| Jn aceardance withthe ATM QAM gpesification; theraveraliymality

responsi i . | td | S, not r gj ned.
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i ndi vi dugluiibef8fl ATM 2ell paylbad biddfdofs, Whet her or not there is any

I ndi cation that a perfornmance degradation exists. This, in turn, results in
an 5  unnecessarlp pragticecthe AEMAODAM perfomeince monitsring fimetion ds ¢e&yg. |

bandw dt ?}2’ herlgf ore, nor e si.gg‘l i fied and efficient procedure is
needed t e t Forfkample, idgswa?awwttxpl ly idsntified by;a comnsction gadpeint

degr adat i . [%mre [ O0S 2 ONN. jon within a

tel ecom‘r&ﬁﬂggﬁi{)ggsstﬁ_ﬁ%@wﬁ){? N aﬁ%‘%ﬁ%é“ ,ggz %ﬁﬁg#ﬁdjé’wﬁéseﬁ@&a“ﬁﬁ%%t?at her

t han on ale%rading dundition exisevsonfewhere between the source node and the destinatio .
SUMVARY 2 . Accordingly, it is an objective “c}? tnne pr esent
i nvent i omode. Blawever the precise ledatiph iof thedsegmentxtspansible fotehedégradingegnent s
causjng data .degradajion.in a . el ecomuni cati ons networKk.

o TA8Y  SBhBroR T BteRined. rAcoordingly, theANbIkmARAESp My éhock casthand f | ed

procedur Guby sefieACipliAnERY HRA h LRYaIaP BadlE el RURE bME 0l L

t el ecommuni ¢ations 25 efwork t s Ini'tra y an e
needed" findicationr thateperfdramnbey dégdradation exiseot ThisKin@ARGes@Rtin@A a periodic
basi s. Is.al so an objective of the present

. | t
i nvent i orfDPEFESTasY cyRenditas; of tune and petwork resoufses(geghy bandwidth)o Eherefgres egnent s
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telecommunications network, and to do so on an "as needed" basis rather than on a

periodic basis.

‘ SUMMARY
20 Accordingly, it is an objective of the present invention to provide a
simplified procedure for detecting segments causing data degradation in a
telecommunications network.

It is another objective of the present invention to provide a simplified
procedure for detecting segments causing data degradation in a telecommunications

25  network that is initiated by an end user on an "as needed" basis, rather than by the
network management on a periodic basis.

It is also an objective of the present invention to provide a more efficient
procedure for locating segments causing data degradation in a telecommunications
network so that a network manager can properly re-route data packets around these

30 points, as required, to improve the quality of the overall connection.
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I nvention to provide a sinplified and nore efficient procedure for
detecting and | ocating segnments causing dat a degradation so that
critical network resources are conserved. In

accordance with one aspect of the present invention, the foregoing and 5
ot her objects are achieved by a nethod and/or an apparatus for detecting
segnent performance in a tel ecomruni cati ons connection. The mnet hod

and/ or appar at us s ok S FLting a block of datg froma first
node in the tel econ%u’sn'le‘tcislgﬁd&*{r ObS&goggt{h?é’é’?ﬁe hmvaouon o MAWdEdqe i n ¢ he

t el ecomuyinphifiedRid AOFEefFiciean o%ediué'fm&%x' ' i ' ni cation
packet fromﬁt he first node toplt. he second no g%mﬁagﬁs?%@%?@?ﬁgg

comuni c alatodegradidtion sodhatariticalbnetworkerefources ave gomsetveder f or mance

characteri zation factor based on the block of data. Then, in the
second node, a val Ul 3cgordanes with ege aspect of the presentginvention, theforagoingand

o ockSor SR Bt hicza By S iRahad Bl i Fopares tof R st ons |
connect i Gierformance W{elwbﬂﬂnﬂﬁdaﬁﬁ@éoxﬁx@&i&@%ﬁﬁﬁfaﬂ&/ﬁ??@ﬁa&@ s compared

characterization factor in the first 15 communi cation p

Wi th the inwblyes transniittingeayblock ofydath dromma diest node in theaelecommuiihtiotiz f act or
fornmul ated by the second, node, and the first communication packet is
f or war dedFomp aseconn the telecammynicatinasieonnegtion, and ansmigtingsai ng i f

h i i.zat i on. f inth
first corbatfbifmibichtion BAARE bR FiARHE o Gd3eOiost holin B e gront
per f eoManGemipsitAidnepacket doRtiks s vatiie for segﬁﬁhﬁ‘ibﬂrﬁfrﬂﬂn&yclﬁ?&té&%ﬂ&g node.

However, if the value of the segnment performance characteri zation
fact or i rfactee basedsn the bincki of slatao Theng irethecseeondrmude co watne és foirtlatédefor

val ue of the se nt. perforpgance characteri zation, factor fornul ated by the

second 10 SetBeHl Pt BRtn cRR e rAinariOn 4 A AAIOR ST i blask Bhasih GRdt e

second nogie blekf data is foRINALI PRiRRe 3 theABicoinibfiBibA Gflades | 003t od
e secon d

al ong the tel econmuni cati ons 25 connecti on between e and
t he dest i Next, the vaduteof/the isegmeritpetformance charapterization fagtor anthe Firseecond

communi cation packet is denerated, ,indicating that segment
per f dPma n“t‘gmﬂléﬁ‘% ?ﬁ?i?emmw&@flb@? dglue of the segment performance | n
accor danc, L d3s f i kLon, the {or.egoing
and ot nor aplerchANgh Reloriongtiary E sPion) HBle, dif UG R coinifpic
moni t or i npackétcis §orwarded frofmdhe seconll node tothe iRiFE nSRIfHR Huthed D& séing if the
t el ecommuni cati ons connection. The

value of the segment performance characterization factor in the first communications

(

packet compares with the value of the segment performance characterization factor
20  formulated by the second node. However, if the value of the segment performance
characterization factor in the first communication packet does not compare with the
value of the segment performance characterization factor formulated by the second
node, the first communication packet is forwarded from the secbnd node to a
destination node and any intermediate nodes located along the telecommunications
25  connection between the second node and the destination node without further
processing, and a second communication packet is generated, indicating that segment
performance degradation has been detected.
In accordance with another aspect of the present invention, the foregoing
and other objects are achieved by a method and/or an apparatus for monitoring the

30  performance of one or more segments along a telecommunications connection. The



-5- wodgses22and/ or t he apparatus invol ves determ ni ng pe¢Eskssroiies

moni t or - t he perfornmance of the one or nore segnents based on a nunber
of participating nodes along the t el econmuni cati ons connecti on... Then,
if it is determned that the perfornmance of the one or nore segnents

Is to be nonitored, a block of data packets is transmtted froma 5 --
source node to a destination node and €®eh internedi ate node al ong the
t el econmuni cati ons connection | ocated between the source node and t he

destinati ;
MBthod and/of Tt appaFatds fivbives detBrrhinin wH@héteto RS W"ﬁ‘e‘% ock

performance characteri zatlon factor is gener at ed ba
of data peftheone or more segments:based oo anunabes of participating nodes along thepacket ,

WhICh ist nsmtted fromthe soly ce.pode . to the stlnatlon node and each
i nter DS gopnection, FF&? Qﬁmeedala the he

flrst CONgA&N r 1 nd val ue
for the segrreﬁ?Bper an%r%?:gﬁlﬁgﬁ{mh °§r§§f§?ﬁ°§§?&o‘% He ﬁ@w§§®rﬂ>arl ng
the fer myonrcenadeaondiestihationtde ad adtsinteralediate node alonphtie f i 1 st

communi catj on packet is forwarded fromthe partici patltmg i nter medi at e node
to the de@lqcmnwaﬁsa%c@m@cmwcam bcmmhaesqumm ¢he dastination

Part hor " phlie bl SRV et petforifnld ARtastARG bbord ot

mat ch. Oogaewt;md oR thé bites of QEENALEA, el RREISH inlcPa first co bfid
i ndi cating segnent E erformance degradation has en detecte e first

val ue doepacket, wincln transmitterbfromthe seurcéinode torthe déstinhﬁoﬂ nasdetandadam and the

second val u ‘%ftcﬁl the first communication packet is forwarded to a
next Y9ar ¢ 0§ G dR APATtCIRAtNG Aptermediate Dode, the, first communication

BRI EF DE EL; % cts and
advant age fs?}bl nventl on W geseﬁ%n e‘(as1 eo%)d dée s"gmemgé}@%g t he

fol | owi ngchheaoleﬂlzuﬁoﬂefmor @id b compariny the férnfulated sétohd vakle dotHedSrst Validli Ch:

25 FIG 1 shows an AAL2 connection in accordance wth the

prior art The first communication packet isforwardedfrom theamaégclpatmgrmtemgdlategquh ase of

a segnent f .t orin essi on acc dance wth an
exenpl ar y'*AIB SEPHBHPH 5pds Aad Fie dnffmeitia iogk Beweet the participa
FI G 13 shiiEmidiae A6d6 i @k deftiatibs Aodd WRﬂoﬁtfﬁI‘th&‘;;ﬁ'Hée%sﬂE lif @@ fﬁé:' vaniy €€ 3 0
phases of a segnment performance nonitoring sessio
and the second value do not match. Consequently, a second communication packet is
generated indicating segment performance degradation has been detected if the first

value does not match the second value. However, if the first value and the second

value match, the first communication packet is forwarded to a next participating
20 intermediate node for processing.

BRIEF DESCRIPTION OF THE DRAWINGS
The objects and advantages of the invention will be understood by
reading the following detailed description in conjunction with the drawings in which;
25 FIG. 1 shows an AAL2 connection in accordance with the prior art;
FIG. 2 illustrates the monitoring phase of a segment performance
monitoring session, in accordance with an exemplary embodiment of the present
invention;
FIG. 3 shows an overview of the signalling that occurs during all three
30 phases of a segment performance monitoring session;



- 6- WO 98/59522 FIG 4 shows an exenpl ary format f QoTidkosA Y6 \AL2

packet;. ~ - FIG 5 shows another exenplary format for an
OAM AAL?2 " packet ; FIG 6 shows yet another exenplary
format for an OAM AAL2 packet; FIG 7 shows an

exenpl ary hardware enbodi nent for a source node; 5 FIG 8
shows an exenpl ary hardware enbodi nent-gl-or an i nternedi ate node; and
FIG 9 shows an exerrpl ary hardware enbodi nent for a destination node.
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WS exeﬂﬁlé@*m
The present |nvent|on |0F AT ocat es segrren S caL%acEg dat a

degradation at or tmwmnowmomeﬂ&enqﬂa? form#® foLhe OANAALZ backes;
connection. - Al t hou 3h the foll owi ng di scussion describes t he pr esent

invention in terns BC.fshows yet angthesexemplary, format foramDAlE AMLR pasketc hr onous
transfer node adapt WO one skilled in the
art will recogni ze W%%P@ggwﬁf*me@%# e%}eforasourca'gs sed using
the agynchronous t rmfseshowe% cxérhplary Bﬁi‘ﬂﬁm&ém@édﬁ&nt%%ﬁ‘ﬁﬁ%ﬁ&ﬁﬂ@

| ayers (AALs) which are well known in the art FIG 1

r epr esentnodeantia| 2 connection 100 between a source node 105 and a
destination node 1 31 AAL2 conn 100 i udes,  four | nternediate 20
nodes 115 between tHS: (Wéaﬂcﬁi’@m!ﬁgh?ﬁ%‘”ﬂ imgn for A dggtination . The

pur pose Gfpde. the internediate nodes 115 is to performthe sw tching
functions that are necessary to route an AAL2 data packet (not shown)
al ong the AAL2 connection 100 fromthe source node 105 to the

desti nati on node 110. eneral, the 1ink between each
nodelfn the AAL2 connection MTQELED%C TQNnunber of multipl exed AAL2

channel s. The AAL2 AAL2 connecti.on 100 occupy
only one channel in eaﬁlﬁ %‘mﬁﬁﬁ‘%ﬂ%ﬁs&“s‘“&*‘w" SCEmEnts cau sé’(‘ﬁﬁﬁ‘h ot her
AAL2 conniegtddation whorChetwee swikching wdideb & & teléddniiiricatidns Cdinection.

connection 100 occupf/ t he other AAL2 channels. As stated above, routing
dat a Althqugh the: following diseussiondiescrihes thesprasank invention itetins ef el | known i n

the art. implementation that employs the asynchronous transfer mode adaptation layer number

15  two (AAL2), one skilled in the art will recognize that the present invention could be
applied using the asynchronous transfer mode (ATM) layer, or other ATM adaptation
layers (AALs) which are well known in the art.

FIG. 1 represents an AAL2 connection 100 between a source node 105
and a destination node 110. The AAL2 connection 100 includes four intermediate

20  nodes 115 between the source node 105 and the destination node 110. The purpose of
the intermediate nodes 115 is to perform the switching functions that are necessary to |
route an AAL2 data packet (not shown) along the AAL2 connection 100 from the
source node 105 to the destination node 110.

In general, the link between each node in the AAL2 connection 100

25  comprises a number of multiplexed AAL2 channels. The AAL?2 packets associated
with AAL2 connection 100 occupy only one channel in each link,. AAL2 packets
associated with other AAL2 connections which overlap in whole or in part the AAL2
connection 100 occupy the other AAL2 channels. As stated above, routing data
through a telecommunications network using AAL2 is well known in the art.

“~
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t el ecommuni cati ons connecti on, such as the AAL2 connection 100, cause
the data traversing that point to becone corrupted. |In accordance
with a preferred enbodi nent of the present invention, a t hr ee- phase

segnent performance nonitoring technique is provided for precisely 5-
| ocating these points or segnents, whet®in a segnent, such as the segnent

120, is defined as a portion of the AAL2 connection 100 between two
poi nts capabl e of On occysion, arpuimtcprsegmenttalory 4 televomusunieations comgctior)e
t hree phases of th referred enbodi nent are the activation phase,
the noni tHCRAY gqtion 100, Fause gheiata gaversmg that point to become  The

Podes. al crPgPiied 2l RbAHGE PR S drbreliaiivodfRns of e preseal eRibR . he
r €sour CeSthree-p, hasésegemz?eqmmc@ﬁwn%ﬁﬁ téehiffeié iOproVided ?@Zﬂ o poi nts

such as processing poin tha are necessary t i pate in

t he m8ni tlpcating thesespoints drlsegmemsre.mherpmra‘agtmnceuchas thewegpneémr120gissessi on.
Thi s inf orrf% ion is then #% t he source node to determnm ne whet her
Rortienef %B

it is fecdstined as@ PO\ betwieen o peintsrapablgefnt

it L?:reng{ﬁ%e&ﬁg%m&? et noé?ﬁfmm&ng The soge Rl Oy PSR, 2S¢

an aCtiV?émﬁk_ﬁtlu%ht?arBQﬁé(ﬁuvah&ilg ethe/ih@m&ﬁmg &&dltﬁeréepbrﬁﬁf ﬁdséec“on of
the destination node 110. The UU field in the AAL2 header of P

act i vat i on AAL2 The purpose of tl!emctivatm phaae isd0 ipoll eacinofthe Antermédidteas a
seg th mrdl n e activati n AAL2 packet is
recei ed 5 °§ ¢ Wwenwap ocate the rggppEcesps and
t he desti | Anardde |

i ch conta hSoete bertottnan ?ﬁ?%“é’iﬁhé’f%*'ﬂ £ pials 8626 f BrotEind O1F 125

whi ch con esti tion as

segnent that arepecéssanyctopartinipdte i theqnanitosing phase ebthe ségrserit peirfaﬂhance ach
i nt er redi at e, nQde det er it can allocate resources for

whet her
this segniiqitpring ﬁsﬁeﬁcg’%mf?mtwg i§ theajused by fhesgurceipde te determmingt e node

e ni ng BFgk it} eagRd OB Fde TXRinY bt Pt Sk Bt Ormee

i nt erlrysdlﬂioﬁltormg rotesie |ncrerrents a first counter in the payload of the

activation AAL2 packet Thi s first counter is referred to as a regard

counter. If the int a‘prm!ntacentmmimemdm asourch aode (e.g., sourcdcnede b@s) have

the resouf.ces .avai t he ternedla e jncrenents 3
L eechomi A adalon RATE baskedilime KALE hoienon 100 Tbe sertien pbn

AA'—2 pac kﬁ{e deStination node 110. The UUI ﬁeld in the AAL2 header of the activation AAL2

packet identifies the activation AAL2 packet as a segment AAL2 packet. Accordingly,

20 the activation AAL2 packet is received by each intermediate node between the SOurce
node 105 and the destination node 110. Upon receiving the activation AAL2 packet,
which contains, among other things, an estimation as to how long the segment
performance monitoring session is expected to last, each intermediate node determines
whether it can allocate resources for this segment performance monitoring session. If

25  an intermediate node determines that it has the resources available to participate in the
remaining phases of the segment performance monitoring session, the intermediate
node increments a first counter in the payload of the activation AAL2 packet. This
first counter is referred to as a regard counter. If the intermediate node determines that
it does not have the resources available to participate, the intermediate node increments

30  asecond counter referred to as a disregard counter. The activation AAL2 packet is



- 8- woegisgszssed to each internedi ate node al ong the Af¢PsEssnurssti on,
each of- which I ncrenments the appropriate counter, until the
activation AAL2 packet reaches the destination node 110. -

In a preferred enbodi nent, segnent performance is determned by 5
nonitoring one of two different segnent performance characterization-.
factors, or both, as wll be expt&t ned in greater detail bel ow.
Accordingly, the activation AAL2 packet contains a regard counter and
a di sregamhen paissd & edchIinfef@bdiaR VAL hloRg the AR nnection, B4 GFGHIRER Zat | on
factor. If the source node intends to nonitor segnent perfornmance

usi ng bot incrememts-the gppropriatercounten-nmil ther activatiomAAL O packet reachis thet er medi at e

node nmust,1 .incre t the appropriate counter for both segnent
per f or rran%‘égmdé;ﬁﬁat i on factors. Upon

receiving the acti vy é@&ﬁ ' lon. 110

generates a confi rm% fpac e %%é%%%%*@%%ﬁﬁg%%bﬂesti nation
node %10 monitorisgoneof twiedi€ferdn Bégineat P&!’f&’ﬁnﬁi:e thitaéteAitidn Fadord! rd
counters. The é%gr)lfi rm packet is 1%1 hen marked as an egd%l?’e%sgg’cket
and t r ans#f Wilkbe explained inogneater detdik belosr. Accordinglys the activatiomAALR phek&t packet
Is identified as_an ' traverses the AAL2

nd- t o- ket,, - .
connect i o ?fm‘?nﬁ%‘l‘i}%se &‘?@ﬂ%‘é&%@ﬁg@%mowws wi t hout
bei ng charR4SQ5ANSHE Fadtdr. Wﬁ@éoﬁ@nﬂ?ﬁ%ﬁ%@h@%ﬁ#&?ﬁ@ﬁ%@%ﬁss' ng

poi nts such as processi ng poi nt provi des

t he sour cesimgbeth’segment perfo®mande charaeterizatiowfactois, dach intérmediate Hode mizéte
informati on regarding the availability of resources). The source node
105 &&n tmerement theappropriate seuntes for bothsegmentnerfonancercharacterization s f easi bl e
to begin fag&_gnni toring phase of the segnent performance nonitoring

sessi on. : FIG 2 illustrates the procedure associ ated
with the nonitori ngUpba$eceivih il AEB, r &g{m e or
nore segnents al ongu?he AAL2 %?ﬁ???%ﬁ%hﬁbpa%%, it%gsfi%e |§ﬁ§g§érrlsﬂfof one or
nor e segngeneraies 4 confirnt AAdI2packete rInpenerating this packet, the destifigtéon dodeallioy, Fl G
2 shows a portion of an AA#!Z)aé&nnect'on 3,00 I ncl udi ng a source _ hode
205, a fi TACS TE SPRISHES of ga 9 ¥ d,diggegardcquatess.nd be serfimypacketis. Bot h

of 15  {hRR ndtk&d Aesh oﬂéiﬂﬁia %83@%58 | S€e rf of mance
nmoni toring 30 pr ocesgx?‘ﬁtg pol tcgé%faan ?@%e%“?‘%‘f‘@%é&g’?% té%gm&*nt
per f or mancenfirmnAAdL2 pagket is identified as an end-to-end packet, it re-traverses the AAL2

connection 100 from the destination node 110 to the source node 105 without being
processed by any of the intermediated nodes 115 or processing points such as
processing point 125. The confirm AAL?2 packet provides the source node 105 with
20  the results of the poll (i.e., with the information regarding the availability of
resources). The source node 105 can then use this information to determine whether it
is feasible to begin the monitoring phase of the segment performance monitoring
session.
FIG. 2 illustrates the procedure associated with the monitoring phase,
25  during which, the performance of one or more segments along the AAL2 connection
are tested in terms of one or more segment performance characterization factors.
Specifically, FIG. 2 shows a portion of an AAL2 connection 200 including a source
- node 205, a first intermediate node 210 and a second intermediate node 215. Both of
the intermediate nodes 210 and 215 contain a segment performance monitoring
30  processing point 211 and 216 respectively, wherein segment performance monitoring



-9- wBloggeasi Nng point 211 nonitors the perfornmance of pexmEenNdiiés
bet ween the source node 205 and the internedi ate node 210, and

segnent perfornmance nonitoring processing point 216 nonitors the
performance of segnent 2 between the internedi ate node 210 and the

I nternedi ate node 215. 5 At the beginning of the -.
performance nonitoring phase, the sourge node 205 transmts a bl ock
of user-assigned AAL2 data packets 220. In a preferred enbodi ment of

packor 2 DEOoEhNE BRE 1 PG DE Beliififart e rafle AR5 Oh B hodl ¢ 5
and 203 38d Mheinterfriediatechodec2 100 and> segintimt beﬁoﬁﬁadcbmdﬁﬁteﬁhg?fodéﬁiﬁg assi gned

AAL2 data packets 10 220 for the segment performance nonitori nglgoi nts.

Duri ng t ipemnt3d6imaenitegs tepeeformance of segm epibthe dntepmerdiatewote 310 ng
processin I nts_acc | at r formul ate a val ue for one or nore
segnent ﬂgpgﬁ?mggﬁésﬁzation factors by anal yzi ng each AAL2
packeg in the bl ockat the beginning of the performanB@ aRRitbFRS pRe theAbdrc dode PaCket
in the bl ock of user-assi gnedgAALZ 85 dat a packefﬂgs]pZZO, t he source node

205 gener2@6deanamits lalbodkoof user-assigned AAL2 datapackets 220. phr 4 preferned:

Gener o conabBRlo Rt oo e it PRI A0Sk i og ARLE, Dr
interl ' ivta W Cled i
hoar EEF B2 A At Bk 0, P8 2 g ARYR M5 e 1€ 11

char act er230girecisely define therbopndaries mfitlee/bldck of useriassigned AAL2 datipadkets
per f ormance wi t hout degarti ng fromthe spirit of the present invention. In

genelfll , 22040k the seemepkperfoymanec,menitening peintsy JPwing, te wonitoring phasee theont

D55, Cana ERmsnt perfdfiabae pihindibld BlbocRire Yoilth oL AEIE of Borflifle 8 vafie spr P2
i nt er medi gile®riinske séiMent’peiforMatictchiatdcterizafioR factd?s by analyzifi eadiSAIRE val ue

associated with the segnent perfornmance characterization Tactor or 25
fact ors ipackétdndheblock\AL2 packet 235 is discussed in nore detail bel ow

Deriving the value for .a se n rf ormance, characterizatiqn factor,

such as the packet %ﬁ?ﬂt‘lpaﬂ%m%%WQSW&FCB@PE@{P%*@%@%M time.

As state V fhe Dtk tohahi ing |ow bit
r at eagat gda{aep%gk,etsﬁig&, gllet rat eﬂoae%g%@%l{a%g%d‘}aa%dae)zﬁ g/ﬁ{léc)ﬁr {“g’@%ﬁ‘%‘* ly

sensi t i veperfortmaacschasaiterizatioh $actors Tiin agfreferred iembadiatent, the eherte acdeezdmdi ment

of the pr geigrnattesi ap f)/a?crllcgti gor:int gxrx]dGIof g llj){o%?k e?r%g %etze(c):t?oxf g&fei (g.ug?’s a {n% interleaved

parity bit-wise per octet code). However, one skilled in the art will recognize that
other segment performance characterization factors may be employed to monitor

20 segment performance without departing from the spiﬁt of the present invention. In
general, the source node 205 stores the generated value for the segment performance
characterization factor or factors in a check AAL2 packet 235, and then transmits the
check AAL2 packet 235 to the first intermediate node 210. A more specific format for
storing the value associated with the segment performance characterization factor or

25 factors in the check AAL2 packet 235 is discussed in more detail below.

Deriving the value for a segment performance characterization factor,
such as the packet count and/or the block error detection code takes time. As stated
above, AAL2 is generally utilized for transporting low bit rate data (e.g., low bit rate
voice data) which is typically sensitive to transmission delays. Therefore, in a

30 preferred embodiment of the present invention, the source node 205 continues to



-10- }t user-assigned AAL2 data packets, for exp(gpg
user - assi gr%(?iB L2 data packet 240, while the source node 1598{:1))11'63

generating a value for the segnent per f ormance characterization
factor or factors. In an alternative enbodi nent, a
value for the segnent performance 5 characterization factor or factors
can be generated and then stored in thqgstop AAL2 packet. However,
the formul ati on of these values takes tine, as previously mentioned.

Therefore Store t.hes ugs in.the:sto L2 packet esult in a
del ay in Fﬁ‘i‘gﬂf%ﬁaﬁé‘ﬁﬁ?ﬁ#@%‘ﬁ%@'w‘é» @f&ﬁ%?“ﬁgwwmﬁém esults in
a delay i €240, I {{8 | i %m? i r @ﬁ&g AAL2 data
packet s s?and(l:{g thqultﬁ%epﬁAzﬁgcggg?(ee%osnﬁs %hﬁglvfgéﬁgrx‘fﬁégé a packet to

f ol | ow t hperfarsanée\tiaracterizationifactor or fabterdl ock of user - assi gned AAL2
dat a packets 220. Aiqone skilled in the art. . w ]| understand, an appreciable

del ay _inthe %mqiwdﬂ‘ﬁﬁmsﬁﬂﬂ“ﬂv&ﬁ@%&%@mm{fpm result in
a very ef Iél?#h&@ﬁzation factbf bt fa6dkd Sdh 1 R rhxer% %t?regxig&%q stop AAL2 seg'rbr\;[an?

segnent perfornance nonitoring processing polnt,

per f or manpscketn Howevery tieofontuRiidn of Hiese valués AlesYime cdsreiaisly mefibset €d by
t he bi nar){‘hcode conbi hation corresponding to start AAL2 ﬁackets stored in

the OAM Therefqractecstongdhese valups in thestap nagkst svoukb geshilt im a delay tie theegnent

f - ' ' ' ' 211 .t.h he fol | ow bl ock
of user - asrgnistiondtf e ki RALY SRR iE B Sesll 1 gelgd in B rangmistigmior i ng
the segmepddiferdl dkérasigned AXIX @4t pdckeSsineethe stbf;) V0 ] g&&gt inﬁst'ﬂe%ae 2.

Accordi ngly, the segnment performance nonitoring processSin oint 211
cunmull i veext data paskeft togoBow sheilastt AAL2 datacpaeketrin tiver boclegfeset-agsigriedr mance

characteri,zatj on fagtor sing the..sape.co tational procedures as used b

t he sour clﬁgﬁi data L) “Zf%)u ‘%\ﬁ%ae QF‘QF@F%@E a&ﬁfﬁ%‘dﬂ‘ﬁlﬁﬁmﬂf mamggmblp delal;’ y
f ' ' ' t d/

D oer. oy S U AGRAIon b hop ANLY BARER ook Wi RSPl 00" ¢

bl ock error detectio The check
AAL2 packuatilizitionofbandwidti.wo data fields for each segnent per f or mance
characterization factor. In a preferred enbodi nent of the present

i nvention, ther ef or At 2 5¢gmentRatfommance nenitaringrocessing ipoint for iexamplend a

i ol b or gt pebints ibnitotie BEFE 311 SR dapCAR R parkel 228 gedREPH nous s
the gener giesiny! dode combinatién toPespdhdiflg to start AAL2 packets stored in the OAM
| packet header. The start AAL2 packet 225 informs the segment performance _
monitoring processing point 211 that the following block of user-assigned AAL2 data
packets 220 is to be used for monitoring the segment performance of segment 1, as

20  illustrated in FIG. 2. Accordingly, the segment performance monitoring processing
point 211 cumulatively formulates a value for the one or more segment performance
characterization factors using the same computational procedures as used by the source
node 205. In a preferred embodiment, the segment performance characterization
factors include a packet count and/or a block error detection code, as stated above.

25 The check AAL2 packet 235 contains two data fields for each segment
performance characterization factor. In a preferred embodiment of the present
invention, therefore, the check AAL2 paéket 235 contains a first and a second data
field for the packet count and a first and a second data field for the block error
detection code. The first data field houses the generated value. This is the value



-11 - WO 98859828 at ed by t he source node 205. The second JBECESEISOILS s a

measur ed val ue. Initially, the source node 205 sets the neasured

val ue equal to the generated val ue. After detecting the
stop AAL2 packet 230, the segnment perfornmance nonitoring processing
point 211 nmust wait until it receives the check AAL2 packet 5 235.--Upon

receiving the check AAL2 packet 235, thd-segnent perfornmance
nonitoring processing point 211 first determ nes whether the generated

val ue st dofiflulated by the sbiree node205.c The stcond datafidld & simeashréd ¢alg@asur ed val ue
stored in the measured val ue data field are equal, for each

per f or marlpisiallyathecourcenode 205 sefs the measured valuneequal taithe geperated valueand t he
gener ated val ue do pot tch, this i ndi n that se nt 1 has
corrupted 10 the dé’?‘ﬁr%éb é@f‘?@ 1 g@n‘ﬁ F?@?‘W‘i@"&rﬁﬁ@cﬁll t hen
forwards 4 w P%ﬁh qﬁﬁ E@é&d AAL?2
connectlongﬁb ogessmg ny 21 urt proceSS| ng by seg rPtaLNérforrrance

moni t gr i rEB5pr Upes secelyingpthetcheck Ammnetms the segihehtqseiﬁxrﬁﬁﬂcmet wor k
resources at_ each segnent performance nonitori ng rocessi ng point. If

t he segnemonitaringpregessngnoint2dd;firgt determinesiwhetherchegenerated aralue Istoregkirer at ed

Factor, 16 eneriect aiuEnis ol R o melelied Vi R o B bengprat v k™ "

conpar es g‘ﬁ{ﬁt nt
char actertltiéz]gtlo acI?"(lgi)r‘::\{aJ Y ﬁecea%ﬂggércﬁ%%ed&%e If&g&%g?#uﬁhtled by the
segment paid the rgamatedwalueam 1R nmdnetmslman ilication iHat BégiReht Adsk8rrupted

bl ock of user-assigned AAL2 data packets 220. |f the segnent performance
noni &6r | ngedata. Thertegmentperformance mpniteting peinti2 i ﬂwatfcnwardmesmgcle nt

f 211 st t | at ed
Vel e 1 L2kt Ypyn e sBPRRAREH S NS conttelinl S00E T BRE O AL 2
packet 23furihef BHitBssin}eby Sephent Prf6¥dhidnice totofil £ pfiRess omtsfdaﬁ&%ﬁﬂ&“ 200
wi t hout further processing, as explai ned above hnegg
per f or manteiease thet network msmnemtregclpsngtnenﬂpldrfmm monnoringpmceksu(g' .e., if
there is nq 25 I ndi cation of data degradatiqn. caused by segnent 1), the
segment  pBiRbr FSHE SPEment performAnSe mApitoNiog Poult 241 defermings tha Giegsnaetach c

h L
CheC ks o AL Bl s i Indafurell YaliEx for each pertGRIRAL RARLEHARRAGHBE he' | 0

processing po I'n gener af packe orwar ded

to each i sdgeemeperfbrmanoce monitoring peocegsing poiaed1lycoriparesuhb geacaRttvalue,

performance nonitoring processing point_in the AAL2 connection 200.
However , fof each segment performance characterization factor, with the accumulated value

formulated by the segment performance monitoring processing point 211 based on the
block of user-assigned AAL2 data packets 220. If the segment performance monitdring
20  processing point 211 detects a mismatch, the segment performance monitoring
processing point 211 stores the accumulated value in the measured value data field and
forwards the check AAL2 packet 235 through the remaining portion of the AAL2
connection 200 without further processing, as explained above. If the segment
performance monitoring processing point 211 detects no mismatch (i.e., if there is no
25  indication of data degradation caused by segment 1), the segment performance
monitoring processing point 211 forwards the check AAL2 packet 235 to the next
segment performance monitoring processing point 216. In general, the check AAL2
packet is forwarded to each intermediate node, or more specifically, to each segment

performance monitoring processing point in the AAL2 connection 200. However, in a
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I nt ermedi at e -nodes al | ocati ng resources actually extracts and
processes the check AAL2 packet 235. Once a segnent
per formance nonitoring processing point detects a degradati on

condition, the contents of the check AAL2 packet 235 becone fixed, and, 5
as nentioned above, the check AAL2 packgt 235 is passed al ong the renai nder
of the AAL2 connection until it reaches a desti nation node (not shown

in FIG Zyrefeffed embodifl@iGh eééi‘ltfﬂ%% ﬁwégn{ehﬁ fiotafinf2CKEL
al so cont%iarl ns a nessage fiel e coc?‘e stored I n e rressage i eld
provi des reshi:rbemaiallymbm'auahmbprmsswﬂtemheck AALXpacket35ances surroundi ng

the detection and cgQrrective action taken, if any. Wen the 10 check AAL2
packet 235 reaches ©OPeE ¥seEment Performange moniteriag pracessngpointdntectvavert s t he

Code. M%gﬁ%%ﬁgﬁgﬁéﬂbﬁ?“ﬂ?ﬁgﬁ*?ﬁ&otk%ﬁéﬁém&ﬁ%& S iy S 001 i n

the AAL2 Ramkfioned abovd‘Mecle?i p&&Et 235 ﬁrﬁﬁftu atoHg e %%@ﬁ‘?tﬁ%a the' N

destination node then transmts the citothe
source naﬂALZGIBnn@mnemtlhﬁmmsadmmmnmmtslﬁﬁvngmHGi@J gsat ed as an

d-to- ket he AAL2 200 f h
desti ﬁa?i” Ao eubhriod. 6 35sBAL2 pigkeialeo contiris mewsEp rd (0
th ) 200 bet

e e Vested if gROAERa Ak SHoVA Maida bimRBR 56 1 20 stveen

t he source n estin I n

an al t er reitcumstancewsiirrounting! the deteétivnedl cdrRCHRSIRtidh TMen? ifofhy Vi Whe d;iﬁfe 20
e

segment performance nonitoring processing point responsi bl e for tecting

the 10  cheelgAddad panketZ3tirearhns the destination nodee therdestiudition madé eonvirtsehd | y t o

th Pref f | d th t AAL2
paﬁkii’”ioﬁaeg'?%?\@vmff%mﬁ%r”%!ﬁéé%@gﬁs@a iog e Hgamivetihor any

action ha&niumwddmhﬁemm 164 Aesbler | {oal
identified as an end-to-en agacket eg’ohﬁh tFaver ses ﬁeﬁ%@?dfﬁg
connect i dleadext)totmﬂkcttan enldao-:endldata paokis. Zﬂﬁdemmnmodé thieRafanksits g@nspar ent

to the Am ter e nodes addition, the internedi ate node
det ect i ng'ePﬂ’émg d’é@F Frﬁ?“‘ﬁﬁPP‘i%/EQi\eSWﬁ? thermeperfing AA L2 pagketrent .

Th

Soosion’ o desighed 2%%*?3‘?5"%“ duth Bt R or S AR EopfiBlloncitg Hom. o

al so t akethe destination node to the source node 205, in a way that is transparent to the

intermediate nodes located along the AAL2 connection 200 between the source node
205 and the destination node.
In an alternative embodiment, the intermediate node associated with the
20  segment performance monitoring processing point responsible for detecting the
degradation condition transmits a report AAL2 packet directly to the source node 205.
Preferably, the message field in the report AAL2 packet contains an appropriate
message code indicating whether any action has or will be taken. Again, the report
AAL2 packet is identified as an end-to-end packet so that it traverses the AAL2
25  connection 200 back to the source node 205 in a manner that is transparent to the
various intermediate nodes. In addition, the intermediate node detecting the
degradation may notify the network systein management.
The source node 205 deactivates the segment performance monitoring
session after it receives the report AAL2 packet. The source node 205 may also take a
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code in the nessage field of the report AAL2 packet.

Anot her aspect of the present invention includes a segnent perfornmance
nonitoring tinmer at each node to prevent the possibility of infinite
network resource 5 al l ocation. In accordance with this aspect of t-he
present invention, the segnent p&Bformance nonitoring tinmers at each
node are initialized with an estimated tinme to conpl ete the segnent
per f or manmmber of appropriatecctions)in atoerdande with ¢tk messrgs codetin tesmesage field t he
activation AAL2 packet by the source node, as expl ai ned above. I% a tinmer
el apses of the reporoAAL2packetnpl eti on of the segnent performance nonitoring

and the segmont - per PaPIEn Rt STIAE frsie er30 SEGRAR S Edme: necfprmance 7"

FI G 3 sufptdrfiStimBrats@eatde Rk fbilich O intthiteGeRPork Bsourle

accordance wth a preferred enbodi nent of the present invention.
exanpbe, dllogation. In actbaiance withtthisaspestpf thegresentimvention) dekeseghifent a i r st

i nt er medi atF node 310, a second 15 tix{]t ernedi ate node 315 and  a
dest i nat i RFF9FBI#ECe;Mgnitoring timers at each node are inifialized Wity am estimatest timg do

tivati : : tivation.AAL2
packer 1 CoppleRine bhinet UeiFRAE milioHER SERIRY The estinBbaltind bt in
i ndi cat ecthe activetionl AALR pabicet BltHe suuréechodes asl explaihb@hlIve! af aitindrlefapses

activation AAL2 packet la, |b and lc represent the activation AAL2
packet 1 beforethe complesion of thesegmentpayfarmancemonitering-spasion.sthe resouroes ¢ whi ch

make  up t ' . activation AAL2 pagcket 1 is anal yzed
by e&é h |ﬂf°§$§g§’|y§§€ Qﬁx&é@%ﬁ%m%@f&&; merf@l%ﬁeéi' ﬁ‘B{‘ the segmeit perfprmance, by ovi de

t he necesgmehitorimssdssiofis dbrfedpport the segnment performance nonitoring
session. The tinme required by each node to determ ne whether resources

will be allocated fBIGtHeummgniges thp segmentperformance mmonitoging eschiizyne; i
illustrated in FlG.. 25 3 hy the.vertical |ines associgted with the first
i nt er medi aac[cgr‘ﬁl}ﬁ"ewﬂ(? gﬁ%ﬁ%&%@&ﬂ@‘ of the PIEsRnt invention.o ?mﬁmee’@mle,\mg n the
activatio AM—% @é‘diﬁtco]%ﬂ Surcl ' | : 0

desti nati‘gn no éﬁSZO gen rrg?éégﬁa coﬁ???%ésmsgg&%}ed?% %@h?is%%d

AAL 2 18ac kimterthedintemoder 35 andendestination node329uch it traverses the AAL2

connection from t he destination node 320 to the source node 305
wi t hout any processiAtghe:begippingof thejagtivatigaphase; the spurceanale:305 generatess

i1 Tustratgd, ifGbPAAY2 EKL%? PUFGE BRHRion ALY Plcket 1 is a segment \{)\gn)cl?e ,/ 022
indicated in the UUI of the AAL2 packet header. Therefore, in FIG. 3, activation

AAL2 packet 1a, 1b and 1c represent the activation AAL2 packet 1 as it propagates

20  along each of the segments a, b and ¢ which make up the AAL2 connection. The
activation AAL2 packet 1 is analyzed by each intermediate node to determine whether
the node can provide the necessary resources to support the segment performance
monitoring session. The time required by each node to determine whether resources
will be allocated for the segment performance monitoring session is illustrated in FIG.

25 3 by the vertical lines associated with the first intermediate node 310 and the second
intermediate node 315. When the activation AAL?2 packet 1 reaches the destination
node 320, the destination node 320 generates a confirm AAL2 packet 2. The confirm
AAL2 packet 2 is an end-to-end packet; as such it traverses the AAL2 connection from
the destination node 320 to the source node 305 without any processing at fhe

30 intermediate nodes 310 and 315, as illustrated in FIG. 3. The source node 305 then



-14 - w\g%#g%‘es the confirm AAL2 packet 2 to determ ne ﬂ&%ﬁ%u% not

to proceed- segnment performance nonitoring session.

| f the source node 305 decides to proceed with the segnent perfornmance
nonitoring procedure, the source node 305 generates a start AAL2 packet 3,
followed 5 by a bl ock of user-assigned AAL2 data packets 4, followed by
a stop AAL2 packet 5. At the intggnedi ate nodes 310 and 315, a val ue
for the segnment performance characterization factor or factors (e.g.,

it or | otz 1 ponBmAALL BrekEhf 4 dBB e bt or pordSiratsRd Sy e, -

assi gneds,géln ‘g@'ﬂ“ﬂﬁﬁ&e‘? unul ated val ues are stored and t he

i nt er nedi ate I_JL §6i%an;g1%i§&gwalt the arrival of the check AAL2
packet 7. If the source notie 305alecidesitvoprocecditls thersegmemqrridPhas@nt | nues
to transmt user-assigned AAL2 data packets, for exanple

user - assiARIEPTiNg pro tthe sourge aede 305 Mﬂaéestwréwz packet 3,Aollowpdicket 7

| nt or o B £ S 08 vty HERSLAALS, BB Frke WSl 508 RAL meeiRL s,

del ays. 1Rt the intermediate nodes 310 éﬂ&'?lseé@mﬁe%r ieQegBemt rfofthaicaedi ate node
315 detects a m snat ch, t hereby indicating that the segment between

t he secorcharacterization mmrmcfact&sE(e@,da paoket count arid/osa block ernve detettiomnode 310,
i.e., seg ed the data.to beco corrupt ed,

Accor di ng‘?r@e sp a%%ﬁ’(t é Q‘HQH\S acgymulgted hased upon the-block pfgserthe
second et 7 to
t he desti nallgl on n %b&%gdf the m‘it&{ %ﬁ&saré Qﬁ@%ﬁ@@%@%

phasepo t heodde 310 and B b5 await eheaitival eithé ehecRM ADD phcket 7. end report AAL2
packet 10 based upon the check AAL2 packet 7. The destination ' node
320 then transnits Apstaedaboye,the sourse pade 305 copfinuses to teapemisaisen-ansigned 2

[t or e A0 ek Back, BP S en ISt bR Pac s ¥ 8EE5 "W B ks an

exenpl ar yARQIPuckétar isdei kel B3R Aburt AodS 805 and/or %ﬁ)@ésséthﬁy gleeck AAL2

packets and the report sackets I n accordance wt preferred
enbodi nenintesmediate Méh@m bﬁ»tmmderttn@rmmmgmﬁon delays.ncl udes an

0 PBiinaancy  couctt PiamRE orf eoad WgedBle Rk as Y 1B cbove

i ncl udes thereby indicating that the segment between the second intermediate node 315 and the

first intermediate node 310, i.e., segment b, has caused the data to become corrupted.

Accordingly, the contents of the check AAL2 packet 7 become fixed. The second

intermediate node 315 then forwards the check AAL2 packet 7 to the destination node
20 320.

' During the reporting phase, the destination node 320 prepares an end-to-
end report AAL2 packet 10 based upon the check AAL2 packet 7. The destination
node 320 then transmits the report AAL2 packet 10, which traverses the AAL2
connection back to the source node 305 without any processing at the intermediated

25 nodes 310 and 315.
' FIG. 4 shows an exemplary format for an OAM AAL?2 packet 400 used
for the check AAL2 packets and the report AAL2 packets. In accordance with a
preferred embodiment of the present invention, the OAM AAL2 packet 400 includes an
AAL2 packet header portion 405, an OAM payload 410, and a 1 octet cyclic
30 redundancy code (CRC) 412, The AAL2 packet header 405, described above, includes



a 5 bit UUwddseest2 Al so descri bed above, is the fact that tRCRHSESAHEZUI

bi nary -code - .conbi nati ons, for exanple code conbinations 11110 (i.e.,
30 in decimal) and 11111 (i.e., 31 in decimal), specifically identify
the OAM AAL2 packet 400 as either a segnent OAM AAL2 packet or as an
end-to-end OAM AAL2 packet. The check 5  AAL2 packet is an exanple-of a
segnent packet, while the report AAL2-p&cket is an exanpl e of an
end-to-end packet. FIG 4 also shows that, in

accor danges wittURfiekie f Also Adsczitied Abows,) tis thie fact that tivoof theB@Ttbindty ¢odé on, t he
OAM payl oad 410 includes a 1 octet OAM header 415 and a 6 octet
speci f i c combinationsfor iexanaple rpde vombingtenss 11310 4i-¢.v 30iin degimal)and 1A 14 Ur t her

C958) " °5 % ocaoh dermeaD. anrifirdly fnity e DY RALA gttt 400BF BT L' Cs) 1 or
that t he RBHER! GANE DAL BASREE br afiiferitlo sl DAN WALZ pcket, B Mgkl 1 ec00N 2
vary wi t hAAL2qrpkettis ag e fofa segmemacketcwhite die report AANE padkedis an

The preferred format for the OAM header 415 is simlar to the format of 15
the AAL2 ¢rample ofigrsend-toeend-pasket. and defined in | TU Recommendation |.363. 2,

B- | SDN Oper af Qn d | njepnance Principl.es and Funciigns, section
4.2, 6 and 7. aﬁ*@‘r%%ﬁéﬁ&f’? @‘éﬂﬂy,“?%%wﬁhb%a@?“&%gemé?f@&l %hHne of a
nunber of ' Lehar ' ' i ' M
function tgg??%gg!oﬁgﬁ\% ghet EQMORWQ%_ZWCME%QQ ioglﬁ ?Mah?lggls% Q@na?\of

t hese bi nGoptetspieificcactivatian field 413 erEhiefspecifit hetivatibh AblP4 P7 farthep oonipiised00 as
a check AAL2 packet, At |east one other binary code conbination

i dentliof i a3 biifecorpeiation field (420); a 3 it message Held (#2942 5 qsteticheck data field

Th { on Jf.iel i ' : | ating AAL

packets ({30} bt sfaft ey (53 s Ruchoe RlSighRfnd "HoRRRES 0Bt e irfice e
segment  art will ﬁeéagmzmqnérpadiﬁ&i hiDlefghdf@ach filldSn tife OAM phyidhd REgause any

given node, including 2 5 “the source node, nmay be shared by two or nore
over | appi mgy Aaryywithontalepanting from the intended seopo lof éis inivehtiomor e t han one

e e P o R o e YRR b S ormhio 1«
Cont 1 BAAL R G 4ok B PO WotbnalBiGL 451,
ISDN Operation and Maintenance Principles and Functions, section 4.2, 6 and 7.
More specifically, the OAM header 415 reflects one of a number of possible binary
code combinations which defines the OAM function corresponding to the OAM AAL2
packet 400. At least one of these binary code combinations identifies the OAM AAL2
20 packet400asa check AAL2 packet. At least one other binary code combination
identifies the OAM AAL2 packet 400 as a report AAL2 packet.

The correlation field 420 is a 3 bit code used for correlating AAL2
packets (e.g., the check and report AAL2 packets) associated with the same segment
performance monitoring session. This is important because any given node, including

25  the source node, may be shared by two or more overlapping AAL2 connections, and
involved with more than one pending segment performance monitoring session at a
time. In a preferred embodiment of the present invention, the correlation field 420 is a
3 bit wrap around counter, and the value of the counter is controlled exclusively by the

source node.



- 16- WO 98/59522 The message field 425 is al so a pchiseoseiés
Primarily, "the nessage field 425 is used to convey specific

i nformati on and/or instructions to the source node. For exanple, a
message m ght indicate whether. appropriate action has been taken in
response to a perfornmance degradation detection. TABLE I contains six.
exenplary 5 messages that m ght be.ggcoded in the nessage field 425. One
skilled in the art wll recogni ze, however, that this list is

exenpl ary and t hat saES . .1 1

In a preferred enbo.glﬁérr@%%, tﬁgﬁg@ggﬁﬂagta a ?8?‘%’4%‘5"“?&‘5(2%‘% gssggezfi%lgt et
dat a fi el425figused toi mv?swmuinmmmmer Isera&iung to #i!sofftel @k O'For
(PCF[err]) and a second 2 10 octet data field for a second segnent

per f or narexamples aguessage might indicate whethersaipsepriate action has bperctaken jn t he fir st
segnent perfornpnce characterization, factor [err] corresponds to a
packet cTRTROBSE I § BePARERE SR ioR lelarce. AAHLI] Gntsis B rPmPIsY Por2
corre po\'/lﬂ%*sages_thattxﬂi t be Siichded Me%%e?ﬁhﬁ?ﬂeppgﬁgﬂeﬁzn et will

interleaved parity code. Each 2 octet arn, “conprises

two 1 octretoghizea hbwevets that s st is exdmrplary amithavether essagelToulddner at ed
val ue for the_ segnent performance characterization factor and the second
bei ng reddlized for a neasured val ue for the segnent perfornmance

characteri zation T r ROS f.th at ed, val ye and the
neasured val ue are @e%g{e?%ée?%%%ngﬁ{, tié ‘iiﬁeaﬁd%?‘&%%mw@ ctet

Fur t her Maaea fiéfd fok h firfeesment perforRRAdebardcRrRAGorstd j ar t

t hat ot her segnent perfogﬁancﬂgy{:haracterlizcgbtrl on x?faagétogggcﬁgy&nggdseeﬁ%rfdo%/ed to
2 0 1lonormictesdatachield dor psecond segment performance tharacterizativfdadtoO(PCRY). t he two
preferred segnment erformance characterization factors described
above. oreover, the first segment-pegfopmance chasagterization factor BCF, corsesponds:to 2 1

octet PCE | i.fLer jfier ¢ 435 identifies
whi ch se r?g%% dgé??&%ﬁgee second pé}c %%Hcg?é:ﬁ%g?%oflﬁ%? 9&?2 F%E?@Pg&ar e to
be used doratlock &rosagsaivn dode RS & ditdnferleaved Pariy botit. SEAch Lbetet! dars

preferred enbodi nent, one bit position, for exanple, bit position O,

cor r esporfagldin; tarn, iromprises twael) getet dasa fields nelhedirstkeing teserved foran f act or

bi t B (8BFraie pliRE BE s Segichs péfhoprianSs A edtrisndon desien andbs seomdnce.
Ther of or ot teried Thod nicasillod vAUIE 6} B Sogidn? performanch Chiticeb AP BR 0
moni t or  sfagtoen Thequiposemetie generatel vabse smigire nicanaed 94lE afedesBrbédPHONE
sesston, \}v{]ﬂ? reference to FIG. 2. Furthermore, it will be readily apparent to one skilled in the

art that other segment performance characterization factors may be employed to

20  monitor segment performance in lieu of, or in addition to, the two preferred segment
performance characterization factors described above.

The check data field 430 also comprises a 1 octet PCF qualifier code

435. The PCF qualifier code 435 identifies which segment performance
characterization factor or factors are to be used during the segment performance

25  monitoring session. In a preferred embodiment, one bit position, for example, bit
position 0, corresponds with the first segment performance characterization factor G.e.,
the packet count), while a second bit posiﬁon, for example, bit position 1, corresponds
with the second segment performance characterization factor (i.e., the block error
detection code). Therefore, if the source node intends to employ a packet count to

30  monitor segment performance during the segment performance monitoring session, the



-17- woodsosrsition 0 is set equal to one. Likew se, ifpdhSessmiiese

node i ntends to enploy the bl ock error detection code to nonitor
segnent perfornmance during the segnent per f or mance nonitoring
session, the bit position 1 is set equal to one. If the source node

intends to enploy both the packet count and the block error detection.code,
then 5 both bit positions 0 and 1 aneg-set equal to one. As previously
stated, one skilled in the art will recognize that other segnent

per f or man {3 'Zeiﬁxb'% CHQkSwis® Y4 BTN [ i of or in
addi tion ?igptsﬁgbggelggérgen I one%lnaél}'oveflg%flfg?hsg}mgengogent o ;#ééfglrerrance
char act er bioek iemmor tletettioms cadedo snqpiitoy scgment perfotmance dorihg diecsegmhend i f i ed

above, it may be necessary to .expand the |length of the check data

field 430Peréormance mopitomng session, thehit pesiEon] is sebequal gmene, - If thesqusee PCF
i fi |.OVE i h di 1,i onal
o o R o By BB OB gk oy b A, bl

-18- 5  both bit pdsiticiddParidotiare set equal to one. As previously statbl SsRGRilled in the
001 No nessage inserted by source node. 002

Per f or mana® Wil geengnizeshatauthercsegmentspesfosmance characterization factors may be

managemnent esent l.y tcannot .notified: wl)]

try agai nexpﬁ{og F&“P L‘éﬁ 8@05 %?‘ﬁi‘etbonater & angsyfentioned above. If other segment

connect i Oferformance characterizdtida factors are @ﬂ%ﬁ@gm aGdifeiPMatd ﬁ@P@ﬁe%cFﬁo%ﬁ;

system managerrent cannot presently T1X tne

probl em it may be necessary to expand the lengthrof dheceheck dbtifieldid3®accotdinglyorTiRct i on.
radatj on detected; release

5 . 004, . erforl;che .&eg s
connedt i Omam,gja_lggqs_mons 2-1 in the quajifist code 435 equld be pmployed typeiivaty on
det ect ed; ye¥e h&dRional segment performance characterization factors if desired.
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al | ocat.ed.- 006 Per f or mance degradat | on det ect ed;
traffic - contract not in accordance with
measured traffic; rel ease and re-set connection
w th mat chi ng _ traffic contract.

TABLE | 10 : FIG 3jghows an exenplary format for an OAM
AAL2 packet 500 used for the activation AAL2 packets and the confirm
AAL2 pacieis=—ta=geteieprte—ttimg—praterret=enisoce] t of the

pr esent nkagé Otdge DAM AAL2 packet Iﬁ&@a encI udes an ] AAL2 packet
header pp 8 ' e—7~A4 2 packet 15

header 4§5 deSC(DOlbed ab )\I%massigeame:temwkourcdmﬂendancy cod (CRC) 510,
which is usedfor[protecting the Tmegrity or _tne ey data fields

in the 0]~ AAL20QRacket PpdRerformance degradatiowdétedted;\spistem t he at and an OAM
payl oad portion 515. management presently caiinot bi‘hbtified; edll po t|on 515 is

subst ant aI ly simlar t“tﬁiﬁa%er, reducdafficadrazgiid on 410 escrl bed above.

For inst@nce, the OAM pa bk prti1on 515 20 |ncI udes an [DAM header 520,

wher ein g GHE SAMAre arehe cote eeffbi nati ons

i dentifi s the SV AAL2 W@mﬁouaémed %btampacket whil e at

| east ong ot her OAM headl%ﬂgémmmpq&@gﬂyﬁywpﬂoggm| fifes the OAM AAL2
packet -19 -

reduce traffic the ne t10n

as a confy Y =eoa—4+6—t he OAM payl oad

#15 al 5904 ncl udesp

portign m&bﬁtiéteétéd eRaieon Tiefd 525. The
specific act | vat ion ”_“ d\fy_g&her corrprl ses a 3 biyl correlation
field 53¢ —wh € A s—af t he

correl atifon fi ebgs 420 demf&ﬂﬁﬁegmdﬁoﬂdéﬂeﬂe@msage f|e| w 535; 5 two
spare bitls 540, which ar qngﬁggﬁmmedfﬂﬁghﬁlgngt&@ratlon and a 5 octet
check

tlocated. echeckdtafleld 545 is
. - .td above. For

fPafainﬁﬂEe deg@idaﬁeﬁ dateatedptrﬁﬁcper for | ance

(fatrhctitt 3n hécdrdhnke Withafidhsared Tiffic;,P§r f or mance

release and re-set connection with matching
traffic contract.

TABLE I

data field {4
al so ver Ao Ot
exanpl e,
character]i zati on factor
characterff zati on

10
FIG. 5 shows an exemplary format for an OAM AAL2 packet 500 used
for the activation AAL2 packets and the confirm AAL2 packets. In accordance with a
preferred embodiment of the present invention, the OAM AAL?2 packet 500 includes an
AAL2 packet header portion 505, which has an identical format as the AAL?2 packet
15  header 405 described above; a 1 octet cyclic redundancy code (CRC) 510, which is
used for protecting the integrity of the other data fields in the OAM AAL2 packet 500,
as is well-known in the art; and an OAM payload portion 515.
The OAM payload portion 515 is substantially similar to the OAM
payload portion 410 described above. For instance, the OAM payload portion 515
20 includes an OAM header 520, wherein at least one of the OAM header binary code
combinations identifies the OAM AAL2 packet as an activation AAL2 packet, while at
least one other OAM header binary code combination identifies the OAM AAL2 packet -



10 factowooedsoszeated, in a preferred enbodi nent, two segmPGE/SESF 6 ance
charact-erization factors are enployed, a packet count and a bl ock error

det ecti on code. Hence, the check data field 545 contains two 2 octet
PCF data fields PCF[err] and PCF[err]. However, as stated above,

ot her segnment performance characterization factors may be enpl oyed in
lieu of, or in addition to the prefer+Essegnent performnce 15
characterization factors. Each PCF data field PCF[err]
and PCF[ gg hleoh f)ﬁhuﬂﬁﬁz Hekel. Dsiccthe GAM payRial portion 410, TReOAM paylehd t hese 1
oct et da?gafPe ds iIs ag 8 bit regard cgﬁgterimThe second 1 oz?%t dat a

fiel d is partidh 515 also inchules d 6cantettspecific actixation field 525c Thespegificoactivation

ove S naifild 38 Torthes somprisekiasS Biticomalation sl SHib.tiich Badrica) B RrBR no a
_ AL o B e 1
o o A SR e ASCO0 PD RSB i 4 PRilge o s 10 1

Ini tigl! YwolspRreStitdIs40, Mdith feirésetvdd fof At conbidedations) Gintl s o@ex cheblk packet
equal to zer0. As the activation AAL2 packet is forwarded fromthe source

node to tdata field 545. desti nati on node, each internediate node increnents the
appropriate counter,_or 2 G s. ,The destination node, cei vi ng
the activation AALZT‘ffa‘E,brggg data f?ew%gf 1AlsQ ¥erys ‘M‘E"zc‘&&gﬂétauﬁaéf*ﬁ
confirm . b ' ' ' ' | t he
AL paok ESTIRAEYe FoP it e e P O 355nclydes a 2 et pécforinafice

adj ust i nhafuetdpizatiény faciPCHYdataflcld foradach bepnishdperdorneince ehatactefizitiono

reflect a confirm AAL2 packet, The destination node then transmts
t he &6nf ifaptopadisctated; inapreferred embodimentolio segmentprFfarA@Besi ng t he sour ce

d to h ' dj d .
120 " chagheliriBiid bedhorh AR ooy () ik bonot s blas swon fetprtionsolfien:
per f or manggndgD el Hetidata field S45 SortAin¥'tvid12 (RfeP PCEF data fidlas PCH @ Peggent
per formance characterization factors. In order for an

i nt er medi Howeverglas stated abeveyiathersegment performaneecharacterization factons may beur i ng
the segnent performance mynitQrin ession, .,the internedi ate node 5
needs cer?‘&l’lﬁy?&moll“’r%‘?' 85?“@5@“%&?13’&?&%@“5? SCEREIE REFFORIPANCE ¢ he segnent

per f QEMBNGE racterizatibh Mcddser | zation factor or factors the source intends to
utilize i AONTOr ng segnent performance. Wthout this information,
t he intermedi at e noBacit RCFaatfield PCH; and PCF,dadcladesitwe Woctetdata fieldsl | ocat e

its resources nor can the internedi ate node know whi ch counter or

count er s The firstof ghase 1jastat datafialds,isapdbinregard seater. Thesesongd & octendata
field is an 8 bit disregard counter. In general, the regard counter reflects the number
of intermediate nodes in the AAL2 connection that have indicated the ability to allocate
20 resources for monitoring a corresponding segment performance characterization factor
during the monitoring phase of the segment performance monitoring session.

Initially, the source node sets all counters in the activation AAL2 packet
equal to zero. As the activation AAL2 packet is forwarded from the source node to the
destination node, each intermediate node increments the appropriate counter or

25 counters. The destination node, upon receiving the activation AAL2 packet,
transforms the AAL2 packet into a confirm AAL2 packet by adjusting the code in the
UUI field of the AAL packet header 505 to reflect an end-to-end packet, and by
adjusting the binary code combination of the OAM packet header 520 to reflect a
confirm AAL2 packet. The destination node then transmits the confirm packet to the

30 source node, thereby informing the source node as to how many intermediate nodes can



10 pref qupegsggapodi nent of the present invention, the actpPeBSESBOIRBL2

packet .provi des this information for the internediate node. In an
exenpl ary enbodi nent of the present i nvention, the activation AAL2
packet m ght provide this information by encoding the information in

t he OAM header 520. For exanple, the OAM header binary code m ght --

i ndi cate that the AAL2 packet is an a@i-vati on AAL2 packet and that the
source intends 15 to utilize one or nore particular segnent perfornmance
char act egi g ng&.- f'if tHe'friofifforing phast BF HRAGHMERt PReforMARG NIt gt O | NI
sessi on.&;n ahp tgﬁ’%atllive enEgdi ngegt t he e imrrration coul gbe

encoded jessiohevitterespept té one or bath segment gerformarice characterization factors.
enbodi nent, the information coul dea,e i ncl uded in, the check (fata field 545;
however, t hi $n grdes for ayintcrmedigte nadg do determing yhether o allegate e

expanded. I n any event, WY 0. .n. ' | t hat
this inf W%‘E‘ﬁ%ﬁ“%%ﬁ’& sEEndRatnatines momdtie E i, %@e@%@h@@c ket in
any ryinbgred3fcepthinlifciitativhy One such piece of information is the Re@fléhitipepfdrhandenowi ng
whi ch segnent performance characterization factor or factors the

sour ce i oharacterizationtfaétor er tagtars thetsoarcedntends toprilize immonitoring segmembni t or i ng

session, the interned] ate hode m ght al so need to know how | ong the 25
sessi on Pgrf@%Fe@%'%m}té@‘P n, the. intermediatenage cannat pr rces can be

al | ocate . r.ef, glaéag | ' a test
time dat getrelng*ng %ﬁ&fﬁgﬂ ? gasf? it??esﬁﬂl%&%!nne ( a@%ﬁ%@@@sﬁ@g @g&ﬁt he
sour ce neggntePdiciunters td MeFEment intherativativni LAALA patleet ) Qherefore, in 4 ONg t he
segnent perfornmance nonitoring session is expected to | ast. For exanpl e,

eachiof tphefebd embedinkent of thetpresentinvention; iths activation AAL2packespoovides ons can
O oS nfrguioghr e rermbite ok Th o ey SR O € peski® o™
-21- . ks s, TQEI! . i . ' ivel d 550
Is then t}?‘ﬁqlhtz’é’g(hgy%{elgicq?n ?’h‘tﬂgert %@ft‘éft}ghﬁg egt 0 get&gpmmnégﬁgﬁg%h@f

r esour cednfoamatiomin the QA MEheaden520. eBor example)\dhk OAM hkider bixmey code rafghedi at e
node may utilize the value stored in the test tine data field 550 to

i ni tial i Aadigateithatshe,AAL2opacket is apactivagion AL pasket andothatthesourse imemndsor i ng

01 oS tp gtiee Gt B FoRE Rk et Sl BRI lFaciriihh Mo HBRET 0, '
i nt er mediat SegiRde peFfvrffice doridring sessiont | IMBHalicthative eMMbdiffent,a86UNT NG thi s

has not already been acconplished by a check AAL2 packet .
Al t er nat i informatiom could tberemsetiedtin theontessage fieldj 535t Intyst anotkerexemplatint er t o

a1 oW A b ek SSAOE b5 ve ot 2P R A8 508 SR
this might require that the check data field 545 be expanded. In any event, one skilled
20 in the art will recognize that this information could be encoded in the activation AAL2

packet in any pumber of different ways.

In addition to knowing which segment performance characterization
factor or factors the source intends to utilize during the segment performance
monitoring session, the intermediate node might also need to know how long the

25  session is expected to last before it can decide whether resources can be allocated.
Therefore, the check data field 545 also contains a test time data field 550. The test
time data field 550 is set by the source node, and it reflects an approximation as to how
long the segment performance monitoring session is expected to last. For example,
each of the 256 possible test time data field binary code combinations can represent a

30 different period of time, wherein each one bit increment represents a 1 second time



10 woossesz2 FI G 6 shows an exenplary format for an g¥vsevsleiiggacket

600 used - for the stop and start AALZ2 packets. In accordance with a
preferred enbodi nent of the present invention, the OAM AAL2 packet
600 i ncludes an AAL2 packet header portion 605, which is identical in
format to the AAL2 packet header 405 descri bed above; a 1 octet-.

cyclic redundancy code (CRC) 610, whieRis used for protecting the 15
integrity of the other data field in the OAM AAL2 packet 600, as S

wel | - knovgrfebntil The valué sforedi%h Ebs%bﬁﬁdﬁéldg 4] i’ the CAM
header b| nary code © conbi natieons speci f1cal ? 1s@elrllhlﬁ I es t e AAL2
packet Gmmmmmmtemmeavnemalrbmmcescanainfaetabeatlmtml. her OAM header

bi nary code_ conbi natlon identifies the AAL2 packet 600 as a start
AALD back&adiipngly, cach mtermediate nods Ty WALGHA WG VANG ssthintho e Aenecdada

Connect et S30% YAMAE dfifernat copnilf DUE fe, et BetiGHRSoo ibolsfine

sour c@ nogkgsiéthie intetiflediate modéy. decrénént lmdui iﬂﬁrﬁﬂ%uﬂt%&, Hitime expires\M

mul ti pl exer 715 segnment performance nonitoring logic 720, an AAL2 i nk
demul ti pl ¥cerding & aminteraal countegcthe icormespondingisermediate node may decideto  As

stated abo each AAL2 channel...for e l.e,AAL2 cha 735, makes

up but a f?l‘?af’?gﬁ TefourGes, SAHIE, this bas 8o @%@WE&“?‘W@&M%&W consi sts

of AAIDBRKeQ! ARGYndti IR YRE lissterMEdidte n6dEtha uni que
connection identifier (CID). In a prefer r%g&ﬁﬂﬁ(}%’ rrent ophgeﬁte@present
i nventi onalla\haddlaonzlunnetocompwmhe:pufnmiancamnmmm sd@ssiond by the AAL2 |ink
mul ti pl exer 710.- By % I eX| ng 30 e various AAL2 channel s, AAL2 data

packés, bot h OA\Ma n6 Show; gry gmat for an OAM AAL2 packet 600 used

the ad) acé%t‘ﬁ%“é@%“‘ﬁpﬂ*‘ﬁﬁ@{‘%%e%%%“woﬁ’ i %s%@édéﬁ%ﬁhikﬁ'zn

channel s tiecprasent nivenﬁm thé © AMJEALD packet 600idtﬁ1d@§ bR AAVE :
contrast, the various AAL2 channels received by the source node 700

from t he Rgtion §05y which is/identicaloin fowenat tg thend ARA| packet hirades 405 desaribed pl exer

ot her aaL0ve; a 1 gt eyplc Bl Bl LGRCH Blo. YR sropbieaipe e Tho

ot hery AAL gyra ity Vi thé'BithePdata field mrfﬁé’om ARLOPMIRL6E0,PRGK Fefl- %Mn%ﬁ%é I on,

OAM nul ti pl exef 715 generates and inserts the start and stop AA
packet s uartpand e OAMtheaderdilSs cAieast ope of ther@AMeheader binary code

combinations specifically identifies the AAL2 packet 600 as a stop AAL2 packet, while

at least one other OAM header binary code combination identifies the AAL2 packet
600 as a start AAL2 packet.

20 FIG. 7 shows an exemplary hardware embodiment for a source node
700, wherein source node 700 is connécted to an adjacent node (not shown) by an
AAL2 link 705. The source node 700 includes an AAL?2 link multiplexer 710, an
OAM multiplexer 715, segment performance monitoring logic 720, an AAL2 link
demultiplexer 725, and an OAM demultiplexer 730.

25 As stated above, each AAL2 channel, for example AAL2 channel 735,
makes up but a portion of the AAL2 link 705. The AAL2 link 705 actually consists of
a number of AAL2 channels multiplexed'together, each with a unique connection
identifier (CID). In a preferred embodiment of the present invention, the various
AAL2 channels are multiplexed by the AAL2 link multiplexer 710. By multiplexing
30 the various AAL2 channels, AAL2 data packets, both OAM and non-OAM packets are
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nmonitoring-logic 720 is responsi ble for recei ving. and generati ng
segnent perfornmance nonitoring AAL2 packets for the source node 700.
As one skilled in the art will understand, the segnent perfornmance
nonitoring logic 720 may be inplenented in hardware or it may be

I npl emented in 15 software in accordapce with standard programm ng
techni ques. More specifically, the segnent perfornmance nonitoring

| ogi ¢ 720 . | i h e |.n . the.activation

00, T EORHRPAS i et A R B A BT8R b O
the OCAM dpgriteldentimion naaemr%mm@mwéﬂaaﬁémaﬁ@mﬁﬂwn@wfof 720
supports the nonitoring phase by generating the check AAL2 packets, based

on a bl octhedtiter AAL2 ghannelss singpoptrastAthe vdrivss AAdRathanndlxiréceiyed by theepor ti ng
phase, the segnent erf.qr C ogi ¢ 720_ an es any nmessages stored
in the reW?eqM“’zmﬂa%%t@e Aﬁ{ﬁ‘ﬂ%@ﬁ %‘gé"?‘\’@ﬁﬁl&%&ﬁm tipl exer 730.
FIG & il jyshkidiessr p5.exenpl ary hardware enbodi ment for an

i nt er nedi at e ng&z 800, wherein the internediate node 800 is connected to a

source 25 node or The OXMansitiplexet 215mditiplexes QeMi AALD evith 6thet AAD20f t he
|ink 805. The internedi ate node 800 is al so

source node_ b AAL2 .
connect edp?‘%:eé Sggsabgﬁ%ﬁt%wlthé%sa&e AAL2 channe}j The offier AAL2 packetsiraayhotie i n

t he direct ; ' Og6: 1 4.0 810. It will be
under!stoogia?hrhggﬁ? eq}dﬁ?@rj |1{aetm; %’3@’%%%&&%%%7%&%%%% "
é|A<L32 pack iiserts theGugtaibitbp AKX 2 PicketsiunlieS@E camtolldf g ﬂeffﬁhg%ic@ al't hogg h

onl y howsopitering lagigd).at e node 800 receiving AAL2 packets from AAL2 |i nk
805 and transmgtting AAL ackets to AAL2.l[nk,.810.

As shown in FIG 8, ﬁﬁéeﬁﬁpﬁéﬂwmtogﬁélr?gﬁ?:?%égs'%nﬁ&@qui nk
demul ti pl geeivinklind genefativl d8HEAe! XRin ; g%@ ' | 825,
and an 5 &llﬁﬁlwl%%pl exeregﬂgo.tﬂla{r.lﬁaddlct%i%g%?% m%%k’%g%ghﬁlo%gﬁ%oo

i ncl udes sedm¥K). As one skitled in therarewitbwiderstandg theospgmefiGierfollaherigh it is not

shown in FIG, 8§, it.w be . . under,stood that the jnternedi ate node 800
i ncl udes Q%E%i%&\ﬁid mag b&m*m&‘,‘“ddwam or i maycbsimplpmented in

derulid pl gafak: g&%g@\% thidfsr ' ﬂ#ﬁﬁﬁrtﬂdﬁlﬁ*ﬂ' )
mul t |£p% exer s%retqﬂgt pag)kéet S cd.[a#ogié rarrsm 8%?1‘5&?@%‘? v lyl‘ choot h
di rect i onseghient perfermdnice mvhitdring iogiG 920 suppoith the'ddtiRation phald By generating

the activation AAL2 packets, and by analyzing the confirm AAL2 packets received

from the OAM demultiplexer 730. The segment performance monitoring logic 720

supports the monitoring phase by generating the check AAL2 packets, based on a block
20  of user-assigned AAL2 data packets. During the reporting phase, the segment
performance logic 720 analyzes any messages stored in the report AAL2 packets
received from the OAM demultiplexer 730.
FIG. 8 illustrates an exemplary hardware embodiment for an
intermediate node 800, wherein the intermediate node 800 is connected to a source
25  node or an adjacent intermediate node in the direction of the source node by an AAL2
link 805. The intermediate node 800 is also connected to a destination node or an
adjacent intermediate node in the direction of the destination node by an AAL2 link
810. It will be understood that the intermediate node 800 can transmit and receive
AAL2 packets through both the AAL?2 link 805 and the AAL2 link 810, although FIG.,



I n general WQ98/39522 he responsibility of the internedi ate nodRCHEEIE0HIE8e| ay
AAL2 packets, associated with the different AAL2Z channels, to a next node.
The AAL2 link nmultiplexer 825 as well as the AAL2 |ink derultipl exer
815 operate the same way as the AAL2 link nultiplexer 710 and the
AAL2 link demultiplexer 725 in 1 5 the source node 700 descri bed above.
The AAL2 link nultiplexer 825 and AAL22Brnk denul ti pl exer 815 handl e
the rel aying of AAL2 packets fromthe internedi ate node 800 to the

next nodel only shows thei inteemediate: ode 800 receiving Addhpackets FroMALLLZ liakges, for
exanpl e AAL2 channel 832 entering the internediate node 800 fromthe AAL2
l'i nk and gransmiffing AAJa2 packetsJo AALANNL 8100k rul ti pl exer 825 and

transmtted over th K. th .2 .channe .may be
routed in anot her d&?%ﬁ‘,&%réﬁgﬁ“ﬁ%&w&&n %Wﬂ?ﬂ?ﬁﬁq}\ﬁmﬁ( not
shown) otdegfulfiglexer'd1s, kh O NI Heiruli 5an AN OHAE mifti | nk
(not shown) uotlﬂer rt han the AAL2 Illgﬁﬁgl%é an ' plexer82§'j%1fdn$dithe
acti vat i ddAMsitiplexer 830MIn additionpthesinteridiiatd mbde 680 includes aggmendt i on AAL2

packets b ecogni zi ng the bjnary code cqonpinatjon in the QAM 25 header
t hat corr&%’ e, fppitoring logic; A&_ﬂ!‘:’ kstnot shoyen nRIGicBnit wilbbexer 820

then sen Sqﬁ?v ke s formance.monitoring
| ogi c %&% ) te‘rﬁélhﬁ e reggg‘l‘éﬁ%%%%ﬂ%@?%gg%“@ﬁﬁ&@ﬁ? EFi bed
above, argscepnd OAMaeniuftiplexer, a s¢tohd PRALE tink HfMEpIEke?JantP Sectn@'d)eN t he

i nternedi ate node 800 is able to allocate resources. |If the node

i nt ends tBulsipleyensathat AAlspackets san b iransmitted ang ceceiveddm bethifectiononi t or i ng
| ogi 388350Jeph;ei ﬁkﬁelignkaéhﬁ ﬁfd Q%AffPﬂﬁio( not shown) using the val ue

st or -24-

in the test time dafngenkfill dit & theRespBhlibily bpmegqcég@ﬁg%d?gggﬁg&w bed

above. The segnent performance nonitorin egi’ns
decr enentAAl2tpackets) assaniated withahe differemt A AL2 thameldAtoPa pextiaetle) Theor war ded

t hrough t mul £J pl ex 830 and th 2 ink multiplexer 825 to
t he next &E@MMH&PE?C&SQ%WH&@EWMBW demultiplexer 815 operate theg t he
noni tori @\&#ﬂl o I | fart AAL2
packet by reco%n?sz?l?lg t he %F%g‘b%%%e 90%3%%&13# W@W@Q&Wﬁeﬁw t hat
cor r @sponttie suirch nbie760 descriBéd gbgvec KEtiesA ALRdinkagiliplexee8IPaiPAAE 2RIk t Or i ng
| ogi c 835 t hen begi.ns accunul ating the value for the segnent

per f or mr@‘@ﬂ%&%‘t &S Medﬁe relaying pf packets dram the integmediateciiode 800unt
P, e G BR800 kN8 ¢y e, b R i g 7 P
example AAL2 channel] 832, entering the intermediate node 800 from the AAL2 link
805 may be passed to the AAL?2 link multiplexer 825 and transmitted over the AAL2
20  link 810, or the AAL2 channel 832 may be routed in another direction, through an
AAL2 link multiplexer (not shown) other than the link multiplexer 825, and over an
AAL2 link (not shown) other than the AAL2 link 810,
During the activation phase, the OAM demultiplexer 820 detects
activation AAL2 packets by recognizing the binary code combination in the OAM
25  header that corresponds with activation AAL2 packets. The OAM demultiplexer 820
then sends the activation AAL2 packet to the segment performance monitoring logic
835, wherein the regard and/or disregard counters, described above, are appropriately
incremented, depending upon whether the intermediate node 800 is able to allocate
resources. If the node intends to allocate its resources, the segment performance
30  monitoring logic 835 initializes an internal counter (not shown) using the value stored




AAL2 packetwo dg6ps83°M demul ti pl exer 820 al so identifies the SiepsEddletaepacket

by . recogni zing the binary code conbination in the OAM header
corresponding to stop AAL2 packets. In a preferred enbodi nent, the
stop AAL2 packet indicates the end of t he user-assigned AAL2 data

packet bl ock. Assuming the internal counter has not 15 el apsed, the.
segnment performance nonitoring |ogic 83%-nust now wait for the arrival
of the check AAL2 packet. Again, the OAM denul tipl exer 820 identifies the

check : 3 OsHMvAL cR&" spakihan in the
OAM headelrn ?ﬁ%ﬁ@nﬁﬁ%ﬁcgélygg ponds \évltl %A%E%c@c g%f_gs g%gﬁg‘f‘gmg' The

The segnesegment perforarance munitoring tagic 835 thefi Begink decremesting the sowhiert dvathe 20
the data has heen corrupted. As expl ai ned above, the segnent perfornmance

moni t or i niFtivation Adef packetsis fe trangh the OAN multiplexerotafand the A2

Jal e ar <HE piifbfs W48 de sk REGEatong e ARLZ cBlfeEfibn." ' 00 PO M o
per f ogrance char act Burihgith®hohi6isg phdsé, he© AR ndil eﬁé}%ﬁ‘é@@i{@%ﬁp uiaéf' ues

mat ch each other, the segnent performance nonitoring |logic es the
25  genestattAAL2 packenby irecdgeizing the bimary codeatornbiimtiontin tisecQAM heqfer tigt mance

monitorin | ogj ¢ 835 for each segnent perforpance characterization

factor. | WWO%W%MWWC tsdgg? seementResformpuce menitaring: legicval ue,

t he segne f Faﬁlﬁggﬁﬁ ' | | aces t he nmeasured

val ue w tgé%ﬁ%hgggﬁ?r% ated v ug%#ﬁggéﬁelggggxpe%@ﬁ%%& acterizafion ¢ o ng

| 0gi ¢ 835fagRPeir Factbrst(8s .,aﬁmmd'uﬁtﬁdﬁﬁﬁﬁ%a%ﬂj Codé)BaS& bt all e 30

nessage field of the (?:%ec AAL2 packet. The chegmLZ )pggﬁe?ﬁflgafﬁgn

t rand@ t t AAL2 data packets in the block of user-assigned AAL2 data packets following the st&®-

to each of, e remi i ng . i.nternediate podes.in the AAL2 connection, wherein

the o hAL packel o BAM it 820258 detines e sfapd A2 packet by

FIG 9 re rs \ ' jon
Rc8BERing (O PRARR@ ot f 1R ORM Medfer bilredbolfing 10 b

node 900, i1n ac e present 1nven stination

node 900 AALZpacketsniinatprefered @mbadiment, the stopeA A2 iphcket! indicatdsQhe efd b€
source node by AAL2 |.ink e destination node 900 includes an

AAL2 | nktrwéwemsme%ﬁ%?fawmw@; rikssuming the.interng] eousterdagpotan OAM
71142 i sl iyl O
and 10 QomeiiT ol exer o Gesir | Bod. abore v e e enthet R AR De 700
and the AAL2 packet by recognizing the binary code combination in the OAM header that
corresponds with check AAL2 packets. |
The segment performance monitoring logic 835 then determines whether
20  the data has been corrupted. As explained above, the segment performance monitoring
logic 835 accomplishes this by first comparing the generated value stored in the check
AAL2 packet with the measured value also stored in the check AAL2 packet for each
segment performance characterization factor. If the generated and measured values
match each other, the segment performance monitoring logic 835 compares the
25  generated value with the value accumulated by the segment performance monitoring
logic 835 for each segment performance characterization factor. If the generated value
does not match the accumulated value, the segment performance monitoring logic 835
replaces the measured value with the accumulated value. The segment performance
monitoring logic 835 generates the appropriate message code and stores it in the
30 message field of the check AAL2 packet. The check AAL2 packet is then transmitted



I nt er medi aiwe 9a9622800. One di fference, however, is that the FOAXSE98/01168

denul tipl exer- 920 has the ability to throw away the start AAL2
packets and the stop AAL2 packets, as synbolized by the "waste
bucket” 930, since these packets are no | onger needed once t hey reach
t he destination node 900. 15 The destination node 900 al so
I ncl udes segnent performance nonitori AB5- | ogi c 935. During the

activation phase, the segnent perfornmance nonitoring |ogic 935

converts thRec6f ihéabiaihidy interMd@ist nddes th e OAL2 cOArdCien, AAkerin thY Changi ng
t he UUI field in the AAL2 packet header to reflect an end-to-end

packet, aesburgescitahese infermesiate nodes@seneleasads from the binary code

conbi nati on specifyj gn act i vat i on Zﬁcket 0,.to tthe tg code
conbi nati on speci fy*:ﬂ:g r%?FFP ﬁpﬁﬁﬁ‘? wafs embodiment for a des Bori ng
phase, the nfi6f WhtrPinthe Bedtidhiio hole GRFR

segment per or rrhnce cl:aract eriza on actor in the sane way

segnept connectpdtd an adjncent node incthe digedtivyi of tHe fourcemédechysAATL2dinko905. 700, and
t he segnent performance moni toring, ogic 835, in the internediate

node 800, The-destinationcapde-300-nckndes any AALZJink exesSHPo

ceqnont  pEPTiRIGR 015, B oAM b REHLcE 350, 418 RGAK el 25 PABEC o af o
and neas UAmszmiwﬁﬁ OAM RulGplexdss 914 andP 9T Sls well b thé A AYCE RIS aﬁ%o&me

segment performance nonitoring |ogi ¢ 935 al so conpares the generated
val ue to ddmﬂtxplexerszmﬁlmdlmedpcr&una siioilanmariner as theanultipleaers,antthe segnent

per f or ma torl 0 | ogi ¢, 935 conv rtsthec kAAL2 packet into a
r eporf Aﬁéezmggg ggrstg{}gg%q@b 5@ Vith respect to the source node 700 and

pzzig ket , andﬂ ray cﬁiﬁéaﬁ%%n%db 'Ofe %‘%&m (,;%Faig ?ﬁ%lﬁ%}@ﬁ%&gﬂﬁ@ end

conbi nat i s the ability tothrow clvag ithe'dthi AXLX packens and the stop AALD picketspds
conbi nati on specifying a regort AAL2 packet. The segnent per formance

moni t or | ngymbalized b33he fwaste hucket' 930, smep ghese nagketsaxe pe dongsr peeded once
transmtt db e, through the OAM nul ti pl exer 925, the
AAL2 Iinkﬁl %?P%%ﬁ@é@#hé‘%ﬁagnd over '?he AAL2 |ink 902

The techni ques and IThe detimitibARbETYOU Abé Ritfudds SEhedt Perféfnidhce RO ing

performance nonitoring described above, provide a sinple, efficient, and
preci se wiogic 935. Dufingdhnadtivationpbasd, tho(sepnexg nglﬁorm&cofmm@rmgaOglo 935n a

t el ecommuni cati ons ect,i ch as. an, AA n
Consequontryerts 1 atRRfet AATowpacks: it cSpBLART 2 paRE b5 CHadlng the UUT
field in the AAL2 packet header to reflect an end-to-end packet, and by changing the
OAM header from the binary code combination specifying an activation AAL2 packet
20 to the binary code combination specifying a confirm AAL2 packet. During the

monitoring phase, the segment performance logic 935 accumulates a value for each

segment performance characterization factor in the same way that the segment
performance monitoring logic 720, in the source node 700, and the segment
performance monitoring logic 835, in the intermediate node 800, accumulated values

25  for each segment performance characterization factor. Upon receiving the check AAL2
packet, the segment performance monitoring logic 935 similarly analyzes the generated
and measured values in the check AAL2 packet, and, if necessary, the segment
performance monitoring logic 935 also compares the generated value to the
accumulated value. During the report phase, the segment performance monitoring

30 logic 935 converts the check AAL2 packet into a report AAL2 packet by changing the



net work ti nfgodgdegaet Work resources as conpared with prior teghpk 168

The present invention has been described with reference to severa

exenpl ary enbodi nents. However, it will be readily apparent to those
skilled in the art that it is possible to enbody the invention in
specific forns other than those of the 15 exenpl ary enbodi nents descri bed
above. This may be done without departigg from the spirit of the

i nvention. These exenplary enbodi nents are nmerely illustrative and

shoul d not e r Iy | I ny.any. way, The scope the invention
o gi ven ByOF nERE EARS 21 ekl sehdet o v Fitgo-cpnbba Endhy pinetog

descri pti e OAM head \fﬂﬂg{dﬁiﬁy ; ' | LRI n the
range of the clains e(flre [ ntended%tage g%m%%?%‘?&égﬁggﬁ ?ﬁ%‘f%%“““ﬁ

-27- the biaary ¢ode Combivgtion Specifying a report AAD2 phclit.f The degmeiti ng segnent
performance in a tel ecomru I on conprising the steps

of: 5 pert]orx.nance.momtonpggﬁl)ég]btag ir“ﬁfﬁ‘f:%ggﬂ%c ‘k“@P“d%ﬁhzma’ P¢rst node in
the tekecqmmuRiteatat the sourcE HBAE thiii3h R BANM %ﬁﬂw@?&%”g{e@&ui‘np o

t el econmuni cat i ons connecti1 on; ransmt

comuni catmultiplezen @S, and ovértthe AAIS2 linkb805.t 0 t he second node, wherein
the first conmunicatjon packet contains a value for a segnent

per f or nence char act h%ﬁ&%@&ﬁﬂ@ﬁ%mﬂmw@www%ﬁhﬁeﬂmm

[ h , ' h
char act o PeLoPEAlE mériorih Uekcitbed 631, Byrbiite gl iCisnf 300 B er o ng
t he bl ock offidentifying dad Rchting@péifits'ct dep@atich ﬁx"@telc@bﬁﬁﬁ’xﬁi@dﬂbﬁsaédnﬂ@&iton,

e segnen

connecti on; . conparing the value of t
per f o} francEck A%am AAL2 connection; Lonsequently, thepresent inventionconservesoaliable packet

with the value,qof the, s nt performance 15 ., characterization factor
f or mul at e&ebypr}cﬁgn%mgﬁﬁﬁﬁsgum as compared with prior feShmERes ng the first
conmuni cati on paCketTHJﬁE&eﬁhﬁwﬁﬁ?@Pﬁ%Wﬁd&&r%@%wi referérﬁhrtgs&%gﬁ for

further processing if the value of the segnment periornmance

char act er iexemplany embodiments. tHewéver sit willbewreadilytappaentatiede skillsddndte W t h
the val ue of .. the segnent performance characterization factor
f or mul at e(}rbtyatm ds g@é@]ﬁw dy the invention in specific forms other than those of the

15  exemplary embodiments described above. This may be done without departing from

the spirit of the invention. These exemplary embodiments are merely illustrative and
should not be considered restrictive in any way. The scope of the invention is given by
the appended claims, rather than the preceding description, and all variations and
equivalents which fall within the range of the claims are intended to be embraced

20 therein.



20 wO098/59522 forwarding the first communi cati on packdRCI/SEIN0L1168
second node to a destination node and any internedi ate nodes | ocated
al ong the tel econmuni cati ons connecti on between the second node and

t he destination node without further processing if the value of the
segnent performance characterization factor in the first

conmmuni cati on packet does not conpare-2#th the val ue of J"ulumum"lll"l"l
per f or mance 25 characterization factor fornul ated by the Secédnd"noédle;* and
gener at i NWHATISTUAIVIED IScat i ons packet indicating that segnent

performance degradation has been detected if the value of the segnent
per f or mance characterization factor in the first comuni cation packet

does not conpar i th_the, val ue of the segment performance |,

char act erl'zé‘tmﬁﬁ"&%‘?,‘t%temr?ﬁ%?@c? THRRCeSn cAWQRS. connection

- 28- . of claim1l further conprising the steps of:
sofpristEP3=pE bt

transmtt nmuni cati on packet marking the beginning of the

bl ocksof data; and transmitting a block of data filob# $ifdtidolle th theltletdMmaRichfiglsCcat | ons
packet marking the end of the 5 bl ock of data. 3. The method of
claim1l, comeection tolacsecorid modsfintthetelecomenmigatiofisconacetion;

characterization factor ,in the first comyuni cati ons packet i.s generated by
a source nodet.m¥§mtmgM'euif.t W“H’E’Pﬂ%l’%&%ﬁﬁw&g& simede fhthene fr st
node is t Ht‘écfeemﬂﬁpﬁn : Ol dthaifid 21 |1, said
step of f%reorrtg?a Ing a vaﬁeeﬁ%sgﬁorpﬁ’gm-s%g?re t& pe??%%%%%gég%ﬂt

char act erpetfirmaficd citarsvteriatipn ifactor based o4 e t1bck dfdata;
accurrul ati1 ng the value for the se%ment per formance characterization

fact 30 usi ng a saneinthesesopdaode, g arvaluedor the segment performancet e t he
val ue for e, . . t A I erization,facgtaqr, i.n 1 he
first co ,ﬁﬁ}ﬁﬁgﬁagﬂg ?%%ta_ Rﬁ{:ﬁ&{ SPdie %lo%i%f%ﬁ , and ?orwardmg the Block o}

data to a third node in the telecommunications connection;

comparing the value of the segment performance characterization factor
in the first communication packet with the value of the segment performance

15 characterization factor formulated by the second node;

forwarding the first communication packet from the second node to the
third node for further processing if the value of the segment performance
characterization factor in the first communications packet compares with the value of
the segment performance characterization factor formulated by the second node;

20 forwarding the first communication packet from the second node to a
destination node and any intermediate nodes located along the telecommunications
connection between the second node and the destination node without further
processing if the value of the segment performance characterization factor in the first
communication packet does not compare with the value of the segment performance

25  characterization factor formulated by the second node; and

generating a second communications packet indicating that segment
performance degradation has been detected if the value of the segment performance
characterization factor in the first communication packet does not compare with the
value of the segment performance characterization factor formulated by the second

30 node.



6. The netwoobsmbsazl aim 1 furter conprising the step of: 2 0PCT/SE98/01168
forwardi ng"t he second comruni cati on packet to a source node. 7. The
met hod of claim6 further conprising the step of:
transmtting the second communi cation packet fromthe s

8. The method of claim®6 further conprising the step of mnmllllﬂ)mnlllllﬁml
transnmitting the second communi cation-péeket fromthe dedtifiatton” node.”

9. The nethod of claim11, wherein said tel ecommunications connection is an
asynchr orouphé friftiodf cieRfiel ﬁﬁﬁiéi’_@é:h@ﬂSihQﬂfHStéﬂ&%f?onneCt ion. 30

- 29- 10. A nethod for nonitoring the perfornmance of one or nore
segnents along a  transmitting acthird comatunication packet marking: theybegmning dfithe st eps
of : determ ning whether to nonitor the perfornmance of
the one dMockpfdata;and soqnents based on a nunber of participating nodes

along the tel ecommpj tati l.0n. . if it is
determ ned that the peﬁ?or %nfggrt%@@%gg%krpa%?temasr%mfgnqg% be

noni t gr eblodk ¢fdata.t ti ng a bl ock of data packets froma source node to a

destination node and each internedi ate node al ong the
t el ecommuni cati ons connection | ocated bet ween the source node and the
destinati

eperating a first value for a
P

nwpode: 10 . _ . L
segnent r?ﬁ?ﬁﬂ'@?fiﬂ?‘ﬂ’d@?’*‘?ﬁlﬂi%ﬁvamgo SCEWFILPLLIOEMARce: he bl ock of
dat a packghsicterizati : minaRAfid £ ' a first
conmuni cat 1 on plazgﬂ%% ;factormthe first co ﬁé&ﬁ%ﬁ%r‘é#ﬂ%&?ﬁgfq{’r S
comuni catoden packet fromthe source node to the
10

4. The method of claim 3, wherein the first node is the source node.

5. The method of claim 3, wherein said step of formulating a value for the segment
performance characterization factor comprises the step of:

15 accumulating the value for the segment performance characterization
factor using a same technique as used by the source node to generate the value for the
segment performance characterization factor in the first communications packet.

6. The method of claim 1 further comprising the step of:
20 forwarding the second communication packet to a source node.

7. The method of claim 6 further comprising the step of:
transmitting the second communication packet from the second node.

25 8. The method of claim 6 further comprising the step of:

transmitting the second communication packet from the destination node.

9. The method of claim 1, wherein said telecommunications connection is an

asynchronous transfer mode adaptation layer two connection.
30



desti nati owoesssesznd each intermedi ate node; 15 PCT/SE98/00168
participating internmedi ate node, processing the first conmmunication

packet by fornulating a second value for the segnent performance

characteri zation factor and conparing the second val uem“ Mu}“ H ““‘
val ue; - forwarding the first communicati o ¢ *
the participating intermedi ate n@®> to the destination nodé and each

i nt ermedi ate node between the 2 0 participating internedi ate node and the
destinati oo Aosethodifopmionitoriid the pesformandensf onk or more ségifterits 4l6hg ¥al ue and
t he second val ue do not match; generating a second

communi c atelesampaunications, connection;coraprising the steps ofer f or mance degradati on has

been detected if th LI Y does not tch the second val ue; and
25 Hereighiitpe Phidi B ot S heformates 6F g ank or mawea nex:
parti ci pajdghtents based b aSiuiitiér dF Partiefatih hod&sQag@ngfﬁm' L n&@\ﬁ*j ' val ue and
t he secondg\i}gal ue match. 911.ﬂ);ql;he§)met ho gf&%ﬁ% %drﬂ[’oﬁger

conpr iSi ngorneetien;ep of : determ ni ng which internedi ate
nodes can al |l ocate r,fe,sour ces ,for 30 moni toring the performance of the one
or nore segnents. ifitisde that the performance of the one or more segments is to

30 : ses - 30- 12. .The met hod
of cl ai m 7§ momitored, “Cagsn!%lrttlmsg %810,[0 of g?tgrygcl(cﬁts from a Solirce node to a Gestingtion

transm tt hode #nd éichdntefniediite dole alon Atk Riecomtiinicafomsonncctiond each

internediate node, in turn, wherein the third conmmunication packet contains
a data  between ghessousee nodgand ke destinatiororodepf partici pating internedi ate
node ernedi ate node, ingcrenenting the data

fiel 3‘50 i 1? the inter Iggmrat[iréga; ﬁgﬁc"%&ér # §pemaent pectormance sharaterizationnpni t or i ng
E P:ngﬁ{{?m&éﬁﬁb@rﬂgf& gg‘ridti?gi&p])‘g%si’ ng ?ﬁ?gfﬂézl a?gdnodes to the source
node. 10 13. Tiwerting the dirstf vahiecinto 4 first comhmnicatiowpackeig t he steps of .
transmitting the first communication packet from the source node to the
destination node and each intermediate node;

15 in a participating intermediate node, processing the first communication

.

packet by formulating a second value for the segment performance characterization
factor and comparing the second value to the first value;
forwarding the first communication packet from the participating
intermediate node to the destination node and each intermediate node between the
20  participating intermediate node and the destination node without further processing if
the first value and the second value do not match;
generating a second communication packet indicating segment
performance degradation has been detected if the first value does not match the second
value; and
25 forwarding the first communication packet to a next participating
intermediate node for processing if the first value and the second value match.

11. The method of claim 10 further comprising the step of:
determining which intermediate nodes can allocate resources for
30 monitoring the performance of the one or more segments.



transm tti Rgolofmesks)i rd conmmuni cation packet to the destinat ip@r,wn@nd
generating-a fourth communi cati on packet containing the nunber o

participating internedi ate nodes fromthe destination node—te-the_source

node. 15 '14. The method of claim 11 further conprisin ep of:
generating a third comruni cation packet containing a val ue ﬁmm ﬁh\mm”m
an anount of time required to nonitor Igpe one or nore segnenks;¢ b
determ ni ng which internedi ate nodes can all ocate resources for 20 *

nonitori ngot %e%étﬁ&ié?@ﬁﬁh?i ﬁ@fﬂt glpg{ﬁigggﬁgﬁgﬁsg&ents based on the anount

of time required to non e segnents. 15. The

method of claiml1l tanimitting® MHifd Soniftuhication! piekétifrom the source node tg gach
generating a third communi cati on packet identifying the segment

per f or manisermesiate nedd, in turo, whexeimthe thindl communication packet containgigtstani ni ng
whi ch i nt | at e, .noges c all ocate resources for nonitoring the
per f or mng&@rmﬁﬁ‘wgfgéﬁmmgm%ﬂﬂ@éegmm

per f orgrance char act gf biitih ﬁﬂn&?ﬁﬁe%de inctem 0 . ' 0
further conprising ?Egicgt eps of: ’ en&x@gth-grh%ta”ﬁélﬁ,{%tﬂém%rﬁ{eﬁla}e

-31- node can allocate resources forsmiohitoriig the tperformaRe v hecere simerecket mar ki ng
t he begi nning of the - bl ock of data packets; and
transmitt SeEMERE:AM h communi cation packet marking the end of the bl ock

fd Kets. 5. . of claim 10 in said f
“nsert ng the T rst TRAHRY the SHdF bf BeRipafing ftrmeial ok o MBusOugivpr 1 e

t he st eps node. inserting the first value into one
| ocation of the first conmunication packet; and
10 .

13. The method of claim 12 further comprising the steps of:
transmitting the third communication packet to the destination node; and
generating a fourth communication packet containing the number of
participating intermediate nodes from the destination node to the source node.
15 '
14. The method of claim 11 further comprising the step of:
generating a third communication packet containing a value representing
an amount of time required to monitor the one or more segments; and
determining which intermediate nodes can allocate resources for
20  monitoring the performance of the one or more segments based on the amount of time

required to monitor the one or more segments.

15. The method of claim 11 further comprising the step of:
generating a third communication packet identifying the segment
25  performance characterization factor; and
determining which intermediate nodes can allocate resources for
monitoring the performance of the one or more segments based on the segment
performance characterization factor.

30 16. The method of claim 10 further comprising the steps of:



10 WwO098/59522 inserting a copy of the first val ue i nt BCEHSESHIES
| ocation in the first conmmuni cati on packet. __18. The nethod of
claim17 further conprising the step of: Tatthe——7—mm  —

participating internmedi ate node, conparing the first val ummﬂ '
the first location of the first conmunication packet to t m; "’M ”m[

first value stored in the second3lecation of the first €omrum C
packet; _ _ forwarding the first conmunication packet from
the participating transmiitig% thidicoimtnibicitioh Paéke nfaekihy B bepinningief ied each

I nt er medi ate node between The participating internediate node and the

dest i nat iblocknofidataypadkets; abdir t her processing if 20 the first value and the

copy of the first val ue.,do no tch; and, \ eperating a
ChiT @ cormuni cat i oriFHARERERE A PED COMGELHiEn packet marking the end of Bebipcat | on
has been C .f the first value does not match the copy of the first
val ue. (ﬂ‘?ﬁ&ﬁ%ﬂefﬁle met hod of claim 18 further conprising the step of:
substgtuting the copy of the first value in the second |ocation of the
first comuni cati on channel with the second val ue of the segnent
per f or mant%e The methodofrclaimel(, mherein saidstep off inserting thedfinsy valbe int@a tfirst pat i ng

I nt er medi at e naqde,

- 32- mWWWWW@F%%SFQF 0&3r1er_ei n said step of processing the
first comunicati Onm%rgpg(@%ﬁf‘s%vmeEﬁB%ﬁdaﬁgnﬁfﬁﬁm chiffn t NE

segnment performance c ation actor conprises e step of:
accunul atpacket; land second val ue for the segnent performance 5
characterization factor, using a sane technique as used by the source node

to gdferate t inserting & copy of the; first yajue inte aseeonddpeationdn the first

ggﬁ;?fgﬂ@ﬁhﬁﬁg@?‘i@cﬁﬁ%@ 21. The nethod of claim 10 further

18. The method of claim 17 further comprising the step of:
at the participating intermediate node, comparing the first value stored in
15 the first location of the first communication packet to the copy of the first value stored
in the second location of the first communication packet;
forwarding the first communication packet from the participating
intermediate node to the destination node and each intermediate node between the
participating intermediate node and the destination node without further processing if
20 the first value and the copy of the first value do not match; and
generating a third comhmnication packet indicating segment performance
degradation has been detected if the first value does not match the copy of the first

value.

25 19. The method of claim 18 further comprising the step of:
substituting the copy of the first value in the second location of the first
communication channel with the second value of the segment performance
characterization factor formulated by the participating intermediate node.



f orwar di ng (#1 Y nd comruni cati on packet to the source noggT/SEIS/01168 2_2_.
The nethod of. claim 21 further conprising the step of: ____ . ——

transmtting the second communi cation packet fromthe part | “]
i nt er nedi at e node. 15 23. The nethod of claim21 furt m‘(m‘
L

step of: transmtting the second co I Om packét
fromthe destination node. 24.39he nmethod of claim 10 wher ei n said
t el econmuni cati ons connection is an asynchronous transfer node

therein he CHGHehDE of PR 0, BRercflaid step of pftceskife B s Coimhhidh” 1,
packet c g;g by formulating’# secbiié vilRie *T@Adth@fseghéﬂt PedfSrmaMee charactefigatiopg nent

per f or mance characterl zation factor Is a block error detection code.
27. The fadtoroebmyprises dienstebof:wher ei n the bl ock error detection code is a bit

i nterl d Ity : WO 98/ 59522 28. A
:igp:; a'?ﬁ\s{ef or det e%&%“ﬁ%@%‘ﬁ@&@ﬁ seemeptpes cations "
connegt :c %ga{iefé?iﬁbﬁdﬂﬂ tor using a same technique as uE ?}‘eﬂﬁ%{iﬁ:cfrﬁﬁe td gélfePa hting a

bl ock™o rom a conmuni cat |1 on onnection

to a secqﬁdﬁmdﬁluerfotﬂresbghem@mmmmmm&mr 5
second neans for transmtting a first comunication packet fromthe

first node to the second node, wherein the first comunicati on packet

contains f ViU ethod of claim 10 further comprising the step of:

forwarding the second communication packet to the source node.
10
22. The method of claim 21 further comprising the step of:
transmitting the second communication packet from the participating

intermediate node.

15  23. The method of claim 21 further comprising the step of:

transmitting the second communication packet from the destination node.

24. The method of claim 10, wherein said telecommunications connection is an
asynchronous transfer mode adaptation layer two connection.

20
25. The method of claim 10, wherein the segment performance characterization factor
is a data packet count.

26. The method of claim 10, wherein the segment performance characterization factor
25 is a block error detection code.

27. The method of claim 26, wherein the block error detection code is a bit interleaved
" parity code. '



for a segnm@98895220r nance characterization factor based on tPEI/SEISHI168f
data; - = in the second node, first |ogic means for
formulating a value for the segnent perfornmance ch terization
factor as a function of the block of data, and 10 forwaiﬂm]mmm"mmml,o
data to a third node in the tel ecomunications connectio Al
second | ogic neans for conparing the ¥v33ue of the segnent performance
characterization factor in the first comruni cati on packet with the val ue of
the segm28t An apparates fordetevting Gegment tpetformarice in haclecvmhonitationsed by t he
second node; . first means for forwarding the first
communi c §PPRACLION ERMPIIFIBiN t he 15 second node to the third node for

char act eri zat on ¢ Austiefin B HenRbichibCs BRERBELwn srom p BERBEIER os w11

t he val ugeleéorhiifinicSEFHR Honiedtion 168 Recond Hidda ¢ ﬁ{eitéﬁédxﬁﬂuﬁﬁ%@{sf%rﬁﬁv\gﬁhﬁi ed by

the second node; second neans hg the
first5communi cat i orsependanearsrfontransmifting a fiest comimmnitatiompackeefromthéi on node

Connect | dheuRda o EouE Bt Histicn Bl comunicnton BACKRCRBIAIS & Vel  hout
further %Pﬁgééi.l%}g {fo}m&%ﬁceﬁﬁ%@e?gﬁ%ggedgﬁrég [RRGE aglaar acteri zation

factor in't comuni catl on pa 0es no rBrpare W th the val ue of

t he segnent parthoserand aodd) firsclogici medns dor fontililating avalledbetheby t he
second node; and 25 ans for_generating a second

communi c AEHERE Wﬁmﬁﬂﬁ?m&cg as a functipReafithg blork ofdatacantbgr adat i on
Char 35t o DO tne bidck o aai6 abhirh da MR KicommuniEationt BBSHAB: conpar
with the val ue of td%@oﬁﬁﬂ)@ﬁﬂheﬁﬁ%f’é@%ﬁﬁlg“tﬁéﬁﬂ% of eAebMent f¥tfdnance

fornul ated by the second node.

- 34- charag@rizatien factoarin thesfivst cathmunic2Gorf packétewitls thepvahed oftthe segment
third means, for transmtti ngﬁgﬂth:{rd comntj’ni cation_packet marking the
begi nni nd’_erP“PH’écecﬁ Fation factog fgrmulated by the second node; fourth means for
transm tting a fourffy GRERRr Foivaiiing M HRE cORShRGior packb ot O 1 Ne

bl ock of data.
15  second node to the third node for further processing if the value of the segment

-

performance characterization factor in the first communications packet compares with
the value of the segment performance characterization factor formulated by the second
node;
second means for forwarding the first communication packet from the
20  second node to a destination node and any intermediate nodes located along the
telecommunications connection between the second node and the destination node
without further processing if the value of the segment performance characterization
factor in the first communication packet does not compare with the value of the
segment performance characterization factor formulated by the second node; and
25 means for generating a second communications packet indicating that
segment performance degradation has been detected if the value of the segment
performance characterization factor in the first communication packet does not compare

with the value of the segment performance characterization factor formulated by the
second node.

30



30. The apRrpdadmyzepf clai m 28, wherein the val ue of the segnmAgsE@iolesance
characterization factor in the first comruni cati ons packet is generated by

a source node. 10 31. The apparatus of claim30, Wheréein the
first node is the source node. 32. The appar at us ﬂ‘ " m I"l“l
wherein said first means for formulating a value for the Il ml "ll

[ *

performance characterization factor coggpri ses the step of:*15¢ t *

third logic neans for accunul ating the value for the segnent

per f or mange '&aéﬁ'- ﬁﬁhﬁ{. | sane techni que as used by the
source nodée " p?’ﬁ{agﬁggenerlgpeé e vac“ﬁgu Hggg the segnent performance
characterization f ahijr@indafis fdtQrdnsin@tting a third eGiMAicaRon PitkeRtikig the 20
33. The apparatus of claim 28 further conprising: third
means f orbegimning ofi the block of datanhand ormuni cati on packet to a source

node. 34. The aratus of cl.aim_33 further, conprising: 25

third nmeans for tréjﬁgﬁﬁ?&%h’c’ itHing) 2 fonFHh, comuunications packet maskingh o
secong NQf€end of the bl fdhRe apparatus of claim 33 further conprising:
third maans‘r= o(r) tFanqsc’r%ﬁi tdl-gng t he second comruni cati on packet fromthe 30
destinati on node.

- 35- ' 36. The apparatus of claim28, wherein said tel ecomunications
connect i 39-i Eheyapparatus of claim 28, wherein the value of the segment performance

\9J

characterization factor in the first communications packet is generated by a source
node. |

10 |
31. The apparatus of claim 30, wherein the first node is the source node.

32. The apparatus of claim 30, wherein said first means for formulating a value for the
segment performance characterization factor comprises the step of:

- 15 third logic means for accumulating the value for the segment
performance characterization factor using a same technique as used by the source node

to generate the value for the segment performance characterization factor in the first

communications packet.

20  33. The apparatus of claim 28 further comprising:

third means for forwarding the second communication packet to a source
node.

34. The apparatus of claim 33 further comprising:

25 third means for transmitting the second communication packet from the
second node.

35. The apparatus of claim 33 further comprising:

third means for transmitting the second communication packet from the
30  destination node.



asynchr onowo /59822 er node adaptation layer two connection. PCI/SE98/01B¥. An
apparatus for' nonitoring the performance of one or no_Lg_sagn:e—n%%’a—Urr’a 5
t el ecomuni cati ons connecti on conpri si ng:

det erm ni ng whether to nonitor the performance of thﬂ‘!\m “‘mmil

segnents based on a nunber of participating nodes al
t el ecommuni cati ons connection; -35- | f | t S
determ ned that the performance of the one or nore segnents is to 10 be

moni t or egg, ﬁ‘hé%bp&fﬁﬁ!ﬂ%fﬁ:ﬁimtzsamélﬁ 541 tfletnitfliniCdtions CANMRALS isad F OM 2
sour ce node to a destination node and each internedi ate node al ong

t he t el easynnhronous fransfer mode adaptation layen two comnedtiomt ween t he source node and
t he destinati on node; first neans for generating a
first value for a segnent performance characterization factor based

on the b#‘? le\noépﬁ?ﬁt@sl ﬁg%@mmﬁ erformanc ( one or ﬂgl%%%gﬁl%ts a?o 4 ing the

first value |ca I on pac second

neanss f ofeldcofitMifitdtions cotReclion 6émp@singini cat i on packet fromthe source
node to the destination node and each internedi at e node;

in a partici pati ng meansforsi¢termining whethet ttsmonmgmhe:paﬁfonmmoﬁmacmmg t he
first conmunicati ket f or qul at 1 n for t he segnent :
per f or na/fOE® ée%‘len?%ﬁéepéﬂ“i‘&%"m particy (ﬂi‘&ﬁ& EEARNIRRIGHMIPNS 5| ue t o

theflrshoﬂﬁ:wgn flrst rreans for forwardlngtheflrst
communi cat | on packet fromthe participating internediate node to the

destination node aifiitésddtermined thatlihetperfonsiance of the OfS Sembrd sepmiafstis ¢ Pat i ng
i ntermedi ate node and the destinati on node w thout further processi ng

i f tMe f besonjtered; figsiomeans f%@mumlpeblqdc aﬁqlataramts fe@m a source node
eqnent  ToP peritenBE MRACed chel A rmRhwE Y i ar%’uﬁ@hq‘aﬁé’n‘asci‘tal Ue does
o o m%ﬁ;';u&n%w%w oty oty
i nt er medi at e node ffirst peansdos gengratingtafirst valae forad segmndpefﬁirme@nd val ue 30
mat ch. characterization factor based on the block of data packets; 36

15 means for inserting the first value into a first communication packet;

second means for transmitting the first communication packet from the
source node to the destination node and each intermediate node;

in a participating intermediate node, first logic means for processing the
first communication packet by formulating a second value for the segment performance

20  characterization factor and comparing the second value to the first value;

first means for forwarding the first communication packet from the
participating intermediate node to the destination node and each intermediate node
between the participating intermediate node and the destination node without further
processing if the first value and the second value do not match;

25 second means for generating a second communication packet indicating
segment performance degradation has been detected if the first value does not match the
second value; and '

second means for forwarding the first communication packet to a next
participating intermediate node for processing if the first value and the second value

30 match.



38. The apmas girgesz20of claim 37 further conprising: PCT/SE98/01168 "Eans
for determining which internedi ate nodes can all ocate resources ‘I’h/LOV
e

nonitoring the performance of the one or nore segnents. 5 39—

apparatus of claim38 further conprising: - ' “\ “‘\
for transmtting a third communi cati on packet fromthe \}“\\mﬁ‘\‘ «0
each internmedi ate node, in turn, wheragign the third comruni v ®
packet contains a data field for tracking the nunber of participating

i nter rredgg_tq-h ggﬁﬁ'm 'f laim 37 isﬁg'eaCh i nt er redi at e node, neans
for i ncrerrentlen tﬁesgafaau?i el 3 ﬁ‘cotnPPer " internmedi ate node can allocate
resources for noni meansifprideterminidpwhichdatenhediite nodes can allocate réfoaes €ONMENL S;

" and L. fourth means for transmtting the nunber of
parti ci pforimepitosing the perferanance of the ame oramore segments.ce node. 15  40. The
apparatus of claim 39 further conprising: fifth neans
for transmtting the third conmuni cati on packet to the destination
node;s ango, The apparatus of claim 38 fufthércomtisng: Or generating a fourth
conmuni cat i on packet containing the nunber of participating

i nt er medi at e nodes tHirdmeansefor transmittingom thimidmnimuritation gacket fidndthe node.

41. The apparatus of claim 38 furf{her conprisjng: . .. third
means fo?‘lO Eh tPr?@"lh“ltm%% i"é&’cmow{‘ﬁéwg%’ thiggheommpnpigation val ue

; 28 ;rg s te gf,)éé;tgt @6115%@?&' BhtaGeld FofGrdckiHy the ﬂu@%@ﬂﬁcﬁ%%@ﬁ iftarme i%ﬁn})ng)ﬁes;

i nt er medi at e nodes ar¢ach dhtean&liste n6dE Uheas for increnfeﬁf‘mg”'ﬂiéidawﬁél?, ifhfe
performance of the one or nore segnments based on the anmount o

r equi® edintermediate aede; can alloeate resouress fergmenitaring theperforancd bethemmaioat us of

claim 38nfo¥é§ehg%{en C;)I;B&I sing the step of:

fourth means for transmitting the number of participating intermediate
nodes to the source node. |

15  40. The apparatus of claim 39 further comprising:
fifth means for transmitting the third communication packet to the
destination node; and
third means for generating a fourth communication packet containing the

number of participating intermediate nodes from the destination node to the source
20 node.

41. The apparatus of claim 38 further comprising:
third means for generating a third communication packet containing a
value representing an amount of time required to monitor the one or more segments;
25 and
means for determining which intermediate nodes can allocate resources
for monitoring the performance of the one or more segments based on the amount of

time required to monitor the one or more segments.

30  42. The apparatus of claim 38 further comprising the step of:



- 37- WO 98/59522 fourth means for generating a thi rRCUSESSION68at i on
packet identifying the segnment performance characterization factor;

and means for determ ning which internedi ate nodes cam——
al l ocate resources for nonitoring the performance of ?ﬁ"mﬁm r
segnents based on the segnent 5 perfornmance characteri zdty nmr”m”jm
43. The apparatus of claim 37 further-Tpapri sing: € LW A
means for transmtting a third conmunication packet marking the

begi nni ng of the bligedth HeafiPfor geAciifiEa tifficotRmunication packet identifyfn(g%%h
means for transmtting a fourth comruni cati on packet narKking the end
of the biseghentfperfarmancecharacterization factodandThe appar atus of cl ai m 37,
wherei n said neans for .the first value ipto a first

comuni cat i on packé?‘”@ﬁ:f‘grrsﬁ_?é&?{}% "éli‘%lbkm‘?}m pie nodes can allocate resourgggans f or
communi 398 Bnisbiig e Beblorubihcd G¥¥fe b G mbfe el abdibon the sogment o copy of

nmeans

t he f$r5tpemfmmdermﬁra%te‘iﬁﬁmiﬂfabmat ion in the first conmunication
packet . 20 45. The apparatus of claim 44 further conpri sing:

at the participating i ntermedi ate node, second |ogic neans for conparing
the first ,value stored tlcr] A h??]g\llr st location of the first comrunication

packet t &3t hERGFppratus o fhier SPMPESIE: St ored in the second | ocation
f the fi : " . . i f
of the tirst Com%ﬁéﬁﬁﬁﬂsmﬁkmumgaMr communi ggnpaék@i{n?:cl?%gfllén or

forwarding the first communi cation paCket fromthe par g
i nt er medibegimningdsf the bidek of datai paskétsyrandode and each intermedi ate node
bet ween the parti ci ng i ntermnmedi ate node and the destination node

at i
wi t hd8t further gm%mﬁrmmmﬁgaﬁpmm@cawpammm t he
first Valtﬂ@eﬂfﬂf]ﬁlgbmc&daﬁ;ﬁukets third means for
a 1T |

gener ati ng conmuni ¢ on packet indicating segnent
per f ormance degradati on has been detected if the first val ue does not match

the 3 0 co‘{gﬁ/ of the first val ue.
44. The apparatus of claim 37, wherein said means for inserting the first value into a

first communication packet comprises the steps of:
15 means for inserting the first value into one location of the first
communication packet; and |
means for inserting a copy of the first value into a second location in the

first communication packet.

20  45. The apparatus of claim 44 further comprising:
at the participating intermediate node, second logic means for comparing
the first value stored in the first location of the first communication packet to the copy
of the first value stored in the second location of the first communication packet;
third means for forwarding the first communication packet from the
25  participating intermediate node to the destination node and each intermediate node
between the participating intermediate node and the destination node without further
processing if the first value and the copy of the first value do not match; and
third means for generating a third communication packet indicating
segment performance degradation has been detected if the first value does not match the
30 copy of the first value.



- 38- wolds/s982e apparatus of claim45 further conprisi n@CT/SE98/01168
third logic nmeans for substituting the copy of the first value in the
second | ocation of the first comuni cation channel w th—the—-seeond-value of

t he segnment performance characterization factor fo d by the
participating 5 I nt er medi at e node. 47. The apawﬁﬂm!,"ﬂ/mrﬂ[m
37, wherein said first |logic neans faragy ocessing the fi c g
comuni cati on packet by fornulating a second val ue for the segnent % *

per f or mange aFa?\?{ ' ﬁ{xﬁﬁr ..conprises: 10

second Iorlgl' cThnge?l?s or@%&iﬁﬁa mg%éﬂgs% ond val ue for the segment

per formance char actthird 16gi¢ aitahsfor ubstifitiig the sapiEof (e finstdmedh thised by the
sour ce node to generate the first value for the segnent perfornance

char act ersecand loeationdf dhe first communicgtionrchannglpwith thessecondcvalenofttie f ur t her

conprising: 15 . third ans .for faorwarding,the second
comuni czf?’%ﬁnmm% qh%actenzaﬂo%%tﬁpg 0%{!%‘?—5 by the partigipating,c appar at us of
cl ai 48 ihidthbfibteGRaRr | Sing: third neans for
transmtting the second conmuni cation packet fromthe 20 participating

I nt er medi at e node. 50. The apparatus of claim48 further

conpri si third means for transmtting the second

ng: )
communi ¢ d’[gl i ohhS appagatny ofslainy, 37, whereingaig firshloginmeansdor prcessing the firstThe

A i RS O e e ©

characterization factor comprises:

10 second logic means for accumulating the second value for the segment
performance characterization factor using a same technique as used by the source node

to generate the first value for the segment performance characterization factor.

48. The apparatus of claim 37 further comprising:

15 third means for forwarding the second communication packet to the

source node.

49. The apparatus of claim 48 further comprising:
third means for transmitting the second communication packet from the

20 participating intermediate node.

50. The apparatus of claim 48 further comprising:
third means for transmitting the second communication packet from the
destination node.
25
51. The apparatus of claim 37, wherein said telecommunications connection is an

asynchronous transfer mode adaptation layer two connection.

52. The apparatus of claim 37, wherein the segment performance characterization
30 factor is a data packet count.



52. The apW@8#%520f clai m 37, wherein the segnent perforrranl’,@TlSE”/Ollﬁs
characterization 3 0 factor is a data packet count. I
-39- 53. The apparatus of claim 37, wherein the segnent perfornmance

apparatus of ol s m 53, wherein (he bl ogk error detection co\iﬂ\llmm\\\\l\l\\\ll\
interl eaved parity code. -39~

53. The apparatus of claim 37, wherein the segment performance characterization
factor is a block error detection code.

54. The apparatus of claim 53, wherein the block error detection code is a bit
5 interleaved parity code.



