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AUTHENTI| CATI ON Thi s ingention rel ates general |l y=t 0 an authentication
technique for an artick used in a host devices More specifically, one
particul &° BB ment of this invention relates to H¥iSHPeVenent to an
ink cassette or cartridge in a thermal marking apparatus wherein the ink
cassette or ribbon cartridge may be authenticate as being of a suitable
type and com ng froman authorized source. BACKGROUND O her approaches
have been tried for authenticating consumables in a host, but none of
these have proven satisfactory. In particular, the background appr oaches

»di scussed bel ow do not provide an effective anti-piracy deterrent. These
previ ously known approaches do not provide adequate authentication and can
often be defeated by copying, spoofing, or simlar techniques. . One early

“technique to authenticate consumabl es relied on keyed shapes of the

consumabl e. Such keyed shapes can be designed so that only a consumable in
the keyed shape will fit into a given type of host. As one exanple, a

- particul ar brmdmn‘pmmmpmmbﬁoadﬂmeﬂﬁmwmmmmy razor bl ades
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used i n transponders i1 nten or aut onobi | e security systens, such as the
Atnel TK556, and eqU|vaIents ARACRERDURDsecurity systems were designed
for "one | OCk’Otlte?“%ﬂf@&f]?es ha\@ n'tﬁ(ﬂitil’op hen‘@%%ﬁgc Stﬁllﬁm?s%] z§§&s[ %Lt nunber is
programed |nto each eac ost device, 'such as a
print er ngte af theire haye Wrg"et‘ Fﬁéquct?ék “Int peetivular; cthe d’ﬁ‘é‘lﬁ%‘n@@%@@b@w --1 0 F EB
2045 WOdJRadsl At Eﬂbﬂﬁ@ﬂ&@@ﬁ lt?ecﬁxﬁeaﬂﬁpﬂﬂ@? rd%tefr&ﬁu'flﬁset peliodly the keys

(nedla) and | ocks rinters) be progranmed wt
. known approaches 0 not provide adequate authentication and can often be defeated by

‘copying, spoofing, or similar techniques.

One early technique to authenticate consumables relied on keyed shapes of the
consumable. Such keyed shapes can be designed so that only a consumable in the keyed
shape will fit into a given type of host. As one example, a particular brand of razor can
be adapted to receive only razor blades having a particular keyed shape. As a second
example, an ink jet printer can be adapted to receive only refill ink cartridges haviﬁg a
particular keyed shape. The use of such a keyed shape can prevent interchange of
consumables between different types of host. That approach is generally ineffective for
anti-piracy, however, because the keyed shape of the consumable can be readily observed
and easily duplicated.

Also unsatisfactory are the “challenge and response” authentication algorithms
used in transponders intended for automobile security systems, such as the Atmel TK556,
and equivalents. Automotive security systems were designed for “one lock, few keys”
applications, where a single secret number is programmed into each key and each lock. If '

a host device, such as a printer or a camera, is the “lock,” then such challenge-response




~ the sane secret number. .It is known to provide encodenents on cor%fkBl 288

- such as filmunits and/or hosts such as caneras, for identification
purposes and to comeey information about thg filmunit or canera. The term

"encode " very bt¥oadly describes a featue of physical pedia used to

c_omrunigg’pt’émlglr/fg or nore-pieces of information to aﬁﬁlﬁ’?zﬁz&" "Encodenent "

i ncl udes al phanuneric text and ot her indicia, S{nbol s, and the like. An
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di scl oses a gev' ce having a transponder and a trapsceiver, An electrically
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pr ocesRknent NGasod fudbSegleser can. read manufacturing data fromthe
transponder and wite usage and processing data to the transponder for
storage in mbkbrRatent Noa&i186.4¢% disdersy 2i desine ibrvieme| tomspopdsnpdrider s are widely
avai | alhcdierany abdu§laMy 8f elect@hiBRly pfdpEantnbDreddfffe MEHody QoMSBined Nl QY
transponders” are identification transponders that have a substantially

flat shhibe transpendgis dyepsally sttachad torp wpsumablgs S waspanderiincapplle plor m of a

conducCirdc¥ing 268t HERGIdneH eRBireHMRetic ARAUSHA deving PBAEL and TRMredNt ENNa May have
t he shape of ‘ﬁ %at cgil and the liKke, L?ads for the anteppa are al so
deposi tiermatien ferRiEom. Af A58 epRrting & yespud R, frequspry slpetamagasiedield v - verory
conponéntsSponRf Thersatohd aledtinfagnetit diekny ch&ayidris®d of the GlataOdGrediire provi ded by a
chip mounted on.the .support and erﬁt hvel‘f\ﬁ connected through the leads to
the ant®ARY: PhEPCHYHns FUPRGE- sy 4" 8% Witet AL, AASSUPRYT | denti fi cati on
t ags amodmpanbat for paling ech denspondad evBmtmcitdiat 2 @neoldsgiepsidstog, thd a di st ance- A
camer af.lhavtiﬁ\p caan rraa(i!li I%Euflurfae lil'l%nc tal I’gntti'lf.:ri gl%t ci)n%nr gtgda\rilf? ﬁoli;l%eer a!‘t‘l at can be
accesse or witing and Tea I ng AP B GPSPANe S V%S Ee58Y in U S, Patent
No. 6, Pi@esting dattocketemsjondanfortstppge ofmémomnsponder is a radi o. frequency
identificati o ! R, aish I r ypical ly

i ncl ude a un?%%lélﬁll: en%’iri%ilger |%§?‘§?‘é@%ﬁevﬁﬁé§ %ﬁ%ﬁg@?d’r@g??fﬂ non-vol atile
menor y formg. One form, referred fo as “inlay transponders™ are identification transponders that :

have a substantially flat shape. The antenna for an inlay transponder is in the form of a
conductive trace deposited on a non-conductive support. The antenna may have the shape
~of a flat corl and the like. Leads for the antenna are also deposited, with non-conductive
layers interposed as necessary. Memory components, RF communications, and any
control functions are provided by a chip mounted on the support and operatively
~_connected through the leads to the antenna. Inlay transponders have been used as layers
of identification tags and labels to provide encodements that are accessible at a distance.
A camera having a radio-ﬁ‘equenéy identification transponder that can be accessed for .
writing and reading at a distance is disclosed in U.S. Patent No. 6,173,119,
Another known type of transponder is a radio frequency identification (RFID)
transponder. An RFID transponder can typically include a unique identifier installed by

the manufacturer in non-volatile memory.
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It is believed that the invention will be better understood from the following
description when taken in conjunction with the ac.co'mpanying drawings, wherein:

FIG. 1A is a top left perspective view of a consumable article being loaded into
a host device in accordance with one embodiment.

FIG. 1B is a top front perspective view of a consumable article loaded irtto a
host device in accordance with one embodiment.

FIG. 2A is a program flowchart depicting one embodiment of a sequence of

' operations to prepare an authenticatable consumable article.

FIG. 2B is a program flowchart depicting one embodiment .of a sequence of
operations to prepare an authenticatable consumable article,

FIG. 3A is a top right perspective view of a consumable article to be
authenticated and a host device in accordance with one embodiment.

FIG. 3B 1s a top right perspective view of a consumable art:cle for
authentlcatton and a host device for authenticating the invention in accordance with one

embodiment,




aut henti cated and a host device in accordance with one enbodi nent .g $¥FEB 28
is a top right perspective view of a consunable article for authentication
and a host device f@y authenticating the inggntion in accordance with one
enbodi MyRyesiofedseVVO 019459 PCT/ U502/ 26617 FIG 4 iscrussyakem fl ow chart
illustrating a sequence of operations-and flow of data in one enbodi nent
of a nethod f ut henti cat i consumable. FIG 5 is cutaway top left
perspective vpﬁéwﬁgfa sé{g?:"é?llgﬁr?a%f ’Zl"sétFatnf‘%T %eq?%'ﬁ‘a%tj(f PERRYTS a'édaﬂ Y14 {adevi ce
i |1 ust rdamiimgpetembogimanefie method foaathvafitatiopd ¢ongmelblaponent s i n accordance with
one enbodi ne ] t ; ight i Lew of a
- consunabl e a?ﬁ?bfg§%8@3%%tg?%%3@%@%%&?95%&?Egmﬁﬁ@%@??%%%ﬁaﬁkﬁe pl acenent of
aut hentiite athopigledemibosiannsthe plaggreotr efzavthenticgting lsompraemsbhodigrdmee FIG 7A is a
per speGliintie WinbWiRdnt @ consunable article print cartridge with an
authenticator_circuit nmounted on a side in accordance with one enbodi nent.
FIG 7B is afl€nt Brag@rway & vaht peisneciva arem A arcerigmedppdisledeadpbunt ed on a
consungibq mktdetitLillubtlafing e plaSenfenb bR ARG QOBhon¥h:e W REordaeOnsunabl e _
article print cartridge wwth an authenticator circuit nmounted on a side in
- accor dAPErGEPPPR@tenbodi ment. FIG 7D is a top orthogonal view of a '
: consumagl e armiGet® iPd bﬁipe&aﬁtvﬁdv\dm Wn:;jdmaalla art&!étﬁﬂiﬂﬂédrﬁid@d)ﬁriéllﬁ:h:{ Euijt mount e]g
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cons undiietitp B G ARG el Srabi B A e SR HR e PRAPRY i roui cry i n
accordance WHG. @Bes embdaigatniew dofla® auflentsatag gemppent mwatedi @na i | | ustrati ng
pl acenment ngam%”%cuit board in a host device for authenticating a
consunabl & Artfcl'e in accordance with one embodinent. FIG 10A is a rear
ort hogonal vilBG& ©F isa fider gthogamblodéwrend capburnmbleiartclel grinb craridgd with nounting on a
host deyi - ' ' OB is a front
ort hogg}rﬁaaﬁtﬁ?ﬁt@%%&gpﬁ@gd%é‘%ﬁgg?‘Srfalég(?p%?e ‘gi%(%n(ré(%rﬁ?%dﬁjgéiér d for nounting on a
host devi ce tHGalR iseren erthogona! donsimmebiumablEprdsle plinticariridgpaithpect i ve vi ew of
a consuARliRa@f ditchit Rofftbd¥n Ll 4d98aR PRRA ondelbodi@Bmaut henti cator circuit

nounted on a flange in accordance wth one enbodi nent.
FIG. 8 is a block diagram of a consumable article, host device, and

authenticating circuitry in accordance with one embodiment.

FIG. 9 is a perspective view illustrating placement of a circuit board in a host
device for authenticating a consumable article in accordance with one emboc!iment.

FIG. 10A is a rear orthogonal view of a first embodiment of a circuit board for
mounting on a host device to authenticate a consumable article.

FIG. 10B is a front orthogonal view of a first embodiment of a circuit board for
mounting on a host device to authenticate a consumable.

FIG. 11 is a perspective view of a consumable article print cartridge spool with
an authenticator circuit mounted on a flange in accordance with one embodiment.

FIG. 12A is side orthogonal view of a consumable article print cartridge spool
with an authenticator circuit mounted on a flange in accordance with one embodiment.

FIG. 12B is a first end orthogonal view of a consumable article print cartridge ;
spool with an authenticator circuit mounted on a flange in accordance with one
embodiment.

FIG. 12C 1s a second end orthogonal view of a2 consumable article print
cartridge spool with an authenticator circuit mounted on a flange in accordance with one

embodiment.




FIG 12A is side orthogonal view of a consumable article print carg$ Fége200
spool . with an authenticator circuit nounted on a flange in accordance with
one: enbodi mrent. FIG B is a first end orthog@hal view of a consumable
article mwoetixartridge spool with an authenticator gy sdidsounted on a
flange in accordance with one enbodinent. FIG 12Cis a second end
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aut henticator circuit nmounted on a fange in accordance W t"H"one

embodi mefdttridse 4pag! Wit ERaugigntgaron Sitait upuBed RCTTSORIRE6GIMcEWED 0d2D i s a

sect i onadmbsdiden:or t hogonal view of a consumable article print cartridge
.Spool with an authenticator circuit nounted on a flange in accordance with
one enbodi mertiG- Rf a5 2 Blopls diggmo ok adpengwraableo frticlec bag udraisk.eamir ti cl e, host
devi ce, @mhdnticatibzRB&itHCiahicdBiakde Wi iah Etﬂbddﬁleﬁ%gl%gaa%r%mcﬂ&. enbodi ment
-using a network connection. _DETAILED DESCRI PTI ON The present description
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under st g t hat el ement s.not specjfically shawn or described can take
various’ g‘?"ré'"g wﬁ%@ﬁe‘i@‘e& “f“ﬁ’oti'%a PRPHF g'c?c‘f"ﬁa/af‘ﬁ’ew'ﬁ‘rq"? Iy HOORi LS % i ption t he

t er m " comdaustodl thit elefeptssnol epegificdiynghowment debestied eedl tike Wafoussensup and

repl acedy I f dg t . Exanpl es .of .consunmabl es and
hoi 1 oo fo H5<6ed i1 € it e Aol e e PR B e ™ D o o

fil m f orcopgenentndesignasy tesbe wsed juplasd remlacedi se acieviee tefprendr iot & 3 hannd/ or a toner
car tri dagambigf ofbSfsumIniés M8 R i ' L ir a, host device
(100) is _Ea?(i)lfr)lfi?;urecril to receievé’esggg%fg%ﬁ(gssﬁ%'fhg\_{%ﬁgﬁ Jg%egc’([&%)lfse rfllhe host device
(100) i rPiptsissiilayfacyse jrccamsigs @i ribben forwsy oba typewrjstrandics adenedcapriiiget er f or

printi ngohiRé ined@dsis. on plastic cards using a thermal transfer process. The

consunmabl e articgle (120%}00f this enbodi nent nmay be a ribbon cartridge
containing a RSN BOFIG i, 2gk0st deyice (X00Ipe gonfigured 4p rfeqeiveramal t r ansf er

ri bbon @onsdinebls wbible (E0). OThe KdsDRPRe (BOPInARE kfecitd bAbMimBitGhayRSt devi ce (100)
can incl ude ot e.r%?gg)nvenii na onents (not show) such as, a print

head, & G Gard po L pringing zilrdzlﬂt,ies Bg ic &ffs Ys}4s a thermal transfer process.

The consumable article (120) of this enibodiment may be a ribbon cartridge containing a

- ribbon (150) such as, for example, a resin thermal transfer ribbon or dye sublimation
ribbon. A plastic card. printer host device (100) can include other conventional
components (not_ show) such as, a print head, magnetic encoder station, power switch,
control panel, card feeder, card output hopper, and other components. An openable
printer cover (162) conceals the internal mechanism of the ribbon cartridge consumable
article (120) and helps limit entry of contaminants, such as dust and particulate matter. A
cover release button (160) is shown on one side of the plastic card printer host device
(100) in this embodiment. A second cover release button (not shown) may be located on
the opposite side. A left inferior wall (167L) and a right interior wall (167R) define a siot
{165) in the plastic card printer host device (100) for receiving the rribbon cartridge.
consumable article (120) in this embodiment. The ribbon cariridge consumable article
{120) may be loaded into the plastic card printer host device by first pressing the cover
release button (160) on a side of the plastic card printer host device (100) to open the
printer cover (162) then inserting the ribbon cartridge consumable article.(120) vertically
into the slot (165) and pressing the ribbon cartridge consumable article (120) into place.




control panel, card feeder, card output hopper, and other conponer$FERRKS
openable printer cover (162) conceals the internal nechanismof the ribbon
cartridge consumable article (120) and helps limt entry of contam nants,
such as dust and particulate matter. A cover release button (160) is shown
on one side of the plastic card printer host device (100) in this

enbodi nent. A second cover release button gnot shown) may be | ocated on
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(167R) dl?afs'b@@nﬁagle&?%%ﬁeﬁ%) in the plastic. card printer host device (100)

for recerving on cartridge. consunmable article (120) in this
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into the plastic card ](D%Q nter st devi ce by first press ng the cover

.t el ease”BFRHC eitEds (G &% H’é “6‘? 4 prares sRoel £1404 2ad gy fakeaip spegk (IdéYi ce
( 100) t op&BRIthE ﬁ%borpéérﬂ';c%@ BRURLabic Sdklel(186) ik ﬁ§e%r {Herfﬁ)bé%l? Jqp ﬁﬂg&s@:ﬁt ridge

-consumabl e artlcle@% vertically 1nto t'he sl pressing the
ri bbon claratnolldgamd Qumthbls@lraq: sprool é1{012®\)sth¢mbbcpi d68) 1s-1EecH®dt‘ﬁeB1b2>ﬁM

" Tactile i bl e f I ndi cat bbon cart

consumab‘i #? (ﬁrgcl esgﬁﬁé%ﬁm}ﬂ’ ’rtﬁ‘yaré’g g]dsr05§frﬁli’ﬁ arPEri‘ F%%Ef”to t he
embodi naqislﬁ)bD(IMS) nTlfé@urde% obN@ 40) BaDihe Galdctdy $861 (139) & eaa@zutth&he (120)
may include a source ool (140) and a take-up spool (145). Before the

ri bbon rekagensheh lﬁl“é“fﬁﬁiteﬁ@Pém(ellQb)’ ajleft beasg mamper (1 nm@ﬁaaght. s
- di SRESCahd, hekBLd (140R7 ﬁ@%hgggﬁo&og% OO uﬁb%( @g g 14 bRl (150)

s u bon cartri e‘con art 'S consurred t he
ri bbon (th&@hervil 4fls), atdwham@Matmembmp(lamﬁpiogéthéﬁ)ompme fGlﬁU;ﬁdb@ defigiap (140)

d the tak | , (145 fixed rel ati qnshi n
the b et Ehniled o 5545 e ogh SRin e Bobel: S ibertgs: sifabg cmingAmaRy. br ce
menber (depicd®d inl rHGS qQw.cg rﬁcﬂ@ofrecﬁﬁg% 1dérﬁﬁic§§&?;(ﬂ?l[2)o@§hs;foﬁé§% gl Johes! eft

brace menber (147L), and the ri race menbe e r conprise

four SI d@@“déff P ﬂwdﬂﬂ é?racecmml(m7®mfph@nbm@mdg@ (79) Wil bhugthim the bbon

- (15Qx | G 1A . a.radi o frequency

i dent i f | c g eﬁ%@qﬁ?‘&t ragg @%&ﬂ&? gﬁ%% 18 %IIS%Q;'F(&QH t Fllfffﬁgraf:%ﬂe 5ce
menber ((1417711.)) irofradtive ir danlayd teplidelddg eny Sifdble 16¢atiBAUGEH bfoh MR right Bfagt U ed
enbodi mrent the RFEID transponder (130) is disposed on the |left brace nenber

(147L), memPrradevRy OF %ﬁﬁﬁeaaF@otfwPﬁm%é&eétﬂoérW b@iltte‘étipel’aﬂ@cﬁ‘?qltﬂﬁc}’such as
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el ectr orrdﬁgmoletandadﬁa{recbhrghtmahkwwirsﬂhbhﬁ ultraviolet and infra-red
i 9% as is k%?accorg' w115'1 the i Iustrated embodiment of FIG. 1A, the RFID transponder
(130) may contain a unique, factory-programmed serial number . Certain’ commercially
available RFID transponders each contain a unique 32 to 64-bit transponder serial
identification _numbér, ﬁ, used in the “anti-collision” protocol. This protocol enables
“separation and unique identification of several transponders simultaneously appearing in
25 = the field of the RFID reader, which may be caused by multiple host devices being located
in relatively close proximity.
An authentication number, x, is calculated using an encryption function, F,
selected by and confidential to the manufacturer of the ribbon cartridge consumable
article (120). The authentication number is permanently stored on the RFID transponder
30 (130). The encryption function F is made available to the printer host device (100) during
' operation thereof. For example, in one embodiment shown in FIG. 8, the confidential
encryption function F can be programmed into the printer host device ( 1'00) before during

manufacture. In another embodiment, the confidential encryption function F is made

available to 7the .printer host device (100) over a network. When the ribbon cartridge
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20 In accord with the illustrated enmbodi ment of FIG 1A the RFIDG9FEB 2008
transponder (130) may contain a unique, factory-programed serial nunber
n., Ceritai n.comerci al | avai l abl e RFI D transpqoaders each contain a uni que
32.,to 64-bit transpond serial identificatiofshunber, n, used in the
"anti - colwo ednasse protocol. This protocol enables sedéCrTﬁﬂﬁ%’Fﬁﬁﬁfnd uni que
identification of several transponders sinmultaneously appearing in 25 the

field of . fhe Ei'é'al?acre%% fsioam lﬁth twmmhcﬁ@dés@dclbm mb'btmtsﬂ einkost devi ces
bei ng | ocated in relafivel § cl ose proxim entlcdttlhgn nunber, X,

i's cal cuREIDdenersivergnolshoamdn YiGt 1 hreadssher s, ‘%fi“e seréag ed” Y ahd
confi denfiyhidafor hi@nbeaR UfcrCihe IRQ[D @finspdi@er!(i 38 atmchelrtb or dy Qlemiﬂvgm mabl e

article (120). The ut hen at umber e e on the RFID
trans pon%i’étf'd%'d’o('sf%[)eaﬁ*ﬂ% lgﬁ)c i %ﬁﬂfﬂ{]?fc‘i{*}e%‘g téen%%e% emzb‘g]ﬁt%gbl e to the
printer hegdhdiend @ﬁal(naﬁaar nchid tiatiormed ey tht canfidedtiel eaofyptiar funstiondi e, in one
-£enbodi nent sh onf | Ghi on F can be
progr am’rg(ﬁheiv u8s ztgﬁeg lE?qC%H? §BboH S%rfn% ¢ cangu%ﬁ%lig% cle? 5)&%&:9&1 folr

teVice ore during nmanufacture.
I n anot haﬁheaﬁdmeﬂuniﬁnclu,ctthhawcnhfemmtliiralltefencrypt|on function F is nmade

artridge -0 oFebeilaioghih SR ERRARN RN b By &‘c‘o““‘“ns‘f‘bg‘”n'ﬂ‘ﬁ”a???c{ e

(120) i ssdneadegptiontatzotithe ab thefactary. hBden Getibhog cartipigs consymabls PREE s i nt er nal

Eﬁlm?eﬁ r agas)eis Gp?%%@éaoihc%gﬁmndr%ugﬁ Ggotithihn Jsaﬁdﬁgénétetewaé aetbertibatione seri al

aut henti cati on nunbe fromthe ransponder
(130) at memlieed previdsd inofhe prirery Qgsbie f*&‘%ﬂﬂtci‘ftf&‘é ol ‘ﬁ’?& ‘ngéB[°$ Cle (120). It
then det grihlehe WaRphiRe{ u@%rﬂﬁﬁﬁ:ﬁiﬁahl @EbamUMﬁrefewemmmgm he seri al
nunmber n as tfansformed by the confléipg |g encg?g]gj on £ 40c ;@n F. If the
val ues agpuspondefigiqup geried 'b‘Ht?FF Rl iFgatylacked 160,108 artrele SI(l 0) is deened
to be anpg.ay Qﬁd;ﬁanﬂﬁ&h@r product that is useable on that printer. Every
printer (100) from a_given act e REAQL AR the sane
encryption al gdff PRM “‘EHEHEEY@{’ “%ec ?ﬂg&f %ggﬁ car‘t;?%%% consumabl e
article ekgR)ofinfedip tostinid, y tIhencsﬂarremmﬂnapptthewnluaﬂ fdetihardded t o generate
t he aut hentlc I’OVI @L‘gf, {8 cbdre ribbon
cartri dgéreéﬁﬁ’gilﬁ‘ﬁgﬁlb@ uéﬁgb? c'\e en a%ggthé"qoga‘% Y Db et >

nst d, the transponder's unique
seri al -nunireé mamifachseroéthel ribbon <artp¢$fcelrsp@%bl%¢m@%i(1?@rfbe" pregrams Ahder ' s uni que

ot al NYIRCl el Pafl e bR 056 ddbon R khaRagaim i 130) - merory

permanently mounted on to the ribbon cartridge consumable article {120). An effectively
unlimited number of unique media rolis or cassettes can be produced in this manner, each
containing a uniquely programmed and locked value of serial number #, media type
number y, and authentication number x.

Although the serial number 7, media type number y, and the authentication
nmhber x are freely readable, the confidential encryption function, F, are preferably
selected fiom a known class of functions having no obvious inverse. Accordingly, such
functions are difficult to decode, thus providing secure authentication. A ribbon cartridge
consumable article {120} counterfeiter would have to reconstruct the algorithm F
available to the printer (100) in order to make a counterfeit ribbon cartridge consumable
article (120) work on a printer (100) accorﬂing to the embodiment depicted in FiG. 1.

If a value of x is calculated as some complicated function of the unique and
non-copyable transpohder serial number n, then the Qalues of n and x can both be stored
on tﬁe RFID transponder (130), where both numbers are unencrypted and readable by

anyone. Optionally, if a media type number, , is also used in the transformation, it can

.




The manufacturer of the ribbon cartridge consumable article (120) g8 6&B 2006
knows the type of nedia to be made, y. In another enbodi nent, the val ues
~of both n and also y are conbined to be used in the encryption algorithm
to calculate the authentication code x. The manufacturer of the ribbon
cartridge consumable article (120) then progranms and |ocks the val ues x
and y into the transponder (130) nmenory. The transponder (130) is .

per manerilsoy bersieredeen dte RELRP Rensposden Vééfm hiedionoiesitidas cenyymaply &ticle20) . An
effectiv - unk st | ia ol - @S, be
pr oduceaﬁ ??"P T E&gdlgngr?ﬁglﬁﬁ%%&(ﬁ%w | n?%ré@g r%a%%ﬁ%%gﬁ %?ggﬁ%@gﬁ’gﬂl ocked
val ue offreathaframpoider amd vaikbicathhtythe readwaherofy,is amdect frtthe rdal eatue @i znunber
x. Al though the serial nunber n, nmedia type nunber y, and .the

aut hent i @&¢ PBRONANY e hug .‘gf@atmge@wl a1 Fatridec sosurRahie;agusle ?QO)J%Wption
functsi onyorfespdidthg pHREI6M Yy sel ected froma known class of functions
havi ng no obvi ous i nverse.” Accordingly, such functions are difficult to
‘decode, thus pdudiciduseelsdipnrad aaul gretthindert 7 drom Amoihp kpewe airong efgeyption

bl i cl 2 terfej I d_h . : ,h |
o nor i rateutthing Suf otk e SRARIE et REout By SR gl Bt TP ARL W BhackiRE o, ¢ o1 ¢

ri bbon GabhibitleR &@essvEa bR adhidntichtondodd) danbl c@muﬁtdalrdsmgeér?rﬁta@@bhic '
according to the enbodi nent_depicted in FIG 1. If a value of X is
cal cul atBethads by, aeplyisappme dopehiontacnrant 6f Thsonininoranaiiog avadable bpthsbl e

trangpo 1.2 " S..of. N: stored

on Pho. FETESeeLacts (TP Bluol 5B R hliferkBatEfocle Lok SR PORD BRLT

r eadabl enumyber an\Woe. patixtul awha theycounferitersstilbndtygnewnrbzeable to, learn lmwstheused i n
t he trans&orr tion, it n-709 FIEB 20(85 al so he storrergyon ghe FI D

.t r anspondite o ebtained i retusl #-r NapeanBn seimienfeten randomly try pllppssiale

i nstal | eghi@R drhebiahdt BE absbfdted JalRs RT ki nof 8B kheRH ulREN RS Bhteeitand,

optionally, y) fromthe transponder and validate that the read val ue of x

i s corr des obtinedhevalsbuedialrol heving bothathdt vpnd dreadrycct gythentivation gpdedhat i ng

t he .r.i bbgn cartri .consumgbl.e .arti cl 20), for the 5 corresponding

pri n]rser Xoj0) ?Cﬁﬁﬂ%%?lgeﬁgasanﬁgilfl];%ﬁ S%’Ppgeﬁgéf’ oPi%¥m for F from anong known
strong encrypt iTh@ sammé @ofrhd foFRnbadiniskeintvidcbk eaddlnigated ad hifisncEeguf bdtt system
very difficult and, in practice, prohibitively exgen.si ve. The

aut hent iteaspi rweher b auth thsemediactypa nBEbesy-nglher Jhedicalion eodeechv s by

appl yin i AT, L.pf i | to the
10 count?C ear el ?Je#ﬁ{l;% cﬁﬁ)giﬁggg?\%eﬂ;ord?ggoﬂﬁéﬁg%%é%ﬂgﬁtf%‘g%%otﬁ%co lt>;<1a‘|msdejéiorrect
for a giAgainséri ahly infiovoetion. avdiinlele piar thec cduatdricitet He thatuat gvéreirtbbon’wi | 1 not

‘know . or be ahle to lLearn how fhe . .
\%0 a_uﬁlemlt)lcatlon code x 1s correct }or a given pair », y.

As a further defense against the security system being compromised, a plurality
of functions defining acceptable relations among the test values can be stored on the host
device. The consumable article can then be programmed with a plurality of

 authentication codes, each of which satisfies a particular authentication functional
25  relationship. If it is learned that any particular authentication function has been
' compromised, then media can be validated using one of the other authenticating functions
- and authentication values. The compromised authentication function can be disabled in
the host device to prevent authentication of pirated media made using the compromised
authentication function. For example, the compromised authentication function can be
30  disabled in response to a flag set in subsequent media or by updates to the host device .
software or firmware. |
~ As is known in the art, the host device or printer (100) includes suitable memory,
such as RAM, ROM, EEPROM and the like, input/output devices, computer or central

processor, optional disc storage and associated suppert devices, all of which are not
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val ue of x was obtained for a gi ven n. Nor can the counterfeiter 'r'oaSi"Hﬁmmﬁ
try all '‘possible values of n, because the associated values of x will not
be: known ‘unl ess the counterfeiter has obtained a valid nedia roll having
both that n and the cor&gct authentication cod 15 Thus, the
count erf ewbaehas only limted sanples of n, x to tegfrudhBsifME IS true
- for enbodinments in Wnich X is cal cuI ated as a function of both the serial
nunber ng tl-hg é}llt aut tication code x can be
~calculate SI ng pt og g%hf&g eyogs]-%ﬁ ‘%%E mg'étﬁ[e ?‘1 on to encrypt
n and-y. exangéﬂ ﬁ f!th@@bwlgteilfﬁﬂl@rmtqr)mqemaﬂdteaiahelyt thet:bmpmumrexef eiter is
that a gmne@cemmfe radfl; QWIAGOL e mmgrgs@sozﬁ ﬁo%ms&rtags&%gu&rr a given pair
n, y. ‘As a further defense agal nst e security system g conprom sed, a
pl ural i t ¥ ceppraf Hﬁ%?%ﬁ%aYd@fqﬂﬁlcﬁQPlaefc@rwﬁw ecenfeﬂl atdeoning amv(§PUhe test val ues
can be sufdr@flo@Bsof, I’IﬁSb%&Huce@'Q?fs‘trﬁ&wn LBe ey RS Ldnfphr, C\@lﬂkt hen be

a

progranmmed with a E‘l ur aut henti cation .codes, each whi ch
sati sfi eSGPnn Spgle ¢ PaFPmB‘HF’hé'FH‘P‘E?ﬂ PIFESTOn BT STosPAIrolls mighgentatishi p. If it is

| ear ned thatte2opyc cpﬂfcé iremdtconipuiiel) iérhd @bygater bibicoAPuthaShdd8&Hory CONMPT oni sed,
| dated u

t hen nedi adtl ratg l%e V? ‘i g ne of the other authenticating functi ons
and aut h&RT9 R (95l SPEETssocHRL Wil rfg SATREY SEnHEHed EatPs PIP&IARt i on can be
di sabl edmsqmctabimerehmsantn@mecmmmrrpraexﬂepibceamg I"seapi idesafibednbetdin. Pucht ed nedi a
made - usi e. « t,,c tian nction. For exanple, the

conpr oni ggﬁit g@%l ca ?’ggefgﬁg l?agnd c% @51(3580%8 ApFE PR VPEESonse to a
flag set memogub&bq&&QM RR(M, ERROM, anddint liks, drandyhe doesloadbdviiamea sof t ware or

- firmare t r host device or printer (100) includes
sui t abl eren"@%rfoépﬁrcg{)ig\t%@ﬁ&”ggc W%{}Fmgﬁg and the |ike, input/output

devi ces, conpuReierye new s the pmbydinrntshopn in FEt 11 tisere ldslmmsth@plaaye and

associ at ggy pURBOIL: dle el agt_si)m@hi,bog aeMHggt;o nﬁbfa%,cre%ﬂyzpﬁﬁ?ﬁﬂx NOO0 3/01 094

59 PCT/ U 02 26617 sh he conput er an | BM
conpat i bff& "LbRRfiHE ﬁ'gewawmbie friigle Ié’%zﬁrfhc’@m logdegdntp theplastic cord privtes| f ani |y

i CI Opr OR@BWo¥ice (HODPT 1A WBhYcarllige SHSRULRIardY (16) 1ARRLFfduzompat [ bl e
"having a Mbtorola f M Cr opr ocessor the conmputer or central

‘pr ocessofMRAKMEL may pe o5t hspween, feficiatesst “’alb @ﬁ?lr)aﬂnd rﬂgb*c@gegfah galinit (CPU),
m cropr oaessmp r IheRRsm (rmphma@ds istiownl 6ok bnSet LRGP (14718 Kitr ame

COMPUL € 4o MOEK moSihalt iner? sflaf yRlfe BOTPLSL: (bR ik figcessor
cartridge consumable article (120) loaded, the cover (162) can be closed and the plastic
card printer host device (100) operated. '

For simplicity of description, the execution of the invention next described will
employ only the serial number » and the authentication number x. However, it is also
within the scope of the invention to use a media type number y in conjuriction with the
“serial number 7 to compute the authentication number x. The use of the serial number n
can differ from the use of the media type number y in that the serial number can be
germanently fixed in the RFID transponder when it is manufactured and can be unique to
‘each transponder. On the other hand, the media type number y can be stored in the RFID
transponder at the facfory and is the same for each media of a given type. However, the
use of the serial number # in the authentication or encryption calculations described here
is the same as the use of the media type number y.

FIG. 2A is alprogram flow chart that illustrates one embodiment of a sequence
of operations for preparing an authenticatable consumable article to use in a host device.

First the manufacturer must choose a suitable authenticating function, which choice is
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di screte logic device, renote conputer, internet conputer or web qoSpuBepis
The menory and/ or di sk storage associated with the conputer is
configured to store ogram instructions refilesenting the algorithns and

. processi Wp stoep® descri bed herein. Such program i nspepcdehas My be

"downl oaded" from di sk storage or fromnon-volatile nenory, such as ROM

- PROM  ERESDenta i . d f a_.r te source via a
net wor k or_ ot he% %E%%F@gﬁﬂ%aﬁﬂ?%n 6“’\?5%@3?&%9%0@9%”}5’“%‘}?8%%di ment shown

in FI G Plgerablyparpdificult fojdgatifygives lonlytcomparativeld fpr vattes of hodin. ddiei ce (100) and

ri bbon abe telédtl gathenR@isABRh@ioAl 1 ipFddss( éa%%Q -thd Rex | SHp fsBa Ld¥erffppbon cartridge

i into the plastic card printer

consumatuag arcﬁfi cl £, %"fl‘l‘ébo% is shown | oade ‘ >

host devic&° {be'2 °F POBETTSEPt) | die mamHasebtfethe ruthettisatblo0) in this
pa(rj ti Cu_Icamumaﬂb@d1cmaﬁml slt ey tgﬁsé)riaﬁ ﬂig]rhl%d PREMERORFRS Téraﬁs'ﬂérﬁi'éﬁﬁd pral I ( 16;L)

and rig L0t ernal wa 167R)... The. RFI D transponder i s shown nounted on
| ef t brgézsttaa“ﬁ%o gl}e i"fﬁt‘?ﬁB"?(aB‘tfze- b pegiah Burplst it e dactars distaled a8diéh as the ri ght

brace newiges t¢ 1¢heIR)trandfibbder.t hdlext] thonmanefkifer dgs GamsHMRADEAcRd i Cl e (120)

| oaded, yer 162) n _be cl d.and the plastic card printer host

devi ce (a& %}tﬁgégrng é%f ’ﬁf)ﬁ"i H%’Fﬁs%l(%@fofrﬁ%lg%‘ﬂ?‘i‘ ﬁthSrf,E'“ct“H’é%e‘ﬁé’e tion of the

i nvent i dimitedxd theleg of ivited ofiin] hnd i8 PakONaOR 3 bNEmEBLiableuadass .0 and the
.wW.thin the scope of the

aut hent i ' X weyer, it is also

i nventi g%@%%é&ﬁgg}ég@ rﬁé%‘"f"a"‘??‘? eﬁm%g‘%’mﬂl/at‘f‘ﬁ%?ﬁcﬁ?f@t Pl Hithit seri al
nunber salcwate eutimntieativiaunsbat ket (1§ ptdcess (Tuslnett the. aufilRGtiddSiéh Mimbbhe seri al
nunber-ixt. c.acrll-dhf%_gj. fromthe use of the nmedia type nunber y in that the
serial AUMURFT Eie Bblic dat 3rea ol the tanspondes with thestorrotipnticationspish@er when it i s
manuf actrwn @FiAnshspamberpaces(Zjop to each transponder. On the other hand, the
nmedi a type nurX%erlteynagan e storg? in the REID transponder at the factory
and i s the sant TOr eacH IReHIA 6 2aSYrercn of yperatiqns ey @repangean yse of the
serial muthtnticatabld qentuimgbleertitle i use af 4 B3t device RAWPAtDA KG! Bl 1atHions descri bed
here is : f the nmedig type nunbery. FIG 2A is a program
f1 ow chgintB gdt"aglgetlh?lsrﬁgsnp ér?“g#%g ﬁgsﬁeselg%%c?aiar’i’g'ﬁ?tycg on,uaEiTWit 2 $echper at i ons f or
pr epar i Aethepticaion Hewtdn &) alirecesoasmabhe aakidniialion fdcitme A, p o thost devi ce.
First the manyfacturer nust choose a suitable authenticating function,

whi ch cREACEE of dus afeppsive smbadimery ippreferabboa dasit pre-wy dgsherewbedin t he sel ect

-aut hent icgplop@phyf Which @b baBéGARS modHle bperdldf afd GAbis #eifarlihmdss  Preferably
very difficult to identify given only conparatively few values of x and n.
Af t er lois Field arithmetic, particularly with the one-way function ([M ° mod 0], is widely

used in public key cqptography. As one example, Diffie-Hellman methods employ this

approach. The selection of the parameters M and ( uniquely determines the function
Fo(G)=M mod(Q . As an example, the “modulus” notation may be referred to in an

English language sentence in the following way, as is known in the art:
The value of the function of G is equal to the value of M raised to the
power of the value of G “modulo” the value of Q.
The parameters M and Q are two prime values, which are related by M being
the primitive element of a prime Galois Field GF((Q) of order Q. After settling on an ;

- encryption function in the select authentication function £y o process (202", the next step

is the fead RFID transponder serial number n process (204). The heﬁ step in the
embodiment of FIG. 2B, is an identify consumable article type ¥ process {206). The

_mumber y is a part number selected by the manufacturer to identify a particular type of
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the select authentication function F process (202), the next step ﬂ'Q{FiBrmfd
RFI D transponder serial, nunber n process (204). The manufacturer of the
authenti catabl e® consurggll e article nust read t serial nunmber n fromthe
RFI D tranwpesaiersst o be installed on the consumabl e agfiighBseiTNE serial’
nunber n is factory installed, and is wunique to each transponder. Next,

t he manuf@gt W &k . culate. aufhentication_nunber x = F(n)
process (208). The éo@%&%{aﬁﬁgﬁkﬁmﬁ?a&ﬁ"@ #E&ntéat“pof“%eﬁi A" the set of
val ues oftehis thinglectprensratdry GingtionFG@an vecess (R0OR).t Mhearahgaluf ehefAgibh ON as

di scussed,] reate etail .bel.ow. Vi cal cul ated aut henticati on number
St on g5 HeBRbElhe St ar OF Biiton P eoniol i (et kst 8oLt 208y next
the aut hRRfjes ) iRNoRMBNE Tuncliod ¥ -8 RARHdiatilf LG dALa,anga of the
transponder wi _t§h thgﬂstor._enca%t hent ?’cat?onnﬁé&ﬁ%ﬁlﬁmb?%gﬁﬁ%\lﬁ“{’? ansponder
-process (81:0) . is apreferablyr yaiapy eand nprefgiablsnsecrst ta Hequentieusf obpke at i ons f or
prepari ngy@hsicatbie RS nsumabl e article to use in a host device is
i|lustrated I PG &%Egﬁ% %%%ﬂ i g'% pé?%r(%%fyn%rﬁrt“?" ?ﬂ%yMGFBE%TW BAPfirst selects
an aut heerch pait # go & umigdd resaltyvilthbugh sl b @ad-to-chbl Bl i€ Rt b AuiraiGt | on FMQ

process [(£202'. e tication. f ti.on EM of, the rocess of this
al t ernat ?‘\Zlglgé)ﬁggtghheﬁﬂé ira%g%rfngfyelrhgqﬂ}u(g&c’pa ?ly péﬁgg%ﬂv‘gﬁﬁﬁ‘ﬁ"bn used in
cr.ypt ogr dqgbnerating) ipethologival baudased smiﬁdﬂ@,medjﬂl:tﬁn(aﬁlﬁnfd%éf&ﬁblﬁﬂ&%i@| ois Field
~arithmet i C‘ﬁ?lvcfi shllzéhelrd arithmetic, particularly with the one-way
function %L[%ﬂgnod“ﬂjs S®PYely .used in public key cryptography. As one
exanmple, Diffré&<ll man nmethods enploy this approach. The sel ection of the
paranmeters M a&d:IQ uni quely determ nes the function FMQ (G = Mz nodQ As
an exanpl e, the "rodul us” notation may be referred to in an English '
| anguage sent e&%@ the following way, as is known in the art: The val ue
of the function of2G 1S equal to the value of Mraised to the power of the
val ue of G "no u_I&" ﬁhe value of Q The paranmeters Mand Q are two prine
val ues, which % at ed by Mbeing the primtive elenent of a prine
Gal oi s Fi el d Ashf hov! w6k iOrieAf [PiaTo iLon function in
- the select authenticati oﬁod%fﬁo%ﬁéﬁ%ﬁ%yéc%}gg&?%%as I,%]t %%\eléé;t step is
. the read"¥ef B2 FORHSYBIARIBE se@rityaef thuprseption fanesion 95, (204 apprdpratmext step i n

the enbodi nent .of .Fl 2B,. is an identify consumable. article type y

process rg‘@gz}%ry ?ﬁ“@tlonnﬁ%gﬁ 1§7"’i"§%8‘3"p5§ te#ldﬁ‘bé‘f’“ Step v thegsegnenehel manuf act ur er

t 0 i dent éffeyationsphbivh Galltas partiqeear QinbodlRert i1 AB HOMRA 2B % RCTAd 402126617
authentication number x=F, ,(G(n,y))) process (208). After being calculated, the

authentication number x is stored in the public data area on the RFID transponder of one
embodiment in the store authentication number x on RFID transponder process (210).
Additionally, the number y identifying the media type is stored on the transponder in a |
store consumable article type number y on RFID transponder process (212), after which
the sequence of operations depicted in the embodiment of FIG. 2 fér making the
consumable media authenticatable is complete.

FIGS. 3A and 3B illustrate another embodiment unloading and loading a
t:ons_umablc article (120A, 120B) out of and into a host device (100) in which the
consumable article (1204, 1201.3)'is a ribbon cartridge and the host device (100) is plastic
card printer. To unload a ribbon cartridge consumable article (120A, 120B) from a plastic
card printer host device (100) after-the consumable article has been used, the tid (162) is

_opened then the ribbon cartridge consumable article in the hosf device (120B) is lifted out
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media to which the manufacturer will affix this particular RFID @9 FEB 2005
transponder. The next step is the select preparatory function G n,y) ,
process (208). The #kghge of the function Qérly) becones the domain of the
functi onwe'®m{dd) , such that the input values n, y @qusopmpped by the
conposite function F o G'to the authentication nunber x. The function

A& n,y) i r . L que . .and preferabl. r et th ufacture of the
~aut hent i(ila_’a'%fﬂg‘“@%k%l}#%ﬂ g&grﬁel%cn%'fma?r'[?earlﬁérieezlg(rééfor-llﬁq?étﬁin'glf {%HO'G( n, y) can
- pr ef er asriridga gonsemable astirile (1R0A)yit isgnsrteshveyiire!ly 620} 4nd pastednigplaseich a
one-to- gn@pyBpPPi ng is not a requirenment of the invention. The preparatory
function G(n,\riql’ shoul d preferably avoid certain degenerative, . _
pat hol ogi cal el 2agpsien flagpehait thiag génesplly depscts tha dloivonf opdraridnglapt ef er abl’y
avoi d  rdgs ok 61 by3teMdotiBRe dpReifid|EmBARNGES for Grifhg thathent d G=(Q1).
As is known from L}gl _Field nunber theory, functions G that produce these

val ues CHRU PG fre2 kostdrvicey When ¢ erasivibleyicdegnedian dmstalied FM Q  An
- appr opr icaterinfef RREdcRicatht HobtdelitfirsGleisey thehgwiy NehdbeRssfbRGHRI the next

step in.the sequence, of. operat] shown in the particul ar enbodi nent

i 1 ustrat ae‘g“"‘?"’ggﬁ”é?ag'f gcler °°855H!§? :{'E“é consmpahlearicle tands deEstEsEY & - FMQ(G(n; y)))
process medig8ical sédsbe by teedgniging aleqrdxivhigdof ah RFID abispertd 68y A othBnber x is
stored i Tolly ea on,the RELD transponder of one enbodi nent
inthe S@%&%%gﬁ%%‘%ﬁ 1 %g%ul%gﬁgtﬁ%o 'e‘F\h?(r dggcﬂf" (’Itffyetnf‘gr?gtb%wa@? altiscess (210)
Addi t i othglpripter’s ingermal| REBY transietrenteadsyfongtransgpnde dinahd iypaled siediaakieed on t he

t ranspo J . article,type er y on RFID
transpoﬁ%gérs %%82%_”525%%2?,%}g#ﬂgagtﬁﬁ%%rx’taﬂdecésﬁgu(ﬂ“lfgtlégﬁ’egf oper ati ons depi cted
in the enbodi ffbtis ghown| i@, the efbedimenitiithgtroted in E¥hUnB e swedisgve

aut hent p&atseddl Lrehfset TR A | t er enbodi ment
unl oadi @easnd’ I (‘;adsienégi a %cgrﬁ’rsogﬁsgﬁlgﬁg{%?g?lgﬁ?%yﬁx& t&'g%gr)}%gg{epsof and into a
host de{A48) apdipisyd authepiifation nupber xouserssrtabl) e Thy arfies jobthese2P@ation®®B) is a ri bbon

cartri dg& iapshabd@dRaste pdine®ina L rer: §ezqm=,rﬁ§tni(ﬁher EQb iRt ifflop, TO Unl 0ad a
ri bbon Sal’t.l’l gge gonsuq%bl e article (120A, 120B) froma plastic card
pri nt er “FPBEINS ¥EU tBeSPRY yhedrterton Hifter sradingiisicansumelietyge pembesgien used, the
lid (16@)thé Hlusioparatbodifed of BES. 4] #bodlidad bt fhe d9RuRANSHFBR pSidkkd cl e in the
~host deyi ce t(e]tdeB) s lifted PUt -1]. 09 FEB 20M ) )
: ‘host 1s tested 1’ a check consumable type validity process (430). In this embodiment
valid types of media y for the particular host device are known. If the consumable is of a
type invalid for the particular host, the host will report the status of an incompatible -
cartridge using a report status process (480) and terminate. If the media type is
- incompatible with the particular host, it is unnecessary to check authenticity of the media.
Referring still to the embodiment of FIG. 4, authentication function data (490)
1s available for use in checking the authenticity of the consumable media. The host
device may be programmed before it is sold with the same authentication function later
used to make consumable articles for use in the host device. The sequence of steps
 defining the authentication function can be stored in the host device as authentication.
function data (490). If the consumable is of a type y valid for the particular host, the
authentication number x is checked using the authentication function data (490) in a
- check authentication number process (440). The check authentication number process

(440) executes the algorithm defining the authenticating relationship. using nand y as

input and compares its internally calculated value of x = For o(G(n, ) with the value of x
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"~ WD 03/019459 PCTI US02/ 26617 (310), renoving the ribbon cartridge db®§&Rad¥%e
article (120A). To load the ribbon cartridge consumable article (120A), it
is inserted vertically (320) and pressed into place (120B). FIG 4 is a
system fl owchart that generally depicts the flow of operations and data
-flow of a systen1for one specific enbodinent for checking the authenticity

- of a cons rticl din a deV|ce 1SU bIe rticle
media | SegeH fedrnsindar | ey pBe B8D ARt BithetER el el RS Yanses
the new ypé 9agadiscaasiional tRatopdnt6d. E1f 4 'ﬂolﬁ ofl e isCRASHAR DS zﬁfﬁh;?rbﬁerpr ocess

(410). The consumable article can be detected by a nmechanical sensor, by

r ecogni ZAuepnEiReior enders thenotll aplide Bags andsisoniirg mudidgounsrs archesset oui t abl e
sensor r?e?t?%réc{ Rtk a ge%&tﬁ@eg %P?ce%ﬁ)% d?ﬁl?%ﬁﬂ?&féﬂ m%%% :?E(Wh &%H:H% le '

article prlnt r s i ranscelver rea romtransponder on
t he isnstthé Ipeshtarpdidinidde unusdbie forodnyt Rturs eapphitatioundare detectad berétiagtitson
‘nunber x, and Rl e type y, This is shown in the enbodi nent

i || ust r atEHS fFf rrg as three successive processes, a read serial nunber

~n process (415)p ugedr&)%auﬁm&uxa@%ﬁ (%Y@ﬁs%eiv)hlﬂﬂé’@&ﬁé hosfdQice @NHisa ead

aut hentication nunber x process he order of these operations is
not i npombtandimentdocanfitie thus rafprr:muslvnlsad up fehutnidget is g beingdnsantedt Hefter

mbodi h h h
" eadi ng DheoEbhaRls M ETEGR O ebP R M RoRiR RS imiEmeBaoum et o

FI G164, fohexanaple iyt s a hBEorﬁQﬂﬁ‘Niﬁ@% BrihOprodidie P 8hé beUbdiment) @Heniidist est ed
i n a check consumabl e type vafldlty process (430). In this enmbodi ment

val i d tyjséesmipedntint dhy qoppurpatle patiele chasabestio semptstaly: eexppedadnbiirthe | yset he
consumahlfoirfafl g?%cfeE%ﬁt%iO%%a deflifi of 2 RALdhHL %H]ngu’chtﬁetpg%ﬁf%u‘é” H

report e statu car ge usin repor
process s(etISlOr)urabﬁi myewibh hmai:teredhh d hm:drmﬂstana‘ty@hsﬂ data (4!111) rmdxt:atbigethw the t he
partii cuI ar . [ medi a

it i§ unpecessary.to check thent|C| y .of th .
Referri i Lff | Cqrsupe g ARl gsedy Iy appides epbPdpent.ufet Y67 dat a
(490 Ic%nmm@hgtedaw@mp@m lﬂcraa@ﬁﬁ m&uﬁeﬁm%ffaﬁ%hgmhm@fmfct@ 1GRRguMabl e

nmedi a. The host device. %ramre before it I1s sold with the sane
aut hent iinttthe hostderice and ﬂ@t}@rcentage@ iite renlatninginseash ishesumablecdrgslef diheuse i n

t he host Vi ce. equen of steps he aut hentj.cati,on

e e orsBE o mab e R P Rn ShEREaEEL SRR Barbnfe Bt PSR Reon gt a
(490) . Idunttee of presiviely @ed SounbledRacty a3/ dbit ekahile, talest PARKS ol A2 dast, the
aut hent i cat | on nunber x is checked using-the authentication function data

(490) i rrartHdgesHsek Mng Plistie FEdPrisiern bhdaPbe erstatie or 2ibhyn roll Tspearewith
aut %nt ' Cﬁ%h&%d?&@@?fen%ﬁﬁg Panel count than stored in the plastic card printer memory,

the plastic card printer treats the reloaded ribbon cassette or ribbon roll as if it had an
invalid authentication, and not only can refuse to use that media, but also can lock its
transponder into “fully used” status.
Referring next to the embodiment of FIGS. 5 and 6, there is shown in FIG. 5 a
25  top left perspective cut-away view of an embodiment of a host device containing an
authenticatable consumable. FIG. 6 shows a top right perspective cut-away view of an
embodiment of a host device containing an authenticatable consumable. The consumable
article (120) is shown loaded in the host device (100). A radio frequency identification
(“RFID”) transponder {130) is shown mounted on the consumable article (120). An
30  antenna (510) in the host device (100} enables it to read information stored in the RFID
transponder {130) on the consumable article (100).
Referring next to FIG. 7A-7D there are shown several views illustrating a
consumable atticle. A ribbon cartridge is shown in perspective view in FIG. 7A. The
ﬁbbon cartridge consumable article (700) has a source spool (710) on one end, a take up
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(440) executes the algorithmdefining the authenticating rel ati ongp8Fts00
n‘and y as input angsconpares its internafl yswcal culated value of r-=F,,,p
(&n,y)) with the vai#le of x -12 read fromtkeg transponder. If they agree,
t hen thi V@M% ut henti cat ed medi a product of typePgIuseaessis useabl e on

that printer.- If a roll of nmedia is detected with an inproper

aut hent i waeli(@9) codeothksr ehtyahe sdukce\spddl @710y akd g Sakang sf,&m@v lagngredl a counters

are rese r C b reset fla roc Thi s

count erféeolnéegtr?deéﬁag 1@%@?‘% cfmtg %L’gg‘)b d5 (R %H“ﬁ ﬁ’%oﬁ%de‘“unusabl e for
any f ut u‘i’oéma'pmtloeatqoamownt@@éttecshed'n b ywhisht tvnamgbel tas radid dtddGenag "ful |y
Gsed. . (URREGGRISUBROLELS 63k Srbdh o SuE, BaLLARELE Lhe host

device in thi irmth ti’,up cartridge
i s not btéf?f@eflsl?f’@b@"’?@d’et‘%ﬂt‘é?bfa‘teh@ené’sﬁﬂﬁ%bTwRDs validated, it is used in

the host in amseﬁb mm&@gwgﬁﬁﬁo&%ﬁkﬁ%ﬁs co}r@:oké}ﬁ frcoslang by using a

ri bbon cartn%g? i nt _ prqduct n one e
* det er mi n&gEL aPHé‘“E';B}?g'EFWElS’If an gFbqdiment. h ke erspendesreph be &Sﬂlcyte‘énpended by the
use corﬁtmlm.ﬂsndzr@%%atsﬂéﬁﬂ)m 1ealarabéiﬁexhbefr '(ﬁlbLPJr e ¥pnt AASURBRIE article
(such a 50%3 Unlﬁﬁ% %‘serl be stored 1n a used consunabl e
7 I

list dat 8315994 IH edt1"|‘ét epa‘iaf? SAmher desraRingmiceREM i cle i s

conpl et gtagspusded. | n anot her enbodi rrent t he used 15 consumable |ist data
(470). can incl nid fication nsuy |e articles loaded into
the host devi (:Flékg?n(g “the™p b hg%oﬂgl af B2 F‘?"F'E“""ri’gerﬁ“‘r\? 0) 3fordieg t2 onsunabl e
arti cl e.onfgecifiu sediodimas u mhb Iribbdni @ﬁnd@tc&n{xﬁﬁﬁl)e aQRE am@xm RSty Sstore

f f bl h
25, tor BSRCAPRA! e By B BLp ool U s PRy s HGULTRERE 1 o prastic

card prithataye up|spooh (20 Hising celasetst liyen bJacermdtrhaen(‘IB@)I Mduem;bpneﬂ:%ramt h 20 a
hi gher q@n{g@r 308 € 9”?; gd in the p ic card
?f ) ﬂ? QFHQUIB%%Sg printe tr’ea 'S tnf"lag b i

printer pl astic car rel’8aded’ ri bbon
.cassettém{ﬁip0 %bon roll as if it had an invalid authentlcatlon and not

only can refusgtm Esﬁto?t}ﬁﬁogﬂﬁ‘ﬂ'vﬁww oﬂkl&%bﬁ%dﬁefgboj ?or@égé‘sponder into.

"fully used" status, Referring next to the enbo 5 and 6,

there i ST&IE5HC Frpodinesnt of the inyegtigry phe sibbonraritdas consymatdenrtieladZPOy i ew of an

enbodi naag a afuma sb@ﬁ (7109 ¥h 68 &N BlkB up SpRN(728) 6 ERIHL BlaaRl§omeOsuUNBbl . FI G
.6 shows a i hfé{‘rfger ppectl ve cut-away view of an enbodi nent of a host

devi ce (?Eﬁ? HEAY (T2 bspeeconpirted by left b"F?Femé‘B'??Slﬂ?&b) e article
(120) i amsmgmbﬂamdmber (1301e A@FimERYHIGEHE cdrdfdBent (7A0), MkicR nfay BEMENCY

et o B O (ke IR B 7
enabl es nietnbcrcﬂ?rf)@ad information stored in the RFID
Referring now to FIG. 8, a schematic diagram of a consumable article
authentication system for authenticating a consumable article in a host device is shown.
A consumable article (800) may include, for example, a print ribbon cartridge having a
source spool (805), a take-up spool (810}, and a brace member (815). The consumable
article (800) may include a communications component (820, 835) for transmitting
information to a host device (850). The communications component (820, 835), may in
one embodiment, be low-cost RFID transponders, ha{ring two specific properties. First,
. the low-cost type of RFID transponders may preferably include a factory programmed
unique serial number n (830), which cannot be changed by a user or duplicated by
copying z public data area (825).of the transponder into another similar type transponder.

Thus each transponder is uniquely numbered, which is a requirement for most types of
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transponder (130) on the consumable article (100). Referring next nﬁzi'FEBQ(lﬁs
. TA*7D there are shown several views illustrating a consumable article. A
ri bbon cartridge is sho@ in perspective view iggklG 7A. The ribbon
cartri dgewoonemabl e article (700) has a source Spool (710) on one end, a
take up -13 1) 9FEB20M WO 03/ 019459 PC /US02/ 2GGL7 sp6HPS®?%87 on anot her
end, therg@lfiGR k g and the take up spool (720) being connected by
caleft brace_rnel?%g%g) h?é%% L‘énﬁggo??’@ﬁtprﬁ?%é“ ltiglg gayRponders
conmuni ctbe difErentiatpbvkantall o460 i the RFDWrRadehiteha i@y be a radi o frequency
identificati ongdRid He ib%-2 A print rijhbon (750) passes from one
spool (71Q) to “the- gt'hergi%go ﬁ%nfﬁﬁ}dgrﬁgfegﬁé@hq?ﬁg’eg?‘&@é"r?B?rB’@Fs (730L,
730R) . FIEe (pBviriee a logipadatievhlush.ewant vt ine < pubiiuniGakd0psscanponent ( 740)
RFI Dt rzdasgoaaderrne algt » a0 ehid il . an, enbodi pent . . The transponder can
‘be | ocated on l'either the i nside %Pgrt"ﬁéiméeﬁl%?i e ‘{*TEF{YH%‘}[‘EW“% ace nenber
(730L) of “FR& !l GR{t byPstworkermrdl pringey 3yrRy. Thenbradeed daavalad 6 eorligs pl aced on t he
brace netipentivaneie il bga ddip!iBIddBundibRES R . FI.G .7C.is a_.side orthogonal
vi ew of a consunabl e a.gt_i cle (700) accords ﬁlé{nt“glﬁ I%ﬁ]te'g%aﬁ%f"f"?bfrenbodi ment .
The ribbon cartrrage colisarab ety depicied examply)wili e fagtogopmgremmepool (710) on
one end,ntg thelmensppndepeiothe (tAROhe GiedaNRtRRE, SN 1eds6erS0Y pegves%ol (710) and
t he tak%dﬁgfa&%poa%i;i 0) being connected by a brace nenber (s 'f)). Mount ed on
the brace nenber 0) is a conmmunications conponent (740), which may be
an RFID trandptnder PhikipsG*Col iasd aqlieflen@®y dA0SQNBkerthtiGW %ftawgarggnsurrabl e
articl e gedQhs i ne specifjc _enbodi nent. of the invention. The
ri bbon ca%tri%gg@g)d:gggn%’%%ean%rr f%ﬁé'aw o' MHzBFID tenspenders paisia (710) on one
T e e petoeet e AT iy 1) 20
ake up ssRoHko inD Sh G50 e race nmenber (.
ri ght brace memer I§€3OtR) .tl_ Agggﬁﬁu f%‘é‘g ?—8?11@3&?%6}‘!%?0 7 Phipwhi ch may be
an  RFI B°FPRAd S8R 1569 spepifanthatpagcouipliane radsproder sl beliddeRedber  ( 730L) or

- the ri gh4bhamaue 1@besr (OH30R)ich Ref 6L Lk to Fl& 8, a schematic
di agram odfsh% Eonsuma le art |_clle aut%enFe?%lgﬁ%ﬁgnbystg%&e'ﬂ?r\“@ﬁ”éﬁt henticating a
consunaBiieial bs Tpgture a%lfoﬁ?}’ﬁ device i s shown.
_ MSB
- LSB
64 357|356 49 T 48
I
‘Eg’hex IC mfr code | - IC &mnufacturerserial rumber

| The most significant byte shall be ‘EQ’ hex, followed by an 8-bit IC manufacturer
code, which is assigned per ISO 7816-6/AM1. The 48-bit serial number shall be assigned
by the identified IC manufacturer. It is expected that various manufacturers will pfoduce
compliant ISO 15693 transponders with factory programmed serial numbers and unique
manufacturers’ IDs registered under ISO 7816. The manufacturer’s unique 8-bit 1D, or a
- list of qualified manufacturers’ IDs, can be included as part of the authentication process.
Referring still to the specific embodiment of FIG. 8, a host device (850)
includes a communication compOQent (855, 860) for reading the values of n, x, and y
stored on the consumable article. A processor (865) can receive the information stored on
the consumable article and can use an authentication function (870)

F(M,Q,x, y) available to the processor to confirm that an authenticating relationship
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A consunable article (800) may include, for exanple, a print ri bbcmg FEB 2006
~cartridge having a source spool (805), a take-up spool (810), and a brace
menber (815). The € umabl e article (800)gymy include a communi cat i ons

conponerto dsR&se 835) for transmitting informtion §g,a ;}%% devi ce (850).
The connunlcatlons conponent (820, 835), may in one e

I ment, be
| ow cos D tr nders av two specific properties. FII’St t he
| ow- cos%‘ls i eeé'ft tfcf“écﬁlscﬁgﬁ’ﬁ@agher?ﬁvl BP'@?%F‘&B‘FE‘ emegi {Rs cadef act ory
pr ogr apmelhe moesgwe (856) isaprefetablyer sd&mé&ﬁ&)opmmkdih mrmmter Beangianged by a user
or dupl I N ubI e ta are f the transponder into
anot herah{g'%%%mmm%a%p{rlg%%pon('JnePOte" ?}Eact"ez%ﬂ’ §‘ F%ﬁgﬁ'd‘i)? St uni quel y
nunber eeicropiiataster.i Bheauthemyigtion peagtanf @rndarbs teall yiﬁéfﬁ)notfhe pﬁ:ﬁerOnoF B 2005 WO
03/ 0194 a ders that nti-collision"
pr ot oc o;ﬁppr %Pﬁ%ﬁ%&&ﬁn@@@gﬁé gﬁ %gs OPREVEE adm?ef"-‘\arl NP zﬁf’g‘d when all are
~seen | rﬁie'temnwwmeqoesaa@rngdmaemawmoeh&ont@eozdm calgilated ofir zesty. RFI D

{ransponder s 1he Siinabloraspt BB hAidky 14 (9914 bR W phor e te and

-l ock) data val ues, x and e/ ata area
tr anspShbEHs. of mdia Juch ge Panefs 9f fiblon “ﬁe&rqﬂlfhmwﬁun@hbdm%rﬁam@bbm rredl a type

I nf or mabli &dre or &hﬂé@eﬁcaﬂ%lﬂe'uséfﬁ@lic@- Gtﬁ&%nw KleBbhtinl thPirhddp&lded YPES. The
non- zer, o datggﬁ;&g ue x for this | lustrative node wll be a conplicated

funct i SRPAFAY diapseegrang u%“?‘ﬂ%‘f‘?df'a} ot Blassin thedranspqndsf memary t r ansponder .

The Valauﬁesetandl(ichﬂﬁasdﬁmuﬁ&ﬁﬁhzeﬁ(@fmdaﬂym h$2606F thed Gle@in s RREQOSiALI™ED  into the
or at | east before it | eaves the

transpgnder at th 3{% ld|a| g’d

manuf aCF b AdPEnyLetl {%a SRl P9z 9B Pe fefpadadapdhrcorey cagtiey Bient s and any

| nt er natakesralse & paniliy aked ccfaasgamsms @BndmidaliPuatit O3 Gtandarnkt conpl i ant

13. 56 hav fact ory-programed, non-copyable 48-bit
seri al M@%ﬁb@uéeﬁ%ﬁﬁ& lyi P ee %usa &r manent | y store a correspondi ng

aut hent i cat i &aferriogetil{ wahg vmdfmeotmlludnateéarﬂﬁ Smmwavaxilabletthehechi p. Section
4.1 of J}eQ: k68 S ns onder shal | be

et P eds%g 2515&%@:&1'5 abie@%&edg ? ?LI er B)e& G4 PLWIR 0 | ot

per man&#hpyinisy Thy dasy %%mmtfeaew members pand thﬂaﬂemabmgslanﬂllcmumtm as follows:

_ MSB  L§Bsifed 2 each printer. Should a cassette reappear with a higher value of remaining

panel count than stored in the printer memory, the printer can treat the reloaded cassette
or ribbon rol§ as i_f it had an invalid authentication, and not only refuses to use that media
but may lock its transponder into “fully used” status, thus preventing “refilling” of the
- used media. |
Referring next to FIG. 9, there is shown a specific embodiment of a
~commurications component mounted on a host device for reading a communications
component on a consumable article. A host device frame (910) is shown. The particular
host device frame (910) here depicted is a plastic card printer frame with the exterior
plastic housing removed. A circuit board (920) is mounted on the particular host device .
-frame (910). The circuit board (920) includes an antenna (930) for reading a radio
frequency identification transponder (not shown). The antenna (930) on the circuit board
(920) is a transceiver for reading the transponder (not éhowu) on a consumable article to
be loaded in the host device frame (910). This transceiver is only one embodiment of a
communications component of a mode of reading information stored on a consumable
article. Other examples of communications components include electrical contacts for

completing a circuit, infrared or other light sensors for communicating with an LED or
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- nunber n.an

56 49 48 1 EO hex IC nfr code I C nmanufacturer serial nunber The rp$¥EB 2006
sikgni ficant byte shall be 'EO hex, followed by an 8-bit |C nmanufacturer
code, which is assignetiper | SO 7816-6/ AM. The:48-bit serial nunber shall
be assi gmaxhsnbyset he identified | C manufacturer. It ismmepested that various
manuf acturers will produce conpliant |SO 15693 transponders with factory
programged,-ser.i J a nj LSy | regl stered under
S0 o106 i * ien P ShAICEE bl g WeBShUREA! megh. BERLT P PTG

manuf actsuitablegneansiigr commynisatingsu¢hpgigmalas part of the authentication process.
Referring stildnetembblimesRftd fitcic HORALLBR foP brafilcy fre dbddWFlmdlevi ce (850)
Jdncludes a conmmuni cation conponent °§r855’ 860) for Treading the values of n,
x, and ynvesiedrigehopi ip FEC-cOisteiP el t FIG 40A & the gbvswe of the@B8)it can recei ve

the i nf MbiaLhONGSI0N 8 the@tverst NA r&OREINEB] 5§ isPrdvidell Bn AR ir&RBostd & an
-aut henticatign functjon (870) F(MQ x,y) available to the processor to
“conf i r mthipBarticpr sbedipent ELiRdlinee micToBITEsTP As dessrited MR SESPAHIV310 1 9 4 3 O
PCT/ USOZg 86Tk @intess snebiatanthentichtlva pragrdien tprdatiip lid@admnpadtialyne seri al

§>fbhe ntedi agl% e code Y. The processor (865) is preferably a
secure MTEPIPPEREEISH PPNPEI*E% edi a authentication programis

hi dden fr om p@®eteningahexpia By 13y abeliangtisd emisaiinent bhe cemmusieationd cr opr ocessor .

The aut henblealo0aREACEADSANNN. Bl SAAK ALLRTYIIG Pplphey nor can  the

observe 1g execution. event a potenti al
pirate fleromse indetesymablaagtice. eowresbedimeitrie ¢tdnenmable hewte cambe,dior al gori t hm
whi ch cg t f Qb riBeed :The Siarebte | bly incl udes
flags (8%@@1‘?0&9??] | cat gﬁ% hfebanlﬁ?rﬁl;ggl h°g€aun| tsi?o?&%éggg%ﬁéﬁﬁgéeapanel s of
ri bbon (feesgmatle irfiele 6une, fealsxamply & ) of filEfestysy inpisamerar he rikborer or cassette

can onl y,Qf H9RGLIHE: AR (IBHPT X Rh&ER0S id AsdopRatidnaPaRder keep track
of nedia usage, and r medi a count .- s in the transponder nenory

enai ni n -| ag .
are resdt318hd TheoBangg (égole&%‘hg‘iﬂ‘i’i“%te"pﬁ‘l* PreoFd( ey speel (131Q-ors8pnht t hat medi a
I s used.comeRie® location associated with the spool (1310). In the illustrated embodiment,

conductive strips {1330} (_iisposed on the flange in concentric rings serve as a
. communications ‘component to transmit information stored on the consumable article to a
" host device.

Referring next to FIG. 12A-12D, there are shown several views of a part for use

in a consumable article. FIG. 12A 1s a side orthogona! view of a winding spool (1405).

" A winding drum (1410) is brovided about which media can be wound, such as ribbon in a

print cartridge for use in a printer or film in a roll of film for use in a camera. A flange

| (1415) is associated with the winding drum and can, for example, be attached to one end

of the winding drum. Other configurations are possible and are considered to be

equivalent. A communications component can be mounted on the flange for
communicating with a host device such as a printer or camera. |

_ FIG 12B is an end orthogonal view from the end opposite the flange (14‘1 5) on

the winding drum (1410). In the particular embodiment shown, the winding drum (1410)

is hollow, having an interior .surface {1420} deﬁnihg a cairity. FIG. 12C is an end

orthogonal view from the end on which the flange (1415) is mounted. Again visible is

‘the interior surface (14_20) defining the hollow cylindrical cavity found in this particular.

embodiment.
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only a maxi mum of 15% of additional media can be rel oaded on the @ﬁ:‘EEBrmﬁﬁ
cassette, this makes reuse of partially used cores or cassettes

econom cal ly unattrggtive. O course, the »ags may be used to indicate
any degrggefiosage.” Referring still to the enbodi iLlustrated in FIG
8, ther eﬁ?g g;‘ai | able to- the processor (865) alis é’)?éo%:%édng’urrabl es used
(880). A "ca ttes used' list is kept with in, each printer. The |ast 512
cassette serislgel%e"ﬁ’ﬁﬁﬂfé"rtg BG'éﬁﬁ’ 'ﬁ'?f&i‘er%gmfeﬁ‘i“ﬁ'ﬁl vemErnewhfite £4h  be stored in

each praofitieeview Sivoulit FEG. 625 S Thd DindRa PG Hlas Wivtiktidg dHvglienoyaltuen of remai ni ng

P el oadent sutedfl e BoRf v oo Reh B upor B piimadr FRU T Bt hen | cat | on.
and notcanbk yrappedis4s itaiousefate@d 20 éwl ik entbudimemydefinsla datisy inrtensponder’ i nto
et er 1/ Saon B, OB 7B e FELA 1o o R soliBmittRBE Tor &
cormmuni apPesns wenpEe rranRERb Weespdnden  alnhas kltdea cabbdmenteadfing a
| ESTS&‘T‘:‘?ﬁ%‘%&%f°“%ﬁiﬂ?$ﬁe?%8?’;?"&%8§¥ﬁ%@?ﬁ%ﬁ“ﬁ?i’%@fﬁ% B e O ed i s a
pl ast i cthe Hytetiop sirface (1420)a wbichj commppigatesxwigy the thost rlesise br mearsseing renpved. A
e ol 1 B o ey a radio
fr equerf@gn‘?dd’é(r‘i'ﬁ interiofiall 4F the s98honder (not shown)- The antenna (930). on the
circuit boar Reférfid®howi® BIG NaNGeR) Wedisddded heatémdict igsrim agisponder (not
R o T NI S
conponefticaf Axonmdabletrticle gTHongmkninciude for @Rungle) b @einiOibben catiRpeabl e articl e.
an ans e y . 8e , anical switc
cormuy; AR Wil 36 RRE DL X5 NG, Bl Abosdh IS o tabl o for
practi cfiﬁngu@mtiqmd@nmer_lt 520, ¥ Bnmay he i dovstrotRFIDntrdb@ndeaGaviamd FI G 10B.
A recept SeTe LR IRYRb o P ot R b DL AR prdi b & L0 el ar
embodi nBHPYIRREIRRedIRIdHe seaialhiusbey? 06 Y switich qannal be ehrangrs byl ¥SHF. r espect t o
- Fig. 8, orhflicRiel B} Edpying ABEHIR dAt bRE (ish Ok i RraftbYRAEAR sfotREr&lMRAD! Y hi dden

frompotentiallx L i . o
- type transponder. Thus each transponder is uniquely nimbered, which is a requirement

for most types of RFID transponders that have an “anti-collision” protocol enabling
multiple transponders to be differentiated when all are seen in the RFID reader antenna
field. '

Second, the low-cost type of RFID transponders can preferably have the abil{ty
to one-time write (or write and lock) data values, x and y, into 2 public data area (1525} of
the transponder. The value y in this particular embodiment is the media type information,
stnce not all medias work on all printer tyi)es. The non-zero data value, x, for this
illustrative mode will be a complicated function of y and the unique identification number

~.n of that transponder. The value x in this depicted ethple can be factory programmed
into the transponder at the time the media is made, or at least before it leaves the
manufacturer’s waréhouse.

Also shown is a2 host device (1550), which includes a communication

- component (1555, 1560) for reading the values of n, x, and y stored on the consumable
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- canera. The ribbon or

piracy by being stored in a secure microprocessor. Referring next dQFIEIBQwﬁ
11, an alternative enbodi ment of a conmunications conponent for nounting
on a consunebl e articligiis shown. A spool (131gp is provided for use in a
consumableomnddc! e. 1 n one enbodi ment the consumabl Fcﬁﬁob/%s% can be, for
exanpl e, a ribbon cartridge for use in a host device. |In another enbodi nent
the co I I oIIof |Imfor use in a
TR i (FIoS) G RecRe vl MraRRDieq Rl epsmablezrtite a1 ange
(1320) ¢ carsuse@n authagticgtion fumpliongp¥76) F(M1Q20y)avilable fid aagmc(sasﬁm) can be

| ocat ed, 00l 1310 r a cqnveni ent | ocation
associ at ggm{\?m&‘?tha%%ﬁthggmgu % %pfél} PR E"ng‘?fﬂ F%@%%&?Céﬂ%??ﬂsa iftnt

) conductiih%ﬂlsltnumbg l(am@B@)medlastms:edb Jorﬂ"ltelpe)cédsar(g%S) GnGOr@RRifidne Ii NgS serve

- as a [ tion stored on the
Conouneil UL UERL A8 el AORANGhe bl WA et AP PERERER 128 10D, ¢ here
are shothaomek@A8), a‘PCh\?FémW@‘ﬁ(OaaEﬂPP@mﬁmcaugrg linkn a consunebl e article- FIG
12A is a si derptbh@aieltMe sx\élfe@afblﬁnm&ghﬂ% 08Pk d&&é@éﬁe nurfdel NAi NG drum

- (1410) is provided about which nedia can such as rtbbon in a
print cAMPS ?f@??d‘ﬁoﬁ“dh%‘é’ai“ﬂs of rhbpmuead ‘lﬂr‘hﬂf‘?qﬂﬁ#ﬂaﬂeaﬁwbl [Eaghfribbpd m for use in a

caner a. roﬂ\ciﬁrk@ﬂ%setté téhlomty b&us’%&%ﬁ&l @Tt}%gm\éln&k} etléﬁ%nfé‘npme'iﬂm%BﬁHg} and can, for
exanpl ek ed to ope end the w nding drum O her configurations

are possih ﬁ ﬁﬁ ot W% A ﬁ@?‘@&gf‘@dﬁé‘ow@dﬂ?&?éﬂ firanspondes MAMANt at i ons

conponent beameséeandUoickedds @acht prétidn @RGAIHY Q0-15%P B Gk NG uddt h a host
~device uch as ¥é‘}9rlnter s an,end orthogonal view from

i 51, 0576 & Fidonal i gan, b AgSA R I FOEATD) 1 e

the en oppo
parti ciassettetiibavkesartse sfyavwially txkeé cmuemdlc&getdars eitndrlidalQunatirseti@! | ow, having an

interior surf 1 i FIG 12 an.en or t hogonal
view fromt helége cp(g ég]vx%ulc'd% é‘r‘{mgw gﬁ pfogesﬁ%&ﬁ 63?1 ﬁb&?n visible is

t he i nt‘@PﬁU@P‘JlWﬁh@éS‘l)l@0{)35@5@{3& lmad’lglﬁ isekeht)inleatvh winkdrnTheilesalsizavi ty found in
this p@fa.;sbtfeuéeﬁﬁl nuﬂ'ﬂsp@cy m%elr Qndmidy Eﬁ’%pg ni &é s¥p O/ at::lh9 429, PCTI US02/ 26617

Referri ng now to here Is a Secti onal W al ong cut line
“A-A of hpﬂéaﬁsaﬂ&sesqmmr wnﬁﬂ ﬂn@er yatue omeausngﬂ@omtt@@;tomam the wi ndi ng drum

. (1410) pinfePm@Hhory, the printer treats the reloaded cassette or fbbon roll as if it had an invalid

authentication, and not only refuses to use that media but locks its transponder into “filly
sed” status.

Implementation of the above described method and apparatus includes repeated
operations of the form Af", where M and N are both large prime numbers. When M and N
are both large prime numbers, then A" can be theoretically become hundreds of digits (or
bits). To better implement the above described authentication algorithm, 2 method has
been derived that allows both A" to be quickly evaluated in a small microprocessor and
restrict the number of bits to twice thé length of 0.

As an example, assume that M<< ( and () is 64 bits, so that a 64-bit times 64-
bit multiply (128-bit result) is all that is required. This example is offered by way of -
illustration, and other embodiments are possible.

Let N be defined as a 64-bit binary number, Which is some function of # and y:

63
N(n,y)= 6‘020 + 6 2! +-..+053263 = Zc,-Zi Equation 1
=0
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outer surface (1425) about which nedia such as a ribbon for a pring®FESr2008
fi'lmfor a canmera can be wapped. An interigqgr surface (1420) i.n this
enbodi nent defines &gavity in the hollow ifgerior. A flange (1415) on one
end can leoespedsst 0 nount a conmuni cations conponentpotaieihegs an RFID
transponder. In an alternate enbodinent, a first communications conponent
(1430), 2 : ! . . .ed, 0 the interior
surface I(ﬁli}ngO ,loahr%a?ﬁé' ?8%%%‘%?‘%%%? l\’/\lnnﬁ&?ﬁsg %Esglputna%twgeovﬁ;/&%eans of a
second cMimmidizati on conponent (not shown) disposed axially within the

hol I ow cavity defined by the interior wall_pf the spool. Referring now to
FIG 13, there is discl osedW!=shefBti«< diragrim of a consumable article
aut hentication systemfor autheaticating a consunmabl e arti cEquatian2 host

devi ce. A consumabl e articld El5365" nay include, for exanple, a print

ri bbon cartridge having a sour®e spool (1505), a take-up spool (1510), and
a brace U{EhR trhnbRIRdtion SHEY, 15:QRSMOR B Eméd ¢ ol 12 elamf)usiiBYhel NCl Ude a

comuni cations conponent (1520, 1535) for transmtting information to a
host deV$®®2:(1550). In one enbodi ment, the comunications conponent (1520,
1535), may be a | ow cost LRRaRA i two speci LG perties.
First, the | ow cost RFI Saﬁrﬁgﬁgaﬁdersgggﬁ"%%)@%ﬁbl y incl udiéhlg‘tlg gct ory _
pr ogr anglying this lememaniiedds: nunber n (1530), whi ch cannot be changed by a '
user, or duplicated by copying publ i c data area (1525) of the
transponder into another &i'middgr= Itﬁ;ﬂef)nﬁoﬂ@jmmger. Thus eaghuaiibmunsponder
i's uniquely nunbered, which is a Yiequirenen for nost types of RFID
transpordgy,s that have an "anti-collision” protocol enabling nultiple
transponders to be differentiated en all are seen in the RFID reader
antenna field. Second, the | owycol f«z’t);ymﬁgof RF' 1 D transpongdgiafiofsn
preferably have the ability to one-time wite (or wite and | ock) data

val ues, Herand y, into a public data area (1525) of the transponder. The
valuey in this particular enbodi rrentrE-i: lhe medi a type information, since

not all nmedias work on all pMhhetQtypds nddh@ non-zero dat aEwakives x, for
this illustrative node will be a co i €ated function ofy and the uni que

identi'fi%ﬁi&&ﬂﬂ@hﬁwbeé@al@gteélﬁﬁéaﬂerfﬁpmg@;is.ei-ml:?ngai ue x in thi's depicted

exanpl e can be factory programe into the transponder at the tine the
media is made, or at | Fag t= bt Ze- M heagesyu? hedQ ranuf act urer' s war ehouse.
Al 'so shown is a host device 15?.0) c-,y\,hioég _idggl u? s a comunFasfiPDHh
conponent (1555, 1560) "f6r re&ling" t h&°Vaués™8f“n, x, and y stored on the
consunaliihe up 4564 values of 7; for ¢; = 1 can be either be previously calculated and stored in a

table or can be sequentially evaluated. Using this table or these calculated values for 7,

the value of M" mod(can be evaluated progressively. Let P; be the partial product at

each stage, /, from 1 to 63. Calculating in a recursive, pair-wise manner:

P, =(I,xT)modQ

P, =(P,xT,)modQ Equation 8

B =(B,xT)modQ
until _
M*modQ = P, = (P, xT;)modQ Equation-Q
Using the fact that when ¢; = 0 then 7; = 1 cuts the number of 64x64 bit multiplication

operations by 50% on the average. In order to implement the security system described
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0 9 FEB 2005 WO 03/019459 PCT/ US02126617 article. A processor (15p9 FEares
receive the information stored on the consumable article and can use an
aut hentication functi o} 1570) F(M Q x, y) avaidable to the processor to
confi rm twadseanseaut henticating rel ationship exi sts betmeRsdkhe

aut hentication code x and the serial nunber n and the nedia type code y.

The pro (o] % 6 can.he rempte fr .. the host device .may

comuni glglts%’ \‘/1\/? ‘%%grt ﬁ%reﬁ%‘%atmscfel{/efézrgortahés(t)gg%t Eog'g?résﬁﬂe HeT Fh flﬂ%fannel (1590),
such as mmhent work or a tel ecommunications |ink. The consumable article
preferably in ' (1527). to indicate the.nu r f units of nedia,
such as panel ?Og%%gfé%gﬁ?psu%gv %%entchelc%ﬁegﬁcﬁ%‘bf’tgfog? %%Qgﬂ% ri bbon roll
core or tegsdetted Damatiy)ltlis edoas g «ai0eger Gnp AivisiRBREMtSH @MRAlE i N the

transpo keep track of di a, usage,. and_r.enmai ni n di ount. Flags in
‘the tr aﬂ@%ﬁé"er“ rrf'érr'r[)f}'ytkge (%%ﬁmglg’ MREE s Il%gp%rge‘e cﬁtesp%'ﬁtt n (typically
10- 15% dirfidenth & is w€ dider 128 bits @breat Benigu sshifhingd sabtrexspetivafmukbde of addi ti onal
medi a caphG.eel oaded on the core or cassette, this makes reuse of
partiall'y used cores or cassettes econonmically unattractive. Referring
still FI.G 13,TotYetipremplsmgniathe seshudtyt systeinedeparibebbgein, { 1886) thet lis st of

consu ”B-ng‘?xih'ﬁt%ﬁl 20 léf%p)asteﬁharpﬁﬁg Bivisfom HdS 9@@3 d%{lﬁﬁﬁ)ed. | RssltfiPlnat § i£aCh printer.

The | ast 2 cassette serial nbers n an el r remal ni ng panel count are
stored i°&m®Peprinter. Should a cassette reappear with a hi gher val ue of
remai ni ng panel count than stgred_i 4 nter nmenory, t rinater
treats the rel oaded cassette %r%ri gv(\)lfrllepereko‘l({ias if it had anqlsar%@glu?]d

aut hent i cat i orfhisamdhdeothe dfersgnieclriifesunibersysefot at —neBiifdid@cks its
transpondey into "full sed" status. | nplenentation of the above

descri bé&d" 'fct‘i'brﬂtelﬁrf’at"%%eﬂa(?%ﬁf listhe ARrasE 8wtice il fectivisio apesttiophterof the form M
wher e Mtindmainder eanleasitiibé asigefopdd by nunbers. When M and N are both |arge

prinme nunbers, then M'' can be thegretically becone hundreds of digits (or
bits). To better inplenent DﬁB“’Q@o‘ ‘(ée’é@r‘{“ﬁé)d aut hent i cat F9RRE4brithm a

nmethod has bea@agint@kriqueint dtdite didiOVSpehi@bican Mledimialeg 2SidlIGHd Y eval uated in a

small m croprocessar and restrict the nunber of bits to twice the Iength
of Q AdTRWEEhasawvaleses ;e that Mc< Q and Qis 64 bits, so that a 64-bit

~times 64- bit multiply (128-bit resulty gs~all that is required. This
exanple is offered by way of Widv@ei t%qrd and ot her embodiamnd2 are

_ possible. Let N be defined as a 64-bit*binary nunber, which is sone

f unct i oiMultiplyingoeh the mfaRrator and denominator of the right side by 2™ yields

2%
1-27"k

Because Q is typically larger (here on the order of n~ 63 bits), then (27 k) << 1

WdivQ =int Equation 13

and the denominator in Equation 14 can be expanded using the infinite series

o«

1 i . :
T g‘u | Eguation 14
Substituting Equation 14 into Equation 13 yields:
WdivQ = int(T" wy (2™ k)'] - Equation 15
i=0

Evaluating the first few terms of Equation 15 reveals that
W divQ = int (270 +w kW + 27" W +...) Equation 16
Knowing the maximum values of n, k, and ¥, one can evaluate the terms of

Equation 16 until the first term is found which is sufficiently small (such as less than )
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N( n,

y).

= ca 2 +cl2' f...+c63263 = Zci2' Equation | i=0-19 Q9
031019459 PCT[ US02/ 26617 In this equation, e
binary digits. Subs

uting the above into

=MC, , 20+W®R03#%19459+(, 2~O = 1~0 63 MM =iqgnti'! i=vO Usiwigeidsss

transformation of),

l ere 1 St a
Apol yi gLt Eﬁmeﬁé’ﬁy"”“ IR e ol ut nzéﬁ'@'sqﬁ%ﬁé;&%%a%"%e

Equat i orrmelley: lheseots @SEﬂ%fa‘t"?ld’fﬁ’t gffach Veluq_ﬂgthmwef Reritet@s thenthe | =0 Each term

Tj
G

can rwmyhglo@aahﬂ@@mhﬁgﬁg@ ;,m%nfl@ct that each ej is either
0 then Tj m)& = if ¢, =l then T, = M2i
m)dQ Equat i on IBPEﬁWzEt Po

ei t her hefeprenis O This neBRld e lcat@ding W& @ pRSed i phactice to be many times

faster than finding it by long division directly.

As another example of an alternate embodiment, the consumable and the host
can communicate by an optical coupling. Other examples include electrical contracts and
magnetic read-write heads. This invention is not limited to any of the particular
exemplary modes of communication between the consumable 2nd the host enumerated in

this description, and the claims below are intended to cover any suitable mode of

© communication.

Whereas the invention has been described as being preferably- applied to a
media processing system in the form of-a thermal transfer printer, the invention has equal

applicability to thermal printers, such as described in US patents 5,266,968 and

5,455,617, photoprocessing apparatus, such as described in US patent 6,106,166,

photographic cameras, such as described in US patent 6,173,119, X-ray cameras, such as
described in US patent 5,428,659, ink jet printers, laser printers, and the like. Whereas the

invention has been depicted as applied to a media processing system wherein the media

-assembly and media processing system communicate wirelessly, the invention is also

readily adapted for use in systems wherein the media assembly and media processing
system communicate by a wired connection, as shown in US patents 5,266,968 and
5,455,617

FEPr 26040

h ci represents successive
yields: ,W:63 ~,2i M

the equation M nod Q can be eval uated using the

¢ Equation 3
tting

0.

Specific embodiments of the present method and apparatus have been described

for the purpose of illustrating the manner in which the invention may be made and used.
1t should be understood that implementation of other variations and modifications of the
invention and its various aspects will be apparent to those skilled in the art, and that the
invention is not limited by the specific embodiments described. It is therefore

contemplated to cover by the present invention any and all modifications, variations, or

‘equivalents that fall within the true spirit and scope of the basic underlying pnncnples

- disclosed and claimed herein.
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table or can be sequentially eval uated. Using this table or these 09FEB 2006

cal cul ated values for Ti, the value of Mh' nod Q can be eval uat ed
progressively. LetPibethe partial product at each stage, i, froml to 63.
Calculating in a recursive, pair-wise manner: ,~ = (Tox T, ) nod QP, =

'l-(P, X T,)rnod Q Equation 8 P} (P,, x T,)nod Quntil M md Q=P. = (P,, X

T,2)nmod Q Equation 9 Using the fact that when ci = 0 then T} =1 cuts the
nunber of 64x64 bit nultiplication operations by 50%on t he average. In
- order to inplenment the security sygpyemrdesgmiged - 20 GOFEB2006 0 WO

.03/ 019459 PCT/ US02/ 26617 herein, however, there remains a need for a fast
64- bit ddduAYQ operation on a 128-bit number. For each of the st eps above
~when c¢; = 1 a reduction of form(WmdQ) nmust be performed. Normally, this
i s done .by tJont find the

emmrngdy” RRotRlS Soeufte SudiiticRR s ARG S By in ot Gssonied BRI, ¢ s and

the divi deﬁlqaab&hmﬂﬁfapp;[rakagcd;ﬁﬁldmgts a great nunber of shift and subtract
oper ati ons nust be erformed. To better nrglﬁ_gmant t he securlty system
- descri bed h&Fafigr cogfl 1&‘@?%%3%%6%3%0“%15'&{“&(? &1 Joshsr eRd@s f aster than | ong

di vi sion has hg@@ntlaueh fRaGer sRe&HeEnt Balcl is  chosen to be Q = 2" - Kk,
where k << 2" Equation 10 This includes the Mersenne Prinme nunbers, of

form 2" - 1.th@pparatys beyediopfigyred oy g encatpsioy aggnthmatodcanéﬁohattha s, the

i nteger -quoti | Sl rati n [ i an easily
be easily founé(}tl%ag I{ﬁﬁgt&%n}éé%%é%ggfi@\% gt?’\g?%ﬁmh%au ﬁoc‘fﬁmﬁ% tﬁlerﬁe |Ctnt eger
quoti ent of thenmhevtcsﬂxelautha&‘rcaﬁdammm be estimated as follows. First,
wite the equivalence Wdiv Q= int 2 Wk J Equation 12

2. Apparatus according to claim 1 configured to authenticate the article if the output

‘number corresponds to the authentication number.

. 3. The apparatus according to claim 1 wherein said at least one reference number

includes a serial number uniquely associated with the article.

4. The apparatus according to claim 3 wherein said serial number is the serial number

of an RFID transponder carried on the article.

5. The apparatus according to claim 1 whercin said at least one reference number

includes a second reference number.

6.  The apparatus according to claim 5 wherein said article comprises a consumable

media, and wherein said second reference number identifies the media type.

7. The apparatus according to claim 1 wherein said apparatus has a memory storing a

computer program including, said encryption' algorithm.

8.  The apparatus according to claim 1 wherein said apparatus'comprises a thermal or
thermal transfer printer, wherein said article comprises a consumable article for said
printer, and wherein said at least one reference number and said authentication

number are stored on said article in an RFID transponder. |
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~Mul tiplying both the nunerator and denominator of the right side Ilg8REB 2005
yields Wdiv Q=int 2-n WEquation 13 1-2-"k Because Qis typically

| arger (here on the order of n -y 63 bits), then (2-r' k) << | and the
denom nator in Equation 14 can be expanded using the infinite series Eu
1-u  Substituting Equation 14 into Equation 13 yields: Equation 14 Wdiv Q°
= int2-" W2-"k) ) Equation 15 Evaluating the first few terns of Equation
15-reveals. that Wdiv Qint(2-" W+w znkW+ 2-'"k2W +...) Equation 16

Know ng ¢ he_jyaxi mum val ues of n , d one.can.eval uate t terns of
auat | o 16 ThR R tr ot % el F boiaret WAl s RO G o SrSimae sl 1 (such
as | ess t haartitleg prezibudl§ MsBRRWINOHAE 9P Irattc BhiGEI8Li208 theradth hat furt her
terms Wi ll not affect the integer portion since all _subsequent terns wll
be smal | er feSHEER VAluFSHEPIETFRtng e xRt of3nF ettemaiing lifed sdf t he i nt eger
portion can.dReRatartspkel y ignored in the evaluation of Equation 16. In
practice, W Q and k can be chosen so that Equation 16 converges after only
“a fewternms. This nethod of calculating Wnod Q proves in practice to be
many ti i@s Thasperatustracorflingdé pigink § configuosdifo dise sasd waluddito deteinyine i anot her

cxamle of PRk R ERmiRafeRgrerLe ond, e host ean

_ Xanpl es include el ectrical
contracts and magnetic read-wite heads. This invention is not limted to

any of tihe PRé dgparihdraccRdRETd Alaim MReiDihe GEINBEIS h ¢Rahiceiveb@bivaEedon he
consunmabl e and the host enunerated in this description, and the clains
bel ow are i WESPRA#YS-0 cover any suitable node of conmmunication. \Wereas
t he-invention has been described as being preferably applied to a nedia

s cqudr. THSRPIAR 0S8 i TR cbhBRS Toglh Bultmeblifs \"Ue™ "
patents 5, 268, i&@8figatidn number into an output number comprises:
' a preparatory computer program in a memory of the apparatus configured to
transform a first reference number into an intermediate number;
an encryption computer program in a memory of the apparatus configured to encrypt
the intermediate number to provide the output number; and

_ wherein the output number is compared to the authentication number to determine

the authenticity of the article in the apparatus.

13. The apparatus according to claim 12 in which the preparatory computer program
performs a one-to-one transform so that the intermediate number is equal to the first

reference number.

14. The apparatus according to claim [ wherein the reader is configured to read a media

type number stored on the article.

‘15, The apparatus according to claim 13 wherein the preparatory program uses a media

type number as input to calculate the intermediate number.

16. The apparatus actording to claim 12 wherein the encryption computer program is
~ contained in a computer readable medium that calculates (a) a second prime number

raised to the power of the intermediate value (b) modulo a first prime number.
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‘5,455,617, photoprocessing apparatus, such as described in US pat g8 fEB 2006
6, 106, 166, photographi c caneras, such as described in US patent 6,173, 119,
X-ray caneras, such as .described in US patent 5,428,659, ink jet

- printers, laser printers, and the |ike. \Wereas the invention has been
depicted as applied to a nedia processing system wherein the nedia
~assenbly and nedi a processing system conmuni cate wirelessly, the invention
is also readily adapted for use in systens wherein the nedia assenbly and

medi a pr,gcegfl ' ) ' ' hown in US
pat ent o 12 500t S RXSEERuEEITLALR TR B FRRRRERLE ARl O,

met hod and appdidthesctradripsemindes o grieeet thdnod, thewecurprmsemafiber idnost r at i ng

t he manner in ich e invent.i on be de, and used It shoul d be

under st ood ?ﬂ%#{%%ﬁW% ﬁ?§P§8ﬁnﬁfmgﬁ%%V“9§%W§Vpﬁﬁggﬁﬁ8ﬂ Pf YRS ons of the
i nventi on an@nbdrsniv@ i.ous aspects will be apparent to those skilled in the
art, and that the invention is not limted by the specific enbodi ments
described. 1t is therefore contenglated to cover by the present invention
‘any and 181 | Thowperatustaceiding e eleim | @ woereythe eppivriipnepmautenprogtaal | wit hin t he
true spirit . apdhGRRSoRbulP &albid i .Laci pl es disclosed and

clai med herein. 22 OOSE’EEB zec%é@ﬁmﬁ?@%%g@f‘k AIM 1. Apparatus

conf i guagdcoropuerntfregraindaitielization cedeciegmemdhat| | abl e in or associated with the
apparatus, the. ar at.us..conprn,i.si.ng. a reader configured to read at | east
one uni que reflE%%égnwﬁﬁ%gfggﬂdogﬁ%agﬁéﬁgﬁﬁ “Bn nunber stored on the
article; the apipastathepattial pgdecarbud s e tholeastpigificant ket i on al gorithm
to transformthe ._at |east. one reference nunber into an output nunber and
to conpare tHgmgﬁgﬁﬁ?umﬁﬁﬁﬁéﬂuﬂdophe aut henti cation nunber. 2. Apparatus
according to cfi@saistheitidl PeiRe: dRaryitRentiipAbSnddifo AblHgbandf the out put
number corresponds to the authentication nunmber. 3. The apparatus according
to clai m1 wawnbsrif tha legstaigniBeant bipabthe sftermediate muntse s equaldd ldes a seri al
nunber - wnj i 1 t rticl ording to
1 ai m 3Pt Ehe 3250 Thiiby Bbllel VR Ef sestiond 15 ARRAHSHGRERT

t r ansponderproduct iteratively firdve tar kebst kignificant bit of the intermediate number to the

most significant bit of the intermediate number by

(i) doubling the multiplier;

(i} resetting the partial product equal to the prior partial product mbdulo the
first prime number if a next unevaluated bit of the intermediate number is equal to
0;

(iii) resetting the partial product equal to (a) the pr'ior-partial product times the
modulo of the multiplier over the second prime number (b) modulo the second
prime number, if said next unevaluated bit of the intermediate number is equal to
I;

c) terminates an iterative evaluation of the partial product after evaluating the partial
product corresponding to the most significant bit of the intermediate number; and

~ d) outputs the final partial product as the output number.

19. The apparatus according to claim 18 further comprising a memory for storing a
table with an entry for each bit of the intermediate number, the contents of the eni:ry
being equal to the multiplier corresponding to that bit, modulo the first prime

‘number.
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5. The apparatus according to claim1l wherein said at |east one rqf8F&Bc2805
nunber i ncludes a second reference nunber. 6. The apparatus according to
claim5 wherein said article conprises a consumable nedia, and wherein

sai d second reference nunber identifies the nmedia type. 7. The apparatus
according to claim1l wherein said apparatus has a nenory storing a
conputer programincluding, said encryption algorithm 8. The apparatus
according to claim1 wherein said apparatus conprises a thermal or thermal
transfer, pripter, wherein said article conprises consumabl e ticle for
sard  pePnt b g ara PREISPe SRLITIEY of afiet THUMSEr Wihd sai d

aut hent i cat ¥RBrcintHEREElcA QitBdnBic/Ed Tns of Gie PhirdiRY 6f bilp@hulfibeld t r ansponder .

23 09FEB20M 9. The apparatus according to claim8 configured to store

i denti fi er sCQsespRids tmhip pathenfjcation Bambsievi ously installed in a particul ar
apparatus and associated therewith respective values representing the
extent of use or remaining life of said consunable articles. 10. The
apparatus according to claim9 configured to use said values to determn ne
the wvalidity or authenticity of said consumable articles. 11. The
apparatus according to claim1l wherein the reader is a transceiver nounted
on the apparatus. 12. The apparatus according to claim7 wherein the
conputer programthat transforns the identification nunber into an out put
nunber conprises: a preparatory conputer programin a nenory of the
apparatus configured to transforma first reference nunber into an

i nternedi ate nunber; an encryption conputer programin a nenory of the
apparatus configured to encrypt the internedi ate nunber to provide the

out put nunber; and wherein the output nunber is conpared to the

aut henti cation nunber to determne the authenticity of the article in the
apparatus. 13. The apparatus according to claim 12 inh which the preparatory
conmputer program perforns a one-to-one transformso that the internediate
nunber is equal to the first reference nunber. 14. The apparatus according
to claim1 wherein the reader is configured to read a nedia type nunber
stored on the article. ,
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'15. The apparatus ‘according to claim 13 wherein the preparatory pr@p§Fam 2006
uses a nedia type nunber as input to calculate the internedi ate nunber.
16. The apparatus according to claim 12 wherein the encryption conputer
programis contained in a conputer readable nediumthat calculates (a) a

l ~second prinme nunber raised to the power of the internedi ate val ue (b)

nodulo a first prine nunber. 24 17. The apparatus according to claim16
wherein the second prine nunber is selected such that the second prine
nunber is greater than 0, the second prine nunber is not equal to 1, and
t he secand ' Jy : - I '
 nunber - tnusi FopBELorig B9, R R QIR dqultler o IR P
_encryption catfiputedrio pe mgd Aptheappiraius edieram the coxiptiteads ameaiddd hagoeduein

() sets a Woicprar B BiTerars AnE0RfR iR ot ie iR

partial proghgele. equal to | if the |east significant bit of the
- internediate nunber is equal to O; (iii) sets the partial product equal to
~the multiplier nodulo the first prime nunber if the |east significant bit

of the At elheaparatusigeasding taclagydl candigurediy deferainp whethepmaghidderinstatled a|
roduct eva L gﬂge . . i.alk
!Oterati vel ylnfut?%hﬁaﬁag%qgg%t i%rrlﬁp gﬁ@%ggﬁﬁgﬁgﬁ é&@%pﬁ%&éﬁe |eg$1 g&%dﬁ%]gr to

the nost significant bit of the internediate nunber by (i) doubling the
mul ti pl 28r , The apparatseaictdrdigg tdeajpat fiurtder pchdingt equal to the prior partial
product nodulo the first prinme nunber if a next urievaluated bit of the
intermedi ate nunber is equal .to ,0; . (ii.i) resetting the partial_  prqduct
equal to (DMERIYSHPGHCSIPEmE ideR we&wr{ RS ?fgre%%@mgaoafphfrﬁlg? Itiplier
over t hgrRREYAiRlsly Red WOSHtidubr JPRANLS dofie second . prinme nunber, if said
next uneval uated bi't of the -internedi ate nunber is equal to c) term nates
an iterative evaluation of the partial product after evaluating the partial
product corsadspbyait ideptifsatidrenumbers v dsosiated thénewith atdsérdad adicleatibge e

- nunber; _and. d ts.t ' ial .- uct e.0 er.

10 he “ABEF sthe ST 8 pt Rl AR bR RE B S e PR YR b PR,

st or i ng imstalled i thewppdratanis enlid if it artickaushgdvdluoik 1dsh ehan nhiclastecidairdclausaper , t he

contents of the entr NPT .
value for tﬁe corresgondmg identification number in the tabie.

24. An article adapted to be authenticated by a host apparatus, the article storing at least one
reference number and an authentication number, the authentication number representing

an encryption transformation of said at least one reference number.

25. The article according to claim 24 wherein said at least one reference number includes a

serial number uniquely associated with the article.

26. The article according to claim 25 wherein said serial number is the serial number of an

RFID transponder carried on the article.

27. The article according to claim 26 wherein said at least one reference number includes a

second reference number.

28. The article according to claim 27 wherein said article comprises a consumable media,

and wherein said second reference number identifies a media type.
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being equal to the nultiplier corresponding to that bit, modul o thegFEBSkos
prime nunber. 25 20. The apparatus according to claim| producing a
‘plurality of output nunbers, and wherein the article is authenticated if
one of the plurality of output nunmbers corresponds to the authentication
nunber. 26 o FEB 20M5 2. 1. The apparatus according to claim1 further
including a counter on the article, the counter configured to be read by

t he apparatus wherein the reader reads an article usage value in the
counter ,,t art.i.cl I ref | j or remai ni ng
life of??hgfh%rlﬁgF%p%gggE?%%“%%Bﬁﬁ%?ﬁgﬁggggggygé&%§£gﬁépﬁﬁg%§ébnfigured to
det er mi ne wheigwedr popram inobhding sast @lckrgdion iatyotithen.appar at us is valid by
conparing its usage value with a predeterm ned usage val ue. 23. The
apparatus according to _claim.l furfher i,cludingé a menory structure

cont ai nPhg Theticle P%Cé’f‘?‘%torﬁlﬁﬁ’e%‘%‘”éﬁ?‘lné BRTARYS CYNBFISSt @ Higrmeler dhermal ¢ § ¢ es
previously gsefly bAnRr, Réekdif i @ ErtiBRRABFPHYS a RAShneRt ardélc 36 salid Rd:] dndcat i on
nunbers having associated therewith alast read article usage value of
each arti cl whersiagaidrat teaet onp peferanesshunzhed aphwsidiuthanHeatiop pumbei e deredrii nes
that an artjele.. in | apparatus is valid if its article usage
val ue is Ie%%i?Hgﬁ%?%ﬁkkggghggggﬁgrPPCIe usage value for the corresponging
identification nunber in the table. 24. An article adapted to be
aut hent B¢at €k dicla abmsding ppddiat 306confiercdné stotcddsitifieisng catsumablstartizia

reference number _and an_ aut henticati on nunper, the authentication nunber
repr esent i NfeVIARslE Hﬁf"@ﬁ‘i P ariiche g PAALs BHTA) Orstare prpssgoiguon dgergiiith | of or ence

nunber. 25. (081id¢ {difds@epCentifd he ck@nCfalsEbRma@Igaife of dhid cohsunfBRt One
reference nunber includes a serial nunber uniquely associated with the
article. 26xtigige article according to claim25 wherein said serial nunber
is the serial nunber of an . RFID transponder carried on the article. 27.
The arti,gl ergace i . | ai. ' 5 Al I c ef e

number et Tcgta? «elfiafe dpl 2 iAEhHOpRR frithod AR AAGELELERAT |
cl ai m 27 whaswiled sabhuatler.cl e conpri ses a consunmabl e nedia, and wherein
sai d second reference nunber identifies a nedia type. 27

33, The article according to claim 24 wherein the authentication number is calculated by:
| providing a first prime number, Q;
' iaroviding a second prime number, M;
the second prime number being a primitive element of the prime Galois Field of the first
prime number; and |
calculating the output number according to the formula:
output number = MN MOD Q, where N is a first predetermined reference

number,

34. The article according to claim 33 wherein the second prime number is selected such that
the second prime number is greater than 0, the second prime number is not equal to 1,

and the second prime mumber is not equal to one-half of, the first prime number minus 1.

35. The article according to claim 33 wherein the step of determining the output number
further comprises the steps of:
a) initializing a partial product by:

setting a multiplier equal to the second prime number;
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O9FEB2006 29. The article according to claim24 wherein said appaigd pgBwess
a nenory storing a conputer programincluding said encryption algorithm
30. The article according to claim 24 wherein said apparatus conprises a
thermal or thermal . transfer printer, wherein said article conprises a
consumabl e article for said printer, and wherein said at |east one
reference nunber and said authentication nunber are stored on said article
in an RFID transponder. 31. The article according to claim30 configured to
store identifiers &Iinéﬁg%mﬂ%rﬁd@c%%&h foot if tR 1EYst & %ﬁ%@tfb%tf]&'ﬂkeeﬂsf n a
particul ar apparatsus nd“to store I n association erew t respective

val ues r epr epsritienginthefext@ntumbkr wsquabto §;enai ning |ife of said consumabl e

articles. 32. The artigcle ording to claim?22 wherein the predeterm ned
nurber 15 a-un quective e Bpdafhaid fiafcdbf it en o Ty G5 BUS fitha
accordi ng t oifthéieast2fenianetitof thefiatiblagantintadd referdiedBainbeSs 6@lattd Bt ed by:
providing a first prime nunber, Q providing a second prinme nugber, M the
second pri i cHiiEe hepatalprofuchiteratieelrermdhn oty sieRdicprtbierfdi 1§55 Fiel d of
~ the first pripgRIQUERRES reRRGhcE BhBbrad tHGndsP SRtk RH bit RS A ek dineat 0 t he
formul a: output nunmber = MN MOD Q where NiS a first predeterm ned
reference nunty&rencgaumbpebyarti cl e according to claim33 wherein the second
prime nunber is s -hat the second prinme nunber is greater than
0, the second pri rﬁr!élﬂ)ﬁlﬁgg}éefﬁi&@pfﬁ%t equal to 1, and the second prime nunber
i s - not equal to onsethiaftheqiartial hdfictregtal oo theprintipdrasl produss mbduld the fidsie

article according to cl.ai m33 erejn t t f determ.ni ng the autput
unber . fur ¢ RBmeduiDeT € asetshnetidl B o s B Prelr oAl e ofuc

by: setting aqumitdo;plier equal to the second prime number; 28 09FEB20
setting the partial product equal to | if the least significant bit of the

first predeterni froeftipghernariabpiodusienual so @) thaprios partiakrpdyck gmentepar t i al
produ c t equak,difiof SHendMbitipRd Rer R 9tofd hhifie hlifnblr (BY IBBuBYRP&Eond prime

number, if said next unevaluated bit of the first predetermined reference number is

~ equal to I; and
¢) terminating the iteratively evaluation of the partial product after evaluating the partial

product for the most significant bit of the first predetermined reference number.

36. A thermal transfer, thermal or other printer, or photographic or X-ray camera, or other
media processing system adapted to identify a counterfeit media assembly, said system
including a program configured to execute an encryption algorithm employed to validate

a media assembly.

37. The system defined by claim 36 wherein said algorithm is executed in a secure

microprocessor.

38. The system defined by claim 36 wherein said system includes a media processor, and

wherein said program resides on said media processor.

39. The system defined by claim 36 wherein said system includes a media processor and a
remote processing station, and wherein said program resides on said remote processing

station.
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if the least significant bit of the first predeterm ned reference U’@FEBI’ZMSS
equal to 1;. b) evaluating the partial product iteratively fromthe |east
significant bit of the first predeternm ned reference nunber to the nost
significant bit of the first predeterm ned reference nunber by: doubling
the nultiplier; resetting the partial product equal to the prior partial
product nodulo the first prinme nunber if a next unevaluated bit of the
first predeterm ned reference nunber is equal to O; resetting the parti al
product ,aqu i i - 1 of the
it pl (05 S PAhlernOBpElaR B leBl ookt SR BRI SperliRES B

nunber, if staied ondld medieussbmblyed bit of the first predeterm ned reference
nunber is equal to 1; and c) termnating the iteratively evaluation of the

partial proguct after. eyal uati he.partial, product for, the nost
signi fi é‘gnt ?E? fysg‘f“ ‘?Wé‘#ﬁ?’ 5@%?@&@?@%&%@? E‘FE‘P@W@ TERidaR andgncryptedher ral
transfer, thgsa8ivedfroat $&1 refirbite@ata. OF phot ographic or X-ray camera, or

~other nedia processing systemadapted to identify a counterfeit nedia
assenbly, said system includi ng a program configured to execute an

encrypt i48n Ahgsisientdatiapdbyylan ¢ b whateirosicbenceypiasidiata ia deealpiegd employinBrsaidsy st em
~defined by e in said algorithmis executed in a secure

m croproces%wggglg\?ﬂ@%gyst em defined by claim 36 wherein. said system
i ncludes a nmedi a processor, and wherein said programresides on said nedia
processds8. BResyltem defintdby clafm Be dhbyeincdaii encBptioh alpeiithnbainthrisysi @f[ﬁ-\ivﬂjﬂ udes
a nmedia progessor and a renote processing station, and wherein sai
programres Wy said renote processing station. 29 0 9 FEB 20M 4. 0. The
system defined by claim36 wherein said encryption algorithm operates on
data sygre ' Al it | ai m 40
wher ei nug'ai ghggsﬁﬁﬁ%%g%arﬁ%?g?gﬁggﬁsg%da&%nﬁ%zﬁg%%ﬁg%g&gg?gﬂ%eri ved from
sai d ref er epritbmgtig in.a @adois Fipdd.syst em def i ned by claim 41 wherein said
encrypted data is devel oped enpl oying said encryption algorithm
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43. The system defined by claim 36 wherein said encryption al gori th&FEB 2065
conprises a one-way - function. 44. The system defined by claim43 wherein
sai d one-way function utilizes modulo arithmetic in a Galois Field. 30 0 9
FEB 2005 ABSTRACT An apparatus configured to authenticate an article
installable in or ‘associated wth the apparatus, the apparatus conpri sing
a reader configured to read at | east one wunique reference nunber and an
aut henti cati on nunber stored on the article, the apparatus being :
configured to enploy an encrypti aRHRRCTthmto transformthe at |east one
reference nunber into an output nunber and to conpare the output nunber to
t he aut henticati on nunber.

An apparatus configured to authenticate an article installable in or associated
with the apparatus, the apparams comprising a reader configured to read at least oﬁe
unique reference number and an authentication number stored on the article, the
apparatus being configured to employ an encryption algorithm to trénsform the at
least one reference number into an output number and to compare the output number

to the authentication number.




