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MERCHANT DEVICE 130

WALLET: 1248...12YZ

REQUEST TOKEN: ABC..123
AGE: (USTOMER IS 38 YEARS OLD. AGE VERIFIED!
HOME ADDRESS: 123 MAIN ST, ANYTOWN, USA
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MERCHANT DEVICE 130

WALLET: 1248...12YZ

REQUEST TOKEN: ABC..123
AGE VERIFIED!
HOME ADDRESS VERIHED!

o2
nd
o

Fi6. 2(



PCT/US2020/023594

WO 2020/191179

5/10

P10€
1018

PLOE
19VSSIW

210¢
D0

|

£ 9l

pelt PEOE
10044 §30VIH

0L
LB

B/0E
J9VSSIW
0L q408
JGVSSIW JOYSSIW

q10¢ Bigg

muwﬁm xuwwm
4508 4E0¢ 2508 BEOE
10044 LEREE 10044 $I0VIH

i



WO 2020/191179

8/10

PCT/US2020/023594

MESSAGE 307h

INDEX INFORMATION 403

USER DATA 141

USER DATA RESULTS 404

AUTHENTICATION RECORD 407




WO 2020/191179 PCT/US2020/023594

500

: 505
USER DATA STORED IN BLOCKCHAIN AND/OR CLOUD-BASED DATABASE -
! 510
USER ACCESSES ACCOUNT IN ACCOUNT APPLICATION BASED ON ACCOUNT CREDENTIAL L/
MERCHANT TERMINAL OUTPUTS INDICATION TO TAP (ONTACTLESS CARD TO TERMINAL AS PART OF ES
REQUEST TO PROVIDE AT LEAST ONE USER DATA FLEMENT
590
(ONTACTLESS CARD RECEIVES DATA FROM MERCHANT TERMINAL RESPONSIVE TO TAP /
!
CONTACILESS CARD SELECTS APPLET AND KEY BASED ON TYPE OF REQUEST AND GENERATES  1°2°
ENCRYPTED DATA AND DIGITAL SIGNATURE BASED ON SELECTED KEY
. 530
(ONTACTLESS CARD TRANSMITS GENERATED DATA TO MOBILE DEVICE L/
l 535
MOBILE DEVICE TRANSMITS DATA RECEE‘%EQ thom CONTACTLESS CARD TO VERIFICATION L/
ERVICE
: 540
VERIFICATION SERVICE VALIDATES REQUEST -/
! 545
VERIFICATION SERVICE AND/OR BLOCKCHAIN RETRIEVES ENCRYPTED USER DATA L/
! 550
OPTIONALLY VALIDATE DATA, CREATE BLOCK IN BLOCKCHAIN /
: 555
MERCHANT TERMINAL DECRYPTS DATA IN BLOCK -/

END FIG. 5



WO 2020/191179 PCT/US2020/023594

8/10

600

A

RECEIVE DATA GENERATED BY CONTACTLESS (ARD

¥

DECRYPT DIGITAL SIGNATURE AND/OR ENCRYPTED DATA TO VALIDATE

OPTIONALLY RECEIVE DIGITAL SIGNATURE ASSOCIATED VERIFICATION SERVICE

630
L/

OPTIONALLY VERIFY DIGITAL SIGKATURE ASSOCIATED WITH USER DATA ELEMENT USIKG
PUBLIC KEY OF ENTITY SIGNING USER DATA ELEMENT

A

DETERMINE REQUEST DATA

PROVIDE REQUEST DATA TO BLOCKCHAIN FOR GENERATION OF BLOCK




WO 2020/191179 PCT/US2020/023594

9/10

700
710
W,
RECEIVE DATA FROM USER
720
»
VALIDATE RECEIVED USER DATA
, 730
»
SIGN, BY VALIDATION SERVICE, VALIDATED DATA
740
»
STORE DATA AND SIGNATURE
END

FG.7



WO 2020/191179

[~
<

PROCESSOR

804
L/

SYSTEM
MEMORY

NON-VOL

VOLATHE

y

PCT/US2020/023594

A 830
: OPERATING SYSTEM

N 837
| APPLICATIONS

SRV
| EXTERNALHDD |

DISK 844
820
OPTICAL 2 MONITOR
%ﬁf 822 838
— KEYBOARD
ADAPTOR PR
282 iReD WIRELESS) MOUSE
gg% 858 854 848
INTERFACE MODEM o WAN REMOTE
856 852 (OMPUTER(S)
NETWORK T k 850
ADAPTOR {WIRED /WIRELESS)

MEMORY/
STORAGE

FIG. 8




