; e3el j xN6TWD 03/ 005307 - 1 - PCT/ DEO2/ 02348 Method for verifying the
validity of digital franking notes Description: 5 It is known practice to
provide mail pieces with digital franking marks. To make it easier for

senders of ngsloPyE§68s040 produce 10 the tranking marlggr Adwod /erddag
system used by Deutsche Post AG for exanple, allows franking marks to be

produced in a custoner systemand output to a printer using any interface.
15 To prevent this nethod fnonybein% m sused, the digital franking marks
contai n crypt ¥githphi éar verdEnancofhef gyplddamyl €fapdat tete fir@dktGy of the
custoner systemcontrolling the produgbires of the franking mark. 20 The
invention is based on the object of providing a nmethod which can be used to
verify the authenticity of the franking marks quickly and reliably. In
particul ar, baechephbdnts intended to be suitable for verifying in
Iarge-sc%le use, particularly in mail or freight 25 centers. The invention
achi eves this object by virtue of the reading unit graphically recording

t he franki nglharks arkhawansgmact hgei tta o prarerdd yimgl uinitieem®l B th rtue 30

of the verifyingypi £.£QRIRQ! hhpgsa sequence of exam nation conponents. It
is particularly expedient for one of the exam nation conponents to conprise

decryption of the 35 cryptographical information contained in the franking
nﬁrk. V[TQﬁﬁQQ?3Q¥feagiepP€$¢DEQ&6%2%4&flmhmy%ﬁﬂdukéfﬁb(hxﬁduﬁéon of

t he cryptogr ic i nf.ormation into_the examnation process makes it

possi bl g‘ot 0 ggce,or CRRE A hg}ﬁﬁﬂﬁ‘t y ot°th r?ﬂ‘éﬁ?ﬁngs%ﬁ’rtkeén ditect | jrfyv\,hi ch
neans that veeutychg BantbaGh carr eedmplie,orlliloers foartking ardnkswtiid e the
mai | piece igoDelngsprgGessed 4 N Rarassing dmehiae Anepher agvantage is
that one of the exam nati on conponents conprises a conpari son between the
dat e of printer using any interface.

15 To prevent this method from being misused, the digital
franking marks contain cryptographical information, for
example about the identity of the customer system

controlling the production of the franking mark.

20 The invention is based on the object of providing a
method which can be used to verify the authenticity of
the franking marks quickly and reliably. In particular,
the method is intended to be suitable for verifying in
large-scale use, particularly in mail or freight

25 centers.

The invention achieves this object by virtue of the
reading unit graphically recording the franking mark
and transmitting it to a verifying unit, and by virtue

30 of the verifying unit controlling a sequence of
examination components.

It is particularly expedient for one of the examination
components to comprise decryption of the

35 cryptographical information contained in the franking
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10 production of the franking mark and the current date. Integrating the
date of production of the franking mark - particularly in encrypted form -
i ncreases the data protection, since the conparison between the date of

production gjo tgw/ddsudg ng mark and theycurrent date perpbevenos3qel tiple
use of a franking mark for delivering nail pieces. To increase the

verifying speed further, it is advantageous that the reading unit and the
verifying 20 unit interchange information usi ngC a synchronous protocol. In
anot her, |i KewFeeraxpedi ehfCenB8Grm@iti Ot tHe TARnCiroPteHe2PRAGRRg unit
and tEe Veriierde\EméiB:ibn|25iﬁ@mﬂhéati@xa\ﬁnlha@ﬂ%gfﬁlnpﬁrb;%resuﬁ! RGKE it ]
asynchronous_protocol. It _is rticul ar expedient i.n this_context that

t he reading ‘T’?lggﬁdgoa ﬁ%‘\?%’l?%}ss%egeafléi%faﬁ%l\?érti% yPhg B6 uﬁf?pﬁ(ﬁpgf erably,
t he data nessagks cahtreaslyhe wontkentmaedng heHatankieng. fivarkg ImnThéef urt her

advant ages, parficylar.f ires _and .expedi_gnt poent i.nvention
can be fgun O nﬂ'f{% %Bc?glﬁ‘%gapd %n the Saﬁ% eg'ﬁ%élﬁitigi Fﬁ%s??ggi %Eggfe VO
03/ 005307 - 1B -bRCy DROIOPAB Pt eF TP TP Bash gbodi ments with
reference to the drawings. In the drawings, 5 Figure 1 shows a conponents

system basic ilJustration of system 'bn a renmuneration protection 10 Figure
2" shows a pdtRPERfar| §9BRBLET ed  EmbbBRentEf Phe rRFufF I BATEPEt ecti on
system handzdgpehecasanepmpiid seemunec@hponi pont eettivernP@he Figuee o shows a

basic illustration of production and 15 verifying of frankin rks; Figure
4 showsllgn oQ/re(?C\l/Iil((:'-:J\C/vlcc’)lfl 8§n%§§en rsa%\l?%emg}:&?ptydgdgytg}eerﬁgﬁﬁe]&?ggr%é—’l% shows a
preferred i nplespriatnontid dheevefi pypdgcheohodf Fhgufeadkshgwsaarot her
particularly_ prefefbad e0odiMelc Ofpd b ¥ELhf Vi NG, TRINOAs WD @ata
protection, since the comparison between the date of
production of the franking mark and the current date
15 prevents multiple use of a franking mark for delivering

mail pileces.

To 1increase the verifying speed further, 1t 1is
advantageous that the reading unit and the verifying

20 unit interchange information wusing a synchronous
protocol.

In another, 1likewise expedient embodiment of the
invention, the reading unit and the verifying unit
25 communicate with one another using an asynchronous

protocol.

It is particularly expedient in this context that the
reading unit sends a data message to the verifying
30 unit.

Preferably, the data message contains the content of
the franking mark.

35 The further advantages, particular features and
expedient developments of the invention can be found in

the subclaims and in the subsequent illustration of



25 particularly preferred sequence of exam nation conponents; Figure 7
shows a preferred sequence for distribution of keys between a central
| oadi ng station 30 (Postage Point) and individual cryptographical verifying

units (Crypé@a wﬂngjhe i nvention_i $ iLllustrated lergyym@i/@gﬂbe
a ran

exanpl e of ing system In this case, the nethod steps used for
remunerati on protection are independent of the systemused for producing

t he franki ng marks. WO 03/ 005307 - 4 PCT/DEO2/02348 The |ocal verify at
i ndi vi dual ipiepeerion sxembdasy RIMRIEUMeRTY PaAtRaine iSmGs, CanitéR is
shown is paf&ggwg@%%y preferred, although centralized verifying is equally
possible. 5 10 15 20 25 30 35 In a first enbodi nent of the invention, the
authenticity of the franking marks is preferably verified on a random
sanpl e basi sThychaddvawhiiags scanners. A verifying systemsuitable for this
pur pose %referably contains the conponents shown in figure 1. Figure 1
shows to~whi ch subsystens the crypto systemis related. These are descri bed
in brief belbigure 1 shows a basic illustration of system

components in a remuneration protection

systeny;

10 Figure 2 shows a particularly preferred embodiment of
the remuneration protection system, hand-held

scanner and remuneration protection PC);

Figure 3 shows a basic illustration of production and

15 verifying of franking marks;

Figure 4 shows an overview of components in the crypto
system;

20 Figure 5 shows a preferred implementation of the

verifying method;

Figure 6 shows another particularly ©preferred

embodiment of the verifying method with a

25 particularly preferred sequence of
examination components;

Figure 7 shows a preferred sequence for distribution

of keys between a central loading station

30 (Postage Point) and individual
cryptographical verifying wunits (Crypto

Server) .

The invention is illustrated below using the example of
35 a PC franking system. In this case, the method steps
used for remuneration protection are independent of the

system used for producing the franking marks.



Scanner The scanners are used for reading in the franking mark fromthe PC
franking facility. The franking nmarks are 2D codes in the data matrix
format, with the ECC200 error correction used. Dependi ng on scanner type,
the data a“%drd§V3€¥§@¢ by radio or byscable, with tpery/pgop/903a8ers
having a nultiline display and hence an output capability and a
touchscreen, or a keypad for rudinmentary input. The interface between the
scanners and the remaining systens of the preferred renuneration protection
PC franki ng Byst decied f 6eHedYbyat hé neldyigera lcoARFBRICEL CAndStRELPAFirdat i on

controller as,cempanantis, MW | edine seannersgonyrokher iganagesna geeue of
matri x codes whi ch emanate fromthe han -hehg scannegi are_avai. abl e for

exam nat i on Rt ESEERT + ¥l Py Sh&FAES n WG WF AT Aot EEANNEFE Y Y s in
contact withig heqiarthesosysbem only via the validation scanner. Scanner
control |l er/validation controller WO 03/ 005307 - 5 - PCT/ DEO2/ 02348
Scanner controllers, or validation controllers, serve as interface between
t he scannerslmandat hef ¥ugtheemyed eRgnfor ¥&ri tfieng 1 hES2D IRdt codéSe They

are sent the, @ffeLrGNGFt &k 2Drkar ¢odg, 10N ea £REVE] s edp £ & oBYALIRE
optical recordin and t'hey then pronpt the verlfﬁia d, in the case of the
a

radi o scannéY%?igﬁ§@reO@utéutrépdﬁﬁb SEFR IRy SHRF Yat oA VESUR: and
serve as an ipiendace between any necessary manual finishing operations and
exam nations by the exam ner and the 10 remai ning systens. Crypto system
The crypto system provides for the content and 15 cryptographi cal verifying
of the 2D bakcoeeifpihentyahdmabsothbiet fierptbtecadpsser ageisrably

securi ty-rel g ed, fal a- Aoc-ahgonih hassndlae 1Adk vidual 1 component's will be

di scussed at ater point arge sum |l oading station (Postage Point)
The charge sum | oadi ng station (Postage Point) is the central systemwthin

the PC frankfﬂgu£é0l|%%bws'ﬁx§eWN§éha§u@@ isftlelsl ages t Orheo CustyGRIm
systens. From25 jt he customers can of fl oad pres tggyns for subsequent

t
franki nd> Thes chatgeeSunTPesdi 35C sEasFHhPFPoLt aJEL Bbi REFOYs used to
generate the keys for protecting the nethod. In addition, it is used as an
interface to_ the billing systens. The interfaces bel ow 30 are provided for
the preferred“?eitherati on protection systemfor PC franking: Mailing
information by the 2D barcode Symmetric keys 35 Master data, such as

D esel samuntfe BEAAHAY HALANIER LT RLLr Fosal RgURRS %Bieo'?fr%rn%i% inneieent ral
20 from the PC franking facility. The franking marks are

2D codes in the data matrix format, with the ECC200
error correction used. Depending on scanner type, the
data are transferred by radio or by cable, with the
radio scanners having a multiline display and hence an

25 output capability and a touchscreen, or a keypad for
rudimentary input. The interface between the scanners
and the remaining systems of the preferred remuneration
protection PC franking system is formed by the scanner
controller and the validation controller as components.

30 While the scanner controller manages a queue of matrix
codes which emanate from the hand-held scanner, are
available for examination and essentially maintain
contact with the scanners, it is in contact with the
further system only via the validation scanner.

35
Scanner controller/validation controller



In the preferred remuneration protection central system the

mai l ing-related information is collected and nade avail abl e to other
systens. This is where the 5 production reports are created, which in turn
result in t%cdf{a&d pf the negative files. In addi ppanprpB9obggyneration
protection central systemreceives fromthe charge sum| oagi ng station
(Postage Point) the current key data and forwards these data to the 10

i ndi vidual crypto servers. Data suppliers To verify the content of the 2D
bar codes, a SxNRSrofonsredsedrs daa upélfdaghbredonuehl B heglELVE fil es,
m ni mum r enuner gt QNss ; ¥al iglidye ST iads sk aiflatd onro the predugkrand

remunerati on protection warning and foll owup processing codes. These data
are provi dedPY§ermai £P&r ST ShEtRs tRBDEP WBRF&Ie P ocdiiSYenther §616n 20
protection sysd eglrroRerurekratican Jv obeetb08 applticdal | arnddet e@miremat i on

protectiaqn | ication. provides the 25 AGB exam ner. wh d i ni sh
the di scﬁargfgge PP aRki ﬁacﬁﬁ:allpﬁgs,al\ﬁ tt%%tyheta}beprbo? ?ﬂ%??ygﬁg S’gﬁ: &'ma nore
detail ed veraridcathonhen dawe foankhagragith sdenpesencasion obteks

exani nation fesphLs 0gkibel nthd eskahehedibY Lialbed At P ppthang,f Tom the

scanner. 30 addi tion, the examner can Iin this case al so I nspect other
data, such aEntRELA&S dPEEYRET 0P RYr RPECESPHYagEadHR L t of Whi ER 1P Re
current mailopbege;bakatam a@ﬂaﬁﬂi&%t’fﬂ'&lsanﬁgntt}“@dekbﬁiihl’e&nkéms tteed. 35
Aut omatic recording of the 2D barcodes The 2D barcodes are automatically
recor dedOwi tFPR Y HE" B SEY $ hi s end, the inmage information is forwarded to
WO 03/005307 - 7 - PCT/DEO2/ 02348 the AFM 2D code reader. There, the inmage
is convertedgi nto thse cont ent of the data matrix code. Next, the 2D barcode
content is t %ﬁtteﬁs?o the crypto system for exam nation, the returned
exam nation result is 5 evaluated and is transmtted to the optical
recording syshem &L of or dhe. pur possv9hecodirBg t heemMkbbnRicqe. aief erred
parts of a verifying nethod extended in _this manner are shown in figure 2.
10 AFM 2B cogeyPeaderPiThedbghcaEniradf n§ fachi RETCRERN FOAHEN Y is an
AFM 2D code geaderowhtEB pecekvesdt Beoiragge odaisa cafr ittlye retlidt el e avi a an
optical recordi ngae]i%/ste g\ nd lSHErocessles t hem f urt her .flolr be

t

|
rermuner at i on?Pfo Pbn Fmg S W AN TG o o FPERC TS bt ef'Eried

remuner at i ondpsotes¢d oat PC faaeki pgint hi s neans, when a 2D code has been
identified, that the 2D data matrix code is extracted fromthe i nage data
and is converted, using 20 the ECC200 error correction nethod, into a byte
string Wi chChepgesennsloadingnseation {Resbagpabednk)

The charge sum loading station (Postage Point) is the
central system within the PC franking facility. It
serves as an interface to the customer systems. From
25 it, the customers can offload preset sums for
subsequent franking. The charge sum loading station
(Postage Point) 1s used to generate the keys for
protecting the method. In addition, it 1is used as an
interface to the billing systems. The interfaces below
30 are provided for the preferred remuneration protection

system for PC franking:

. Mailing information by the 2D barcode
] Symmetric keys
35 L Master data, such as preset amounts, account
balances

Preferred remuneration protection central



This byte string is transferred to the validation controller for the

pur poses of verifying. The 25 exam nation result is then forwarded via the
interface in the optical recording system where it is used for coding.
Crypto syst%fﬁ/oﬁ\g@p code reader 30gDepending on phe/pEopgbbigs of the
crypto cards, approXi mately 27 exam nations per second can be expected, by
way of exanple. Since the rate of the reading machines is approxi mately 10
mai | pieces read 35 per second, it appears pointless to conbine each of the
AFM 2D code readers with a crypto system Added to this is the fact that it

al so cannot e a:5}$él rthat rRg F rdingped ehesoar ep@m@mepb@n @dAtpacthi nes
WO 03/ 005307 - - P /DEO / 2348 S mlﬂl taneo s %( a hundrgglgerc%nt | t
t her ef or e ap'iié%{?%mapﬁ rPat eI P8 5EpaF&Ce tHeCE ?7%%8 sy'st ef€TARG €6 operat e

a plurality axid Rtadter eadél abivet hoore hery ptyes syst effhis thi wheasethﬁhe
SO'UtlonSShOU|gﬁP'tﬁggsfg%éréycgréh?£e5£e8aan?cﬁCQhegurthEshﬁttQnsay a

plurality of? Crypto s centel are possible. This is relevant,
by way of exampl ereta@mm IO%ehh@rglei%ﬁlﬁ@E af high- valnumddit BpRpattdfes and a

| arge nu”berr&ﬁuﬁsegwgn%{@éum %fam@c%ll nk{kakhy kerevidedon th 10 a
second crypto system In addition, it is |later possible to |ncre e the

nunber of seFhRr $hARISgSYBer HPRBANGs THRt heRd BrISEI¢ | K4S coffext, to

reduce conpl@&xtt¥ntt hgegr Cbhtactuha 150ealar|alrsef ehaley betchosen sheh t hat
t he indi&w dual ,rea u%g machi nes_are firmy associated with one crypto

system aid nEY RS %§<¥%1f1%leds%§/v%n addi tional fallback configuration,

which attenpts to switch over to another crypto systemin the event of a

fault. 20 Se t £rypto systemand AFM 2D code reader also affords the
advant age thlg%‘{%o%‘%g%a #)ne readi ng and hand-hel d scanner exam nation can
be perfornmed using the sane crypto system and therefore the sane 25

function does,ngtrhged thie hedialensnt edei RdURdcdes, Wai ebraddi tdmnal |y
al so affords significant advantages, when i Ierrentl n t he |nv$mlt

Pref erréd met@dHeSt ep3TRord ¥ oviH higr &% mai CpW ele wf‘ F233VE ditg
franki ng markiaithen aemhaégats_umshawdmmﬂp@l@md’sd@ma cremaltalonl aadi ng

station (Postage Poi and the frankin I ocal
PC and al so )fﬁ Alb%fecgnﬁasr%ﬂ%s%aﬁté’%to %e(gﬁg ?\F}e%e the r anki ng
mar k put on fhélcml—lupplzen@chasmeem@:BeS/er |Tl’nle@c¢ adétgh(ﬂ\mel l?rfOlVg{qﬂr@éj 3.

Regardl ess of ;LpeqkeyedLatr LOULEAR: (BBR,SOUUANEs AAr hiipkddt ich a way
that a custoner firs

20 protection system .
Remuneration protection application

The remuneration protection application provides the
25 AGB examiner, who needs to finish the discharged PC
franking mailings, with the opportunity to perform a
more detailed verification on the franking, with the
presentation of the examination results not being
restricted by limited output options from the scanner.
30 In addition, the examiner can in this case also inspect
other data, such as the validity period for the
carriage sum, to which the current mail piece relates

and also the amount and the frankings used.
35 Automatic recording of the 2D barcodes

The 2D barcodes are automatically recorded within the

SSA. To this end, the image information is forwarded to



WO 03/005307 - 9 - PCT/ DEO2/ 02348 anount of postage onto his PC. To
identify the request, a random nunber is generated in this case. The charge
sum | oadi ng station (Postage Point) produces a new postage for the

respective t(gﬁ fpf the random 5_nynber transm t peg /pEodyedske create
W th further%?n rr?asflon relating to thz identity of the/custgrrer system

(the custoner systemidentification statenent, subsequently called Postage
ID), and to the postage the "crypto string", which is encrypted using a
secret 10 sysimetRF¥alDkepdexirtddry onThdEechahge 141889 obgli RGRIEALEEN

(Postage Poijl), dhiscShYRhe SETiRG and 4 hecort espandi ngxpostageare then
transferred to the custoner PC and are stored, 15 together with %he random

nunber, in tPRCeR@E oRENLPOTLs ¥Saf B2RSRLL LSS & F r BRF UMY aB¥8SE™ If the
custoner franks ax@iinddiese wihk thetpostagexarenaetoholdemig tilsi s
procedure, then the mailing 20 data rel eya th r i,nter alia
t he crypt%o setYE?Jn‘éa,‘t??aﬁEldngSdaif%aré%%lf?%%k?%gt%fmC?%tfzgcge)gt g%ggé_d%@tgt he
random nunmbesystaerd { Bi8MPo§bageheDpivg reld exlt edbdinaineher PpiédPRGCm-and a
hash val ue is crepted phLel gleearlyedidantid ifschdie eppbanba 28 Shge the

random nunber  is 1n encrypted formw tHhi he crypto string and also is in
unencr ypt ed TaRme N ¥ nshewn hashf 1GRER, 2it is ensured that the mailing data
cannot be altered, or generated arbitrarily, and it is 30 possible to infer

the creator. The relevant data for the mail piece are then subsequently
convertéd i MM RFHeF cotRI%hd are printed onto the mail piece as a
correspondi ng franking 35 characteristic by the custoner's printer. The

finished mai iece can,th ut_ i Rt [ i ti 03/005307 -
10" per DeostBRSEE Fahes BatnBuma bl AL EEUTL koo TP O Ra
renuner at i onAp¥o2Rcepda, reade2Dvbarbodeces veSadhandnagls sgirentalty W& i fi ed

in the mail Iﬁgﬂiegi@éeanvﬂf'v‘a%[)d{tﬂﬂeca[]?agééor@&ngy Fy hang- helid) seanner . The
associated 5 process steps becone clear in the illustration under, operation
nunber s 15- 8. PTBCRESIESy FE@%O?P@EPﬁéssf%F VR A ¢ Ode, pfﬁgeﬂgl\]ﬂ code
reader traﬂ%@}fﬁo&f@@.ftﬂ'ﬁthmi IRy Eaieeto ero]hepeelyzptr@eﬂyﬁtemme‘ﬂwi@n .
crypt ographi cal i nformation contained.in the mailing 10 ta, particularly
i nf or mati on BESbEFhL Y %nct Ertaﬁlél@rgypt 5t TRY S sw%g%rﬁp?ed%loﬁ%orh(fesr to
ascertain t heeeandogenuifieredjsedhattentbeea Dngddhe hestr val ugede is

extracted from the image data and is converted, using
20 the ECC200 error correction method, into a byte string

which represents the content of the 2D barcode.

This byte string is transferred to the wvalidation
controller for the purposes of verifying. The
25 examination result is then forwarded via the interface
in the optical recording system, where it is used for

coding.

Crypto system for AFM 2D code reader
30
Depending on the properties of the crypto cards,
approximately 27 examinations per second can be
expected, by way of example. Since the rate of the
reading machines is approximately 10 mail pieces read
35 per second, it appears pointless to combine each of the
AFM-2D code readers with a crypto system. Added to
this is the fact that it also cannot be assumed that PC

F dispatches are produced on all machines



Next, a hash value (also called Message Digest) is 15 ascertained for the
mai | ing data including the decrypted random nunber, and a verification is
carried out to determ ne whether the result is identical to the hash val ue

cont ai ned iq,%d fq%%—f:ode. 20 I'n addigion to the cryprgpeaphoeshs
val i dation, ftfurther content exam nations are also performed (operation

nunber 7b) which, by way of exanple, prevent duplicate use of a 2D barcode

or exam ne whether the custoner has been conspi cuous on account of attenpts
at deceit arRiPslianeRssdior &9 i3t MPATadneyafFoBEri 1 65 THREEBFPESPondi ng

exani nati on J@sdd ks | spphepPrikessibt sedalre tehe IRC-drygadesyswbinehahdr war ds
the result to the ogtl cal recording sfyzéqe_‘rsg_(lelr\%g for codin 30rt hgobarcode.
The bar code % SRR bFi At BEUEALS WhET LIRS He YR RYS SFEP I"'schar ged
in the eventspéte@mnedat i viei examiseat i ohe r esulut.id®r yphoudystlen ahobienect ur e:
35 Conpopent_ overyi ew . 3400 -, 11 .- 2 348 _Fi.gure .4 gives
an overwgew %]‘fcq h%hasEb%(t)Vn\ggﬁe/r?t%s%o%%ateﬁé itrhyapfgrésﬁeﬁggwét ﬁﬁi“%glﬁéﬁ}’a ed
arrows represenciugtPnpuy drednoupput Mdata ceitesns forrexsephgar dYdfens.

Since the preferged,sgpungralzagn 4 Qhegidian cestmal 1 5ceyskem havised as a
turntabl e when distributing thé keys fromthe charge sumloadt%n station
p

] t
(Post age Poidt U t KelEmPpt of syStHAt $ et héNDcdl T&MTeratt POt ect i on
systems, andrédebegdabahnred,t @hbehbufdreristiored] 1w oeyprovidstemichnponent

| i kew se needs to be, 10 provided there b g -al.ly do 0f l.ve the
use of ﬁﬁe Val SE&I6h 55&?&& ler?Y eem’sugtélorr%gﬁggtlg%df ?ﬁeqcst’ry%tg\c_é%gystem
are descri bedosaibbee det a@incbedsw. e Valurdegt o fcorersielrer RHE VA i dati on

controller ig%%p%i(?geé agﬁefl%ee{eéﬂé/égg the full 2D barcode content. The
0 h

verification e 2D barcode conprises a content verification and a
cryptographical verification. To this end, the 2D barcode content read in
fromthe scapnefs; sheyhdeRe, f epnacdadet @ohbe evakiyjatihen s.catiredeiredoy the

Scannerfg”négy(gfeferably be chosen such that the individual
reading machines are firmly associated with one crypto
system and may also be extended by an additional
fallback configuration, which attempts to switch over
to another crypto system in the event of a fault.

20
Separating crypto system and AFM-2D code reader also
affords the advantage that both machine reading and
hand-held scanner examination can be performed using
the same crypto system, and therefore the same
25 function does not need to be implemented in duplicate,
which additionally also affords significant advantages

when implementing the invention.

Preferred method steps for providing a mail piece with
30 a digital franking mark after a charge sum has been
loaded from a central loading station (Postage Point)
and the franking mark has been produced by a local PC
and also the mail piece has subsequently been delivered
and the franking mark put on the mail piece has been

35 verified are shown in figure 3.

Regardless of the key distribution, the sequence is

performed in such a way that a customer first loads an



Since the responsible scanner controller for the wired scanner and the

val idation controller are on different conputer systens, it is necessary to
provi de TCP/IP based communi cation between them w th the use of a 30

pr ot ocol §6€ q\ §§?b 4 nstead of pure gocket programpchgpabbyodhas

advant ages. 1'n e context of the crypto system the nessage nanager
used within operational data recording (BDE) or the protocol used within
the scope of the optical recording system such 35 as Corba/llOP, are

sui tabl e in anpuntask. POSWYO3PBLE30YS- PG TopEIeDEASV02528 TPRESFA i dat i on

controller initiates hbgpendiMd dyahe exasdnahi @;mllrsouzag@s m@u ehairget urn
transmt their exanm nation results back to urallt% of AGB

exam ners wi i dilfrRstie SEatAEas 6888ﬁ€g§btk9én5? ﬁﬁé Stire " t'he
val i dation C;Qdﬂét@d;éerfd’teEdEet @ dp atesi gaed usa dreae, " aubt |*rskessrrendom

capabi lity". is to say it has to .MU
exanlnat%on ?%ﬁ%ggt %%%s?Xt §fFect £€% corréggghgyﬁglgﬁﬁpt%gggg%se
correct scann@formataddlmaﬂﬂtnngshomﬂhQMﬂ@%@tghédQﬁuﬁh¢hQPStP“@éh

si mul ta”eousé% ?éﬁc%%ea &Lé‘é&héfysgét%amd@ﬂmww@ﬁt§tar&@m@ln&q some of
the examination steps, for exa val ue exanlnablon and m ni num

renuneratlonSQQS%Q@ﬁﬁth|6ﬁllﬁﬁ Bﬁ?é?géllpheréﬁﬂtﬁo e ROSEERE WUF a
sessi on, the"@f:)pptel I eétt§n§0t,|fwf€ld::}0f 1tsh@xtcyrp@toédsmarim@r a\/ltslecwimtch it is

comuni ¢catin g ssi gned an opport ty.. b al q§e 20 to
actuat e ?butgﬁﬁ 6%08 E?yagﬁ< r &N FAl E é%?%% %on pen on mode
of operatlonsamﬂlsnann@stag@ePoihE)results are then output either on t he
radi o scanner or on the renuneration protection system and al so nmanual

exam nation results are recorded. 25 Crypto card One particul ar problem
area i s keepThist kevkép whithimgedsdt dhise R IRANGHES yPOPRGIENS TS ypt 0

string in a g’Qethbcad'rPsofj@ Bod for desr yplkitehe! Bgaiahd 04 reXamidiaid,on
pur poses. This % ensures that th 2D bar codes, arE%grote%ted fr

cor r upt ilon, EﬁaeF eﬁu§ﬂtﬁhé#€?oF%n BF BEMBELi bk oBE&FRTEE By Shyi ng.
It is therefoggraesessaryare Bsemspeehatedesdeety. neasures to ensure 35
that this key is never visible in plain text on the hard disk, in the
menory or upon transfer and is additionally protected by powerful
cryptographi tél tiet hodst ome WOL@3NGBS530 7ma i 13 pi eRET/VDEO2/ 0R84® FUrad §

Sof twar & ba599 2ol OP@%QBWQR PEoVE 08 IRldABl S, S Lyntn rldiisi egse,

since at song e system a key actually appears in plain text, or
t he keyiB)codﬁéabéeﬂéaémtnﬁﬂeﬁﬁ?t%&tb¥F%ﬁ¢?helﬁ§ﬁﬁr? 1i&i fid'e deRigyer .

This risk al §9r§ﬁl35t$rﬁﬁﬂcﬁh€juh@|‘tley 29 FGeeIhpisume frctesttmtdddesyst ens
SZBaPs adnlnl%te&%%&gﬂnﬁfﬁ er?raggy k \g%gggéCOfBang E%ﬁjkyqxgyr pse of
unencrypted form and a hash value is created which
clearly identifies the content.
25
Since the random number is in encrypted form within the
crypto string and also is in unencrypted form within
the hash value, it 1is ensured that the mailing data
cannot be altered, or generated arbitrarily, and it is

30 possible to infer the creator.

The relevant data for the mail piece are then
subsequently converted into a 2D barcode and are
printed onto the mail piece as a corresponding franking
35 characteristic by the customer's printer. The finished

mail piece can then be put into mail circulation.



10 In addition, the cryptographical nethods produce a high | oad on the
systeml s processor, which is not optim zed for the operations which are to
be perforned. 15 The use of a crypto processor card having the foll ow ng
characteri st efore be recamygnded: speci al perypEO2PO2B28SOr for
accel erati ng&%foy%@géiﬂu cal net hods rzng% a seal ed bl ack zox s?/st em for
preventing access to security-critical data and nethods. The cards
satisfying these characteristics are autarkic systens, which, depegdlng on
form are cohmec®® tRarhacPs aohputiR¥eiearere POPIALMSRtt hat| SAPGus and
comuni cat e W& per s8ht \@%&céd@i&@ @hd hepcomus®Rie via ardld vahd Besi des

a battery-buffered main he cards als hav a fla or y in
which it |sfﬂ&ﬁﬁﬁﬁ%ﬁ?%y3@e§ﬂgﬂ§ ﬁQrﬁP%lﬂﬁéE & %ﬁu?%na%Rgghqzrect

access to thﬁxﬂalﬂeﬂaﬁbryomanh@<hﬂnﬁfheﬂdumc¢mnerbl@héraﬁsbheaéﬁﬁernm
systems, .whi ch means that g v ev. sec sured, since
t5he %?/c%%§astr§0% 9,y c%l}{e Q_Qa :PA QBe '%LolgL %Q’réi?l@r@ 'h@ in

nei t her t he cry to rap Shical ~net h rOVI t he
security carci3srdel usedunbdes Phan Wpavﬁﬁéfﬁréb@c?@ér&FF@§ﬁs Pﬁ 5 ition,

the cards uszeodsgkeaa@d $812S Of 8 £ P NBPHEOF- cwhiRlirhef r A¥d rib at hen fafitienpt s
are bei ng nmade gﬂepen in WO 03/005307 - 14 - PCT/DE02/0234§ on card

design, for ®x& Inegteﬁﬁgraat ube spilis, CrA@WR i on, DhEhPRg of L PRES”
protective C@ﬁ%toﬁ@bﬁﬂﬂ@a&@Kx@ﬁdrmétibnSWhtanrf&E\:ﬂ puhatilosn abtiénpty is

bei ng hen t atte fer d_main nmenmory content i mediatel y
erasedngﬂd t%%tﬁardp?g %ﬁﬂixé gprpﬁ§16V§p95¥§%ﬁﬁ%EeétHéj#unctlon f or
decrypting t@ﬁyﬁﬂoPostageglDlﬂtdednynnednudomr@aantnlﬁgcghéahasﬁh@alue and

al so the function, g IpOriLAg.key daa should. be.lpaded.girect]y onto the

card, since 638" r'outT nes security relevance. 15 Furthernore,
all cryptographical keys and al so the configurations of certificates which

are necessaryec£or Qﬁrﬁﬁ%ﬁ‘nﬁaiﬁé @Qﬂhﬁﬂtbﬁaume 88ekdel ikeyése) ba saved in
the card's battery buf f er ed : If t e carg Epes .not . have sufficient

menory, ﬁ%enaﬁﬁgﬁﬁﬁ%ﬁ%@uaFPﬁ h5 hﬁgte Thi€aR9%e “ised to
encrypt the d@&ﬁybtéﬂEda&H@menwmtdﬂwﬁaﬁm 5tOEElfhthmDnth6 systEMd hard

di sk. However, |s requires that.,use, of i |nf r r receded
by decryptloﬂ Bf ?hgeggfgl Sawg EE t% tE%F%lbeﬁowmﬁéﬁggé%}é%éﬁngw of

t he SU|tabIehaahdvabdelsohtamnddfieréhe ﬁﬁnhﬂac@deers and si nul t aneously
states their certifications.

20 In addition to the cryptographical validation, further
content examinations are also performed (operation
number 7b) which, by way of example, prevent duplicate
use of a 2D barcode or examine whether the customer has
been conspicuous on account of attempts at deceit and

25 is therefore listed in a negative file.

The corresponding examination result is then
transmitted to the PC-F reader, which forwards the
result to the optical recording system (IMM) for coding
30 the barcode. The barcode is then printed onto the
letter and the mailings are discharged in the event of

a negative examination result.
Crypto system architecture:

35

Component overview



30 Crypto cards for use within the preferred renunerati on protection system
for PC franking ManufacturerType descriptorCertificationl BM758-023FI PS PUB
140- 1Level 3 and ZKA- eCashl BMA758-002FI PS PUB 140- 1Level 4 and ZKA- WO
03/ 005307 - 2/ 02348 eCash (jpraqb. 07/2000) eehAbro2/02348
5(attenpt ed,vg:oarq3e ﬁéﬁcerti ficati onphlgse) Uti macoCrypto ggrovér | TSEC- E2 and
ZKA- eCashUt i macoCrypt o Server Fl PSPUB 140-12000Level 3, (avail abl el TSEC- E3
and ZKA-approx. 1Q 01)eCash (attenpted)Racal / ZaxusWebSentry PCLFl PS PUB
140- 1Level FBestelet SAVESf $NngVERd leadqnt éﬁ%t%u%%rép%@e?ﬁ% ear ¢et he

desired BSI ceppidi caljpempansthhatnd t1h6eakg0 ateiowd npeptastnvhaly
certifications the individual 5 nodels curreq%l haég anqhmhat

certificati ohPaF e 30G rentPYTti falife é%é?ﬁ&ﬁ()o%rgé &I FRPSCF e,
certificatessissaedHor ptrb€ eprrediick smane rditdicdedpirntectthert hceatral
classifications nmade by 10 different rtificaijion stati. . The SECis a
criteria%nec A STh ol FERSd 3y ?hguéﬁﬁg%gﬁh g%%ﬁi&%%ﬁ##ﬁﬁk%%g Eh}pose of
certifying IRepsoducts drice | Theysteemsumi t hopdgaod sbatheir $Beatpgyf 15

properties. SESSPRAt ustyeEthknessche hased eRpewelasiE@ to ES6,
where EO deH%?g%@?nggegﬁgtEPQQEﬁriHﬁgand E6 denotes the hgéhgﬁgféecurity.
n i I

Furt her deveP®phestland SHELEBSI zATDNCIFER SRHA &St n €dtandar ds
are the CCs {Corm®n £réiepta) 20sewmredmpynentalskendaedinzadisonophbecess at

the 1 SO_(I SO stan ardﬁ¥5408). This control .mechani.sm i d % sess the
securit&&ﬁ E?@N%@%?e eremﬁ%fy%ﬁ%%ﬁ%iiylgo?SPEﬁﬁxiﬁi%g§§8t %e%% i's
currently stofltihe pabidetidémorohteochbeove table which has a certificate in
line with CC. However, the |IBM nodel 4758-002 is currently in such a
certification phase. 5 The standard FIPS PUB 140-1 is a criteria_act issued
by the Ameritam gobeompementer ahether psyetef ax¥TEeT ngrendessddhad) of
commerci al ciyphogLaphbisal sgubpment. This criteria act is oriented very
greatly to hardware 10 properties. The assessnent is nmade at four |evels,
where Léwel 1 signifies the least security and Level 4 signifies the
hi ghest secuvilydatnoaddbhtesllert he af orementi oned assessnment standard, 15
there is a further criteria act which is issued by the
The validation controller is the interface for
verifying the full 2D barcode content. The verification
20 of the 2D barcode comprises a content verification and
a cryptographical verification. To this end, the 2D
barcode content read in from the scanners should be
forwarded to the validation controller by the scanner
controller,
25
Since the responsible scanner controller for the wired
scanner and the validation controller are on different
computer systems, it 1is necessary to provide TCP/IP
based communication between them, with the use of a
30 protocol based thereon instead of pure socket
programming affording advantages. Within the context of
the crypto system, the message manager used within
operational data recording (BDE) or the protocol used
within the scope of the optical recording system, such

35 as Corba/IIOP, are suitable in this case.



Central Credit Commttee (ZKA) and controls |icenses for operating IT
systenms and products in the area of electronic cash. 20 Besides the
aforerrentl oned properti es of the cards and the allocated certifications,

however, %oe zfj

briefly beI OW.

sfHA series of further advantagespcihbeh2aneskist ed
creation of own (signed) software and upload to the card

possi bl e i ntegrated random nunber generator (FIPS PUB 140-1 certified)
DES, Triple DES and SHA-1 inplenented on the 30 hardware side RSA key
producti on dHte priaksitdd pudm i  Kelyr pF beEssimbt  8EeReyS B JtrdeZY)H@uﬁllt s in

length key dinagesenbn- fomelhens weféhfigat euranageseshit funetirons 35
to sone extent operation of aqpl ura]TI % of crypto cards in parallel

possi bl e i n GV SAR

i &St N0 03/ 005307 - 17 -

PCT/ DEO2/ 02348 5 10 15 20 25 30 35 The functions relating to security
within t 2L R2r BT 0 o HaBPPLL GRG0 21 61 BhoTErc eLEERE Y 11

the card an Jar%e thergflore ex ernaIIy accessi

e onl usi ng the card

driver. The screrd g eoesete batween ahetlei $élrﬂeaﬁélmt3hettlal vaatidekiedntrol | er
is the crypt&ﬁﬁ%ﬁ@fenggﬁeowtbe\A@égfﬂ hepvwardsdfe reguestsstebn

exam nation routines usin driver to the card.
capability" at 1s to say it has to be able to prompt

simultaneous examination requests and to direct the

10 corresponding output to the correct scanner. 1In

addition, it should be designed such that it can

simultaneously execute a plurality of examination

requests and also some of the examination steps, for

15

20

25

30

35

example hash value examination and minimum remuneration

examination, in parallel therewith.

At the start of a session, the controller is notified
of the type of scanner with which it is communicating,
and it is assigned an opportunity, by callback method,
to actuate routines for output and for manual
reexamination. Depending on mode of operation and
scanner type, the results are then output either on the
radio scanner or on the remuneration protection system,

and also manual examination results are recocrded.

Crypto card

One particular problem area is keeping the key which
needs to be used for encrypting the crypto string in a
2D barcode and for decrypting it again for examination
purposes. This key ensures that the 2D barcodes are
protected from corruption, and it must therefore not be
possible to obtain it by spying. It 1s therefore
necessary to use special security measures to ensure
that this key is never visible in plain text on the
hard disk, in the memory or upon transfer and 1is
additionally protected by powerful cryptographical
metheds.



Since it is possible to use a plurality of cards within one conputer, the
task of the crypto interface is also to performload distribution for the

i ndi vi dual exam nation requests. This function is expedient particularly
when, additi exam nati on royki nes of the cpppyproggbesusre used
by anot her Sg?qﬁggﬁﬁﬁ?ﬁb on the mail cggter, a pIuraIityyof AﬁN@ZD code
reader(s). Another task is the handling of comunication for the purpose of
distributing the key data. At level 2, there nmay exist just a rudinmentary
mechani sm whi ch transfers the keys encrypted for security purposes within a

signed file.pAdBpuesttdOrd NGassypsOLLDienE age hbenprbvoliveseptapidi ng a
'qpor%&q. Functi ons,_of, the, crypto
I5i-d

utility which all'ows such ﬁ{file to be | Lhe.g
syst em SequetR@ b LY he exhRitFat FRRST n THE-Valfitdaf PBR dontt bl 1€t T3 exani ne

the 2D bar codestdmnes viedy datt ol tpndppédes pnopildes aesent pal tbrakiesati on
function_as an jnterface to.th r #eadi S J §
exaninatPon‘?%&%@igﬁ éﬁ%?%iﬁétggéﬁﬁgngéagegggﬁbfﬁgﬁexgﬁ§?5?dual Lxani nati on
conponent s. de\WY@3Y O0BBDY rigdB alPCTEREORFORBLUBITHE2ESH SNt PERSMITL ed from

the individyat g&fﬂéﬂ RadON QYL | Bﬁecoyﬁgeémss Ean the reamneratiberd
prot ection incident are converted to t te renmunerati on

e appropri
protection cERIEPtRINg arpﬁ@déQQﬁﬁFtE&ﬁecﬁﬁ éﬁei % priet ePRHP St ai ned
centrally angepsgitransferred to the crypto system Gdithin this table
prioritags are additionally stipulated which regul ate which renuneration
protectiron code is allocated when a plurality of renuneration protection
i nci dents hawe d4dbeeonr ecbgnczedtoFhaphiealineeahipda profecei enhddie i s

t hen returne m.patiqn t it he andescricRtd: t ext.
Dependi ng onﬂ?%% g@s?é%]ﬁ@%%&%ﬁfn fé%?%g%%pp@%%%%iga ?g%o% E?gg%%g t he
crypto systefertine epstdtions twekchlaprttoPe eFERF®edcanner or within
the renmuneration protection application, or is converted into a TIT2 code
during the automati c exam nation and is printed onto the naLIgFi%%e. 20
Since t e sefp@nceshethech tHeREAd- hdl P STARREr §§5fenBYAd % hé "Sut omat i ¢
readi ng systegblawendi fherenterasdi ¢§ ecamt thiemefoon bs repbranemded: f or the
two i nstances of application. 25 The call and the return of the results
differ according to which comunicati on nechanismis used between the

readi ng system angpehé adal idaypba conpreldessorf JogyndfohbasakPCbased

protocol such as SPgﬁfégigﬁhiéa§oTé§ﬁ§dsthe exam nation nmethod is called
n u

directly and the ex tion results are transferred when the exam nation
has fini2dhed® Theacteehed PhaFki BOKoS§aFCPhé O%c BFRIENEIMTI AAESS & t he

readi ng system thga-uaityferitphengatat 400 aoeheesurn of the exam nation
35 results. For the latter, it is therefore necessary to provide the client
with a thread pool, which can performparallel examnation on a plurality
of requests.TheWnD3508580&fyihg +thPCE DEA2A02348stics are autarkic

systems which, depending on form, are connected to the
25 computer via the PCI bus or the ISA bus and communicate

with the software systems on the computer via a driver.

Besides a battery-buffered main memory, the cards also
have a flash ROM memory in which it is possible to
30 store an individual application code. Direct access to
the main memory on the cards is not possible from the
external systems, which means that a very high level of
security is ensured, since neither the key data nor the
cryptographical methods for providing the security can

35 Dbe used other than via the protected driver.

In addition, the cards use dedicated sensors to monitor

whether manipulation attempts are being made (depending



In the case of the asynchronous nmechani smusing TGV the scanner
controller, or the reading system does not call the exam nation nethod
directly, but rather a 5 nessage is sent to the crypto system which

cont ai ns th%&ﬁ?dﬁi@ﬁ request, the ggntent of the Bbrbpreedezaad further
i nformation, such as current sorting program Upon receipt of this nessage
on the crypto system the exam nation function is called, executed 10 and
the reading and exanm nation results are in turn returned as a new nessage.
The advant agd? widht € hi defeBRod L9 h&X ML pr obBEB SIrS tHYte bl DekEBSon t he
requesting sysiemushil ddeniesublc ishavaidalie idd bExammat robthge

hand- hel d scanner systens: The exam nation routine for the hand-held
scanner syst Maits the session ID and al so the content of the 2D
barcode as input values. As an additional 20 paraneter, the ID of the
sorting progrANLis, al sg. vl ed, INe aller ANAMELErLge USefeho gt er m ne
the m ni rumTenunérati on. kI guré shows “an “over vi ew of the sequence of the
25 exami nat itont Wi rhi-huffiereal | dat homesonty oldosrt €y £he j8edheESLY which
sai d exam natjon has, begh tedggeredhn ayhand-hel d scanner system In this
case, the assunption is an exam nation using a radi o scanner with
subsequent manual conparison of the address with the 2D 30 barcode content.
In the case mr atMér eropaBeskedesganier , furhe: psreseot ateonymwoihd b@emade in

asimlar ner_on e renungration protection o

rerrunergpi gﬁﬁ]%?tb?%%tﬁgn &E‘& itg%rf?%ln?n 3%85\ %rxg elrn?%%;t \%ﬂ?f%%g éfggﬁlgnce
usi ng a radiandcahser tha cactéoncdutn olnerr by akeer §&yanghanilgd be
(validation llar).d:s; & | r A A gurenge NMRD34L00%30 s 20 -
PCT/ DEO2/ 023%89@&?0“?5‘)620"5]1% %ﬁggpgék??cﬁl Iy preferred exenpl ary
embodi nent ihdusta dresh $PeUNERY f¥RFRVaREE- control s a sequence of

exam nation conponents, with the first exam nation conponent conpri sing
reading-in of a matrix code_held in the digital franking nmark. The matrix
code whiléh hAsrbRBEMPESd i Alils ??YEFOQFaﬁbgéaﬁedL?Vam%g?acﬁ]os%céfﬁlﬁer to a
scanner conteehfegurdexbnst be seanidi conrts ol &rh sadenakneesamyné® 1t he
matri x code and_transm it to the ver.ifyi [ cyerifyi it
controls thep%fﬂf?f?fﬂ% %get RE S téhccéﬂ’ln l@r{{.%@ée%%gl%gsh t Sindglet en
transmitted tm the cecdfdi hgtoary-buffierad wameryl| dét ticedag s dfies

scanner . AS aof eflLL, Arkset Ol hBRoEGAJLAGURLL Lahds a1 19) AU

exanpl e, that 1| een possible to'read the franking mark and in so

doi ng t @0 ecagmiesd athekeKf ot of2BoM % HEGS £ Q hENR&EYFItx. tRextdatane
verifying uniisengr W¥svd ShMPLST I E8Y sl fRdni bri hehdBKistcgode. To
this end, the version of the ke prgbabl used for_.creating tge f r.anki ng
mark is pref®faBI VAFi fﬁ@d’efvler%t 5P15115 C AL RgsHRAY uESEonthi féd S n the
crypto stringnfsrhhenohestedt be addickded, biyhelerinyipmimnr erfurigreatdadra
provided is examned. 25 Furthernore, an identification nunber (Postage ID)
for the cust%%%%néystem controlling production of the franking mark is
verifiedb5 Next, the identification nunber is brought into line 30 with a

negative lisStpe table below gives an overview of the suitable card
models from different manufacturers and simultaneously

states their certifications.

30 Crypto cards for use within the preferred remuneration

protection system for PC franking

Manufacturer Type descriptor Certification

IBM 4758-023 FIPS PUB 140-1
Level 3 and ZKA-
eCash

IBM 4758-002 FIPS PUB 140-1
Level 4 and ZKA-
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The ITSEC is a criteria mechanism published by the
European Commission for the purpose of certifying IT
products and IT systems with regard to their security
The assessment of trustworthiness is based
E0O to EG6, EQ denotes
security and E6 denotes the highest security.
with

properties.
inadequate
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Figure 6 shows a further preferred enbodi nent of control of a sequence of
exam nation conponents by the verifying unit (validation controller). In
the case of 10 this further preferred enbodi ment, the franking narks are
recorded by dqgg' optical recagnigi.on systenl(BéT £b 234Be data
are fron1thgﬁgéﬁﬁéa Jgflfylng uni t toaa readi ng and rechdlggbunlt (AFM 2D
code reader) . 15 In the case of the enbodi nent shown in figure 6 for the
met hod for verifying the validity of digital franking nmarks, the digital
franki ng markseze e iseaguraeptéterabl Y1 i MoanPEQEHR Ckor %mgﬁmf aBPBNEt ed

manner, f% @%f‘é‘?x’m%tk@é@“&ﬂcé’@ﬁlﬁﬁéafég%ﬁdlﬂﬂeofql@hs;ﬁ;ﬁtI ?Bwfeﬁ}éra mai |

pi ece on ich a franking mark is p erably arra e furt

verifying step’ atBM peWP%Fﬁed4§§§§n 5%II§SlnCPFﬁfégi§1th% e§3ﬁgnaﬁlon
sequence shayerthyr fégirden Sohadde .The return value for the exam nation routine
firstly gonprises t he remuneration protection code and an associ at ed
message and al so the converted content extended by the Postage |ID. These
return val uekharst3asedriBs pPodutélal nessagerandria ef&ndmstedt byo the
requesting r i m X n | idr apdskeashal

bar code contgﬁg ?%83¥%%§b5ﬁ§p@£gﬂéngr%ggga%ggc?ﬁgéf§% d WO Q3/ 00 07 -

- PCT/ DE02/ 02328 SERUERILY fAUncEPBRETEAB I8EINR TR e T2 bf SAHEPEH™ arcode
needs to be splitc-andeeonvactedsd r&iﬁeﬁut‘:‘éd Ugd 1y eglr o8} B9t £ os hlaseguert | y
referred to as 2D barcode_object, in order, to a%hlevg % bettgrvg %pla
oppor t unti‘t y RRAPSTEFES - ‘ot &2 e XS BHECR T nitshi RgISTHE" | RAWi SV S8l ds and
conver si ons @m@rdesévebed BﬁqwnfﬂaﬂﬂuhdnﬂewwtV%e@unohyeandn@ewﬁé Bi nary
nunbers into deC| es yggeﬁ éét %Q pf remenbered that the left-hand 10
byte of a by?%g UENce is e nos S|gn icant byte. If it is not possible
to convert, possibly on account of a type conflict or mssing data, then it

IS necessarylﬁo ggne ghet% H@ﬁyﬂﬁf@%éﬁ@h@{@ﬁ@@th@@eb@ﬁbﬂ@n%t%%%%&@ﬁ "PC—
bar code |IIeg|b? toreturn 15 1t to the valijidation cogt ol

further3cont%h$r%rlér9pﬁ@§ﬁ%ﬂ¥(ﬁﬂlﬁﬁﬁ%Q|%ﬁﬁl%ml?§ hot *8FPFGpYatt % n th|s
case. F|eIdT&@@EQame(ﬁﬂﬂy@wt@dﬁﬁitteet|QHU@WhahdcaﬁpanmABQIuN@emﬂnuer5|on(3

byt es) necessar Frankl peBi nar Snall er yt.e) \er si n Snal
integerVérsigﬂ¥nﬁﬁﬁ§ @g fﬁrﬁgF et 5V1 ?ogéétget?%dﬁéy %ggélﬁg¥y8nall
i nt eger Key type¢iirbyie) Caypt o strlngBlnaryByte sequence(32 bytes)to

bet r ansf erredunchanged, f ol | ow ngdecrypti on thepostage ID issplit offPostage

| DText (16WI1 be filled
20 Besides the aforementioned properties of the cards and

the allocated certifications, however, there is also a
series of further advantages, which are listed briefly

below:

25 o creation of own (signed) software and upload to

the card possible

. integrated random number generator (FIPS PUB 140-1
certified)
. DES, Triple DES and SHA-1 implemented on the
30 hardware side
. RSA key production and private/public key -
processing for keys up to 2048 bits in length
] key management - functions
. certificate management - functions
35 e to some extent operation of a plurality of crypto

cards in parallel possible in one system

Crypto interface
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onl ynunber Product keyBi naryl nt eger Positive(2 bytes)nunbers, reference

toassoci at edef f‘dlfsfs -Abl eRenuner at i_onBi nar yFl oat Con i
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i neur oFr anki ng dat eBi naryDat eFol | ow ng(3 byt es)conversi on topositivedeci nmal
nunber, t he date can beconvertedaccording tothe formatYYYYMVDDRecei ver
zi pBi nary2 val ues, oneFol | owi ngcode(3 bytes)for country, oneconversion

tofor zi p codepositLyedes 'f%lla@i%erté hge£i1k$t yt Wadirgid Stigk veohhegeunt ry
code and the lastfive digits /005307 - 55 - PCT/ 02/0

Road/ mai | box0fCa ¢ a@éyPEﬁal ﬁééf‘j §Lﬁ’rﬂ Ligednt apalaks A8t 69b WEEinllHary (3
byt es) Bi narghd 20a byt esd Road abhbreroati @nt@rrnmmuyboacct%mwe conigncy

field (text 32 characters vethe eIf th | St
nunbers,gt héﬁ?%i{)ﬁﬁoﬁgr)ﬁlagi @3% é:Ff\?mCsee eeC[?klg?g‘f]g%b]d ﬁast three
char acters oir:t\lfkerr@anﬂmthla hw}sadﬂtmber mtowhgrcorﬁ/ertéueoncrmpéopom tive

deci mal number, . c%ﬁn%' t 91 ¥ASchNE SUILRICY thl TEU s t B next
e I tpsr‘gge Ee

four digits ‘give ore't deci mal point and the renaining two
digits give @¥mnidiafiien alfqléﬁflft% e fathe A vaytte ddfudted needs to be
transferred unchanged, used for cryptographical validation of WO

03/005307 - 26 -
90 f%celﬂgihggqgég§§é§e to use a plurality of cards within

one computer, the task of the crypto interface 1is
also to perform load distribution for the individual
examination requests. This function is expedient
particularly when, additionally, the examination
15 routines of the crypto system are used by another or,
depending on the mail center, a plurality of AFM-2D

code reader(s).

Another task is the handling of communication for the
20 purpose of distributing the key data. At level 2, there

may exist just a rudimentary mechanism which transfers

the keys encrypted for security purposes within a

signed file. A request to the crypto interface then

involves providing a utility which allows such a file
25 to be imported.

Functions of the crypto system

Sequence of the examination in the wvalidation

30 controller

To examine the 2D barcode, the validation controller
provides a central examination function as an interface
to the scanner or reading systems. This examination
35 function coordinates the sequence of the individual

examination components.



the franking Return value: 2D barcode object Warning code 00 if conversion
OK, otherw se warning for remuneration 5 protection incident "PC F barcode
illegible"™ Version nunmber exam nation 10 Input: current 2D barcode object

Descri ptioniyolhes fddsdof hree fields revgal the versi opcef/pkbe/8R3ker code.
Fromthis, it can also be seen whether the franking mark is actually a 2D

barcode associated with 15 Deutsche Post and not a 2D barcode associ at ed
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poi nt | ess arﬁdl%lrf%ﬁ}%ﬂ %5? 88“58F§8§d.%ol?e%1ﬁ na%f%gl%g?nfﬁﬂug gggdﬁnif
versi on exampmnatéonidh CKodet hesinge avapmieng foioted f dralrlenuméyriath o s
protectign incigd PG E.versian' \eri S e;l.D - o4dD¢bar code
object wth %%%:r%/% %%:Iy Pglgtﬂaégéﬁp% Cseg{r%{)%ﬁigﬁ gfI}'%e l%s?%?ﬁf’?%%é%ﬁt zti:igned in
the 2D bar codee i §rppbPectsets BB byW hhh eRafnA&t itorP i gi BT he¥ hbde § CREC16)
whi ch needs 1@qbe swefiined akctihis pokat. Hhouhd theguesibi cajheoanfail,
then the result which neéds to be returned is, a V\EOS/OOSSOZ? - 27 -
PCT/ DE02/ 02328 FRRUASLAN o 476t €kt PBn GRFRI nhS " PEL EPEBEESHt T Tsudpect ed
§EOStage | DpruMerityi rtgfth%nﬂlth?dr&gﬁid@ pegigesi die ipidiaterdecr yiptvieon of

e crypto string. 5 Return value: Code "00" if exam nation OK, otherw se
war ni ng%o }?%rr‘ T¥MALI2E T on protection incident "PCF corruption
suspected (Postage ID)" 10 Exam nation of tinme overrun

This remuneration protection code 1is then returned as
an examination result together with a descriptive text.
Depending on the system performing further processing
15 outside of the crypto system, this result is then
output on the radio scanner or within the remuneration
protection application, or is converted into a TITZ
code during the automatic examination and is printed

onto the mail piece.

20
Since the sequences between the hand-held scanner
systems and the automatic reading systems are
different, a different function is implemented for the
two instances of application.

25

The call and the return of the results differ according
to which communication mechanism is used between the
reading system and the validation controller. If a
synchronous RPC based protocol such as Corba/IIOP is
30 used, the examination method is called directly and the
examination results are transferred when the
examination has finished. The client, that is to say
the scanner controller, and the reading system then
wait for implementation and return of the examination
35 results. For the latter, it is therefore necessary to
provide the client with a thread pool, which can
perform parallel examination on a plurality of

requests.



| nput: 2D barcode object Description: 15 This function is used for
automatically verifying the tinme interval between franking of a PC franked
mai | piece and processing thereof at the mail center. Only a particular
nunmber of d { i4ted to |lie betyeen the two dapes/pEb2i/bbssgase, the
nunber of d§§§q§?@§§ii$ed on the prodggt and its transfér tiZes pl us one
day's wait. The configuration of the period is preferably stored in a
product validity period relation and is naintained 25 centrally within the
context of a maintenance nmask. For each product key possible for PC
franking (20 hatgedesd it dinet s bt onsust Reesahienassomat edupunber  of
days which are permtted to |ie between_ franki and ocessin attthe mai
center. In ak$ npt3itrewd %%%%Bﬂ%l%ﬁ'j%EttBﬁerEQQEBQ §¥§%8Wén oFg o

preconfi gur egh 1 wWhitele r ekatesattd cat andahdadi spacchéy,andut s stigred as a
constant .in the system Far verifyin se NP, fndays sbet ween
the 35 c&rréﬁ?s§%§? &Stéﬁaﬂ}iﬁa Fﬁg %} é%gingygngﬁ{he dgéeecgntaiﬁed in

t he 2D bar codee i sxéninetjiohoreaxensl e the opntantngoDithe ZDdRarcode he

ascert ai ”edﬁgbefu%hg YS1h$ogheatesn | hasudhe yal ue, preseri bedihioan the
WO 03/ 005307 - 28 - PCI/DEO02/ 02348 product, then the remuneration

protecti on coHRIBSBeciURBY WRERLPKe Mar APAG CIRET2FE RdatRe (Framtiong) " is

returned to gher¥al i dald oaxganhaekbar , fiotdelon sesa codesdloc exentiteg
successful examination is,returned. If.5 a.sinplifi od. al

i nvol vesla dHHﬁaFi(MFﬁﬁéﬁnghg IﬁéaW6Pagﬁ§&kﬁ%F%?gﬁg?%%%§fgtﬁ%%%
fol | owi ng outgutirobdt hes exameat ners seamul t The shdvkdtbeepossibl €MiE correct

this exam n %ggoaesy£tW¥%9%r§§gypbgoqgggglhg uss Py & buktan & %mﬁk

scanner, if cur rent uct “permts a longer transfer tine.

further exanfeatéohing snetennenbibrilm Fesatesitorvaeledheent of the
Postage I D. The carriage sum downl oaded within the context of a preset, and
hence 15 al so the Postage I D, have prescribed validity period in which

t he disﬂ%&ch@%aﬁé@@t%%nb§°¥r%ﬁﬂ%abeiﬂes?%%?%ﬁeSYE;%%ﬁtains the time up to
which the carriage sumis valid. If the franking date is a particul ar

nunber of da greater than this validity da t t I tion
prot ection méﬁﬁin%xﬁgaga§§§6bi£P@ Rﬂ%lwﬁ#ﬁé %gﬁunggggigﬁlégo g%%ﬁ%%?marning
"PC-F date (sastemgeasaait’s ithe esesagdn REt vt \al 2e: tOedeongent fof
exam nation 250t ' NiiNg, G0de, 101 £ MUNer ati 0Bk @Liekid 0N
i nci dent " PC-Fodat 8 6%§%¥#§§ewginfﬂqér "PC—FE%ate (franking)%
20 parameter, the ID of the sorting program 1S also
awaited. The latter parameter is used to determine the

minimum remuneration.

Figure 5 shows an overview of the sequence of the
25 examination within the validation controller for the
instance in which said examination has been triggered
by a hand-held scanner system. In this case, the
assumption is an examination using a radio scanner with
subsequent manual comparison of the address with the 2D
30 barcode content. In the case of a wire-connected
scanner, the presentation would be made in a similar
manner on the remuneration protection system, or on the

remuneration protection application.

35 A preferred verifying sequence using a radio scanner, a
scanner controller and a verifying unit (validation

controller) is illustrated in figure 5.



30 Remuneration exam nation Input: 2D barcode objects current sorting
program | D Description: 35 Wthin this function, the renunerati on contai ned
in the 2D barcode is exam ned for a m ninumrenuneration which is defined

for dispatc soci ated sortinpg program Thepggnprahb¢o28eg SUNS.
WO 03/ 0053036%-§ dzjjﬁ{qd%ngEOZI 02348 The associ ations are ggl i vgr ed between

sorting programand m ninumrenuneration via an automatic interface. 5 A

sinplified method can be applied in a simlar manner to when exam ning the
time overrumkn | fiheni Bagid€ukael Lo SfiRBEF DN TP +dF Yt HENRPPLPEALi on
defines a constadd 46 &t UK E eUREESE han uallitClbdapld 18s 4 osablieflespattches. |t
is therefore not, necessar% to transfer 18 t he sor%i ngtpro ram ngn
subsequent &x5HHREFORT nGBTHRE ST ar FAG WhEbfert thet miF AN F sAGRer at i on
cont ai ned i ncdior2dhbarconge iiss nbelmvadihig-ist aop. al fmathiisk | soddehedsle, t hen
the code_ .15 associated. wih ?ug ti p oA W Lnei toBCF
under f r anki nlgn‘ tlglrgé r(séjf%lrt\r’,]\ééid,f%%ﬁgg seg%ﬁé gﬁ%cégggg%dgegggggggng Ig Ret urn
val ue: Code Y&@! readxani aat ifom sOK t 2o dteiarsd seretar di Kigdésdécroper

renunerati on protecihon.i 86heesi1e PC FedpderheankhRge rAcbarrent ew'ish
negative file 25 Input: 2D barcode oi,l?f%ect W th decr{\ggt ed Post?geﬁ’qu
Descri pti on:d%paH} rEXHMENNERE FAREHHESCPAR B8R Rat P8R tEo tdeter filfie 30

whet her the RostagenkD agsiac] atEte Wi tdriigiald bariode dsneoalai nedein a
negative file.. The negative files are used to.femve f.rom % | i,very
cycle aﬁy el P b BtRY f’rtjorﬁe}b%s%%%r s?o\ﬁmecrﬂt 'ha?/{éecgr?éa%l@q' i% %ugﬁ é\cécount of
attenpts at thewseraosmitiosel R® habebe@mrostdlren. ugbt| n tii stikaseasehe
negative filep AL JBLA Al ned; Gebiahly. aRsPartehitheaPlakech atahase
Franking. Wthin the context of the interface for this project,

reading unit finds out, by way of example, that it has

been possible to read the franking mark and in so doing

15 to recognize the information contained in the matrix.

Next, the verifying unit encrypts a crypto string

contained in the matrix code. To this end, the version

of the key probably used for creating the franking mark

is preferably verified first of all. The hash value

20 contained in the crypto string is then tested.

In addition, the minimum remuneration provided is

examined.

25 Furthermore, an identification number (Postage ID) for
the customer system controlling production of the

franking mark is verified.

Next, the identification number is brought into line

30 with a negative list.

These verifying steps make it possible, in this
particularly simple and expedient form, to ascertain
franking marks produced without authorization in a

35 simple manner.

The result of the transmission 1s transmitted as a

digital message, the digital message being able to be



WO 03/005307 - 30 - PCT/DEO2/ 02348 the nethod for interchanging the data
needs to be determned for the local mail center systens. |f the
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exist, then.a nmechani sm needgs to be creategcirppkbppogsae. These
dat a could be mai'ntalined as part of a changeover in an Excel sheet, from
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i nport mechamaranvidi et reedshe o BRI brali Hedio Lacepnet nefPFaREPBPLRS t hen

made via theat hdefined, wighi not henor ehersedcspaunecati @@m@ff@t eption | T
fine concept. 15 A Posta e | D characterizes an indivi duall rez Wm ch a
%re t&78re

cust oner reﬂ??ébé%l$?%nffﬂ% §D8t BRLdPOSt £YEHui ntYE FHETLR

stored in acssde HOX"aqbohhe sclstioEYesyatamicrhi o1 s tehhar dmathodorrponent
inthe f rn1of a r{ card_including S r ngl.e. The
safe boxgsahﬁg}i%%b EPHSVSFéSéf:§H%Bn5€835?%¥ %agEQHg)%giggggglgbe

i ndi vi dual fr&mmymgthﬂnmauhepeﬁp@mﬁMQMNﬁhetﬁﬁ?@ﬁboﬁﬁ@@@éélﬂé Fﬁél@harge
sum | oadi ng %g atd on {Rastage Point) online. 25 Every safe box is
characterized by a unique ID. This safe box IDis entered in the negative
file'if the associ ated di spatches need to be renpbved on account of

suspi ci on OfPfﬂﬁéiﬁe@othetﬁéf eecbox t! B sHEdekamidt popl Us allbyygedf ihi el ds.
Besi des _t he ue k the safe 30 box I D also contains further fields,

such asVal i'di Ip T 998 Wi git. For the purpose of uniquely

i dentifying the safe box, the first three fields of the safe box ID are

definitive. Thesg agggglllsrﬂ foupd.in the flg&get hpee ofnle | ds of ot heyRost age

| D, which rreans fha e assocCiation can ween safe box and
preset. The fé¢mhdsrakeodeseypbedtinnt memt:a@ﬁ@tbeaw thyw e2 fBOCLEkECh

Meani ngs Datge LOMpEAt 2 geVARB/ D0830¢he 3D ©aRCHIES P2S48should be

content b11Pr ovi derOOnot usedi denti fi er OlTest provi der: nai |
pi ececonpanyFEPeER@ge poi nt boxassoci atedwith the mail pi ece
conpanyb21Li censedxxTo be usednodel No for everymanuf acturer,rising fronOL

(firstsubmttednpde] for every n dno 4, 3Serial xx xx xxTo
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fromeverymanuf acturer, rising fronDO 00 Ol toFF FF FF. If the first three

fields of th’FhPOJs.ES‘?E %)g o EQ? 5&%@5' ?X%Weneeq{ h’[l@lrél%llr(])gl afididenti cal
to the first"three of & box contained I n the negative 5
file, tRén therrshandFdtildn Cmd@t e?ﬁqc‘&ﬁf Hffé:l Hekewhg8othgt 865w Rtk

customer w thig Bﬁ%o“%%%t'é/@nﬁérh@ be EebUMNIEda Rides Wase the sugegpss code
is returned. Return val ue: Code Q" i f exan nat Ihﬁ‘ C‘%e( 10 ot hernv&se
war ni ng codeld886¢fAEEd Qi tﬁh?héoﬁ}ﬁwrogra% YHe' $3f EBETH X he

negative fil gctive.

25 Figure 6 shows an overview of the sequence of the
examination within the validation controller when said

examination has been triggered by a reading system.

To illustrate the sequence, the figure also shows,
30 additionally, the optical recording system (IMM system)
and also the AFM-2D code reader, in order to illustrate
the overall context of the examination. However, the
part of the crypto system is limited to examining the
functions between 2D barcode and the return and also

35 the logging of the result.

In the case of the message manager interface, the

validation controller would start a plurality of
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the radio séﬁﬁﬁ%+naBFOBn¥$: $8ﬁunéﬁé &i¢ ot e ?9 ﬁhEQeéﬁT%?a O%

aUtOrFLedkexﬁUhﬂ't%‘té ons aaaeteunanaiolrshupacmw irheo val helasaoa sodt |1§I | er has
a call ba met.hod ayai | e which.is allo d at the start of a session.
The val i gat iro%t%%h?%/gﬁcf ;%ecaﬁ%ueﬂ s(l caﬁa}f%ack net hod using the current
2D barcode object. The scanner controller and the renuneration protection

PC, are thenpyespangi bhaoter di sphayheg t@%e%%lb@égod@nﬁ@aﬁmahtandfr eturn a
00 or an assoclated error code, as the return val ue be|

processedlnFQWﬁ?%&aﬁfnérﬁeﬂﬁﬁnFﬁeQ£MQ4ﬁﬂﬂpqﬁ&?%dcom?oé9% Eapyoﬁ
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e PSSR T B e TR e cose
case, the exaré naéiondeanbprefierabbypabécpeptocaed raicoling tillea System

(Prima/IMM). The data are from the optical verifying
unit to a reading and recording unit (AFM-2D code
reader) .

15
In the case of the embodiment shown in figure 6 for the
method for verifying the validity of digital franking
marks, the digital franking marks are read 1in
preferably in an even more highly automated manner, for

20 example through optical recording of a station for a
mail piece on which a franking mark is preferably
arranged. The further verifying steps are performed
essentially in line with the examination sequence shown
by figure 5.

25
The return value for the examination routine firstly
comprises the remuneration protection code and an
associated message and also the converted content
extended by the Postage ID. These return values are

30 used to produce a message and to transmit it to the

requesting reading system.
Content examinations
35 Split and reshape 2D barcode content

Input: scanned 2D barcode

Description:
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and the Eranazjfseorrﬁa%gbjee%lcglecrﬁgptfggé}%h ng i sﬁg%aclr?@gtle du%lngf%%:ﬂgékey in
accor dance wirch adrevefrs ipins BES CRG gisithasd. 1nwidte v iddd®t o be put into
the initialization vector, and whet her innerbound or outerbound CBC and 35
what block length is used, is decided wthin the context of éhe,in erface
to the remulBi@Ri orCpVELEdtiDn Rt dRarho BEMEGsF0o7 1NEy AP PE02/ 02348
Shoul d the keymsonsai ned shotihe M2 baesmesleered behavaitlhabl be6b-hbhadcrypto

t h th ti tecti ' " PC F. [ ted
(koyy " 10T B wht RO SR s Sag8 Enalc Thet KLy boe Nt 8 Found

usi ng t he keyf ninbés. nbhte pesuiltlof tohecoperdt i gossonpry ses gheodatr ypt ed

o ontercd i art appRobrIre TTerd 10 | A The 3D Barcade b bct The random

opriate int D barcode object. The random
number shoule a®ssBeE Ydi & osERN¢bAtSecdr i tHETEARHASE 1 0% ndF T heCEuSToner

coul d producg,vaddgh hashs ¥gb uescandp,hessge coul dgepl euptindDtbareedes i f he

had this information.
15 it to the validation controller. A further content or

cryptographical verification is not appropriate in this

case.
Field Type To be converted Description
to
Mail company ASCII No conversion
(3 bytes) necessary
Franking type Binary Small integer
(1 byte)
Version Binary Small integer Version number
characteristic | (1 byte) of the method
Key No. Binary Small integer Key type
(1 byte)
Crypto string Binary Byte sequence
(32 bytes) to be
transferred
unchanged,
following
decryption the
postage ID is
split off
Postage ID Text (16 Will be filled




15 Fol Il ow ng the decryption,

the hash value calculation is called fromthe

nmethod and its return value is returned. Hash val ue cal cul ati on 20 | nput:
2D bar code obj ect decrypted random nunber fromthe crypto string (the

decrypted r
Descri ption

nmust not be kn

/‘b‘U@ gyn _out si de of phe/pROAY0Z2548
:Wijr;ﬁe? has v7al ue cal cul ation function ascertallns t

bytes fromthe original

e first 60
scan result contained in the 2D barcode object.

Thi s has t he—deerypted—36rPostage—t+Dand—atsothetransferred decrypt ed
random nunfer appended to| it. The SHAcHaxmsttRsd) i s usedotéo¢di®ul ate |a hash
val ue thergfrom and said hash value |s conpared w th|ijae-2h ar egde’'|s hash
val ue contgined in the 20 barcode object. If all 20 bytes match, thg 35
cryptograpHical verificatjon i s successful, and a corrr&€pBhtiiy ret drn
val ue i s regturned. WO 0B/ 005307 - B5 - PCT/ DEO2/ 02348rlifigt here is |no
mat ch, a rgnuneration profeciion mar1&ng "PC-F corruptlon §H§pected (hash
val ue)" is [rf&dfhed to t hpB¥f45Ydati oh ComtF ol | er. \s Peturn val ue,| the
cal cul at ed |hashavahue is pdeidytesal |y transmitted so |thabers wdly al o be
out put for tQﬁmgéanination result. 10 15 20 25 30 Retjurn val ue: Cal qul ated
hash val ue |C58€ 66" —f—examnat+omr—tK; —
Product key Binary Integer Positive
(2 bytes) numpers,
reference to
associated
reference table
Remuneration Binary Float Conversion to
(2 bytes) positive
decimal number
which can be
divided by 100,
indicated in
euro
Franking date Binary Date Following
(3 bytes) conversion to
positive
decimal number,
the date can be
converted
according to
the format
YYYYMMDD
Receiver zip Binary 2 values, one Following
code (3 bytes) for country, conversion to

for zip code

positive
decimal number,
the first two
digits give the
country code,
and the last

five digits




ot herw se warning code for renuneration protection incident
corruption suspected (hash val ue)"
Result out put Present exam nation and readi ng result Description:
' the validatioggcontroller w pap
a result ‘output on the out put unlt associ ated w

cal | back ne
control
exam nati on.

To this end,

"PC-F

A

(

or "PC-F corruption suspected (key)"

BﬁoQP@QBth'ty to
h the current

the validation controller transfers the 2D

bar code objreet—ant—the—aseertatrned—renuneration—protgctionm wartimng gode to
this call back method. The| return val pe delivered can|léveherecdde of |t he
finishing nmethod sel ected| by the AGB| exam ner. The calldhack nmethod flor the
output is, frkewse at the start of [he session, aSS|%ned wWhen 1 egi gtering
on the val i|deerdnatdmr ol | 83CI1135 ResiRe2d oggi ng | nput| 1E2BPdardSde ohj ect ,
code of thg exam nation resgldytesYO DbORE3Q¢ion 36 - |BEHL DEQA/02348
Description: In a sinplifjed nmethod,|the result | oggi akes placel|in a
file on thd system on whigh the vali g8t controll@gm% uﬁﬁlng
Normal 'y, tihe results, or|sets of difections, are tramsnlt®@ﬂkdﬁrectly to
BDE and arg witten to the database |n the preferred |Lacal .fguneratji on
protection |systemvia the|preferred fenuneration protection BDE interface.
10 Preferally, the Postage ID, the serial nunber, the tP&aRITR "@&te,| the
postage, the product key,|the zip code, the remuneratirarsproi€qtisen |result
code, the nessage text, the length of the exam nation, .the time 15 df the
exam nation, the scanner's ID, the stanner's node of 6ﬁ%?3t|on t he
recording node, and also the type of |further processingaanetstorgd. |All
val ues are |out put, separajed fromong¢ another by a sem o%ﬁga Jipone
respective |set per nmail p|ece and can be eval uated 2Q Tur I'n thils form
for exanple in Excel. If the systemis in the "initiglhouseondiney” node of
oper ati on, t en.an "e" Is entered in the tecardingpp col um
i nstead of |aim A" T or subsequent 25 ecord di ng. : r&%{5|on of naster data
Descriptionﬂﬁ@@lAdser$@% ol 3nestes? dafacht eltsEEedsar y FOBVSEHECTE Gt @nit
verification. These are: characters) positive
decimal number,
the first digit
gives the
currency
(1 = euro), the
next four
digits give the
digits before
the decimal
point and the
remaining two
digits give the
digits after
the decimal
point
Hash value Binary Byte sequence
(20 bytes) needs to be
transferred
unchanged, used
for
cryptographical
validation of




PC-F nee sorting 35 general product mexinmum general dative file
progranms and m ni mum renunerations m ni mumremnunerati on key PC-F delivery
time per product key PC-F maxi num delivery tine WO 03/005307 - 37 -

PCT/ DEO2/ 02348 qﬂﬂﬁ{ ot 1on protectionyincidents, pr

associ ation w tdt’1 further processing i n52t6r uctions furtﬁét‘yggggggg?ﬁg
instructions 5 Master data can be firmly preconfigured |n a changeover tinme
with the e \,Cpt;un of—the—PC+ IICUQE. ve—f+e—and—=atseo—the ctyptoot olphl cal
keys for the charge sumljoading statjon (Postage Pointhe figrrkingecedsary,
si npl e processing and distribution applications can be inplenented for sone
of the data. In that case, maintenance should be perforned in an Excel

sheet , fromRﬂﬁQﬂ¥z¥QQﬂﬁflI%Pl@?%ﬁﬂﬁﬁ%ﬁh&fCtThls file should be sent to the
AGB exam ner by e-mail and wlxrshulabdee oead |durﬁfetmcﬁysmerrs by the AGB
exam ner using a nmechani sm whi ch needs to_ be % vi ded. _Nor the dat a
are distributed in Iine w th TREYMEChod’ YL 9h tﬁgmlglneef %V‘F%
Renuner abi on 20 Protection pjffotenemncepthexatceS'sPCteFt héser datla i s
enabl ed. The associ at ed datlgl e{ LbCJ:[éJI es are described in the data nodel for
the Preferred Renmuneration Protection 25 fine concept. Distribution of the
key data The symmetrical keys, which are used on the charge sum 30 | oadi ng
station (Postaae 2Pidinod©Oretdie frRpse of protecting the 2D barcode
contents and which are required by the crypto systemfor validation, are

i nterchanged at regular intervals for security reasons. \Wen used in all
mai | cenbver singdte keysr e dm derdd rassdeg red automatical ly and safely
fromthe (PQ§t%%15%”r“) to the crypto systens.

The first three fields reveal the version of the 2D
barcode. From this, it can also be seen whether the
franking mark is actually a 2D barcode associated with

15 Deutsche Post and not a 2D barcode associated with
another service provider. The field contents need to be
compared with a list of valid values which has been
preconfigured in the application. If no match is found,
then a remuneration protection warning "PC-F version"

20 1is returned. Verifying further content and
cryptographical aspects is then pointless and should
not be pursued.

Return value: Warning code 00 if version examination
25 OK, otherwise warning code for
remuneration protection incident

"PC-F version"”

Verify Postage ID
30
Input: 2D barcode object with decrypted Postage ID

Description:

The Postage ID contained in the 2D barcode is protected
35 Dby an examination digit method (CRC 16) which needs to

be verified at this point. Should this verification

fail, then the result which needs to be returned is a



WO 03/ 005307 - 38 - PCT/ DEO2/ 02348 In this case, interchange should take
pl ace via the preferred renmuneration protection server, since the charge
sum | oadi ng station (Postage Point) should not have any configuration

regardi ng Wiy diRfeyged | ocal 5 remuperation protechgepppysyepssgnd which
crypto systens therefor exist. Particularly preferred nethod steps for

i nterchangi ng keys are shown in figure 7. The preferred key 10 interchange
t akes pl ace between a central |oading station (Postage Point), a, central
crypto servercramge sasigral insooecrécal ERyptonger VBFSE SioRde Yl on
symetrical keyseat&q40f (868ahgknPopt ancevéer ri5nighetBE basgedgs corruption
security, the interchange neegs to be prote t%g by a  hi m |.evel of

crypt ogr aphyr S IRF X151 iR 1 Tt Sl Tt oorfcd:f G f%ty@otrﬂr%n'rc]ﬁiq 'ng parties.
20 Configuration Basic configuration/key managenent of the crypto hardware

25 For the to card' s, basic¢ cenfi.gurati - I:QUS as
necessarg. %%%§E“§ﬁgﬂfghbeq%%$?orgéd gvﬁaégg@&$?%§%gﬁégﬁis??ggggﬁg%hey
roughly involve the foll owiwarraiotd véedesfoBOrennsesptapnoRretechaCdof t war e

APl generation and installgtipgeqt fopdumt ecsipgpordmmi shysséenckoadabl e
sof tware 35 Depending on the selected card nanufac?urer, this requires

different on the card the MﬁQQﬁ%Q%éV§'épplications and type and card
nmeasur es. WO 03/005307 - 39 - PCT/DEO2/ 02348 The crypto card's
applica basi ¢ config%ration provi ded for the preferred

c

i On;f‘[ el at eqc[
r emuner &Pi o FBIRE Th By steM Coffpri¥hs the fol lowing steps: 5 secure

encryption and transfer of the symmetrical keys to the card - for exanple

RSA encrypti I T osn W i us certificate generation for the
SbSEL T o M

public key and ou

Description:

15 This function is used for automatically verifying the
time interval between franking of a PC franked mail
piece and processing thereof at the mail center. Only a
particular number of days is permitted to lie between
the two dates. In this case, the number of days is

20 based on the product and its transfer times plus one

day's wait.

The configuration of the period is preferably stored in
a product validity period relation and is maintained
25 centrally within the context of a maintenance mask. For
each product key possible for PC franking (2D barcode's
field), the relation stores the associated number of
days which are permitted to lie between franking and
processing at the mail center. In a simplified method,
30 just one period statement 1is preconfigured, which
relates to standard dispatches and is stored as a

constant in the system.

For verifying purposes, the number of days between the
35 current test date during the processing and the date
contained in the 2D barcode 1s formed, for example
08.02. to 08.01. = 1 day. If the ascertained number of

days is greater than the value prescribed for the



10 firmy preconfigure a certificate for the charge sum |l oading station
(Postage Point) in order to ensure that the key to be inported has been
i ssued by the charge sum | oadi ng station (Postage Point). 15 Basic

configurati g Qf;;[dy@-, pto system apphigcati on Every §@@Eﬁgbg/gygw user
and every crypto card within the crypto systemneeds to be characterized by

a unique ID. Utimtely, it is also necessary to identify every 20 AFM 2D
code reader by nmeans of a unique ID. Login/logoff At the start of a sessi on
with the vall%RERSH 25 o r oF NEr, HEHBHEC RBEASON 0 MECBeLédial Asode

parameters, dddccil@HN w:J.CHH attrlﬂs.s M\ﬁrﬁr@g’in@%el Dpctheduser (EPaardngh 8o t he
cal | back nethods for t tion, or t?ﬁ out put of t he reading

and exani natjrsonr?fe‘éml?g t§0 f (fl?r YaP uEOPEER 2%575n%1 D whi ch

al so needs tandee doaumsdrerirey s,qmessnbsbqeuemlleKEMImaisonetarhedw i n the
sessi on. oFor, then3e38100 Lokncd SPRBlon enpLesLel s Staged, Rk ng: gl i dati on

controll er %al ession cont the transfer paraneters. 35 If,
during his sdssi oralude fipser srr@m@banﬂraﬁg@aﬂbclme, nodecdf opetavibg, to the

predefined proguet,oprefo @kgﬁ&nﬁ%i%ho'}e%%tltﬂ ngs Mvelycea Beseenfiigur ed
during WO 03/°005307 - 40 02/ 02348 the runtinme, then theEe changes

are reconst riRt stPThe€he \t}erSabIeé‘sa“a’rIP%EéPEd F6cUlhis PR poseXIPhen t he
sessi on Contn@ﬂuaﬁl}FOlﬁsﬁmbOQOBEttbheo&ewe)rsmmeex,t is drketedrasat

appropri 8t %g guent gxam nlatr on ara{r;ss it thers session ID are
rej ected’ THY %%é?’?em Bt User ¥ Hnd a5 wor ds'heeds to be 10 defined in a
general user management concept for preferred remunerati on protection,

whi ch is parg %rfchgrpr a%rlrredcr@rrve@ractﬁeontﬂr@t 80l TrdiS€a50RGEP. The
readi ng systens nee e registered with the 15 validation controller

bef ore exanitHagi ctPheglbstaf ar‘eh%xe%%ﬁ’é'élgeThEDpar%%t eFRLFH3HE t PHAST erred

are the readifigh Bysgeal $ultlala1ndt1@é S@oﬁtl@é’&SV&Qﬂ da ismesreettur@n&aheecreeturned
upon successful registration is kewi se a sessj.on g\% needs to be

transmi tPed apth the EGSEGB%&L?emha\Y@rr%|Q:]é??%rnl]?%ﬁu?5§%§ HeRSEHEY eadi ng
systemis shit r@l@i/\tfh ther @i ppetishée heca torbespondknd.| apef Posithlyet hi s

session 1D, :ﬁ? Jonk ghk%n%9ﬂ§ time up to which the carriage sum is
valid. If the franking date is a particular number of

days greater than this wvalidity date, then the

20 remuneration protection warning code associated with

the remuneration protection warning "PC-F date

(carriage sum)" is returned.

Return value: Code "00" if examination OK,
25 otherwise warning code for remuneration
protection incident
"PC-F date (carriage sum)" or
"PC-F date (franking)"

30 Remuneration examination
Input: 2D barcode object; current sorting program ID

Description:

35 Within this function, the remuneration contained in the
2D barcode is examined for a minimum remuneration which
is defined for dispatches of the associated sorting

program. The sums are euro sums.



Speci al user roles Wthin the context of the security concept, two special
30 user roles need to be provided, which need to be perforned by two

di fferent people. Security adm nistrator 35 The role of security

adm ni strat igen g§3x86 the follow ngohasks: WO 03600878R62704348

PCT/ DEQO2/ 02348 <creating command files for admnistering the crypto card
signing these command files initializing and nanaging the crypto cards 5
supervi sing the | oadabl e software and the associ ated configuration The
security adm nistrator authenticates hinmself using the private key for card

adni ni strat o J4dSci St 5605 edrd04en i ¥edieskaidtrddn ss@rtiggr gragdaneeds to

be kept strict]y |ocked away by the security %gnl i.str.attor.f Mly
admi ni st r at %K Sorivdhts rﬁ"&ﬁ?oy%% i ShkE CHFBE NESUTEEon the crypto
card. Since this nmechanism 15 protects the command sequence and the

associ at ed naraiRLer S - EXRCULLANCO, Hhese aquiands £ap,al so.bRodeleoated to

syst em adm ni s Grs Tn si , security administrator
needs to nake tweerofnandsiagaithebl elmmdoverwpnt e Iappitolst i @@ e meth6d 20

instructiong., AApLhen thask irs 1mnagaert Of aiha & yPl encagdsinwist hat he
serial nunmber, the confjguration and the, s sten]n#nber of th sysi min
whi ch t hese GRI%s2 AF e WIHTHAEE o SRHN&RIE 4P B0 HHECR 0 ARROHE DT thed gstem

bei ng recor detkgoiclever yreansd faréhers epeevectieparcaredstraoheferi s al so
a recorg of_ﬂ?o i s holding the cards. Together with the security nmanager
A, he $HperViSeH0the S tWhre sources and the associ ated software
configuration and enables themfor installation. In addition, the software

whi ch “eemsfﬁébgubgghg%h%deé%miﬁééf§ﬂakh@giv%@téHhéé%ﬁh%“Qh@@h&Qe crypto

server 35 is exam ne al so the card software is enabled and si gned.

the minimum remuneration contained in the 2D barcode 15
below this stamp. If this is the case, then the code
15 associated with the remuneration protection incident
"PC-F underfranking" is returned, otherwise the success

code 1s returned.

Return value: Code "00" if examination CK,
20 otherwise warning code for remuneration
protection incident

"PC-F underfranking”

Alignment with negative file
25
Input: 2D barcode object with decrypted Postage ID

Description:
Within this function comes the examination to determine
30 whether the Postage ID associated with the 2D barcode
is contained in a negative file. The negative files are
used to remove from the delivery cycle any mail pieces
from customers which have come to light on account of
attempts at misuse, or whose PC has been stolen.
35
In this case, the negative files are maintained
centrally as part of the project Database Franking.

Within the context of the interface for this project,



WO 03/ 005307 - 42 - PCT/DEO2/ 02348 The card software specifically needs to
be exam ned to determ ne whet her at any point one of the secret keys can be
passed to the outside via the driver interface, or whether mani pul ation
attenpts ha JBs; there, 5 such storage of cg BboPhsdegi ned
keys or the@sm nonsecure encrypti oé%rret hods. In adg??lﬁon ?o the card
software, it is also necessary to exam ne the crypto server's application
software which is linked to said card software. 10 Authentication is
perforned i thexageltpachefoanel nagrabanginige thse ditehaardurity be

adm ni strat ofe USIMNG Ry HdYale K&kal mdiNl $L£AS, Sjaweyay, the private key
for software signing 1s involved. 15 However, an additional security in
this case involves installation of the software requiring not just that the
sof tware be 1sf gnede bubhaahseidecassenipl edavisim) | atdon carmandatSi nce two
di fferent peopl e 20 manager..and security adm ni strataqr) responsi bl e
for this% ahﬂpg?ﬁéég?ﬁg’aSES F&F@ﬁ’k §Ehr8%§ep¥e§t ﬁgs fogbgn 3

| ocations, ahumgedwvelnethsecsmi hyeils tiokéwi seraatsd ethibhibi sasase. 25
The sof twar apd & dli ¢4 4 bubedaPKe! Be 15eaUbY (I8 JBnagst LncadheeasaE wiin
the security admnistrator. This particularly preferred enbodinent of the

i nvention thius 3¢ obxees eheclif fErBntvIdEhentTat Fbke ké§sIerRreh®do neans

that data segyrd tyiis dNCieased sonsigerabhyil t¥0:-A8/ ABE3CkamifAdrs
PCT/ DEO2/ 02348 Pat ent . cl ai ns: i

1, A nethod for verifyjng.the authenticity of
a frankitfg etk SHEH & Beeh puteohPa ﬁﬁFFeﬁFe%E,¥hftﬁa§%8FyB5659aphicaI
i nformati on sxonimpeed machheitmamkicy meddsbeindoeesrypieddandatused for
verifying t aut h Lcity _of .the Kj.t rk, r ized.in.that the
readi ng unipﬁa?a%ﬁggé%§§ %5c5¥5§1f&%ﬁgrgggi%%enéFﬁngﬁggﬁfé%éngfgﬂﬁ% to a
verifying urilte rarefdrrehatermmearst vy ifsdtrptuimn Eorting sseneajfuence of
exam nation conponents. 2. The nmethod as clainmed in claim1, characterized
in that one of the exam nation conponents conprises_15 decryption of the
crypt ogtaphiZ RO AR nbR | SR EdRERF hedsS| At ARtV AARRAgPREFRE which a

customer retrieves from the system (Postage Point).

These presets are stored in a "safe box" on the
customer system. This is a hardware component in the
form of a smart card including reading system, or a
20 dongle. The safe box safely keeps the preset sums, and
the customer can retrieve individual franking sums
therefrom without being connected to the charge sum

loading station (Postage Point) online.

25 Every safe box is characterized by a unique ID. This
safe box ID is entered in the negative file if the
associated dispatches need to be removed on account of
suspicion of misuse. The safe box ID is made up of a
plurality of fields. Besides the unique key, the safe

30 box ID also contains further fields, such as validity
date and examination digit. For the purpose of uniquely
identifying the safe box, the first three fields of the
safe box ID are definitive. These are also found in the
first three fields of the Postage ID, which means that

35 the association can be made between safe box and
preset. The fields are described in the table below:

| Byte No. | Length | Meanings | Data | Comment J




3. The method as clainmed in either or both of clains 1 and 2, characterized
in that one of the 20 exam nati on conponents conprises a conparison between
the date of production of the franking nmark and the current date. 4. The
met hod as c¢ f@f}rdd},ﬁ“ﬁ or nore of thg425 preceding gkai/Bgo akagterized
in that thelwrzaea ng unit and the veri f?/’l ng unit int ercha(lge ??\Por mat i on
using a synchronous prot ocol. 5. The nmethod as cl ai ned |n claim4,

char act er i zetd—n—30—that—theprotocot—s—RPCbased—6TThe—rethod—=as
clai med in|loneor merb of olaimsl 1 to 5 chhfSRrel zedlin thatthe feadi ng

unit and th&verifyinhlunit conmuRFACETW t hOBne anot hePOLisITRS an 3
asynchr onouys_pr ot ocol WO 03/ 00530%ifigy ; PCT/ DEQ2/ 02348 7. The et hod
as clainmed|in claim®6| characterjzed in thatOthe readi ngesnit sends |a data
nmessage to|the verify{ng unit. 5 8. The nethod as cl ai pedovived:ai m 7,
characterized in that|the data nmessage contains the conhent wfeckhe firanking
mark. 9. The nethod ag clainmed iph one or nore of clainkcdpddhto 8,
characteriZed T that|the data mMEssSage cont aLas a requ,%sE es%gri;lto
cryptographi cal verifying routine. 10. The nmethod as c one |or nore
of claims 1 to 9, characterized jn that a crypto |nter1ace 15 perforlns | oad
distributign between @ plurality|of verifying neans. 1135§%&3tthod |as
clained in|one or nore of claims|1 to 10, characterized”thrtHa ™@hé [cont ent
of the 20 flranking matrk is splitlinto individual fieldspPigge cpiEapktihod as
claimed in|d2ai m11l, characterizpUidemsiehat amxi dentifi ca@bilon usedber
(Postage I'D) for the customer syshemicavtrolling the pfoducétey of tlhe 25
franking mark is ascertained fromthe franking mark. 18madhgeadmirBed |as
clained injone or nore of the preceding clains, characterkzgd ddamt hat
i ndi vidual [custoner systemident|fication specificationg( Epls}%ge 30 I D
VI

are recordad in a negative file,|and the mail pieces a$socl wth this
Postage I D|are discharged from al normal proc¢essing proqregsi on or mai |

pi eces.
every newly

licensed
model.

b3, b4, 3 Serial XX XX XX To be used
b5 number of for every
the model licensed
model from
every
manufacturer,
rising from
00 00 01 to
FF FF FF.

If the first three fields of the Postage ID of the
currently examined franking are identical to the first
three fields of a safe box ID contained in the negative
5 file, then the remuneration protection incident
associated with the customer within the negative file

is returned, otherwise the success code is returned.

Return value: Code "00" if examination OK,
10 otherwise warning code associated with
the customer, or with the safe box in

the negative file



14. The method as clained in one or nore of the 35 preceding clains,
characterized in that an encrypted receiver address statenent contained in
the franking mark is conpared with a receiver address indicated for
delivery of ce. WO 03/ Q0%307 - 45 - PCT. The
met hod as clﬁg]%sﬁdr?j?rﬁ or nore of cl gléITB 1 to 14, ciﬁg?ggtﬁg??ggal?n t hat
verifying paranmeters for the nmethod can be changed. 5 16. The nethod as
claimed in claim15, characterized in that nmethod paranmeters are changed
only after iGmRan¥senpefsoddl bdirgiads Reytepiti vatleh kap) lddshcPa8él with a
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protection warning "PC-F plain text" is returned.

35
In the case of an automatic examination, this
examination is not necessary. In this case, the

examination can preferably be performed within the
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5
Return value: Code "00" if examination OK,
otherwise warning code for remuneration

protection incident "PC-F plain text"”
10 Cryptographical examinations
The cryptographical examination comprises two parts:

aj a decryption of the crypto string and
15 Db) the hash value comparison.

Both methods need to be carried out in the protected
area of the crypto card, since a customer could produce
valid franking hash values if spying on the information

20 produced during processing.
Decrypt crypto string

Input: 2D barcode object
25
Description:
As input parameter, this function receives the split 2D
barcode object from the scanner result. The franking
date and the key number are used to search for the
30 symmetrical key wvalid for this time, and the
transferred object's crypto string is decrypted using
this key in accordance with the Triple DES CBC method.
What value needs to be put into the initialization
vector, and whether innerbound or outerbound CBC and
35 what block 1length is used, is decided within the
context of the interface to the remuneration protection

system.
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protection warning "PC-F corruption suspected (key)" is
returned with the error message that the key was not

5 found using the key number.

The result of the operation comprises the decrypted
Postage ID, and also the decrypted random number. The
decrypted Postage ID is entered in an appropriate field
10 in the 2D barcode object. The random number should not
be disclosed for security reasons, since the customer
could produce valid hash values and hence could corrupt

2D barcodes if he had this information.
15 Following the decryption, the hash value calculation is
called from the method and its return value is

returned.

Hash value calculation

20
Input: 2D barcode object
decrypted random number from the crypto string
(the decrypted random number must not be known
outside of the card)
25

Description:
The hash value calculation function ascertains the
first 60 bytes from the original scan result contained
in the 2D barcode object. This has the decrypted
30 Postage ID and also the transferred decrypted random
number appended to it. The SHA 1 method is used to
calculate a hash value therefrom and said hash value is
compared with the 2D barcode's hash value contained in
the 2D barcode object. If all 20 bytes match, the
35 cryptographical verification 1is successful, and a

corresponding return value is returned.
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for the examination result.

Return value: Calculated hash value
10 Code "00" if examination OK,
otherwise warning code for remuneration
protection incident
"PC-F corruption suspected (hash value)"
or

15 "PC-F corruption suspected (key)"
Result output

Present examination and reading result
20
Description:
A callback method provides the validation controller
with the opportunity to control a result output on the
output unit associated with the current examination. To
25 this end, the validation controller transfers the 2D
barcode object and the ascertained remuneration
protection warning code to this callback method. The
return value delivered can be the code of the finishing
method selected by the AGB examiner.
30
The callback method for the output is, likewise at the
start of the session, assigned when registering on the

validation controller.
35 Result logging

Input: 2D barcode object, code of the examination

result
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In a simplified method, the result logging takes place
in a file on the system on which the wvalidation
5 controller is running. Normally, the results, or sets
of directions, are transmitted directly to BDE and are
written to the database in the preferred local
remuneration protection system via the preferred
remuneration protection BDE interface.
10
Preferably, the Postage ID, the serial number, the
franking date, the postage, the product key, the zip
code, the remuneration protection result code, the
message text, the length of the examination, the time
15 of the examination, the scanner's ID, the scanner's
mode of operation, the recording mode, and also the
type of further processing are stored. All values are
output, separated from one another by a semicolon, in
one respective set per mail piece and can be evaluated

20 further in this form, for example in Excel.

If the system is in the "initial recording" mode of

operation, then an "e" 1is to Dbe entered in the

recording mode column instead of an "n" for subsequent
25 recording.

Provision of master data
Description:

30 A series of master data are necessary for the content

verification. These are:

. PC-F negative file

] sorting programs and minimum remunerations
35 e general minimum remuneration

o product key PC-F

° maximum delivery time per product key PC-F

. general maximum delivery time
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109 & ()- (' time with the exception of the PC-F negative file and
also the cryptographical keys for the charge sum

loading station (Postage Point).

10 If necessary, simple processing and distribution
applications can be implemented for some of the data.
In that case, maintenance should be performed in an
Excel sheet, from which a csv file is generated. This
file should be sent to the AGB examiner by e-mail and
15 should be read into the systems by the AGB examiner

using a mechanism which needs to be provided.

Normally, the data are distributed in line with the
method described in the Preferred Remuneration

20 Protection IT fine concept, or access to these data is
enabled.

The assocjiated data structures are described in the
data model for the Preferred Remuneration Protection

25 fine concept.
Distribution of the key data

The symmetrical keys, which are used on the charge sum

30 loading station (Postage Point) for the purpose of
protecting the 2D barcode contents and which are
required by the crypto system for validaticn, are
interchanged at regular intervals for security reasons.
When used in all mail centers, the keys need to be

35 transferred automatically and safely from the (Postage
Point) to the crypto systems.
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Since the symmetrical keys are of great importance for
15 the 2D barcodes' corruption security, the interchange
needs to be protected by a high level of cryptography
and by explicit authentication of the communicating

parties.
20 Configuration

Basic configuration/key management of the crypto

hardware

25 For the crypto card's basic configuration, various
measures are necessary. These should be performed by a
security administrator. They roughly involve the
following activities:

30 e installation of the software API on the card
. generation and installation of the private keys
for protecting administration applications and

loadable software

35 Depending on the selected card type and card

manufacturer, this requires different measures.
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the runtime, then these changes are reconstructed in

the variables allocated for this purpose within the

session context.

5 For a logoff, the session context is deleted as
appropriate. Subsequent examination calls with this

session ID are rejected.

The management of users and passwords needs to be
10 defined in a general user management concept for
preferred remuneration protection, which is part of the

preferred remuneration protection IT fine concept.

The reading systems need to be registered with the
15 wvalidation controller before examination requests are
executed. The parameters to be transferred are the
reading system's ID and also a password. The return
value returned upon successful registration is likewise
a session ID, which needs to be transmitted upon the

20 subsequent verification requests.

When the reading system is shut down, there needs to be

a corresponding logoff with this session ID.
25 Miscellaneous
Special user roles
Within the context of the security concept, two special
30 user roles need to be provided, which need to be
performed by two different people.

Security administrator

35 The role of security administration comprises the

following tasks:
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. creating command files for administering the

crypto card

° signing these command files
] initializing and managing the crypto cards
5 e supervising the loadable software and the

associated configuration

The security administrator authenticates himself using
the private key for card administration. This is stored
10 on a diskette or smart card and needs to be kept

strictly locked away by the security administrator.

Only administration commands signed using this key can

be executed on the crypto card. Since this mechanism
15 protects the command sequence and the associated

parameters, execution of these commands can also be

delegated to system administrators in situ. To this

end, the security administrator needs to make the

commands available and to write appropriate method
20 instructions.

Another task i1s management of the crypto cards, with
the serial number, the configuration and the system
number of the system in which these <cards are
25 installed, and also the location of the system being
recorded for every card. For the reserve crypto cards,

there is also a record of who is holding the cards.

Together with the security manager QA, he supervises
30 the software sources and the associated software

configuration and enables them for installation.

In addition, the software which needs to be installed,
or is installed, on the card and on the crypto server
35 is examined and also the card software is enabled and

signed.
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t the readlng unit graphically records the franking
mark and transmits it to a verifying unit, and in that
10 the verifying unit controls a sequence of examination

components.

2. The method as claimed in claim 1, characterized in
that one of the examination components comprises
15 decryption of the cryptographical information contained

in the franking mark.

3. The method as claimed in either or both of
claims 1 and 2, characterized in that one of the
20 examination components comprises a comparison between
the date of production of the franking mark and the

current date.

4. The method as claimed in one or more of the
25 preceding claims, characterized in that the reading
unit and the verifying unit interchange information

using a synchronous protocol.

5. The method as claimed in claim 4, characterized in
30 that the protocol is RPC based.

6. The method as claimed in one or more of claims 1
to 5, characterized in that the reading unit and the
verifying unit communicate with one another using an

35 asynchronous protocol.
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10. The method as claimed in one or more of claims 1
to 9, characterized 1in that a crypto interface
15 performs load distribution between a plurality of

verifying means.

11. The method as claimed in one or more of claims 1
to 10, characterized in that the content of the

20 franking mark is split into individual fields.

12. The method as claimed in claim 11, characterized
in that an identification number (Postage ID) for the
customer system controlling the production of the

25 franking mark is ascertained from the franking mark.

13. The methocd as claimed in one or more of the
preceding claims, characterized in that individual
customer system identification specifications (Postage
30 ID) are recorded in a negative file, and the mail
pieces associated with this Postage ID are discharged
from a normal processing progression for mail pieces.

14. The method as claimed in one or more of the
35 preceding claims, characterized in that an encrypted
receiver address statement contained in the franking
mark 1s compared with a receiver address indicated for

delivery of the mail piece.
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