WD 2004/ 053618 PCT/ CA2003/ 001944 SYSTEM AND METHOD OF OANER CONTROL OF
ELECTRONI C DEVI CES TECHNI CAL FI ELD This systemrel ates generally to

el ect r owio00e8368s, and in particular to controlling BTHEAMESPNA4 of such
devi ces by a device owner. BACKGROUND OF THE I NVENTION In a corporate

envi ronment, enpl oyees are often provided with access to office supplies
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Wi th conpany policies. In these types of situations, a user of an

el ectronic device is not the owner of the device, and the user and owner
may haVBA‘El{éﬁﬁgﬂfD B?WN}%%IQN accept abl e device uses. Acceptable uses
may be ' y I cies, for exanple, which engl oyees_are
expected to froklcorgordiet ervirpamentc empiayeep &re offers Pividas vith ageess B Ailics
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device to restrict the type of operations,. £ | A ' idhat  may
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repl acing the owner polic ile with a user, poljc i e whi

i ncl ude Us@Rkgfligaequinraento RENIQYEF Wﬁ%g%ﬁ?f@ﬁ’rﬁm%i% %Weeéegﬁ%?ﬁééﬁa Yer e
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devi ces’ DI SCLOBURE CF THE | NVENTI ON A syst em of owner coptrol of an

el ed$ r ofnctions;idees elipeuraaditianal GRAEr ancheARTPRAS W CABPAVRUECESNS i gured to
store owner 'm‘&%rsgﬁde%f%ﬂﬂmdnﬁ,' DYs&ladran dleQfnid devideds Pt BrRUSWIRRr of the

aut hentication rnfof'mation, and an owner control information store

conf i gudedce,@arsitibe asenandrownepmay bave differenhperepPtions of aFRePEbIG FRYICHEESt i on of
the elegtronic _device L RV ' ceBhRgrity
of the 8%?%@8 ”83?15153’!%%5 ?%ﬁéqa'ﬂfc gbﬁgh’ gﬁlldé%dydgg%gh@bghﬁg&ﬂ]% i cation

i nf or makkpectbdtofskul, bat eyiohd pbinpatepdiice setamerds, a corpaEgRriceRIGEgoften

PCT/:&(g:AZ gg /Iit%g]ffg gfrﬂ'/ contro] over how electronic devices are ultimately used. According to one

known scheme for controlling operation of electronic devices, ar} owner loads a policy file
onto a device to restrict the type of operations or software applications that may be executed
by the device, However, this type of scheme is sometimes circumvented by a user by either
deleting the owner policy file or replacing the owner policy file with a user policy file which
25  may include fewer restrictions than the owner policy file. Therefore, there remains a need for

a system and method of owner control of electronic devices.

DISCLOSURE OF THE INVENTION
A system of owner control of an electronic device comprises ‘an owner information

30 store configured to store owner information comprising data integrity and!qr source
authentication information, and an owner control information store canfigured to store owner
control information for controlling operation of the electronic device. The data integrity is
used to check the integrity of the received owner control information and/or source

authentication information is used to authenticate the source.
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A nmet hod of owner control of electronic devices conprises the steps of
storing owner information having data integrity and/or source

aut hent wWeat00es3618 or mat i on on an el ectronic device, rRCEOARNGOOIMEr
control information at the electronic device, and checking integrity of

t he received owner control information and/ or determ ni ng whether the

aut hori zed source is 5 authentic. An erase conmand nay be provided to the
el ectroni ¢ dévietbod offawner pontrebokalestonicsisviean comerisgs dia dens,of siojRe avaEsd
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DRAW NGaufhkfiic.1 1s a bl ock d| agram showi ng a communi cation. systemin which
el ectronic 15 devices are used. Fig. 2 is a bl ock diagr mlllﬁ%tratlnga
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whi ch akés@ﬁaggn%gﬁgﬁﬁngsﬁr%d a?’d ‘@d\kﬁer con?rol are inplemented. 20 Fig. 4 is a
f1 ow di algconic Heviss.r Bhd engse comiiaod inperfaiged thiaged @Wfé?hﬁchmeﬁ%t"ﬂ%ﬂﬁ‘%ﬁﬂ 0 an

el ectro flowdlagramlllustratlngarrethod of

| nsertlﬂg%&ﬁa&%?%&;%se%o a?i.'atlon ‘onto an electronic device. Fig. 6 is a
f1 ove dl agr anFekios fagtueesrmftmrdonbmst&mamwmemmochmﬁlmdmnb%d gewilce. 25
Fi g. s a block di.a amof | ess Il | cati-on device as an
exanpl e DERAME, APRAI IR RS e Follop I@ ¢S REEY NG OUT THE | NVENTI ON
Fig. 1 is a block diagr am showi ng a comuni cation system in which

el ectronic 30 devi ces are used. The communi cation system 10 includes a

W de Ar BRIERDESGRIPQY OFTHE DRAWINGS 5 3 conputer system 14, a wirel ess
network gat eﬁ’@’ 118 ABBR defdth Moting BLbRTHNiEONsysRm Thahiohre@smidet wor k

gateway 16 is also connected to a wrel ess conmuni cation network 20 in
whi th adewieas @’gsusﬁd)bl | e conmuni cation device 22 ("nobile device"), is

configured tg, 0BgLalifock iR 04 ARG 6L & SRS FARRARGAUW R dnformation and

owner control qunnat:on onto an electronic device.

Fig. 3 is a block diagram of an electronic device in which a system and method of

owner control are lmplemented .
20 Fig. 4 is a flow diagram lllustratlng a method of inserting owner information onto an

electronic device.
Fig. 5 is a flow diagram illustrating a method of inserting owner conirol information

onto an electronic device.
Fig. 6 is a flow diagram showing a method of owner control of an electronic device.
25 Fig. 7 is a block diagram of a wireless mobile communication device as an example

of an electronic device.

BEST MODE FOR CARRYING OUT THE INVENTION
Fig. 1 is a block diagram showing a communication system in which elecironic

30 devices are used. The communication system 10 includes a Wide Area Network (WAN) 12,
coupled to a compuier system 14, a wireless network gateway 16 and a Local Area Network
(LAN) 18. The wireless network gateway 16 is also connected to a wireless communication
network 20 in which a wireless mobile communication device 22 ("mobile device"), is
configured to operate.




The conputer system 14 is a desktop or |aptop PC, which is configured to
comuni cate to the WAN 12, the Internet for exanple. PCs, such as the
conput ewsyw4/e3m61814, normal |y access the | nternet throRgivCanodsnoexnet
Service Provider (I1SP), Application Service Provider (ASP) or the like. 5
The LAN 18 is an exanple of a typical working environment, in which

mul tiple conputers 28 are connected in a network. It is normally |ocated
behi nd a seciihé toeniputerwsistem 21 isnat teskioh er Lizpiop 87C.awhishsisgeordignredr t06,
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user accounts résse rece ssage are t n accessed
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may al so provide addi tional functional Ity, such as dynam c dat abase

st orag eofmf cligat-Beryeicor Res!-tdspger, Wdlmflﬁwwagms che%lﬁ é\ﬂf&d@gouq Fehiteqlieds, task
lists, esmlm?gﬁh@&éﬁé semﬁ26%%@&%1;@@{0%%%%%%%%ge&mw c

nmessagi ng are descri ustrative purposes only. Oaer 25 control
systi®e nsa@drdsse@tuhtk@sre@m@capmaa@abla@dta@e &lemﬁd@ss%lg\ea uger diredgiy ameesaging ces,

and areqfy 0OHAY oh IS 0o Bl DB O AEUGERe el 589 ilirates »

capabi l r't1es ga eway 16 provi es an ce to a wreless
net wor kclzdf-sédvenaghiteatdne din noesspigetiesthat Isecte acthilecer isinehessann Bisl adhefevi ce
22. Such I“l[f Q3t|ons aqs;gr asﬁgressi ng of the nobile device 22, encoding or

ot her wi ¥ENETANEP *¥rfssages for wireless 30 transnission, and any other

interface f UAmcu@ns:w@rr@esaigwmbrmﬁ i& BlRoww Inethe $ ANgHR, ¢viey skiled inlhe avii r el ess

ateway 16 maybe red to erate th nore than,one rel net wor k
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net wor Kspéd beg@kh Bk nebwdiki§ BoriBlel SysHaNs 28 apd it theRBSiddfelselver et nigdbi | e
devi ces as users roam between countries or networks _
also provide additional functionality, such as dynamic database storage for data such as, but
not limited to, calendars, to-do lists, task lists, e-mail and documentation. The message
server 26-and electronic messaging are described for illustrative purposes only. Owner
25  control systems and methods are applicable to a wide range of electronic devices, and are in’
no way limited to electronic devices with messaging capabilities. ‘
The wireless gateway 16 provides an interface to a wire]ess; network 20, through
which messages may be exchanged with a mobile device 22. Such functions as addressing
of the rnobile device 22, enc?ding or otherwise transforming messages for wireless
30  fransmission, and any other interface functions are performed by the wireless gateway 16.
The wireless gateway 16 may be configured to operate with more than one wireless network
20, in which case the wireless gateway 16 also determines a most likely network for locating
a given mobile device 22 and possibly track mobile devices as users roam between

countries or networks,




-3 WD 2004/ 053618 PCT/ CA2003/ 001944 The nobile device 22 is, for exanple,
a data communi cation device, a voice comruni cation device, a dual - node
conmuni wa 10041033618 ce such as nmany nodern cel lul ar telpphoaesmsbewusng bot h
data and voi ce comruni cations functionality, a nultiple-node device

capabl e of voice, data and other types of conmunications, a personal
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through the wreless network private interface to a nobile device 22
may al swirelegsovededl y be extended to entities outside the LAN 18 by
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be a Wreless Application Protocol (WAP) gateway, Through WAP. gat eway, a
li st ofdevines2awy alse effactiealy e gxiendek t%ﬂnt’giﬁé onisidelhe Lé’\'l:.‘?&‘/%sy ?6‘?"‘@ a

possi bl i ' b6tveerd. dueht he
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messages in a user's mailbox on the message server 26, and possibly each message or a
portion of each message, may be sent to the mobile device 22. |

A wireless network 20 normally delivers messages to and from communication

25 de\)ices such as the mobile device 22 via RF transmissions between base stations and
devices. The wireless network 20 may, for example, be a data-centric wireless network, a
voice-centric wireless network, or a dual-mode network that ban support both voice_and data
-communications over the same infrastructure. Recently developed networks include Code

. Division Multiple Access (CDMA) networks and General Packet Radio Service (GPRS)

30 networks. So-called third-generation (3G) networks like Enhanced Data rates for Global
Evolution (EDGE) and Universal Mobile Telecommunications Systemé (UMTS) are currently
under development. Older data-centric networks include, but are not limited to, the
Mobitex™ Radio Network ("Mobitex"), and the DataTAC™ Radio Network ("DataTAC").

Voice-centric data networks such as Personal Communication System (PCS) networks,
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Mobi t exTM4 Radi o Network ("Mbitex"), and the Dat aTACTM Radi o Net wor k
("DataTAC'). Voice-centric data networks such as Personal Communi cation
Syst em weCHp4/m33610r ks, -4 WO 2004/ 053618 PCT/ CA2003/ 0Oeae¢A2005/001944li ng

d obal System for Mbile Comuni cations (GSM and Tinme Division Miltiple
Access (TDWVA) systens, have been available in North Arerica and worl d-w de
for several years. In the system 10, a conpany that owns the LAN 18 may
provi de ircheingoGtobal Systemnior Mddde Duhraumicdtions (EBSM)cmrle’EimeoDianisicmrMuﬁm When

a conputer ed to an alato 0
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cor por aygarsAN 18. When the conputer systemis operatl ng wwthin the LAN 18,
I I b d
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configurable by the user. However, 1f a user i's using a conputer outside
t he - LANEN®IoYS$ icaiapden ¢Q@uterefqmrpmp@n thegcampatermystem 88 mayderised either 1 or

exanpl e &ntﬂﬁto%h ] 6\?8 goﬂ@%ﬂ!{t@ Ph 187 vith e%Bm?t]%r Eﬁé\'eﬂ-uffs Sﬁé} ke be

bypasse n or al'n control over an electronic ce such as
t he' conmhANets, sysoeal o;%atmns meetyi Heare steigted by 22nfiguning waemissians @aﬂ eeBirictiond ocal

oper at § i Gibodaf Selel Pl heor i duonet S, Ao ST BB 0. o

compn pé@ﬁlbﬁmsl\djﬁchetsﬁlbﬁoﬁsyaw nofcmﬂgmrablle byeled asers iMoweveh e Useclusigte i ngs
may be del eted

rep er altered. b . Fig. 2.5 a
bl 5k dPAgPAIRT PEGEITS AN 8abw aTering e romptiht BriuiN Tz asrsiinan ng
owner  C@jHdxam IeﬂBQMM basbd¥ntoRn glaeébf PRILANI¢Y cae sonBlemsy B¢ Bypassefli g. 2
I ncl udes an 0 el ectronic device 210, an owner infornmation insertion p0|nt

220, and an GweRsler oReINtAn GaTTtiol A iPOI® qqtrge'ﬁﬁeaﬁeﬁewm@s PEEOMPNEEr SYREM -
i nf or may, V\E%F ﬁeaé\}i@2§(§n@wr%fﬂ1ak%s’?éb i€H IB@éI's\éﬁinés dir&E F}rrdnecﬂe Hevies Qué!f andi ng

poi nt, owner ‘contro sertion s alternativel %o
refesr etbcabsahmga coptnel devicp operationsnbghamiras lmgﬁ?rrfﬁlﬁﬁ@ﬁm% taeaipintact gA thgwner

control ,information ovi ded
O o' bk AR o sPASES v s BRE oPbrkit] FELAGRE RIASIOAN scbfusdial Y OV) 08
i ncl udeaeammmpﬁcednémmlmlmmea P&er..and an interface/ connector 222.
The owner contr i nfor i on [nsertion int 230 _si d an
owner cont rolrllq %f'ﬁﬂ@??‘b lagEy EEHS%EQ%@%E |°r§t"zesref_t5'(9n§‘&%{{r%f8 tugléfd The
owner i BiREMBGAtRN irFbPicRioR lordo Sih Gledrohiafl duvitat | | Ulﬁe sgatefn IB.SFI@.I”IZ dwahetes reame or
other identification information, for. exa \/\%’28 ‘gentlfles a

’&(B’H{”F AR

of e EleSERRIBIieNcaEHI0 BN UIer G MAHIONFRAD At PPl 214
stores b dBh iRridAdloint238S afe P HdrtatibA thsertion point 220 is alternatively

referred to as a branding point, while the owner control insertion point 230 is alternatively
referred to as a control point. An owner information store 212, an owner control information |
store 214, and an interface/connector 216 are provided in the electronic device 210. The
25 owner information insertion point 220 includes an owner information source 224 and an
interface/connector 222. The owner control information insertion point 230 s_.imilarly includes
an owner control information source 234 and an interface/connector 232.
The owner information store 212 stores information, such as an owner name or other
identification information, for example, which identifies an owner of the electronic device 210.
30  The owner céntrol ‘information store 214 stores information that is usgd o contrpl_ the
operation of the electronic device 210. Owner control information may, for example, be
spéciﬁed in an authorization record that lists software applications authorized to be installed
and executed on the electronic device 210. The use of owner control information to control

operations of an electronic device is described in further detail below. The owner information
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operation of the electronic device 210. Ower control information may, for
exanpl e, be specified in an authorization record that |ists software

appl i cawicome4/eassisori zed to be installed and executed BET/ACA20081081984 oni C
device 210. The use of owner control information to control operations of
an electronic device is described in further detail below The owner

i nformation -5 WD 2004/ 053618 PCT/ CA2003/ 001944 source 224 and the owner
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comuni &ation 1 He Qwrer i nformation insertion pei nt - 220 and
the el ect r oniThedswiec corgd trtsbrt:ou@birlt R20 is assecibtedoyitoamewnerraf tipgeetrani® 16 and

e " 5Bh e 02 ! R SR T S R ol ALEAT) MRS B2,
t he nobiekemgiey ithee oRhér; corten inetiosy pdﬁhtyzmn In}ayt be s0voaputer sestp@r orydemi¢ehor i zed
AT RIS TR R TR S
of ownege¢ied 10! isi "BfMdBBt WA AP ihfdEmSIcRChy QBiablistNg @ecatdfuhigation link
between the owner information insertion point 220 and the electronic device 210 through the
interface/connectors 222 and 216 and then inserting owner information into the owner
information store 212. Unless otherwise desired, once owner information has been inserted
25 onto the mobile device 210, then preferably only the owner or a party authorized by the
owner is able to change the owner information or insert or change owner conirol information
on the electronic device 210.
Because insertion of owner control information onto the electronic device 210 is -
restricted once owner information has been inserted, the owner control information insertion
30 point 230 need not necessarily be controlled by the owner of the electronic device 210.
When the owner mairitains'.control over the owner control information insertion point 230, the
insertion points 220 and 230 may be implemented in the same computer system or device
and share the same interface/connector. However, separate insertion pbints 220 and 230 as
shown in Fig. 2 allow an owner of the elecironic device to delegate owner control information
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restricted once owner information has been inserted, the owner control

I nformation insertion 30 point 230 need not necessarily be controlled by

t he ownwo wb4/0d3e18el ect roni ¢ devi ce 210. When t he ownerP@RCAL@WBASI9%¢ONt r Ol
over the owner control information insertion point 230, the insertion
points 220 and 230 may be inplenented in the sane conputer system or device
and share the sane interface/connector. However, separate insertion points
220 andn%ﬂom&aﬁhﬂeﬁenmy Fifgwnar cornitrolinfonmetisreinsextion feecasirotiad wsingdigiiali ce t o
del egate_owner control  infoymation 3 / 944
hsers i Gonates. F Fap@hie, Ae epRiter g fidhercastal GO As, bulie! ot Erahik g 140

cont r ol digelrdid Aevich 210 ahd peivieat e efectrboit devieT 1@, arasdiditaliyrsigned dwnefrur t her
detail below, _an owner first brands the el ect rg&ﬂ evi.ce 210 quﬂaow des
the el ekantrghinformatonie auser-andniacass. 419 Qvagr SRR FHAERALOR IREr N Kol tion

t 0 g Usﬁé¥ bb the eP's €8 Butel Qfsté}Wﬁtcﬁ %ﬁhér@hséd‘ﬁ)%é@ﬁm@ @i (?utamﬁé@mmmrnt 230

he user's conputer system which is then used to insert the
d| gi taI ¢optrel lgft@matwmmto theeleetenic gevieaditld-on onto the el ectronic device 210.

In nost '”P'rﬂ[mgétﬁrhp@n@nta& BAis MO néﬂf)f&rrrﬁgg%?ﬂsél‘ﬂéﬁ ?n?ﬁ2@9h@§he2<§%e?f”d the

owner contro I on cdntro ol nt I ncl ud t e same e%épe of
i nt er f acoetrobinfoematicrscali®@! ot 23Q$mjudedh@aamb typewf interface/donnesters@2E @finect or

216 in e el ectronic, devi o[l 210 ma
al ter na%:{bvg‘l"i‘? Pt \ﬁ%twt?ﬁ%qeicqqqf: gt%%}c%gﬁt én%‘%étfo %}@&i&ﬁcﬂﬁ ﬁla?;‘é\‘/%ﬁ@? er ent g
typms Oflettriniy Heged conmest QltanﬁtWbeﬁcihd@Irmnmle aﬁemceémmm:ters isntlodmatt i on
Insertign point 220 and an owner c H{ﬁjr mat i on nser ttJ Qn Ri nt 230.
ALt hougiTeiayYaes e RS BPecicis AV R I BRI A PRORITP BTGB NN, ang

owner  Ceui2h anfABACWREH QihtloliBRFhbish iRSErHén PSRk 2@06A[tl$ckl@wmnlylm digle ovfmera
conplete insertion systemmay include nore than one of ea

i nser t | emtipbnfprmaiion iasertierypoipicARdand Owngr ceitrohipfamation ﬁﬂﬁ?@?% pe%ﬁ%}ﬁ%ﬂ% system
admi ni Sodinth Fig. 2% é&%ﬁé&& h%feh&ﬁndsafs%npﬁ{a GhéRYRidFe th%(Un@Bdfle@ah kypeestt i on

oper at i ons fro ‘admi ni at or uter “systems, or from any corporate
confsut einsejien point. foaange companyi fer gxarapiewrp@ramqm@r@aﬁeﬁ@dmﬁﬁ%
thereby i’ Vi L RONLS t
Sinmlarm™ a%tﬁcg%gg ggkgﬁn?\é%éh@ggr@ {Wﬁ lrﬁgretlrp %%re%t@g s'ltagrrrlne omc/)r:er
control co&‘ﬁpute:f syshehs,oor foorhcars mmmta comiputer essteasfrdeswhlclb@dmmatﬁweeach

users uter system nma be used s an er f.

i nsert |@'HB%‘Frﬁa" ccgf.sgéﬁ ?qrgbyapr&v & 'ngéyg aorwn%? r}gé i%)@tlr?%e%ri %w cein

whi ch apxy stammiand wiinhad ovner ailoes wend mmlins@ned:gmailyemgMceowner cofrg. 3,

the electronic device is a nobile devj c(s: aﬁg&s%d to operate within a
éboé’ﬁ ?

wi r esi8iarRaiieln qio alestoruf dgyicesnagfigscrise B ACTBYEr §FCBE @ sed to
insert QRsdy 49 ¥PENREH BRtraNkR B NTREIMNGh S6ii 239.30. |t shoul d be apparent

to those ski I|=|| eéj | nb;[ hgdart t h?t o[nl t h% conpongn;t]s | ntvol v éjmer]wod of
g. 3 is a block diagram of an electronic device in which a system an
owner control are implemented. In Fig. 3, the electronic device is a mobile device 30
adapted to operate within a wireless network. Also shown in Fig. 3 is an insertion tool 64
25  used to insert owner information onto the mobile device 30.

It should be apparent to those skilled in the art that only the components involved in
an owner control system are shown in Fig. 3. A mobile device typically includes further
components in addition to those shown in Fig. 3. Also, the mobile device 30 is an illustrative
example of an electronic device for which an owner may wish to enforce some sort of usage

30  policy. An owner may also wish fo control the usage of cther types of electronic devices,
such as mobile telephones and PDAs, for example. o

As shownin Fig. 3, a mobile device 30 comprises a memory 32, a processor 40, an

application loader 42, an insertion module 4.4, a user interface (U1) 46, a wireless transceiver

48, and an interface/connector 50. The memory 32 preferably includes a software

-7-




an owner control systemare shown in Fig. 3. A nobile device typically

I ncl udes further conponents in addition to those shown in Fig. 3. Also,

t he nmobwioezodssssem 30 is an illustrative exanple of anpet/eatoeniwidevi ce
forwhich an owner may wi sh to enforce sonme sort of usage 30 policy. An
owner may also wish to control the usage of other types of electronic

devi ces, such as nobile tel ephones and PDAs, for exanple. As shown in Fig.
3, a robpplieatiens sere3s, aompn'nesaréormauemrstoye 36, anaigherization recod stgre 38, as

applicati ert 4 46, a
o Fel cowell s RREY effer 448 slgheccoPRistiit BdbeyRediibnls ™ fidolhce,

pr ef er abhywn mcigd®s a software -7 WO 2004/ 053618 PCT/ CA2003/ 001944
applications_store 34, _an o i nfor t|o r 6, an auth zation
record store" Egmeégory;}gfqa\gg aﬁ%&‘?rﬁﬂ}c 5 ﬁisiUP%@o%@@%’ he%F'?vlth

ot heg dﬁt‘ﬂ[&@ cé Pbﬁé}’ﬁs infhyadifliet dR8. Hovidves awrits Rpdnerhge Btesss3o tW@%oﬂWﬁW y 32
Is awitab ore such as a RAM or Flash nenory into_which other

devi ce é@ﬂﬁ@h@mtgra%ytmrqwr@r tﬂ'&!f@at*%ﬂé%?'e WFW%W*Z@P%@C&@@&%’% 3%“» t he
sof t war efé\@ny'r&&ﬁbtg@ FBP&% 4 ier @ +B?IEQYeW?:B'3@%§} 96 Soid fo retiélel he

aut hori zatron’r écor ore prefe y restrict For exanple, a
user of dataefroro g etomvfiﬁhé(i:sencirﬁ? Mvwrbe@nd@ra@tcone@a@nsdart these slareharest or es

34, 36,

cont rol PRUIRE: a8 HestiteichaPy TR SoRRESbaRIOP bt ek L Softire
S 01;I tovar apﬁl&aﬂmﬂ th?mawe bseit inatalldthoretheesobiie dstiad B@,@nd meatytieclurizhfor exateplece 30,
and may i n or ex an el ect,rqni c  messadin

persongﬂan F%Fﬁ?%meéﬁa%%o@ﬁ%tm" ?WW"%MBPF%EHPPW gﬁ%ﬁaaﬁ@h\g)sa%\m%%as ot her
appl i cagh@es, asTRel 83BRer bppIREIGHS. OTheStwic? iFormtiohestorerdeostomisiioformaticsh as an
owner nane or other identificatjon, data integrity an

aut hent Pl PRHAN QWTE6 MREE; @rnoth%@ﬁn%@aﬁo'uld@fq egﬂ% Aad &P@fcslﬁ&?h%“'ﬁ%@“
associ atr@&rpwum s%cﬁbgbﬁjiﬂtta?é%{&i\iﬂé %bme\yagsgo&éeawﬁh@fd iAEsiGVAEIe pricaRer

control mation, In wner of the nobile device 30 'specifies
usatfe pé&m&@emean@wr@swntml|Ir6nr§nat@n, h@lﬁbﬁﬂ lownge ol e mepilejdevigesiled in

an aut E‘%dﬁ%@ﬁ U o ecrsg gngoér{&hregmcﬁg’rﬁé ?d'?tttng IdtSedlice! 86 %daﬁ%reahﬁ an

pr ocessor e wreless transceiver 48 an hus enabl es
the robufherizigioncecddd irf the aathonzationaecadstore 88a wi rel ess network. The

DL oo o R el 3 o DRI M U B st B S BB el
communi grbil®dewdtd 30 foheorhmaritations vtaw\lvmﬁéss rdtworkg he lagplmatlompedatzimd
TR AN S N M o
i nput's f&AcBlcoRfddtbrds) RUIBUL SontrAumcatRArwith thehisertion tool 64, through the co-
operating interface/connector 52.
The Ul 46 includes one or more Ul components, such as a keyboard or keypad, a
display, or other components which accept inputs from or provide oﬁtputs to a user of the
25  mobile device 30. Although shown as a single block in Fig. 3, it should be apparent that a
mobile device 30 typically includes more than one Ul, and the Ul 46 is therefore intended to
represent one or more user interfaces. '
The insertion tool 64 includes an owner information store 60 and an
interface/connector 52 through which information is exchanged with the mébile device 30,
30  and thus represents an owner information insertion_point 220 (Fig. 2). As described above,
an owner information insertion point such as the insertion tool 64 is normailly controlled by an
owner of an electronic device. Therefore, the insertion tool 64 is, for example, implemented
on an administrator cbmputer system used by an authorized administrator to enable services

for or otherwise configure the mobile device 30. Because networked computer systems can
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25 nobi |l e device 30. Although shown as a single block in Fig. 3, it should
be apparent that a nobile device 30 typically includes nore than one U,
and t hewd 2006/053%1¢ herefore intended to represent one BCTHRAREGIHNSEN4
interfaces. The insertion tool .64 includes an owner information store 60
and an interface/connector 52 through which information is exchanged with
the nobil e device 30, 30 and thus represents an owner information

i nserti o/pigatly e 224 t(yFalgy uﬁér thhes m:teetmmtbeicﬁﬁlamayelns’t&ad denagcessibler i9a@Mon

i nsertion pojnt such as the.in by an
onmer o PoRter Syt LormORtas SNl bt ign IR AR e R e imefif,
exanpl e"]odggzj GITBRS e6np@Br &y3terdm ni st rat or corrput er systemused by an

aut hori ze dm nistrator to enabl e services é}ag’ﬂg?%gervm se .confiqure the

mobi | e devi c&Ne®WnBe FERITRtiAR Sigse BESIFERoMNer Ind R nseRed iy i 053618
PCT/ Wﬂ@ﬁl@gé\%&:& aYrRi 58l b nkﬁﬁler‘e%ﬂacpYor%nﬂéﬁae'bn d 186aliri&Bbtyl ingopeht 64 may

i nst ead aCCeSSI to any COI'TpU er systemin a cor por at e networ k
dependeaucnmRANbchntaatﬂaelmn@mqms@&wwata ardgligkdsive) YWhen thjgerrtiomioo e

conmput e r FRiion to
be i nse 'g%?%ﬁ%egﬁ' aﬂéﬂ% lE)Eldlnct' eV| c 5%'58{: Sthgpnétfw%@?}?%p efrgéc!ndt%&rfor

exanpl epwear mfdrmeﬁd)n sterofy mag hecnsmote $mm1mra$ystemﬁsut:b s fila skives thatrisor y
device, or a, di.sk driyve. he |ns ol—.64 ted in
a networaﬁ%?fslp EI’"Wetﬂ?losr‘iv%Lf %@?‘WB 5'%%%& -H-?d%‘("/'h%el |;ESBJHS{EQHSwner

| nf g6 MAkidANIES hiRly h<HshdTRYorPErate 4 @ity md@r%cawsmmd asader.fd emesr ver
that is accessible to the insert] Onyﬁ\?ﬁwm t hrough a network connecti on.

The own€RI%TeREATATIPRRY digk divss 8N 86 Thek ¥ fOF rate a nmenory reader
such as a sMpfehrGafod id t%ﬁ%rred%e%é@f e ifseFidni&A 68 Bnd thefhomlieMeticaleodtd ve, or

a CD or DVD drive, for-exanple formation is transferred betweerlmghe

i nserti encqror@umeatlcmn@h ﬁ@ahﬂﬂhﬁﬁ @Qﬁ@%%@’%@@ﬁ%@%’n@%ﬁﬁﬁn%aﬁnﬂoﬁzl i

establ i C Srdpatit}€ data transfer

I nt erfaﬁﬂ onnec %@grtsg@ gﬁ% 2 coupgqﬁﬁ 4 1Q"’]L'Tl‘sémaIa’fjt‘J:ra 7 Oaacgansactal bl e

datastr amswbemerﬁﬁ umcqummémrt@(,ampdmIwﬂmahgatafttﬁns&fmi’pﬂf@es@plﬁh é&l‘nftﬁi@% Fansf er

I nterfacges nf.r.ar

short-r %a%c’wﬂ’?“e(f @é\é P88%r?elﬁ?rD§1 | orr?s I nt e%%s%%@gn%fn%@nor@é)fnrtéfaﬁt@ %r avglgesd such
as seri gitefdcebislsteassdriabamiUriersil Se(ibiSi)s (bBBB pormmhdcommom&)r@'towmbm- short -
range w-rel ess comunications.in erfac cI ude oot h"
oda es A WS IFORS g en e R BRTalc e HESIE gfoape® 4

speci fi gad. |1@'&$odule%$§é@6tﬂln\g€tbme Bllietowtt dr 80g.13Gpagificutiens, resqoetclﬁmaga B hillbeed i n

the art that Bluetooth and 80 denote sets of eC|f|c n avai |l abl e
f roast happaTant todraseiie Buhe PRI I B BAPRCRRAY BRI s & PPERSITPa) ot ne

to wi rebesigile RN triRNAstiths of El%&n@éﬁ bHO BRIt SNEPE R a6ps deEET mmgtm WRblYss
Therefore, a conmuni cation
LANs and wireless personal area networks respectively. Therefore, .a communication link
between the insertion tool 64 and the mobile device 30 may be a wireless connection or a
physical wired connection.
25 Because communications between the insertion tool 64 and the mobile device 30
need not necessarily be accomplished using a physical connection, references to connecting
a mobile device to an insertion tool include establishing communications through either
physical conneqtions or wireless transfer schemes. Thus, the mobile device 30 could be
connected to the insertion tool 64 by connecting serial ports on the mobile device 30 and the
30 insertion tool 64, by positioning the mobile device 30 ‘such that an optical pdrt thefreof isina
fine of sight of a similar port of the insertion tool 64, or by connecting or arranging the mobile
device 30 and the insertion tool 64 in some other manner so that data may be exchanged.
The particular operations involved in establishing communications between a mobile device

and an insertion tool are dependent upon the types of interfaces and/or connectors available
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between the insertion tool 64 and the nobile device 30 may be a wirel ess
connection or a physical wred connection. 25 Because communi cati ons
bet weenwihmos/nsserst i on tool 64 and the nobil e devi ce 30PCTHEAZMIND1944
necessarily be acconplished using a physical connection, references to
connecting a mobile device to an insertion tool include establishing
communi cations through either physical connections or wireless transfer
schenesin mihdhe mabil idecangitte dxseBondell d be connected to the insertion

tool 64 by c ti ng-sSerk il.e | @}ﬁn

I nsertion toéq]wq.%g,dr%&lﬁgf ﬁeoﬁ]%hgétdﬁgc%m@i ﬁgpygvfag@ﬁé%&gggﬂ t aq ?gﬂé'gpt I cal
port t haferafatios onhto the mobitedavicesiOglsingthe inssition ol 664 beforathe mobile dedea3bn t ool
64, or by connecting or rangi t he i l,e ' ' tion
ool 647 APQBAE b AFShmAHE Nak OF Ao RI et SRAL R B8 oA i bHREE | ol
opergt i piiGrmiativn bk the rastikkkieviBiz0ds provided ite thieiLgesbpttiewneer orivefore thedevi ce
and an insertiqgn tool are dependent upon the@';t&\é%g of interfaces and/or

connect HiePiigdayised is cooguigs '9piss. d8 hisifermmEex A aintngpYsiceh e
mobi | e é@h(t;d}%f ?ri%ﬂmbbige HEHE 50 RtitAer ifRiRitioR a8 eBs IQldeth@harBE e tiigevi ce

30 may be tacilitated by inserting owner information onto the nobile

devi ce Htteuexaigple e upgidhasipoasessisn o theympbilecdavine 300Mit pesferablydaungble fos

oper abl . ' . [ f | of¥hadtiiidroadi ng
owner 5%%%3?%&?%nd%gF?Pgﬁrﬁg&r}%'ﬁ?@%e@%g%agbw%rpr oVl edofo t he Jser_by
t hei@wner, oPrédkRding df beneninfririnatiarevito éhe8Mobile devidd Ylisgwrpuned seing the t he

- fornmer. exanpl t wner. mai nt ai-ns.,physi cal ngr | evi ce
30 unti fnSSaﬁEﬁb?lnél‘gr%ﬁtq%Bﬁrﬂ%ggbr g@r?ng%dtbgﬁnmoﬁ'egag%%?{'#eggIag(?cﬁ'h rLﬁ%'ganpl e,
t hE ' usesya?a aﬁmd 86 iMih aﬁfa_clt\nh@r gydaémad?mﬁm%@gr é)bﬁm;pmelf?ﬁs&lmh yuhicg mmaﬁl eto
make use of the device until it is.confi e , or at |east. under the
cont r ol PBuseqd RpadpRip deyige PF%’-QWQHT'W@"%?'Q%‘F%M%\QF@PHST‘? B‘P{n%rd?#érmﬂtéonrmbi le
devi ce 3R foadiRg dcAEMBY tHES indartibh ool 8468 bhemitddPBY Hobls ddereriseedrhur ef |y
above, the insertion tool 64 may be a conputer system associated with an a

owné? s?d@&iﬁt@éﬂﬁ'ni strator, or a conputer systemwhich nay be used by a
mobi e devi cyiihthe HoSNAtc! S haE belFREAHCASH KPR IhhgiaN BRI canbRneR! i on

pre-1 oadi ng e insertion tool 64 is operated gy a nobil e devi ce
user or idermatien isdhetrieived fratothe ownen infereation stase 86 and &ageferiad e Ewnmeblitnect ed

to the i ' ; (. i ' ' ; er
ot or el ParE 20 SPeldhe ey e Ehnet Bl 42 Rd 8 ahd ppSidd RN ERBh iR B
i nt er f ad4/oadhaeuhie dedize 300whioh stonek {hassetbr irdomniedion ris e dwneriofdrrnatiord4 on
t he rmbi{e g Vi ﬁe 30, whi.ch stores the owner information to the owner

i nf 8¢ mafioFho0 SUNE(RROHEEZ n the nemory 32.

Although the insertion module 44 is shown in Fig. 3 as being connected to the
interface/connector 50, this module is normally implemented as a software module or
application that is executed by the processor 40. As such, data transfers to and from the
interface/connector 50 may actually be accomplished by routing data through the processor

25 40 to the interface/connector 50. In this case, the processor 40 may be instructed by the
insertion tool 64 to start the insertion module 44 before the owner information is transferred
fo the mobile device 30. Alternatively, the processor .40 may be configured to start the
insertion module 44 whenever owner information is received. The-insertion tool 64 may
similarly be a software module or application that is executed by a processor (not shown) in

30 acomputer system or device on which the insertion tool 64 operates. _

The 6wn'er information that is pre-loaded onto the mobile device 30 may includé data
integrity and/or source authentication information, such as a cryptpgraphic system like a
digital signature public key which corresponds to a digital signature private key used by the

owner to digitally sign information before it is transferred to the mobile device 30. Pre-
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Al t hough the insertion nodule 44 is shown in Fig. 3 as being connected to
the interface/connector 50, this nodule is normally inplenented as a

sof t warwomdwbssetx  application that is executed by theCpCac@s®or440. As
such, data transfers to and fromthe interface/connector 50 may actually
be acconplished by routing data through the processor 25 40 to the

i nterface/ connector 50. In this case, the processor 40 may be instructed by
the i nbedingofthedata ibiegtity asd/ar sourdesaLithengieationinfammrins enablescaraaler s$arriywner

informatjon is transferred _t h ' ¢ : ' itaft he
proces st#r O‘Mf'ﬁ?rrpé’?{r%leo%%ﬂtfqnﬁ l_J?‘Té ge%%'l%g Hg'ﬁ){fdrﬁ?g %ﬁaﬂ gbg ft&’ brﬁ{h%gg uI?éeX't éﬁm\%ﬂgn ever
owner i gigRdtirisi Awher infofraatitedmay Bisoiindedd, ifomexaoyile, B4narag or other idantifierve a
sof tware nodul e or appli ca£| on tha |sa§i§ecut ed by a processor (not shown)

I t
in 30 assosifadkwih begwaer 8F thg&uehls dS¥ICGRPch the insertion tool 64 operat es.

The Hwner i NfroENRWNBP chbRiPdl dcheREsin! wiagedighal sighdiarestdre| sedetoi veriiBdatany
I nclude data integrity and/or source authenticati | nf or mat i.oE such as a

cr ypt ogintasmityeanshakhanticair @ spurcgi o faigy WE?@W&PM”SF'%@S%‘] é{QE%‘er(l,’ﬁ N¥esponds
to a di ?éér?ilngéit&ﬁﬂ{d{rhsoqme\’ Hest i %‘ré gﬁﬁé’ 36%nthe mdbne evik® 3d] @iiat doyttrell gn

i nf or matt on ore It is trans to the nobile device 30. Pre- -10 WO
2004/ 05BEEBaRET, VA0 6 peClasopermigsicngi angl/arfresiristionst far the egbile JeweRf8r Ssour ce

aut hentj cati on .i pf or i on. bl t VAR Gk

oper at 1 brereda Bl R MR Fnep B fetitn ol RS FRRIR
si gnat utoes64,Qasaowh irf Bignst itevill bayppdrent froroligle? afid theeatznvp| descrptionriBalor

other identifier  associated with the owner of the | V] 5 1n
an ownePWBFfiohgp! ‘Q%HE%D'] A ”W%H”ﬁﬁd&stog}lg]%q 8%%?%%%‘;@%&%5@% &oﬁc\?é?ﬁsf y data
i ntegri byerfidndd HERsrERY Bwhersoimdionlonttathe devibenAt benenveoatrblnfdingatios
signature public Key has  been inserted jnto the owner j f.or.na]ti n,store 36
on"t he R8It terlvnelshiun) sariured Farrise withing, mapIeHeviom pQ e Spuer e

per m ss|.anginARH @4 f%ﬁlfgjnig(aﬂ Siser  @hirbiNfofMMidresiRVarkeardPierfae/consedtbred ont o
the robi 6 86VI ce 3(5'. though an owner information insertion point,

i nse§ t i compatiblewith 8, intefaceeannecior B0.g Ovaer pentigl formatiap fpdpesitedaiadng g. 2
and the | pid ' i i ' bifzatiSnRIcb

i nserte %gﬁ%lge@cﬁeséqéeﬁér@%%@%ﬁrwgb tag?{&{”%ée“oger%dggﬁiﬁgigquee_n br a_r?ded by

i nserti sigreo8Bein anbothortation recdrd, amewdenveidhe nabilewerice 39rapesiiies Arlist ffat i on

I nsertion, tool (not. sh confi f.Qr ' | | 30 is
i ar SR epbiRlioR BT pEGE afiNbed B insiforithg fadolé gBRE o6, £HILR 5D |
store apgssiily b listesfreqived cofiwatetrpplitatonstiat nhisebevrstallet en it mobiecdgviasnnect or
50. Omer control information is inserted onto the nobile device 30 and

st of®d PR the form of an authorization record in the authorization record

store 38. | njpadaricdRelaiial @Rr fremaksbrimfaRenivned toths inforpidtien de tHeceby30
specifies a li-st of software apPI i cations.that a user, ils aut hor.i Zﬁ_ld to
i nst al | cispumuest ewhen contiel PwaerReNtrakinigaTAtiogds preferably digitally signed using the

owner's digital signature private key before being transferred to the mobile device 30. The
insertion module 44 is preferably configured to verify the digital signaiUre hefore the owner

25  control information is stored on the mobile device 30. If digital signature veriﬁcation fails,
then the owner control information is not stored on the mobile device 30.

Digital signature schemes generally involve some sort of transformation of digitally
signed information to provide for checking the integrity of the information and authentication
of a source of the signed information. For example, according to one known digital signature

30 technique, a digest of information to be digitally signed is first generated using a non-
| re\}ersible digest algorithm or transformation. Known digest algotithms include Secure
Hashing Algo‘rithm 1 (SHA-1} and Message-Digest algorithm 5 (MD5). Other digest
techniques that produce a unique digest for each unigue input may also be used. The digest

is then further transformed using a digital signature private key and a signature algorithm to
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possibly a list of required software applications that nust be installed on
the nobile device 20 30. In order to prevent a user frominserting fal se
owner cwidtaoed/09360s0r mati on to thereby circunvent ownerPCOGARWOB/O0IGWher
control information is preferably digitally signed using the owner's
digital signature private key before being transferred to the nobil e device
30. The insertion nodule 44 is preferably configured to Vel’lfﬁ }PB? digital
si gnat ugendsatear digitaisignature. Ibdigital signature veRfiegtion P digital signalirg RUPIR<SYobi | e

?ﬁ}’gfﬁag&a#&ggﬂﬁ{o @teg?*ggfﬁﬁwlﬁué'e%” fication fails, .then the owner control

e nobile device 30. Digital gnaturg
schenes genelrathé yohtexalf s@necrontreland cwinet cantrof lnioﬂnaii!tlmnlﬂémlqn gft _PWVIErSsi gned

informatjon to I‘OVI e for checkjn inte and
it hent FelasgRatisp pubIEieY on RSHlpabyleB ol HRSY e e MtaliiRh BRp et
accog di g digited yrisOREbadidiskalrity iod bRiner oRflolt infdnmatiore, b aliioyesr aohtrol
information"to be digitally signed is first %qerated sg_ge{c_“a 5?"]”{
reversi fermatige & digitgltyrsigneas Qﬁoﬁertéﬁfﬁ%rtﬂé@‘?ﬂ% g d5WiRe #q ?aﬁ s
i ncl ude r fofii Rds agenldigesit usgtia t hm 5
(MD5) . @?E?ﬁé@'@f’&' Eﬁdn(|ﬂ"g]?tel(ra?Bll%c;'atl'Gprocltﬁe a udr\ftﬁéci]FZe di el,\st f%r QEH‘C

d

uni que owperts dlgﬁelalggetmpu%@i kesrhaown gabtto the owRess and that &ie PWaR{GOBH|

using a. S t I b\ﬁlhéﬁdoﬂtrot 11 WO
20047 05 SRR nEh BOIDG B Bed PR EnEa T B! i SHY bien o l

Si gnat utrforretioh thaabtigmateawdh thet avnes ot atobiledeyits 3%is rigyed eanddspd AR

the priva ﬁ 5% 5 used. In the cont ext of owner control and owner control
i nf or mafl PHS2PPi on of the owner's digital signature public key on a
mobi | e devi cewifr asntfiforaiatibh & abidired bgnémowadenamntrplrlm"torrd@@n igserdgen @i t al

si gnat ur e- based security of owner c |nfor ontrol
i nf or mafPERN QVNEr §PRiEg! I%O'maéfﬂﬁat%f'@\w&‘ 'P?yal?tes? dg%eSt%g%éSS%g\}g&ecw
then thgsbARAMbAIOR |oc5P&HJeeoﬂ§orﬁétbrM%flrﬁymbﬂ&baMs$ desunibed bbove. odwaei on has
actual Iy been signed using the ower's digital nature Eﬁ-ﬂgtetﬁ

knowh onbly‘ti’qlmf@flﬁ@tl@m%ta@ﬁbe@ haged gnea éﬁ\’rfgrsogt‘.‘!ﬁ’ter "C"i‘tﬁ’f‘ﬁro CHANLRY ot
been ch eﬁWéﬁ%s'tcB aASHR Ieclhfbnk,r&eﬁxc%HWsual%éNdsQ%ﬁéng@@ﬂbf@ly 10

i nf or mat’ion at  originates wt e owner of nobi | e devi ce@ﬁgﬁlgg%ﬁtored

- to and irfeduentiytdmee eﬂbbllﬂ!‘@dd@ﬂd’@@wwComm@}fompp@pulpm%m;@ { ai ned
by an ogn%g e(s:c[?tgqt, rggrln%tf %y%@i) C%%Oh\wlgl%r é APlo which'ShR adMRRiraePd hawd

i nf or maty ata store accessible to the
i nserti Qﬁcéssphsm@tHeaﬂmfar'stdtyﬁal mgmatsmrmivémrkayoﬂn thisroase, sv@aaléﬂwnarscqmé@bru bed
above. Owner

sof éar é‘f%rﬁﬁﬂt‘ngfth'th%t%ifﬁJ %@ﬁ%"t&t g%t i’?‘%tccgﬁsﬁ’gl om%nb@ﬂ nlg\ll aﬁ%&%ﬁsﬁ;ﬁorl ze on
an el eclyhgidssB{VbHEr comMPutes Wkleihs] @ndetrizved duygan roeinat meﬂrtyl information
insertion tool as required. The owner control information insertion tool then transfers the
signed owner control information to the mobile device 30. Depending upon how often owner
conirol information changes or is expected to change, the signed owner control information
25  may be further distributed to each computer system in a network in order to provide local
access to signed owner control information. When new owner control information is’
generated and signed, the signed new owner conirol information preferably replaces all
existing copies of the owner control information, as described in further detail below. Wide
distribution of owner control information provides easier access to the owner control
30 information, whereas shared remote storage of owner controf information requires fewer

updates when new owner control intOrmation is established. '

It is also possible to support digital signature generation for owner control information
oh an owner control information insertion tool. However, in the present example, this would

require that the owner control information insertion tool has access o the owner's digital
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i nfrequently once established. Such owner control information could then be
digitally signed by a secure conputer systemor software conponent to

whi ch owloyzoedledssisst r at ors have access, using the ownerCHCA2EBOH@Y445I gnat ur e
private key. In this case, signed owner control 20 information is then
stored at a location that is accessible to adm nistrator conputer systens
and possi bly other conputer systens, and retrieved by an owner control

i nf or negigmaturel pnwaﬂethepnunlaw othsrwiseidesired, digitabsigning of ewnercentrelimfemaionon

insertio ool then tr rs the to the
bt ¢ oy Y Sealst SBbbRRRYE s ShComirin Fos Wl Btted pRb A e |
changesn@hbérsof e¥ippalee dysioms i gen atdess theoedbriavwdigital signatuge privateokerat i on 25
e e st e e EAIOR e b PRl o
provi de | oca i new’owner
CO“tff ol dnpfréref ﬁ&fu'r@%rlf%aucﬁﬁfb%ra%ﬁg ar@'ﬂer@rrﬂé@dfthbh@ltallmwraﬁwmmmeno nt r ol

I nf or mat re erably replaces all existing copies of % owner cqntr ol
i nf or nethedwneasorted infonmedion is tored PartheiatoRile de\dee P NAPEAUNGNIZRYAYEESn of

owner capld 3 mgme%fgatﬁr}%“%%&@ |r§§r§‘|ra§6n KfcSorel. INeQVRAT ofpdighall 30

i nfor Ion, ereas ared reno ge of owner -control information
requr resgrﬁﬁu&rvenﬁmtmhéaxlwrﬁeam erew apfikeindication wiay befasindd (9 8 wsesondthhbi shed.

is als ossj.ble to sy port f r
Lot s of ST BF SR o3 SR Bt b PR T SRRLE AR rraiten
Howey er insétiioh Hebl péreﬁ@mind&')a&@m bethet failige woay also bequitpus to Ratser e trewpignercont r ol
I nformation_insertion tool S .gccess to t dj 1
2004/ 058EH! W@H@PG@MQ \@h‘aha‘e'arf COBHPV ﬂmﬁi‘iﬂ I @J&sfa'rgt ﬁet&%fse
desi r edging} @irbR brotk8dthd) @peifationd fiayCite beMbrmiadl on et baner oortyo! lifomeatione
conputer systenms or conponents is generally preferred inthat it limts the

number tﬁtﬁe@@ﬁﬁ?ﬁéhegl@ﬂ%ﬁﬁwﬁ%% ¥ &RMaccess the owner's digital signature
private key. ﬁnth§' l%gﬂal%@gf P Bivhey dirgngog[gﬁétu@qpu@ct ey Bl eier @fésém t he

i nsertion mod ital signature verifjcation operati ons(il

per 15r mexample, atﬂmsdag“rstarwrergﬁml@n insegtion; gregafiontiaieany MRRIG, Wkt r ol

i nformatlo thforaH bRk tzetisuithatecor d
store 3gre%rftﬁige%é}g%%%%%é{é%%%é@n&fi&Bfgff%gﬁﬁlfhgt»n |sr not ;tored In the
event ofcaurate @nal cortiofjinftration & ingérteatantmtheanohilecievies 3 riys pevenire

di t b tput t
o R RSB oo SR e el PP pabiliepbiber 1aR e7 o
andt anl tﬁeﬁmﬁrb?@z@fsrgﬁwur‘;eqiubmmmo tHesmobile cdmrﬁqw?;O to a user of the owner
control information insertiop er contr
ins&@ tion fa¥fhen eugerpogprol ‘quﬁ'@?t'@r plmngstﬁ OWE%r .%C’HB%‘QFF%%E%&@
per for mpgngp rééﬂ‘r‘ct Mo &P BhdKctionfcOddirde) L exalﬁi‘;% tarqnemmg owrm aontroll e

devi ce 30, or G ven the inportance of mger d| si gnat ure
public k‘nfqrmaﬁom mefgr@geﬁbould be replaced. As descrrbed ove, n owner ntrol

information is preferably digitally signed, and the signed new owner control information is
distributed to one or more locations from which it is retrieved for insertion onto electronic

256  devices. . _
Any of several mechanisms for subsequent distribution of sigrred new owner control
information to elecironic devices are possible. When new owner control information is
distributed fo each owner control information insertion tool, the insertion tool may be
configured to detect receipt of new owner control information, and to transfer the new owner
30  control information to the mobile device 30 the next time the mobile device 30 is connected
to the owner cont'rel information insertion tool.” As described above, an owner control
information insertion point 230 (Fig. 2), such as an owner control information insertion tool,
may be controlled by a user of an electronic device. Many modern electronic devices are

configured to be synchronized with computer systems. In such systems, this type of owner
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15 exanple, at least a first owner information insertion operation for any
nobi |l e device 30 is preferably either perforned or at |east authorized by
an adm wiosio4453618 i n order to ensure that accurate OWNEF/CAYNB/HUIP44
information is inserted onto the nobile device 30. This prevents a user
fromcircunventing owner control by inserting a digital signature public
key other than the owner's digital signature public key onto the nobile
devi ce @MitroRifaNmation distibutiommayl be sifpported by mgﬁmﬁg@@g apipmner HHOTOReR- wi shes

t d . further, trict th i ¢ device
o am) coonyn]ingh R i SRk ominti SFteftl, Ry Bl o ufihidign 1o o
r epl acegansfsratiasaie Hecralindeicetawnexniate the etavtrbnicidetios isdynoronigzegwither abl y

digitally signed, and the signed new owner control information is
di st ri IeCAMPYEE F¥SBM- nore | ocations fromwhich it is retrieved for

inseytion onh@rRhiRely 8BhEd néR olA¥} Edtitrol iNfMatiors Rleg halsenehamowner tbail
subsequent distribution of signed new owner contr ol mfwﬁr@a#’%\ ttﬁ )

el ect r ovwreddepbilsedeviges thwyah gl wirelsgsaietwent Warke LADNS dre Ndfhei s
distri wga%r ENdor | IS eg i d needwndrigntrdiser tion
t ool matb@I %gsé ]g%tﬁ?%??e t%&%%{sé@{m ?@gi gﬁ%@?ﬁ?ﬁ%@%om rvgi [ n?or mat i on,
and t o infeamafier cdultcbasant toihe owBed nohile davidesfeghesditesty erdhrongh armbPNeorgevi ce

30 the next ti .t.he bi.|l e deyi ' £d: -.1.Q. trol
ot or made PREaP SrtBE1eerE (aE AMhin SRIHEREN§ SiotbididrafroMIRE KPR

! n;ﬂr Mercfalbip Betally @msf@'iréidto%&ﬁot(ilsicgvicéﬁo trlir?trgh 1?3 iraa-famvrmnnectmsﬁl@and |
informati on insertiqn toq e cantrolle a_user ronic
devi ce. 5%’9”&96@‘91“@“@88‘%%]”5%&?PE@S"%P]@’S'C@&?%’%?%ar P @?%Cég@ysﬁgﬁ%%ni zed

W th cogpaibey oﬁ?ﬁ&i%m%ﬂniéﬁﬁiﬁ StRb&Mnks | Hia§ Hey pseddofo swbsequentiy3ranfer

2004/ 053618 PCT/ CA2003/ 001944 control information dqll%tf& bution rra%ab?a _

ol ina

suppor t ganesiownasicantel infergnatian imeelesianis dayisedhet it ena CRIBPERIGAD

user's '9&[}1& ' MRRr's CRJRG ' kR hadshebR@rRertbd anaf erred
to the e ecyzr:tgéltpéy[g]gg'mévg@ﬁ#e&nextrSti rlnaft r‘edt%g@mnéi?;h c?e_\‘/ai ce ies

sy ntehr omobibideniicerB0, thesinsertipumerule Wt able & yerife bolhithe itsgritsanshidg sAEREowner
control. . infor | i ; ‘ bd ©iz0@wi ces

t hr ough ity rogf%1 Fé' %l neg? VO\D“%}%r %\Slﬁtréc’l? %fgﬁﬁi}%wl}g,&%ﬁdé%vl\%ﬁhéf\f%gﬁgg '? %(He?a\fljmt?ur el ess
net wor kingafaeeeynridiords) ehibanviiefesEitgnsdeiveraiB. drdhipltene Suatplerssriatian. &iner

control i nformati on cquld.be sent t il i - al r

di r ect | S¥BIPIEA QYT B@roépquﬁom @P'I' @gh&%ﬁ%}@g%rdﬁn rg@\rﬁyé‘eﬁggﬁ‘%ﬁ%ﬁ t ool s.
Al t hougia thBenddie aevise dd idnahe sivperinforatinrbinsertikejodl §4.10 pref erably
initially transferred to a nobjle device 30 trrou

i nt2% f ace/ coliEEiarageS OURGY CoRtol IfPHRAUIORZRIIR %Sarleg%ﬁg'lg'lgﬂtkogeff\iﬁ?nc%ovg%enrnot be
physi catdnirop GiFoimeioR! isPinOhRCERMDIS Wedte RS depérideht apow vefifidatios of andigitalcat i on
network links, may be used to subsequently transfer . - ,
signature by the insertion module 44. Those skil ed in the art will appreciate that other
checks may also be performed before existing information is replaced. In order to prevent
replay attacks, in which old owner control information is received by the electronic device,
25  owner control information preferably includes version information. Existing owner controf
information is replaced only where received owner control information is newer than the
existing owner control information. Generally, newer owner control information has a higher
version number. , '
‘ Although owner information is inserted onto the mobile device_SO usihg the insertion
30 tocl 84 as described above, changes to existing owner inforrnation, such as when the |
owner's digitél signature private/public key pair is changed, may alternatively be updated on
the mobile device 30 using digital signature techniques. To this end, the insertion tool 64
may include other types of communication modules (not shown), such as a wireless

fransceiver or network connector, for example, that are less secure than the
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si gned owner control information to an electronic device that is enabl ed
for communi cations over such other |inks. Wen the owner's digital

si gnat uwe pousseiskey has been inserted on a 15 nobil e REVCAEIZM194he
insertion nodule 44 is able to verify both the integrity and the source
identity of any signed owner control information received, whether it is
received via the interfacelconnector 50 or the - wireless transceiver 48. In
this tylpteriabeﬂcmmh@:tmrﬁﬁain that cabeyanysuahppdatesaresispendans Hpeoveriisatianaiei on

nsertion.,t ool e a.differen he nobil e
:jE\S/I ceI @'tqlﬁﬁﬁ'a{m%”ﬂ llﬁdqlﬁfﬂ I Preonﬁ’bg'%kéfﬂleg(nsnb Q%ﬁ&%ﬁﬁfbﬁgﬁaﬁn’?tlal sltorage
of .owner conth@forégity d@dcription eateepliimanly tepfitupowrner inforreatict antgowerter
control information, 1s in this ex | e.ther.eb &hge[%ﬁent ulgpcfvc%réfg' cation
of a di SSY teTERiah dp MBPOBHRN PRETFTICHF HBACH BUG 55 Hhe dRoR Fe IR 7Y (e
art g™ | LoReNriresd @m&l’f‘ertrrﬁ!a@taléﬁ\ﬂgﬁ to ETAQCHKFndTRforflation Btd S@fidretned inferfration,

existing information is replaced. In order to prevent  repl a¥ ﬁttacks in
whi ch oWithaineplacbat @xdstingniérmation withs newcBfareRtiss); t Ke thi$ SBBFORPEANSEYI ce,

25 ‘ownef e GokL0ls ncilfb%lrrlaa\khﬁorﬁr PERAPLY o dl?Jldéd § il Qher MfeFrRIonCsT-

Exi sti ng owner  con mation s replace “where received owner
cont r ol owndrocamirdl inforinatiorewenidt e sentte th@xiegc:ﬁa ng!fl rancease @Pmmﬁngrf?fat | on.

Gener al | ewer . owner ntr I [

At houctPEURRPaY BF SFTue: BR oo LR sy 8 Ruthep sigon pbiesb STET
i Nsey ti \Bertidl nicdldle ¥ as descri bed above, changes to existi ng owner

I nformati on, _such as when t he wner' s diqi.tal. nature vate lic key
pair is chan@@@rr'%W%th%rFL t$: \/gPV"B%‘WH%t'EH |%§o Frde do?rf)@ g’evé@g&?@

usi ng dinﬂjrﬁ@hoﬁsﬁ@ﬁsﬂtﬁert &¢ &Rk6e8mmaht drPé@eendmgitbw slgﬁ@iammrﬁ@ihe64 may
i ncl.ude ot her types of communication nodul es gnot sho

wirel es@sertt!@améle\ﬂér AsywiienppundfaERatian or pPeRSCNig! Bt Of?‘ﬁgﬁ?“ é‘rségrleé’ss
secure cg}ﬁﬁ'] ‘hae t \QQU%OQ@/ 064 tlﬁ)é:Tr{"ngﬁl%og@(MQQ 18d 4nrough either the
ce COI’II’IEC'[ OI‘ 5

interfa that case, any such updates are dependent upon
verif i cintértacelsbnaectatiag Qra*he wwgleas treasagiven ¢8a The disesionypgdide dfeisimbiec key
in exisgin A r iheSletliSf oRRARr i |y
to w1 PO S Ty B L e R on an
el ect r oaidipitdlsigreursisverdiedt Béhatwise| thedeowinand3y requsHowy bergnaed. GRAEN may

I h t f t d I t hout
et act REOLSH BT APaD b B oy eI B v e, O 3 oR e Bl BRNAsg T D 1 Ce

I nf or Mmatdt@iied fo NSEndIR) Sy8tem bt deditettbatisenbihy comnmnder n‘eml,esh or bothnéEdrtemer
informati on or. owner control info |on woul d

e e.
| ns¥baderrehPréRIERPTOERRPHINI OY ”ESF'E:}’Jég'E %a?ﬁ?fﬁ‘eﬁ'éﬁﬁwﬁ&"rflwa Sﬁ%téﬁ%coe%g F‘gsur e
may be a furghge dwHtiRrnsttPRELEEs ive bivder'd Qigiab eighbaire moblid keyidh a

signature-based owner control scheme,'erasure of owner information is preferably tightly
controlled. Forexample, only owner system administrators may be authorized to send erase
commands or requests. Sending of signed commands or requests to the mobile device 30 is
25  therefore preferably restricted to administrator computer systems or accounts, an owner
inferrnation insertion tool, or an owner-eontroiled erasure tool. For example, an insertion tool
such as the insertion tool 64 could be adapted to erase existing owner information from t_he
mobile device 30 by providing an erase command generator or store which is also ceup[ed fo
the interface/connector 52. Alternatively, owner information erasure could be accomplished
30  using a specialized, owner-controlled erasure tool incorporating such an erase conjniand
generator or store and an interface to the mobile device 30. Erasure of owner control
information is preferably controlled in a similar manner.
Where an owner control system is eonﬁgured to support erasure and possibly other

owner information and owner control information management functions, access to the
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Referring again to Fig. 3, if owner information is to be erased fromthe
owner information store 36, then an erase command or request is digitally
si gned wal2@mens3st® the insertion nodule 44. As with neGT@Azer/mkor mati on
or owner control information, a signed commuand or request could be sent to
the nobil e device 30 through either the 15 interface/connector 50 or t he

W rel ess transceiver 48. The insertion nodule 44, using the owner's

di gi t al owhermigitel pigbkiuee kzmyateek%cus eseferablyc seatigted dr Q!'G%F%tcéﬁtr?'hg‘er equest

only if, .a di |taI si.gn ggm equest
may be |n5cg{g}ag M. TRRPS 5% aﬁé%?@rn* a?)19¥ I:%r?ge P%g?%%ﬁ anntg% B% I spl é@@gf to a
user ondevitd. o dlgltaii‘@gnmkrelpeivate\lqeg@rﬂ(g;tal signaluneagnetion femipng mayeem or
devi ce t hat nt the coj nd or est r

failur eaﬁ%éégs‘?r}%t%%?'%%mpﬂé rs %8f ?)%P'P'&fﬁ@&'ogkh %‘%g{‘seh f%%é?ﬁsg/st em or
devige. Sinag MHAATInIFY. 3, rmhéros(}zsteaﬁd gflelte hivdile \Waeitt S0dhayiet adcess gnitteur e
publ Ic key in a si nature bas owner control schel_ggB erasure of owne

i nf or matmeipry 82. pP@ff@ Abls| o devipprsystentaiauiddg 2hie toiserh SAAKIG O ?{ﬁﬁ?/"‘emﬂer
system g %Pgelé'rt] gﬁ o bher BRYroPRrdmbtiH \!rvﬁl%ht%gbr%m (FHORSE SIGRITTRRARARIN or

requests S|gned commands or requests to the nobile device 30 is
25 t her ebronmangs. emy dailaystqr%tsuclta@tﬂlet%vr@dqumﬁl@%’é'@lfe B A theAURREIZRYRN of
accounts d

o1 asur e 4501 SCho R0 b PLS Bl kA REi O Shel coriol RRbrpRRGH ﬁﬁééﬁe?%*ﬁ*e?om 64
couhgl Dberedetaplydstaten ie pﬁtﬁ@cted(mmmgareme?reiferabiwmﬂy tba ifsedipntprduledbiase

devi ce 30 b rovi di e co f | so
Coup! e Wil Ay RePRa Ra et ST e o o ot e By 8o St bsutibiearfiort, °F
er asur e afQ@ulAuRforanperRidreaRch S disriengortral mrrmlnmz Banaintained - Othet deMideed
erasure tool incorporating such an erase co %enerator or store and an

i nt er f a8¥SteHs hAYE FeaEIoNY age9ssia ovper 'Ef%'%‘ﬁ?@"ﬂ? optgelfgimations BLoR% i on i s

pref er apbé’ 1&8% He%@atu'oﬂ 8y 5PEtbAE ofRBRPOneMb eRGUN wWiildhetheRBIMDA! 3BYst em i s
configufe oFto s port erasure and possi bl@(%/ ot her aowner |nf or rratlor}wond

owné$ cantassiblg afa)cwﬁtgmﬁﬁ tmnwemmorvuﬁ |Q9ﬁ§3t'°ﬁ%é@§’s apy, legagions 1“5
20001 05 BT3P, SOPAGH RERA o UREL oBeflibhd & mehiiRitaorty StoARE olvalr | S
r Strhi i N -or

prefera er to con I nf ormati on, requests, and
commndswfcbdnm;onam' beneti gortted! waosn@mduuﬁas damtopetatians @rigingioMits OHaR ce.

mmy b aterzarbrbe bielensRfi Y 3 angdht e 12bEREhkS LY ool
account gnot SREWENE PRVRIed fo uﬁSnadmmemoﬁl ag:ceé-s opetdiiens. s':}«m@memwytnmage@ le
Shobbq iecambbwedds drserny Wiiaabermeg oearien® BYRLRS el PdRAsER of bIhEE
cont r ol ‘cohif| QhidRhatRIM SoicBOBtths ikdriidn mamémefdrxdzglﬂaumgdaﬂuré oheukirigoandor
commands. Any data stores, such as the ovvnSWner Lo orma ||or?nan%t 8v(rr1exer3060n§rgp t he
aut hor i adthogazation before completing the operations
information may thereby be read by other device systems, but pr_eferably may only be
inserted, changed, or erased when a digital signature is verified.

25 it should be appreciated that the above public key digital signature operatlons are
intended only as an illustrative example. Other digital signature schemes, or other data
integrity checking and source authentication schemes, may instead be used to verify the
integrity and source of owner control information or commands. _

In the mobile device 30, owner control information is included in an authorization

30 record that is stored in the authorization record store 38. An authorization record specifies
particular software applications that are éuthoriZed for installation on the mobile device 30,

and may also specify required software applications that must be installed on the mobile
device 30. Such an authorization record provides an electronic device owner with relatively

tight confrol of how a user makes use of the mobile device 30, since only authorized
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record store 38, that store owner information or owner control information
are therefore 10 preferably located in protected nenory areas. Preferably,
only t h&o meeniskon nodul e 44 has wite and erase acceB6I/LA200388044t or es,
such that digital signature-based control of insertion and erasure of
owner information and owner control information is maintained. O her device
systens have read only access to owner information and owner control
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i Nt egri LyaAPR, SEHIHE aPflicasHRIproRdsd ) a bothoratasea cﬁthe(mahn’lerdﬁmce 130 nodye

nobi | e device 30, owner control information is i ncl‘%{]ied I.n age aﬁhh%rl zation

30 recobs retigyed fsorg edileetrryer arHbe hANMRS aHes SR Op Mgk AN NG tEangier
aut hori %r?&cy.sgﬁem& oRd ﬁg&@r Eisesm nﬁ:@@léﬂ'n‘r’ﬁe&%ﬂt%%@ft@@r@'apﬁeﬁéatr@m forltat are
aut hori ze nsta? t

tion on | e device 30, and may al so apecrfy
r equbr ednahilé terice 30 fpin alatal stue (dipthargeurces supl @elnf%raeb?ﬁﬁeﬁéOH%Fr‘@ devi ce

?gl atS:J\(ig‘f@crﬁ %%ﬁﬁ’ﬂ;‘%ﬁﬁﬁ% é‘;%oanﬂﬁr%}fé ges an electronic device owner wth

how a user makes use of the nobile device 30,
since only aMheappiation loaerviDiLfeikt 0BG Egwer laaiauiicoaasaer ownsT ok

opor at | GHGMRAGN G ElBiedan e FRBITENI S L Lo syl IRk ¢ RbHe, 20 1
42. AS GRHriel 2BnRAavEIhationag arebehbon tres inobiter dévice 3t doérend owner coRdtalh t he
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applrcatlon file to t e software application store 34 in the memory 32, extracting files for
storage to the software application store 34, or possibly executing an installation program or
utility. If owner control information is subsequently inserted onto the mobile device 30,
25  existing software applications are preferably checked by either the application loader 42 or
the insertion module 44 to ensure that all software applications resident on the mobile device
30 are authorized software applications. Any soffware application_s that have not been
authorized are erased from the mobile device 30 or otherwise rendered inoperable.
In some circumsiances, owner information may have been inserted onto an
30 electronic device, but owner control rnformatlon has yet to be inserted. In order to prevent
loading of a software application onto the mobile device 30 that subsequently inserted owner
control information does not authorize, the mobile device 30 may be substantially disabled,
permitting only a limited subset of device functions to be executed, until owner control

information is. inserted. Alternatively, the application loader 42 may be configured fo
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Li ke owner information and owner control information, software applications
may be received by the nobile device 30 via the interface/ connector 50 or
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&
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| cader hdeABY ofie i@ RHobIdIE&kce 30, thelzpm&f?&néé&&a@mema}/eme@wh@%em
determ ne whether owner information is present on_the. %4%’wed@wlg 30 when

a 3 t weaceived spftvare anplication ie auingeeed fap msiallaign.en therae
| ndi cat bf}ﬂeut &ﬁﬁroP*merﬁlaﬁ Incfeldes bﬁ%@fﬁéﬁ&é@@oﬂ%&r& a@?hdﬁ‘ﬁbﬂh‘sﬂ H@ﬁ&bpﬁ@ﬂ:dﬂsed for

t he nobi | e device 30, e application | oader det er mi nes whet her
owner ctpadent?2 $Gﬁmhemiln3 isih tdetemea whetber 'thédecell\f?dtﬂﬁ)ﬁwé(ﬁsﬁﬁp"ﬁ‘f&“ is one of

the authorized software applications. An authorized software application list preferably
includes information that uniquely identifies the authorized software abplications, suchasa

-25  hash of the software application source code or executable code, fqr_ example. Because a
software application developer is free to choose a file name for any software application, file
names may not provide a reliable authorization check. HoWever, if an owner generaies a

hash of each authorized software application and includes the hash in the owner control
information that is inserted onto the mobile device 30, then only particular versions of

30  authorized software applications can be installed on the mobile device 30. The application
loader 42 generates a hash of any received software application, and installs the software
application only if the generated hash matches a hash in the owner control information. In
order to support different hashing algorithms on different electronic devices, a device owner

generates more than one hash of each software application and includes each hash in the
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5 owner information but not owner control information is found, the
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control Information inserted onto each owned el ectroni c devic

el ect r opiah fnglieons isniplernenteddy i & digibeaienaiire ops %?yeﬁ'fasﬁé%ﬁ‘l’ﬁ§

al gori t piR1Aq 4RREHELSa el s@twate application. When an erase or write command is

received from a system on the mobile device 30 or from a remc_ite system via the

25  interface/connector 50 or wireless transceiver 48, the processor 40 or another device system

such as a memory' manager (not shown) determines whether the cpmmand involves the

software application store 34. Such a write or erase command is not executed unless a

digital signature is verified using the owner's digital signature public key stored on the mobile

device 30. Although software applications may be executed by device systems without

30 requiring digital signatures, required software apb[ications, if so desired, may only be

changed or erased Wheh a digital signatUre is verified. As abov'e, digital signatures
represent one possible data integrity and source authentication mechanism.

Fig. 4 is a flow diagram illustraiing a method of inserting owner information onto an

electronic device. The method in Fig. 4 begins at step 72, when an electronic device owner
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el ectroni c device owner -1
Once owner information has been inserted onto an electronic device, owner control
information is inserted onto the electronic device to set up owner confrols. Fig. 5 is a flow
diagram illustrating a method of inserting owner control informaﬁen onto an electronic
25  device. ' | '
At step 92, owner control information is established, based on how an owner wishes
to control an electronic device. Owner control information, as described above, may include
an authorized software application list and a required software application list., for example.
The owner control information is then signed and sent to the electronic device at step-94.
30 The digital signature on the owner control information is then checked at step 96. Atstep 98,
it is determined whether the digital signature IS verified. Error processing, which may involve
operations similar fo those described above in conjunction with step 82 in Fig. 4, is
eerformed at step 100. If owner information including the owner’s digital signature public key

has not been previously inserted onto the electronic device, or the owner control information
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WO 2004/ 053618 PCT/ CA2003/ 001944 establishes owner information. This

I nvol ves such operations as selecting an owner nane or identifier and
gener at wp2o04/05381%i ni ng an owner digital signature pripat/€eApabledtmikey pair,
for exanple. The owner information is then digitally signed and sent to
the electronic device at step 74. 5 At step 76, a determnation is nade as
to whet her owner information already exists on.the electronic device, by
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signature was verified. Once owner infornmation has been inserted }
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illustrating a I'nserting owner control information onto an
el eta r ocorople28. devi ce. At step 92, owner control information is
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step 82, bi?stgmgm the elbétrorﬁ@&é@éélfe%eﬁbnﬁéﬁapéraﬁbn bhd Gike. Bnftoreqabste may
netud Qggléatg w([)t\t/\lgeursers adso L?el ap?olllgar’:i%'rtx uar deev%tjebslystem ony possibly a remote systemor
device. If owner information does not exist on the electronic device, as determined at step
112, then owner controls have not been established and the opération is performed at étep
25  122. In the example of a received software application, step 122 involves installation of the
software application on the electronic device.

When owner information exists, it is determined at step 114 whether owner contirol
information exists. Error processing operations are performed at step 116 if owner
information, but not owner control information, exists. As described above, determining

30  whether owner information é_xists at step 112, and then reverting to error processing at step
116 where it is determined at step 114 that owner control information does not exist prevents
certain operations, such as software application loading and installation, when an owner
information hés' been inserted onto an electronic device, but owner control information has

not yet been inserted. Step 116 may include such operations as presenting an error
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has not been previously inserted onto the electronic device, or the owner
control information -20 WD 2004/053618 PCT/ CA2003/001944 was not si gned
usi ng tWwe mbgiseds si gnature private key correspondi ng ROI/Chznosnsesd di git al
signature public key inserted onto the electronic. device, then the digital
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For example, owner information and owner control information operations may be
secured by other means than digital signatures. Instead of checking digital signatures on
owner information, owner control information, and resiricted commands or requests, an

25 electronic device might issue a cryptographic challenge using a previously inserted
encryption key associated with the owner. The encryption key could be a public key of the
owner or a secret key shared between the owner and the electronic device. Operations such
as owner informatfon'or owner control information insertion or erasure would then be
performed only when a valid challenge response is returned. As those skilled in the art will

30 appreciate, a valid challenge response can only be generated using a corresponding
encryption key. Data integrify and source authentication could instead be assumed, for
example, where owner information and owner control information are sent to an electronic
device over a secure channel. If the device properly decrypts information received via the

secure channel, then it is assumed that the information is valid and was sent by an
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certain operations, such as software application |oading and installation,
when an owner information has been inserted onto an el ectronic device, but
owner cwitI0d/033afsor mati on has not yet been inserted. StEpAl®G/omEy4 | ncl ude
such operations as presenting an error -21 WD 2004/ 053618

PCT/ CA2003/ 001944 nessage to a user of the electronic device and returning
an error indication to a source from which the operation request was
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descri bgd, whet her or not expressly described. For exanple, owner
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per  or B e e T e Tt ???“’2?"%}”%3“ nen be
ski | | ecb1bn518 e aceiver (Rx) 512, a transmitter (Tx) 514, one or more loca oscillators (L. s?
513, and a digital signal processor (DSP) 520. Within the non-volatile memory 524, the
mobile device 500 includes a plurality of software modules 524A-524N that can be executed
25 . by the microprocessor 538 (and/or the DSP 520), including a voice communication module
524A, a data commuﬁicgation module 524B, and a plurality of _other operational modules
524N for carrying out a plurality of other functions.
The mobile device 500 is preferably a two-way corﬁmunication device having voice
and data communication capabilities. Thus, for example, the mobile device 500 may
30 communicate over a voice network, such as any of the analog or digital cellular networks,
and tﬁay'also communicate over a data network. The voice and data networks are depicted
in Fig. 7 by the communication tower 519. These voice and data networks may be separate
communication networks using separate infrastructure, such as base stations, network

controllers, etc., or they may be integrated into a single wireless network. References tothe
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30 appreciate, a valid challenge response can only be generated using a
corresponding encryption key. Data integrity and source authentication
coul d i wsx®adlodse1sassuned, for exanple, where owner i nPOT/GAzGoaMM0RM] owner
control information are sent to an electronic device over a secure
channel. If the device properly decrypts information received via the
secure channel, then it is assuned that the information is valid and was
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mobi | e devi ce 500 includes a transceiver 511, a mcroproces or 538,.
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and also designed to operate with any of a variety of voice communication networks, such as
AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device 500 intended for use in Europe
| may be configured to operate with the GPRS data communication r]efwork and the GSM
voice communication network. Other types of data and voice nefworks, both separate and
25 integrated, may also be utilized with the mobile device 500,

Communication network access req‘uirements for the mobile device 500 also vary
depending upon the type of network 519. For example, in the Mobitex and DataTAC data
networks, mobile devices are registered on the network using a unigue identification number.
associated with each device. In GPRS data networks, however, network access is

30 associated with a subscriber or user of the m_obile device 500. A GPRS device typically
requires a subscriber identity module ("SIM™), which is reqﬁired in order to operate the
mobile device 500 on a GPRS network. Local or non-network communication functions (if
any) may be operable, without the SIM, but the mobile device 500 is unable to carry out

functions involving communications over the network 519, other than any legally required
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524N for carrying out a plurality of other functions. The nobile device 500
Is preferably a two-way communi cation device having voice and data
comuni Bl toowossaabi I ities. Thus, for exanple, the nobPCwCdee30019800 nay
30 comuni cate over a voice network, such as any of the analog or digital
cel lul ar networks, and may al so conmuni cate over a data network. The voice
and data networks are depicted in Fig. 7 by the comrunication tower 519.
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signals in the receiver 512 and transmitter 514 may be adaptively controlled through
automatic gain control algorithms implemented in the DSP 520. Other transceiver control
algorithms could also be implemented in the DSP 520 in order to provide more sophisticated
conirol of the transceiver 511. o _
25 The microprocessor 538 preferably manaées and controls the overall operation of the
mobile device 500. Many types of microprocessors of microconirollers could be used here,
or, alternatively, a single DSP 520 could be used to carry out-the functions of the
microprocessor 538. Low-level communication functions, including at least data and voice
communications, are performed through the DSP 520 in the tranéceiver 511. High-level
30 communication applications, including the voice communication application 524A, and the
data communication application 524B are stored in the non-volatile memory 524 for -
execution by the microprocessor 538. For example, the voice communication module 524A
may provide a high-level user interface operable to transmit and recei{!e voice calls between
the mobile device 500 and a plurality of other voice devices via the network 519. Simitarly,
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voi ce conmuni cati on network. Ot her types of data and voice networks, both
separate and 25 integrated, may also be utilized with the nobile device
500. Comwaurmicg/asicehn net wor kK access requirenents for theravigiakersgesdsce 500
al so vary depending upon the type of network 519. For exanple, in the
Mobi tex and Dat aTAC data networks, nobile devices are registered on the
networ k usi ng a uni que |dent|f|cat|on nunber associated with each devi ce.
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filtering, anp catlo trans communi cation network 519
vi atd heWherBeﬁnﬁleswasyﬂemsdngmpwvsiler\'gﬁseimt“amweieme fandtions. Netabln séwe bot h
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second @tha;rw,mwfuﬁai@hggured to operate wi thin a second frequency band. In
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appl i edhdrgisRAMBHAI SithizRAne ﬁb:%@ilaﬁle'nﬁb:ﬁ&]? 528 € GEhd@iorPtb3né BFerbtidg sydtdrher 514

may be ‘adaptively controlled through
and communication modules 524A-N, the non-volatile memory 524 may include a file system
for storing data. The non-volatile memory 524 may also include data stores for owner
information and owner control information. The operating system, specific device

25  applications or modules, or parts thereof, may be temporarily loaded into a volatile store,
such as RAM 526 for faster operation. Moreover, received communication signals may also
be temporarily stored to RAM 526, before permanently writing them to a file system located
in the non-volatile memory 524. The non-volatile memory 524 may be implemented, for
example, with Flash memory, non-volatile RAM, or battery backed-up RAM.

30 An exemplary application module 524N that may be loaded onto the mobile device
500 is a PIM application provid_Ing PDA fuhctioriality, such as calendar évents, appointments,
and task items. This module 524N may also interact with the voice communication module
524A for managing phone calls, voice mails, etc., and may also interact with the data

communication module 524B for managing e-mail communications and other data
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automatic gain control algorithms inplenmented in the DSP 520. O her
transcei ver control algorithns could also be inplenented in the DSP 520 in
order twqproowbiseiarore sophi sticated control of the trepépcaewsi0odid. 25 The
m croprocessor 538 preferably manages and controls the overall operation of
the nobile device 500. Many types of microprocessors or mcrocontrollers
could be used here, or, alternatively, a single DSP 520 could be used to
carry otrans!srhlssmummltemmailvelw aih therfuociinpaiily okibe VoisBEMMUNCAIORENOGMERHA cat i on
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through any other suitable subsystem 542, and pnstalled by a user in the non-volatile
memory 524 or RAM 528. Such flexibility in application installation increases the
functionality of the mobile device 500 and may provide enhanced on-device functions,
communication-related functions, or both. For exampie, secure communication applications
25 may enable electronic commerce functions and other such ﬂnancialh transactions to be
performed using the mobile device 500.

" When the mobile device 500 is operating in a data communication mode, a received
signal, such as a text message or a web page download, will be processed by the
transceiver 511 and provided to the microprocessor 538, which preferably further processes

30 the received signal for output to the display 522, or, alternatively, to én auxiliary /O device
528. Owner information, owner control information, commands or requests related to owner
information or‘owner control information, and sofiware applications received by the
transceiver 511 are processed as described above. A user of mobile device 500 may also

compose data items, such as email messages, using the keyboard 532, which is preferably a
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20 Operating system software used by the m croprocessor 538 is preferably
stored in a persistent store such as the non-volatile nmenory 524. In

addi t i owotwoddmeeBper ati ng system and communi cati on noeltl/es20624019M t he
non-vol atile nmenory 524 may include a file system for storing data. The
non-vol atile nmenory 524 may al so i nclude data stores for owner information
and owner control information. The operating system specific device 25
appl i catoroplstecalphrerdiriesis kepboad laid othiertbe QWERY Yisdyle cativouah piher stylasedf i nto a

latile st h . M 526 fi ' i ved
t ommuni CTREk e Ao e S e BTl R RAK o M EEe LGP VO
per manegséninputits itngmiobimdévice560 Issfustiiat @thanoadhiwit thé plutdiity ofoauxiiehatiOl e
menor

y 524. The non-vol atjle nmenmpry 524 i.npl enented, for . exanple,
W h L1 deiss R paty My onSiies & TRvEEeb BPLEAsvIBE % S fdd Vere A
exenpl abwitchBB! d FRkeApIRIILE, fd4thé Barpoded dRa iemadapuoby thd der abinka device
500.is a PIMapplication providi nq%éPDA functionality, such as cal endar

event s, refsputten avanthie coraminication neteark 1P thrdmmses s Al may al so interact
w th the Vol fef SETHBLIRACRE sOB MR rathé s Lok BBRAGNREIM AR, Gldverally ol ¢o
may - a W tH the

mai | s, etc., an SO | nteract ~data communication nodul e 524B
f or manepgratipresiithe Imahiaenice HOD 5 subsiahtiaiin simigate the dega mane, 2BEMt HKH618

PCT/ CA2003/.001944, t 1.SSi t ' . i lit
0t - Goras SEinals ArE R B (08 Rpelis Pk ke sBinbisor WafhisIch A83 1Y
524? na%?dmeatieﬁbygrrﬂkmfbpbnlﬁ 536.h]€a dad:ﬂon?me!srep?r@{messtaging mém]iQUels:) :dﬁ/la@'rbfedS_Z:l

rerera r.ovi S a | ,e SySste o.facCcllltate.SlLO e 0 . I Tens
P b e RS R nesosm At pS San BT Toies Somuptfiosintis oA el volseldr 8048, cone
5 and rgoRevitesdush bt 8WBice@hddRBle Ptordisgbdbsystern, mayagd e hiplemanted ohhe

voi ce and data conmuni cation nodul es 524A 5248, via the wireles et wor k
510, THBemIANI8 4EHCE bR AlRRUSOIPET RHHp Sngh el 15 aPerra)isHed Ao BRr oni 7ed

and updgiefler 32l Gsphy S2ERBy BROWRY dsea s proviie dh Rdiegidresniently o6 of
data itens stored or associated with a host conputer system thereby

cr ett i nepllingnpariyo tes] deatioe mffavoigatcalli eeatbenysise ol dalalgd infomaden diArar
user. 1 ' | S P 2 | ] system
by pi act G e rFofi6dessr o BriTRAKAW (R U Y Aol oAy The
seri al gt thesg@ratingtdyetenosifiveare dway detesOthet callar isleniifidatigno inforafation &f BB st

Syt o o d0gR bR bt B3R T LSRR LB Sl oS e L or L on
ot her appl i catshon-ramygiut@smBaibatidnersubsgdtednl $40i isralsmbe fircluttedi ih éhelevdbde 500.
S RN TR T N T
mor e segiuRs BRE kephpbRérts SXCABNGHGWh or 802.11 short-range wireless communication
module to provide for communication with similarly-enabled systems and devices. Thus,
owner information insertion, owner control information insertion, and application loading
operations as described above may be enabled on the mobile device 500 via the serial port
25 530 or other shori-range communications subsystem 540.

Fig. 7 represents a specific example of an elgctronic device in which owner control
systems and methods described above may be implemented. Implementation of such
systems and methods in other electronic devices having further, fewer, or different
components than those shown in Fig. 7 would occur to one skilled in the art to which this

30  application pertains and are therefore considered to be within the scope of the present
invention. For example, although a SIM card has not been explicitly shown in Fig. 7, it
should be appreciated that implementétion of owner confro! systems and methods in
electronic devices with SIM cards is contemplated. Since SIM cards 6urrently incorporate a

memory component, owner information, owner control information, or both, may be inserted
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encryption information via the wreless network 519. Omer information,
owner control information and additional. application nodules 524N may be
| oaded witwod/6m6130bi | € devi ce 500 t hrough the networ k BEI9CAt008/00i95 an 20
auxiliary I/0O subsystem 528, through the short-range conmuni cations
subsystem 540, or through any other suitable subsystem 542, and installed
by a user in the non-volatile nmenory 524 or RAM 526. Such flexibiljty in
appl i ca@hica SiMsarl drat dsed to neirtaisesvneheontfoliatan elasroniy devica waen s $IM devi ce

500 and nmy provi de. enhanced, on-devi,ce_.functi i Lon-re) at ed
functi A PédEStBuﬁ%‘." tﬁ%rei%ﬁ'ﬁﬂ‘ﬁl )"cgec!ﬂ?'gsSS%U%?’%tcﬁgoge%mppP??é%%gsw% may
enabl e jRlafifiy SWHe? IrfGTARRBS BnfouRs SiNp Bardadit awiies costual inférinretion icavld thetrgact i ons
to be perfornmed using the nobile de%(ié,ce ,5(3‘8@ V%e%"hhe : tflilétgle(aevi ce 500 is
oper at iinggrted oataithe SIMSRTIPN AnePEFPIRERYICEIN MR g sqabcﬂgl, SUch as a text
mesgage or g'h‘ﬁeéb esSDMAl SAbodimihis draherpesss asiehtion bee interafesiclei beer 511

and”provi ded to the mcroprocessor 538, which preferab fg{]ther. {')lrocesses
30 t he exemplesanhlysiAftesdtionsy modifigations gnd Mariaiiosp Mgy ectid tofpe BAHiS'RG el y, to

an auxiliary 1/.0, devi Q’e‘ﬁ’ﬁﬁ‘ j i d 8fo tHieDinvertiopr mat i on,
comnc?énl??rd}lm%'aﬁ&&%%éfg?@g"ttho omttel‘lrolaila%ﬁ%ﬁnc}gﬁwor g\%nqgr control

i nf or magtiehis cefinedssdiéinay ¢heaglailiscappeoded heret® ved by the transceiver 511 are
processed as descri bed above. A user of nobile device 500 may al so conpose
data itens, such as enmanil messages, using the keyboard 532, which is

pr efer gaRbusTRIAR ARPLYERBNATY 053618 PCT/ CA2003/ 001944 conpl ete al phanuneric
keyboard Tard out 1 n_the QANERTY style, .although.. - i neCONpl et e
al phanumer i cPhegyperit ivesiih's seeiRd aLm"B@&%{@t@bgﬁéel%ydng?%%ﬁ(ﬁe& used.

User input to the. nobile device 500 is further enhanced with the plurality
of auxiliary 1/O devices 528, which may include a thunbwheel input device;
a touchpad, a variety of 5 switches, a rocker input switch, etc. The
conposed data itens input by the user are then transmtted over the
conmmuni cati on network 519 via the transcei ver 511. When the nobil e device
500 is operating in a voice comruni cati on node, the overall operation of
the nobile device 500 is substantially simlar to the data nbde, except
that received signals are output to the speaker 534 and voice signals for
transm ssion are 10 generated by a m crophone 536. In addition, the secure
messagi ng techni ques descri bed above m ght not necessarily be applied to
voi ce conmuni cations. Alternative voice or audio 1/0O devices, such as a
voi ce nessage recordi ng subsystem may al so be inplenented on the nobile
devi ce 500. Al though voice or audio signal output is acconplished through

t he - :
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speaker 534, the display 522 may al so be used to provide an indication of
the identity of a 15 calling party, the duration of a voice call, or other
voice call related information. For exanple, the m croprocessor 538, in
conjunction with the voice communi cati on nodul e 524A and the operating
system software, may detect the caller identification information of an
incomng vojce call and display it on the display 522. A short-range
comuni CHE FEAREES ubsyst em 540 is also be included in the nobile 20 device
500. Fop. exa inclu n infrared device and
associ at ed %%?‘%ﬁﬁé’% ?%%%%%?2‘,‘%%5’5" "",%‘tg%%’te#eg?u 02. 11 short-range
W rel ess conregsiving) isbren aiechndc tdevies,ovivale fnfromdomUic tihelades HRmer

simlar L%-_s\%agl e{dlgs st.ens and devices. Thus, owner information insertion,
owner cBTPFBFIPHIBPHRE SN i nsertion, and application | oading operations as
descs i bed abgveviipyat it QaMHRE=PRe, RiPRRbEindR¥hGS. 500 via the serial port
- 25 530 or other short-range communi cati ons subsystem 540. Fig. 7 represents
a specific evniihersrivehewmssideptificationinformativatoshedtinbanproffmresaived syst ens
and rretgg.gﬁ g&;ﬁrﬁ 0 may be inplenented. Inplenentation of such
systens an Grret ggésaﬁﬁ%ﬁgt er electronic devices having further, fewer, or
di fferent ciatpmining whethario ibmke rehivedoinier kool Fufvwuiiidn of thieldctogioe skil | ed

inthe art to ich.this .30 Licati ertains _and are therefore

consi de&eevﬁcet Ss%gup\ﬂfﬁﬁ cr‘?e?%gtﬁ%g‘ﬁe@%f °’ftﬂj'ég‘ﬁ11%§@’i‘ﬁ°1 11{‘}“W‘é‘ff"f’c‘”i“i)n. For exanpl e,
al tiiough a S¥héreratick dietbofiRii-BeeT ceNiPdileq bhicl npHOME db@mihihe of whifher thoul d be
appreci ated that jnplenentation of owner control systens and nethods in

el ect r ofiePeREGFYRELWREr Fongolindermpsions cont enpl at ed.  Si nce SI M car ds
currently incorporate a nenory conponent, owner information, owner control
information, or both, may be inserted -28 WO 2004/053618

PCT/ CA2803/ (0rgnztbobpf Jaim Blviierein thearvehen dedtifatiom infomation wmmiudes datar ol of an

el ectrani G :deyvi e Sl card i.s ipstall in the electroni.c device.
"t b e EENE Gl S (o B e 0 o1 e Prebop et SR a1 o
ontis t hiafdsbfimar d, and owner control information could then be inserted
onto the SIMcard or an electronic device in which the SIMcard is
installed. 5 The above-descri bed enbodi nents of the present invention are
i ntendexd to 1 memadireSaen by wialhg s i39mS; 'jﬂ'f&%;' jations
may be effected to_t_he;pa?{]i %:/ul ar éﬁébg%?rrlgﬁ%wby t odggﬂzﬁ‘fag%i %{‘Iaﬁélrn the art
wi t houtiDEaRalies ipg dgehsigndracope of the invention, which is defined solely
by the clains appended hereto. 10 | NDUSTRI AL APPLI CABI LI TY The present
invention is directed, at controlling operations of electronic devices.

20 4. Themethod of claim 1, wherein the owner identification information includes source

authentication information, said method further comprising anthenticating a source of the
ewoer control information.

5. The method of claim 4, determining whether to use the received owmer contol

25  miormation based upon the source of the ovner coptrol information being authenticated.

6. The method of claim 5, wherein the source is an anthorized source.
7- The method of claim 6, wherein the authorized source is owner of the electronic
30  device
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-29 It is clained: 1. A nethod of controlling el ectronic devices,
conprising the steps of. receiving, at an el ectroni-c device, owner

i nformati on which includes owner identification information; 5 receiving,
at the electronic device, owner control information; using the received
owner identification information to check integrity of the received owner
control,infaqgmatipn:; d determ njng whether tqQ use the recejye wner
cont r ol &i nf gﬁ?ﬂ?’@?‘fi ?ﬁ&t‘rﬁé E’ﬁ%‘é‘f’%% 91158&%""6%%%‘3"‘{?66‘5“5 ‘Ffbb%‘ﬁg.é’ of the
i nt egr iy oRfed he owner control information; 10 wherein the electronic

device is controll ed based upon the determ ning of whether to wuse the
recei ved owner control information. 2. The nethod of claim1l, wherein the

owner iglent ik ' L. ' ' - it AV I ion whic
e sed to sepeplbr R Bl ek AR 0B AnctBh M ol Uk

i nf &r netiemdificatdon Hfeematidd igchse bf ¢ Hipital Bgnawber ei n t he data integrity :
information of the owner information is a digital signature. 20 4. The

met hod of claim11, wherein the owner identification information includes
sour ce joaut heRipeinid oFlain bovRR iSieh S AR ERQE e ghRba |

aut henticating a sour céﬂg? t%%élflg{v\%dé%ﬁé%ntrol i nf oéénéa}ﬁnoa%. { b%?ﬁ'?'he met hod
of cl aivyplosragierlgprfimdo fircrer infeormptiont he recei ved owner control 25

i nformati on based upon the source of the owner control infornmation being
aut henticated. 6. The method of claim5, wherein the source is an

autifor ilded Shermehod of Taim 18 Wheteinf the lcayproghaptivh alpedithmt inelnded twer 0fz€d sour ce
is owner of the electronic 30 device. -30 8. The nethod of claim 86,

wher ei PPPRE%or i zed source is a source acti ng on behal f of the owner.
9. The nethod of claim11, further conprising the step of checking integrity
of the owner 5 identification_ information by use of a digital signature.
10. ThéeZmet H&8 Testbed af platm 1Gnwherin the SOOIQRE c@ﬁ@%ﬂh{ﬂu%mggs vyesfiad by an
appl i caty #‘e?;fclﬁgy_ cryptographic algorithmto the owner information. 10 11.
Thelsrret hod of claim 10, wherein the cryptographic algorithmincludes use of
a ‘

13,  Themethod of claim 1, wherein the ewner control information comprises adescription
of functions or sofiware applications fhe electronic device is aliowed to use; wherein the
electronic device is controlled using the veceived description of fupctions or software
applications.
20

14.  Themsthod of claim 1, wherein the owner contro] information comprises a description
of functions or software applications the slectronic device is prohibited 1o use; wherein the
eglectronic device is controlled using the recsived description of functions or software |

applications.

25
15.  Themethod of cleim 1, wherein the owner coatrol information comprises a description
of fiunctions or sofiware applications the electronic device is permitted to use in a modified
manner; wherein the electronic device is controlled using the received description of functions
or software applicaﬁbns.

30

16.  Themethod ofclafm 1, firther comprising the step of detenmining whether to perform
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symretric key. 12. The nmethod of claim 10, wherein the cryptographic

al gorithmincludes use of a asymetric key. 15 13. The nethod of claim1,
wherein the owner control information conprises a description of functions
or software applications the electronic device is allowed to use; wherein

- the electronic device is controlled using the received description of
functions or software applications. 20 14. The nethod of claim1l, wherein
t he ownsif opeetion ok tedatroRit ledcatasnitpse Shathdehe swidr ixformatibn Exigtg bh fies or
software applications the electronic device is prohibited to use; wherein
the el BEFFEH SV&vice is controll ed using the received description of
functions or software applications. 25 15. The nethod of claim1l, wherein
the owner control information conprises a description of functions or

sof t war &7.applicrasthedef cidm 1cfugbenconmiprising thestepios dgferminitg whisthey taprsiomm. a
nodifie manpner . .wherein the el ectronj ice is cont.roll using the
Fece veir TRREPR SR A e e i B Bp b S e PR Bt i® 110
met hod of the kleimodic déded. her conprising the step of determ ning whether to
perfarm -31 an operation on the electronic device based upon whet her the
owner information exists on the electronic device, 17. The nethod of claim

L further comnihidsrdii 1 ShARuObHRtShEYAE WrbRn Ny PREAGSBorfrd

operation on the electronic device'b upon her™ t he owrler control

i nf or mawi aparalig on the elppineiedetierdEraginipen deopicpdion pEmistions it cdntrdnegifin eai m 1,
furiher conpri.si the. step of determ ning whether to perform an operation
on ﬁ;e %‘l"’é"'gte?’btﬁ‘i‘l@-%a%ﬁ%é’& based upon an operation perntssions |ist contained
in the 10 owner control information. 19. The nethod of claim11, further

conprising the ste f.. receiving, .at the electronic device, an erase
comnd?g-méplﬁrﬁe@ﬁéc‘%lﬁ?el’ Lo 1o 50 é'é‘?l’ﬁ?f;t the owner information is

to be erased 15 :béddithi et leRetd @0 UevieS kh 6Rse Wdh&lgr the erase command is
digitally signed;
J Y J “wherein the erase command indicates that the owner information is ta be erased

15  fom the electronic device;
wherein the erase command is digitally si gﬁed;
determining whether to perform the emse command based uwpon checking
intoprity of the digitally signed srase command, |

20 20, Themethed ofclaim 1, wherein the owner contro] information includes an anthorized
software application list:
wherein the authorized sofiware application list identifies an suthorized
suftware application by a hash of the software application;
wherein the software application is used on the electronic devics based upon an
25  integrity check vsing ht hash of the software application.

21. The method of claim 1, wherein the electromic device is a wireless mobile

communications device,

30 22,  Themethod of claim 1, wherein the electronic device is 2 desktop computer.
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determ ni ng whether to performthe erase command based upon checki ng
integrity of the digitally signed erase command. 20 20. The nethod oful aim
1, wherein the owner control information includes an authorized software
application list: wherein the authorized software application |ist
identifies an authorized software application by a hash of the software
application; wherein the software application is used on the electronic
devi ce based upon an 25 integrity check using In hash of the software

appl | ca3 on.The Sostitkofiuiiact wredd M BlebirostbBE ALY ) rBh A% AN iRV CO 15 2
wirel e'rs? fr?gbi le communications device. 30 22. Theé method of cralm 1,

wher ei P " el ectronic device is a desktop conputer. -32 23. The nethod of
claim1l1, wherein the electronic device is a personal digital assistant
(FDA). 24. The nethod of claim1, further conprising the steps of 5 issuing
a crypt8yr aphr Beidediof elaie 1ufarthey compeisiog ftstaps okey stored on the el ectronic
devikce and whi chgg SQECH -\M an owner of the electronic device;

det ermi ni ng whet ﬁé‘rﬁngg %@@%ﬁgﬁl‘gﬁh U8R BrFeREier &ey seridcoridid ce based
upon d@%eehﬂﬂimé@‘ﬁwdmﬁﬂﬂ‘smﬂeﬁdwm&hwwtﬁeEiﬁa}d@&%c 10 25. The met hod
of claim 24, wherein,the encryption key is a public key of° the owner or a
secret key share WW@W&‘%@”@W?%%%%@J@I%ﬁhcdqbtmlﬁteddvm.ha%. Conput er
r eadabpondttnination 8bihe iRhed@is oni c device to performthe

met hod of claim1. 15 27. A sys?%r%lfﬂg?ﬁ&%%ér'ol ling an el ectroni c devi ce,
conprising. an owner information store configured to store owner

i niprnpsi ontay j J i nfor. i on; d .an owner control

i nformation st o!r?tgg%gﬁ{i%uz# gﬁﬁ%(%inﬁ{%el’"gr’g&ﬂ‘é c‘ﬁﬁ?&g*“]?eﬁf’gﬁhﬁﬁwrﬁor 20
~ cont r offciehiEopercdiietyeen thearwret el the Hieciraigy 1&8se. Wher ei n the stored data
integrity information is used to check integrity of the owner - control

i nformation; wherein whether to use the owner control infornation on the

el ect r2mi c Connter kﬁabﬁ&ﬁ&ﬁﬁa@ﬁfﬁb%uéﬁ?@ﬁ&%&&&fm tagg?li@g&ggri ty of
S

t he ometéagggér,ol i nformation; 25 wherein e ronic
cont r offf @H’hpon t he determ ni ng of whether to
15 '

27. A system for controlling an slectronic device, comprising;

an owner information store configured to store owner information having data
integrity information; and

an owner contro] information store configured to store owner control information for

20  controlling operation of an electronic device;

wherein the stored data integrity information is used to check Inteprity of the owner
control information; |

wherein whether 1o use the owner control informsation on the electronic device is
determined based upon the check of the imtegrity of the owner control information:

235 wherein the electronjc device is controlled based upon the detenmining of whethér to
use the owner control information,

28.  The system ofclairo 27 figther comprising an insertion module configured fo yeceive
owner control information,
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use the owner control information. 28. The system of claim 27 further
conprising an insertion nodule configured to receive owner control
information. -33 29. An apparatus for controlling el ectronic devices,
conprising: neans for-receiving, at an electronic device, owner information
whi ch includes owner identification information; S neans for receiving, at
the el ectronic device, owner control information; neans for using the
recei ved owner identification information to check integrity of the
recei ved owner control information; and neans for determ ning whether to
use t hegrecal ntr.ol .infornptjon on the electronic device:based
upon t%g' chggk t ggricﬁﬂgogpﬁ?}wgﬁo EPTEBHEE 0l information; 10
wher ei n t hemgtmsdbrrerdivinglayircdedranie AnHEL basr RAS S JRAR: ‘ﬁﬁg wigsans for

0

det er mqj ng - whet r%-:raﬁtox?; use the recei véd owner contro RArren, -34

5 means for receiving, at the electronic device, owner conirol information;
meaus for using the received owner identifeation information to check integrity of the
received owner control mformation; and
" mesns for determining whether to use the reeeived owner contro] information on the
electronic device based upon the chesk of the integrity of the owner contral infurma';:ion;
10

wherei_n the electronic device is controlled based upon the means for detepmining
whether to use the received vwner control information,
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