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POWER SUPPLY DETECTION SCHEME FOR FLASH
MEMORY

FIELD OF THE INVENTION |
~ This invention relates to systems including nonvolatile writeable
memory. More partticularly, this invention relates to controlling the quality of
data written to nonvolatile writeable memory in an application with multiple
‘separate power supplies coupled to the nonvolatile writeable memory.
BACKGROUND OF THE INVENTION
Many computing systems such as personal computers, automotive and
| airplane control, cellular phones, digital cameras, and handheld
- communication devices use nonvolatile writeable memories to store either
data, or code, or both. Such nonvolatile writeable memories include
Electrically Erasable Programmalble Read-Only Memories ("EEPROMs") and - -
- flash Erasable and Electrically Programmable Read-Only Memories ("flash
| EPROMs" or "flash memo_ﬁes"). Nonvolatility is advantageous for allowing the:
compu_t"inlg_'system to retain its data and code when power is removed from the
~‘computing sysfem. Thus, if the system is tumed off or if there is a power
- fallure there is no loss of code or data |
' The nonvolatile writeable memories often include a plurality of
|nterconnected very large scale mtegratlon (VLS)) circuits. These VLSl
cn'cuns dissipate power in proportion to the nominal voltage swing of the
binary signals applied to the circuits. The industry standard VLS|

complementary metal-oxide-semiconductor (CMOS) circuits currently utilize
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two levels of input/output (/O) signals, 1:8 volts and'3:0'volts. As the rail-to~

rail voltage swing of standard CMOS circiits utilizing the 3.0 vott signal level
tends to cause such circuits to dissipate eicéssive amounts of power and
energy over CMOS éircuits utilizing the 1.8 volt signal level, the 1.8 volt
CMOS circuit would be preferred in an application requiring reducedpower B
consumption. | | S

With the size of many electrbn_ic products beboming 'incfeasingly R

-smaller, many electronic product désigners are .c'urrently seeking to minimize
power consumption. Generally, reducing thé overail magnitude of rail-to-rail
voltage swings of CMOS circuits allows a reduction in power consumption.
Thus, an-electronic architecture that would allow and work with lower input
voltage swings without drawing leakage current is desirable. However, 'many
applications of CMOS circuits stili use 3.0 volt system power shpplie‘s which
need to be accommodated. Qonsequent!y, an electronic system architectural

_ cohcept is used whereby the nonvolati,lé_' writeable _memory _circ,u_it_s_ operate ...
with industry standard 1.8 volt and 3.0 volt CMOS I/O _sfgnal levels and utilize

~ the optimum core supply voltage for the nonvolatile writeable memory core
circuits. | o

Designers of prior art electi'onic systems'incorpbrating nonvolatile -

writeable memory have attempted to reduce the overall system powér N
consumption by running the entire system at the 1.8 volit I/O signal Iével and
supply voltage. This increases the power effiéiency of the syétéﬁ‘aj ' exclusweof

the nonvolatile writeable memory. However, the nonvolatile writeable_——.... ...

‘memory core memory circuits running at the 1.8 volt /O signal level have a
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reduced power_tefﬁ_cienc.y___due.._'to_._.th.e.:inéfficienbfiéé;:c'if_'pEfc]ﬂﬁéi}iﬁg___ﬁ'i&hﬂ\/ﬂelt:'ag'es_.___ o

internal to the 'nonvolatile'writeable"m.emory:----Thus;—to-effectivety'-maximize'--- e

efficiency of the overall electronic system, 1/O interface buffers were designed
to allow the nonvolatile writeable memory core memory circuits to be operated
| at a 3.0 volt I/O signal level, while the e'urrounding-system-CMOS- circuitry is -
operated ata 1.8 volt /O srgnal level. The 3.0 volt l/O nommal sngna! level can
be approximately in the range 2. 7 volts to 3.6 volts o
Designers of prior art electronic systems that operated at as3. 0 volt I/O .
signal ieye! while using nonvolatile -wnteable_ memory used one power
supply, commonly known as VCC. In order to'hrevent cerruption_ of the data of
the nonvolatile writeable.mern_or"y, the prior art electrohic' systems utilized
lockout circuitry. The lockout circuitry locked out spUrieus write commands to
. the command port of the nohvoletile writeable memory that were issued when
the VCC voltage supply from was below a specified safe level, that level
known heretofore as “V Iockout" or VLKO On all pnor art nonvolatlie
-writeable memory dewces this lockout circuitry operated on the general
nonvolatile writeable memory device power supply, VCC, only.
SUMMARY OF THE INVENTION |
| A power supply lockout circuit that prevents COrruption of nonvolatile
writeable memory data is described. The power supply lockout circuit
monitors the power supply signals from severai power supphes The power
- supply.lockout circuit locks out commands wrmng'to the nenvolatlle writeable
memory when any one of the monitored power supply signals coupled to the -

nonvolatile writeable memory is below a specified signal level.
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__A-method-for -léckih'g -6ut'-6ommands sent to a nonvolatile writeable

“memory i described.” The method prevents "corru'ption of the nonvolatile
'- writeable memory by having the step of locking-out a command to the
nonvolatile writeable memory wheri any one of a humber of monitored power
supply s;gnals is less’ than a specnfled sugnal level.
Other features and ‘advantages of the present invention will be
: _.; épp_a}_rsr}t_from the accompanymg drawings and from the detailed description

-—-and appended claims that follow below. - -

BRIIEF'DE CRIPTION OF THE DRAWINGS

' Ths. present invention is ill.ustrated by way of example and not limitation
h in the _figures of the accompél_nying drawings, in which like references indicate
similar elements and in .which: |
Figure 1 shows a blbck. diagram of a"system level application including
nonvolatile writeable memory. |
o Flgure 2 shows a block dlagram of a nonvola’nle writeable memory.
- Flgure 3 shows the power supply combination supplied to an
embodiment of a nonvolatile writeable rﬁemory. _
- Figure 4 shows a bldck diagram of an.embOdiment. of a power supply
lockout circuit. | _
F_igure 5 shows the vo_It_agé level versus time waveforms of the VCC

- signal and the VCCQ signal used in-an embodiment of a nonvolatile writeable

_memory m the combination where VCC comes up to a specn‘led level before

vCcCaQ.
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. Figure 6 shows the voltage level versus time waveforms of the VCC

""sign'al"‘and'jthe"VCCQ signal used in an embodiment of a nonvolatile writeable

memory in the combination where VCCQ corhes up to a specified level before
vCe. |

- Figure 7 shows the voltage level versus time waveforms of the VCC

| signal aﬁd the VCéQ signal us_ed'-in.an-embodirhent of a nonvolatile writeable

memory in the combination where both VCC and VCCQ come up at the same

_.time,_ o

" DETAILED DESCRIPTION

'lnput/ohtput (1/0) interface buffers that are designed to allow the

nonvolatile writeable memory.cdre circuits to opérate at a 3.0 volt I/O signal

“level, while the surrounding system circuitry operates at a 1.8 volt /O signal

-- level require two separate power' supply outputs. One power supply output,

VCC, is used for general nonvolatile writeable memory power. The second

power supply output, VCCQ, is used for the /O drivers. Consequently, since

these buffers use two power supplies, either of which could be used as the

electronic system power supply, additional lockout circuitry is necessary to

" lock out write commands to the nonvolatile writeable membry when VCCQ is

below a safe level. Thus, a power supply lockout ci_tcuit is provided that
prevents corruption of nonvolatile writeable memory data by locking out '

commands writing to a nonvolatile writeable memory when any one of a

' plurality of power supply signals coupled to the nonvolatile writeable memory

is below a specified signal level.
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- Figure-1 shows a block diagram of a system level application -inciu-ding-----*---.----—-—-----—--——-

‘nonvolatile writeable memory. This application includes a microcontroller or
digital signal processor 102 and system components 104-108. System
cdmponents 104-108 can be any other électronic components of the system
100 which, for example might include but are not Ilmlted to addmonal memow
"components like static random access memory (SRAM), EPROM and
EEPROM. . The microcontroller 102_ communlcates with the nonvolatlle
‘writeable memory 110 via address lines 118 and input/output (I/d) data lines . |
120. .A first output of a powef supply 112 provides-a 1.8 vélt "supply (vCCQ)
114 to an interface circuit of the nonvolatile writeable memory 110 as well as
to the system microcontroller 102, and system compdnents 104-108. A
" second output 6f the power supply 112 provides a 2.7 volt supply (VCC) 116
to the core memory circuits of the nonvolatile writeable memory 110.
Figure 2 shows a block diag_ram of a nonvolatile writeable memory 110.
This embodiment depicts the nonvolatile writeable memory 1 1_0__a$_ being
comprised of a 1.8/3.0 volt input buffer 202 which a‘ut’omaﬁcally configures to
either a 1.8 volt or a 3.0 volt input signal level, a nonvolatile writeable memory
core circuit 204, and-a'1.8/3.0 volt o‘utput.buffer 206 which automatically
configures to either a 1.8 volt or a 3.0 volt outbut signal level. The nonvolatile
writeable memory core circuit 204’include's, but is not limited to, a command
register 242, memory array control circuitry 244 including a write state |
* machine 246, and a memory array 248, ' =

An electronic system is coupled to the nonvolatile wnteable memory

110 with-address and control lines 118 which are coupled to the input buffer
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~202. The input buffer 202 s coupled.to.the.nonvolatile writeable memory core.._

circuit 204. -The nonvolatile writeable-memory core-circuit-204-is coupledto— —

the output buffer 206. The output buffer 206 is.coupled to an electronic
- system using 1/O data lines.120. | |
With regard to power supply connectlons, the input buffer 202 and the o
nonvolatile writeable memory core c:rcwt 204 are each coupled to a VCC -
power supply 116. The output buffer 206 is coupled to a VCCQ power supply _
114. The VCC power supply 116 and the VCCQ power supply 114 in
combination power the nonvolatile writeable memory 110 and the electr'o'hi'c.
| system in which the nonvolatile writeable memory 1__10 is resident.
Figure 3 shows the power supply combination 300 supplied to an - -
embodiment of a nonvolatile writeable rherhory by the VCC power subply 116
and the VCCQ power supply 114. The interface circuitry of an embodiment of
the nonvolatile writeable memory, 'including the input buffer 202 and the
output buffer 208, is self-configuring to operate with a number of sats of signal
levels. These signal levels are generally compatible with complementary
metal-oxide semiconductor (CMOS) technology. For exampie, the nonvoiatile
- writeable memory can utilize a signal havihg either a 1.8 volt or a 3.0 volt .
signal level. ' _ _ |
| With reference to Figur_és 2 and 3, when the interface circuitry including
the input buffer 202 and the oiJ,_tpu_t buffer. 206 fs configured t_b utilize a 1.8 volt
- CMOS gsignal 302, the-VCC power supply 116 to the input buffer 202 and the
nonvolatile writeable memory core circuit 204 is approximately in in the range of

2 7 to 2.85.volts 306, and the. VCCQ power supply 114 to the output buffer 206
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"—-----:-—--:—_-.is- -épp—raxim'ateiy--ih- the-range-of-1.810 2.2 volts-304.~When the interface

" Gireuitry including the input buﬁéif’éﬁé}éh’d"B'Li"tﬁu‘t“ﬁu'ffé'r“édé"'is_ configured to
utilize a 3.0 volt CMOS signal'312, the VCC power supplyl 116 to the inpuf
‘buffer 202 and the htholaﬁlefWritéablé memory core circuit 204 is
substant:ally equal to 3.0 volts 316, “and the VCCQ power supply 114 to the
| output buffer206 is substantially equal to 3 0 volts 314. o
anure 4 shows a block dlagram of an embodiment of a power supply |

lockout c;rcmt 400 In thlS embodiment, a nonvolame wnteable memory 110
has a VCCQ power supply 114 and a VCC power supply 116. The power

“supply lockout circuit 400 is coupled to the VCCQ power supply 114 and the
VCC power supply 116 and is comprised of a sampling ci.rcuit 406, a

: differenﬁal amplifier 404, a noise ﬁlter 402, and a VCC detector 410. The

VCCQ power supply 114 is coupled through a noise filter 402 to an input of
the differential amplifier 404. A reference voltage 408 is coupled to another

input of the differential amplifier 404. The output of the differential amplifier
404 is coupled to the sampling circuit 406. The sampling circuit 406 is
'coupléd to the write state "machine_246 of the nonvolatile writeable memory
110. The VCC power stpI'y 116 is coupled through a VCC detebtor 410 to
the sampling circuit 406. An output of the VCC detector 4107 alsd coupled to
the write state machine 246 of the ndnvol_atile’ writeable memory 110.

| The "er.'nbodiment-.sho'wn in Figure 4 :a'n'd' described by example herein

g -'mciu"de-s the power supply lockout circuit 400 on the same die with the

nonvolatlle wnte_a_t_g_l_e,_memory 110 and the power supplies. Alternate

embodiments may have the power supply lockout circuit, the honvolatile
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 writeable_memory, and.the.power supplies all on different dies. Furthermore, .
——————-—--afternate embodiments may use the power supply Iockout clrcwts with other
types of memory devices. |

In operatnon the power supply lockout circuit 400 prevents corruption of
-;the nonvolatile wnteable memory 110 data by monitoring the power supply
IS|gnals and by locking out commands writing to the nonvolatile writeable
~ memory 110 when either of the power supply output signals 114 and 116 is
..below a specified signal leyel. The power supply lo_ckout circuit 400 as
" described by example herein utilizes two approaches for locking out
cornmands. A first approach is to protect against spurious write commands
during the time period when the powér supplies are first powering up. In this
first approach, the power supply lockout circuit 400 utilizes Jockout signals
420 and 422 which lock out the writ_é commands to the nonvolatile writeable
memory 110 when either of the two power supply signals 114 and 116 is
below a spec:fled ssgnal level | |
The second approachi is to protect agamst spurious write commands in
the situation where the power supphes have previously powered up and may
not have mamtamed the specmed output signal level. In this second
_approach, upon receipt of a write command by the nonvolatile Wfiteable
memory 110 in the absence of é‘ny lockout signals 420 and 422, the write
state machine 246 trans'mits:a_polling sign_al 424 to the power supply lockout
-~ circuit 400. 1In response to'th_’e bolling signal 424, the power supply lockout

qrgunt400 tl_'ansmit_s_ a sig‘na_i 426 to the no!'_l__volati_le._.writeable memory'1 10

which is indicative of the power supply signal levels. The write state machine

'y
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' 246 then determines whether to lock out the received write'command-based-—~ -~

“on the signal 426 received from the power supply lockout cxrcunt 400, Eachof

"these approaches will now be discussed in. detall
 In the first approach used to protect agamst spurious write-.commands,
the norivolatile writeable memory"_l 10 write state machine 246 utlllzes Iockour
signéls 420 and 422 received fr()m the pOWer supply lo.ckout circuit 400. Any |
"write commands received by the nonvolatile Write'eble-memory‘d 10 while
- either lockout signal is active are locked out, or not accepted, by the wnte
state machine 246. Lockout sugnal 420 is a VCC lockout signal. Lockout
signal 422 is a VCCQ lockout signal.- The VCC lockout sngnal 420 is received
by the write state machine 246 from the VCC detector 410. The VCC detector
410 is configured to generate the active VCC lockout sighal 420 when the -
VCC signal is at a level that is less than a prespecified level. -In one
-embodiment, the prespecified level is approximately 2.0 volts when the VCC
signal level is substantially in the range of 2.7 volts to 3.0 volts.' The active
signal from fhe.VCC detector 410 is transmiﬁed over the VCC- lockout line 420
to the write state machine 246. This VCC lockout signal 420 is indicative of
“the VCC power supply 116 not prowdlng an acceptable signal level. Any
' wnte commands received by the nonvola’nle writeable- memory 110 while the
'VCC Idckout signal 420 is active are locked out by the write state machine
246. The absence of a VCC lockout S|gna! 420'is representatNe of the VCC
| power supply 116 providing an acceptable output SIgnal level.
' _ The VCCQ lockout signal 422 is received by the write state machine. .

246 when generated by the sampling circuit 406. The VCC detector 410 is

- -10-
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) acceptaple. elg_nal- lev_el, an actlve preset srgna-l:--ls--t_ransmltted --to, -the---s_amplrng---—-—--_—--—-

circuit 406. This active preset signal presets the sampling circuit 406. The
pres_é_t_ sampling circuit 406 transmits an active signal over the _VC;CQ. lockout
line 422 to the write state machine 246. This VCCQ lockout signal 422 |
indicates to the write state machine 426 that either the VCC power supply 11 6" o
| or the VCCQ power supply 114 is not provrdlng an acceptable output signal -
level. Any write commands received by the nonvolatite writeable’ memory 110 o
while the VCCQ lockout S|gnal 422 is active are locked out by the write state
machine 246. The activ'e preset.eignal from the VCC detector 410 alse
causes the sampling circuit 406 to trensmit an acti\re_ signal over signal line
42810 a referenee_ vo_ltage 408 and a differential amplifier 404. This signal
~ forces the reference voltag_e 408 and the differential amplifier 404 to an "on"
state. | |

When the VCC power suppty 116 is at an acceptable level the preset

signal is deactivated and the VCC detector 41 0 is turned "off" in order to
reduce power co_nsumptl__on.;_ However, the active signal over signal line 428
~ . causes the reference voltage 408._and the differential amplifier 404 to remain
~ "on" until the VCCQ signal' 114 level is at an a'cce'pt_able level.. With the
reference voltage 408 and differential amplifier 404 "on", the satmpling circuit

406 utilizes the output of 'th_e d_ifterential amplifier 404 to determine the VCCQ

. signal '114 Ievel' The VCCAQ signal 114 Ievel is input to the differential . "7 I T T

amphfrer 404 along with a reference srgna! wh:ch is output from the reference

_voltage 408. The reference voltage is selected as a voltage level at which

-11-
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-stable-peration-of-the cicuits powered-by-the VCCQ power supply is insured.

“In‘this example embodiment, the reference voltage is approximately 1.2 volts.

 The differential amplifier 404 functions as a 'compara{t-o-r and, as éuch,

'outputs-é. signal when'the" 'vbltage level of the VCCQ sighal 114 exceeds the

- voltage level of the reférence voltage. In this embodiment, the differential

amplifier 404 will output a signal when the VCCQ signal 114 level is equal to

- orgreater than 1.2 volts: A signal received from the differential amplifier 404

resets the sampling circuit 406. When the sampling circuit 406 is reset no |

VCCQ lockout signal 422 is geﬁé'rét-e'd' because both the VCC ".and the VCCQ

signals are at acceptable levels. Moreover, when VCCQ reaches an

acceptable level, the sampling circuit 406 ceases transmitting the active

signal over signal line 428 which turns both the reference voltage 408 and the

- differential amplifier 404 "off" in order to reduce power consumption.

- When the VCC power supply 116 is at an acceptable level and no

. signal is received from the diferential amplifier 404 then the sampling circuit
406 is ho_t' reset. In this condition, the sampling circuit 406 continues to
' transmi.t an active VCCQ lockout signal 422 indicating that the VCCQ signal
114 is not at an acceptable level.  This VCCQ lockout signal 422 in the

absence of a VCC lockout signél'420 indicates to the write state machine 246

. that the' VCCQ power supply 114'is not providing an acceptable signal level.

Any write:commands received by the nonvolatile writeable memory 110 while

- the VCOQ Iockout signal 422 s active are locked out by the write state

 machine 246. Furthermore, the sampling circuit 406 causes the reference

voltage 408 and the differential ampiiﬁer-404 to remain "on" until the VCCQ

12-
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signal 114 level rises above.the. reference signal voltage at which time the

""‘s"am'pli'ﬁ'g"'ci_rcuit“4‘06"is“re'set'."_:“""" R

An alfternate embodiment couples the VCC lockout signal 420 and the -

VCCAQ.lockout signal 422 to the. write state machine 246 of the nonvolatile

' 'Writeablez'memory 110 using an OR logic _gate;"',ln this embodiment, the VCC

IockeutSIgnaI 420 .is”one inpdt to the OR gete and the VCCQ lockout signal

422 is a different input to the OR gate. The output of the OR gate is coupled to
the write state machine 246. -Thus, any write commands received by the

nonvolatile writeable memory 110 while either the VCC lockout signal 420 or

 the VCCQ lockout signal is active are ldcke_d out by the write state machine

246. | |
| This first approach used by the power supply lockout circuit protects

against spurious write commands in the possible combinations in which the

number of power suppli-es used initially come up to specified 0utput signal

Ievels When usmg a VCC and a VCCQ power supply, there are four such

combinations. These combinations are that neither supply comes up to a
specmed level, VCC comes up to a specmed Ievel before VCCQ, VCCQ
comes up to a specified level before VCC, and both VCC and VCCQ come up
at the same time. The first comb:nation: is that nelther VCC nor VCCQ supply
a signal. As neither VCC nor VCCQ output a eignal, then both the VCC

Iockout. éignai and't.he VCCQ lockout signal are active, thereby locking out -

" "write commands to the nonvolatile writeable memory. Figures 5, 6, and 7

show the voltage level versus time waveforms of the VCC output signal and
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7 the VCCQ output signal for the remaining three power up combinations of the”

VCC and the VCCQ power supplies.
~ Figure 5 shows the voltage level 510 versus time 520 waveforms of the
VCC signal 116 and the VCCQ signal 114 used in an embodiment of a
" nonvolatile writeable memory 110 in the combination where VCC comes up to |
a specified level before VCCQ. During time period 522, the VCC Sighal 116
level is less than a prespecified level 514. The prespecified level 514 is _
chosen in this embodiment to be approximately 2.0 volts, but is not limited to
this value. Accordingly, the VCC lockout signal 420 is active during time
“period 522, thereby locking out write commands to the nonvolatile writeable
memory 110. Furthermore, the _Sanipiing circuit 406 is preset as a result of ihe
inadequate VCC signal level which causes the VCCQ lockout signal 422 to -
also'be activ.e during time period 522. Thus, any wfite commands received by
the nonvolatile writéable- memory 110 during time period 522 aré locked out
by the write state machine 246. | ' |
During time period .524, the VCC signal is greater than a prespecified
_'Ievel 514 and thus no VCC lockout :signa'l is transmitted to the nonvolatile
' wr.iteéble membry 110. The VCC signal 116 level being above the
prespecified level 514 causes cessation of the transmission bf'the-preset
* signal to the sampling circuit 406. .However, as the VCCQ signal 114 level is
less than the reference voltage level 518, the sarripling circuit 406 continues
transmission of a VCCQ lockout signal 422 to the nonvolatile writeable
_____memo"ry 110 thereby IocI;ing out write commands to the nonvbia_tile writeable

‘hermory-110 during time period 524.

-14-



WO 98/47149 o _ - . PCT/US98/06846

" During time period 526, the VCC signal is greater than a prespecified. ...

level 514 and no. VCC lockout signal is transmitted to the nonvolatlie ‘writeable

memory. The adequate VCC signal level also causes cessation of the
_transmission of the preset signal to _the sampling circuit 406. The VCCQ
' signai 116 level is greater than the refefence voltage level -518 which results
in the resetting of the sampling circuit 406. Thus, no VCCQ I'oc'kbut signal is
transmitted to thé_ nonVo_!étile writeable memory 110. A_ccording!y, write
commands received by the nonvolatile writeable memofy 110 during time
period 526 are not locked 6ut.
Figure 6.“shows the voltage level 610 verstis time 620 waveforms of the

VCC signal 116 and the VCCQ signal .1._14 used in an embodiment of a.
nonvolatile writeable memory 110 in the.'cdmbination where VCCQ comes up
toa specified level before VCC. During time period 622 the VCC hés' no
. output Signal go the VCC signal 116 level is less than a prespecified level
614. This prespecified level 614 is chosen in thns embod:ment to be
approximately 2.0 volts, but is not limited to this value. Thus the VCC Iockout
signal 420 is active during time penod 622 thereby locking out write
commands to the nonvolatile writeable memory 110. Furthermore, the
inadequaté VCC signal level results in the transmission of a preset signal to
the sampling circuit 406 which causes the VCCQ Iockdut Signal 422 to also be
active dur‘mg time period 622. Accordingly, write commands to the nonvolatile
writeable memory '1'10.ar.e locked out during time period 622. |

| 'D'ulfing time period 624, the V_CCQ signal has risen ft_o__é_l_e\_(_g!_gf_e_a_lter_ |

than a reference signal level 618. However, the V_CC. signal remains less
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—-;--t-h-ah--a-—-preéheciﬁéd#evel--'s314--;\}l;;iéﬁ:‘-é;aéé;—-’-chﬁét\?éév"{"ockou.t'-.sig.nal 420t0- ——

- rémain active.” Furthermore, the inadequate Vee ‘signal 116 level resulis in
the transmission. of a preset signal to the sampling circuit 406. When the
sampling circuit 406 is preset, the sampling c_':i_'r'cuit.406 can not be resét by a
VCCQ éignal that is greater than & reference signal. Thus, the éém:pli'ﬁ'g o
.circ-:Lﬁt 406 cc;ntir.\ues.:to transmlt a V_CCQ ldc_:kout signal to the nonvolatile
writeable memiory 110 despite the adequate level of the VCCQ signal thefeby
locking out wﬁte commands to the nonvolatile writeab!é-memory 110 during -
time pefiod 624. L B | _

During time period '626, the VCC signal has risen to a level greater
than a prespecified level 614. At such time as the VCC sighal exceeds the
prespecified level 614 the .VCC Iockodt signal 420 is deactivated. The
adequate. level of the. VCC signal 116 level also causes cessation of the
transmission of the preset signal to the sampling circuit 406. As the VCCQ

 signal 114 level is greater than the reference voltage level 618 at the time the
preset signa! ceases to be recéived at the sampling circuit 406, the sampling
circuit 406 is reset. Thus, the reset éamp!ing circuit 406 causes the _V_CCQ
lockouit signal 422 to pe deactivated thereby allowing write commands to the
nonvolatile writeable memory 110 .éluring.time peri.od 626.
| Figure_ 7 shows the voltage level 710 versus time 720 waveforms of the
VCC signal- 116 and the VCCQ sig.nal 114 used in an émbodiment of a
‘nonvolatile writeable memory 110in the combination where both VCC and
VCCQcome up at the same time. During time period 722 the VCC signal 116

level is less than a prespecified level 714. This prespecified level 714 is

18-
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o .chmo'seh'.'jh.f.th‘i"s_.'.e"mhlaaime—lﬁt.ie.b:e:.a”b'pro)éimately'.2.0 volts, butls not !imit.ed to .

thie '\'./,arlu’e':""T‘hus;"th'e"'VCC"lo'ckout"'s_ign__al' 420 is .aetive" during time period 722

' thereby Iockihg out write com_m_ands to the nonvolatile writeable memory 110.
Ftthhermore the inadequate VCC signal 116‘ Ievel results in the transmission
of a preset- srgnal tothe samplmg circuit 406 which causes the VCCAQ lockout

_ srgnal 422 to also be actrve durmg trme penod 722, Accordmgly, write

~ commands to the nonvo_lzatr_:l__e writeable memory 110 are locked out during
time penod 722. | '

During time penod 724 the VCCQ srgnal has risen to a level greater
than a reference signal level 718. However, despite powering up at the same
time, the VCC signal remains less than a prespecified level 714. This is
because VCC must rise to a higher signal level than VCCQ, so VCC will
require more time to reach the higher signel level. .As such, the VCC lockout

- signal 420 remains active. Furthermore the inadequate VCC srgnal 116 Ievel
resuIts in the trartem_re_e‘lon of a preset sngnal to' the samplmg circuit 406. |
When the samphng circuit 406 is preset, the sampling crrcuxt 406 can not be
reeet by a VCCQ eignal thet is greater than a reference signal. Thus, the
sampling circuit 406 continues to'_tran_smit a VCCQ t.ockout si“gn.a'll422 to the

- nonvolatile writeable memory 110 despite the adequate level of the VCCQ
output signal thereby locking out write commands to the nonvolatile writeable
memory 110 dunng time perlod 724 |

Durrng trme perrod 728, the VCC signal has risen to a level greater

than a prespecified level 714. At such time as the VCC signal exceeds the

. prespecified level 714 the VCC lockout signal 420 is deactivated. The
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adequate level of the VCC srgnal 116 level also causes cessatlon of the

. transmlssmn of the presst signal to the samphng crrcuxt 406 As the VCCQ
signal 114 level is greater than the reference voltage level 718 at the time the
'preset signal ceases to be recerved at the samplmg curcurt 406 the samphng
circuit 406 is reset Thus the reset samphng clrcurt 406 causes the VCCQ
lockout signal 422 to be deactlvated thereby al!owmg write commands to the
nonvolatile writeable memory 110 dunng time period 726. | |
Referring again to Figure 4, in the ‘second approach used to protect the
nonvolatile writeable memory against spurious write commands it is
presumed that the two power su’pﬁlies have previous!y boWéred up to
adeduate signal levels. As stch, the VCC sign'al 116 level is above the
- prespecified level and the VCCQ.signal 114 level is above the reference
signal level. In this situation, there is no VCC lockout signal 420 and no
VCCQ lockout signal 422 transmitted to the nonvo_lati!e writeable memory 110
. by the power .supply.Jockout.circuit. 400.. When the nonvolatile writ_ea'ble
memory 110 receives a writs command it cavises the write state machine 246 |
to transmit a polling signal 424 to the power supply lockout circuit 400. The
- sampling circuit 406 of the power suppiy lockout circuit 400 transmits a signal
426 16 the write state machine 246 in response to the poliing signal 424. The
- signal 426 is indicatiVe of-both the VCC and the VCCAQ signal levels. |
' In this second approach the VCC detector 410 is- conflgured so that

. 'when the VCC power supply is not prov:dmg an acceptable output signal

_.level, a preset signal.is-transmitted to.the.sampling circuit 406. This active

preset signal presets the sampling circliit 406. The preset sampling circuit

18-
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....ADB transmits a signal to the write state machine 246 over line 426 in
T response to'the polling signal 424. " This signal indicates to the write state
_machine 246 that the VCC power supply 116 is not providing an acceptable .
~ output signal level. As a result of recei\)ing this'signal write commande o

" received by the nonvolat:le wrlteable memory 110 are locked out by the write

| j-s'ta’ce machme 246

_When the VCC'power,_eUpply 116 is at an acceptable level then no

- preset signal is transmitted to the sampling circuit 406. As such, the sampling

cn’cu:t 406 utmzes the output of a differential amphﬂer 404 to determlne the
VCCQ signal 114 level. The VCCQ signal 114 level is mput to a differential
amplifier 404 along with a reference signal. The reference signal is output

from a reference voltage 408. The differential amplifier 404 functions as a

| comparator and, as such, outpute a signal when the voltage level of the VCCQ

signal 114 exceeds the voltage level of the reference signal. In this

' __embodlment the dn‘ferentlal amplrf er 404 will output a signal when the VCCQ

signal 114 level is equal to or greater than 1.2 volts. When the samphng

circuit 406 is not receiving a,presei signal from the VCC detector 410, a signal

received from the differential amplifier 404 resets the sampling circuit 406.

When the sampling circuit 406 is reset it transmits a signal to the write state

- machine 246 over line 426 in response to the polling signal 424. This signal
-indieates to the write state machine 246.'t-hat both the VCC power supply 116
“and the VCCQ power. supply 114 signals are at acceptable signal levels. As a

result of receiving this signal, write commands received by the nonvolatile

writeable memory 110 are not locked out by the write state machine 110.
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When the sampling circuit 406 is not receiving a preset signal from'the — =~~~

'VCC detector 410 and no signal is received from the diffe're_htiél"amrﬁbﬁfié?ibéif T

then the sampiing circu_ii 406 is not reset. As such, the sampling circuit 406 is
not reset until the VCCQ signal 1 14 level rises above the reference signal

. voit;ige. The sampling circuit 406 not being in a reset conditio_n____indicat_e_s _t!_jé_u | _
the VCCQ signal 114 is not at an acceptable level and a signal indicative of
this condition is transrhitted to the write state machine 246 over line 426 in
response to the polling signal _4'24.' This signal indicates to the write state
rhachine 246 that the VCCQ power supply_ 114 is not providing an acceptable
output signal level. As a result of receiving this signal, w_rite cbmmands '
received by the nonvolatile writeable memory 110 are locked out by the write
state machine 110. |

Thus, a power supply lockout circuit has-been provided that prevents

corruptioh of nonvolatile writeable memory data by locking out commands
writing to a nonvolatile writeable memory wheh .any one of a pluraﬁty of power
supply output signals coupled to the nonvolatile writeable memory is below a
specified signal level. While the detailed description describes embodime_nts
using a flash EPROM, the invention may be used with any nonvolatile
writeablé memory, including,. but not limited to, EPROMs, EEPROMS, and ﬂasﬁ
memories, including technologies such as NOR, NAND, AND,--DIyided bit-line
NOR (DINOR), and Ferro-electric Random Access Memory (FRAM).

Although the present invention has been described with reference td '

specific exemplary embodiments, it will be evident that various r_no‘dificationé. et

and changes may be made to these embodiments without departing from the
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" broader spirit and scope of the invention as set forth in the.claims. .. .

‘Accordingly, the specification and drawings areto beregardedinan -~ 7 —

illustrative rather than a restrictive sense.
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GLAIMS

““What "ié"'t:"léiﬁ'féd"i's'i.‘""" ' |
1. A nonvolatile writeable memory having a lockout circuit that prevents
corruption of norivolatile writeable memory data by monitoring a plurality of

 power supply signals and by locking out write commands to the nonvolatie
writeable memory when one of _t.h.e' p_l_ura_lify of power éupply signals is below a

specified signai level.

2. The nonvolatile writeable men-'tc;fl)l/lbf -c-lair_h 1, wherein the Iocko‘u_i ci;éuft
further comprises: | | |
a detector coupled to provide a first lockout sigha! to the nonvolatile
writeable memory when a first power supply signal is less than a-prespecified
. voltage; and | |
a sampling circuit coupled -td provide a second lockout signal o the
 nonvolatile writeable memory when a second power supply signal is less than

a reference voltage.

3. The nonvolatile writeable memory of claim 2, wherein the sampling circuit
provides a lockout signal to the nonvolatile writeable memory when a first

power supply signal is less than a prespecified voltage.

4. The,nohvolatile wnteablememoryofclalm 2, wherein a differential
_..amplifier is coupled _to__p,ipxi_dg_ﬁn___gutpﬂt__signal to thé sampling circuit whén a

second power supply signal level is greater than a reference voltage.
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'.5';_"‘-‘Th_e*‘nanvclati"le‘fwriteabl'ef'm'em'ory'"of‘claim"_2;'wh'e're'in'.a de‘téctor is coupled

to prbvide a second outpu't signal to the sampling circuit when the first power-

supply signal level is less than a prespecified 'voltag_e.'

6. The nonvolatile writeable memory of claim 2, wherein the sampling circuit
receives polling signals from the nonvoléti.le writeable memory, the polling -
signals transmitted in-response to-a write command received at the -

nonvolatile writeable memory.

7. The nonvolatile writeable memory of claim 6, wherein the sampling circuit

is coupled to provide at least one signal to the nonvolatile writeable memory

in response to the polling signal, the at least one signal representative of an

output signal level of the plurality of power supplies. -

8. The nonvolatile wnteable memory of claim 2, wherein the reference

voltage is substant:a!ly equal to 1.2 v_olts.

9. The nonvolatile writeable fnerhory of claim 2," wherein the sampling circuit

is a vditage_ _sam'pl'ing circuit.

10. The nonvolatile writeable memory of claim 2, wherein the detector and

the gér-ﬁ.b_!-i'ﬁ?é":é_i'}guiiméfémc“:.bupléd to the nonvolatile writeable memory using a
_Jog_i_c_:____Q__Fl_ggj_eJ___t_hg__'_no_n_v_olat_ile "writeable memory locking out write commands

. when a signal is received from the logic OR gate.
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" 7 711. The nonvolatile writeable memory of claim 2, wherein the state of the

detector is controlled by the first power supply signal level. |

" 12.- The nonvolatile writeable memory of claim 4, wherein the state of the _
differential amplifier and the reference signal is controlled by the second

* ‘power supply signal level.

13. A method fof locking out comm.a.'nds sent to a nonvolatile writeable
rhemory, the method 'preventing' corruption. of the nonvolatile writeable
memory by having the step of Ioc_k_ihg out a write cb_mmand to the nonvolatile
writeable memory when any one of a plurality of power supply signals is less

than a speéiﬁed signal level.

______ 14. A method f_or locking out commands sent to a nonvolatile writeable
memory, the method comprising the Steps of: N

- receiving a command at the nonvolatile writeable memory;

 polling a sampling circuit as to a signal level of at least o'ne. of a
plurality of power supplies; |

comparing the signal level of at least 6ne of the plurality of power
supplies to a reference signal; | | -
- ‘feceiving at least one signal ‘fepfeseritaiive of the signal level of at least

one of the ﬁlurality of power supplies;

-24-
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locking out.a write command to the nonvolame writeable. memory when.. ..

any one of the plurality of power supply signals is below a specified signal ~

- level.

| 15. The method_o'f'claim 14, wherein the sampling circuit is a voltage
sampling circuit. o |
" 16. The method of claim 14, wherein the commands are write commands.
17. The method of claim 14, whersin the commands are program commands.
18. The method of claim 14, whérein a differential amplifier compares the
signal level of at least one of the plurality of power supplies to the reference

signal.

19. The method of claim 18, wherein the s‘tate_of the differential amplifier and

the reference signal is controlled by a first power supply signal level.

20. The method of ciaim 14, wherein a detector is coupled to the nonvolatile
- writeable memory, the detector causing the nonvolatile writeable memory to
lock out write commands when a first power supply signal level is outside of a

. predetermined range.

- 21. The method of claim 20, wherein the detector and the sampling circuit are

. coupled to the nonvolatile writeable memory using a logic OR gate, the-

~nonvolatile writeable memory locking out write commands when a signal is

received from the logic OR gate.

25-
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23 The method of claim 20, wherein the state of the detector is controlled by

the first power supply signal level.

23. The method of_claiim 14, wheremthes:amphngcrrcun causesthe
nonvolatile writeable memory to lock out write commands when a second
power supply signal level is iess_thén the referenc__ej, signal level.

24. The method of claim 14, wherein the nonvolatile writeable m'e.mory polis
the sampling circuit as to the signal level of the plurality of power supply

signais.

25. The method of claim 24, wherein the nonvolatile writeable memory
receives at least one signal representative of the signal level of the plurality of

~ power supplies. .

26. The method of clalm 24, wherem the samphng circuit causes the -
nonvolatxle wrsteable memory to lock out write commands when the first power

supply s;gnal _.level is outside of a predetermr_ned range.
27. The method of claim 24, wherein the sampling circuit causes the

nonvolatile writeable memory to lock ‘out write commands when the second

~ power supply signal level is less than the reference signal, level.'_
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...-28.: The method _.of..c!atm..23,.-where|n.t_h_e..reference...s;ghal is. sﬁbsfariﬁél!y

o '"éqtlé]"t()."1'.'2"lef's'.'"'f‘_"'—'" T
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