5 REMOTELY- OPERATED SELF- CONTAI NED ELECTRONI C LOCK SECURI TY SYSTEM ASSEMBLY
10 The present invention relates generally to |locks, and norge particularly
to an electronic lock which is renotely operated either optically or by

radi o transm ssion and which i:g sized, arranged and configured to be C
utilized with a 15 conventional doorl atch | ock nechanism Since the advent
of nobdern sem conductor circuits, nost notably the mcroprocessor, efforts
have been made to design an el ectronic door |ock which provides a secure,
"pi ck-proof” 20 | ock that incorporates the _ advantages offered by a

m cr opr ocessor. Several such attenpts "at designing electronic |ocks
are described in U S. patents 4,573,046; 4,964,023 and 4,031, 434. Each of
the structures described in the foregoing patents suffers froma conmon
drawback; 25 they cannot be directly utilized within the structures of

exi sting conventional doorlatch |ocks. Such prior art electronic |ock
structures generally require new |l ocking hardware to be installed and
additional holes to be bored through the door and into the door janb
itself. Fob exanple, 30 U S. patent 4,573,046, issued to Pinnow, generally
di scl oses an electronic transmtter/receiver |ocking systen1mherein t he
transmtter is preferably |located in a watch worn on the user's wist. The
reference does not descri b@EMOTEL¥rOPERATED SELF-CONBAINEBner, that
apparatus which is respanRiTONIC ook SeaelTy coeEve ASesisglyi n the door,
that woul d physically = -2- actuate the Tock nechanism However, the
reference clearly suggests nodifying the conventional doorlatch |ock
hardware %0 as to inplenent t he | ocking function. Besides the |ack of

conpat i bi |11y wi thngxishina 100y dacksn SUERCBE Yorirally €51 18BKE,| 96

designs suffer ot con1ng
more partzcularly to an electronic lock which is remotely

operated either optlcally or by radio transmission and which
is sized, arranged and configured to be utilized with a

15 conventional dooriatch.lock mechanism.

Since the advent of modern semiconductor circuits, most
notably the micropreccessor, efforts have been made to design
an electronic door lock which provides a secure, “pick-proof”

20 lock that incotporates the advantages offered by a
micrsprocessor.- Several such attempts at designing
electronic locks are described in U.S. patents 4,573,046; _
4,964,023 and 4,031,434. Each of the structures described (w
in the foregoing patents suffers from a common drawback;

25 they cannot be directly utilized within the struczures of
existing conventional doorlatch 1locks. Such prior art
electronic lock structures generally require new locking
hardware to be installed and additional holes to e bored
thrcugh the door and into the door jamb itself. For exémple,

30 U.S. patent 4,573,046, issued to Pinnow, generallé discloses
an eiectronic transmitter/receiver lccking system wherein the
transmitter is preferably located in a watch worn on the
user’s wrist. The reference does not describe, in other than
a ccnceptual manner, that apparatus which is responsive to

35 a signal receiver lccated in the door, that would physically



T 3 R SRR L L L

U.S. patent 4,964,023, issued to Nishizawa et al. generally discloses an
il'lum nated key wherein the emtted |ight can be nodul ated to perform an
addi ti onal keying function. Presumabl y, frequency shift keying nodul ation
10 (i.e., FSK nodulation) is utilized, which is easy to duplicate,
thereby significantly reducing the security provided by such | ocking
mechani sm Duplication of the FSK nodul ati on "key" nmay be acconplished, for
exanpl e, by using a "universal" TV/VCR renote control which has a
“learning” 15 function. Duplication can be achieved by sinply placing the
original "key" in proxinmty with the "uni yegsal " controller and -
transmtting the key's optical information directly into the controller'’
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type el ect ronlnqh:mr chackise t hwdxﬂraaaﬂrtbalﬂetmmredx bad@itiénad keying

batteries. exierior andle ese locks gre. us to_receive user
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el ect r omagnet iRFpidashiky fich locking mechanism. Duplication of the FSK

modulation "key” may be accomplished, for example, by using

a "universal” TV/VCR remote control which has a "learning”

15 function. Duplication can be achieved by simply placing the

original "key” in proximity with the "universal” controller

and transmitting the key’s optical information directly into
the controller’s sensor. _

U.S. patent 4,031,434, issued to Perron et al. generally
20 discloses an inductively coupled electronic lock that uses
a 'bir.ary coded signal. The key transmits an FSX signal
encecded with a preprcgrammed code by magnetic induction to
a lock unit. The lock unit processes the signal from the key
and activates a motcr that moves a deadbolt. The power
25 source for"both the key and the lock unit is contained in the
key'.' ‘This type of locking device is extremely sensitive to
noise and requires fairly close operative proximity between

the “transmitter” and the “receiver.
_ U.S. patents 4,770,012 issued to Johansson et al., and
30 4,802,353 issued tc Corder =2t al. disclose re;at-vely
complicated combination type electrcnic door locks that are
partially powered by built-in - b_at‘:._eries.' The ext’e:io‘r
handles of these locks are used to receive user generated
entrance codes in a manner similar to mechanical combination
35 locks and use relatively primitive prsgramming schemes. Such
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retracts an internal pin that allows rotation of the exterior 5 handle and’
opening of the door. The 4,802,353 |ock al so provides for a mechanical key
override for the electronic |ock structure and can be used with an infrared
comunication link to activate a renotely | ocated deadbolt |ock, of the s
type described in U S. patent 4,854, 143. In each of the 10 | ocks
described in these patents, the energy for actually noving the lock |atch
relative to the door strike plate is provided by the user. The concept of
- using an el ectromagnetic | ocking device such as disclosed in the above
‘three patents has a nunber of 15 drawbacks. First, -such -devices
require substantial electrical power stnce the solen0|d el ectromagnet s
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The concept of using an electromagnetic locking device
such as disclosed in the above three patents has a number of
15 drawbacks. First, such devices require substantial
elec:rical power since the solenocid electromagnets must
remain energized in order to keep the locks in their unlocked
states. Accordingly, battery replacement is frequent. For
example, patent 4,770,012 discloses that the lock battery
20 lasts through roughly 9,000 locking operations, which at a
normal door usage rate of 30 operations a day, would be less
than a year. Patent 4,802,353 discloses that the battery w
lasts 180 days under the same conditions. Second, such '
élec:romagnetic devices are also extremely slow. The
25 deadzolt electromag et disclosed in patent 4,854,143 requires
8 seconds and 4 seconds respectively to switch to the
unlccked and locked states. The door electromagnet disclosed
in patent 4,802,353 requires four seconds to switch-to the
- unlccked state. Thixd, the electromagnetic devices which are
30 selected for this application are designed to opeiate at low
currsnts and cannot resist strong forces along their axes of
motion. . This means that they cannot be loaded'by Sti¥f
springs and can be easily tampered with by the application
of moderate external magnetic fields. Fourth, in addition
35 to <=he length of time taken to operate the solenoid,



correct conbination code, making the total elapsed tinme to open a door on
the order of 16 seconds. This is nmuch longer than the tine required to
open a door with 'a conventional 5 key-operated |ock mechanism Further

di sadvant ages of the above descrlbed el ectroni c conbi nation | ock systens
ar-e that the entrance code may- be VISIb|y det ect ed by‘:ot hers, disabled
persons (e.g., blind people) cannot typically use such | ocks, and those
with 10 mechanical overrides features can general ly be picked. Al so
conpared to conventional door |ock configurations, the above- descri bed
conbi nati on | ocks generally require.~ g4new manufacturing and tooling
procedures (as conpared to those required.for conventional doorlatch | ocks)
and nust be paaddjtibnadntimec(at ieaatn&néecands)nnseréqhsréd theenternat y
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i neffective primanufiacteriéngranidctbodiing procedures (as compared to those .

‘required for conventional doorlatch locks) and must be partly

15 constructed from nonferrous materials in the vicinity of the
electromagnetic device, which limits production optionms.

What is notably lacking in electronic lock structures

heretofore known in the prior art is a simple, "pick-proof”

low power lock configuration that is compatible with the

20 internal mechanical locking mechanisms of universalily used

conventional key-operated doorlatch locks. Such an

. electronic door lock design would be compatibly usable with,

and could readily be designed by lock manufacturers into,

existing doorlatch leck structures with a minimum of

25 engineerihg or produc:ioh tooling effor:t or cost. Virtually

all existing conventional mechanical lock structures use the

rotazional motion of a mechanical key about the axis of the

key acceptor cylinder to move a locking member.- " The

rotational motion of the key is eitlher direct%y used to

30 rotate a locking member or is immediately translated into

linear_motion of a locking member which moves generally along

the axis of the key écceptor cylinder. Such simplicity ahd

effectiveness of the conventional mechanical doorlatch locks

has not been heretof:re-duplicaﬁed by the complicated, high

35 power consuming or ineffective prior art electronic lock

r .



structures. According to the present invention three is provided an

el ectronic | ock system conprising: key neans for generating an encoded
signal; receiver nmeans for receiving said encoded signal; processor neans,
cooperatively connected to the receiver neans, for conparing said recei ved
encoded signal wth a stored refefence signal and for generating an
actuation signal if said received encoded signal is determned to be
equi valent to said reference signal =5 | ock mechani sm conprising a
retractablgtkagggreg strike plate for engaging the |latch, and at |east ane
handl e having an axis of rotation and being cooperatively connected to the
latch so that récgordingt the Haedirressnt davenbdon r &hreet sishe | atch

relative t g, b8 adly e iledit®ond d QDK ystdnC @oRip2d sliig:he | ock mechani sm

and having its |l ongitudinal axis substantially coincident or parallel to
‘the axis of rot §eYomegns; £OThGeMed atiRg: &N encedes B1®@dni sm i s engaged
and di sengaged secelivelyme@hat fon wécdiieing Gdity eheddedoslighas ;| ongi t udi nal
axi s; and electricalgé §pomered ‘grinqﬁ% . hover neaneé oger%bively
connected to t h®TSFEEESTMSANGrs CIRPSHAT NGy CORRFTednFRnthe

cooper at i veegedwerceaieahd , 0 for compardngodafick received) eacddedd in
response tQ. ac | or, sign E ' of ; pr nt cL.gventi on may
addr ess th%léﬁgrlt'c})'}r%@r?gs%of %ﬁdaﬁ%%%ni%u%‘g%h ngﬁ‘gt rﬁé ures by
usi ng sophigeneratdnd oanpoastuattdonr ogignadnpdfiensaido veredved repl ace the
mechani cal JhgbaRall JighadcdePiebBrhdnkaCybl BlCeqUgvhieRt eb cagyentional
mechani cal oorlatch locks while retaining™ the internal nechanics of
such | ocksre&ereaceS#9mdtihe act ual door | ocking functions. Such ;‘)

el ectroni c | ock shadwamechanden cofprighng horeteapahblbel Laycw,th

a strike plate for engaging the latch, and at least
one handle having an axis of rotation and being
cooperatively connected to the latch so that rotation
of the handle about said axis retracts the latch
relative to the strike plate; '

- a locking rod coupled to the lock mechanism and
having its longitudinal axis substantially coincident -
or parallel to the axis of rotation of the handle,
'wherein the lock mechanism is engaged and disengaged
solely by rotation of the locking rod about its
longitudinal axis; and | '

electrically powered primary mover means, -/
operatively conneCted to the processor means and
including. a shaft which is cooperatively connected to
the locking rod for rotating said rod in response to
the actuation signal. _ |
Embodiments of the present invention may address

the shortcomings of prior art electronic 1locking
‘structures by using sophisticated low poWér electronic
components to directly replace the mechanical key and
key accepting lock cylihder portions of conventional
mechanical doorlatch ‘locks while retéining the
internal mechanics of such locks for perfOrming the
actual door locking functions. Such electronic lock
hardware which is designed for compatibility with



-6- existing conventional - doorlatch locks allow manufacturer's

I nvestnents in current door |ock manufacturing facilities to be retained
and takes advantage of state-of-the-art nicroprocessor-based electronics to
cont¥ol plural |ock functions including sophisticated entrance codes,
record keeping of aut hori zed entrances, etc. Enbodi‘fients of the pr esent

I nvention may provide a sinple, relatlvely i nexpensi ve and yet reliable
apparatus and nmethod for actuating a | ofRng nmechani smfor use in a door

and the |ike. eihgt@ﬁgar atdfiveaitiiephdnedaasg1nteher abbyksi zegdl128ds
configured to take_adyantage of, emz__']ﬁ conventlonal doqélatch logk
§3ﬁ§ for t

har dwar e. FRRng pEer’sh e inves "4 c KFHF ey QPE of 1PF
appar at us and manapactatring rﬁhnlit:bqslemby Benasstadngd etatidabtiikes

constructed so be in hin_ . the. erior dl e a
conventi onal @?aﬂgﬁafe gh ég? °Fm%%?|%Fthéﬂﬁ?ﬁ°§§°ﬁﬁﬁ?8ﬁa§aﬁfﬁh a
battery and anekéetronics tormtordiralk\nlsgxral lvckhfuhetiorsepncbudibhgt he key
acceptor cyli iC afe t r I t he
remai ni ng co qgﬁéh?gglggg%év %hgggnknomgﬁﬁgﬁgentlonéﬁidoorég%ﬁ# Igéks

i ncl udi ng the a@tbﬂrlngdhantcancegekﬁﬁg el ements | ocated within the bore of

the door and the Stf-:inissdmnaﬁﬁscaf éﬁe %»féséﬁe iRvEREiSARayOPREVids .
heret of ore known in the art . _sEnbodi nents of the invention may_conprise a

renote hand hetd SRR | €P1€‘F|HEF1\)0m tReXpRNEEe Anf n¥&turEebprbisl or
radi o frequencappapacistind metthad Fr edittatdog hot6ck Rl ) mebdhahismc! udes

an opti cal adlo fre uency, sensor.p xtern y fromthat area to be
secqred by the;' orbcBs 880 ARG #ﬁ Sﬂ% @bﬁn&ﬁp&f 48 IS¢ phe

sensor, and deaﬁgned and preferably sized and configured to take
advantage of existing conventional doorlatch 1lock
hardware.. For example, the mechanical "locking"”
portion of the appératus and an optical or radio
frequency sensor is preferably constructed so as to be
installable within the exterior handle  of a-
conventional door handle, while the interior ‘handle is
equipped with a battery and an electronic control
device. With the exception of the key acceptor
cylinder and modification of the door handle knobs,
all of the remaining components of previously known
_ conventional doorlatch 1locks, including the 1latch,
K,) mechanical locking elements located within the bore of
the door and the strike plate can be utilized in the
same manner as heretofore known in the art.
Embodiments of the invention may comprise a
remote hand held controller (HHC) which includes a-
miniature optical or radio frequency transmitter; an
electronic door lock (EDL) which includes an optical
or radio frequency sensor placed externally from that
area to be secured by the EDL; a processor control
circuit . connected to’ the sensor, - and an
electromechanical device for actuating the mechanical -
locking - elements. of the EDL. The apparatus may -
further include an electronic programmer (EDLP) for
the EDL and HHC which is used to input desired
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el ectromechani cal device for actuating the nechanical |ocking elements of
t he EDL. The apparatus may further include an electronic progranner
(EDLP) for the EDL and HHC which is used to input desired ' -7- entrance
codes and to control other functipns of the HHC and the EDL. Preferabl y
eomuni cati on between the HHC and EDL” (and between the EDLP and the HHC or
EDL) is two-way, however, single way comruni cati on between the HHC and EDL
i's possible, as described below. Gangrally, upon oper at or initiation,

the transmtter generates a_signal which is received by the. sensor. The
'si gnal i s gStEENER Qﬁeﬁrﬁﬁ%r5@e§§BFr°%hP§he€oﬁﬂ&?&éOPﬁe°§|@ﬂﬂ with .

predet er MyiRd £4Q" eHeSEDA! S P?eﬂ@k@émpecbﬁﬁﬁhgbatﬂenrm si gnal
constitutes a valid | ock a tu t g sequ gg § %é g@FQat t he sequence
i s det er mith&d HEF nq 5P (2 b? E%%Eo FB e8M4n P&chani ca
flevik_ce (sm(?L)?slad&vﬁ—way,orhmewe, Isiim)glla) wayyatcennﬂm[m@at\iemlonﬁl |
ocking r a e user en is_.a tQ.tun the door
handl e iﬁﬁf gﬁﬁ %&ﬁ? tﬁ%ge gﬁlﬂoﬁfﬂq}% %e ﬁﬁ%&? t he user
suppl i es &hﬂawy(N|ty of the energy to open the door ‘As a result t he

el ect r onechani g% et rn the
| ocki ng rod orqﬁ%r ar qgﬁose t rms are ungHTstooéﬂyn tﬁgﬁgrt a
fractlon(ﬁransmﬂﬁﬁﬂn|gﬁm%h§t%%nab§lgﬂﬂ&jWﬂﬁﬁh tpougRedivededie mnthln t he

handl e porddsdHsdrle q*aer Ei&ﬁﬁl 18 ;I‘:ﬂ?cé‘é{@é& By athd peocRediored signal

sequence i S determned to be™an inva nal,,” the ge cessor resets to

recei ve aWR&R#MCQPQﬂE?Sa HQJﬁ}%ﬂQixﬂ%Fhs ?@ﬁ@&?ﬁﬂl
pr edet er mgiRfhdlgbaio Olietteraling whether the received s:.gnal- )

constitutes a valid lock actuating sequence. In the
event that the sequence is determined to be valid, the
processor actuates an electromechanical device (such
as a D.C. motor or the 1like) to rotate the
conventional locking rod of a doorlatch lock. The
user then is able to turn the door handle in a normal
manner. '

As those skilled in the art appreciate, the user
supplies the majority of the energy to open the door.
As a result, the electromechanical device need only
generate enough torque to turn the locking rod or turn
bar (as those terms are understood in the art) a
fraction of a revolution and can be sized small enough - o/
to reside w1th1n the handle portion of the doorlatch.
In the event that the received signal sequence is
determined to be an invalid signal, the processor
resets to receive a second signal and the process is
repeated. After a predetermined number of invalid
signals are received, the system disables itself for
a predetermined time period in order to discourage a
concerted attempt to nethodically try each possible
code combination (e.g., through use of a -computer). 1

Embodiments of the present invention may also
provide for high-security two-way communication
between the EDL and HHC, a limited-access procedure
based on "master" and "submaster" key concepts, and



signals are received, the systemdisables itself for a predetermned tine
period in order to discourage a concerted attenpt to nethodically try each
possi-bl e code conbination (e.g., through use of a conputer). Embodinents of
t he pfesent invention may al so provide for high-security two-way

conmuni cati on between the EDL and HHC, a |inited-access procedure based on
"master" and "subnmaster" key concepts, and -8- inplenentation by
nmeans of a m ni ature el ectronecani cal device which requires

m ni mal el ect ripsl eRONEALiSROt hepy feat yegnks thag t hegl oCky£RPQRLrRE
"pi cked" because there is np nechani cal |ock, cylinder and because a spread

spect r um conmfr ST IRecRarIcabchFeYiCs s YRR ATequUigeSequBRRERL { he
advant ages ancelecttiesl opowebodi-nents of the present- invention, an

convent 1 onal mecharRar i ot S RIS oie oirAin: Fpeay APERo| E2BROEnLbRar ket
vm;jt h Téniegagnmik@?! ilwa?wéhe ptlmelme%is)imanmc:mmmalm <a§tnll:llmdaere
ol nted out - wIE pRAcRERt £, TEYRE aRstre BoBRERLraBYeR CF5fhi ng

further part Heduiiqeewbyaasedor a better understanding of the invention,

s advantages and gbi gcbspabhabned By khd Wartl LA Sk ddg made to

the Drawi ng which forns a part hereof and to the acconpanyl ng
descriptive % @nbqdingnts, afhthe pregentr ipvantippefan rekpektRi®ent of

the present i Mk idparRily idatdbkOrthaiPyayhplenbtednin ikirtiggipyare
referenced bygﬂ¢*§gﬁ3§£€{§n; rﬁg g%&cgged%%&'%%bh lock currently

Y
available on the market with minimal modifications of
production procedures.

These and other advantages and features which
characterize the present invention are pointed out
with particularly in the claims annexed hereto and .
forming a further part hereof. However, for a better
understanding of the invention, its advantages and
objects attained by its use, reference should be made
to the Drawing which forms a further part hereof and
to the accompanYing descriptive matter, in which there
is described a preferred embodiment of the present

_ invention. -

) Referring to the Drawing wherein like parts are
referenced by like numerals throughout the several
views: _

Fig. 1 is a view of a conventionally styled
doorlatch illustrated as installed in a door, which
incorporates an electronic lock constructed according
to the principles of the present invention;

Fig. 2 1is.  a perspective exploded view of the
electronic doorlatch lock of Fig. 1;

Fig. 3 is an enlarged cross-sectional view of the \
sﬁitching contacts and coupling (with the D.C. motor
21 and gearhead 22 shown in the phantom) of the -
doorlatch lock of Fig. 2 taken through line 3-3 of
Fig. 4); | | |



views: Fig. 1 is a viewof a conventionally styled doorlatch illustrated
as installed in a door, which incorporates an electronic |ock constructed
according to the principles of the present invention; Fig. 2:is a

per spective expl oded view of the el ectronic doorl atch |ock -of Fi g. 1, Fi g,;;
3 is an enlarged cross-sectional view of the switching contacts and
coupling (wwth the D.C. notor 21 and gearhead 22 shown in the phantom of

t he doorlatch lock of Fig. 2 taken t4o-ough line 3-3 of Fig. 4); -9- Fig.
4|sacrossse|nl 'wfth i.Qr r | e i;an of the :
doorl atch | ock g% ‘%(-)_' 3 lgggg%era %f%i&é%er?cialvg%gl Qﬁ 59‘3'13& '. 1;"Fig. 5
is an enl adges mdi@mqmmmf v‘ehm@oprlatnslurhochgofhé'lgecham cal

| ocki ng megl@q,ig ! f | @t ofy Flg 2; Fig. 6 is
a functidna i3]1 oﬁmd%z}g ml?kg{p% esen{b;il olr(%; of * he "hand held controller
portion (HHC) offithe R&idkF |an cenlatgedfexploded perspegtivei yiew is a

functional ﬂh@@u@t&g{gawee&b%mwl%tauoaoaklhaemabﬁah&gﬁl Bofedbnl 0ck (EDL)
portion of the_dooylatch | o 8isaf unctlonanoc

di agr am r effedBf &9 &'r}adzl"hsfiﬂ’r'g‘ é?fe%tllgonlza pr ogrammer portion (EDLP) of the
doorlatch lock &fighig. 62; Hisg. @i Sfandtaghamrat btokkl ustiagiram of the

entrance COd' r1]:%sen a 1091]c 8t Ithe hancFDh Fc':r%rgiler portion
(HHC) of the doorlatch lock of Fig. 2;



Fig. 10 is an illustration of a preferred comunication 10 tim ng di agram
utilized by an HHC and an EDL of Figs. 6 and 7; Fig. 11 is a functional

bl ock di agram of ‘bl ock 409 and 509 of Figs. 6 and 7; Fig. 12 is a logic

bl ock diagramillustrating conputer 15 program operation of bl ock 505 of
Fig. 7; and Fig. 13 is a logic block diagramillustrating conputer program
operation of block 605 of Fig. 8. The principles of the invention apply
particularly well 20 to utilization in a lock of the type used to secure a
door in its closed position. A preferred-agli~cation for. this invention is
in the adaptation of conventional mechanical (i.e., physical key-operated)
doorl atch | ocks to Biget7odbca Kayicsdonadcitslock Slidgramefreprasenpationi of,
however, is z&ﬁapér@étﬁsnwlab&ﬁ%ﬁktb.emn?u%&%l £l ¥R8SdQbzr1atch lock
appllcatlons in £h|ch the principles of the present invention may be

enpl oyed. For the principles of this invention also apply to
deadbol t | ocks, wi nmng | cks, af ithicedbnad! Hileks dikhrdie :l-eﬁ@as&ﬁ)catmn Aot

preferred e t he eIectrlcaII rela rti.orn of

preferr o0 VOISR oc Bl ontI° poRl et e 451 2L EELDT Heol Aheriavc

herei nafter desb¢¢be@f|himnrk,detaLl for nDuntlng within the hollow recess

portions of the doog;hangl gg Q?P %Hﬁé Eﬁtxgﬂr ot2%hele ﬁérance
I na ter y a

description, this cirecuiiry w e re erre Si nmp
the "EDL." The&Eedingcteheme of n%l‘il’f’@spa?f IREERE Figadld frequency sensor

mounted in the exteri@l |yo facidy OPDIEdich rﬁﬁré)péﬁ@ﬁéﬁﬂ!d Eorhdi@hi®dtion

ggcnect ed tg%gﬁé:eg&%/e S J('_:j%gel S fro Ihe nsor Igg:lt']d acrg eﬁ#ecgteg%)sﬂn ﬁé- and

m croprocessor tpntroller and connected to phyS|caIIy actuate the

doorlatch |ocking p {éd 11 is. a%ﬁﬁctiﬁﬁﬁ%dsgockndn.taré?caﬁxl o waeae'd:yg and
rel ated portion of t I nvention 1s
509 of Figs. 6 and 7;

" Fig. 12 is a logic block diagram ;llustratlng computer
program operation of block 505 of Fig. 7; and
Fig. 13 is a logic block diagram illustrating computer
program operation of block 605 of Fig. 8.
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The principles of the invention apply particularly well

20 to utilization in a lock of the type used to secure a door
in its closed position. A preferred application for this
invention is in the adaptation of conventional mechanical

L (i.e., physical key-operated) doorlatch ;ocks to electronic,
' keyless locks. Such preferred application, however, is
- 25 typical of only one of the innumerable types of applications
in which the principles of the present invention may be
employed. For example, the principles of this invention also
apply to deadbolt locks, window locks, file cabinet locks and

the like. )

30 A preferred embodiment of the electrically related
portion of the invention includes electronic door lock
circuitry which is configured, as hereinafter described\}n
more detail, for mounting within the hollow recess portions

: of the door handles of a doorlatch structure. For ease of

35 description, this circuitry will hereinafter be referred to
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efficiency battery for powering the EDL circuitry. 10 The EDL
circuitry communicates with a renote hand held controller (i.e., a

hand- hel d renote key) using a | ow power two-way optical or radio frequency
transmtter/receiver. For ease of ,description, this hand held controll end
will hereafter be referred to as an "HHC'. Thus, the need for a 15

dedi cated physical key is elimnated, and as will becone apparent upon
review of the disclosure herein, lock security is substantially inproved.
As noted above, the present .invention i s preferably installed/inplenented
wi't hin eX|st|ng Iock har dwar e . (or consgiucted to resenbl e/ mat ch exi sting

| ock 20 hat th gi flcat n ck hardwar e,

di mensi onsgrlg gg%rf/ébgg #é%u#é{] ?’%Fb?‘é%@i&’ ?n ﬁu‘ﬁ%s p?%a‘ﬂ%TJSCTJh
accor danceowi rhdu.hefraqeancyn sepgorr goumtedndin mh féxtaynally fagirgt
procedur esgboLknbh§ QrﬁﬁHEbb?Bc@QonnEbfkltl"%tl'l%'i‘ Vot dOUS reddeive The

I nvention also o tlonaII ncludes an el ectronic programer (hereipafter

simply ref&+gBal é?marF FDEPRFOFor %g?ﬁnﬁlﬁﬁtﬂ?é‘elgﬁé%ﬁ’& HHReYHFe
desi redsent saske sgdes ane .t omewdi)ol opekaritengt i ooAtedllee Hbiz atige EDL.

door | at o TEFFoRRREREt o8 Yltratleobd ARREAued o BHRaTRa 0y Wetatt ) aich
20 as w | | thee debgipsght o Ingking i srednstr uokleitbl nipclededentironathe

conf i guratégacwbblgapw tglaésaaﬁarthaw B tcﬁareeruwer&%nexltsera Ohigind! es
25 and 30 resp ectivel erativel y connected 35 t hrough |inkage

re ¢o
means wit AT %ﬁéeﬁ%rgi'gt Wé‘F’yﬂ?m L QBreuity¥y ock a | atch
menber181. Thehéakdh oepbeitdy engagascatetsr mliehplaatnenaﬁ:e( resmid sleebdi n Y

door 10 1orSRFORtEFt nbfient v ARl ey £ SEGH s Mok RoSgRE (T2

in the arttWOAWa?iommad eﬂﬁocﬂﬁ@m trequehcyi |trmsweme¢:n/meweed t he

internal |ppkagadans Qbskhap#aem,ateli®O0hand held controller will
hereafter be referred to as an “HHC”. Thus, the need for a

15 dedicated physical key is eliminated, and as will become
apparent upon review of the disclosure herein, lock security
is substantially improved. As noted above, the present
invention is preferably installed/ implemented within existing
lock hardware (or constructed to resemble/match existing lock

20 hardware) so that modification of existing lock hardware
dimensions is unnecessary. As a result, impiementation of
products in accordance with the invention requires minimal .
modification of current procedures for the production and 1/
‘installation of door locks. '

25 - The invention also optionally includes an electronic
programmer (hereinafter simply referred to as an "EDLP”) for
programming the EDL and HHC for desxred entrance ccdes and
to control other functions of the HHC and EDL.

- Referring now to the figures, there is gene;ally shown

30 at 20 in Fig. 1 a doorlatch lock apparatus as operatively
mounted in a door 19. The doorlatch 20 as will be referred
to herein is constructed in a “conventional” configuratipn
well known in the art, having interior and exterior handles
25 and 30 respectively which are cooperatively connected

35 through linkage means within the door 19 to operatively move



t'hat connects the handles 25 and 30 nmay be of varied configurations as
wi Il be appreciated hy those skilled in the art. Since the details of
construction and:operation of such 10 varied configurations of
confent i onal doorl atch mechani sms are not rel evant to an understandi ng of
the principles of this inventitn, they will not be d&tailed herein except
to provide a general overview thereof and to the extent that an
under st andi ng of the nmechanical |ocking portions thereof may 15 be
necessary. Such doorlatch structures are ggmonly found in numerous
patents, the marketplace, and on nost doorsS and can be directly exam ned if

nore detail edandf poERt 4 00atERT READEE 85I I @e ARtDHAHUMb  IhQrdddddea
nmechani sm of one, enmbodi mag%ﬁof 20 a_conventjonal , doorlatch | ocklrtr#q
appar at us whi T H5R %ﬂ%"rf:‘ i (RRRE 1ILEMCIR JotGt 21 hER AR RTSATR T (9PF

invention is framst (abed showng. t2. deture@noveni sebeasen dhecrddomg lBhefor
present inventi enot e. (o ' he AT ol
reside in th h%é&?%ﬁ%{lz%?vf*%ﬁ%&cﬁé\ﬁe#( g%“é bléanag%rre B?;é%g %&#
"el ectroni® liockthe &k errAkghauglriope 2mkodinentttherest moidd ds0erein
cont ai ni ng t has&: Fgari 9 tg; hednd f HBCEh@NAdok ] tygt ed
in Fig. 3) is si 21:'{ and %lg%]f ?nggggﬁ?orql%cua#téieng vm%hzldg th ins??&&sdﬁgﬁdil@el 25

of the doorl| dtRk3t 26onnestsnt Bheorhandies Fort A9F of VUt MB30P800PF at vAr 1RA
inlcl udes a rmstskih %I@ﬁﬁ&ﬁ%g _ aEsOF]:&uaL bésap‘:ﬂni@&iih yté¢ By ahoseoskibiedenh the
relative to the doqr, 1 o a, bore 1n the door 19 trespendi

nmount i ng br ad¥&t” S%énf:&r L‘Fﬁeég&?‘b}ﬁa?te ﬁmt@f%ﬁol%ﬁ%dAgﬁgfggWo gy‘??n%#&gal
shaft, 26 16 rvazied| gombignheat ions hefbcankentiongdr damrdiateh urrithagbsms
Sprimng tensi r SpL 0 | Nakh Sli3on 5 h
20 is nnuntegggé ﬁﬁ% gé%?giggt%% gﬁ%?%ﬁ ex?%%%%ELﬁFogiﬁ fﬁéggggg%ﬁiﬁgfe
53. The i nnéfhipoinveRkien 25they d¥ihEhABFy Peedfted 1od her@dfeeXRART IHOWN
inthe art, t@rddRdishaldenttalueheridlewt Rberhalit anantbethot ekecnagthastawi as

of . understanding of the mechanical locking portions thereof may
15 be necessary. Such doorlatch structures are commonly found
in numerous patents, the marketplace, and on most doors and
can be directly examined if more detailed information thereon

is desired. - '
An example of the linkage mechanism of one embodiment of
20 a conventional doorlatch locking apparatus which hds been
modified to incorporate the principles of this invention is
illustrated in Fig. 2. - For convenience in describing the
LJ/ - present invention, the remote HHC circuitry and' the EDL
cohponents which reside in the doorlatch 20 will collectively
25 be referred to as the "electronic lock"”.  Referring to Fig.
2, an electronics module. 500 containing those electrical
components of the EDL (functionally illustrated in Fig. 1)
is sized and configured for mounting within the inside-pﬁndle
25 of the doorlatch 20.. The interior handle portion of . the
30 doorlatch 20 includes a mounting bracket 50 that is fixedly
secured from movement relative to the door 19 through a bore
in the door 19 to a corresponding mounting bracket 30a fq;

" the external handle portion. A hollow cylindrical shaft 26 .

is rotatably mounted to the bracket 50 for rotation under
35 - spring tension from spring 52 about axis 18. When the



5 the spring 52 by turning novenent of the handle 25 about the axis.-18. The
el ectroni cs nodul e 500 containing the electrical circuitry,
i nterconnections, <circuit boards. etc., to configure the EDL functions
of Fig. 7 is appropriately 10 packaged between inner and outer cylindrhlal
mounti ng tubes 27a and 27b respectively. The inner nounting tube 27a is
sized to coaxially overlie and to be frictionally or otherw se
secured to the shaft 26, as illustrated in Fig. 2. A high efficiency
cylindrical battery pack 28 .is si'zed for 15 nounting within the
cylindrical. shaft - 26 .and has an-aééroprlate vol tage for energizing the
' ents of . the ' atte termnals are

el ectric conpo

appropriat%gg Eﬁﬁﬁgcggdlirﬁﬁu?F?%s??aﬁ%%)d??F r%ﬂ?\ﬁﬂ%ﬁ1xﬁﬁﬂe%ﬁ¢nds

eI ectri Cﬁ| trooghethe @ovelre gilidtrd Esu; aa@ﬂwm@w dbor hBa42e ¢<§ori§thcgl
In the, the end c e 25 is_det.achabl e

t o provi de® gg%%ﬁébfg $%€ Jgéaﬁg} P Fenngt (‘-’J’Fg‘@t %Bﬁ’wg %dﬁ‘% &6br 9 S s

housed wi t&haftha6 hsmch etl2st thershaftbian be heowatked gudihst doiaomfi ns a

centraldy J.:anégfi ﬁ%"élzﬁgn Q:‘?:'l‘?fﬁ@gﬁ'novehﬁéiu %Eegh?t hgﬁaleg?ﬁﬁo@{ec&é two

light emtting cators (appropri ately conne
el ect r oni c2¥dsui 8- *500) for permtting manual | ock activation fromthe

i nsi de handl e iﬁeSIedecQ&ohhesdqmsa&Be Ebe | dshh €8 191 15g ZQheprm@l&ﬁ:aa sual

i ndi cati on_of thg | ock edtstatus o{ el ectron% Lockdat ﬁg%ﬁPOIHt

time. 30 AFTEPHEHY vel YRETREOTBRR §?3f05 FraFBator P78y be Arfi cal® so as
to conser veshfigers [thiee ERY bfunations edfbyFide [ Cisnmpprdpmiateky state

to anoi@ercﬁéki&Qﬁ étfk\béér‘?d;ﬂﬁle h&@réuﬁ’&“cf?ﬁ{cﬁﬂﬁéf mqm réd}.’?éb of (e

door latch’T aces out si de ocor i1s i1 strated in
Figs. 2 and’@. and 27k respestiviedYiher®th®, LRRer shaRnbingy tobeer? 7ok i ng

bracket 30a:pas atdi10|ddabu.(é§a.|lyﬁdde‘é&ﬂl:.&haﬁhﬁobom)uét efir {o¢ i S Bly Oror

ctherwise secured to the shaft 26, as illustrated in Fig. 2.

2 high efficiency cylindrical battery pack 28 is sized for

15 mounting . within the cylindrical shaft 26 and has an

arpropriate voltage for energizing the electric components

_of the EDL. The - battery terminals are appropriately

connected (not illustrated) to operatively power all

electrical components of the EDL that are housed within the

20 doorlatch 20. 1In nhe'preferred embodiment, the end cap 54

" of handle 25 is detachable to provide access to the battery

28 and electronic module 500 circuits housed within the
handle 25. . Preferably, the end cap 54 also contains a . o

centrally located switch, generally illustrated at 2%a, and

25 one or two.light emitting diode indicators 29b (appropriately

connected to the electronic module 500) for permitting manual

lock activation from the inside handle 25 side of the door

19. The indicators 29b provide a visual indication -0of the

locked status of the electronic lock at- any point”in-time.

30 Alternatively, the lock status indicator may be:heChanicaI

So as to conserve battery life and be activated by the D.C.

motor from- one state to another as those Skllled in the are

will apprec;ate. : . BTN
That portion of the door latch lock that faces the
35 “outside” of the door is illustrated in Figs. 2 and 4.



therein a out the axi's 18 in manner simlar to that of bracket 50 and shaft
26. When nounted to the door 19, the 5 shaft 30b extends through an
external cover pl-ate 28. The outer door handle 30 is secured to the shaft
30b,isuch that shaft 30b rotates with novenent of the handle 30 and such
that the handl e 30 cannot be détached fromthe shaft *30b fromthe outside
of the door when the door is closed, all as is 10 well known in the art.
The shaft 30b is connected to an outer retainer housing nenber 30c that
rotates with the shaft 30b. . An inner hou3|fg retai ner nenber 30d s _
operatively connected for rotation with the T nner hou5|ng ret ai ner nenber

30c.  The nechal¥ea@ling Q‘ﬁ'@r@%o”e‘m%rﬁtaeioﬁg"%rs g%c &v%x%:g‘.oga 5 -4 .ﬁfae

housed between t he housing retai ner

described in nd&® dét 4192 Jwéfreﬂ%w#m% é}@éﬁsuéﬁbwpmq%ef@ﬁneﬁoummg
retainer menberch#dkiongiduei rdd yaﬁxgerms 2h Ofanine® aximildrt @eAre€hhfe of

handl d f d bet 20 _the shafts 2
and 505 and t hEFAER Al (AT IHAF Lo Bs FRFROPOTAESSNLPL tDE BOPH ndved
its inner edd shaft b expnrstthiowgh idn usxtetral) boveropihaed £8r The
rotation adjac etrh%d&”% ﬁ‘i(ef %e 1% sleldGERuRY %glebg?ﬁheret%%l’ou-[%% that

retaining plate has an aX|a I gned aperture formnme

25 slidably m@hafd ﬁ%g%@%%t%e*ﬂé%hpmpngmeaa odf theerhantdle|odf| apglh sz:@n s
nmounted to thetthaer thl RasdLE 3G dahﬁaw@:fet getbchBd 20bm OhStAY H VLS from

coupl 11 rod SERS I RIses AF (R ARPE Wb i HO0 bLF noLARS o hL a5 is
Z(S::[sgm’): nng(DO menﬂtmvgertm ath; del. gnarlwl shaft. 30bhdsd &f%}t}h@@im;tﬁlg an
nove thg Iatcﬁghe bg@?“rel %ﬁ%'m%ﬂkég;gggt%ﬁgtay ?%9% q§?%§{ %ha&t
spring bias tedd@bng tknkeeperhboua@og Tetadngm @ﬁ@ﬁﬁﬂ@d3m®sxs|operamlvely
response 1o roighn@pdled3sor MR En Qhﬁm%hsoyﬁhé%dﬂm&)fréﬂa&mé} mdfiber
keyed aperture30c of tTeel %}eccrl]'ta%cfcuatl ”%ciiig mgmgers of the doorlatch
15 assembly are housed between the housing retainer plate

members 30c and 30d as will be described in more detail

hereinafter. An extension 30f of the inner housing retainer

member 30d longitudinally extends along the axis 15 toward

. the inner handle assembly and forms a coupling rod between

20 the shafts 26 and 30b and their respective handles 25 and 30.

The shaft 26 terminates at its inner end at a retaining plate

(not illustrated) but located for rotation adjacent the inner

W, surface of the mounting bracket 50. The retaining plate has

an axially aligned aperture formed therethrough which

25 slidably matingly engages the coupling rod 30f when the
doorlatch 20 is mounted to the door 19 such that the shafts

26 and 30b rotatably move. together about the axis 18 .as

constrained by the coupling rod 30f. The coupling rod 30f

also passes through a keyed aperture in the latch actuating

30 assembly generally designated at 36. fThe'latcﬁ'actuating

assembly 36 operates in ‘a manner well known in tyé art to
longitudinally. move the ‘latch member 31 relative to tke

mounting pléte 32 against a spring bias tending to keep the

- latch 31 .in an extended position, in response to rotational

35 movement of the coupling rod 30f within the keyed'apefture




“Referring to Fig. 2, a DC notor assenbly generally designated at 21 is
mounted within the cylindrical shaft 30b. The notor assenbly includes a
not or mounting housing 21a 5 which secures the assenbly to the shaft 30b,
a DC notor 21, a gear reducer 22, a switch contactor plate 57, an
el ectrical Ieaf contact 58 (best seen in Fig. 3) formng a slldlng cont act
with the switch contactor plate 57, and a coupling nenber 24. The coupling
menber 24 is secured to the shaft 10 59 of the notor 21/ gearhead 22 by
means of a set screw 60 such that the |eaf spring contact 58 that is
secured to the coupllng menber 24 is< pb%ltloned at a desired rotational

angl e rel atlv swi.tch cont actor The contactor plate 57
has a pai 1°%f e)ﬁg]tﬁ’%ﬁi} ?52'7 that are selectivel y engaged
by the | eaf sptefsg:'mrg ato 58:.@5 t2he aotdt sbabt talssmnhhp «g@mﬂ*iadg.ym The
contacts 2’#}% e r tgégz'n 8 e poI e
switch for%?en |Ezé|}ﬁ8|tt %i &%lﬁ% %a%?al 8&?2?*2%%%’9“; "BQ)Ib

connect ed The gF‘@EﬂE gecenbilyl inides raafetey 'Qﬂmﬂfié"%ohﬁllﬁhgwﬂltanat
faces WWﬁi&{néé&% RO rastlentilly RS theS |gHa f4hi30b,Mat DRgMbtRAC PGS One

end of a | ockin Locking rod 23 axially extends frqomthe c uI|n
24 througt? Q?&%FE%CPEC%% ed® iSF YR 6 Fﬁ&"ﬁe@%ﬁﬁ?sﬁ 312 p °
t he retai Mewf ptaheacB80&8antbadd. séba direcFigcald)2Xommisryi zatsldaliofg t he
notor 21 f 2 e go usin
Wi res "T[cﬁm%rat %é%?%%er gw{'?%}gl 153{?{5@%3 p],?te‘&%?é”h \gnc IIB rl%r@, the ’
shaf t rrenmmm 244 enBRe t pPBRYENG Ré?’éﬂragﬁuP-ﬁr SgﬁB‘EPGeFOO\thﬁhé o
housi ngy 305y JherRBaphbts? QQ?gQﬁ%héaﬁaQQ s Us nal sycextead Y sl QLp

224 that ali th i r keyed sI Qts . in the shoul der, 225. .The cam
223 has a. "b‘%f Vyllﬁ‘ cti?ﬁp;ﬁaffg gﬁ\ﬁ;ﬁ? 3 FESVTER B (Hhfed

sl ots and dmu@lmg)amembérsaéelJ.sbapbs;ﬁﬂdnedt ataral desioédt retaltiigmad sl ot s
as the caigd | $618k3484 &5 hd NBwhRE! Wodflbdor: piac | b7be dang i bed

_ contactor plate 57 has a pa:.r of angularly spaced contacts
15 57’ that are selectively engaged by the leaf spring contact
58 as the motor shaft turns the coupling 24. The contacts
57’ and the leaf spring contact 58 combine to form a single
pole switch for energizing the DC motor 21. The outer case
of the motor is connected to ground potential.- That surface
20 of the coupiing 24 that faces away from the DC motor 21
| defines a slot which matingly secures one end of a locking
rod 23. Locking rod 23 axially extends from the coupling 24

through a cam 223 "locatec_! in the locking mechanism chamber o/
defined by the retaining plates 30c and 30d. The electrical
25 energizatjon of the motor 21 from the battery 28 is performed
in a  well known manner using wires (illustrated
diagramatically in Fig. .7). : - _
Referring to F.Lg. 5, the shaft member 30b extends through
a keyed annular shoulder of the outer hous:.ng 30a. The shaft
30 30b has a pair of longitudinally extending slots ‘224 that
align with a pair of keyed slots 222 in the shoulder 225.
The cam 223 has a. pair of cam surfaces that cdoperative]q
address the aligned slots and move a pair of steel balls 221
into and out of the al:.gned slots as the cam 223 is rotated
35 by the locking rod 23, as will be described in more detail



-"16 - hereinafter. The outer handle 30 preferably has an aperture formed

t heret hrough, sized and configured to admt a sensor 510 which receives
radi o frequency or optical signals fromthe 5 HHC. Sensor 510 is
oper@tively connected to the el ectronics nmodul e 500 and appropriately
connected within the outer handie 30 so as to recei vé"the signals entering
the handl e aperture. Sensor 510 is either an optical (e.g., infrared (IR))
or radio frequency (RF) sensor, best illustrated in 10 Fig. 2. As those
skilled in the art wll recognize when theigocki ng mechanismis in the

unl ocked state, the lock is.actuated by rotation of internal and external
handl es 25, 30neMa¥nﬁ§manuaI|on of either handle turns shafts 26 and 15

300, respectivel y. i Bt et AERRLLNSOIARLGILI] 205 AaRORPEEARAM {Hdhea

plate 32. This action releases t e door |

thereby al | owi FaIRERRSHGIY 54288 apen&PRIAgHREdtabGARiY o%ksﬁ@sor 510
mechari sms ar e agRel a&édéﬁﬁéé wAdidkn h@néiﬂeoﬁr bp%méaioswghlal%otfﬂﬁn the

descri bed i det here shi a nDre hor ough
backgr ound gn g&#% g??@ g&b +§f%?ef%tfy%£YP%?%ﬂ el ezﬁﬁﬁ)%} ronics
4,672,829 or 5p1278500| mncheappebpriaded bt mestted de.mlhmsac‘ahel Tuter
manuf actured b er g

desi gnation Nbéé%ﬁy? 3¢§ B uté%lzegéfgﬁ g?ﬁ !ﬁ?&gﬂﬁogﬁt?gﬁp €ie qandle
swi tched from talmmzmkeosezrt;qmesm)ck%destheé B Ppsicad éteesl-.bamﬁ;m

when they are Rq%gt)l %Edrbax&aﬁkééﬁehe i@ WiddHdbst ) hebéaeun&uskaéa%h 237
as shown in Fi When the balls 221 are p03|t|oned In 30 channel 222,

they are pé@ltrd@aj%rwough slots 224 of the sleeve 30b to prevent
rotational notion @fs stiessee sﬁbllweant hehdabks arid Inovesb z@)‘ trhen the

chamnel 222 by CaR.CE5 e RS 15, S I JEARA Gpitaso b VILBE-S,
swi t ched from tieguaseidedyt omtmtimﬂxogliecimmlamdu@etemfsh nandles 25,
30, whereby rotation of either handle turns shafts 26 and
15 30b, r_'espectively, ~which retracts the doorlatch 31 to a
position within plate 32. This action releases the doorlatch
31 from the strike plate 33 thereby allowing the door 19 to

'be opened. _ :

As noted above, locking mecharisms are generally well
20 known in the art and so will not be described in additional
detail herein. Those wishing a more thorough background on
such devices may refer to U.S. Patent Nos. 2,669,474;
4,672,829-or 5,004,278. In the preferred embodiment, a lock
mechanism manufactured .by- Master Lock of Milwaukee,
' 25 Wisconsin, having a designation Model No. 131 is utilized.
Briefly, the lock is physically switched from the unlocked
to the locked state by the two steel balls 221 when they are
positioned by cam 223 to ride within the annular channel 222
as shown in Fig. 5. When the balls 221 are positioned in
30 Channe1'222, they areupositioned through slots 224 of the
sleeve'30b to prevent rotational motion of sleeve 30b. When
the balls are moved out of the channel 222 by cam 223, the
lock is switched from a locked to an unlocked state. Cam 223
is operatively rotated by the locking rod 23. The lcck is
35 sw1tched from the Jocked to the unlocked state and vice-versa



- 17 - whenever the |locking rod 23 and the cam 223 are rotated
approximately a quarter of a turn in either the cl ockw se or
count ercl ockwi se directions. In the | ocked state the sleeve 30b is _
prevented fromrotating relative to the outer housing 5 30a. The handfe
30 is thereby prevented fromturning, keeping the doorlatch 31 from
retracting. Most | ock nmechani sns have an axis of rotation which is defined
as the axis around which torque is applied to cause the latch to open the
door (i.e., notion about the axis of 10 the key acceptor cylinder). The
mechani sm whi ch bl ocks the rotation niZhe preferred | ockset rides on a cam
whi ch turns about the axis, while others very typically utilize other

bl ocki ng neaAsevasedhen erlamgbnraﬁo@ﬁ oand| shg tdem a3<23 afbos:sﬂsd@éd ed in

the art w bbotBRIRAGEEy PRECEIGES I chin HRCDIBRER! LD by a

physical key“in conventjonal nechani.cal atc so ac out the
| ock axis. CIHBLEECHRERYiSR dieeghns « e&neﬁﬂédiﬁﬁh?dl %"—%’é?nf‘i—fg%lrfelﬁq\tﬁ act

abolut the §@BELJ.F-1 iwewecassztdiatmgfattlhg %@%g%i@?pio%héﬁﬁwrhéﬂﬁzn% ]
rep ace € Sna r oe no I Nt rogquc ITDVEITE,I’I I C
<o ShoubSr o They handid Rabr 5 CEnRPRET, HFICHLRE LECHBL GroTEdil y 01
(i.e., thekeépmngohhehdmmnhitdhvaefwwmctetraqnzmgthe | ocki ng rod 23)
requires very kbl fobR! flenahigng! dXvboahOaliar ol Akadils dagleny! s Lhi s

method. 1t should be un erstoo hat ot her | ocki ng- mechani sns (e.qg.,
the | ock n@RELRBEURBIERS %L e‘?r@b‘?ﬂ( %W%“N*We%"ﬁcﬁﬁﬂﬁ? havi ng

tT Ee desi gnaheomascﬁ) tBZaﬂ;éa ARé. Bobr) (Uses ,amaiionn a@loﬁltgﬂ'dée d:00K @i s;
ose

Ki p eC|at that ectro chanical
dov cel i GRSk Bt RTeS v Bhods bng e SRehapd i rdth BIGRFETR 1A
axi s. Theotatkoax.m e tgre flaxfest ﬂ.edksemom‘ndest onsald:a:ms:thm}eotxh;ns he

e el He' T, et B Raplmulss BN
ocklng means based on rotation about or along the axis.
Those skilled in the art will therefore apprec;ate that

15 mechanical motion provided by a physical key in'convéntional
'me;hanical doorlatch locks also acts about ;hé lock axis.
The DC motor of the preferred embodiment is configured to act
about the same lock axis as that of the key accept or
cylinder that it replaces. The shaft of the motor does not

20 - introduce any movement which is not about the lock axis.
Further, actuation of the DC motor assembly 21 (i.e., the
electromechanical device which rotates thé'locking rod 23)
requires very little torqﬁe or energy to lock or unldck the
door via this method. It shouid.be understood that other
. 25 1locking mechanisms (e.g., the lock'manufactured'by Master
Lock Company of Milwaukee, Wisconsin having the designation
S.0. 3211X3 ADJ.B.S.) uses a motion along the lock axiss
Those skilled in the art will appreciate tha;' the
‘electromechanical device might provide this motion along the
30 axis rather than about the axis. The lock axis of the
preferred embodiment is lllustrated by the llne denoted by

18 in Fig. 2. - - : )
Next, in order to better understand the EDL-and HHC and
the method of signaling therebetween, a discussioh'of the

35 electrical components will be deferred pendxng a general



35 electrical conponents will be deferred pending a general -~ -18-

di scussion of the operation of the electronic | ock. General Operation
Referring next to'Figs. 2, 6 and 7 a functional block diagram of the
circyibtry 400 of a preferred hand-held 5 (preferably battery operated)
controller. (HHC 400) which:i's capabl e of a two- ways-communi cati on with
the I ock without nechanical contact is illustrated. The two-way

comuni cation is preferably acconplished using either infrared (IR) |ight
or radio waves (RF). Alternatively, an er nmeans of 10 inexpensive
one- way optical communi cation nmay be acconplished with pattern recognition

(e.g., "barcodgistaeBnehogy) tA8dopkkhtpenf YEt BRE Slé&t‘féﬁﬂcb%ew The HHC
400 contains a circuit which transm.ts on cgrmand by pressing either a

"1 ock” or an "unl ock” button on the& a at 402 15 and 403
respectively) a pRefeapimbl aegnt mmaﬁ.g:sldez; o aandngora pfedetodnayl | Bteerd

within the extgiggkaﬂan‘g&e :ﬁ Iggg g% §98| rC%hea a?’ﬁ?\ﬁ%f'rﬁﬁecﬁggazﬁeigat

the circuit may a proprietary=in
i npl ement edSus(pyefiesabdyecbsdtpoienperated)| icansnddd@ri.bed HHE 40 ki whichAs

noted above, thg é&ﬁ&ﬁ@édokeél &VJ:J-GQg c@érﬁ@n CREE8h LYPh dP&ék'GEEhéét

replaced in the EDL by a sensor 510 e ectrorrecﬁanl ca devi ce
whi ch resi de WreRPaARERRl SQARAGH ifahdiustpated. o Tha tYRrYapLRBReEpdtion

resides withi na.khﬁreﬂéﬁébl)y deeethpl 25hed@Susing dDEhet CLOPFOEESSOIR PODight
the EDL 500 (shown |£ Q‘ﬂg zg“g:jml cat wrth th HHC 40?_ via sensor 5%0
The entrance c3fe ¥ ri"AVES a fit Y p|a8§ Qﬁﬁed ©88Ge ©
C%é reslOles:.nenpeaswewie-mqnmplta.ballecomm;qatibmmaqd betammphnshadi
devi 21 is Wi 0 am od
state. In thea‘g%g 32:% xff%ﬁr rorregﬁgkrgggl %\%hgng
m ni ature DC nm-bl \hiet Hur theg: 1d39%<a45$%%lu€€1°22 T%eﬂ’é‘Feéppomftﬁala
devi ce rcuit which transmits on command (by pressing either a
~lock” or an “unlock” button on the HHC, as depicted at 402
15 and 403 respectively) a programmable entrance code to a
sensor preferably located within the external handle 30.
Those skilled in the art will recognize that the circuit may
be a proprietary integrated circuit (IC) or may be
implemented using discrete components as will be described
20 herein. As noted above, the standard key cylinder of a
current typical door lock is replaced in the EDL by a sensor
510 and an electromechanical device 21 which reside within

W - the exterior handle 30. An electronic package 500 resides
within the interior handle 25. _
25 The microprocessor 505 of the EDL 500 (shown in Fig. 7)

communicates with the HHC 400 via sensor 510. The entrance
code is verified and if it matches a pre-programmed code
which resides in a local nonvolatile memory, '_"'then
electromechanical device 21 is actuated to switch the EDL to
30 an unlocked (or locked) state. In the preferred embodiment
the electromechanical device 21 is a miniature DC m?*.’:or with
a 256:1 gear reducer 22. The electromechanical devige
rotates the locking rod 23 approximately 1/4 -turn either
clockwise or counterclockwise to switch the lock to a locked
35 or an unlocked state, respectively. 1In the preferred
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rotates the |ocking rod 23 approximately 1/4 turn either clockw se or
countercl ockwi se to switch the lock to a | ocked 35 or an unlocked state,
respectively. In the preferred enbodi ment, the sw tching operation.is
acconpl i shed within | ess than one second, although those skilled in thewrt
will inmediately appreciate that the gearing, notor shaft speed, voltage
applied to the notor, and lock type will all affect 5 the tinme in which
t he | ocki ng operation occurs. The gear reducer 22 is cooperatively
connected to a non conductive disk 57 Tgth a single pole switch having two
end contacts 57' thereon. (Figs. 1 and Di'sk 57 interacts mnth | eaf

heE
ZP'[ Ihg? corg%é dﬁgﬁﬁgnsﬁ o%: e s%{e?éeaﬁe%EOBeﬁfh%cgﬁgig?htégIe SW éﬂes I's
engaged a kegmathan onexgesrndedadsbrugl theseHekibled rin rhehart wdlgDL i s

ei t her | ockfled@iatsllp eshechingrd iR L0 Q’.F‘eaa:z.big',C(ﬁJoQ'brLE@a(f“kl% w%ch is

lit briefl uonreC|,pt of t conf irmat nal fr
(e.g., gré ‘%‘Eﬁl arHTF r"@f%er‘?‘q‘{)gl%% %ypeTH& E‘ﬁl 8SF t he
art wilg ithedtimel ynr whmghl the Hackdingeropexptaion necgiursl soThe gear

ot uat | on TREHEE (22, 39 2bpulcR.a0aly BRI - THEnTRERAAEINS | o

usi ng handiesiB05dr WLEBNRt B NTIS d@l@slﬁ’@-%dﬁ%"m t¥o peBdi FORTRF UShe user
after the 4L tﬁet@éﬁ"r (LY. S lamded)t.o tﬁ‘ﬂswnswckﬁﬂefﬂétkoﬁkﬁﬁ) 1eladt €.

Thus, 'the user provides t torque to hias the s n ad ti.ng shaft
30f to retsr%'c’tn‘ghﬁoﬁﬁﬁﬂa 53 SFRRs T q%‘?ng‘gt?§ '%]e &’f‘ F&E Z%Bf)lnllf‘ needs
to rotyl e gitdlveki ng redthad amdloekeaZ&r aaneluyxlsakbﬁ |sma tenr quahet or @y

be utilized %éeﬂ%a’éfe?? ?9% év?i@él?e? ucegaggﬁgaaé%%nal 3% tt%%n%?n?.ft‘?:rerded

enbodi ment’; he ‘gear out an arc of
only 10 iBR®kf dee tl@ﬁs@é@:e@%mﬁ:yfmméﬁ the BBL EBLeF-FBﬁFt Reckedk&&F to t he

unl ocked nosidéred (AMReVERE coRESRs a DIQWRMST LEbe( Py Rihdh i@t atiton is a
nattgr of briefly upon receipt of the confirmation signal from the EDL -
15 (e.g., green when unlocked, and red when locked). Those
skilied in the art will immediately recognize that other
signals might also be  incorporated such. as an audible
confirmation signal. |
The mechanical actuation of the door lock (1 e., opening
20 of the door from the outside using handle 30 or £rom the
inside using handle 25) is provided by the user after the EDL
is internally switched to the unlocked (or locked) state.
Thus, the user provides the torque to bias the spring loaded )
rotating shaft 30f to retract the doorlatch 31. - Thus, since
25 the DC motor 21 only needs to rotate the locking rod 23 and
cam 223, a very small low torgque motor may be utilized which
need not rotate about a long arc. In the preferred
embodiment, the shaft of the gear reducer 22 can be rﬁiated
.about an arc of only 10 in order to successfully switch the
30 EDL £from the locked to the unlocked position (and vice-
'versa) . However, the amount of rotation is a matter of
_des;gn choice and type of locking mechanism with which the
EDL is utilized, as will be appreciated by thvse skilled ;n :
the art. The switch 57 located on the gear reducer 22 while
35 being used to cut the povwer to the motor 21, is also used,



design choi ce and type of |ocking mechanismw th which the EDL is utilized,
as will be appreciated by those skilled in the art. The switch 57 | ocated
on the gear reducer 22 while 35 being used to cut the power to the notor
21, .s. al so used, -20- after a brief delay, to turn off the power to
the rest of the electronic package 500 of the EDL in 6rder to conserve
power. Those of skill in the art will also recognize that since a processor
is utilized, it mght be advantageous in certain 5 instances to nonitor the
current. dramn by. DC motor 21 to determ ne-wRen-the rotation required to

| ock or ‘unl ock the |ocking mechani sm has been conpl et ed (i.e., assunming
that the shaft aftex izobprielfl dbdayt oppetivtyy affe the powgrmbohtne srest sef fthe

after a rotati du k@ r igyrt
ey Ot L) gsarlé | Omcksfe Pattbld 809! 6f @ Ebil he $9q Lets ﬁ]&?ﬁ]&f@% TR

njd%/stal I ng the notor ater

current is draima3f Righs¥hkl ot oFhe REELEE %h&ﬁssyrﬁFPHPiFﬁgt@‘ﬁé FHOCE red -

mechani cal sw tpzl‘bccbésmsw nhex:eizhdASiﬁO%eglhabbgead&rh@tla@beﬁsormhwﬁs%
utton SW tc

f the EDL d with tral

Che EDL fror t FhS CHACHE 15 HENRHPECENP SARehbres. bY, B mEToT 24 ke
29b are used tcuepre:nmrtfe arhaers udie i mtzionnrequivhed hto ﬂ.bekdour ubhQadck the
| ocked I A ' :he b

nserted i the Ay BeChERLRATLs AEATRRaIR RN (118, PR EIILET Sid che
prelininary calﬁ:‘lﬁfaﬁ i BRSatHER cid L Hae GHOrPeG Py e p%‘é?’é*%l }"elqlﬁﬂitﬁﬁ
of the EDL ShOU"d.sé!I!fJVaﬂ@eEHQUQBtQ%QW ﬁl’&dlf@ﬂ’?ratbérléghnf Qrcgt d£Lash e
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25. en t he lsai&]e]r:;ngz&h@smsta:pptaﬂuamtvdh;p}%aoﬂ.alrtgsrcaq:tameryt; asWaEnAEWIY
signal is pref r fr ?}n : sove t fhie- P
I s activated, q%y%%z%%éé enabllg%%é%gl th B‘Elﬂ-‘%ﬁgg ?é?elp@;every

time the EDL i gaghanifiadd switch discussed here:.n.
As noted above, the interior handle 25 of the EDL is

15 equipped with a central button 2%a for manual switching of
the EDL from the locked to the unlocked state and vice-versa.
Built-in LEDs 29b are used to provide a visual indication of
whether the door 19 is locked or unlocked. - The electronic
package 500 and the battery 28 are inserted in the interior

20 handle 25 of the EDL. Although not tested, preliminary
calculations indicate that the battery 28, preferably
lithium, of the.EDQ should provide enough energy to power the

) ' EDL for at least-ten years. Preferably the battery 28 can.
be replaced only from the inside of the door 1% through the

25 battery cqmparfment.plate 54 of inside handle 25. When the
battgry_zslloses.approximately 90 of its capacity, a warning
signal is preferably transmitted from the EDL - to the HHC

- every time the EDL is activated, and a buzzer is enabled
inside the EDL. Therefore, every time the EDL is activated,

30 the HHC produces a brief audible warning signal to the user
when the EDL battery 28 is low. A different audible signal
is géne:ated when_the battery (not shown) of the HHC itse*f
is low. In case the EDL battery 28 is not replaced in time,
optiona_ly the exterior section of the EDL may be equipped

35 with a proprietary miniature port (not shown) which may be



30 the HHC produces a brief audible warning signal to the user when the EDL
battery 28 is low. A different audi ble signal is generated when the battery
(not shown) of the HHC itself is low. In case the EDL battery 28 is nat
replaced in tine, optionally the exterior section of the EDL may be (W
equi pped 35 wth a proprietary mniature port (not shown) which may be
- 21 used to power the EDL electronics. This port nmay be accessed by an
aut hori zed service personnel, and is preferably electronically protected
fromovervoltage or shorts (e.g., with a diode). Alternatively, a
photovoltaic cell (not 5 shown) nmay Bd Fnstalled.in the EDL which can

charge the EDL's battery 28 when the cell is illumnated with direct Iight.
The EDL nPEPYpFo RUEH tHESEPL BBGFEARERS t 0 ThdEePPTE MBI AFGPSERSE in t he
e\r/]ent t hapyt hen HH(atilsoxt insdd (fsfée?lﬁale 1gerabﬁﬁeuabla%‘lsammt ﬂ&%ﬂé&@b};@ from

t he out si 11 HHC) . Thi.s.code i refera conprised of two
segnents.g$ﬁ€£f$$g%a£ggn%ﬁ%Q%?t?ﬂefﬁﬁ@rBgﬁfgoggagei ¥aslq%ﬂiuQ?T%mﬁory
code whi chithy aal §bode) pr oghbtrecni tt inel yere Bg el dwdds adar r celll by rantt hori zed
service p e S | X o) de

whi ch s SRoRR] thay, b ns SATTEAS £ IR, B, SperlERR DR G B e

i nst al | atPakteyyt B8 BhABr theTReldndsgdAdpmineted #dehpgdaamt 1ight.

al phanuneric key pad which can accept the personal segnent of the energency
code fromt addition%bgsegurit he personal segment

he_ownegr.- TqQ add | 20
of the erergefR§ géﬁem&ﬁﬁ%’é'o&??ﬁﬁﬁe nd"sto?ﬁ#%{ﬁ'%e% o-Be2ERERGeP™f t er
t he door emengénckedody fhethet lewentedthsdr viloe HHMC sbsndbst (ltheREDL
commupy b8Pl apty | EhAfifl Wi EOBKEENELoRO e Wy dE R ChUyL! AT 1LEY
froman orrzed service center_ and/or a security SEFVICE.-E
Entrance 3@l ng SBismeodexiis rereferakly ocerprised 2ofi Svas Feamasnts he
pr ef er r edrgodf 116k 5 GRfRne§ oENeh&ldmertddndie RS eBt £ btandakhe fiddediref erably

can store 64 entyance cogdes. Each entr e code L
code w J{Cah may also be programme%ng.nto emergency HHCs carried

by authorized service personnel. The second segment is a
15 personal emergency code which is either programmed into the
- EDL at the factory or optionally after installatibn'by the
. ‘owner. The emergency HHC is equipped with an alphanumeric
key pad which can accept the personal segment of the
emergency code from the owner. To add additional security,
20 the personal segment of the emergency code can be arranged
and configured to be changed after the door is unlocked by
the authorized service pérsonnel. If RF communication is
utilized,.the'emergency code can be remotely transmitted from e/
an authorized service center and/or a security service.

25 : Entrance Coding Scheme
Next, referring to Fig. 9, a discussion of the preferred
coding scheme of the EDL. will be presented.  The EDE
preferably can store 64 entrance codes{ Each entrancé:code
is comprised of 64 bits. Therefore, there is a pgssiblé-z“
30 potential combinations (for reference, 2% is approximately
4.3 billion). The first code of the 64 entrance codes is the
specific lock code (“SLC*). The remaining 63 entrance codeg
may be preferably used for “master” and - "submaster” HHCs
(i.e., allowing a single HHC to access to any number of
35 assigned EDLs). An individual HHC only transmits one
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IS conprised of 64 bits. Therefore, there is a possible [err] 30 potential
conbi nations (for reference, [err] is approximately 4.3 billion). The
first code of the*64 entrance codes is the specific |ock code ("SLC'). The
rematpi ng 63 entrance codes may be preferably used for "master” and
"submaster"” HHCs (i.e., allowitig a single HHC to access to any number of 35
assi gned EDLS). An individual HHC only transmts one - 22 -
entrance code. However, any nunmber of EDLs can have that code entered as
one of its 64 entrance codes. Wien the ents @xe code -of an HHC i s _
programed to match the SLC, the HHC can only | ock or unlock a specific EDL
5 (assumi ng thaensc&ncedesdear e Hmtewkrp/ | gt enlumbent bér EDlek Dan ThevddHEhaRN
operate in a "n@a M e =§u r. i Lf+d o] gggred to transmt
one of the ot hrerreégg 88 é??igg?,éﬁ%ngfg?g?hbeic% te:géngég?gélm‘re'd into an EDL as
an entrance code). Whencbhesenbyaneegedgned an"BEE oistprognammed td mancha
10 "priority ltheogrcgancheckreneaml okky anyckDod NuMl @k en i | foL
codes with priorities,?2 é§a4’ Igé(c. an lock or unlilock a small é&r nupber of
EDLs. Figure ol PRPHRLRG B § é%ﬁffee*‘-&rr% RPS BnPlifatedodB PFNBF| £9ckebel
schene. Thus, theepHHSecoanpopératedisyst emastéonsof ofsiBmaeyets nddeoff it
"submast ers" in,;addLLi t LQ o ABS " . [ .ip.the
art will apprecf’gt gk{:ﬁg?mﬁ?ﬁ g?eg?hgrsfngr@i %:;?}El g\%ﬁg‘ecf-r?%‘%h%eé%%%’ S lﬁeg !
code to prevent oRRIRE \tiheh codasr pprEsammeds kowe | are BDIg a5 apnéntRange Konde ) .
which are |ini teget @clie@NHayP B! hb¥ i hEd- aThisr {2y { Yev®i M0duehl W+ 04
a very 20 effective enforcénment of limted access tQ sensitive areas.
Those ski | | 28 i TPFRRTAFY. &' FOQFScF%fpr%%*aP&dt ﬁ‘é‘ﬁ'%?‘gi% Bk 4Rd & FiveRs
of mat'chi ng HHGsreap WRips ofdesoditly prierittesap I Q pyetde camulock user
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example of this entrance code priority level scheme.

Thus, the present preferred system allows for 62 levels

18 of “submasters” in addition to the main “master” code. Those

skilled in the art will appreciate that different priority

levels cannot have the same code to prevent HHCs with lower

priority from locking or unlocking EDLs which are limited to

higher priority HHCs. This priority method allows for a very

20 effective enforcement of limited access to sensitive areas.

Those skilied in the art will also appreciate that a given

EDL and a number of matching HHCs can be programmed to have

L the same SLC by the manufacturer or by the owner with the use
~ of an EDLP 600 (described below). '
25 . Communication Scheme

The communication between the HHC and the EDL is based
on spread spectrum communication (SSC). This technique.
allows for a frequency of a given carrier signal to fc;'hange
continuously. with time according to a preset time-varying

30 £frequency program. Unlike standard frequency modulation (FM)
in which the carrier frequency varies by a small percentage,
the frequency variation of the carrier signal in SSC %s
virtually unlimited. Therefore the bandwidth- of the SSC
carrier _can . become .extremely - broad and allows for the
35 transmission. of vast amounts of lower frequency digital
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on spread spectrum communi cation (SSC). This technique allows for a
frequency of a given carrier signal to-change continuously, with tine
according to a preset time-varying 30 frequency program Unlike standard.
frequency nodul ation (FM in which the carrier frequency varies by a snad |
percentage, the frequency variation of the carrier signal in SSCis

virtually unlimted. Therefore the bandwi dth of the SSC carrier can
beconme extremely broad and allows for the 35 transm ssion of vast
anounts of | ower frequency digital 23 - information such as the

~various entrance codes of the present zél €ctronic |ock system Ref erring

next to Fig | itu &£ IF Lgr illustrated as
bei ng key’ed‘?}’gatig{g; s\r/]ﬁnl gggn ang&1 ?ﬂ]‘sﬂ%% %8% ta? T’ﬁcﬁ 9%6h of the
entrance ebeletronicoleek systemei ve the transnitted signal, however, the

receiver ”UStRQ?:eﬁPiﬁ‘gtOnéidﬂe to aFﬁd“Chi@“' Z@ﬁ’e d%ﬁpbpﬁxﬁi@f cme the .
transmtter’ fr ency Qprogram The glglt pf orpat i gn t hen
i

obt ai ned t%?/“%%‘éﬁ r&a’-’ﬁwﬁfo 1gehddUFEER %ebﬁ%g F’rﬁ’ﬁ&nd‘m 'cﬁ'h'
necesssr ys¥kotéhedson &hé ey eByi iy ndiganals irpfidmdhdilem | 6fordms i on

bandw dt h h '

banc o 106, S0UGULAPS oy WA SRCUELUR PHOCERRIIECL IR IYHRE!
process ghdweyery|theéingceivemnaust be ablepsrwbunet be aByndiraniagdr
pandwi dt hyaPfls £age! MO ERE! OBrBARANL 8. 5 AStd Rt P gvhfﬁ the gfd will

recognl ze, a nmj or antage of .the SSC technique I the sjgnal -to-
noi se rat@bgbEa helﬁgﬂﬁ‘i}%?é‘a{‘l ohSsyEhem | Qbituﬁrc'lﬁ\‘i‘e tendasd witth i s

qual 100 gembdiulBeconse ﬁméom&iSﬁums blaaﬂwa.ldltyx Zﬁcés&mr ﬂd‘larrirfym]t f org
s far SUPERI Gre HE HRCR e 1 i TR R R, PPt SEd fla sl iRy O
i nt erference Theuadvgntagpacédusdngt BSC wexsss sdiher pymars meiiwds
time-vary,pg pregERatEsh Chapgesnifside f(&Qencyawt or FM) can be
quantified by the ptoc'es-s gain (G;) which is the ratio
15 Dbetween the overall carrier bandwidth and the information
bandwidth. As those skilled in the art will recognize, a
-major advantage of the SSC technique is that the signal-to-
noise ratio of the communication system is improved by a
factor which is equal to G,. Because G, for SSC is normally
20 larger than G, for other communication techni'ques; the signal
" to noise ratio of an 8SC system is far superior 'to those
systems. Additionally, SSC has better radio interference
immuriity-compared to other transmission systems. -’
_ The time-varying programmed changes in the frequency of
25 the carrier is commonly called frequency hopping, and is
normally -éc‘complished in an electronic circuit called a
frequency -synthesizer (discussed below). For successfnl
decoding of a set of given information, the transmltter and
‘-receiver must use the same time-synchronized <frequency
30 program.- The protocol for such synchroniiation- is ‘quite
complicated. However, the present invention -'ut;ilizes a
communication method which eliminates the need for 2
. synchronization protocol. - In the present -system the
frequency program is transmitted to the receiver as part of
35 the transmitted information. <Thus, the receiver must be
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25 the carrier is comonly called frequency hopping, and is normally
acconplished in an electronic circuit called a frequency synthesizer
(discussed below): For successful decoding of a set of given information,
the transmitter and receiver nust use the sane tine-synchronized
frequency 30 program The. pratiocol for such synchroifization is quite
conpl i cat ed. However, the present invention utilizes a comunication

met hod which elininates the need for a synchroni zation protocol. - In the
present system the frequency programis dransfitted to the receiver as
part of 35 the transmtted information. Thus, the receiver nust be -
24 - tuned to amunedt it®l a@eﬂ@mﬁ;aﬂraudhmﬁﬁ(erQR§ﬁ§¥:@fgnh¢ $8Cosdgnatoin

the commni cat| g@aBkOgeeUERe! SohfihicalenPbRcedunge! 0b BRGEHNI calion
bet ween the HHC and EDL can therefore be su rize ows. Still

referring to 5 Fig. Thg, PFPFgﬁurﬁhéﬁrtﬁ@mFFE?FétQEPlPﬁFﬁﬁenaﬁthﬂﬁﬁaﬁpglﬁBL
pul se is transrrt:hhedhtaeetbeeEEb %mﬁaﬂuéaSa@nfbuoﬁhectsamn Qéﬁlﬁ.éﬂinéo@o

(the EDL is | Iy "dorgmant " alter hen.a,second
pul se (a con ro glt}OVSfEF5%$WI%F &%g? %%Fe ﬁhéPﬁEFa}Hélng

user wi shes 10 ptudskoik tranamxnﬁedlua Eﬁb.EDwanithﬂﬂrnssaﬂ ieadglattrbaic

desired state a AN ($hanag ge it f

HHC, and an app %[e)irllgg q lﬁgg Sﬁ1 Eagﬂgﬁgg 'Ergo%alr?t{‘el E,_% ﬁngg‘%&e

may flash.. The EﬁFF&ﬁEezéoﬂéwﬁé')pr efr&eamay SECOANHIRRIES | (B RQPEFRL Bit) ofs

ei ght bits intetrdpbdeb¥detehtnbi EDLf @b lilRlitete GAHdtHEr fHRIUSSEY Gﬂgﬁes

i sor ot caldi oFor AgoR A s ubte E0kina &F WS T BOL| RS ARFSAAIFDNEAS,

4 aCangloo Vhz fdesﬂedosnmlm (aat:omf):.rmae.msesllgna'han&ysﬂe thratsini titleel byt tRe
W Il recognize phat, W %u'ca;gir‘ié gﬂﬁﬁﬁ cf]%r i £ UAI FQE"EM‘B RL3%! £Bp

| ooks nore |ike noise and I's 0 success deC|p er the
code. Each of4iRebuittrintp the HHC may flash

The entrance code is prezerably transmitted in segments

15 of eight bits interrupted by eight bits for the next carrier
freguency code, however, other numbers of bits might be used.

For an eight bit segment, 256 discrete carrier fregquencies
(between 1 and 40 kHz for IR communication, or 4 and 100 Mhz

for RF communication) are used. Those skilled in the art

.20 will recognize that with a larger number of frequencies, the

transmission looks more like noise and is more difficult to
successfully decipher the code. Each of these carrier
frequencies is identified by an eight bit code. During the
interval in which the HHC communicates with the EDL, a new
25 f:equencflcode is selected by the HHC at random after the
transmission of each eight bit segment of the entrance code.
(Oniy the initial carrier frequency is fixed so that
communication between  the HHC and the EDL-ncaﬁ be
established). The random code is selected by choosing an
30 eight bit code and going to a look-up table stored in EPROM
which correlates the eight bit code to a frequency. . This new
frequency is then delivered to the frequency synthesizer 408
of the HHC.  The HHC then transmits the elght'blts -of the
_ :entrance;code and then eight bits which identify the next
35 carrier frequency to the EDL. - The carrier frequency of the
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frequencies is identified by an eight bit code. During the interval in

whi ch the HHC comuni cates with the EDL, a new 25 frequency code is

sel ected by the HHC at random after the transm ssion of each eight bit -
segnent of the entrance code. (Only the initial carrier frequency \!’s
fixed so that communication between the HHC and the EDL can be
established). The random code is selected by choosing an 30 eight bit
code and going to a | ook-up table stored in EPROM which correl ates the
eight bit code to a frequency. This n g\grf_r_equency is then delivered to the
- frequency synthesizer 408 of the HHC. he HHC then transmts the eight

bits of th@i@rﬁﬁam{ék e AN G HGRR GlgHR bat\shloqhth@e@w:ﬂnkl&ec%ét ?é5

carrier frequengc the EDI.. The carrier equenc
changes beétt et hhenF¥kt CBF Pr?rblflr§q2‘}ienf"ﬂe gﬂfc"e g’é‘?i’és'&-nﬂ“?%e n@f‘?
carrier f rmﬁmsszmie mreohcandeatvtmh e:.gliltegr:bapsméﬁmrng&p:@&&h'gded

wh ht t b t t

code and SR B B RAURLRAR 0 A ROl R 3 ght B TR0
EDL decodesf tthe tnewts Haxxden riragwencyn agengramsnmdgsded.carrier frequencies
and converts igpd Nggy, aqdigikal t@x@decransml%ecﬁ%fmnmvssn'ug thdenti cal

| ook-up table correlating carrier frequencies wth ei bit codes _to that

10 | ook- fP4eth| €aFBifT fReAHENALeS (?l" PR B SratFort °| | 2 nGtgBE2Br oper | y
decoded by:%dm EDLThEhusanomusnl yha\aetrmEI]dqmmIcaiI edobk-ulpe Gébliet
entrance co S0 . Lhe atio

carror 1 ottt caR Rt RpRhERLEEs With LA ML I LRt |
Assunm ¥y corpt-eie tr&hi@ptflommcbfllt diec HHEs orhﬁh@odafpsmanenncmﬂér Batvm t

the codes ﬁéoﬁzf‘éb iy Haddded B g e IR n@f‘dohi%t b§fehés prmat

the DC notor 21 71s_4activated to swtch the EDL 1o a | oc ocked)
state. WWEFAIREESS nBYorthel §fopitan@ntrancRd S9fiech IYE i dtenghg@dse a 20

confi r mat igrotastedry i bendomnsombisstiontbe thEriér freguencies
. over which the entrance code may be transmitted.

15 ~ Assuming complete reception of the codes, the code is

| then compared with the codes stored in the EDL’'s nonvolatile

~ memory, and if there is a match, the DC motor 21 is activated

'to_sﬁitch_the EDL to a locked (or unlocked) state. When the

DC motor 21 stops and the end switch 57 is engaged, a

20 chfirmatidn code may then be transmitted to the HEC if

 desired.

It will be appreciated by those skilled in the art that _
since any of the 256 carrier frequencies might be utilized '
at random, for successful communication between a given HHC

25 and an EbL, it is necessary that all 256 carrier frequéncies
- which migﬁt be utilized by the HHC must also be utilizable
by the EDL, even though only a maximum of eight carrier
frequencies are used each time the HHC is activated. Hence,
‘the SSC transmission scheme can drastically reduce the number

30 bf.HH;fs which can communicate with a given EDL because it
 is possiblé to produce groups of HHC’'’s and EDLs that have
different matching sets of carrier frequenczes which are
preset at the factory.. Obviously, HHCs ‘and EDLs from

_ differenﬁ groups cannot communicate because .their programmed
35 carrier frequencies do not match {except due to an extremely



desired. It will be appreciated by those skilled in the art that since any
of the 256 carrier frequencies mght be utilized at random for successful
communi cati on between a given HHC 25 and an EDL, it is necessary that al
256\garr|er frequenci es which mght be utilized by the HHC nust al so be
utilTzable by the EDL, even though only a maxi num of:=ei ght carrier
frequenci es are used each time the HHC is activated. Hence, the SSC
transm ssion schenme can drastically reduce the nunber 30 of HHC s which
can communi cate with a given EDL because_i§gis possible to produce groups
of 'HHC s and EDLs that have different natchlng sets of carrier frequencies

which are presemotle tfi®rf @ty . occ@!ﬂaﬁéé')y Thics, ane HAdditid®Mo the
di fferent groups cannot

ecause their d.35 carrier
frequenci es d & SFEE et Fo("g;ufgpgydﬁget%nﬁﬁa%%r‘é?r‘ég gsggg?rté}ﬁ)t’%m ber of
fortuitous oceECsewhérh cathactuablpddstabbisl ¢dmmsmbeation printk dde BDI he -

entrance codem:N&s%l of ﬁé&&l’&%@ﬁe'ﬁ tthléHﬁ%nt\My&g{u%% actA It)iogl%tla%ic%h can

comruni cati on restrl C acturer
Addi t i onal SHHEe @aﬁcbeéetm cgié{PT! c: 9 @wvépeen-)tybygspbem% d’gymeé EBLg-

"type” (e.9., ads82ibdl nBHPEL]) - Ude¥s$ oFf 1h@ P@enﬁﬁﬁﬁﬁésoﬁfﬂm—%é}@%ﬁdﬁw
with the factory to hav 256 . carrier fr qgg cies

a specifi ou
assi gned espe®idfy PR fﬂ%ﬁ? TﬁBsg’agﬂﬁ geﬁpﬁﬁ" RE SHOUR 19 SB5EETat e
t hat any nurrbe&-eqhefnt&eaewsa:gn:é@i rés;iécmmnto zehlemandThbaé shéldenbedam of

f [ h

or e a mat tor  BPeUBRERidho S0 dhpReraatEo bt B0 ullvls, BF, FrERRAR Y
bei ng f actlér smigitndeotuteibizenh, | apdr that AdeamumhenfobStrequenatest (as
vi rdval Iy 15 gl QQtEﬁed%'ﬂ}ﬂf‘%;@u%'éddﬁsoéiéf‘ﬂefét@r‘tlﬂ'@rédﬁéﬁﬁé’s")e'&Tre

t hat an HHC does not nat iven , and ditional codes are received
by the EDL thé endttennpPé &Q%’cﬁ‘? ChoicEhertbty HeaFeRRf f 8P R n@fes

after a predeteamispedsivibeeial factors, among others.
An important advantage of SSC is that it v1rtually
15 eliminates duplication or decoding of an HHC. In the event
that an HHC does not match a given EDL, and additional codes
are received by the EDL the electronic circuit is preferably
disabled for three minutes after a predetermined number of
unsuccessful attempts.  The purpose of this procedure is to
20 prevent unauthorized users from methodically scanning through
all possible codes.

When the microprocessor senses a malfunction in the
hardware it may switch to an optional secondary electronic
system . (not shown). The secondary system is preferably

25 identical ;o'the primary system. While this secondary system

_provides redundancy for important locking applications, its

additional cost and size may not make it practical for al¥

embodiments of the present invention. The EDL may'_'. also

transmit a warning to the HHC when a secondary system is in

30 operation, resulting in an audio/visual warning for the user
in the HHC. o

HHEC Electronics 400 ' \

Next - presented will be a descrzptlon ef the HHC
electronics module 400. ' _

35 . In the preferred embodiment, the HHC electronics module
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unsuccessful attenpts. The purpose of this procedure is to 20 prevent
unaut hori zed users from net hodi cally scanning through all possible codes.
When the microprocessor senses a malfunction in the hardware it may sw t.gh
to an optional secondary electronic system (not shown). The secondar y
systemis preferably 25 identical to the primary system Wile this
secondary system provi des redundancy for inportant |ocking applications,
its additional cost and size may not nmke it practical for all enbodinents
of the present invention. The EDL nma 7aI so transmt a warning to the HHC
when a secondary systemis in 30 opefafiofi, ‘resulting in an audi o/ vi sual
warni ng fog,th e 00, Nex L te vaI
be a des%:?ép%lnone{h E#ﬂ %Jﬁgcﬁéﬁ%‘gféno%S% Ql% Eg"gB gggg

pref err ed ehbbliarerfunatieonadC dlecksderaponsatse Acmrdmmmancthme EDL

el ect roni Céaﬂ@d @1&9%9@.&1@.’1&&' %%\#éfne%'t@ |@:’f _ Ur!@ﬁt'! OE‘QS and 505)
bl ocks/ corrpoggnt S. Accor.di ngl {béet he. des ption of simlar conponents

(i.e., MPUT4bE DRl bsgong I*Intt"?o geri Pﬁiﬁ"a{'nl%?@?F%’e?rbwf’r?r ection
With E Seleteconies qsodmmnsaocsoo Referring to Fi g 6, -under nor mal

condi tions th Ls dorran of...g. Wt chdog
Ti mer 401.° e%ygﬁ—ﬁh%g tlt’ tc‘ntsal'lsr@ﬁ)zg1 %éﬂj lﬁ{mﬁ‘r ovite ‘the +°
"unl ocked"dzrmant ocKBhils fmoactmmlxsﬁmbch}r Rgans Wﬁera éiam@rdsm Tifmahe two

swi tches 49z, 4%ém%%§e%wot Q%EthéF’abel ARE 40P UKL Rdv Ak sid |
generate an |nterru e MPU (Mcro Procreﬁé((sjo(rﬁUmt 405 whi ch

ef f ect i vel YuRipFied é“'qu 1ﬁ§%‘8ﬂé’r%“’3ﬁltl% RS HeS T hep,
confirpmti®f sh@newof swihtihes E@DZV\hQDm isi s:e\slstedhe(thlenmr:a (|mmeﬂl’ an 15

e a0, B/ bhePh £ YL RgBEANG ohe FEBRRISE st Mo
¥PU (Micro Processor Unit) 405 which effectively turns the
HHC "hardware on. ‘The HHC is turned off by the confirmation
signal from the EDL when it is switched into a locked or an
15 unlocked state. If no confirmation signal is received, then
the Watchddg Timer 401 turns the electronics module 400 off.
The carrier fregquency program, and the EDLP access code

reside in nonvolatile RAM (Random Access Memory) 406. The

|

initializing pulse is transmitted by synthesizer 408 at a
20 given default frequency (e.g., either 40 Khz for IR or 4 Mhz
for RF). |
The MPU 405 is preferably a controller manufactured by
Motorola having a desighation of MC6805. However, any W/
processor/controller which provides for input/output, can
25 decode input signals, and fetch and store information from
memory m;.ght be utilized, as those skilled in the art will
recognize. : : - -
_ The foregoing programm:.ng of the carrier is acccnnl;.shed
via the frequency synthesizer 408 which is controlled by MPU
30 405. The program which executes this control resides i ROM
407. This program produces the sequence of eight 16 bits
words each consisting of 8 bits of SLC and 8 bits of carrigr
. frequency code. (The carrier frequency changes before the next
8~-bits of SLC is transmitted). The output of the synthesizer
35 408 is then switched on and off sequentially according to the
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The carrier frequency program and the EDLP access code reside in

nonvol ati-l e RAM (Random Access Menory) 406. The initializing pulse is
transmtted by synthesizer 408 at a 20 given default frequency (e.g.,

elthgr 40 Khz for IR or 4 WMz for RF). The MPU 405 is preferably a
controll er manufactured by Mtorola having a designation of MX805.

However, any processor/controller which provides for input/output, can 25
decode input signals, and fetch and store information from nmenory m ght be
utilized, as .those skilled.in the.art willagecognize. The foregoing
“progranmming of the carrier i's acconplished via the frequency synthesizer
408 whi ch is dagtitall exbrieniPUoI0 dédch Tbe pivgwamdwhi clinextdest pretfeirred
control resid 40 e t 16
Bit's words: caghEbaiBet  Ehe SphEnBEOLR B TG SRRERaB Bl O
code (The car?bérIBréﬁu@ﬁc?eéﬁaﬁgééobétb#é devigexisgeprtherofnsSIR Sgurce

transnmitted). coheiaelputitf hhe m’nElBEébESf 32408 h&dbﬁ%ﬁdsvﬁﬂt‘?é}?xﬂa}ig 3 t
|

of f sequenti al | ordin |g|tal ntent of eac
et AL lnag 9 S 0nk AL ve Rk B Py Sbe aPFpivRe
transmtter. DO It oth&Ft:ansthxﬂode hig che ceutpuei olfertean lfReqauhcy

combined W ¢ Na3RchBsdSLECt g U 2 pdEhand ANEEOND-dn JAIR! bk | 8ai0e

recei ve node IS SW e recelver ransmt mod
the output of inETRAE&ABNAS SyRcesisd; &y U8 Lnitimkiaing bit Thellowed by

transm ssi on aOfcortdcy IBHOr PREEAN iirsf JHnfC egied EDLarkHéH}{ér?‘! i€ing Bd be
f ol | owed bé a control bit mglch i.nforms thfPEE%ﬂmhether it is to be 10

swiit ched 8 aSFoERBEOFCaR LAFBEREAT SRRt BD eShRERerred enbodi nent, the
sen\sdr 410 is corrmhl theé eﬁt&éﬁ@ﬁ)ﬁﬁﬂﬁer{mmﬁa@aﬂs& Ry oCGesecehprigetric

paurh Lne Cosy L0 UERL a0 0 S o SRl LS Y. R
the desxgnatlon L14F2) and an IR emitter (manufactured by

General Electric having a designation LED56). The frequency

15 synthesizer 408 generates a frequency carrier that is
proportional to a binary “word” that is provided to its input

by MPU 405.  In addition there is another input-which can be

used'by MPU405 to disable frequency synthesizer 408 output.

In the preferred embodiment, the frequency synthesizer used

20 is manufactured by Motorocla having the model designation

MC4046.
Receiver 409 (best seen in Fig. 11), used to receive:
W, _ signals from the EDL 500, is connected to the sensor 410 and

frequency synthesizer 408, and mixes the signals at mixer
25 block 409a. The output of the mixer 40%9a is the input
frequency f:om the sensor 410 minus the frequency synthesizer
408 frequency. This output is provided to IF amplifier block
409b, which amplifies the signal for detector block 409c.
Detector block 40Sc removes the high freguency (carrier)
30 components. Those skilled in t:=2 art will recognize that by
cnanging the frequency of syntresizer 408, the receiver can
be tuned at different frequencies. The decoded signal ;s
then provided to MPU 405. . In the preferred -embodiment,
receiver 409 is manufactured by National SemLConducto* hav;ng
' 35 the model designation LM1872N. o



15 synthesizer 408 generates a frequency carrier that is proportional to a
bi nary "word" that is provided to i.ts input by MPU 405. In addition there
i s anot her input which can be used by MPU405 to di sabl e’ frequency Ty
synt hesizer 408 output. In the preferred enbodi nent, the frequency !
synt hesi zer used 20 is manufactured by Mtorol a havi ng the nodel

desi gnati on MC4046. Receiver 409 (best seen in Fig. 11), used to receive
signals fromthe EDL 500, is connected to the sensor 410 and frequency
synt hesi zer 408, and m xes the signals at mxer 25 bl ock 409a. The
~output of the m xer 409a.is the input= f?f%q'uency fromthe sensor 410 m nus
“the frequency g hesr er 408 fre uen Thi s it is provided to | F
anplifier bloc h%r%‘? ghae P'%ﬁr" déFe(ﬁ?ﬁeb‘ﬁ%kaOQC
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synthesrzer r'écei ver can eren requenci es.
decoded si @neﬁeqcylﬂt-‘-’n-en bfo@hd@@@ﬂ@liﬂ@@de ta ﬁﬁétsheftéler e%DIen‘b@darrent
recei verg 4Q3 dee MRWIAY H”ﬁ.d P.-y pkd gl SMx@adueharaaﬁfbaaléée tﬁe nodel
desi gnati on LMl872N . .29 - The confirmation signal fromthe EDL

recei ved b;l,a@@@své,orélégsecopﬁé MPU 405 recogni zes whet her the EDL |s

| ocked or unl ogtedhendvene ohathehé BIBL 4l M S05 sethses homalamcenda. | f

an attenpt |s t 0 Ir ady
swi t ched, ‘:gr?eri‘oprernéft\gl ttL(i’%D éﬁ‘as s“'i f o@"@‘%%@%idés ?M?é’? hghés{e; PRt hgt t he
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si gnal ed wid#h tﬁ:eilf&f&cereﬁseiaudrrbl elignaled with a different (audible)

signal using buzzer 420. . For example, the HHC can be
equipped with a second optional backup circuit and such a

15 signal may be issued when the monitor 411 switches to the
. backup circuit when it senses a failure in the primary
hardware of the HHC. Also, the HHC battery may be monitored

by MPU 405, and when the battery voltage drops below 90% of
its nominal wvalue, buzzer 420 sounds when the HHC is

20 activated. _
In the preferred embodiment the electronic package of
. the HCC measures 12mm x Smm. This package is preferably
built around a proprietary integrated circuit and hence the \/
power dissipation is kept to a minimum. The HHC is
25 preferably built in a small package which mlght typlcally
measure 2.5 cm x 1.5 cm x 0.5 cm.

The HHC can be programmed with the EDLP 600. . The
communication between the HHC and EDLP is established via IR
or RF transmission using SSC. An initializing code advises

30 MPU 405 that the entrance code is to be reprogrammed. The
EDLP then sends an access code to the HHC which MPU 405
compares with the access code residing in RAM 406. If the
code matches, the SLC and the access codes of ‘the HHC can be -
programmed. Note that the programmer must have the same

35 frequency program as the HHC for successful communication.



signal using buzzer 420. For exanple, the HHC can be equipped with a
second optional backup circuit and such a 15 signal may be issued when the
moni tor 411 switehes to the backup circuit when it senses a failure in the
prlggry har dware of the HHC. Also, the HHC battery nay be nonitored by MPU
405, and when the battery voltage drops bel ow 90% of. its nom nal val ue,
buzzer 420 sounds when the HHC i s 20 activated. In the preferred enbodi nent
the el ectronic package of the HCC neasures 12mm x 8mm This package is
preferably built around a proprletary |ntegﬂ§ted circuit and hence the
power dissipation is kept to ‘a m ninum The HHC is 25 preferably
built in a small package which mght typically neasure 2.5 cmx 1.5 cm x
0.5 cm The HHC can be programred with_the EDLP 600. The conmmuni cati on
bet ween the HHC and EDLP is establ ERke8leGERONRCS, 388 transni ssion using
SSC. An initializi ngxcods adie serippidt b #Ehd UL diRctondeeemeadeel 5000
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(RF). The sen nation of IR detector/source or a
wi de- band ant eBh&.signal received by the sensor is then fed to the receiver

509. This signal (best seen in Fig. 10) is comprised of 1
bit (control bit) of information indicating whether the EDL
15 is to switch to the locked or unlocked state, followed by
eight 16 bit words each containing 8 bits of entrance code
and 8 bits of carrier frequency code. The MPU 505 recpgnizes
the control bit and determines the direction of rotation of
the DC motor. The first 8 bits of each 16 bit word are used
' 20 to construct the entrance code while the last 8 bits are the
code which identifies the next frequency so the receiver can
be tuned to the carrier frequency of the next transmission
U "~ (which contains another 16 bit word). At the end of the
transmission MPU 505 tunes the receiver 509 to the default -
25 frequency. ' o
Once the 64 bit SLC code is received by the MPU 505, the
received entrance code is compared with the codes stored 4in
RAM 506 which can contain up to 64 codes (best seen in Fig.
11). - If a.match is found, the MPU 505 sends a signal to PIO
30 504 which enables the DC motor 21. The motor 21 turns either
‘clockwise or counterclockwise depending on the status of the
control bit. The motor continues to turn until one of the
two end contacts of the end switch (Fig. 1a) is-engaged and -
a confirmation signal is sent by PIO 504 to MPU 505. The
'35 sensor 510 is optionally switched to a transmit mode and



The signal received by the sensor is then fed to the receiver 509. This
signal (best seen in Fig. 10) is conprised of 1 bit (control bit) of

i nformation indicating whether the EDL 15 is to switch to the | ocked or.-,
unl ocked state, followed by eight 16 bit words each containing 8 bits ofg
entrance code and 8 bits of carrier frequency code. The MPU 505 recogni‘zes
the control bit and determ nes the direction of rotation of the DC notor.
The first 8 bits of each 16 bit word are used 20 to construct the entrance

code while the last 8 bits are the codegphich identifies the next frequency

so the receiver can be tuned to the carrier frequency of the next

transm ssi @& 'ne &9RkARES 22R050er t%ﬁnbint twoeﬁb coAELHHS*QBH eb the
transm ssi 5 t.unes the receiver o.the defa 25 .frequency

Once the 6 “fﬁt §L 1fgeens F885ﬁ538t69ntﬁégﬁ§$ SEStrPﬁ§m+eE€9vEG Eh?rance
code i s compar ed wheh Drhe\d:miesmstdnwl not RidvéGfecdmsd cfinagoataemptp to

64 COdeS(bS%o §gegg02hglgn 1%& BPe ?ﬁggképskgtgound the MPU 505 sends a

signal to mhlc ena The notor 21 turns
ei ther &l ockwi §& dhec RndererarsmittedcpenthagMBy 15305 degsisnet matcbontrol

bit. The @Rk bethbl eua§st gtbyea WAt Rlu'05969fMPBGSDBDJ.REQeﬁQHEQCBg Qf the
end swi tch 9i #é en a ed and a confir al |s s R

504 to MPUSQEDE 4S8 5&%‘-’6}1 g%e‘al‘l‘% 5 ?r’éﬁ&

node and is- dékmanft. equmy tslymtd\aspmteroﬁaﬂ'xis acrmn'd:e‘.rtj:ea 3pnlﬂPUrrBthon to
t he HHC. qu%kc%rgnttﬁgnfhggathgn glgaagm%gttr@8§g1t&ﬁg ho %QREEEC é t he

DC nmotor 2 ot nove Décause of an a t0 an
exi sti 3§ stiaterrwpted figr t RhreedainuALsSni ttétl tthe hend/POL50thelobhrast

match any gft nhl%%scoé}?es BHE' 8&nain3 Mn S0fe MAtmit | MGEETBALS10Y: ¢ QQ ~

I nternal counter which,is reset to O every tine the EDL is dormant. Wen
the out put 2¥RkeReE. 8g@dPer is 3, MPU 505 switches the EDL to a dormant node
whi ch cannot b&ig. 12 illustrates a logic flow diagram of an embodiment

of the program logic which might be resident in MPU 505, RAM
15 3506 or ROM 507. In Fig. 12, the logic diagram is shown
generally as 700. The logic flow diagram 700 illustrates the
steps taken tc analyze the logical status of the received
entrance code from the HHC. : : :
Although the MPU- 505 will be character;zed as “preceding”
20 from logical block to logical block, while describing the
operation of the program logic, those skilled in the art will
appreciate that programming steps are being acted on by MPU
505. : . W/
_ In operation, MPU 505 starts at block 701. MPU 505 then
25 proceeds to-rblock 702 to initialize two variables to zero
which will be used in control loops in the logic flow 700.
At block 703, the first 8 bits of entrance code are received
from receiver 509 and the 9 bits are stored in RAM 506” As
discussed above, the last 8 bits of the first received word
30 are utilized to change the carrier frequency). MPU 505 must
determine if the received carrier code is a valid code.
Therefore, MPU 505 proceeds to block 705 and compares the
received carrier code to a look-up table in nonvolatile RAM
506 in order to find the correct word to deliver to. frequency
35 synthesxze:_sns to tune receiver 509 for the next transmitted



e e

10 interrupted for three mnutes. . At the end of the three minutes the

EDL remains in the dormant node untid it is’ awakened again. Fig. 12
illustrates a |l ogic flom/dlagran1of an enbodi ment of the program | ogic
whi ¢li mi ght be resident in MPU 505, RAM 15 506 or ROM 507. In Fig. 12,

the Togic diagramis shown generally as 700. The logic flow di agram 700
illustrates the steps taken to analyze the logical status of the received
entrance code fromthe HHC. Although the MPU 505 mnll be characterized as
"preceding” 20 from Il ogi cal bFo6ck .t o | ogicgp bl ock, “Whi ] e describing the
operation of the programlogic, those skilled in the art will appreciate

t hat programmvigdt £pom atBeb@iHm. achedi®iong 1YY 5@5 biBerperc,| onpuMalds505

starts at bl oc t.hen 23,.Rr 98 ds_tp_block 702 to. i n] |aI e
Do var i bl o QereRipel whAReE S pPtrel FASELRY SrouiineY ed he o
700. At bl ock tmﬂ catrlreeh fseqeencnrsmf found aim et he deock-aap aadilead ﬁheompu ,
receiver 509 §p§e@a§st%rebﬁaekedmeﬁ RAMLEOGne A% Qgicwépow%og he
| ast 8 bits o Irst received 30 are util |ze an

carrier fréquﬁé}P le\pg 5BSTRHCRLEEr oriPVeS 9T ThRP RXQGSRAPF &5 %9°kb3@3 is
a valid code. whHaateef 9t e,idPdet@rminedcedhetRebl athe 7@ntdne CcONMArAspS hof

received carrier code to |_.oo p t n nQl I 506 .0 o rto

find the corr &GRS tS‘%&Fi véfl c%?"g(éegncg %§ge§>t?| t hgs@lgzwgr g‘&fﬁt ogg%ne

recei ver 509 maﬂvednexﬁftmansncodesl are -tg@be nggeivedmMBie SQECreturns

Addi tionally, %&#76@5toNEQc§Q5ed%h§rﬁb&%SgWB% ler a proper carrier
oun

frequency was he carrier frequency i's found in .the | ogk- up

tabl e, thdOMPU 50FMtheceyento thasckheo6aFRdrs tReENsy dsnPPsI fpaas gn
vartebl e is i RBeC RIYIeGhp Pﬂbfé)Sathamoarcooeeds MEw 808 kprédeader eoi bliogk

det erm ned e ks f LT 1E B MR HLAFCaC I AU [k Cheing

frequency cod
generated. If a valid code is not being generated, a second

control loop is incremented at block 710 and at block 711 it
15 is determined whether the improper code control loop has been
incremented three times. If three invalid codes have been
reached, then the EDL is disabled at block 712. "~If the
second control loop has not reached three, then at block 713
the first control loop variable is initialized to zero and
20 MPU 505 proceeds to block 703 to begin receiving a new
transmission from the HHC. '

_ Once the entire entrance code is received at block 707,
k/i MPU 505 proceeds to block 708 where MPU 505 retrieves the
entire 64 bit entrance code from RAM 506. MPU 505 then
25 proceeds to block 709 to compare the 64 bit codeiagainst the
64 codes stored in the nonvolatile RAM 506. If the code
matches, MPU 505 proceeds to block 710 to send confirmatiern
to the HHC. If the code is not wvalid, then MPU 505 prqéeeds
to block 710 through the second control loop. _ Once the
30 confirmation is sent to the HHC, MPU 505 Watchdog Timer (not
shown) times the system out and the EDL electronics module

500 goes dormant. The logic flow 700 ends at block 715. \
An . important optional function of MPU 505 is the
programming of the voltage to the DC motor 21. Consxderable
35 battery power may be conserved by rapid sw;tchlng of the



received. If nore codes are to be received, MPU 505 returns to block 703 to’
receive the next group. 10 In.the event ‘that the carrier frequency is
not found in the | ook-up table at block 705, MPU 505 proceeds to bl ock 7Q9
where it is determ ned whether a valid code is being generated. If a vaiNdd
code is not being generated, a second control loop is increnented at bl ock
710 and at block 711 it 15 is determ ned whether the inproper code control
| oop has been increnmented three tinmes. If three invalid codes have been
reached, then the EDL is disabled at blogk 712. If the second control |oop
Has not ‘reached three, then at block 713 the first control loop variable'is

initializeqdidaty tAthe? hot\d) 5?511&'.‘ eﬂﬁstépéi'ﬁ’ﬁkox?p?’ tRibegtheme

recei vi ng a.n Wtran msst fro ce the entl_rg entrance &‘ode S

O vind A SHRT 2250007 B L T Ga e pdiniiad Lnanhh2nce)
retrieves t{lisesnt ithe azbttmrt) sriterarthe quuieed roon €4e/ BO6or 2MPik568Grhkdn 25

ds tqad b 6 '
proceeds 8 ockel03s0neg ik Wk 4ILheCRIRCAIILTBLELRCE oty
to bl ocls 7tde aataRt coiheR nheoROLeTt FATHRGL |ifs 13%% dotghexn ﬁb@nvahEd

then MPU 5%&@633@:59&!{;0@&&&&; Mg 5t AEs86ARBEL S AN PowedOBrom OnCe
the 30 confirmation senf to the HHC, MPU, 505 Wat chdog Tiner (not shown)

times the && E‘FﬁtBEt thP PFEVENL BPEBRRBRF 2RI FTRAF IBRABARS  The
| ogi ¢ flowsi@hadndso athél HEC 7400 4ndi epablest myptzemab26unctWieen oth&PU 505
“is the pro f e l,t.a h 2 S r
batteryppo%gﬁqﬁggggg gg%sgégég %gt r& 3 FZEEQEW %O%CQ? hgg ggkfn§§lt age
to t he 4fot 8alze dar vagning b%etéﬁlwttqfhltsp stthﬁerimceﬁpldobuszweszﬁem a of)

tﬂe per rran%t%tamn%h : ey thee iny %5(13 %ctlim:é&t orih@ﬂ§£o$bampeaeé to
i SRR A I e S N
periodically checks the hardware of the EDL. When a
- malfunction is sensed, monitor 511 switches to the emergency -
15 secondary system, a warning signal is transmitted to the HHC,
and the buzzer 520 is enabled. 1In order to conserve power,
the EDL hardware is checked only when the EDL is activated.
The EDL is switched to the dormant state by a Watchdog Timer
(not shown) after the confirmation. signal is transmitted to
20 the HCC.
: The electronic package 500 of the EDL is preferably based
on a proprietary integrated circuit and hence has the same
approximate physical dimensions as the HHC electronic package W,
400. When the EDL is in the dormant mode, the current drain
25 from its battery is extremely small. .

The EDL can be programmed with the EDLP 600. The
communication is established via IR or RF transmission using
SSC. An initializing code advises MPU 505 that the entrance
code is to be reprogrammed. The EDLP then sends an access

30 code to the HHC which MPU 505 compares with the access code
' resxdxng_xn RAM 506. If the code matches, any number of the
64 entrance'codes can be changed, as well as the emergency
code and the EDLP access codes of the EDL.. Note, however,
that in the preferred embodlment the EDLP must have the same

35 frequency program as ‘the EDL for successful communication.



nom nal operating current, MPU 505 di sconnects the power fromthe notor 21
to prevent permanent damage, transmts-a warning signal to the HHC 400 and
enabl es buzzer 520. When the voltage of the EDL's battery drops bel ow 90%
of kts nomnal 10 value, a warning is transnmitted to the HHC and buzzer
520 Ts enabl ed every tinme the EDL is activated. The program code executed
by the MPU 505 resides in ROM 507. Monitor 511 periodically checks the
hardware of the EDL. When...a mal function is sensed, nonitor 511
switches to the energency 15 “secondary sysfgemm a warning signal is
transmtted to the HHC, and the buzzer 520 i's enabled. In order to conserve
power, the EDL hardware is checked only when the EDL is activated. The EDL

is switched to the dormant statgngyg%%éﬂggg;ééﬁs éggt shown). after the
confirmation signal is transmt ee | ectroni c package
500 of the EDL is dnretkenbinantase@f othe ppopsentarsystemgriat etthei rEDL/HEQD
hence has the g ARREL X} pEy6i I pengi FHG i C
package 400 V%fg‘g&t:he £ ti?iﬁ)n ?ﬁg g%%%gn?qidggﬁ?ﬁge%ﬂﬁ?ent ﬁéﬁé}{%%?om
its battery®is %&??%%‘TEELQ Fk dipgrem ofawhgehy ifydddkeraated tine Bigp 8
ggg. N The congeme ::mlpéatsewi abrhsuhmt.ﬂiﬁsld%mf]idji&édaéﬁdnﬁi%mgé@im a

. An initi V. t.ha .entrance.cpde 1S _t e
-opr ogramed. A ERE BT Gt LA A he, @RSy b 488080 R R T Feadp
505 conpares wastrpet thessandew ¢ progeed RAVhSOBe pfoghamming efit tihes,
any nunber of gihe &4 il rEREeCLdss mdu e FRaN s csasrapl | as the

energency code and_the EDLP access” codes of the EDL. Note, however, that

in the pref@®rred eMREMNEhtCAMPENRTRIME] BERFFIMARARS Pt 3lRhparmeric
program as thesdadd ifriio TheCRREE) UAnd cdMBdwAideOBf 64 alpHanumdmbdiEreift FHEs

(EDLR) 500 ncdaiffa Pilden B sl PURRETHoR/BPET, Hhe! e SHATELL" S Y™
604 which executes a program stored in ROM/RAM 605. This is
a user-friendly menu-driven program that guides the user
15 through its various stages and has an ON-LINE HELP facility.
Interactive input and output are provided through display 608
and keypad 607.. The general purpose I/O PIO 606 formats the
input from keypad 607 to digital information, and converts
the output of MPU 604 to alphanumeric characters which appear
20 on display 608. The operation of sensor 601, receiver 602,
and frequency synthesizer 603 is similar to the operation of
the corresponding components in the HHC and EDL.
The programmiﬂg of an HHC or an EDL can only be.
accomplished if it is initialized with a personal access code
25 which matches an access code in the EDL or HHC. The access
code is pfogrammed into the HHC or EDL at the factory, and
can be changed by the owner after installation.  The
- programming of the EDL and the HHC is carried out via,iR or
. RF transmission using SSC. The EDLP sends an initializing
30 code which advises the local MPU (405 or 505) that the
entrance code is to be reprogrammed. The EDLP then sends an
access code to the HHC or EDL which is compared with the
access code residing in the local RAM (406 or 586). If the
code matches, the HHC or EDL can be programmed. Note that
35 the EDLP must have the same frequency program and initial



5 functional block diagramof which is illustrated in Fig. 8 generally at
800. The EDLP is configured and packaged as a hand-hel d cal cul ator and has
an LCD display which is used to instruct the user how t o proceed with the
programm ng of the EDL or the HHC (using nenu-driven software). 10 NFhe
EDLP can be used to program any 64 bit al phanuneric code into the HHC, and
a sequence of 64 al phanuneric entrance codes (each 64 bits) into the EDL.
The EDLP consists of MPU 604 which executes a program stored i n ROM RAM
605. This is a user-friendly menu- drlv(£§ program that guides the user 15
through its various stages and has an LTNE HELP facility. Interactive

| nput and out ar rovided throygh d | a 08 d pad 607

general purfst ofs%é"lltlo SGY605 ¥ offat g\ e@#pu%“%roﬁ?geygﬁ\é 659°F855}Bﬁt al

i nf or mat i oFrommthicabien.s t hFheot pthe of pviir@OWing diphacmpderedchahact ers
whi ch appe;gry Sa%.léa SRiae 6Q% Eﬁnga%%baonbaf:kseesortﬁgl Ebﬁ.@e' ¥8L 602,

and freque nt hesi zer _603 is_sim/ar he.operation of
cor r espondiViR¥? s FAOLRE Hﬁclh%féﬁmte?rﬂa Indg £devngdisgram AfC or

an EDL Gan Hiynbdianm el imdietd il ized Biyt E:@mzedowth a personal access
code 25 which matches an acce f code 1n t e E HHC. - The access code is

programred into the HHC or E can be changed by the
owner after i Mien/HED icam alteHmativedyabwei nrgpd’acetlewEDh angelbeimEllyi s

carried out; N E

initializi ng é%éé‘%dw m@é&;%ﬁéec;ﬂ ?ﬁbﬂ‘&i(% %%%g Q&B—gg&ﬂgﬁﬁg?nﬁ%
entrance c&iekldt Srﬂ@hﬁéppéﬁ‘ﬁ&#ﬁe@eaﬁ%lm#?mw an CAc &edsCBade to
t he HHGeor ARhoMyH Bthercoipas eflight bd AeedsCedhe ENE 1rseét;du@9eunwalaa I OQI

ote that 25 & %&%&d%ﬁ (e 2aRE FPodRaREy ShPoBRARRRRISENFRFal

- 35 - def aiHCI oxﬂtpequequqream«o+¢mertﬂ—i©naaln¢hcﬁlﬂdlm arsayceempulised

communi cat iy 255 MNiGikn ?e(ﬁwém%giﬁorém@érﬁéﬁés hEnt also be

utilized). The array is electronically scanned inside the

15 EDL by scanner 512 (best seen in Fig. 7), and the pattern is

decoded and compared with other codes residing in memory.

The cost-effective HHC does not utilize two-way communication

and may include no battery since the back lighting of the

pattern can be accomplished using phosphorescent materials.

20 Additionally, this _method could be e:’:panded to include

complex optical pattern recognition in the EDL and the

replacement of the HHC by positive identification of
fingerprints. , . o/

- Other enhancements, as those skilled in the art will

25 appreciate, may include: (a) a local clock in the EDLs and

the HHCs to allow or prevent access at preprogrammed times,

(b) two-way communication used to retrieve information from

the EDL regarding identity of HHCs holders and the times of

access (for this purpose the HHC may be programmed with a

30 user ID code which is recorded by the EDL), and (c) powering

the electromechanical device by other means, such as by

electrostrictive actuators. N
The circuit configuration, two-way communication, and

~type of latch mechanism described herein (among others) are
35 provided as examples in an embodiment that incorpdrates and



prograrmed code is transmtted back to'the EDLP for verification. Figure
14 illustrates a logic flow diagramof 5 a ‘programwhich may be utilized
by EDLP 600. - ' Al ternative Enbodi nrent The HHC can alternatively
be replaced with a relatively inexpensive device which conprises a coded

t wo- di mensi onal backlit graphic pattern_ ggasuri ng approximately 1 cmx 1
cm 10 al though other sizes mght be use The EDL is equi pped with an
opti cal \RoRRMLGRS cthe @nmnbes rg@ettwselpa-em:mmf ObherH@dhfdcatiqusr e
{ wo- di MenP e +Pgt P0hRdRraN I wgvm%ﬁ%@ )?rﬁ:ﬁvf‘éd‘i;f@%f {;ﬁag?yékﬁa\ibag

ize e

nore el ements m ght al so be uti e array Is ctronica scanned

i nsi de t H&® @%&r‘bya%%aﬁir%rt%l&e(b’é@lué%nwlﬁhﬂlgthﬁf)br@ﬁ@ Fﬁ@PQaneﬁhel s
decoded appeaaR’etamsh ot her codes residing in menory. The
cost-effective HHC does nof utilize two-way conmuni catl on and nmay i ncl ude
no battery si nget hEREXKk 1§ gFEteTTee t e %’ ted, Kapogema Rakant sAediadi ng
pholspgor Qﬂmﬁjliﬁr neeBei7als the) desitctiptobhy oft hitsidret hed m@m:ddaq expagHad to
i nclude ¢ ex qptical pattern recognition .in t

of the HABTXE 1o SEeT fethe [ FLATHS o LT rbf frrsioR fep HFSRERRCRPs.
as t hose agki éledtrontikce lodk \A'appafatappmmge elmgztrnnh.ude:ox(tz)oh meank -
clock i n d t % a d
Cimes, (B, PEorkas ik an SnSedtll igtat, Mlnliohny ) BLGRLRCETBET)
regar di ng.ntmrﬂteawed)f sipslaowbere Sthe t seceondesighadc canveysrfraguency
pur pose theeddHasEyn be progranmmed with a 30 user |ID code which is recorded
by the EDL), and (c) powering the el ectronmechani cal device by other neans,
suchh as by electrostrictive actuators. The circuit configuration, two-way

communi cation, and type of |atch nmechani sm described herein (anmong ot hers)
are 35 provided as exanples in an enbodi ment that incorporates and - 36-



practices the principles of this invention. O her nodifications and
alterations are well within the know edge of thosé‘sk++Led\LQh%gS\$L; and
are to be included within the broad scope of the:a ded cl al ims: _

P

reader is referred to United Kingdom patent seri a:_m,// t he &
description of which is identical to that above.: c ”F of
that application are directed to an el®Ztronic | ock apparat8s

el ectronic control nmeans arranged to receive an encoded signal conprising a
sequence ELAIMSr|eaved signal s where the second signal conveys frequency
information: 37 CLAIMS 1. _ An electronic | ogck system conprising: key -
means for Yener &R ayeghrenisdiack gnarem, eeBPYaEIRFans for receiving said
encoded si gnal ;_  processor neans, coogerativelﬁeaganected to the 5

recei ver means, KB¥r MeaRfafPRgIeRLHaFLRY; FBJSR dS4PBALF with a stored

f ' I d f : ti .actuati ' | it .sai i ved
encoded signal FECHLVEFrBABHS: 5OBe et VANEnEatd SaPAdPEr 518RRY /s  gnal ; a

engaging the | sPERECRRRE perbsy; BBhBCr SRR TN PR Serea, BE BHE 0\ 3 Fon and
bei ng c00PEE AL yElYngRRECChef LBnbAPsha! CA180rLRakvER! BHEaRCA" the handl e
about sai axfrs retracts’the latc relatirve to the stri ke plate; 15

a | ocking és?gfagglugkggi sos{aafehoeﬁfaﬁsﬁggi STyARY BAM! POr! enkeRdihydi nal

axi s substan nci dent or para the axis of “rotation”of the

handl e, whghehBthBeibACKkigRaNARESEREE ﬁaaéseéaaaﬁceaéan_gagﬂalsqL-.el y by

rotation of the locking rod about its |ongitudinal axis; 20 and

el ectrical agtepwened Rbi Bargqiivalentads, said reference signal; W
~a lock mechanism comprising a retractable latch, a

10 strike plate for engaging the latch,'and at least one
handle having an axis of rotation and being cooperatively
connected to the latch so that rotation of the handle
about said axis retracts the latch relative to the strike
plate;

15 ' a lbcking rod coupled to the lock mechanism and
having its 1ongitﬁdina1 axis substantially coincident or
parallel to the axis of rotation of the handle, wherein
the lock mechanism is engaged and disengaged solely by
rotation .of the locking rod about its longitudinal axis;

20 and |

electrically powered primary mover means,
operatively connected to the processor means and .
including a shaft which is cooperatively connected to the
locking rod for rotéting said rod in response to the

25 actuation signal.

2. A system according to claim 1, wherein the shaft of

the primary mover means rotates a fraction of one



operatlvely connected to the processor means and including a shaft—which is
cooperatively connected to the Iocklng rod for rotating said rod in

response to the 25 actuation signal. 2. A syst Immm‘m“ | ai m
1, wherein the shaft of the primary nover neans rotéﬂﬂﬂ“ﬂ“ﬂ one
38 revolution in response to the actuation_signal. 3. €A éysfen?accordlng

to claim2, wherein the motor means rotate3890 degrees or less in response
to the actuation sjgpal. 5 _ en1a ording to claim2 or 3,

compr 51 g rot%ﬁ*r%#?&% FoFEEPansroLP) EOE) POERRELRPRGSERRaMt at  on of the
, b h '
rocessor meanks wir SREER A oraias EhotRataceh Rupelin SR8 metbron
si gnal upon 1%eansr@&gaeés%otq%gsggt%aiss@ 9fckesponse t%y% g

according to any one erern generated by the

key means is B Y, §2gg ated signal. 6. A system according to claim
any one of thga péecegﬁgs i clainms, wherein the handle includes a

sensor, g he sefsor ﬂeépgt&e%éébf&iﬂgceaneﬁasﬂ b0okhg , PeBmpEIeingeans, for
detectlng an encoded signal. 7. systen1accord|ng {o any one of the

precedi ng cl aiyr@tafok 0sE} Sméélnszﬁor positivalpi iiﬁdtih | knee¥oeatdlonanged
and configured within the handl e and connect ed between t e handl e and t he

latch, the shebt tREbsHafE)dthg $BopOoneanst §enbeadliagt a depctdvateri ned
Iocation about the rotation axis of the handle; 25 a cam nenber

cooper ati vel y simsakdfot t hecepbtionhby| thenprocaesdoraneans; whamredin fuwenred
t heret hrough, the channel receiving said rod, wherein rotation of the rod
U processor means terminates the actuation signal upon
10 | receipt of the deactivate signal.:
5. A system according to any one of claims 1 to 4,
wherein the signal generated by the key means is a
frequency modulated signal.
6. A system according to claim any one of the preceding
15 claims, wherein the handle includes .a sensor, the sensor
being operatively connected to the processor means, for

detecting an encoded signal.

7. A system according to any one of the preceding -

— g -

claims and comprising:

20 | a biased shell member arranged and configured within
the handle and connected between the handle and the
latch, the shell member ténding to rotate the handle to a
predetermined location about the rotation axis of the
handle;

25 a cam member cooperatively engaged within the shell

]
member and having a channel formed therethrough, the

channel recéiVing said.rod, wherein rotation of the rod

rotates the cam member within the shell member, the cam



rotates the cam nenber within-the shell nenbeL*,Lhe—eanr’”'3§’ﬁ§ﬁber ®

further including a tapered channel - fornmed in the exte of and cam
engagenent neans, cooperatively located in thew}m‘\ ﬁ@“ﬂ% for -

preventing rotation of the shell 5 menber Iss rot at ed t Owgal
| ocked position, wherein the cam engagement means are forced by the tapered
channel into an engagi ng notch. 8. A@%ystenlaccordlng to any one of the

preceding clainms, wherein the encoded signal is transmtted either 10

opti cal | y BemBOY Surthe¥ ohueiuding. agtapepedychapngdcépamag &8 &B¢ one of

t he precedi clai ns, wherein the encoded signal is transmtted using

digital fr%ﬁg%ﬁ%9rnﬁﬁﬁ¥%?fona“ 0. A systenlaccordlng to any one of the

precedi ng 15 cl ai ns_and omprisin tat es,0R sitely

Gl Sposed f rom oFBEaARIRERBGRF CREPBE o, CORBSRRELERAYI SRERERE: 131 S8 5 of t he

rod, the m n e t nd and wherein

sald eIect?%ﬁ?fg?ogéangﬁgfaﬁggdbgﬁggg %ﬁé % étggnbggrg§5|%§81} I n

sai dg handl S S em.a O¢b0a2 recedlng

claﬂ%s mﬁg?%gﬁgt %é%e%é?vﬁééeﬂ%og88£€é8 5 |n§¥c§ gg?ﬁgg P¢et of encoded

S|gnals a Offle S€4m O gﬂtshggﬁgsaggdf 8eqi Byt processor neans
r\gh geﬂe &k éngaeeﬁl w i By! bRe

S arrange |da e both sets of signals prlor to generating an
activati Ontégasféh cﬁgnnélsiﬁﬁénhﬁcéﬁéﬂgﬂﬁgt floebBi M 11, wherein the

processor neans includes neans for conparing the first 40
8. A system according to any one of the preceding
claims, wherein the encoded signal is transmitted either \')
10 optically or by radio transmission.
9, A system according to any one of the preceding
claims, wherein the encoded signal is transmitted usiné
digital frequency modulation.
10. A system according to any one of the preceding
15 claims and comprising two rotatable handles oppositely
Aisposed from one another which rotate about said
longitudinal axis of the rod, the handles forming a void
in the interior of the handles, and wherein said |
electronic lock is arranged and configured to be received ~
20 in saidihqndle voids.
11. A system according to any one of the preceding
claims, wherein the received encoded signal includes a
first set of encoded signals and a second set of encoded
signals and wherein the processor means is arranged to
25 validate both sets of signals prior to generating an
activation signal.

12. A system according to claim 11, wherein the

processor means includes means for comparing the first



and second sets of encoded signals with sets of ‘t+eference—signats stored in

a menory location. 13. A system according to claim jn the
first and second sets of encoded signals each incliﬂaﬁﬂmgﬁy“ﬂimﬂ‘eterm’ ned
nunBer of subsets, the subsets of the first set of i bei ng
received by the processor neans in an alternating manner with the subsets
of the second set of encoded signals, whef8by the subsets of the first and

second sets of encoded signals are interleaved 10 , w th one another. 14.
A syst em accoRBfAng§ersng| grke19L fReOdel FRINRIS: ¥y setsmof Fafinrance .
m croprocessor ,means, .the recei ver reans beggac%ﬁnable by the
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arranged to t he reCerver mnmeans after receiving ea
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ot or . set of encoded signals being received by the processor

means in an alternating manner with the subsets of the
second set of encoded signals, whereby the subsets of the
K_/ - first and second sets of encoded signals are interleaved

10 with one another.

14. A system accordiné to claim 13, wherein the
processor.means includes microprocessor means, the
receiver means.being tunable by the microprocessor means
to receive a plurality of frequency modulated signals,

15 and wherein each of the subsets of the second set of
encoded signals includes information which correlates to
the frequency at which the subsequent subset will be
modulated, whereby the microprocessor means is arranged
to tune the receiver means after receiving each of the

20 subsets of the second set of encoded information.

15. A system according to any one of the preceding

claims, wherein the primary mover means is a DC motor.



