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SPECIFICATION 

IDENTITY AUTHENTICATION METHOD AND APPARATUS 

Technical Field 

The present application relates to the field of computer technologies, and in particular, to an 5 

identity authentication method and apparatus. 

Background Art 

In a conventional technology, identity of a user is generally authenticated by verifying a 

password (e.g., a 6-digit numeric string) input by the user, such that the user performs a service 

operation after the identity of the user is authenticated. However, in this case, the user usually 10 

needs to memorize the password, which may thus seriously affect the convenience of use by the 

user. In addition, the foregoing password is still a static password in essence, and a significant 

threat may be posed to the fund security of the user after the password is stolen. 

Summary of the Invention 

Embodiments of the present application provide an identity authentication method and 15 

apparatus, which can improve the security and convenience of a service operation performed by a 

user. 

In a first aspect, an identity authentication method is provided, the method including: 

receiving, by a terminal device, a service request, and collecting first biometric authentication 

information of a user according to the service request; 20 

comparing the first biometric authentication information with preset biometric authentication 

information, and reading a pre-stored digital signature certificate private key when the 

comparison shows that the first biometric authentication information and the preset biometric 

authentication information are consistent; 

digitally signing the service request according to the digital signature certificate private key, 25 

and generating a biometric information verification message; and 
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sending the biometric information verification message to a server, such that the server reads 

a pre-stored digital signature certificate public key corresponding to the digital signature 

certificate private key, and the server returns, after verifying and signing the biometric 

information verification message according to the digital signature certificate public key, 

authentication result information to the terminal device. 5 

In a second aspect, an identity authentication apparatus is provided, the apparatus including: a 

collection unit, a reading unit, a generation unit, and a sending unit, where 

the collection unit is configured to receive a service request and collect first biometric 

authentication information of a user according to the service request; 

the reading unit is configured to compare the first biometric authentication information 10 

collected by the collection unit with preset biometric authentication information, and read a pre-

stored digital signature certificate private key when the comparison shows that the first biometric 

authentication information and the preset biometric authentication information are consistent; 

the generation unit is configured to digitally sign the service request according to the digital 

signature certificate private key read by the reading unit, and generate a biometric information 15 

verification message; and 

the sending unit is configured to send the biometric information verification message 

generated by the generation unit to a server, such that the server reads a pre-stored digital 

signature certificate public key corresponding to the digital signature certificate private key, and 

the server returns, after verifying and signing the biometric information verification message 20 

according to the digital signature certificate public key, authentication result information to a 

terminal device. 

According to the identity authentication method and apparatus provided in the present 

application, a terminal device sends, when the comparison shows that collected biometric 

authentication information is consistent with preset biometric authentication information, a 25 

biometric information verification message signed by using a pre-stored digital signature 

certificate private key to a server, and the server verifies and signs the biometric information 
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verification message according to a pre-stored digital signature certificate public key, thereby 

achieving an objective of verifying identity of a user. Therefore, the security and convenience of 

a service operation performed by the user can be improved. 

Brief Description of the Drawings 

FIG. 1 is a flowchart of an identity authentication method according to an embodiment of the 5 

present application; 

FIG. 2 is a diagram of information exchange of an identity authentication method according 

to another embodiment of the present application; and 

FIG. 3 is a schematic diagram of an identity authentication apparatus according to still 

another embodiment of the present application. 10 

Detailed Description 

To make the objectives, technical solutions, and advantages of the embodiments of the 

present application much clearer, the technical solutions in the embodiments of the present 

application are clearly and completely described in the following with reference to the 

accompanying drawings in the embodiments of the present application. It is apparent that the 15 

embodiments described are some instead of all of the embodiments of the present application. All 

other embodiments obtained by those of ordinary skill in the art based on the embodiments in the 

present application without making creative efforts belong to the protection scope of the present 

application. 

For ease of understanding about the embodiments of the present application, further 20 

explanations are given below with specific embodiments in combination with the accompanying 

drawings, but the embodiments do not pose any limitation to the embodiments of the present 

application. 

The identity authentication method and apparatus provided in the embodiments of the present 

application are applied to scenarios where identity of a user performing a service operation is 25 

authenticated, for example, a scenario where identity of a user performing a payment operation 

by using a payment system can be authenticated. 
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It should be noted that, in the embodiments of the present application, authentication on 

identity of a user in a payment process is used as an example (for example, a service request is a 

payment request), and methods for authenticating identity of a user performing other service 

operations are similar. Details are not described in the present application. 

The payment system includes a payment client and a payment server. A first security 5 

component is packed in the payment client. The first security component is also referred to as a 

security client, or referred to as a "payment security check service" (i.e., alipaySec module), 

configured to store a digital signature algorithm, a security client private key, a security server 

public key, and a newly generated digital signature certificate private key. The security client 

may directly communicate with a collection module (e.g., a fingerprint sensor) of a terminal 10 

device by using an operating system or may directly communicate with a Trusted Execution 

Environment (TEE) provided by a terminal device provider, for invoking the collection module 

to check whether the terminal device supports identification of biometric authentication 

information, whether biometric authentication information is recorded, and whether biometric 

authentication information input by a user is verified, as well as secure access to information and 15 

algorithms. 

In addition, a second security component is also packed in the payment server. The second 

security component is also referred to as a security server, or referred to as a "biometric core" 

(i.e., bic system), configured to generate authentication challenge information, and configured to 

store the digital signature algorithm, the security client public key, the security server private key, 20 

a registration agreement for biometric authentication information is written in a poeder system 

(e.g., a registration agreement for fingerprints), and a newly generated digital signature certificate 

public key. The security server corresponds to the security client. 

It should be further noted that the terminal device provided in the present application 

includes, but is not limited to, a mobile phone, a mobile computer, a tablet computer, a Personal 25 

Digital Assistant, (PDA), a media player, a smart television, a smart watch, smart glasses, a smart 

wristband, and so on. The operating system on the terminal device may be an IOS system, an 
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Android system or another system. In addition, the terminal device of the present application is 

installed with a payment client, and is provided with a collection module. The collection module 

may be specifically a hardware device disposed in the operating system, and may be a fingerprint 

sensor, a camera, a microphone, or the like. 

FIG. 1 is a flowchart of an identity authentication method according to an embodiment of the 5 

present application. The method may be performed by a device with processing capability: a 

server or a system or an apparatus. As shown in FIG. 1, the method specifically includes: 

Step 110. A terminal device receives a service request, and collects first biometric 

authentication information of a user according to the service request. 

That is, a payment client of the terminal device receives the service request, and sends a first 10 

collection instruction to a collection module by using a security client, for the collection module 

to collect and return the first biometric authentication information of the user to the security 

client. 

Preferably, the service request may be a payment request. In an implementation, the payment 

request may be triggered by clicking a "Pay" button of the payment client by the user. 15 

The biometric authentication information here includes one or more of the following: 

fingerprint information, face image information, and voice information. In this specification, 

description is provided by using the biometric authentication information as fingerprint 

information. Preset biometric authentication information may be information collected in 

advance by the collection module of the terminal device and capable of uniquely identifying a 20 

user. For example, when the preset biometric authentication information is preset fingerprint 

information, the terminal device collects fingerprint information of the user in advance by using a 

fingerprint sensor, and stores the collected fingerprint information locally as the preset fingerprint 

information. It should be noted that the preset fingerprint information here may be obtained by 

correspondingly calculating collected actual fingerprint information according to a preset 25 

algorithm. For example, the fingerprint sensor may collect fingerprint information of ten fingers 
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in advance, then calculate an average of the fingerprint information of the ten fingers, and 

eventually obtain the preset fingerprint information. 

Optionally, before step 110, the method may further include a step of generating and storing a 

digital signature certificate private key and a digital signature certificate public key. Through the 

step, the biometric authentication information of the user can only be stored locally at the 5 

terminal device instead of being uploaded to a payment server, and identity of the user can be 

authenticated in a payment process. 

Specific steps are as follows: 

Step 1101. The terminal device receives a registration request, and collects second biometric 

authentication information of the user according to the registration request. 10 

In Step 1101, the receiving, by the terminal device, a registration request, and collecting 

second biometric authentication information of the user according to the registration request may 

specifically include: 

Step A: The terminal device sends the registration request to the server. 

That is, the payment client of the terminal device sends the registration request to the 15 

payment server, and the payment server reads, after receiving the registration request, 

authentication challenge information by invoking a security server. The authentication challenge 

information may be generated after the security server digitally signs, by using a preset security 

server private key, a random character string generated for the registration request. 

Step B: A response message returned by the server according to the registration request is 20 

received. 

Here, the payment client may receive the response message. Preferably, the response message 

may be authentication challenge information read by the payment server by using the security 

server. 

Step C: The response message is verified and signed, and the second biometric authentication 25 

information of the user is collected after the verification and signature succeed. 
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That is, the payment client verifies and signs the received authentication challenge 

information by invoking the security client. Specifically, the security client verifies and signs the 

authentication challenge information according to a preset security server public key, and sends a 

second collection instruction to the collection module after the verification and signature 

succeed, such that the collection module collects the second biometric authentication information 5 

of the user according to the second collection instruction. 

An example in which the biometric authentication information is fingerprint information is 

used. The payment client may first receive a registration request input by the user, and the 

payment client sends a first invocation message to the security client after receiving the 

registration request, where the first invocation message is used for instructing the security client 10 

to check whether a terminal device currently used by the user supports fingerprint payment and 

whether preset fingerprint information is stored in the fingerprint sensor. Here, the security client 

specifically checks, by invoking a service: hardwarePayExecute 

(type=QUICKPAY_REQUEST_TYPE_INIT) whether a terminal device currently used by the 

user supports fingerprint payment and whether preset fingerprint information is stored in the 15 

fingerprint sensor. If the terminal device supports fingerprint payment and preset fingerprint 

information is stored in the fingerprint sensor, the security client returns information indicating 

that fingerprint payment is supported to the payment client, for the payment client to display a 

slide button to the user. Upon reception of a slide instruction executed for the slide button (i.e., 

the user wants to register a function of fingerprint payment), the payment client displays a legal 20 

document to the user. 

When the payment client receives an acknowledgement instruction input by the user, the 

acknowledgement instruction may be triggered when the user selects "I Understand" after 

viewing the displayed legal document. The payment client sends a registration request to the 

payment server. That is, the payment client sends the registration request to the payment server 25 

by invoking a service: getBiometricRegRequestPRC (a device id, a mobile phone device model, 

and a uid of a logged-in user), for the payment server to send a second invocation message to the 
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security server. For example, the payment server sends a second invocation message by invoking 

a service mobileBiometricService.getRegRequest. After receiving the second invocation 

message, the security server generates a random character string according to information such as 

a current timestamp, digitally signs the random character string generated above by using a 

security server private key (that is, a preset security server private key) pre-stored at the security 5 

server, generates authentication challenge information, and then returns the generated 

authentication challenge information to the payment server. After reading the authentication 

challenge information, the payment server forwards the authentication challenge information to 

the payment client. The security client verifies and signs the authentication challenge 

information, to determine whether the currently received authentication challenge information is 10 

sent by the security server, and to determine whether the currently received authentication 

challenge information is modified. When the security client determines that the currently 

received authentication challenge information is sent by the security server and the sent 

authentication challenge information is not modified, it indicates that a data channel between the 

security client and the security server is secure. Thus, a second collection instruction can be sent 15 

to the fingerprint sensor (i.e., collection module), and the collection module collects second 

biometric authentication information of the user after receiving the second collection instruction. 

Step 1102. When the comparison shows that the second biometric authentication information 

is consistent with the preset biometric authentication information, a digital signature certificate 

private key and a digital signature certificate public key corresponding to the second biometric 20 

authentication information are generated, and the digital signature certificate private key is 

stored. 

That is, after collecting the second biometric authentication information of the user according 

to the collection instruction, the collection module returns the second biometric authentication 

information to the security client, such that the security client compares the second biometric 25 

authentication information with the preset biometric authentication information, generates, when 

the comparison shows that the second biometric authentication information and the preset 
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biometric authentication information are consistent, the digital signature certificate private key 

and the digital signature certificate public key corresponding to the second biometric 

authentication information, and stores the digital signature certificate private key. 

Before the security client performs the step of generating a digital signature certificate private 

key and a digital signature certificate public key corresponding to the second biometric 5 

authentication information, the method may further include: 

receiving, by the security client, a first message sent by the payment client, the first message 

carrying a unique identifier (ID) of the user and an ID of the terminal device. 

The step of generating a digital signature certificate private key and a digital signature 

certificate public key corresponding to the second biometric authentication information includes: 10 

generating, by the security client, the digital signature certificate private key and the digital 

signature certificate public key corresponding to the second biometric authentication information 

according to an ID of the user, an ID of the terminal device, and result information of the 

comparison showing consistency. 

Here, the ID of the user may be information generated by a payment system and used for 15 

uniquely identifying a user. In an implementation, the ID of the user may be read directly from a 

Session. The ID of the terminal device may be an International Mobile Equipment Identification 

Number (IMEI). In addition, the digital signature certificate public key and the digital signature 

certificate private key are generated when the comparison by the security client shows that the 

second biometric authentication information and the preset biometric authentication information 20 

are consistent. Therefore, the digital signature certificate private key and the digital signature 

certificate public key are also referred to as the digital signature certificate private key and the 

digital signature certificate public key corresponding to the second biometric authentication 

information. It should be further noted that the result information of the comparison showing 

consistency is result information of the comparison showing that the second biometric 25 

authentication information and the preset biometric authentication information are consistent. 
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After generating the digital signature certificate public key and the digital signature certificate 

private key, the security client stores the digital signature certificate private key. In an 

implementation, when an operating system of the terminal device is an Andriod system, the 

digital signature certificate private key may be stored in a TEE of the security client. 

Certainly, in an actual application, when fingerprint payment, image recognition payment, 5 

and voice payment are registered for the first time, the terminal device may directly generate, 

after collecting the second biometric authentication information, the digital signature certificate 

public key and the digital signature certificate private key corresponding to the biometric 

authentication information, but does not need to compare the second biometric authentication 

information with the preset biometric authentication information and performing the generation 10 

step only when the comparison shows that the second biometric authentication information and 

the preset biometric authentication information are consistent. 

Step 1103. After the registration request is digitally signed according to a first preset private 

key, a registration request message is generated, where the registration request message carries 

the digital signature certificate public key. 15 

Here, the first preset private key may be a preset security client private key, that is, the 

security client generates the registration request message after digitally signing the registration 

request by using the preset security client private key. 

It should be noted that, the registration request may include authentication challenge 

information at the same time, that is, the authentication challenge information and the digital 20 

signature certificate public key are digitally signed at the same time, and then the registration 

request message is generated. 

Step 1104. The registration request message is sent to the server, such that the server stores, 

after verifying and signing the registration request message according to a first preset public key, 

the digital signature certificate public key, where the first preset private key corresponds to the 25 

first preset public key. 
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Here, the first preset public key may be a preset security client public key, that is, the security 

client sends the registration request message to the payment client, the payment client forwards 

the registration request message to the security server through the payment server, and the 

security server verifies and signs the registration request message according to the preset security 

client public key, and stores the digital signature certificate public key after the verification and 5 

signature succeed. 

Optionally, in step 1104, the step of sending the registration request message to the server 

includes: 

verifying, by the terminal device, whether the user is a valid user; and 

checking an original payment password when the user is a valid user, and sending the 10 

registration request message to the server when the check succeeds. 

In an example, the payment client may first acquire a mobile phone number bound to the 

current user, send a short message to a mobile phone of the mobile phone number, upon reception 

of a message indicating acknowledgment, receive an original payment password input by the 

user, and forward the registration request message to the security server by using the payment 15 

server when check of the original payment password succeeds. Thus, it can be verified whether 

the current user is a user of the payment client, so that the security of a payment operation can be 

improved. 

Here, the payment client may specifically send the registration request message to the 

payment server by invoking a service registerBiometricPRC (a device id, a mobile phone device 20 

model, a fingerprint registration message, and a uid of a logged-in user). After the payment server 

forwards the registration request message to the security server, the security server verifies and 

signs the registration request message according to the preset security client public key, and 

parses and stores the digital signature certificate public key in the registration request message 

after the verification and signature succeed, where the preset security client private key 25 

corresponds to the preset security client public key. In addition, after the verification and 

signature of the registration request message succeed, a message indicating that the verification 
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and signature succeed may also be returned to the payment server. Then, the payment server 

returns the message indicating that the verification and signature succeed to the payment client, 

such that the payment client can display to the user that identity can be authenticated in a 

payment process by inputting fingerprint information, face image information, voice information 

or the like, and the amount of payment corresponds to a security level of a different terminal 5 

device. 

After the step of generating and storing the digital signature certificate private key and the 

digital signature certificate public key is performed, the user can authenticate, when making 

order payment by using a payment system, the identity by inputting fingerprint information, face 

image information, and voice information, and perform a payment operation after the identity 10 

authentication succeeds. 

Step 120. The first biometric authentication information is compared with preset biometric 

authentication information, and a pre-stored digital signature certificate private key is read when 

the comparison shows that the first biometric authentication information and the preset biometric 

authentication information are consistent. 15 

That is, the security client compares the first biometric authentication information with preset 

biometric authentication information, and reads a pre-stored digital signature certificate private 

key when the comparison shows that the first biometric authentication information and the preset 

biometric authentication information are consistent. 

Step 130. The service request is digitally signed according to the digital signature certificate 20 

private key, and a biometric information verification message is generated. 

Under a payment scenario, the service request may be a payment request, that is, the security 

client digitally signs the payment request according to a read digital signature certificate private 

key, and generates a biometric information verification message; then the security client sends 

the generated biometric information verification message to the payment client. 25 

Step 140. The biometric information verification message is sent to a server, such that the 

server reads a pre-stored digital signature certificate public key corresponding to the digital 
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signature certificate private key, and the server returns, after verifying and signing the biometric 

information verification message according to the digital signature certificate public key, 

authentication result information to the terminal device. 

The payment client sends the biometric information verification message to the payment 

server, such that the payment server reads, from the security server, the pre-stored digital 5 

signature certificate public key corresponding to the digital signature certificate private key, and 

returns, after verifying and signing the biometric information verification message according to 

the digital signature certificate public key, the authentication result information to the payment 

client. 

Certainly, in an actual application, if the payment client encrypts the sent service request, the 10 

payment server further needs to decrypt the encrypted service request according to a preset 

algorithm after verifying and signing the biometric information verification message according to 

the digital signature certificate public key, and returns result information indicating whether the 

authentication succeeds to the payment client only after the decryption succeeds. 

Here, it should be noted that the digital signature and verification of the digital signature 15 

involved in the present application belong to the prior art, and only objects that are digitally 

signed and verified are different. Those skilled in the art can achieve implementation with 

reference to the prior art. Therefore, this process is not repeated in the present application. 

According to the identity authentication method and apparatus provided in the present 

application, a terminal device sends, when the comparison shows that collected biometric 20 

authentication information is consistent with preset biometric authentication information, a 

biometric information verification message signed by using a pre-stored digital signature 

certificate private key to a server, and the server verifies and signs the biometric information 

verification message according to a pre-stored digital signature certificate public key, thereby 

achieving an objective of verifying identity of a user. Therefore, the security and convenience of 25 

a service operation performed by the user can be improved. 



 

14 

The following embodiment is described by using an example in which fingerprint payment is 

registered and identity of a user is authenticated by verifying fingerprint information after 

fingerprint payment is registered. 

FIG. 2 is a diagram of information exchange of an identity authentication method according 

to another embodiment of the present application. As shown in FIG. 2, the method may 5 

specifically include: 

Step 210. A payment client sends a first invocation message to a security client according to a 

received registration request. 

The first invocation message is used for instructing the security client to check whether a 

terminal device currently used by a user supports fingerprint payment and whether preset 10 

fingerprint information is stored in the fingerprint sensor. 

The security client specifically checks, by invoking a service: hardwarePayExecute 

(type=QUICKPAY_REQUEST_TYPE_INIT) whether a terminal device currently used by the 

user supports fingerprint payment and whether preset fingerprint information is stored in the 

fingerprint sensor. 15 

Step 220. The security client returns information of support to the payment client. 

Step 230. The payment client sends the registration request to a payment server. 

The payment client sends the registration request to the payment server by invoking a service: 

getBiometricRegRequestPRC (a device id, a mobile phone device model, and a uid of a logged-

in user). 20 

Step 240. The payment server sends a second invocation message to a security server 

according to the received registration request. 

The payment server sends the second invocation message to the security server by invoking a 

service mobileBiometricService.getRegRequest. 

Step 250. The security server generates a random character string, and generates 25 

authentication challenge information after digitally signing the generated random character string 

by using a preset security server private key. 
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Step 260. The security server returns the generated authentication challenge information to 

the payment server. 

Step 270. The payment server forwards the authentication challenge information to the 

payment client. 

Step 280. The payment client sends the authentication challenge information to the security 5 

client. 

The payment client may specifically send the authentication challenge information to the secu

rity client by invoking a service hardwarePayExecute (type=QUICKPAY_REQUEST_TYPE_RE

GISTER, data= authentication challenge information). 

Step 290. The security client verifies and signs the authentication challenge information 10 

according to a preset security server public key, and sends a second collection instruction to a 

fingerprint sensor of a terminal device after the verification and signature succeed. 

Step 2100. The fingerprint sensor of the terminal device sends first fingerprint information of 

the user collected in real time to the security client. 

Step 2110. The security client generates, when the comparison shows that the first fingerprint 15 

information collected in real time and preset fingerprint information are consistent, a digital 

signature certificate private key and a digital signature certificate public key corresponding to the 

first fingerprint information of the user, and stores the digital signature certificate private key. 

Optionally, the security client receives a first message sent by the payment client, where the 

first message carries a unique identifier ID of the user and an ID of the terminal device; and 20 

the step of generating a digital signature certificate private key and a digital signature 

certificate public key corresponding to the first fingerprint information includes: 

generating, by the security client, the digital signature certificate private key and the digital 

signature certificate public key corresponding to the first fingerprint information of the user 

according to an ID of the user, an ID of the terminal device, and result information of the 25 

comparison showing consistency. 
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It should be noted that the result information of the comparison showing consistency is result 

information of the comparison showing that the first fingerprint information collected in real time 

and the preset fingerprint information are consistent. 

Step 2120. The security client generates a registration request message after digitally signing 

the authentication challenge information by using a preset security client private key, where the 5 

registration request message carries a digital signature certificate public key. 

Step 2130. The security client sends the registration request message to the payment client. 

Step 2140. The payment client sends a verification request to the terminal device. 

Step 2150. The terminal device sends a response message indicating acknowledgment to the 

payment client. 10 

Step 2160. The payment client receives an original payment password input by the user, and 

forwards the registration request message to the security server by using the payment server 

when the original payment password is correct. 

Step 2170. The security server stores, after the verification and signature of the registration 

request message according to a preset security client public key succeed, a digital signature 15 

certificate public key stored in the registration request message. 

Step 2180. The security server returns a message indicating that verification and signature 

succeed to the payment server. 

Step 2190. The payment server forwards the message indicating that verification and 

signature succeed to the payment client. 20 

Step 2200. The payment client sends a first collection instruction to the fingerprint sensor of 

the terminal device through the security client according to a received payment request. 

The first collection instruction is used for instructing the fingerprint sensor to collect and 

return second fingerprint information of the user to the security client. 

Step 2210. The security client receives the second fingerprint information collected by the 25 

fingerprint sensor in real time, and compares the second fingerprint information with preset 

fingerprint information. 
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Step 2220. A pre-stored digital signature certificate private key is read when the comparison 

shows that the second fingerprint information and the preset fingerprint information are 

consistent, and a biometric information verification message is generated after a payment request 

message is digitally signed by using the digital signature certificate private key. 

Step 2230. The security client sends the biometric information verification message to the 5 

payment server by using the payment client. 

Step 2240. The payment server reads a pre-stored digital signature certificate public key from 

the security server, and verifies and signs the biometric information verification message 

according to the digital signature certificate public key. 

Step 2250. The payment client receives a message indicating whether the authentication 10 

succeeds returned by the payment server, and performs a payment operation after receiving a 

message indicating that the authentication succeeds. 

In summary, according to the identity authentication method provided in the present 

application, when fingerprint information of a user is collected, a digital signature certificate 

private key stored in a security client is unlocked, and verification is performed during identity 15 

authentication by using the digital signature certificate private key instead of the fingerprint 

information, so that an objective of replacing an original payment password is achieved and the 

security and convenience of a payment operation by the user can be improved. 

It should be further noted that, step 210 to step 2190 in the embodiment of the present 

application may also be referred to as a fingerprint payment registration procedure. The 20 

fingerprint payment registration procedure may be applied to any biometric identification and 

identity authentication process, for example, identity authentication at various security levels 

using iris, face, and a wristband. 

Corresponding to the identity authentication method, an embodiment of the present 

application further provides an identity authentication apparatus. As shown in FIG. 3, the 25 

apparatus includes: a collection unit 301, a reading unit 302, a generation unit 303, and a sending 

unit 304. 
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The collection unit 301 is configured to receive a service request and collect first biometric 

authentication information of a user according to the service request. 

The biometric authentication information includes one or more of the following: fingerprint 

information, face image information, and voice information. 

The reading unit 302 is configured to compare the first biometric authentication information 5 

collected by the collection unit 301 with preset biometric authentication information, and read a 

pre-stored digital signature certificate private key when the comparison shows that the first 

biometric authentication information and the preset biometric authentication information are 

consistent. 

The generation unit 303 is configured to digitally sign the service request according to the 10 

digital signature certificate private key read by the reading unit 302, and generate a biometric 

information verification message. 

The sending unit 304 is configured to send the biometric information verification message 

generated by the generation unit 303 to a server, such that the server reads a pre-stored digital 

signature certificate public key corresponding to the digital signature certificate private key, and 15 

the server returns, after verifying and signing the biometric information verification message 

according to the digital signature certificate public key, authentication result information to a 

terminal device. 

Optionally, the collection unit 301 is further configured to receive a registration request and 

collect second biometric authentication information of the user according to the registration 20 

request. 

The collection unit 301 is specifically configured to send the registration request to the 

server; receive a response message returned by the server according to the registration request; 

and verify and sign the response message, and collect the second biometric authentication 

information of the user after the verification and signature succeed. 25 

The generation unit 303 is further configured to generate, when the comparison shows that 

the second biometric authentication information collected by the collection unit 301 is consistent 
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with the preset biometric authentication information, a digital signature certificate private key 

and a digital signature certificate public key corresponding to the second biometric authentication 

information, and store the digital signature certificate private key. 

The generation unit 303 is specifically configured to generate the digital signature certificate 

private key and the digital signature certificate public key corresponding to the second biometric 5 

authentication information according to an ID of the user, an ID of the terminal device, and result 

information of the comparison showing consistency. 

The generation unit 303 is further configured to generate, after the registration request is 

digitally signed according to a first preset private key, a registration request message, where the 

registration request message carries the digital signature certificate public key. 10 

The sending unit 304 is further configured to send the registration request message generated 

by the generation unit 303 to the server, such that the server stores, after verifying and signing the 

registration request message according to a first preset public key, the digital signature certificate 

public key, where the first preset private key corresponds to the first preset public key. 

The sending unit 304 is specifically configured to verify whether the user is a valid user; and 15 

check an original payment password when the user is a valid user, and send the registration 

request message to the server when the check succeeds. 

Optionally, the identity authentication apparatus may be applied to identity authentication 

during payment, and the service request is a payment request. 

Functions of the functional modules in the apparatus of the embodiment of the present 20 

application can be implemented through various steps of the method embodiments. Therefore, 

the specific working process of the apparatus provided in the present application is not repeated 

herein. 

According to the identity authentication apparatus provided in the present application, a 

collection unit 301 receives a service request, and collects first biometric authentication 25 

information of a user according to the service request; a reading unit 302 compares the first 

biometric authentication information with preset biometric authentication information, and reads 
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a pre-stored digital signature certificate private key when the comparison shows that the first 

biometric authentication information and the preset biometric authentication information are 

consistent; a generation unit 303 digitally signs the service request according to the digital 

signature certificate private key, and generates a biometric information verification message; and 

a sending unit 304 sends the biometric information verification message to a server, such that the 5 

server reads a pre-stored digital signature certificate public key corresponding to the digital 

signature certificate private key, and the server returns, after verifying and signing the biometric 

information verification message according to the digital signature certificate public key, 

authentication result information to a terminal device. Thus, the security and convenience of a 

payment operation by the user can be improved. 10 

Professionals should be further aware that, in combination with the examples described in the 

embodiments disclosed herein, objects and algorithm steps may be implemented by electronic 

hardware, computer software or a combination thereof. In order to clearly explain 

interchangeability between hardware and software, exemplary compositions and steps have been 

generally described above according to functions. Whether the functions are performed in a 15 

hardware or software manner depends on particular applications and design constraint conditions 

of the technical solutions. Those skilled in the art may implement the described functions by 

using different methods for each specific application; however, this implementation should not be 

considered as exceeding the scope of the present application. 

Method or algorithm steps described in combination with the embodiments disclosed herein 20 

may be implemented by hardware, a processor-executed software module, or a combination 

thereof. The software module may be disposed in a random-access memory (RAM), a memory, a 

read-only memory (ROM), an erasable programmable ROM (EPROM), an electrically erasable 

programmable ROM (EEPROM), a register, a hard disk, a removable hard disk, a CD-ROM, or 

any other forms of storage media well known in the art. 25 

The specific implementations described above further describe the objectives, technical 

solutions, and beneficial effects of the present application in detail. It should be appreciated that 
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the above descriptions are merely specific implementations of the present application, but are not 

used to limit the protection scope of the present application. Any modification, equivalent 

replacement, improvement and the like made within the spirit and principle of the present 

application should all be included in the protection scope of the present application. 
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CLAIMS  

1. An identity authentication method for authenticating of identity of a user for performing a 

payment operation, via a terminal device where a payment client that is packed with a security 

client is installed, comprising: 

 generating and storing a digital signature certificate private key and a digital signature 5 

certificate public key, wherein generating and storing the digital signature certificate private key 

and the digital signature certificate public key comprises 

  receiving, by the terminal device, a registration request and collecting second 

biometric authentication information of the user according to the registration request, 

  when a comparison shows that the second biometric authentication information is 10 

consistent with preset biometric authentication information collected in advance by a collection 

module of the terminal device and capable of uniquely identifying the user, generating, by the 

security client, the digital signature certificate private key and the digital signature certificate 

public key corresponding to the second biometric authentication information, wherein the preset 

biometric authentication information is collected in advance by a collection module of the terminal 15 

device and is capable of uniquely identifying the user, 

  storing, by the security client, the digital signature certificate private key, 

  generating, after the registration request is digitally signed according to a first preset 

private key, a registration request message, wherein the registration request message carries the 

digital signature certificate public key, and 20 

  sending the registration request message to a payment server such that a security 

server receives the registration request message through the payment server, wherein, after 

verifying and signing of the registration request message according to a first preset public key 

succeed, the security server stores the digital signature certificate public key, wherein the first 

preset private key corresponds to the first preset public key; 25 

 receiving (S110), by the payment client at the terminal device, a payment request by the 

user to perform the payment operation; 

 collecting (S110), by the collection module of the terminal device, first biometric 

authentication information of the user of the payment request to uniquely identify the user; 

 comparing (S120), by the security client, the first biometric authentication information with 30 

the preset biometric authentication information, wherein the security client is configured to store 
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a digital signature algorithm, a security client private key, a security server public key, and the 

generated and stored digital signature certificate private key generated based on a registration 

request from the payment client; 

 reading (S120), by the security client, the digital signature certificate private key when the 

comparison shows that the first biometric authentication information and the preset biometric 5 

authentication information are consistent; 

 digitally signing (S130), by the security client, the payment request according to the stored 

digital signature certificate private key  to generate a biometric information verification message;  

 sending (S140), by the payment client at the terminal device, the biometric information 

verification message to the payment server, wherein the payment server reads the stored digital 10 

signature certificate public key corresponding to the digital signature certificate private key from 

the security server corresponding to the security client, wherein the security server is packed in the 

payment server, and wherein the security server is configured to store the digital signature 

algorithm, a security client public key, a security server private key, a registration agreement for 

biometric authentication, and the generated and stored digital signature certificate public key; and  15 

 returning (S140), by the payment server, after verifying and signing the biometric 

information verification message according to the generated and stored digital signature certificate 

public key, authentication result information to the terminal device to perform the payment 

operation at the payment client.  

 20 

2. The method of claim 1, wherein the preset biometric authentication information is 

stored locally at the terminal device.  

 

3.  The method of claim 1, wherein the biometric authentication information 

comprises one or more of the following: fingerprint information, face image information, and 25 

voice information. 

 

4.  The method of claim 1, wherein generating the digital signature certificate private 

key and the digital signature certificate public key corresponding to the second biometric 

authentication information comprises generating the digital signature certificate private key and 30 

the digital signature certificate public key corresponding to the second biometric authentication 
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information according to an ID of the user, an ID of the terminal device, and result information 

of the comparison showing consistency. 

 

5.  The method of claim 1, wherein receiving, by the terminal device, the registration 

request, and collecting second biometric authentication information of the user according to the 5 

registration request comprises: 

 sending, by the security client at the terminal device, the registration request to the 

security server; 

 receiving a response message, at the payment server, returned by the security server 

according to the registration request; and 10 

 verifying and signing the response message at the payment client by invoking the security 

client, and collecting the second biometric authentication information of the user after the 

verification and signature succeeds. 

 

6.  The method of claim 1, wherein sending the registration request message to the 15 

payment server comprises: 

 verifying, by the terminal device, whether the user is a valid user; and 

 checking an original payment password when the user is the valid user, and sending the 

registration request message to the payment server when the check succeeds. 

 20 

7. The method of claim 6, wherein verifying whether the user is the valid user 

comprises: 

 obtaining a mobile phone number bound to the user;  

 sending a short message to a mobile phone associated with the mobile phone number; and 

 receiving a message indicating acknowledgement of receiving of the short message. 25 

 

8.  The method of any of claims 1 and 5 to 7, wherein the method is applied to 

identity authentication during payment. 

 

9. The method of any preceding claim, further comprising: 30 

 encrypting the payment request;  
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 decrypting the encrypted payment request according to a preset algorithm after verifying 

and signing the biometric information verification message according to the digital signature 

certificate public key; and 

returning result information indicating whether the authentication succeeds only after the 

decryption succeeds. 5 

 

10.  An identity authentication apparatus, the apparatus comprising a 

processor-executable software modules stored in a memory of the apparatus, which when executed 

cause to perform the method of any one of claims 1 to 9.  
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