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CLAIMS 

What is claimed is:  

1. A method, comprising: 

receiving, by a host computing device that provides a blockchain application 

programming interface (API), a customer registration request from a loyalty wallet 5 

executed on a customer client device for access to a loyalty point network, wherein the 

registration request comprises a public key generated by the loyalty wallet of the 

customer client device and a signature signed by the loyalty wallet, the public key is 

associated with a first customer account, wherein the loyalty point network restricts 

access to a blockchain network for a plurality of authorized loyalty wallets on a plurality 10 

of customer client devices and a plurality of loyalty partner websites; 

validating, by the host computing device, the signature of the customer 

registration request for access to the loyalty point network in response to receiving 

the registration request from the loyalty wallet, the validation comprises performing 

a cryptographic operation on at least a portion of the customer registration request 15 

using the public key; 

generating, by the host computing device, a customer registration proposal for 

the loyalty wallet executed on the customer client device in response to the validation 

of the customer registration request from the loyalty wallet, the customer registration 

proposal being generated for the first customer account of a customer to have access to 20 

the loyalty point network; 

writing, by the host computing device, the customer registration proposal to 

the blockchain network, wherein the blockchain network comprises a plurality of 

consensus participant devices that maintain a distributed database, and the customer 
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client device is authorized to access the loyalty point network in response to the 

registration proposal being written to the blockchain network; 

receiving, by the host computing device, a request to transfer an amount 

of loyalty points from the first customer account to a second customer account; 

validating, by the host computing device, the request by performing the 5 

cryptographic operation on the request using the public key associated with the first 

customer account;  

writing, by the host computing device, a proposal to the blockchain network 

for the request, wherein the proposal comprises a first blockchain address for the 

first customer account in which the first blockchain address corresponds to the public 10 

key, a second blockchain address for the second customer account, and the amount 

of loyalty points, wherein the proposal to the blockchain network comprises an 

instruction to update an account balance of the first customer account in the loyalty 

point network; 

receiving, by the host computing device, a point adjustment request as a 15 

payment request from a loyalty partner website of the plurality of loyalty partner 

websites, the point adjustment request being received for a transaction between the 

loyalty partner website and the customer client device of the customer, the point 

adjustment request comprising the first customer account for the customer client device; 

and 20 

executing, by the host computing device, a smart contract of the blockchain 

network to adjust the account balance of the first customer account based at least 

in part on the point adjustment request for the payment request from the loyalty 
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partner website for the transaction between the loyalty partner website and the 

customer client device of the customer. 

  

2. The method of claim 1, wherein the loyalty wallet running on the customer 

client device transmits the request using an API call. 5 

 

3. The method of claim 1, wherein the plurality of consensus participant 

devices achieve consensus on the proposal using at least one of proof of work, proof 

of stake, practical byzantine fault tolerance, or delegated proof of stake. 

 10 

4. The method of claim 1, wherein the loyalty wallet encrypts and stores a 

private key corresponding to the public key. 

 

5. The method of claim 1, wherein the registration request comprises a first 

registration request, the public key comprises a first public key, and further 15 

comprising: 

receiving, by the host computing device, a partner registration request 

for a loyalty partner site; 

validating, by the host computing device, the partner registration request by 

performing the cryptographic operation on at least a portion of the partner 20 

registration request using a partner public key associated with the loyalty partner 

site; and 
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propagating, by the host computing device, a partner registration proposal 

to the plurality of consensus participant devices for writing to the blockchain 

network. 

 

6. The method of claim 5, further comprising: 5 

receiving, by the host computing device, a payment request from the 

loyalty wallet associated with the second customer account, wherein the 

payment request comprises a merchant account and a payment amount; 

validating, by the host computing device, the payment request by 

performing the cryptographic operation on at least a portion of the payment 10 

request using a second public key associated with the second customer 

account; and 

writing, by the host computing device, a payment proposal to the 

blockchain network, wherein the payment proposal includes the merchant 

account, the payment amount, and the second customer account. 15 

 

7. The method of claim 1, further comprising: 

receiving, by the host computing device, an exchange request from the 

loyalty wallet associated with the second customer account, wherein the 

exchange request comprises a currency exchange account, a fiat currency type, 20 

an exchange rate, and a loyalty point amount; 

validating, by the host computing device, the exchange request by 

performing the cryptographic operation on at least a portion of the exchange 
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request using a second public key associated with the second customer account; 

and 

propagating, by the host computing device, an exchange proposal to the 

plurality of consensus participant devices for writing to the blockchain network, 

wherein the exchange proposal includes the currency exchange account, the fiat 5 

currency type, the exchange rate, and the loyalty point amount. 

 

8. A loyalty point network, comprising: 

a processor; 

a tangible, non-transitory memory configured to communicate with the 10 

processor, the tangible, non-transitory memory having instructions stored 

thereon that, in response to execution by the processor, cause a host computing 

device to perform operations comprising: 

receiving, by the host computing device that provides a blockchain 

application programming interface (API), a partner registration request for 15 

a loyalty partner site for access to the loyalty point network, wherein the 

partner registration request comprises a partner public key associated with the 

loyalty partner site, wherein the loyalty point network restricts access to a 

blockchain network for a plurality of authorized customer devices; 

validating, by the host computing device, a signature of the partner 20 

registration request for access to the loyalty point network in response to 

receiving the partner registration request, the validation comprises performing 

a cryptographic operation on at least a portion of the partner registration 

request using the partner public key associated with the loyalty partner site; 
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generating, by the host computing device, a partner registration 

proposal for the loyalty partners site, the partner registration proposal being 

generated for the loyalty partner site to access the loyalty point network for 

a respective transaction; 

writing, by the host computing device, the partner registration 5 

proposal to the blockchain network, wherein the blockchain network 

comprises a plurality of consensus participant devices that maintain a 

distributed database and the loyalty partner site is authorized to access the 

loyalty point network in response to the partner registration proposal being 

written to the blockchain network; 10 

receiving, by the host computing device, a point adjustment request as a 

payment request from the loyalty partner site, the point adjustment request 

comprising a first customer account for a customer client device, the point 

adjustment request being received for a transaction between the loyalty partner 

website and the customer client device of the customer; and 15 

executing, by the host computing device, a smart contract of the 

blockchain network to adjust the account balance of the first customer account 

based at least in part on the point adjustment request for the payment request 

from the loyalty partner site for the transaction between the loyalty partner 

website and the customer client device. 20 

 

9. The loyalty point network of claim 8, wherein a loyalty wallet running on the 

customer client device transmits the partner registration request using an API call.  

 



 

40 
 

10. The loyalty point network of claim 8, wherein the plurality of consensus 

participant devices achieve consensus on the proposal using at least one of proof of 

work, proof of stake, practical byzantine fault tolerance, or delegated proof of stake. 

 

11. The loyalty point network of claim 8, further comprising: 5 

receiving, by the host computing device and from a loyalty wallet, a customer 

registration request for the first customer account comprising the public key;  

validating, by the blockchain API host, the customer registration request by 

performing the cryptographic operation on at least a portion of the customer 

registration request using the public key; and 10 

propagating, by the host computing device, a customer registration proposal 

to the consensus participant devices for writing to the blockchain network. 

 

12. The loyalty point network of claim 8, wherein a loyalty wallet encrypts and 

stores a private key corresponding to the public key. 15 

 

13. The loyalty point network of claim 8, further comprising: 

receiving, by the host computing device, a payment request from a loyalty 

wallet associated with a second customer account, wherein the payment request 

comprises a merchant account and a payment amount; 20 

  validating, by the host computing device, the payment request by performing 

the cryptographic operation on at least a portion of the payment request using a 

second public key associated with the second customer account; and 
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propagating, by the host computing device, a payment proposal to the 

plurality of consensus participant devices for writing to the blockchain network, 

wherein the payment proposal includes the merchant account, the payment amount, 

and the second customer account. 

 5 

14. The loyalty point network of claim 8, further comprising: 

receiving, by the host computing device, an exchange request from a loyalty 

wallet associated with the second customer account, wherein the exchange request 

comprises a currency exchange account, a fiat currency type, an exchange rate, and 

a loyalty point amount; 10 

validating, by the host computing device, the exchange request by performing 

the cryptographic operation on at least a portion of the exchange request using a 

second public key associated with the second customer account; and 

propagating, by the host computing device, an exchange proposal to the 

plurality of consensus participant devices for writing to the blockchain network, 15 

wherein the exchange proposal includes the currency exchange account, the fiat 

currency type, the exchange rate, and the loyalty point amount. 

 

15. An article of manufacture including a non-transitory, tangible computer 

readable storage medium having instructions stored thereon that, in response to 20 

execution by a host computing device, cause the host computing device to perform 

operations comprising: 

receiving, by the host computing device that provides a blockchain application 

programming interface (API), a customer registration request from a loyalty wallet 

executed on a customer client device for access to a loyalty point network, wherein the 25 
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registration request comprises a public key generated by the loyalty wallet of the 

customer client device and a signature signed by the loyalty wallet, the public key is 

associated with a first customer account, wherein the loyalty point network restricts 

access to a blockchain network for a plurality of authorized devices and a plurality of 

loyalty partner websites; 5 

validating, by the host computing device, the signature of the customer 

registration request for access to the loyalty point network in response to receiving the 

registration request from the loyalty wallet, the validation comprises performing a 

cryptographic operation on at least a portion of the customer registration request 

using the public key; 10 

generating, by the host computing device, a customer registration proposal for 

the loyalty wallet executed on the customer client device, the customer registration 

proposal being generated for the first customer account of a customer to have access to 

the loyalty point network; 

generating, by the host computing device, the customer registration proposal 15 

for writing to the blockchain network, wherein the blockchain network comprises a 

plurality of consensus participant devices that maintain a distributed database, and 

the customer client device is authorized to access the loyalty point network in response 

to the registration proposal being written to the blockchain network; 

receiving, by the host computing device, a request to transfer an amount of 20 

loyalty points from the first customer account to a second customer account; 

validating, by the host computing device, the request by performing the 

cryptographic operation on the request using the public key associated with the first 

customer account;  
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writing, by the host computing device, a proposal to the blockchain network 

for the request, wherein the proposal comprises a first blockchain address for the 

first customer account in which the first blockchain address corresponds to the public 

key, a second blockchain address for the second customer account, and the amount 

of loyalty points, wherein the proposal to the blockchain network comprises an 5 

instruction to update an account balance of the first customer account in the loyalty 

point network; 

receiving, by the host computing device, a point adjustment request as a 

payment request from a loyalty partner website of the plurality of loyalty partner 

websites, the point adjustment request being received for a transaction between the 10 

loyalty partner website and the customer client device of the customer, the point 

adjustment request comprising the first customer account for the customer client 

device; and 

executing, by the host computing device, a smart contract of the blockchain 

network to adjust the account balance of the first customer account based at least 15 

in part on the point adjustment request for the payment request from the loyalty 

partner website for the transaction between the loyalty partner website and the 

customer client device of the customer. 

 

16. The article of claim 15, wherein the loyalty wallet running on a computing 20 

device transmits the request using an API call. 
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17. The article of claim 15, wherein the plurality of consensus participant devices 

achieve consensus on the proposal using at least one of proof of work, proof of 

stake, practical byzantine fault tolerance, or delegated proof of stake. 

 

18. The article of claim 15, wherein the operations further comprise: 5 

receiving, by the host computing device, a payment request from the loyalty 

wallet associated with the second customer account, wherein the payment request 

comprises a merchant account and a payment amount; 

validating, by the host computing device, the payment request by performing 

the cryptographic operation on at least a portion of the payment request using a 10 

second public key associated with the second customer account; and 

propagating, by the host computing device, a payment proposal to the 

plurality of consensus participant devices for writing to the blockchain network, 

wherein the payment proposal includes the merchant account, the payment amount, 

and the second customer account. 15 

 

19. The article of claim 15, further comprising: 

receiving, by the host computing device, a partner registration request for a 

loyalty partner site; 

validating, by the host computing device, the partner registration request by 20 

performing the cryptographic operation on at least a portion of the partner 

registration request using a partner public key associated with the loyalty partner 

site; and 
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propagating, by the host computing device, a partner registration proposal 

to the plurality of consensus participant devices for writing to the blockchain 

network. 

 

20. The article of claim 15, wherein the loyalty wallet is configured to 5 

encrypt and store a private key corresponding to the public key. 


