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otection of Inportant or critical data in nenory )
devi ces, and a. preferred enbodi nent rel ates to protection of such datﬁ/oc_,;

in_postage nmeters. Wen |rrportant i nf I S ; uter. )
systemit is.commonplace to provide s@?tﬁmx@mg or all of

the.information, for exanple by nmeking a backup copy of the information. In
sgnme systens, however, the information as stored in th S GERET HA NSt
be. capabl e of bel ng reli ed REPLACED

. ' ' /[ TooTest -2

oy

L

L CAL MEMORY INFORMATION '

) The inventicn relatas generally to the protection of
: " " Pve'&r"t"f important or critical data in memory davicas, m&lnntu '
¢ borlinest. Pamnﬂ %o protaction of such data in-postage ll'lj-!i'l..
- _ . When important informatien ia stored in a =nlpu1_='u"'

. systeam it-is conmonplace u provide security against loss ‘of same
ar all of .'d\o‘ infermation, for axanple by making a hagkup',"ccpy"af
the informition. In some systems, hnvgvcr, tha iﬁ:o::agicn as '
stored in the system is vhat must ba capabls of hding relied
upon, and the Sheoretical fsasinility ef ralying on kackups is of
little or no value. An sxazpla of such a lysm.i_l thc.
electronic pestage metsr, in shich the amount of postage
aviilabln fat”printing_xs stored in a nonvolatile memory. ,rpe‘ "

. usgi should not be able to affect tha stored postage -data :in' any
,way other than reducing it ‘(b? printing péntaqo) or 1m_=r-aasi.n_g:-.:
(by authorized vesetting tctivitigc) - Soms gingle stored. . -
location must, necessarily be relied upon by nll'i::i;-gins (the-.
customer, the postal service, and the provider of the i‘tﬂ!)lli'

- ’ ; ;.ho sole d.uriiunc of the value of the amount of -po.ataq_a_':
. available feor printing. In electronic postadi metars thnéis;ngln'

' stored location is the secure physical housing of ‘the meter

This Sheet Has Been Replaced

S e




3 (PRINTED PAGE ') ]
upbﬁmgﬂﬁjalns z ﬁ%ﬁ?ﬁtﬁcﬁﬁﬁgﬁmcplgmﬁ§ of rel ying on backups N8 | fride or
no val &h exanpl € of such a systemis the el ectronic—postage neter; in
whixch t he,amount of postage available for printingis STHIS SHEER HAS BEEN
nonvol atil e nmenory.. The user should not be able to afflect t REPLACGEDed
postage data in any way other than reduci ng it (by printing postage) or
I ncreasing it (by authorized resetting activities). Sone single stored

| ocation nust necessarily, g éel L,e‘?uupon %/ alhl arties (the custoner, the
postal service, and the pf er T f{B® #B745F)NYLING one or more items af daea’”in

one or Jors nonvolatile -amorioc sazrve ©o dc:arnine thc amount of

postaga available for printing.

Experiance vith modern-day systems employing: processors

shows that it is advantaqncus te gunrd against the possih;llty of - ..

a procassor runn;ng anok. Generally a procaessor is. lxptcgc& to
execute .its storad prograsm and it is assumad the stored ptqqraa'
eaqtain; ho programming errors. Under rare eirauhlganécp,
hewaver, 4 procassor may conmance exacuting loucthiﬁq';:her'than.
tha stored program, such as dakta. . Undsr ether rare piréugitance:
the processor, even though it zay be exscuting the stored
program, nohathaless behaves incorrectly due to thn incorzact
contants of a procasxsdY registar or a aamory locaedon. The
former wmay oscur if, for exazpla, tha instruction poxntnr ar
pregran counter of the processor changes a bit due to, =3y,
absorption of a cosmic ray. The latter may ocour it‘tho contents
of the preccasor ragister or mawory locatian are chanqed by that
or o:h-: machanisas. . i
. In prlggatic teorms it is not pessible to prove the

. correotnass of a storad program; testing and ddbu&btn& d!ilhi
Program serve at best to raise to a relatively hiqh'invek (;gt
not te cartainty) tha desiqner's contidence in the corzectness cf
the code, Nanatheless an unforaseen -combinaticn of lnzarnal :
status, oY an unforesaen ‘set of inputs, has baen knavn to causa a
program that was thought ‘to ba fully dahugga§ ta proutod

erzonesusly.

For all thece reasons in systems whare crucial data are

stored in what i3 necessarily a single lecatien undar :contrdl of
a processor running a stored program, it is highly desirable to

provide wvays te detect a pracassor ruﬁninq amck and to raduce tc
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thgmsoleeb thet 886 IfaklAN o SWBM]&F&&”&S t he amount of postage avail able for
printing. In electronic postage-meters that single stored locatlon is the

secure physical housing of the neter - -2- itself. Wthin the secure
housing one or nore itens of data in one or nore nonv Q| @i SEEFEHBSiIBEENSEr ve
t'o deternine the amount of REPLACED :

t mininun the llkiliheod'ct the processor’s harming tha crucial
data. In tha particular fase of a postage maver, it is desirable
that tha axount of postage av;ilahlc for p;in:ing.'ilna'cnxied
the des¢ending registdr, be recoverable By an authorized .

, technician even if. tha systea {3 complecely 1nopu}i£ii fr@n':bn,
eu;tamez'l paint of vilw,'lvnn attar any of a wide ranéc'pt )
possihle procagsor laltuncelons

Numafous zmsAsires hava been attempted-to pretnae
erucinl data in such uystnnn 48 postags meterz. In a :ystan *
having an addveis decoeder providinq selection outputs to'tﬁu. .
vl;iaus nesery devices'in the system, it is knuun:to.nongeui all

! tha selection Qutputs oi the addrass deccder, and'ta:pnrigt.tin

processor’s write striobe to reach certain of the memory davices
enly if (a) the sddress decuder has salected one of thc:cn?takn '
nanory davices, and (b) the addrass deceder has nox selectad any
memery device other than the certain memery davices. ’

. " In ancther systan habing.nn :darass;dccodez'providinq'
selection outputs to the varicus memory davices in tha systam, ii
is known to meniter th:.iglaction outputs hs;eciatpé kltp.ceziain
of the memory davices, and to'take a pradetermined acticﬁ-it'inf
of tha salaction cutputs iz selected for lonqe:,thanla
prngaeazain;d interval of tiza. Tha p:aée:irnined-actfon-is tg
interrupt ‘the write strcbs and selection cutputs to the cartain
of the memory devicas. o

Although thesa approaches isolate the uagtuih nemary
. devices ttyplcaliz the davicas containing the erucial.polthc-
_data;‘upon occurrenca of some categories of nal!unetion, they do
,lxttlo o¥ nothing te cure the malfunction when it is caused by a-
. precasser zxunhing amok. That is, it is important to dlctinquisn '
thu-péublens jusé mantionad from the problem of physfical
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enpl oyisng pr-ocessors shows that it is advantageous
pogsibility of a processor running amok. Cenerally

6) 1

er n- day S)}}gtsg% RS

to guard against the

a ted -
to execute its stored programand it is assumed the sfgﬁghsif V%%PE%E tlai ns
no programing errors. Under rare circunstances, ho REALATER s or ay

comence executing sonethlng ot her than the stored
Urider ot her raré circunstances the processor, even

program such as data.
t hough. it nmay be

executing the stored -malfunction of a procusor or other system component. Simple’

physical malfunction can bc quite

[
"y

. standards ars folloved and if the

conditions, so0 that ths fraquency

raze if conservative design
systam is used in ratad,iphinn:

of ocourrence of- suéh physieal

salfunctions can be low. But many of tha above-mantioned failura’

‘modas are not of a lasting physical nature and, if app;oprsithii

clenreq. necd not giva risa to peraannnt logs of fuaetionaiiiy.

It is alse vell-known te provide “watchdogh: rir:uitl in

; , o g ' conpu:eri;ed systams. In such a systex the cadn,o;aguted by,thq

_p;ocnlsor inqludcl pericdic issuance of a. watchdog siqﬁi&_which

serves £o clear a wvatchdog circuis: If an qunsaiéc'ﬁ&nq pahsi; ]

without .receipt of ého watchdog signal, tﬁ.'waeéhdoq‘c}:éugu'

takes protective action such as shutting down the syitenm or,

raﬂntt;ng the procassor. The latter action nas the advin:agh

that it may restora normal processor functton if, tor .xanplo.

the malfunction vas dup to a spuricus ehaaql in the valuc of tha

instruction pointer or progrt- counter. 8ut the watchdaq ciréu&:

only ttiqqezn aftar the passage of a pted.te:utncd interval, and

procassor malfunction epuld concaivably altar crucial. data durinq

the predetermined interval and prior toa wa::hdoq-inducnd r-:et,

It would bc sest desirable if crucial data could enjoy! noro

i o Y . L cenp:nhensivn safequards aqainst procaszor nal!unegien. utth the

safaguards implemented in such a way as to parni;‘rgsgatatian of

proper procassor function if possibla. : S v

In accordance vith the- invention :ha:n iz provided a °

et Png{‘gaf.{&ly .~ computer system, }:.yphﬂ-}rﬁ postaga meter systam, ccup:ia!nq a
prcclssor “(ePU) having 4 write atrobe output ind add:nsl outputs ‘

and axecuting a storad pregram, a

manory having a :clnctlon inpu:
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progran’ﬁebnlﬁné&%el1@$%ﬂﬁgehawmwﬁ%(§prv§§tIy due to the incorrect contents of .a-
processor register or a nenory |ocation. The former may occur if, for
exanpl e, the instruction pointer or program counter qfthe prnrpecnr
changes a bit due to, say, absorption of a cosn1c r ay. THIRSHEET tHAS BEBN ¢ccur
if"the contents of the processor register or nenDry |locat i BEPL&YCGEDchangé¢d by
that or other mechanisms. In pragmatic terns it is not possible to prove.
the correctness of a stored J)ro"q‘r am testilmr;& an‘g debg&qlnn_g.of th

x:e strobe an 3 coding nqans tor

providing a Jalaction -;qnal to the salsction input -of the, nonury .o
in response to. assuelatcd addrn:s outputs froa ‘the prqé.sscz. che ) .
computer systam including a window means colprisinq latch hean- '
responsiv; ts a setting u:qnal and a clearing :iqnal !:un th. . ; ’
procassor far coupling the vri:c strobe aueput of the ptoeassar .
_uath the write strobe Lnput of the mamdry when the 1atch -anns s

- sat by the suhtinq gignal, and for daceupling tha writa’ s:rabe f-'

_ output of tha procassor froa the writa strobe input of thn lnnu:y
when the latch mesns is cleared by the elunrinq\siqnal. and °

'=cunc¢: means responaive to the satting signal and tne cicartan
-sxbnal from tha precegsor for ;tartinq a countax .upon :lunlpE ot . ;n
the sa:elnq signal, for clearing the countar upen r-c.ipe of . thd .
clearing signal, and fer interrupting’ the prousssur in thn qvane_ !
of the counter reaching a predetarmined threshold, -

rigs. 1[ 2, and ) are functicnal blocﬁidiaq?anu‘or - -
prioy art wemory addressing systens; BN KRR

Pig. 4 is a functiopal block diagram of a n-uory.
addressing syictem according to the, invention,’ 1ne1udinq t windov-

tx::uit: and )
. rig. s {s a functional block diaq;au ug'ene window
eircuit of Fig. 4. ‘ )
Like elemants in the figquzes have, vhtre pdt‘ibll. h-cn

sheun thh kac zefaronc. designations.

’ o eet Has Been Replaced
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prégranﬁébﬂ&ég&ﬁ bESIAY o rBBWAUqHOGRéWSeI atively high Ievel (bulp B4t L E

certainty) the designer's confidence in the correctness of the code.
Norret hel ess an unfobreseen conbi nati on of internal

fuIIy debugged to proceed erroneously. For all thes
where ‘crucial . data are stored in what is necessarily a single locatTor

under control of a processor running a stored program it is highly

(ieS| rabl e to: In the typical priocr art memory address:ng systen:of

states. ar _an unforeseen

set of inputs, has been known to cause a progran1thjﬁTﬁhksﬂmﬁnﬁﬁﬂBEENte
r eas BRBLACEyst erfs

Fig. 1, a processor 10 is capable of writing daea 11 aouotj
devices 11, 12, and 13 by heans of a system bul 49, ot wm.:::
address bus 14 and write strobe line 15 are shown.- sonl of the
address lines of addzess bus 14 ars provided to a cnnvcntianal
sddress dccader 16, :hclc so-cialled "high-ordnr" address lines
sre shown as :he hiqh- ordsr pertion 17 of the address Bds. rh-
so-called “low-order® portion 18 of the address bus 14 is -

' proyidld te ngnory devices 11, 12, and ‘13, and to egh-r Hovibu;
in the nemory space of processor 10. PFor clarity the qﬁta‘l;nns
and othar centxoel lines of ths systam bug 19 ‘are enittcd trou
Fig. 1, as are the other dcvicos on the system bus. such a:

- kayboard, display, read-only memory and printcr.

In Pig. 1 thé write strobe signal Zrom the pzpqulsoz 10..
-is_provided by 4 line 15 to the writs strobe inputs 21, 2, 23 ‘of -

the maemory devices 11, 12, and 13 tespactivaly. Mamory. devicc
,snlactian signals are provided Ly select linas 20 running :ron
'thc addrcsl decader 16 to "chip enable® inputs of the nnnoty

davicas. Por cxanpxc. sklect lines 31, 32, and 13 provids

raspec:ive zelect signals to cerrasponding chip enable inputs. {1,

. 43} and 43 of the memory devices 11, 12, and 13, zespectivaly,
A line 34 from addvess decoder 16 is indicative
qenexally that the address decodar snllcts other ialo:y esvtens
than thosa shown -xpl&eitly in rig. 1. ‘such lencry-dovicc-
typically include’ ROX (read-~only- megory), and lana:y-napped
gnput/ou;pug devices such as a Xaeyboard, a display, a prin:cr.
and discrete input/output latchas.

;t_vill ba noted that in the system of riq, 1 thg-drj:ﬁ.

. strobé ‘signal is previded -to all'qcnory‘élvices, in:iudinq,lx;'

eet Has Been Replaced *
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provi de . hedy $6. 11896 el 81 Al pﬁ%é@gruﬁmm ng amok and to reduceNo o0 -3- a -
m ni num the |ikel{hood of the processors harmng the crucial data. |h the
parfiicul ar case of a postage neter, it is desirable tha] THesEERUAAS REEN
post age available for printing, also called the descend| ng r eREPSAEED -be
recover abl'e. by an authorized : '

&i. and 1), whanever asserted on line 15 by the processor 10. 'IE.

the processor 10 were nishohavan sariously (as dxltinquxshod

from the case of a procassor or othar systaa conponcnt .ailxﬂg in

a4 physical, permanent way) the precosscr 16 could pravxd-

sddresses opn tha address bum 14 that vare meanlnq!ul to tnc )

S ' address decedar 16, enabling ane or another, of memgry d-vienl 11..

12, and 11 froa time to :ine. If the write strpbas ::Qnal of” lxnc :

15 vars' assertad during one of the pericds of .nahlenen:. thg
cantants of some o all of the memory devicas 1:. 12. and 3
eould bo loast. In the case of 3 postage ue:cr. thn dcsclndinq
ragi-tor contents could be lost, a mattar of great: eancitn zcr

both the postal patron ‘and the postal sarvice.

Tig. 2 shows a known prior art syltuu for cnhnncinq the

prutec:ian of selected namory devices, such as davic.t 12 and. 13, .

hare callcd “cxuexal' memoery devioos. Use of such a syltpn Aight

be prompted by the pressnce, in Rapory davices 12 ind 1:. of .

lf - ' . " impexrtant postal data such as descending rlqis:ur d:ta.. In -uch e

a3 case memory davices 12 and 13 Day be nonvolatile nagnzion
Whila mamory device 11 continuaes to yecaiva the w:itu ltrsha
signal of line 15, just as in rig. L, it will be nntad that tha
crucial memory davices 12 and 13 raceive a gated l;gpg{-f? at.

regpective write strobe inputs 32 and 23.

With further refsrence to Fig. 2, the s.lo::ien.eutputs .

._io of address decoday 16 are connectad to raspective qunry.
_davices.as in Fig. 3. The system of Fig. 2 41£:¢£§; ﬁdwév.r,jin
‘that the selaction outputs 20 are also provided to ;urgiiln;inpui
AND gate 61, The sslection lines 32 and 31 for éht.crugiil i
memory devicas 13 and 1J, respectively, are ORed au,a’giééigﬁ'nnd

provided diracély to the AND gate 6l. The :énaxniné'sh;ictian .

linel from the addrass decador 16 are sach invarsed by nvartor:‘

Repleced -
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t echni ci Aeb, &§dA36 7 1G: E&L%ystB&WBMﬁHCWSet ely inoperable fromthe customner's
poi-nt of view,. even after any of a wi de range of possi bl e processor

mel-f unctions. ' Numer ous nmeasures have been attenpted t| al_data
in sSuch-systeps as postage neters. In a system havi ng| SHISSHERISEAS BEBN efr
prOV|d|ng sel ection outputs to the various nmenory dev| ces iREPLAEGERyst e i t

i's known to nDnltor

the selection outputs of the address decoder, and

to per mt the: processor s vi7i and &3 apshexm e fith demndiiProvfed e ‘herMPyﬂ‘“ 61.

deV|ces

The addzess dgcoder 16 of riq 2 differs from many typical
address dacedars 16 such as shown in Fig. 1 in that every
pogsibla address of tha high~order addrpu; bus 17 in'dhcbdid a;:

one or anothar of tha sslection eutputs . If necn.saty,‘

" “none=of-the-above" zalaction autput is provided tu rlspnnd to

addressas having ne intanded physxcal eaun:crpa:t in tne ayscen :

"dgsiqn.- The zasult is that the number ot aclnctton ouﬁpu;s 0

active at any given moment {s exactly one, no more and no tever. i

It will be appraciated that the output €3 of AHn‘bitt
8t is high if (h) one o: ‘the crucial memery davices As, selected
and (d) none of the othar uenezy devices is salected: siqnal .63

-.ls one of two inputs to AND qa:u 62; the other is the wxite

otzoh- signal of line 1i5. Tha crucial zmamory @cvic.-f than, -
recelve write strebe signals cnly vhan one er ancther of tha.
erucial nino:y'd.vicel'zs eurrgnély being salaectgd by. the a@dzckn‘
dacedar 16. - s
In the cireumstances of a syatam su:titinq no

mechanical datect, the system of Fig. 2 offexs no pzotué?tgﬁ of
crucial data beyond that of Fig. 1, Assunlnq,.!nr nxinﬁil; ih:t,
thi address dacodsr 16 and the addrass bus -14 and 17 are _

algotrically intact, then the gatess &2 and 62 have no efflct.

The gatas §1 and 62 only sqzve Eo bleek write strobe anuel at 22
and 23 which would in any evant ba ignorsd by memory dlvic-c 12
and 13 bacause of the- xlck of as:artcﬂ salection licnals en lincs
32 and 1). Stated ditferen:ly. a procasser 10 alsbﬁhav;ﬁg
seriously in a system of Fig. 2 that is elaectrically ‘sound yill .
be capable of destroying data in tha crucial nemory devices _'
simply by presanting their addressas on the address p*s-xil iﬁha;

the p:oeesi@: 10 presents a valid address on the address bus 14,

This Sheet Has Been Replaced
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onI[y“ﬁc?n{.‘znagfétmwddrﬁém ddRHMPéHGHw%Wg%I ected one of the certalll naorétéz"rmryl
devi ces, and (b) the address decoder has not selected any menory deV|ce
ot Her than the certain nenory devices. In another systen;ha¥+ﬁg le
decoder providing selection outputs to-the various marmrlyTPH\%\?f" %é;ﬁ he
sylstem it is known to nonitor the selection outputs asdoci at B
certain of the menory devices, and to take a predetermined action if any of

the selection outputs is sel ect ed for longer than a predetermn ned interval
of time. The.predeternined the: CPYFESPading salection line, for example line J2. will be

assaerted ‘and will ba rcc-ivcd at the chip-enable, anuc 42-0f

\"4

' nemory device 12, leawisc. the a strobe sighal ‘on line 40 will
_ Be made ayailable to the write strobe’ input 22 af ﬁllury'd;wien
"12. Thf.possible result is loss or damage to the epﬁtdﬁts ;g.
memory devica 12. R
rig. J shows another prier~artc syscem snte;dng to
pratec£ data in urucial wahory davices, say mamery devices 12 and
11, In the systanm of Fig. ), the procassor 10 addrass hus 14-
and 17, and address decoder 16 are as in Fig. 1.- Mssory davice
11, which is net a crucial memory device, =¢co$v;s tha wgit-
strobe signal of line 1S.directly, as in Fig. 1, and. recdeivas’ its.
. cogresponding selaction signal 31 dizectly, alsc as ia !ig; ;,;
Crucial memery devices 12 and 13, hewevar, do not _
receive selsction ligng}l or the write strabc-siqna;-diregﬁif.
Ingtaad, AND gatas 51, 52, and 51 are providad, hlueklng'th.f_
selaction signa}s 32 and- 33 ard the write stroba signal of. 1ine
15 under circumstances which will presently be deséribed.
‘In the system of Fig. 3, the seloction cutputs for- tha
cruclial memory devicas (hare, selection siqnals 32 and :1) are’
previded to a an gate 34. Most of tha time the prae-sze: 10 1:
not attempting acocass to the crucial memory dnvians 13 and 13,
and so select signals 32 and 33 remain unassarted (here asaﬁmad
ts be a law logic levn1;: as & reagult the nutput 35 of qatl 5%
1; Wigh. This clsars =auneor 86. ; B
At such time as the processor 10 attempts to read frem
or writa to aeither of the orucial meacry devices 12 or'L:, a '
corr-spondlng one of the selection linas 32 or 33 is assarted.
output 55 ot qata 54 goes low, and counter 56 is able :9 baqzn

=nuntan.
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b SROMBAVEFMTES on out puts to the certain of the -

menory devi ces. Al though these approaches isolate the certain nenory
dewi cés (typically the devices containing the crucial postage data) upon

océurrence.of sone categories of malfunction, they do |ittle or nothing-tp
cure the mal function when it is caused by a processor rmmmgnam)msmu
Is, it is inportant to distinguish the problens just ne1t|ond§§LAGEDthe

problen1of physi cal

. Fallure nmodes lt! poasible in which an addrsss lime 32
or 1) may continue to be a-lcrtcd for some lengthy pexiod of
tine. Tor cxanpxc, a mechanical defect in tha address phs 14 and
17, ia the address dacaduz 1€, ar in the wiring of linds: 31, Jz. .
33, and 34, may give rzsa to cantinucd selection of a crucial
nesoky device 12 or 11. X consequence of such a machanical B
defact could be a write xns:ruction from the procassor 10 tha: is

intended :or. ssy, memory davice 11, but which, dud te the .

- machanical malfunciicn, would cause a changes in tha conegnts of

memsry davices 12 or 13 ‘as well, .

Although as just described the :ys:.u of Fig. 3 oflnrt‘
protaction against cartain aechanical tailuros{ it ptoyadqs qn;y
linited péotletiop against the péoapcc: of a procassox - o
ntshehavinyisetinusly- As will nov ba dnseribad, th- lyaenn ‘of
Fig: 3 will fail te detact ‘many of the possible uayq Y p:ecns;or !
may -isbah;ve. ‘and will be sugcessful ae, pretaetinq dgainst anly"
a pazticular subset of tha possihlc wvays of -stchavior. ,

Those skilled {n the.art vill appreciate that wemary'.
read and mamory write instructions carried out on the.systea bus

.repreaann only a portion of all the bus activities. '#rinr to the

procassor’s esscution of’ an instruction tornan part ot ehs

‘Stotld progran, the processor nust necessarily have fetched thn

'instruction from a memory davice on tha sgystem bus. ,rroq,tht “

peint of view aof an oksarver of the bus, thae fatch activiti:is ‘v o
electrically ve:y similar to a nanpry read activity, and sach '
includas a step of tha pro:ns:or xo providing an addr-.l ‘on’ thl

systam bus. The add:ess decoder 16 handlas nenar? Tead addr-ssan
:he.nané way it handles fatch addresses. In a system !unculqninq
pvepegly it is expscted that tha fatch addressas will.:eprnsen:

r;:rievql of data (i.e. instructions for execution) only from

- 10 - "t
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mal'function can be quite rare if conservative design standards are follomed
and if the systemis used in rated anbi ent conditions, so that the
ft.equency of occurrence of. such physical malfunctions can be | ow. But _nany
of'.the above:nentioned failuré modes are not of "a | asti[ignRISHEEGHASBERN ¢ :

and,- i f appropriately . . REPLACED

Y
»

lecations that contain data. nanaly lroa :na uonory dovtcas
containing the stored pregran. In a system !unctinnihq preptrxy l-
it in-also expectad that ruecninq vould never take place troa .
logations coneain;nq datas such as the d-scindinq :aqis:nr . In
'lystans such as those dileunncd herein, where ncnary devicgs 12 -5?'
and 13 are assunad te contain crucial data, it. in txpsdtid ‘that :
no Eatchinq would take plact from the memory devices 12 and za.
Indeed it would .not ‘ba out a! the ordinary for perlods uf tln. t;' )
. pass in’ Hhxch fotchds. and nmemory accesses (clth-r rniding or, K
_ writinq) oesurred on the sgystem bus more or less in’ axtcrnaulan. 'E‘
_ Under the normal steps of a typlcal stored proqtla (in -:
a syctea havinq ne naehlnical dafacts) it is .xpectad :hae
Processcr 30, shortly after initiatinq bus aceess tu an :dd:k:s o
qivinq rise to the nssnrtieu of, sclnetion lines 32 or :J; ulll
:prncecd to bus neuoss czsewhar. in the gddress space ‘of the .
processor. Such Bus access clscwhtro chld rasav ghcreguntgr'ss. A
’and avert the decoupling of qntes S3, ‘53, and 53. ) .
As one exampls, the convnntional !nethnq oz ]
instructions for axecutien :ay cause tha address dh:odar o ntop
Illlrtinq selaction lines 33 ind 33 and to as:ett instaud tho '
selection line far some Eemory davice containing sterud p:oqrun.
This would be the usual process in a system laeking nny
‘ncchan;cal dofact. Thus, fetching (at least in a: ly:enl that 16 -n°
£¥ga of mhuniul det.cr.) would generally kaep em coum:u' ss ¢ .__
relnt nora’ or lags continuously, except in thc spncial caae of ;
. processor malfunction whers the instrugtion paintar or prngran
counter happened to point to a ecrucial nepory. .
‘It vlll.be.ypprnciatsd! then, that i{n tﬂ; éven:fés
parsistent assertion of one of the selaction }XnBS'QI}Brlls-duc

£0 a gause ether than a wmechanical dntict, this wvould be n*pe:te:- :

- 1l -
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wel I'-known to-provide ' matchdog circuits in conputerlzed systenms. ‘I'n such -
a system.t-he code executed by the processor includes pg nce of a’
wat chdog si gnal which serves to clear a‘'watchdog circuift THISf SHEETEXXSSBEEN
time passes without receipt of the watchdog signal, thg_ watcREBACHD cuit
takes protective action such as shutting down the systemor resetting the

processor. The |atter actlgﬂ)?gaﬁ. 940 ﬁdyﬁngggg"topah phmé’r% re ;t‘%'r‘&qnorna!.

processor fUﬂCtIOﬂ i.f, for

.nstruetiun: tor cuneuezon trom :h- solectad manmory. Thu-'ig the

,prccnssor misbehaves =meriously, and if it happens vo ‘be dotng so'
. . whila ics lnltruc:xen pointer or program countaer is, caus;nb
-;:.- - : ' instructiona (a::ually, data) to be fetched. from Ehn erncxax data
ol one of the memories 12 and 13, the countsr $6 unuld bloeck
‘access ta the crugial memory davice after the- passage of a- praqet:'
'eia- interval. _
' In the more general cace, however, of a'prnais}oé :'

-zsbohavinq seriocusly wltp its instruc:ion poinecr c: prnqram

cuntar causing instructions to be fatched from a mamoTy dlvicc =
.oehar than ths crucial data, the countar 56 ueuld bc-potiodlcally
clearad, bringing an end to any blaeking of lﬂclll (by gates 51,
52, and 53) to-.ths é¥u5131 namory davica. Ia summary;’ thcnqn th-
) system 'of Fig. ) protagts against scme nnchanicax thilurls. it '
f-, _— . does not ennp:nnensively Protaect againat tha peten:inl preblan-at
a p:ocelsor aishnhav;ng seriously, '

Tugning nov ta Fig. 4, a block diagram shous’ a tysten -
ot an snbodimant of the 1nvcntion. P:oces:ar 10 p:owid-s addreaa.
signals to the address bus 14 and to the address dneodar 16, 1ua='“
as ;n the lyltan of rig. 1. Th- manory devices 13, 12. 13 a1 ’
raceive :aspectlve selaction signals from the addruga d-ceaar 16
ju;t as 14 the systam of riq. 1. Memory device 11 raceives the
write strobe signal of llna 15 as in the syst-n of Fig. 1. ::
Crucial xapary davices 12 and 13, howvaver, rneaivu inputs lt
their write strobe inputs 32 and 23 not from. lina 15 but t:ou a
window circuit 70. Windew circuit 70 rc:nlven reguests zrcp';he '
BYocassor 10 by 1/0 port transactions or, prnfarahly, by ﬁunar&-
lappcd I/o transacticons. In the latSer atranqenent a selactxon

. signal JS fzom ‘address da:odor 16 1: provided to tnl window

- 12 =
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the mal FidtildH wél Sile t@RwBéquR&Fss change in the val ue of Nt° kU

I nstruction pointer*or programcounter. But the watchdog circuit onty
tri.ggers after the passage of a-predetermned interval, and processor
mal functi on coul d concé€ivably alter crucial data duri rg,,.cﬁlgeg ctc. F-Aed
inferval and prior to a wat chdog-i nduced reset. It wo 'ﬁg ENapl e -
I f crucial data could enjoy nore corrprehen3| ve saf eguards—agai-hs nrn(‘e‘sor_

malfunct|on wi'th the saf enented in such a way as to pernit
restorat i on of proper pro%gssors’f"arr%‘? %ﬂ’%’?bﬁoégl%f"e""“ & lov-ordar address

bits from low-aorder address bus 8.

In Fig. 3, depicting the window eireuie..nn ;ucpu:'lé
of lateh 80 i3 normally low. The norsally-low ikato:c!*l&pn 'Y
turhs aff an AND gate.B1 =0 that a'vrits séknbe gigoa; 7;'loi the
I‘-luc:y 12 is unassartéd. With the line 86 low, the wiite.strobe
signal of line 15 does not have any effact on ;ha'oucppt 72. of °
thu'wiﬁécv eircuit 70. Por similar reafan:'.n ou?pu: 73 gs 91:6'
' unassartad. ' ‘.
When line 86 and a corrospondinq line 96 ara beth low,:.
wvhich is typieally moat of the tine, 2 pair of :uunttfs g3, 32
are continuously claarsd. Outputs 87 and 97 of the ceung.rs aa;
93 are thus both low, so that an OR gate 85 has a, lcwlodtﬁui 7;£
The processor 10 receives the unassarted signal 71 at- lts r-set
input 75, so is permitted to continue normal exacution -ef the
stored program.
'Undcr control af the storad program the préc;uanz”io'
gains writs access to crucial memory devices 12 or 13 as féilows. .
Referring now to Fig. 5, to write to memory davice 12 ;pc-‘ . P
procestor writes a command to tha lateh ao'rupr-scntac}v-.bt a. :
request for aceess. Tha output 86 of latch 80 goes Hrah.'ﬁugningi
on the gate 81 and permitting write strobe signals of the 1£ﬁé'15-
to ba communicated ta the output 72 of the vindow cirouit, ’
thancc to the vrite strobe input of asmory.device 12. ﬁhﬂ hgqh 3:
level of line 86 causes-an invertar 82 ta go luw,.r-uoyinq ;h;.
claar input to the counter 81. Counter §3 commences cqunixﬁqp
: and 1f it Teaches a presat threshold its outpue ;7,gnei'h1éh,u
turning en OR gate 85. This ras&tn the precessoi 16, Thn presec
thrashold of eounter 83 is changeable by comsands te a: latch 83

freu tho procasser. In‘the normal course of execution of a

e 13 =
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In accdebdhcldIt b AL | BREMBADGH GRATES ¢ i s provided a conputer system
pfeferably a .post age neter system conprising a processor (CPU) ‘having a
MWIte strobe output and address out puts and executing a stored program a
mendry having a sel ection input -5- and a wite sft rAReskEUias AREN gn
addr ess-decodi ng neans for REPLACED

storvad proqran, typically the procassor 10 would write a second

Cammand to latch 80 shortly after making its accesses to memory .

. device 12, causing the output 96 of latch 40 to return to its .
ngtaal, low stata. 'ﬂ.\is vould raset the caunt'cr 83 un,.d' av.irt -any '
é;lcttinq of the procassor 10. ' ;

$iailarly, ik the procassor, 10 writes a compand jctllad.

. a setting signal) to a_l;:ch 30 t6 tuzn on }he lins 9%, ur;eq.
access to the mamory devica 13 will be pcssiﬁlo, énd kha.&lbck 93,

will bagin counting. In the normal course of avents’ eypicaily '
the procassor 10 would tairzy promptly write a second: caauand

o (called a clearing signal) to latch 90, cutting off.the uz;ta,

. 'strobe signal to device 13 and clearing the counter 3. The

-gsunter 93 is proqrannabin by commands to a latch 94. Ax a

censequance, each of the countezs is iﬂéividu;lly pragrammable.

This (s dexired because the mamorisa 12, 1) are p:qtuzahly of

giffarent stcraq- technologlaeg, for which diffarent u:itinq and

access timex may apply. Thus a lnno:y of a eechnaluqy with a

respactive counter tor 3 longaer intarval, while lnunry at‘a'
technology with a :ast.qccass time may be mors closely. érdtacteé'
by programming its respectiva countar for a shorter intapval.

. 1n ona gmbodiment it ha= been found pratarable to
provide additional logic in the circuit 70 ef Fig. S, so that the
gate 01 is initially enabled by a flip~flop {not. shown in ?&qi §).
upén power-on, and continues to be anablad regardless of tha
state of latch 80. ' Tha sdditional logic is arranged so that a °
subseguant signal from tha procecsor sets the tlip-flop $0 -that
it ne ‘longer snables gats 81. ‘From that point enwards the gate

81 is enablad waly by the latch 80.
- 14 -
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W& gﬁ%tWBt“&Ht%‘fﬁéa ection input of the nenor

response to associ at ed address out puts fromthe processor, the corrputer

system i ncl udi ng a wi ndow nmeans conprising latch neans_responsive to a_ -
and a clearing signal fromthe processoTHISSHEEBHAY BEEN He
wi'te.strobe output of the processor with-the wite dtrobeREMAGEDf .t he

setting signal

menory when .the latch neans is set by the setting signal, and for
decoupling the wite strobe ouélgut of the processor from the vvrlte strobe

i nput  of the menory when the F

and

£h BRafafrund SERASEIRIE FORAXE (RS oeeard \‘ﬁ@ signal ;

dit!czing technologies: in one snbodiment the first
memory is an EEPROM (mlagtzically ecasible pr°q:aunnb1-
raad only read only' memary) and the second nonnty is .8

‘. Matterye~backgd-up CMOS RAM (complemantary a.tal-okidc

semiconductor random access memory). In tha nupoaxp.pq

the first predetarmined threshold - is about 341

milliseconds, and the sacond prudntnraincd thr--huld is
about &82 uiilisaconds, all salectad zor an tiqht-bit"
pracassor :unninq at l Wiz, i

Rn:urning nov to Fig. 4, the resat siqnll 71 lay ba
seen uhich. if assathd, caugex a ragset to the preclssor 10 ‘at
ite yeset input’ 75. Canerally this could be aay qptdva:-
interyrupt te tha pracnusar 10, but pratarably ic is tﬁa rlact
input, which lny he thought of as tha. uiqhns: przorxcy narduurc
intezrrupt. Tha reset input Cayses progranm .x-eu:;au tron za-
inatruction at memory lacatien zaro, thus nlininatanq any
panliblo prohlaa with apu:tous contants of the 1ns=ruction
paintar or ngq:an countar. The reset input also—:cqn:u ax: -
other internal states of the processor 10, thus czininasinq any
possiblae prablas with lpnzioul 1ne-rnal states at ‘the p:uealaet
1. Whare she condition giving ri:o to one or anuthpr af tho
céunsa:s 83, 9 :clcuing its thrashold was a pzocastur .

: misbehaving -uriously. then, thare is the pussihility tha -

processor will exacuta its stored progzam. carraetly thc:-nftet.
Preferably a latch 74 is provided, axtltnil to the,

'#geéaqso: 10 and bapablo,oz,lateh;pq the reset l£qnt1_7x., rhe
stored progras sy procassor 10 praferably has lteégﬂ;hgr“éheck,

upon axecution starting ac zero, to see whather thé latch 74 is

sat. I? it is-not, the assumption is that the exéugtibn-fran
ero vas due to initial application of powgr. I:'Iﬁtéh 74 is

29, thn assimption is that axscutien from zero was duc eo KK

‘reset !ron.tho.wlndou eireuit 70, and the processg:.can

.1’- . < l'
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counter Wah@ 9@5p%§5% tSRWéUGgeC\Rf\YEﬁg signal and the cleari r)rlg' si gnal from
t he processor for starting a counter upon receipt of the setting signal,
far"cl earing the-counter upon receipt of the clearing.signal, and for
i nt'errupting the processor «in the event-of the counte 'MﬂaSHFEgHaSBEEN
predeternined threshold. Figs. 1, 2, and 3 are functi¢nal DREREWCEDagr ans of
priar art menory addressing systens Fig. 4 is a functional block dragram

SJ ng‘ov”f”‘”y addressing sysiamacaQifiiog Lo LGel MERLLA hada? J,%d,gne Aset due"

undar stored p'nq;'ln control, ta annunciata an appropriace

vArning message to the user,

o:Eirs numqreus benefits over the prior art. As nantioned ibnve

the systnu of the invantion offers more protcc:ion_against the

to the vindow circuit 70 'Vill preferably cause the pzoecluur 10,

14 4 dill be appreciated :na: tha system ‘af the invencapn

pussxbillty of a processor misbahaving.sarzioysly. The caup;ar 83 l

(or 93) ‘'starts counting with the avent of the preccééa! 10
.'sendinq the copmand to tue lateh 80 (or 90) for accmss to th"
nalnzy device. ' This gtv-u tha =ountnr A head start ;n dctqetinq
'prablcms. as compared wltn the counter 56 of rig. :, which cnly
starts counting with the occurzence of a lgl&:?ien,:iqnal frém .
ﬁho addrasa ddbpdar 16. In the system of Riy. q';hczceun;e} '}

¢or 93) runs trloly'unﬁll such time as a command foy csaiinq
Ia contrast in the system of rig, 3 the countar 58 \11‘11 bc

;: : IR . . memary rcid;ng and vriting oz by inatruction fetching, to any
' ' ' ' agdfnsf outsida ‘the crucial memories 12, 13. xinaily;.thn '
bio&ect&vc sction taken by tha -y-éen of rid. 3 is ho more than.'
iqt-zrup:tnq th- conngotion of writs strobe and/or selcctian
. 1inds. In cantrast. the system of Figs. 4 and S uakn: tn- Stepx
of 1n=|zqutinq {and praferably :nsattinq} the p:nenss::, wh1=h .
will at least sonetines remedy canplntazy the condition givinq
.+ . rise to ths nalﬁunctinn. ’

) Whils thn above is a degcription of tho invuntion ;n
its praferrved subodimant, varLaus madifications, alenrnatu
cgpagructicns, and eguivalents may be employed. ?hersgcze. L AF
above description and illustration should not ke taken aé

-16 =
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cliared every tima the processor 10 happens to make rh!orengo,,by
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ciréuit: FahdbFI%S S0i%5A% 1 MROMBAHLARAYES ck di agram of the wi ndol gw‘r“cwt 18

Fig. 4. Like elements in the figures have, where possible, been shown vmth

| i ke reference desi gnati ons. REPLACEMENT SHEET
L. THIS SHEET HAS BE:EN
REPLACED . .
limiting the scep- of the inventicn, whiech is dqumd by the
© appended elains, ’
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6 In tAeh tl§.i8& 1RroBek arBRUMBADE, GRARRRur essi ng system of Fig. Nf 844 b1
proocessor
means of a’system bus 19, of which address bus 14 and wwite strobe I|ne 15

are.shown. Sone of the address lines of‘addresz bus 14 hﬁ
conventional ‘address decoder 16, these so-call 8 "high1 g%a §¥£W| es
are shown as .t he high-

"I ow-order”

h.

10 is capable of witing data to. nenory devices 11, 12

'3 Humc‘hﬂ N"‘
oy

and 13 by

ordér portion 17 of the address | e

portion 18 of the address:bus 14 is

1. A computar system comprising:. a procassox {101.

'having a writs strobe- output (15) and addrq&b outputs,-

operable to execute a stored program; a tlzst momory.'
(12) having a selaction input and a write’ strobd input
{72) 1" addross-decoding means (16) for’ pzoviding a
seieétxon signal "to. the selection input of.the. fizst

-momory in response to associated address outpuqs trom .
the processor. ﬁa@Lwindow means (70}, the window meahs';' .

corprising: ) :
" first lateh: naans (80) rosponﬂiva to a. firsﬁ '

'satting signal and .a rirst -elearing signal’ from - - the -
' processor arranged to ‘couple the vrita strobe' output of

the processer with the write strobe. input of . tho ‘tirst’ -
memory whan the first latch means - are sat by tho:tirst'

" settinq siqnal, and for decoupling the writc stroba

ocutput’ of the processor from the write strobe. 1nput of’
the, first memery when the first latch means is clea:odn
by the first clearing sanalr and ¢l
rirst counter maeans (83) zesponsivo to the tirlt'
setting signal and the - first. clearing_siqnal Qron the
processor for starting: a counter upon. roceipt'ét'fhtu
tirst setting signal, for clearing the. countar: .upen

freceipt of the first clearing signal, _and to:.i':'
-interrupting the processor in the event of. the oountar.. '

reaoh;ng a first predetermined threshold. :

. 2. _ A computer system as claimed ‘in claim 1, ino;uding

‘a postagu printer, and wherain tho first nenory is*

arrangtd to contain information indicativae of- an amount
of posoaga avajilable for printing.

UL W .
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prow defeb o6, B%or 10:SEAN ce§RMAUG§§“\£§§d 13, and to other devices ih the
menory space of processor 10.. For clarity the data |ines and other control
i nes of the systembus 19 are omtted fromFig. 1, as are the other

devices on the system bus, such'as keyboeard, ggsplay, ~vjand
printer. In Fig. 1 the wite strobe signal fromthe pr8@3§§§; ié_
provi-rded by a line 15 to the wite strobe inputs 21, 2.2 = ry
devices 11, 12, and 13 respectively. Menory device sel'ection signals are
provi ded by select |ines A0 cowputed sy@tem ad claimed in claim 1 or 2,
. wherein the first counter means furthat conpriss means'
(83) rasponsive to raceivinq a command from’ tha
+ '~ processor indicative of the first thrashold value rdr

setting the first predeternined threshold to the*
Lndzcated value.

- 4. A computer ‘system as claimed in claim 1, 2 pr.3y;
wvherein the first latch means ara a £irst'memary—napped'-'
latch (80), the first setting signal comprisas a.

' processor write command of a first predetermined data -
'value.to-the_first mamory-mappéd.latch,-aﬁd";ha tirst .
clearing sighal comprises a processor writa'cqmnand'df'
a second predetermined data value to the first
memory-mapped latch.

5.  A'computer system as claimed in claim 1, 2, 3.'or
4, wheérain the first counter means further caomprise a:
aacond memory-mapped latch (84), and the péqnand trcm:
the processor indicative of a threshold value comprises’
at least one processor write command to the second:
memory=-mapped.-latch,

§. A computer system as claimed in any of claims 1 to-
. 5, wherein the processor has a resat input (75) that
resets the processor upen recaipt of a resgt‘siqhai,
the first counter meéns being oparable to 1nterrubt'zna= 5'
processor by generating the reset signal. -

7. A computer syatem as claimed in any of ciaips 1l%to
6, further comprising third latch means (74) responsive
to recaipt of the reset signal "for storing informatien.".

* c L M - *
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the addeledh 1886 06kATAE t@Rm@ﬁWﬂ @A e i nputs of the nenmory J%v%ces For

'exanple sel ect

lines 31, 32,
correspondi ng chip enable inputs 41, 42,
12; and 13, respectively. A line 34 from address decodd
'generally t hat -t heé address decoder selects &fher nenor
shown explicitly in Fig. 1. Such-nenory devices typical

and 33 provi de respective sel éct S|gnals to
and 43 of the nenory devices 11,

(read-only menory) ,umdcmw yoimeeeqrmw%peﬁ.dm%s s144125 Bna
_keyboard a. di spl ay,

1 s

. canta ts ot "the third latclf means being available as an .

input .60 ‘the processor.

8. A computer system as claimed in any of claims-1 te.

.7, further comprising 2 sacond memory (13) Having . &

sclactian input-and a write strobe input (73), the

address~decodinq means further providing a selection -

signal to the selection input of the second memary- in'
rasponse to associatad addrese outputs ‘from . bhe
processor, and the windaow means furthaer cumprising

-sacond latch means (90) raspongive to a soconé'

setting 'signal and a saecond clearing signal trou tha
processor arranged to coupio the write strobe outpqt o{
the processor wiéh the writc'strche input of the sigon&'
memexy whan the seacond latch means is. set by the lecond.
satting signal, =and for decoupling the write strobd

output of the processcr from the write strobe input of

thé second memery when the second latch nmeans is
clsazad by the secpend clearing signal. and -
second. counter maans (93) responsive-to the seeond'

I THIS SHEET BASGRHENY

devi RE Alckpn tho
Fy— Tt ode— ROV

e

sattinq signal -and the second clcarinq signal rxon tna .

processor for starting a counter upon receipt o:_tha'
second setting signal, for ‘clearing the counter ujon.

receipt 'of the second clearing signal, and for' .

interrupting the processor in the evant of the ccunter )

reaching & second pradetermined threshold.

'9. . A computer system as claimed in claim b;.wgéfpiﬁ5
. the sacond counter neans further comprise means (93) :

responsive to receivihg a command from the pfoeessor?
indicative of a threshold value for setting the secondf
predetermined threshold to the indicated valua.
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and di scre ‘e rlrgg %ég'?ouut IEMBAUGH GRHWESWI Il be noted that in the 8s[};/‘étem oz

Flg 1.the wite strobe slgnal I's provi'ded to all nenory.devicces, |ncludi g'
11, . -7- 12, and 13, vvhenever asserted on line 15 by tﬁqmmESBHASBQENIf
the‘processor 10 were mi shehavi hg seriously (As distingu| shed REPLACED

10 A computer system as‘claimed in claim 8 .or 9,

wharein the. second latch means are -2 thixd: .
memory-mapped lateh (90), the second ntting siq,rial:-
comptises a. processor’ write. command. of a thiré.

predetermined data 'value tc¢ the third memorydmupped :
latch, and the second clearing signal compxisas a .
processor write comnmand of a fourth predetemined data. '
value to the third memory-mapped latch. con '

" 11. A computer systam of claim 8, 9 or 10, wh'erciﬁ the °
second .counter. maans further. oanpr:.sa a fourth
mamory-mapp-a latch (94), and the camnand £rcn the‘.,

prccassor indicative of a thrashold value comprisu at’ -
least. one processor write command to the touz'#.h._
.memory-mappad latch.,- : ’

12. A computer system as claimed in clainm 8§, 9, ib - N
11, wherein the second counter heans ark operabu LI
mtax-rupt tha prcnas:or by gaenarating the resat sj.gm.l. .

13. ‘A computer systenm as claimad in any of claims 8 to
12, wherein the second pradatamined ‘threshold. is aat:: ,
to an interval longer than’ that of the tirst-
predete:mined threshold ‘

14. A computar system as claimed in claim’'13 ’ whu'.in
the first mamcry is an EEPROM, the second memory is a'
battaxjy-t;a_ckad-up CMOS RAM, the first predatamingd ‘
threshold is no gréater than about 341 millisac'q'nds“, R
and tha satond pradetermined threshold is ne greater,-"
'than ahc«ut 682" milliseconds. '
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physical, permanent way) the processor 10 could provide addresses on the

addr.ess bus 14°that were ngani ngful to the addrgess decoder 16, —ehra o2
or ‘anot her of nenory devices 11, 12, and 13 fomtime to1}H&@HEHﬁH%%EE§W|

ne
te

st-robe signal of line 15 were asserted duri ng“bne of the per RESLAGED

enabl enent, the contents of sone or all of theimenory devices 11, 12, and

13 cauld be lost. I,n the case of.a_pastag Te descendl Ng Tegest er
) - -ﬂﬁ y

contents coul d -be fost——a=matiter. of great 1o T for

PROTECTION SYSTEM FOR SRI AL MEMOH FORMATION .
5 A computar system, typica 5 postage meee:,systéﬁ,
has a processor.(10), a.mehmory (11, 12, 13), an.addrass
decoder (16), and-~ window ‘circuit.(70)., The window
-eircuit selpetively couples tha write strobe eutpuk {15)

‘10 membry in respongse to the processor’s setting and
clearing of a latched signal. A counter resats.the

This Sheet Has Been Replaced -

o;?a/procuor with the write stroba input .of the -

processor if the latgched signal is s t. cleared.
within a prede paricd. ' )
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devi ces 12 and 13, here called "crucial”
syst'em m ght be pronpted by the presence,

i nportant postal data such as descending register dat »
ISeSHERTOH ysdgywce

menory devices 12 and 13 may be nonvol atil e nenori es.
11 continues to receive the wite strobe signal of |ine 15 REMWACEDs in

1, it.will be noted that the

19

bot h: t he Esbdbal99patlf thiAkind Rkﬂmﬁ@ﬂsGmVE&e?Q/ngé"“%rm Bshows a Konghea pPrpi oy

art systen1for enhanci ng t he protectlon of sel

d menory devi ces, such as

nennry evi ces. Use of such a

in menory devices 12 and 13, - of
case
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wite-strobe inputs 22 and 2 urther eSence to Fig. 25
selection out puts 20 of, address decoder 16 are connected to’ respectlve )
neitory devices as in Fig. 1. The systemof Fi-g. 2 diffegs._however. jin that :
t he 'sel ection outputs 20 are al so provided to nultiple- MpFUs SAEET GASEBEEN.
The sel ection |ines 32 and 33 for the crucial nenory deyi ces REPLAGHDL3,

resp'eétively, are ORed at a gate 65 and provided directly to the AND gate .
61. The remal ni ng sel ect is@n
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and 69 as s own In Fig. 2, and provided to the A te 61. The address
decoder 16 of Fig. 2 dlffers from many typi.cal address decoders 16 such as
shown in Fig. 1 in that every possible address of the high-order address

bus 17 i's.-decoded as THIS SHEET HAS BEEN
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one or another of the selection outputs 20. If necessary,=

" none- of - t he- above" sel ection output is provided to resp nBEPbMHMHMHSQﬁEI

havi ng no intended physical counterpart in the system de
t hat the nunmber of selection outputs 20 active at any gi Ve
exactly one, no nore and no fewer. It will be appreciate
63 of AND gate 61 is high if (a) one of the crucial neno y
sel ected and (b) none of the other nenory devices is sel gct

n. 1ne rgaui‘ i $
JFSHEC 136,

ed. Signal 63 i

v)

one of two inputs to AND gate 62; the other is the wite
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PROTECTION SYSTEM FOR CRITICAL MEMORY INFORMATION
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The invention relates generally to the protection of

important or critical data in memory devices, and relates

particularly to protection of such data in postage

meters.

When important information is stored in a computer

system it is commonplace to provide security against loss of some
or all of the information, for example by making a backup copy of
the information. In some systems, however, the information as
stofed in the system is what must be capable of being relied
upon, and the theoretical feasibility of relying on backups is of
little or no value. An example of such a system is the
electronic postage meter, in which the amount of postage
available for printing iS';tored in a nonvolatile memory. The
user should not be able to affect the stored postage data in any
way éther than reducing it (by printing postage) or increasing it
(by authorized resetting activities). Some single stored
location must necessarily be relied upon by all parties (the
customer, the postal service, and the provider of the meter) as
the sole determinant of the value of the amount of postage
available for printing. In electronic postage meters that single

stored location is the secure physical housing of the meter
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itself. Within the secure housing one or m 5 a |in

one or more nonvolatile memories serve to determine the amount of

‘postage available for printing.

Expefience with modern-day systems employing processors
shows that it is advantageous to guard against the possibility of
a processor running aﬁok. Generally a processor is expected to
execute its stored program and it is assumed the stored program
contains no programming errors. Under rare circumstances,
however, a processor may commence executing something other than
the stored program, such as data.' Under other rare circumstances
the processor, even though it may be executing the stored
program, nonetheless behaves incorrectly due to the incorrect
contents of a processor register or a memory location. The
former may-occur if, fof example, the instruction pointer or

program counter of the processor changes a bit due to, say,

_absorption of a cosmic ray. The latter may occur if the contents

of the processor register or memory location are changed by that
or other mechanisms.

In pragmatic terqf’it is not possible to prove the
correctness of a stored program; testing and debugging of the
program serve at best to raise to a relatively high level (but
not to certainty) the designer’s confidence ;n the correctness of
the code. Nonetheless an unforeseen combination of internal
states, or an unforeseen set of inputs, has been known to cause a
program that was thought to be fully debugged to proceed

erroneously.

For all these reasons in systems where crucial data are
stored in what is neceésarily a2 single location under control of
a processor running a stored program, it is highly desirable to

provide ways to detect a processor running amok and to reduce to



The gates 61 and 62 only serve to block wite strobe iantgﬂﬂﬂcﬁMEMﬁGHZST
whi ch would in any event be ignored by nenory devices 12f a d I3 petaus
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bus 14. When the processor 10 presents a valid a AERTESS bus
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a minimum the likelihood of the processo Cial

data. In the particular case of a postage meter, it is desirable
that the amount of postage available for printing, also called
the descending register, be recoverable by an authorized
technician even if thé system is completely inoperable from the
customer’s point of view, even after any of a wide range of
possible processor malfunctions.

Numerous measures have been attempted to protect
crucial data in such systems as postage meters. In a systen
having an address decoder providing selection outputs to the
various memory devices in the system, it is known to monitor all
the selection outputs of the address decoder, and to permit the
processor’s write strobe to reach certain of the memory devices
only if (a) the address decoder has selected one of the certain
memory devices, and (b) the address decoder has not selected any
memory device other than the certain memory devices.

In another system having an address decoder providing
selection outputs to the various memory devices in the system, it
is known to monitof the selection outputs associated with certain
of the memory devices, and to take a predetermined action if any
of the selection outputs is selected for longer than a
predetermined interval of time. The predetermined action is to
interrupt the write strobe and selection outputs to the certain
of the memory devices.

Although these approaches iscolate the certain memory
devices (typically the devices containing the crucial postage
data) upon occurrence of some categories of malfunction, they do
little or nothing to cure the malfunction when it is caused by a
processor running amok. That is, it is important to distinguish

the problems just mentioned from the problem of physical




the corresponding selection line, for exanple line 32, w
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malfunction of a processor or other system component.

Simple

physical malfunction can be quite rare if conservative design
‘standards are followed and if the system is used in rated ambient
conditions, so that the frequency of occurrence of such physical
malfunctions can be low. But many of the above-mentioned failure
modes are not of a lagting physical nature and, if appropriately
cleared, need not give rise to permanent loss of functionality.
It is also well-~known to provide "watchdog" circuits in
computerized systems. In such a system the code executed by the
processor includes periodic issuance of a watchdog signal which
serves to clear a watchdog circuit. If an excessive time passes
without receipt of the watchdog signal, the watchdog circuit
takes protective action such as shutting down the system or
resetting ‘the processor. The latter action has the advantage
that it may restore normal processor function if, for example,
the malfunction was due to a spurious change in the value of the
‘instruction pointer or program counter. But the watchdog circuit
only triggers after the passage of a predetermined interval, and
processor malfunction could conceivably alter crucial data during
the predetermined interval and prior to a watchdog-induced reset.
It would be most desirable if crucial data could enjoy more
comprehénsive safeguards againét processor malfunction, with the
safeguards implemented in such a way as to permit restoration of

proper processor function if possible.

In accordance with the invention there is provided a
computer system, typically a postage meter system, comprising a
processor (CPU) having a write strobe output and address outputs

and executing a stored program, a memory having a selection input



Ln

protect data in crucial nmenory devices, say nenory devices 12 auu 43~
t he systen10f~F+g —3, the processor 10, address bus 14 and 17, aﬂdCEhﬂnesﬁmgy
decoder 16 ar gy |n Flg 1. Nenory device 11, which is not Cractat
menory devi ce eenRepJaagdte strobe signal of line 15 djrpechl DE;S n
Fig. 1, and re espondl ng selection signal 31 dirfec IQ//, | 986
as in Fig. 1. devices 12_agd-13, however, do nJ |

sel ection signals or the e strobe signal d @ggﬁﬁfﬁﬁg% AND gat es

51, 52, and 53 are provided, blocking the ~ REPLACED
and a write strobe input, and an address-decoding means

or

providing a selection signal to the selection input of the memory
in response to aesociated address outputs trem the processor, the
computer system including a window means comprising latch means
responsive to a setting signal and a clearing signal from the
processor for coupling the write strobe output of the processor
with the write strobe input of the memory when the latch means is
set by the setting signal, and for decoupling the write strobe
output of the processor from the write strobe input of the memory
when the latch means is cleared by the clearing signal, and
counter means responsive to the setting signal and the clearing
signal from the processor for starting a counter upon receipt‘of
the setting signal, for clearing the counter upon receipt of the
cleafing signal, and for interrupting the processor in the event

of the counter reaching a predetermined threshold.

Figs. 1, 2, and 3 are functional block diagrams of
prior art memory addreésing systems;

Fig. 4 is a functional block diagram of a memory
addressing system according to the invention, including a window

circuit; and

Fig. 5 is a functional block diagram of the window

circuit of Fig. 4.

Like elements in the figures have, where possible, been

shown with like reference designations.
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selection signals 32 and-33 and the wite strobe signal of Ij

cixcunstances which wll presently be described. In the syst
t he sel ection outputs for the crucial nmenory devices (here,

signals 32 amdsﬁe’ébnaangeenmﬂy&gied to a NOR gate 54. Most of th
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In the typical prior art memory addressing system of

Fig. 1, a processor 10 is capable of writing data to memory

devices 11, 12, and 13 by means of a system bus 19, of which

address bus 14 and write strobe line 15 are shown. Some of the

address lihes of address bus 14 are provided to a conventional

address decoder 16, these so-called "high-order" address lines

are shown as the high- order portion 17 of the address bus. The

so-called "low-order" portion 18 of the address bus 14 is

provided to memory devices 11, 12, and 13, and to other devices

in the memoiy space of processor 10. For clarity the data lines

and other control lines of the system bus 19 are omitted from

Fig. 1, as are the other devices on the system bus, such as

keyboard, display, read-only memory and printer.

In Fig. 1 the write strobe signal from the processor 10

is provided by a line 15 to the write strobe inputs 21, 22, 23 of

the memory devices 11, 12, and 13 respectively. Memory device

selection signals are provided by select lines 20 running from

the address decoder 16 to "chip enable" inputs of the menmory

devices. For example, select lines 31, 32, and 33 provide

respective select signals to corresponding chip enable inputs 41,

42, and 43 of the memory devices 11, 12, and 13, respectively.

A line 34 from address decoder 16 is indicative

generally that the address decoder selects other memory devices

than those shown explicitly in Fig. 1. Such memory devices

typically include ROM (read-only memory), and memory-mapped

input/output devices such as a keyboard, a display, a printer,

and discrete input/output latches.

It will be noted that in the system of Fig. 1 the write

strobe signal’ is provided to all memory devices, including 11,
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12, and 13, whenever asserted on line 15 by the processor 10. If

the processor 10 were misbehaving seriously (as distinguished
from the case of a processor or other system component failing in
a physical, permanent way) the processor 10 could provide
addresses on the address bus 14 that were meaningful to the
address decoder 16, enabling one or another of memory devices 11,
12, and 13 from time to time. If the write strobe signal of line

" 15 were asserted during one of the periods of enablement, the
contents of some or all of the memory devices 11, 12, and 13
could be lost. In the case of a postage meter, the descending
register contents could be lost, a matter of great concern for
both the postal patron and the postal service.

Fig. 2 shows a known prior art system for enhancing the
protection of selected memory devices, such as devices 12 and 13,
here called “crucial" memory devices. Use of such a system might
be prompted-by the presence, in memory devices 12 -and 13, of
important postal data such as descending register data. 1In such
a case memory devices 12 and 13 may be nonvolatile memories.
While memory device 11 continues to receive the write strobe
signal of line 15, just as in Fig. 1, it will be noted that the
cruciai memory devices 12 and 13 receive a gated signal 40 at
respective write strobe inputs 22 and 23.

With further reference to Fig. 2, the selection outputs
20 of address decoder 16 are connected to respective memory
devices as in Fig. 1. The system of Fig. 2 differs, however, in
that the selection outputs 20 are also provided to multiple-input
AND gate 61. The selection lines 32 and 33 for the crucial
memory devices 12 and 13, respectively, are ORed at a gate 65 and
provided directly to the AND gate 61. The remaining selection

lines from the address decoder 16 are each inverted by inverters
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to be asserted for sone |lengthy period of tine. For exanple
defect in the address bus 14 and 17, in the address decoder

lines 31, 32, 33, and 34, nay give rise to continpe
menory device 12 or 13. A consequence of such a ngc aﬁ%tﬁgbdgaé

wiring of
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could be a wite instruction fromthe progessor 10 that s §n
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say, nenory device 11, but which, due to the nec 1}HSSHEEF11 Htéﬁqn’ woul d

cause a change in the contents of REPLACED

67 and 69, as shown in Fig. 2, and provided to the AND gate 61.
The address decoder 16 of Fig. 2 differs from many typical
address decoders 16 such as shown in Fig. 1 in that every
possible address of the high-order address bus 17 is decoded as
one or another of the selection outputs 20. If nhecessary, a -

“"none~of~the~above" selection output is provided to respond to

‘addresses having no intended physical counterpart in the system

design. The result is that the number of selection outputs 20
active at any given moment is exactly one, no more and no fewer.

It will be appreciated that the output 63 of AND gate
61 is high if (a) one of the crucial memory devices is selected
and (b) none of the cther memory devices is selected. Signal 63
is one of two inputs to AND gate 62; the other is the write
strobe signal of line 15. The crucial memory devices, then,
receive write strobe signals only when one or another of the
crucial memory devices is currently being selected by the address
decoder 16. . |

In the circumstances of a system suffering no
mechanical defect, the system of Fig. 2 offers no protection of
crucial data beyond that of Fig. 1. Assuming, for example, that
the address decoder 16 and the address bus 14 and 17 are
electrically intact, then the gates 61 and 62 have né effect.
The gates 61 and 62 only serve to block write strobe inputs at 22
and 23 which would in any event be ignored by memory devices 12
and 13 because of the lack of asserted selection signals on lines
32 and 33. Stated differently, a processor 10 misbehaving
seriously in a system of Fig. 2 that is electrically sound will
be capable of destroying data in the crucial memory devices
simply by presenting their addresses on the address bus 14. Whe=n

the processor 10 presents a valid address on the address bus 14,

This Sheet Has Been Replaced
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menory devices 12 or 13 as well. Al though as just described f§ system of

Fig. 3 offers protection against certain mechanical failures

only limted protection against the prospect of a processor

seriously. As will now be described, the systemof Fig. 3 w

detect many of the possible ways a processor may m sbehave,
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the corresponding selection line, for example line 32, will be

asserted and will be received at the chip-enable input 42 of

memary device 12. Likewise, the a strobe signal on line .40 will

be made available to the write strobe input 22 of memory device

12. The possible result is loss or damage to the contents of

memory device 12.

Fig. 3 shows another prior-art system intended to

protect data in crucial memory devices, say memory devices 12 and

13. In the system of Fig. 3, the processor 10, address bus 14

and 17, and address decoder 16 are as in Fig. 1. Memory device

11, which is not a crucial memory device, receives the write

strobe signal of line 15 directly, as in Fig. 1, and receives its

corresponding selection signal 31 directly, élso as in Fig. 1.

Crucial memory devices 12 and 13, however, do not

receive selection signals or the write strobe signal directly.

Instead, AND gates 51, 52, and 53 are provided, blocking the

selection signals 32 and-33 and the write strobe signal of line

15 under circumstances which will presently be described.

In the system of Fig. 3, the selection outputs for the

crucial mencry devices (here, selection signals 32 and 33) are

provided to a NOR gate 54. Most of the time the processor 10 is

not attempting access to the crucial memory devices 12 and 13,

and so select signals 32 and 33 remain unasserted (here assumed

to be a low logic level); as a result the output 55 of gate 54

is high. This clears counter 56.

At such time as the processor 10 attempts to read from

or write to either of the crucial memory devices 12 or 13, a

corresponding one of the selection lines 32 or 33 is asserted.

output 55 of gate 54 goes low, and counter 56 is abkle to begin

counting. . e

"
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read and nenory wite instructions carried out on the systemfp S
only a portion of all the bus activities. Prior to the processcﬁEPbAéJEMENT SHEET
execution of an instruction formng part of the stored programj the
processor nust necessarily have fetched the instruction fromja maqrg

device on the system bus. Fromthe point of view of an obser\er t‘%%‘:ﬁﬂ%"
the fetch activity is electrically very-sigitar to a rrem)ry ne
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and each includes a step of the processor 10 provi gg& ol -€55—0 the
system bus. The address decoder 16 handl es nenmory f %BE][A E??EE‘L
Failure modes are possible in whith—an—addeess-—line 12

or 33 may continue to be asserted for some lengthy period of:

time. For exampie, a mechanical defect in the address bus 14 and
17, in the address decoder 16, or in the wiring of lines 31, 32,
33, and 34, may give rise tb.continued selection of a crucial
memory device 12 or 13. A consequence of such a mechanical
defect could be a write instruction from the processor 10 that is
intended for, say, memory device 11, but which, due to the
mechanical malfunction, would cause a change in the contents of
menory devices 12 or 13 as well.

Although as just described the system of Fig. 3 offers
protection against certain mechanical failures, it provides only
limited protection against the prospect of a processor
misbehaving seriously. As will now be described, the system of
Fig. 3 will fail to detect many of the possible ways a processor
may misbehave, and will be successful at protecting against only
a particular subset of the possible ways of misbeh;vior.'

Those skilled in the art will appreciate that memory
read and memory write instructions carried out on the system bus
represent only a portion of all the bus activities. Prior to the
processor’s execution of an instruction forming part of the
stored program, the processor must necessarily have fetched the
instruction from a memory device on the system bus. From the
point of view of an observer of the bus, the fetch activity is
electrically very similar to a memory read activity, and each
includes a step of the processor 10 providing an address on the
.system bus. The address decoder 16 handles memory read addresses
the same way it handles fetch addresses. In a system functioning
properly it is expected that the fetch addresses will represent

retrieval of data (i.e. instructions for execution) only from
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the sanme way it handles fetch addresses. In a system functi
It. s expected that the fetch addresses will represent retfgi
(i.e. instructions for execution) only from - REPLACENENT#

that contain data, nanely fromthe -nenory devices containi

program In a system functioning properly
- 11 -
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locations that contain data, namely from the memory devices
containing the stored program. In a system functioning properly
. it is also expected that fetching would never take place from
locations containing data such as the descending register. 1In
systems such as those discussed herein, where memory devices 12
and 13 are assumed to contain crucial data, it is expected that
no fetching would take place from the memory devices 12 and 13.
Indeed it would not be out of the ordinary for periods of time to
pass in which fetches and memory accesses (either reading or
writing) cccufred on the system bus more or less in alternation.

Under the normal steps of a typical stored program (in
a system having no mechanical defects) it is expected that
processor 10, shortly after initiating bus access to an address
giving rise to the assertion of selection lines 32 or 33, will

) proceed to bus access elsewhere in the éd@ress space of the
processor. Such bus access elsewhere would reset the counter S6
and avert the decoupling of gates 51, 52, and S3.

As one example, the conventional fetching of
instructions for execution may cause the address decoder to stop
asserting selection lines 32 and 33 and to assert instead the
selection line for somé memory device containing stored program.
This would be the usual process.in a system lacking ahy
mechanical defect. Thus, fetching (at least in a system that is
free of mechanical defect) would generally keep the counter 56
reset more or less continudusly, except in the special case of
processor malfunction where the instruction pointer or program
counter happened te point to a crucial memory.

It will be appreciated, then, that in the event of
persistent assertion of one of the selection lines 32 or 33 due

to a cause other than a mechanical defect, this would be expeeted
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It is also expected that fetching woul d never take place f{T n)

contai ning data such as the descending register. Inpsysteﬁsﬁgh v NT@@T
di scussed herein, where nenory devices 12 and 13 are assutfed to contain
crucial data, it is expected that no fetching would take QI gceg BroEe 1199%
menory devices 12 and 13. Indeed it would not be -out of tRHejordinary for
periods of time to pass in which fetchesgygand nenory accesqes—{erttrer

reading or witing) occurred on the system bus nore Ofmlswklction-'
Under the nornmal steps of a typical stored program ({in REPLACED

to occur only if the processor happened to be fetching
instructioﬁs for execution from the selected memory. Thus if the
‘processor misbehaves seriously, and if it happens to be doing so
while its instruction pointer or program counter is causing
instructions (actually, data) to be fetched from the crucial data
of one of the memories 12 and 13, the counter 56 would block
access to the crucial memory device after the passage of a preset
time interval.

In the more general case, however, of a processor
misbehaving seriously with its instruction pointer or program
counter causing instructions to be fetched from a memory device
other than the crucial data, the counter 56 would be periocdicallwy
cleared, bringing an end to any blocking of access (by gates 51,
52, and 53) to the crucial memory device. In summary, though the
system of Fig. 3 protects against some mechanical failures, it
does not comprehensively protect against the potential problem of
a processor misbehaving seriously.

Turning now to Fig. 4, a block diagram shows a system
of an embodiment of the invention. Processor 10 provides address
signals to the address bus 14 and to the address decoder 16, just
as in the system of Fig. 1. The memory devices 11, 12, 13 all
receive respective selection signals from the address decoder 16
just as in the system of Fig. 1. Memory device 11 receives the
write strobe Qignal of line 15 as in the system of Fig. 1.
Crucial memory devices 12 and 13, however, receive inputs at
their write strobe inputs 22 and 23 not from line 15 but from a
window circuit 70. Window circuit 70 reéeives requests from the
processor 10 by I/O port transactions or, preferably, by memory-
mapped I/o transactions. In the latter arfangement a selection

signal 35 from address decoder 16 is provided to the window
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a system havi ng no nechanical defects) it is expected that 0 S 10
shoytly after ?nitiating bus access té an addregs gi vi ng rig ﬁh4¢§MtﬁT SHEET
assertion of selection lines 32 or 33, will proceed to bus a c,ss el sewhere
in the address space of the processor. Such bus access el sewhefe ? 6
reset the counter 56 and avert the decoupling of gates 51, 5p, and 5 %9
one exanpl e, the conventional fetching_ofijnstructions for ekeCUrTomTay
cause the address decoder to stop asserting Se|eCtI0nTHBQ§ﬁm y and

to assert instead the REPLACED

circuit 70, and preferably it also receives low-order address

bits from low-order address bus 18.

In Fig. 5, depicting the window circuit, an output 86
of latch 80 is normally low. The normally-low state of line 86
turns off an AND gate 81 so that a write strobe signal 72 for the
memory 12 is unasserted. With the line 86 low, the write strobe
signal of line 15 does not have any effect on the output 72 of
the window circuit 70. For similar reasons an output 73 is also

unassertad.

When line 86 and a corresponding line 96 are both low,
which is typically most of the time, a pair of counters 83, 93
are continuously cleared. Outputs 87 and 97 of the counters 83,
93 are thus both low, so that an OR gate 85 has a low output 71.
The processor 10 receives the unasserted signal 71 at its reset
input 75, so is permitted to continue normal execution of the
stored program.

Under controiiof the stored program the processor 10
gains write access to crﬁcial memory devices 12 or 13 as follows.
Referring now to Fig. 5, to write to memory device 12 the
processor writes a command to the latch 80 representative of a
request for access. The output 86 of latch 80 goes high, turning
on the gate 81 and permitting write strobe signals of the line 15
to be communicated to the output 72 of the window circuit, and
thence to the write strobe input of memory device 12. The high
level of line 86 causes an inverter 82 to go low, removing the
clear input to the counter 83. Counter 83 commences counting,
and if it reaches a presei threshold its output 87 goes high,
turning on OR gate 85. This resets the processor 10. The preseat
threshold of counter 83 is changeable by commands to a latch 84

from the processor. In the normal course of execution of a
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selection line for some nenory device containing stored program This would
be the usual process in a systemlacking any mechanical defect. Thus,

fetching (at least in a systemthat is free of nmechanical d fﬁEPQI\ﬂEMEI
generally keep the counter 56 reset nore or |ess continuouslly,~exe N? SHEET

t he special case of processor malfunction where the instructi¢n ointer or
program counter happened to point to a.chyci.al nenory. |t wjl DEC 1996
appreciated, then, that in the event of persist assertio one of the
sel ection lines 32 or 33 due THIS SHEET Hds BEEN

REPLACED

stored program, typically the processor 10 would wrl ond

command to latch 80 shortly after making its accesses to memory
‘device 12, causing the output 86 of latch 80 to return to its
normal, low state. This would reset the counter 83 and avert any
resetting of the processor 10.

Similarly, if the processor 10 writes a command (called
a setting signal) to a latch 90 to turn on the line 96, write
access to the memory device 13 will be possible, and the clock 93
will begin counting. In the normal course of events typically
the processor 10 would fairly promptly_write a second command
(called a clearing signal) to latch 90, cutting off the write
strobe signal to device 13 and clearing the counter 93. The
counter 93 is programmable by commands to a latch 94. Aas a
consequence, each of the counters is individually programmable.
This is desired because the memories 12, 13 are preferably of
different storage technologies, for which different writing and
access times may apply. Thus a memory of a technology with a
slow access time may be accommodated by programming its
respective counter for a longer interval, while memory of a
technology with a fast access time may be more closely protected
by programming its resbective counter for a shorter interval.

In one embodiment it has been found preferable to
provide additional logic in the circuit 70 of Fig. 5, so that the
gate 81 is initially enabled by a flip-flop (not shown in Fig. 5)
upon power-on, and continues to be enabled regardless of the
state of latch 80. The additional logic is arranged so that a
subsequent signal from the proceséor sets the flip-flop so that
it no longer enables gate 81. From that point onwards the éate

81 is enabled only by the latch 80. e
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to a cause other than a nechanical defect, this would be ex
to occur only if the processor happened to be fetching instrfuREPDATE

eéxecution fromthe selected nmenory. Thus if the processor nifs MENTSHEET
seriously, and if it happens to be doing so while its instr |(bn3p0| nt er
or program counter is causing DEC 1996
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It has been found preferable to make the memories o

differing technologies; in one embodiment the first
memory is an EEPROM (electrically e;asible programmable
read only read only memory) and the second memory is a
battery-backed-up CMOS RAM (complementary metal-oxide
semiconductor random access memory). In the embodiment
the first predetermined threshold is about 341
milliseconds, and the second predetermined threshold is
about 682 milliseconds, all selected for an eight-bit

processor running at 6 MHz.

Returning now to Fig. 4, the reset signal 71 may be
seen which, if asserted, causeé a reset to the processor 10 at
its reset input 75. Generally this could be any hardware
interrupt toc the processor 10, but preferably it is the reset
input, which may be thought of as the highésf priority hardware
interrupt. The reset input causes program execution from the
instruction at memory location zero, thus eliminating any
possible problem with spurigus contents of the instruction
pointer or program counter. The reset input also resets all
other internal states of the processor 10, thus eliminating any
possible problem with spurious internal states of the processor
10. Where the condition giving risé to one or another of the
counters 83, 93 reaching its threshold was a processor
misbehaving seriously,.then, there is the possibility the
processor will execute its stored program correctly fhereafter.

Preferably a latch 74 is provided, external to the
processor 10 and capable of latching the reset signal 71. The
stored program for processor 10 preferably has steps that check,
upon execution starting at zero, to see whether the latch 74 is
set. If it is not, the assumption is that the execution from
zero was due to initial application of power. If latch 74 is
set, the assumption is that execution from zero was due to a

reset from the window circuit 70, and the processor can o
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I nstructions (actually, data) to be fetched fromthe crucial data of one of
the menories 12 and 13, the counter 56 would bl ock access to the cruci al

menory device after the passage of a preset time interval. ééL o€
general case, however, of a processor nisbehaving seriously mﬁ ACEMENT SHEET
I nstruction pointer or program counter causing instructions be T et ched

froma nmenory device other than the crucijgg data, the count=r qmg tgpgg
periodically cleared bringing an end to any bl ocking of ackeps (by g

o1, THIS SHEET HAS BEEN

appropriately note the event. Repeated
~to the window circuit 70 will preferably cause the proceésot 10,
‘'under stored program conﬁrol,_tc annunciate an appropriate
warning message to the user.

It will be appreciated that the system of the invention
offers numerous benefits over the prior art. As mentioned above
the system of the invention offers more protection against the
possibility of a processor misbehaving seriously. The counter 83
(or 93) starts counting with the event of the processor 10
sending the command to the latch 80 (or 90) for access to the
memory device. This gives the counter a head start in detecting
problems, as compared with the counter 56 of Fig. 3, which only
starts counting with the occurrehce of a selection signal from
the address decoder 16. In the system of Fig. 5 the counter 83
(or 93) runs freely until.such time as a command for ceasing
access to the memory device is received at the latch 80 (or 90).
In contrast in the system of Fig. 3 the counter 56 will be
cleared every time the processor 10 happens to make reference, by
memory reading and writing or by instruction fetching, to any
address outside the crucial memories 12, 13. Finally, the
protective action taken by the system of Fig. 3 is no more ‘than
interrupting the connection of write strobe and/or selection
lines. In contrast, the system of Figs. 4 and 5 takes the step
of interrupting (and preferably resetting) the processor, which
will at least sometimes remedy completely the condition giving
rise to the malfunction.

While the above is a description of the invention in
its preferred embodiment, various modifications, alternate
constructions, and equivalents may be employed. Therefore, the

above description and illustration should not be _taken as

This Sheet Has Been Rep

QT lll !lll



52, and 53) to the crucial nmenory device. In summary, though_the system of

Fig. 3 protects against sone nechanical failures, it does n¢t
conprehensi vely protect against the potential problemof a )rggﬂﬁggMENTSHEET
m sbehavi ng seriously. Turning nowto Fig. 4, a block diagrpan] shows a
system of an enbodi nent of the invention. Processor 10 provj desO3DEESHg
signals to the address bus 14 and to thejaddress decoder 1§, Jjust as in Th
systemof Fig. 1. The nmenory devices 11, 12, 13 all receivd respective——-

sel ection signals fromthe address decoder 16 THIS SHEETHAS-BEEN
| REPLACED
limiting the scope of the invention, which is de

appended claims.
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just as in the systemof Fig. 1. Menory device 11 receives the wite strobe
signal of line 15 as in the systemof Fig. 1. Crucial nenor ' nd
13, however, receive inputs at their wite strobe inputs 2 &ﬁBUEEMBﬂrgngﬁa
line 15 but froma window circuit 70. Wndow circuit 70 redeifves T

fromthe processor 10 by I1/0O port transactions or, prefera
mapped |/o transactions. In the latter rangenent a sel ec
from address decoder 16 is provided to e w ndow

rovided to fhe whe
crame: \\!\\\\l\\\\\}\\\l\\\\\! I

1. A computer system comprising: a processor (10)
having a write strobe output (15) and address outputs
operable to execute a stored program; a first memory
(12) having a selection input and a write strobe input
(72) ; address-decoding means (16) for providing a
selection signal to the selection input of the first
memory in response to associated address outputs from
the processor; and window means (70), the window means
comprising:

first latch means (80) responsive to a first
setting signal and a first clearing signal from the
processor arranged to couple the write strobe output of
the processor with the write strobe input of the first
memory when the first latch means are set by the first
setting signal, and for decoupling the write strobe
output of the processor from the write strobe input of
the first memory when the first latch means is cleared
by the first clearing signal; and

first counter means (83) responsive to the first
setting signal and the first clearing signal from the

THIS SHEET HAS BEEN
REPLACED

processor for starting a counter upon receipt of the
first setting signal, for clearing the counter upon
receipt of the first clearing signal, and for
interrupting the processor in the event of the counter
reaching a first predetermined threshold.

2. A computer system as claimed in claim 1, including
a postage printer, and wherein the first memory is
arranged to contain information indicative of an amount
of postage avaiiable for printing.
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3. A computer system as claimed in claim 1 or 2,
wherein the first counter means further comprise means
(83) responsive to receiving a command from the
processor indicative of the first threshold value for
setting the first predetermined threshold to the
indicated value.

4. A computer system as claimed in claim 1, 2 or 3,
wherein the first latch means are a first memory-mapped
latch (80), the first setting signal comprises a
processor write command of a first predetermined data
value to the first memory-mapped latch, and the first
clearing signal comprises a processor write command of
a second predetermined data value to the first
memory-mapped latch. '

5. A computer system as claimed in claim 1, 2, 3 or
4, wherein the first counter means further comprise a
second memory-mapped latch (84), and the command fronm
the processor indicative of a threshold value comprises
at least one processor write command to the second
memory-mapped latch. .

6. A computer system as claimed in any of claims 1 to
5, wherein the processor has a reset input (75) that
resets the processor upon receipt of a reset signal,
the first counter means being operable to interrupt the
processor by generating the reset signal.

7. A computer system as claimed in any of claims 1 to
6, further comprising third latch means (74) responsive
to receipt of the reset signal for storing information
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menory 12 is unasserted. Wth the line 86 low, the wite str
line 15 does not have any effect on the output 72 of the win
For similar reasons an output 73 is also unasserted. Wen Ii
corresponding line 96 are both Iow, which is typically nost
pair of counters 83, 93 are continuously cleared. -Qutputs 87
counters 83, 93 are thus both low, so that an OR gate 85 hag
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71. The processor 10 receives the unass@Pted signal 71

indicative of occurrence of the reset
contents of the third latch means being available as an
_input to the processor.

8. A computer system as claimed in any of claims 1 to
7, further comprising -a second memory (13) having a
selection input and a write strobe input (73), the
address-decoding means further providing a selection
signal to the selection input of the second memory in
response to associated address outputs from the
processor, and the window means further comprising :

second latch means (90) responsive to a second
setting signal and a second clearing signal from the.
processor arranged to couple the write strobe output of
the processor with the write strobe input of the second
memory when the second latch means is set by the second
setting signal, and for decoupling the write strobe
output of the processor from the write strobe input of
the second memory when the second latch means is
cleared by the second clearing signal; and

second counter means (93) responsive to the second
setting signal and the second clearing signal from the
processor for starting a counter upon receipt of the
second setting signal, for clearing the counter upon
receipt of the second clearing signal, and for
interrupting the processor in the event of the counter
reaching a second predetermined threshold.

9. A computer system as claimed in claim 8, wherein
the second counter means further comprise means (93)
responsive to receiving a command from the processor
indicative of a threshold value for setting the second
predetermined threshold to the indicated value.

/// — —
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input 75, so is permtted to continue normal execution of the¢ REPIgE
program Under control of the stored programthe processor 1
access to crucial nmenory devices 12 or 13 as follows. Referr
5, to wite to nenory device 12 the processor wites a commahd]t
80 representative of a request for access. The output 86 of
hi gh, turning on the gate 81 and permtgang wite strobe si
line 15 to be comrunicated to the output 72 of the w nd( '

MENT SHEET |
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10. A computer system as claimed in claim 8 or 9,
wherein the second latch means are a third
memory-mapped latch (90), the second setting signal
comprises a processor write command of a third
predetermined data value to the third memory-mapped
latch, and the second clearing signal comprises a
processor write command of a fourth predetermined data
value to the third memory-mapped latch.

11. A computer system of claim 8, 9 or 10, wherein the
second counter means further comprise a fourth
memory-mapped latch (94), and the command from the
processor indicative of a threshold value comprises at
least one processor write command to the fourth
memory-mapped latch.

12. A computer system as cldimed in claim 8, 9, 10 or
11, wherein the second counter means are operable to
interrupt the processor by generating the reset signal.

13. A computer system as claimed in any of claims 8 to
12, wherein the second predetermined threshold is set
to an interval 1longer than that of the first
predetermined threshold.

l14. A computer system as claimed in claim 13, wherein
the first memory is an EEPROM, the second memory is a
battery-backed-up CMOS RAM, the first predetermined
threshold is no greater than about 341 milliseconds,
and the second predetermined threshold is no greater

e e I
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thence to the wite strobe input of nenory device 12. The high_level of

line 86 causes an inverter 82 to go |low, renoving the clear i [T
counter 83. Counter 83 commences counting, and if it reaches LA&M% SHEET

DT 28 0

_ a
threshold its output 87 goes high, turning on OR gate 85. Thijs resets t he
processor 10. The preset threshold of counter 83 is changeablle (byD 3dDE€ 1696
to alatch 84 fromthe processor. In thegpotrnmal course of exdqcytion of a
ABSTRACT THIS SHEET HAS BEEN
REPLACED

PROTECTION SYSTEM FOR CRITICAL MEMORY INFORMATION

A computer system, typically a postage meter systen,
has a processor (10), a memory (11, 12, 13), an address
decoder (16), and a window circuit (70). The window
circuit selectively couples the write strobe output (15)
of the processor with the write strobe input of the
memory in response to the processor’s setting and
_clearing of a latched signal. A counter resets the
processor if the latched signal is set and not cleared
within a predetermined time period.
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- 14 - stored program typically the processor 10 would wite a second
command to latch 80 shortly after making its accesses to at= g
causing the output 86 of latch 80 to return to its nornmal, ]l gv i1 e
woul d reset the counter 83 and avert any resetting of the grqcessor- 10.
Simlarly, if the processor 10 wites a command (called a etltha(}g(gmé)
to a latch 90 to turn on the line 96, write-

14 19 18
, / ~ /
{ADDRESS BUS LOW-ORDER PORTION {
AN 8
A
15 o 21 22 23
& NNy N7 N\
&
17— |E MEM MEM MEM
3 L 2 3
WR e
@ a1 b %2 4 w3
- ~31
16~J ADDRESS ~~32 .
CcPU DECODER ™~33
/ \\34
16 20
SELECT LINES
FIG. 1
PRIOR ART
14
/
} ADDRESS BUS LOW~ ORDER S
/} — 52 40 J;
x
5|4 NG Sz LAy 2B N
S .
o | mem MEM MEM
WR 2
N T 7 71
31 12 13
S~
ADDRESS 32 L
CPU DECODER = 33
[’ fs |_63
10 16/ 20 65

This S
F | G 2 hect Ha as B Replaced

l lllllll llllll llll lll llll



e

access to the nenory device 13 will be possible, and the cl ock 93\M||
begin counting. In the normal course of events typically thg _
woul d fairly pronptly wite a second command (called a cleafil

consequence each of the counters is |nd|y|dually progra
desired because the nmenories 12, 13 are preferably of diffg¢
technol ogi es, for which different witing and
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access times may apply. Thus a nmenory of a technology wt
time may be accommodated by progranm ng its respective CJ
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It has been found preferable
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signal fromthe p'rocessor sets the flip-flop so that it nﬁdm_ﬂggmgﬂalsﬂéﬁ
gate 81. Fromthat point onwards the gate 81 is enabl ed oph
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PROTECTION SYSTEM FOR CRITICAL MEMORY INFORMATION
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The invention relates generally to the protection of
important or critical data in memory devices, and Eelates
particularly to protection of such &ata in postage meters.

When important information is stored in a computer
syster it is commonplace to provide security against loss of some
or all of the information, for example by making a backup copy of
the information. In some systems, however, the information as
stored in the system is what must be capable of being relied
upon, and the theoretical feasibility or-relyiﬁg on backﬁps is of
little or no value. An example of such a system is the
electronic postage ggter, in which the amount of postage
available for printing is ;tored in a nonvolatile memory. The
user should not be able to affect the stored postage data in any
way other than reducing it (by printing postage) or increasing it
(by authorized resetting activities). Some single stored
location must necessarily be relied upon by all parties (the
customer, the postal service, and the provider of the meter) as
the sole determinant of the value of the amount of postage
available for printing. In electronic postage meters that single

stored location is the secure physical housing of the meter
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differing technolggies; in one enbodi ment the first menory_is an FEPROV

(el ectrically er asis get ASREFRRepledde read only read only ”HnﬂﬁyiAﬂﬂﬂﬂﬂhSHEET
second nenory is a battery- ba d=tp CMOS RAM (conpl enent af yrfet-et—ex+ae-

senmi conduct or random access nenory). In the enbodi nent the] First
predeterm ned _threshold is about 341 mlliseconds, andjth he2$:d8NM997
predeterm ned threshold is about 682 mlligeconds, all selecied for _an

ei ght-bit processor running at 6 MHz.

itself. within the secure housing one or more items of data in
one or more nonvolatile memories serve to determine the amount of
postage available for printing.

Experience with modern-day systems employing processors
shows that it is advantageous to guard against the possibility of
a processor running aﬁok. Generally a processor is expected to
execute its stored program and it is assumed the stored program
contains no programming errors. Under rare circumstances,
however, a processor may commence executing something other than
the stored prograﬁ, such as data. Under other rare circumstances
the processor, even though it may be executing the stored
program, nonetheless behaves incorrectly due to the incorrect
contents of a processor register or a memory location. The
former may-occur if, foi example, the instruction pointer or
progran counfer of the processor changes a bit due to, say,

_absorption of a cosmic ray. The latter may occur if the contents
of the processor register or memory location are changed by that
or other mechanisms.
| In pragmatic terqgﬂit is not possible to prove the
correctness of a stored program; testing and debugging of the
program serve at best to raise to a relatively high level (but
not to certainty) the designer’s confidence in the correctness of
the code. Nonetheless an unforésegn combination of-internal
states, or an unforeseen set of inputs, has been known to cause a
program that was thought to be fully debugged to proceed
erroneously.

For all these reasons in systems where crucial data are
stored in what is necessarily a single location under control of
a processor running a stored program, it is highly desirable to

provide ways to detect a processor running amok and to reduce to
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Returning now to Fig. 4, the reset signal 71 may be seen
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asserted, causes a reset to the processor 10 at its reset
Cenerally this could be any hardware interrupt to the pr
preferably it is the reset input, which nmay be thought of

ceééor 10, but
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priority hardware interrupt. The reset input causes progna

the instruction at nenory |location zera, $hus elimnating any possrite

Qr._program

probl em wi th spurious contents of the instruction pointe
counter. The reset input also resets al

a2 minimum the likelihood of the processor’s harming the crucial
data. In the particular case of a postage meter, it is desirable
that the amount of postage available for printing, also c#lled
the descending register, be fecovetable by an authorized
technician even if the system is completely inoperable from the
customer’s point of view, even after any of a wide range of
possible processor malfunctions.

Numerous measures have been attempted to protect

'¢rucial data in such systems as postage meters. In a system
having an address decoder providing selection outputs to the
various memory devices in the system, it is known to monitor all
the selection outputs of the address decoder, and to permit the
processor’s write strobe to reach certain of the memory devices
only if (a) the ad§ress decoder has selected one of the certain
memory devices, and (b) the address decoder has not selected any.
memory device other than the certain memory devices.

In ancther system having an address decoder providing
selection outputs to the various memory devices in the system, it
is xnown to mopitof the selection outputs associated with certain
of the memory devices, and to take a predetermined action if any
of the selection outputs is selected for longer than a
predetermined interval of time. The predetermined action is to
interrupt the write strobe and selection outputs to the certain
of the memory devices.

Although these approaches isolate the certain memory
devices (typically the devices éontaining the crucial postage
data) upon occurrence of some categories of malfunction, they do
little or nothing to cure the malfunction when it is caused by a
processor running amok; That is, it is important to distinguish

the problems just mentioned from the problem of physical
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condition giving rise to_one or another of the counters 83
t hr eshol d wa3hisS aGEEBe@quh&behaV|ng seriously, then, the
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processor

10 preferably has steps that check,

execute its stored program
ch 74 is proveéded, external to

reset signal 71. Th ?ﬁﬁuﬁd s
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malfunction of a processor or other system component. Simple

physical malfunction can be quite rare if conservative design
standards are followed and if the system is used in rated ambient
conditions, so that the frequency of occurrence of such physical
malfunctions can be low. But many of the above-mentioned failure
modes are not of a laéting physical nature and, if appropriately
cleared, need not give rise to permanent loss of functionality.
It is also well-known to provide "watchdog" circuits in
computerized systems. In such a system the code executed by the
processor includes periodic issuance of a watchdog signal which
serves to clear a watchdog circuit. If an excessive time passes
without receipt of the watchdog signal, the watchdog circuit
takes protective action such as shutting down the system or
resetting the processor. The latter action has the advantage
that it may restore normal processor function if, for example,

the malfunction was due to a spurious change in the value of the

‘instruction pointer or program counter. But the watchdog circuit

only triggers after the passage of a predetermined interval, and
processor malfunction could conceivably alter crucial data during
the predetermined’ interval and prior to a watchdog-induced reset.
It would be most desirable if crucial data could enjoy more

comprehensive safeguards againét processor malfunction, with the
safeguards implemented in such a way as to pernit restoration of

proper processor function if possible.

In accordance with the invention there is provided a
computer system, typically a.postage meter system,'comprising a
processor (CPU) having a write strcbe output and address outﬁuts

and executing a stored program, a memory having a selection input
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application of power. If latch 74 is set, the assunption i]s thgg @ggé}or
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and a write strobe input, and an address-decoding means for
providing a selection signal to the selection input of the memory
in response to associated address outputs from the processor, the
computer system including a window means comprising latch means
responsive to a setting signal and a clearing signal from the
processor for coupling the write strobe output of the processor
with the write strobe input of the memory when the latch means is
set by the setting signal, and for decoupling the write strobe
output of the processor from the write strobe input of the memory
when the latch means is cleared by the clearing signal, and
counter means responsive to the setting signal and the clearing
signal from the processor for starting a counter upon feceipt‘of
the setting signal, for clearing the counter upon receipt of the
cleafing signal, and for interrupting the processor in the event

of the counter reaching a predetermined threshold.

Figs. 1, 2, and 3 are functional block diagrams of
prior art memory addreésing systenms;

Fig. 4 is a functional block diagram of a memory
addressing system according to the invention, including a window

circuit; and

Fig. § is a functional block diagram of the window

circuit of Fig. 4.

Like elements in the figures have, where possible, been

shown with like reference designations.
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appropriately note the event. Repeated notations of a rese ;
window circuit 70 will preferably cause the processor 10, §n '?’-@?—M?Bﬁ SHEET

program control, to annunci ate an appropriate warning nessqg¢ to the user.
It will be appreciated that the system of. the invention of {eys 28JANND7

benefits over the prior art. As nmentioned above the systenjoj the inventioh
offers nore protection against the possibikity of a procespor m speravrng

seriously. The counter 83 (or 93) starts counting with thelevent of the
processor 10 '

In the typical prior art memory addressing system of
Fig. 1, a processor 10 is capable of writing data to memery
devices 11, 12, and 13 by means of a system bus 19, of which
address bus 14 and write strobe line 15 are shown. Some of the
address lihes of addréss bus 14 are provided to a conventional
address decoder 16, these so-called “high~order" address lines
are shown as the high-~ order portion 17 of the address bus. The
so-called "low-order" portion 18 of the address bus 14 .is
provided to memory devices 11, 12, and 13, and to other devices
in the memo}y space of processor 10. For clarity the data lines
and other control lines of the system bus 19 are omitted from
Fig. 1, as are the other devices on the system bus, such as
keyboard, display, read-only memory and printer.

In Fig. 1 the write strobe signal from the processor 10
is provided by a line 15 to the write strobe inputs 21, 22, 23 of
the memory devices 11, 12, and 13 respectively. Memory device
selection signals are provided by select lines 20 running from
the address decoder 16 to "chip enablé" inputs of the memory
devices. For example, select lines 31, 32, and 33 provide
respective select signals to corresponding chip enable inputs 41,
42, and 43 of the memory devices 11, 12, and 13, respectively.

A line 34 from address decoder 16 is indicative
generally that the address decoder selects other memory devices
than those shown explicitly in Fig. 1. Such memory devices
typically include ROM (read-only memory), and memory-mapped
input/output devices such as a keyboard, a display, a printer,
and discrete input/output latches. -

It will be noted that in the system of Fig. 1 the write

strobe signal’ is provided to all memory devices, including 11,
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device. This gives the counter a head start in detecting p
conpared with the counter 56 of Fig. 3, which only starts
occurrence of a selection signal fromthe address decoder [1
of Fig. 5 the counter 83 (or 93) runs freely until such ti

opl ens,
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.for ceasing access to the nenory device.ip received at thq latch 80 (or

90). In contrast in the systemof Fig. 3 the counter 56 will be cleared

every time the.processor 10 happens to neke reference, by

12, and 13, whenever asserted on line 15 by the processor 10. If

the processor 10 were misbehaving seriously (as distinguished
from the case of a processor or other system component failing in
a physical, permanent way) the processor 10 could provide
addresses on the address bus 14 that were meaningful to the
address decoder 16,-enabling one or another of memory devices 11,
12, and 13 from time to time. If the write strobe signal of line
' 15 were asserted during one of the periods of enablement, the
contents of some or all of the memory devices 11, 12,-and 13
could be lost. 1In the case of a postage meter, the descending
register contents could be lost, a matter of great concern for
both the postal patron and the postal service.

Fig. 2 shows a known prior art system for enhancing the
protection of selected memory devices, such as devices 12 and 13,
here called “crucial"” memory devices. Use of such a system might
be prompted by the presence, in memory devices 12 and 13, of
important postal data such as descending register data. 1In such
a case memory devices 12 and 13 may be nonvolatile memories.
While memory device-ll continues to receive the write strobe
signal of line 15; just as in Fig. 1, it will be noted that the
crucial memory devices 12 and 13 receive a gated signal 40 at
respective write strobe inputs 22 and 23.

With further reference to Fig. 2, the selection outputs
20 of address decoder 16 are connected to respective memory
devices as in Fig. 1. The system of Fig. 2 differs, however, in
that the selection ocutputs 20 are also provided to multiple-input
AND gate 61. The selection lines 32 and 33 for the crucial
memory devices 12 and 13, respectively, are ORed at a gate 65 and
provided directly to the AND gate 6l1. The remaining selection

lines from the address decoder 16 are each inverted by inverters
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menory reading and witing or by instruction fetching, to [a W
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by the systemof Fig. 3 is no nore than interrupting the donnection of
wite strobe and/or selection lines. In contrast, the systlem d2 8RIAN 1997 and
5 takes the step of interrupting (and preferably resetting)-[the processor
which will at Teast sonetines renedy conmplgetely the condi{ion gi ving T7rse
to the mal function. While the above is a description of t invention in

67 and 69, as shown in Fig. 2, and provided to the AND gate 61.
The address decoder 16 of Fig. 2 differs from many typical
address decoders 16 such as shown in Fig. 1 in that every
possible address of the high-order address bus 17 is decoded as
one or another of the selection outputs 20. If necessary, a .
“none-of-the-above" selection output is provided to respond to
‘addresses having no intended physical counterpart in the system
design. The result is that the number of selection outputs 20
active at any given moment is exactly one, no more and no fewer.

It will be appreciated that the output 63 of AND gate
61 is high if (a) one of the crucial memory devices is selected
and (b) none of the other memory devices is selected. Signal *63
is one of two inputs to AND gate 62; the other is the write
strobe signal of line 15. The crucial memory devices, then,
receive write strobe signals only when one or another of the
crucial memory devices is currently being selected by the address
decoder 16. -

In the circumstances of a system suffering no
mechanical defect, the system of Fig. 2 offers no protection of
crucial data beyond that of Fig. 1. Assuming, for example, that
the address decoder 16 and the address bus 14 and 17 are
electrically intact, then the gates 61 and 62 have no effect.

The gates 61 and 62 only serve to block write strobe inputs at 22
and 23 which would in any event be ignored by memory devices 12
and 13 because of the lack of asserted selection signals on lines
32 and 33. Stated differently, a processor 10 misbehaving
seriously in a system of Fig. 2 that is electrically sound will
be capable of destroying data in the crucial memory devices
simply by presenting their addresses on the address bus 14. When

the processor 10 presents a valid address on the address bus 13,
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the corresponding selecéion line, for example line 32, will be
asserted and will be received at the chip-enable input 42 of
memory device 12. Likewise, the a strobe signal on line 40 will
be made available to the write strobe input 22 of memory device
12. The possible result is loss or damage to the contents of
memory device 12.

Fig. 3 shows another prior-art system intended to
protect data in crucial memory devices, say memory devices 12 and
13. In the system of Fig. 3, the processor 10, address bus 14
and 17, and address decoder 16 are as in Fig. 1. Memory device
11, which is not a crucial memory device, receives the write
strobe signal of line 15 directly, as in Fig. 1, and receives its
corresponding selection signal 31 directly, also as in Fig. 1. '

Crucial memory devices 12 and 13, however, do not
receive selection signals or the write strobe signal directiy.
Instead, AND gates 51, 52, and 53 are provided, blocking the
selection signals 32 and-33 and the write strobe signal of line
15 under circumstances which will presently be described.

In the system of Fig. 3, the selection outputs for the
crucial memory devices (here, selection signals 32 and 33) are
provided to a NOR gate 54. Most of the time the processor 10 is
not attempting access to the crucial memory devices 12 and 13,
and so select signals 32 and 33 remain unasserted (here assumed
to be a low logic level); "as a result the output 55 of gate 5S4
is high. This clears counter 5s.

At such time as the processor 10 attempts to read from

‘or write to either of the crucial memory devices 12 or 13, a
corresponding one of the selection lines 32 or 33 is asserted.

output 55 of gate 54 goes low, and counter 56 is able to begin

counting.
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Failure mecdes a;e possible in which an address line 32
or 33 may continue to be asserted for some lengthy period of
time. Feor exampie, a mechanical defect in the address bus 14 and
17, in the address decoder 16, or in the wiring of lines 31, 32,
33, and 34, may give rise to continued selection of a crucial
memory device 12 or 13. A consequence of such a mechanical
defect could be a write instruction from the processor 10 that is
intended for, say, memory device 11, but which, due to the
mechanical malfunction, would cause a change in the contents of
memory devices 12 or 13 as well.

Although as just described the system of Fig. 3 offers
protection against certain mechanical failures, it provides only
limited protection against the prospect of a processor
mishehaving seriously. Aas will now be described, the system of
Fig. 3 will fail to detect many of the possible ways a processor
may miébehave, and will be successful at protecting against only
a particular subset of the possible ways of misbehavior. -

Those skilled in the art will appreciate that memory
read and memory write instructions carried out on the system bus
represent only a portion of all the bus activities. Prior to the
processor’s execution of an instrucﬁion forming part of the
stored program, the processor must necessarily have fetched the
instruction from a memory.device on the system bus. From the
point of view of an cbserver of the bus, the fetch activity is
electrically very similar to a memory read activity, and each

includes a step of the processor 10 providing an address on the

.system bus. The address decoder 16 handles memory read addresses

the same waf it handles fetch addresses. In a system functioning
properly it is expected that the fetch addresses will represent

retrieval of data (i.e. instructions for execution) only from
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operable to execute a stored program a first rrermry (12) he--g—a
sel ection input and a wite strobe input (72); address- deccdﬂﬁBLAﬁMEﬁT(SNEET

for providing a selection signal to the selection input of [t g TSt TETTOT

in response to associ ated address outputs fromthe processqr; %}ga@
by w ndow neans (70), the w ndow means conprising: first | clt h W
responsive to a first setting signal and aifixrst clearing § fromthe

locations that contain éata, namely from the memory devices
containing the stored program. In a system functioning properly
it is also expected that fetching would never take place from
locations'containing data such as the descending register. 1In
systems such as those discussed herein, where memory devices 12
and 13 are assumed to contain crucial data, it is expected that
no fetching would take place from the memory devices 12 and 13.
Indeed it would not be ocut of the ordinary for periods of time to
pass in which fetches and memory accesses (eithef reading or
writing) occurred on the system bus more or less in alternation.

Under the normal steps bf a typical stored program (in
a system having no mechanical defects) it is expected that '
processor 10, shortly after initiating bus access to an address
giving rise to the assertion of selection lines 32 or 33, will
proceed to bus access elsewhere in the address space of the
processor. Such bus access elsewhere would reset the counter S6
and avert the decoupling of gates 51, 52, add 53.

As one example, the conventiocnal fetching of
instructions for execution may cause the address decoder to stop
asserting selection lines 32 and 33 and to assert instead the
selection line for somé memory device containing stored program.
This would be the usual process.in a system lacking ahy
mechanical defect. Thus, fetching (at least in a system that is
free of mechanical defect) would geﬁerally keep the counter S§
reset more or less continuously, except in the special case of
processor malfunction where the instruction pointer or program
counter happened go'point to a crucial memory.

It will be appreciated, then, that in the event of
persistent assertion of one of the selection lines 32 or 33 due

to a cause other than a mechanical defect, this would be expeeted
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counter neans~(83) responsive to the fiLrgp setting signgl and the first
clearing signal fromthe '

to occur only if the processor happened to be fetching

instructions for execution from the selected memory. Thus if the

processor misbehaves seriocusly, and if it happens to be dciqq so
while its instruction pointer or program counter is causing
instructions (actually, data) to be fetched from the crucial data
of one of the memories 12 and 13, the counter 56 would block
access to the crucial memory device after the passage of a preset
time interval.

In the more general case, however, of a processor
misbehaving seriously with its instruction pointer or program
counter causing instructions to be fetched from a memory device
other than the crucial data, the counter 56 would be periodically
cleared, bringing an end to any blocking of access (by gates 51,
52, and 53) to the crucial memory device. In summary, though the
system of Fig. 3 protects against some mechanical failures, it
does not comprehensively protect against the potential problem of
a processor misbehaving seriously.

Turning now to Fig. 4, a block diagram shows a system
of an embodiment of the invention. Processor 10 provides address
signals to the address bus 14 and to the address decoder 16, just
as in the system of Fig. 1. The memory devices 11, 12, 13 all
receive respective selection signals from the address decoder 16
just as in the system of Fig. 1. Memory device 11 receives the
write strobe signal of line 15 as in the system of Fig. 1.
Crucial memory devices 12 and 13, however, receive inputs at
their write strobe inputs 22 and 23 not from line 15 but from a
window circuit 70. Window circuit 70 reéeives requests from the
processor 10 by I/O port transactions or, preferably, by memory-
mapped I/o transactions. 1In the latter arfangement a selection

signal 35 from address decoder 16 is provided to the window
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circuit 70, and preferably it also receives low-order address

bits from low-order address bus 18.

In Fig. 5, depicting the window circuit, an output 86
of latch 80 is normally low. The normally-low state of line 86
turns off an AND gate 81 so that a write strobe signal 72 for the
memory 12 is unasserted. With the line 86 low, the write strobe
signal of line 15 does not have any effect on the output 72 of
the window circuit 70. For similar reasons an ocutput 73 is also
unassertad. ' -

When line 86 and a corresponding line 96 are both low,
which is typically most of the time, a pair of counters 83, 93
are continuously cleared. Outputs 87 and 97 of the counters 83,
93 are thus both low, so that an OR gate 85 has a low output 71.
The processor 10 receives the unasserted signal 71 at its reset
input 75, so is permitted to continue normal execution of the
stored program.

Under contrai'of the stored program the processor 10
gains write access to crucial memory devices 12 or 13 as follows.
Referring now to Fig. 5, to write to memory device 12 the
processor writes a command to the latch 80 representative of a
request for access. The output 86 of latch 80 goes high, turning
on the gate 81 and permitting write strobe signals of the line 15
to be communicﬁted to the output 72 of the window circuit, and
thence to the write strobe input of memory device 12. The high
level of line 86 causes an inverter 82 to go low, removing the
clear input to the counter 83. Counter 83 commences counting,
and if it reaches a preset threshold its output 87 goes high,
turning on OR gate 85. This resets the processor 10. The preset
threshold of counter 83 is changeable by commands to a latch 84

from the processor. In the normal course of execution of a
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stored program, typically the processor 10 would write a second
command to latch 80 shortly after making its accesses to memory
device 12, causing the output 86 of latch 80 to return to its
normal, low state. This would reset the counter 83 and avert any

resetting of the processor'lo.

Similarly, if the processor 10 writes a command (called
a setting signal) to a latch 90 to turn on the line 96, write
access to the memory device 13 will be possible, and the clock 93

.will begin counting. In the normal course of events ;ypically
the processor 10 would fairly promptly_write a second command
(called a clearing signal) to latch 90, cutting off the write
strobe signal to device 13 and clearing the counter 93. The
counter 93 is programmable by commands to a latch 94. As a
consequence, each of the counters is individually programmable.
This is desired because the memories 12, 13 are preferably of
different storage technologies, for which different writing and
access times may apply. Thus a memory of a technology with a
slow access time may be accommodated by programming its
respective counter for a longer interval, while memory of a
technology with a fast access time may be more closely protected
by programming its resﬁective counter for a shorter interval.

In one embodiment it has been found preferable to
provide additional logic in the circuit 70 of Fig. S, so that the
gate 81 is initially enabled by a flip-flop (not shown in Fig. 5)
upon power-on, and continues to be enabled regardless of the
state of latch 80. The additional logic is arranged so that a
subsequent signal from the praceséor sets the flip-flop so that
it no longer enables gate 81. From that point onwards the éate

81 is enaﬁled only by the latch 80.
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It has been found preferable to make the memories of
differing technologies; in one embodiment the first
memory is an EEPROM (electrically erasible programmable
read only read only memory) and the second memory is a
battery-backed-up CMOS RAM (complementary metal-oxide
semiconductor random access memory). In the embodiment
the first predetermined threshold is about 341
milliseconds, and the second predetermined threshold is
about 682 milliseconds, all selected for an eight-bit

processor running at 6 MHz.

Returning now to Fig. 4, the reset signal 71 may be
seen which, if asserted, causes a reset to the processor 10 at
its reset input 75. Generally this could be any hardware
interrupt to the processor 10, but preferably it is the reset
input, which may be thought of as the highest priority hardware
interrupt. The reset input causes program execution from the
instruction at memory location zero, thus eliminating any
possible problem with spuriqus contents of the instruction
pcinter or program counter. The reset input also resets all
other internal states of the processor 10, thus eliminating any
possible problem with spurious internal states of the processor
10. Where the condition giving risé to one or another of the
counters 83, 93 reaching its threshold was a processof
misbehaving seriously,.then, there is the possibility the
processor will execute its stored program correctly fhereafter.

Preferably a latch 74 is provided, external to the
processor 10 and capable of latching the reset signal 71. The
stored program for processor 10 preferably has steps that check,
upon execution starting at zero, to see whether the latch 74 is
set. If it is not, the assumption is that the execution from
zero was due to initial application of power. If latch 74 is
set, the assumption is that execution from zero was due to a

reset from the window circuit 70, and the processor can
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appropriately note the event. Repeated notations of a reset due
to the window circuit 70 will preferably cause the processor 10,
under stored progran conﬁrol, to annunciate an appropriate
warning message to the user.

It will be appreciated that the system of the invention
offers numerous henefits over the prior art. As mentioned above
the system of the invention offers more protection against the
possibility of a processor misbehaving sericusly. The counter 83
(or 93) starts counting with the event of the processor 10
sending the command to the latch 80 (or 90) for access to the
memory device. This gives the counter a head start in detecting
problems, as compared with the counter 56 of Fig. 3, which only
starts counting with the occurréﬁce of a selection signal from
the address decoder 16. In the system of Fig. 5 the counter 83
(or 93) runs freely until.such time as a command for ceasing
access to the memory device is received at the latch 80 {or 90).
In contrast in the system of Fig. 3 the counter 56 will be
cleared every time the processor 10 happens to make reference, by
memory reading and writing or by instruction fetching, to any
address outside the crucial memories 12, 13. Finally, the
protective action taken by the system of Fig. 3 is no more ‘than
interrupting the connection of write strobe and/or selection
lines. In contrast, the system of Figs. 4 and 5 takes the step
of interrupting (and preferahly resetting) the processor, which
will at least sometimes remedy completely the condition giving
rise to the malfunction.

While the above is a description of the invention in
its preferred embodiment, various modifications, alternate
constructions, and equivalents may be employed. Therefore, the

above description and illustration should not be taken as
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claims 1 to 6, further conprising third latch nmeans (74

recei pt of the reset signal for storing information 20
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I ndi cative of occurrence of the reset signal, the contents of the third
| at ch nmeans being avail able as an input to the processor E
.systemas clainmed in any of clains 1 to 7, further conpr|S|néi_,§
menory (13) having a selection input and a wite strobe ingut (73) Tihe
addr ess-decodi ng means further providing a selection signalf o2

sel ection inpit of the second nenory |n1§esponse to associ gt ¢d add’%’!ng
outputs fromthe
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CLAIMS:

1. A computer system comprising: a processor (10
having a write strobe output (15) and address outputs
operable to execute a stored program; a first memory
(12) having a selection input and a write strobe input
(72) ; address-decoding means (16) for providing a
selection signal to the selection input of the first
memory in response to associated address outputs from
the processor; and window means (70), the window means
comprising:

first latch means (80) responsive to a first
setting signal and a first clearing signal from the
processor arranged to couple the write strobe output of
the processor with the write strobe input of the first
memory when the first latch means are set by the first
setting signal, and for decoupling the write strobe
output of the processor from the write strobe input of
the first memory when the first latch means is cleared
by the first clearing signal; and

first counter means (83) responsive to the first
setting signal and the first clearing signal from the
processor for starting a counter upon receipt of the
first setting signal, for clearing the counter upon
receipt of the first clearing signal, and for
Anterrupting the processor in the event of the counter
reaching a first predetermined threshold.

2. A computer system as claimed in claim 1, including
a postage printer, and wherein the first memory is
arranged to contain information indicative of an amount
of postage available for printing.
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processor, and the wi ndow neans furt her conprising : seconf
(90) responsive to a second setting signal and a second clg

processor with the wite strobe input of the second nenor
latch means is set by the second setting signal, and for ¢
wite strobe output of the processor frggnthe wite strobeg
second nenory when the second |latch neans is

3. A computer system as claimed in claim 1 or 2,
wherein the first counter means further comprise means
(83) responsive to receiving a command from the
processor indicative of the first threshold value for
setting the first predetermined threshold to the
indicated wvalue.

4. A computer system as claimed in claim 1, 2 or 3,
‘wherein the first latch means are a first memory-mapped
latch (80), the first setting signal comprises a
processor write command of a first predetermined data
value to the first memory-mapped latch, and the first
clearing signal comprises a processor write command of
a second predetermined data value to the first
memory-mapped latch.

5. A computer system as claimed in claim 1, 2, 3 or
4, wherein the first counter means further comprise a
second memory-mapped latch (84), and the command from
the processor indicative of a threshold value comprises
at least one processor write command to the second
memory-mapped latch. '

6. A computer system as claimed in any of claims 1 to
5, wherein the processor has a reset input (75) that
resets the processor upon receipt of a reset signal,
the first counter means being operable to interrupt the
processor by generating the reset signal.

7. A computer system as claimed in any of claims 1 to
6, further comprising third latch means (74) responsive
to receipt of the reset signal for storing information

| RRA OB 0 A
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cl eared by the second cl earing signal; and second counter Hp = .
responsive to the second setting signal and the second cleari Lé? %QW-SHBEH
the processor for starting a counter upon receipt of the sgqcgnd setting
signal, for clearing the counter upon receipt of the second (I e28i NN
signal, and for interrupting the processor in the event of-jtlje counter-.
reachi ng a second predeterm ned threshold. 9. A conput er Jsystenras
clained in claim8, wherein 20

=4

indicative of occurrence of the reset signal, the
contents of the third latch means being available as an
input to the processor.

8. A computer system as claimed in any of claims 1 to
7, further comprising -a second memory (13) having a
selection input and a write strobe input (73), the
address-decoding means further providing a selection
signal to the selection input of the second memory in
response to associated address outputs from the
processor, and the window means further comprising :

second latch means (90) responsive to a second
setting signal and a second clearing signal from the.
processor arranged to couple the write strobe output of
the processor with the write strobe input of the second
memory when the second latch means is set by the second
setting signal, and for decoupling the write strobe
output of the processor from the write strobe input of
the second memory when the second latch means is
cleared by the second clearing signal; and

second counter means (93) responsive to the second
setting signal and the second clearing signal from the
processor for starting a counter upon receipt of the
second setting signal, for clearing the counfer'upon
receipt of the second clearing signal, and for
interrupting the processor in the event of the counter
reaching a second predetermined threshold. '

9. A computer system as claimed in claim 8, wherein
the second counter means further comprise means (93)
responsive to receiving a command from the processor
indicative of a threshold value for setting the second
predetermined threshold to the indicated value.

T
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t he second counter neans further conprise neans (93) respghsive 19

receiving a command fromthe processor indicative of a thrjeREp e
setting the second predeternm ned threshold to the indicatqgd VC}%EQM@M? %ﬁéﬁT
10. A conputer systemas clained in claim8 or 9,
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10. A computer system as claimed in claim 8 or 9,
wherein the second latch means are a third
memory-mapped latch (90), the second setting signal
comprises a processor write command of a third
predetermined data value to the third memory-mapped
latch, and the second clearing signal comprises a
processor write command of a fourth predetermined data
value to the third memory-mapped latch.

11. A computer system of claim 8, 9 or 10, wherein the
second counter means further comprise a fourth
memory-mapped latch (94), and the command from the
processor indicative of a threshold value comprises at
least one processor write command to the fourth
memory-mapped latch. .

12. A computer system as cldimed in claim 8, 9, 10 or
11, wherein the second counter means are operable to
interrupt the processor by generating the reset signal.

13. A computer system as claimed in any of claims 8 to
12, wherein the second predetermined threshold is set
to an interval 1longer than that of the first
predetermined threshold.

14. A computer system as claimed in claim 13, wherein
the first memory is an EEPROM, the second memory is a
battery-backed-up CMOS RAM, the first predetermined
threshold is no greater than about 341 milliseconds,
and the second predetermined threshold is no greater
than about 682 milliseconds.
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wherein the second | atch neans are a third nmenory-mapped | thE'PL
second setting signal conprises a processor wite conmand [of
predeterm ned data value to the third nepgry-mpped |atch,] gnd the secon
clearing signal conprises a processor Wg?e'commnd of a floyrt28 JAN 1997
predeterm ned data value to the third nenory-mapped |latch{ 11. A conputer
systemof clairm8, 9 or 10, wherein the second counter negns furtmer

conprise a fourth

ent Sreer

ABSTRAC
PROTECTION SYSTEM FOR CRITICAI MEMORY INFORMATION

A computer system, typically a postage meter systen,
has a processor (10), a memory (11, 12, 13), an address
decoder (16), and a window circuit (70). The window
circuit selectively couples the write strobe output (15)
of the processor with the write strobe input of the
memory in response to the processor’s setting and
clearing of a latched signal. A counter resets the
'processor if the latched signal is set and not cleared
within a predetermined time period.

FIGURE 4.
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PROTECTION SYSTEM FOR CRITICAL MEMORY INFORMATION

The invention relates generally to the protection of
important or critical data in memory devices, and a preferred embodiment
.;elates: -... to protection of such aata in postage meters.

When important information is stored in a computer
system it is commonplace to provide security against loss of some
or all of tﬁe information, for example by making 2 backup copy of
the information. - In some systems, however, the information as
stored in the system is what must be capable of being relied
upon, and ﬁnQ.theoreticél feasibility of relyi&q on backups is of
little or no value. An example of such a system is the
electronic postage meter, in which the amount of postage
available for printing is'stéred in a nenvolatile memory. The
user should not be able to affect the stored postage data in any
way aother than reducing it (by printing postage) or increasing it
(by authorized resetting activities). Some single stored
location must necessarily be relied upon by all parties_(tne
customer, the pastal service, and :he provider of the méter) as
the sole determinant of the value of the amount o:_postage':
available for printing. In electronic postage meters that single

stored location is the secure physical housing of the meter
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malfunction of a processor or other system component. Simple

physical malfunction can be quite rare if conservative design
standards are followed and if the system is used in rated ambient
conditions, so that the frequency of occurrence of such physical
malfunctions can be low. But many of the above-mentioned failure
modes are not of a lagting physical nature and, if apprapriately
cleared, need not give rise to permanent loss of functionality.
It is also well-known to provide "“watchdog" circuits in
computerized system;. In such a system the code executed by the
processor includes periodic issuance of a watchdog signal which
serves to clear a watchdog circuit. If an excessive time passes
without receipt of the watchdog signal, the watchdog circuit

takes protective action such as shutting down the system or

'resetting-the'processor. The latter action has the advantage

that it may restore normal processor function if, for example,

the malfunction was due to a spurious change in the value of the

‘instruction pointer or program counter. But the watchdog circuit

only triggers after the passage of a predetermined interval, and
processor malfunction could conceivably alter crucial data during
the predetermined’ interval and prior to a watchdog-induced reset.
It would be most desirable if crucial data could enjoy more

ccmprehénsiQe safequards againét processor malfunction, with the
safeguards implemented in such a way as to permit restoration of

proper processor function if possible.

In accordance with the invention there is provided a
computer system, preferably a postage meter system, comprising a
processor (CPU) having a write strobe output and address outputs

and executing a stored program, a memory having a selection input
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1. A computer system comprising: a processor (10)
having a write strobe output (15) and address outputs
operable to execute a stored program; a first memory
(12) having a selection input and a write strobe input
(72); address-decoding means (16) for providing a
selection signal to the selection input of the first
memory in response to associated address outputs from
the processor; characterized by: window means (70),- the window
means comprising:

first latch means (80) responsive to a first
setting signal and a first clearing signal from the
processor arranged to couple the write strobe output of
the processor with the write strobe input of the first

'memory when the first latch means are set by the first

setting signal, and for decoupling the write strobe
output of the processor from the write strobe input of
the first memory when the first latch means is cleared
by the first clearing signal; and

first counter means (83) responsive to the first
setting signal and the first clearing signal from the
processor for starting a counter upon receipt of the
first setting signal, for clearing the counter upon
receipt of the first clearing signal, and for
interrupting the processor in the event of the counter
reaching a first predetermined threshold.

2. A computer system as claimed in claim 1, including
a postage printer, and wherein the first memory is
arranged to contain information indicative of an amount
of postage avaiiable for printing.



