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In such cases, if the user loses the portable
telephone or portable information terminal and the IC card
which store the above described secret information (such as
a password, a credit card number, a PKI secret key, etec.),

25 there 1s a need to have that secret information invalidated
and a new secret information re-issued by reporting the
1oés to the issuer.

However, when the user loses the own secret
information, there is a problem that the lost secret

30 Information must be invalidated while changing the secret
information, for the purpose of maintaining the security.
There is also a problem that the user cannot receive

services until the secret information is re-issued because
the secret Information is to be changed.
35




-1 WD 2005/ 076518 PCT/JP2005/ 002514 DI SCLOSURE OF THE
INVENTION I't is therefore an object of the present

invention to provide a secret information ma
sche 9%6% ch the 5 user can receive servi E@%&}ms“
wi t hout changi ng the secret information even when the

user | oses the own portable telephone, portable

i nf ORISGLOSWREOK] THE INVENEIQNrd. According to one

aspect of the present invention, there is provided a
secret i or e eng e '

a secret Jhnf8r ?Fe%n} ;8 uﬁi<§¥§%ngb?éﬁ%éﬁ%ﬁﬂ“&g@gﬁPﬂbn to
di vi stonideniat seonét gurfeamadleln HaR8seHant ctghqme in which the

| Bf of Jat 'tc%% kBEOiPe Fﬂéﬂvalcbbywﬁﬁdiltvbﬂeﬂgﬁaé aHay sestreay
a secre arin suc

“inf oH‘n‘E‘Tr 83n v%]beé’oiyg?e%s?lf g%gggp?e‘gc%b?grta%

of thel&hhﬂnéedpdat@lﬂﬁné‘odmﬂ’?m texpanat iy d¢ Gare-

confi gur eg b d$her €o diRAkkpott dihﬁzh@ presédty @fvention,
di vided data int

erm na r
di vi B}éﬂreddtsaprgﬁgd%dr ﬁeCSFL ﬁ'éforlmqu?S KV %gel&%i[t gyStem
dat afontrmereEdner a noe & eif idépmﬂi@epﬁeﬁsus%}' d&ogprising: a
re-djyisiQR14Rbh M'cgiﬁrf?tgui'@d W@&@lﬁeatlpé LHeQJrIeR:y of

re OdIVI37 data differe r t.he aI|
di vi HeEPTR ‘moBPEﬁ’ r?ec?lﬂ)vaﬁw o‘ﬁ{nf aﬁl\C}Q LT %Sfm% i
a cosbimst isharahe &dleenpr.esoch bd@hmwﬂlbeﬁemet Hafgrppgben can

dat ab@@%ﬂn‘tet}%ddﬂlb[ﬁieéi pr@@%@i@é@ﬁﬁﬁhb? Ebetl?@ﬂﬁiﬂiﬁed data;
. Servers using the secret ahg £ an art of
- deﬁlH‘é%ie@afia §t%1“?"h’d‘guﬁptt Z%OIbé}l‘F%IIﬁ 2 % set 8r8 5
part thé glheaplityadf tdiwfdededataiidge adiesminglo afhghe user
ter nh@?lhstfts ALY 9&%@ egnb‘sgrre%td'o‘f' grd pﬂﬁﬁﬂi@?doﬁ

r est ura re-di vi ded datg\lnto dat
depogividasd \f’érté ét%t‘he%ey ogeMer &t ¥y BPoF Bdsﬁ%ﬁeé's “a data
ACCOE'GlJ-([Igvaﬂoﬁnﬁhh'Ercﬁsfﬂ@m'edftdﬁ heenpresens plwedilitgnof re-

32 Ef&&}éé d@.rcgvaﬁle#elaa&e%s& tﬂg %rlra@taweyr@maemea data

g a secret ormat| on of tf’L 5
corerP*éﬂfg?dt I‘?é’ the efatafdl vAR LR 1Y % hé'rg‘@c?'e‘t‘ombina on o
i nf OEH&tpﬁbdr_ﬂb@danmhwx&Hﬂ ¥he odivdideidd ddteladmory thsi Agvided
a Segl % sstho%re' S%ng@epo%ligh?éth‘%rs tbgveuéfﬁ%eﬁhe secret
i nfor i DN Can De T ec pfescri bed
sharing scheme; and a re-divided data storing unit _
25 configured to store a part of the plurality of re-divided
data into the terminal as newly generated user’'s divided
data and a rest of the plurality of re-divided data into
the deposit servers as newly generated divided data.
According to another aspect of the present invention,

30 there 1s provided a secret information management method

for managing a secret information of a user, comprising the
steps of: dividing the secret information into a plurality
of divided data by using a secret sharing scheme, such that
the secret information can be recovered from a prescribed
35 number of the divided data; storing a part of the plurality
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30 data stored in the deposlt servers by using the secret
sharing scheme; and a fourth computer program code for
causing the computer to store a part of the plurality of
re-divided data into the terminal as newly generated user's
divided data and a rest of the plurality of re-divided data

345 1into the deposlt servers as newly generated divided data.
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30 the present invention.

Fig. 8 1s a table showling an example of divided
partial data and their definition formula in the case of
division into three according to the second embodiment of
the present invention.

35 Fig. 9 is a flow chart showing a division processing



division into three according to the second enbodi nent
o; the present invention. 35 Fig. 9 is a flow chart

S Vi sion processin -4 WD 2005/076
PC%%%@%% 02514 gy t he segret i nformati on BHaprosinazsts
managenent system shown in Fig. 1, in the case where

a nunber of divisionis n. Fig. 10 is a table shovqn%,
an exartplee sebrelf vinfeanagaon BANAFENENE RY 1168 shovn 1o Fig.
defipi tirpl%thOE,gyé 3yt d¥eOhl ﬂmﬁtaér afddbvisjomovadaf.orns i n

t he Caseﬁﬁ&m | fl on t{aﬁteto L 58 RGROELLR o togl Hlﬁlded

second e resent I nvent i on

a f|martdadr ﬁaShowthg‘:h&ldaﬂafiréU&loPl §P5‘H‘11$r16108§§%’@ai and
g§ﬁ ef’mﬂt?)w%tdfh 2B¢Re fﬂﬂm%][ cagsli¢f @natisibncniportareenaccording
cnene py e SecCr nrorma Fgﬂ{ t
- shovlP i oSG eoRe ¥7 e‘b"diffn% é E%%bﬁggggggw n Veél#qgégs e
of divi dedg.paltisla ddoa ehelrt rﬁéaowiaéfﬁnﬁﬂaoﬁer&i%n?

L]Bn%ﬁ;:fo s t%‘;ba?é&"&d %nrhﬁl&(tsm tﬂuw%ﬁbadaheldmdom
I TI Ona nco (0] | oONn_S
t he HRGINPration; sehqne oﬁa? '&é %ecre?:eggﬁ?ﬁ? ﬁig/irecﬁllt ng.nggement

EDQ. sisStdus sholwhown cififag-t 1Ishowi ng a data re-divi Si on
E;Ofﬁ:SI gg_cg?atagdlg E’cajt‘bqugﬂbﬂﬁé)%&l eR¥ib1d NF Fakeded

et informatio ment e
P g, par ity dapa ud ety BeBRROINE AR Biihpls ap okl of
di vi geel Librpantbath ok a)yamtlet e domd @famh Y | %ﬁfﬂf'fdloﬁﬁﬁlla
in the %%So%a%londb&héﬁeo@ccﬂf@iﬂ ML th LbEon@NGDIGiment of

nunber’ Wwitin according to the second
dfbothreratiessmtt ABVHR invention. Fig. 15 is a
sequence mihAr tlsslnovm ngtcaw phartsstiawjnigop d@6a re-division

Fegi§£8§éégid% %ﬁgﬁﬁtoﬂrg‘?%ﬁﬁ&ﬁoﬁhﬁﬁértQ%w?ﬁ@fﬁﬁ scheme by the

|nf_o I on rranagerrent system shown in
16 i seersledddineBathag tm@ﬂ&ﬁﬁﬂﬁ’gt asyﬁrtﬁge§§?ﬁ ’b‘y FiFh
secr et i rfigf.au o8 aundgershowsys teemeghophe | of Iliig’idsd
?@ g %kfnifg t%QEXBCEhéfﬂlde%@ﬁif&bn:¥%rﬁhﬂa i iK% Rdase of
qu e rocessi n u%;
division 1into three by the random number rewriting scheme
according to the second embodiment of the present
invention.
Fig. 15 is a sequence chart showing a processing for
25 reglstering a secret information by the gecret information
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Fig. 16 is a sequence chart showing a processing by

the secret information management system shown in Fig. 5 at

a time of service utilization.

30 Fig. 17 1s a sequence chart showing a processing by
the secret information management system shown in Fig. 5
when a part of a secret information owned by a user is
lost.

Fig. 18 is a block diagram showing a schematic

35 configuration of an access right management system
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computer system 10 using a secret information management
25 system 1 according to the first embodiment.
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30 connected with a service providing system 5 for providing a
prescribed service to the user through the communication
network 4. The secret information management system 1 is
also connected with a plurality (which is assumed to be
three in this embodiment) of data depositing server

35 computers (which will be referred hereafter simply as a
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25 respectively in the plurality of deposit servers 3a, 3b and
3¢ and the terminal 2.

Also, at a time of the service utllization, when the
divided data D(4) maintained by the user 1s transmitted
from the terminal 2 to the secret information management

30 system 1, the secret information management system 1
recovers the original secret information S from a
prescribed combination of that divided data D(4) and the
divided data D(1), D(2) and D(3) of the deposit servers 3a,
3b and 3c by using the secret sharing scheme, and transmits

35 +that secret information S to the service providing system
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25 device having at least a central processing unit (CPU) with
a calculation funection and a control function, and a main
memory unit (memory) such as RAM with a function for
storing programs and data. Such a device and the system may
also have a auxiliary memory unit such as hard disk,

30 besides the main memory unit.

Also, the program for executing various processing
according to this embodiment is stored in the main memory
unit or the hard disk. It is also possible to record this
program in the computer readable recording medium such as

35 hard disk, flexible disk, CD-ROM, MO, DVD~ROM, etc., and it
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the secret sharing scheme at the step 520 will be described
in detail. _
For example, there is the Shamir's secret sharing
25 scheme {(k,n) threshold scheme, where the number of
division n 1s assumed to be 4 and the recoverable number k
is assumed to 3 here} based on the second degree polynomial
F(x) = ax?+bx+S (mod p), where S 1s the secret information
that is the original data, and F(x) is the divided data, a,
30 b and p are numbers arbitrarily determined at a time of
dividing the secret information S such that p 1s a prime
number larger than a, b and 8.
In this case, by the divided data generation
processing of the secret information management system 1,
35 the divided data F(1), F(2), F(3) and F(4) {corresponding
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SO
terminal 2 through the communication network 4 (step S30).

Next, the deposit servers 3a, 3b and 3c respectively
store the received divided data D(1), D(2) and D{3) into
their memory devices such as hard disks (step 540). Also,

25 the terminal 2 stores the received divided data D(4) into
ite memory device such as hard disk (step S$50).

In this way, even when there is a loss, destruction,
etc. occurs for any'one of the divided data of the terminal
2 and the deposit servers 3a, 3b and 3c, the original

30 secret information 3 can be recovered according to the
remaining three divided data (in the case where the number
of division is 4 and the recoverable number is 3 1n the
Shamir's secret sharling scheme}.

(2) Service utilization processing

35 In the case where the user utilizes the service
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| 00 hfgoenenaliadzhyiéeCediiR0ethe 2@ by recording the fact
that the secret information S is recovered and transmitted
(step 8150).

25 Upon receiving the secret information S from the
secret information management system 1, the service
providing system 5 judges the properness of this secret
information S, and provides the service to the terminal 2
through the communication network 4 (step S160) such that

30 the user can receive the desired service (step S170)}.

{(3) Processing at a time of divided data loss
In the case where the user lost the divided data D(4)
(the case where the terminal 2 that stores the divided data
D(4) is lost, for example), first, the user reports this
35 fact to the secret Information management system 1 (by
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A9 5 andVext, dhd secxstvdafonpatian degagement S)ystrgeﬂz}
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respective ecifica
re dPV|

he
b eand ggﬂlgr%taé)di @yuﬁg‘iineg & timg Xf the initial

division, in the above described second degree polynomial
F(x) = ax?+bx+S (mod p).
Next, the secret information management system 1
25 transmits the re-divided data generated in this way
respectively to the deposit servers 3a, 3b and 3c and the
terminal 2 (the terminal 2 newly purchased by the user in
the case where the user has lost the terminal 2 that stores
the divided data D(4)) through the communication network 4
30 (step 8250).
Next, the deposit servers 3a, 3b and 3c respectively
store the received re-divided data D'(1), D'(2) and D'(3)
into their memory devices such as hard disks (step 5260).
Also, the terminal 2 stores the received re-divided data
36 D'(4) into its memory device such as hard disk (step S$S270).
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and HYCs RSty | 89?%9(%&3@'1599 3 LHRH 2600 Pl Ahe
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even whemide, wseh h@@xﬁ&ﬂeh&hmmrpasmmmdlm@etd-e@atthe lost
ﬁ% gésé b%%at %eES&E' Y& h%eé%%’ 'ﬁffo%&ﬂ'ti‘on o rigZRk¥ ¢
po

0SS, ou requirin processi ng
for ﬁﬁSF%LﬂrngilltehéeSé%‘F e‘tﬂfOﬁFléle%r?aSn"t be recovered and

the service cannot be utilized, so that the safety 1s
secured.

Moreover, the user's utilization log 1s maintained at

925 the secret Information management system 1, so that even if
the third person acquires the lost divided data and
illegally utilize the service during a period since the
user loses the divided data until the user reports the
loss, the presence or absence of the illegal utilization

30 can be judged according to the utilization log.

Note that, in the above, the secret information S is
given from the terminal 2 to the secret information
management system 1 through the communication network 4,
but this embodiment is not limited to this case, and it is

35 also possible to use a mechanism other than the
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the asww%t@ B b Waatesi Ht SORFnahat e (Abete, but
receined édyciiglnthes aonimuningadd oto ridtiworksé, 4ndut is
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abov%'and the divided data acquired from the secret information
management system 1 by using the secret sharing scheme, and

25 +transmit that secret information to the service providing
system 5. Note however that, in this case, 1f the user
loses the terminal 2 while the recovered secret information
S is still stored therein, the problem to be sclved by the
present invention cannot be solved, so that there is a need

30 to provide a mechanism for deleting the secret information
S from the terminal 2 immedlately after transmitting it to
the service providing system 5, or a mechanism for
preventing the 1llegal reading of the data of the terminal
2 by the third person,.

35 Moreover, in the above, the re-division processing is
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request fﬂ[@@hbb;ﬁ userig but, kheisedezoinpossiibion menagement

Lhe 3RSt 4, I LB St M =Dl S8 Mhnd D (iARYwiLL be

out EREYFRM4ili §PBR processi ng untar a
riﬁescef%wﬁt heragfter RmPLYi Ag %dwrfﬂénﬁﬂb 2 ompaep g.a user
17 aBﬂrtﬁhﬁl a2 Qohfulri €at10¥ netheris er endheabothieramteohet, and

t he prese tion w.ll i n i
<Sys?g?ﬁl%%ﬁ4 Séggt?’o%%rvfﬁe ??ovgﬁ% \Agggﬁﬂno%gtft}ara providing a
schepmeser idonf sguvace ofp diﬂleausébnﬁimoélﬂ' s{Be efpumnd SpHLon

a segkehorifOr MRk Qélcf@ﬂ%%?ﬂaticﬁyifa@.ﬁgémmwﬂmg ftois

e, BESCTRGRIRO TR Ly o SASRRIED (OreCashlli g be e

Wit hia thisremboddmentl QRMﬂa@h @Pquﬂﬁing server computers
{(which will be referred hereafter simply asg deposit
servers) 3a and 3b which are formed by mutually independent
hardwares. .

25 Note that the secret information in this embodiment
refers to a personal information such as a password, a
credit card nuﬁber, a PKI secret key, etc., which 1s
necessary for the user to utilize the service providing
system 5.

30 In the computer system 10 in this configuration, when
the terminal 2 transmits to the secret information
management system 1 the secret information S that Iis
necessary at a time of receiving the prescribed service
from the service providing system 5, the secret information

35 8§ is divided into a plurality of data by uslng the secret
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15 referred hereafter sinply as a termnal) 2 owned by

a user through a communication network 4 such as the
Internet., and connected with a service provij
syg‘foe%?f’%d??%? providing a prescribed ser\F/)i ce P%f}&ﬁoosmuzsu
user through the comunication network 4. The secret

i nformati on managenent system 1l is 20 al so connected

W t hskaming alchtye (vddesh ons the sspeed aflosper ¢ weshardnghi s

?%?%%Mtﬁ)h of wﬂfé‘#l? Wwiago bt{' ﬁ%rdVEErSQf‘péit QfsS the secret

erre ere t S| as d 03|t
servé‘P%l)iI@'aséthsbAWﬁ%ll?eaP%S‘f e[’rﬁé’d m;i ¥rut‘“‘bfalﬁ(i$5a ecret
i ndepersienitichangvddarnt? sybioéme It,handt bke skiorigted data are

| formti t f
?, rmec%éeﬂghpg%ﬂmgggnga thd- %e‘35§§:(§sé’rﬁﬁﬁgﬁgg?d 3b

,a PKﬁn@e@'reetteREWﬂlet?c Su%t%}ﬁt |1'she fdad A he
user réspddiilviede aéosiared de pmq'.)\dzmotsgt system $a 80d| b and

the gﬁé‘%rﬁ gx%e'ﬁ&% 'r%shms AR eg%@ti&fbrxﬂ/éﬁgﬁn S is

t he nsmts he secret i nf or mat,i
manageeksierafs enthe tsr?é’r§é?cF%fo‘iniﬁt&PHa{"%%E@Watgngem 1
necessdl thellpraphiabicaf foecehwi egrive prtedizaiied by the user

service fro the (A vib dj n
Soer F PomARER CNPEE e PAR RGNS, ﬁ?%gig'%‘?’uer’*aq?lf‘y’r%m°“

dat ambl;vameﬁ@ eﬁéteﬁeclr étlvides iy FeeseE7EBIgrmation’ S Tron
PCT/ 3R005n303514 1stwrtnigeseierdedaaed DALY hed (Peend| D(3),

Sct Sho ALY, BLICKURIBAVEIS il BEytEI By O depostt

‘ as the secre
déscepbesr hdsonndadb tamd Jher *é?mjrl}ﬁlo@rmt i on managenent
system 1, a0 theadimiders dabas@felde uespezdtial,ywhen the

trangiildgt deda' Braf POl Bsh 6 32 uBBY 20 +:An Be

r espécom vidle) tdepdsal edl o threseieqrys i iNToERgElen Jenggguent
3b agdstdde t @hRl Bbres WFodmh e tmanta&@méﬁf:r.ﬂtstem 1

R Sobpr LB SRt pASORE0ELs | AL BBy

servitwe of ithatadivhdéd ddte D81 fﬂlds f@@nﬁll'é%%%fi %(ﬁaeml) and

that p(b & GhedSdebH81 e rlerkNS TR |3@nby|m§1ﬂ®|m@:t secret

syst ema%ir?g" Vs!c efc’net he s‘?’ne rtertanlspligs taltoge§r£ 1nforma1:ion S
to the service providing system 5. In this way, it becomes

25 possible for the user to receive the prescribed service.

Note also that, in this embodiment, the exemplary case

of depositing the secret information S by dividing it into
three will be described, but the present invention 1s not
limited to this case of dividing the secret information §

30 into three, and the present lnventlon is also applicable to
the casge of the division into n (n is an integer greater
than or equal to 2). Also, the number of the divided data
to be transmitted to the terminal 2 is not necessarlly one
and can be plural. Moreover, in this embodiment, the

35 divided data D(1) and D(2) are allocated to the deposit
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the termnal 2 into three divided data D(1). D(2) and
DX(3), and deposit themrespectively in the plurality

of ' 15 servers Si and 3b and the term

Al gg?ﬂgéd%ﬂ?i me of the service utilization, mgﬁﬁﬁzﬁﬂgﬂmu
di vi ded data D(3) nmi ntai ned by the user is

transmtted fromhgetermnal {)the secr et

i nf oSFATPHR Frefdydhentivided 8/t Dide iSeddpcated to the
i nf ortemninal anagentht 15 ysisatble 2o reddoveats afe divided data

t f
gaggltg?ﬁ:%{%gfa% gr sg'% §e§'{r|9€%a§%nhr %{1¥&§ n%1 2.

D(2) of tHee dRss&itt Wfsi"@amﬁ‘i‘\%g%‘t?nﬁysﬁﬁ?@ H’é‘s a
sécr detathed isunrigheatidy widht haamsandi.swltlbat dsecrgeneration

| F OGHELT O e i BeyP el SBPEOVIMHAIaRYSh o1 Frcd

this Mﬁ¥ econes §§$SSI e user
r ecePvl ?hjet%l"é’séilifrb@%d g Deby ‘Rbitll';g é‘—lh§os?‘ﬁlé?t shgring
t hi s sehbmei Apnin, ok helrxenltar yecasary ahideppstdr ngcbkering

secr g}l Q{)P%ﬂﬁg_‘ ggtﬁ Pé’e ot ?h?grﬂléﬁio%l% S HJ&? % \Mlluk'ality

be descr resent 1 nven
140ni PEJIEBLegs dagash laif wilgedthe Wé‘eé:eéh@ring scheme A, a
i nf oraAtibD Mmb3@ geh@rawoeeunaﬂdls e rppesenstidly @ntre8fom

' S ahﬁﬂbé‘PH{ Leabley ﬁp%eﬁéf@tf’r{get hg»ll‘&%Xi%spn ﬁ Ui918ea

n IS an I nteger gre
t he Aakbdl Brom kBe  sesRid iﬂﬁ?ﬁmﬂﬂpfbé P-Flﬁn%rﬁ'ftlt@éll pgmber R'
t he terne nadedzinsw@érmmssmélire'-dmadeandaﬁam'hea re-~

35 By LY pohled i SRECIS: ghiggtuil ¥ Sirarey
WO 2065r erbirigepCcia g o Frop2the digférdeér data gdaposised in

dlt vi §pé @acui Bprivérfld egatigtng I @ectEE némlm%, sbHtme A,
| IS

Ible to.al]q ate _any di vi ded any
one o]flg?he HH5EEi 1%y élsgraﬁom?hgﬁvéaﬁ‘i& %ﬁt‘*’z aThe
secr 8tilgatlvat Lon mrﬁ@@nrent uRifs tl@mforhgenersying a
et aixt eth £onfngubat £ reRochih@stie Fa¥dkdeshelain®d secret

It
OenCIREh1ah hoddedrined sXbEoR % (e HGnSREE R a e poppet
usi ninfernatdonef thafiengersibemrokidingosysienls,.dabd a

I eCOo¥Shuriitalt 163 ﬁﬁ!t ﬁ@??ﬁ?rtfﬁhsﬂﬂ%%iﬁﬁ'ﬁﬁrFﬂcéi%&ﬂ data
(secr |nfor ma plurality 10 of |V|5e

data Byregpes ng Jf‘iﬁe léee&regpi’%ﬁ]ar% ndlecABRRSIE sgrvers 3a and

25 3b, and the service providing system 5.

Also, the terminal 2 can be a portable recording
medium such as a portable information terminal, a portable
telephone, an IC card which can be carried around by the
user, but 1t'can also be a computer device not intended for

30 the mobile use,

Here, each of the secret information management system
1, the terminal 2, the deposit servers 3a and 3b, and the
service providing system 5 is formed by an electronic
device having at least a central processing unit (CPU) with

35 a calculation function and a control function, and a main
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random nunber generation unit 15 for generating a
random nunber R to be used in generating a plurality

of divided data D fromthe secret informatio
rafdbUMB2r R to be used in generating thgc'ﬁ"%]’q’m?2514

re-divided data D, a re 15 divided data generation
unit 16 for generating a plurality of re-divided data
D fhemihanditvi(dedoxtat audbpasi R4t wifh ahfuniepoes £or

Ser VSEgrﬁTgb)sﬁr%?kQﬂs tzﬁ‘ﬁi $atLet S1§£l?rd %v&@@em Ahe WR8Bem may

user user's own di wj% g
ut i | 8290 iRV §gaygBhble SREARY tWYT £4F g%ﬁel?aaﬁq s%* 20
util bgaiden thegmbon mecayduntitt he fact that the secret

i gf or mat i on, rangge mra%nvmna}e&{ﬁmufgug fiﬁ‘ro%%@&fﬁg

i Af or mat i GA Stotﬁg Service Erow stem's,
conman¢erdinh tenthla seubedipeRhsht tstﬁoﬁ' o nr%‘b"eln\?liﬁgmemory
"dat aynyt tdr respRakdt @i die Tkel & aido Doskhbleepogiecord this
server d | §{1@H1

o PESe i 3 g, e G FORaSEIY RRAPREHE ell gl SLEM as
nedi haré utislas Taepbplapiisk nEBrRM 819 ¢ VAR, efc-, and It

port abl slsd eJephBne, tanidiCvear thihimiogran hier aeir ithe
around it can al so be a conputer

oot Bamittn 1 i oS Ehendl.

en 30 the nobile use, Here, each
of the seﬁ%{r%tnﬁbﬂhﬁtﬁ S¢heBAadement system 1, the
termnal gerd h&hdeﬁ@@tét SRaYEhs Schaaed ASbasadcbd ke special

service o) d| ng e .
devi g&e }Z](g{ ﬁ]g %{r r?hcgleﬁ cgfcﬁgfggg}g}ggﬁﬁa %%Qdi?%gﬁ) will
Wiot hb@Sd%ﬁ@ailb@@l énl dtgidnct i on and a control function,

and a maih thb7dmgf&5/a%ﬁ65ﬁ8 P&Idvls?groe'ﬁ/a@amginal data
memory unit uch as unct

stori %ﬁr]ber%p ﬁ%i %}ft £°°85h BAMWJtm\ﬁtggIl 84 % 2rlathe wo
syst shisesgmbadigenhayvehea oxdgilnghrdaire ks §liﬁh@‘Ed sil!i’cfcﬁ ELE

hardd@'irﬂfed hAs §8Sa tde 1FRUNNGEHSY YofU i1 s borf\ &®ortiifie to a

egian Ll xesuiing WA 15 BRSISLNE PESUAMNLRS

t he haitd WitsKenkthi samlbso spdstd biwe Etrcbirteébffdwﬂmes Also, the

pr 00haE itk MR ta0TRUS £t 1t3aHaR! fnts MG AGL NFhyimSUEBa of
the processing unit bit length, and divided partial data in
a number less than the number of division by one are

25 generated from each original partial data, so that when the
bit length of the original data 1s not an integer multiple
of (number of division - 1) times the processing unit bit
length, the bit length of the original data is adjusted to
become an integer multiple of (number of division - 1)

30 times the processing unit bit length by filling up the tail
of the original data by 0, for example.

Also, the random number mentioned above 1is generated
by the random number gemeration uvnit 15 as {(number of
division - 1) sets of random number partial data having a

35 bit length equal to the processing unit bit length, In
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hard di sk, flexible disk, CO-ROM MO DVD ROM etc.
and it 10 is also possible to deliver this program

th conmmuni cati on network. <Secret sh
WﬁQ%;TEé% the secret sharing schene A bgérlef 005/002514

| the speci al secret sharing al gorithm according to
this enbodinent will 15 be described in detail
t he alinrespondemnce tive (nuwberraf JAvEALORrT g‘ﬁnéletaa‘?%\ "the

gcoréxﬁ.%‘iﬁﬁﬁ' EgrEPalt R taechahe1iynf ltnhﬁafamdbnshuaeeorﬁs n?

0 i's emhodi

t he ERSFRLE ‘En;’arfﬁ“&gag%ﬁﬁ rtg'dq:% n‘g%@e%ﬁd&' v?ﬁg?gﬁbi{] Rength

acccrtslli(m@mberaoﬂolid-éssﬂped pkocedsi A§ e (rasiden BRERYT,

aﬁg I{Jliﬁaﬁf 98€§Sﬁ£k91ngual hiPi 1eﬂg&mgbbuaantdae:heeprboem:1g

arbitrar ri

.part‘i‘rt“oryt?é&f LAEE by |51d’i ﬁ&ﬁﬁ%\%l chtha{ E{x?al Jgga are divided

pr oCESIS It@.euﬂlﬂrilﬂﬂd degagih, then dlegilved cumhat of) d4nision
%% Sk k§SEnd hankhsingnhar @ﬁtdldﬂﬂtﬂn sy emeh one

ar e

enerat ed from each ori gi nal |aI %Eu ar S8

t hat© sendivided |98t8: S o148 egegreF 8adta s not
20 | diegdonmyl 1) phets off Arwhdet sl tRY @ﬁttﬁq havipet # ekt

the PLAGTSSa0d: Ues gtﬁa probegidy uohe bit iaenskhial the
orlg ata 1I's adj us an | e
nu|t$$ﬂq9qﬂon€ﬁgﬁ%e$o(ﬁn srse%nﬁiéinﬁogo tlln§¥%s of the

pr ocestgin@glupartbal dedmgt Nabgl.i |daichgong Q#]ethteariﬂﬂ‘é?d data
the or 'g%nre%latgﬁt Qn%yp&tift@fm@d@dmltﬁe §8esdit LaNdomt

-nunber Tenti oned ove S generat t he ran

AGTOLA RN @eal BRD B AT 147281 Qi Fo off i gﬁn}di‘}
set spaft fAndamenhabire pabt it al exigita elqaail nto at185 piyeressing
| eng e processing unit bit length, in

-18 @W‘ggﬁ% 6%@5&@ PCT/ JP20051002514 c rres oH%encg

to (nunbéfetsf thay simfhe fpliayingdesqy ijr‘?rEri f above
par t §@dcridied oNagthyl data,r amidon number , i ¢iviglededatad

200 BBt ' GlePY b Sl¥ PESESALIY Bl cPbL. | RAER waEL Do

i vision - e random nupber 5 .
par t ot #shfivi Rg B B ERACRgtIPRAFHLVEL  ( 1G Variab es
processi "G pYniehdbit (4 angbhn-1n widdi bieonsed haes omirgehaés for

data éf%é%fﬁgd%%e of a plurality of data or random numbers,
each one of (pumber of division n - 1)} sets of the original
25 partial deta, (number of division n - 1) sets of the random
number partial data, and n sets of the divided data D will
be denoted as S(j), R(j) and D(j), respectively, and (n-1)
sets of divided partial data that comstitute each divided
data D(i) will be denoted as D(i,j). Namely, S(j) denotes
30 the j-th original partlal data In the case where the
original data 8 is partitioned by the processing unit bit
length from the top and the resulting original partial data
are sequentially numbered.
Using these notations, the originmal data, the random
35 number data, the divided data, and their constituents, 1.e.
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into the divided data in the desired nunber of

division according to the processing unit bit [ength,
and each one of these divided data is also ge eratg@
aswﬁﬁ%‘lgﬁs%f 10 division - 1) sets of divide H.grz?u f2514
data having a bit |Ilength equal to the processing unit
bit length in correspondence to (nunber of division -

1) sebe ofigiml peryianldgart the vendom Nambey paddlsl data
one %at BRe diwided 9@1—@%}1 %a&sneeasedie RRPresstd tdPred 10ws .
by the processing unit bit 15 length as (nunber of
division - 1) sets of the divided partial data having

a bit | engtigiespladate $he processing unit bit |ength.

Nof e that. jfqf h%efcgl LPV\@ﬂ%ﬂs&%ap@iaqndawes appve

descri bed or| I'nal _dat a, ran 0 di vi ded dat a,
20 nunber=otldiviSéRdn aiicr pridce S|ng unlt bit length
will be denoted as 5, R, D, n and b, respectively,

and Varlaﬁgﬁﬁﬁﬂ e} ko n) and j (=1 ton-1) wll be

used as vari i ndi cati ng one of pluralltx
of data of ?Ihﬁdoﬁleﬁﬁrfﬁ‘%r%ﬁn OBl i (1ﬁ anfbate g4
diovi si on & R(1D)), REéRS, of--t h@&(ariyi nal 25 partial data,
(nunmber of division n - 1) sets of the random nunber
partial data, and n sets of the d|V|ded Sata Dw|/l

be denot el satssef) diwtdsd dagape 19 (L)eBd@dei valy D@d

(n-1) sets of divided partial data that constitute

each dlvg%g nOtGEXﬁ%ﬁM%%]dg@adﬁangd as D(i,J).

-Nanel or'i*gi nal partlal
ddta in th (claéé swhéte2t heori Blhet-Idata S is
partitioned(, ihheppepgrss+ng poeinda)t |ength from
the top and the resul:ting original partial data are

sequentlall nunbered. Using these notations, the

ori gi nal @.10heDfAnZbm 35 Rl@DErl)data, the divi ded
data, and the|r constituents, iie= 1 -tk9nYW) 2P056/10%65481)
P%T/JP2005/002514 t he original partial data, the

Andom number . partial data and the divided partia
data, carfibs @W@Péé§€mﬁzﬁﬁ fcberaoterizgd §ynhpaljainesthe

= (ngiyised of tAel g N@indagkkal bladedr$ihy out the exclusive
OR {({XOR) calculation of the original partial data and the
random number partial data with respect to the plurality of

25 partial data in the processing unit bit length as described
above, or more specifically, by using a definition formula
formed by the exclusive OR (XOR) calculation of the
criginal partial data and the random number partial data.
In contrast to the above described conventional method

30 using the polynomlial and the residue calculation for the
data division processing, this embodiment uses the
exclusive OR (XOR) calculation which is a bit calculation
suitable for the computer processing so that it does not
require a high speed and high performance calculation

35 processing power, the divided data can be generated for a
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= 5(1), S(2), .. , S(n-1) Random numnber R: (n-1) sets
of random nunber partial data R(j) 10 = R(1) , R(2)

n-i) n sets of divided data—D(l) D(2), ... ’
D(H‘j‘ﬁg“ﬁﬁ%’#‘a. vided partial data D(i"j) 15 = D%.ETI 2005/002514

D(1,2), ..., D1,n-1) X2,1), D2,2). ........
D2,n-1) ........ ....... D(n,1), D(n,2), , D(n,n-1)
(i =ld4rgeo capacfiy data dbynrépeatlinegTivhs simmwidi madculation

charags dszigg bynd &dd aﬂeﬁgﬁ h@apadai\ﬁbswﬁhﬂfeé or

or na carry t the exclusive

ca: gllﬁ?j&ﬁa&ﬁiBF ¥]h %raggh%\rqchfn)éaa%%é% t 3§1 e
randempzmﬂ‘d?elthaaris auimu-ayvxmtdpqre:ipaal to tthee number of
g};gr@m%ﬁ 2R R4, 08ha dividia BEPEESS e WBhbrated by

SCri ove, Or nore speci

by u§1il?195'fd'eé§‘f PRP$¢ BH oA RuTaL Sl dite g2 hH %féOéleFag?%%iﬂg
OR (¥OR)awdlegubat i ssquehttihely of oy vhe pew tofalthgatdatanth

the l@{lgsorgfngn‘g%scppirgédagrg?{,@ary Illgnggﬂtrast to the

above ‘descri conventl ona O usi
pol ynoni dfotgndhehethesadusta Qi dE08A ?%}C‘ﬁﬁgioaa’ﬂﬁed In
dovi slnpm dqibeaemashtigyinhibe dabeckddnbyt ausgsbdlhe'+" in the

eXCl ‘5%7 9‘3 EXQQHC& u' QI’A Oy, MYGRuh St PorPidesul ts

calcu ton e conput er proceSS|ng $0

t hat awonﬁi@g ket the ébﬁhcﬂléaaiﬁﬁlw]seﬁeéar fifrgnt bits of
per f gh @GR 163k 66l G i@ cidapiacens ag polbsws.t he

di vi ded data can be generated for a -20 WO

.2005/ 076518 PCT/ JP2005/ 002514 | arge capacity data by
A8peat i ngaliealathen e eealdupht 9t 1spPocessi ng, and the

Menory capacutiitieyguwdsadtf o omil nisaini ng the divi ded
dat a becoma1 U):?rrets{?ﬁq: hPel*d:ai%a‘il ty that is

l'i nearly proo e nunber "of 5 division. In
addi ti on,califelaionaesddtactakt bdsgnerated by the
stream processing in which the cal cul ati on processing

20 Algo, in the XOR calculation, the commutativity and
the associativity hold. Namely, it is mathematically proven
that the following equaticns hold.

a*b = b#a
25
{(a*b)zc = a=(b=xc)

In addition, a®*a = 0 and a*0 = O#a = a also hold. Here, a,
b and ¢ represent bit sequences of the same length, and 0
30 represents a blt sequence consisting of "0" which has the

same length as a, b and c.

Next, the operation in this embodiment will be
described with references to the drawings. First, the
definition of symbols used In the flow charts of Figs. 6 to

35 10, 12 and 14 will be described.




is carried out sequentially fromthe top of the data

in units of a prescribed arbitrary Iength. Note that
the exclusive OR (XOR) calculation used in 10 this
enEHAMERS i | | be denoted by a symbol "*" i nPylE2005/002514
foll owi ng description, and the cal cul ation resul ts
according to the calculation rules for different bits

of this Si vV al cul ati asf Iovvs 15
cal cul at i Eﬁ nrgts I(‘if) of® tesg %(fgaﬁ?ﬁl ati I?‘)esul t of

0*1 is 1 al cyl atj on, resul,t cal.cul at,i 0
result of(zi (Lj 1 i‘goi%aélo(n ?C: ﬁ%%(ﬂa%’é%uwﬁ(ihoﬁs defined
t he asnmealua/lo’o?ythﬂdl ttheoa*ssndlthq Wi-tth holwun Ndnel y,

i &5 | grABt t}gniajtxl(@@hLy ,prlojvqla_lg hat the fol |l owi ng
equations_hol d. .a*b = a*(b*c) In
_agd| tion, Ihe‘IhQ“G)ia-?]H ja"*dleﬁﬁgé °§|1§85h(()| d. ) Her e,

a, b and c represent bit sequences of the sane

Ifngtoh e q kso rﬁp(ﬁq%sk@ mgn  RYUEPRS ﬁOmS' ilte' pg
0 | sane and c. X
t he oper a?qc A %ﬁ t'h? bé“t?oé’drimie%f} IOI be descri bed

wiot h references to the drawings. First, the

defi phti O of oSYEbR) St sedin the flow charts of Fi gs.
6 to 35 10, 12 and 14 va%% be descri bed.

2005/ 0765(138) BER) B bobd o @r5 Ba ty iy Wétﬂ(llfirh)dﬁ&i‘tiéétiﬂg a
A( 1) ¢&(29 "of Afe) 1¢2) 1w andkiheé sj-ah Eollugx (ekvign mwELri X

which is defined as a value of the i-th row and the
kth colum of 5 Un-I,n-1]x(P[n-1I, nl] (j-1) Then
@) i,j) 1l daf Fnddhed fsdl dvBTl Qi k) =

R((n 1)xml-d<1) j\a,henocw(nen Ay = A+1Q(j, i ) = 0 when

C(J, k) =0
and this matrix will be referred to as an "upper triangular
matrix". More specifically, this is a matrix such as the

20 Tfollowing.

(1 1
urs,3] = {t 10
10
25
111
Ul4,4]1 = Ll
11
10
30

(4) P[n,n] is an nxn matrix with p(i,j) indicating a
value of the i-th row and the j-th column given by:

35
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where m: O is an integer. (3) Un,n] is an nxn matrix
with u(i,j) indicating a value of the i-th row and
the -th_colum given by: 15 u(i,j) = 1 when j4i
sz°5m7ﬁIMen I+j > n+l and this matrix w l#é*}gg?ou?ﬁfdzsm
referred to as an "upper triangular matrix". More
specifically, this is a matrix such as the 20
follow nr(il j3 % 1U&13en?>]j= 1+.1 0 100 251111 1
110 U[p4t ]J) 192001 1 9,04 n30 (4) P[n,n] is an
nxn matrix W|thp| |nd|cat|nga value of the i-th
row and tie It A RoPtHRFESen by: 35 -22 WO
2005/ 076518 PCT/ JP2005/ 002514 p(i,j) = 1 when j = 1+1
p%l %d tﬂi&"ﬁ@%rkx Yﬂ%ﬂ;be @fef%éd]fb asoaﬁt*ﬁﬂﬁﬁﬁi%n5

trix wl
reterred ﬁg_as an {(}Qtat ons the

_rratr!“%“rl’?\/o-r HloxgesPesidiaa) 17e hFlg &5, 2 e Py §
the téoidwmieng. f 0 1 0 10 P[3,3) =1001 100 O
100 0010P[44 0001

010

001

11 0

10 PI[3,3]

Q

. P[4,4]
15 ' Y
|1

o
o o0 o R
o o B o
o R o o

When this rotation matrix is multiplied toc another matrix
from the right side, this rotation matrix has an effect of

20 shifting the first column to the second column, the second
column to the third column, n-1-th column to the n-th
column, and n-th column to the first column in that another
matrix. In other words, when the matrix P is multiplied to
another matrix from the right side for plural times, each

o5 column of that another matrix will be "rotated" towards the
right direction as much as that plural times.

(5) When A and B are nxn matrices, AxB indicates a
product of matrices A and B. The calculation rule for
components of the matrices is the same as the ordinary

g9 Mmathematics.

{6) When A is an nxn matrix and 1 is an integer, A"l
indicates a product of i sets of the matrix A. Also, A"O
indicates a unit matrix E.

(7) The unit matrix Eln,n] is an nxn matrix with a

35 value e(i,]) of the i-th row and j-th column given by:
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151 0 0 0 Wen this rotation matrix is nultiplied to
another matrix fromthe right side, this rotation

mat.t i n effect of 20 shifting the firs
t ow%ﬁog}@ﬁsﬁ E’Cf%zylgﬂnzsu

e second colum, the second colunmm to the t
colum, n-1-th colum to the n-th colum, and n-th
colum to the first colum in that another nmatrix. In
ot her words, when the matrix Pis nultiplied to

another n@gf iy fr amghée right side for plural tinmes,
each 25 coi

of .th anot her matrix will be
"rot at ed"® %&Qr@sotﬁgﬁeFWEﬁﬁ direction as nmuch as that
plural tinmes. (5) Wen A and B are nxn matrices, AxB

i i Gk ESsPeciFiRAUEY, Ofni Pl 60Baty BNGuBh dB€the following.
calculation rule for conponents of the matrices is

the sane as the ordinar 30 mat hematics. (6) Wien A
is an nxn matrix 4Ad0io0|s an integer, A-i indicates a
product of4,sets |ef 1t matrix A Also, A'0

i ndi cates a unit thig E. (7) The unit matrix E[n,n]
is an nxn matrix t 35 value e(i,j) of the i-th
rimw and j-th columm given by: -23 WD 2005/076518

PCT/ JP2005/ 002514 (1ehigjg} = 1 when i =] e(i,j) =0
otherwise 5 Mire Be?iﬁi ally, this is a matrix such
as the fogfomng | f ol E3,3] =1010 1001
101 000 010|09EH494 =00100001 15 Wen
Ais an arbitrary|oxo oetjix, the unit matrix has the

15
When A is an arbiltrary nxn matrix, the unit matrix has the
property that AxE = ExA = A.

Next, with references to Figs. 6, 7 and 8, the

processing for dividing the original data S will be

509 described. This is the description of the function of the
divided data generation unit 11 of the secret information
management system 1.

First, the original data S is given to the secret
information management system 1 (step 5201 of Fig. 8). Note

25 that, in this example, the original data S is assumed to be
16 bits given by "10110010 001101311".

Next, the secret Information management system 1
specifies the number of division n = 38 (step 3203). Note
that the three divided data generated by the secret

3p Iinformation management system 1 according to this number of
division n = 3 will be denoted as D(1), D(2) and D(3).
These divided data D(1), D(2) and D(3) are all data with
the 16 bits length which is the same bit length as the
original data.

35 Then, the processing unit bit length b to be used in




property that AXE = EXA = A Next, with references to
Figs. 6, 7 and 8, the processing for dividing the
original data S will be 20 described. This is

deWOPBO7SH of the function of the divided dpaé‘if"?’mmm
generation unit 11 of the secret information

management system 1. First, the original data Sis
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val ue predetermn 1isl\ﬂ}gnttﬁ§‘tg’lef% tiBQf LOLPB L O, not is

mana§é FOocessi ng unit
hist eaged, tamiamfbla‘tais ari enatytegarbapldirle, thepgpll of

her ethg 6 $aMagth Os bes &1Bhb& Y vhioClhothigke QI gnnahteger

data S Jﬁ’ bl Co h

s cRRbLEP 1R 104, AP - AITTE Shetotio s 105 RRoHTa e Bpg in the
bi t s ckse Ihatievittiedp bycddreingr oubb Siing lenethbb t19 éegt o be 8
Of 8blf't.l;s hc‘fle heabLt g9 dtiWSPJSI‘L A nal sE@r {:b e dAlad in this

oo eigﬁme?%?réii LRt i REE o TRETTERGIADE Than the

ori ghihal 1etagth STi s6abitat dgdr absd tihs @régiaa@ dptan§t with

s the bit length which is an integer multiple of the
processing unit bit length b x (number of division n - 1) =
8x2. ' .

25 Next, at the step 5208, a variable m which Indicates
an integer multiple mentioned above is set to 0. Note that
m 1s equal to 0 in the case where the original data S has
the bit length equal to the processing unit bit length b x
(number of division m - 1) = 8x2 = 16 bits as in this

30 example, but m is equal to 1 in the case of 32 bits which
is twice as long, and m 1s equal to 2 in the case of 48
bits which is three times as long.

Next, whether 8x2 bits of data from the 8x2xm+l-th bit

of the original data S exist or not is judged (step 8211).

35 This judges whether the next 16 bits exists in the original
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15 judged, and if it is not an integer nultiple, the
tail of the original data Sis filled up by 0 to nake,

mul ti ple of 8x2. Note that the [
pr&ce@gﬁv fn the case where the processing E%MH @'}5@&514

length b is set to be 8 bits and the nunber of
division nis set to be 3 as in this 20 exanple is
val i@hﬁots amtyrf tie tcherielibgipnaicmuagssvaltﬂmm&robi the step

| eng%ﬂ | engﬁgké\i cﬁﬂ;lt £3kSPnd Ilﬁ'OQ: sgiﬁg uﬂjiaé %1% Weﬁﬁ‘th b x

t he S an inte €4 pinal
pr oc ewwiteg Qﬁl fiplgiqrengdh p &< nuﬂfﬁe‘J ‘iiq \T1h§| 85 froa
1) _da®x3 spochiexdd w3t thbevai BpI2@9pranviar ilabfthenpase

}Ng hlgé{edltglat ﬁ%%%ﬁ}ahl nhgges fulitd @)li%sn&‘@tirprﬁxqsa@ﬁ&ﬁple.

mi1s equal in th % 11 i
wherwhemethgr ﬂgvﬁa#ozué’tréwssr%%g it thne fre%ml efUSP 3t 1°
the piPcmsSiong bRéd fairt thenghteinai denanbein afé bits, the

SIUYI }Sq,%.l%)lg brfl.e o l§ 11?3<rzemetnr]%:gdbb§sl %?: %g tQ{:ép 3&1@(%8‘[3135

t Wi c@ewﬂhﬂﬁgbe&ﬁ‘(ﬂ- hyts dagaaptarting iﬁ’r% lbea§e7 -&P hge that

Ebt Sca\gégpdﬂf thr e daliRS oBSthONGr INBXE, mWhet hier n8x2t|exist
its,o ata.fromt 8x.2 a

dat at'8 B sotrlgfmn% &1&%& )é ég:l&h{ stegéa&'gﬁlﬁge%g E Qghg

j udgesoe#rstimer prh@emtfrfe Bhe sS*e%Pi §241j fo tthe &rteau nafl

- 25 WX 280670165 18 LFGHrIBROOS 02Dl 40 dha B thafsx@xmtheth

di vi si on pr cess' n f in ste [
_carrﬁi‘g oiﬁtt%re !tlﬁ%l%lr g‘%&ss?ngg Sdr?ztt’(ragl £ an'iﬁjasz Bits of
taunbeta ofrogi \thsu Bhrst Plt-egiots ins thet erbs Lo data S in 18

ori ghpes, £t anSrepskd finRdpbycéditingabrabbedsnar thet step
In thgggase 5 where the original data Sis 16 bits as

in th exanpl e, when the division processing
starting At dimet htept¥31H21he| § bitw rireghorr aRESINgr unit

the ggi gié}%tnqahil &id) ombPichs, sitfzs(mnjamablﬂl BiitS of the
I nCcr enent

1 at th t 219 t d
58I ofri B{Ha]dé'btgﬁasgaﬁlsr%dzsﬁsgﬁﬁ? h%“fgntari %aféf%lat%% %6
cor r e¢pamelj )t whtile cheeriofs the variabileejnfrom ddomst (=

exi shumb & td¥e dbh g1 fdln daty , Ss@dn tdﬂa& e¥anpl eunhert bat

;?gp %g%:-eosns Inn = Sogee%dsoff [t:gg1 tt)rhfg par%ilaf Odét%es(l) and

S(2) resulting from the division of the original data S by
25 +the processing unit bit length are generated as follows.

Original data S = S(1), 5(2)
First original partial data S(1) = "10110010"
Second original partial data S(2) = "00110111"
30
Next, the random number with a length equal to 8 bits
generated from the random number generation unit 15 1s set
as a random number partial data R(2xm+j) while changing the
variable j from 1 to 2 (= number of division m - 1), such
35 that two (= number of division m - 1) sets of the random
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but currently the variable mis 0 so that the

8x2xm+tl-th bit of the original data Sis 8x2x0+1 =1
and 8x2 hits of 15 data fromthe first bit ex '
thévoo%ﬂf]sdq-"ﬁ?éf data Sin 16 bits, and ther eforgé'{’%@fb'ﬂmzsl'gl
processi ng proceeds to the step S213. At the step

S213, the 8 bits (= the processing unit bit |ength)

of dat@bdr gartial 8a4xmKj1)1rnd-R{R)biresoltime fr2@ the

or i gﬁg@%sgﬁ{ fsthg §§ﬁao%f Lfife P d QJy”%hepﬁHééésﬁ%t @nit bit

S( 2x angl n e variab e%) rom to
nurrbé?n%ﬂih ABA §’ﬁéﬂr'ﬁte Bp felitors h(a?t wB 2t 'nurrber of
division n - 1) sets of the original partl aI data S(1)

35? g( gg/ %ﬁ:ﬁ:&hhﬂge; rm h'?f dlﬁd%l on of the or| gi nal

rocessi ng unit

‘gener at edF kS é‘lﬂpé% nu“@elrgPﬁ’éFi%]atdé‘tg 2y {1‘) "1§(1§5)001"
First origidmld panbtom nuidied 54:1’91&11@1]3.1:@01102) Se®ondo101”
original partial data S(2) "00110111" 30 Next, the

random nunber with a |l ength equal to 8 hits generat ed
from t he Nerdomtnthbettegeéide i eprfufivided Rasdal 4ata

fandg 'fri netedey) RALtI adndiattatRé 2xmet Jonsholetedangimg itheof
varl =n i
PBLCG el d ek s f (3 " yEREE - q UekbShbll o chl,

such di vi s1 on sets of
t he ﬂaﬁmimlzé’owmoﬂaroresieamw Jbpodiy bt dpta as shown

nunben p¢ tdwlp data didoh arda&ffhed eswurthengxénmnvtehek of

di vi on of the ran n o)

bt thenerieind BEREPE MTCheR e KARABLOGGRSLN SaiRiAL
R&nddataurnitirleRchamging uh(ezyar:iaue riaﬁaem hutet (= number
part hal gfei AR b)) and 1GkERQ theSemri@thangiomdwrlbeb 2 (=

parti al dat O step
So17auaheh E(iefﬁalﬁm. al% %?5 el ights) Oy i = resurr,
consthe ufekladals dheiddfd dagapPurice iggneghtedhe di vi ded
data (i) is generated according to the definition

faormula fo ener.at i the divided data as shown in
e step %'Iz‘ii%e\?ah % nrg defined by the exclusive OR of
= three divided data D(1} = D(1), D(2), D(3)
First divided data D(1)
= two divided partial data D(1,])
= "pol10110", "io0l1io00Q11"
25 Second divided data D(2)
two divided partial data D{(2,j)
"00000011", "00000010"
Third divided data D(3)
= two divided partial data D(3,])
30 = "10110001", "00110101"

D(1,1), D(1,2)

D(2,1), D(2,2)

il
Hi

i

D(3,1), D(3,2)}

Note that the definition formula for generating each
divided partial data D{(i,Jj) shown 1In the step S217 becomes
the specific form described in the table shown in Fig. 8 in

356 the case where the number of division n =3 as in this
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the original partial data and the random nunber
partial 15 data, while changing the variable i from1l

to 3 (= nunber of division n) and changing the
vale ?56'7?51*’?rom 1 to 2 (= nunber of divisionf/ap20p5i025id
for each variable i. As a result, the follow ng

divided data D are generated. 20 Divided data D =
t hr egxdiipticdedrgat tnd(tiable £¥dwn 1D B)g. D¥3)it leiansbe seen

v L bt ool o o

d| wmttiddt éagezmb Iwd=df (1 IR 1JAR(Pht tha sediifjon
D 2, fdpmiRa2£3) geneAB@OEHS , df¥AARA0PALE1 AlhidatadDVl d2)d 1s

9Ly LT R B s i e

| def i divided berklbh dagm @éaelhtila@(éécﬁ(lm Viltgedetinition
par tp@lmal %oP( geﬁAraSLh%\gﬂth@ dihﬂd%ﬁeﬁaﬁe_ﬂa?l hetanp$z,2) is

t he s ecifi m Cr.i I

8 in° (—?‘SCagé V\%e jé““(tﬁgnn i mu %gp exf‘é}%‘bﬂ tgég

i n tlelded Panoi 200 g7 5% 381 Pctﬁ J%Fé;}o@)sm@z*éﬂ derinition
gﬁanﬁ%fhuﬂﬂ'qgktg@néfgﬂf%gshﬁ@fﬂiﬁldadgpastiii dvva bes3,2) is

seen f t f

e af FoL P T L8 00 SRORLSL I
defi dilefinirtiofnofnrnlimlzi dm ghnecmq ARergeldt @ dié‘d agaprphrary
dataﬁg(g%e%.) is 58(2)*R(1)*R(2) t he deflnltlon

oo ) ke Sanarh Cihe e, PSS 88 bl Ylp v ror
genetié i digel Mdedevthiedgranblaln d'athWD('Lth;ndispates the

gl(\zn)éxﬁ% er Eﬁgfgg%{en'éﬁé%ﬁ%ﬁ@%fﬁf 1QSP&iié}Iﬁdwb§rh§ (step

def | 749 bn 550 ftarenm%cerséﬂngeﬁ%m(ﬂ%&% A o Grmy gt were
partthé siafiaab( di2)sien pRE2pssiihe floabdets hetar tiimeFfyom the

8 al $6_8f %fg%ﬂsf%ligi%%&' Bitd A Jo2r@Ebendihd he €ase

wher e m> sdan ar |trar¥ |nte er.

20 wvariable m = is attempted, in this example the
original data S 1s 18 bits and data starting from the 17-th
bit do not exist, so that the processing proceeds from the
step 8211 to the step 5221, where the divided data D(L),
D(2) and D(3) generated as described above are stored into

25 the deposit servers 3 and the terminal 2 respectively, and
then the division processing is finished. Note that these
deposited divided data D(1), D(2) and D(3) are such that
the original data cannot be guessed from any one of them
alone.

30 Now, the divided data generation processing using the
definition formula shown in the step 85217 of Fig. 6
described above, or more speciflcally the divided data
generation processing in the case where the number of
division n = 3, will be described.

35 First, in the case where the variable m = 0 that
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After generating the divided data Din this way for

15 the case where the variable m= 0 which indicates

the inte er multiple, the variable mis |ncre nt ed

by WP PEYEF8 5210) . and the. processing ret ur nstt Gef002514
step 5211, where the simlar division processing for

data starting fromthe 17-th bit of the original data

S coridspaed Bhe t ntdper2fuyaiplanl #rom=the | fintdéipe ethroula
but LS BXBTRLG 7 OB EI V1ol Baftid HAR! De1, 2wmes)
and %kﬁ artrn r

g omth do not exi st 0
t hat = tWel »gnoééssi hgtPpriocdeds?! ffroor%)t ﬁgats?‘gﬁtéff’fet 6"’&1 one
the stepheSA%iavhedstd e igi vimad dat B(8{ Bre aB( Zpliows.

3) generated as descri bed above are stored into 25

e deposit servers 3 and the termnal 2 respectively,
and t he® (tlhad) dF vF 63 )10 (3r debb%3Hg 1i»€)f i ni shed. Note

‘t hat thﬁfrf(l @@pgsstzeﬁsahz\m?ﬁﬂ*@(aaa @01% bD(2) anddD(S)
are suc a rigi.n ot be guesse
from any 6%é&5f %% c%id§é19%%@kgﬁﬁﬁthe di vi ded dat a
gener at i dh(%oﬂdces%(ﬁ)g"%ﬁ AglitR(2 Fefitni tion formila
slown in gdei1steprbRL7 of Fig. 6 described above, or
nore specifjcally di vi ded data generation
processiﬁHQ'%ﬁtﬁeRLgse where the nunber of division n
=3, wll be descrlbed 35 First, in the case where
the/ vari 3%@/ % 2 thf‘glts cbﬁ%ai/%éd?(i%/feﬁﬁ5é@.lations among the
PCT/ JP200 0 514 I pdi cates the |nte mu
f r onPPAEe AFSCRLPPEnSFO SR i %%o%w1g1 he> #31j§§§17Namely'
tise dhem ded ,Jakidi &b aatad ug( pfzkmji)-th_rpruarjlq ‘(1’!3 k-%h
to 3 «2) mhOALx AADSkh kU B2 2Ach jong, @f4.ihg) 1
di wa 'i<5Iun<]JB';IJOft%(la)m']jL D(X§Uq to r'I1D(g£§[6)2are ag follows. 5 °
D( 1, E}Venﬁyl) Q1,1,1)*Q1,1,2) D(1,2) =
S(2)* q211)q212) uzn

S(1)*Q(1, (,jl)i %1 2R§5 %
%ﬁf) sz % k he

Thus, when j =

(|) D(3,2) = R(2)

WI—\‘;_LI 1
=

n

v[2,2]1x(P[2,2])"0C
U[2,2]1xEl2,2]
UL2,2]

ol

Ufz2,21x(pl{2,2])"(J-1)

25

H

30 and when J = 2,

35
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Qj,i,k) that is contained in four equations anong the
above descri bed six equations is given as foll ows.
la\llﬁgveclt%quzw when c(j,i,k) is a value of the 'ié{:}‘rﬂ'zﬁ)n\gfmzsu

8% col urm of 2x2 matri X

U 2, 2] x(P[ 2, 21"(]-1) Qj,i,k) |s given by: Qj,i,k)
= R(k) when c(j,i,k) =1 20 Qj, = 0 when
c(j,i,k) tﬂzl,zﬁmlasz ahen ji-1¥F 4, Ulu[ 212132(2’[21)2"10 (j-1)
:U[2 2]x(P[2,21)'0 25 = U2.2} ,xg. 2542, 2] 111
101 30 and when j = 2, 35 29 76 18

PCT/ JP2005/ 002514 U[ 2, 2] x( P[ 2, Oj

U2, 2]x(P[2,2]):1 = U 2, 2]xP[2, 110 x1<11 51110

gesnerat ed by the foll ow ng de#i ljlon formula. 10
D(1,1) S(1)+4(1 1, 1)+4(1 1, 2) (1)*R(1)*R(2)
8((% % US‘i(§2) Q2 1, ]13 Q2 1, Zi = S(2)*R(1)*R(2)

2okl 318 d 1 ﬁ'ha£%-n i, is
S(1) *R(1) 1%%‘%% Ogm Qé ?i@éj sze( P
S(2)g@"ﬁ(fﬂi")ed-13‘8(2‘5le ‘Q)l SRS E‘rifBE‘H finition
figrmul a for generating each divided partial data

Dhat) LhoveChag, sherD ddutads dag1 20,25 4 hm}ﬁ)t»@%g

1_Using these, each divided par ]Jdata D(i,9) is

tion formula . in

case di vililng)t ieS bR ] thifalt: éléf'g(?sl-lzﬂ I6Sbﬁ’sR(|]r?t*3(2
three (theiaunbersof) i, 0n=0(E B)2)by

= 8(1)=R(1})*0 = 8(1)*R(1)
5(2)+Q(2,2,1)+Q(2,2,2)
S{2)%0«R(2) = S(2}*R(2)

f

15 ' D(2,2)

The above descrilbed definition formula for generating
each divided partial data D(1,j) is alsoc shown in Fig. 7.
20 Fig. 7 is a table that shows each data and the

definition formula in the case dividing the original data S

in 18 bits into three (the number of division n = 3) by
using the processing unit bit length equal to 8 bits as

described above, and the calculatlion formula in the case of

95 recovering the original data S from the divided partial
data.

Now, the process and the general form of the
definition formula for generating the divided data D(1),
D(2) and D(3) and the divided partial data D(1,1), D(1,2),

30 D(2,1), D(2,2), D(3,1) and D(3,2) will be described.

First, for the first divided data D(1), the first
divided partial data D{(1,1) is defined by the above
described formula S{1)#*R(1)#R(2), and the second divided
partial data b(1,2) is defined by the above described

35 formula S(2)*R(1)#R(2). Note that the general form is
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using the processing unit bit length equal to 8 bits
as descri bed above, and the calculation fornmula in

th%ﬁ@ﬁﬁ%’g{% izgl recovering the original data tsﬁ‘fé.f/%&)a&s“

di vi p data. Now, the process and
general formof the definition formula for generating
the divided data D(1), D(2) and D(3) and the divided
pagtsm)mauam(im) FoB(2{2)]) mwzdi}%*uiﬁxg@( Fop) the
an 3, W chibgfea to bet &g tthépklk§ stey th
vk at)a(@%be? {A8°hbPefea o vi_de%n‘glg:;;i al dagfi\(lyl) g
D( 1, 99lqud agdpRneer Biinge tantiee defdBlFi o o Sramdfr &0
S(1) *R(1h)'1RO2) , Dend)t he seenebidivi dedthgplam(ilal 1idaf@110110
1,20, % qef he,ab SebpRese 3df ALTYh L]
2%2)3%3(]1%%*]%(12) ggﬁ%?éh&:thg%lét%éé&g%%eral formis -30 V%m
20057 rmeL s 1pCHIPRdasFA82584  S(j)*R(j)*R(j+l) for

D(I1,j) amdsS(j #d) *tig keBoRd1d1Fiotedt Heta Y (13 )+ The(fheste
J 'Sd%fééﬁgaggéggeﬁzaoﬁfézw cfBHel NSy 193l aYbaki on

)
-accordi'ng nition orrruﬁa 1.1). 18
" ool@_‘%ﬁ.@ﬂ@b,edD(fQF@}lar §(-1j_@§§_bb,1f;n’d §:be?§%&ora :El)iviiged partial
100140441 G) (3, 201190k ineobe tlatabiove deseridied domoia

t he' it | i ' +R0q3 f

the %@%’L*?&%?CF%@E?%"Z“B?zi@‘%’%%' FoFhdie (shiRde) [ 86x

par tD 62, HawadDE o] 1)) HRS Jadd i e e PRE- Abbl Whgtsc/ i HRd

f or nud @unR(dl )kbR64) an il bhAbseroBy dhei dalleylaritiioal adGording

dat a 2). 1 In h e desgg i fror agy 1
S 2)17*% %)%sﬁagﬁ%% %?’ﬁg‘}héhg?g%)'qpohgn i gé%dﬁ*lgg( i ?’“?a%’ ®
D62, [ 90GHPIS(j +39 P t+ P 2P o s t HOAGOS11L +490 re j is
assumed tg dog @aro%;% rmABar m1¥ﬁyed lhnataabcmj atthenfirst

accor di to e i NL.t.L,O r [

z ooo%gbq d,%("%?%’; %t%?‘bogbo’gﬁ%fingg(ﬁﬁh%ﬂ’f‘f?g

" 0000094 GA0FOOEELa R(Al)soand obhe [wecopir ¢igidadiedr §ash data
D(3)pshe fig sbriséyiviednpanbéwd dhalca1béd, Adrm@a R(2). Note

ZBoohte b Sy FamRaRL LS RdPar B 3 ) DS AT 1] pfor the
abovR(dekcr)i Hotief orinils arsaned Ner de2ent pdd nurdegenepy| the
for mj Sel¥ab1 chOheb¥rdiihy #8d¢Ré ] ddDidi@iohhormula, D(38.1) is
"10110001" and D(3,2) is "00110101", so that D(3) is
"10110001 00110101". )
25 Note that, in the above description, the bit length of
S, R, D(1), D(2) and D(3) 1is assumed to be 16 blts, but it
is possible to generate the divided data D(1), D(2) and
D(3) from the original data S of any bit length by
repeating the above described divisilon processing from the
30 top of the data. Also, the processing unit bit length b can
be arbitrary, and it is applicable to the original data §
of arbitrary bit length by repeating the above described
division processing for each length of bx2 sequentially
from the top of the original data S, or more specifically
35 to the original data S with a bit length which is an
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D(3,j+1) (where j is assunmed to be an odd nunber). By

the calculation according to the definition fornula,

D( 3, is _"10110001" and D(3,2) is "00110101"

tthol %4763% 10110001 00110101". 25 Note thaF?T’?‘i?f"'Fﬁ%’s“

above description, the bit length of S R D(1), D(2)

and D(3) is assuned to be 16 bits, but it is possible

to genesgdre il idivi abdthdabaoXd9ingDURY tabitt IRMRLhf Pon

the QEEOlfgly 43! e Bfc Ahebh!of A Brlgind PREA 801 not
[

t he ove described division processing fromthe 30

top OR INeRER BULAIELS Gihdhg, BECRRHRELRRL L LA EREER b*2-
b camt pe st basyibbndo bppsy app idabkion @tdressing of
) gltgfé eqlg}o%iﬁeggf a@&mstc'i'ﬂ)xabéﬂm}ee‘ﬁgl Qd‘?ﬂsfﬁ&e%hbngit

t he above described division groce33|ng or each_ £
| engianeth (982 theqaeheingl fatp Pt e @8plotegefe multirle o

‘ori gikpal petided sPngoin MONA tspenth dedd py3Bilbindeip the tail

ori gipal, dat it it _len ' LS an -31 WO
2005?57%‘%“13’%&%}‘5‘ 2@%@‘7 ?&glﬁ'g%‘ﬂi \gygﬁgﬁrﬁrti ple of the
processi MigXini wisht refsnpmgepko. a tahle Fhavniqn g ight side
|:[_Qt|ng_bf‘|1®Jfg".]tc he ahkgbPédediang Boi Sramiverdngi thiegariginal data
nmul t| e C the IQCessSl n t , ()
oti| Framstte, dvded agtd Blatibt Ridor i%?gc?s‘?.‘% s she

t hi s denpoki tiem ofs thiestumcrdan ob it priginat ich%at gcovery
bi It _uhfﬁgm o ﬁ:‘hﬁes@éﬂ"@ﬁ _ﬁ&ﬂfodﬂ&ﬂi? manhgeAent dyagen 1.

nmul ti ple t rocessin n | t

filling J‘g{‘i%te | PV e°%u5r4fll§‘? B 1809 %‘%%of%f or
dbanpkeuesksd tonithh seduatedpBormatylatyBRBaSHRRHT Giysgen 1.

ri ghyn&h dechel @ Rk e bl fhfobmalth6n PhACRSEHeNE EpPitem 1 acquires

recoveri t rigi dat fr the divi ded t

will ¥ﬁ% @‘g?t‘%%bg&?g#d) i i(gﬁea%‘gsrﬂc(rél}pffggnﬁ ot toﬁegogit
funceeorers & madothgi ternisala2y sl ayepovahnst the ogfiedpal
secr ghth Nd Of B HAB HBQACRIERLvSYSd afath D () [ B(2)t Bag D(3)
recovery of the original data Sis 15 requested to the
fcr 88 T 0PTHLi on managenent system 1. Then, the

secret i rfiorsat iths fhnsigerdeinay spagrhibladegbe resl) cha be
di vi dedoflatn Dbl tB% 2d1RRdaDba tfd10MWaRep @2POSiand p(3,1)

servers 3 and the termnal 2, and recovers the
origPﬁaT°1l°Ws'

(S(1)+R(1))+R(1)
S{1)#(R(1L)*R(1))
S{1)=0

S(1)

25 D(2,1)+*D(3,1)

1l

More specifically, D(2,1) is "00000011" and D(3,1) is
"10110001" so that S(1) becomes "10110010".

Also, the second original partial data S{(2) can be
generated from the other divided partial data as follows.
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e

data S fromthe acquired divided data D(1), D(2) and
D(3) 20 as follows. First, the first original partia
data S(1) can be generated fromthe divided
da\”gzag@?’ﬁﬂs and D(3,1) as follows. 25 (2, 1)&%2'%"%"’”5“
(S(1)*R(1))*R(1) = S(1)*(R(1)*R(1)) S(1)*0 S(1) 30
More specifically, D(2,1) is "00000011" and D(3,1) is
10110001 (5@ i«pats, 2§ 13 E@OWR$2Y IOR(R0010". Al so, the
second original partial gﬁt PeRCAN be generated
fromthe other divided gartlal data as follows. 35
-32 WD 2005/ 076518 PCT/9#385/ 002514 D(2,2)*D(3,2) =
(S(2)*R(2))*R(2) = S(2)$(B(2)*R(2)) = S(2)*0 = $(2)
5 Nbre specifically, D(2,2) is "00000010" and DX 3, 2)
i% "00110101" so that 3(2&{ becones, " 00110111" . 1o o) 1
general Mewherepedid igalbid Hgnker 1 strﬂgqquép|oﬁ%$1£
' S(J) Je((éR(Péf-@%) “JY Fndk stsé)s(bb)c’bﬁ(ed)wiﬂ(ib)d;ﬁ; iatwo
* * theSP ship
S(J) can% %b%l)ﬁlnegﬁéﬂ ajl cu atlng D(2,d) %( X "
Al sef:in general, when j is an odd nunber, the
{g! ationship of: '
D(2,j)%D(3,]) (S(j)Y+R(J))*R(J)
S(j)*(R(J)*R(j))
5(3)*0

5(1)

]

15
holds, so that S(Jj) can be obtained by calculating

D(2,j)*D(3,]J).
Also, in general, when J is an odd number, the

relationship of':

20
D(2,§+1)+D(3,j+1) = (S(J+1)*R(J+1))=*R(J+1)
= S(j+1)*(R(J+1)*R(J+1))
= 5(j+1)*0
= 8(j+1)
25

holds, so that S(j+l1) can be obtained by calculating
D(2,j+1)*D(3,j+1).
Next, the case of recovering the criginal data S by
acquiring D(1) and D(3) is as follows. Namely, the
30 relationship of:

(S8(1)*R(1)+R(2))*R(1)*R(2)
S(1)#(R(1)*R(1))#(R(2}*R(2))
S(1)#0=0

8(1)

D(1,1)*D(3,1)+*D(8,2)

1l

35
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20 D(2.J+1)*D(3,J+1) = (S(J+1)*R(J+1))*R(JI+1) =
S(J+1)*(R(I+1)*R(JI+1)) = S(JI+1)*0 = S(J+1) 25 holds,

SO +1) can be obtained by calculating
D(?;(;F@&?égg J+1). Next, the case of recoveri Hﬁwwgosmozm

original data S by acquiring D(1) and D(3) is as
fol | ows. Namsly, the 30 rel ationship of:

D(1,1)*X3,1)*D(3,2) _ (S(1)*R(1)*R(2))*R(1)*R(2)

vo St 28, BE R 8 A etethe *%%“?ﬁgig& )

can el dotRi(Ael? R A)cuMars n@pe"éﬁci 52).
Mor e” squacizfiocal b g3, 10X Jisl)flomoomuﬁamca ¥ Aslyopsiorol”

%Ol&gg&lﬁfoﬁgb%gc@egl slP 01" 5 so that S(1)

becone t'he rel ati onshi p of:

(1, 2) * DEZmFLS; 2‘5he~f€$92}efm@)P*R€2))*R( 1)*R(2) =

S(2) * (R(l)*R(I)) (R(2)*R(2)) 10 = S(2)*0*0 = S(2)

hol ds, s b g@ )%Qabﬁ)obt@q}%dk??l H@@L&' (199 (2)
1,2

D(1011%)011 ? d? ,2]|)s 10110’0091 1&38( )uéﬁ ZJ*R(Z))

1@0110101" so that S(2) becarm(sz)*ﬁeﬁlolll In
general, when j is an odd nunbse(rz) the rel ationship

of : 20 D(|,j) D(3,j)*D(3,j+1)
(S(I)*ROj)*ROj+1))*R(j)*R(j +I) =

S(J JheR{d,) $8(khat (R(d)* LenRbe *dained by calculating
D(1,2)*D(3,1)#«D(3,2). More specifically, D(1,2) is
15 "10110011", D(3,1) is "10110001" and D(3,2) 1s "00110101"
so that S(2) becomes "00110111".
In general, when j is an odd number, the relationship
of:

20 D{1,j)*D(3,3)=D(3,]+1)
(S(J)*R(Jj)*R(Jj+1))=R(J)*R(j+1)
S(J)*(R(J)*R(J)I*+(R(J+1)*R(J+1))
S{(J)*0+0

5(J)

I

[

n

25
holds, so that S(j) can be obtained by calculating
D{1,j)+D(3,])«D(8,j+1).
Also, in general, when J.is an odd number, the
relationship of:

30
D(1,J+1)#D{(3,j)*D(3,]J+1)
= (8(J+1)=*R(j)*R{Jj+1))*R(J)*R{]j+1)
= S(J+1)*(R(J)*R(J)}*(R(J+1)*R(J+1))
= S(Jj+1)*0%0
35 = 8(j+1)
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= S(j)*0*0 = S(j) 25 holds, so that S(j) can be

obtai ned by calculating D(I,j)*D(3,))*D(3,j+1). Al so,
eneral , when Jis an odd nurrber the relat] '

ofwggeps 6{1% +1) D(3 J) D(3 J+1) — %(JT%?O'R&!&%M

(S(j+1)*R(j)*R(j +1))*R(j)*R(j +1) = _

S(j+1)*(R(j)*R(j))*(R(j +l)*R(j +1)) = S(j +1)*0*0 35 =

S(j+1) -34 WD 2005/076518 PCT/ JP2005/ 002514 . hol ds, so

tha +1 t t1

(1 1oRpe cpa AR (IPLF) GRLHY oBRABN S Ui B catine
t he Dddi gihatD -tid'g(ﬁyj"%) acqui ring the divided data

D( 1) andN@ké) ilfe @asb0bt OMEcoveMane| the tdrd glehat Ao IF By

O Ao }ys(éﬁg@iﬁgﬁigl Ra bl B %g« RALASIDER ) dortons.

hol ds, sdamphy. R{l®) reiptbensiiPaPied by caI cuI atl ng
" D(1, 1) D(2,1). More specifically, D(1,1) is "00110110"

and 15 g%%lll)s*%% ‘180009%#) SA1 Qg(zﬁﬁ&)sﬁgeﬁ@ﬁ)

" 001101 el ation

D(1,2)*(2,2) = ( 2) *R(S TR ¢ R0} AR )Y RLD
i§(2)*5(2))*R(1) (R(2)X*®@9n(2)20 = O*R(1)*O = R(1)
hol ds, so that R(1) can Pg obt ai ned by cal cul ati ng
D(1,2)*D(2,2). Nore spetifically, D(1,2) is
"10110011", 25 D(2,2) is "00000010" so that R(1)
becoi®sis, 1A 10094 R(2) can be obtained by calculating

D(1,1)#D(2,1). More specifically, D(1,1) 1is "00110110" and
15 D(2,1) is "00000011" so that R(2) becomes "00110101".
Similarly, the relationship of:

(S(2)*R(1)*R(2))=(S(2)*R(2))
(S(2)*S(2))+#R(1)*(R(2)+R(2))
02R(1)#0

R(1)

D(1,2)«D(2,2)

n

20

H

holds, so that R(1) can be obtalned by caleunlating
D(1,2)#%D(2,2). More specifically, D(1,2) is "10110011",
25 D(2,2) is "00000010" so that R(1) becomes "10110001".
Using these R(1) and R(2), 5(1) and 8(2) are obtained
as follows. Namely, the relationship of:

(§(1)#R(1))*R(1)
S({1)#(R(1)*R(1))
S(1)%0

S(1}

D(2,1)*R(1)

30

n

holds, so that S{(1) can be obtalned by calculating
36 D(2,1)*R(1). More specifically, D(2,1) is "00000011" and

-5~




Usi ng these R(1) and R(2), S(1) and S(2) are obtained
as follows. Nanely, the relationship of: D(2,1)*R(l) =

S x *R(1) 30 = S(1 R(1)*R(1 S(1
ftol%%z,oag%’z%lﬁat( )S( 1) can t(ae)o(bt gu zted(bg/)cal ((:ul) gglf‘rrtl’gza%éam‘

D(2,1)*R(1). More specifically, D(2,1) is "00000011"
and -35 WD 20051076518 PCT/ JP2005/ 002514 R(1) is
"101400014's saothabos( Ko bReoneél)' betones 0"1013i06il0dF | vy,
the rel atd of S(2)*R(2))*R(2)

S(2)* g 3)%&{2)3}13 %é?% Igiﬁ%)p Qf(' hol ds, so that
S(2) can be obt ai ned by cal cul ati ng 10 X 2, 2)*R(2).
Y00110101" 0 t et S 2 e RrBROO3LOLLL  In

so that n

ggneral when J S anP% gg ?r%ﬁm&tqée rel ati onship
cof : 15 (1, 9)*D(2, 7) Siﬁ(’SPJ)*R(J)*R(H)) (S(J)*R(J))
= (S(J)*S(J)) * (R(I)*REW2P*R(I+1) = 0*0*R(j +1) =
R(J+1) 20 hol ds, so that R(j +1) can be obtai ned by
cal cul ating DS_: i) . in general |
i s apobdh menithpt $fﬁ9 q&§|aﬁ|@hﬁﬁﬁq9do y 9@#°ulating
%1 gﬂ‘ﬂ.)im,ﬂ +1MQL@ specifically, D(2,2) is "00000010", R(2)

%28#3" Paieed) ot 1) - By ooy g -

R(J) 301In general when j 1s an odd number, the’ relationship
of:
15 D(1,7)*D(2,3) = (S(J)*R(JI*R(J+1))*(S(JI*R(j))
= (S5(J)*S(J))*(R{J)*R(]))*R{J+1)
= O0#%0#R(j+1)
= R(Jj+1)

20 holds, so that R(j+1) can be obtained by calculating
D(1,])+D(2,7).
Also, in general, when j 1s an odd number, the
relationship of:

25 D(1,j+1)+D(2,J+1)

= (S{J+1L)*R(J)*R(j+1))=(85(J+1)*R(j+1))
(S(j+1)*S(J+1))*R(J)=(R(j+1)*R(j+1))
OxR(j)*0 '
R(J)

i}

30
holds, so that R(j) can be obtained by calculating
D(1,j+1)#D(2,j+1). :
Using these R(j) and R{J+1), S(J) and S{(j+1) are
obtained as follows. Namely, the relationship of:
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hol ds, so that R(j) can be obtained by cal cul ating
D(I,J+1)*D(2,j+1). Using these R(j) and R(J+1), S(j)

and S(j+l) are obtained as follows. Nanely,
re}”&’."@%‘%ﬁ*‘p of - S AGrp200s/002514

35 -36 WO 2005/076518

PCT/ JP2005/ 002514 D(2,j)*R(j) = (S(J)*R(I))*R(J) =
S(NH*(R(NH*R(I)) = S(I)*0=5(J) 5 holds, so that
S(J) can me,ddeRi hed= byS (JarB U BX4Rid) D(2, J) *R(J)
Simlarly, the rel atignghikprefy+rIG)P(2, J+1)*R(JI+1) =

5(J+1) *R(J+1) ) *R(J+1). =
(S(S+1)10 (: S(?]?l-l)(15= 2%|Jd§

B(J*1) *(R(J+1) *R(JI+1)) =
, so that 5(J+1) can be

~obtained by cal cul at# i(J)¥D( 2, J+1) *R(J+1). As descri bed
- above, when the divided data are. generated by
repeating the divisio

ing f h f th
or | GRAHS % THBE of bl h Ao BB e PHBEES LY ng A e 20

| engbh2 joj) 4R( ji)s possible to recover the original data

by usi n%ﬁﬁ’ﬁa@&ﬂ, d%?e %tlitﬁgﬁ’&gi | lypee di vided data,

wi thout using a

the three divided data D(1),

D(2) and D(3). As another enbodi nent of the present
itovent i or(4,tj+i19 *RpPsk) B dSH o+ LRy +dud «Rh&+1ox i gi nal
data di vi sion processing « U801 109 ) & random
nunber Rwith a bit |engt ﬁ%gﬁg%/tgfut %a)mﬁ?'; b’iyl)?_ | ength
of the original data S. NE Hﬂ*q he random nunber R is
assunmed to be data with= tskg+sane bit length as S,
D(1), D2) and X3) in the above, but the random
.nunber R can have a bit length shorter than 30 a hi

t
I1Enghnldd. t5% ety hdtller be eRfaimed PEnedH B

20

25

30

35

D(2,]J+1)*R(j+1).

As described above, when the dilvided data are
generated by repeating the division processing from the top
of the original data according to the processing unit bit
length b, it is possible to recover the original data by
using two divided data among three dlvided data, without
using all of the three divided data D(1), D(2) and D(3).

As another embodiment of the present invention, it is
possible to carry out the orlginal data division processing
by using the random number R with a bit length shorter than
a bit length of the original data S.

Namely, the random number R is assumed to be data with
the same bit length as 8, D(1), D(2) and D(3) in the above,
but the random number R can have a blt length shorter than
a bit length of the original data 5 and this random number
R with a shorter bit length can be used repeatedly in the
generation of the divided data D(1), D(2) and D(3).

Note that the case where the number of divislon is
three has been described here because the secret
information management system 1 generates three divided
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Rwith a shorter bit Iength can be used repeatedly in
the generation of the divided data D(1), D(2) and

D(3). Note that the case where the nunber of divisi
iswz’tzwlggsﬁas been descri bed here because theﬂygé%?ogémzm

35 informati on managenent system 1 generates three
di vided -37 WD 2005/076518 PCT/ JP2005/ 002514 data
D( | aatB(B)1ANd (B)3pnd D 3 Snewbbsli embmdinmsat , thiet sher gecrot

sharing.sch IS s al ' @ khe S& wMagiee th
the ® 8%érse%fenﬁ hSig ﬁs@&&bi@@%fb 19 ¥ e

A Tivision I's n. . with reference to
Fi gnugber hef gbifdPaPRdi%i%i on 5 processing in the case
wher e t hgegtharthoteflevérsdeortoi Bl Sndhehgepenekghiviiglon
it bit length i.s b will desgribady Bier 3ividfh 1
(L)%]i éﬁrﬁﬁfsﬁgl%% 1o itzlegf%‘véeér!l W%%tehgﬁge%r et . i n&or%ﬁation Sbnd
_nmanagdnthe BxeresHiRZ($REp HA0Ipnetnetd B fdLlnbfplesgibed-
di Vi Si onpfiré#y biner akYgindEgrrtans3)s islvepetpf thd dd:red
the secret information panag t S{REh, th
s4o3ptorgpkien t"f’?é‘aﬁf%g%sm ng%gﬁlmt (%?’e;ﬁ %’emr%t)g 'Eﬁi v - e_ﬂ 4
det evumbredof stisp si9n08) (axiidrary {RTeEPIafhiFt porys Specitle
1;.6“ qg)ﬁrthfgrﬁﬁ&fét _tili‘ﬁﬁrlilﬁgibn X emaetdysrteoh e b‘atg};ﬂszlos) .
ength o € origlna [ e
of &%ﬁ-’lfﬁﬁrpﬁoocie%ﬁs nFu‘élg{e%,ﬁgngeﬁ?t?tmii% %tglg%ign Astep
i Nt SO ) pUWed @ Ishent arhltgrryhdnkesey #5eadar o ey Fere-
fi L!I\eeqctb.'pwm!tlget( Sﬂ@pbiiﬁf)iéngluﬁl 5@, the V@ igilaa rramhis:ﬂ)s an
i ndi'cat es an | nf eger i ple is._set t e, $439);.
- Nextintggsr nEnd e]% fjfnﬁf‘t%'plc?f °5aP§§f%‘$b?ﬂ‘ﬁ$!§%’ o 1t s
b% ( mdlt) e 1ntéedy mudftiphe, oftiegitadl efittdhesosipdnal dgfg 8 1s
g T A e PraceseL it
j udgenent , | e data do exi.s e pr S _
wi | 1i5i5e&es % %ﬂ?&%ﬁefﬂ“lgﬁﬂf Bu tt31E:J??r é’ﬁt‘%ﬁfg? hgeﬂgg)
vari abl eNerts wedther Dxan-theigeepf S f3e@ the data

exi %x(j%lt hat 11 He 062 ehd baa8edgatsd s tfx@sst 6P not is
5413 At %e st elﬁ 3413, bi.ts

: t b f data . f
BR( (Indspanipren S bie brriTEioPT ot BERlEnry 4L the
as ddim doi gbhaéxipsr,t ithe peecesSios- ¥ikngnoaged so the step
changif1g Q¢ cl%{ﬁ{ér?@yeﬁefi}mél"eomnié,sew% that the step
e

n-1) sets of
( 409 and the data exlist so that the processing proceeds to

the step 5413.

25 At the step $413, b bits of data from
bx((n-1)xm+j-1)+1-th bit of the original data S is set as
the original partial data S((m-1)xm+j) while changing the
variable j from 1 to n-1, such that (n-1) sets of the
original partial data S(1), S(2), - , S({n-1) resulting

30 from the division of the original data S by the processing
unit bit length b are generated.

Next, the random number with a length equal to the
processing unit bit length b generated by the random number
generation unit 15 is set as the random number partial data

35 R((n-1)xm+j) while changing the variable J from 1 to n-I,
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original partial data S(1), S(2). , S(n-1) resulting

30 fromthe division of the original data S by the
process unit bit length b are generated.

raﬁ‘b%?ﬂ“‘ﬂ'f]ﬁﬁgr with a length equal to the prolg\g gzp]nar(]}ozm
unit bit length b generated by the random nunber
generation unit 15 is set as the random nunber parti al

dat asi3&h Rart- Thxh¥jdetshiolfethharegideg nhebemmaatiielj data
from Th{rf o, 38 RMB-3905L07A0LE PElhIAROQEAAR264 %0 the

such i) sets of the randomn rii at a
R( 1) Faugon numpﬁrf} 4% et PRYCE FHHMe: Hﬁgge‘wgalo% 3}“ Eh%re
r andgemensatedr (Rtéy 8416)processing unit bit length b

a%e genq\{cf ed (:S{:tg{ 935%%:5254 % d@h&&? ﬁéﬁﬁa%&zta

each divi parti % ﬂ %& it
consP(utned )éﬁéﬁ) oﬁtéatoic"tnﬁ*éib‘ﬁﬁsalelaﬂ}‘ ¢hehgi D HEYH Y
dat aofXthe idivgaserddiad DHA¢ oL dli ganerateieaccmfdimgt tonthe

for MHe 4 jgi_f%e@mﬁxﬁlﬁiy%otrhgegéf/éﬁl% @ﬂgadﬁi(félp\eﬁta' Els shown

the § hangi n e variabl e | frogj ft

n 101’an cARgi PELT hé"l\}lélel ﬁB?"ég ng ths, yariphte if from 1 to n
@acChanarditednglthdsvariaplel §, f:tdme 1f ebl owi nEprdieaiciedariable
data,D are te av f

i v bodtid SERELF: he RLYpESs AR aR P N Bl conerated.

data D(l) n-1 sets of divided partial data D(I,]j)

D(1,1), Kikided data.D.. , ,n-1) Second di vi ded
d t 2) = r4i al ndat a 62, | e
0 2 D2 B st f.ﬁ.i?’i'.e?i'. .9598%’?‘21"3 pEES 8 g by D)

dét a D( n)Fiast=davidedtdatsf DELYi ded partial data D(3,])

hD(S' | ')d =5(rln12\sets .of .divided Dfaxtial) ﬁAf:aem(Jg.\?Rer at i Eg
the divide t this way I e case ere the
2133 hed B 57

variable m = ’dbl’e m'i incremented by 1

(step Ml@condndivh@mbr@(t@sﬁi(ﬁb returns to the step
5411, where fhesgtid@raiditvedi pdr R=AC 8% YL )

20 = D(2,1), D(2,2), -, D(2,n-1)

n-th divided data D{n)
25 = n-1 gsets of divided partial data D(3,])
= D(n,1), D{n,2), -, D(n,n-1)

After generating the divided data D in this way for

the case where the variable m = 0, the variable m 1is

30 incremented by 1 (step S419), and the processing returns to
the step 8411, where the similar division processing for
data starting from the bx{n-1)-th bit of the original data
S corresponding to the variable m = 1 1s carried out.
Finally, when all the data of the criginal data are

35 processed as a result of the judgement at the step S411,
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data starting fromthe bx(n-1)-th bit of the original
data S corresponding to the variable m= 1 is carried
y, when all the data of the origi _
é’oig'ﬁﬁ'?%%gessed as a result of the Judgemantlpfglltm'?@ge[902514
step 5411, -39 WD 2005/076518 PCr/JP20051002514 the

processi ng proceeds fromthe step 5411 to the step
S42 khevpebe et BenglipriodeddsatrorDithp sbelD(§Hllgéncthe et ads

des e apy ey %i%‘&ﬁé&d% dtH @ (1heLdpe) lgeniNcES ab

v LProces
i's 51Q‘ﬁ%1§ﬁédabNEﬁNarienSFWée%n‘é’ﬁ&nﬁﬁ?sé | SR O\r}g and
t hergn&arrhgnaTaseandhehent tiee dandekomrsressdnpohent s
can 1be eI [ 31 nated by carrying out the cal cul ation

anong r’tjﬁ" i'vided partial data th?& <0 stltutg ON€e.. - be
“and the ¥&8We #PvitfedugaiBente fasyritediPite B8RS oF
t he ¢HgddsSiwh@rentie tranhden ﬁmbeaxmpbenemtse cagi bedebiminated

partu al , data, rgu@st ufa 8 dﬁifv@ded partlal
A ORI O O 1 el
$62) {IR(»&)& caPe3od)tie Ri¥)isidX 3Lna:)o thRé@) ,for. example Fofhe

,Dt(ll)c%iﬁ pﬁg%iggdia%%l %} % P%%uﬁﬁeﬁig‘f%r wiX@hPh e

(S( 1¢€ﬂ(@)d* R@Z??l¥®(52)*R( 1)*R(2)) =
gg%g*gggg (R(l)*R(l)) (R(2)*R(2)) |=S(|1)*S(2)*0*0 =

& * j 3l & * * ,
S Pl %&'B Eﬁéa szly )n Q( by é(m R(l) R(2)
abbi trar W(l%ﬂégers(lﬁls*ﬁ'déﬂl b’é(%e@n = ﬁé?r? f%@)above
descri beqy@efiynktgon, pPelzi)= s X ¥+2) are generated
by the calculation on the 30 original data and the
random nunber, and the content of the original data
cannot beFears déld ai Td (L dh and P dne)opre(acayired, for

example, it follows that:

20
D(1,1)*D(1,2) = (S(1)#*R(1)*R(2))*(S(2)*R(1)=R(2)}
= S{1)*S(2)#(R(1)*R(1))*(R(2)%R(2))
= S(1)*8(2)*0=%0
= §(1)=8(2)
25

In general, D(1,J)*D(1,J+1) = S(J)#8(j+1), where J = 2xm+l
and m z 0 is an arbitrary integer.
As can be seen from the above described definition,
D(1,1) and D(1,2) are generated by the calculation on the
30 original data and the random number, and the content of the
original data cannot be ascertained from each cne of D(1,1)
and D{1,2) alone, but by carrying out the calculation of
D(1,1)#D(1,2), 1t is possible to obtain S(1)#3(2). This is
not the same as the original data itself, but it contains

35 no random number component.
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and D(1,2) alone, but by carrying out the cal cul ation

of D(1,1)*D(1,2), it is possible to obtain S(1)*S(2).

Th the sane as the original data it

tlwz%%otasa{?-fﬁbgg 35 no random.nunber conponent. §§+%"‘B%51“

2005/ 076518 PCT/ JP2005/ 002514 When the random nunber

conponent is elimnated, the follow ng problem ari ses.

Narel y, IWhgﬁr dhagrdrien ndmmnjmlmpouﬁn‘gliﬁalelpaﬂnaéﬂad the

dat afo gaﬂ‘oﬂenﬁ(a%%lsggcml&no.‘@@gaf@i&lg %aMPh@ividual
|

it wou ossj bl'e to recover r
so t?%’altgllntﬂlcaﬁrl?)ga]c&‘?é’r"-de?‘%c? d’sarljfof’fs%?% tqf’é’romggl‘)%?wn for
wherexdupa eQr i gi wall dakaohs mhedsdbdecbodregpter a part of S(1)

sgandarg daya c%rg;lg@tc’ongf ord@)asl Bof PRFd | Wdr example, when

contalnlngthe or mat | nlnthat datafo&
Cor tthe padeinal(detrads §rta aRrdirggFR R ardarp %Efl
0, fefrufntanphe)s(2) ds, at postikdh ponthdnimaytheoheaier

keym%}idoﬁ'm%rtioﬁxﬁ? ﬁ{lﬁr ﬁ&%&rf et tﬁ@eﬁd(fdi‘ﬁgt QalfdSt of a

dat cone

OSSI e
conj &t reeies EH&%PP Ns‘b fé’rP&F‘F’g 5 pt c. rm?hq:ﬁé
LeCOAradnf nas thetdinowsyperdd @r @fx&4 29hand tarvatuines

of S(J Joci 2)rob?n£%‘eda%$§§é>+§tom @Ifm%oie“nﬁ%oﬁ;@so ove

descti emis as
di v&@fiﬁ’éﬁt ital cemtactuget hes cxppdegt - Nﬂ’éo ndBérto ?f §(1)
di Vigdsoben recdvefed Mool t8é Nalownopbrobdmi o @ (2dsand a value

descr a and an inproved form obtained by this
.20 prtlogsg(g’drgwis shown in Fig. in this procedure,

Bl ,j+l) OD&nEOBEQb}GI-IVPYagfsWﬂEhtFF’gab‘B"'eard@S"ribed
|n_t qm@@eqs(agtﬁlq@wsonce) V\,h_ere j = 2xmtl and m >
0is an %Ib' tiﬁt%h' 2 ec%ergiv{‘ ' ?Qg’dé&e rna[ll,ﬂgn%ase of

nunber ¢ on cannot even
cal celeatmugheanefigdieignvided 2151 |§§Pt prlginala foRRt obtained

consdd tdéts%r@iaedaﬂsimiél@naaarﬁ tiprcaed datm omsamaﬂr bgdthis

- as fol . It ca se from t:

B psces B snegty fosd s by 1y bt prrtediddy 51 a+0)

30 =arg{ D(es5@31]) aR(showhRiy 1) RE]ark) interchanged (rotated
once), where j = 2xm+1 and m 2 0 is an arbitrary integer.

In thls case, the random number components cannot bhe
eliminated even when the calculation among the divided
25 partial data that constitute one and the same divided data
_.is carried out, as follows. It can be seen from Fig. 10
that:

D(1,J)*D(1,j+1) = (S(J)*R(JI*R(J+1})*(S(j+1)*R(J+1))

30 = S(J)«S(J+1)+R(J)*(R(j+1)#*R(J+1))
= S(j)#S(j+1)#R(J)=0
= 8(J)*8(J+1)*R(J)

35
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= S(J)*S(J+1)*R(J)*0 = S(J)*S(J+l)*R(J) 35 -41 WO
2005/ 076518 PCT/JP2005/ 002514 [D(2,j)*D(2,)+1) =
ahiga (SUFDAR (1)*R( +1)) = ——
PN (R(I)*R(1)) *R(I+1) = 5(3) *s(j +1) MR
= S(j)*S(j+1)*R(j+1) 5 D(3,j)*(3,j+1) = R(j)*R(j +1)
Al'so, in this case, the property that the original
data can ie,neeDve pd )f =oRE { yoeRti M) déd ( ghat e R(JORB (§ AE) )

three 10 divided data isg %{[)}lé(j'»»‘lt)ﬁgk(?is*l{@jl)l)qﬁjdf‘

the case of recovering the acqui ring

D(1) and D(2), it shoul & Eéjb'p%@r*éﬁf"ofﬁéi ilhe

original data can be recoge)pss QpagureiE{1l) and D(2)
oﬁs Fig. 10 are obtained by sinply interchanging the

di'vided 15 partial data that constitute D(1) and D 2)
of Fig. &(3,Un*Dhe. telde =oR(J 2tRMerlilng the ori gi nal
gata by ach|r|ng D(l) and D(3), or D(2) and D(3),
ecause he divi ded dat r
t he randdﬂl Un‘ggrghfﬁ t©25% g}&s}%per@ ?@%?;Vééfe o%?l;!nal
ori gilmbd chat Aebyeedvorattfirag t¥e Loldaddénata pnsse the three

Fi@[ LHP@i&Bﬁ CEQFBEYRQQSQHLH tiheag¥dd1Foieo@R. cal cul ati on
W as many ran omn ers S C
di vi ded pat t18l cast L frelﬁf’l‘f?“g?g E‘i?’% Be L {“%i ) IB”

handacquinting 43¢ afd tN)nuibeshyfld deypBRPBYELE th&“ﬁ the

L ggdeﬁgﬂfyl 764 aPEQE ASHING cobeYEd ik daluge BO1) 2 anzheor

21 apd 22 he. diyvi ded, dat h
casefb§- t f’ﬁ'&nﬁBFane%q\r ﬁ'B?\l% intgricha ?ﬁ’:n% ﬁéfrided
f16r npaphitai niadaashate sorididduib oVl )am@daﬁ(ﬂ}rmﬁ)\l"é@ f8Fm
obt ai ned Ip%hgh'cﬁs?r@f%é'b%er@ﬂéd ﬁié?%rl&%@ﬁchaaﬁh show

t he divi ded ‘ case of_the n EEF
di vi eFSRInne H(1) R BB orPﬁ.%a%) de%ec‘ﬁ“ﬁédm is
abovehandi variednda e ethd torcompobs@iordd et hawdom numbers, it

proc?Q“ﬁ&%sible to recover the original data by eliminating the

20 random number portion by carrying out the exclusive OR
calculation with as many random numbers as necessary for
each divided partial data of D(1) or D(2).

On the other hand, in the case of the number of

division n & 4, the generalized procedure shown in Fig. 20

25 can be used. Figs. 21 and 22 show the divided data in the
case of the number of division n = 4 in the original form
obtained as described above and an improved form obtained
by this procedure, and Figs. 23 and 24 show the divided
data in the case of the number of division n = 5 in the

30 original form as described above and an improved form

obtained by this procedure.
In the procedure of Flg. 20, first, the divided data
D{1,1) to D(n,p) are generated straightforwardly by using
the secret sharing scheme A described above, where D{(n,p)
35 1is the tall of the data (step S901). Then, a variable m
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In the procedure of Fig. 20, first, the divided data
D(1,1) to D(n,p) are generated straightforwardly by

us| secret sharing schene A described £
m\gﬁgm&];‘s‘im) 35 is the tail of the data (step 15)5.1002514

Then, a variable m -42 WD 2005/076518
PCT/ JP20051002514 which indicates an Integer nmultiple
i s s@lichoifdi@itep. anSo0Rdgerandlthple dis aloitetp ¢ s(sdep

to %‘%0121 £1§J‘ ﬁ%egg%;i‘abf\@ 7 9t Bet veg irRblye i (i(ﬁ Sptm)ta

for the valu

' at
the waildp S%S‘fariﬁbtlﬁel B giafi d8dP%at & (1DI fpe§§ )
(step S9Ndx¥YEJor tthe davided jdath 4X ithe) srtsps%W&ao ife the

)szzzcﬁiS Y‘E%r) bensegivided

A ongel aydd fo,b) RESH (398 PheperLa:

, SQSBiaéﬁfB&hi/)eliyE eletnFDéabig;(ﬂ( ;i)?? to?rbbr?gﬁﬂ) i FS;nSeStSeP P

g((l(,sQﬂs)ngQ,cdmtﬁidg&Eﬂ?ﬂr?ngg@( I Zigo D(%%gégl%;s R(3),
n re rotatg o g iR a {3 o?nponent
5 fogRt; B of »

opersh 131 1 M idiabed S8 Bt B bl

$4CH) @m- Qpeﬁ ;ateuoen rotate® {141) itSmesetuiemt isabby . shifs ed

to the I%IZ g‘f %ﬁote J% aﬁ@ta%‘?(la ) pA 'J% Sﬁtﬁt.ﬁd """"

to tH rotation. For éxanp

in A{gn-21, JDI 1im)F18D(201) and D(3,1) are rotat ed

(1 (g 1) ¥@xd) ghé) Mt&%&oﬁgmfﬁ%edhfmd‘ﬁoﬁ( th2y D(1,]) is
ro t

so tEH%ﬁ enﬁgil ‘T%Qf%ﬁﬁf itgd k: th.% ?ac]:ﬁe(xlo %Sl BEF-1,9)

D% 2, fs sllﬂf$hdft@d:@0pﬂ-gceh@f rﬂ(zieé obyezrsa zptaﬁaoe( FY

Isds g ez Pl2acep (of 1 X h(a)uamdm((h 3), ab¢ rHated

t hat (8- %yi‘{)il 3 nbg eonbil) L o ST A

i s sind Med,2d ahe mptacedof 20413 0ahd DB, tsi)ne pg that

oot PRSI DE 0 Sl SIODES, 27 MG 4o

£8u1 Vot PRBCT et (g 20159 (DR, 75, ohi¥ted TOnd flace

... .of D@21, and T, 30],- P62 19 xmnd) Dtan@s aned rofehed (3-(4-

takl 6*])(3 exgl {:‘fn'lé/se sg?tﬁfit ﬂl 3)) 18nenf¥ida tla(%hb"‘ﬂiace of

and R(j+I), ....... ]+ handlaclz?e(.J +ip D]I)l 39r ag(l'll D(3.8)

val u]é o) -i R{2.3) is shifted to the p
ig shifted to the place of D(2,3), and sc on.

25 In other words, the operations of the steps S805 and
S908 are equivalent to rotating D(1,3), D(2,§), - D{n-1,3})
for (j-(n-1)»*m-1) times and then taking the exclusive OR of
D(1,3j) and R(j), D(2,)+1) and R(j+1), - - D{n-1, j+n-1) and
R(j+n-1} for all values of m.

30 Then, the variables j and 1 are incremented by one
(step $907), and as long as the variable 1 1s less than the
number of division n (step 5908 YES), the processing
returns to the step S905, and the steps 5905 to S807 are
repeated for the next value of j, until i becomes equal to

35 n (step S908 NO).

-43-



30 Then, the variables j and i are increnmented by one

(step 5907) and as long as the variable | is less
t ha nunber of division n (step S908 YE
prgvtr:be@gﬂq&slsreturns to the step S905, and the}g/m&)smozsu

S905 to S907 are repeated for the next value of j,
until | becones equal to 35 n (step S908 NO. -43 WO
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dof fef Qtatate@kwm)s, foan, defB(ZE.rIit) t Diés-Bnong tineFig. 20 can

ggltnegs%.;,,\gq.taég g tlfhg égga Sl VRl UE pétaeesntﬂet@pt@erent

as those shown in
Fi g.columns Fpy. dDEFersoRekines taonge FRP FR}WiRs that belong

Pr ocESSiHM shilk GLNAS dri Mginew tabinel dedtiiatdvided partial
(re-divided, data rthe Vi ng,t dep nunber
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W6l | be desdni beel, rel‘tﬂigiiséotlhléf‘?f@s‘s&ipﬁtf% ‘TRegRELnE new
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di Vi §f Ofhd SeLRifEadM |datab§eﬂ6§£1t1cbteaniihﬁs reee cinei skoret

BB | S ST BERRARESTs ST P LoELAZ oY HHE ucer

er “addi t1on
i ncoLpst atlicomssthensin dﬁwgdedld%%v\gnénh%m Iﬂfﬂ'?énoi‘:h?he

dat as £ St MiySkQBe WAL IRNFuhber RE GaRdOBMUIEhree will

addl%éoﬁggcgigggrp%ﬂéuféj%ivision processing in this embodiment
can be realized by the following two methods.

25 (Random number additional incorporation scheme)

Fig. 11 shows an outline of the data re-division
processing in the random number additiocnal incorporation
scheme.

As shown in Fig. 11, the divided data D(1), D(2) and

30 D(3) are acquired first (step S§501), and then the random
number R' to be used at a time of the re-division is
generated at the random number generation unit 15 (step
5503).

Next, the random number R' 1s incorporated into each

35 one of the divided data D(1), D(2) and D(3) according to a




schenme. As shown in Fig. 11, the divided data D(1),

D(2) and 30 D(3) are acquired first (step 8501), and
then the random nunber R to be used at a ti

r eGP i s generated at the random nunbe%lﬁgoog"mﬁm
generation unit 15 (step $503). Next, the random
nunmber R is incorporated into each 35 one of the

di vi c@&badDédJ)e (t3)p 2565 Fhiacterdime byotakingidthe
005/ 07651 1" 200
(Ste é;gﬁ% &ﬁ ﬁé déggg%gp%é&%iaﬁrﬁﬁ%g'd@e@PEUhfﬁided

taking t excl usi ve
of tdﬂétadlD\iildledDb%t)r tarl DAL aAtih tDfcT BPOPR SIORS, aaﬁ(’ﬂ(fdata

X 2) o8nGeDedhdai dnirdbe rf andadesnainer tpathd aluldata bef

t he rand C t b ’
dBs 93554 B8 I gbmfm%mc? %hgﬁm?hggentél%wd?\%}r%%gd@ ata ) ?llﬁ » B12)
D (2)nd &d 3D ¢8y eanergéndr 8P (SPEp-S507). Fig. 12 is

a table that, §Qoy\§ 4 Ravdef tmdt |gmw%ot]_‘relld£ﬁﬁ1alt1bheformula

di rt.i al ta h a

olr?”g ‘?Faltq’d’afilgtvgd? tR rltﬁf“i &‘ﬁ; Zi%nlc}h er OE? &dﬂgd&%nﬂﬁe_

3) l€riminadi dgteh® fovtecsbeeeagl the nupber | Shgtiyigignizs )

(hﬂﬁ f ab)hfllsfing()fthghﬁrécee@}g:tihgoﬁnif‘%aiﬁf nghgoh walkdch, 1she half
efinition Vi r r

t he ?%- tl}en&&PEBHUﬂ?otg‘ of’riﬁgn?]an %r% gu tgtlf &%gie#&‘

cal ctdmtilan off bhendkriidedt her tiale dgitar afbrRee r'qfh?g The

ori gi faly3hdisnf 60Mnel 2ahon dintivde] paatild cdacalation
Here the definjtion fornul a of the IVI %jih ﬁ”ﬂh@% S from

‘dat afxmule 1y the b@%?@rfﬁ%ﬁve%nrgstt fOr
dbvi tiesl diatideB( partiel sladam in Fig. 10, the first

di vided Randd alkp 3&@1' %‘ti&h férrﬂﬂfa' eedth20aim dedepartial
definition fornu %}' P%Ré and t he second

di vi @t FHrdtidal ""Hlajc <’;Pe|3(df’3 defined by the
def i niti @Lrsftor Mot acis( FPTRE2¢1viNzde deiat D the génehavn in

]tor ng% J)fbe tggf (Eﬂvf ﬁéﬂ%&ﬁi%.lsﬁh):aaﬂl]) AR(jitlfiefined
AR TR R MR E
divided partial data D(1,2) is defined by the definition

formula S{2)#R(2). Note that the general form of the
definition formula is S(Jj)#*R(j)}#*R(j+1) for D(1,j) and
S(j+1)#R(j+1) for the D(1,j+1l) {(where j is assumed to he an
25 odd number).
Also, for the second divided data D(2), as shown in
Fig. 10, the first divided partial data D(2,1) is defined
by the definition formula S{1)#*R{1), and the second divided
partial data D(2,2) is defined by the definition formula
30 S(2)*R(1)*R(2). Note that the general form of the
definition formula is S${j)*R(J) for D(2,]j} and
S(j+1)*R(j)#R(j+1) for the D(2,j+1) (where j is assumed to
be an odd number).
Also, for the third divided data D(3), as shown in
35 Fig. 10, the first divided partial data D(3,1) is defined
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Al'so, for the second divided data D(2), as shown in
Fig. 10, the first divided partial data D(2,1) is

defined by the definition formula S(1)*R(I),

se ¥ ?%%Ied ~partial data D(2,2) is defi neﬁ&zé" ‘@02514
definition formula 30 S(2)*R(1)*R(2). Note that the
general formof the definition formula is S(j)*R(j)

for yX Znle) a8nth1 dn+ EpEREj 9 *BRA)+1pnd orhe IsecDag, fivided

wh b d ula
{he g arl e A 2oy Sy ke by ”ﬂg@e‘mﬁnmg“ o

t he B{i2)st Ngt ¢ tleal ﬂ?é]re[ gapercpd]t §05P30 dﬁggpﬁggon ]fﬂbrmula
WO 200%(§76848 f@/ﬁpaﬁ%ﬂo.ﬁ'?ﬁlzforbth Hla(?deﬂﬂm {Whare J is

' la R(1), and. th i vi ded tial dat
DI?ng % {i é?lg %tdﬁg&gy |n: ;/: o(ne forIoar 2 E}ah;’

Not e thatNeKhe w&@lnﬁéi%oﬁowadgﬂ nf q%ﬂvii Phupartial

is F"c(ah-)a ﬁ)@rch§$ eiﬁtéindhg( ﬂrrddr;fomatthn &X e+ npw( et

j is assyne ﬁ'{uf n dawn‘oer) Next , the

deflliﬁnlqed"n f of abef © Fﬁe 1'vi ded partial

D (i,j) &fret, tﬁ@rlthmﬁéuﬁ‘atti%d@ﬁ Eiﬁ’éar%v&lr)anﬁﬁn?hm’m in
EH“’DESI RiaW khebgidasaivbeda Frtde) fota tineif.ilnsts defined

di vid d dat R theofirst

i e aBe ! flon el L g Tl et
def|$mt)|*®11ﬂeﬂﬁawRU(11)*1¢){ (13ndRthe) setpor@/ div ded partial
S( 1) §¥al)p" F@ELZb‘E R'i£ | agﬂn@a) by afik tdee1aetond ftirauded

parti al at f he ,
.f orn%l(é" 2% 2y, %(gguﬁ{%( 5%&; N%‘é gatt ‘Eﬂe general
that faie ogemheaﬂeﬁﬂlfﬁrom Bormpka def P Mb Al éJT%) for
D(i %) {R§0I b Rﬁtfljuf)q.lk (Eirﬂ for and BX 1L Rehpre)] is
for th e[ﬂ‘ @gg@ ) assunmed to be an odd
nunb%?%um% §:8 bfeo?l t BRY di vi ded data D (2), as

shown | nA]E,log 122, théeseiiondt dtvidededasar®| &d) d&sashown in
D (2 d%ﬁlbn?grs@(hikﬂdﬁﬁepﬂelfiaﬂl then dorauhais defined

g%w%dtlﬁar‘{efgpiag?gsigqgmégg gs”d)é‘%' (;2(3 hetﬁgcond

def i g{1)s®(NHermola, &R tRp* Re¢d)d Riwijed| p@rtlal data

S( Z)DRKZJ'.)Z)R(izs) aBrided R 2he MOEMition formula
D(2,2)+R'(1)*R'(2), 1.e., S(2)*R(1)*R(2)*R'(1)+R' (2). Note
that the general form of the definition formula is

25 D(2,J)=R'(])} for D'(2,j) and D(2,j+1)+R'(j)=R"(j+1) for the
D'(2,j+1) (where j is assumed to be an cdd number).

Also, for the third divided data D'(3), as shown in

Fig. 12, the Ffirst divided partial data D'(3,1) 1s defined
by the definition formula D(3,1)*R'(1), i.e., R(1)#*R'(1),

30 and the second divided partial data D'(3,2) is defined by
the definition formula D(3,2)#R'(2), i.e., R(2)#R'(2). Note
that the general form of the definition formula 1s
D(3,J)*R"(J) for D'(3,J) and D(3,J+1)#*R'(j+1) Tor the
D'(S,J+1) (where j is assumed to be an odd number).

35 As such, the re-divided partial data D'(1,]) is
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that the general formof the definition formula is 25

X 2, J)*R’(J) for D(2,J) and D(2,j+1)*R (j)*R (J+1)

for the éZ,j +1) (where J is assuned to be an _ odd
nuftEf¥"R%o, for the third divided data D (SyMralso0s

shown in Fig. 12, the first divided partial data
D(3,1) is deflned by the definition fornula
D( 3, dytatnkld) byi e£1culRitIhERtRd Jexc3Usand mmebysammdporating

d ed tial t f
ot 1 FiS TBabh o2 o Sp B }“e@e SPEB?%F to the
Not erandeat numbe?gdrﬁér@alf 8ehe i Jt)héhBEqu'ﬁt D&?WSF%‘F% by

is £, de)f’ii?iﬁﬂ&nfﬁrma163o£)tmdiimaeﬂ4¢aﬁﬂa(1Jﬂla},aflmri 1)

et A By R 0 e cor o

D (i pybers of- dBVWlCEOOS/ 076515 PCT/JP2005/ 002514
“obt ai ned NyeCahad! afr Ret Bﬁs@ﬁﬂieli'%l ¥Be Qiddy 1lost the user's

i ncor por he random.n r I

cor r%@b&ﬁgiﬁgd 2t 3ve O1° aﬁao ogr% EEQJE qfedad%r&é?%a)data
t hatD (i), DriGor pod R €D By lose. cﬁs:ruthiattu Elhe%rirmpaneﬁd to
hie Péé’dv%‘%d tﬁéfibﬂ &iaetiﬂe@( hath from Bhe #dieridiivizdeso

t { | i
i vi aFerendezn: wid e EpnSre el Fe- FlYa ot R, dhore.
t he ulsemies:hodwﬁodlyemmtdagath@ri@%f dtlﬁbd%deiﬂéa fl'om the
descﬁélﬁ’eﬁﬂ:h%' Vthdeﬁ@f@d %%A’Wﬂlz)oeaﬂgs@fﬂaed S | ost,

so t ere 1's.a needto re I d
data froRitR&: YE%I g 1(“\/\13&9%*? \ﬁ%ﬁegi&i\? %ég £8' 105t
genesnd etHehdivdded vdaked Dda als Her de gehermmcfd'oﬁlothe
geneg; Vlc{dk%dﬁig%a' 19?11 dalr%ie‘ibgg) d@fﬂ fbrezoﬁbE@@ibJ(?”@lo@bng

. First, th
Wi PR TGP Hecl M SBEBFLF <o GUE- 16 s pidstLonbhips

di vided data D(3) is to be generated fromthe divided
data D(1) and D(2) will be described. Mre
specifically, in an exa

%01 at | ondhitpd) *Bf2. B DB 5) Ry FzdTe S Dromn))
(S(l)*R(I)*R(Z)) (S(1)=R((I2)¥(SEL)*#S(1) ) #(R(1)*R(1))
R(2)*(S(1)*S(1))*(RIDIRL)) = R(2)

(S(2)%R(2))*(S{2)=*R(1)*R(2))}
R(1)#(S(2)#S(2))#(R(2)*R(2))
R{1)

D(1,2)+D(2,2)

I

hold and D(3,1) = R(1), D(3,2) = R(2), so that the divided
data D(3) can be generated from D(1,1)+*D(2,1) and
D(1,2)+«D{2,2).

Also, 1in the case in which the divided data D(1) 1s
lost and the divided data D(1) is to be generated from the
divided data D(2) and D(3), the relationships of:

D(1,1) = D(2,1)*R(2)
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X(1,2)*X2,2) = (S(2)*R(2))*(S(2)*R(1)*R(2)) 25 =
R(1)*(S(2)*S(2))*(R(2)*R(2)) = R(1) hold and D(3,1) =
R(1), 3, = R(2 that the divided dat
c;%&gﬂ%éﬁﬁ at ed(f)romsg(l i) D(g 1I)V|an§ 30 2 ol sbsroozsia
D(1,2)*D(2,2). Also, in the case in which the divided

data D(1) is lost and the divided data D(1) is to be
gener at e@f .09 the (2di2yxded) data D(2) and D(3), the
rel ati onships of: 35 D(1,1) D 2, 1)*R(2) -47 WO
2005/ 076518 PCT/ JP2005/ 002514 D(2 2)*
hol chadd apd3D {3, B |-=<'(B)(l)D(@(%)Z)ﬂRE‘Kz;e Ff‘\ divided
di \élcﬁﬁ% Dcn;) achl e (‘g%%lebﬁt@@nﬁ’tﬁﬁi detlmﬁmﬁ)lﬁh%& 2)
an so, in the case in whic e
d?w%l%?dD(?t?] 5 33{% is lost and the divided data Déa
i s to beAjener &n cthef rcomet be widioh ¢he dhrkday ﬂ)ﬂté ) 1s
- X(3)1odthanhekati @nsfidas aata 102)D12, 1) Fe Kehekp'tRG2from the

R( 2)d£‘§’dietdhéf‘%%hlg&? \ﬂngeg%sgat P eD%E)][LtIO Iiclai ger?g?aszadz

fromD(1,1)*D(3,2) and 15 D(1,2)*D(3,1). Next, with
hgference Q13 Lqﬁ)dle 1shewayon a right side of Fi g.

12, the proce Si vering the original data

from t he 3§V| grgg_ %&t 3‘%&? be described. This is

the description of the functl on of the original data

" eCOUSI ¥ 20UBich, 47 PR (1S BESIAN o RIAY (M Aat the divided

TS5t s Reer b e R B B R[4 srdeg

dat an(Fi2e4n (3t hé.first original partial data S(1) can

be genenalgd {i o e dnvicded Dajabhal sHew di @2rikht side

?gglgéFé%ﬁ; Qeﬁiygg f0||om§P§)§ér ré%oveglﬁg the orlginal data
from the re-divided data will be described. This 1s the
deseription of the function of the original data recovery

20 wunit 12 of the secret information management system 1, at a
time of the service utilization after the user received the
re-divided data.

First, the first original partial data S(1) can be

generated from the divided partial data D'(2,1) and D'(3,1)

26 as follows.

(S(1)*R{1)*R'(1})*(R(1)*R"(1))
S(1)*(R(1)*R(1))*(R'(1)*R'(1))
S5{(1)%0%0

5(1)

D'(2,1)}*D'(3,1)

i

30

Also, the second original partial data S(2) can be
generated from the other divided partial data as follows.

35
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S(1)*(R(1)*R(1))*(R(1H*R (1)) = S(1)*00 30 = S(1)
Al so, the second original partial data S(2) can be
OB e oo rbse Py bpabos peppmesonsi
D(2,2)*D (3,1)*D (3,2) = (S(2)*R(1))*R(2)*R (1)*R (2)*
(RCD*R (1)) *(R(2)*R (2)) = ,
S(2) * (R() tR(A)" (B(R)¥R(@),)2) = (S(2)*R(1)#R(2)*R'(1)*R" (2]
*(R (1)*R| (1%*(?_ (2)*R (22]|)OI S 1 (S&)Z&R:;Qi%?h@(f)ﬂ'a)m
|0 general, when | i an odd numbel, ih%)LgL 8] S0RhRRca))
(S(N*R(ID*R (I)*(R(I*R (J)) =(R'(1)*R'(1))=(R"(2)*R"(2))
S(J)*(R(I)*R(I)) *(R (I)*R (J)) . 5(DeoQ0%0= S(J1 15

| ds, so that S(J) can be obtained by cal cul ating
D (2,3)*D (3,J). Also, in generaf(Z2hhen j is an odd
“nunber, the relationship of: 20
D(2,J+1)*D (3,J).* 3, J+1, = r
(4 330) RIFHRERIn) MRS 0 (5§ gy che reterionen
(R(CPR (1)) *(R(J+D*R (J+1)) =

J+D)*(R(D*R(I))*(R(I+D) *R(I+1))* 25

L 0L L s o B b e

cal cul ati ng = S(J)*(R(J)*R(J))*(Rg(J)*R'(J))
= §(J)»0#0
= 8(J)

15

holds, so that S{jJ) can be obtalned by calculating
D'{2,1)«D'(3,]7).
Also, in general, when J is an odd number, the
relationship of:
20
D'(2,J+1)+D"(3,J)+D"(3,]J+1)
= (S(J+1)*R(J)*R{j+1)#R"(J)*R'(j+1))sR(j+1)=
(R(J)*R" (J))#(R(J+1)*R'(J+1)})
= S(J+1)=(R(J)*R(J)I*(R(j+1)*R(J+1)})+#
25 ((R"(J)*R"(J))*(R"(Jj+1)*R" (J+1))
= 8(j+1)=0x0%0#0
= S(j+1)

holds, so that S(j+1) can be obtained by calculating
30 D'(2,j+1)=D'(3,J)*D'(3,j+1).
Next, the case of recovering the original data S by
acquiring D'(1) and D'(8) is as follows. Namely, the
relationship of:

35

-49-




30 D(2,J+1)*D (3,J)*D (3,J+l). Next, the case of
recovering the original data S by acquiring D (1) and

04%@‘8@?f ol lows. Nanely, the relationshi pcﬁjl;200§,'302514

076518 PCT/ JP2005/ 002514
D(1,1)*D(3,1)*D (3,2) = (S()*R(1)*R(2)*R (1) *R (2))
“(R(1)*R (1)) *(R(2)*R (2)) = ,
S(1) * (R(D)'™R( 1) yp (R AN 23)2) = (S(1)*R(1)*R(2)*R'(1)}*R’ (2))
*h(lF?d(l) *R t(%)%*g(Rl)( 2)*R E)Z))bt 5 acﬁt%) :@*@*)Q;:Qmﬂﬂ')(z))
ol ds, so tha can be obtain u in
D (1,1)*D (3,1)*D (3,2). 10 Si A |823|>§¥R?ﬁe*°ﬂ<ﬁ'>*<19<2>*R(2)>
relationship of: D (1,2)*D (3,2) #£R'(1)*R'(1))*(R'{2)*R"(2))
(S(2)*R(2)*R (2))*(R(2)*R (2)) - F(1)%0»0%0%0
SU2)*(R(2)*R(2))*(R (2)*R (2)) = S{Z)*O*O 15 = S(2)
“holds, so that S(2) can be obtdi e by cal cul ati ng
D(1,2)*D (3,2). In general, when j is an odd nunber,

the i Qnshi of,. 1 HeG3by) & : =
(o ch%,) ¥ %%;*%8() ﬁf&% hsllga*ig @3py) el dudatihl
(R(ID*Q (P (R OMD R @41 )) 25 =

£6J) * (R( BriRadr ) ( Réinkt i B Joriship of:

(R(H*R(D)*(R (J+1)*R (J+1)) = S(J)*0*0*0*0 = 8(J)
30 holds, so that $(J) can be obtained by calcul ati 9
D (1,J)*D'(3,3)*D {3,2)+1) (S(A /2R é%hﬁ?%ﬁ(?)\ﬁﬁeﬁzf

is an odd nunber, the rekat)o(s(iB)BROE))*(R' (2)}*R'(2))

= 5(2)%0=%0
1B ' = 8(2)

holds, so that S{2) can be obtained by calculating
D'(1,2)+D'(3,2).
In general, when J is an odd number, the relationship

20 of:
D'(1,3)#D"(3,j)}*D"(3,j+1)
= (S(J)*R(J)=R(j+1)*R"(J)*R" (J+1) )«
, (R(J)*R"(J) )= (R(j+1)+R' (J+1))
25 = S(j)*(R(J}*R(J))*(R(J+1L)*R(J+1)})»
(R"(J)*R'(J))#(R" (J+1)*R" (j+1})
= §(J)=0=02020
= 8(J)

30 holds, so that S(j) can be obtained by calculating
D'(1,3)*D'(3,3)*D" (3, ]+1).
Also, in general, when J is an odd number, the
relationship of:

35
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35 -50 WD 2005/ 076518 PCT/ JP2005/ 002514
D (1,]+1)*D (3,]+1) = (S(J+1)*R(j+1)*R (j +1))* (R(]

VIR (FalV) =
S( J“ﬁﬁﬁi%%il J¥R( 1)) (R (j+H)*R (j+1)) = s[THTHEB
5 = S(j+l) holds, so that S(J+1) can be obtained by
calculating D (l,j+)*D (3,j+1). Next, the case of
recoveri g (thg+ab+p! (wlj+«data S by 10 acquiring the
di vided dafaslyid), I@P%Haiﬁmf) )aﬁaf(ghhvm (Ml Y,

t he relatlonsh

(S(1) 7R 1)~ Ry LR %3**@)('§)<5*%§(*§‘)“* ROTFHRE () )15 =
(S(l)*S(l =) S(Re1)#6%0 ) ) * (R (1)*R (1)) *R(2) *R (2)

- O50*R(2) *R 3)+ éZ)*R (2). holds,. so that R(2)*R (2)

can be obtalngd y calculating 20 D (1,1)*D (2,1).

Simlarly, the relationship of: D(1,2)*D (2,2) =

SR e

O*R(%E‘é!%)*) )68%3%%91 *R (1) holds, so that

R(1) *R (ﬂe%ntbe W%uqﬁ'ﬁeaesy‘f%ra‘#%waﬁ ﬂﬁigis&?l data S by

RDo( ladgdi¥ing %he Usvidpd Mase (1)) Bndlp' aap is as follows.

R(2) *R d as fol | ows.
el y, | olgmedr L RS e op Ry L T, OO G713

PCT/JP2005/002514 D (2, 1)*R(1)*R (1) _
(S(1)*R(H*®R,aD»* By R (1) =

S(1) * (RO RGN SR fR (TR 1) o' (2) ) # (S(1)#R (1) #R" (1))
15 ($(1)#8(21))=(R(1)=R(1))#(R' (1)*R" (1)) *R(2)*R'(2)
0+0%R(2)*R"'(2)

R(2)*R'(2)

H

I

holds, so that R(2)#R'(2) can be obtained by calculating
20 D'(1,1)=«D'(2,1).
Similarly, the relationship of:

D'(1,2)+D'(2,2)
(S{2)*R(2)*R"(2))#(S(2)+R(1)*R(2)*R" (1) *R"(2))
(S(2)*S(2))*R(1)*R' (1)#(R(2)*R(2))%(R"(2)#R'(2))
O#R(1)+*R"(1)=0*0

R(1)*R' (1)

1

25

I

holds, so that R(1}#R'(l1) can be obtained by calculating
30 D'(1,2)=D'(2,2).
Using these R(1)*R'(1l) and R(2)*R'(2), S(1) and S(2)
are obtained as follows. Namely, the relationship .of:

35
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= S(1)*0*0 = S(1) 5 holds, so that S(1) can be
obtalned by calculating D (2,1)*R(1)*R (1).

® T, 922050 O 10 © 0 R Rl
S(2)*(R(2)*R(2))*(R ()*R (2)) = S(2)*0%0 = §(2) 15

hol ds, so'that S(2) can be obtained by cal cul ating
D (1,2)*B(22;R £®)1) «Rrn (g¢nered(,1)\mem ¥R1GL)aRRAAY*R" (1)

nurber, the relationship ofg L% d)y 5

(S(J)*R(J)*R(J+1)*R‘(J)*R‘ZJ+ Fé% %’(? & 35 FR' (1))

(S(j)*S(3))*(R(I*R(J))* (RY J)’*R*PJ))*R(J+1)*F?(J+1)

= 0*0*0*R(J+1)*R (J+l) 25 = RaH+ )*R (j+1) holds, so

Egat R(J+1)*R (j +l) can be obtained by calculatlng
(1,3)*D (2, %&a Al 'so, in general, when J is an odd

nunteglds,.heo % & (@i GﬁQhIP?J drtaizsd By 483 Aesinges518

PCTI9RENA54Q02pd (1 (1, ] +1)*D (2, J+1) =

S(J+1
(30342) At e Fjesqnpbip o7
(S(J+1)*S(J+1))*R(I)*R (J)* 5

(R(JI+1) B(Qtli)*éﬁ)(da*l)zﬁ%(ME)%R(E)OKR(@))*H(@J)RQ*Q
= RI)"R(J) holds, so that FDIRE)IREN Q‘i‘a By &k ne

by calculatlng
S(2)#0%0

s(2)

]

15 holds, so that S(2) can be obtalned by calculating
D'(1,2)=R(2)*R"(2).
In general, when j 1s an odd number, the relationship
of:

20 D'{1,3)¥*D'(2,1)
(S(J)Y*R(JI*R(J+1)#R'(jI#R"'(J+1) )% (S(j)«R(J)*R" (]))
(5(3)*5(J))=(R(J)*R{]J))*
(R"(J)+R"(J))*R(J+1)*R" (j+1)

0%0#0#R(Jj+1)*R"(j+1)

R(j+1)}sR'(j+1)

n

25

holds, so that R(j+1)#R'(j+1) can be obtained by
calculating D'(1,j)=*D"(2,]).
Also, In general, when ] 1s an odd number, the
30 relationship of:

35
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10 D (1,J+1)*D (2,j+1). Using these R(J)*R (j) and
R(j+1)*R (j+l), S(J) and S(J+1) are obtained as
follows. Namely, the relationshi of : 15
D?”é”f?““ﬁs&%*wy(a) (S(J)*R(J)*%(J))*R(J) « Rt
S(J)*(R(I)*R(I))*(R (I)*R (J)) = s(I)*0*0 = s(J) 20

hol ds, so that S(j) can be obtained by cal cul ating

D (2,J)* B(Jl*ﬂ:()]*)ﬂ (Si,grinrly, the rel ati onship of:

D(1,J+1 2
(S§J+1+*)R Ji#; 3 (d| * é}'
S(J+1) * (R(JL& 31?\1(13‘ 1)19 hﬂtlJ)+ 'wrm 1)) S(J+1)*0*0
= IS(JI+1% 30(ijdls),*ss;ga,umaiig))\}mxm?n be obgal nedbbyé

culatin escri be
a%o g(FEi£ %ﬁﬁllgig(ﬂ'(jalggﬁ )J+1fF

when d dat’a are generated by the
random nurb@rREHNR'iI(JR&P*P ncor poration scheme, it is

" possi bl e tor(grawery)the original data by 35 using two

re-divided data anong three re-divided data, -53 WO
2005/ 076518 PCT/ JP2005/ 002514 w thout using all of

t he hdddse se- that ddd ) dBi &I D qam peprpbyineghdypopisulating
M Sw®’ (1N st-hesH apggrnunber addl tional incorporation
schene, 0SS 0

re-divi sﬁgﬂingS&bersoecgg)w hou H?é%%ﬁ%fva( ql) S(J) and
or i ¢f (le1)dara eherinedhasof olfiava. Hapalsdoetéﬂ%aﬁlaﬁb%%hip
in aisible forn), so that the nore secure data
management becones possible. (Random nunber rewriting
scheme) Fig. 13 shows an outline of the data

18- di vi siDOZ, 1D*+BrIoe&S i hg= i B tINeR At INurBéd) *R ' (1)

rewiting scheme. As shown-idy Hisgr(}P+rES «ARVi(GRER" (1))
data (1), D(2) and S(§)#0%0

s{J)

1

20 holds, so that S(j) can be obtained by calculating
D'(2,5)+R(j)+R"'(J).
Similarly, the relationship of:

D'(1,j+1)#R(J+1)*R"'(J+1)

(B(j+1)#R(J+1))*R" (J+1))*R(J+1)*R" (j+1))
S(J+1)*#(R(J+1)#R(J+1))#(R"(j+1)*R"'(J+1))
S(J+1)=0=0

S(j+1)

25

H

1]

30 holds, so that 8(j+1) can be obtained by calculating
D' (1,j+1)*R(Jj+1)*R"(j+1).

As described above, when the re-divided data are
generated by the random number additional incorporation
scheme, it is possible to recover the original data by

35 using two re-divided data among three re-divided data,
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D(3) are acquired first (step 5601), and then the
random nunber R to be used at a tine of the

[ generated at the random number

H‘d‘# P?%Tgﬁﬁmt 15 (step .15 S603). Next, thePFHIFER{02s14
nunber R is incorporated into each one of the
divided data D(1), D(2) and D(3) according to the
r andareHauRbaE 18€ il eathé Nnteeoratdbvidshelmea D' (1), D' (2)
descrléa(éd( zjlbove (step 5605). Then, the old random

87del eted 20 fromthe divided data int

whi ch t hdlpandbm fhensepda nupbernaddbblefadd 1P§P§1b°rati°n

5607donetidd tbens tﬂlfz‘ssriﬁm/edtd’ldiﬁd'ydatlﬂ thR (dB)ta Pef@)visricn

are generat.ed. (step. 5 Ei S a
t%euggﬂﬁﬁﬁ§ Pﬁe ﬂ oq¥( gﬁv?égﬁ the grié{H$1 g?&% Sﬁé% {the
par thalgi@aﬂadﬂhatmscag‘é e RA A ﬁg gheisipley |f@irﬁér %%ttélat
S ing %BE%esé&ﬁ¥%'H#%Beﬁaﬁﬁgéﬂéﬂtsb@Boﬂes—ﬁﬂbsibyeUSIng

t he proce bi t is a half of
the | engtﬁ ag'f' s Fﬁ"gx’f{]‘%%{ga%\%wj#%g defini tion
fornul a &gt hé3d$MW$e@Hpalﬁljale @&t shafdaka meedigision
wCOJMe%fsliﬁ of {he reafee ke e 1 tide sdebmnsi tion

30 formula of the, divided, partial fte e
del et i on 5t SDPFR 11, Kd&m ﬂ'ﬁ %i"gﬁag ‘?eéac%‘é& a?(z) and
for i3 iamet hequiwsk fof st ebs)tm? iSGGLY heanst i tieMalthearandom
f:g(‘;ﬁe&nﬁeerdh\“ gtgdbet ﬁﬂefd't gt satige b2 ‘i;ﬂé&&&ﬂ&'ﬁ[@ioﬁhﬁs

Ssi up to the s ar e s
et ke ranark, RemieroeepeReids AT 185 A%
29053&€0/518 PCT/ JP2005/ 002514 schene descri bed above,
so that taglr gﬁécﬂ'dn‘?ﬁ)hloﬂuﬂ\ﬂ)éll ﬂoeisoﬂh&h%ra&%d ihto each

definition fornmula of the d art data a

ol et Bcontvioatudntn bl BlaP R D (i akBpedtE o

Fi r sthe frandbhentibeat adidditethiddnzobpotltias schena dgscribed
Fig. aﬁ%%e %@%e% §éﬁ5}n yindgd ?Kﬁtdf@ rd8tén Rumbel) Ri 85 deleted

defin finition form

2( 1]31’@!{ f)beRfléYiti@(% fate (D9 Aich) theoyandon, number R is
S( 1) tiRdrpbFRt63) ( sterd S6b@) S emmhctheny the thqrardivatiedadata

D'(1), D'(2) and D'(3) are generated (step S609).
Flg. 14 is a table that shows the definition formula
for the divided partial data in the case dividing the
25 original data S into three (the number of division n = 3)
by uslng the processing unit bit length b which is a half
of the length of the original data S, the definition
formula of the divided partial data after the re-
incorporation of the random number R', the definltion
30 formula of the divided partial data after the deletion of
the random number R, and the calculation formula in the
case of recovering the original data S from the divided
partial data.
In this scheme, the processing up to the step 5605 are
35 the same as the random number additional incorporation




10 D (1,2) is defined by the definition fornula
(S(2)*R(2)*R (2))*R(2), i.e., S(2)*R (2). Note that
t he %?neral formof the definition fornmula is

S(J"‘ﬁQk (J +l) for D(l,j) and S(j+1)*R (TQT’SPZ(}“S’P('”“

t he D'(|,j+|) (where j is assuned to be an odd
nunber). 15 Also', for the second divided data D (2),
as shebwhei Besdribedldbotréie fd thetdihe Uedlesgriptlonlatidl be

(S( @J Ei? %ﬁﬁ R{l%iﬁi‘ﬁo%effb%ﬁi@rbff Q‘.‘h@uﬁi‘vided partial

secovdadpitee Ap@ting Jc]iél%lt‘hldDrf“Z‘ ?‘g‘ Ii“é“sbe)d'eF H{ E@F t he
deflcmstcmﬁeaorrml a 20

2)*R( %l 2) rdy %)e ijﬁgt) )dti%ﬁéd%%)a 7'(8), as shown in

(2)* g er al formoLth
def |Fr148t| LY f’@)‘il?nﬁia‘sltsd%?}‘}eq?l’ﬂrf pbrdg¥g P (- Lpgls defined

" S(j Wy tRe(E3ffhifion) rhewutde D (2,j+1) (where j is

fqr gthe third
G vi o akfa B (D SR (ReLfLRE 412 T
di visdd *Bak 1) B " (Hat-a 2pd ( Bhe )secongdeft e pprepal data
def igi (tl| en iQfMﬁe(dei) iR (dofihRE19n foremulaR (1),

o MBI A fng (0 yts, sl e

R’ (aenemaﬂef@ﬁntmwh@hée@i?h’e’fria)lﬂ fer ke defi n| tion
fO”‘QJ('J%*RS&XAQM{thr 2B (B {2, Jandnﬁ? §{ j41) RO jDE for the

S, assune n o ).
T end Pefele, i RariTg 18.pE &7 SR AUNEEES.
" Dbt ai ned Abyocafeu|tite wgecond dEvdidedi @@tm )- ﬂs shown in
| NCOFROr alyl, NGhe 3Pi e ai N purRhan &@1&5 IIﬂ|(2daD anR d¢Pined

OO SISO s BT AR B 1o

t hats MASRI' 6L D¢ paxdattie bycondelidddedi paobldlodatiral of2,2) 1s
the glogdadhpattd Alorialias ok ledvaial N0 the divided
Eal‘tl a 2;\, “G%);S @Ri? Egéf |n% the random
ﬁn‘o@r(zp}aﬁtﬁlér Fﬁ(lj)YR r ‘4idom
nunber2 )partiiakr tat)a Rolkp tsatdhet ednersl aforasglft the he
def'cﬂé i'n‘i%iﬁﬁrffb‘hﬂlvﬁ 1fsh§§15 peith (Miydedy pe¢d gl adat a
D (i, e randam nun‘s) e
J +1)#*R"(j)*R"(j+1) for the D' (2,j+1 where J 1s assumed
to be an odd number). _
25 Also, for the third divided data D'(3), as shown in
Flg. 14, the first divided partial data D'(3,1) 1is defined
by the definition formula (R(1)#R'(1))#R(1), i.e., R'(1),
and the second divided partial data D'(3,2) is defined by
the definition formula (R(2)s*R'(2))+*R(2), 1l.e., R'{(2). Note
30 that the general Torm of the definition formula is R'(])
for D'(3,j) and R'(j+1) for the D'(3,Jj+1) (where ] is
assumed to be an odd number).
As such, the re-divided partial data D'(i,]) is
obtalned by calculating the exclusive OR by incorporating
35 the random number partial data R'{(J) corresponding to the
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partial data R(j) is replaced by the random nunber
partial data R (j) in the definition fornmula of the

or i, g di vided partial data D(i,]j). Next wz
ref@@ﬁ%@ & a table shown.on a ri ght side of© Bosioasis

14, the processing for recovering the original data
fromthe re-divided data will be described. This is
t he rdiemer nphben wAritied fHabatR@n shatheesringioraprabed by

recoyﬁg ydelﬁnyei&n %ﬁultagsfsﬁﬁ %tivaata@rﬁ@xtﬁﬁri data D(1,J),

enent vi.ce
ut| I 254 |t@|"’r Qﬁfb‘i‘edc erfrdal ‘F%J%Belmédjph ng ey ded
dat ainddrpeiratihe fhe landbinghumeierp@atrithhl dddte 8(1) seeh that

and %?E( %r T‘)dgﬂ %ﬁ:ﬁ‘rﬂ‘éﬂ %%rcé&}-ﬁ d%it( @J()jg al g dddal 2, 1)

(S()*R (BF) P Regudt, Lh( ﬂff%’i'é*(’ﬂm ﬁ"(‘ﬁ% & 3pp) ¥pdErided
= S(ﬂérﬂaao dathen ser,gnd 1er bgé nial wharchi the detnaloB( Bimiein

Fol 1 Shacted, 8 511 35 ?%Bﬁi %‘ﬂgdgg ePPIAAGH 8barafartial

(S(24=R (R]_)(ﬁpg' (.Q)tthqd(ef)inﬁqt formu a of the original
R e G I F A

e
- V\Q g% ng A &.ferr% % @9 12823 ﬁhodn{‘ HF! BeLaknt side

when j unbe e Telatlons
D (zof])l?q[g’ (343)1:]19 (}g(o\gesRipg)gerqqfr(e\g:})vesing the original data
S(J) #f bt (ehe* RetdiVidea Yad)* @B He) Hebotiised sahibatis the
E¥€£ C%fo éggtgfmﬁg Q%n%%18H'é¥'€%% O}Pginal data recovery
unit 12 of the secret information management system 1, at a
time of the service utilization after the user received the
re-dlvided data.
First, the first original partial data S(1) can be
generated from the divided partlal data D'(2,1) and D'(3,1)

20 as follows.

(8(1)*R'(1))=R" (1)
S{1)*(R'(1L)sR" (1))
S(1)+0

5(1)

D'(2,1)+D'(3,1)

25

1

Also, the second original partial data S{(2) can be
generated from the other divided partial data as follows.

30 D'(2,2)#D'(3,1)%D'(3,2)

(S(2)*R' (1)*R'(2))#*R'(1)#R"'(2)
S(2)«(R'(1)*R"(1))*(R'(2)*R"(2))
S(2)%0%0

S(2)




Al'so, in general, when J is an odd nunber, the
relationship of: D (2,J+1)*D (3.J)*D (3,J+1) 15 =

(S(J+1)* )*R (J+1))*R () *R (J+1) =

S(ﬁ‘ig"l’i"g“{‘g)*w () *(R (J+1)*R'((J+I))) = g( g RL}geyees
S(J+1) 20 holds, so that S(J+1) can be obtained by
calculating D (2,J+1)*D (3,J)*D (3,J+1). Next, the

case of macgyestdaly whenopi Ds ral oddt auhdyy, dbguirelagionship
D (1f,and D(3) is as follows. Nanely, the

relationship of: 25 D (1,1)*D (3,1)*D (3, 2)

(S(1)*R (1)*R (2))*R (1))*R (2)) =

S(1)*(R @1x2Rj 14D )R (2) tR 1R (JF) & 1L)F0*0 30 = S(1)

hol ds, that S(1 b jnad, | cul at i
P D (3 1) 0 13 2y S A EIIREDEL Fonei o

of: 35 -57 WO 20051076518(H0 JP2005/ 002514

D (1,2)*D (3,2) = (S(2)5Rs(P))*R (2) =
S(2)*(R(2)*R (2)) = S(2)*O = S(2) 5 holds, so that
S(2) can be obtained by calculating D (1,2)* gs, 2).
| n gexiatsal sowbbat jS(J9 ganobe Hhmeed PheeFIOUARtIRENI p
@b 3O Ohpi 15PN 3.1)*D (3, +)

Also, in general, when j is an odd number, the
relationship of: '

D'(2,j+1)+D'(3,])*D"(3,]+1)
(§(J+1)#R"(J)*R"(J+1))*R" (J)*R"(J+1)
S(j+1)*(R'(J)*R"(J))#(R"(j+1)=*R' (J+1))
S{(J+1)#0=0

S(j+1)

15

1}

|’}

20 holds, so that S(j+1) can be obtained by calculating
D'(2,j+1)*D'(3,J)*D'(38,J+1).
Next, the case of recovering the original data S by
acquiring D'(1) and D'({3) is as follows. Namely, the
relationship of:

25
D'(1,1)sD'(3,1)+D"(3,2)
= (S(1)*R'(1)*R'(2))*R'(1))*R"(2))
= S(1)*#(R'"(1)+R"(1))=*(R'(2)*R"(2))
= S{1}»0=x0

30 = 8(1)

holds, so that S(1) can be cbtalned by caldulating
D'(1,1)+D'(3,1)*D'(3,2).
Similarly, the relationship of:
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(S(j)*R(J)*R (j+1))* R”_(J)*R”(J_+|) = _
S(J)*(R”(J)*R”(J))*( (JtH)*R(j+)) = 8(j)*0C0 15 =
S( olds, so that S(j) can be obtained by

?"&'t"? fJ® D (1,))*D (3,j)*D (3,)+1). Al soPCTpa0sesid
general when j is an odd nunber, the 20 relationship

of: D (I,j+|)*D (3,j+1) = (S(j+1)*R (j+HI))*R (j+)) =
S(j+1) * (B (i)« @, 2h) ¥ (SABERFIRIDLRY 2 S(j +1)
hol ds, so that S(j+1) cang *o(lit.qh ¢fl' byyycal cul ati ng
D'(|,j+|)*D'(3]+l) Next" ase of recoverlngthe
original data S by 30 ac&(ﬁ}ﬁq“g t he divi ded data
D(1) and D(2) is as felgpms. Nanely, the
rel ati onship of: 35 -58 WD 2005/ 076518

/ JP2005/ 002514 D (1,1)*D (2, 1)

]l)d‘JRs(I FORLG2Y )SHEF( tpnRPE 9 tained by calculating

(s(
'(SI( %('Q)Xﬁ(?é(é))*R(l))*R(Z) = 0*O'R (2) R(2) 5

, Sq that R (2 be_ oht Loyl ons
S ar Ty} FRESTEN alPGRo B° o1t of EPRiers) e hyfféonsnin
(S(HER (2))* (5(2)*R”(1)*R’(2) =

(8(2)*S(2))* (R(Z)*R(Z))*R(l) = OOR (1) = R (1)

15 hol ds SO that obt ai ned by cal cul ati ng
D (1,2)*B'(3, é; Lé é*PhZEE‘P%) and R (2), S(1) and
S(2) are —omsauhe@rais)*ﬁol(bow*mamé (1t

rel ationshi B(9h«(r' (j)*R' (j))*(R" (J+1)*R (j+1))

S(J)#0%0

st

"15

holds, so that S(j) can be obtained by calculating
D'(1,j)*D"(3,j)+D"'(3,j+1).
Also, in general, when j 1s an odd number, the

20 relationship of:

I

(S(J+1)*R"(J+1))#R'(j+1))
S(J+1)«{R"(j+1)*R'(j+1))
S{J+1)=0

S(j+1)

D'(1,J+1)+D'(3,]+1)

1

25

holds, so that S$(j+1) can be obtalned by calculating
D'(1,j+1)#D'(3,J+1).
Next, the case of recovering the original data 8 by
30 acquiring the divided data D'(1l) and D'(2) 1s as follows.
Namely, the relationship of:




20 D(2, D*R (1) _ (S(1)*R (1))*R (1)

S(1)* (R’(l)*R’(l)) = §(1)*0 S(I') 25 holds, so that
i RO B DA G L P2
(8(2)*R”(2))*R”(2) 30 = S(2)*(R (2)*R (2)) = 8(2) O
= S(2) holds, so that S(2) can be obtained by

cal cul atiDig 1,35 «D" (2, 2) “R(B)Y I ReK A)L) «R302 YO ZA5R7 6518
PCT/ JP2005/ 002514 I n gen . (R B *
nunber, the rel ati onshlgp %?il sI\(hl?n\lj)(* J()%[%-;)(%) R'(2)
(S()*R(])*R(j+))* (S(JP*MJ%’ 5 =

(S(j)*S(JI))*(R (J)*R (JI)}) RR(£Y+l) = UO*R(J+|) =
R5(3+1) holds, so that R (J+1) can be obtai ned by
calculatlng 10 nlémb‘%*lj (2,J). Also, in general,
whent9lds &9 &hat r caphke qt&ﬂépﬁénéﬁuiﬁ lating

'?Sg }DJlgltﬂ,)l*)BD('hSr%) 15 = (15))

+ * * + * * . —_

(011 - ST R PR BB ) 2 ooom () -
R (J) 20 holds, so that R (J) can be obt ai ned by

cal cul ating1,R)eb:; (#)2)* B ((2 R (2%h08(2hﬂ*66115?*(2312))

d R (j+l S(J d S(J |
ﬁlgrrel y,(J t hza rel(azl gﬂshl % 3% 2%‘[5§(|§)?3Rﬁ|' E%f Eg’s(z)q Lk OYEy
(S(j)*R (I))*R (J) = 0#0#R" (1)

R"(1)

15 holds, so that R'(l) can be obtained by calculating
D'(1,2}%D'(2,2).

Using these R'(1) and R'(2), 8(1) and S(2) are
obtained as follows. Namely, the relationship of:

20 D'(2,1)%R" (1) = (S(1)*R'(1))*R'(1)
= S(1)#{R'{1)s*R"{1))
= §(1)#0
= 8(1)

25 holds, so that S(1) can be obtained by calculating
D'(2,1)*R"(1).
Similarly, the relationship of:

D'"(1,2)*R"'(2)

If

(S(2)#R'(2))*R"(2)
S(2)=(R'(2)*R'(2))
S5(2)=0

5(2)

[}

30

1

holds, so that $(2) can be obtained by calculating
38 D'(1,2)+*R(2)*R"'(2).
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=S(H*(R(J)*R((J)) = 9S(IJ)*0 S(j) 30 holds, so that

S(j) can be obtained by calculating D (2,j)*R (J).

Sim.l he rel ationship of: 35 -60 WO 20

P&Pﬁ%@f%ozsm D (1, J+1)*R (3+) PR

(S(J+1)*R (J+1))*R (J+1)) S(J+1)*(R (J+1)*R (J+1))

= 8(J+1)*0 = §(J+1) 5 hol ds so that S(J+1) can be

obt ai nedTbygarrradl, avheg j @'s( &pJec_lq TRmb¥1) the\srelationship

descr,i bed above, when the re-divided data are

genef’fat ed by the random nunber rewiting schene, |t |s

10 possible to recover the original data by using

re- diviped datp'dapny & hisdg)»R: diMR]'dd‘fdléﬂMSW)t'ﬁ’odﬂ”
ing all of the three e (%Y {R)(j+1

dhd D (3).  Also, in the (g6 SR (e t(?jnqg (+3)

_scheme, it is possibl e= tQF OBy £y Joht t he data

re-division processi ng 4®wjthout recovering the

original data once (the original data does not appear

inavisible form, so that the nbre secure dafa

nmandgddent socldmteR $dss} an becpetatnshdy Rﬁ;(?ulﬁlfﬁélg
gﬁemat(llomp;_ﬁ Ect;he‘j)enu re conputer system 10 20 using
t he secr in mat i on &My or g
Lo this ShBOUITbREnGPRL AAredoTh &Y Herémgl%?g 1‘Cﬁl‘ﬁ
showslaghonpeimtdfon by which the user registers the
secret information S in the secret information
managemnep 16 shows an operation of

{ Fi
t he secht f *b]reJrré)t ](31’1 gj managenent system 1 when the
wer util Fz(e&(iﬁé*é?ér(\iﬁéb)*(aﬁ{d*lpirﬁ (Jl)TRst\Ké)én

oper ati on.ofg{ hier ys@qnel ) } Afror(yat) ®R' (J+1))*R' (J)
' 0#0+R"(]J)
R'(J)

[

f

20 holds, so that R'(J) can be obtained by calculating
D'(1,j+1)+D'(2,j+1).
Using these R'(J) and R'(j+l), S(J) and S(j+1) are
obtained as follows. Namely, the relationship of:

1}

(S(J)y=R"(J))*R"(J)
S(J)=(R'(J)*R"(J))
S5(J)#0

S(I)

25 D'(2,j)#*R"(])

30 holds, so that S{(j) can be obtained by calculating

D'(2,j)+R"(]}.
Similarly, the relationship of:
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managenent system 1 when the user |ost the user's own
divided data D. (1) Secret information registration
processin 30 First, the user transmts the

i nY oriaeTsH fron1the term nal 2 through tﬁgﬁhﬁ&mymnm4
conmuni cat i on network 4 to the secret information
managenent system 1 (step S310). Upon receiving the
secr et igﬁay;qanbem'ég+ﬂﬂ1e $8CTEl) =R’ mﬂelhhtﬁtﬂﬁ+l))

managenent system 1 divide hiPerd t| on
Sinto three data (divi ded%% *S( ? g( Pf

WD 2005/ 076518 PCT/ JP2005/ §©i511 ° D(3) by u3| ng the
secret sharing schene A skep+DB20). Next, the secret

i nfornmation managenent system 1. transm ts the di vi ded
dat a generated in this way respectively to
deposiis sevos dhet3a(hhk) 3wWnahe e imedeP¥i ﬁ%ﬁrclzl%’ﬁ’rP&ugh
' theDe@ﬂnguuyyﬁn(gmlmetmork 4 (step S330). Next, the

deposi't %rv%&z& sgt (tf )Qv?ég géz\&%—ﬁiﬂlﬂég dét’ﬂie are

receive into their rrermr
devigensrstah bas thar uax@ricymgmpé@épr%zﬂ@)ingm ghemg nd

:LtDter %QQ!lble?- 1§; Q're%ﬁvEf"etKé?Qﬁ'li‘tQﬁlaﬂldﬂtﬁeﬁydahm@(ﬁ)o iret-0
1TSS nMmenor

devi ce such as st
t hi éiiwé?eg e‘lﬁe‘ﬁ‘ RASRE ﬁ‘é‘?eee it§” g‘l’gde eét rﬁgﬁ%ﬁ@hﬁ@ atl
et c.ofochser shifer raﬁylimhéed)fdattheDdH/] déd (@at anadfD iR -
term nal Al1€o arﬂl ttﬂ@ HL2RASH huEBEY eF Swrdd iagdsdhemd helt 1s

original secret - Informtio can
 acc®OgPABLE obq FETTENBIhi HIf %fg tﬂ%"(gle Sg%g gf.ggess(i 5
fer wickout i téastdrdngpte ecsslmigaandWﬁe angse (fher kg

Usery lftal gbé?}&ﬂq% %5.}“ & a Rzrlg\.{b;dé nﬂ)ﬁy)s,t ed bhafitist more
the | ata mai nt ai ned tthe terminal 2 is

tr ar@ﬁuﬂ'?e@a'ﬁ% W@%@EP&WWF@??%@% managenent
systen11<bﬁéfaﬁﬂbﬂbhe communi cation network 4 (step

5410). URgD: !GR! Yddakin henfisdesialn Bodhubeorsiien 1o

term nal cret Information na fyst 'Pdin

301 expiast $1p ecTARRPREE HhoR GERSHENSR peTy (aRal :

t o tihe th@poshbodiffendr #111 be described. Here, Fig. 15 shows
an operation by which the user regilsters the secret
information S in the secret information management system
1, Fig. 18 shows an operation of the secret information

25 management system 1 when the user utilizes the service, and
Fig. 17 shows an operation of the secret informatlon
management system 1 when the user lost the user's own
divided data D.

(1) Secret information registration processing

30 First, the user transmits the secret information 5
from the terminal 2 through the communication network 4 to
the secret information management system 1 (step 8310).
Upon receiving the secret information S, the secret
information management system 1 divides the secret

35 information S into three data (divided data) D(1), D(2) and
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25 3a and 3b, and receives these divided data D(l) and
D(2) (step S420). Next, the secret information

na stem 1l recovers the secret informatio
frgﬁwgglr;n@m%“\%%yof the divided data D(1), D(2) rFJJBt"S dezsis
by using the secret 30 sharing scheme A (step 5430),

Then, the recovered secret information Sis

tranBiBi tigd usdnghéhs esadred phaving rsghemysh e(gien SBEp) -

5440) . ancktdie skl bidild GRebOfiat forf HRRRLACHt Dyston 1

recording the fact secret
r ecoVERRIR KR theafihi dak datst spneratel 1asthjpiray
recervspgetiv@lyecsethd epoddti sdrverisr G &hé@ 3b Ghd\Bhne

2Q0510/6R315 B C%ﬂ@’%&?% %%mﬁunf&&ri%h hg%%rfi?tzi C{%teg 5330) .

managenent syst ng s
judges t HEe%¥nofBE ndeROHt ﬁﬁr§e§%c38etand| ﬁbos’mqqmvsly store
and Iﬁhé)Vtéiﬁﬁvfehediﬁid/édIQlatt@ bhe) tardrpnab £ntd hheughmemory

the SEUTMEL SALEOD. NELIPIH oo FLEs, 308) BEl (NG Serminal

t he user can rece

(3) Proterss dgeareecivafk ddrvidedidrie 9484 1vte "t mRmory

qased%_as@ dudd usemawsﬂ;khesﬁepusrmmaha 5)(3) (the

case er t,he term nal hat ,.,stores t 1 VI a

5(3) 1o [Hsiipopeds daeyheR Rt 3g.bfage R {8k fon.

t hi seto. fmurﬁofpheargear@t of nthe rﬁatvidﬁdnémfgeﬁeﬁﬁle terminal

syst gnadd (the deablsiﬂgseaﬂreeaeaatﬁd @‘b tlﬁEeS@LCJ[gqtnal secret
i nf o§ ti on st em

gene
5510} ™ TH'G eis oﬁ (éant ec?r%fe CCOﬁ:&?ﬂEn rranagg %nmg
dpst ewie Clivriei@ldeéﬁi‘sathe di vi ded data to the deposit

Server S 3g)aRdrviee abma&dt&sﬁem\&sestshﬁgdl vided data
andsf(%}l res ect.i veI fromt :ﬁgosm serveris 3a

and 3b (st'® e5%2 W‘?&é‘f‘t he RS e MU 1PRT oS g L e

nanagmmxﬁirmysﬂemnl 5 .ge?iie‘lsat ethe hileyd dadwdates H(3) maintalned

(re-gdivigleddatai E% (119) ,tr%éﬁit@aﬁ toZQhEJ s dtf QWfEPﬁation
di vi ded dataDg ¥é1 t he secret sharin
8“g h

<ChHENaE T, 5B %%F} g H’F%}Pﬁ‘é%itjc% ReHverk %
and D5t€) swe).

Upon receiving the divided data D(3) from the terminal
2, the secret information management system 1 requests the
remaining divided data D{(1) and D{2) to the deposit servers

25 3a and 3b, and receives these divided data D(1l) and D(2)
(step 5420).

Next, the secret information management system 1
recovers the secret Ilnformation 8 from any two of the
divided data D{(1), D(2) and D(3) by using the secret

30 sharing scheme A (step S5430), Then, the recovered secret
Information S is transmitted to the service providing
system 5 (step 5440), and the utilization log 1s generated
by recording the fact that the secret information S is
recovered and transmitted (step S450).

3b Upon receiving the secret information S from the
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generated respectively fromthe divided data D(1) and
D(2) according to the random nunber additi onal

i ncarparation 25 scheme or the random nunber [t
scwgﬁ@’s@ggl:sribed above. On the other hand, J&p‘gi}oﬁél&gsm
D (3), the divided data D(3) is generated fromthe
divided data (1) and IX2) first and then D (3) is

genggewﬁi iﬂfaﬁnfag;eo_ﬂimam@mdatasﬂ&)n lacghe dsenyice t he
random er aqditLo in o .
pyrTber_ addl,C L ofiale JuNGRE POFGlid 5300 B CHRIE? sloret

t hePFER ng schene described above,
Nextipfotieatlwer ét. BRAOPIRIIISS HRRARRATHGS LPstii riinal 2
tr aRgpbhigh thee '@uiini derl gahatgerierat@debnsdo s snep that

N O e

ew y purchased by the
User in (3BPMDE608E0T651 5 1ReTr) FHitiedodata 1d%h
' case whegg the Sl whase |1st usbe 1estrithal d2vided data D(3)

stores the divided, data ) St

comﬂ‘ﬁiecﬁ??%n‘“f?é'tev\gpﬁ ﬁerﬁq&%épzsga%%ﬁg%g , 1:ltuf1edm1ded data
depasisy $ervests, FaraptadilelosBaEstvelie dE6Fer eROY iR this
1ECe%dth erid Vi ded t0dh Porlialth bndigndidutnti By stémei r(by

menory _devi ces such as par,d di sks. ( :

t he ca)t(léllﬁ'gn%‘l‘ ‘??P&Pésofhtéler esgézlgstedféigﬂgl%\??g)el_dm aa;g%ment
D (3ysitemoi, i for rexampeHeldte® §8&R) as hard di sk (step
S560) . | [ Byt pjﬁépolﬂém, tht d&sE 3.nﬁ$_ﬁ1§dtﬂ|cﬁ1 fhanatleents ey sten
to utilize the seryi ce. again. u or

thi 4 arBsaPRErite cH et At g SPRpdens Ly PREPErd %a and
TEceRsanydarecetvare tat dtclad dgtahR(1paascPiBéd
Servxje%%elc%%géﬂ' d6Gu Phe fegidiftakibverd g windedb detep

by usi the secret sharing scheme A, and the user is

15 r¥#%’red to maintain only a part of the divided
dat a, SoNekbat thdi@eseetetnfoarimtian oansgagmtpeysten 1

reco%eqe?%tf LOM LA nweARER (VGiivhded doden even) WEn(2) and
t he Hivided d

Enord 1 FEo8; bhoidt Idat 05 Hiaw 58 b2 SByne ot

t he sRafeat shhainggchenent Qfcek #3800 he user is newy

reqUiredH%?e?H£ﬁEE¥é1699k¥e@-&Eﬂg D@ﬁl) and D'(2) are
generated respectively from the divided data D(1) and D(2)
according to the random number additiopal incorporation

25 scheme or the random number rewriting scheme described
above. On the other hand, as for D'(3), the divided data
D(3) is generated from the divided data D(1) and D(2) first
and then D'(3) is generated from the divided data D(3)
according to the random number additional incorporation

30 scheme or the random number rewriting scheme described
above.

Next, the secret information management system 1
transmits the re-divided data generated in this way
respectively to the deposit servers 3a and 3b and the

35 terminal 2 (the terminal 2 newly purchased by the user in
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the re-divided data, so that there is no need to
change the secret informati on S. As a result, even

V\hq@o%ag%#ﬁgr | oses the user's own divided d%E%gmﬂﬁp 002514

is poSsible"to receive the-service again

reporting the loss, without requiring the proceSS|ng

for re-issuing the secret information S. In

par t {4l @se whersethietussbahamglachéine Permiosridiznghat ostores

th! SofAdMRA! alifa D @AY 2cHENH PheTBLAR { it iGhV etk 4

of &t i on |nto the divided data in a
de3|ﬁ@658@2ﬂ@ﬁber of division according to a desired
processirukgtnithebaépdga&gbbrvéfb\ﬂw ehdt Ble whspiedddvehy astore

g a_desi reg nher 4 Vcif HA@A%(@r)eaﬂﬁnﬁrfﬁ)e‘in% their

gnéﬁln SPuFETTHGIsE B artial data

_par tinena@ts rﬂgvﬂnesS@mhetas hﬁ?@)rfgﬁaﬁlﬁsoﬁs’tﬁp WY of“lﬁﬁe the
Ior OCESHhIRIURI ktbiés | @ROrBce BRe@areraviagd algaubal( 8 yinto

dom nunb artial t

2005}%76?1%) ?;C%Fﬁg&?)oqﬁc&ogg pr%%g‘ss(,is?g \lj%so) i g s
| engvaw f ridmbecomad opesribder foh e MF4ENtO Shbrli&e than

Qb egéddiddD agdenbit Iength of the secret infornmation,

in correspondence t e%ié/e mgﬂ:‘?ﬁm%tt hgye @el%@ltl ty

of the originalc 3}' ata enerati ng eac
d|V|ﬂEfb4ﬂﬁﬁhqalSdéh@ﬁlﬂ? mﬁeep$%m% gtﬁﬂ?toﬁnﬁeqeéﬁbFﬁ the

t hat pr@é’(ﬂsitﬂ dautsesveash Id\iwjedd daite Ay pratsudat iofgdihibded
X S i 319 RS G BhaPAd ' el R, Ak 1AE user 1o

rand®@t
iL5f or e d v a:@nmbéntaebomaada manﬁnoa’ ﬁhes@ww datg. so

of thﬁag'ﬁﬁed%%c%%aiﬁm}%ttihﬁ 4 g mer abedvetied dedm the

data, and als e- di vi ded

anoERUn e, Ay el ri i sEPR BhTh, o, ALY SESd (it

pl ur ehinteiofed hydthe usdred spdest alﬂndiaﬂ?he@fﬂ!?]é‘e ~divided
procg§§érg}e %@Mﬁybbénéﬁaﬁydhb§rﬁﬁﬁﬁh'HHM Ee@ﬁ@@féﬁd%dng scheme

random numer eratin d

T3t o) A4 b CBoLE TP BRALLTSY TocRBLHERGS SHAY b%bart of
cal cthatraglitvidedxdhtsi v@ CRabf thdre 1di ﬂpd@@e‘baﬁq ichpnge the
datasg@fgéigifaqﬁg@gbgqyber partial data, while the

secr et ormati on can be recovered fr escr
sets of the & e derdarieRnbihy 45 8ﬁ8?aﬁé 28678

divided data, 1t is possible to receive the service again
25 by simply reporting the loss, without requiring the
processing for re-lssuing the secret information S.

In particular, the secret sharing scheme A according
to this embodiment is a data division method for dividing
the secret Information into the divided data in a desired

30 number of division according to a desired processing unit
bit length, in which the divided data ip a desired number
of division are generated by generating a plurality of
original partial data by partitloning the secret
information in units of the processing unit bit length,

35 generating a plurality of random number partial data of the
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re-divided data, so that it is possible to re-divide
the 20 secret information without recovering the

%%‘lgaérgélﬁgnatl on. As a result, it becones gﬁifsi %5%02514

secret information of the user
securely Al so, even when the third person who
acquired the lost divided data accesses the secret
i Nf Op F@dd SHINEROAYENEIY 12hg8N Stiwn b, rehdoBenumier in a length
|nformat| n anno c r [
cannBRoRst cRpiooh bulld, f8r eHEAT Aglech Br el bEhret
Mor ebwRermatienysip ' conResprRAeResh h%geﬁge%#‘fﬂ Hnggqoh the

t he SperAlltynber oRé | N giRaRgeaENIlalsNatam dnd Senihating each

it ad£W§6q0 pgégﬁaf afdtqp‘i > Bl A5 ers‘EinEhSniPSotltdh\éhQPE that

rvi ce duri ng
si nceondfd turesr epok et iideddilgtady &&ﬂ&u%ﬁfﬂﬂg t"r‘i’@ 8§%}u51"e

T lef’oﬁﬁ lsoit tbc‘hle thiﬁinéiﬂq)a%ga;en@ﬂa)ranabsnacmont Imaﬁber
[ ega | ati n e 0
util %Eﬁ# d| % ‘glg J'\% o tﬁe{:#é?%%f%?ﬁ&%?&l‘?gca% beNfecovered

hé secret shari
schefieom\ aofprtehpsibe@&aam zﬁosh@mw@epc@wmgoéksm

Q@?ogbﬁ%¥ﬂtéﬁoﬁivg@édréﬁﬁ# rﬁn&héiéﬂﬂthbgké—ﬂfﬁmﬁdﬂ data in a
| Nnte atl o cessi I NCl U e

ool viekgd nonban OF BfISIRE Pk A YELPE B koperating a
et c. plemititat offt rasdompaswbel eranticdr dptauet tihe processing

di vi §i, P 159 1608 tH CEMETY nel1 ¥ Nk rddkd p@sddny raBBer, and
qui ckl'y even |n the c

se of processing nmany.. |ar
CapakPRSraig TREt EeTHLde PeTE Al dpde Tt Erppessing
iusf onnht iwit Sengthghyweralfcndatimhe ther eikadlsbve PR |98 the
secr gl vi dd PR QD dmaasﬁrf%ﬂé lsa&ﬁioﬁrh&mwf %mihﬂedata.

conmuni cati on net wor k % odl ne
O TRRLLS (e 98 CERE LN AL ON ot b, FAROLPITD Lrsh, Ba.
a nephasmisihed betst tfinthchee-dbnidsd dattroanemy \fdvek g4perated

such,.gasy IGRdeGDQa@are&ﬁ”ﬁﬂaﬁgiﬂefglﬂ3351B§E Egcfﬁihiv&hﬁ the

secr et |nformat| on 5, for exang%ﬁ
2%V 8SCE e Jdﬁf\?FHéﬂi%l%t"‘é”thG“Ee ‘fﬁr&Pﬁea isS%Vet%e
user ihsormcidionedAashs atkrulithe it drenomesabpponilnkd Wwor kangdge the

bUt LDESe ML o Sof Uhne! 11584 &b skBLFe£RSE, and
Also, even when the third person who acquired the lost
divided data accesses the secret information management
25 system 1, the secret information S cannot be recovered and
the service cannot be utilized, so that the safety is
secured,
Moreover, the user's utilization log 1s maintained at
the secret information mamagement system 1, so that even if
30 the third person acquires the lost divided data and
illegally utilize the service during a perlod since the
user loses the divided data until the user reports the
loss, the presence or absence of the illegal utilization
can be Judged according to the utilization log.
Note that, the secret sharing scheme A of this
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is al so possible to use a nmechani sm other than the
comruni cati on network 4, such as mailing a recording

ng%fﬂﬁﬂ&gﬁé records the divided data, for exggﬂhsmﬂa%ﬂ4

above, at a tinme of the service
utilization by the user, the secret information
managenent system 1 recovered the secret information
S, hiitbddiingnt eddxadindent e 5 rotthlei miltipbleo lehgsthctsesger

and clatlc %!réﬁ’ c;{ cefgiﬁﬁ;fmmhg gﬂ% ﬂcﬁ%r 58kt O

recover e Sée or mat1 on e di vj ded
dat scadicydagian, the repifinal calzméﬁai%e %‘i(‘vr d&q fhgy 1t is
acqwd@dbﬁéomt&&r@eehet thafdivistibonandrethegerenvery of the

S SL amatl ebé {[?I 8% ¢ uﬁcﬁigr rmeinsq?lr 'Hg «?; SIE T P§8g3551ng many

a SEcr & lon to the service
'provlacngregcasys%@mdatal n such a case, the secret
i nf or mat iN@Qe”ﬁlﬁ@tgerI&ntthaoaﬁcﬁﬁd erth? bscpsiapinfdrmetion S is

tra %Jge'q%%tt‘ | nad ?Hngi 2S¢ %Lcré@%n@o%@qggoﬁat a

st or POS pal A e ad pr escr i
nunbmnaaemestasmirﬁ@erl shremgh ¢ihe G@Bm%l%%"aatjr?ﬁr RELVEY 4

by ther Uk, eh@o&fhﬁaﬂteﬂm ﬂéd: 1 iaditadt toetiofs caseovemd nig: is

t he secret i nf ormati on. i.n this
case?1§% ptoﬁéi{ﬂgﬁrtcf IBEs t'ﬁ%c “‘Wﬁg’%s‘;@%ﬂ‘

PCT/ GRE00B/80261 network Aal suchysis| mai hing ¢ F@spEding medium
secrefat HeRQbPBL I e RedcyetSihtdrafiitabadst heyreiexambhe.

probl emto_be sol ved t he t ine
be sHIREFrIZ, ?ﬁa)fhe(ﬁ“ & stl%\(P %g%fl I EX@J]H %eCaQ{&%am d
B c hiani s fuser dbs exeqegmenetlsr,w@t thaf erammrlridﬁtéoe RRBIRTK
the jerfjinahid Lmmdinrhel !sa;fréﬁrn&n&%earrtétﬁm icaskp and 1t

the service proyiding system5
pr evEht 3 Pﬂési“?]reeg}% “r%gaﬂr %dh&'fmtsﬁlengh? }%’i‘f B
t er neomiun 12 alby on hee tviwinkd 4pesgen asVopddies a |rr¢°t°rréin%‘ medium

abov@hafiF%cogag'Vﬁé'é¥¥1QEﬁC§§€H'“fdrsexé&bliirrled out
user |s also ossrble

Eggnt ﬁerg“gg‘r%et rlﬁ‘gge:r&twan ﬁjénaagtetr‘ﬁ?n fstRe &%

car r yt Dlizathenr by dihe sisem , pte essineg mfmmrrirqrymanaeement

pr esgrigpe%i 1! b8:Ber dP ¢RG! 86HEE 1iFUrh8cfod s Lhuandnts
embodiment is not 1limited to this case, and it is also for
the terminal 2 of the user to recover the secret

25 information S8 from the divided data stored at the terminal
5 and the divided data acquired from the secret lnformation
management system 1 by using the secret sharing scheme, and
transmit that secret information to the service providing
system 5: In such a case, the secret information management

30 system 1 1s adapted to transmit a combination of as many of
the divided data stored in the deposit servers as the
prescribed number minus a number of the divided data
maintained by the user, to the terminal, at a time of
recovering the secret information.

356 Note however that, in this case, if the user loses the
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enbodi nent of the present invention will be described.

Conventionally, as a nethod for limting accesses to

the data owned by the user, there is a nethod _for

Iir?ﬁg?%amﬁlécesses to the data by encrypting FhH&TRpspo2s14

For exanple, 20 in order to prevent accesses fromthe

others with respect to the data to be hidden or the

i Npotéaminaeer ehilatthe treeoverntd seceetabat@matioans is

encr : 4CH 18eCA86b1 4o BBCEYIN&H bgatRe
SPLEE el phiF ST BerBe il %o ;

canno € y ‘anyone other. than _the _owner of
t he BReSSHHE ilHVeREION G ke’ 503 %P drn8OCHRREY s E 'r[‘F a need
is desipesiride br asshifalisn Heradebsising ghet $ecretudbnfenmation
encrypled data Lo anof her B¢k pdL NG SR tgaBeI1t ¢
eré %’fglﬁlgt%gegfe?% E?lolbteriénﬁg%%p&t)fﬁg encrypted dat a§ ©
i t sekhetgeRfsehRropEH I PYSERRIY (¥ & TRERAPFr TPRe
user pigvétesingPttht hel BNy peadinater dheedbya 3F uhiengerminal
t he encryptign Kk and for another person to
encr%@ytﬂée )c/}:g‘tiggb’ilmﬁ%olnﬁg the own encryption key after |
‘the ~trarMdmsovern iw*é*lel:&@@,"eth@%ﬁ@rﬁgf’éﬂi%t@"i%ssmg s
decr ¥ptefled Wikeuphd 4 rangiletr efom nthichasspn-mwncrigptiedalso

h i f he. d ' ' '
stat ebﬁé:?%fep?‘%)g: gﬁﬁa:%%-tre g?PhBrJﬂmI%ngmg}l%%énn?‘%r]%te%ér@qem 1 to

t her B _ e securl f
suf f carentdut Jdeureddivisdpoyer oeRs igrseguntarily at a

PCT/ dPOOS{HMRRiMing i s third enbodinment is a

vari ation of.the second enbodi nent descri bed above,
Wwhich is capable of sufficiently sequring t he
décurity Baferrdindi new tire Fdgngd® anst Rige &8t athedbdygd
due Exfﬁbé@fméiﬁ! %fdﬁﬁé Yﬁltés%ﬁ,thQﬂeé\ntirbﬂ he1d E@Srﬁesﬂribad.
transferr|n t ac SS Il t &OI‘ the t naer g t
access |i%f aﬁ“itgﬁnﬁifjﬁ’g% BR }??/%ttrognq?%ilgﬁ% haé:rcets s to
per sthe @tp o@eghowstlen upeer athewne Hemat method for limiting
conf LgUE &4 d OOk hdNda B 43S ekt PPt 1R RRAGCIBD4 . 5t @Rample,
130 according to the third 10 ﬁnbo%g_%eglt Asw%hc%gvmelsgect
7. 12807 I4F (1e PREERRY 4995 Rahbyb ittt O P RYET & 130,
cliemd tkenatal so(whilchiden| brbthe efmporgdnt hegeft dpta, the
Si MY +8Sat £lBnBabs) 1l A3l ehicrypfed Pta@eNedn buch a case, the
encrypted data cannot be decrypted by anyone other than the
owner of the encryption key. ,
25 However, in the case where it is desired to transfer
the access right for such an encrypted data to another
person {including the case where 1t is desired to transfer
the encrypted data itself to another person), there 1s a
need for the user to decrypt the encrypted data once by
30 using the own encryption key and for another person to
encrypt the data by using the own encryption key after the
transfer. In this case, the encrypted data is decrypted
once and transferred in the non-encrypted state, so that if
the data in this state is leaked, there 1s a problem that
35 the security cannot be sufficiently secured.
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users and an access right managenent server 105 are 15
connected through a conmuni cati on network 102 such
that each termnal 1031 and the access right
ne2JeReM s erver 105 can conmuni cate wi t% JACp2005/002514
other. The access right nmnagenent server 105 is al so
connected with a plurality (which is assuned to be

two in this Gﬂﬂaedl é@ﬂidim@htdﬂﬁaa Aardeposntohghseseepnd

conput er’s e mly as
depoepet S spetihes dhevBoctibm &t Eg?ié‘gf%r&

nut Baff;/ciendé.p’eﬁdemirli%rté?\ﬁaﬁééumlw tbﬁ’l &voLdnf tﬁ'@nﬁanger
anopg gnPaidtLhehhifed echm rtal $hd OBetaarde ctPBhiom eyser in the

of the termnal 103 a
2 cease, T aLREr bod the &F ig S bOroend ddth dhder
t er theabccdOBM1 imiltht ben rt@fi@gr she t@l%’miﬁgnt%egggger

Cri g%% Fﬁel ving side). Each termnal 103i is a
ter for maintaining the %ﬁegf
shoul d bBLEi k& S4OVEN Y %afrglﬁogﬁeﬁ%@%uﬁﬁ#fgﬁﬁ ﬁ -
comnesatrmhnmana&&@enﬁwsmm%ﬁ lﬁrﬁqorﬂ?sllgs*f%rfé? fhérd
accesses should be limted, and the

E d gmf ' 3 tt d
rranaggrreﬁ?a gé? ?1 1Egans]:3 e ‘Flgan&‘%%% 399% dﬁ[dda%%‘ent
of tshettemrnsmalcueaa tsrmiemdtsedwlssclaswlé(ls)le Bete TR

di vi %Sgggﬁé £ JEE abetdimaa193poss (i 68a\Wb) owned by

200 005/ 0Q2514 denoted The
comﬁ?ﬁi"éa@‘i“énmbrﬂcl"engr{:é} maRagepeyy f’ﬁg%egsig% areh

1ecephnested tatrughehveermitisatdon mﬂwor%lo&n%i“‘tfheﬁhﬂt
accesa%hr %?P,L ﬁ@.{]qg)%geglgd Se/ @lecdBs- ﬁhﬂ‘@l&ﬂﬁﬁ&lﬁ@ﬂ'ﬂ’ igghtver

genent server

Ivides_th at for
has Jtoﬁecaéc@%‘%m‘%qwel KR £Lashy g}‘?fy 12\‘9 a?ss b
usi RgnlgemsREr Sérwiraldhgl s clsve chnoestsd Wddhapopbirality

~and the diyLd a r ot ik Vedcansht ) es tanta
the gﬁgs?{% %%rlg%idst?oga \gﬁpqlo b ane t he te%err?d

103 alepesh t1De | PRRverh SORPYT Y (@RIGhaTE ) LR
depasidca@tid &hp1ylegodeposkr \sersetbhal thad al.ld6b0%11hd*’hich

the ér%r lPorxlf;tlxledllg)j?’ %ﬂuduglly independent hardwares. In thils
embodiment, among a pair of the terminals 103a and 103b, a
user of the terminal 103a will be referred to as X {an
95 access right transferring side) and a user of the terminal
103b will be referred to as Y (an access right receiving
side).
Each terminal 103i 1s a terminal for maintaining the
data S to which accesses should be limited, and has a
30 memory unit 131 and a communicatlon unit 132,
The memory unit 131 stores the data S to which
accesses should be limited, and the divided data D(3)
transmitted from the access right management server 105. In
Fig. 18, the divided data of the terminal 103a iz denoted
35 as D(3), and the divided data of the terminal 103b is
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Fig. 18, the access right nanagenment server 105
divides the data Sinto three divided data D(1), D(2)

and TBARARE (Fe15 (orm nal i 03n, respect | velyTAERsH

the access right nmanagenent server 105 generates the
re-divided data D (1), D (2) and D (3) fromthe

di vi gatbtediatad B 13). D(2) and D(3) by using the secret
sharing heng @hﬂ&ﬁﬁ%&bﬁgiﬁbﬂﬁﬁca@?ﬂe§ﬁﬁh€%rhh§ﬂlssion

to th
LQrﬁmﬁrep%g%?opeéﬁﬁﬁaiepwem@ arepEbigy T3y’ figgrne
enmbogl saud rithe exelgdmeny sameesr d05depositing the data
b ﬁby di V'ﬂ,'[ ng. .kl %”}Pgh@Eﬁﬁa&%éntb%er%ﬁCidé*&imrihléh the

e presen PRVERti oM 1's to. th rll)glasel £
di vi da¥ry Rave vhdeh X haf Ghteh?%‘éessaﬁ&gpﬁeiﬁ(efe usg ity o
| NVegiiHy sahgotiPpdcratl shininghescbame dfdasegibed above,

di vi si L?othf) Qlti%f[ﬁe&ndéf'lﬁ %@en_géglggtrti%§9t SFat A 1RA to the

equaf” of ‘the" divi ded _dat 13,19 on
be { el iseavens  HRSa EBAnipGh ondEhegtaptinal 103a suc
necesgat i1ne qaeiaeaj &avh Beepresmdetivibyedemrgitied thi the

enmbo |nent the Y, t &3

(7o Ao wiatt 45 A8 Bped mnditle Pethitey, 100e, 0
depoEis. s@rsvé?h§ égﬁe%ﬁ]dﬁ'itgﬁé ’H?%Efé’&“&a?ﬁrﬁ%)ms alvidés the
(re-divd ObSCint@attarae (B)ided ahtDTE(9d DO2} hend @(Binahd

1031, but it 0Ssi b &£ t aII [ dakacn
to aff° ’6‘?1eth6*1m 3%8 g‘i © server e%tfoéeandgﬂ% 8 ©
tiér ntﬂminla)sﬂwﬁurrhﬁrmiefel?n 35 this enbodi nent, a

part of theddi thdegesad rlikht dhandifthentb8eddr 105 generates

2005/ 076518 P P2005 t &

into® {lﬁered'éaﬁa'ggf’ﬂ é?gﬁ'e qig6a aﬁ% %g%lbb (gﬁ "}e)%ﬂﬁadiﬂde‘l
be mimbadiInsDd8) t ied MG BY r RGIRE HaTageARE S%FVErSCheme
105. 5 ThEs @GRS abbeb! dﬁﬂ”%@@ﬁ&@ttﬁﬁﬁ“iﬁkolﬁﬁef&ﬁpd&it servers

g6t alhed % S RN ILED Mas CaRdemGer

to be us@atbtien algenthati rig &hpk u¢rdmdtiyne@1t dﬂW RPIgapry case

D frgm &&Eoﬁactii Sthén&iat% fsaﬁﬁoafimimﬁr 1R 1560 bhresedill be

égngfelgfqurgitrplqﬁl pu%SrﬁE%qul-e\gen invenation is g(')'?:“]‘.j mlte%t 8o this
case of dividing the data S into three, and the present

25 1invention is also applicable to the case of the division
into n (n 1s an integer greater than or equal to 2). Also,
the number of the divided data to be transmitted to the
terminal 103i i1s not necessarlly one and can be plural.
Moreover, in this embodiment, the divided data D(1) and

30 D(2) (re-divided data D'(1) and D'(2)) are allocated to the
deposit servers 106 and the divided data D(3) (re-divided
data D'(8)) 1s allocated to the terminal 103i, but it 1s
possible to allocate any divided data to any omne of the
deposit servers 106 and the terminal 1031. Furthermore, in

35 this embodiment, a part of the divided data (re-divided
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10 dividing the data Sinto a plurality of divided
data D by wusing the secret sharing schene A a

re-divided data generation unit 153 for generat,]
pl JY%?“"?’V“%‘F re- divided data D froma pl uralpﬁ’]if&g'fs%ozm

di vi-ded data D by using the secret sharing schene A
at a tinme of transferring the 15 access right fromX
t0 Vaatd)dara desesidred antd i deppsit evwerisngO6ahecand 106Db,

dat fhom | ! figeradd Lhodese s v iPhtP¥anagement
usi ﬁngu% I’?Eé‘e e@%gtﬁg%lgﬁﬁgﬁs% ene A an%l a i€h
conmiANvEt LBd- unit 155 for transmitting or receiving

data Wi trhel 860@6d Highthfafisdanenal sef08d 105 habea detailed

deposi t_.servers 0 an . i
P oRaRniSRTEEiSh o bR oA bl nliib Sy AR ROk Mot
105, 15ifdrt Fendepbiig as&ppéen mIwEraRdto Msiseds ifor ned

by afeflreGlhenk Cpria1aeyhaYi digrided @ass W fremntthal data S
processing unit (CP A c | afi 1,0 -
and & é’ngPBH‘)‘FLf?%I?ITL%‘n\,N a?%a%e %“%ﬁ ?r%rr%%héﬂ#rjlﬂiq%lg Buére
(mendtyddedsdehaal’ RaMALviAed dakfc BRBATHBIO Bl tnyS2 Tor
EPogéi%Fﬁﬁ@dtﬂé_t i@qta uakhts Qemimtlamﬁ 6fledjsmsie§mép‘ai D by
al'so have a auxiliar nory, unit syc ,
besi WE fh enﬁﬁﬁr%r%wqgﬁnf%{l}e%%%e,eﬁiﬁae at
comeenaattion unit LB for teeeratimienal Phomplity gé re-
rand@f%fﬁ'@ﬁ%ttgqu;ﬂtdnﬁr& Hﬂﬁi‘@ﬂ-ﬁ:ga gtfhﬂiﬁid(édj&ﬁtdababy using
generation unit 152, the re-divide a r ati
uni t tha Fecrefe sharipg egccg’\?g‘Fy urftt algldigén%pfﬂgan Breffing the

" asmMmaetest irdghtinftom T53 00, t fedatitc #850¥ PHhtWHEN d§4nENT
SerrﬁéTéég%iﬂ?stﬁg i@%ﬁ? %Qoﬁyaggﬁhﬂéih%g|@iiﬁﬁ¥diﬁdded data
control_ functions e SO, -
2005%?%1’@@@#5@2%%}%7960%&*&1“? rFechﬁE‘Fmgy\Aﬁ%‘} 131 of
t he temmimialati®fluaht. tife fdepbansmidéiverer 10Bw1xApe data
106b_ are {%Hyeh%eg?byhéi%%f&ﬂﬁﬁiéQfﬁBioﬁthﬁherﬁﬂpbsﬁﬁnﬁérVers

unit “and auxiliary menory unit. Also, the program
28r Q@2 AN g O6Rri ous processing 5 according to this
enbodi mereries 2h6hedf i thd termimalsra®Sly theiacansst héght

.har d gl’ng%émel tt is%r@]als ,S%..hhl £né Qiép%%QFtds&N&'s Qloedr ahd

in tha'¢c npl?t er readgjb(f?é recordi ng nedi un}lsui:h ag

106b, is formed by an electronic device having a least a

central processing unit (CPU) with a calculation function

25 and & control function, and a main memory unit (memory)
such as RAM with a function for storing programs and data.
Such a device and the system may also have a auxlliary
memory unit such as hard disk, besides the main memory
unit.

30 Here, the communication unit 132 of the terminal 103i,
the random number gemeration upit 151, the divided data
generation unit 152, the re-divided data generation unit
153, the data recovery unit 154 and the communication unit
155 of the access right management server 105 are realized

35 by the calculation and control functions by the CPU, Also,
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hard di sk, flexible disk, COOROM MO, DVD-ROM etc.,
and it 1is also possible to deliver this program

th ﬂﬁi 6 10 comTunl cati on network. Next, w
re?"séjen%ggﬁg : t he operation of the ‘2"5%@%13005;002514

right rranagerrent system 130 according to this
enbodi nent will be described. Fig. 19 shows a sequence
of hecmemgey ofnidatiaibefwelen terainel MRl *ndo3he adeposit

103b, gnd, %515&? %%brgﬁ@trmaaaanwttﬁmeti@ss af the

atlrreo transterrin e access right of the data S
f r or#addny gepory pinid aﬁdntFﬁeﬂ%éaMe‘F%“%yhé@ the
access riaghb, f thie thr@gttanaflry dxeeudana @niousr aneadssiad

' f‘,[:,on‘gléc% Etﬁr ni:gaéhiflgﬁlaoﬁiméﬁ clst Q@o@@&eﬁ? thieORbin memory
Not e t hat
T orakbe hanhdishe Ghits B1opppas s th eperd s
the meaae COMHRE| diipuder Neéadxtl o suchrdias mANium such as
| P- \{El\tl‘d %ﬁ‘gkca%fgxlbl%eﬂléﬁ' eghenm, ! hge. D\f]?—rROMeX@ﬁP' eaand 1t

eén comruni cat1 on network such

the 1$1taé{9r@e?0ﬁ%%m Ke fsllpele s RECEHN | ac4gE B‘Fe
ibe é’o‘mnﬁﬁr{l?éulﬁwﬁtnarwmntents or use a delivery

mechani Sg@{ S% ﬁf?‘%uﬂ%erbﬁggrtc?ﬂ 9, rﬁ{équetrﬁﬁﬂoﬁr@f the

conmuni ¢ e commumi cati on network. . Upon
I eCc el aRy trhshaa@@ageme@m Flﬁ%tﬁt“brlﬁpnﬁf’c‘iw&lg fheth

accesghddighhtMiaoase desseivel. Fi%.0eneslndves at sequence of

random. 30 nu r R of X 5a
t hr X GHtAEe (8?1)& bc?aweng{(%J é%ﬁg}alggp%%g%by&gg? nagnd
fLhe sre@:raexcesshaitln*g mARGESBERL REFFETh RS Aovie HilEepT
S430iraﬂ4¥é%riﬁﬁe€hé|éﬁﬂdsﬁ,ri&ﬂt(ﬁ@aﬁnbedatius &&@mSK to Y.

2082} 0763 esgec% \é’%&zgﬁi‘gee?fﬁge%?%ﬁ %‘ﬁh)\@ﬁi‘%ﬁ

11 (8fe)dRe2p) Die)data §( 15> R(am‘«)synirregis@zgm Fp) %R

D(3) 15380l x13oRRd sxcaer 1dit dﬁ&%@ﬁeﬂt c;mea@tremasl cmtep

%E tQSﬁé?f ﬁ%% u%ﬂg@ aqga t?gekgg tra Q%E&ng the data D, it
is possible to use the secure communication network (such
as LAN, IP-VPN, dedicated line, telephone 1ine, for
example, which is not the open communication network such
as the Internet network) for preventing the leakage of the

25 communication contents, or use a delivery mechanism such as
mail, for example, rather than the communication through
the communication network.

Upon receiving the data S from the terminal 103a, the

access right management server 105 generates the random

30 npumber R of X (step S620), and generates three data
(divided data) D(1), D(2) and D(3) by using the secret
sharing scheme A described above (step S5430). More
specifically, for example, the access right management

server 105 genarates:
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Next, the access right managenent server 105 deposits
the divided data D(1) and D(2) into the deposit

a and 106b, respectively (step S6
tr%ogfr%%m}%qge 10 divided data D(3) to the terf}gﬁ 2%8025“

103a of X through the comrunication network 102 (step
$650). Note that the divided data D(3) is defined as
D(3) = ROIX)14 @A) +R$1)eR6Z))i Hdd (8bDVR(BJ that the

transm sg)jgp of(gﬁq,ﬂl(\ﬂgjepi (cgqtzq..ﬁ)(ﬁ)*msz)t)he sane as

t he transm dom 15 nunber R Upon
recei vi n§ ?P}e d‘?(/’l)de!d Bé?b D(3) fromthe access right

rranagerrent server 105, the term nal 103a stores the

di vi fa ! SBY BRI thd Bkt sban nd
$660 e“ dggﬁ%%ée%ogg%g%on the access right 3?“?&

Wi t Heb @1rte§5§‘é‘?m{eo the data S is going to be managed
by the am&ss tlié glicesmnatgine mansgenent 105 vele 05 deposits

t he %ﬁ%?hééar zi‘ﬂ%.f) dtﬂﬂ@z )a‘iﬁ%§st15é gigposfi‘ﬁr stPfers

dat a e request for the'transfer its th
acce%%ﬁar gt 196p tII?@P&&FéVSbf riGiher £84Y) ’ar?d‘dt I’fgansm S the
dbVi gded 2% data B(B) tar ehéreansitinatietdoda onf Chehtrengh nitie

g L e Slabgmtésagagsgemo&e&ﬁ% e

I.on ne p
Upond#‘é"@éﬁd\ndﬁﬁﬂtli’@)r dgudsfingg Btshg(?l)ans‘?@re) df %) as
accegssdrighid hpove X doo tiaanthd heradismi detbrlaifa thbe3jivided

fromfthe D(%S Egryﬂél]?gmgogg tﬂt.l:'ec %ﬁ§§s:[6r9h)tf the ral_%ldom

~managefrent’ “seiver ener at es e random nunber
&b Ynle@?(eé‘pRSB?ZO) and gener at es t hree new data

(re-divi dgdndabad 1 Hgl theDi{ Pidendatd §8)) firem the access

divid dat a b t

sharT Hg''s BRERE ],B%It%?(éer)‘@%g?g%)bh e)égglg%l | clgﬁy,%%gfgé the
for &keimside dathed 6t dador thptnemaryguRbht13ler(Fder1H&E0) -
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ol S 50 T RS b ey g e
R (2yight management gerver
Next, in the case where X transfers the access right
for the data § to Y, the request for the transfer of the
access right for the data S from X to Y and the divided
25 data D(3) are transmitted from the terminal 103a of X to
the access right management server 105 through the
communication network 102 (step ST10).
Upon receiving the request for the transfer of the
access right from X to Y and the divided data D(3) from the
30 terminal 103a, the access right management server 105
generates the random number R' of Y (step S720), and
generates three new data (re-divided data) D'(1), D'(2) and
D'(3) from the divided data D(1), D(2) and D(3) by using
the secret sharing scheme A (step S730). More specifically,
35 for example, the access right management server 105

.




Next, the access right managenent server 105 deposits
the re-divided data D (1) and D (2) into the deposit
servers 106a and 106b, respectively (step 57
10RO, the re-divided data D (3) to the%é"??}g%%qzm
103b of Y through the comruni cation network 102 (step
5750). Note that the divided data D (3) is defined.as
D (Zbnerktéd) 11 R (2) as described above, so that
the transm ssion of the divi ded data D (3) is the
sane as the transm ssion of th mn

Upon recBi (A hg t(ﬁélﬂéRdﬁlv)l*@eézbbt éfsrﬁrs?‘?g E#rﬁ)

access rHoht) mar(@ggljremt(]sjar\mr(&OS}*R‘H&)FEr‘nﬂh}aI 103b

.stores tEe( e- div (ggd ea}{a( 137(3) into the nenory unit

31 (st he "above operation, the
access rlght vvlth respect to the data Sis

“transfergggef regn Xekosy. rilgemt mahégéimnic asevehel @ Yeposits

utlllzesth utilsi ga quest tthe
dat 318 5ﬁadfﬁg‘?erdgd&;t3| de(dl) a{n 6&%?%1&?{3%??%@3%9& ed

f r omerivers et 9 AAnd1 086b ofreﬁptestilﬁ@l%(%?@@e% 1 grnd
iﬁina%!i{%ﬁit§ eENE T el QP v{ & € Ma$810) (3 Upian thec eevmhgplt HE3b of

utiljzation request fo the d t e d
dat & Iﬁgfg)’ gy tci‘fglmfl% S %ggé‘rk% é%gggssﬁd@h MtTI
rmnagmrtemnes@ivisiedlﬂgtaclhuﬁsﬂeést Aefinediiag Bedd) dadh (L

D (R o@?oag £@3c/A8RASEbEEL | idt hRadepositiranemies bord @& the

two Ursngd paELd GG the Balihl g ABrapealgier whe

¥ ( Pandpmupimiet R . secret sharing scheme A (step

8820) . Negybn tsiRAeeSensighidivaasgea®eni pseByefrdfShe

transmts the recovered, data S thg t
of \aqq‘?ﬁéuﬁﬁg]ilﬁé“&n:?ﬁe%ﬁﬁ sée”&%rﬁlﬁlsta |oﬁ’fene? ﬁgl%

del isteresnebhbaneshhvidedpdat?s 13\1\(0320%73@7‘8@1819“101'? ‘mlt 131
PCT/ JR2Q0%4#88%514 5830). Upon receiving the data S

Fhe o eaouhe e opn SRR ER, REAVR A b ppevect
131 Hcsttbe 0848)S i trbnsfewned ifrom X to Y.

Next, in the case where Y utilizes the data S, the
utilization request for the data S and the re-divided data
D'(3) are transmitted from the terminal 103b of Y to the

25 access right management server 105 (step 5810).

Upon receiving the utilization request for the data S
and the re-divided data D'(3) from the terminal 103b, the
access right management server 105 acquires the re-divided
data D'(1) and D'(2) deposited in the deposit servers 106a

30 and 108b, and recovers the data S from arbitrary two among
these re-divided data D'(1), D'(2) and D'(3) by using the
gsecret sharing scheme A (step S820}.

Next, the access right management server 105 transmits
the recovered data 8 to the terminal 103b of Y through the

35 secure communication network or dellvery mechanism (step
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5 becones possible for Yto utilize the data S at the
term nal 103b. Thus, according to the access right

na system 130 of this enbodi nent, the acces
'gﬁ(?g%&ﬁéﬁlgnent server 105 for encrypting t RETdEEPIp002514
by using the secret sharing 10 schenme A and the
termnals 103a and 103b are provided, where the
accessst¢) ght managenment server 105 generates -the
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et %%ﬂ%“rsr ARHSHTIn C S LhE" %&955%@1%@ .ﬁéngé&eﬁl% 20rver

di vi ata by usin rang
numbées F&Omfemranaiﬂﬁet@e@ﬂéﬂ kR dtsinE LBRe ‘”‘I@t sharine

rﬁ@naggﬁem@ !pafntd ¢het b@rnieadisviossl aiﬁi aoab ale pgrerviiidedl

103b rest of,the.r t
acceggelr'?g ﬁﬁﬁgsgn%jfﬁh ggﬁe%&ﬂ%ﬁ%%e@%? %5 eévbglr?rlaﬁes the
the dasidehetada feomcths datipghtof 75 Orforth?hée’é%’tn&lt g03a at
whi caha%@@@sess raft! tridFdrPYnghel @ oy peing s trandem

transfere ot he erson, th ht
be t PuRbrEt f & Enduindaeis gt ANl ERint B et ianaces
tilser ef naethf |131epd$$1¢b€l=da dﬂGaseT»fﬂtﬁ digrmingdclfdn. @pd the
secUkbky. oB0H dﬂ@&aé@ Lﬁ&'ii'a: alth€ns etd s sS baghﬂgnmlgemem

A accordin 0 nbodi nent i t VI Si
met h§8TYoF gjo‘f%r 3&‘ f’het%c?af’gs n‘IF e%ﬁ% e }c:jé/%élch%ht for
a desheedatarfhds mfan@trammdoﬁra@ciér@ ﬁfgﬂttothe deiniagl "103p,

pr OC%ﬁgl B8 44H trl@htt: h dhentl Be¥hdich dshgetivatiad that ae-
in a_desired nunb

Fnofd Lo ARRLPRL PPoIGIAg A D art RAPAE HF ygadon
2005n0mMbed 8 PCH YPa005¢1) Zetsetdaliar Ing p&h@mmﬁomewgl manages
the QaPQrt ”o# ifes er-dI\F‘fddﬁ" ‘aﬁ%ﬁshf‘gthélrﬁekm@hal | 2t And the
geneggskngf the %gedh% déﬁ &;%g ggwghe access right management
server 105, so that even in the case where the access right

25 for the data to which accesses are limited by the
encryption is to be transferred to another person, the
access right can be transferred without decrypting the data
once, and therefore it is possible to sufficiently secure
the security.

30 In particular, the secret sharing scheme A according
to this embodiment is a data division method for dividing
the data into the divided data in a desired number of
division according to a desired processing unit bit length,
in which the divided data in a desired number of division

35 are generated by generating a plurality of origlnal partial

he




partial data of the processing unit bit length froma
random nunber in a length shorter than or equal to the
bit, > length of the data, in correspondence tg
respRéPV®Bnes of the plurality of the ori gitffAffF2005/002514
partial data, and generating each divided partial

data in the processing unit bit length that
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Note that, the secret sharing scheme A of this
25 embodiment does not require the multiple length integer
calculation processing including the polynomial
calculation, the residue calculation, etc., so that it is
posslble to carry ocut the division and the recovery of the
data easily and quickly even in the case of processing many
30 large capacity data..

It is also to be noted that, besides those already
mentioned above, many modifications and varliatlioms of the
above embodiments may be made without departing from the
novel and advantageous features of the present invention.

36 Accordingly, all such modifications and variations are
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intended to be included within the scope of -the
appended clains. 5 10 15 20 25 30 35 -76
CL&'ol\ﬁosm%sma‘ secret information nmanagenent Sy?éﬁﬁb(fo%ozsu
aging a secret information of a user, conpris

a data di vision unit configured to d|V|de t he secret
information into a plurality of divided data by using
a seépbendehdio hg Lehladed wichin e sgepgeef ciie appended
i nf orRim®N can be recovered froma prescribed nunber
of the divided data; a divided data storing unit
configured to store a part of the plurality of
divided data into a term nal of the user as user's
dizvi ded data, and a rest of the plurality of divided
data into one or nore of deposit servers; a data
-re-division unit configured to generate a plurality
of re-divided data different fromthe plurality of
di vi ded data obtained by the data division unit, from
a conbination of the prescribed nunber of the divided
data anong the divided data stored in the deposit
dérvers by using the secret sharing schene; and a
re-divided data storing unit configured to store a
part of the plurality of re-divided data into the
termnal as newy generated user's divided data and a
rest of the plurality of re-divided data into the
deposit servers as newy generated divided data ;
wherein the data division unit and the data

-division unit wuse the secret sharing schene which
is a data division method for dividing the secret
information into the divided data in




a desired nunber of division using a desired
processing unit bit length, in which the divided data
in the desired nunber of division are generated by
generating a plurality of orggi partial data by
partitioning the secret information in units of the
processing unit bit length, generating a plurality of

raﬁgomﬂﬁgg¥ﬂtfﬁ%&fﬁgtfgﬁﬁhﬁ%géﬁ@h@é?ﬁ@éﬁ%@%ﬂﬂﬂé%ﬂﬁéasecret

length froma random nunb in a lehgth shorte
or FfipHmatdon wift @ MR hCOFPYhelR%tcret i nformati on,

I n corr %smlra&aea?ellta@ohteﬁﬁe@t%d@flgmﬁéd ofo tc%&;r:ﬂi@rtﬁid tagcret
.0 I Na alftl a a an enera each
o SPre R oRa Al e, B Pan 08 A Bt sAtate Y oe ing ansecret
t hmardn@sianantee&;mﬂcthm vhdedcaatd nfproatdohatanige recovered
ex r Li e of t 0 na
onEe| Yo pPasakipBa) SARESE ¢F O Qlyldda dddl e
nunber padtwaﬂedadataamtbringrunxh\ﬂqnﬁigmaed tonsthee a part

d -
e%FL F”gf@:?élfée%v £ ﬁig,gr‘rinﬁﬁg aQS”fﬁ?zSesz %Vr r%%' BHe user
pr @éelsgﬁmgs divideg datangmd ﬁrmta afetihg @bmalattéd of divided

ragdes) PHEBeSne aHH m&ﬁé‘%@tde%sﬂ?:e ge@diryided parti al
data in the processing unit “bit |ength by cal cul ating

excl usi ¥8at)R Be-dHel ian vt mqfulawreelatf%gaﬁarﬂhg Wrﬂllt&f

I ap £l Q1 - R e dP@d ¢ 4 fall f@é&én%%r&ﬁhﬁ?ﬁ%ﬂhﬁial ifyperativdded data
em_of clai.m ur conpr.i

(PR TR 25 heBota B o phike nEFoR & PompiBREidn of the

di pr@@h:nb ilsked amn&mi‘ bécaherdiwhﬁd%@a:taaia Iahfo@f grmhegdu‘zg@gﬁi data

a Cco ati [ eSCr e nu 0 t he | .l e

S EOR B AN Slpod I BEGREL S MULRS sBhr bl tufart ¥ Seneme;

daamdstored in the deposit servers by u3|ng t he

secr et ri e . j

Soc ot ZRBranYinelc e Ahodi bt A dbreictirdh E8%tore a part

mefaoeept usybitemadt retdivided danat hat:Odtm)rti@miglalaas newly
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fact that the secret Information is ut|I|zed
uthg-idatided 98¢ e Andenkbeoderasih eeRECHR @?umewlﬁgsenerated
t RS Egatianf.ormati on. 4. The secret information
nmanagenent system of claim 1, further conprising:

wherein the data division unit and the data re-division unit
use the secret shai‘ing scheme which is a data division method
for dividing the secret information into the divided data in
a desired number of division using a desired processing unit
4 bit length, in which the divided data in the desired number of
division are generated by generating a plurality of original
partial data by partitioning the secret information in units
of the processing unit bit length, generating a plurality of
random number partial data of the processing unit bit length
from a random number in a length shorter than or equal to a bit
lengthof the secret information, incorrespondence to respective

ones of the plurality of original partial data, and generating
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a divided data transm ssion unit configured to

transmt a conbination of as many of the divided data
stored in the deposit servers as the prescribed

nunber mnus a nunber of the divided data naintained

by ekl diserded patbeal efatianah tlet proteseing uniéechifediength that
the seeiehebDf QLORIGON a0y TS 5P ERLCLALRUAB! EOB1ugive OR of
managenent system of claimT, rthér comprrsing: a

t r ansebpedbivemne ofntheuriginal: pansikal daka gad acrespective

78 chBCo ! eiidl edndRhnh b OF 2hA1e WAL, LR kileMr83kivided data
the termnal through a cdmmuni cation network. 6. The ,
seéPebhe Meiead o agéndhyisien ameoPesespied by generating

f UBt BRErLINBF 0¥ RO rANRAERUMBEr Wairlc iGAN8L 84 EM the processing
recei,ve, the_secret_ informatjon from te%i t er.m nal

t hHBEGhPAE cOFRARR BB A MR WodenerAter, g agdopefiunber, and
| nfenerht ONg NEM@ R RIIliRedt paroiallddta lin theepeotedding unit

data_re-divi si on yni enerates the re-divided,,da .
by PRI eRah Y Sl rYanerEte T pHve 0T $d ther 8 §aéa partial
datiata hahd const néwt ¥aredmin rdimbede ghadEtialc datai.ned in a

conbi nation of the prescribed nunber of the divided

data and the new random nunber partial data. 79 S.

Tha. secTke sedvetuinfmrnaiagemanagsyenensystenm opfincllaim 1,
whep gt et h@on%?siq‘{?’:i sion unit and the data
S

re-division ‘unit e the secret sharing scheme which |
gener at 8slagadie coveryi wiideerpbiqutad trpagaukne the user'sdivided

conathl HRS redeRerer ik \Hedadt dAEarRY t £8h CiYaH bNBombination of
usi ve OR of_ each divided partial data and the

exc S _ new . .
r aﬁ{i% RrESEBdPefdrmbar ofathe 9&9&9@6%%@@%‘3% yser! sdivided
r agdeaanarbae PpaFidad ddahastintdl LA e depbelilg dAsfers by using

divided partial data. 9. The secret infornmatjon,
ahBGeRRTEe S I GRECS. 2hnar iR PheughtPing the secret
di yinfopmatiheh. and the data re-division unit use the

secret sharing schene in which old random nunber

partial data are deleted fromeach re-divided parti al
dat.a t Hehe ceewtett linformation management system of claim 2,

further comprising: a utilization log memory unit configured to
store a fact that the secret information is utilized as a
utilization log information, at a time of utilizing the secret

information.

4. The secret information management system of claim 1,
further comprising:

a divided data transmission unit configured to transmit
~acombinationof asmany of thedivided data stored in the deposit
servers as the prescribed number minus a number of the divided
data maintained by the user, to the terminal, at a time of

recovering the secret informatiomn.

5. The secret information management system of claim 1,
- further comprising:

a transmisgsion unit configured to transmit the part of
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each re-divided data by cal cul ati ng excl usi ve OR of
each re-divided partial data and the old random
nunber partial data wused in generating each divided
partial data corresponding to each re-divided partia
data. 10 The secret information managenent system of
claim1, wherein the data division unit and the data
re-division unit use the secret sharing schenme in
whi ch the desired nunber of division is n =3, the
di vi ded e Qiniidgst dathitp)be istored dn8p fhe termin®), to the
th [ C Ly Lfied by
[ n?;eerlgﬁg%g] trt{'g %"&j -%I )gb}giﬁgﬁ%fg?i?&%;&WThe secr et
i nformati on managenent systemof claim1l1, wherein the
datea di whai aBc¥BE! i ARGhdIe; St fehtleWitS | i -
the secret sharing schen%%%@mﬁrgaﬁge{mﬁét;g i rtggl ESn‘ggﬁlm 1
of TUFPFLi 6AMPEIRIBIA, the divided partial data D(i,j)
g i = 1datd ﬁ?ce}bt:i:‘oxl ﬁ:?.'ﬁcm-c?nﬁiWre??!ﬁ%t irbb!é@véaﬁ}ie secret
i Vi a are nodifige etting.a new val ue of,
o PP SepEdnckEplictte. Grrniiat Tysoul & onnicatdon
t hsatwoxkating D(1,)), D(2,j),--D((n-1),j). 80 11. The
secret information managenent system of claim 11,
wherein the data division unit and the data
re-division wunit use the secret sharing schene in
which D(I,j), D(2,j),--- D((n-1),j) are rotated for
(i-1) tinmes. 13. The secret information managenent

C System cl.ai y s erejn the data re-division unit
..ggﬁeratgget%gbgkér3P¥$§ma%}°Pemﬂ?@gﬁmﬁPQkﬂzﬁﬁﬁmnnﬁaclaim 1,

| giﬁlaﬁ-lf%m d?hﬁ)fdatﬂ‘ee_zper—eﬁmiitslieﬁht unaEbgEnstat oy Shi! Aothivided
A SLOor I e, aeposl
L TR BN B o i i dachpart dal

servers and the user”s
t SHhihdthat, rengtddaitg mpathainsieldd diivg demhtdatd Kems

. t o1 herLgediyi L |15 4N |
| o 6B S MATLE G G4 cuca ana

imte At héndest pupkeroparsaeihdataser as anot her

user's divided data and a rest of the plurality of
re-divided data into the deposit servers as new

di vided data, at a tine of transferring an access
right for the secret information fromthe user to the
anot her user. 1+. A secret informtion managenent

nmet hod for nmanagi ng a secret
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i nformati on of a user, conprising the steps of:

dividing the secret information into a plurality of

di vided data by using a secret sharing schenme, such

that the secret information can be recovered froma
prescri bed nunber of the divided data; storing a part

of the plurality of divided data into a term nal of

the user_as user's divided data, and a rest of the ,

pl &ral i the Secdryi deformrbiomiAnagensntsYStem géppiaim 1,
sewhereingener ahtagdavibisal uhytohndetHevagded datdivision

different fromthe luraljty of. divided data obtained

by PRE P61 BFRearest FhoRind SORETeatiinh HengrAtes each
pr esedibédedupbetial daea diladeconst &t wnengeadihee-divided
di yLded,da Ln_t s/ r ' .
 neeEECPRTbALRAPR EnG Dot RE R ST HRUT Al harcial
pl datii epdothe enel vratudoml ananbient partéalt darnabraesponding
newlLy n ' . Misdgd a r

pl #r)ar'gts f%?&?rg-%'?@?e e:fgH dae{lzl ]%ﬁl rclit% ?at Hgg eggs téhggét\:/jéé feach
asdivéded parkiat «@rtRvi ded data; 81 wherein the

di viding step and the generating step use the secret

sharing schene which is a data division nmethod for ,
di Vi-di %E}"e PRErSRAREPTTIAF LPREANBHCTIARE SYRECMQA ChAL S yherein

I nthed@ataediviigben udit Gind $hendaéange adiessies unit use the
process

it bit | th, i ich__the divjded dat, g
SRR Shothi S Rar b Ay} S L FanbRPTRaT BAFt 21 data
geneeateered fhrotatatly ref- dinvigiedaparpial idatadohat ynstitutes

partitioni t he .secret, i nf [,on 1n it f

D kb, PRGBS HRac e S oy IR BN, dR'pe pach

r andefimiidbdpaetrialabatdairad dhet dkd pragcssnugbenipafiiial data
l e ' ! t-h r ;

or oot 1 YRR AT AN viada el A 03P R d St rdglhaing to
i neashr sepdihvitded partiape@tiave ones of the plurality

of original partial data, and generating each divided
partial data in,the processing unit bit |ength that .
cofér e RRCTELINLQr YR bikon HaRaATBYeRE FYEF g OLFLaim 1, wherein

exghesdata QR wisFor QEHACANMetheNga s tdedDFigidlunit use the
a and a, respective. ran

| tial dat f. th L

- PORBEFCh i s eneh A s B8 HSE A RTheF division

dessred= 3’1,l.llﬂ3ﬂa|r difvlldited @'femianedgegenaleﬂ%byi = 1_1:0I 3, j=1
ur 0] new ra u er 1 A

Gars 31 il fonafibute e ity RS Qe e Ribdi fLed by

interchanging D(1,j+1) and D(2, j+1),

11 . The secret information mahagement gystem of claim 1,:
wherein the data division unit and the data re-division unit -
use the secret sharing scheme in which the desired number of
division is n 2 4, the divided partial data D(i,j) (i =1
ton, j=1ton-1) that constitute eachdivided data aremodified
by setting a new value of D(l,j) to be exclusive OR of D(1,3])
and D(n,j), and then rotating D(1,j), D(2,3),--D({n-1),3).
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froma newy generated random nunber,'and generating

the re-divided partial data in the processing unit

bit Iength by calculating exclusive OR of the divided
‘partial data and the new random nunber partial data.

15 Th- c SFRRItICTR o drfinad st RSB IeAeStn §YateBnpht eLaim 11,

1 0 JHEHE P hel Hat oS BGRR 1 LR GHTR! kAR FReAAARENreSHIVERLon
for managing _a secret information of, a yser

coBUiie Mgy g&?aﬁ?ﬁ%‘%ﬁu%}tm’éb‘?ﬁ)r?%l}?ﬁbe ip phigh Pdﬁ'pat)ermz Jares
pr agr@yigQde tee eausted £6e ¢DAPUtEimé®. divide the

secret information into a plurality of divided data

by using a secret sharing scheme, such that the secret
i nfaor meThensecret binfoomieiad narayenente sysEtsed afusBain 1,

Of e £ VLHle Gl e 20 SFSO O Rin VAU TR Wl urality

f or causi n he” conput er
pl of at&tqmotdeﬂ dats feom & mankinagdamAL tdfe mreasrdbed

asmil Ser, Sodéj dﬁi‘%éj%ﬁ% A9 AnoRR! t‘i’lfe W19 1Bl AbtkhY stored in

a Into one or nore of dEDOSIt servers

8the 1drpeP o ARINST Dy} dheatren'¢ datisied datae stored in

COofRR!t tedrth tha DENGSEH er@c@iw@ | £ e Oflgé £ 4li awﬁde&ad@ta from

different .fromthe pl ural j i vi ded dataot
byt S SFTASALe AR LR BFOLF ‘é’?-/ﬁei%‘éa ity 0nPe'stoles a part

gqmalmﬁ lpqmzr@fhttgreogr eaganbedeﬂum Ditd hmastihérakrminal of
at Vi ata_ st or e
B feeds pfoHbaEReE e i idhd HBCE"RER A rest of the
f qirira Icdryp wife repdd g dedc ddeaf bntoatse ndepdei tt ¥gpmMests as new
t 03854 & rt f pl A, V, %

is‘}ltied af-:1 egm Aal® Egﬁe ‘L t%laémt%fre a%i SIug{érdr S ﬁ?égﬁt for the
daite;:mtd :lalﬂoematabn tfh‘@npltlhleausay o0 thedpnptfr dASE -
into the deposit servers as newly generated divided

‘data; wherein the first conputer program code and the
t Hitr dA@eRsateinLQrBat koM SONAISTETEHRSHRRY EPTIIRHAHNd a secret

SohBdbich b 8 daks, db&hﬁt@ﬁlngeﬁﬁ@dsééﬁs i di ng

the secret information_into {he ., divide

B Tt L BB 5e6 & PSP B ELeTh S TR0 B PR bF Bk G Fided data

gyt usbné al ndttdt shar Mg elhete, (delﬁﬂdaﬂ aha derrdteinformation
deS|r nunmber o di vi Si on are

r
B RECSvBrar iy o PUBPPGTRGR gty it lpodhyided daca;
pwﬂdﬁur@nar@fm ®fs ehéqblmﬁnrupabtfodwndemdasza ahtohe terminal

pro%cgﬁgi 0 ef'ma!st uks)leg:‘ 'y ggvldeg%?:&r at | Hg & J:%lsl{:r Ski {P{e ‘Hlurality
of divided data into one or more of deposit servers;
generating a plurality of re-divided data different from the
plurality of divided data obtained by the dividing step, from

" a combination of the prescribed number of the divided data among

- thedivided data stored in the deposit servers by using the secret

sharing scheme; and

storing a part of the plurality of re-divided data into the
terminal as newly generated user's divided data and a rest of
the plurality of re-divided data into the deposit servers as

" newly generated divided data;
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random nunber partial data of the processing unit bit

length froma random nunber in a |length shorter than

or equal to a bit Ilength of the secret informtion,

in correspondence to respective ones of the pluralit

of whergindihedividingstep and thegananatgneaERPHSS Hag secret

pa%hh%&ngabéhéﬁet@ﬁi@ﬁ 0£gssi dik 4/ Hiviifod edHod Fr dividing
constitufes each divided data by calc exgl us|

ORTBE BeFTatsHREPTRRE HAR 15O Hhe BiVaAR :fab{f:] ¥n dgaiged nunber
an@faiieisieal iy eng A'de#f réd proaegeinguriay bperlidmgth, in which
of tAe el Lafa dnlriF aod 5 Sganihiny ) TV FFE enerated
of byegenapdbinguabplupalitpl ofiadniginaheparubabsdaa by
SngheB LRSS SRR VAR S GNP B VR Yrocessing
pr unétdiinglemgth, generatdgnyg dplenabityofrandem pumber partial
Sjﬁ%‘:?t %g i _fizé : gg‘g?ggé%lg&l unf@t3 ANfeddith B A 4Adom number
in a length shorter than or equal to a bit length of the secret
information, in correspondence to respective ones of the
plurality of original partial data, and generating each divided
' partial data in the processing unit bit length that conatitutes
each divided data by calculating exclusive OR of a respective
one of the original partial data and a respective one of the
randomnumber partial data, andthere-divideddata inthedesired
number of division are generated by generating a plurality of
new random number partial data of the processing unit bit length
from a newly generated random number, and generating the
re-divided partial data in the processing unit bit length by
calculating exclusive OR of the divided partial data and the
_.new random number partial data.

15, Acomputer programproduct for causing a computer to function
- as a secret information management system for managing a secret
information of a user, the computer program product comprising:
' a first computer program code for causing the computer to
divide the secret information into a plurality of divided data
by using a secret sharing scheme, such that the secret information
can be recovered from a prescribed number of the divided data;
a second computer program code for causing the computer
to store a part of the plurality of divided data into a terminal
of the user as uger's divided data, and a rest of the plurality
of divided data into one or more of deposit servers;
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a third computer program cade for causing the computer to
generate a plurality of re-divided data different from the
plurality of divided data obtained by the first computer program
code, from a combination of the prescribed number of the divided
data among the divided data stored in the deposit servers by
using the secret sharing scheme; and

a fourth computer program code for causing the computer
to store a part of the plurality of re-divided data into the
terminal as newly generated user's divided data and a rest of
the plurality of re-divided data into the deposit servers as
newly generated divided data;
wherein the first computer program code and the third computer
programcode use the secret sharing schemewhichisadata division
method for dividing the secret information into the divided data
in a desired number of division ueing a desired processing unit
bit length, in which the divided data in the desired number of
division are generated by generating a plurality of original
partial data by partitioning the secret information in units
of the processing unit bit length, generating a plurality of
random number partial data of the processing unit bit length
from a random number in a length shorter than or equal to a bit
length of the secret information, incorrespondence torespective
ones of the plurality of original partial data, and generating
each divided partial data in the processing unit bit length that
constitutes each divided data by calculating exclusive OR of
a respective one of the original partial data and a respective
one of the random number partial data, and the re-divided data
in the desired number of division are generated by generating
a plurality of new random number partial data of the processing
unit bit length from a newly generated random number, and
generating the re-divided partial data in the processing unit
bit length by calculating excluéive OR of the divided partial
data and the new random number partial data.
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