| NFORMATI ON PROCESSI NG DEVI CE, | NFORVATI ON PROCESSI NG
METHOD, AND COVPUTER PROGRAM BACKGROUND OF THE

I NVENTION 1. Field of the Invention The present
invention relates to an information processing
device, an information processing nethod, and a
conputer program in which data is witten to a
menory. More particularly, the present invention
relates to an information processing device, an
informati on processing nethéd; and a conputer
program in which data is witten to a nenory for
witing the data after erasing the data. Further, the
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Rel ated Art - 2 A non-contact and close conmuni cation
Meyst AT Ligpladl iy the present invention relates to an

information processing device, an information processing
method, and a computer program, in which data is written to
a memory for writing the data after erasing the data.
Further, the present invention relates to an
‘information processing device, an information processing
method, and a computer program, in which a valid page is
restored without corruption at the next start time, even
when power is shut-off during erasing and writing data to
the page in a ﬁemory. More particularly, the present
invention relates to an information processing device, an
information processing method, and a computer program to
preferably prevent the corruption of data in a page which is
unstable due to the shut-off operation of power during
erasing and writing the data in the page, even when power is
‘shut-off again during writing the data tq the page.

2. Description of the Related Art




an IC card is wdely spread because it is easy in the
operation. For exanple, the IC card stores persona
identification code, another personal identification
(1D information, valid information such as

el ectronic ticket, and the like, thereby
authenticating a visitor and a passenger at a cash
di spenser, an entrance of a concert hole, or a ticket
gate of a station. The above-nentioned radio

conmuni cation is generally- based on the principle of
el ectromagnetic induction. That s, the structure in
this case includes an IC card having a nenory
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such as a battery In t he general use of IC card, a
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reader/witer. The card reader/witer - 3 always
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based on the principle of electromagnetic induction. That
is, the structure in this case includes an IC card having a
memory functioﬁ and a card reader/writér for writing/reading
data to/from the memory in the IC card to access the data
and forms one transformer serving as one system having a
loop coil serving as a primary coil oﬁ the IC card side and
an antenna serving as a secondary ceoil on the card
reader/writer side. Further, the card reader/writer sends
power and inforﬁation to the IC card, similarly with the
operation of electromagnetic induction, and the IC card is
driven by the supplied power to send a response to a query
signal from the card reader/writer. Therefore, the IC card
itself does‘not need any driving power supplies such as a
battery.

In the general use of IC card, a user passes the IC

card through the card reader/writer. The card reader/writer




thereby starting the comuni cati on between the |1 C card
of the card reader/witer and the external |C card.
Recently, another IC card having a nenory of a
relatively large capacity appears in association with
the inprovenent of mniaturization technology. In the
ICcard wth the |arge-capacity nenory, a file system
is devel oped on a nenory space and a plurality of
application is sinmultaneously stored, thereby using
one IC card for a plurality3of application. For
exanple, the one IC card stores the plurality of
application such as electronic noney for electronic
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specific concert hole. Here, the electronic noney or
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exanple, the power is shut-off 4 during witing the
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plurality of application. For example, the cone IC card

. stores the plurality of application such as electronic money

for electronic payment and electronic ticket for entrance to
a specific concert hole. Here, the electronic money or
electreonic ticket means a system for electronic payment via
electronic data issued in accordance with a fund provided by
the user or the above-mentioned electronic data.

Basically, the IC card does not the driving power
supply such as a battery as mentioned above. Therefore, a
non-volatile memory, e.g., an EEPROM (Electrically Erasable
& Programmable ROM) is used as the memory to continuously
keep daﬁa even without any powei.

When the IC card is. apart from the card reader/writer
or electromagnetic waves are not received due to another
reason in the.use of IC card, the driving power is not

sufficiently supplied. For example, the power is shut-off




witing operation normally does not end. As a
consequence, data block in progress of witing
operation is unstable and, when the power is shut-off
again, the data in the data block is corrupted. In

order to solve the data corruption due to the shut-

of f- operation of power, additional data nay be witten
to a data bl ock except for the block which stores the
previously- witten data. In this case, since the
witing operation of additiénal data does not corrupt
the previously-witten data, the unavail able status

of ICcard is prevented in the worst case. In the
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bl ock Bl (overwitten to the already-stored data), the
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power supplied to the IC card is not sufficient
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additional data does not corrupt the previously-written data,
the unavailable status of IC card is prevented in the worst
case.

In the case of updating data stored in a block Bl in a
‘memory ({(rewriting the data stored in the block Bl to another
data}, additicnal data is written to the block Bl
{overwritten to the already-stored data), the additicnal
data 1s not completely written when the power supplied to
the IC card is not sufficient during writing the data.
Further, the data stored in the block Bl is corrupted. For
example, the IC card is not available when the data stored
in the block Bl indicates the money left of electronic money
and additional data indicating the remaining money upon
subtracting the price of additional shopping.

Then, the additional data to be written to the block Bl

is written to another block B2 different from the block Bl.




data is not conpletely witten. Al though the conplete
writing operation is not effective, at |east the
“corruption of data stored in the.block Bl is
prevented. Finally, after ending the witing
operation to the block B2, the data stored in the

bl ock Bl is erased. Further, another addition data is
supplied and then it is witten to a block (e.g.,

bl ock Bl) different.fromthe block B2. In addition to
the data area for storing dabfa-to be stored, the
menory space in the 1C card has a managenent table
whi ch nanages the physical arrangenent of data bl ocks
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al t hough the data corruption in the root tabhle does
not In addition to the data area for storing data to be

stored, the memory space in the IC card has a management
table which manages the physical arrangement of data blocks
forming the data area. Here, the management table
'cotresponds to an FAT (File Allocation Table) which manages
the physical arrangement of data (e.g., sectors) based on
the unit on a file space in a file system of MS-~DOS
{(Microscft-Disk Operating System (registered trademark))
widely-known in the computer field. In the specification,
the management table in the non-volatile memory is also
.referred to as "root table". Both the shut-off operation of
power during writing the data to the IC card and the data
corruption affect the serious influence on the root table as
well as the data area.

The power is shut-off during writing the data to the

page in the root table, the page is unstable, the data is




results in the data corruption in the data area, the
ICcard is not available. In the case of a nenory
devi ce which perfornms the witing operation wthout
any operation and a bit, not serving as a witing
target, does not becone zero even upon shutting-off
the power during the witing operation, the
above-nmenti oned problem of data corruption is not
caused. That is, upon rewiting the data to the
unstabl e page which is not sormally witten, the
power is shut-off again and then the data is not
corrupted. However, in nmany recent non-volatile
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witten for update. In I'S case, upon rewiting the
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power is shut-off again and then the data in the page
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neget teabhetonpris apnanptigagés See viglp @reg pdhe dRdcard
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to 10C. Incidentally, the root table shown in Figs.
sb0Ating310LE the power during the writing operation, the
~above-mentioned problem of data corruption is not caused.
That is, upon rewriting the data to the unstable page which
is not normally written, the power is shut-off again and
then the data is not corrupted.

However, in many recent non-volatile memories, the page
is necessarily erased once and is written for update. In
this case, upon rewriting the unstable page which is not
normally written, the power is shut-off again and then the
data in the page is corrupted.

To ;olve unexpected shut-off operation of power in the
~erasing and writing operation, the root table comprises two
pages serving as a pair and the two pages are alternately
used as a valid page and an invalid page to secure the data
{refer to Japanese Unexamined Patent Application Publication
No. 11-25003, as Patent Document 1).

Hereinbelow, a description is given of the principle of




conprises two pages A and B serving as a pair.

Referring to Fig. 10A, the data has already been

stored in the page A serving as one page of the root
table, and the data is erased on the page B serving

as the other page. In the case of witing additiona

data, referring to Fig. 10B, the additional data is
witten to the page B which does not record any data

SO as to prevent the corruption of previously-witten
data. After ending the data Witing operation,

referring to Fig. 10C, the entire data recorded to

the page A is erased. However, in the case of the root
dah @ xGeARE §hAG«iEind Wp2EESn LRELtROVESoH Statdt - of f
during the witing operation upon rewiting the data
dompieiugstabl ewpageyed he thdakederBntdetdinBighl e opage 10C.
m ght be corrupted. In the mddle of Figs. 10A and
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witing the data to the page B (refer to Fig. 11).
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of Figs. 0B and 10A, the data in. the page becones
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to Fig. 12). The power is shut-off at this

Fig. 10B, the additional data is written to the page B which
does not record any data so as to prevent the corruption of
previously-written data. After ending the data writing
operation, referring to Fig. 10C, the entire data recorded
to the page A is erased.

However, in the case of the root table comprising the
two pages, the power is shut~off during the writing
operation upon rewriting the data to the unstable page, the
‘data in the unstable page might be corrupted.

In the middie of Figs. 102 and 10B, the data in the
page becomes stable during writing the data to the page B
(refer to Fig., 1l1). The power is shut-off at this step and
then it is not specified even by later referring to the data
storage contents or status to the pages A and B, at which
step during erasing or writing the data to the page B the

writing operation stops. Therefore, the best recovery is

determined.




step and then it is not specified even by |ater
referring to the data storage contents or status to
the pages A and B, at which step during erasing or
witing the data to the page A the witing operation
stops. Therefore, the best recovery is determ ned.

For exanple, in the root table conprising the two

pages as a pair, any of the pages has a priority to
limt the recovery. The page A has a priority and the
data in the page Ais copre@ to the page B for
.recovery. However, when the page Ais unstable in

this case, the data both on the pages A and B m ght

be upstakte, iFheriatd ekl Bet Fogs dueos dde ganexpechgda
shut-of f operation of power during erasing/witing
irthehdapagesbaobmes | wh 4 teb 10 dult@é ngoBraESDHACthe data to the
conmuni cati on device such as the [|C card. The sane
RRasolPerirekest 5oi Ria. nbbi e Thisopewer ilandfferoff at this
informati on device having the erasable non-volatile
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provide an 1 nformation processing device, an
isnHetembhimed processi ng nethod, and a conputer

program in which data is preferably witten to a
menofgr KKEPdS (a ihofheoraet | talnenmoppriging the two pages

as a pair, any of the pages has a priority to limit the
recovery. The page A has a priority and the data in the
prage A is copied to“the‘page B for recovery. However, when
the page A is unstable in this case, the data both on the
pages A and B might be unstable.

The data corruption due to the unexpected shut-off
operation of power during erasing/writing the data is not
limited to the non-contact communication device such as the
IC carxd. The same problem exists in a mobile phone or
another information device having the erasable non-volatile
memory when the external shock comes during erasing/writing
the data and a battery serving as a main power supply is
unexpectedly detached, or when a memory cartridge is
detached from the device main Eody during erasing/writing

the data.




writing the data after erasing the data once. Further,
it is another object of the present invention to
provi de an information processing device, an

i nformati on processing nethod, and a conputer

program in which a valid page in a nmenory is
restored without corruption at the next start tine
even when the power is shut-off during erasing/witing
data in the page. Furthernore, it is another object of
the present invention to pré&virde an information
processi ng device, an information processing nethod,
and a conputer program in which the data corruption
sumMaref eralbhy preMgti@d even when the power is
shut-of f during erasing/witing nmanagenent data for
managkngs asti@ngeiedit dinfthenpressnt niavdatidnakeaprovide an
menory. In addition, it is another object of the
irfesagtionnpeateening garovdede aan infponabi¢mrprocessing
processi ng device, an information processing nethod,
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consi deration of the above objects. According to a
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i nformati on processing device for
processing method, and a computer program, in which a valid

page in a memory is restored without corruption at the next

start time even when the power is shut-off during

erasing/writing data in the page.
Furthermcre, it is another object of the present
invention to provide an information processing device, an

information processing method, and a computer program, in

which the data corruption is preferably prevented even when
the power is shut-off during erasing/writing management data
for managing arrangement information in a data area in a
memory.

In addition, it is another object of the present
invention to provide an information processing device, an
information processing method, and a computer program, in
which the corruption of data in a page is preferably
prevented even when the power is shut-off again during

writing the data in the page which becomes unstable due to



controlling a data witing operation.to a nmenory for
witing .data after erasure thereof, the nenory
conprises a data area and a page nmanagenent table of
first to third pages for nmanagi ng arrangenent
information of the data area, and the information
processi ng device conprises: page updating neans which
erases and wites valid arrangenent information to
one of the first and second pages in accordance wth
the data update of the data Hdrea; valid page
determ ni ng neans whi ch determ nes whether or not the
first and second pages are valid; page copyi ng means
M GIhRI-$8Sop8ea W di &Sy ;tda:etﬂﬂ@urtihgr 8rR0Ey /Hal@ rig the
the page that is determned as valid by the valid
deage idetc@enpagag neans; and page erasi ng neans which
erases the page that is determned as.invalid by the
val i dhpapgeesatterimvieinggoneansdevifpeh onecgisidegatiegtof
and second pages stores valid arrangement information,
Pife 3b2ye Gbdafthy M Ergsés andirtaki aereFewt the
arrandenent %nfornntion.t%.the ot her gqge of
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have a | atest-| mat | ield indicating
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valid-information field indicating whether or not the
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and the latest information normally ends. The
managing arrangement information of the data area, and

the information processing device comprises:

page updating means which erases and writes valid
arrangement information to one of the first and second pages
in accordance with the data update of the data area; |

valid page determining means which determines whether
or not the first and second pages are valid;

page copying means which erases and writes, to the
~ third page, data in the page that is determined as valid by
the valid page determining means; and

page erasing meané which erases the page that is
determined as invalid by the valid page determining means.

When one of the first and second pages stores valid
arrangement information, the page updating means erases and
writes new arrangement information to the other page of the

first and second pages in response to the data update of the

data aresa.




val i d page determ ni ng nmeans determ nes which page is
valid as a managenent table by referring to the

| atest-information field and the valid-information
field of the first and second pages. For exanpl e,

when one of the first and second pages is valid, the
val i d page determ ning neans determ nes that the

valid page is valid as the managenent table. Wen

both the first and second pages are valid, the | atest
information is referred to aid-the valid page

determ ning neans determ nes that one of the first

and second pages having larger latest information is
val i ghaseihe nReagIRRY phgbhenaAe NG 9nkBemation
present invention, the managenent table for managi ng
fiiled darihdhgetend whdteralcronodf th8estletdge .cir@@ndls thereof
menory conprises three first to third pages. A pair

agfe tlkgebtr and andvaicbridfvayesios fisetd andicedling pageher
and an invalid page, respectively to secure the data.
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.page. ILn this case, when th ower i s shut off in
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power is shut off. Since the appropriate restoring
frreflHodnd stite tvrInidieich floamathendet € dn e st &gesftoand
witing the data, the data in the page is restored
S@PRUPagHr I (R exagpleal vhepagree of the first and second

pages is valid, the valid page determining means determines
that the valid page is valid as the management table. When’
both the first and second pages are valid, the latest
information is referred to and the valid page determining

- ‘means determines that one of the first and second pages

having larger latest information is valid as the management
table.

According to the present invention, the management
table for managing the arrangement information of the data
area of the memory comprises three first to third pages. A
pair of the first and second pages is used as a valid page
and an invalid page, respectively to secure the data. In
addition, the valid page is copied to the third page.

In this case, when the power is shut off in progress of
updating the data in the page, at the next start time, it is

determined, by referring to the validity and stability of



When one of the first and second pages is valid and
stable and a copy of a valid one of the first and
second pages is witten to the third page, it is
determined that the data is interrupted at the stage
fromthe erasure of an invalid one of the first and
second pages to a rewiting operation to the valid
page. In this case, it is determined that one of the
first and second pages whose copy is witten to the
third page is valid and the Mal4d page is restored.
Further, when one of the first and second pages is
valid and stable and the third page is invalid, the
PRI 1 1GP¥ONIn TBANSaS\Sd £T40 RES dhhatatBeofalided Syriting
interrupted at the stage of erasing and witing the
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nmeans determ nes that the page deternmned as a valid
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anong the first and second pages, and restores the
wWralGid9page. dEbrt hererotata \/Weﬁ%@opﬁgei 8t remde st ghighout
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to, the data 1s 1 nterrupt after starting
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of update thereof. In this case, the page determ ned

ragiea val wedipage ty thee thagd geter nini g deEansinadonfat
the first and second pages is copied to the third
thggdatandst hetpagtiesl dét ehei sedgasiamm i thaldhsore off an
_i%gglgargée of the first and second pages to a rewriting
“operation to.the'valid page. In this case, it is determined
that one of the first and second pages whose copy is written
to the third page is valid and the valid page is restored.

Further, when one of the first and second pages is
valid and stable and the third page is invalid, the page
copying means determines that the data is interrupted at the
stage of erasing and writing the data to the third page. 1In
this case, the restoring means determines that the page
determined as a valid page by the valid page determining
‘means is valid among the first and second pages, and
restores the valid page.

Furthermore, when both first and second pages are valid
and one of the first and second pages is unstable, it is

determined based on as which one of the first and second

pages the third page is equal to, the data is interrupted




and second pages is erased. According to a second
aspect of the present invention, in a
conput er -readabl e conputer program for executing
processing for controlling a data witing operation.
toa nenory for a witing operation after erasure
thereof on a conputer system the nenory conprises a
managenent table conprising three first to third
‘pages for managi ng arrangenent information of a data
area, and the conputer progrid@m-conprises: a page
updating step of erasing and witing valid

arrangenent information to one of the first and second
Pagesrtel 3¢aetdagcendvddydhe #atacupdate 9igd he data
area; a valid page determning step of determ ning
wdeiRerher enfobrt igddtd Theadd rsecondtpagesSasy e thal pdpe
a page copying step of erasing and witing, to the
ddfiemhipage asdat wal d thegepdiye thhapaps determimiety awaas
valid page by the valid page determ ning step; .and a
PFagW éﬁ&s%ﬁ@sgtéﬁdo$e%9QﬂnH%§eﬁhéSpﬁgﬁl?ﬁatoi%@e third page,
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I nvention y a conputer to realize

predgtesraNes ¥ aCassbnd 98ptbe SOMHY §readskeihviAtion,
other words, the conputer program according to the

iseeondmpapertreadalihe quirgsent pbAvERaL Ofot Sexaraitdiniged
to the conputer system

processing for contrelling a data writing operation to a
memory for a writing operation after erasure thereof on a
computer system, the memory comprises a management table
comprising three first to third pages for managing
arrangement information of a data area, and

the computer program comprises:

a page updating step of erasing and writing valid
arrangement information to one of the first and second pages
in accordance with the data update of the data area;

a valid page determining step of determining whether or
not the first and second pages are valid; _

a page copying step of erasing and writing, to the
third page, data in the page that is determined as a valid
page by the valid page determining step; and

a page erasing step of erasing the page that is

determined as an invalid page by the valid page determinirng

step.




and thus the cooperative operation is exhibited on the
conputer systemand it is possible to obtain the sane
advant ages and operations as those according to the
first aspect of the present invention. Further,

obj ects and advantages wi || becone apparent froma
consi deration of the draw ngs and ensuri ng
description. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1
is a diagram showi ng schematic structure of a

non- cont act communi cati on syist em accordi ng to an
enbodi nrent of the present invention; Fig. 2 is a

di agram showi ng a structure exanple of a «card

r ead@ﬁé%&ﬁ@;ﬁefi;&ogéahs adclbaghgm e oW NG Rnst bYsbHEEoE
exanple of a IC card; Fig. 4 is a diagramshow ng the
ehereiseatsinteitien Gfs rRaRB0EY bgpaceofieyed varRd realdie

EEPROM Fig. 5 is a diagram showi ng the sw tching
rEfgercaiobdaprocdisinmee dbeacompagenesysiteabl e Imother
association wth the - 15 wupdate of a data area in a
YIRS y ThE| §eIPBRe Bl BB 28 éCPagLaTstI NG MRS asPeGt
uses of, the val,id page_a e managenent table
TS RPEPRGE TrOvEeshg SWRBR CERLShoterHe CMRLTGF SyREem:
LACRNBLALHS: cEd ke rat iive Rpdiragh 3R ;90&1@&4@%‘9 ot S
transition of the nanagéhent tabl e using the
JdoBBLeEk NGy 9PER AP tdUlsl B@ssible to obtain the same
Iadvantages and operations as those according to the first
aspect of the present invention.
Further, objects and advantages will become apparent

from a consideration of the drawings and ensuring

description.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing schematic structure of a
non-contact communication system according to an embodiment
of the present invention;

Fig. 2 is a diagram showing a structure example of a
card reader/writer;

Fig. 3 is a diagram showing a structure example of a IC
card;

Fig. 4 is a diagram showing the schematic structure of
a memory space developed to an EEPROM;

Fig. 5 is a diagram showing the switching sequence of a

valid page as a management table in association with the




the normal sw tching processing of the managenent
table in association with the update of the data area
-in the nmenory and when the power is shut off during
the switching processing; Fig. 8 is a diagram show ng
a flowhart for processing sequence of determ ning
processing of the valid page as the nmanagenent table
and the restoring operation; Fig. 9 is a flowhart
showi ng the processing sequence for determning the
statuses of the pages Ato-Q5 K gs. 10Ato 10C are
di agrans for explaining exanples of the erasing and
witing operation of data in a route table having two
RIS JH G- dddal Srée di 2 afafAty,;expl ai ni ng anot her
exanpl e of the erasing and witing operation of data
in thRegEous® dribles dravidagghhest ywowiage swidktihgdstdluses
is a diagram for expl aining another exanple of the
ot ddiengadnd pag¢ i ary Opemmnagenehtdatial e nandies raoutieng
table having the two pages. - 16 DESCRI PTI ON OF THE
FPREPERRED EVBODHMENTS SHerid sheltoRE T aln et prtiagmsiis
giveE.of.gn.enbodinent OE t he present invention wth
ref ef shee’ t5 the @PEANGEOVESS P Héhas LaPPyiEnghst
ﬂ%%emihgggﬁgﬁg_égbf%'Hykhgg%%%aggskgkfﬁﬁt éygpfyncghkgﬂg

system accordi ng to an odi nent o e presen

tglge;/gﬁ&}nam- s el ARG 1681 dESYRE M B drietarde in
association with the update of the data area in the memory
and when the power is shut off during the switching
processing;

Fig. 8 is a diagram showing a flowchart for processing
sequence of determining processing of the valid page as the
management table and the restoring operation;

Fig. 2 is a flowchart showing the processing segquence
for determining the statuses of the pages A to C.

Figs. 10A to 10C are diagrams for explaining examples
of the erasing.and writing operation of data in a route
table having two pages;

Fig. 11 is a diagram for explaining another example of
the erasing and writing operation of data in the route table
haﬁing the two pages; and

Fig. 12 is a diagram for explaining another example of

the erasing and writing operation of data in the route table

having the two pages.




reader/witer 1; an IC card 2; and a controller 3, and
data is received/transmtted by el ectromagneti c waves
in the non- contact status between the card
reader/witer 1 and the 1C card 2. That is, the card
reader/witer 1 sends a predeterm ned command to the
IC card 2, and the IC card 2 perforns processing in
response to the received command. Then, the IC card 2
sends response data corresponding to the processing
result to the card reader/~wliger 1. The card
reader/witer 1 is connected to the controller 3 via
a predetermned interface (e.g., in conformty with

DRScRIPAISH apdareh . pREE e kabbeivByBsppl i es a control

signal to the card reader/witer 1 to perform

pr edeé es MAbEcbw,pROCESErNgLith s Zishows raast EdBbdi®ent of
exanpl e of the card reader/witer 1 shown in Fig. 1.
the PCeshinp hpdemel widipriefesenae DRY {iBatdr sRriagessi ng
Unit) 31 for data processing; an SPU (Signa

Pr ocEs$i ng sAsEtigaliyr sheveddis i racteEe ofng B8P@nal
fromthe ICcard - 17 .and_a sendi ng sj.gnal_ to the
FETsrdTS: Safd S SR RAERT AT B FoRRer )
3B ol he G ONTE N | QI Wit B .Gontroller 3; and a
eneﬁoryeunit BJQ?&tlugﬁqugbgﬁﬁiﬁﬁit 41 for storing in
advanee rddif-Qoibicencaegessatom fmpdatkas : PLoggsgi ng and

a RAMunit 42 for tenporarily storing operation data
rendpr fgr essr df; @roces siamg. 27hend unctéronalllerodyl eadadeta
connected to each other via buses. The buses
is received/transmitted by electromagnetic waves in the non-
contact status between the card reader/writer 1 and the IC
card 2, That is, the card reader/writer 1 sends a
predetermined command to the IC card 2, and the IC card 2
performs processing in response to the received command.
Then, the IC card 2 sends response data corresponding to the
processing result to the card reader/writer 1.

The card reader/writer 1 is connected to the controller
3 via a predetermined interface (e.g., in conformity with
R5-485A standard). The controller 3 supplies a control
signal to the card reader/writer 1 to perform predetermined
_processing.

Fig. 2 shows a structure example of the card
reader/writer 1 shown in Fig. 1.

An IC chip module 21 comprises: a DPU (Data Processing

Unit}) 31 for data processing; an SPU (Signal Processing

Unit) 32 for processing a receiving signal from the IC card




are connected to a flash nenory 22 for storing
predeterm ned data. The DPU 31 outputs a sending
~command to the IC card 2 to the SPU 32, receives
response data received fromthe IC card 2 fromthe
SPU 32, and perforns predeterm ned data processing.
The SPU 32 nodul ates the data by BPSK (Bi Phase Shift
Keyi ng; Manchester coding) in response to the sending
command to the I1C card 2, then, outputs the nodul ated
data to the nodul ating ci+c# t- 23, receives the
response data fromthe IC card 2 fromthe

denodul ating circuit 25,7 and perforns predeterm ned

deppdul athamngf s BRI ofo the dat @qrdhe; npdw@t i RGrial
circuit 23 ASK (Anplitude Shift Keying) nodul ates

RAMUndce tWohhcan pr etied o mnadf cegnantyat oy .withl3hk6

MHz) supplied froman oscillator 26 by using the data

aandiclégrf Bonaniiea SRN@Y, wmid Sdt pucsuding pr Rfttadit 41

nodul ated waves fromthe antenna 27 serving as

fgresitrsiagneti edveves infeaméire raFes22rY nfehidt@ase,

t he nmodul ating cireuit, 23 .- 18 _ASK-nodul ates t.he data
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waves (ASK nodul at ed waves) received via the antenna
-a2'é, candected ptit s t e ste methiol-gt ¢d fait as o irlye pSkRde82rmined
data.

The DPU 31 outputs a sending command to the IC card 2
to the SPU 32, receives response data received from the IC
card 2 from the SPU 32, and performs predetermined data
processing.

The SPU 32 modulates the data by BPSK (BiPhase Shift
Keying; Manchester coding) in response to the sending
command to the IC card 2, then, outputs the modulated data
to the modulating circuit 23, receives the response data
from the IC card 2 from the demcdulating circuit 25, and
performs predetermined demodulation of BPSK of the data.

The modulating circuit 23 ASK (Amplitude Shift Keying)
modulates carriers with a predetermined frequency (e.g.,
13.56 MHz) supplied from an oscillator 26 by using the data
supplied from the SPU 32, and outputs the produced modulated
waves from the antenna 27 serving as electromagnetic waves

to the IC card 2. 1In this case, the modulating circuit 23




Fig. 3 shows a structure exanple of the IC card 2
- showmn in Fig. 1. The IC card 2 conprises an I C chip
"nmodul e 51 and an antenna 53 on the |oop. The IC chip
nodul e 51 receives the nodul ated waves sent fromthe
card reader/witer 1 via the antenna 53. The
capacitor 52 and the antenna 53 forman LC circuit,
thereby tuning (resonating) the signals to the
el ectromagneti c waves wth a predeterm ned frequency
(carrier frequency). The I-CI¥hip nodul e 51 conpri ses:
an RF interface (I/F) unit 61 and a calculating unit
64. The RF interface unit 61 conprises: an ASK
rradidhatkiceg YRkt d8da @y \Wittaag kegubagsse B2 mdtfthlation
oscillating circuit 83; and an ASK nodul ating circuit
84 . 1eHze tASK denoTbdating ewmint i&l téet aats afndat the low
denodul ates the ASK nodul at ed waves received via the
Jgtednn&hs3maghgun caepittsidehefdshs mptetatiedrotdet iisnnot
to the BPSK denodul ating circuit 62 and a PLL (Phase
49&ed Loop) unit 63 The vol tage regulator 82
stab et ect
deno%%% ?ﬁﬁ%m%%ﬁi aﬁﬁlguggl$%§9$] %aﬁhﬁ yggulated

ﬁﬁﬂé@ahASKlﬁon§aggaQHﬁ&%GtrE@eEO@dCbigL%ﬂé;aﬂﬂ%nhgeZRF and
interface unit 61, the oscillating circurt 83

cugpultkaths aemb@iBdred tathheosane grgqency as a cl ock
signal of the data, and outputs the signal to the PLL

uni tFi$3.3 HiewsSK sbdutbtiegexEmEld tof84hkl dCt vares2 tdieown
| oad of the antenna 53 serving as the power supply of
iph&ipe éar dThe IGsaresgorgpyicest ae Hatchiguppidudd 51 and

fromthe calcul ating unit
an antenna gg on the Toop.

The IC chip module 51 receives the modulated waves sent
from the card reader/writer 1 via the antenna 53. The
capacitor 52 and the antenna 53 form an LC circuit, thereby
tuning ({(resonating) the signals to the electromagnetic waves
'with a predetermined frequency (carrier frequency).

The IC chip module 51 comprises: an RF interface (I/F)
unit 61 and a calculating unit 64. The RF interface unit 61
comprises: an ASK demodulating unit 81; a voltage regulator
82; an oscillating circuit 83; and an ASK modulating circuit
84. The ASK demodulating unit 81 detects and demodulates
the ASK modulated waves received via the antenna 53, and
outputs the data after demodulation to the BPSK demodulating
circuit 62 and a PLL (Phase Locked Loop) unit 63. The
voltage regulator 82 stabilizes the signal detected by the

ASK demodulating unit 81, and supplies the stabilized signal




64 (for exanple, turns on/off a predeterm ned
switching elenent in accordance with the data and
connects the predeternmned load in parallel with the
antenna 53 only when the switching elenent is on),

t her eby "ASK nodul ati ng the nodul ated waves received
via the antenna 53 and sending the nodul ating
conmponent to the card reader/witer 1 via the antenna
53. Upon sending the data fromthe I1C card 2, the
card reader/witer 1 has a clhstant nmaxi mum anplitude
of the nodul ated waves to the outputted, and the
nodul at ed waves are ASK nodul ated by fluctuating the

d9at durirbatanbepnd &3:cuikd.ermnal voltage of the
antenna 27 in the card reader/witer 1 is fluctuated.

The PhlLthaiRF Ghiprrddweesnatcbhdektlsed gnadi Nwtihesczeduit 83
with the data by using the data supplied fromthe ASK
Perdddtesi agshanal geithdeo et srefeertvoks si graick o

the BPSK denpdul ating circuit 62 and the BPSK .
SEIHatinghei f2tdt BB opf@UBSSkhEefbeRA At ihdhE Fddi pnit
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code) Tn accordancé w th thé cloc signal” supplie
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ASK denodul ating unit 81 is nodul at ed, an

Rtredbsnt ey desothd ale6 dapa1tedt beom Cahe WAldNG ALt unit
64. The cal culating unit 64 decodes the data by an

edndifppt Ergihpleer yiptinsg codiof £92 phede tdwenidatda ssaipphiied
é&;%ght in accordance with the data and connects the
predetermined load in parallel with the antenna 53 only when
the switching element is on}), thereby ASK modulating the
modulated waves received via the antenna 53 and sending the
modulating component to the card reader/writer 1 via the
antenna 53. Upon sending the data from the IC card 2, the
card reader/writer 1 has a constant maximum amplitude of the
modulated waves to the outputted, and the modulated waves
are ASK modulated by fluctuating the load of the antenna 53.
A terminal voltage of the antenna 27 in the card
reader/writer 1 is fluctuated.

The PLL unit 63 produces a clock signal synthesized
With the data by using the data supplied from the ASK
demodulating unit 81, and outputs the clock signal to the
BPSK demcdulating circuit 62 and the BPSK modulating circuit
68.

The BPSK demodulating circuit 62 demodulates the data




the BPSK denodul ating circuit 62 is encrypted and then
a sequencer 91 processes the data. On the contrary,

. when the data supplied fromthe BPSK denodul ati ng
circuit 62 is not encrypted, it is directly supplied
to the sequencer 91 not via the encrypting/decrypting
unit 92. The sequencer 91 processes the data
corresponding to the supplied command. The sequencer
91 wites/reads the data to/from an EEPROM
(Electrically Erasable and- & ogramuabl e ROV 66. A
parity calculating unit 93 of the calculating unit 64
cal cul ates Read Sol onon code serving as a parity based

Qecddee datanshonestdn 4 )RIM Gecapdathbe wotr woradex
in the EEPROM 66. Further, the calculating unit 64

fienfaar meppptedefeomi tiedl OGRS BG byeh hehsetdtencer 91
and then outputs response data corresponding to the
sk giteg Pratke AK btemmivlatdnghentar 8l riead@BIHw i t er
1) to the BPSK nodulating circuit 68. The BPSK
BRSPIPAEAN g2 R r GRFRUIEB . tIBPSRIRHH LR Be@sda e Tattde 21

" supplied fromt cal culating unit 64, and outputs the
?ﬁ%é%lag??%ruﬁﬁ%ﬂﬁgtion to the ASK nodul ating circuit
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stores a processing programto be executed the

SSRAYBRERY/ YdcAfist BPtLIE RECQRsAr ¥ndalsta shp1RAM €Zom
tenporarily stores operation data in the processing of
tihlee BReHudacedulting circuit 62 is encrypted and then a
sequencer 91 processes the data. ©On the contrary, when the
data supplied from the BPSK demodulating circuit 62 is not
encrypted, it is directly supplied to the sequencer 91 not
via the encrypting/decrypting unit 92.

The sequencer 91 processes the data corresponding to
the supplied command. The sequencer 91 writes/reads the
data to/from an EEPROM (Electrically Erasable and
Programmable ROM) 66.

A parity calculating unit 93 of the calculating unit €4
calculates Read Solomon code serving as a parity based on
.the data stored in the ROM 65 and the data stored in the
EEPROM 66. Further, the calculating unit 64 performs |
predetermined processing by the sequencer 91 and then
outputs response data corresponding to the processing (data
to be sent to the card reader/writer 1} to the BPSK
modulating circuit 68.

The BPSK modulating circuit 68 BPSK modulates the data




The EEPROM 66 is a non-volatile nenory, and isused for
storing various application s uch as el ectroni c noney
for electronic paynent and electronic ticket for
entrance to a specific concert hole on the I1C card 2.
Since the I1C card 2 basically does not have any

driving power supplies such as a battery, the IC card

2 ends the communication with the card reader/witer

1 and then uses a non-volatile nenory including the
EEPROM 66 for continuously ¥l & ng the data even

after stopping the power supply and when power is not
supplied. Next, a description is given of data

SRPRReRORL b aFBET S5 N RehWeaRi t Nes Caktl rQadRIYsVMtnkeHata
| and the IC card 2. The card reader/witer 1
afadiramedups etleh etan tted s eetinoragnRet ¢ TroveMe s 4 iaMchBERF
antenna 27, nmonitors the load of the antenna 27, and
iindepdpcedunit i $1 det ecting the change in load due to

the close status of the IC card 2. The card

r eade?? viFPN 5 12lgy sr 88PEEE # HX VBTG REFILRE . (Ve
ASK - 22 dul at ed by data wi.th a predeterm ned short
SSEEEEPR BhC ey SEITOh BroBbdsT ROt FBb T FaY 93 ta-
ThePRakl 89 {88 &Alli 160 stReLCy Qgégiéhlagﬂé i% thpponse
fromthe IC card 2 1's recelveﬁ or a predeterm ned

prbBBspeRd oslf tie eafdnkeadef/witer 1 detects the
close status of the ICcard 2, then, the SPU 32 in

t he War dEERRAGEBOWMLEL er ndn—-BRSK iteduleabes, t Bed dhd auderl for
be sent to the IC card 2 (comand

storing various application such as electronic money for
electronic payment and electronic ticket for entrance to a
specific concert hole on the IC card 2. Since the IC card 2
basically does not have any driving power supplies such as a
battery, the IC card 2 ends the communication with the card
reader/writer 1 and then uses a non-volatile memory
including the EEPROM 66 for continuously holding the data
~even after stopping the power supply and when power is not
supplied.

Next, a description is given of data
reception/transmission between the card reader/writer 1 and
the IC card 2. |

The card reader/writer 1 radiates predetermined
electromagnetic waves from the antenna 27, monitors the load
cf the aﬁtenna 27, and is waited until detecting the change

in load due to the close status of the IC card 2. The card

reader/writer 1 may radiate the electromagnetic waves ASK




corresponding to processing executed by the I1C card 2

or data witten to the 1C card 2) by using

rectangul ar waves w th a predeterm ned frequency

(e.g., double frequency of the clock frequency of

data) serving as carriers, and outputs the produced
nodul at ed waves (BPSK nodul ating signal, nanely,
Manchester code) to the nodulating circuit 23. In the
BPSK nodul ati on, the data corresponds to the change

i.n phase of nodul ated waves 4%y -using the differentia
conversion. In this case, even if the BPSK nodul ating
"signal is inverted, it is denodulated to the origina
ndatd ateddbiyhes e or e he el abd NBEst atea teavesnliSmay
not necessarily considered. The nodulating circuit 23
pASKKormodplatessihe (goiddef)efoirnedpeatinh@rishanviddilt ke the IC
degree of nodul ation (nmaxi num anplitude of data

afrghdl upfdki frunesrgnde fderofthecafr f2¥d)2 timtrgosivedsfor a

0.1), and sends the produced nodul at ed

than 1 %?Rg.,‘

RESPELSERSREApbitFatRF Vres) to the IC card 2 via the.
ant - {t hout sendi ng operati.on, the
oo, &lea -t iled) PRI ORHAD IR ShEtns o
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digital signal. Inthe ICcard 2, the LC circuit

. BESRPhbELNgLdeantdaitaa to5Be asent e CaRaGid Qarkl 2paEbintand
converts the el ectromagnetic waves radi ated by the
camtrenpan@ing rtd eracasdingadsetuted doy 1the MM camd 2 or
el ectric signal, and outputs the electric signal
data written to the IC card 2) by using rectangular waves
with a predetermined frequency (e.g., double freguency of
the clock frequency of data) serving as carriers, and
outputs the preduced modulated waves (BPSK modulating signal,
namely, Manchester code) to the modulating circuit 23.

In the BPSK medulation, the data corresponds to the

change in phase of modulated waves by using the differential

conversion. In this case, even if the BPSK modulating

signal is ihverted, it is demodulatedrto the original data
and therefore the polarity of modulated waves is not
necessarily considered.

The modulating circuit 23 ASK modulates the
predetermined carriers with the degree of modulation
(maximum amplitude of data signal/maxiﬁum amplitude of
carriers) that is less than 1 (e.g., 0.1), and sends the
produced modulated waves (ASK modulated waves) to the IC

card 2 via the antenna 27.




(rodul ated waves) to the RF interface unit 61 in the

I C chip nodule 51. The ASK denodul ating unit 81 in

the RF interface unit 61 detects the envel op by

commut ati ng and snoot hi ng the nodul ated weaves,

suppl i es the above-produced signal to a voltage

regul at or 82, suppresses the DC conponent of the

signal, extracts a data signal, and outputs the data

signal to the BPSK denodul ating circuit 62 and the

PLL unit 63. The voltage rediH ator 82 stabilizes the

signal supplied fromthe ASK denodul ating unit 81,

produces DC power, and supplies the power to the

CircwitBoud t&hdmMRlopedlatags, Venef nbdeLantRNrRa reditn2s

this case is as follows. Vg = V10(1 +

g0dude)) ahe( mptih] atedererad @oshe( Btiyh: 16a8Y i€f Héo high

degree of nodul ation; and VS(t): data to be outputted

dgvedPang 1ox levehgel \A Rligti tele siignalevel of a vol tage

V1 after  commutation of the ASK denodul ating unit 81

i s asnfbReoWs.card4, rheig(gincyll -qomprisipy mepeantenna
ference synbol ., Vf not the reductjion i vol t age., .
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denodul ating wunit 81, generally, 0.7V. The voltage
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snoot hed by the ASK denodul ating unit 81, stabilizes

{rfoglulated waves) to the RF interface unit 61 in the IC chip

module 51. The ASK demodulating unit 81 in the RF interface
unit 61 detects the envelop by commutating and smoothing the
modulated weaves, supplies the above-produced signal to a
voltage regulator 82, suppresses the DC component of the

signal, extracts a data signal, and outputs the data signal

to the BPSK demodulating circuit 62 and the PLL unit 63.

The voltage regulator 82 stabilizes the signal supplied

from the ASK demodulating unit 81, produces DC power, and
supplies the power to the circuits.
A terminal voltage V, of the antenna 53 in this case is
as follows.
| Vo = Vy{l + kXV_ {t})cos{at),
where Vcos{®t): carrier
k: degree of modulation; and
V.(t): data to be outputted by SPU 32.
A voltage V; at the low level of a voltage V, after

commutation of the ASK demodulating unit 81 is as follows.




signal, and supplies the signal serving as DC power to
the <circuits including the calculating unit 64. Since
the degree k of nodul ation of the nodul ated waves is
|l ess than 1, the voltage fluctuation after
commut ation (differential between the high | evel and
the low level) is small. Therefore, the voltage
regul ator 82 easily produces DC power. Wen the
nodul at ed waves with the degree k of nodulation is 5%
are received so that the volddage Via is 3V or nore,
the lowlevel voltage V,, after commutation is 2.15
(=3 x(1- 0.05 - 0.7) Vor nore and thus the
vol t age~r eguh a§ oxx 82 )suppki.es a sufficient voltage
serving as power to the circuits. In this case, an
anpl Heévdp f@ferdnoe bymbolSEl Hdtptas ahpeakdhie:ipgakin
val ue) of the AC conponent (data conponent) of the
wdltegige a1l aafli ede cormmitrat izoicomgu@aBifs cRONOE Xo3) V
or nmore and thus the ASK denodul ating unit 81 _
PERYdarangsatfesmee dhiia IFPETIGE PR ciRNElrY MifyHegadulating
ra iﬁl The data is nicated with a low error-rate
- HitgR - SERPFARTT 047 by ‘Usi ng the ASK nodul at ed waves
Wi t geqy - 0 | l.e n 200
hTﬂ@ev Dé&%ﬁfpéﬁﬁt%r g2p¥@%&fﬁé§”¥he %ighgﬁ F%g& ed

sufficient serving as power is-supp to

anle shboefed By dhe BRSKdemmadtahingnct rei stbdilizes the

~ receives the data signal (BPSK nodul ating signal)
sfigaail{ henASKustesdu [tatel Bdgnahi seB8tinglerdd gicsert ke the
data signal in accordance with the clock signa
cdupplitedifebudite e cgdicnlgBinandridutqiut s Stimge the
denodu| ated data to the calculating unit 64.
degree k of modulation of the modulated waves is less than 1,
the voltage fluctuaticn after commutation (differential
between the high level and the low level) is small.
Therefore, the voltage regulator 82 easily produces DC power.
" When the modulated waves with the degree k of
modulation is 5% are received so that the voltage Vy, is 3V
or more, the low-level voltage V,, after commutation is 2.15
(= 3 x (1 - 0.05) - 0.7) V or more and thus the voltage
regulator 82 supplies a sufficient voltage serving as power
to the circuits. 1In this case, an amplitude (2 X k X V)
serving as a peak-to-peak value) of the AC component (data
component) of the voltage V, after commutation is 0.3 (=
20.05 x 3) V or more and thus the ASK demodulating unit 81
demodulates the data with a sufficiently high 8/N ratio.

The data is communicated with a low error-rate (high

S/N ratio} by using the ASK modulated waves with the degree




In the calculating unit 64, the encrypting/decrypting
unit 92 decrypts the encrypted data supplied fromthe
BPSK denodul ating circuit 62 and then supplies the
data (command) to the sequencer 91 for processing.
After sending the data to the IC card 2, the card
reader/witer 1 is waited while sending the data
having a value as 1, until receiving the response to
the data transmission. For the tine period, the IC
card 2 receives the nodul ateab waves with a constant
maxi mum anpl i tude. The sequencer 91 outputs the data
to be sent to the card reader/witer 1 to the BPSK

HRAULRGLAE t EbACUEL s 6GhanTNE  JBRSKuFREN 814 et Cdlfrq:lé'ntt 68
BPSK nodul ates the data (encodes the data to the

JarRaheser p6REe)is sdupgdlarddy tothBerSRAR2 20 the card
reader/witer 1 and then outputs the nodul ated waves
t o t Bee ASRSHotcaiuilagiogr cir¢uBd 62n dedveiREsi bher fatce
unit 61. The ASK nodul ating circuit 84 fluctuates the
sigagl daﬁﬁécm%ﬂc#m I#ienad ) of rometiamtiiihaleg@dyyating
u3|n That is, the A

oG0P de | AGRFTEAT® £ FRoc: JAPRSL (1o demardagce With the
ABER! 9?8@%1%35% 16 Gabfh LOETELRA PSS M 8LiBdcs the

clrcult ul at ng ‘recei ve

denduhakedaWayes dd t@féC%%‘iéB?cSt%ﬁmﬂ{‘@ gata to be
sent. Thus, the term nal voltage of the antenna 27 in

t he Icaitck rcea_dﬁa/amrlgeﬁnitl 64 f e walcegpantgy 8ece@being
is sent to the card reader/witer 1.

unit 92 decrypts the encrypted data supplied from the BPSK
demodulating circuit 62 and then supplies the data (command)
to the sequencer 91 for processing. After seﬁding the data
to the IC card 2, the card reader/writer 1 is waited while
sending the data having a value as 1, until receiving the
response to the data transmission. For the time period, the
IC card 2 receives the modulated waves with a constant
maximum amplitude.

The sequencer 91 cutputs the data to be sent to the
card reader/writer 1 to the BPSK modulating circuit 68. The
BPSK modulating circuit &8 BPSK modulates the data (encodes
the data to the Manchester code), similarly to the SPU 32 in
the card reader/writer 1 and then outputs the modulated
waves to the ASK modulating circuit 84 in the RF interface
unit 61.

The ASK modulating circuit 84 fluctuates the load

connected to both ends of the antenna 53 by using the




The nodul ating circuit 23 in the card reader/witer 1
continues the transm ssion of the data with a val ue as
1 (high level) in the data reception fromthe IC card
2. The denodulating circuit 25 detects the data sent
fromthe I1C card 2 based on the fine fluctuation
(e.g., several tens mcrovolt) of the term na

vol tage of the antenna 27 that is electromagnetically
connected to the antenna 53 of the IC card 2.

. Further, the denodul ati ng cidecui t 25 denodul ates the
detected signal (ASK nodul ated waves) by an anplifier
with high gain and outputs the above-obtained digital
datentiagt BeemsShY. 32rnakhe sSPWH3. %Sﬁeﬂggﬁié%fﬁFtéﬁ%d%@EaB4
(BPSK nmodul ating signal), and outputs the denodul at ed
Nignalatke the DPAL3In acdiedaide3diphoerRSs S@std v diatihe
fromthe SPU 32, and ' determ nes based on the

BiSfcessuhgtingutirount fef, dhereaby RBE medwiamirgattihen
ends. When it is determ ned that the comunication is
recedyeédragut ated e tmiiniacarreants eithbthsigata to be

t th 7 d der/ t d the IC
2 menthBredt ABOUE I FHE eRH: PArhe IS (4 in Ehe
detewubned fhalof he s £ QTMULGALH00N NG d18 G done o

reader mmlter ends comuni cation"wt

6@l ¢a24 Iggdgﬁyﬁ&fggqu/WW|ter 1 sends the data to the
IC card 2 by using the ASK nodul ation in which the
degr®es knafulawegl atrenits2i ess thwarcalkd HeadbkE/eaite? 1

recei ves the data,
continues the transmission of the data with a value as 1

{high level}) in the data reception from the IC card 2. The

demodulating circuit 25 detects the data sent from the IC
card 2 based on the fine fluctuation (e.g., several tens
microvolt) of the terminal voltage of the antenna 27 that is
electromagnetically connected to the antenna 53 of the IC

card 2.

Further, the demecdulating circuit 25 demodulates the
‘detected signal (ASK medulated waves) by an-amplifier with
high gain and outputs the above-obtalned digital data to the
SPU 32. The SPU 32 demodulates the data (BPSK modulating
~signal), and outputs the demodulated signal to the DPU 31.
The DPU 31 processes the data from the SPU 32, and
determines based on tﬁe processing result whether or not the
communication ends.

When it is determined that the communication is

.executed again, the communication is established between the



perfornms the processing corresponding to the data, and
returns the data corresponding to the processing
result to the card reader/witer 1. Next, a
description is given of the reading/witing

processing of the data to/fromthe EEPROM 66 by using
the sequencer 91 of the IC card 2 shown in Fig. 3.
Fig. 4 schematically shows the.structure of the nenory
. space devel oped to the EEPROM 66. Referring to, Fig.
4, the nenory space conpr+ s&s -a physical bl ock
serving as a data area for storing the data and a
physi cal bl ock serving as a nmanagenent table for

- & iRAdeRewPOsLE PN | tHOTERLLEA 9f asthén fided dhe.
physi cal bl ock conmprising the data area. According to

drheherbodipRpy, dien NBNAgGeRRRkrhahte CRapritses three
pages A, B, and C. The physical block conprises 11
deoymas i caid ochasnds phiylst calrdlreekieNdwribnd & ¢mdf ddle

bl ock No. In the exanple shown in Fig. 4, the data
EIERNAGRBA PRt ¥t Hhysit€al -bl ocks physi cal bl ock
Nos. . #0OOH to #07H. The four | ogical g%ick ar

ext eTHGI F37 Vi RAAP/Hd teie 1 BYTCaI TN 28 ook RadC card
4 @i ¢alin 'eﬁ% &@gm,\%ﬁ%ig 787 ggﬁeéﬁén&e d80r 4,
thée logi cal bloc S. Oégﬁitokbg corresﬁ%n to the
s b€ @bn bt §Cke MOSERAHOGH t @HEOBEL chRat herdiSitalthe data,
bl ocks form ng the pages A and B serving as the
peaifagesethe t phb@ss s e ddnrekponaihyt €oi she absiggheahdt 0
the latest-information field and the final two bytes
rgrarasstpnedatad adwrasgiandingntor biae imrodesdihg result to
the card reader/writer 1.

Next, a description is given of the reading/writing
processing of the data to/from the EEPROM 66 by using the
sequencer 91 of the IC card 2 shown in Fig. 3.

Fig. 4 schematically shows the structure of the memory
space developed to the EEPROM 66. Referring to Fig. 4, the
memory space comprises a physical block serving as a data
~area for storing the data and a physical block serving as a
management table for storing the positional information of
the data in the physical block comprising the data area.
According to the embodiment, the management table comprises
three pages A, B, and C. The physical block comprises 11
bytes, and has a physical block No. and a logical block No.

In the example shown in Fig. 4, the data area comprises

eight physical blocks physical block Nos. #00H to #07H. The

four logical blocks are externally viewed, and the logical




Arrangenent information of the block in the data area
is assigned to the field having eight bytes between
the latest information and the valid information.
Specifically, the physical block No. of the physical
block in the data area, nanely, a pointer to the
physi cal- block formng the data area is witten to
the field of the eight bytes. Incidentally, the | atest
i nformati on(CTC) denotes the |atest degree of storage
contents of the block, e.g: ,28tke sequential No. or
.the Iike indicating the absolute date and tine. That
is, in the case of using the absolute date and tine,

le&kdﬁhg Qaglééﬂeb]‘.c%k Y. R@otihecdabgpar xst8dg to Fig.
.serving as the latest information, and the | atest

znl atle flegicsal obldgk tihes daoan mdebsme&b&;&ﬁwmd h@e
| atest information. of the block. In the case of
ngisigatthbleeluéns i at0Mb.to tMEH.nunber which is
increnmented every witing the data is stored as the
| at e53® the gthmRiced, PargkehEopnbek tkhsﬁllllr?g!etsh@ Iaafigﬁst

mh t ted th t t Th
T PR ohbe oo R Sk e Sor RO Tl S8y BVies, b

as% G \Mggt ES”tﬁé‘de@é%;i"Palfb%a@EBfikffé’IMAé’ t%géd i nhRakwo

er or not atest 1 nformation ata Is

Labdarangséﬁg@éa &fd ¥heCQhl €61 i AfoLRSE: S A% .CRC
cyclical redundancy check) or another data

Armdhgaienyg ifbérmdtich ofakhd/ bhweki th die dqetesiacel is
bl ock No. of the target block in the data area is
agpilgngedtd nthdef fochdaviiogr ebghbsbwiehilrettvrerf ithled Latest

information and the valid information. Specifically, the
physical block No. of the physical block in the déta area,
'namely, a pointer to the physical block forming the data
area 1s written to the field of the eight bytes.

Incidentally, the latest information (CTC)} denotes the
latest degree of storage contents of the block, e.g., the
sequential Nq. or the like indicating the absclute date and
time. That is, in the case of using the absolute date and
time, the date and time for storing the data are stored
serving as the latest information, and the latest block for
storing the data is detected based on the latest information
of the block. In the case of using the sequential No., the
humber which is incremented every writing the data is stored
as the latest information, and the block having the largest
number is detected as the latest one.

The wvalid infeormation indicates whether or net the




of arrangenent information in the pages A and B, and

the physical block No. of the updated block in the

data area is arranged in the latter four bytes. Here,
the target block neans the physical block serving as

the original witing target in the case of witing the

i nformati on. As nentioned above, in the data area,

when the data stored in the block Bl is rewitten to
the new data, the new data is witten to the bl ock

B2, and then the block BI-fd# —originally witing the
new data corresponds to the target block. The

updati ng bl ock nmeans the physical block for updating
MhieGht 1isfosRdtion ad tdaig tike thaf L aBki @brdfl10RR1ds, that
physi cal bl ock and then updating the storage contents.
iEhatwhiegheirnotheotcasiee dfatreawr iinifegmbhéonadrad siaaredsi Ralid,
the block Bl .to the new data, the block B2 for

¢t d&l PR REFOE ngor iRt inwy cggiea seehr a8 poR@s (exriimal
updating bl ock. The four physical block Nos. arranged
LeJUnRanEYr FRECKY R RS WERhPniRAECF T MG Yot 1t 1s

. information in the pages A and B
ﬁ%%ﬁ?ggggggi?b the logical block Nos. In - 30 the

exanphe diNpTbgx fo.tHhe PRYSELAH DRGNS the data
arranged to the first to fourth bytes in the field of

aadlehangeaBRandged OfTBiH0 F ot Rkk-eEBAaRdb{oed Rai diagl adle field
bl ock Nos. %00H to %93H. The arrangenent information
odf arhengagenwhicfrimmtizin dn abet pagemrfagene™, and the

i nformati on anong the pages A and Bis copied to the

' phagécel sktorhdias athéheewrdatag pagek ofn tihe data area is
..arranged in the latter four bytes.

Here, the target block means the physical bloék serving
as the original writing target in the case of writing the
information. As mentioned above, in the data area, when the
- data stored in the block Bl is rewritten to the new data,
the new data is written to the block B2, and then the block
Bl for originally writing the new data corresponds to the
target block. The updating block means the physical block
for updating which is used for writing the information to
one physical block and then updating the storage contents.
That is, in the case of rewriting the data stored in the
block Bl to the new data, the block B2 for actually writing
the new data corresponds to the updating block.

The four physical block Nos. arranged in the former

four bytes within the field of arrangement information in

the pages A and B correspond to the logical block Nos. 1In




managenent information. Therefore, the anount of data
held by the three pages Ato Cis checked, thereby
easily identifying which page is valid. Wen the IC
card 2 is apart fromthe card reader/witer 1 or the
recei ving status of the electromagnetic waves is bad
due to anot her reason, the driving power is not
sufficiently obtained. Therefore, the power is shut
off during witing the data to the EEPROM 66 in the
IC card 2 and then there - s30a—problemthat the
witing operation does not nornmally end as nentioned
above. In the data area, in order to cope with the
G HBhb28 sRbwHalA [Ue 10 the PAYEISNWIRhd Nos..
operation, the new data is supplied and then it is

aranyed te the ok wxaRpirthobythe iRlaek fikf1istaing
the previously witten data. In this case, when a
Fnanglemeyt of n o ecasi of aatresprndctordendegiiceh bheca
plurality of blocks are witten and then the data is
Newr-r GPPEdtant¥3Eending the witing operation of the

Pt e B 0L S0 1 o) TSR e
d | t. i.cal ' T f .
ACSIORRER A Ui anionl Bt ertlae TS ORE

cSRREHPELT Pife R QUSLY MKt hENtHat Aema it guRaYRI babtge
status of the I'C card 2 i§S prevented even’in "the
mabEgtmeAs ein fmaiamnl e Thielhe foew, detia dnplig Wi dhen held
the block Bl is witten to the block B2 different

bfyr 6het hlerdd qudgeBl A to C is checked, thereby easily
identifying which page is valid.

When the IC card 2 is apart from the card reader/writer
1 or the receiving status of the electromagnetic waves is
bad due to another reason, the driving power is not
sufficiently obtained. Therefore, the power is shut off
during writing the data to the EEPROM 66 in the IC card 2
and then there is a problem that the writing operation doeé
not normally end as mentioned above.

In the data area, in order to cope with the corruption
of data due to the power shut-off operation, the new data is
supplied and then it is written to the block except for the
block for storing the previously written data. In this case,
when a plurality of pieces of data in accordance with the a
plurality of blocks are written and then the data is
corrupted until ending the writing operation of the

plurality of pieces of data, it is externally seemed that a




When the nmenory corruption is caused during witing
‘the data to the block B2, the new data is not
conpletely witten and the validity is not
guar anteed. However, it is possible to prevent at
| east the corruption of data stored in the block Bl.
Finally, after ending the witing operation to the .
bl ock B2, the data stored in the block Bl is erased.
Wien the new data is further supplied, the data is
witten to the block (e.g ,31bl-ock Bl) different from
the bl ock B2. The managenent table conprises the three
pages Ato C to solve the problemof data corruption
ﬁi‘%&aﬁ@tkh ef pBY‘@ées Sc%'tole f3a9Beh At LeRo HRL- NG Hche
data. T is, a pair of pages A and B and each page

QAgitdae pabekk seal € er Nt ordSedinget PRe Wati €h A @Pe@btion
the invalid page to secure the data. Further, the

ofalthe pegedatacopeetidio ddreupageh€. pravidislcass,tteedata,

the power is shut-off during updating the page data,

tdre pnevadkebhe avtattusnef jthe) $C gardr A1 hedepyrardfesy evag in

t&ﬂ% the validity and stability of the pages Ato C at
JR*8tef28F -t he data writing operat| onto - 32 the

pagepi e, powsr. i s,shyt, o {1% %T&f% ££3NG8 gﬁg block Bl

appr oxi mate Test of i ng me et erm ne
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wi thout the corruption of valid page. Fig. 5 shows
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managenent table in the update of the data area in
tohéheelbogk B2, the new data is not completely written and
the validity is not guaranteed. However, it is possible to
prevent at least the corruption of data stored in the block
Bl.  Finally, after ending the writing operation to the
block B2, the data stored in the block Bl is erased. When
the new data is further supplied, the déta is written to the
block (e.g., block Bl) different from the block B2.

| The management table comprises the three pages A to C
to solve the problem of data corruption due to the power
shut-off operation upon writing the data. That is, a pair
of pages A and B and each page of the pair is alternately
used as the wvalid page or the invalid page to secure the
data. Further, the valid page is copied to the page C.

In this case, when the power is shut-off during

updating the page data, at the next start time, it is
determined by referring to the validity and stability of the

pages A to C .at which step of the data writing operation to




Referring to Fig. 5, when the valid data (arrangenent
information) is stably witten to the page A, the
valid data is witten to the page B in the update of
data area in the nenory and the copy of page Bis
witten to the page C. In accordance with the
sequence, the page B is erased, the data is witten
to the page B, the page Cis erased, the data is
witten to the page C, and the page A is erased, via
the status transition from® atuses 1 to 11 to switch
the valid page. In the status 1, the data in the page
Ais valid. The page Bis erased in the previous

SHAgR gkt RAk pswedl 1s Miu@angdr .t heneteksre] Lsnddvald d.
Here, the erasure of the sane page starts serving as

doropiiaspeocessopindg heetidd iafg thpesateonited tdecgpaga ting
B, and the status shifts to the status 2. In the
Htegieug s2dethenived a Wie tdedapdgerAstered| vilthdHe thege B
IS in progress of erasure and therefore has an
QHﬁﬁREEP@nvafu§a¥%¢uﬂa9@9 error CRC (cyclica

redu dang% g?eck - 1t ftersqul ﬁ% asure of o
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page nval 1 d, nane FF. After ending the
tHedgdherofl the page B, the witing operation of the

new data to the page B starts and the status shifts

t 0 thefetmirus t4 Flik.t Be sheat ushed valhel datta ¢hrréhgement
page Ais valid. The page Bis in progress of witing
‘information) 1s stably written to the page A, the valid data
is written to the page B in the updafe of data area in the
memory and the copy of page B i1s written to the page C. In
accordance with the sequence, the page B is erased, the data
is written to the page B, the page C is erased, the data is
written to the page C, and the page A 1s erased, via the
status transition from statuses 1 to 11 to switch the valid
page.

In the status 1, the data in the page A is wvalid. The

page B 1s erased in the previous stage (that is, all FF) and
therefore it is invalid.

Here, the erasure of the same page starts serving as .
the pre-process of the writing operation to the page B, and
the status shifts to the status 2. In the status 2, the
data of the page A is wvalid. The page B is in progress of

erasure and therefore has an unstable wvalue (that is, error

CRC (cyclical redundancy check).




operation and therefore has an invalid value. After
ending the witing operation to the page B, the

status shifts to the status 5. In the status, the data
both in the pages A and Bis valid. During the
statuses 1 to 5, the page A which holds the previous
data is valid. Therefore, the page C naintains the
stable status for witing the copy of page A In the
status 5, the data both in the pages A and Bis

valid. Referring to the latekt 4 nformation CTC of both
pages A and B, the latest information CTC of the page
Bis larger and thus it is determ ned that the page B
has hheer! @i®Big itHOFALLRE. o Theref e HB,hengageatus
shifts to B fromA and then the operation for copying
dhetdatta ohepaget®s tD. t e thagetE&rssadf sthlhintpage the
copy operation conprises the erasure of page C and
RA%E W e Hglopeand | B (R3YehE pagéntal e ramslyie adfl FF.

t he gfge C starts serV|ng as the pre- processing, of
t he Y PO ﬁrﬁﬁuf’ﬁeoﬁa@%@ Pafd Brhdfre WRating
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are valid andpaﬁomev

g&%@nshheml td uad ug hecause ghecpagecdids 4, nthe data of
progress of erasure. After ending the erasure of the

thageabGe hhesstalits, Il bagkont he sh abtSgriasd B A iting
status 7, the data both in the pages A and B are
opgirediandantetpagef @4 havakindinmabkdyvalwdl FF. Next

to the end of the erasure of the page C, the

After ending the writing operation to the page B, the
status shifts to the status 5. TIn the status, the data both
in the pages A and B is valid.

During the statuses 1 to 5, the page A which holds the
previous data is valid. Therefore, the page C maintains the
‘stable status for writing the copy of page A.

In the status 5, the data both in the pages A and B is
valid. Referripg to the latest information CTC of both
pages A and B, the latest information CTC of the page B is
larger and thus it is determined that the page B has the
latest information. Therefore, the page shifts to B from A
and then the operation for copying the data of page B to the
page C starts. The page copy operation comprises the
erasure of page C and the writing operation to the page C.

The erasure of the page C starts serving as the pre-

processing of the writing operation to the page C and then

the status shifts to the status 6. In the status 6, the




operation for witing the data of the page B to the
page C starts and then the status shifts to the
status 8. In the status 8, the data both in the pages
A and Bis valid. Since the page Cis in progress of
witing operation, the page C has an invalid val ue.
After ending the witing operation to the page C, the
status shifts to the status 9. In the status 9, the
data in the pages Ato Cis valid. At this stage, the
data in the pages A and Bop&rating as a pair of
pages are valid. However, it is determ ned that the
page A changes to be invalid by referring to the

gfast bRkosnBtd o IGHC £, t RewBaEes fhé@¥hdd ¢ has an

Therefore, the erasure of the invalid page A starts.

ithatlilss vallhe weesue e thgepagesAist prégrend dihenrashee.
status shifts to the status 10. In the status 10, the

page3ft@r i@ mrtdey greduandef howeverge tthe thagstAtig

in progress of erasure and has an invalid val ue. _
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5 shifts to the status 11. In the status 11, .the
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A1l g nvalid, nanely, all FF. The data in the three
pages Ato Cis erased and is witten and the nunber

of piegescHfrrdatadhelrdchl LhgsPAIEsSt And @alel €, the

- checked, thereby identifying the data in which page
dperwalibd. for writing the data of the page B to the page C
starts and then the status shifts to the status 8. 1In the
status 8, the data both in the pages A and B is valid.
Since the page C is in progress of writing operation, the
page C has an invalid value.

After ending the writing operation to the page C, the
status shifts to the status 9. In the status 9, the data in
~ the pages A to C is wvalid.

At this stage, the data in the pages A and B operating
as a pair of pages are valid. However, it is determined
that the page A changes tb be invalid by referring to the
latest information CTC of the pages A and B. Therefore, the
erasure of the invalid page A starts.

That is, the erasure of the page A starts and then the
status shifts to the status 10. In the status 10, the pages
B and C are valid and, however, the page A is in progress of
erasure and has an invalid value.

After ending the erasure of the page A, the status




When the power is shut off during updating the data in
the page, at the next start tinme, it is determ ned, by
referring the validity and stability of the pages Ato
C, the power is shut off at which step of the witing
operation of the data to the page. That is, if the
operation stops at any of the statuses 1 to 11 shown
in Fig. 5, the pages Ato C are always classified to
the follow ng statuses. (1) Determining pattern 1 Any
of the pages A and B is valiad and stable and the copy
of one of the pages A and Bis witten to the page C
However, the page C m ght be unstable. (2) Deternining

s‘?ﬂtfttgr F_ozthér he. dafa hot hfpnhRespages A a”éiueBd'a%aVBBtH in
and stable. However, thé page Cis invalid. (3)
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and, however, one of the pages Ato Cis unstabl e. In

aﬂﬂeEﬂeternrnrng pattern 1, the copy of any of pages -
36 Aand Bis witten to the page C and therefore it
‘is e cdatindd tthet thheedpsges A it & rﬂrﬁplee‘ésaﬁt andt h2

switchin to the valid pa e after era ure of
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érrupt ed "upon
lgp@gii@g the copy contents of the page C Therefore,
it I's determ ned that the page serving
When the power is shut off during updating the data in

the page, at the next start time, it is determined, by
referring the validity and stability of the pages A to C,
the power is shut off at which step of the‘writing operation
of the data to the page. That is, if the operation stops at
any of the statuses 1 to 11 shown in Fig. 5, the pages & to
fC are always classified to the following statuses.

(1} Determining pattern 1

Any of the pages A and B is valid and stable and the
copy of one of the pages A and B is written to the page C.
However, the page C might be unstable.

(2} Determining pattern 2

The data both in the pages A and B is valid and stable.
However, the page C is invalid.

{3) Determining pattern 3

All the pages A to C are valid and, however, one of the
pages A to C is unstable.

In the determining pattern 1, the copy of any of pages




as the copy source, nanely, one of the pages A and B
having the larger latest information CTCis valid. In
the determ ning pattern 3, based on as whether or not
the page Cis equal to one of the pages A and B, it is
determi ned just after the update of the page C starts

or just before ending the update of the page C, that
the data is interrupted. Therefore, it is determ ned
that the page serving as the copy source of the page
Cis valid. In this case,~t3%e -valid page is stable.
However, one of the renmaining pages is instable, the
page Cis copied again by wusing the valid page and
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one valid page of the pages A and B to the page Cis

. RddeehinBMeBhdbenndé N ROWRY inseshubte@f tin€ll i 41 switching
updating the nanagenent table, the data is restored
-t ttheutrad odr ppte ngf tdre aexslsudepadethe iheaheXtpasgteart Thus,
tine. Fig. 6 shows a table of the statuses upon
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shut off in the status 1, the determning pattern 1 is

ageteentopyd amardde rfeﬁ&tl@'r,l BgcOPEr Bhé Ofadss MOtand B having
necessary at the next start tine.
" the larger latest information CTC is valid.

In the determining pattern 3, based on as whether or
not the page C is equal to one of the pages A and B, it is
determined just after the update of the page C starts or
just before ending the update of the page C, that the data

'is interrupted. Therefore, it is determined that the page

serving as the copy source of the page C is wvalid. 1In this

case, the valid page is stable. However, one of the
remaining pages is instable, the ﬁage C is copiled again by
using the valid page and the invalid page is erased.

The sequence for copying one valid page of the pages A
and B to the page C is added. Even when the power is shut-
cff during updating the management table, the data is
restored without corrupting the valid page at the next start
time.

Fig. 6 shows a table of the statuses upon switching the

valid page as the management table and processing at the




In the status 2, the page B serving as the witing
destination is erased and the page Ais valid as the
-managenent table. In this case, the data in the page A
is valid and the page B is unstable, and the status 2
i's specifically classified into three statuses 2-1
(all FF), 2- 2 (all 0), and 2-3 (CRC error). The power
is shut-off in the status 2 and this is determ ned as
the determning pattern 1. The next start tine does
not need the restoring operai-on. In the status 3,
the erasure of the page B ends, and the page Ais

val id as the managenent table and the page B is al
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determ ned as the determ ning pattern 1, and the next

star rhel BBa€@es1 No needrithBoi#ETOF I ik Q&e.Lrta.Jnlgo%pelrEtlon
the status 4, the page Bis witten and the page A is
ovRlthee sereisngdasat be ttenagere®, tall ehel valid pEseerving
the data in the page Ais valid and the page B in
af ddreegngfiengntt fallopar &hicorags Anst Wt Hird power is
classified into four
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gHéNHé§t4s§ggttg§m§tatuses 4-1 to 4-3 are detern1ned
as the deternmining pattern | and the next start tine

doesInothaegththdie 2 esher paAge oPesatvialy ad Rhth@rstangs
4-4, the status is determned as the
destination is erased and the page & is valid as the
management table. In this case, the data in the page A is
valid and the page B is unstable, and the status 2 is
specifically classified into three statuses 2-1 (211 FF), 2-
2 (all 0), and 2-3 (CRC error). The power is shut-off in
the status 2 and this is determined as the determining
pattern 1. The next start time does not need the restoring
operation.

In the status'B, the erasure of the page B ends, and
. the page A is valid as the management table and the page B
is all FF. The power is shut-off in the status 3 and this
is determined as the determining pattern 1, and the next
start time does not need the restoring operation.

In the status 4, the page B is written and the page A
is valid serving as the management table. In this case, the
data in the page A is valid and the page B in progress of

writing operation is unstable and the status 4 is




determining pattern 3, that is, the page Cis equal to
the page A At the next start tine, the page Ais
copied to the page C and the invalid page Bis
erased, thereby acconplishing the restoring
operation. In the status 5, the witing operation to
the page B ends, the data both in the pages A and B
is valid and the copy of the page Ais witten to the
page C. Thus, the page A is valid serving as the
managenent table based on+4B8 -mjority decision. The
power is shut-off in the status 5 and the status is
deternmined as the determning pattern 3, that is, the

RAQE £E 316088, s § Or L€ RAYL BurfbthbEsaeXd - 1S&ﬁﬂIFF 4-2
time, the page Ais copied to the page C and the

(dmald)gd page (ErE Seef@ged arlchar-abypags oBpi 4 shi@ talke the
restoring operatlon In the status 6, the page C i's
rerasethenthealdd¢ aa bidtdughn untstebjages A and B is valid
and, however, the latest information CIC of the pa%
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classified into four statuses 6-1 (for holding the

Repymohipageaerb-2, (@at i180) £thé- BadRC & reafal Godthe
(all FF). The power is shut off in the status 6 and
pielgendi.t At the next start time, the page A is copied to the
rpage C and the invalid page B is erased,'thereby
accomplishing the restoring operation.

In the status 5, the writing operation to the page B
ends, the data both in the pages & and B is valid and the
' copy of the page A is written to the page C. Thus, the page
A is wvalid serving as the managemeﬁt table based on the
majority deéision. The power is shut-off in the status 5
and the status is determined as the determining pattern 3,
that is, the page C is equal to the page A. At the next
start time, the page A is copied to the page C and the
invalid page B is erased, thereby accomplishing the
restoring operation.

In the status 6, the page C is erased, the data both in
the pages A and B is valid and, howeVer, the latest
information CTC of the page B is large ({(latest). During the

status 6, a status 6-1 in which the page A is valid serving




determined as the determ ning pattern 3, that is, the
page C is equal to the page A. At the next start

time, the page A is copied to the page C and the
invalid page B is erased, thereby acconplishing the
restoring processing. In the statuses 6-2 to 6-4, the
status is determned as the determning pattern 2. At
the next start tine, the page A is conpared with the
page B, then, it is determned that the page B wth
the larger latest informatdi ®@® €TC is valid, the page
Bis copied to the page C, and the invalid page Ais
erased, thereby acconplishing the restoring

Y 06@SRbAgethdnt NESTALUS sfi tEh8aeL8S £ e PAID Go 6-4
ends and t%e page Cis all -FF. Since the data both in
dihenhpagageABandrB tHis \Gde], thBedpagep B irh dHe pages A
| arger latest information, CTC is valid serving as
drive Branagehbdtandibites pHye gower pregsdes obfdrdswrehes
status 7 and it is determ ned as the determ ning
ysstebla 2nd Aghe mtatexe 6stigr erefhbicahly pagesAfiied into

conpar e with the page_ B, the page B with the |arger
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e page LS. .- [ 0 e page C, and the .
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restifd Nhyr0G8Sshig- oFR theusd alus B o RearagenGiisis
witten, the data both in the pages A and B is valid,
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is valid serving as the nmanagenent table. The page C
iisnegreyresstid page img Aspéhat next i stamstidisce ahe psge A
isspgglpfilegatlztlj ytlfel %Séﬁglef ICegnldnEcge invalid page B is erased,
thereby accomplishing the restoring processing. In the
statuses 6-2 to 6-4, the status is determined as the
determining pattern 2. At the next start time, the page A
is compared with the page B, then, it is determined that the
‘page B with the larger latest information CTC is wvalid, the
page B is copied to the page C, and the invalid page A is
- erased, thereby accomplishing the restoring processing.

In the status 7, the erasure of page C ends and the
page C is all ¥F. Since the data both in the pages A and B
is wvalid, fhe page B with the larger latest information CTC
isrvalid serving as the management table. The power is shut
off in the status 7 and it is determined as the determining
pattern 2. At the next start time, the page A is comparéd

with the page B, the page B with the larger latest

information CTC is determined as a valid page, the page B is




four statuses 8-1 (all FF), 8-2 (all 0), 8-3 (CRC
error), and 8-4 in which the data in the page Bis
witten serving as the managenent table although
unstabl e. The power is shut off in the status 8 and
this is determined in the statuses 8-1 to B-3 as the
determning pattern 2. At the next start tine, the
page A is conpared wth the page B, the page B with
the larger latest information. CTCis valid as the
managenent table, the page BO i-s copied to the page C
and the invalid page A is erased, thereby
acconplishing the restoring processing. In the status

Bridedt B8 _shatpsgd deatn%t Enaednaal tdepded of MNidised,
pattern 3, that is, the page Cis equal to the page B.

werebbeaaempsiaﬁing iR, riek€opage Prosesnipiad to the
page C and the invalid page A is erased, thereby
accohpl tihigiatidse 8,r ébeorang Prioressitign,| rhehdasaalbath
9, the witing operation _of the page C ends, the data
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t hereb

Igeer Rt L o sce 8 a?e%h%y%f‘fw ﬁ&niasnem
m%%g%SmFP¥|n tﬁQHJQﬁka %%Cbs gr é%grg% HS

stat us termne

opetat bl g Pt/ Indt hat spémﬂ@apﬂgecﬂ;slsaf@gaahnw
the page B. At the next time, the page Bis copied to

fohe pageuseant-i helinval)i ds-pagelA 0)s, a-asadRrct bereby,
acconplishing the restoring processing.

and 8-4 in which the data in the page B is written serving
as the management table although unstable.

The power is shut off in the status 8 and this is
determined in the statuses 8-1 td 8-3 as the determining
pattern 2. At the next start time, the page A is compared
~ with the page B, the page B with the larger latest
~information CTC is valid as the management table, the page B
is copied to the page C, and the invalid page A is erased,
thereby accomplishing the restoring processing. In the
status 8-4, the status is determined as the determining
pattern 3, that is, the page C is equal to the page B. At
the next start time, the page B is copied to the page C and
the invalid page A is erased, thereby accomplishing the
restering processing. |

In the status 9, the writing operation of the page C

ends, the data both in the pages A and B is wvalid, and the

copy of the page B is written to the page C yet, thereby




In the status 10, the invalid page Ais in progress of
erasure, and the page B is valid as the nanagenent

table. In this case, the data in the page B is valid,
and the page A in progress of erasure is unstable and
the status 10 is specifically classified into four
statuses 10-1 (valid although unstable), 10-2 (al

0), 10-3 (CRC error), and 10-4 (all FF). The power is
shut off in the status 10 and this is determned in

the status 10-1 as the det-er4m ni ng pattern 3, that

is, the page Cis equal to the page B. At the next

start tine, the page Bis copied to the page C and the
4l iR3gend b3 B 3SR 2 RRLGBULACCOMRLI S NAIN. table
restoring processing.” I'n the statuses 10-2 to,10-4,
Bithd %ajdeteyniseds as  hermdel @hll Boner Pas t&ut brandn the
at the next start tine, the restoring operation is
Fitture®gsdar ys & germishbws tthe skbabtusibianspdttonrnof3,

t he managenent table using the restoring operation

hati g .t féenpraal C SieaningoptdeessvagBof Athethe next
managenent table in association - 42 wth the update
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e Witing operationo pag
di>ckdlslidy the page B is invalid, and the page C holds
the copy “of page A, that is, enters a status |. During
t he enaghéesft1320®,Brhkhifivel 8d Usade keeps.inpeBgkbes of

power is shut off in the status I, this is determ ned
egsstire, and the page B is valid as the management table.

In this case, the data in the page B is wvalid, and the page
A in progress of erasure is unstable and the status 10 is
specifically classified into four statuses 10-1 (valid
although unstable), 10-2 (all 0), 10-3 (CRC error), and 10-4
(all FF).

The power is shut off in the status 10 and this is
determined in the status 10-1 as the determining pattern 3,
that is, the page C is equal to the page B. At the next
start time, the page B is copied to the pagé C and the
invalid page A is erased, thereby accomplishing the
restoring processing. In the statuses 10-2 to 10-4, this is
determined as the determining pattern 1 and, at the next
start time, the restoring operation is not necessary.

Fig. 7 shows the status transition of the management
table using the restoring operation during the normal

switching processing of the management table in association




determining pattern 1 and the status does not change.
. Next, the page Bis witten, the data both in the
pages A and B is valid, and the page C holds the copy

of page A, that is, shifting to a status Il. The
power is shut off during the transition fromthe
"status | to the status Il and then this is determ ned

as the determ ning pattern 3. The restoring
processing at the next start tine returns the status
Il to the previous status H .42Next, the page Cis
erased, the data both in the pages A and B is valid,
and the page Cis invalid, that is, the status shifts

i tweahgaakél of e U@ldL Rage 1 8eEME NGRS Nehd when the
managenent table is swtched fromthe page Ato the

Bage iB. shhe-poredudihShite el tonihfgptdedgiansi tion
fromthe status Il to the status Ill and then this is
det ekt vieel Ssartt Hemgebdr rhai Nyl potd erper2ti®heof page B,
restoring processing at-the next start tine advances
thse PePSt Asis| Yalida Hextragicafuds) nvatidr ad thheg rewe C
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then this is determned as the determning pattern 3.
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advances the status V to a next status VI after

er asiewt t Hée page A 1s written, the data both in the pages
A and B is valid, and the page C holds the copy of page A,
that i1s, shifting to a status II. The power is shut off
during the transition from the status I to the status II and
then this is determined as the determining pattern 3. The
restoring processing at the next start time returns the
. status II to the previous status TI.

Next, the page C is erased, the data both in the pages

A and B is.valid, and the page C is invalid, that is, the
status shifts to a status III. The valid page serving as
the management table is switched from the page A to the page
B. The power is shut off during the transition from the
status II to the status III and then this is determined as
the determining pattern 2. The restoring processing at the
next start time advances the status III to a next status IV
after writing the page C.

" Next, the page C i1s written, the data both in the pages




Next, the page A is erased, the page Ais invalid, the
page B is valid, and the page C holds the copy of page
B, that is, the status shifts to the status VI. The
power is shut off during the transition fromthe
status Vto the status VI and then this is determ ned
as the determning pattern 1. The status does not
change. The status VI is the start point of the
witing operation of the page A. After that, the

pages A and B are inversed 4hd the above-nenti oned
status transition repeats. Fig. 8 shows a flowhart
for processing sequence of determ ning processing of
Aheva id pagedpsatdecHanagrmenho1iablge a86b$ e page B,
restoring operation. The processi ng sequence is
Exacutsedtht thetwexdhisid ted lametwbes vhe Tionwagowes dhut
of f. Hereinbel ow, four statuses are defined, including
ghutstodtfugdu@Ong nthhi tHrGRC lion dopmethe (ekeeypt Flor tal [the
00), status O1 in which the page is all 00, status 10
SHR S YhanerEReR Fhrtdriedeteerdest por the | dHDI™igHag
status 11 in which the page is.all _FF,, 44 First, the.
BT Eed of TPt PRt e (B CE AP tet br P TR e ime
éﬁﬁhuo@ﬁetﬁQ”PtgéaéGW {§ Jlﬁ%xﬂag%ét@StQICéféér erasing the
determned (in step S2). Wien the page Ai1s In the

lqat ws 00, the page Bis in the status except for the
status 00, and the page Cis in the status 00, the

st at Nsxt s et @raien@d iasetrhgedetgranpageg A pat ttevalidanthe
then the page A is used as the valid page (in

page B is valid, and the page C holds the copy of page B,
that is, the status shifts to the status VI. The power is
shut off during the transition from the status V to the
status VI and then this is determined as the determining
pattern 1. The status does not change.

The status VI is the start point of the writing
operation of the page A. After that, the pages A and B are
inversed and the above-mentioned status transition repeats.

Fig. 8 shows a flowchart for processing sequence of
determining processing of the valid page as the management
table and the restoring operation. The processing seguence
is executed at the next start timé when the power is shut
off. Hereinbelow, four statuses are defined, including a
status 00 in which CRC is correct (except for alli 00),
status 01 in which the page is all 00, status 10 in which
CRC 1s incorrect (except for all FF), and status 11 in which

the page is all FF.




step S3). Wen the page Ais in the status except for
the status 00, the page Bis in the status 00, and
the page Cis in the status 00, the status is
determined as the determining pattern 1 and then the
page B is used as the valid page (in step $4). Wen
the page Ais in the status 00, the page Bis in the
status 00, and the page Cis in the status 00, the
Status is determned as the determning pattern 3. In
this case, it is checked totksee if the page C has the
sane data as the page A (in step S5). Wen the page C
has the same data as the page A, the page Ais
sel egtedrasthdes v ist page thef phhes mnegaraite RRkenined
(in step S7). On the contrary, en the page C does
fiot shapeStihe sahe datairas ildme ofagheApatbe Apagec Bs s
selected as the valid page of the nanagenent table
qaterstiggdsgin when $Ak- page Ais in the status 00, the
page Bis in the status 00, and the page Cis in the
st at BeeRxEeptPFHT A 1451iny kBesehahas 0dl. tHhe fageud it in
et erm_ned_a e.det.ermni tter . ln this. .
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i nformati on CTC of the page Ais larger (that is,
daatresh) 1 bhe PREE ¥hd Do) actieduasdt he viad i vh1pa09a0k (in

the managenent table (in step S7). If not so, the
stagesSB)is selected as the valid page of the
managenent table (in step

When the page A is in the status except for the status
00, the page B is in the status 00, and the page C is in the
status 00, the status is determined as the determining
pattern 1 and then the page B is used as the valid page (in
step 54).

When the page A is in the status 00, the page B is in
the status 00, and the page C is in the status 00, the
status is determined as the determining pattern 3. In this
case, it is checked to see if the page C has the same data
as the page A {in step S$5). When the page C has the same
data as the page A, the page A is selected as the valid page
of the management table (in step S7). On the contrary, when
the page C does not have the same data as the page A, the
page B is selected as the valid page of the management table
(in step S8). | ;

When the page A is in the status 00, the page B is in

the status 00, and the page C is in the status except for




S8). When the page A is selected as the valid page (in
step S7), the page Ais copied to the page C, that

is, the page Ais erased and is erased (in Wen the
S8), the page is erased and is erased (in witten

(in step S9), and the invalid page B step S10). page
Bis selected as the valid page (in step B is copied
to the page C, that is, the page B witten (in step
S11), and the invalid page A step S12). In the case

of conbi nati on of pages A+oix-other than the
foregoing, it is determ ned as abnormal (in step S13)
and the entire processing routine ends. ,Fig. 9 shows
énd | uahar hof OELPr 962684 NG 3RAUSNGBH0Ls U8 &idid¥ni% ing
the statuses of the pages Ato Cin step S1 shown in
gatedd 3R rsh, this i Gagdieakrd 1@ esee i hfofhe Odn tdie page
serving as the processing target is correct (in step
Q2Paraghdet@REnothe gy @ iandc@r réot stéhesS Page WEieat trde
is - 46 tenporarily set to the status 00 (in step

Ieppst ipfepmatipp CTC of the page A is larger (that is,
latest), the page A is selected as the valid page of the
management table (in step S7). If not so, the page B is
selected as the valid page of the management table (in step
58} .

When the page A is selected as the valid page (in step
57}, the page A is copied to the page C, that is, the page A
is erased and written (in step S59), and the invalid page B
is erased (in step S10}.

When the page B is selected as the valid page (in step

' S8), the page B is copied to the page C, that is, the page B
is erased and written (in step S11), and the invalid page A
is erased (in step 812).

In the case of combination of pages A to C other than
the foregoing, it is determined as abnormal (in step S13)
and the entire processing routine ends.

Fig. 9 shows a flowchart for processing sequence for
determining the statuses of the pages A to C in step 81
shown in Fig. 8.

First, it is checked to see if CRC of the page serving
as the processing target is correct (in step S21).

When CRC of the page is correct, the page status is




is checked to see if the corresponding page is all 00
(in step S23). Wen the correspondi ng page is all 00,
the status is set to the status 01 (in step S24).

When CRC of the page is not correct (in step S21), the
page status is tenporarily set to the status 10 (in
step S25). Further, it is checked to see if the
corresponding page is all FF (in step S26). Wen the
corresponding page is all FF, the status is set to
the status 11 (in step S273.49he enbodi ment of the
invention referring to the acconpanying draw ngs has
been descri bed. However, it should be understood that
Yl Otksr CRARGES tandh8vgi{ i eatdOnsn hepegbaroul fhibger, it
made by one skilled in the art wthout departing from
idheclsqindd ter seeope the tdwerndvrenidior asgedefiaed G (in
t he appended cl ains. According to the enbodi ment of
$trRe p¥e¥ent invention, the data is erased and is
witten to the non-volatile nenmory _in the I1C card. |
HoweVEeD the presetondiventrar is Adbt 094 iheedtedus is

this. That is, the, probl em of ta corruption due to
'?%escuoné:%ﬁeg’fcgaughﬁ%- it eéaraziqlgn of power in the

er asyhenasfc Vo L0 aRer alil QB! 8oPPLlet | 44 %dcetpocs:tzﬁ‘? ; 4 e

non- cont act connunlcatlon.deV|c¢ suph as the I car
ffe AR s tHAPHFESEN} JdVeRt itk 5Saeabomd edin idtep

the erasure - 47 and witing operation, when the
G)er ndursheck is sufdlerad@dd to see if the corresponding
page is all FF (in step 526).

| When the corresponding page is all FF, the status is
set to the status 11 (in step S$27).

The embodiment of the invention referring te the
accompanying drawings has been described. However, it
should be understood that various changes and modifications
thereof could be made by one skilled in the art without
departing from the spirit or scope of the invention as
defined in the appended claims.

Accoxrding to the embodiment of the present invention,
the data is erased and is written tc the non-volatile memory
" in the IC card. However, the present invention is not
limited to this. That is, the problem of data corruption
due to the unexpected shut-off operation of power in the
erasure and writing operation is not limited to the non-
contact communication device such as the IC card. For

example, the present invention is embodied, in the erasure




to a nobile phone or another information device
i ncluding - the non-volatile nmenory for erasure and
witing operation and then a battery serving as a
mai n power supply is suddenly detached and when' a
cartridge is detached fromthe device main body
during the erasure and witing operation. The present
invention is disclosed with the enbodi ment .the
present invention is not limted to this precise
enbodi ment. The understandi iy of the essentials of the
present invention needs the consideration of the
appended clains. - 48 WHAT IS CLAIMED IS: 1. An
dritf (rTREhgNope OSESSHNGHRY ithe bakeenal rohddng A suddkaed
witing operation to a nmenory for witing data after
By asmobiflkepkohie or wWierigiar Jaifdrmetbey denprd sieslading
data area_and a page managenent table of first to
e Penpagestibe MERRKN rPr sresngensnd Wit bimmtaraTagion
t he ggta area, and determ nes the page for hal ding
a7y it§egr Faﬁ@‘éﬁ%’ﬁ( SEIFHIGIMESi Bn™PA" ARCHT T SHER W £/ t he

Lhat | t s _.qf Ld.first_t ' S
GRS petadhed At Wha B ARLEL U T iy R ee

At @eWhb {h NSo@PeIRti R e @rABHPEYah@ wWi il SpdakRion.
after erasure thereof, wherein said nenory conprises

a Mmereg efitentabn@ent06Rr i §1 disdIvRA Witst the &fbédiment
pages for managi ng

the present invention i1s not limited to this precise
embodiment. The understanding of the essentials of the

present invention needs the consideration of the appended

claims.




arrangenment information of a data area, and said

i nformati on processing device conprises: page
updati ng neans which erases and wites valid
arrangement information to one of said first and
second pages in accordance with the data update of
the data area; valid page determ ning neans whi ch
deternm nes whether or not said first and second pages
are valid; page copying nmeans which erases and wites,
to said - 49 third page, dat®& <4 n the page that is
determ ned as valid by said valid page determ ning
nmeans; and page erasi ng neans whi ch erases the page
Wit risscrdetigpnmi®ed as invalid by said valid page
determi ning neans. 3. An infornmation processing device
according to Caim 2, wherein, when one of said first
and second pages stores valid arrangenent

i nf o mat 2w niniging PYWage pupdas s hgg nieirisce dicas eengrdglling a
wites new arrangenent information to the other page
Brt2s ¥rd Ff PP sPPEFRE ¥t iRl pAGES Y nEPEspHHhsEd datie aég?é
(%pdate ggeghe data area. 4. An information processing

\ £ . .
&Vice acco?alhg to any one of clains 2 to 3, wherein

sai dfdfStn and SeerRdyPagRs:i v e dal @3kl Bhar mation

field indicating whether or not the storage contents
raheBentnar abBd 65t @G A tvakhdrinb9GERt £ 0N fdrRlfd ng
i ndi cating whether or not the data witing operation
agfranhgemant angtoem tiaf efmaheodatadatdw, drat est
i nformati on normal ly ends, and
determines the page for helding valid arrangement
~information in accordance with the combination of statuses

of said first to third pages.

2. An information processing device for controlling a
~data writing operation to a memory for writing data after
erasure thereof,

wherein said memory comprises a management-table
comprising three first to third pages for managing
arrangement information of a data area, and

said information processing device comprises:

page updating means which erases and writes wvalid
arrangement information to one of said first and second
pages in accordance with the data update of the data area:

valid page determining means which determines whether
- or not said first and second pages are valid;

page copying means which erases and writes, to said




said valid page determ ning neans determ nes which
page is valid as a managenent table by referring to
the latest- information field and the
valid-information field of said first and second
pages. 5. An information processing device according
to any - 50 one of clains 2 to 4, wherein said
i nformati on processing device further conprises:
- stage deternining neans whi ch,determnes a data
witing stage at the occurrence tinme of power
shut-off operation based on the validity and
stabi|ity of said first to third _pages, at the next
sttha'lrrtd PERE wHeha t He ‘Hlﬁ/\é%aqes CORG léf e'F%rme@djgraéséfa&fld by

eration. 6. An information

Egég nggglcge %%%ﬁ?ﬁqﬁ)W%?qﬁ aﬁﬁg 5, wherein said
i nf
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resto g nean Ich starts a restorin ration Of

28 Gl BebiNa b NEnPRORY G rs%%@ioggiﬁ.‘ﬁ b&yd r@eﬂ@nﬁn%@t hBEns.
stage .at the occurrence tinme of power shut-of

operatlon 7. An information processing device
according to Claim 6, wherein, when one of said first
and s&codd B@é@§mﬁ§l%\m@c%ﬁdr@t alﬁwécan@cgow dgfo &laim

id one of said fir t an econ ges is witten to
gaﬁﬂh?lffﬁ]rr& ﬂﬁ‘&@ 85 o s?%ﬂ;g E%F’esc‘ter I FeaRgges stores

dgig&?%e er Teu o thgfg%hgtig géfﬂi%P Salgagﬁﬁgtﬁégﬁg

rom re 0] nva one

%%%Ed RROGS 1R sAnERMHtd RBRPS! ahiE8Pmi L1 dh &/ @ed other
page,of said first and second pages in response to the data

update of the data area.

4; An information processing device according to any
-one of claims 2 to 3, wherein said first and second pages
have a latest-information field indicating whether or not
the storage céntents thereof are latest and a valid-
information field indicating whether or not the data
writing operation of the arrangement information and the
latest information normally ends, and

said valid page determining means determines which page
is valid as a management table by referring to the latest-
information field and the valid-information field of said

first and second pages.

5. An information processing device according to any




and said restoring neans determ nes that one of said
first and second pages whose copy is witten to said
third page is - 51 - valid and restores the valid
page. 8. An information processing device according to
Caim 6, wherein, when one of said first and second
pages is valid and stable and said third page is
invalid, said page copying means determ nes that the
data is interrupted at the stgage of erasing the data
to said third page, and said restoring neans

determ nes that the page determ ned as a valid page

by said valid pagi deterninin% means i s valid anpng
& Ofr sELaHE secot® pdges T r SRich edNERENGEITY

page. 9. An_.information_pr ssing. device according to
AR 4O ABYATT, o8 SOECRSTST i ni ng means

det er gt ngs HASEGh 9N nARKWRLCHN P8R Qe Saithds BSHa®Adwriting
second pages said thi'rd page 1s equal to when both

saadefl bESthanskseaatpagas arepvabidshanc Onefratdiosh
first and second pages is unstable, the data is

batedr opt ede | uaticGfterarst srttabrdg ittlye ofipdate dirsaite third
third page or just before the end of update thereof,
pagesai dtr ke ey Fhedits téasi whent bhgapelehird Page off in
the page deternmned as a valid e by said page
BEOOTRER 1 Ui St L6 BPPFREESANY second pages.

and erases the page determined as an invalid one of

said first and second pages. 10. An information

processi ng ARERGHaf P6n GO diNPd@vice according to Claim
5, wherein said information processing device further
comprises:

restoring means which starts a restoring cperation of
the data 1n the page corresponding to the data writing stage

.at the occurrence time of power shut-off operation.

7. An information processing device according to Claim
6, wherein, when one of said first and second pages is valid
and stable and a copy of a valid one of said first and
second pages is written to said third page, said stage
determining means determines that the data is interrupted at
the stage from the erasure of an invalid one of said first
and second pages to a rewriting operation to the valid page,
and

said restoring means determines that one of said first

and second pages whose copy i1is written to said third page is




- 52 data witing operation to a nenory for witing

data after erasure thereof, wherein said nenory

conpri ses a managenent table conprising three first

to third pages for managi ng arrangenent information

of a data area, and said information processing nethod

conprises:. a page updating step of erasing and witing

valid arrangenment information to one of said first

and second pages in accordance with the data update

of the data area; a valid page-deternining step of

determ ning whether or not said first and second

pages are valid; a page copying step of erasing and

- waliith mggd tessarels the rchlgageagdata in the page that is

determned as a valid page by said valid page

determ ning step; and a page erasing step of erasing

t he page that is determned as an invalid page bg )

sai d®valt W“@&@Pn?ﬁ?ﬁ%ssgt%&e"]}fe ARCPRAOPAREP dntaim
rocessing nethod accordi.ng . to .Caim 10, wherein, .

indRCERET o "AGi P 1%t M S&EBRA PAGRCO GHEE S, 4P HoLid

aﬁﬁr§BQSﬂ@n$nérgé%&“%ﬂi%@'phBesgédi s HPAalin ag%tggpying
new arrangenment information is erased and is rtten
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response to the data update of the data area. - 53
of2eréningficreraidten tor cedsischyrdepdips, aoebrding to

sald restoring means determines that the page
determined as a valid page by -said valid page determining

means is valid among said first and second pages, and

restores the valid page.

5. An information processing device according to Claim
"6, whefein said stage determining means determines based on
as which one of said first and second pages said third page
is equal to when both said first and second pages are valid
and one of said first and second pages is unstable, the data
is interrupted just after starting the update of said third
page or just before the end of update thereof, and
said'restoring means coples, to said third page, the
page determined as a valid page by said page determiping
means among said first and second pages, and erases the page

determined as an invalid one of said first and second pages,

10. An information processing method for controlling a




any one of clainms 10 to 11, wherein said first and
second pages have a latest-information field

i ndi cati ng whether or not the storage contents
thereof are latest and a valid- information field

i ndi cati ng whether or not the data witing operation
of the arrangenent information and the | atest
information normally ends, and in said valid page
determining step, it is determned which page is
valid as a managenent tablee ¥y referring to the

| atest-information field and the valid-information
field of said first and second pages. 13. An
datfeormation pprecessimgaret hedoagcoodi wgi ting alytaonétet
clainms 10 to 12, wherein said information processing
anssiyae theraef, conprises: a stage determining step of
determining a data witing stage at the occurrence
tinew%ﬁriﬁﬁwﬁa%ﬂwﬁﬁgﬁFV 6pBPat$h 2 FRE@eaRnthéable
validity and stability of said first.to third pages,
e e e e T e B P BR R eRoT ARG i n
RRAEERSN OF 1 4 RSl Vel LNG,PRELALL O d 4. AN

i nformati on processing nethod according to C aim 13,
wher iy sial fb rinf3ftQoiB bir 68 P DO T8 thddRihgei Eyst her
conprises. a restoring.step of starting a restoring
operatpaye afpdatifhg thepdaf aerasirhe gpagerdaingspabidng
to the data witing stage at the occurrence tine of
aFERBFCRERE - FrEoupdr i ¢R. on8. oAnsaid drimati epd second
processi ng met hod accordi ng to

pages 1n accordance with the data update of the data area;

a valid page determining step of determining whether or
not said first and second pages are valid;

a page copying step of erasing and writing, to said
third page, data in the page that is determined as a valid
"page by said valid page determining step; and
a page erasing step of erasing the page that is

determined as an invalid page by said valid page determining

step.

11. An information processing method according to
Claim 10, wherein, when one of said first and second pages
stores valid arrangement information, in said page updating
step, new arrangement information is érased and is written
to the other page of said first and second pages in response

to the data update of the data area.




G aim 14, wherein, when one of said first and second
pages is valid and stable and a copy of a valid one
of said first and second pages is witten to said
third page, in said stage determning step, it is
determined that the data is interrupted at the stage
fromthe erasure of an invalid page of said first and
second pages to a rewiting operation to the valid
~ page, and in said restoring step, it is determ ned
that one of said first and se€cand pages whose copy is
witten to said third page is valid and the valid one
of said first and second pages is copied. 16. An

i nformatiQn pracessjng net hod accordi to Claim1l4
wher don,  AReAPBOPRAELTY TTFSTo S JECond AEGRETHE L0

| i d id thi .nAQE : iyS i ] '
1y phEl BRSSOl (IR P S LI 4 ddbond
S isavd Rt ebkuBt edn fb e it age10f iehaskRgnghenddiar or
to said third page, and in said restoring step, it is
wet erh et @t coheepagethaedef Mited aassa wabi d paged-
by said valid pagedetermning step is valid anmong o
tafertd yigm ¢ ldedpdicphies, whatdier 35 nogstbeedataewriting
valid page. 17. An information_processi ng nethod
RGNy Ao LhE arrpRdemGRer BREPTRR ATy dadle latest

(¥¥§¥rggg&p SE%% 1it Lg det ermi ned based on as which
one” B s41d sg gng_s%tp% pages said third page is
equahh&QﬁﬁﬂPQEﬁﬂkpp%@bddgté§ﬁiﬂfgg step, 1t is determined
which page is valid as a management table by referring to

the latest-information field and the wvalid-information field

of said first and second pages.

13. An information processing method according to
.ény one of claims 10 to 12, wherein said information
processing method further comprises:

a stage determining step of determining a data writing
stage at the occurrence time of power shut-off operation
based on the validity and stability of said first to third
pages, at the next start time when the power is shut off in

progress of the data writing operation.

14. An information processing method according to
Claim 13, wherein said information processing method further
comprises:

a restoring step of starting a restoring operation of




second pages are valid and one of said first and
second pages is unstable, the data is interrupted
just after starting the update of said third page or
just before the end of update thereof, and in said
restoring step, the page determned as a valid page
by sai d page determ ning step anong said first and
second pages is copied to said third page, and the
page determined as an invalid one of said first and
second pages is erased. 18.54A-conputer-readabl e
conputer program for executing processing for
controlling a data witing operation to a nmenory for
theWdatbNgn Opies AN Afrtr@lspehasHEerd hekefatN wditing stage
conmput er system wherein said nenory conprises a
atmnagepentrréadd e iowimeri siowgrt Bhae-6f £ sdpdra ttilvinr.d
pages for managing arrangenent information of a data
area, and sai d conputer program conprises: a page

updating step of erasing and witing valid )

ar r ahgendft iNfOSFAREPBNPTOCHTRINT Medih@df prspraipy to
nd,- ages .i n accordance wi.th the data update
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are valid; a page copying step of erasing and witing,

ah@ saténdtpiddk pageridaka B bAed pagerd Malgel, Sin said
determined as a valid page by said valid page

sdeger dererngirsirgp;stapd dtpagedetasnitgedtdptother dstagis
the page that is
interrupted at the stage from the erasure of an invalid page
of said first and second pages to a rewriting operation to
the wvalid page, and

in said restoring step, it is determined that one of
said first and second pages whose copy is written to said

- third page is valid and the valid one of said first and

second pages is copied.

l6. An information processing method according to
Claim 14, wherein, when both said first and second pages are
valid and stable and said third page is invalid, in said
page copying step, it is determined that the data is
interrupted at the stage of erasing the data to said third
page, and

in saild restoring step, it is determined that the page
determined as a valid page by said valid page determining

step is valid among said first and second pages, and




determ ned as an invalid page by said valid page
determ ning step.

restores the valid page.

17. An information processing method according to
Claim 14, wherein in said stage determining step, it is
determined based on as which one of said first and second
pages said third page is equal to when both said first and
second pages are valid and one of said first and second
pages is unstable, the data is interrupted just after
-_.starting the update of said third page or just before the
end of update therecf, and

in said restoring step, the page determined as a valid
page by said page determining step among said first and
second pages is copied to said third page, and the page
determined as an invalid one of said first and second pages

is erased.

18. A computer-readable computer program for executing
processing for contreolling a data writing operation to a
memory for a writing operation after erasure therecof on a
éomputer system, wherein said memory comprises a management
table comprising three first to third pages for managing
arrangement information of a data area, and

said computer program comprises:

a page updating step of erasing and writing valid

arrangement information to one of said first and second




- 85§ -

pages in accordance with the data update of the data area;

a valid page determining step of determining whether or
not said first and second pages are valid;

a page copying step of erasing and writing, to said
third page, data in the page that is determined as a valid
rage by said valid page determining step; and

a page erasing step of erasing the page that is
‘determined as an invalid page by said wvalid page determining

step.




