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(57) Abstract: A method of authenticating a user for ac-
cess includes creating an authentication key in the form
of a user formula selected from a set of variables and op-
erations provided by the authentication system, storing
the user formula in the authentication system, utilizing a
display to present the user with an arrangement of vari-
ables generated by the authentication system including
the variables of the user formula, each assigned a value,
applying the assigned values to matching variables in the
user formula and calculating a first result, interspersing
one or more additional characters among the characters
of the first result, and conveying the first result with the
additional characters to the authentication system. The
authentication system authenticates the user if the num-
ber of additional characters conveyed with the first result
is below a predetermined threshold and the first result
matches a second result of a separate and independent
calculation of the user formula by the authentication sys-

APPLIES VALUES ASSIGNED
TO VARIABLES TO USER

USER ENTERS RESULT

tem.

FORMULA AND GENERATES
RESULT

I

345 ~
SYSTEM COMPARES RESULTS

DON'T MATCH MATCH

355
3

350
4

ACCESS IS NOT GRANTED

ACCESS IS GRANTED




characters anong the characters of the first result,
and conveying the first result with the additional
characters to the authentication system T

he
aut hent i cyyQY2G08/G51905A3i < I NI S 1IN0 00 0 O

LB I S N A

first result is below a %redeterm' ned threshol d and

"LR SFWJ%EBF@ %‘TP%% 5 C¥ecBRdPat e pnblicapp ofhelppragtigpasearch report:
G’gh(%\[’l(}h’ epe SRl ¢ulAtion of the user formula by the? A0

aut hentication s ystem (15) Information about Correction:
Published: Previous Correction:

—  with international search report see Notice of 10 July 2008




