ABSTRACT There is provided an

unaut hori zed- oper ati on-j udgnent system for judgi ng
whet her an operation received by a conputer is an
unaut hori zed operation by referencing a profile to
find a peculiar action. This system can cope with an
unaut hori zed operation due to a change of a conputer
by an authorized user and an unaut hori zed operation
by a new user whose user profile is not yet created.
When a user executes a certain operation, the
ABSTRACTONn tendency and the operation tendency executed
by the user are |learned to create a node profile and
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cal cul ating the possibility of an unauthorized
Q)rrpérl eilérnogsy%t eceated.  alWhen a user executes a certain operation, the

operation tendency and the operation tendency executed by the user are
learned to create a node profile and a user profile, which are stored in
a node—p(ofile—state table and a user-profile-state table of each user,
respec{ively. The node profile and the user profile thus created are
referenced so as to perform deviation calculation between the operation
received and the normal operation pattern, thereby judging whether the
operation is peculiar and calculating the possibility of an unauthorized
operation as a score value. ”
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