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I ON Secure System And Met hod For SAN Managenent In
wa@\200a0577pRIst ed Server Environment Background pET/ERB03/050895
invention 1. Field of the Invention The present
invention generally relates to storage area networKks.
Particularly, the present invention relates to a
nmet hod and a system for operating a storage area
network in a server environnment in which nultiple
servers share one Fibre Channel adapter. 2.
Description of the Related Art Fibre channel is a high
speed, full-duplex, serial communications technol ogy
used to interconnect 1 Aput/output (1/0 devices and
host systens that can be separated by tens of
kilonmeters. It incorporates the best features of
traditional |PO%i ht%erfacest 4 Pk® throughput and
reliability found in SCSI and PCl, with the best
features of networking interfaces, |ike connectivity
and Sealablldon eundog, Baewagtyandlgken R ng. 1t
provi des a fransport mechanismifor the delivery of
exi st i ngnchrifrandsustatd Sprosd degiaenmedychi t ect ure t hat
achi eves high performance by allowng a significant
anognt of p&ocessing to be perforned in hardware. It

Back P8gacy protocols and drivers |ike
SCSI and |IP, enabling it to be introduced easily into
exi.stin infrastructures. Fibre channel transfers

- Figd rﬁ%&ﬁgnlﬁg?aﬁgﬁ the sources and the users of the

The pideskot natveoniolhjeieiraf by natleoes dan sknchal @ r'v®
netwoé%%q4é£¥¥€%%§a5$§7 %%%Oggéégg98?§vention relates to a
method and a system for operating a storage area network in a
server environment in which multiple servers share one Fibre

Channel adapter.

2. Description of the Related Art

Fibre channel is a high speed, full-duplex, serial
communications technology used to interconnect input/output
(I/0) devices and host systems that can be separated by tens
of kilometers. It incorporates the best features of
traditional I/0 interfaces, like throughput and reliability
found in SCSI and PCI, with the best features of networking
interfaces, like connectivity and scalability found in
Ethernet and Token Ring. It provides a transport mechanism for
the delivery of existing commands, and provides an
architecture that achieves high performance by allowing a
significant amount of processing to be performed in hardware.
It can operate with legacy protocols and drivers like SCSI and
IP, enabling it to be introduced easily into existing

infrastructures.

Fibre channel transfers information between the sources and

the users of the information. This information can include



2 conmmands, controls, files, graphics, video and
sound. Fi bre channel connections are established
whedtwes 199 bre channel ports residing in |/ O PEVER®S3/050895
host systens, and the network interconnecting them
The network consists of elenents |like swtches, hubs,
bri dges and repeaters that are used to interconnect
the Fibre Channel ports. There are three Fi bre Channe
topol ogi es defined in the Fibre Channel architecture.
These are Point-to-Point, Switched Fabric and
Arbitrated Loop. Fibre channel switches (or swtched
fabrics) also include functions commonly call ed
Zoni ng. These functiong allow the user to partition
the swtch ports into port groups. The ports wthin a
comman@grtcéHH%U@s ofli%@negréﬁﬂlcgnl0&6@5”3H@|éﬁﬂda Wridkeot her

orts In the sane ort up (zone sin zoni n
channetlhéowe@tlﬁ%n%%ésg %%@t?n gﬁﬂbro% &8%%can beg

ports Qﬁgpcliﬁ’tgellyi I,S@pwvategi fHoem thateref any wwicheetwgrdup,

t hus preventing.the SIbI|Jty of i nte ference
inter qpRpGE gﬁg e%rokﬁéne?ﬁ i:cgn% 5 ?gfgg%é - o{ "sof t
switchzeni mgss, Phedywy aihbi sesafters zZdrtngraordes! its that t he

inter c i.gns e according to the node's
t (ééﬁFd§§%§eE ﬂ§q$é€%%h3¥éﬁﬁe Wrl d vae Port Name

(WAPN) or the Wrld Wde Node Name (WWN). The nane

There %%V@r(ré‘eaﬁwfgscﬂa%éliM@l@@lés&)mefmwmd sna faget i on
edded within the switch. The m?enev r @ port

Channe&oﬁfﬁﬁf&ﬁtce&tt%e ST et AiES r?a?ﬁ&ts%?\?éﬁ o T80t to

FabrioMahehanodestéd icpal | owed to connect, the nane server
will respond only with the nodes that are within that
port's zone. Since the standard Fi bre Channel device

Fibre thhavees siotchasruimincarét cheidt RaltHeespnapessemeerden this

functfgignQSmmJJlbscgyiga %Eaéﬁ%“ RYeks radedyad ea1hior Amst
situations. However, it is possible that a
user to partition the switch ports into port groups. The ports

within a port group, or zone, can only communicate with other
ports in the same port group (zone). By using zoning, the I/0
from one group of hosts and devices can be completely
separated from that of any other group, thus preventing the

possibility of any interference between the groups.

This is also referred to as "soft zoning". The way this soft
zoning works 1s that the user assigns nodes to a zone
according to the node’s World Wide Name — either the World
Wide Port Name (WWPN) or the World Wide Node Name (WWNN). The
name server captures this information, which is a function
embedded within the switch. Then, whenever a port communicates
with the name server to find out to which nodes it is allowed
to connect, the name server will respond only with the nodes

that are within that port’s zone.

Since the standard Fibre Channel device drivers do communicate
with the name server in this manner, this type of zoning is

adequate for most situations. However, it is possible that a
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coul d be designed that would attenpt to access nodes
woodo4iosr7pg s | i st of all owed connections. |f thPGI/EP2003/050895
occurred, the switch would neither prevent nor detect
the violation. In order to prevent this case,
swtches also optionally inplenent a nechanismcalled
"hard zoning" in addition to soft zoning, where the
switch network deci des based solely on source and
destination address of each frame if this franme is
al lowed to be transported. Fi ber channel Storage Area
Net wor ks (SANs) are networks that connect storage
devices to host servéers. They are built upon the
Fi bre Channel technol ogy as a networking

devicd REEASE el dng degméﬁe&“ﬂhﬁgrﬁ%ﬁldabeﬁeﬁﬁﬂwﬁofé&ﬁﬁss
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vlolaﬁ:Centrallzed (sinplified) managenent in addition to
any-to-any connectivity between host servers and the
storage. Fibre channel SANs have the potential to

In or(%' oW g&%enw{ﬂcgggsctgmcgés open systemsiand storage

non- z erles) he sanme network as zSeries

lmplewét e e g iaT grdgded "hﬁﬁds zpgigp'sdpppedifdcause e
zoninddl QLOEO! S f ki ot heoperk RlhashnertqassiaSebhes

attachnent are bejn ed to_the F | ayer of t he
sourceiagflgd ﬁﬁﬁﬁ%?o%ﬁﬁﬁr{%%it%@acﬁfﬁ"ﬁr ég:(ffd}"alﬁ ¥
allmmﬂiEacbaeﬁk&spbiﬂ&ﬁ.have an affinity to the host's

Fi bre Channel adapter (via the adapter's World Wde

Uni que Identifier, a.k.a. the Wrld Wde Port Nane),
Fiber ghg@epehdémragé RWﬁacHeEﬁ§¥Kﬂ BRAEN erpr i sferoSker By
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the Fibre Channel technology as a networking infrastructure.

What differentiates SANs from previous interconnection schemes
is the basic concept that all (or mostly all) of the storage
can be consclidated in one large “storage area” that allows
centralized (simplified) management in addition to any-to-any

connectivity between host servers and the storage.

FTibre channel SANs have the potential to allow the
interconnection of open systems and storage (i.e., non-
zSeries) in the same network as zSeries systems and storage.
This is possible because the protocols for both open
attachment and zSeries attachment are being mapped to the FC-4

layer of the Fibre Channel architecture.

In Fibre Channel attachments, LUNs have an affinity to the
host’s Fibre Channel adapter (via the adapter’s World Wide
Unique Identifier, a.k.a. the World Wide Port Name),
independent of which ESS (IBM Enterprise Storage Server) Fibre
Channel port the host is attached to. Therefore, in a switched

fabric configuration where a single Fibre Channel host can



fabric configuration where a single Fibre Channel host
can WD 2004/ 057798 PCT/ EP2003/ 050895 - 4 have access
wao o00a5179%l e Fi bre Channel ports on the ESS, tPEI/EBBDI050895
of LUNs, which may be accessed by the Fi bre Channel
host, are the sanme on each of the ESS ports. One
result of this inplenmentation is that with Fibre
Channel, unlike in SCSI, hosts that are attached to
ESS via a fabric to the sanme Fibre Channel port may
not be'able to "see" the sane LUNs, since the LUN
maski ng can be different for each Fibre Channel host.
In other words, each ESS can define which host has
access to which LUN, Adother method is to create zones
in the swtch such that each Fibre Channel port from

have a%%gs é%uﬂ%;&@%ﬁ@é n@rgantngl aﬁcgl_accsh ohothé)@’.%SF' Q{ee

annel port on the ESS, thereby allow ng the host to
sets ofedUlNhe WOURE W% benacpatIrdoRy yRDELRFF S ehe B e
are tiehanpelospreehfdcaniopsarsbown in the follow ng
standards: Fi bre Channel Physical and Signaling
Interface (FC-PH), ANSI X3.230-1994; Fibre Channel
One re?seﬂendf wtaReL Al ornPhysicdls EhderfiabeF {IEG PHa2)sl ANSI

nli 997: . FI brea a Ic [ n t ical
ona SR se Ypce s SO IS oot easph i
the ssmdFEbm e:h@haﬁheﬁorAr biY rattede oo LOFCSTRY) FhANSne

LUNs, één%ZZtﬂQ%%N Funther cLelsyvantsstandapdse ane ribke FS,
. Further information concerni n% the Fjbre

Channgh @bt 175 O8PSEIwEEd: PITRESFPY € SEhARNET “Eohsth t ant

has accsCopprghensive | ntroduction (Robert W Kenbel,
199B) and The Fi bre Channel Consultant - Arbitrated
Loop (Robert W Kenbel, 1996). EP 1 115 225 A2, by

Anoth@narnt‘eythSﬂaJl’ﬂ ¢y Beratet oets aln thassiigisbdsteeh that each

Fibre taenhgﬁtﬂa %alfrglysé&%sﬁog@clry %‘Sﬁs%ﬁ%a{é oan:'ta‘é‘ﬁmk
one Fibre Channel port on the ESS, thereby allowing the host
to see the LUNs via one path only.

Details of the Fibre Channel specification are shown in the
following standards: Fibre Channel Physical and Signaling
Interface (FC-PH), ANSI X3.230-1994; Fibre Channel Second
Generation Physical Interface (FC-PH-2), ANSI X3.297-1997;
Fibre Channel Third Generation Physical Interface (FC-PH-3),
ANST X3.303-199X, Revision 9.4 and Fibre Channel Arbitrated
Loop (FC-AL), ANSI X3.272-1996. Further relevant standards are
FC-FS, FC-GS-3.

Further information concerning the Fibre Channel is disclosed
in The Fibre Channel Consultant — A Comprehensive Introduction
(Robert W. Kembel, 1998) and The Fibre Channel Consultant -
Arbitrated Loop (Robert W. Kembel, 1986).

EP 1 115 225 A2, by Barry Stanley Barnett et al., assigned to
International Business Machines Corporation, Armonk, NY, US,

filed Dec. 22, 2000, published July 11, 2001, "Method and



filed Dec. 22, 2000, published July 11, 2001, "Method
and WD 2004/ 057798 PCT/ EP2003/ 050895 5 system for
wepa40577e8d probl em determ nation and fault i BOI/EP10031050895
for storage area networks" discloses a nethod and
system for problemdeterm nation and fault isolation
in a storage area network (SAN). A conpl ex
configuration of rmulti- vendor host systens, FC
switches, and storage peripherals are connected in a
SAN via a comuni cations architecture (CA). A
comruni cations architecture elenent (CAE) is a
net wor k- connect ed devi ce that has successfully
registered with a comfAuni cations architecture manager
(CAM on a host conputer via a network service

systempnf8§ %—to_—a&% tpl}%b%M &&%&ﬁiﬁ@c%ﬁogﬁc?mauqet erm nation
(PD) functionality for the SAN and maintains a SAN PD
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levi Ces™ al ong t he “Sane net wor connection path to
commurgepef gt sgchorsrtuls ekrmaCAM(FRReiived ®RYOFkpackets or
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each error is analyzed by tenporally and spatially
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map and the SPDIT are used to create a SAN diagnostic table
(SDT) . A failing component in a particular device may generate
errors that cause devices along the same network connection
path to generate errors. As the CAM receives error packets or
error messages, the errors are stored in the SDT, and each
error is analyzed by temporally and spatially comparing the
error with other errors in the SDT. If a CAE is determined to
be a candidate for generating the error, then the CAE is

reported for replacement if possible.

US 2001/0054093 Al, by Sawao Iwatani, Kawasaki, Japan, filed
Feb. 9, 2001, published Dec. 20, 2001, "Storage area network
management system, method, and computer—readable medium"
discloses an integrated management mechanism of a storage area
network (SAN) integrating and managing a traditionally
dispersed security system from a single source and automates
security management in the SAN. The integrated management
mechanism integrates and manages the SAN, and is configured so

that access relationships of the host computers and the



network (SAN) integrating and managing a traditionally
di spersed security systemfroma single source and
W@uioe/st7es security managenment in the SAN. ThBCT/EP2003/050895

i ntegrated managenent nechani smintegrates and

manages the SAN, and is configured so that access

rel ati onshi ps of the host conputers and the WO

2004/ 057798 PCT/ EP2003/ 050895 6 storage devi ces of

the SAN are managed using the integrated nmanagenent

mechani sm An access path on the integrated

managenent mechani sm including a region of the

storage devices to which access is attenpted fromthe

host computer, the fiber channel adapters used when

accessing that storage, and the host bus adapters
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prese invention is provi de a nmethod and a

accesssygtlemrfwrm@’pmraﬂonélw%r *alg% Jaxtééra‘h%% WOPRIFTEOA
mecharﬁ%&vggtﬂ\igfic@g %be ctﬂvé/\ﬁytebacﬁﬁjlsteltﬂhﬁg§erz‘éﬁﬁng share

one bre Channel adapter, having an |n'proved security
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the stdesgei edden the sub clai rrB and are taught in the
foll owi ng description.

Object of the Invention

Starting from this, the object of the present invention is to
provide a method and a system for operating a storage area
network in a server environment, in which multiple server
share one Fibre Channel adapter, having an improved security

mechanism.

Brief Summary of the Invention

The foregoing object is achieved by a method and a system as
laid out in the independent claims. Further advantageous
embodiments of the present invention are described in the sub

claims and are taught in the following description.

According to the present invention a method and a system is
provided for operating a storage area network (SAN) in a

server environment in which multiple servers share one Fibre
Channel adapter. A SAN Management Server manages regions in

storage systems and security and/or detecting errors and



According to the present invention a method and a
systemis provided for operating a storage area
WoeiMosRIE SAN) in a server environnment in whiREIT/EP2003/050895
mul ti ple servers share one Fibre Channel adapter. A
SAN Managenent Server nanages regions in storage
systens and security and/or detecting errors and WO
2004/ 057798 PCT/ EP2003/ 050895 7 configuring the SAN,
a Fi ber Channel Network provides a connection to
storage devices, and a plurality of Operating System
I mages run in said server environnent. Furthernore, a
trusted SAN Managenment Client Unit is connected to
said SAN Managenent “Sérver and a Fi ber Channel
adapter, whereby the trusted SAN Managenent O i ent
conflg&njl_&rﬁqefx l\gm' quE B %h'a§§éiﬁ Ne%mq%vuae&ad Fi ber

I n place of each sai d oper ating
connecByet dm P*‘n@gw dPVil%?%Jr eper? é&uéﬁ‘bbw fEnPPOT=THE

SystemPERSRAL rhAVENLOA, séﬁ;%rs&ﬁxyﬂonmeﬂt/l rRE)ﬁI‘ﬂTElI"m@miﬂ edes
virtual servers and/or_parfiti onedteds%o ers

trustepy % MaBRGE e CSARM VIRAG et OP88F VET s 2ohfigured to
Manageﬁléﬁﬁ iagukshara fi FSIbezselhaﬁﬁeleHm&hdsr amgrabsedond set

trusteé I\?Wg%méx}t}q‘aﬁ qé @ Ié rc?b‘ﬁf%&&ré:g t%OEfQB[HjS are

rocesse i ent together with said SAN, and
commanﬂ/aerrekSﬁlQaFdere@bﬁdnelsé‘lettwr}tGr‘i‘rrﬁh?i%e Afeprofssed by

said o?% (@ WsEbout access to said SAN. Favorably,
er nneI adapter (FC adapter) is configured

to authenticate said trusted SAN Managenent Cient
In a pg@kérre%ﬁ\éﬁﬂ&@jg&@ddsbf tHdherEéemdaptventiand she ds<SANCmay

be adapted to Estﬁ%l ct the ac L3S of ttq%nggtrust ed CS

enVlroPﬁ’ﬁ@*es”’tC&uflﬁ% AP Rl SS et esSAry 'sBt 6f commands.

server@l.ternatively, the FC adapter and a virtualization
| ayer of the virtual server may be adapted to

Preferably, the SAN Management Server is configured to
distinguish a first set of commands and a second set of
commands, whereby the first set of commands are processed by
the SM Client together with said SAN, and whereby said second
set of commands are processed by said 0SS Images without access
to said SAN. Favorably, the Fiber Channel adapter (FC adapter)
is configured to authenticate said trusted SAN Management

Client Unit.

Advantageously, the FC adapter and said SAN may be adapted to
restrict the access of the untrusted OS Images to the minimal
necessary set of commands. Alternatively, the FC adapter and a
virtualization layer of the virtual server may be adapted to
restrict the access of the untrusted 0S5 Images to the minimal

necessary set of commands.

Tn another embodiment of the present invention, only one SM
Client is provided in order to keep the server load small.
Optionally, one or more backup SM Clients are provided to

provide redundancy.



restrict the access of the untrusted OS Images to the
m ni mal necessary set of commands. | n anot her

weredsitesmit of the present invention, only oneP@&VEP2003/050895

Client is provided in order to keep the server |oad
small. Optionally, one or nore backup SMCients are
provided to provide redundancy. WO 2004/ 057798
PCT/ EP2003/ 050895 8 Advantageously, only the SM
Client is registered for receiving nessages fromthe
SAN and the SMOient is configured to forward said
nmessages only to said SM Server. Optionally, the FC
Adapter is configured to forward all nessages for
whi ch a registratioﬁ'?s"not necessary solely to the
SMdient and not to the untrusted OS Inmages. In a
di fferent enbodi nent of the present invention the
server. is equipped wth tw cl asses of_ agents, .
RdvantRERENSAY { ABLONITE Plnt S 8 RO &° b d8es T SETVAPY( RA
messagl€l ¥&dn) thBr eheraalal yhe tdhe cseemeris csneiguirgpetdo Wi t h
repository for keeping. authgrd Lon t
forwards B9t .mesgtaﬁees F@&?L LOY Ay bo éezr%te}ty,oon oslaé-ﬁ%r é:l\k}le

accessi ng erver. Preferab
FC Ada@kkents andfiferdCtadaptverdaskl meertveuried vbigatther

registAAE LML 0B used for, hidilh DG & he.cUSR Of;ienkesunees by
each untrusted OS | nage. Advant ageously, the SM

to therpahEWdre P8 HPHSted to comunicate with a Firewal l
control application, in order to set the access
rights. In a further enbodi nent .of the present

In a qlﬁggFﬁqﬁaﬁmPﬂg§@§ﬂtCPFe © 31§5%§éﬁﬁgﬁn T hEt TN 4s a
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orns t erver. Furthernore, the present
is eqiippedtvici mayoddnypfenemerdnasudhongt Ho@rf gpta for
accesOREr Btd MG 8.5t0Fage area network (SAN) in a server

Preferably, only the SM Client and the FC adapter are
configured to gather information used for billing the use of
resources by each untrusted 0S Image. Advantageously, the SM
Framework is adapted to communicate with a Firewall control

application, in order to set the access rights.

Tn a further embodiment of the present invention the SM Client
is adapted to function as a router for the requests from the
SM server to the RA server. Preferably, an existing

telnet/sshd server forms the RA Server.

Furthermore, the present invention may be implemented as a
method for operating a storage area network (SAN) in a server
environment in which multiple operating system images share
one Fibre Channel adapter, in which the SAN is managed by a
SAN Management software with at least a SAN Management server
and at least a SAN Management client with a communication path
to said Pibre Channel Adapter. The requests issued by the SAN

Management server are separated into at least two groups,



environnent in which nultiple operating systemi nmages
share one Fibre Channel adapter, in which the SAN is
worwageriody a SAN Managenent software with atPCEEB1003H050895
SAN Managenent server and at |east a SAN Managenent
client wwth a conmuni cation path to said Fibre
Channel Adapter. The requests issued by the SAN
Managenent server are separated into at |east two
groups, WO 2004/ 057798 PCT/ EP2003/ 050895 9 nanely, a
first group is processed by the Fibre Channel adapter
and the SAN on behalf of the SMclient in place of
ot her operating systens which share the sanme adapter,
corresponding to a trusted path, and a second group is
processed by the other operating systens w thout the

namely1€80e Ot %@Bg Ofs g%%@éé’@ed‘ %QU@'@ %'ﬂage Odfhafr{n@lln the FC
adater and ?1 In a preferred enbadi ment of the

adapteﬁgetaﬁgd“%ﬁ ISAPTn%rL?‘?é]laIlSnOf &oht 3 idd-SPh Hh§815‘108| ted
other IBpS$agRsy GoBeEmd athich $MA-<SAN: antheFEdamitapt er are

routed to the S ythe Nrmna enent
corresc‘iongﬁ?g kit ng ﬁxf;\/ataﬁg é Png T g‘quests are
procedssedby othemodhézy <t;iwatnm<e\mdstem@mt@matlvle tnked to
send ﬁ%‘d@i&@tﬁe&ﬂe@é RJf pomihe . pAMinagereninq ehient to

e adapter s operated so that it cannot be nodified
SAN. or eavesdropped by another operating systeminage. In
a further preferred enbodi ment aI | information
rel evant for billing individ oper. ati system

In a pupdGasehrErganBett &4 Fie tehae oaa]plt ePTAHFEPE 1 out ed
contaidﬁaoughuﬁévilsﬂbbd(mdshegéﬂM§eNhﬂé@ﬁﬂ'1nb¥héfﬁ£NSAhﬂcﬂq ent
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pr6Vi des” &t Aior T'zat i on 20 t to
clienex@caferadqueshs Hﬁﬁoﬁfémwdﬁpgsltemup. arQysedntd |y,
modi foOVSEEYEL,ARd SM client provide authorization data

Optionally, the communication path from the SAN Management
client to the adapter is operated so that it cannot be
modified or eavesdropped by another operating system image. In
a further preferred embodiment all information relevant for
billing individual operating system images are generated in
the adapter and are routed through the SAN to the SAN Manager
by the SAN client on the trusted path.

Advantageously, the SM server provides authorization data to
the SM client to execute requests from said first group.
Optionally, SM server and SM client provide authorization data
to the other 0S images to execute requests from said second
group. Preferably, the 0OS images are operated so that they are

only enabled to execute a limited command set in the SAN.

A large number of operating systems (>256, 4000 virtual
servers are likely in 2004) have to participate in a SAN with
shared FC adapters. Adapters are shared in this type of

scenario because of cost reasons and manageability reasons. A



to the other OS inages to execute requests fromsaid
second group. Preferably, the OS i nages are operated
W@ eootlst79¢ hey are only enabl ed to execute a | POT/ERIH03/050895
conmand set in the SAN. A | arge nunber of operating
systenms (>256, 4000 virtual servers are likely in
2004) have to participate in a SANwth shared FC
adapters. Adapters are shared in this type of
scenari o because of cost reasons and manageability
reasons. A WD 2004/057798 PCT/ EP2003/ 050895 - 10
server wwth 256 FC adapters needs for exanple 256
cables from the adapters to the switch and 256 ports
in the switch netwrki?m a server hosti ng
envi ronnent each OS i mage needs private data, which

servemyuﬁ]ojS Pec sed Lbé’ed%t her BB Iess (holles exanpl e
he server configuratiaon) and shared reag g/rlte dat a,
n

the adtaBFeJéiér‘PpltBea P Yat’SoBEE" S HAr 60° rB¥E: ly data,

networdkQr exanple, a preinstalled operating systeminage
(/usr in a unix systen) for LUNs shared by OS i mnages
by the sane adapter it is not possible to guarantee a
In a seonpheteitynscsivigonperaracbepdvingge (fots exangie

Lt LV, , ue r¢bes as
data &V%?L?ne bsggiﬁhfzawgg%ﬁ%}ﬂhwg%t%d g%%]%atl Eg system

examplierrﬁb%"sei‘—’é’eé\/\ﬁ%‘ﬂfwfétl‘b‘@t enti WA Pldangersuscettity,

for edsb1EXANEE el WoatGOARAN: RS W Be a L @Rt @1, t Boeach ot her
or a hacker. Oaned neans the entit Ehat act uallyg< has

examp ey of RROESEEhheY CRATAFTE SETETY PIPdee (01T A8 @
systenQpﬂfbﬁt]LUlg; syst@muynmageindielsudy ngeakbnSMdibtent 8¢ 65

Software. The d wher. .S -and
not possﬁﬁg Fy~"ha rar eplogglg?s own Hﬁgﬁ}‘%bg%ﬁ%é?ds

(for etzhae\phac#ﬁsmve)m@reaﬁ@ dI@ACPt hiesdliTite Aaehire ToWRRrRAS(| T

deflngﬁﬂ9r§M/ASP/|SP) has full control about all
har dwar e, mappi ngs and policies in the SAN

Each "untrusted operating system image" is owned by a
potentially dangerous entity, for example two companies who

- compete with each other or a hacker. Owned means the entity
that actually has root access and can alter every piece of the
operating system image including all SM clients or other
software. The OS image owner has no access and cannot modify
hardware on its own behalf but needs the machine owner to do
this. The machine owner (IT department/ASP/ISP) has full
control about all hardware, mappings and policies in the SAN.
The machine owner assigns resources in the SAN (most probably
LUNs in a disk controller) to the operating system images.
The machine owner needs a tool to perform Error Detection and
Fault Isolation in the SAN to prevent downtime of operating
system images. The machine owner might want to split its
hardware into multiple entities and subnets, which can be
managed independently from other subnets (group multiple
servers or LPARs) A shared adapter does not span subnets, but

may span LPARs.



The machi ne owner assigns resources in the SAN (nost
probably LUNs in a disk controller) to the operating
wayBnesIsages. The machi ne owner needs a t ool PE€DEP2003/050895
performError Detection and Fault Isolation in the
SAN to prevent downtime of operating systeminmages.
The machi ne owner mght want to split its hardware
into nultiple entities and subnets, which can be
managed i ndependently from other subnets (group
mul tiple servers or LPARs) A shared adapter does not
span subnets, but may span LPARs. WO 2004/ 057798
PCT/ EP2003/ 050895 - 11 Each OS image is either run
on a individual serverl{blade server) or as a virtual
server. Virtual Server environnents can be created by

Bach OS5 oEm%@q@l £: 4RAR z5erd es i fhf yuaie, sther z25e54es VM
operating systemor VMmvare on Intel based servers).

serverTh er predelit Bt4adn S6FVEANVEEE B SESVER T TSARE Nehager

can beU§%éatédTB9rf@£%x§H§Mé OLPkAa—as)éheLdsnfsqu& waye t hat t he
machi ne owner n_nov at:1 Erom virtual

2Sori Qg Y GRS CRl PGP URFS W LGSt GRFE G D -
conpletely different kind of view present ed by t he SM

The prsé%re}lltea l%%ecr)f tl\])e/rr% ?Src -Eh?fxa'&?ee%%l\foﬁlal%c\et} @ef mage can

restricte x firewall 'n the FCadapter or an
mterf@tcheashcemdi by daglsi R de¥s anBRY beladnghe e FheS (B STage

can mo(v%t Q%é’mrﬁlgg@ HSE a%l&JaQOEeMGQ% 5'19{1;5§cwmoséla;%r
onpl ete control over I.mage has, the abi |l |etdy to

mthoue. PEHMASHE F?‘)‘PleFﬁéYF‘é‘}ftf&rS@SIk%ﬁif NG S*h PESERT

by thelBbr ustwed GS-inagercase be configured by a FC device
dri ver mappi ng and configuration interface MAP__IF.
For exanple the MAP_IF on certain versions of Fiber

The adchannef wwrhzSeriregei sai i eretiedebyba 4 ifdggrvapediofic

the F&%ggb%! ation IBlhod.caly ednprotids! fosyshemyto set
the 0S image (otherw1se a user with root access rights who has
complete control over the 0OS image has the ability to

circumvent it).

The FC to SCSI mapping in each untrusted OS image can be
configured by a FC device driver mapping and configuration
interface MAP_IF. For example the MAP_IF on certain versions
of Fiber Channel on zSeries is implemented by a Linux specific
configuration method called proc-file-system to set and query
said mapping. The SM server should not rely on correct data
reported by a MAP_IF (access enforcement is done by firewall,
so either the 0S cooperates or won't see any data at all).
Measurements for billing cannot be done in the untrusted 0S
images (because the root user is free to modify the data).
Therefore the adapter or other entities have to provide the

required measurement data.

Other embodiments may provide multiple WWPNs although the
number of WWPNs might be lower than the number of supported O3

images per adapter.



sai d mappi ng. The SM server should not rely on correct
data reported by a MAP-1F (access enforcenent is done
whoohiosEeeml |, so either the OS cooperates or MONEP2088€50895
any data at all). Measurenents for billing cannot be
done in the untrusted OS inages (because the root
user is free to nodify the data). Therefore the
adapter or other entities have to provide the
requi red neasurenent data. O her enbodi nents may
provide multiple WAPNs al t hough the nunber of WAPNs
m ght be | ower than the nunber of supported OS i nages
per adapter. WO 2004/057798 PCT/ EP2003/ 050895 - 12
Bri ef Description of tife~Several Views of the Draw ngs
The above, as well as additional objectives, features
and advantages of the present invention, will be
apparent in the foll ovm ng deta| I ed vvrl tten
- 16 ¥ 683 S Fyention are
set forth in t he appended cI ai rrs The |nvent| on
itself yever,,  as. wel ref rre >, of use,
The abf"d?thaeﬁ'wsgj et AT LA a% attlaeé'é telr(%of WI Il best
advantbeemmj%ltﬁbomdést@yltr en‘lmn@e, twltlheef@rmad\ﬁﬂhgln déai | ed
followqgaccﬁetg Ilgg v%.rlt%@n éé%&%gié)lye enbOdI rrent V\hen read
in“conjunction wth t acconpanyi ng draw ngs,
wherein: Fig. 1 shows a block diagramillustrating a
The noﬁzbtsfeat%@‘egdémme ofventayst £/ aceoEgidlg ihockdie present
invention; Fig shows a PI ock diagrami Lgust rating
appendgdgabayfs - E%dd’rvﬁﬁﬁto%flttsﬁe t}"étwgﬁtea’cca(fr dfng 3% % he
preferfpe@Sedtde ofivesd,i Gurthéd hbjdcshows andl|l givachagds

thereolfI l USf]k%t I nget hlerldg?g@gdd Orrepen.t%.rnégl %it?ﬁs%){%ngr ea

Brief

nét Wo Ra Server envi ronment in
detailgdr yessrighare dnenFiblestChahne|emddprett wAeRortfichg to

in contjnﬁcp{cﬁ’xs%rjlt:hit{hveeratcl:%anying drawings, wherein:

Fig. 1 shows a block diagram illustrating a first

embodiment of a system according to the present invention;

Fig. 2 shows a block diagram illustrating a second

embodiment of the system according to the present invention;

Fig. 3 shows a flow chart illustrating the method for
operating a storage area network in a server environment in
which multiple servers share one Fibre Channel adapter

according to the present invention;

Fig. 4 shows a flow chart illustrating simplified signals
and flow for the aforementioned type of fabric related HBA_API

commands;

Fig. 5 shows a flow chart illustrating simplified signals
and a flow for the aforementioned type of FCP to SCSI mapping
HB2A_API commands; and



Fig. 4 shows a flow chart illustrating sinplified
signals and flow for the aforenenti oned type of

wo adwnios77eel at ed HBA APl commands; Fig. 5 showsCHEP100%050895
chart illustrating sinplified signals and a flow for
t he aforenentioned type of FCP to SCSI mapping HBA
APl commands; and WD 2004/ 057798 PCT/ EP2003/ 050895 -
13 Fig. 6 shows a flow chart illustrating sinplified
signals and a flow for the aforenentioned type of HBA
APl conmmands to handle ELS requests initiated by the
SAN. Detail ed Description of the Invention Wth
reference to Fig. 1, there is depicted a bl ock di agram
illustrating a first-ekbodi nent of a system 100
according to the present invention. The system 100

Fig. 6corrp£ﬂlo%%s arryicswl rahlgrtcgrm%%uﬁygsts@mﬁhlﬂ%d 405, anrd 106,
el n apted to access N 110 vi a one conmon

and a FfllBWef%gﬁﬁeiF oaifg*ﬁf%wqefztﬁa%.#g WI £OrMpr "W de
handlePert Nafkts Forittibecsale tak sharity only three
conputer systens are depicted. It is acknow edged t hat
the nunber of conputer systenms nmay be in the hundreds
Detaileyd Bwetriipniod hef ttheusewmg.ioklavi ng such a hi gh nunber
of conputer systens, nore than one Fi bre Channe
adapter may be present in the system however, even
With jeferpiee ¢asBia- pl-ukhPTe yisoflepbrinst er blagks tepsrdbul d

1llu$§£@£§ggp%lggg &ﬁﬁ@&ﬁ&%;Eﬁb%es§hﬁﬁﬂ@boaﬂﬂﬁh@ﬂngA& a
gat eway between each of the coq&a}er 104, 105
the prgsgnt 1GWFhEE he i BY 8- ChafRef o RIapter “§L rr?%wau 114,

computkkb sasebnkl 604 ) S1qEr avib dews, bﬂ%$m1dgveﬁzyptefcbltoem@1£rsisng

t.hat each of the er s to
a SANé@@egéaﬁgfnf??mﬁlpor??gﬁgmne (%g§§ hﬁ§€6% $H§Q%&%
1 (wortlicr gwnae |Epri1¥amed)l5 Fandtllél@ahayoifoe:larrm*gxegmécWeblhx% t he
compuéérb%9s§gy%nggg &EBH@E%E.(HE Q%téétﬁgkﬂéegé&-tﬂgﬂ the

number of computer systems may be in the hundreds or even in

the thousands. Having such a high number of computer systems,
more than one Fibre Channel adapter may be present in the
system, however, even in this case a plurality of computer

systems would share one and the same Fibre Channel adapter.

As a gateway between each of the computer systems 104, 105 and
106 and the Fibre Channel adapter a firewall 114, 115 and 116
is provided, respectively, for ensuring that each of the
computer systems is only enabled to access permitted portions
of the SAN 110. The firewalls 114, 115 and 116 may be
integrated in the Fibre Channel adapter or attached to it. On
the other hand, all computer systems 104, 105 and 106 are

connected to a network 120, such as an Ethernet network.

Furthermore, the system 100 comprises two more computer
systems 122 and 123 being connected to the network 120,
hosting a SAN Management Server 130 (SM Server) running on an
operating system (0S) 131 and a SAN Management Client 132 (SM

Client), respectively. The SM Server 130 runs the server



the other hand, all conputer systens 104, 105 and 106

are connected to a network 120, such as an Ethernet
WoetmMosks Furthernore, the system 100 conpri SBET/ERIN03/050895

nore conputer systens 122 and 123 bei ng connected to

the network 120, hosting a SAN Managenent Server 130

(SM Server) running on an operating system (0S) 131

and a SAN Managenent Cient 132 (SM dient),

respectively. The SM Server 130 runs the server WO

2004/ 057798 PCT/ EP2003/ 050895 14 portion of a SAN

Managenent System e.g., Tivoli Storage Network
Manager

(http://ww.tivoli.com%roducts/index/storage net ngr/
), whereas the SM dient 132 runs the respective

ortld%|b§rﬁ RO {1k Oy er@he SSedt Sy SE e, TheoBMsseryes 130 is
further connected to a firewall control application

Network3Manageray conmuni cation |ine, whereas the SM dient
(http I33whfﬁiv@0t Cont/@IRUAtEatiinanx | 4utkaye_tdte mirlhy 2 Channel

te firewall control tion 134 is
Whereﬁ?rgg AY %} q%@nﬁﬁn%@h Si 6R° eﬁwﬁgeﬁgﬁﬁﬁﬁ%hp8¥t%ﬁ1
of su&usemﬁhts 114, 115 and 116, either through the Fibre
Channel adapter (as depicted) or directly to each of
them The SM Server 130 accesses each of the conputer

The SMsystents 1B041ls APHDERAICHTEYERA & PedpeRidive cSeiftle
appllc%IE@Ml ) %EE@%&Mnléﬁt@onamgné4@heke@s .tha pmogram f or

ing into, and executin conma te
Cllentc&%gu]%ae% 9OR, FepITHGF RS gélék rPIFFF obf§4%hi%‘ge[?L 156
adaptepf avi derhel fieacilicenputer agpyst @nidb@4]3405 amdvzctHZﬂG
with mmgrsl’ c(::a r:Leo a rll'ﬂ: t’c%eeglhbro% g?grﬂq:lewgﬁ?ﬁé%h ( l
Coput er * “8yst T :

em Int er ace) nappi ng IS can
116, q&t@ﬁplthﬂmyghnthquﬁahredChqn§eé @@ﬁﬁﬁ@ﬁd(¢$rﬁ?ﬂlﬁt@ﬁﬂ=§ee or

dlrecgaycggf&gg{gklgﬁgglI e. Each conputer system 104, 105
and 106 runs an operating system

The SM Server 130 accesses each of the computer systems 104,
105 and 106 via a respective Secure Shell Interface 144, 145
and 146, i.e., a program for logging into, and executing
commands on, a remote computer. A mapping interface MAP_IF
154, 155, 156 provided in each computer system 104, 105 and
106 takes care about the Fibre Channel to SCSI (Small Computer
System Interface) mapping. This can for example be implemented

as a command line interface or a configuration file.

FEach computer system 104, 105 and 106 runs an operating system
164, 165 and 166, which may be "untrusted." "Untrusted" in
this context means that the operating system may be controlled
or manipulated by a potentially dangerous entity, e.g., a
piece of malicious code, such as a computer virus or a person
trying to tamper the operating system in ocrder to access or
alter information in the SAN, which should be unreachable for
said entity. The operating system itself may be formed by any
of a wide variety of operating systems, such as AIX or z/0S by

International Business Machines Corporation, UNIX and Linux.



164, 165 and 166, which may be "untrusted."
"Untrusted” in this context neans that the operating
waysenmeay be controlled or mani pul ated by aPCT/EP2003/050895
potentially dangerous entity, e.g., a piece of
mal i ci ous code, such as a conputer virus or a person
trying to tanper the operating systemin order to
access or alter information in the SAN, which should
be unreachable for said entity. The operating system
itself may be formed by any of a wide variety of
operating systens, such as Al X or z/CS by
I nternational Business Machi nes Corporation, UN X and
Li nux. WO 2004/ 057798 PCT/ EP2003/ 050895 15 Since the
security mechanismin accordance with the present
i nvention take into consideration that an unauthorized
acce S re one of the

Since BRnuTO Ly NG 1D F0S0HM ToB. T RE BEREELi ve
inventﬁpneW%ﬁd 1ﬂﬂw-cohﬁsdarmtloh16hiﬁIdmensa@ﬂﬂorSAhHa&ﬂNESs

accessrgg&ﬁ§ksmQQqNQQE¥u98Q£p%n§h8§EofaHEQQ£J ?gepy the

firewall control application. I rewal |
systemgohl t-0l1 Oapphrd d&oi ohhqalﬁspﬂmm |fsrﬁmllaééésslliﬂ enfy

116 f1§8¥r§faltlh§A@CHH%'éts§r SY8€85adD4n1}0acand 106se i S
led to nndlfi firewall settings s eC|fy|ng
e

authoréﬁ?ﬁ&%’i@ﬁ Saqgrad §§¢lPéqﬁ€§ﬁ§at%@&o ditHgtto the
flrewaﬁursdntenm@lppmn:tatma%ntm prRS&Nt s hﬁN&rﬁde@BlbIethySM

Server controls ewa| | ontro l.ication
any ofyEhe Cﬁ‘w“@ R OYCER n{“sl%(g r&gé onCJ 18% of teﬁ‘e bIER RO 168
modify( HbstwaBUs sefdapte srApplviicat #orhoPriogd &4AN ateefaace) on

requesttgp z@co@BlQ&eJoatthQ gflﬂsgﬁm&mntm@f C‘Eh’leh @%egé}xtbe
usted,” i.e., the op eratln% system is nanaged by

lnventaﬁnerﬁh% PMNTREVieAt @AY FRITESLE ﬁlsvwlla@e@*s@lr i ght's

applic@tiéhessike. The Fi bre Channel adapter 112 is adapted
to distinguish untrusted and trusted operating
systens. This authorization can be acconplished by

The SM deitdrtf yBAQruns on top of the HBA_API 168 (Host Bus

Adapter Application Program Interface) on top of an operating
system 170, which has to be "trusted," i.e., the operating
system is managed by an entity not intending to temper SAN
access rights or the like. The Fibre Channel adapter 112 is
adapted to distinguish untrusted and trusted operating
systems. This authorization can be accomplished by identifying
the operating system 170 or the SM Client 132 by some means of
well-known authorization schemes like fixed source addresses
(for example hardware IDs), keys and cryptographic algorithms,
or passwords, which are not part of this invention. Requests
related to crucial Information, such as SAN configuration, SAN
components, SAN access rights, error messages, statistics or
billing information may only be accepted coming from the
trusted operating system 170 running the SM client 132.
Correspondingly, the results to such requests are only
returned to the trusted operating system 170. In other words,
the SM Client 132 controlled by the SM Server and acting in

place of the untrusted operating systems solely performs the



t he operating system 170 or the SM Cient 132 by sone
means of well-known authorization schenes |ike fixed
waouos7798ldr esses  (for exanpl e hardware | Ds), PREYB20a5050895
cryptographic algorithnms, or passwords, which are not
part of this invention. Requests related to crucial
I nformati on, such as SAN configuration, SAN
conmponents, SAN access rights, error nessages,
statistics or billing information may only be
accepted comng fromthe trusted operating system 170
running the SMclient 132. Correspondingly, the
results to such requests are only returned to the
trusted operating sy%tlém’170. In other words, the SM
Cient 132 controlled by the SM Server and acting in
saN mapPh@&enef the untrusted operating systens solely
perfornms the WO 2004/ 057798 PCT/ EP2003/ 050895 - 16
SAN managenent. The SM server 130 conprises a SM core
The SMesgivee (BOtcmbewsgs a WM chird sgése r egieshewn)n order to
which gggﬁég ggguéggs Hgfg£&g¥|t8nqﬁ %Qg $g¥“i§@9r$gkfbgei
manage perating systens and a communi cation nodul e
the SAfnatd shotmg maphoeh Jrpukesny ysteguestdsa and responses

communﬁééﬁﬁdhhﬁo&&ﬂéf(%Bgi£ﬁbd59,t£EEéH E@@Eéﬁ fﬁgerequests
comruni cation nodul e can either be inplenented as part

and regpongss TERf ddeyEPTRreendi st tBut et Gver T#he SM server
commundBgk M ebderd cagospanents, indlicabnt@siadephnt "da wated”

envi ronnments. .The secure, she daenon ss nd the CS
su sexgRL I PR L BRE PO R BIC | M &P SCnd™ar & shiheat | sed
componast RA whRehntes iAeces st ruseed'erenvihenwegiist e access

server is adapted to respond to authorized requests

sent by a SMserver or SMclient. In a preferred

The sechpt erhent atdies ehed SMckheS sraciHe RA server uses
configabthyd Zatlondat arSUchnas: Ras SWORAS(RMSEE - Adlesand

cervarl! pt ograghi c keys to identigytt Qetori %i nactlotr of the
re Jfgote access server is addpte O retSpon o
authorized requests sent by a SM server or SM client. In a
preferred implementations the SM client and the RA server uses
authorization data such as passwords, user-ids and
cryptographic keys to identify the originator of the requests.
Therefore, the communication module is equipped with a
repository (not shown) for said authorization information. The
communication module separates fabric related requests, i.e.,
requests for managing the SAN, and adapter related requests,
i.e., requests for managing the Fibre Channel adapter, from
the OS specific requests according to the list of commands
below. As aforementiocned, the connection between the SM
server, the SM client and RA server is an IP based network,
which runs on, e.g., Ethernet. In a different embodiment some
communications between the SM client, SM server and RA Server
could utilize the FC adapters capabilities to transport other
protocols instead of a separate network. An example would be

TCP/IP over Fibre Channel

With reference now to Fig. 2, there is depicted a block



Therefore, the comrunication nodule is equipped with a
repository (not shown) for said authorization
WO pdoafosEPS on. The conmmuni cati on nodul e separ aPEEFEP2003/050895
fabric related requests, i.e., requests for managi ng
the SAN, and adapter related requests, 1i.e., requests
for managi ng the Fi bre Channel adapter, from the GS
speci fic requests according to the list of conmands
bel ow. As aforenentioned, the connection between the
SM server, the SMclient and RA server is an | P based
network, which runs on, e.g., Ethernet. In a
di fferent enbodi nent_sone communi cations between the
SMclient, SM server d RA Server could utilize the
FC adapters capabilities to transport other protocols
diagraimnsileadretimy sepataice capbidatr AR Erearpkeemwoul d be
accord gP/IP venxf%gge]gpanqel Wth reference nowto Fig.
29 tHereti RGP ctBd 5 Bl'ock WO 2004/ 057798
PCT/EP2003/050895 - 17 diagramillustrating a second
CorresSIRRUIATENL, Glhel B6- 0P LAMnACAGMI D JA LhE Risgsent

I nventi on. Correspondingly to the systemof the first
1), thenperiisentY {HETg comiyl seshau Brigdencomyseans ¢S ses

204, 208lddphespapubel ng)ssl-008d 204cc295 ArdN206; all being
adapted to acce s a SAN %10 via one connon Fi bre
one cogigin

r?elPrSd%thné‘F ARV Ny WABRE THRBY L (Vg "PaTt

Port Nhiage) Fokothd heksake afar¢tardrdly ehkgetdmm@etémanputer
systeméy%e%gi & Ajef}%CEsedacknowigd aCk Ez\aﬂé % teﬁet hat t he

Tonput 67 syste indfeds or
comput ey egv gtueme heay blrous a’qfidas huhﬁwdﬁg Ogue‘hera ini ghe nurrber of

thousaﬁ@yPQEQHnéxﬁkﬁng h %umkgﬁﬂﬂp%%mﬁﬁﬁﬁﬁs§B@Qﬂ§|m@gépter
be present in the system however, even in this

may
than Oeas"elbﬁp%?fmlt gL Mptte? REPSFRIED (BRI WFAre one

howeve@Ndeddie 15 atM sFichse Lhanrel iadapt eémpAsrasgadsay
bet ween eac %f t he %ﬂﬂ@gtéﬂanneitQQ§>204 205 and

would share one an e same

As a gateway between each of the computer systems 204, 205 and
206 and the Fibre Channel adapter a firewall 214, 215 and 216
is provided, respectively, for ensuring that each of the
computer systems is only enabled to access permitted portions
of the SAN 210. The firewalls 214, 215 and 216 may be
integrated in the Fibre Channel adapter or attached to it.

In contrary to the first embodiment, virtual servers running
in a virtual server environment, such as LPAR (logically
partitioned mode) plus VM (Virtual Machine), form the computer
systems 204, 205 and 206. Furthermore, another virtual server
223 is provided to host a SAN Management Client 232 (SM
Client). The computer systems 204, 205 and 206 communicate
with the SM Client 232 via a Secure Shell connection on top of

Hipersockets.

A separate computer system 222 is provided for hosting a SAN

Management Server 230 (SM Server). The SM Server 230 runs the



206 and the Fibre Channel adapter a firewall 214, 215
and 216 is provided, respectively, for ensuring that
we@awh/05179¢ he conputer systens is only enabl edPCDEP2003/050895
access permtted portions of the SAN 210. The
firewalls 214, 215 and 216 may be integrated in the
Fi bre Channel adapter or attached to it. In contrary
to the first enbodi nent, virtual servers running in a
virtual server environnent, such as LPAR (logically
partitioned node) plus VM (Virtual Machine), formthe
conputer systens 204, 205 and 206. Furt hernore,
anot her virtual server. _ 223 is provided to host a SAN
Managenment C i ent 2323@SM Client). The conputer
systens 204, 205 and 206 communicate wth the SM
server%&:ﬁiﬂonzgz ¥iananSegdrenbhe)dt aonBeLt,i aaven t op of

ersockets. A separate. co m 222 is
storach, BOTHEd Phriaae; Th e MhSdGeren ta e B30 ( oM
respecBevey erl)ienT heo tSMoSes & erucB30y s s tfhe INDS2004¢ @5D798
P 05089 8 n-ef a SAN
accesspy R AP EIE de 2P peABLIEL RALLODAL R tbr k
Nhnager mhereas t he SM Cient 232 runs the

Each ceeetp@ézt Isget&t it PO @208 SHehasSYsdemt i dhesy8Ven
accesses the SMdient via an Ethernet

264, 2ﬁét‘wﬂ K 692 0vD =R Ra¥ difpu e T8 <s%e m{ 904, 2P988) and*206
operatﬁH@Ss@%eﬁpE’&éﬁllfnga§Mﬁ erme®dsy 246§ end 266s whiehynmay

t t
ot op<PCLBlY WayBY FOFEY By aky B W a6 VAFPE of

Bus1ne@peM@nhumgss@&ﬂpewstlenuﬂvNég AKX Ignuz/ OS by
I nternational Business Machi nes Corporation, UN X and
Li nux. The SM dient 232 runs on top of the HBA API
The SMpEBi¢MoSE2BHES AdapterofASPRi EH-"8A ProdHant IBit%er f ace)

AdapteQnA]_E@ﬁdéftléﬂ EQ:Q)@_;E:@&J ngzer&xts&)erenﬂep Mizehopasatiaghe
systeng il al 2o 1% “4gBRt G601 o1 (guPER Unt PEELEd e
Fibre Channel adapter 212 is adapted to distinguish untrusted
and trusted operating systems. Requests related to crucial
Information may only be accepted coming from the trusted
operating system 270 running the SM client 232. A firewall
control application 234 also runs on top of the "trusted”
operating system 270. The firewall control application is used
to instruct the firewalls 214, 215 and 216, of whether or not
to forward a particular access requests from the "untrusted”
operating systems 264, 265 and 266 to the SAN 210. In other
words, only the firewall control application 234, which is not
accessible by any of the computer systems 204, 205 and 206, is
enabled to modify firewall settings specifying authorized SAN

access requests.

With reference now to Fig. 3, there is depicted a flow chart
illustrating the method for operating a storage area network
in a server environment in which multiple servers share one
Fibre Channel adapter according to the present invention

(block 300). Firstly, the SM core engine creates a request



and trusted operating systens. Requests related to
crucial Information may only be accepted com ng from
W b@4051188 ed operating system 270 runni ng t hePSIVEP2003/050895
client 232. Afirewall control application 234 also
runs on top of the "trusted" operating system 270.
The firewall control application is used to instruct
the firewalls 214, 215 and 216, of whether or not to
forward a particular access requests fromthe
"untrusted" operating systens 264, 265 and 266 to the
SAN 210. In other words, only the firewall contro
application 234, which is not accessible by any of
t he conputer systenﬁ‘f@ﬁf 205 and 206, is enabled to
nodify firewall settings specifying authorized SAN

(blockag@@s,s ahaotest &hevuﬁ&nmu&l@fzgfﬂmoa@mé tetEk@ined, thbere
cted a f|EMICh |IIustrat|ng the net had for

targetoﬁér%fl S AGTECEt IPAGE al"dd - nEt MGPR 1T ntSa dsEPYETST foT

the SASNVE rMORMENbrd Thahheh aabtepl elser vies sashanscanien Fibre

module( Sfta(‘r;lillﬁgdapt er agﬁ(l:loc!a g %%ﬁ he Qﬂesﬁ%’"{ll (Qr\llent gn

he core engi he treates a
respectquesﬁhW€l2ﬂ94m05$$98b@G¢kEﬂEDOBW@BﬂB@@n ke 19 (bl ock

302) .. and; thepdt he, gogripi cati nodul e determ nes the
passwotaréé% oflthe requ%st (b?ock E%%) In case it is a

request for the SAN or the Fibre Channel adapter,
Subsedubgi ¢ heneosmuaniieat | @{éok@odwé@le&sbamats hes a

conmmuni gati on, t Client. with ective
aucnorgotEt 3t rom B bR Paruek - SbBy e oan S&daﬁlb%ls‘cp
createpaSSNpr&sseuaemwbdslngq@nCnyiﬂsagmaphécSHNey3ch as

swi congDREANEALLY, o (e, 8. D ent c&e%g rURELACE, of Mgk the

aut hori zation i s va yes,
SAN) ogl fept-coakeatiEysal f@l’s@@eﬁ@él%yth&érymga @nH%ti evsf i n t he

1oglca§A&h§y§Hna§he %Mntas;@ﬁﬁez()f Qhaexamheg 6 Febrl eMindchi st
FC devices _in the SAN)_or disk-controllers (for

adaptegxgﬂiﬂggNtat?¥ﬂth§§es%fq P§tR¥ﬁD ELS Wthh is used L

register for certain types of error notification messages

(block 314).

If no, the SM Client creates a reject response informing the
SM core said the request has been rejected (block 316). Both
alternative paths continue by sending the response to the

communication system (block 318).

Going back to block 306, in case the communication module
determines that the SM core engine created a request for the
operating system (0S) configuration data, such as the fiber
channel to scsi mapping defined by the function
HBAGetFcpTargetMappingFunc, the communication module
establishes a communication path to the RA Server with the

respective authorization data (block 320).

Then, the authorization component in the RA Server, for
example a sshd, determines whether or not the authorization is

valid (block 321) by comparing the presented user-ids,



| ogical disks in the controller) and setting the Fibre
Channel adapter and SAN attributes such as RNID ELS
wokioglsi7es used to register for certain types BET/BP2008/050895
notification nessages (block 314). If no, the SM
Client creates a reject response informng the SM
core said the request has been rejected (bl ock 316).
Both alternative paths continue by sending the
response to the conmunication system (bl ock 318).
Goi ng back to block 306, in case the comrunication
nodul e determ nes that the SM core engine created a
request for the operating system (OS) configuration
data, such as the fibe® “channel to scsi napping
defined by the function HBAGet FcpTar get Mappi ngFunc,
passwokA§ LMD 6 o8- M| Bas&rdrall bsheseya, ComTBMEEat | ON
N gatﬁ%to the RA Server m%th,the respective
nown. Byt WYt F2ar T daP 8P FIUGER34U). Then, the
aut hori zation conponent in the RA Server, for exanple
a ss term.nes th or. _not e ' ion is
ze yes B Sy LTS SR e ed By SO R AEE o
operatn2 0040573048 PCIi ER2008£O50R05he-f e phsywdr ds and
confighi®¥Si 0 iUSE rdtdSn PASIMOLAS NG ; KeY SonMik € Nudfi@e known
_ by the RA Server to be authorized. If yes, the RA
drivergaf e OPeEtted9asYE<Ponse by OS configuration
operations (bl ock 324) such as accessing the fibre
channel _ configuration information stored b he fibre
12 no, CPRRTE SAEUTCELoaTTLGT T6PoTha SORaPaT | HOSharth 11 no,
Again,t hetlRAlServariveseabesiner by exindies porns ecbbbook £826) .
the cofRhNloBhN Al Ler ragiac\ke%1§9nt§u@>@@qwﬂa§;}dm the
response to - the communi cation system (bl ock 318).
communggpsEYuUEHEL§1 foREar¢pipgnresrdngs §9stemSHofwks ds t he

engine! €8PQSE200 3he+8M @01 re engine in the SM server

processes the response (block 322) as defined in the two

mentioned patents.

In the following, the flow and types of requests for a
preferred implementation is shown. The syntax of HBA_API
commands may be found in "Fibre Channel HBA API Working draft"
(ftp://ftp.tll.org/tll/pub/fc/hba/02-268v2 . pdf)

1. Firstly, the fabric and adapter related requests CT, ELS,
SCSI commands are listed. The SM client using adapter and SAN

resources handles these commands:

typedef HBA_ STATUS (* HBASendCTPassThruFunc) (HBA_HANDLE, void
*, HBA_UINT32, void *, HBA_UINT32);

typedef HBA_STATUS (* HBASendRNIDFunc) (HBA_HANDLE, HBA_ WWN,
HBA_WWNTYPE, void *,HBA_UINT32 *);

typedef HBA_STATUS (* HBASendScsilnquiryFunc) (HBA_HANDLE,
HBA_WWN, HBA_UINT64, HRA_UINTS8,HRA_UINT32, void *, HBA_UINT32,
void *, HBA_UINT32);

typedef HBA_STATUS (* HBASendReportLUNsFunc) (HBA_HANDLE,



engi ne (bl ock 320) and the SM core engine in the SM
server processes the response (block 322) as defined
w0 pootlog77980 nenti oned patents. I n the foll ow PQI/EPIDE3/050895

flow and types of requests for a preferred

i mpl ementation is shown. The syntax of HBA API

commands may be found in "Fi bre Channel HBA API

Working draft”

(ftp://ftp.tl.l.org/tll/pub /fc/hba/02-268v2. pdf) 1.

Firstly, the fabric and adapter rel ated requests CT,

ELS, SCSI commands are |isted. The SM client using

adapter and SAN resources handl es these commands:

t ypedef HBA STATUS(”‘@BASendCTPassThruFunc)

(HBA HANDLE, void *, HBA U NT32, void HBA U NT32);
HBA WWNYD@&EK *HBﬁB§§6%Eb5%£ oHBAgﬁﬁQRNhEE%@Wi4g;BA HANDLEd f

typede

tYPedeﬁBWtﬁ%UE* ﬁ%ﬁé@%%@@@ FReRAYEHRC) (HEBAT 'E, HBA

HBA_ Wi \NABAUNNE 64 v+ oldBAx UIHNES EiRAYH, N632, * v oipd_ UIN]HBA

cyoedo TN iAoy [ L CREFGROT AR HANE E. C WO 08 ) 557708
HBA_WWRCTY ERRGO3ABE089532,, Wwid HBABAMWKNTSDId ¥, HBA U NT32,

typedé%OHQA sﬂﬂ%ﬁsLﬂ¢“ﬁ%§ken&§ﬂ%%@§fu$ﬁ@“ SEATYROLE, mRA wwy,
SendReadCapaci t yFunc) (H NDLE" HBA VW,

HBA WWPWBA@%NF@Z% 'vcﬁBé YINTIEA MPNﬁ? HRBi BLNT3ZFBA Ul NT32) :

B o T o) (T e vy o
SendCTPass Thr uV2Fun id *,
(HBA HﬁggL%nf}&ﬁgﬂW Vi Aup RIFSS P2 P et ﬁ%‘f&\%US (*

void *HBA&HﬂURNBDVQ,FUiB@)_U(MEA*I—b&NDLE:, HBA_WHAR32 HBA WK,

e BRI (PG 0L B0 DTk oo

HBA_WWNANDBA, W-“IBAVWN%BA PR UTNBAZ U NP4V THBA "Wl KT8 "HBA
HBA, UIQ&&IBH void *, HBA U NT32 HBA U NT8 *, void *, HBA
)

typedef HBA STATUS (* HRAScsiReadCapacityV2Func) (HRA HANDLE,
HBA_WWN, HBA_WWN, HBA UINT64, void *,HBA_UINT32 *, HBA_UINTS
*, wvoid *, HBA_UINT32 ¥*);

typedef HBA_STATUS (* HBASendRPLFunc) (HBA_HANDLE, HBA_WWN,
HBA_WWN, HBA_UINT32,HBA UINT32, void *, HBA_UINT32 *);
typedef HBA_STATUS (* HBASendRPSFunc) (HBA_HANDLE, HBA_WWN,
HBA_WWN, HBA UINT32, HBA_WWN, HBA_UINT32, wvoid *, HBA_UINT3Z
*)i
typedef HBA STATUS (* HBASendSRLFunc) (HBA_HANDLE, HBA_WWN,
HBA_WWN, HBA_UINT32, void *,HBA_UINT32 *);

typedef HBA_STATUS (* HBASendLIRRFunc) (HBA_HANDLE, HBA_WWN,

HBA_WWN, HBA_UINT8, HBA UINT8,void *, HBA_UINT32 *);

typedef HBA_HANDLE (* HBAOpenAdapterFunc) (char *);

typedef void (* HBACloseAdapterFunc) (HBA_HANDLE) ;

typedef HBA_STATUS (* HBAGetAdapterAttributesFunc) (HBA_HANDLE,
HBA_ADAPTERATTRIBUTES *);

typedef HBA_STATUS (* HBAGetAdapterPortAttributesFunc)
(HBA_HANDLE, HBA_UINT32, HBA PORTATTRIBUTES *);

typedef HBA_STATUS (* HBAGetPortStatisticsFunc) (HBA_HANDLE,



t ypedef HBA STATUS (*
HBAScsi Repor t LUNsV2Func) (HBA HANDLE, HBA WW, HBA
wOWd4/05op%l *, HBA UI NT32 *, HBA U NTB *, void PCT/EP2003/050895

HBA Ul NT32 *): typedef HBA STATUS (*
HBAScsi ReadCapaci t yV2Func) (HBA HANDLE, HBA VW,
HBA WAN, HBA Ul NT64, void *, HBA U NT32 *, HBA Ul NT8
*, void *, HBA U NT32 *); typedef HBA STATUS (*
HBASendRPLFunC) (HBAHANDLE HBA WAN, HBA WW,
HBA Ul NT32, HBA Ul NT32, void *, HBA Ul NT32 *); typedef
HBA STATUS (* HBASendRPSFunc) ( HBA HANDLE, HBA VW,
HBA WAN, HBA Ul NT32, HBA WA, HBA Ul NT32, void *,
HBA U NT32 | typedef #4BA STATUS (*
HBASendSRLFunC) (HBA_HANDLE, HBA WAN, HBA W,

uea_urhiBde UNE3BorMaind 157 HBA L NT32 *); typedef HBA STATUS

HBASendL| RRFunc) ( HBA HANDLE, HBA
typede%B%?ZH% H§A Bﬁﬁ%%%?&“&ex%P%EAU%\’geﬁunctypedef
(HBA_HHBALHANDR B (8T 3B AR Adape em]ﬂ,mo)ztmm)?as typedef

o S G S BRI el e

(HBA_HNBALIADAPEERAY, TREBUAES ATIRIBYFiEd &) ; HBA STATUS (*

typede@% ﬁaﬁﬁﬂ&@éﬁ‘iﬁf dx*%\%?éﬁ{ﬁ% Hﬁ]ﬂ%‘ﬁﬁ
32, HBA PORTATTRI BUTES *%\— edef HBA STATUS

typede(f*quBMé*t et aseatr 3t i e rahe) ) @R FE, WO
uBa_uIR064y 057798 PCT/ EP2003/ 050895 - 22 HBA Ul NT32, HBA

PORTSTATI ST BA STATUS (*
cypedeCpatar SRS Tovbr SHPEFCATFBGE SLRTte) (e BATROLE,
HBA EVHBAINHG\FFISZHBA:IBHNUJBNT’B)Z HBA PORTATTRI BUTES *);

y T t Func)
crreos Y BERSEER SIS, (ol BARI LA saiveun)
HBA MG‘D’-@WFQ *)HBARef r eshl nf or mat i onFunc) ( HBA_HANDLE)
typedef HBA_STATUS (* HBAGetRNIDMgmtInfoFunc) (HBA_HANDLE,

HBA_MGMTINEFO *);

typedef HBA_STATUS (* HBAOpenAdapterByWWNFunc) (HBA_HANDLE *,
HBA_WWN) ;

typedef void (* HBARefreshAdapterConfigurationFunc) (};
typedef HBA_UINT32 (*

HBAGetVendorLibraryAttributesFunc) (HBA_LIBRARYATTRIBUTES *);
typedef HBA STATUS (* HBAGetFC4StatisticsFunc) (HBA_HANDLE,
HBA_WWN, HBA_UINT3,HBA_FCASTATISTICS *);

typedef HBA_STATUS (* HBAGetFCPStatisticsFunc) (HBA_HANDLE,
const HBA_SCSIID *,HBA_FC4STATIS

typedef HBA_UINT32 (* HBAGetNumberOfAdaptersFunc) ();

typedef HBA_STATUS (* HBAGetAdapterNameFunc) (HBA_UINT32, char

*);

Fig. 4 shows a flow chart illustrating simplified signals and
flow for the aforementioned type of HBA_API commands. As
apparent from Fig. 4, a SM Server communicates with a SM
Client, which communicates with a FC Switch. The SM Server,
the SM Client and the FC Switch get started and run
independently from each other as illustrated by blocks 402,



typedef void (* HBAReset Stati sticsFunc) ( HBAHANDLE
HBA Ul NT32); typedef HBA STATUS (*
woiBAGesEYent Buf f er Func) (HBA HANDLE, HBA EVENECTMER20H3/050895
HBA Ul NT32 *) ; typedef HBA STATUS (*
HBASet RNI DMgnt | nf oFunc) ( HBA HANDLE, HBAMMGMTI NFO *);
typedef HBA STATUS (* HBAGet RNI DWgnt | nf oFunc)
(HBA HANDLE, HBA MGMITI NFO *); typedef HBA STATUS (*
HBAOpenAdapt er ByWANFunc) ( HBA HANDLE HBA WMW) ;
typedef void (* HBARefreshAdapter Confi gurati onFunc)
(); typedef HBA U NT32 (*
HBACGet Vendor Li brar yAttri but esFunc) (HBA
LI BRARYATTRI BUTES *)7 2% ypedef HBA STATUS (*
HBAGet FCPSt ati sti csFunc) (HBA HANDLE, HBA WW,
404 antBAo 4l NEB; HBAKRCASIAHSTHES the rbypsoael; HBAoSBATYS (*
.HBAGet FCPSt at i st csFunc) (HBA HANDLE, const, HBA SCSI I D
constifuppQ EEFEINT|OS %%é&’ aﬁ.@%u 3B°{s requests are
sent olHBA&GstiNedbies {fradapt €ftsfFunig (nethbypedeafesHBOSTARUS (*
the foH§Aﬁ§;AdapterhbneFunc)(HBA;UINT32, char Fig. 4 shows
a ] ow chart illustrating sinplified signals and flow
for the aforenentioned type of HBA APl conmands. As

Initia@?ﬁa{@tSMfEQerﬁ:‘ Jends R2cuMsSalyV el EOMMNIcatas a0kl h a

SM dient, which communicates wwth a FC Swtch., The

410) . & Dy gpamrthdtSiF @ iFERE SR RRRE BC SWiEER gethe

SM cli%fliarlﬁﬁds ang mbBMAlpbtnﬁlrepﬁﬂdenw ysefnao?n: eacheos her as
illustrate y. hl. oc 4 2004/ 05779

CE_CBCT BIS00 %) BBRR S B LRl B B8 popadards

FC-FS acknow@sdged thzattabhic f@lRoti4g steps only constitute

a segnent of the operation, and nore requests are

sent or received before or after the nethod as
The regpgp$s Egerated in fabric as defined by the FC

standards is forwarded to SM client by the completion part of
the HBA APTI call (418,420). The SM client forwards said
response to the SM server (422,424).

2. FCP<->SCSI mapping commands

These commands are handled via a RA server using 0S and OS
device driver resources commands. The syntax may be found in
"Fibre Channel HBA API Working draft"
(ftp://ftp.tll.oxg/tll/pub/fc/hba/02-268v2.pdf)

typedef HBA_STATUS (* HBAGetFcpTargetMappingFunc) (HBA_HANDLE,
HBA_FCPTARGETMAPPING *);

typedef HBA_STATUS (*

HBAGetFcpPersistentBindingFunc) (HBA_HANDLE, HBA_FCPBINDING ¥);
typedef HBA_STATUS (* HBAGetBRindingCapabilityFunc) (HBA_HANDLE,
HBA _WWN, HBA_BIND_CAPABILITY *);

typedef HBA_STATUS (* HBAGetBindingSupportFunc) (HBA_HANDLE,
HBA_WWN, HBA_BIND_CAPABILITY *);

typedef HBA_STATUS (* HBASetBindingSupportFunc) (HBA_HANDLE,
HBA_WWN, HBA_BIND_CAPABILITY) ;



the followng. Initially the SM server sends request
to SMclient (block 408, 410). In this exanple it is
wQ@20dBASEesIL]I RRFunc. I n detail, the SMclient PCEEP100&050895
HBA APl in order to send CT_IU, ELS or FCP"CMD
sequences as defined by the Fi ber Channel standards
FC-FS and FC-GS3 to the fabric (412,414). The response
generated in fabric as defined by the FC standards is
forwarded to SMclient by the conpletion part of the
HBA APl call (418,420). The SMclient forwards said
response to the SMserver (422,424). 2. FCP<->SCSl
mappi ng comands These comrands are handled via a RA
server using OS and OS¢ device driver resources
commands. The syntax may be found in "Fibre Channel

typede’ﬂBﬁBﬁpéTA%%kkng{B@rSéf:ﬁerSJ_stentBlndln V2Func)
tp.tll.org/tll/pub /fc/hba/82 268v2 pdf)

(HBA_H BgﬁefH%BﬂW‘@TA’PBSt(HBW&é@FWWr get Mappi ngFunc) ( HBA
t ypedddANBA Es TATIBA (FCRRARGEIMARRENG i) dintypmdef) HBA STATUS

(HBA, I—‘(&&gép 5}%@%@ P%{B?y%égﬁh%ﬁ&% sm%g) EL‘BA_HANDLE HBA

typedeiBAGat BiaTdisn gCaraBehno tofansd p { $HBA IHANDLHnc) HBA WAN, HBA

BLLLTY. ) TATUS (*
(HBA %@ﬁ%ﬁéﬁf’%ﬁ%g@&ﬁ %%Zﬁ?ﬁﬁ%ﬁg%%N C e VN,

typedsBABBI B TEAPABI LI TY *):; typedef HBA STATUS (*

HBARed@%@QI&M‘sBQM@EBEMﬁ) ) (HBA (HAANNDE E, 1 HRAN VW,
HBA BI ND CAPABI LI TY); WO 3004/ 057798 PCT/EP2003/ 050895
typedef $FA §TAUFef ™ HBA STATUS (*

HBAGe HBASet Rensiost emtBiund) P2 FAN0)E, (HHBAWHANDLE, HBA- VN,

E Bl NDI N& *); typedef HBA STATUS (*
HBA, FC%%%E% &rsistent’si ndi ngV2Func)

With reference now to Fig. 5, there is depicted a flow chart
illustrating simplified signals and flow for the
aforementioned type of HBA API commands. As apparent from Fig.
5, a SM Server communicates again with a SM Client. The SM
Client, in return, communicates with a Firewall and an 0OS
Image, respectively. The SM Server, the SM Client, the
Firewall and the 0S Image get started and run independently
from each other as illustrated by blocks 502, 504, 506 and
508. It is acknowledged that the following steps only
constitute a segment of the operation, and more requests are
sent or received before or after the method as described in

the following.

First, the SM server sends a request to the SM client (blocks
510, 512) for example a request with corresponds to the
HBASetPersistentBindingV2 HBA_API request. If the SM client
has direct control over the firewall it can optionally modify
the firewall (514,516,518,520) if this is required by the
firewall security policy. The SM client then modifies the
firewall by triggering the send-operation of a proprietary

update firewall message (514,516).



(HBA HANDLE, HBAMWAN, HBA FCPBI NDI NG *); typedef HBA
STATUS (* HBARenovePer si st ent Bi ndi ngFunc) (HBA
wWO2NDE794HBA WAN, const HBA _FCPBI NDI N&2 *);  t RQEEPRI003/050895
HBA STATUS (*
HBARenoveAl | Per si st ent Bi ndi ngsFunc) ( HBA_HANDLE, HBA
WAW); typedef HBA STATUS (*
HBAGet FcpTar get Mappi ngV2Func) ( HBA HANDLE, HBA WWN,
HBAFCPTARGETMAPPI NG *); Wth reference nowto Fig. 5,
there is depicted a flow chart illustrating
sinplified signals and flow for the aforenentioned
type of HBA APl commends. As apparent fromFig. 5, a
SM Server communi cates? again wth a SMdient. The SM
Cient, in return, comunicates with a Firewall and an
CS |Imge, respectively. The SM Server, the SMd i ent,
the Firewall and the OS_| mage et starte&and run

The fli‘ﬁ‘tﬂ%]deﬁ&éﬁﬂsy COF‘P%?ﬁJé’élcﬂfoW?erOp 525197usPr it dhy
clientbl®rk$2502, THRO4 th&M andenb0Bightrs 2 aeknem gedged t hat

reques%he f%!tl O\M: ncg(?%t elg n(|5¥6 an%I gle’lgveera %99 té of the
ati-o nor e’ request are” sent or récéi'ved
The SMbeimre wal‘a$ tfor the qwphedias rdesags bdd sphd defgmest

<528,5%§A | QM A en Fi fShrnd %e8%§§5y K gends; a-Lequest to the

clirent (blocks 510 for exanpl e a request
the SMypeRveoriPéspoifds to the HBASet Per si st ent Bi ndi ngv2 HBA
API request If the SMclient has direct control over

the firewall it can optional Iy nodify the
- IncpPiRdditres14!{ 16! 518, 520) if this is required by the
firewal | security policy. The SMclient then nodifies

the fir I tr ing t.h i 0 f a
mese L8 plLLLEHS) Ryl IAAISELTS, Wie sendkoneteligp el
be forzagdﬁéct)EWQBe PCTEEPZO03/IDEO8 OB ssag@s are used to

identify the source of problems, which occur in the SAN.
Commands defined in HBA_API to handle incoming ELSses:

typedef HBA_STATUS (* HBARegisterForAdapterAddEventsFunc) (void
(*) (void *, HBA_WWN, HBA_UINT32),void *,HBA CALLBACKHANDLE *);
typedef HBA_STATUS (* HBARegisterForAdapterEventsFunc) (void
(*) (void *, HBA_WWN, HBA_UINT32),void *,HBA HANDLE,
HBA_CALLBACKHANDLE *);

typedef HBA_STATUS (*
HBARegisterForAdapterPortEventsFunc) (void (*) (void *, HBA_WWN,
HBA_UINT32, HBA_UINT3Z2),void *, HBA_HANDLE, HBA_WWN,
HBA_CALLBACKHANDLE *);

typedef HBA STATUS (* HBARegisterForLinkEventsFunc) (void

(*) (void *, HBA_WWN, HBA_UINT32, void *,HBA UINT32),void *,
void *, HBA UINT32, HBA_HANDLE, HBA_CALLBACKHANDLE *);

typedef HBA_STATUS (*
HBARegisterForAdapterPortStatEventsFunc) (void (*) (void *,
HBA_WWN, HBA_UINT32), void *,HBA_HANDLE, HBA_WWN,
HBA_PORTSTATISTICS,HBA_UINT32, HBA_CALLBACKHANDLE ¥*);

typedef HBA_STATUS (* HBARegisterForTargetEventsFunc) (void



The firewall signals conpletion of the operation to
the SM client (518,520). Then the SMclient triggers
W@ 2®e31p8 query request in untrusted OS i nagePCBEBIORYS0895
RA Server (522,524). The SMclient waits for the
conpl eti on nmessage of said request (528,530) SM
client returns the response of said requests to the
SM server (532,534). 3. Incomng ELSses (RNID) These
are nessages, which initiate in the fabric and need to
be forwarded to the SM server. These nessages are used
to identify the source of problens, which occur in
the SAN. Commands defined in HBA APl to handl e
i ncom ng ELSses: typedéf "HBA STATUS (*
HBARegi st er For Adapt er AddEvent sFunc) (void (*)(void *,
(*) ( vok@AAW%IA R0 WeNTRA . v dufntBA, CALL BACKEANDLDE) ;
pedef HBA STATUS ‘%?@\‘}‘
HBA WWMBAE%-}WWG?%FCA&QB% BHE sSEURSHIBITE2 (%) (voi d *,
typedelriBifs ABNT UEBA Ul NT32) , voi d *, HBA HANDLE,

HB | LBACK f HBA STATUS (*
HBARemﬁé%ﬁgéé éﬁggaggkté} %ﬁ%%ﬁA UnC)(VOId (()(V0|d *

HBA WAN, HBA U NT32, HBAAUI NT32),void *, HBA HANDLE

Now, WE:EQ %rent%&—e%&éBA&KIalA ng) =] tf dc%f r,c_IBASTATUS (*

Regi st er For Li nkEvent sFunc) (voi d ( )(void *, HBA
11lustyii nHBARRE NTSZ, shoral s apBACINTFI2)tRAoid  void *, HBA

aforemghiz\g-r%ged( H?ﬁe HANBB E, A1BA (CALLBACKHANGLE feh ripedgf HBA

6, a SHBAREHIs CEPPUHAGSRE eHP0r & SUAtBVERTE s FUHE (voi d (*) (voi d
communtiBA: YW\ t HBA Rl NE&323h . \rhkdsH , ddiAe HANDLE sMHBIA AN,

and thfaypedﬁg%qla-éﬁg%tsr%cst HC§A L(E{I Mr?zlndegéﬁgALtLlBAgKgrlnANe%E )
other HBAREYistret FohabyetiE éits FoMT pevopes WOt2084/ 057798
acknowegég?zc%g%/ %ng%ﬁlovﬁi@ steps only constitute a

segment of the operation, and more reguests are sent ox

received before or after the method as described in the

following.

The SM server (602) instructs the SM client (604) to register
once for events by HBA_API (608,610) and waits for the
confirmation of the completion (612,614), untrusted OS images
are not allowed to register. After this is done each message
(616) created by the SAN triggers the following procedure:

1. SM client receives event from FC adapter (616,618)

2. SM client forwards event to SM server (620,622)

In an alternative implementation the SM client may filter and
condense the messages (616,618) to reduce the number of

messages sent to the SM server.

HBA_API functions which are not relevant to this invention:
typedef HBA UINT32 (* HBAGetVersionFunc) ();
typedef HBA_STATUS (* HBALoadLibraryFunc) ();
typedef HRA_STATUS (* HBAFreelLibraryFunc) ();



(*)(void *, HBA WW, HBA WAN, HBA UI NT32),void *, HBA
HANDLE, HBA WAN, HBA WAN, HBA CALLBACKHANDLE *
WOBMOETNTB2 ) typedef HBASTATUS (* PCT/EP2003/050895

HBARenoveCal | backFunc) (HBA CALLBACKHANDLE); Now, with
reference to Fig. 6, depicting a flow chart
illustrating sinplified signals and flow for the
af orenenti oned type of HBA APl commands. As apparent
fromFig. 6, a SM Server comuni cates with a SM
Cient, which comunicates with a FC Switch. The SM
Server, the SMOient and the FC Switch get started
and run independently fromeach other as illustrated
by bl ocks 602, 604 and’606. It is acknow edged that
the followi ng steps only constitute a segnent of the
operation, and nore requests are sent or received
before or after the nethod as described in_the

The Prege}iowHgRtTHe caf Rerver L Es0AP PRSTTATEr sSPHe 2Sfr

or a c6hbBMH(604)f i riRgl Stk s@maréorAwmhs by HBA AP
608, and its for firmation o the

Comput%ﬁﬁﬁfgfﬁon Ve > m%€i4gxmra ru§¥£ﬁg8%:PﬁhC§§ryﬁF% °6t

the meahbdwneldstoilbeyihstrein -Afisesuithuds Astxhnugleacr1nressage

1 [ S n
Comblng?d%i &¥gggﬁgﬂggahﬁfgﬁ?w?giégggg gégﬁfkg%%ﬁygcgadapter
PUIPOS(EG&@“EBII—SY spsteg\eth entcolpy vt @S cevahtthes SMSSer ver

being ﬁ@g@ecﬁ%%h Lp.aneal tsm%wetwwo%@mlatsuy@aem he.cBM
client may filter and condense the nessg g§16 618)

that lFoC?¥ﬁﬁﬁ§e°FTm¥q?uWﬁE?OQﬁ defigsngesctetit: ¢
inventSehVE&dn aHBé\MMWembuadﬁd.amSavwnmﬁmtarepfugramebfndnmt to

..y, Lhis invent edef 32 L
which ﬁ%ﬁ&iﬁaﬁer3| ﬁ%hncf%§)r%3y63%%¥ ﬁ%&& TAFUSTgREaton
of theHBatlvat idbrariydednby(9in, @y@ewkﬁchHBAw¥¥ﬂKFUSdfd in a

b car 7 ods.
comput'é@A%:%%%gr!OS/r %%%%%Clg) \99 g\Q‘Q‘HhQ%Z & hod

Computer program means or computer program in the present
context mean any expression, in any language, code or
notation, of a set of instructions intended to cause a system
having an information processing capability to perform a
particular function either directly or after either or both of
the following a) conversion to another language, code or

notation; b) reproduction in a different material form.



- 27 The present invention can be realized in
har dware, software, or a conbination of hardware and
waodoumsa7es Any kind of conputer system - or OPECIFEP2003/050895
apparatus adapted for carrying out the nethods
described herein - is suited. A typical conbination
of hardware and software could be a general - purpose
conmputer systemw th a conputer programthat, when
bei ng | oaded and executed, controls the conputer
system such that it carries out the nethods descri bed
herein. The present invention can also be enbedded in
a conputer program prqoduct, which conprises all the
features enabling t he 3 wplenentatlon of the nethods
descri bed herein, and which - when | oaded in a
conputer system - isciahlhe to carry out these mnethods.
Conput er program neans or computer programin the
present context mean any expression, in any |anguage,
1. Acs&ﬁtGM'fonomgﬁﬁaomngcﬁ sdosete afrebnsé¢trwicki 0f&EN) niheaded
server Qn&%%%eﬁt S%%%ﬂ;h %‘i'tﬁglénséx@f ?E 4:QN PL 9G@S31 ng
Ity to performa “particu unction either
Channed] ?‘é@ﬂtle}'rO?h%fSWéFefequiT@Pflélﬁmbot h of the follow ng a)

aCORY Qf3i-8Bnd .0 @RQLEer | anguage, code or . notation; b)
reproduction in a different material form WO

azﬁeﬁ%@??%elpé?}c@@e@?ms%% 2 copgect@pg) g stprage
devicesys§@m1for operatlng a storage area network (SAN) in a

Vrearl %ﬁv'% &7 % S s ch mul telsprunn%%rverrlssasi are one
annep b?% VSRR Y8 Eompri st ng'd SAN

serverwhmagenmnhtServer, a Flber Channel Network providing a
charact@PNEGI Qn to storage devices, and a plurality of

Operating System I nmages running in said
a trusted SAN Management Client Unit being connected to

said SAN Management Server,

a Fiber Channel adapter (FC adapter),

whereby the trusted SAN Management Client Unit is
configured to issue commands in said Fiber Channel Network in

place of each of said Operating System Images (0S Images).

2. The system according to one of the preceding claims,
wherein said SAN Management Server is configured to
distinguish a first set of commands and a second set of
commands, whereby the first set of commands are processed by
the SM Client together with said SAN, and whereby said second
set of commands are processed by said 0S Images without access

to said SAN.

3. The system according to one of the preceding claims,
wherein said SAN Management Client is configured to
distinguish a first set of commands and a second set of
commands, whereby the first set of commands are processed by
the SM Client together with said SAN, and whereby said second
set of commands are processed by said 0OS Images without access

to said SAN.



server environnment, characterized by a trusted SAN
Managenent Client Unit being connected to said SAN
wokwagsiemt Server, a Fi ber Channel adapter (F&ET/EP2003/050895
adapter), whereby the trusted SAN Managenent i ent
Unit is configured to issue conmands in said Fiber
Channel Network in place of each of said Operating
System I mages (OS I mages). 2. The system according to
one of the preceding clains, wherein said SAN
~Managenent Server is configured to distinguish a

first set of conmands and a second set of commuands,
whereby the first set of commands are processed by
the SMdient together?dwith said SAN, and whereby said
second set of commands are processed by said OS
| mages without access to said SAN. 3. The system
according to one of the preceding clainms,  wherein

4. THg VRN REFAGERENTC OTRE FRS RSRFEQLRGLENS/

wherei@l Shé NGHER éndilrbshemetinel ueaymanrdsann@draesecond set
of commands, whereby the first set of commands are
processed by the SMdient together with said SAN

5. Tapdswhemnebycsalithgsecone ofethofrreortirudslaimes processed

rere 0 R ESSTIAD aPB 0. g0 SO

according to one of the preceding clains, wherein the

6. 198 YLt SNUEEOMERL ¢+ b NGldest vd rddaky sef eksms, 5. The
system according to one of the precedin

Ssyste ng cl aj ns,
whereifhaned F R SeAvel RIRREGNIBAIHErbHES FAPLITT5Aed

to autIREVEESe sBid TheissystEn aeaagehiarg tdienevoltt he
preceding clains, wherein said Fiber Channel adapter
(FC adapter) is configured

7. The system according to one of the preceding claims,
wherein said FC adapter and said SAN are adapted to restrict
the access of the untrusted 0S Images to the minimal necessary

set of commands.

8. The system according to one of the claims 1 to 5 wherein
said FC adapter and a virtualization layer of the virtual
server are adapted to restrict the access of the untrusted OS

Images to the minimal necessary set of commands.

9. The system according to one of the preceding claims,
wherein only one SM Client is provided in order to keep the

server load small.

10. The system according to claim 8, wherein one or more

backup SM Clients are provided to provide redundancy.

11. The system according to one of the preceding claims,
wherein only the SM Client is registered for receiving
messages from the SAN and the SM Client is configured to

forward said messages only to said SM Server.



to authenticate said trusted SAN Managenent Client
Unit. 7. The system according to one of the preceding
W@ b@i087798 wher ei n sai d FC adapter and sai d SANPGIT/EP2003/050895
adapted to restrict the access of the untrusted OS
I mages to the mniml necessary set of commands. 8.
The system according to one of the clains 1 to 5
wherein said FC adapter and a virtualization | ayer of
the virtual server are adapted to restrict the access
of the untrusted OS Inages to the m nimal necessary
set of commands. 9. The system according to one of the
preceding clainms, wherein only one SMdient is
provi ded in order to Kfp the server load small. 10.
The system according to claim8, wherein one or nore

12. TQ@%#&e%’VESMﬂ%é 84 &Rr gyi ded ptr@c&ﬁﬂﬂj deargdundancy.

11 he system according to one of the precedi ng
whereig| HhendC AGRRY ﬁsoﬁ?fiﬁ%gﬁéeﬁl\ﬁcdfoéﬂ?r‘il sallleﬁ?s:ﬁa&e d for
generat €8y ithg sARSSAYESidH @MrefestSANiandid hetShedddseny is

=o1015SE7 i P S0t 0876t BeT) ERIDDI DE0ReS ST 12,

The system according to one of the preceding cl ains,

13. %eégé&mt he FlAdaps eJne' %fcgtﬂé 'p%esgélrtgo flgmlrd al |

messages generated by the SAN'for which
whereipegistiafidant¢s ifotoHecessarye oarery a GOPheO%IVIléI i ent

messag@@dg&%ratt@dt}gﬁﬁ twat sastegd %&m&g%\%glst]a.%tlgﬂel§)h%t:em
according to one of the preceding clains, ~wherein the

necessFBYAB%\ﬁth@r SKCIoGRET HursliE 0°F GrwaPE & EEPy DT al |

originFessagescgenetad adt bystdie 0SAMLgs.whi ch a regi stration
is not necessary to the SMOient in addition to
forwarding the original nmessage to the untrusted OS
14. Theagesterl4ccThiingy st emncacdor e myeredone dhinhe

whereﬂﬁrgﬁgcgéE}69|?érgauipped with two classes of agents,

namely, the SM Client and a Remote Access Server (RA Server).

15. The system according to claim 14, wherein the SM server
is equipped with repository for keeping authorization data for

accessing the RA Server.

16. The system according to claim 14, wherein the SM Client
is equipped with repository for keeping authorization data for

accessing the RA Server.

17. The system according to one of the preceding claims,
wherein the SM Client and the FC adapter are configured to
gather reliable information used for billing the use of

resources by each untrusted 0S5 Image.

18. The system according to one of the preceding claims,
wherein the SM Framework is adapted to communicate with a
Firewall control application, in order to set the access

rights.



wherein the server is equipped with two cl asses of
agents, nanely, the SMdient and a Renpte Access
w®Eeones770RA Server). 15, The system accor di ngP€DER10a3/050895
14, wherein the SM server is equipped with repository
for keeping authorization data for accessing the RA
Server. 16. The system according to claim 14, wherein
the SMCient is equipped with repository for keeping
aut hori zation data for accessing the RA Server. 17.
The system according to one of the preceding clains,
wherein the SM Cient and the FC adapter are
configured to gather reliable information used for
billing the use of Tédources by each untrusted OS
| mage. 18. The system according to one of the

19. TRLecRding. CclAlNEy té"@%%ebf‘ drae S 5&@@6@@5&@ s adapt ed
to communicate with a Fi r ewal F contr ol appllcatlon

whereipnthsy ¥ Cliedet St HiARiCEeke THICGAPR. 290 20849057798

the reRGd4iEP2003/0R0895servedltolhe RAEsSHEIrem according to
one of the preceding clains, wherein the SMdient is
adapted to function as a router for the requests from
20. Thh&s:ﬁMe&GEM@erﬁ@gtﬂfm drA serwter pr2Bedifve ciystem

wherel er%ngeléé?e ng of rr% z?r?ee%ggl&‘!{ ﬁe%e%%\%?rei n the

erver Forned eX|st|ng el net
Serverserver. 21. A nmet hod for operating a storage area

network (SAN) in a server environnment in which

mul ti pl e operating systeminmges share one Fibre
21. A Eﬁ%‘é‘?ﬁfglfoéd%ﬁ@rtlnﬂhae FrerRBY ToApPESTHY tRdY) §t“eﬁs of :
serverMBfagidigehbel SANL By mu15AM dsagenend sSetemaimagaist h at

share kﬁ%sgaé)ﬁgsﬁ“}lanneqaggnetnetr,sgltlver %gg ggmp'r%%%%g %hSeAN
steps of:

managing the SAN by a SAN Management software with at
least a SAN Management server and at least a SAN Management
client with a communication path to said Fibre Channel
Adapter,

separating the requests issued by the SAN Management
server into at least two groups,

a first group is processed by the Fibre Channel adapter
and the SAN on behalf of the SM client in place of other
operating systems which share the same adapter, corresponding
to a trusted path, and

a second group i1s processed by the other operating
systems without the need to send or receive requests to or

from the FC adapter and the SAN.

22. The method according to claim 21, further comprising the
step of:

routing all information contained in unsolicited messages
generated in the SAN and FC adapter to the SAN Manager by the

SAN management client.

23. The method according to claim 21 or 22, further



client wwth a conmunication path to said Fi bre Channe
Adapter, separating the requests issued by the SAN
wokwagsITehit server into at | east two groups, BCT/EPHN3/050895
group i s processed by the Fi bre Channel adapter and
the SAN on behalf of the SMclient in place of other
operating systens which share the sane adapter
corresponding to a trusted path, and a second group
is processed by the other operating systens w thout
the need to send or receive requests to or fromthe
FC adapter and the SAN. 22. The nethod according to
claim 21, further conprising the step of: routing al
i nformati on contai ned 32n—unsol i cited nessages
generated in the SAN and FC adapter to the SAN Manager
compril¥nf N8 SAN, mnagenent client. 23. The nethod
accor |ng to claim 21 or 22, further WO 2004/ 057798
upPETY EPE0HBR OI8O nding FeareHT itsi AigtiHe t8Eep of : usi ng
firewatih® HBA APl binding requests to nodify the firewall.
24. The nethod according to one of the clains 21 to
23, further conprising the step of: operating the
24. T&enm&uﬁduabbequmm@htérdna bhetiBAN1MBRagETEnt 23client to
r S0 that cannot be nodified or
furth%%a&%@ﬂ%oﬁ% S’%y an%t%%r operating systemimge. 25.
dﬁhanEHQ1Gdea@qmwwdﬂngﬁqu oaeh ofromhehe | Hiklapaognenpg,

client! lﬂgtﬂ% a‘&ggpéf Séonghéthe_Ltstsggﬁ'o’@fb-e acgessiangral |
information relevant for billing individua
eavesdropped by another operating system image.

25. The methed according to one of the claims 21 to 24,
further comprising the steps of:

accessing all information relevant for billing individual
operating system images generated in the adapter and SAN

only through the SAN client on the trusted path.

26. The method according to one of the claims 21 to 25,
further comprising the step of:
said SM server providing authorization data to the SM

client to execute requests from said first group.

27. The method according to one of the claims 21 to 26,
further comprising the step of:

said SM server and SM client providing authorization data
to the other 0S images to execute requests from said second

group.

28. The method according to one of the claims 21 to 27,
further comprising the step of:
operating the 0S images so that they are only enabled to

execute a limited command set in the SAN.

29, A computer program product stored on a computer usable



operating systeminages generated in the adapter and
SAN only through the SAN client on the trusted path.
wWQ2004/0h98ret hod accordi ng to one of the clai TsPQIEP®03/050895
25, further conprising the step of: said SM server
provi di ng authorization data to the SM client to
execute requests fromsaid first group. 27. The nethod
according to one of the clainms 21 to 26, further
conprising the step of: said SM server and SM cl i ent
provi ding authorization data to the other OS i mages
to execute requests fromsaid second group. 28. The
nmet hod according to one of the clains 21 to 27,
further conprising the3step of: operating the OS
images so that they are only enabled to execute a
[ JTRp oRpUt Lk sPROIr am
medlum' pr g%[{ijp%iisg?or ed g)g?}g% fc%r?%gffee?ﬁﬁgg%?emé\%ﬁgzg%ﬁ/%ﬁmg
a comppeenf EP2003f 050895t hoB 3 coagdingn o cipr s Phg-Conput er
precedi8@dabliasps ogd-amemeans for causing a conputer to
performa nethod according to anyone of the preceding
clains 21 to 28.



