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BACKGROUND
Field
The present invention relates generally to wireless communications, and more

specifically to content protection.

Background

The field of communications has many applications including, e.g., paging,
wireless local loops, Internet telephony, snd satellite communication svstems.  An
exemplary application is a cellular telephone system for mobile subseribers. (As used
herein, the term “cellular™ system encompasses both ecellular and personal
communications services (PCS) system frequencies.) Modemn communication systems,
such as & wireless commaunication system, designed to allow multiple users to access a
common commumnications medium have been developed for such cellolar systems.
These modern communication systems may be based on multiple access technigues
such as code division multiple access (CDMA), time division multiple access (TDMA),
frequency division multiple access (FIXMA), space division multiple access {SDMA),

polanzation division multiple access (PDMA), or other modulation techniques known in
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In the above named CDMA communication systems and standards, the available
spectrum is shared simultanecusly among a number of users, and suitable techniquss are
available 1o provide services, such as voice and data services,

Typical mobile subscribers use a mobile station or ferminal such as a mobile
phone or a laptop to access the wireless communication system. A mobile station may
receive and play or store broadeast or mudticast content protected under a digital rights
management scheme requiring communication with a rights issuer.  However, the
mobile station may be owside of the coverage area of the cellular telephone system,

preventing play of stored content. There is therefore a nesd in the art for a mobile
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digital rights managenent schene requiring
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e@RARIbkd Wer identity module R-U IM, or a cdma2000 subscriber identity module
(CSIM). At least one content presentation unit may define an allowed proxy capabifity
of the proxy content rights manager, may be a token indicating a right for presenting
secure content, or may be a credit granting a right for presenting secure contdent,
Additionally, the content provider may be a broadcast content provider andfor a
multicast content provider. The method may forther include transferting secure content
usage information from the proxy content rights manager o the remote content rights
manager, and/or to the content provider, when the mobile station is able to communicate

with the remote content mansger using the air interface. Usage statistics covering each



of the proxy content rights manager, nmay be a token
indicating a right for presenting secure content; or
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he securi r
comprising s:omputel readable medium comprising code for causing a computer to

transfer, wsing a air interface and a security agent of a mobile station, content
presentation units from a remote content rights manager to a smart module of the mobile
station for storage, code for causing a computer o request secure content keys from the
smart module for atlowing presentation of requested content while the mobile station is
unable to communicate with the remote content manager using the air interface, and
code for causing a computer to securcly transfer secure content keys, based on one or
more of the stored content presentation units, from the proxy content rights manager to

the security agent Tor allowing presemation of the requested content.
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The access network may be further connected to additional networks outside the access
network, such as a corporate intranet or the Internet, and may transport data packets
between each remote station and such outside networks., A remote station that has
established an active traffic channel connection with one or more base stations is called
an active remote station, and is said to be in a traffic state. A remote station that is in
the process of establishing an active traffic channel connection with ons or more base

stations is said to be in g connection setup state. A remote station may be any data
device that commumicaies through a wireless channel. A remote station may further be
any of a number of types of devices including but not Hmited to PC card, compact flash,
external or internal modem, or wireless phone. The communication link through which

the remote station seands signals to the base station is called an uplink, also known as a



networ k. An access network transports data packets
between nultiple renpte stations. The access network
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t he access network, such as a corporate intranet or
the Internet, and may transport data packets between
each renpte station and such outside networks. A
renpte station that has established an active traffic
channel connection with one or nore base stations is
called an active renote statioff and is said to be in
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content presentation units, from the proxy content rights manager to the security agemnt
for allowing presentation of the requested content {step 308).

In more detailed aspects of the invention, the comtent provider 204 may be s

broadcast content provider and/or a multicast content provider. The method may further



security agent 214. Tlie smart od e stores content
presentation units 216 and has a proxy content rights

worewanea79208 for issuing secure coHtent keys 2P0T/vukmn’/ 061577

{0023]

{0024}

LRSS

{0026

{0027

the nobile station is unable to receive secure content

keys fromthe renote content .lights manager using the

air interface. The security agent securely receives

secure content keys fromthe renote content rights

manager d securely transfers secure content keys

bet ween the renote content rigﬁ%s manager and the s rt

nodule. In tlie nethod 300 content presentation units

andute gngften mgctetmumonteat newe tifocnni@ni2l trghi’ Sieppaagesntent rights

RrF 2T Rl ale ) PR R it 4Dy S et provicer,
prissetht anmmre si@bmi @62 id ablees ebmathoMiiid eitth®erelibleEeontent manager
nis unab?e to communicate with the re o e

c‘&ﬁigeiﬁi‘ “Wé’l’l{é 8t §&ng the air interface (step 304).

Secur eTiROGh AR IndRY S 2 &I QmR@MER&ﬁ%aH@%&%r@ MAGLE smart modale may
rcg)ﬁ#l e for agl ow ng.presentati on of the requested

Y epd RpsSteT Idenigy %@Hir‘é%%i}eﬁf*m%y@kaﬁ%f identity module R-
tansier § egim2a90d @R cAPE MentBY Gndiuld N SLA el least one content
content presentation units, front the proxy ‘content
r}?rsq?pgatsﬁa hlggefl Gyrpayg qi@uga@éwm\yed AFORORepabilBnh e proxy content rights
Rhasest @ﬁehoﬁe QftokdieidaRAUaS Lashig Q’H;t SRkedi LR e3WBontent, or may be a
(002217 In nore detail ed aspects of the id6venti on, t e

copliearrniwsy ekt fog (D’Ae*ﬁﬁfyﬂ:b@':al emostdéast cont ent
provi dﬁ{c @&%Q{h (fgk %?tcfﬁgi@%te BloREONT H8Y wmylfE st content rights
met hod urthefinclide transterring secure con
L%%@eem?ﬁ‘for ‘Pt $roert 202huie b3 vl 9oF exy [oNt ehisrisgtet, sw*ht% enforcer,
N L 1§ S n A8 s

iy o?gt z%&?nﬁ(éro (@%ﬁéxﬁ]}?@)ﬁ@\ s gﬁh%& ’?Olﬁ Q)F,i] 10% Sgﬁgw} %{Q}G«y capabilities
§Déh¢BWEQOQO¢S€abﬁbeﬁﬁmﬁvnwﬁﬁﬁcamermﬁﬁhltﬂ%ﬁDHH@f&Oinrhenkﬁﬂe
g‘?r%%{}t%nitr{r}ggg‘lﬁggjfg f&qg i{lﬁggﬂggs Qbﬁtc), be{)af??m rcmo%a n;ﬁ mlarl]}ém puxucizuaﬂy
srarhtenriodud emrmaye.eb@‘ mbami swerosalddsubdsg mlbseﬂsmobﬂesmtszy 102, A secure

gppvabl e user identit o
SRR Gy cdRanesloo SERHERY PelbisabhE vy Hultreo Bcipen the smar
Abodidagidd dmsfﬁzOﬁt\.emkﬂp rzesemhatbbmc wohien?2 60 may weftbRe in a secure
a Iovve f, the proxy content

Cioﬁﬁf} e‘}%ﬁx'ﬁﬂ aleg 2o gégen indi cating a right for

pr esenl’}iel’lt;pn&ﬁe WoBtedO Mo mabigalB00Sg @EiQdiih Y& adkd Rgiwork 108

presenting secure.c

R L B sl oSG TRl Sistifotherpl 110, Likewise, the
roshiciic p.ﬁtmdmnﬁ Bntestdedint the @BFORGRIBNYL 08, THEnSITBEv NP Aotk B availabie
% act as .a proxy rights issuer, rights enforcer,

E{atoas ﬁlfemfe dt¢8r. The renote ri ghts manager 206 may

| oad aftcommhbiPrcaxitnt 2RAR hihhd RS 206 may encrypt the secure content keys

220. The secure content keys 220 may be stored in the encrypted form in the mobile

station 102, An encryption key used to protect the secure content keys may be provided
to the smart module 212 throagh secure boolstrapping via the mobile station. When the
mobile station plays encrypied content 210, it may present the encrypted secure content
keys to the smart module, which decrypis the keys one by one and supplies them to the
mobile station, provided that content presentation units 216 are available.

Another aspect of the invenlion may reside in a mobile station 102 (FIG. 2)
including an air interface 202 for communicating with a content provider 204 and with a

remote content rights manager 206, a user interface 208 for receiving content requests



to the smart nodule. The smart nodul e may issue a
rights object. ROto the nobile station 102. an nmay
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periodically, or when in the coverage of a base

station .104 serving the .nobile station 102. A secure

communi cati on channel 224 may permt secure

Conmruni cati ons between the smart nodul e and the

security agent 214. The secure content 2.10 may b e

stored i a secure content storé 226 of the nobile

station 102. | G025| The renote content rights manager

208 prajentiagicgatenh2iher sor ometolwoR k2, ab08 (FRbiGty hgdnt 210r The smart

mﬂﬁ&ﬂ@%‘ic\/}Q{ Eo:‘ﬁgﬁt nI’F uetaz\(&ﬁ ‘g"a"?‘lag‘r £ %%’@ ggs hg:»z Io{?\% ﬁégté 8} HS s manager

rEtBwon kssLhgs Q@ma cantent Mms IK29ew hﬁf lavabbiddkaiith (10 mhghble o receive

ars P08 kel T R st T BrleRy ReyehSagmertace. The

Tsl‘memMCMzﬂi G@(ﬂhﬂﬁlt rek€lyss 22ramyntedr Rbey @dnd Mhd R8uote content rights
ted form,n the nobile stati.on

R B T IR TR S B 00 10 e ampofeogaptent rghs

YR Hakowiad Qx@laﬁtomhhﬁies merie AR@kestRddh tFaRgMciudes means for
secure bootstrapping via the npobile station. Wen the
B {E88. 256 151 &) SEHERS B 0 SFUEAL A8, CpRiepiagresentation units

pEeaank 1Eﬂ§tee&§‘iﬂé‘rﬁt 12615 9€A8eC RNURNEmKe ¥8odife Ithe sSR! means for
nodul e, which decr pts t he Reys one by one and

SEBAPBS SPGB dhe et apod éf»‘er alstvipg aresentation of the

GRRLARY RIRSRNIRAId 8B HAMS sdod QLAY &b | Qllg!nﬁzmcgalfg &fth the remote
Anot her aspect_of the invention may resi ée I n.

ROBTE MEPaES oinEghe gl ingriage, jand nmrupg ifpguansfaring seeme content keys,
k&S f)ﬁ%%e %9%1&@ ro’rftﬂﬁméd ¥ @Eﬂr&t&& Wﬁb&tfﬁl@ﬁqgﬁﬁ b om the s Juony content

provi der 204 and renote conte
Jedts wapsssy f9 hespdutie 2208 oz im@@gu}m’%ﬁ@atmm t}’eﬁte requeefed content.

r eq u es‘{’ &aﬂg}t p(!.l e<§> BLttI (ﬁgthc‘qlat ﬁg{:onzg‘lch r@ug U| be Lg{;q%ﬁk%r pr oumn] Py odm_,;, '

and a security agent smart no
c@mmmﬂsqo Fespueat ttk@hbig&n nméz 1@ G osnpdl shigs cadepfaxyaucont entomputer 1o

r age f.06n4 i.ng. secur e tent . 5
PR TREERoh: Pubdrilron Y DRAERE brf el e dfifjeestotion 102
Gmnteehmf%ey@i@w omis 28 ériemmt e reont enthitant givhss n‘ﬁna@ﬁ:rﬁ(}é 10 & smary
bhe ai Jhe secur]t ent. secur )
?g%&el?% &é Sog Ct%? g{}vtégin tig’%ienkfm stcfrf,z %cpﬁ% t? e%’lsjélmc% ﬁ?xé] %(te; to request
Iseghesonenbers Widireactie ahymt madsiedbs m&mm&epxemtﬂirbh of requested

N TE TR WY T A I

I’TEEﬂT&lgt:if osing lansit énteifngs, And dt@etfbe Lmsing @tc@ﬁﬁﬁ@fﬁ’ 1@ndeurely tansfer
he securi t%emagl?nt cont ent g tation units fromithe
At ef’

e% F ém&%m 3136% PR OGF 5 twtehséorg%ﬂteml%eéﬁthx units, from

ShOpage, comedn sighBmanager to the security agent for allowing preseatation of the
requested content.

One option for BCMCS-~based content protection for stored previously streamed
content 402 may be described with reference to FIG. 4. A terminal 404 (such as the
mobile station 102} asks permission 1o play the recorded content from a smartcard 406
or module. The smarcard acts as a proxy rights issuer 408 for the terminal., The
srarieard sends previously stored traffic encryption keys (TEKs) based on permission
In & rights object (RO} 410 received trom the smartcard. This may heppen even if the

terminal is out of the BCMCS coverage area. When network coverage is available, the



requesting secure content keys fromthe smart nodul e
for allow ng presentation of the requested content

wonbkio7e927b nobil e station i s unable to comuni PEE/ES201/061577
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the renote content nmanager using the air interface,

and nmeans for transferring secure content keys, based

on one or nore of the stored content presentation

units, fromthe proxy content rights nmanager to the

security agent for allow ng presentatlon of the

requested content }002§] Yet aRot her aspect of the

i nvention may reside is conputer program product

GRMRTA Sehds @crepm en2retackabt estnsdeun aoBPMGE rgnedie 414 or other
for cau5|ng , conputer to transfer, using air

PHPETE 8O and a security agent 21.4 of a nobile

st ati Qholld?, omRR et BIMESEHaaEd QAL tg‘ﬁm%otl(ﬁl oo m«aed previously
renot e cont ent ri ghts manager.

SEre CORETBR PP DR RO 6 (OPEga0 e, PO nebwork coverage

%aé{%'llqgiea&&qgﬁﬁ&'hﬁlr4d~prcE&QH§§t)bSIﬁﬁH Mm@ SRdy i(k(ﬁy'-ﬂ 628 a channel
fromthe smart nodule for allow ng presentation

Haguesheps dbyiresient 2ranepaihi iretocil SHEBR) @raieaeton T%é terminal asks
g@fﬁqls@u P gPsWH@ %&@P&d‘@ab@nﬁ Rend mlix‘?as LR £8Y. W@gﬁ‘ftc‘ud acts as
sin Interface, and. code for causing a .
e ORIt eghus asssectiteloy thertarmsinal. $he smartenshsamts nEeyigusly stored TEKs
Basqd:0 ;gbrﬂp&c%r m@@ z@ées{"&ﬁ rShARE dmG QBB trhis may happen even if the
presentation units, fromthe proxy content rights
trcnagpa ris ot oihtée %Mfﬁtqzwagwgmar#ao r'Wikh omivigk coverage is available, the
resentatio W 0 [ ,
?@m&;% ase cht h? g4 gr%{) ? c?\oimtﬁ %}‘: g%g]w@&ié?% oPbr network
pamw oiisé ye;mnrzeammezo rtepnited 40Qistiaysush sdesprpisadaxniede and repeat
R&})e{agﬂ c t 0 CE\ “’{Oﬁ 0\*:(?1 nlmyptggrr%%szsxl ‘%éms i%ll IICI%? o tt)i% stored content,
rfaecreﬂmmkabmtvemldfar exiinelingastot aﬁndméé)@*msmmﬂuihe ccﬂih@n pmude; 416,
m {‘ﬁ %g{vddlgﬁ S§§“rrﬁ?‘%%% ! P 9%1% d éo gm mc 6‘0{”3] s >(§31189c,x rcpoz&d by the
Eér&fafdlﬁoelﬂef yption keys (TEKs) based on per mssioni a

rlght object (RO 41 0.receiv. ard. ..o
Thi's. TR HARBCTECUERTEY (PG o e BB (e tining, prcket-
B@@%&@Mz&fr@ 8r AEQALINYHEN 1RO Mhe COURHATO4InSay piggvback the report
avai | abl e, theterm nal sends a reg}ort 412 of rsﬂé’?ﬁﬁ ired. Th
SPARSTHHE U SHERES UGHE POIVEF TR BESOEREIATBY R Fiuired. The
$84¢L kiaftstdB. mb{H30dn1Anat d1SEnapdy Barween i&@vﬁr&@ﬁﬁﬁj (.onient play of
content protection for storgd previously. streaned

FeopudedeRPiE THEs SREIBRRSR Ry BYpEET revgniRre of gentew]ghthe middie of

SRNBE M FOV ELALE sthstRY Aol SRAE cadiN greb @i Aabi 4QWbntent segment and/or
receives ROs froma cont ent provi der 416 over a

OReEHE! MERE MENHERYYs | By pRteRixteseah 8hBIBTHE dBEoftatistic may be
§§§dg{&) protected. The term nal asks

The BCMCS controlier 414 may send a broadeast agcess key (BAK) to the
smartcard 406 via the mobile terminal 404, A short-term key message (STRKM) may be
sent from the BCMCS coatroller to the smartcard 406, or it may be sent by a BCAST
service distribution/adaptation (BSDA) unit. The smartcard may send the shori-term
key (SK) to the security agent 418 on the terminal. The security agent is wusted to
discard the SK sfter use.

Another option for BCMCS-based content protection for stored previously
streamed content 402 may be described again with reference to FIG. 4. When network

coverage is available, the terminal 404 receives ROs 410 from a content provider 416



perm ssion to play the recorded content fromthe
stnartcard 406. The smartcard acts as a proxy rights
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previously stored TEKs based on permi ssion in a RO

.received fromthe smartcard. This may happen even if

the termnal is out of the BCMCS coverage area. \Wen

network coverage i available, the termnal may send a

report of usage statistics to tlige BCMCS control | er or

ot her network server. The rep0|J may contain detail ed
statistics such as separate play once and repeat play

cases: cinaskdrayiies éltmsomiotwtednaff hertermipah aiayc bara@&: fortore content

ARy SDEIHA L STn B pr b R Bkt SRR content rom
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DEVGRER 1 jpyeiiabls, é&ﬁﬁﬂ@ne@rﬁeéﬁ% a8 $Pay WBivlpeoBreEmee statistics to the

COOARTY cédiQiMeP O LIRE RekwRk S0er. NGk M9 6T RN AEH BBy 86t (or is unable
content in the mddle of the content. Usage stati'stic

deverrigg fenmrlibp by enratesh tot stored srpient. Teyiraminahmaroend a reporst
109 LA MV %8 BRI Yhd . BeEnt TB@%dQP REE 08 aﬁ?%@gt tl}?_ﬁontmt provider to

pr ogr am usage statistic may be réporte
BEVES heek bpagielsetti siguregayed ﬁﬁleasebﬂ@'aﬁ@agtet access key

( BAK) f%&&%‘t@%@% Q»%rfg(}%gﬁtl&ltﬁ ﬁ',tk wb <‘J & bé&eﬁﬁl n&%{r { STKM or long-
ort-term T( nessa (( bt
etERCW@S mwm&)m@mﬂo the %Mmm ard@bmmzhw tol piamyacberecard play
tatio - et
SIGEIBK;:BV tn@;s g&_lc_:ﬁ‘é rég}ﬁ; é&a xa: &y %E (as § }H%%B‘-r?‘“e%‘?n gf(oéxic/imst multicast
(s8rgicd @xiﬁhias )s&:dlhmet@caagﬁdmmm& sm\ iuhént*e»ﬂtﬁﬂh al . The

[Sggggiﬁﬁ;?gqgeqr‘ﬂop f Y‘% O(i@od'{}ﬁ%’l sg%l ggmg BﬁK émtmn Fant§ signals may be

pteeiﬂ'ﬁmb restogr ast Gﬁezd spriewd ofisliffeishr eantdiceont ent 1 03iques.  For

s PR T Pl SR RES el R SRR and chips
ribgie imags bRQefuddreflr tu@shoontien tabﬁt@\ﬂed@’ﬁplék&ﬁ vl 0¥ afepﬁqemed by

‘Bﬂ%é’m?i cét?%%tg %8ﬁfcé1ﬁeton%txg E\%g:ts%e %mc-ggzgc the 0{ partnqgs aptical flelds or
particles, or any combination thereofl,

Those of skill would further appreciate that the vardous illustrative logical
blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as elgctronic hardware, computer
software, or combinations of both. To clearly Hustrate this interchangeability of
hardware and software, varjous illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is Implemented as hardware or software depends upen the particudar
application and design constraints imposed on the overall system. Skilled artisans may
implement the described funchionalily in varying ways for each particular application,
but such implemsntation decisions should not be interpreted as causing a departure from

the scope of the present invention.
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encryption keys locally. The term nal asks perm ssion
to play the recorded content fromthe smartcard 406.
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the terminal. In another variation, the smartcard (CSI

or RUM conputes and sends content encryption keys

to the term nal based on permssion in a RO received

fromthe content provider. The encryption keys may be

sent over secure channel 420. This may happen even if

the termnal i s out of the B coverage area. Wen

network coverage is available, the term nal sends a
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mbi nati on Those o
ﬂ?&ﬁ"«’t hesideappr @é\ét meuﬂwat tiheh vegiioys ﬁ@hﬂshezabzwei“i’&()\,t THEMOLY,

I S, LCUi gor | l.eps -
escrl be%c%%k(\corﬁﬁec oﬁﬁg\ndﬁ%‘ t’t h}é}%mﬁﬁglgl ?a%% |“§§‘\3$8b| any other
Heue pﬁbiwaygelma,dm:pIlﬁlmmtzedheaswel AeCENeaniiey hm:dmfn&m um is coupled to
t re or._conb h. To,cle
SR RSy PRl 15 Sl oL T CLeR on o
@Eff BEW&T»E, mydipiToudn ithé mﬁbﬁatlml (ethe anpage Rtaiuh| @eKDe integral to the
been des ri bed

DA 55, LTS S BB R B Sy 5L 58 BB e nsic
sughc{ttdn (31} B@B@i ﬂemnnBS Ik eentagde ase bRl en®fhe storage medium
?}‘ngtl\é\gde as 51 qcrete o ;%Qwﬁtqem g%faxtaxltgynln%gl

In one or more exemplary embodiments, the functions described may be
implemented in hardware, software, firmware, or any combination thereof If
implemented in software as a computer program product, the functions may be stored
on or fransmitted over as one or more instnuctions or code on a computer-readable
medium.  Computer-readable media includes both computer storage media and
communication media including any medium that facilitates transfer of a computer
prograsu from one place to another. A storage media may be any available media that
can be accessed by a computer. By way of example, and not limitation, such computer-
readable media can comprise RAM, ROM, EEPROM, CD-ROM or other optical disk

storage, magnetic disk storage or other magnetic storage devices, or any other medium



application and design constraints inposed on the
overall system Skilled artisans may inplenent the

walemcroidiesl functionality in varying ways for eBChUS2007/061577

{0040]

particul ar application, but such inplenentation

deci si ons should not be interpreted as causing a

departure fromthe scope of the pre sent invention.p

JO0037J The various illustrative |ogical blocks,

nodul es, and circuits described in connection ith the

enbodi ments di scl osed herein ney b e inplenented or

performed with a general purpose processor, a digital
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exenpl ary enbodi nents, the functions descri bed may be



i mpl emented in hardware, software, firmwvare, or any
conbi nation thereof. If inplenent ed in software a
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on or transmtted over as one or nore instructions or

code on a conputer-readabl e medi um Conputer-readabl e

nmedi a i ncl udes both conputer storage nedia n

comuni cation nedia including any nedi umt hat

facilitates transfer of a conpyter programfrom one

place to another. A storage nedia may be any avail abl e

nmedi a that can be accessed by a conputer. By way of

exanple, a d not limtation, CeadM%onput erreadabl e

medi a can conpri se RAM ROM EEPROV] CD- ROM or ot her

optical disk storage, magnetic di sk storage or other

. magnet.c sf\omagz@ddev mmmeh gresanyn®theeningdi wibhiats@ian having an
arr am.cQ

B B fock Rar R Bl i S el R A s content rights

bﬁ&&ﬁ,@ﬁ%@ﬁ? bymaa@om lﬂéc@[vwﬁt SnteRNYGERBNALHT hrefbniSy content, a smart
terned a co ter-rea_dablme%rredl um For

a2 Fé " qtpriRth ECup R B ON PR U hAERE f PEYacontent ghts manager

websishthg S@LVEkoni@ht RENCHhES RS erchWi GRidn GO to receive secure
coble, fiber optic cable, tw sted asr digital

SSRIERF IBET HPPTde(iBROfe cotenitebi e BanInE NABIOE el istsetrce, & security

argeni R kahL6ly rEatiay seife BHRERURYE HokhBR L&li\%iecc%l%rﬁlmhts manager
cable, | ber optic Cable tw sted pair oi

Vitelf B ssovistn HOPTGTTES WeerP aUIeHT k ﬁe%retwne@ré tee sgrgote content rights
%&{e@é@éﬁi Abendpchugad, &M&%&%&@ don of nedium

and disc, a s used herein es conmpact disc
(CD) | aser ramsder ingptisigal the élfdi@??ﬁwe oot she | eeuidiys egent, content

[P&m)amefx QRRY 7k ghcaﬂgnrQL Wol 8%t ‘{1 gl%gs ﬁﬁlﬁﬁgm ot S%g% smart module for

usual I'y 1 epi oduce data nagnetica
gpaghiee dat a opcal > with | er . Conbinations of the

above ho d QJ Jeal D&hf{g}-ﬁﬁMX aj;llx '-T&Szg 9@1 Oifhi; {:bxk stafion is
co ut er-rea Ed a | OUS escr mt

ofnatiego @tbwmjs@de sibdtle neentis cmsaprmmz@ed uding {i&:nabinwiace

any person [i x!)sm%g Qa&h Oﬁtlf:xtxt 5\ Fys %1 Yhe bg}ﬁr% &odui@ for allowing

present inve ous nodr ca Fong®t
enb‘@dlamentosﬂtfeengamd ¢qnteampan(ient to those skilled the

ait, and th pene princi defined.herein may be ..
applied to {g?‘i% P eRD H‘l‘rf“ereﬁ{%’ \?\filteﬁ%u{;m&gp% Mg f‘¥‘8‘ﬁ’1 of the stored
tdeetesp prasentatioms cope fofm tlepiony enht'e@m@hxssmﬁ der Ay BeaBturity agent
in tIOQi imted to the

e?n%%g‘? h t@es&%aﬁgﬂl&rﬁq%e&{e% c?“feé’t be accorded the des

scope consistent with the princi pI es and no e features

di scl ased h re| nmet hod for secure
pr ese%tsl ng go‘ﬁ?t f?‘n“eﬁui‘?ﬁ‘b Pieéelgt*‘é{ TBIETH Y |3n‘lj“ fle station as defined

in claim 1, wherein the smart module is g removable smartcard.

-

3. A method for sceurely presenting content in a mobile station as defined

i claim 1, wherein the smart modide is a uriversal subscriber identity module (LISIMD).

4, A method for securely presenting content in a mobile station as defined

1 claim 1, wherein the smart modide is a removable user identity module R-UIM.



air interface for communicating with a content

provider and with a .renote content |ights manager, a
waigs@r/o9a1ver f ace for receiving content request SPEIUS2007/061577

presenting content, a smart nodule for storing content

presentation units and having a proxy content rights

manager for issuing secure content keys when the

nobile station is unable to receive secure content

keys fromthe renote content ghts manager using the

air interface, a security agen for securely receiving

secure content keys fromthe renote content rights

managel- andAfioetheddor sdoprdly anﬁiﬂ@m‘g crtgiteﬁouraemobm eiratzon as defined

lsgyéilﬁgl?t %Hs;llbp’h IIR'M% (f‘m)ni&? 1} flans S"({ri‘)}%ﬂ &ﬁlgﬁ(ﬁ xd(cﬁgw module

a&fﬂkﬁterface and ne security agent, content

presentation units fromthe renote content rights

manager to the smart nodule for storage; receiving a

cont end. predenthbil G £RGLES brosbiith® ¢diReIORId 8oB8@LLA/ as defined

[ ate wth the renote content

. bl
TRALBEY I oaTRE e T o S SR EOs (g s allowed prosy

caphighity deys pfognichie: spRktndegdel e for al | ow ng
presentation of the requested content; and
transferring secure content keys, based on one or nore

of theyst Ofﬁdné?t@&ﬂ ERt sRURSEBIALIAR MdrEin faﬁﬁH‘:ﬁJ‘%atmm as defined
proxy content %ht S manakgeﬁr to the security agent for

AP ESiRPnly "‘é‘reé%’éﬁt figtieseniare piesopiRismenit s iehen inglicating a right for

Wﬁb@ﬁgniﬂﬁuﬁﬁ&ﬁﬁﬁhy presenting content in a rbile
station as defined in claim1, wherein the smart

nodul e is a renovabl e snsrteard. 3. A nethod for

securely prgsgat; C PN A I o) o] Lat A8 tion as define
defined in cl a?mbéﬂlgk\;\,ifeb?&g%Elg P ﬁé‘@?@?‘?”ﬁ‘%‘éﬁi g' ji@@ﬂaL Ration as defined
dniclremsiawhsedis ¢ faset onglertntyressaialion funf iMp.credit granting a right for

Qﬁgnigfcug,&}ﬁ'iﬁ presenting content in a nobile
dtation as defined in claim1l, -wherein the smart

nodul e is a renovabl e user identity nodul e R—UIM5 A

met h 0 d) for tg q’ﬁé‘{fig& ¥pr80%f?ie‘¥ls n,%:ﬁngk- t(‘eﬂn ktnﬁ él'l g r}gntf ﬁn%ﬂ%?réd s defined |

station as
iis chio dnERO09 csatnﬁgsmgjteamsﬁﬁieng [ xtxwmdmlhem@iﬁﬁich@ scc@;t, coﬁte,m usage

I
)flri]f%g xggtgonf H 51} Stgg ﬁ{ ggsvy ccpngen nﬁ lllr%giitl{%lg\? L& Qﬁhgf&i‘fi%’(ﬁ §fmﬁ§ﬁ%ﬂ Obts manager

I On aa
cortieht npibds ettiatiioablant &odﬁfuuﬁm&e afhahé oBote ROOXM manager using

the air interface.

10, A method for securely presenting content in a mobile station as defined
in claim 1, further compsising transterring, using the air interface, secure content usage
information from the proxy coment rights manager to the content provider when the
mobile station is able fo communicate with the remote content manager using the air

iderface.

il A method for securely preseming content in a mobile station as defined
in claim 1, further comprising:

mainlaining content segment usage statistics covering each presentation of a
content segment; and

reporting the content segment gsage statistics.



capability of the proxy content rights manager. 7. A
nmet hod for securely presenting content in a .nobile
war@rimtons defined in claim1l wherein at | easeCDO2007/061577
content presentation unit is a token indicating a
right for presenting secure content, 8 A nethod for
securely presenting content in a nobile station as
defined in claim1, wherein at |east one content
presentation unit is a. credit granting a right for
presenting secure content. 9. AZnet hod for securely
presenting content in a nobile station as defined in
claimL further conprising transferring, using the air

interf e ont ent ,usa nf o t.i.on

o oxy Eont ent THIGHIS HEEGOP e T SURDLE S-BRP LR EHhon as defined
ringihdis H&‘na@mcowtpenz;idﬁe nobil e stati on | s able to

communi cate with t renpte caontent u5|n%

ai r i nPEPYHERs Sﬁ*‘aﬁ‘ HEER GE G F é%‘cﬁﬂ"@l ﬁmég%m: g " a program,
Cavatent iti a nobile station as defined in claim1

further conprising transferrjing, using the air

i nt er f GPBIHS ‘éékﬂp"é”é‘ﬁﬁt“é*f&" $REWYES i nformation from the

proxy content rights manager to the content provider

when the nobile station is able to comunicate with .
the rehbte AoWtBRt HRFREYELY REISARERMBOERT I MyBpbide statipn as defined

LinAMai e, RAk Sk SES IR lpymn&ése%kmcm REABRt hro@iddRbi |
station as defined in claim1, further conprising:

mai nt ai ni ng content segnment usage statistics covering

each p{gsentalL@Bd by &GN ?mbpmng&%%nﬁR% {ﬁﬁi@- E{fag?n as defined

t he content segnent usage stati st

seclF® Y wreasarhd srptaspreidenina multeis eonenttroriders

defined in claimL further conprising: maintaining

program usage statistics covering each presentation of

a program antecthepdot sargrdh @rqzsﬁmg'r@miu@ag‘e ashabits siaten as defined

]1?! ui« 1 éﬁ‘g{ ‘S?‘.g%%‘ %és”sg{é r%‘z %lé%*‘“?{] ggc e&nc{ul., Q ur%f e{\ tha, rﬁmcm, content rights

coma@nt, aptl olvg dest heodaldfcwadeads: emowmp&mit sopﬂim\ﬁod&m kevs and provides
the decrypted secure content keys to the mobile station based on one or more available

content presentation unis.

18, A mobile station, comprising:

an air interface for communicating with a content provider and with a
remote content rights manager;

a user interface for receiving content requests and presenting content;

a smart module for storing content presentation untts, the smart module
having a proxy content rights manager for issning secure content kevs when the mobile
terminal 13 unable to receive secure content keys from the remote content rights
manager using the air interface;

a security agent for securely recelving secure content keys from the
remote content rights manager and for securely transfernting secure content keys between
the remote content rights manages and the smart modnle;

means for transterring, vsing the air ioterface and the security agent,
content presentation wnits from the remotfe content rights manager to the smart module

for storage,



1.4, A nethod for securely presenting content in

nobil e station as defined in claim1l wherein the
w@ooey79provi der is a nulticast content proviRer/vSBHb7/061577

A net hod for securely presenting content in a nobile

station as defined in claiml- wherein the secure

content keys are encrypted by the renote content

rights . manager, and the smart nodul e decrypts the

encrypted secure content keys and provides the

decrypted secure content keys~Kb the nobile station

based on one or nore avail able content presentation u

it 16. A nobedne foF abqusiing aepurs Siongnt é\egi; Hrannttbe fsamet module for

for conmmuni catln th a content r

i TRt od P NeBe SRt B Rkn P le e dRPQIE Pl is wnabie 1o
EeS@ Mk A GRRlBNienlRf UeRbR Mathepr SSen g itanfeatanda

smart nodul e for storlg% cont ent reSﬁnt aﬁiﬁp units

the smart ﬁﬁb‘iﬂsévhﬂt}%“ﬁ pAT Fﬁiw&, {’8 BREYS P é"}féfﬁa@e’?mm of the

kRked SSHERT-ERAMIRN GARE BRdmKBY prosieibutdie xmzb,l shénhager to the security
termnal_is unable to rieéel ve secure cont ent keys from
g

peet fengiavisg presprtaipy At So raesEH CosieRY the air

interface; a security agent for securely rece|V|ng
secure content keys fromthe renote content hts )
managér’- and® fRebilseduiaw 55 dxindriardising! @;e\b%ﬁ‘féll Tgﬂtﬁéﬁﬁ module is a

keus. el Washd-ne renote content rights manager and the
smart nodule; .neans for transferring using the air

interface and the security agent, content presentation

units . fSr om £ glﬁzm%gtﬁoncgan&%dr FQh‘gxﬁu PRNAQEE e B8t module is a

smart nodul e for 'storage; neans requesting secure

coheest sepdbdridenttthecsirber 75id8Bul e for al | owi ng

presentation of the requested content while the nobile
station is unable to conmmunicate with the renote

cont ert9. . nahag@ﬂku§th1$h@ﬁhhdihnﬁ@nfé@ewh@nﬂzmeanaﬁtnomﬁetsa
for trar . ent keys, based on. one or
et R T R AR B esentatt on ani te - Trom

tine proxy content lights nanager to die securlty

ag(;tn te ”f er 2 nAv%?t trg%z%? n{k ggocgcghhﬁﬁ d‘“&r{“@l tm ﬁfnfg module is a
\WhSH DT §dlt@m$mﬁsﬂetﬁ@ﬂuhﬁulcﬁ((f& ixenovabl e smartcard.

21 A mobile staiion as defined in claim 16, wherein at least one content
presentation unit defines an allowed proxy capability of the proxy content rights

manager.

22, A mobile station as defined in claim 16, wherein at least one content

presentation unit is a token indicating a right for presenting secure content.

23, A mobile station as defined in claim 18, wherein af least one content

presentation unit is a credit granting g right for presenting secure content,

24, A mobile station as defined in claim 16, further compsising means for
transferring secure content usage informaiion from the proxy content rights manager to
the remuote content rights manager, using the air interface, when the mobile station is

able to commumicate with the remote content manager using the air interface.



IS, Anobile station as defined in ci& m1.6, wherein

the smart nodule is a universal subscriber identity
wore@abe2703JSI M. 19. A nobile station as defi neplCT/Ust0a7/001577

6 wherein the smart nodule i a renovabl e user identity

nodule R-UIM 20. A nobile station as defined i claim

| wherein the smart nodule is a cdma2000 subscri ber

identity nodule (CSIM. 21. A nobile station as

defined in claim. 16, wherein at | east one content

presentation unit defines a al léwed proxy capability

of the proxy content rights nmanager. 22. A nobile

station as defined in claim16, wherein at | east one

Coone o SRRt Bt S B T RO v mans

str@istRning@sedded taadnt ihagh Qtfm:ﬂeﬁmnvﬁmﬁ Qh@ ptmdy&&ﬁﬁe;@ lﬁﬁ« his manager to

ntent presentatign unit is a cred ntin
‘3? PR RPN e e BIRE BBnbiBdpierisge. K Fﬁ%b‘?f‘ e‘“é’g‘é *'g"ﬁt“’éts‘b able to

defhnedc dzt@ vE HadhB: @ otef dbbidhefa GrHD 'ix.%i%b@&: Reans iy
transferring secure content usage “information from

the proxy content rights manager to the remote content

right S’“‘@Hnaﬂe{ﬁ@bﬁ'@%t&%& &%e%'n@d L8l a6 eburt’.‘fY@\e@ostth‘?\tm,
nobil e station is _able to communicate witli the renbte

cont enfefEndger Masitpginthecosiqnt | prospdic ésw. ‘%WE b# | eovering  each
%i@gén%uﬂq‘fi LNQGtenD sedmidiAny 6 - further conprising a s

flor transferring secure ‘cont ent usage information from
the prosgusdontepntiing Phcontrahmgment esaghetatisigsent
provider, using the air interface, when the nobile
station is able to communicate with the renmote content
managet7.usi Auhebidd st sy dedived ii26ainA L Aphiriher sorapiigng:as

defi netgmjm x‘o?' u%tg bl my éhg%n GRIR! étg‘{(ﬂqgls S{,{i'@ %Qf?% 68 ?rﬁsgentation of a

mai nt ai Al ng
gacprapr, asént at| on of a content segrrent and neans for

reportrlnn lsti{%temco E;h rrm} u () 1‘( itLat Istics. 27. A
nobi | "'sTat T on FReo | Sﬁ%\ ?nft furt her
conpri si ng; means for mai nt a| ni ng pr ogr am usage

and nesths. 1 OmPBORES o SO b A dcag Ol GPkesprovideris o

broadcast content provider.

29, A mobile station as defined in claim 16, wherein the content provider is a

multicast contgnt provider.

30. A maobile station as defined in claim 16, wherein:
the secure content keys are encrypted by the remote content rights
manager; and
the smart module includes means for deorypting the encrypted secure
content keys and providing the decrypted secure conlent keys to the mobile station

based on one or more availlable content presentation units,



28. A nobile station as defined in claim16 wherein
the content provider is a broadcast content provider.

wQ@200709218bi | e station as defined in claim16, MEUS0IN7/061577
the content provider is a nulticast content provider.
30. A nmobile station as defined in claim®6 wherein;
the secure content keys are encrypted by the renote
content rights manager; and the smart nodul e incl udes
means for decrypting the encrypted secure content keys
and providing the decrypted sédure content keys to e
nobil e station based on one or nore avail abl e cont ent
presentati Oincéﬁmbzttsi Frodram pAdaciypoh@risipgogr am product,
conpri si ng: ( eadabl e nedi um conpri si ng: code
for cAUSPRET “‘gpéﬂfalﬂ‘i“é‘l‘u‘f‘é‘*’f“ﬂ}gﬁ%‘ger using a air

interface apge FoS0aMIAd ¥ BQRPIeOTo aralBRE,| 8k at hBNinterface and a
content presentation units froma remote content

BEQYHES aEetiatfet Pl ST THOHTE FTHETRHE" it B8 hFerpfte content

lQk iﬁﬁﬁ{a@&% ﬁcb%% &% u&ww&o@u@ @ramm Rir dfaggquest

s&cure content keys fromthe smart nmodule for allow ng .

present at i dadoffor SHEEE 8CEINENT WHIPE feRerenpiiipl keys from the

%;t‘ﬁh 28418 f&fnﬁm&%«t E S OTIHEY SiaiteﬁtuW£e§d1Cn§rltéxﬁ g ¥§f@3ﬁ1@ mohile station is
content manager gt he alr 1nterface; and code for

caus n@c@nm@mm@emm Hhegewatetaptant AHeRSIT Usnauhe apdnedhge: and

keys, based. gn ¢ ?’gn@a&in mr&ﬁ@;utéxhﬁ) SOfRd 1500k n,t:‘cme content keys,

presentati on uni proxy content right

lhfafedgta’r ot®@ ot hews ot thd styredgemient presahtiabwn mygits, from th& proxy content

1L 1?& manaatue.lo {Q) t? (fz :sttft,rt]zgt\r E&%? %m Q«%&&%@Q& ﬁ@tsmta.non of the requested content.



