; LMe3e30<(d(6"T$* w~, ~~,~ o~m ~, 0 | MPROVEMENTS I N OR RELATI NG TO CONTROL
AND/ OR MONI TORI NG SYSTEMS This invention relates to inprovenents in control
and/ or nonitoring systens. Reference throughout the specification shall now
be made to the present invention ' Won to security systens which
are in factwg&f’({%flﬁq and/ or noni t(l)lmmmnlmm[gm{ . BACKGROUNDRPESEYZ0d1aCcr easi ng
nunber of security systens are being, installed world-w de. Further,

exi sting security systens are conti nuGa??oP'fl bei ng upgraded as technol ogy
becones smarter, nore nonitoring/control devices are avail able) and the

desire for 10 iMPEOVENIERRES!' iINY Oﬂcrggig@m&hefé |§%£11;@2La Rﬁﬁfbﬁo
control access 10 a door or burrldi tem t hat
uses el ectroni M RRNGSY badge or card to identify persons all owed
access. Soneti ectronic identification is a PIN nunmber
that a person is required to enter via a keyboard. Usually) with the 15
appropri ate i demtd ihidn@ibh Rilatdso IBSBINRAL iee&ﬁ%ﬁaddﬁqr%wnﬁaﬁﬁgoiy@c . granted.
For ease of reference the access control systemw || now referred to as
a card reader. There a nunber of situations whereby the wong

i denti fi cati on Referense dhirgughoutghe spscifidasionishalbedw bnmedsatoghé preseacmverednat all.
For exanple, a person may enter in the 20 wong PIN nunber, have an out of
dat e identi Pi cdp redpiionde seeurity gpsjemsovhipinare in faet contoul 2ad)otvihonitoyig GVebS1 50

PCT/ Nz0O/ 00010 identification device with themor nmay not have been issued
w th such a de\lﬂ !Cﬁlibri*dglﬁ_ﬂuﬁ:ﬁt pl ace. In the above circunstances, it is
desirable for ave audi o comuni cation wth an operator of
the security system That operator can then 5 determ ne whether access can

be granted and &Pﬁé@%ﬂ“@%eﬁ&ﬁs@&frﬂf@sﬁﬂs%@ Bethed R el RAthrdRES OPufef, €SS -
Thi s audi o communi cation is typically supplied by a separate intercom

devi ce whi ch ushalihy sdcbrifyBsystEAs e’ @fltfanG b@ﬁg%gata_@emnee&mtdgwec&ﬁbst hat who
woul d normal Iy manutfacture 'the card reader. This is obviously an

undesi rabl e si tshattbiO NmorbO mORitdrit@RBntfV i6kRs ar€ fvalibIS CRAY Aee deBRrUkGCt urers,
there is no consistency in the data format. Thus, the devices do not

normal ly shagre ibé}ezisb@sdéé‘ﬁtgiﬁb%a‘é@en them and two separate comruni cation
networks are required to be run fromthe devices to the main security
system Also, the devices are required to be installed separately and can
take up 15 conshhgeerigtsiften agedtq epnirakbagsess de dglooror builsing byt vsing abaccpwssi bl e
to have any interactions between the devices. E.g. someone sw ping their
card does not r&apEol; sy thetousst slesisonic; mepsedsch HkE hadacoriscard o ideRtieen seen
t hat havi ng separate devices neans they are expensive to install and

mai nt ai n becausersgps dlipwed geasse SopreEmet BamsARYRISlesiiepie idsptifiggtion 1s a PIN

number that a person is required to enter via a keyboard. Usually, with the

15  appropriate identification is received, access is automatically granted.

For ease of reference the access control system will now be referred to as a card

reader.

There a number of situations whereby the wrong identification is received, or no
identification means is received at all. For example, a person may enter in the

20  wrong PIN number, have an out of date identification device, may not have the
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20 Thus the object of the present invention to address the above probl ens,
or at least to provide the public with the use of choices. 2 WO 001 48150
PCT/ Nz0O/ 00010 DI SCLOSURE OF | NVENTI ON According to one aspect of the
present i nver deBshhere is provided an access control device including an
el ectronic i entl%lcation nmeans. characterised in that S PAYNZMMUE control
devi ce al so includes an audi o conmuni cati ons device. According to further
aspect of the present invention there is provided a control and/or

nmoni toring system which incorporates an access control device as described
above. Accor di ngdendifigationrdeics With shegr orgnayt nas hpyecheem isspedweiti Suoh a dideeini s
provided a nmethod 10 of installing a control and/or nonitoring system
characteri sed bfh?ﬁ@tg@@b of installing an access control device as

descri bed above. Reference throughout the specification should now be nade

to the access cagt ﬁx@l aﬁﬁxiaﬁuﬁ,aa}gogg,ng R Ei&%krylﬁcri%ﬁqﬁ{tl perbdy g@%@' 8o

appreciated that this termis us for reference only an oul d not be

seen as |imting, JJAEQ@WE%Q@E&& defel fob Eﬁs{?en‘i’.mlﬂﬁn{ﬁ aéoﬁ()%{? tl&fiﬂf ?erent

nunber of forns and may I ncl ude si ngl e conpo or a

conponents. ROr Ry SyhelHdaRb & Chi Qgéﬁntk&iﬁmiuggegﬂédt@r})itﬂgaarﬁﬁwr%% Réy2 card
f e) or per

reader. This may be in the formof a Sw pe car evl aps I'n sone

embodi ments a prigatigaishy a&lR! t TSRS ERRGAnicadion ié/\gpgglyﬁgﬂeﬁﬂ %%{?00010

The electronic identification neans may 1 nclude I nt'o

al phanumeri c or §RMBmMARRE WHkhlsedllydehAncadule b7 RiseSdedle mhRhEctiRY thfiad N
addition to or instead of a card réader. In preferred enbodi nents the key

pad has back | i ghid weui8 Qodd@y nlahufa@ikeli® dafBdadep 5 the dark. Other
enbodi ments of the present invention may have the electronic identification

means renotely sense sonme physical attribute of the person wishing to gain
access. For exarfliwis ohgieusdy 1 yngesipsplesituagionr et i na scan or other bionetric
devi ces. Further enbodi nents of the present invention the audio

communi catl offe IEYGE, ANPURe PRl ORIV Al DHETERIAN 2 fipul d now

be referred as suc rougho e specitication. term shoul d

t b i | b m.ti I by th
o2 e Ll Bk B U o BGAR eiP

uncét i to oper erco

cormmuni cate wit *}»Johh@n%aﬁ% rc%mugﬁgtk&pﬁ}%ﬁgﬁ&% %é’quﬁX& {08 ru%ﬁfcﬁﬁ ﬂIeeJe@QL 1ol SO,

t he operator can co ni cate bac e 1ntercom I n sone enbodi nents
of the present igygRtl QA6 RRET ator can choose when to

Also, the devices are required to be installed separately and can take up

15  considerable space in the process.

Further, it is not possible to have any interactions between the devices. E.g.

someone swiping their card does not have immediate access to intercom functions.

It can been seen that having separate devices means they are expensive to install

and maintain because of the double up of components and cabling.

20  Thus the object of the present invention to address the above problems, or at least

to provide the public with the use of choices.



turn on the intercom For exanple) in the area close to the plus reader
there may , be evidence on an alarmor duress situation such as screan ng.
The operator can then turn on the intercomand listen to this sound 20 In
sone enbodiwgenss)sot he operator ‘may al so record any of th @ mo

001 48150 PCTJNZ00100010 The intercom may al so be able to prOV| &8k he

audi o services. For exanple, an intercommy play pre-stored audio cllps to
the user. For exanple, the user nmay swi pe the card and the security system
may determ ne t)[Ighﬁggﬁggigzﬂﬂﬁgﬂiﬁﬁéwaiting for that particular user.
Thi s message nmay— tever 5 storage systemit is kept and
pl ayed for the user. The intercomnmay also be able to play energency

evacuati on audi Rccq’kdle%swbog ﬁgg@tr’rgtg)epgr@cﬁp anJlt?o%S@eon tq{{)wddhgtagl t hr ough

exit door'. In some gsent™riven us" Pe4der may
al so include a I: es. In preferred
enbodi nent s, tﬁghg?gg‘gﬁhh%mhﬂyélg%%% ?ééﬁ ﬁ%%@glsp ay with back lighting.
The intercom may al so be used as part of the conpany pagi ng system It can
al so be used t ochpraoteriskel ivdiace pronpts for operations and disability
situations. Wile the data fromthe intercon1nay be in any suitable format
that can be se% in any security s IS preferably in digita
format. This al PHfEeeTFPrEAdeyice %5"{ g?j’ra&tai‘@ﬁ CORMMNISRADF deidtea recei ved
through the security system and other peripheral devices and with

inter-action w Afokdifg & ﬁﬁ&]epaupecﬂdieﬁ@ prlebénlid VARG STEMBR - is y@vi&hm Lthroflat a i's
al so easier to store and proceSs. In sone enbodi nents of the present

invention, the gaic dnRBhld\s st QPintdBialeart IR esfAl aWiteh dldigug for
easier transm ssion and the use of a smaller 20 bandw dth conmuni cation
system 5 WO 48150 PCTI Nz0O/ 00010 It is envisaged that the person at
the card reader wll generate an event when pressing a designated function
key on the reader that includes the intercom This event nay be recorded by
the security syAteondingieh adurthet dspess ofitherprésany investiop dieeet ispravidedremeibedir i ty
system While the operator is talking to or listening to the intercom5 the
conver sat i ol nagf stalingi digantrgl andiepbmepndtorige syitenp rharastenised byothestien obn or

el sewhere. I n sone enbodi nents, an occurrence of certain events can trigger
the transni ssi ofmsigHing gnpecssscentreldayies alescrivedAbRe i nt er com such that t he
security systemw || have recorded a nunber of seconds of sound after the

event. This ”eaﬁgfe;enéé ekl P&Q 5 %}é&h&%m?% L‘mg@%@ Rk t@gge@éag Llrdi ecord

sound from an i ntercom COITt | huo source sou ron1around t he

time of events yhat  Re8isd élak)ms%aﬂ‘§t ngﬁ@@di)é gwmed eaa gpf@facl.séqﬂr% card

reader can be indeéex a receive rom o perlp erals such as video
caneras. It sho%%gxggoﬂ Q&ﬁ%hﬂﬁ@ﬂx%@ﬁ%nﬁsﬁM r of technical issues needed
to be overcone fo-en ure t t he communi cati ons system and the plus
reader can handle the different data needs of the systens.

15 The electronic identification means may come in a number of forms and may

include a single component or a number of different components. For example,
the electronic identification means may be a card reader. This may be in the form
of a swipe card device, or perhaps in some embodiments a proximuty smart card

reader.



For exanple, a typical card reader only requires comrunications bandw dth
of maybe 40K bits per second to perform nornmal access control '
functionality. However, to handl e the comunications fromthe intercom and
ot her peripheral 20 devices such as canera) the communications systens need
at | east foMO0OMEREE that bandwi dth. For exanple, in one pBEE/NZW0aQ10
enbodi nent present invention, the bandwi dth of 187.5K bps is required. 6
WO 001 48150 PCTI Nz00O/ 00010 The human ear is very sensitive to sound
quality. It should also be appreciated that in the security system sound
qual ity is par dimsuslectrong identificationc aeansninaayt iimgudenst ket padndntobwmhichl so wi t h
recorded sound happening around an "event'. Audio dropouts in security
systems is sonméd mMEeHC piesogpethee Ermof ¢hta san herpatesgsh | This may bh inaddition
preferred enbodi nents of the invention designed a systemthat guarantees to
pol | each of plt98r ngsakefa catd tgadsf-nj num of 10 tinmes per second. This gives
the audio quality desired. It should now be appreciated that the present
i nvention offeng p?ef&}br&t@ﬂbogfmﬁgvﬁﬂtlé??% RYsSack ﬂ?htﬂxr | 8théd it cant8 rgelhem
i ncorporation of "a electronic 1dentitication su s a card reader al ong
W th an audiso Gehagpi cations device such as an intercom provi des cost
savi ngs and several inprovenents of functionality. Firstly, conmon
installation costs are far cheaper as only one device has to be installed
and one set of Qhélamydesenopddeqaesent ibventior MaBkaenbld glectionicaddenaificaionof dat a
can be readily achieved with the two devices in the one unit. Audio
i nformati on canndaes rimpyelylsenee soime pbpsichl atergrutedfitidper®ndvishéng foygalniackssl t 0 t he
identification of that particular card user. Visual display of various
messages conbi rfisdexampie, ase afietierprul eqpkting scarpripther biatietric devingruni cated to a
card holder. 7 WO 00/ 48150 PCT/ Nz0O/ 00010 The operator of a security
system can al Gt ovi, 06,4 AL SOL AL aonth b bR 4,805 ANMASALA, BSAdI | Y
comuni cate w t'h e’ person positione y PRE R eSS LAY OV 6. " Dat a
received by, th I I i tht [ (o i fi ion data
can 5 be rali e BEdn LI o Y e dhysg; AGURHH PO erbBEEN b SY T o8
whi ch uses di gi I com. . readl] v, p d: W igital
data coming in t#"%(lﬂﬁléogk ﬁ%rsgégel?%gh@r gfégiatelgﬂséggx éshl?%:{]lq rgog%?/i%églom\(lz%kg‘{agszg Aspect s
of the present ﬂn[ﬁ\’iﬁgti on have been described by way of exanple and it 10
shoul d be appreciat®d that nodifications and additions nmay be made thereto
w t hout departing fromthe scope of the appended cl ai ns.

Preferably, the person situated by the plus reader can press a function key to

operate the intercom and communicate with the operator of the security system.
15  Preferably also, the operator can communicate back through the intercom.

In some embodiments of the present invention the operator can choose when to
turn on the intercom. For example, in the area close to the plus reader there may
be evidence on an alarm or duress situation such as screaming. The operator can

then turn on the intercom and listen to this sound.

20 In some embodiments, the operator may also record any of the audio.



15 8 WO 00/ 481 50 PCT/ NZ00O/ 00010 THE CLAI M5 DEFI NI NG THE | NVENTI ON ARE: 1.
An” access control device including electronic identification nmeans, the
access control device characterised in that the access control device al so
i ncl udes anWﬁ%g}’?' é:om*runi cation device. 2. Access control device as clai ned
on claim1 &80t he electronic identification means i sSPEHNEMANB, m of a
card reader. 3. An access control device as claimed in either claim1 or
claim2 where in the electronic identificati on rreans includes a key pad. 4.

An access cont rﬁw ’qg%é&\%@ia‘g"l@“ﬁ?ﬁ’i Pglggo F’r ad 10 S?]?‘Zl!f%g,#orto 3 wherein the

audi o communi cat I ons s 1N orm o gXampie, Ac a5 s
trol d th di

ot cart ong BRIy R AN RRE S o s ay§°5r°éa@ﬁsf%§"&%3?a§”ci ps.

6. An access cQptd. Jhecl‘i[\ﬁ' SR @2 sgéu%fgﬂcfrrpﬁﬁ%e{)nrﬁmg st BLTB L Lo S wherein

the electronic identificatlon &’ audi o "Comninieat it o'ﬁ%ssﬁgé:w ce are

con i gur ed ¢ Quealiar or 4k Balobtly GAEN 1R exogk. mA)1n25EHERAGRN LRV CE as

claimed in any one of ims 1 ereln rom ectronic

i dentificatison sppansyand ltqygépg)a,% plapd@rAQh3Lp0 PCT/ NZ0O/ 00010

conmmuni cations device is in formdt that can be transmtted fromthe
access control device over a single communications cable. 8. An access
control devi ce Tas iotexomentay mlsarpg ablectogflaycéraergency evacudtiovhawatio chps. bEor
activated or controlled by a renote operator. 9. An access control device
as clai ned i n amymplacFot, pidased exit itintedia®lyvhenmgh bxit daodi. 0 comuni cati ons devi ce
is bi-directional. 10. A control/nonitoring syst em whi ch i ncorporates an

access control .device s clainmed in any one | ai 1 to 9..1 A net hod
of installing d"c8REFH ?‘FB}?PFBEE R’{j’swég"éﬂ?%g‘%’g Sefep d“‘l?’yalf%g‘cé“ldéﬁ of

installing an disévlﬁa}ntrolls%\ l\él ce as cISalﬁed in ﬁ Xboélmen?s a SIpIiBBy 1to 9.
10 .AIE Al. AY

~ytoj e’ all c

Cg] gja]ecg]\/]ca %g&gﬁ%@ﬁ]ﬁ%ﬁﬁ%ﬂcgkggﬁ(qm T ;Lc<aU] c<a] ca] ca] ca] ca] ca] ca] ca]

The intercom may also be used as part of the company paging system. It can also

be used to provide voice prompts for operations and disability situations.

While the data from the intercom may be in any suitable format that can be used in
any security system, it is preferably in digital format. This allows for easier
15  integration with other data received through the security system and other
peripheral devices and with inter-action with the electronic identification means.

The digital data is also easier to store and process.

In some embodiments of the present invention, the data from the intercom may be
compressed which allows for easier transmission and the use of a smaller

20  bandwidth communication system.
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In some embodiments, an occurrence of certain events can trigger the transmission
of compressed audio data from the intercom such that the security system will
have recorded a number of seconds of sound after the event. This means that the
10 security system does not necessarily record sound from an intercom continuously,

but only source sound from around the time of events that are of interest.

Data from the intercom and the card reader can be indexed to data received from

other peripherals such as video cameras.

It should be appreciated that a number of technical issues needed to be overcome
15 to ensure that the communications system and the plus reader can handle the

different data needs of the systems.

For example, a typical card reader only requires communications bandwidth of
maybe 40K bits per second to perform normal access control functionality.
However, to handle the communications from the intercom and other peripheral
20 devices such as camera, the communications systems need at least four times that
bandwidth. For example, in one particular embodiment present invention, the

bandwidth of 187.5K bps 1s required.
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The human ear is very sensitive to sound quality. It should also be appreciated
that in the security system, sound quality is paramount, not only in communicating
instructions, but also with recorded sound happening around an ‘event’. Audio

dropouts in security systems is something to be avoided.

Thus, the applicants have in preferred embodiments of the invention designed a
system that guarantees to poll each of plus readers at a minimum of 10 times per

second. This gives the audio quality desired.

It should now be appreciated that the present invention offers a number of

advantages over the prior art.

The incorporation of a electronic identification such as a card reader along with an
audio communications device such as an intercom provides cost savings and

several improvements of functionality.

Firstly, common installation costs are far cheaper as only one device has to be

installed and one set of cabling as opposed to two.

Secondly, integration of data can be readily achieved with the two devices in the
one unit. Audio information can be played to the card user which is directly linked

to the identification of that particular card user.

Visual display of various messages combined with an audio display can be readily

communicated to a card holder.
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Data received by the access control device with the audio or identification data can

5  be readily integrated.

With the embodiment of the present invention which uses digital intercom, data
can be readily processed with digital data coming in from other peripheral devices

such as video cameras.

Aspects of the present invention have been described by way of example and it
10  should be appreciated that modifications and additions may be made thereto

without departing from the scope of the appended claims.

15
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THE CLAIMS DEFINING THE INVENTION ARE:

L. An access control device including electronic identification means,
the access control device characterised in that
the access control device also includes an audio communication device.

2. Access control device as claimed on claim 1 wherein the electronic

identification means is in the form of a card reader.

3. An access control device as claimed in either claim 1 or claim 2 where in

the electronic identification means includes a key pad.

4. An access control device as claimed in any one of claims 1 to 3 wherein the

audio communications device is in the form of an intercom.

5. An access control device as claimed in any one of claims 1 to 4 wherein the
audio communications device includes the ability to play pre-stored audio

clips.

6. An access control device as claimed in any one of claims 1 to 5 wherein the
electronic identification means and the audio communications device are

configured to share data with each other.

7. An access control device as claimed in any one of claims 1 to 6 wherein

the data from the electronic identification means and audio
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audio communications device is bi-directional.

10. A control/monitoring system which incorporates an access control device

as claimed in any one of claims 1 to 9.

11. A method of installing a control/monitoring system characterised by the
step of installing an access control device as claimed in any one of claims

1to9.
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