WD 2005/ 060660 PCT/ US2004/ 042212 METHOD OF SHARI NG
PERSONAL MEDI A USI NG A DI G TAL RECORDER FI ELD OF THE
WORMBENGIG@N [ 0001] The invention relates to per BOmAIS2004/042212
mul ti medi a service. Mdre particularly, the invention
relates to a nmethod and apparatus for sharing persona
media using a digital recorder. BACKGROUND OF THE
I NVENTI ON [ 0002] Wth the advent of videocassette
recorders (VCRs), TV viewers are able to record TV
program events that are broadcasted in a given tine
sl ot aM@TEDB@BMRN@PERS@@MM@%W%mm%qu%P@R.
During the recording, a VCR changes the el ectri cal
signals of a programcontent into magnetic signals

and stores the magngyEEDOIMEEINVENTEONREt i C t ape.
When pl ayi ng back, the VCR changes nmagnetic signals

[(g)iﬂggl € lﬁgthﬁ}eﬁ%n RA8ab %eﬂ&gal W@imé&did aghied l\IMesp‘ﬁft%cglaﬂy, the

ays the program content of the signals on

iREh G e ' BERR pefsoft HddB using a digital
nﬁrg{l:tﬁnollg%e)gl?@%#g%%%g&gﬁ%a‘?ﬁ%fﬁg supgipsesgled by %flmg%%agla
ré’ci 1%%9 recorders (DVRs). Like a VCR, the functionality
or a8 DVRis to record broadcasted program events for

| ater playback. During recording, a DVR changes the
el ectrical signals of broadcast programcontent into
di gi tal informat B&&KGCREENESO ENEIONans, and
stores the digital information in a nenory device or
[afi0REct [Witls theradgertt o€ videecassgitg racordets (WRs),ginaviswiers arpiable to
menory. When playi ng back, the DVR converts the
ratbgl TV lprogravh event thetrard bioleddasted irad giyers tigpaalog andplayback the
attached TV set displays the programcontent of the
r&bgled lpsogham coerstdatere Durip§ @34bcofding,eCHCR clidhges dgredevirical signals
events using a VCR, a user nust manual ly select a
o€ hpivaeim edtert @b frakndtleaidMels and storaéehsmageiie sighale on magnetic tape.

performthe operation. By using a DVR, -1 WD
VAR DI L8k RET VOB2EHIAsdd4rahetic signals into electrical signals and the
attached TV set displays the program content of the signals on its screen.
[0003] With the development of digital technology, the VCRs are being superseded by
digital video recorders (DVRs). Like a VCR, the functionality of a DVR is to record
broadcasted program events for later playback. During recording, a DVR changes the
electrical signals of broadcast program content into digital information, such as MPEG data
streams, and stores the digital information in a memory device or directly stores the pre-
digitized TV signals in the memory. When playing back, the DVR converts the digital
information back to analog signals. An attached TV set displays the program content of the
signals on its screen.

[0004] To record TV program events using a VCR, a user must manually select a

channel and control the VCR or have someone else perform the operation. By using a DVR,
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however, the user may establish a programrecording

sequence by programm ng the DVR, according to a TV
wonrogriamegui de and have the recordi ng perfor me#CT/US2004/042212

automatically. [0005] Although the DVR enabl es users

to specify the recording tinme, channel, and duration

for a plurality of events, it cannot neet the

i ncreasi ng needs in defining and capturing the

hB O A GYE RS ebtBolRh @grhlﬁtrséo'r&ﬁ Bd quideoe: fy':];ﬁ’JSgramnmng the DVR .

nst ance, I1n Situatio Where a ser Is far away from

Eg]é)%/g r y oﬁaeﬁ‘ #ndg ﬁncWhé\le tﬁ@re‘é@ﬁlﬂl e}ﬁﬂﬁécp atthfly.

program events t ['1kes.

[({@@f e edoPR bbb S SRR oA ERTTHR] GAhhAna
AR "nggﬁty P ERYS Do oAb §7G 520 eafs%gp@fmﬁg fnd

SUC
. d d |
corbiineDn PR Srieab arar G med o Bl pfecigppyhere o

or a serve r that
e soief g o A RN ot S 1@%&@3? ProgGi g RVR and
-2 WD 2005/ 060660, PCT/ 1US2004/ 042212 BRI EF DESCRI PTI ON
regprdribe PR RS the 1e1likehe pr esent invention is
illustrated by and not b
(90047 ¢ 2t Wh#t s depineis 9 Fﬂ?ﬁl g%www%% ﬁﬁﬁ%ﬁ%ﬁwfh which a user
drawi ngs and in which like reference nunerals refer
may a5¢9% [0 cearalined 1Y praaranhgwife dfabaspandmrogregieDYR anyyhere.
bl ock diagramillustrating a comunication system for
[009Fbt e A@gm@ay,t sycua exstam wopldauoyide 8 Bicawitheheahilifyde transfer
service; [0012] Figure 2 is a data fl ow di agram
r@hulndrpgogrm ngytesiah frpmmae YR teawder BIVR, vs asgyerima 1By a secure
in Figure 1; [0013] Figure 3 is a table diagram
rrialnhctsthzrtaxrésngfess the psagras materil pfovilers eopydightsbase and an
event database shown in Figure 2; [0014] Figure 4 is a
flow chart show ng a process used by a personal TV
service's Wb




server to obtain renote programmng directives froma
user; [0015] Figure 5is a pictorial representation of
wea 005aethiécal user interface for program sel ecPCOMS2004/042212
[0016] Figure 6 is a screen capture of a Now Show ng
Web page that appears in a user's web browser or
tel evision screen; [0017] Figure 7 is a block diagram
illustrating the interactions anong the personal TV
service center, the DVR and the external content
server over |nternet; i [ reen
capture of a r3Bm§@Dﬁ§k%Réﬁ&@£pgﬁ@f@EEVSWﬂ%égontent IS
downl oadi ng faster than_playback speed; [0019] Fjgure
[@10F o Tdieagesanh inyqntier r%llvﬁ@¥e§%di VA ol expmple %qd]c%‘f By way of
containing DVR information; [0020] Fiqure 10 is a
lintitetien, dn thgritgmrasiof thetaceamprgyRgdeayiassadya which like rgfergnce
network connected to DVRs within a hone; -3 WO
n20es]suefe sosimday dispovuaglap which: [ 0021] Figure 11 is a
bl ock diagramillustrating a communication exchan?e
[ eeFigure 1 iDvBRock di illgsteating agagmmminaipn sgtem for remote
connection; [0022] Figure 12 is a diagramillustrating
accesd piatcehtralized péisamd eloiaerederviery DVR and  cont ent
server information; [0023] Figure 13 is a bl ock
[eb1apr arfighrk @<$ o dath flgwalisgrar showiag dreciperntibh? paaressss of the system
information for billing purposes; [0024] Figure 14 is
skovl @dKgwledgram i | l ustrating a domai n name redirector
that redirects a DVR request to a third party server,
[0A8R5] Hib@yBes 4 blcsdigerhdthstrdiiggiha Riridires bf @bden databasdy/ahd an
bei ng used as an encryption pipeline for a third

cPé&t Uitab4B kEdWn REFiyae 2;

[0014] Figure 4 is a flow chart showing a process used by a personal TV service’s Web
server to obtain remote programming directives from a user;

[0015] Figure 5 is a pictorial representation of a graphical user interface for program
selection;

[0016] Figure 6 is a screen capture of a Now Showing Web page that appears in a user's
web browser or television screen;

[0017] Figure 7 is a block diagram illustrating the interactions among the personal TV
service center, the DVR, and the external content server over Internet;

[0018] Figure 8 is a screen capture of a replay bar indicating that the content is
downloading faster than playback speed;

[0019] Figure 9 is a diagram illustrating a digital certificate containing DVR
information;

[0020] Figure 10 is a block diagram illustrating a media server in a local network

connected to DVRs within a home;



[0026] Figure 16 is a screen capture of a Now Pl ayi ng

screen showi ng an accessi ble nedia server; [0027]
WOi2008r060657 | S a screen capture of a content SCPEEMWS2004/042212

showi ng accessible content for a nedia server; [0028]

Figure 18 is a screen capture of a transfer options

screen showi ng for content froma nedia server;

[0029] Figure 19 is a screen capture of a program

[(f[frflginu ?re %@ gh iss:pﬁ’l%lf glggrg?{ RALARLP 8 BB mubIc 3G Slch&tke between two

f server; Figure 20 is a Elcreen _
Df\?fgs?#%?ea%g . gﬁg%?éz?t%ﬁﬁ%w gure 21 1s a screen
B3l s Rl 2 L0 Gl b e KR R BR AN G BYR and

di %ﬁr am.il|l ust{.at_i ng a nedia server in a local network

CRYFMSEVEHNYTEIPR within a home with the nedia server
ing l.nterpet access; and -4 WO 2005/ 06066

W) (S5080 0350 BOSE B rind SV s R IDRD R agpeshn

dllustrating a nmedia server in a |local network

RGN o RIBNG PRBRSSH t hi n & home wi th both the medi a

server and DVR having, I nternet . access, -5 WO, .

(8 0d08ES i blesk Biapninsystatipg ¢ Aphats nesapgifsplqsabgedirects a

THE | NVENTI ON [ 0034] A nethod and apparatus for

DR rgquest fop BBiNartnseival usi ng a digital recorder is

described. In the fol]ow ng description, for the .

[p25bos dEgwE 18ipt blesk fisaranyilinerabins adh\R being usegasan egeryption

are set forth in order to provide a thorough

pipelioe & ankirdipprtyf confeat garedent i nvention. |t

[0026] Figure 16 is a screen capture of a Now Playing screen showing an accessible
media server;

[0027] Figure 17 is a screen capture of a content screen showing accessible content for a
media server;

[0028] Figure 18 is a screen capture of a transfer options screen showing for content
from a media server;

[0029] Figure 19 is a screen capture of a program status screen showing a program being
transferred from media server;

[0030] Figure 20 is a screen capture of a music screen showing accessible music from a
media server;

[0031] Figure 21 is a screen capture of a photo screen showing accessible photos from a
media server;

[0032] Figure 22 is a block diagram illustrating a media server in a local network

connected to a DVR within a home with the media server having Internet access; and



wi ||l be apparent, however, that the present invention
may be practiced without these specific details. In

wobthesrosiqest ances, wel | - known structures and dePCTAS2@1/842212
shown in block diagram formin order to avoid
unnecessarily obscuring the present invention. [0035]
In the follow ng discussion, in references to the
drawi ngs like nunerals refer to |Iike parts throughout
[6@%5 evehal 2¥ i8V6 oclMiashim Mtk REMIbEeASRIS 0l network
PERSONAL™ TV SERVI CE [ 0036] Referring to Figure 1, a

c BiFRabVRWw RN Bkt IR HR A&HESPvdr And@ DRAY BARR Internet

service i s shown, generally designated as 100. In

28%c0rdance with one approach, a digital video
recorder (DVR) 110 installed in a household

. communi cates wth a personal TV service center
(hereinafter referred to as service center) 130, which
provi des program gui de data, graphical resources
(such as fonts, pictures, etc.), service information
and other fornms of data that enable the DVR 110 to
operate i ndependently of the service center 130 to
satisfy viewer interests. The functionality of a DVR
is typified in U S Patent No. 6,233,389 which is
owned by the Applicant and is hereby incorporated by
reference. The communi cation system uses a secure
distribution architecture to transfer data between the
DVR 110 and the service center 130 such that both the
service data and the user's privacy are protected. The
DVR 110 recei ves broadcast signals froman antenna 115
or receives television signals from a cable TV
system [0037] In one enbodi nent of the invention, the
DVR 110 generally conprises: a plurality of
conmponents that are necessary to digitize an anal og
tel evision signal and convert -6 WD 2005/ 060660
PCT/ US2004/ 042212 it into a digital data stream a
plurality of conponents that are designed to record
segnents of said data stream a plurality of storage
facilities that are designed to retain segnents of
said data stream a plurality of conponents that are
designed to retrieve segnents of said



data stream convert said data streaminto an anal og

signal, and then nodul ate the signal onto a RF
wOoanesieese0 t hr ough whi ch the signal is deliver ed#CrasS2004/042212

standard TV set 120; and an interface 125, through

whi ch the DVR 110 communi cates with a network 140.

[ 0038] The DVR 110 contains a | ocal secure crypto chip

that that contains a non- alterable private key. The

DVR 110 secure functionality is further described in

P e e

39] The DVR 110 may be dlrectl qon ected t
&@Ah c e gthodan 3@’36%?“%&‘ ﬁlgaqnggers 1 Ui ae%ﬁl&ﬁéecorder Is

nodemto dial into an_incomng call nmodem bank 145.

deseaibpdy c@ﬁhﬁ@ﬂemng depagiptiopghor Fhéms?s&fteﬁ%la%aé’roi‘h @Enem“s specific
center 130 for identification verificatjon.

doteils e setrforhin eer to prrvida sigoroagh updersgppding sztb?jpreﬂfﬁlémvenﬂon It
private nDden1bank 145 answers the call and the DVR

witl be apparept.chorsterathebibs prasentievedtiompmay be piagtieed avighopt thege specific
center 130. [0040] Alternatively, the DVR 110 may be

details.r motthey instanness el-known lyeucienes prkdeyings ate sh@en in/plgck diagram
the network 140. The interface 125 between the DVR 110

femndlint drderrie bvend kndedEssanly obscurinp ¢he presentiaventiehephone
nodem of the DVR 110, or a dedicated network interface

[6085h asInahe ilbivengrdiatession] irerefaenmat ®rthe dtawibngs likd Qumarals refer to
be either a private network or the Internet. The DVR

1iké Qaritihtdugh@s tiee wosraledéwan to the computer network 140
by calling a | ocal access telephone nunber for an

A SYSTEV FOR REM OTEXCCESY TOPERSONALSPVSRRYIGE t he
network connection request to the service center 130

tif f t f t
00 R S B o PoSHon SOt iy perona
R SR bbbt TR Semr BB e Srosc, o
[ Q041]. The service center_ 130 recejves

digiigbrideeTsemis (RYR o Onealieddna betseheidicomungiiicates withipgpersonal TV

program schedul e |nfornat|on 150 forns the basis of a
spivisgreapteyrrsanaftpigelered tq pespEviee eerirtLIY), which Prvides pyogram guide

rograns to be recorded. The service center 130
cﬁ@mp@g@tr@sg)urces (such as fonts, pictures, etc.), service information, and other forms

of data that enable the DVR 110 to operate independently of the service center 130 to satisfy
viewer interests. The functionality of a DVR is typified in U.S. Patent No. 6,233,389 which
is owned by the Applicant and is hereby incorporated by reference. The communication
system uses a secure distribution architecture to transfer data between the DVR 110 and the
service center 130 such that both the service data and the user's privacy are protected. The
DVR 110 receives broadcast signals from an antenna 115 or receives television signals from
a cable TV system.

[0037] In one embodiment of the invention, the DVR 110 generally comprises: a

plurality of components that are necessary to digitize an analog television signal and convert
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with the computer network 140 through an interface

135. [0042] TV viewers can use a renote conputer 155
wonop@eewnal digital assistants 160 to renpt ePgTASL®SH42212

t he program database in the service center 130 by

establishing a conmunication channel with the service

center 130 via the conputer network 140. [0043]

Referring to Figure 2, the service center 130 includes

iﬂn%é@%é@aﬁ Visfa s&9n; @ty SRbiB6hdhts AR EShed &Mécord segments

provi program schedul’e i nformation; a program

o? %#i&i BAS Sréaha aplwahfybé $HoPIR 2RI tRMARCRE ML Bto retain segments of

ornmati on; use at abase 220, which Stores

TG R o R 4 g R e
d?%%g‘agtrsé:croag?al{] %ai&l dzﬁé §tgp%%rgtlé{toogr1oa%§ﬁ%ﬁé%gl M{h%{f n{ordﬁ];éfeg t?nce §igna1

abase an reves even I'st

SR S0P P T 0B S AR £ 135 n o
VRIS S FRTHPH Bk B TR

OBV TSI 25 0, AR R B 50
B TS ST AR B G bl AT . e

110 accesses the service center 130;. an event qugge

Noz 6, 3850RA%chhipls 1sovenst RY SherAriliGret agd achardyitpgarpespigd by reference.
recordi ng sessions that capture selected TV prograns;. .
[803% e u dBhe AMBOH mavherdigathepamested oriiesjerpige conjgsi 139 by using its
generates an authorization key for renote access; as
injetoial tglephoneanedsinkioi dialétp a8 sconBng oo mereanbankdds. The mcoming call
DVR 110 to the conmputer network 140. The event queue

iofitt iautasdoo hesgrvies cgnice 83} Wi idpntifeagion aetitieatign d/panoverifigation, the
DVR 110. -8 WD 2005/ 060660 PCT/ US2004/ 042212 [0045]

iBwinking badl is eniibezeatioFpeprivateBsdeam Hartkhie Sparwen die ailgnd gie DVR 110
assistants (PDA) 160 conprise a Wb browser 290, ,
isvpianted aeyesde the detatesésan Wetsehiiceseter 13t enabl es t he

user to view Wb pages.

[0040] Alternatively, the DVR 110 may be indirectly connected to the service center 130

via the network 140. The interface 125 between the DVR 110 and the network 140 may be
the internal telephone modem of the DVR 110, or a dedicated network int‘erface such as a
cable modem. The computer network 140 can be either a private network or the Internet.
The DVR 110 initiates a connection to the computer network 140 by calling a local access
telephone number for an Internet service provider (ISP). The ISP directs the network
connection request to the service center 130 for identification verification. Upon
verification, the network connection is authorized and the DVR 110 is granted access to the

databases in the service center 130.



[0046] Figure 3 is a table diagramillustrating the

structures of a user database 220 and an event
wdav@swaewo 230. The user dat abase 220 incl udes ACT/US2004/042212

plurality of user records 300. Each user record 300

conprises a plurality of fields, anobng which are a

user identification 310, a crypto-key 320, a DVR

identification 330, and an event |ist pointer 340. The

[Mﬁﬁf | dRftdeiGAlehRP 130 RbévaRodrdm s RAuRSnfori8Yor T90%rom external
the  user database 220. The crypto-key field 320 is

A5 18y AV LIS O AR g i TV

vie}%@g &hXise E)hsggegty 'g\ggﬂ%@hg { Gr?etrgéy?dgd?’ Q‘gé §er§f'il%§ g%& 13 @bMmunicates

€ ne mBr connecti on det ai ich are
n ed to.establi i i channel with the
“ﬁ&)&ge iofﬂputfrd}? rkﬁgogﬁggégsegh%gt%%egggé 220, separate

I 350 i nt.ai ned f .
l@%@ﬁi TR TR R pmel s R RRsliE sl ggoes 160 o
E t list 350, jnclud plural i f ey
reiRRlgh deoort Bie AR QP Ec e S e i et L L Plifbe 2 of

field i tine field 370 hannel
cPERea§o A 3 PAFTERe Frd S5 F e RS R g 40

370 is used to_jndicate a.start tj rr rdin .
31 < RemminedR e 1M whtes sener Vichiles 4 BrsEFaMO. which
event. The channel field 380 specifies which channel
co HeetEorEaBHew A PRl ProgHEn SHiFs BYOTRAENC: Blggrayaibate 210,
to specify how |l ong the DVR should record the content .
Whigh steras pPiogEsR %ﬂhﬁdlgv Bxermatian;ca usgt datehass 2P0 gich) siqges information
contain an ID of a record (or object) in the program _
ajoiittohgers diad diigiialevidepriecamiars;rag ey pre @bgﬁ@@égs\glplyh stores an event list for
informati on fromthe program gui de dat abase. B. )
cRROBES 8nd- ORtisREMDPR cABCHESVICh PaRsENIf e Uy BiFRescmd retrieves the
[0048] Figure 2, together with Figure 1, shows vari ous
eemdisshen thdwmtentditibest. vedyalsniadiude a néfwoflumtsrfaonaydr which the
of the techni ques described herein. -9 WO 2005/ 060660
WEH $dia? afd (H4RG P vide® OetOideil trenmeamivatee center 130
recei ves program schedul e information 150 from
[6044¢r naln ons@ibodisnen) tize PERI 1dGiimchindes iasnicoreevetr REO, which controls
program schedul e i nformati on 150 arrives, the
the communication between the DVR 110 and the service center 130; a local program

storage guide 260, which records the program guide provided by the service center 130 and
is updated whenever the DVR 110 accesses the service center 130; an event queue 270,
which is a data structure used to initiate recording sessions that capture selected TV
programs; a pseudo-random-number-generator (PRNG) 280, which generates an
authorization key for remote access; as well as a network interface 125, which connects the
DVR 110 to the computer network 140 . The event queue 270 is coupled to a recording

device integral to the DVR 110.



program dat abase 210 is updated accordingly. [0050]

The DVR 110 updates its local program guide 260 on a
weenismdiao basi s by reading a Wb page from t heCcYis2004/042212
server 200 or via cable, satellite, or telephone. In
response to a request fromthe DVR 110, the Wb

server 200 first consults the program database 210 for
updat ed programinformati on and then dynam cally

te it 54 Al MO PAL &A1 dRitAIHsSBRnts (PDA) 160
[Q%%ZduﬁgﬁPﬁ$ﬁ?%§?$€%RBE%651] Tmogtypesﬁgg rgno es( )

Wb bRk 38U, Srhid 1SFbe ABGekid $dbtfbwsel Mt D¥ables the user t
C%gﬁ&sa gan [ ng%rect 'y prg}g? am t ﬁe DVR 11V5seby u5|angesa e userio
Bgﬁg r 290 on either a renote conputer 155 or a

person igital assistant 160. In this situation, the

i e e D

8 asg 230. T1¥1 Vulsgrvgsa{abgsep&@ L u'pﬁﬁalﬂﬁl'o@ g%e? reﬁ%)rds_POO Each

HE3T TRt eFf ace as “Shown

ﬁa?c%%@dn%q%apz}%svaﬁ@?f O RS .
e 1

D
BB BT AT Ak AL

mho has specifjed ram eve , the dispatch process
isutpd e stpredboautheezalion Betepsed ‘f%% APPF IS a@%}ﬁ% 10 program his
dat abase 230. The dispatch process 240 t

IRER 4BP reémfé@lYaThecla}Fﬁq}ﬁWéiCﬁttﬂﬁl PRanwed twf-?]f? tbﬁ getwork address and

m cro-server 250 that resides in the DVR 110. This

copmaetion defeilsorhieln arermepdaddo guahligh 8 gompuaication ehpancl with the DVR

di spatch process 240 to retrieve a speci al

ld0ent - di spatch Web page fromthe mcro-server 250. The

m cro-server 250 presents the event-dispatch Wb page

[04 7 he Tiitbpuder Hatpbase 83¢; sappdate Fremt Hsts P2t ah npineinsd fop 4ach user.
then conpletes the event-di spatch Wb page and

Bueleret disist3 50 ackstdred frhibe avent datalewse 230. Fach even0lish@50 includes a
2005/ 060660 PCT/ US2004/ 042212 [0053] The m cro-server
pindlityaif eadns eecomls 3601 Beeh divay adcohl ipclodessspl@dlityt af feddsramong which
t he event

are a time field 370, a channel field 380, and a duration field 390. The time field 370 is used

to indicate a start time for recording and is comprised of the date and time of the program
event. The channel field 380 specifies which channel the DVR should record. The duration
field 390 is used to specify how long the DVR should record the content for that program
event. An event record can also contain an ID of a record (or object) in the program guide
database. The DVR retrieves necessary information from the program guide database.

B. PROCESS FOR REMOTE ACCESS TO PERSONAL TV SERVICE

[0048]  Figure 2, together with Figure 1, shows various processes that collectively enable

the functionality of the techniques described herein.
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transfer by polling the dispatch process 240 for

events. [0054] The m cro-server 250 uses event
wdizosmeieses found in the event-di spatch Wb pageT/usen04/042212

updat e the event queue 270 integral to the DVR 110.

The event queue 270 is a data structure used by the

DVR 110 to initiate recordi ng sessions that capture TV

program events. [0055] In order to authenticate a

[M4?E5a% o Qi b G0 e c} B 0SELet R pf arh B HAR $nfBRRa R 1'5@&'1%m external
au es

ori'zatiron co for t e er a f||| ated w th t e

ron code aga prl vate copy nai ntal ned
LB 2y Tt B, Lo oxpi re 25
l(ﬁ%@ DV e bF e@ééig%aéﬁ&o%%a% B8 200 SH R i i by eading
e PR P 0 o R S o o
réﬂﬁgs rﬁp ?\&?Ea@serwﬁfv’ E%?”v?r'r?@%[s%%cghsﬁ Stk mﬁD? %%10 for

110 presents _the autho tion key use

updried pragram iafematianandthe Syrmics YP’P‘?F‘%@E?&‘EWgF A ping updated
using his conputer 155 or his PDA 160. The user

paezare aehsdulp infaimeation; zat i on key and progr arrs t he DVR
110 through a graphical user interface

(053 hg e dT vy typheoTiPpls asessy ate aysitabloadigest a@ﬁia Hléhrﬁﬁe ThedV viewer
has access in direct node, the user can download a

o wirectiytmmogriva fIVRVRIDL0 by usprecFeks by sep9 oo bR Emote
PROGRAVMM NG DI RECTI VES [0057] Figure 4 is a flow chart

cetnpuientp Seorpryscensl digitad| adsistanh &%@@%ﬁ%ﬁom(ﬂﬁ Wbl brawseip290 is
server 250 to obtain renote programm ng directives

ub¢doinaacess £ specBbWebaite hpsteblenthe AV ébrserysa 260.1 Blie Wish server 200
normal use are separate processes. The process

prdsehtsl cles TVheevedr e psogrdm ghildeWeing Q@Bdph&@6EG@T interface as shown in Figure
PCT/ US2004/ 042212 [0058] Step 400: The Wb server 200

S0Th&TVRevee selests T¥Grpgrame by prepnara titlbend thas slohto indicate what

programs should be recorded by the DVR 110.

[0052] The service center 130 executes a dispatch process 240 on a periodic basis. The
dispatch process 240 traverses the user database 220. Whenever the dispatch process 240
encounters a user who has specified program events, the dispatch process 240 retrieves the
event list 350 from the event database 230. The dispatch process 240 then establishes a
communication channel with the micro-server 250 that resides in the DVR 110. This
communication channel is designed to allow the dispatch process 240 to retrieve a special
event-dispatch Web page from the micro-server 250. The micro-server 250 presents the
event-dispatch Web page to the dispatch process 240. The dispatch process 240 then

completes the event-dispatch Web page and submits it back to the micro-server 250.
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request formin the first Web page to the user who
accesses a special Wb site that is nanaged by the
woesaeveser 200 or the micro server 250; [ 0059PCHBUSE004/042212
410: The Web server 200 receives an authorization

password entered by the wuser; the mcro server 250

recei ves an authorization key fromthe user; [0060]

Step 420: The Wb server 200 validates the

[B@f3for i Pledt ihioFo-Rea6er 980 dan@lshavk&ithe dikpSich SAicaRISS 1@ Etht the event
the mcro server 250 validates the authorization key

trahéflr tyheol Kigytht dipattll prod@ss 280 ®r&fentt 0061] Step 430:
Once the Web server 200 has validated the

[G0S4 O | Bidtrhiofo-§aese W90 Hsdsd Qi)
wites a clooki ein the rﬁox?ﬁ\}rglﬁg(#?}lggefo%g?ro%?@%%?&ﬁ%éSpatICh Web page

t¢ @FtRtethe OVERYERI e 238 MtQralRE bt SRlsd 30 ;
160; once thg mcro sgg;r?/er l%ggéhz}gb%l{leﬁéggﬁte@eﬁ}%lsadata
stRbbtie kPl 8 DNAY 110 o il .cookie in the

non- vol at iyl e menory %f‘ %ﬁ{h ttg%?cé)?n%ngeés‘%%su&l@rcaR%‘ge T program
eRglisonal digital assistant 160; [0062] Step 440: The
Web server 200 or micro server 250 presents a program

o esbCh HEGhEH Ehabifit Bk Soadr bl suine ormr
N T R -

ecificto

' he_ event database 230. The micro server
15} Bhirestnd dfngiizRenfo SBUBYLAdRY 25 5aP Yy MaEERIngd B iR VR s non-

vent eue,270.. [0064] In Step. 440, the Wb
vAtfo BRBb KB 4i-orierioh oo ssm B sisi aad sehqge to expire o
al. to .the first Wb site presented to the user

i nt
Sygﬁale%é‘él?té’ﬁ%‘?@wmédV%“?-d cooki e on the renote

ut 155 or the personal digital assistant 160.
[Og e a% &S g‘e dyewirencte aggesy frplire @ usertoyst first Obtatnhmcutorization

k4%0 are excluded fromthe process flow. D. GRAPH CAL
2V fhe éﬁ%A(lﬁj Vtieh PRemmRak SFLREFE@N-rand@nWimber-generator

/060660 PCT/US2004/ 042212 [0065] Figure 5is a
(PBNGF0 aThe usgr conarmurdeatesrdirettlywith DBAR 1 20 yiadisipleyisin at the DVR s
user interface
location. The DVR 110 presents the authorization key to the user. The user later accesses
the DVR 110 through the Internet using his computer 155 or his PDA 160. The user
presents the authorization key and programs the DVR 110 through a graphical user interface
that is managed by the micro server 250. Also, once the user has access in direct mode, the

user can download a program to the DVR 110.

C. PROCESS TO OBTAIN REMOTE PROGRAMMING DIRECTIVES

[0057] Figure 4 is a flow chart showing a process used by the Web server 200 and micro
server 250 to obtain remote programming directives from a user. Both are presented in

parallel, but in normal use are separate processes. The process includes the steps of:
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(GU) 500 for program selection. The GJ 500 is used
both on the DVR front panel and is incorporated into
woheosxétwepages presented to renpte users by thecYwis2004/042212
server 200. When inplemented directly in the DVR 110,
the GUI 500 is manipulated directly by the contro
process integral to the DVR 110. Wien the GJ 500 is
presented to the renote users via a conputer network,
hdssfmoadl 1% Vififoroely ) EL QUL Lol drati
L R T s L
a [S | +S . ] a .
r%c@l%gq”orm Ihé {iggg ?\éebﬁ@@ﬁ]tgé Q& Who.al:g)egge% 61' sﬁ{:kg?lﬁv"éb O%Qhat is

rrses a contal ns

PSS, Ao R oy 2,1, e colume.
BT RGeA Ene 8 SRRSO AR A el RE et b e

tabl e 505 are tual.ly made up of .dat.a sel ection
urbE SRR b HE P groB R PR ACR ERm Be S oot 1o
i ndi cat that .is.schedul ed,

th T f V. pr.
060 e Sim s e Wetea? P GHen B ioriipmpeipipag tsing the
GRS AP Hhe SUTBISPT g ABSKcS e B PR ION sy that it

a nmechanismfor turning forward 530 and turning

han#iRiRdr d 535; a nechani smfor selecting a specific TV
rogram a nechanismfor creating a program event )

[ 065? 35%temd & [Pnee Heal el sesear 200 Bas validpied Hieaavshorigafipn pgssword in
mechani smfor editing said event |ist 350. In

theeouiet dasahasé 22(ritywritbsocqolid indlee ronred#tile memorypef the remote computer
conmandi ng downl oad, a nechani sm for indicating the

1d6wnpersehal digital apsistetd 68; onma theamicroessieen 280rhdsoralidated the

cancel i ng the ongoi ng downl oad. [0067] The position of

atitherizaniohkey, it erites aooids irt the niwe volaiileanemdry of thefrembte cdvputer 155
program event. The user can toggle the selection

ot parsorall digithladssiataet [H0esented in the GUI 500. When the

GJ 500 is returned to the Wb server 200, the

[oak2nt | f$tep 34@IThe Wetshee LeGlocaltis sdreer 25 presatsla program guide to
conjunction with the program guide 260 to create an

@Rt aftdr e WoPisfidntitib®anisRihentitt@ed;event |ist 350 is

then stored.in the event database 230 in the case of

[O(ﬁ’ﬁ?t e DERISENMKL Web sebdr 6D 2OGSEOHO GED selections and creates an event
PCT/ US2004/ 042212

list 350 specific to the user. The event list 350 is stored in the event database 230. The micro

server 200 receives the user selections and places them on the event queue 270.

[0064] In Step 440, the Web server 200 or micro server 250 follows a script integral to
the first Web site presented to the user and searches for a valid cookie on the remote
computer 155 or the personal digital assistant 160. Once a valid cookie is discovered, steps
400 through 430 are excluded from the process flow.

D. GRAPHICAL USER INTERFACE FOR PROGRAM SELECTION
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For | ocal programm ng of the DVR 110, the event i st

350 is stored directly in the event queue 270 that
woanmisredao t he DVR recordi ng sequence. E. | NTERRET/US2004/042212

ACCESS TO DI d TAL VI DEO RECORDER [0068] Figure 7 is a

bl ock di agram of a general schene 700 illustrating the

interactions anong the service center 130, the DVR

110, and the external content server 720 over the

IO CC Higut HLE DRy igP R dsitp i gk eesiplaty Gl Tl ti‘%“%ffa"e

Rl LT 0 A AT vt
incirmoR L i "’??tﬁg%ﬂmeﬁe@t R i€ L By fre ‘i% sgreer %00 When
RN O AR T .
PR TPEHHLL B Qe‘f%, Thq. Arheiie oS0 is sSitelio g iahopg ysers via a

be used in _alternative inplenmentations._For exanEIe,
CHBRAICHRAT ALK HEPOOEISE AS 1l FErasy shipage cFigpvei Q8 p goreg capture of
dedi cated network rather than the Internet. O her
teppw iShavying, Wels regedhal agpssssing ‘E%Fcfr"é“é’s}?rﬁifjserpr ot ocol s

g be used. %006 ] I'n a Now Show ng a list
8966] he ErafeWho0hegraprisps tabley Q8 thqtpw@alaﬁ apharalﬁy eéfqimms 510 and
i ndi cates that such content is being fetched on the
a@iraBO®f rewl> k. The oolumhe dH) cogrespandrie theadayiif the Weele@nd a specific
i ndi cates that the download is in progress. The vi ewer
caleydgidete).tThe rows ht eenrregpond to thethour®\pf predipnalay. Hreccopinans 510 and
it at any tinme. [0070] The downl oad may occur at any
repeBth offtheitblet 305 armdctudllycende 2p off datkisglectenonigoln wthere the caption
dependent in any way on speed of download. Figure 8 is
of tisedoarol is agittel inglicate thé16tld\éfn P peograh divat isoschedudaal iayheltane slot
801 that, by growing the green region 802 to natch,
dcbstimat@thetpbaition bethaatrehih thestable\s05.0r@i GIGI dlastontprisbam
pl ayback speed 803. O her nechani sns than such a

hé&Bh@ym Bay scilind By 510eand sediing doni S28] £mktlahisaofot eimting forward
downl oadi ng faster than playback -14 WO 2005/ 060660

O hhd/R2RAE badawatd 535; a mechanism for selecting a specific TV program; a

mechanism for creating a program eveﬁt list 350 which contains selected TV programs; and

a mechanism for editing said event list 350. In addition, it may also include a ﬁechanism for

commanding download, a mechanism for indicating the download is in progress, and a

mechanism for canceling the ongoing download.

[0067]  The position of the control corresponds to the day and hour of the TV program

event. The user can toggle the selection controls that are presented in the GUI 500. When

the GUI 500 is returned to the Web server 200, the identifiers of the selected controls are

used in conjunction with the program guide 260 to create an event list 350 for the user. The

event list 350 is then stored in the event database 230 in the case of remote programming.
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speed. In any case, the viewer is able to use al

trick-play actions on whatever anount of content has
woeears/odeen| oaded to that point. [0071] The facPCraroos/042212

t he content was downl oaded over the Internet is

transparent to the viewer, except in the context of

presenting programinformation, where an indication

that the content is fromthe Internet nay be nmade in

F%%‘{Jc%;io ?%%Q%@bvﬁ?m a{e%vtalgctlggm Q %géhoﬁ{%?ﬂzﬁ{%glﬁvem

are sto cal “content abase 74

110 r rive i ner to how broadcast
qﬁ%e %@atg?%m% lg)ﬁrge[g?R ggc%kcﬁ%)%g{ﬁgﬁ] forms of searching

ASTRAENED AL BRI E IR RSB Ch Ae o

network oriented contexts, downl oadabl e prograns are

[POES3 ent Iigurie 7 is a biekdeagramaf ogrmes! scheime 80 dhstrating the interactions
progranmm ng. These contexts may have to be nodified

afionp thdsetviddrenteh 430 ehe DVRdOywidkhe bxiteraaionient spres 600 oder the
in a sensible manner, since time and |ocation are

Thtefret, eXtafein 4 partisulehstyie ogthe MhterneOitédds iTiesgratetbiato thé DVR 110 to
content itens available in the Now Show ng context as

SRAKIVAL th FetchFdeBtelintyfes Bl ¥ oterk @ vexeati Igeiried Borhdvti@l ). and make them
Al t hough not required for the initial inplenentation,

/Bl CRPVRWIng BYRENSR Shb Wi fape APdhOwRaY Fibatd ©Fop burfBsty of
items sinpler. [0075] The entity providing the

R ERS o EIEATBERBR, FRUMET MmdTRY dR8riMidVIREiA feférs to specific elements
tel evisi on network. Each uni que server name indicates

ad ?H%%ﬁ thati8Poe Wed SEIViIplehehtdtidfl sudh a8'@E8ntefhet, Mhux, DHCP,
network; 1t m’ght map mtc? any physical server

e% Weblér i)tﬂelt ﬁﬁ%}%ﬁﬁg siB%p%%e@ Sle%lroﬂ)%ofé W&}Si@ﬁl"ﬁt@mmive

i's contacte requests the nme

PR B P AT A
BB PP o PRI QU A g oS R o

tlhr ot hl e the downl oad speed. -15 WO 2005/ 060660
Hg%%?%%ﬁ 7HSEd212

[0069] In a Now Showing page, a listing of the content name, i.e., the title of TV
program, indicates that such content is being fetched on the GUI 500, and a record icon, or
some variant thereof, indicates that the download is in progress. The viewer may pick the
content (i.e., the TV program) and play it at any time.

[0070] The download may occur at any speed. Thus, the interface 125 in Figure 1 is not
dependent in any way on speed of download. Figure 8 is a screen capture of the Web page
showing a replay bar 801 that, by growing the green region 802 to match, indicates that the
content is do%loading faster than playback speed 803. Other mechanisms than such a

replay bar 801 may be used to indicate that content is downloading faster than playback
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[0077] If the viewer requests nmultiple downl oads, the

DVR 110 may choose several different ways to get the
woamis@mateeoit may initiate nmultiple connecti onsPGIUS2@4/042212

maxi mum |imtation, or queue requests, or both.

[0078] In one approach, elenents of Figure 7 address

security of the DVR 110. Qpening up a network port

| eads to a | arge nunber of possible security breaches,

sggeéioinv n? %F gl wer (EaRERUsE b R QPX&lgﬁb&?gtht@%r%ﬁ{ount of

a custoner's pr| at a 0079] In

corrl]telatel{{pggén%%ﬂ E(ii{bdtﬁg gaohﬂtnux firewal | support is

nanage tection by automatically

[P@gi g'ghea‘é%t%ﬁa?c t o a en w%% csl’c%gggér’&fsl\é@y tgg{}%%‘getqgﬁér?sgarent to the
e PO @aﬁﬁe&ﬂnts’e)@?wsmg%g PRl Be i BE dp tcation ha

extern con t server. 720 .f or_down| oadi ng nedi a

|
e “fFﬁﬁ ﬁ?ﬁ ﬁ@ﬁ#ﬁngﬂﬁpgggpﬂﬁ“%Yﬁent sof t war e
PSS

interface is detect , then the cljient uses

LRER |11 Aggsiriye it an %la&spgfr manpen i g3y Rroadrssauastas aferﬁéored such
DVR froma source of dynam c addresses. For exanple

thatall fprep of seasphingAndpreeniagon Broperly displaphosqprogtsuast and provide for

oll for an external DHCP server 750. If no server is
theyumenipwletiotor ki ng wi || be disabled. CGtherw se, the
DVR 110 will initialize its network paraneters from

[0673] DHOR. chersishorretworkouBated cprtexis.sioamigadable programs Ak presented in
firewal | support is that the external DHCP server 750

a rpanmenjanialagdus b broaricagy pragrarhmingnThesn eontexde 89y have to be modified
information. It is well known that there are a large
snchrthet the thametlyastwork "liread’ isgretantad or a sepsibleaaninay sinbetime and
data flow on an Internet connection between two
lo@wioa e. irr€leeany darsudh propsaniss al i asi ng, in which a
mal i ci ous DHCP server configures Internet access
[00F4r maThemmber af vuyer itads evidlablesn theidw Shawiag basttxttag shown in
enter and attack the DVR by using an alias server
Agee 898y mdl& navigation unwieldy. Although not required for the initial
implementation, this context may be modified to make navigation of many items simpler.
[0075] The entity providing the content from some servers may be viewed asa
television network. Each unique server name indicates a channel. Here, a "server" is just a
name on the network; it might map into any physical server anywhere in the world.
[0076] Once the content server 720 is contacted, the DVR 110 requests the media
content according to the program identification given. This is mapped by the Web server

200 into a particular piece of content, which is then sent down the connection. Either the

content server or the DVR may throttle the download speed.
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WD 2005/ 060660 PCT/ US2004/ 042212 [0082] To def eat

attacks of this nature, in one enbodi nent al
woammnad@at i on with the content server 720 i SPCT/US2004/042212

aut henti cated and encrypted. The content server 720

has access to the public key of the DVR 110, and the

DVR has a copy of the public key of the content server

720. The DVR 110 has netadata content information

0P o) & DRSS KT O, ARERH 110 B chooso seyern

. t.s dat abase 740 . | £8: .- .
R I LR R L
e DVR 110 and the.cgntent server 720 generate a

fh
15%%&?%&5Q§8§§F@%§ =3 POl al| further communication
T AR ] TAf M R

encrypted session conmmuni catjon., The blic key of the
upGrebHark S ets tor Te St P4 ATHIBY SERBHY PirachSs oy qlgh round
center 130, which has al so provi ded appropriate

thi ssghtinof gemuighie F@P%W@é@ PrRjeqie o 8 ﬁ?%%t“e‘@é%r\)’é@ datsg.

L0083] The service center (130 accepts descriptions of .
[BOO] c onneame embpdigienty signdard) Lype firgwplbsHoperids ussd iymanage this
descri ptions consist of server URLsS, content

neesseiongyi avtesmaticel iy aeking greptsite pid huy aiew, welltkaawa ports (such as Web
descriptions, "network" descriptions, etc. These data

(HAEP) npdiseoydry) imbash direstioneef cosmnyieationeBrerwgh-kusnwvi osi)are used
dat abase 710. A set of public keys for access to the

bydh¢ appilicstemseftwagdfaheD ¥Rgo cpntactithkeekterhd@8uient server d24¢ for

for the content server 720 to accept a connection from
dobaldadRgiidilia ¢dntenbrust have access to the public key

for a particular DVR This key distribution nmay be

[pe8d] or nAdiyammichaddifeksing elfent sufionaghelemputesushas the Liimyx DHCP client, is
di stribution approach. In on-the-fly key

pibwliéd faukd DVR 110e0a®0ba ofsks DR, 2hetwdralihterfiveds ddtected, then
aut henti cated connection to the service center 130,

B¢ DHCFeSicat dVRNS evelldtnofarpdeyto obfath 4 Sk sldidsefos VDR from a
center 130 to provide the associated public key.

sol¢e Bf dydauitc 8@irésdbs. Fodx@fnpld, iR IRCP ichéht GEDVER 1 113&es the DHCP
returns  an associated public key. The content server

préBcdmY pSREn ekiefaP BRICPCselRY 75FaEHb &@Ver IPBuAd) networking will be
expiration date that indicates when the content server

H P18 heARLE iR DYIR KBYvill IiBaBR"MiIe8vork parameters from the DHCP

response.

[0081] One issue with such Linux firewall support is that the external DHCP server 750
is required to configure the Internet access information. It is well known that there are a
large number of methods for reading data or redirecting the data flow on an Internet
connection between two devices. One possibility is aliasing, in which a malicious DHCP
server configures Internet access information in a way that enables a malicious host to enter

and attack the DVR by using an alias server address.
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-17 WO 2005/ 060660 PCT/ US2004/ 042212 center 130 may
mai ntain a log of all distributed public keys, for
wexenspieesc0 f or t he purpose of auditing key PCT/US2004/042212
di stribution. [0085] The service center 130 may refuse
to provide the public key of an inactive DVR
Additionally, the content server 720 may respond to
key invalidation requests fromthe service center
1 fofo ks of fhi@nde!
998, oo bEGHNES of bR LSl S R AR RR o it

C%{l}ﬁ&%%la@? kg(gﬂ%h;chafci&%i\r/a&lg %B&g]ﬁk&eﬁteicgﬂtentss%fvtei“@f(?hﬁfsaccess to the

I'a recor ows for sinultaneou

SR AV PRI S P FROAE N Tt
0, A P RS R0 Bl
BRI o RSB LR G BB B SH A s e
SR S S T BRI - R v
8 e iesomtentseriod Tabeersbed one e SraPRy g all Jotiee

obj ect is maintai ned once the download poljcy is
CORBIBIRRHPR AC eryBistl using ﬂpé@%%‘?@é’o@oqnﬁﬁm%ﬂii’é‘%&? the,Blowfish
thread is responsible for nanaging a__connection wth
algpsithre i waed ferengrypied sessiopammunication dde prblis kayrof slep content server
contacts the server, inplenents the authentication,

BP ds diswibuted Sipuribe service cerder 1B38awhish hanalso previded ApRyerriate program
downl oad of the content. [0089] As a variation on
guidegefstanaescigyhe confanbeprean’/dBj ect wit hin t he personal TV
service application or nedia recorder 730 may

[0088] c at Ehawerticptantes d B escspts dedseipipens| of dhef eomtenhgeryas d26. In one
content. The servers are polled in order by the Fetch
drshodinmbinngudthdesedptidnk eodisist of seicer ARIspeordent desgriponsf content

downl oad is used. This provides for | oad-bal ancing
idanifieaions Slagict' desdripsionsg "network” descriptions, etc. These data are imported

into a content servers description (CSD) database 710. A set of public keys for access to the
content server 720 are also provided.

[0084] In order for the content server 720 to accept a connection from the DVR 110, it
must have access to the public key for a particular DVR. This key distribution may be
performed on-the-fly, or through a pre-shared key distribution approach. In on-the-fly key
distribution, the content server 720 establishes an authenticated connection to the service
center 130, provides a DVR serial number, and requests the service center 130 to provide the
associated public key. Given a DVR serial number, the service center 130 refurns an
associated public key. The content server 720 may cache this public key. Each key has an

expiration date that indicates when the content server 720 must delete the key. The service
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plurality of content servers organized in a server
farmor data center. -18 WO 2005/ 060660
WOCTIsWeRE04/ 042212 [ 0090] The Fetch Recor di ngPTifusam4/042212
periodically stores or checkpoints its state to an
dat abase in DVR 110. Such checkpointing allows restart
of a download after a power failure or systemerror
at the same point in the nultinmedia content at which

C%RXM 3%2%9’@ 'etaﬁf§ H)rﬁroif 28 auddiRibfiekéyd! for 8karple dbr the purpose of

appen et ci Recordi ng Thread "al so manages th

aﬁ&ﬂﬁéh@ﬂ#gﬁ5a§ﬂ§e objects that are used for
present’a

I'on and navi gation of the content being

e L Tt
AR e SN SN S BB R ANl B s i the

re-suc rea

any point . jn.tinme. F..DVR.T l.NT I [ 0091]
sPitos REREATD B PG RS Y RP ST NG redl a

d.dat abase el e . between t DVRs_ i rov.i ded,. ..
(PR i A Reg 0 s B Gl e Bsingl TR fitication
shown using. a ller a nt. of .di sk .storage a
SBRBHE AR T 1 ;B@%'B?%P%rde{%%f@@?vs fi sy Eagge s toqdd anglplayback of
exanpl e, before going on vacati.on, .user nma r ansf
LR lgsding Rt A TeREAce SOTgRp ored 8 B capiieh: datgres G0 of DVR
data to the portable DVR 760 and take the portable DVR .
12807 ke oehia eagender THawilknos berslarted Hag Pﬁ@%&%@&%ﬁ connection 15
desired. Another exanple of a transfer s shown usin
aveitabl D\rRene impienientetigndmesimrepgier 1 Hgongprisess ayrabpr of different
toget her such that two nedia streans are played with
tiweadsi se synchroni zation to achi eve identica
operation. [0092] There are many ways to connect two
(008 . | (1) Breordmp&iene fhread: Hdhisthtaad maphges pimmesnefmesv@iydownload
110 is coupled into the input of the destination DVR
réqists hd irepletéegs theetohvatbai polieyn Etitidlyathis mhy be asintpdelFIFO queue
‘fails to transfer netadata information about the nedia
wiinaRel indhie dbtabsse 24 seotdiag qdene pblisyenbjeatsisdin@ined on¢athe
managi ng and using the nedia stream [0093] The nedi a
SWnbadpsliey 8dmpRnichedDVR 110 consists of the nmedia
content itself, and
[0088] (2) Fetch Recording Thread: This thread is responsible for managing a

connection with the content server 720. The Fetch Recording Thread contacts the server,
implements the authentication protocol, requests the desired content, and manages download
of the content.

[0089] As a variation on this strategy, a program object within the personal TV service
application or media recorder 730 may indicate multiple servers to be polled for the media
content. The servers are polled in order by the Fetch Recording Thread; the first to accept a
request for download is used. This provides for load-balancing content requests across a

plurality of content servers organized in a server farm or data center.
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a dat abase obj ect which provides descriptive

i nformati on about the nedia content. If a data
wonresgberso net hod i s used, such as a network (ePQT/UShEER42212

802.3) or a direct connection (e.g., -19 WO

2005/ 060660 PCT/ US2004/ 042212 | EEE 1394), then both

the nmedi a content and the descriptive information can

be transferred, such that the integrity of the viewer

[ﬁﬁ%i (ri‘lr ﬁ’ggee%qié&l ﬂéc%?é%ﬁe%\:’?iﬂrg?ci ?ﬁ%ﬂca@f BbfR .tOr ONkhoin@its g\tate to an

con out po their content.
CHEBTROVILPIE S SRSk e Bt B lon S yer it
PR R SN BT RS s dgvplont
AT Bt L e B M g o e
B e R R0 B R BT BEGL L beng
Bt 5l hy WSS sSrG iyt B o 0l B g

keys. Wen the transfer is started he DVI exchange
objeghton Propet dishlgnindhe Newt S}‘QWénge“r?élF%'t‘ OWadR q'EHH éz-ﬁ@e?e may be
public key of the other DVR_ If both DVRs can decrypt
oxA @ werq fugh thieads pefiveral peY BN IREMS: her , t hen each DVR

has aut henticated the other's identity and can proceed

E. DR AhDVEINTBRAGTIANS essi on key that is then used

to encrypt the data during the transfer. [0096] Key

dos " | Pt dnRRphBadl! G MR ARSE fFRMn B3 Mt dRarddHa0ibade di&iRents

service center 130. A viewer nmy contact the service

Hefldes rt%/& %Rsﬁg ?IJV?C%Heﬁéfe lio PRV BB éﬂ'ﬂn\gé‘ df 4 %dR& is shown

owns e aut I zed for dafa transfer between each

U% j Zags{naﬁgxe%lﬁ&ﬁff bf &isiE ﬁﬁlta%%ﬁé g%ﬁﬁaﬁg a éeﬂa‘tﬂé‘f)w 4.7%05,‘E(;elr%lglample. As

containing eac | ey to the
DVR . ' ' . o
AR g PR OO ORE B B e i
OBt B flatitle VR B AREHES el e ok 486 Blong such
FHHL e Bl V3L L S SL B85 POFLPYABM womg e
IS%%%M&E&’ lag&)gb(iyﬂ%t, Hl%{ arE:)\s/ aveds t%(g:cg:hérhs%}:h %hgte o BG4 Streams are

played with precise synchronization to achieve identical operation.

[0092] There are many ways to connect two DVRs. In one embodiment, the output of
the source DVR 110 is coupled into the input of the destination DVR 770. While this
method is functional, this method fails to transfer me‘gadata information about the media
stream, which is essential to viewer satisfaction in managing and using the media stream.
[0093] The media stream stored in the DVR 110 consists of the media content itself, and
a database object which provides descriptive information about the media content. If a data

transfer method is used, such as a network (e.g., IEEE 802.3) or a direct connection (e.g.,
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source DVR 110. Each DVR keeps a record of the

transfers. This record is uploaded to the service
woemis@me06t80. Later, this information could be pcomss®eds2212
to |l ook for copy protection violations, copies to

unaut hori zed DVRs, etc. -20 WO 2005/ 060660

PCT/ US2004/ 042212 [0097] If the transfer is

interrupted, the destination DVR 770 nmarks the nedia

IEEE q§§3228 n %Qlﬁrtﬁ%ﬁlec'iia Ottt @nd R Riptive ifIBin®fion chidb @fﬁansferred,

he T er maybe restarted. Since the design of the

t
{ . : . i b
S BRARE YR IR AL AR Rt PSS VR 770, the
Cal . .
(2 ORI Rkl AR RO HER B Wt
aaI rrogc&hdé/ncb & ?sntgg 8&5 ?rq sfglb%?wéeg%?eeBquém 70 &Ih b8 done in a
BYISFel € descri p{ll |

; ve objec s updated to show a

P8 G MR h O P DR L SR Al oppcion
OB R s DR e o AP Bt

(004 1 o b e Ry e ey RERedo) OB RGP DVRS,an
M G SRR NG TN —

pl ayback of one content item The viewer on th )
cifbenthrongh pie-SHorngkRYs OF & Aynapue fkgnened keuyVhheny the s is started,
soon as the first portions are available, in parallel
thg PN Rsisachsngosigredssiiiicaiss thet aneigacrypied hased ppdlnublip ke of the
IS no requirenent that the source or destination DVR
bl D\Gorfeth R e akcrypi 1R be Fnalp Abrcather; hen oach DVR
medi a streans stored on a server in a cable head end
hamyguthenticated Hefahar sddensity artsl apn peoceektogsteblisha onertirme/session key
770. Alternatively, the nmedia streamstored in the
thaius then Dy4R td efcrpptythddaty daingftbe trambfdro a head- end
server. [0100] For exanple, a PC can use a USB dongle
[0096] ai NKayg distributioty int sncle & bgse fnagrhethaedlediioughitbe f@vice center 130. A
establish a secure nmechanismfor transferring content
viewerghyf dontict the sé?Gce cditter 130, amdubghesiphatawotVRel H) 48dR 70 he owns
to other DVRs, because it would use the USB dongle to
be authorized for data transfer between each other. The service center 130 sends an

authorization object containing each DVR's public key to the other DVR through an
appropriate download mechanism. The service center 130 maintains a record of this
operation for later auditing purposes, which includes identifying information for each DVR.
For instance, should the security system be defeated in one DVR and the public key of the
other be exposed, it is possible to modify other DVRs such that they appear authorized to the
source DVR 110. Each DVR keeps a record of the transfers. This record is uploaded to the
service center 130. Later, this information could be processed to look for copy protection

violations, copies to unauthorized DVRs, etc.
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aut henti cate and generate encryption keys. Content can

then be stored on the PCin encrypted form The
woanis@matescan be email ed to other PCs or DVRs. Pae/ustdeend2212
PCs nust have a USB dongle to decrypt the content.
Certificates that are passed fromthe service -21 WO

2005/ 060660 PCT/ US2004/ 042212 center 130 to the PC

are stored in NVRAM on the USB dongle so the

[6@ 'f'ﬁ‘ @tr%TEYe‘?%s dﬁ%ehﬂpte hfﬁe REARNANR 1750 Rksth@hRia stream as

h hard drive Certain nedi a

e
g)ﬁ/ﬁl%lf"llg 'tﬁe' c% r%g&@ bbie&t HAES th Scfé‘ﬁg‘fef’ﬁlag b8} dstied Hifidel thé 51gn of

ast nost ﬁE la conte In an encrypte

the 8‘2&?oasé§9 gualrﬁ»& stlgeelﬁé(%{g%l{re% %'e'u!lﬁ %al &ﬁﬁe&?ni’ﬂ%e

smar car € nedia con ecryp e

BB B e e 40, s

SAGOTE St 0 BB 5 P g s
i et g aplegied Eﬁ?ee%' %hﬁwsféé@tp%&ﬁ PR sant oY

ass CI a ed ﬂ%ﬂ%é{l %}Hetgb Ség:r[t a@é%hﬁ%iﬁgga%gto\aﬁafﬁver speed is

the dat abase object d e nedi g strea

PBIOPTIAlS, KRBTGS if H’%Sﬁg{eu af tg%@ﬁ%?%’??’@ﬂ‘ “F?Fnttﬂ]%bgﬁ%’? jigslow, in
stream (including whether the streamjs stor

el gse élv)tranfm derptionwilkkslongsr thandheplaykask IdEIIaE%n of the content.
associated with the nedia streammay be transferred
Alernativelye theingBrork mapbr fashan adicheiase mplbipleanedip steeams maight be

DVR 110 may have stored a novie fromthe content )
temsfeaed ip@uethigss tithe than gaken for gaybyeht afpna gentpntiiteny. $he viewer on the
viewed. If the viewer wishes to have this nedia

destiredion DN\Ghsfagstagdiewing the nesiy sitbainras soethas the Gishpertighoare

of the destination DVR 770, and the descriptive

avbilehdt, in parefel vafhethe engoasg dostnloadiaf thenitwamppr oach, t he

original information in the nedia streamis

0699]hf uThgre depd teqaireabnt that the solest omdestimnioDVIVR BOa complete digital
[0103] The smart-card m ght be pulled fromthe source

B8 DVYR. Bodinstasdeaidhk ettdianstiedas stoied onnativeninEMabiHead end may be
When the nedia content is viewed, the viewer is

Bnefeakl YeliabB g €tk ddsihation DVR 770. Alternatively, the media stream stored in the

source DVR 110 may be transferred to a head-end server.

[0100] For example, a PC can use a USB dongle containing the crypto chip from the
DVR. The PC establish a secure mechanism for transferring content to and from the PC.
The PC would appear to be a DVR to other DVRs, because it would use the USB dongle to
authenticate and generate encryption keys. Content can then be stored on the PC in
encrypted form. The content can be emailed to other PCs or DVRs. The other PCs must

have a USB dongle to decrypt the content. Certificates that are passed from the service

21-



all copy protection rules followed. The original nedia

content and descriptive information mght, or m ght
waabes/oeesed emoved. For instance, in a "view onceCT/US2004/042212

schenme, the originals are destroyed, whereas in a

"charge-per-view' schenme, they are not. -22 WO

2005/ 060660 PCT/ US2004/ 042212 [0104] Using the sane

techni ques as descri bed above, a secure, or

c@ﬁ't‘epg_ﬁb.t t.l) G a%@ore& FO4URAM BA RRAILPA, scpffle certific atﬁ moves with
a r

est i shed between two or nore DVRs using a netwo

i d q@?ed&ﬁ‘i‘g‘{?&%ﬁ%lé&n {ﬁ{‘the Bet Al 89 such a connection

ehabl®es contro eractions to take place. Sone

P, S RTA fr S 0 E
.. A Vi ol . .
BB b BT SEREL 0L Bl R e

assed to,the d@;tiqatLon D

VR 770, . i ch .
g B S R FRTRRL 1 Frsr AR o Ve Busprfgtingthe
Brrae B Fo® hesvitTer e RUR B e it Rty REmeda seeass fo isk
o i JSSFYEGIPD SFoR Flov Gk SH R Mo Ras et eptemedia

Alternatively, two viewers conmmuni cating through sone
sgemay batwegistwodd¥Rs.d8 ogder i IppRElYomphngy Parigwansef of ¢omiant

one or the other controls the playback on both DVRs of
reefectiparrales piseejrtadwithithemadie sirepsmm (speh 2aapainenrds, eipirgwer one day,
preci se discussion of the programof interest. The

et the IBY R eepimtains edath thendatabpsdebiect dpsepbimgdhamedie sgeaamthe copy
overlaid on the display in which the participants
rrgtpetiondnivemation dSsrsintedwilp the aaedie sregmi{nclislon Wigsther the stream is
busi ness presentations as well as for entertainnent
spuedpesepted)0106] (2) Link passing. A viewer of the

source DVR 110 may indicate that a particular program
[6102]| DEhd ¢onkeadtptotectibe rudessissaeatedomitiOMR n1edih stteam may be transferred
response, the source DVR 110 sends a nessage to the

tol etget destriation DINER7 707 & wiéll. Fbr eaupbs theTeVRd40 mnsthaoa st a movie
to schedul e recording of the |inked program

fAlrh Hertah®hiserveh §2@hagwialnoTBy degypied itk edis afewsd If theAviewer wishes

to have this media stream transferred, it is copied into the media region of the destination
DVR 770, and the descriptive object is transferred as well. In this approach, the original
information in the media stream is faithfully duplicated to the destination DVR 770.

[0103] The smart-card might be pulled from the source DVR 110 and installed in the
destination DVR 770. When the media content is viewed, the viewer is properly charged and
all copy protection rules followed. The original media content and descriptive information
might, or might not, be removed. For instance, in a "view-once" scheme, the originals are

destroyed, whereas in a "charge-per-view" scheme, they are not.
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message for linking or unlinking may contain only the
programidentification, assumng both DVRs 110 and

W@ 20058660 N service. |f the destination DVR 778CTAIS2®Y/042212
in service, then the nessage for linking nay contain
addi ti onal netadata. -23 WD 2005/ 060660
PCT/ US2004/ 042212 [0107] (3) Sound or graphics
effects. When the viewer takes an action, such as

qfl(ﬁﬁ Si n@spw%’g}mggﬁﬂlb fed ué‘sea% JBRAYEN Hove Jk%cér‘é WG Rated and

soun present a graphic. The source

B%% %éagn % Xe o& 1sﬁ&19f5eht\§é’eﬁr%€voto9 nfo?@Dg’%gtu'sﬁ 4 'rﬁﬂvork or

epro UCGS t saie soun

de c%n{léc%oﬁ‘ %&%‘ﬁgﬁ}gg Qﬁct}%r ﬁﬂée‘ﬁoﬁ‘%ﬁé%‘fés%{)ﬁgol%te{a!gﬁons to take

on action that was
p\iﬁ éc{}]ﬁ]t %lmg,laes ogggrllrtre qq?%%t%gg h%?fﬁﬁ?%e #n%v?deg i %rﬁms eH’fbgdlments
renDte destlnatlon DVR 770. Such connunlcatlon nay be

Al ti - way. [0108] I n anot her approach, DVRs may

AT G & %@?@ﬁ&i@%@&%@%ﬁﬁfy&omfw S Bufieson

DVR 760. Data s soft el.e

paﬁwalaamesﬁ.sasa%gﬁfaah Kkgy gvent fraffopasei 55 B GRrisBGRDYBGH O, which
the two. DVRs. For instance, the Portable DVR 760

agomaHaallyaReriorme e £296 ActinBq Fonexamplen? REgSCHERImaY I Ve d EH?

time the two DVRs are connected. The update nmay

Presentaien ysingoe 8QULeHg VBN 0 38 ﬁé’?‘ﬂ?@?‘ﬁ@ Ple%’%@ﬂ‘t%@é and an audience at
updat e, synchronizing programinformation,

aggmeterlonstion aep waieh i sare PESPRIaiANE vendp dhe spme veayiat e sgme time.

much |i ke a PDA where the portable DVR 760 may tel

AltegnativeliyetwoHetary commyaiceting thrqugh geraerntbercamerns, sugh ayg telephone,
has already viewed it. The portable DVR 760 transfers

naayyintspeet, athilewat oi it othentondrels the plagbdelion bDIFD YRS of the same
whenever two DVRs are connected, and the hone DVR 110
rbgramsEirisl sltdriive pppratéhoalbiwsipndogse risciissipntal thderogemyofaaterest. The
center 130 whenever the home DVR 110 accesses to the

B&ny bf@noaniieatioh Jthy HeQild@ple Tha pupgtah @vemaid be tlbatigplay in which the
automatically. In such a case, when two DVRs are

pattiyReisehe cdnEtdnt) Sugh ar Ppadact uiag be acdd fonBusiieds presentations as
perfornmed, such as updating program gui de or

well as for entertainment purposes.

[0106] (2) Link passing. A viewer of the source DVR 110 may indicate that a particular
program shall be linked to the destination DVR 770. In response, the source DVR 110 sends
a message to the destination DVR 770 which causes the destination DVR to schedule
recording of the linked program. Alternately, the program may be unlinked as well. A
message for linking or unlinking may contain only the program identification, assuming
both DVRs 110 and 770 are in service. If the destination DVR 770 is not in service, then the

message for linking may contain additional metadata.
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software, and then nedia streans may be transferred as
well. If the destination DVR 760 is a smaller

weoanisaede@o uni t, then not all nedia streans wouPdTMUS204/042212
In this case, the viewer may explicitly choose which
media streans to transfer. Alternatively, application
software in the source DVR nay use preference
information to select a subset of the avail abl e nedi a

9f07 24{3»@0@1%/ PEARE ArBG] / WREDAGVRARE fokkes :ﬂfp&:hon such as pressing

rest'to the viewer and transfer only those

asﬁaﬁ ey geqﬁ%'é F sAlEEHIRL 1 I‘O%am & souhldof prRerft ra%aé)hlc. The

t'ransterred golng fromnewest to "ol dest, sto pl ng

?13% A A amd élﬁdt Ilngl% 8&5 tl}a? %9&% {o ‘&19 dgs%‘ﬁ@t%n %@Rsﬁ@%ﬁﬁclﬁ%ﬁﬁ)duces that

program on annel are
LSRRI e, gfcagéﬁﬁ?fegﬁg@a T

@ﬁg” WB" thﬁ afioa 3123[1 mera éIE?anB%ﬁyChB? gfb ggﬁ,ﬁlf 5 toczi1 ﬁri’g am this
d h f
TeR I P TelRa B Fiefdona rnleedpaian %%7Wucﬁ

actors, ratln lﬁ The criteria can trigger actions
COpppiEation Bﬂa GUUE¥AXt er . G NETWORK SECURI TY SCHEMA

0110] As nti oned one ach her
bw\}. dell ago %%npéoaéhﬁs%ﬁ ewara%l%p 1 qther figes of E%tmwﬁﬂ For
DVRs 110, 760, 770 or_a content server 720 _and_a DVR
exaplegusidyrplargphiome YR d4 0 pndip pryakier pegatde DY R 20, Datagsuch as

program on one DVR 110, and then watch the program on
saﬁwmegrapivp@l PlemensonroganTgiadedata.yei caae wansfeard petween the two
tem descri bed herein nmakes it very difficult to

E ﬁﬁoe imstaners 81 rorteble HVIR/ROQ maz by updrieshgradatasiyachoddrydlg home

or to a systemoutside the location of the first DVR
TACR di B ievagl yimedkete BHRs eseancnissted: Ehs vpdatd wayiicludeirensferring and
rights to the recordings that they have made, but the
ingtglinge bofivedre spdate, dyrfchianiding prograusefemation, syncatetizing recording
vi deos, or send premumcontent to their friends in
sehaalubes, ae) The sjrahris tdeeh iké mEDAI velsere {18 pdARbIYEYMRO TS0 may tell the
enbodi nents of the approaches herein may include the
Ho@lel VRGO to delete a program because the user has already viewed it. The portable
DVR 760 transfers any operational information to the home DVR 110 whenever two DVRs
are connected, and the home DVR 110 then sends the operational information to the service
center 130 whenever the home DVR 110 accesses to the service center 130.
[0109] The update may be done automatically. In such a case, when two DVRs are
connected, a set of pre-configured actions are performed, such as updating program guide or
software, and then media streams may be transferred as well. If the destination DVR 760 is a
smaller portable unit, then not all media streams would fit. In this case, the viewer may

explicitly choose which media streams to transfer. Alternatively, application software in the

source DVR may use preference information to select a subset of the available media of
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aspects: Recordings are encrypted. Mny recordi ngs

are encrypted when they are initially recorded. Those
woeowsrodigsgs t hat are not encrypted may be encr poras2004/042212

before being transferred fromone DVR to anot her.

This makes it difficult for anyone to "sniff' -25 WO

2005/ 060660 PCT/ US2004/ 042212 the recording data as

it travels through a hone's network and to make a copy

st 'EE?est 8 viewh e @RhsRPGAYRARE sHEMY. 8 AR es alternative, media

ransterred fromone DVR to another, the receiving

s&e\,{a%%seﬂla &?ﬁ%ﬁdﬁg}é ﬁ]&n ?E\ggsct & &Qeéﬂ,%cgﬁn&f@&ﬁ}%ﬂ%ﬂ% il fit, or

system a ers encrypt | ecryption key

soci at e ith th r '
R0 Bl e, Kshebed B (A A SR ALAC 2 flobliR ¥ chapndl are recorded)
recor.di ngs vi a,a P hroadcast .ngchani sm or. ot her -
e Ore At Rl DY Rp auSRYS ARl R HR bty Afbther criteria

rqQt ocol s, .di scover ackets typj call 0 not l.eave
b aeier s mogreves eart iy kS G Ehoden b viff frcterences.
a local [.P.subnet conprjses a hone.s LAN. Additionall .
K e RBP PR IorPd Iy e AESoTRIE Qi it i, foRfent e By uled in the
will try to share recordings with Qther . users, then
SelBEHINCAHG T SWH 5@8&1 BFLOTS HAURE/RIG 115 A2 081 FRGERLARIORS such as
which would allow the systems owner to type in or

“olviyp Wrrsdermnual |y specify the IP address of a system

| ocated el sewhere on the Internet. A DVR may only
GAHTWORKNECHRIEXSGHEMEY key to another DVR, if the

receiving systemis "authorized" to view that
[0EDr di Agmemaoned zberst ene appraaph beremmrevdtles @' sgauns gperypigd data
may nmean that the destination DVRis in the sane
thansfsebasiveerod VRs 110,690 s178rom @ chytentrervenizl andsa DVR 110, 760, 770. The
aut hori zed. The key transfer is perforned using a
appivact allqwshisers terecodtagprégymongine VR i 1(vind theaadictktby program on
transferred is intelligible only to the one systemto
anbthenDVR 7¥@s sent .
[0111] The encrypted data transfer system described herein makes it very difficult to
transfer videos from a DVR to any incompatible system, or to a system outside the location
of the first DVR. Accordingly, users may exercise reasonable Fair Use rights to the
recordings that they have made, but the approach makes it difficult for users to 'pirate’
videos, or send premium content to their friends in violation of Fair Use principles.

[0112] Various embodiments of the approaches herein may include the following

aspects:

e Recordings are encrypted. Many recordings are encrypted when they are initially
recorded. Those recordings that are not encrypted may be encrypted before being

transferred from one DVR to another. This makes it difficult for anyone to "sniff"
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The authorization is done via a digital certificate,

which lists the specific systens known to be part of
woneosheusehol d or owned by a single user. The PCT/US2004/042212

certificate includes the public keys of the systens,

and is "signed" by the service provider. Each system

verifies the signature on the certificate it is using,

and also verifies its -26 WO 2005/ 060660

PCT/ %Q(Q)%Jgé Agthas it%?lg AR5 dH /RS Rtlvork Ml a&ﬁﬁf{@é B&H of the

in the certificate, ore transferring any data or

keysd&g any other system [0113] The certificate

system can be based on the El Gamal public/private key

syst and on e Bl owfish ric.b ci pher, ..
it o hencR gl Freouibe et g TP o e S e fhscgceiving

such as "change a, system s serjal nunber" or, "co a
cer t FYSRBEEMOBUSE e tepariiignless; e spadtn SVsigny plso Hatsters the
certificate", [0114] Referring. Figs. 7.and 9, a
user e’f’%@%“@r‘éeﬁrWHén @Mﬁ??féatﬁ‘g%’{té ?haig'ge ¥6018gat e a

record of the DVRs that he wants to share content )
bet wéeR VRUs Y diseavpr ethprrsypiemafiemglaieh itinpight tragsier racpyglings via an
user enters the serial nunbers of the DVRs that he

want $P breetleagemiechanistipriother netwiok discayemmptocdonsseh diseayery
through its database, or the service center 130 finds

t he pertols, disooneey packetatypidaly de @pt leae the bogaldBsihnet. In the

regi stered. The service center 130 can also restrict

t he restdentidlenombyménte IDARIP subtatt doenrirsesa hage'sLANe didditionally or
owner of by displaying only those DVRs for sel ection.

The uBehattwly, ibthaeiind eoneemaha awistrihwillaghtoshare recerdings with other
l'iving room DVR, bedroom etc., to allow the user to

easi luyers,dBdit dppYicatiod BoftwarE o€ tHeIBVR pedvédds iotoheeharisrh svhich would
that he wants to share or transfer nedia with. [0115]

The gBéWitEEsyeRM SFwiks® §pER @DitereisghiadhalBasptdify that®address of a
901 that identifies the user's units that he has

sel egli®sh 10ARdeREivhélk oatie BRindincl udes each unit's
serial nunmber 903, 905, and the correspondi ng public

o SRRSO e DR et

hame S%E@m ii@"a'ﬁﬁﬁri%&f’ b eGAhS rgc%}dinér.%r %}%ﬁrﬁﬁl&i if Hi€ oSkt
“authorized” may mean that the destination DVR is in the same household or is
registered by the owner as authorized. The key transfer is performed using a robust
pﬁblic/private key system —in which each key transferred is intelligible only to the
one system to which it was sent.

e The authorization is done via a digital certificate, which lists the specific systems

known to be part of one household or owned by a single user. The certificate

includes the public keys of the systems, and is "signed" by the service provider.

Each system verifies the signature on the certificate it is using, and also verifies its
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contain any nunber of units that the user identifies,

i ncluding PCs with USB dongl es as described above.
wpQusBkocko0 ensure that the certificate 901 doeBCmIS2004/042212

exi st indefinitely, an expiration date 907 is

included in the certificate 901. A digital signature

908 is used so that units that -27 WO 2005/ 060660

PCT/ US2004/ 042212 receive the certificate can verify

that REaGRET & alnfsg%ﬁt %ﬁﬁ@édﬂtﬁde&iﬁ&ieegetﬁfe%nﬁﬂﬁmg any data or

service cen 117] The service center

send to each DVR 110, 770, listed in
t he §(G%Jrqtt%l ﬁ? “}% ‘over the network 140 (whi ch may

[gfﬁ)j risgyd ?tlfic% esryg%ﬁl ' calt b%’%%ed%ﬁ 0 8y S{ a? Hc&n (vate, kex system

ate ne I'ne, or sat

q{lgynglfr Lif] | tég{’ﬁ%(ﬁ)% c,%?nc?ﬂ?&%??ﬁ&vggu&%fgﬁ k@c% ¥ ‘glﬁ,‘{ vgould block

a%a%w% acsﬁaﬁ BB RO T A QR Pe of §co%§2ais?%@a&e (8 b Bisferent
certifi %H.l rnatively, the portable DVR 760 can
SYE; \% %%F%a% f4%cate froma DVR 110 that it

connect [0118]_Ea DVR 110, .70, 770, verifies

(B cor Relerinr@ PG Bies rgoetn Beseiiesisetioh hef ©reate a
veri f t he d|g|tal signature 908 in iﬁe certificate
roeprd Oél?é %\f%set hpR Wiads (peshate icepfeRtPtvache Usgghy &Ppmlfm‘ﬂ‘te user
signature 908 is fromthe_ service center 130, th

inferfaes, thearserenisy thesera npohes of thedl YR pibar ke W mﬁluéed ‘Which the
listed in the certificate 901, using a peer discovery
servieecRsnter 1) vaifies thewghais databases ohapsYise catier k38rfinds 816 serial
of Cupertino, CA [0119] Once a DVR 110 has discovered
rampbeesrthat 2ige wser haveprendouly tegistereds élhe SQIKYIC&NCH‘@F] B0 ganealpo restrict the
connection with the peer 770 using the peer's public
Usentofonbyrthe P& Rsahatibieiis atagistddd owmdief by dmybmg only those DVRs for
connection may be "weakly" encrypted in that it is a
delentioni. GFheofsert aan apsolateca ndumeysith eavh uhitpng.chving pesen DVIRg bhdroom,
peer sends a nessage using the other's public key. A

a16)j fo allew thkesser toadaeitly @entififa uvntn ffhe tises seleds theiumits thashe wants to
exanpl e, the content server 720 is provided by the

share or transfer media with.

[0115] The service center 130 creates a digital certificate 901 that identifies the user’s
units that he has selected. The certificate 901 includes each unit’s serial number 903, 905,
and the corresponding public key 904, 905. The name that the user has assigned to each unit
is also cross referenced, as indicated by name 902 in the certificate 901. The certificate can
contain any number of units that the user identifies, including PCs with USB dongles as
described above.

[0116] To ensure that the certificate 901 does not exist indefinitely, an expiration date

907 is included in the certificate 901. A digital signature 908 is used so that units that
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service provider and is renotely |located. [0120] The
content server 720 creates a nore strongly encrypted
woams@stdson with the DVR 110 by creating a r aRdomS2004/042212
strong connection key and encrypts the strong key
using the DVR s public key. The content server 720
then sends the encrypted strong key to the DVR -28 WD
2005/ 060660 PCT/ US2004/ 042212 110. The DVR 110
r%p:e%x;e%ﬁé § r{lﬁ’ce t& éan%g ﬁXt tpé Oerfifl t@g’&ﬁﬂ%ﬁguﬂ@ﬁrﬁ‘&ﬁ W¥%ervice
war e ron e enent e two systens
nOM/ﬁﬂﬁre a secure key. [0121] The user can request
&S g certain recorded content to the DVR 110. When

LEaE S Sl R0 B0 AL BRI PYne  e
L
ST S S b R R v
e b R 0 BV 3 B AR AA B v 7

recordi ng key. The content server 720 sends _the

Q8B €ORIFEHO éléﬁrﬂeé‘ﬂfe qenter 139 visadebygk gannegiion erphoege %1%"0[15%?1"3 its
110. The recorded content_ has already, been encr

ogttifivatet Alismnagvelyi thepejable BVBJ760sen, lrer09w5 yis ceréifisdgn %r@m a DVR 110
server 720. The content server 720 sends the recorded

thanit eomnealid tohout decrypting the content. [0123] The DVR

110 wites the recorded content directly to its
[0118]ageEadpd ¥R W1 10T 70, arertiaesi theycartificapgzsndachwtipyithe certificate and
pl ays the recorded content, it decodes the content on

vehiéyifig the digitabsigmpure 208 idés ceiitifieate B8T.eOnceghe DR/ has wehied that the
integrity of the recorded content because the content

digitdl sigastuerfOB ipfred thd srdcelcamian d30,rthaBNiRsEnds riheamatwdrk locations of
stored encrypted on the DVR, thereby preventing any
diNsodishibdtiazelibtiop Yhe@ritficatd 0 1c wsit@mpeer [IB3EAA}y piotdebE such as
content server 720 sends an unencrypted recording to
Ré@eRNRs fdf Apple CompateLEcaoff@updainol €aor di ng key that

will be used to encrypt the recording and encrypts the

[0119] Once a DVR 110 has discovered a peer 770 in the network, it sets up an

encrypted connection with the peer 770 using the peer’s public key from the certificate 901.
The encrypted connection may be “weakly” encrypted in that it is a function of two public
keys, one from each peer. Each peer sends a message using the other’s public key. A unit is
designated as the content server, in this example, the content server 720 is provided by the
service provider and is remotely located.

[0120]  The content server 720 creates a more strongly encrypted connection with the
DVR 110 by creating a random strong connection key and encrypts the strong key using the

DVR’s public key. The content server 720 then sends the encrypted strong key to the DVR
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recordi ng key using the strong key. The content server

720 sends the encrypted recording key to the DVR 110.
wpQuBHkosbhe DVR 110 decrypts the recordi ng keyPasiusgno4/042212

the strong key that it shares with the content server

720 and stores the recording key. The content server

720 sends the recorded content that it has stored

locally to the DVR 110. The recorded content was not

D 4 0T Al AP
720. .. T t e ded
degign Lol T if%fgfr%e%‘isc%ﬁ’se%fé’%%cﬁl?%s nds the
t 0126] The DVR 11 '
[ﬁlg[r]ﬁ en leel LLS%I‘C(EB,P e({ugs“?ti SF%C@%% cthaY\ﬂr tletgc?rﬁe& poql\}[én? ﬁ"g‘?}? %ﬂ/’R 110. When

ent orage devil ce

decodi it. en the DVR pl ays, t.he reco t.
e TR ane e G PI oL KB DA B pacs o
reserves_ the integrit the recorde t ent

bR B e s et seeouliey Fhrah GRRE N enspypts the
transnj ssion and i s _stored encrypte n the, DVR, .
reanEdas e eREshe PRpE Kethy THASRRLFRS by 2D569rile Bcrymige recording
content. [0127] Fig. 10 shows a nedia server 1002 in a
kepéathe P\l Hbr ked DVR setup in a house 1001. In the
exanple of FIG 10, DVR 1003 is located in Bedroom.1, .
[9323] 100%hg RVRJd Ardeerypis thegeenrdimkey uengthoiongkey that it shares with
| ocated in the Entertai nnent room The nedia server

theogmtent sssverd20 and sthres thovpenyding day. Threcontent sesegyd30 sends the
information instructing the service center 1006 that
®@eriedcoornt thadnhas 50081 logally tavlsi RVRellPe The o@ordgd ¢ontent has already
authorized to share content and associates each unit

bogn ¢riveyntadowhénnt whs otfiginallyrstared bsallyTheths sontenteserveni2:. The content
1006 creates a certificate 901 that contains the

samvei Z20ssendsethé sech B cantehted thouDldeiyptih® €68, coiedd, 1005,

serial nunmber and public key along wth an expiration

[0E3¢ anThd D¥RslAOwirites the pdcorded camtgnttdidectlysiogtsatarage. device without
[0128] The nedia server 1002 can be a PC, DVR, or

detduiig ity Pahen theCDVIR @itdys sie iéedrdeddvaitent Sdecodsitianest binehe fly.

- nmedia server 1002 as the main source of nultinedia
ThRAbEdhcH desériedlhefed preserves the integrity of the recorded content because the

content is in an encrypted state during transmission and is stored encrypted on the DVR,
thereby preventing any unauthorized copying of the content.

[0124] If the content server 720 sends an unencrypted recording to the DVR 110, it
creates a random recording key that will be used to encrypt the recording and encrypts the
recording key using the strong key. The content server 720 sends the encrypted recording
key to the DVR 110.

[0125] The DVR 110 decrypts the recording key using the strong key that it shares with
the content server 720 and stores the recording key. The content server 720 sends the

recorded content that it has stored locally to the DVR 110. The recorded content was not
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networ k. [0129] The service center 1006 sends the

certificate to the nedia server 1002 and the DVRs
waQ0B/06dd604, 1005, via the Internet 1007. The ReWiUS2004/042212

server 1002 and the DVRs 1003, 1004, 1005, use the

information in the certificate to discover their

peers. The DVRs 1103, 1004, 1005, discover that the

medi a server 1002 is the only systemthat is serving

S L
S%Ii(})’grS fﬂ)Gs%ggs thg gc—:/o ?QQﬁ'téxﬂA'é%#é)uP% onf'teP &it ge%ggth[_e)\c}b{ﬂent.

at’és a random strong ton or eac

[@nﬁfﬁghgl@g@vgﬁg%@%gg i %8&5@@1%9@,5@ BALaFRE ithout
G SRR Rl B e D L BB e oy
g‘alg’ft@g?j%%ﬂf(%gﬁeﬁveé nﬁ%’gl%ys {Sl}\gﬁel'r ﬁ_ﬁg%g 0%86‘\(%8@0[%%%8? content is in an

Referrin 0 S. 1621 each, DVR h

RGP SEILRIng aHPENpE it IRGIPEr} G PG, i VR derehy preventing
t he user ,goes to the Now Pl ayi ng screen 1601 (which is

apﬁéna‘%h‘?ﬁzleQPoﬁ’Bﬂng%frt%Fo%‘??& content_ to t he Now Showi ng
screen in Fi and sees all ned servers_that th

02 cakigaldeh s arrmdwes@avﬁﬁ 11802 i anleaqlla{ negyrked PX@eqetup in a house
1602 indicates that the user can access the DVR na

108k dFobaexample of EKf. 18PY¥R: 1908 frelogried ind@pdseany (]HDMBI W84 is located
| abel 1602 and a content screen 1701 (FIG 17)

inBetoayed anéBVR. 1635 iteated sothe Entertammanbiosn. H@rm@a server 1002
has avail abl e. The user can request that certain

restdesriol dub Idvimgeosm.( ithensst sepdeindermatiph dstructotgdhy sdyeice egnger 1006
to a particular DVR 1003 via the content screen 1701.

it VR e 1 0032 h0@Hp 1005 asd mediv selvyr 1492 desarthdrized tishaes, coptent and

t hrough the DVR 1003 itself. The user selects the

Bficiadseatlounit byths reorm imghich & reddesc (Thd s@ont eattenii0n greates a
transfer options screen 1801 (FIG 18). The user can

gl feate oM el cbitaint detmddiveseiveas 9002 aid ech BIRYg 18035t1804, 1005,
From opti on1802. For exanple, the transfer can start:

slfeﬁélrﬁuhtb%r heupubit Rgy Sibng Kéth Bh egsifition Hate Mhatierservidieettses digital
ast

signature.

[0128] The media server 1002 can be a PC, DVR, or other type of content server. The
user designates the media server 1002 as the main source of multimedia content in the local
network.

[0129] The service center 1006 sends the certificate to the media server 1002 and the
DVRs 1003, 1004, 1005, via the Internet 1007. The media server 1002 and the DVRs 1003,
1004, 1005, use the information in the certificate to discover their peers. The DVRs 1103,
1004, 1005, discover that the media server 1002 is the only system that is serving content.

Once the media server 1002 has established a weakly encrypted connection with each DVR
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paused, or at a certain tine into the program The

user can view and transfer nusic content and photo
woanis@atesd N t he same manner, as indicated by SeCE&1S2004/042212

capture 2001 of FIG 20 and screen capture 2101 of

FIG 21. [0131] As described above with reference to

FIG 10, the nedia server 1002 can send a previously

encrypted recording to the DVR 1003. The nedi a server

' Qi

RTASLR5 RFRLF on FAp OBbtR s BRECHES, 100

recokdi K | ' ) .
A LA R S S R e S
ke sl Oi‘éﬁgrygte KRS0 48 TPvR 3005 A9Ba. fhok! Fhe DVR uses its

cryption Key: normally

B G X T S N
Rihen PRI E G IPLSD, fecor G no key (o (e DVR
TR ORI LN -
b Bl 6B D o SSah e s e

the . recorded content that |t has stored locally to .
sithidar pyvformaband cprient odhe Hew Sheningrerasa én Fig pmdypeesadmedia
encrypted when it was originally stored locally by the
srevgisdhal dhhe/user qauocesyior exaaple, agaedie pery@dsbel éwj?gmthﬁ@tes that the
recorded content w thout decrypting the content.

s01138 pecphethDVY R oaBed\Badeepny. i el heawen sgledts dlamdasived server using label
directly to its storage device without decoding it.

M2 and & eorDiR sd@eB 1 VG 11 isrdaspdayde that bsts eigt content the media
decodes the content on the fly using the recording

seeyr hdReivailablerglitecrskl @@n rddiestithes cersan racanied ebwet (tueic, photos,
program information screen 1901 to see if the program
videosttc)) be s particulgr DVRE 003 eia thaconpdnayerbdrel 70pr dhe asar can do
by selecting Play option 1902 while the transfer is in

this OGh& SIS ak dsscii®ed ahdvebralough) the VRS 1 0038 itdelf. (Thansdraélects the
using Stop transfer option 1903. [0134] If the nedia

Ogiéﬁﬂ'or fr@&ezerﬁﬁgl e selRctddd enraént pkiag a hRAEObptiont Srédnel SDVRFIG. 18).
The usér can select where to start the transfer from using a Start From option1802. For
example, the transfer can start from the beginning of the program, from where the user last
paused, or at a certain time into the program. The user can view and transfer music content
and photo content in the same manner, as indicated by screen capture 2001 of FIG. 20 and
screen capture 2101 of FIG. 21.

[0131] As described above with reference to FIG. 10, the media server 1002 can send a
previously encrypted recording to the DVR 1003. The media server 1002 loads a recording

key that was used to encrypt the recording from its database and encrypts the recording key

using the strong key. The media server 1002 can optionally encrypt the recording key for
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creates a randomrecording key that will be used to

encrypt the recording and encrypts the recording key
wagbesgetdse strong key. The nedi a server 1002 seqdaStdee/042212

encrypted recording key to the DVR 1003. [0135] The

DVR 1003 decrypts the recording key using the strong

key that it shares wth the nedia server 1002 and

stores the recording key. The DVR 1003 can optionally

s@&%éﬁﬂtﬁstdgﬁbés%‘ﬁ@fn dianGodr @ﬂcr}itﬁioﬂgke? lteeAdrmta Ry n@@&é@fr@ole to store any
storage The nedi a server 1002 sends the Ttecorded

#‘%ﬁ@ 'ﬁBﬁ‘geﬂls in RfEArt &t Odo%hn ]%19 SRy MridnOw NS lc@tﬁ(egqgﬁest It sends the
he rec content was not -32 2005/ 06066

1%%@%@%9%@%ﬁéﬁéﬁ%th e nedladsgrsgrlaoggé $L;ghgg!gy
@Eeﬁﬁgn}fﬁ%@ﬁ’b@%&ﬁﬁw LG S8 LG theGhY R B it shares
Rt S @2?%5%6 0L ek AR R ERAa iy ® T bR 106 eon cpsignally
%'ﬁ%c'?*fegeecar St A %fsgees RE5E AU pEE bl 1Pz sonds the
o oL RS SR 12l @ﬁge Bivst (o ibe araregpaignt s
Ateadyirep fpigned w;ﬂ%%ﬂg%{;' Fbahy Raaecelloy Tae §h fartiniooz. The

cont ent on the fly. 38 The approach descri bed
TRRAGR BT8R éh?arfw optepthé&r% CEATYRIEEBT ROTENt; ¢
does across the Internet. H PRESERVI NG CERTI FI CATE

RENENe PUB?;IJ} 3paites the ﬁqjogigg icanteny qn‘,e@tly tpqits s@cﬁ@ge device without
creatlpn of a stron takes many CPU cycl es.

e S EIRRIHOS ey hscorasded costent, of dseodeséhagpatont o the

store a plurality of strong keys for future use at
flyesing e recheding keyi Refersing toaliled 1 dhe st pastselect thepeegram
Further, the receiving DVR requires nmany CPU cycles
m@ndefécrryq@teen H80ktor ssa éf theprograonisstlt drapferrimpi $he user can play the
significantly slows down the DVR s overal
pegrhmrbysaleetinglPlay vpiddmi 990 edhile drediransfea isan phegr@viRsidbSdibed above)
t he
or stop the transfer using Stop transfer option 1903.

[0134]  If the media server 1002 sends an unencrypted recording to the DVR 1003, it
creates a random recording key that will be used to encrypt the recording and encrypts the
recording key using the strong key. The media server 1002 sends the encrypted recording
key to the DVR 1003.

[0135] The DVR 1003 decrypts the recording key using the strong key that it shares
with the media server 1002 and stores the recording key. The DVR 1003 can optionally
encrypt the recording key using a local key before storage. The media server 1002 sends the

recorded content that it has stored locally to the DVR 1003. The recorded content was not
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added burden of creating a new strong key whenever a

DVR 1102 reboots or is restarted. It also saves DVR
wQ20%/060m80 bur den of decrypting the strong key BETRIS2004/042212

reboot or restart. [0140] The DVR 1101 originally

creates a strong connection key, stores it inits

| ocal cache 1103, and encrypts the key using the

public key of the other DVR 1102. The DVR 1101 sends
eggl?}?t%@ Wh¥R 1SFhs Dby keYedliScallp &y BMRNddi@ dervd®ORVRh Afédia server

ypts the strong "~ key and stores the key inits

t
SR R L i 40 s g

[89%? Oﬁﬁ%@vﬁ%/oy%ﬁ& g@f’e%gl%lgd cdrlet lilreétg/ tBhﬁ SBY ejd%gi%e without
re |

ots or is restarte it does not kn

d%éo%tl it o R tﬁerBVRnl%bx\ﬁfags thb L ledBREARBYE Pﬁ%ﬁﬁgg\’fhe cBhtefit on the

S Or een transp énte rom

no h The DVR 1102 requests the strong key
rlgfﬂgt A éf\é?nfi}iﬁ’ designated as the nedia server. The

74 332&?%?5? 509%8%5’9%%"5 elf afq"%g%\’}gtﬁ@ﬁ%@%ﬁofi Paggecdto

Brete 8IS DR, TR elhgr élé@;}fs X g mppediacly
DVR 1

1 e Cueetis B? 't%&ﬁﬁyD%é??B? AR FothL e B8 hteo

encrypted strong key checks the | ocal K cache 11

(PL181 4 Thn apraeeh drcHbecshrva mesiorams gaually el il aﬁt&or as it does
it does a bitwi se conparison with the encrypted key
acypss the Intemst: cache 1104. 1f the two keys are the sane,

then the DVR 1102 uses the previously decrypted key
B RRESERMINGCEBIAFIGAHERCOQHERENS ¥er wi se t he DVR 1102
decrypts the newly sent key and stores the encrypted
[AE3P] deRefypinadgriayo Figndl.yrerealivn of gatpngikeysiekgsanany CPU cycles.
nunber in a new entry in the |ocal cache 1104. This
Inaye sppeodebnig VRAOY praydre requinsd to ereato ondisioreaguislitydfehong keys
absol utely necessary. 1. |INTERNET MEDI A DOANNLOADI NG
pOAnB} uskot theectithé that i is| designated astbelingdidoarven adirthgr, flreoeciving
server to a DVR, Fig. 12 shows
DVR requires many CPU cycles to decrypt the strong key upon receipt. This significantly

slows down the DVR’s overall performance. The techniques herein save the DVR 1101 the
added burden of creating a new strong key whenever a DVR 1102 reboots or is restarted. It
also saves DVR 1102 the burden of decrypting the strong key after reboot or restart.

[0140] The DVR 1101 originally creates a strong connection key, stores it in its local
cache 1103, and encrypts the key using the public key of the other DVR 1102. The DVR
1101 sends the encrypted strong key to the DVR 1102. The DVR 1102 decrypts the strong
key and stores the key in its local cache 1104 along with the encrypted strong key and the

machine serial number of DVR 1101.
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a nodification of the digital certificate shown in

Fig. 9. Also, referring again to Fig. 7, the service
woenis@e06k80 creates the certificate 901 whi ch PET/US2004/042212

distributed to DVRs 110, 770. The DVR 110, 770 wil |

recogni ze a service entry using a specially-prefixed

serial nunber in the service's serial nunber field

903, for exanple: FFFXXXXXXXXXXXX, where the

[(;)Il)éigxxﬁ(ﬁfé% 1'1?2 14866ks bPis Qés%eqeﬁ aodinot RRAY what its status is in the

rmat 1 on, such as version nunbers service

; O}‘l{ Ci?fnay%ta %%E?i\?g’hg‘& da%wrk@g@ldg Q2it 'n?ayslﬁ{re b&n transplanted from

e service, peC|aI

Bl TR e L
F AL A
RO R R a8 st S U R v 10,

and d| |taI remai n the.sape.

orthgs & P sens bV B sTioRs heyiis ey Suat TR pppGEeiag the PVR 1102
the fields in al or a group, of certificates to
aﬁ%ﬁémﬁﬁ%ﬂ§éﬂ¥R3fO%|fferent servers, etc. [0146] A DVR

110 recogni zes the service seri al ‘ﬁﬁsrrber

(01424 i 1 | Whenthg RV d Hefsregeivesithgencpyt g by, {@%ﬁl& theylocal cache

domain nane in the key field, for exanple t he key

1104 fod an gy from the BYR f Oliand ot it Smdnams, & %@hﬂ%{wﬁ é%nmon with
connects, the server |ooks up the DVR s ublic

taenahcrptad ketian thedoggbersha i E04a Y thette keyseael SR@?sthenﬂli‘é DVR 1102
DVR does not need to possess a ke for the server;
ustsehspreviensly deayptee key ttered int b doorbeache | 144 Othersasedhe DVR 1102
and encrypts the strong key wth the DVR s Eubllc

deerypts tlte teivdy s sspand sieeethe eypyriad key, dagyried ke, anhPVR 1101
DVR [0147] Once communi cation is established the DVR
mabBine aeridl hembepiaraynetvieatry éu theldodabeache dhide rikhis vay thg]lonphdecryption
server synthesizes the appropriate netadata to

sepI€ svoidedwiradpt wtheh alssobwtely hedebeary.and sends it to the

DVR 110. Since the netadata is synthesized, it can be

VINTERNE TTVMEDRODOWNRQREDIN®YR basis. For exanple, a

DVR owner may sign up for different kinds of

[0143] To facilitate Internet media downloading from a server to a DVR, Fig. 12 shows
a modification of the digital certificate shown in Fig. 9. Also, referring again to Fig. 7, the
service center 130 creates the certificate 901 which is distributed to DVRs 110, 770. The
DVR 110, 770 will recognize a service entry using a specially-prefixed serial number in the
service’s serial number field 903, for example: FFFxxxxxxxxxxxx, where the
"gxxxxX¥xxxxx" is used to provide additional information, such as version numbers, service
provider, etc. The display name 902 is set to something indicative of the service, such as

"Special Videos". Instead of a direct public key, the key field 1204, 1206 is filled in with a

fully qualified domain name of the access point for the server.
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services, such as history, drama, conedy, etc. [0149]

Alternatively, the server can instruct the DVR 110 to
weoeend/06tao pr ef erence vector to the server, whPC/uSk®4/042212

server uses to synthesize the appropriate mnetadat a.

The DVR s preference vector contains the user's

viewi ng habits, e.g., what the user has indicated that

he does and does not |ike, what he has consistently

61@%@ rdef U3hififta %@O’l QLS G 23S B 88RO ervB38Srmation and peer unit
crlptlon e server does not store the preference

ﬁﬁﬁ{on Ffth% a{’ugﬂ daﬂe@O?_hﬁ@h%ﬁal%ﬁﬁﬁEéj%St 13fhain the same.
er use.

nmat i-on reserves the user

Qfezig;{ ACYrifg dthg%%%%i FHiE: 1}3‘6381 Q%S%ﬁ@%%%@%n A fe ﬁ'e:ta@ﬁau, or a group,

Ogﬁ%ab% OO%@%@%?%%?nkglgﬁ%ﬂ]R§m§&gqggrd vi deo, nmusic,

ace I's used as descri bed

1 TS RO g S o

ROy L S BT L RS ey o o0

from tific I ted In th ane , .
SEORtanTeRoH bl Ht el VPR cGHIFS: LA T PGORHE TR I public key
1602 that the user has assq
aaslwgqséhatmegwmanw%era@@%d%ﬁ eﬂwﬁ%\sﬁéa?sc@t&?ecf apossess a key

content. Fig. 17 shows the content screen

foi thp F%Y‘anﬁlets%eh%ﬁlﬂéraéﬁs thedropg kewfor thesgssen Wcryprsg%e strong key
20 and 21 show a nusic content screen 2001 and photo

veignthe Ve puhdis key okt thqnmessep thremeiypied §irees keygo ﬂl%BVBVRs

that are interested in downl oading content froma

8N er Qa@Iconpiunication issestablished deeL VRrilé Osen thep quay the server for
runs the ping service, responding to requests from
dofest.as they cone in. This allows the server 1301 to
maintain a record 1302 of all DVRs that are "signed

[0p4S]t 0 Tlmseheadynthatizes thithpproptae thel:@0(2 t desciibe whatiithas available
audited to ensure, for exanple, that there are no

abeaes itab tHARS Rald Oe Siick thetthetadboanis|spiatiestided, ¥ cateloe urfiquety created
another | P address. The record 1302 can al so be used

dnQd pRID VR basif UFdp @8 @aple0a DVRGwiteh tay sizniptfondifferenekiads of

user has his DVR 1303 signed up to downl oad vi deo.

services, such as history, drama, comedy, etc.

[0149]  Alternatively, the server can instruct the DVR 110 to send its preference vector
to the server, which the server uses to synthesize the appropriate metadata. The DVR’s
preference vector contains the user’s viewing habits, e.g., what the user has indicated that he
does and does not like, what he has consistently recorded using options such as a season
pass subscription. The server does not store the preference vector information; it simply

- discards the information after use. This preserves the user's privacy and makes sure the

preferences are always kept on the DVR 110.
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[0152] When the user selects an entry froma server

1301 to transfer to a DVR 1303, the DVR 1303 contacts
woheosgeveser 1301 and requests the appropriate ReEUiIUS2004/042212

object. At that point, the server 1301 can record

1302 that the programis being downl oaded, which may

al so include an entry into a billing system etc.

[0153] The records can be queried on the service

gﬁﬂbﬁ E r h'lﬁé V%%dﬁfdt\ﬁ%é%éz‘? %S%[d rphlgfr%gtr:at?’lgfe%; Iﬁléer%@ i4R84 hydescribed

go mglo s nl%rgﬁox'irg ? No%ﬁflg%{}é{é%ﬁ%%l %ei‘bszﬁ)?ﬂéﬂ?@&gﬁc%ﬁg oBfthE DVR

ectro roma to one o

s RRGiae SRR of STV Eits ahiited 1 FBT AL Gl A (Bent from

asssm?eﬂ@s RaRoshi e Al P BE e s R @ﬁ%&%@éﬁﬁﬁ% OA8RE, content
gt Brier PO b T b e D lon B % %ﬁ%@f%&%ﬁ% it if any

62%?5 it Bepigprinonp dmsontis 4 e é@&%&f kol SRS pgtent screen

can be redirected by the third serve : .

¥R displping Apinamefdlag confent 6‘?1%%’?7% ¥%§St Z{P Ei“iﬁ’i jrlo‘i‘ﬁ‘é(ra‘t13?‘1310 content
server 1403. Third Party server 1403 "delegates" its

sexes S0l axdiphptoccentent sorsend 1Bhrty server 1404 by

redirecting the request fron1the DVR 1401 to third

[Btakly sRefewingtafig. 1HRVRa gt tﬂﬁ dnferegipd Hcdoyvnlogding qoatony from a
server 1404 for its content uests. This allows a

setvier tBQJaping thessernsr 13Q). ﬂl@gserv@yl %tlsrens thp pingseryiasy respapding to

or cannot handle a request for any reason. J. USING A
1ByRshSoANDFRERY BiEy OdmPliRELhisE§vs1the berRafldP t tngaimepinFa gecord 1302
15, content to be provided to a DVR 1503, 1504, 1505

afail DVRS thatdre Ysigredppt thudehload ddevo riihemecosd t 302rcah $04r, be audited to
such as a third party content server. The content

@eiliregor &bl des theed arb av eloaccefBVR o a@assingthe dowtloaduble video
about the DVR s encryption techniques or

fodifi BhdteatIB nadreds. DR rddoBP 1302 daselobe u@aakfoﬂmllmgcbwpusegmttrack the
the content. The

length of time a user has his DVR 1303 signed up to download video.

[0152] When the user selects an entry from a server 1301 to transfer to a DVR 1303, the
DVR 1303 contacts the server 1301 and requests the appropriate media object. At that
point, the server 1301 can record 1302 that the program is being downloaded, which may
also include an entry into a billing system, etc.

[0153] The records can be queried on the service center’s Web site by a user 1304 so he
can easily check his bill.

[0154] Referring to Fig. 14, a domain-name redirector 1402 can be used that redirects a

connection from a DVR 1401 to one of a group of third party servers 1403, 1404, 1405.

Redirection may occur based on load, the domain-name prefix used, etc. This allows the
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DVR 1502 has a fast network engine and functions as an

"encryption pipeline". Data is sent fromthe content
weensmeoctb0l to t he DVR 1502. The DVR 1502 encededsgiofi/042212

needed) and encrypts the data while witing the data

to its local storage device. The DVR 1502 then reads

the data fromthe | ocal storage device w thout

decrypting, and sends the data over the network to a

s%%%%%rnt%% te%% Fe‘érués't 12Qer. @ﬂect&%y involve a

er approac provr des the third party

fSONLEN e[tlmg%a;f% Wribhs &ﬁrﬁel%t%]r ansmi ssion of its

conte IS sen Fom e content server 1501 to

B g 375 ﬁ%t‘?%g‘i@gﬁ’ ¥ §£’tfe§i?%3f%aa?5 REpaY ol 1403, 1404,
B AR L4508 A, 185 st o
R 1T SR 4 Rt 59 u’%é g al%@nﬁ%%ﬁy ?533403

“Brige é‘ipsl %IP‘(E:S‘?%@BP% ﬁ%{r}epl%@%ﬁ%l?%ﬁg ht%gequest from the
SRRt %831451%1%&%%@@3%{%@5@186Wﬁr ot

ensures that a th| rd part content su pller ]g S

it§ gomtenizeguestst duslows a Hurd payly Seryepiodh gedw 1556 e&els g loaded or

DVR crypto chip, encryption techniques, or addressing
h@%éeﬂfe%laﬁtfﬁeﬁnﬂ@ﬂ%es the tine to market and

cost of incorporati third party suppliers into the

Je USINGE A DR &S ANt RYPFII M CONTENT VI A ENAI L

[0159] As described above, the nedia server in a

(D161 or Befotring toifiiod5 pontest lodn privaded 1@ DYVl hyl 305 can

ot her mechani smthat can serve content. The approaches

infidially bbpddudedbyiarcoatehingrien é50Rach ag< third partysconfent paver. The

medi a server, to access nultinedia content such as

conehicserwer 8@ deen dotiiaot accesmb eny irfomration ebouttith AVR’s encryption

servers. However, because the DVRs and nedia servers

tedividuay er Acliesmrd. QA DIVER 1 51026 nsdd, to ehevde and emtryptdledconait. The

originate nor be

DVR 1502 has a fast network engine and functions as an "encryption pipeline". Data is sent

from the content server 1501 to the DVR 1502. The DVR 1502 encodes (if needed) and
encrypts the data while writing the data to its local storage device. The DVR 1502 then
reads the data from the local storage device without decrypting, and sends the data over the
network to a target DVR selected from among DVR 1503, 1504, 1505.

[0157]  Another approach provides the third party content server with secure
transmission of its content. Data is sent from the content server 1501 to the DVR 1502
using the content server’s encryption technique. The DVR 1502 decrypts the data using the
content server’s decryption technique. The DVR 1502 then encodes (if needed) and

encrypts (using the DVR’s encryption technique) the data while writing the data to its local
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physi cal |y housed on any given nedia server. [0160]

Accordi ngly, content can be nmade available to DVR
wagersdemso arr angi ng for a server to process aPEPASR@H/042212

file containing: Actual content (in the formof JPEG

MP3, or MPEG files, for exanple). DVR confi guration
settings, for exanple, recordi ng schedul es, database
nodi fications, content preferences, etc. "Links" to

s?di‘ e%%c% eMTUEDVAL 132 th&?re&&"’cﬁ@ﬂ'&ta She! B 10281 A\ @Hvice without

er, locate potentially anywhere on the Internet.

c{e%ﬁﬂ% §H§ Berdd ltl%%ia%atﬂfe ff'le ERrE R g%q‘pp@l@é'fécféﬁqfoﬁn ¥ihfng DVR

nt er net Two ex e scenari os are
r el ow t hat denDnstrate how content can be
1@‘6%{15’\9?2%0@@ | to a DVR -38 WD 2005/ 060660

[Egg] USZ’%% %s]tgat a[tI%]}cis 8%&}&%21\26%1{ édﬂg]é%' E& ﬂgt ha@gaﬁgg to any

plca ouseh

Ass 202
R P SRRSO n
th of t f : :
sefaefweg, Tt Rsa e Wrei Ry et AT st o CinperPle R e erey supptier
ﬁg format (it can contain any type of content). The
IE@ﬁ RNt SIVRIDCEYRK] ed as an attachnment to a user who

accesses email _from.th conputer running the
WQE@§FM§FCQ§H¥NI{/¥;§A§@EBW ni cati on nechani snms

ther than email nmay be used in alternatlve
l@l&?d di meh figscnP@il@g]ve,fh%ms@é perveian gy Akthe Aerpgoing gubgdiments can

he is interested in the content, the user selects the
beta B( FEIR cosrng other meghanisa, (Rt a8 Seie conteta The pRigpachopdescribed
to process the content file. The nedia server 2202
heerits allow herAY Rares gbhonts ofithemiedia gerser, & aagessmptimgdia content such as
dat abase from which container (netadata) information
raweic, YRIEG atwltphotseseniset stened on gredisrsarvets. Houwal, bivruseibe DVRs and
goes to his DVR 2203 and accesses the "Misic & Photos”
thelid sereery inmy have access to the Internet, the content need not originate nor be
physically housed on any given media server.
[0160] Accordingly, content can be made available to DVR users by arranging for a
server to process a special file containing:
e Actual content (in the form of JPEG, MP3, or MPEG ﬁleé, for example).

e DVR configuration settings, for example, recording schedules, database
modifications, content preferencés, etc.
e "Links" to another server or to the content stored on another server, located
potentially anywhere on the Internet.
[0161] Such files can be provided to the DVR wusers via email or Internet download.
Two example scenarios are described below that demonstrate how content can be sent via

email to a DVR.
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his tel evision set, causing the DVR 2203 to request

container information fromthe nedia server 2202.
wanmsgetdse ot her contai ners of avail abl e cont eRCTRIS2NM/ 042212

in photo content screen 2101 (FIG 21), the user can

now access one with imges fromthe content file. Wen

the wuser issues the command to view one of the

i mges, the DVR 2203 makes a request to the nmedia

@f& er ﬁ@ﬂ&ngm pérbl g?gﬂjig 3 typical hodsehdaDWREARASE0 1159 shown.

er the a EG data and pass the data to

AdEmPYR a&ﬁgﬁredfgrégrv@/ﬁ&%gg’ F,]&les?s% Sintedet b AJIE Bmbhid Suthor 2204

user an oes not store the I nage on ItS

c%%a?{sﬁagc%n%ﬁr?% 1t};r5]ﬁhc#ﬁ1%f Qreusfﬁ ﬁé ?(#Y%Q%Pfeu&ﬁﬁ%ﬂéqtﬁe actual

such of wa
@%ﬁ?atﬁiﬁﬁ%%%&?hm?%@ @%%%@gans“h st BE0Re ploditehn, The
DV
BErten mged“fmfzu%cﬁa}eﬁagaﬁcrdg@crécgééssss%a1 Roby gme
St rpiebd n&ﬁ@#@%%re%?é Fiselok® compRiSichbs By RHfY Rffer than

con nt server 230 rved via HTTP. The content

FnglmpIsbepagr i plfegaati 1V§§ BR5E81 060660

[(FO) ;J|S|20 e4 {é%gz %g’legﬁzﬁ.} |ang, Eﬂ‘?{sltﬁ%tgrggﬁﬁy Stgtﬁﬁeﬂtgt}t the user selects the

runni ng the medi a server_ 2302. éaz66 The user reads

atfgehed papienifilg, invekipg theanadia sorves 2447 topregses the Aenint ﬁl? h“éhe media

user selects the attached content file, invoking t

sepeer 32QWeadds inforsmion gbeir Saccmseesie 2 drewmat dagabage quTﬁéVthh container
medi a server 2302 adds information about the content

(mettasigta) nfermation end HEG data parskee Iptepgenarateh  cont ai ner

informati on can be | ater generat ed. [0167] The

P6tlomeTheuess goes thihis DXR 220D andardesaescibe SMysic [dePhajpss ifeature via

& Phot os" feature, causing the DVR 2203 to request

Inio el visier sef, whusimgitht BIVR 221 to hejussidoataer indern@E0R from the media

Anmong the other containers of available content shown

serverD20X Amotethe ofler emnail@ of {Mailthle c@B¥nt shémen ougtotemtent screen

can now access one with music served by the content

Bl (PIG. 23§) Ghe Woetan dweaddssione sl émagdsdronothewontehtafilpl &fhen the

one of the nusic files, the DVR 2303 accesses the

user issues the command to view one of the images, the DVR 2203 makes a request to the

media server 2202, which consults its internal database to render the appropriate JPEG data
and pass the data to the DVR 2203. The DVR 2203 displays the image to the user and does
not store the image on its local storage device. The user can use trickplay functions on the
multiple photo files such as fast forward, pause, reverse, play (slideshow), etc.

[0165] In Fig. 23, a household DVR setup 2301 is shown where both the DVR 2303 and
media server 2302 have access to the Internet 2305. An author 2304 creates a content file
with authoring software. The file links to one or more content files, such as MP3 music

files, housed on the content server 2306 and served via HTTP. The content file is emailed as
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content server 2306 directly over the Internet 2305 to

retrieve the appropriate data. The user can use
wonrbwskeday functions on the nusic files such aBCTaS2004/042212

forward, pause, reverse, play, etc. The progress of

through the nmusic is displayed to the user through a

connected television set wusing a replay bar as shown

in FIG 8. The DVR 2303 does not store the music on

aggﬁn s eg{ ga%sgle%%uﬁ @d%ag\’lg) SQPYEL Ghlin REAUE §a'n{érhon{p%e§ %lnnéng the

bove precedi ng exanpl es can use

of content that a DVR can use or
Wﬁ&aﬁen%m&%ggconfiguration information is received, the

[ﬁ‘g] ﬁgg@? el l rreg%s tﬁ%j EnhilEnd PHe 19 1unt éé)dglg tﬁé g T ?&It tﬁgus%p selects the

eévice an
' ”%1"%\9”%59?%3%@ E%Y‘:??cagfﬁéh%ﬂfé:%ev f%fbk:% R{O%%%% hGodrf R I e media
<58 28 1R i 1S e fRERGHE BlmiEml Gt fomapbicn

such as fast, for ause, reverse, play, slow play,
cppigsr fQra3tione wﬁ”ﬁ‘@r Bs/ 060660 PCT/ US2004/ 042212

0169] DVR users coul d use_ th roach to, share "
(DR ot The coriopist BoiinGie L9V B 28 i scomers the ybAir & Bpptos” feature,
user could send to anot her user a conte1¥ file with
censinasthe & e P bniaIepies coatainey emagAn R np F&e@la server 2302.

customer's PC. [0170] The approach herein can

Amengibe othsesantaings of Hiailablp sontent seevgbingmesic ?Paméﬁcreen 2001 (FIG.
content to DVR users via email. For exanple, a record

20% kg customiad cprr RaTHRecess oMWt DuFie BsFvedstrilie AententseERIR06. When
file wwth Iinks to MP3 files containing sanple songs.

th@dsed jssuksitirecbopamang tp akayrose of thamusiefileh éhclpREBOB accesses the
herein to deliver product to DVR users via enmail. For

cextznideever 2306 diracfly overshé Ingerhat 230Dt rdiriemmitie aapmpriate wata. The user
file containing digitized photos purchased online by
dan DyRriokeay funbtlaii2]onlthe mbeic fitsegdi asgas farwiafd, patsepreyersd) @lay, etc.
i nvention has been described with reference to
‘Breeeodress of roginthehmisicliediggiiyedltd theiuser, thivogl webnndoted television set
evi dent that various nodifications and
using a replay bar as shown in FIG. 8. The DVR 2303 does not store the music on its
storage device for copyright protection.
[0168] As noted above, the two preceding examples can be used for any type of content
that a DVR can use or display. If configuration information is received, the DVR 2303 will
store the configuration information on its local storage device and use the configuration
information to configure itself. If video isreceived, the DVR 2303 can store the video
content on its local storage device for later playback by the user. The user can use trickplay

functions on the video content such as fast forward, pause, reverse, play, slow play, frame

step, etc.
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changes may be made thereto without departing fromthe

broader spirit and scope of the invention. The
wepesicciaat i on and draw ngs are, accordingly, POThS2004/042212

regarded in an illustrative rather than a restrictive

sense. -41 WD 2005/060660 PCT/ US2004/ 042212 CLAI M5

What is clained is: 1 1. A nethod for sharing

mul ti media content using a digital video recorder

[61‘8‘9’ ) | 15‘{71% us% g&fl@ﬁ 60 TRrbaing std@content with each other via email.

ut er - enmented steps of 3 providing a nedia

Faf &}’aﬁi pie én% e¥ g&h@ nd 1§ Qﬁﬁtﬁé}tus%aai RRRALHRW e ¥R b&rsonal photos

serve e content abase contal ns
mJItl di d associ ated netadata 6
|'f1ﬁegrﬁgl% i%St %gttprov |ng a DVR, 8 receiving an email

01 GRS e PR s
ce%%tﬁg e Ty T —

o 1t ent st e od as recited
By qptep! %\%n‘@ﬁb O%ﬁ]lﬁ%ﬁ(ﬂém{“ﬂgs PrONY sel ect's

the 2 attached content file, invokjng.the media seryv
[/ 1hr o cHUW! RaHY PRLRRTSFAN 5P i ap?.f%acllfh ot Gt P@lﬁtg ?VR users
in Caim?2, wherein the nedi ver adds i nf.ormati
viskRoRAL. (9 ekampley i WA PrPFasEng b oRBld Sl fronteat ﬁf? lamng digitized
4., A nethod as recited in Caim3, wherein the user
phetoe suisbesepenlpoytaDYBifest 2 avai I abI e cont ent

information fromthe nedi a server. A net hod as
[0%2] t ednithe foregoingspedifiestionnthe Hyention lz?s beyndescribed ygth reference to
metadata 2 information for content that it has L
specafii¢ etbastiments thiereof. uld edllthosveyembe pitidant Fhat yayiqup enadifreations and

changes may be made thereto without departing from the broader spirit and scope of the
invention. The specification and drawings are, accordingly, to be regarded in an illustrative

rather than a restrictive sense.
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1 6. Anethod as recited in Caimb5, wherein the DVR
di spl ays the netadata information 2 to the user, and

wohears@ictset he user selects the content file. -4BPCWDS2004/042212

2005/ 060660 PCT/ US2004/ 042212 1 7. A nethod as recited
in daim6, wherein the DVR requests the content file
fromthe 2 nmedia server. 1 8. A nethod as recited in
Claim7, wherein the nmedia server streans the content
file to 2 the DVR whe#eimd he DVR plays or displays
content contained in the content file, and 3 wherein
. performtrickplay functions on the

\gﬂag[ﬁ#glg{énc?%g%ntent that includes, but 4 is not limted
to: fast forward, pause, rew nd, play, slow play,
frame step, and slide show. 1 9. A nethod as recited
1.0 Caiilinbd fMREGd bitintedf: GARERY ¢ 4 kigitARRIBrddr (BVR), the
l'inks to one 2 or nmore content iTes 6n a server, the
mahibdcosapriseng theemtepuitrdmplemented stipsefit o t he DVR, 3
wherein the DVR accesses the server directly over the
I nt e%?&ﬁidihgah%[aiﬁmnt he content file(s), 4 wherein
the DVR plays or displays content contained in the
cont g@néviding @ comtatt databaseion thdmediawsw@er; can per f orm
trickplay functions on the displayed content that
i ncl wdessin hetcontsntatabhserdontains maultimedip gentefitondassgeiated metadata
pause, rew nd, play, slow play, frane step, and slide
show. 1 1defompatioppar atus for sharing nultimedi a
content .ysin digital video recorder (DVR), 2°'
conprﬂr%‘flﬁ&i‘é‘.ga%)\g&nedi a server; 4 a content database on

e nedia serv cont.ent d(ldat abas,

cont AR G ekl e Bt E U R R S AR

ed netadata 6

| nf Or AL LR e cznfféntq}{gb?llﬁfigE gr:f‘ssct)i%] Ndib EGREM] NBeARNRAR ipgoto content,

contal ning a content e nedi a server; and

wher ei n t Renf@pitRRtinfolrh&icnONRAIR tBS saifv¥r, 6f to dMthOstored on a server.
content, video content, photo content,

2. A method as recited in Claim 1, wherein a user reads the email and selects the

attached content file, invoking the media server to process the content file.

3. A method as recited in Claim 2, wherein the media server adds information about the

content file to the content database.

4. A method as recited in Claim 3, wherein the user accesses the DVR to request

available content information from the media server.

5. A method as recited in Claim 4, wherein the media server sends metadata

information for content that it has available that includes the content file to the DVR.

6. A method as recited in Claim 5, wherein the DVR displays the metadata information

to the user, and wherein the user selects the content file.
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10 configuration information, links to a server, or to
content stored on a server. 1 11. An apparatus as
woeaisteebédn Cl ai m 10, wherein a user reads thePemmisko04/042212
and selects the 2 attached content file, invoking the
medi a server to process the content file. -43 WO
2005/ 060660 PCT/ US2004/ 042212 1 12. An apparatus as
recited in Claim1ll, wherein the nedia server adds
information 2 about the content file to the content
dat abase. 1 13. An apparatus as recited in Caim1l2,
Mher ey thethld abl fRite BIMCEISHES, WikReiDWIR DURITEGU4SS the edntent file from the
avai | abl e content information fromthe media server. 1
meglia 9§iveippar at us as recited in Caim 13, wherein the
medi a server sends netadata 2 information for content
that it has available that includes the content file

812 t Vhﬁn%d as geciltéd Vin/%laﬂpp,aﬁlﬁdréiﬁ ﬂ%médig kdreet strBarfad @ik Bontent file to
erein I spl.ays the neta at )
i D et (16 LYV At Cishaporaien] coniiisd ja Bre copieptile, and
Wikgeif A BB cahigeffornd tr Vg%nﬁﬂﬁﬁd@{ 48 ditplak@Tédn@sht that includes, but
r

Claim 15, wherein the equests the content file

if PR R SOV PR TEWinG) Playpslowiiay fewms sigp, and slide show.
recited in Caim16, wherein the nedia server streans

the content 2 file to the DVR, wherein the DVR pl ays

@r displetiod a6 adtitedin Claint a,l wiesdein if the %rﬁ&ﬁ&'ﬂ@éorﬁéihﬁﬁle 3inks to one
and wherein_ the user ¢ forn1tr| Ctéﬁnﬁ
B ANQTR SORIPRE File P SEBYST-d e SeT el o efB HBYR,

\Jvlhé%ﬁl% HOR Jc@e%‘éesftﬂé We@' dlrgcﬁgscﬁ/ er ’th@%t@ﬁlhet tl@'réﬁﬁev&h@‘ébntent file(s),
frame step, slide how, apparatu

‘alserele dhe YR nhaysioa riwplfss copfrat epHaipsd mﬁbe %%tﬁné 1c. #pq wherein the

s8R \}Jéffofrh 'trﬁ:kbla? eghctiOns ¢n 88 %sﬁfay@@&ﬁﬁ&@ﬂﬁ?ﬁh&mﬁéé ﬁﬁt i9Hot limited
a ser he nedi a server sends the content file to

tphiastiioryyard, nahess evind, dayDURY alase Sews steneangshigeshow.
directly over the Internet to retrieve the content
file(s), 4 wherein the DVR plays or displays content

@PNt aANShatddus BLsHAARE Biltirhddifcondél uihg b Qigial ViBedrebSi@Er (DVR),
can performtrickplay functions on the displayed

| QOBWIEHE: t hat i ncl udes, but is not limted

a media server;

a content database on the media server;

wherein the content database contains multimedia content and associated metadata
information;

aDVR;

means for receiving an email containing a content file on the media server; and

wherein the content file contains any of: audio content, video content, photo content,

configuration information, links to a server, or to content stored on a server.

11.  An apparatus as recited in Claim 10, wherein a user reads the email and selects the

attached content file, invoking the media server to process the content file.
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6 to: fast forward, pause, rew nd, play, slow play,
frame step, and slide show -44 WO 2005/ 060660

WOCTsWeRe04/ 042212 1 19. A conputer-readabl e RediUS2004/042212

carrying one or nore sequences of instructions for 2
sharing nultinmedia content using a digital video
recorder (DVR), wherein execution of the 3 one or

nore sequences of instructions by one or nore

processors causes the one or nore 4 processors to
perforn1the steps of: 5 providing a nedia server; 6

1pr ovi ? 3tus 9B idd 1‘35@135?@1513 WRrditihe MRAiLseHRE ‘&(@ds,mférmatlon

wher el n e cont ent dat abasé contai ns nulti medi a
a@mﬂﬂ@nmnﬁnﬂﬁbégdwwaﬂ@ﬂt@%ﬂﬂ@%ta 8 information; 9
providing a DVR, 10 receiving an enmail containing a
content file on the nedia server; and 11 wherein the

180Nt @Rty Ehﬂaﬁls aORLAH @B of, wh%%ﬁh hetediaetdsses\th€PVR to request
content, photo content, 12 configuration information,
availkle qostent infarpation Gomithe wedie Vet or ed on a server.

1 20. Anethod as recited in Caim19, wherein a user
reads the email and selects the 2 attached content

1]§u : e Anl d@g%{u@ ds fRRedmRAT1RInG €3, Witerdi the maetk:sseric sermlo Mictadata
I1e.

1. Aneth ted Cl ai m 20, '
inhnisitar SulepLivab 1 TATGR el BRAERE Sl AL oht DR

file to the content database. 1 22. A nethod as

"recited in Caim?21l, wherein the user accesses the DVR

150 I equ@pphratud aﬁt@%itbcaﬁﬂ (elamom e;vﬁerem fherDNVR Idmplafys thrhdtadata
medi a, server éf hod a 1glte ?10 aim 22,
ipiREPRIOR 1o HE Uselel ‘é(]é‘?r %%Sr‘?ﬂ%e 85¢ eré Y%if or mat i on

for content that it has avail abl e that includes the

content file to the DVR 1 24. A nethod as recited in

16l ai mappareheneiaitedim Cefh 45, 51icnsis thell2VReequsts theZontent file from
t]ienfo.mation to the user, and wherein the user selects

HECUBATEH: file.

17.  An apparatus as recited in Claim 16, wherein the media server streams the content
file to the DVR, wherein the DVR plays or displays content contained in the content file,
and wherein the user can perform trickplay functions on the displayed content that includes,
but is not limited to: fast forward, pause, rewind, play, slow play, frame step, and slide

show.

18.  An apparatus as recited in Claim 16, wherein if the content file contains file links to
one or more content files on a server, the media server sends the content file to the DVR,
wherein the DVR accesses the server directly over the Internet to retrieve the content file(s),
wherein the DVR plays or displays content contained in the content file, and wherein the
user can perform trickplay functions on the di.splayed content that includes, but is not limited

to: fast forward, pause, rewind, play, slow play, frame step, and slide show.
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as recited in Claim25, wherein the nedia server
streans the content file to 2 the DVR wherein the
DVR pl ays or displays content contained in the content
file, and 3 wherein the user can performtrickpl ay
functions on the displayed content that includes, but
4 is not limted to: fast forward, pause, rew nd,

10 ay. s sdBtal@YdabldAdRuR ceRyind B & hmehe ssiiRMcesof struétions for
nethod as recited in d a|n1%g wherein_if the content

shiing welimedissonienusingadignd védee recordsr (RYRS vesrgia frecution of the
! i ' 88 prd b
e RSt o SR tedos 00Dl nor
mtocessord tp pevferm theestapaobrnet to retrieve the content
file(s), 4 wherein the DVR plays or displays content

contqﬁ&ﬁgnggd@mﬁggmgpnt file, and wherein the 5 user
can performtrickplay functions on the displ ayed

cont giévidingh comehtutiebascanitthe mediatsedveryi ted 6 to: fast
forward, pause, rew nd, play, slow play, franme step
and siliegsn ftemantentddntabase contains multimedia content and associated metadata
information;
providing a DVR;
receiving an email containing a content file on the media server; and

wherein the content file contains any of: audio content, video content, photo content,

configuration information, links to a server, or to content stored on a server.

20. A method as recited in Claim 19, wherein a user reads the email and selects the

attached content file, invoking the media server to process the content file.

21. A method as recited in Claim 20, wherein the media server adds information about

the content file to the content database.

22. A method as recited in Claim 21, wherein the user accesses the DVR to request

available content information from the media server.

23, A method as recited in Claim 22, wherein the media server sends metadata

information for content that it has available that includes the content file to the DVR.

24. A method as recited in Claim 23, wherein the DVR displays the metadata

information to the user, and wherein the user selects the content file.
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25. A method as recited in Claim 24, wherein the DVR requests the content file from the

media server.

26. A method as recited in Claim 25, wherein the media server streams the content file to
the DVR, wherein the DVR plays or displays content contained in the content file, and
wherein the user can perform trickplay functions on the displayed content that includes, but

is not limited to: fast forward, pause, rewind, play, slow play, frame step, and slide show.

217. A method as recited in Claim 25, wherein if the content file contains file links to one
or more content files on a server, the media server sends the content file to the DVR,
wherein the DVR accesses the server directly over the Internet to retrieve the content file(s),
wherein the DVR plays or displays content contained in the content file, and wherein the
user can perform trickplay functions on the displayed content that includes, but is not limited

to: fast forward, pause, rewind, play, slow play, frame step, and slide show.
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