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1. Field of the Invention

10 The present invention relates to a system and method which substitutes proxy
transaction numbers for real credit card numbers and other financial accqunt identifiers
during electronic transactions. Further, By substituting proxy transaction numbers that can |
be used in an identical manner to convéntiona_l credit card numbers, a customer.can conduct
online transactions without ever exposing a genuine credit card number to misuse. As well, .

15  charges can be applied to financial accounts other than credit cards (i.e., debit cards and

checking accounts), and transactions can be conducted via wireless devices.
2. Description of the Prior Art

Purchasing products from merchants who offer goods and services over the Internet
. is a rapidly expanding segment of the economy. Many consumers find it more cénv:nieﬂt .
20  to browse the v;/ebsite of an online machaﬁt and make product selections ~a;nd purchases
electronically than traveling to traditional retail establishments that often offer less
| attractive pricing and more limited product selection. Being quick to take advantage of this
opportunity, many traditional brick and mortar retailers now operate online sites where a
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WO 01/ 29637 PCT/ US00/ 41480 full selection of products and services is
offered to custoners. Moreover, many retail establishnments have been
created exfdesipbssel y for the purpose of selling product s peffustiisiaso
Conventionally, to purchase a product froman online retailer, a custoner
points web browsing software to an address where a retailer's online
"store" is |ocated. The 5 custoner then browses the product selection

di spl ayed &ill selsatiopeaf products ang sqevices isioffsred i pustomeps: ddereever.mpay refgikh t o
purchase. The retailers’' website then presents the custonmer with an order

f or m aski n@§stabbishrenis haye besmsreated gxglysivelyfar be urppseynfasiling predctaenling, etc. The

custoner fills out the order form including their credit card nunber and

‘subnits the for®nveRtidnBy, iCkatHa8 a SrodRPEbih8n offineREw@ild SSduB@merfifint €t ai [ er’ s
website submts the credit card 10 nunber offered by the client for

aut hor i zat @B broWdthe YBPRard RRNQMess O hehd refal&d dnlinid*foreis Ritatell Mepdr 0duct s or

services-offered to the custoner at the address specified on the order

form KBy, Q6cdtilehbrdwssdtde ?{ohﬁ& séléction aﬁﬁu*]éd 20 thetWeBsife QNI 88k RRR kwniBRt hod of
maki ng purchases over a public network such as the Internet. First,

transm tti ngddeeihefivishtfiilchald! MR retKd vebSite thinGirQiBits iR /cRorhdr vRASA! b © for

anyone with access to the network to 15 intercept, i.e., steal, the credit

card nuimbelordel RS GebblOfol ik ShstGRly siifie GaBRLL pidict MibHRsc eiefigy al |y use

themto nake a series rapid, fraudul ent chardges against the credit card

account. - TRGorh &5k bt theorfler! O3S idcRidirgMReiORbdit Grd Rinfiead s

! itﬂﬁ%ﬁmﬁ "l oss
fee" and an "admnistrative fee" for disputed pur chases. Furt er, the
CONSUNErs g e regéwkbﬁg?&prdce;sﬁf Mghi &Ehilb@s%&t%h@m dRAYiRadgl abi 1ty

(usually up to $50) for fraudul ent charges applied 20 to their account. The

possi bifgi Uﬁuﬂﬁerioﬁ%ﬁﬁ%?!ﬂ{eicﬂgm b WatBfihiBn; aﬁ&'dﬁ&x’sapw_o?%%%rc&dtsﬁPs refrain

maki ng online transactions, to safeguard their Credit card nunbe For this

reason, ORid ﬁ@d&@toaie,éfrﬁ&e% offeR g tPBE Ebtdnir afCHS hARES &eﬁ%@&s the GRRHHTRRS are

concerned that even If thelir credit card nunber is

Many security risks arise as a result of the conventional method of making
purchases over a public network such as the Internet. First, transmitting a credit card
number over the internet makes it possible for anyone with access to the network to

15  intercept, i.e., steal, the credit card number. Those who intercept the credit card numbers
generally use them to make a series rapid, fraudulent charges against the credit card
account. This results in a loss for the online merchant who pays a “loss fee” and an
“administrative fee” for disputed purchases. Further, the consumers whose credit card
information is stolen may have a liability (usually up to $50) for fraudulent charges applied

20  to their account. The possibility of interception, therefore, causes many consumers to
refrain making online transactions, to safeguard their credit card number. For this reason,

online retailers lose potential customers.

Other consumers are concerned that even if their credit card number is not

intercepted en route to an online merchant, the online merchant’s website may be
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intercepted en route to an online nerchant, the online nerchant's website
may be 2 WO 01/29637 PCT/ USOQO 41480 susceptible to penetration by
"hackers" womadlal credit card data froma nerchant's Ppesmsod/eI48nd m suse
it. A security breach of this nature can be devastating to an online
retailer's reputation and can result in a dramatic decrease in the nunber

of consuners who_ are willing,to nmgke purchases omthat retajler's

}[Nebsihft e. 5 gﬁﬁ%blﬁg?\gﬁtnﬁt&"avBgr*?:#g%m%é:ﬁﬁ“ﬁ%{ff%%&%@ t?aymant hpri or.
o shipping a ,product to . a custoner, 0Se peo o.prefer to purchase

Ui g ebi © websB andseHo AResugy reah AHS TROTS SRDe AENEIRARIE &% PR onI | ne

retailers. The l.ack of online retailers who accept for of pa nt ot her
than credi t T@igr § FeRMgRenand gan resultin o framatc Q‘?’eﬁ?‘ﬁﬁ’ﬁéﬁ?’ggﬁﬁ?ﬂsﬂﬁﬁ%g&g in "

Eur ope and ot her areas of the world where rchases are usually made using
debi t car dsareMilliagtapake gurshasgsfrom that g 8'5%‘8“%5’63% he United States where nost
consuners rely on credit cards. Aside fromthe inconvenience this presents

to potensi al CUS$iﬁd€Qﬁ§)yraﬂiei§}€$]diBraﬁbﬁtﬁ6r&edfm&fpmtpﬁwmmmmgwe unabl e
to process transactions for otherw se able purchasers who do not possess a

credit car dprokifict 4 asusioities; Bosd\seople who predekGo rtrcHaseuilg debietardsdnd chetksyst em and
met hod is described 15 which attenpts to provide security for credit cards

by substi t UhleRigaldé @)faké paroiases fropdlonline Pdddless. TThe ladk 6fmlineRtdilers whededepriC count
nunber when naki ng el ectronic transactions. The 810 patent first requires

a custoner §emobf giye olRy\thad edit andh4tgé Sardslieproblenmatiy to potentiab phreisérs
comerce card. The electronic comerce card exists only in a digital format

and cannot  jRurbie’sid biher dréd of thowotld Whérs urchides wé hsually madei using detdidardshment s;
as descri bed, the custoner 20 never receives an actual credit card nunber.

Once a QONS gheRks 4nd SashPddloppsied BthaUsltel Seites vae it tconsuntdrerly antralitc omrer ce
card, purchases can be nade fromonline retailers. The
cards. Aside from the inconvenience this presents to potential customers, online merchants

lose sales when they are unable to process transactions for otherwise able purchasers who

do not possess a credit card.

In U.S. Patent No. 5,883,810 to Franklin et. al., a system and method is described

15  which attempts to provide security for credit cards by substituting proxy transaction
numbers for a customer’s credit account number when making electronic transactions. The
*810 patent first requires a customer to obtain a new credit card in the form of an electronic
commerce card. The electronic commerce card exists only in a digital format and cannot
be used in traditional brick and mortar retail establishments; as described, the customer

20 never receives an actual credit card number. Once a consumer has applied for and been
granted an electronic commerce card, purchases can be made from online retailers. The
‘810 patent discloses that to pay for goods and services using the electronic commerce
card, the purchaser sends a request for a proxy number to a central server. The central

server then generates the transaction number and associates it with the customer’s real
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"810 patent discloses that to pay for goods and services using the

el ectronic commerce card, the purchaser sends a request for a proxy number
to a cent r¥POEM6I%er . The central server then generates RETASO0/AIFSECE i ON
nunber and associates it with the custonmer's real 3 ITI WO01/ 29637

PCT/ USO0/ 41480 credit card nunber. The proxy nunmber is then sent to the

cust oner whq_{. | toml he r.chant. T ner chan ses .t he proxy
nunber to o %?%‘g'r%ggi}he P ngﬂ{gﬁr&? p?ﬁf%ﬁomgﬁﬂmfogm h‘b#ﬂ’”ﬂ%’&‘b‘gg to the
custoner c Bk i hough 1 h r.oxy nunber re aregl credit
card nume?&%&nk'mlg&f%%ﬁﬁg?éﬁ'@&é%% gbs%gxﬁre PO FUBZRYIMAGE 9 ng
online trangagtd ' ol ds,, sendi clust r's actual credif card
nunber over the A %s%g{%?u?t?ﬁ{e Je sn‘fﬁ“mﬁp%{}l?ﬁse °"§ﬁ%§éﬂ‘t¥d U%ETO‘Y%’?F to the
problen1ass&&ha&gﬂmﬂh£p securing credit card nunbers for those consuners
who al ready possess credit cards they wish to use in online transactions.
To many consuners, applying for and obtaining an additional credit card is
undesi rabl e. 10 Whitectbe t810 patéxit discloseg aanethiogddif torainctihgtohtirie transdoti@fswhidhor t he
limted exclusive purpose of conducting online transactions is

parti cul ar | gvofsis sehdingaresstomierts deal dreditrand inimteeever the iyternet] ie dées norevides SUET S
charge to those people who primarily use their credit cards for day-to- day
activities anwedegratesnlutiomtelthe mrobleh asstiated with sentisg aredit card yunfhefsdbedesepr oduct s
fromonline retailers on an occasional basis. 15 The 110 patent only

addr esses t ¢vaswmdrswhda alteadyposdesgereditcatdsaleyanish wusdinvhbtetransictions! @#gi t card
account nunbers that are in the conventional sixteen (16) digit format.
Many debi t manyrodasurrseapplyieg foeand(obfiining 4 4ddhionsl eredit bard aundestablet he nunber

of digits in a checking account can vary based on the institution that
cr eat ed1@ heMarsovanrbtainihgea dradit card that is useful for the limited exclusive purpose of

conducting online transactions is particularly burdensome, due to the annual fees many
credit card issuers charge to those people who primarily use their credit cards for day-to-
day activities in conventional retail establishments and only purchase products from online

retailers on an occasional basis.

15 The ‘810 patent only addresses the substitution of proxy transaction numbers for
credit card account numbers that are in the conventional sixteen (16) digit format. Many
debit cards have ningteen (19) digit account numbers and the number of digits in a
checking account can vary based on the institution that created the account. The ‘810
patent, therefore, does not describe a system or method which can accommodate the needs

20 of those persons which wish to make online purchases using debit or checking account

numbers.

International patent publication WO 99/49424 to Flitcroft et al., describes a credit
card system which generates limited use credit card numbers to reduce the potential for the

interception of credit card numbers and their misuse. The system and method describe
4



patent, therefore, does not describe a system or nethod which can
accommodate the needs 20 of those persons which wish'to make online
pur chases wragossebit or checking account nunbers. | ntePONUSWMI80 pat ent
publication WD 99/49424 to Flitcroft et al., describes a credit card
system whi ch generates |imted use credit card nunbers to reduce the
potential for, th I,0n redit rd nunber nd their msuse.
The system a‘?‘fﬂ“’h@t%%ggéégﬁ %*%WIBQGTY"Z utffst&ﬁﬁ‘ 'f)q’etr\ﬁsﬁ‘ﬂ B wo
99/ 49424 rncl server, whi ener.at s d use
transaction® B“tfﬁ therp f%ﬂ?tggle{sﬁ%?ﬁ%t”bmgﬂlg F‘? Oidgseghed ne
transacti ons.

0 d i b I dit d
pur chase | orapemf‘aeﬁaagﬁéﬁ sﬁam%sel Sifed 256 aesher?rrgn eriaézeeﬁ?éns%?-
be invoi ced f char ich a cur g-‘ﬁ s| n @ nt}l nd“ﬂ
transaction ?‘Ff'°6 EI”'FFGF‘I"E gF ol ‘Ifﬁ
requi renents, V\D 99 9424 d I t ha f I te th
it ed e st ol gD BEE ceawirswwﬁsrsﬁﬁ%%ﬂ%” B Morer s for s
at a later tine. rna t hoyt ..cr.e 0 ur cha
di sposabl e cglré‘@f'%“ ‘L%r %/‘HP%?%ZIS"%O‘IS’Ig\é%W#‘ gﬁ’b‘ﬁ‘? Bﬁ?’@uﬁgﬁé’ﬂamu?\te
of the di sposagqe C d The di sposabl e, 10, credit cards vvoul d offer

security by M4 D O FRFtomETs{qr use At AlatSTAimEL o b chase anpunt of t he
di sposabl e card. Thrs met hod, however, offers less security than a

fo the firat é&S%rmrr@Lﬁa“'“g%&%%rmﬁ%E‘é@s4°I#L§‘*%ﬂ%%%i T L Rt
credit card ul d ‘{l{clgk I osz}mg}t he Snt%?ﬁ)%%%pgs%l@g&ﬁ gﬂ"] éng}z%sabﬁjé sposabl e
Rias st

card if the €n an suse t her ef or e,

number s fﬁwﬁ‘f FetRE @R HRtheltea A RANERE bl ARAEM 7

the disposable card. This method, however, offers less security than a conventional credit

card which typically limits the risks to the customer to the first $50 of fraudulent purchases.
The purchaser of a disposable credit card would risk losing the entire unused balance on the

disposable card if the credit card number was stolen and misused.

15 It is, therefore, desirable to have a system and method which can generate
transaction numbers which can be used as proxies for actual credit card number, for
customers wishing to make online transactions using their preexisting credit cards, debit
cards, or other financial accounts. Such a system should be able to generate the proxy
transaction numbers while placing a2 minimum load on the central server, avoid the

20 transmission of the customer’s actual credit card number, and be able to process
authorization requests and settlements in a manner which is seamlessly integrated into the
current credit card system infrastructure and avoiding any participation on the part of

merchants.



custonmers wi shing to make online transactions using their preexisting
credit cards, debit cards, or other financial accounts. Such a system
shoul d be vabbi96 generate the proxy transaction nunbePETRISN/4480] aci ng a
m ni mum | oad on the central server, avoid the 20 transm ssion of the
custoner's actual credit card nunber, and be able to process authorization

requests and settlenents in_a_pman Leh | essly integrated into
the current credit card sy§pmggggufi,{%%ﬁi@avoi di ng any
participation-on the part of nerchants. 5 WO 01124637 PCT/ US00/ 41480
SUMVARY OF THE ImhfduSentinveriion jardirected towardedystan ahd meihné ohizhl gtierdesdnd syst em
and net hod which generates and substitutes transaction nunbers for actual
‘cust onmer acsubstitites thifiduetich nubibersForacalndustomesaccaumemgnirees. Sfhegrody mbhinbers cl i ent
user interface | ocated on a custonmer's conputer and sent-to a 5 central
server for @€gdndatedaithiidkliefitafserifiteiffe divated gn Wiilistonter 3 iesinpuer and sérit eaICi al
account. Upon activation and cross-referencing of the proxy nunber,
notificasi Ofentral s&@difor tivdlion Ghd @6Ns-refiRfiding Wites bltner’s finkritial acotuital server,

i ndi cating that the proxy nunber is available and has been reserved for
use the CusUpsHRitivalion SidtAsse-réftrendifigpdTHRCHrb:B Muiriben abtifidatién s Bent Cithié olERT
eventually sends to the 10 nerchant, in place of an actual credit card
nunber, t heused inRfhcel/Bxthe béhtrel seAef; intlitatingth@akeproxy Mikibeels aviiRblelaid hat a f or mat
which is identical to a genuine credit card. To do this, the client user

I nt erface npeeh reaéreat for ke 4 cltitgmbr. NnUNber that contains a BIN, or bank

I dentification nunber, and a checksum The BINis usually the first 2 to 7
digits of the credit card nunber. The checksumdigit is.a s the final
digit of the credi¥ea %I%??B@?FW‘??’&@E@F&WP&WF“L" }5?"6‘9§14°\r,1\€%‘0er gener at ed
by the %I et%rc Sgrinllalgée%rf];r?gc%uai Qx%gilt 9arg gur}cllge?,%g 31%%% user interface must create a

1)

number that is in a format which is identical to a genuine credit card. To do this, the client
user interface must create a 16 digit number that contains a BIN, or bank identification
number, and a checksum. The BIN is usually the first 2 to 7 digits of the credit card
number. The checksum digit is always the final digit of the credit card number.

15  Accordingly, the proxy number generated by the client user interface should be from about
5 to 12 digits, to leave space for the BIN and checksum if the final transaction number is to
be recognized in place of a credit card number. The system can, of course, be used to
prepare transaction numbers which can be used as proxies for numbers other than credit
c&ds and can even be used to provide proxy data for personal information and non-

20 numerical sequences. Those skilled in the art will readily recognize the programming
changes necessitated by a desire to provide proxies for information and numbers other than
credit card data. For purposes of describing the invention, however, the specification will

describe the generation of transaction numbers to be used as proxies for conventional credit



5to 12 digits, to |l eave space for the BIN and checksumif the final
transaction nunber is to be recognized in place of a credit card nunber.
The system wemyn2937 course, be used to prepare transacti grmuse®aas Whi ch
can be used as proxies for nunbers other than credit cards and can even be
used to provi de proxy data for personal information and non 20 nuneri cal

sequences e skilled,in the art will rea reco 128 t he ro ranm ng

changes nece§§§f“é’{‘lépas?¥§n§e85?f‘?t§s%°ﬁgpw Pg 3§°’T “is'l‘f?f) and
nmb th th dit r.d dat For f b th

Mvent on, oW aRtods pE S e R pveingro it e b B8 of fE MBI Sr

transaction nunbers to be used as proxies for conventional credit 6 WO
01/ 29637 PCT/ USO0/Ghtéthe transattibnmunibarimas basargetcnaed by the clizht, itds farwanded @ #9
exanple with a non-exclusive summary of other nethods of use of the

i nventi on pr merchan toodomiplege aontihe puirchasenfor gdods awd seivives. dReaidr¢hiahtDtnawalce t he
transacti on nunber has been generated by the client, it is forwarded to a
mer chant 50 danheé credit cird suvhbenfecgivedibapoxy for ag aaakd credit cad nuhisepswill The
merchant, unaware 5 that the credit card nunber received is a proxy for an

actual credi foreat thentafidaction nuiniber thivhpinedrehi@ediv cartisaiciadion weswdR toutifg ough
current credit card association network routing systens, such as those

operated by MstehAf)duchad thiss bperied b/ VISATMand Mastepird®. edi t card associ ation
network routing systemreceives authorization requests from mar chants and
eval uates the BI Sﬁlﬁd f card ﬁ CI ati.on_networ uses

pa\(l:\ﬁe]t SW tghed r | 'ﬁﬁgﬁl%gasﬁ?ﬁlﬁﬁnt‘%m(’ h ViR PX TSR sV HE ers, d

onthe Bi N, IO persiatf B4 SR RN (oteiBelDt b B B Rt "o
h h he. Bl

Cssuer ad o BER Suit otfing B bl F@Sd#amfw“xﬁ’uai RRERH AR 2 em*‘

associ at ed ereag's ytile gﬁ?p&rﬁono een?l}/eec% berO{ItﬁarsTH %ttﬁesBltl\p?tlecre t(():;l’dcent ral

servers

association network routers forward the authorization request to the card issuer
corresponding the BIN (each issuer has at least one, and usually many more, unique BIN
numbers associated with it.) The present invention contemplates the use of central servers
15  having their own unique BINs, so that the credit card association network routers forward
only proxy transaction numbers to the central servers. Non-proxy transaction numbers, i.e.,

real credit card numbers, are forwarded directly to the issuing bank or institution.

When the central server of the present invention receives a transaction number it
determines the real customer account from a cross-reference database and forwards the real
20  account number along with the transaction routing number (also synonymously referred to
as the network identification number, retrieval reference number and transaction-ID) to the
issuing bank’s authorization server. The issuing bank’s authorization server generates an
authorization response based on the customer’s real credit card number and forwards the

response back to the central server. The central server then substitutes the transaction

7



15 having their own unique BiNs, so that the credit card association
network routers forward only proxy transaction nunbers to the central
servers. WONOLEI6¥KY transacti on nunbers, i.e., real creBFHUNGMHEShunber s,
are forwarded directly to the issuing bank or institution. When the central
server of the present invention receives a transaction nunber it

o e e e S S SE b B eSS SRR B2, o0
LA R e S
autnor 2ot L, S0t oL B AR Sl L e
mrsazgﬁms S e B e %r“fﬁz S@anthzen
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network rouyter.., By ross: referencing the transacti on nurrber rece| ved for
aut hori zat :%W%@W“Fﬁﬁrs??tﬁ'ﬁsactlon ID nunber, the central server ensures
that the correct proxy transaction nunber is returned to a 5 nmerchant who
request s an aut Afied ananhlimepurdhaseihasbaen cemplefed racmérblentioswaydethe trasaatioht | pl e
transacti on nunbers active. After-an online purchase has been conpleted, a
mer chant f cunberdsr setlementa Dedig the settlemenbphasd, oharges tappliedeortransdation ng t he

settl enment phase, charges applied to transaction nunbers are

cr oss-r ef emambes! areictdss-refaéncedwitioresl custometactountindmmbess anddulsstitneadithapéford
therefor 10 so that the issuing bank can properly generate statenents to
send t olOcarsd kint fie issuingSbank eart grepetie Rtneadte statements fol saxxbte cadholdas.r i cti ons on t he
format for actual credit card or financial account nunbers, it is possible

for customers tg usge g&%seﬁ@fﬁac@?ﬁ@%%ﬁﬁ&%h% format for actual credit card or

financial account numbers, it is possible for customers to use debit card accounts (which

typically includes nineteen (19) digits) or checking accounts to make purchases from online
merchants that only accept credit card as a valid form of payment. Further, customers

15 using wireless devices such as PDAs and cellular phones can purchase products from
online retailers by having a proxy number generated which will associate the charges

incurred thereon to their cellular or PDA online account.

Unlike prior art methods, the present system is not limited to the single use
transaction numbers as taught by Franklin et al. in U.S. 5,883,810, or the limited use
20  numbers taught in W0/9949424. The present system allows for the generation of
transaction numbers which must be used in accordance with rules applied by the central
server and the customer. This allows_a customer to obtain, for example, a proxy transaction
number to be used for a long-term subscription. The advantage to the customer is that they

do not need to forward their actual credit card number to the subscription service and the
8



typically includes nineteen (19) digits) or checking accounts to nake
purchases fromonltne nerchants that only accept credit card as a valid
f or m of paw%msﬁurther, custonmers 15 using wirel ess depiepsionydah as PDAs
and cel |l ul ar phones can purchase products from online retailers by having
a proxy nunber generated which will associate the charges incurred thereon
to their cellular or PDA online account. Unlike prior art nethods, the
present systaustoinsr can plats alimis dn the numbersf hijling aycles during whichichagessamber s as ]
taught by Franklin et al. in U S 5,883,810, or the limted use 20 nunbers
taught i n \Rpphetio Moteoveh i the subssription, ox atharghilivewervics usedby the punchaserols of
transacti on nunbers which nust be used in accordance with rules applied by
the central pesetratedibydhatkersicand et caedit cardfitwimbers storegonghecaystemarerstalen, thst ai n, for
exanpl e, a proxy transaction nunber to be used for a long-term
subscri pt i orproXpenseiticnmuamper ¢ould Hoe bemistsedse ag to incunliabilite to thelissuaner theeed t o
forward their actual credit card nunber to the subscription service and the
8 WD 0112D63XnstPnd siffse ost] if 56t alle traisantion nuraberpwidldes limited ta use byasinglenunber of
billing cycles during which charges can be applied. Mreover, if the
subscri pt i orvendur, fot $pecifioamébuntsgorsfor any®then eriteridgonteinplagadrby izesustomersor the
penetrated by "hackers" and the credit card nunbers stored on the system
are stol en, dybstem agminisgrator. Arsattemipoto uselaiyansaction humbey twhivh deesset &all véthinas t o
incur liability to the issuer or the 5 custoner since nost, if not all,
transact i on theieriteriaspedifidd abthe timeiof gehshetion nember ganesatiog Wl notdn dathorizedby
speci fic anounts, or for any other criteria contenplated by the custoner or
the systemtheleantralsenvert or. An attenpt to use a transaction nunber which
does not fall within the criteria specified at the tine of transaction
nunber ggperatio | ' : In
ferat! Oy fobler ioafen? Itgg{nbéﬁign,%abﬁ& fufiBlds e SRAGHE for 46

anot her e I nven transacti on nunbers are generated for
use by customers who do not possess any credit card accounts. These customers have debit
card accounts that require the use of a pin number to authorization purchases. Many

merchants, especially those who operate online, are not equipped to handle transactions

involving debit cards.

15 In order to provide a transaction number in place of a debit card account number the
central server must associate the transaction number with a debit card account number and
a debit card account pin number. When a merchant sends a request to authorization a
purchase based on a transaction number that is a proxy for a debit card account, the central
server cross-references the proxy number (which was used to generated the transaction

20  number within the client user interface and cross referenced to the actual financial account
by the central server at the time the proxy number was validated and reserved for use) to
the debit card account number and pin number and forwards the actual customer data to the
issuers authorization system. Provides that the customer has sufficient funds available to

cover the amount of the purchase, the bank authorization server sends a positive reply to
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by custonmers who do not possess any credit card accounts. These custoners
have debit card accounts that require the use of a pin nunber to

aut hor i zawiodW2963t chases. Many nerchants, especial ly t hBEFUHEIBSPer at e
online, are not equipped to handl e transactions involving debit cards. 15
In order to provide a transaction nunber in place of a debit card account

number { Ne e Gl frvet 6f A breBiP iy ARRACTRL et SelvbARS GRS RGO el N2

debit card account nu It card account pin nu en a

mer chant s &Egaﬁaﬁv&ﬁm i ' hawgq based on a transaction
nunber tha?&ig’émgadproxy or aa%tggﬁﬁh@%%gg%éﬁﬁ& the central server
cross-references the proxy nunmber (which was used to _generated the
transaction 20 Pinenmlingymenghants;who ar¢ nateguippedito process fehitcard frpnsactiens doef er enced
to the actual financial account by the central server at the tine the
proxy nunbaet hauedepiticard dinantial aesonunts torwhich meney ¢arbe inynediately wasisferred fpmt account
number and pin nunber and forwards the actual customer data to the issuers
aut hor i 2at icestomspsaceprntspiseuersehp Rrofdded prexycirassastien numbsrs<for debit card ecdoumtd s

avai lable to cover the anount of the purchase, the bank authorization
server sendumberpersite a transiteny|debit apcountiinto which fmd aeaidacedathe 1§oOA 1480 t he
central server of the present invention. The central server then forwards
the reply elsctranic ransaction éccund ysing 8 transastionhivarhber.n\When2 plearancafileds r equest was
received. Since online nmerchants who are not equi ped to process debit card
t ransact i omeseived bythe ishiingbagk bi nstitution during whatds Cﬂéleg c‘ﬂ&ﬁb@emgthmfimﬁh agoney can
be imediately transferred from 5 custoners accounts, issuers who provi ded
proxy tran$sesféred fromythe fransitery delataccounstotheiereditascount pfthemerchansat e a
transitory debit account into which fund are placed at the tine an

el ectrogi C trangaabielbnfbolitedt ofthe iHvedtibs, ¥ARAEAInS AEmBMIRE fenetihiio @ Cl earance

fileis

allow wireless device users to purchase goods and services from online merchants. For this
type of transaction, the central server uses a single master credit account number to
associated with all transaction numbers generated. In addition, the central server also
cross-references the transaction number with the wireless account number of the customer

15 who purchased goods or services using a transaction numbers,

By associating the transaction number with the customer’s wireless account
number, the wireless service provider can provide a detailed statement of charges 1o each

individual customer.

20 BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram illustrating an electronic transaction system.

10



received by the issuing bank or institution during what is called
"settlenent” the funds are transferred fromthe transitory debit account
to the crewvaoizseaount of the nerchant. 10 |In anot her enbBOI/Tien041480 t he

i nvention, transactions nunbers are generated to allow w reless device
users to purchase goods and services fromonline nerchants. For this type

of Lransaction IS eSSol i iNhudi o Sndal 30K LollRALElouft, 8 bn BEEOLN!

nunber to assoc ran ron~hunbers genera n addition, |

the central server al,so_.cross-referen . qq%$$éxéﬁh (th the
wirel ess acéBﬁHFﬂﬁﬁﬁﬁgFT%?“Fh%aéﬁé 8%%%§§3&§ﬁ5£%ﬁ$%ﬁhse goo s%g?y%ervices
using a transagtion nunbers, associ ating the transacti on nunber with the
custoner's vﬁnregfté‘g‘éc%a&%ﬁ?ﬁsy er, the wirel ess service provider can )

provi de a detail ed statement of charges to each individual custoner. 20
BRI EF DESCRI PTI ORigGfe 3TdebiEts BRAMENNGS trasagtioresysteinfora wirelessdevite. | ust rati ng an
el ectronic transaction system 10 WO 01/29637 PCTI USOO' 41480 Figure 2 is
a di agr ang illustrating a central server, a client conputer, and an issuer
conputer "and their relation to a credit ‘card associ ati on network and

mer chant conputer in an electronic transaction system Figure 3 depicts an
el ectronic transacti on PEFAIREPHESCRIPTIONQE IZﬂ@vﬁ‘%}é:fl‘rrlQNDETAI LED
DESCRI PTI ON OF THE | NVENTI ON The present invention is directed toward an

el ectroni ¢ transagd bR SHanGo isindddibwarl bR EectinitdifinSacBbesyaman whRE
formatted as transaction nunbers and sent to merchants and -processed as
credit card purhekBed telgBbrRbE FrBfidGs trhiAGRAhhABES arfd/seiib hefMtiM aidNg 2
processed as credit card numbers during electronic transactions. By only supplying a
10 transaction number to a merchant over public network, such as the internet, a customer’s
actual credit card account, or other financial account number, is never exposed to
interception which can lead to misuse and unanthorized charges being placed on the
customer’s account. To maximize the efficiency and overall acceptance of the disclosed
electronic transaction system, it is preferable that in all instances the merchant is unaware
15  thatitis processing a transaction number and not a genuine credit card number. In this
manner, no participation on the part of the merchant, i.e., such as installing specialized
software or hardware, is necessary; and, therefore, the only requirement for successfully
conducting electronic transactions using transaction numbers according to the present

invention is for the customer to have the desire to shield a credit card from the exposure of

20  using that card in online transactions.

In order for a customer to use the electronic transaction system of the present
invention, a user account must first be established on a central server. With reference to

Figure 1, a customer uses the client computer 20 to connect to the internet 10. Using a web

11



10 transacti on nunber to a nerchant over public network, such as the
Internet, a customer's actual credit card account, or other financial
account nwelgesessi S never exposed to interception whichpepsdoasdot 0 M suse
and unaut hori zed charges being placed on the custonmer's account. To
maxi m ze the efficiency and overall acceptance of the disclosed electronic
transaction system it is preferable that in all instances the nerchant is
unawar e 15browssr installpd omthe eliens poraputer 2P he eustamss Coniartsey Wabsie opsteted igenui ne
credit card nunmber. In this manner, no participation on the part of the
mer chant , Fonjunctian with eegtralsenven 50 vigjths frderpetior oter public peerk 181 TaXetifare, s
necessary; and, therefore, the only requirenment for successfully
-conduct i ngthat e eystames using:the alisnt envaputes 20 gurrently dasan; establishebinascialc cor ding to
the present invention is for the custoner to have the desire to shield a
credit car éccounswithitee issuingdanlcorgnstingion gssoeigted with thecengral pervan 50.rike
transactions. In order for a custoner to use the electronic transaction
syst em &f tabsitp ppeseting in coppegiion the, central server 38 wdll rquing a regisiration cpde best abl i shed
on a central server. Wth reference to Figure 1, a custonmer uses the
client comppuchy thecusiomsvopeeating the cliens compwemd®: The registrating cadegap be sent\D
01129637 PCT/ US00/ 41480 browser installed on the client conputer 20, the
cust oner cé&mmdbe issuinghetic on institytion 40 the customer gminarsowaysh theiregistrgtion gode  server 50
via the internet or other public network 10. To verify that the custoner
usi ng t he eouldbr includndin @ monthiycstateraent,|syntiby madlnorprevidsdiin trybther manwsr al
account with the issuing bank or institution associated with the central
server 50, thahess@tighshansures thptdhedusiomer willreesinedhs rsgistration cedet Mithisthever 50 wil |
require a registration code be 1input by the custoner operating the client
conput df 2gustories datehpise;34; a3 showndwBigurs 2nthb eegistration dodehastpreyidqusly beeng bank or
institution to the custoner in many ways: the registration code could be
i ncl uded i mrossednfereriopd torthe eustomer’s sxwal fibgncinh a¢couns estahlishadwith thevisswing ot her
manner

bank or institution.

For security reasons, the issuing bank or institution may deactivate registration
numbers after a short period of time so that unauthorized persons do not use the registration
15 codes to establish electronic transactions system accounts on the central server. Further,
the website operating in connection with the central server 50 may also require the
customer operating the client computer 20 to enter personal information submitted to the
issuing bank or imﬁﬁtion at the time the financial account was created. Such information
could include mother’s maiden name, date of birth, social security number, or other

20  information normally collected by financial institutions to verify the identify of a customer.

Once the website operating in connection with the central server 50 has verified that
the customer operating the client computer 20 has correctly entered a valid registration
code and answered any questions that verify the identity of the customer, software modules

are then downloaded from the central server 50 to the client computer 20 via the internet.

12



that essentially ensures that the customer will receive the registration
code. Wthin the 10 custoner database 54, as shown in Figure 2, the
regi stratiwootRs®7 has previously been crossed referencePCT/USOMBBEUSt ONer ' S
actual financial account established with the issuing bank or institution.
For security reasons, the issuing bank or institution nmay deactivate
registratio nupbers after short period of t} so,.that unauthorized
persons do s?é%‘? W@g‘fl"e“dﬁ‘ﬂ‘ﬁeéﬂrw “BT%“&%FEF?"{ %)ér%'gtaactl)’ﬂ éxﬁerérﬁggaﬁg i C

er. .Further website

t ti te { th t . t h
Oper at g 1 1 SUROR EFRSHY 2niA gt s R icvehy s JEAEobhn0 and VeBeREY |

t ti th [ i t 20 t t i nf ti
Subm 1T ed { GROHRAR ULk AR b Eng DI B4 B G S PP g ﬁ%‘%ﬁ%&%-&%é&%& al
Gt o of by he Cauierian MU BREIan ah o the GHek et e 36 3 R For PR aRRA 1y
col l ected by financial instj tgt ions to verj f% t!tﬁ]‘gmisdent [ f&gﬁgf a tcustomer.
Once t he Sneirinelesofyare oyl 345? CUTRAPERISST 2 7RE1T 5P e ontle ehept 50 has

verified that the custoner qperating the, client conputer 20 has.correctly
entered a veRompuicel) sﬁ"r‘&??lﬁ}ﬁ&e Wﬁ%&xBWr@E“mg&ﬁégﬂt 89@1’“?%3{6’ verify
the identity of the customer, software nodules_ .are then downl oaded from
the central tSeslipatuseyinterfaced8 apd praxy n@%&?’é@%f‘ Qﬁﬁsﬁﬁﬂfﬁ&&tﬁg?@gﬁ VO
01/ 29637 PCT/ US00141480 The software rm_ﬂ_g‘lases i ncl ude a proxy.nunper
generat or 2PNARPCli.-¢) § ORPUGERIPSTARTINE Withip another Progratp, ORANBE WA B \ (15 5
file, not shown, which includes authorization and verification information
and may al soW??é’r'é‘P‘R?F%t ed can be sent to the client computer 20.
Alternately, the transaction nunber generator 28 and the client user
interfacg 26 can (ige (e Blkin06sdr intiface267ngd progy aumledr geverator?8\ard iostalled oni thev en

operate as a single software programon the client conputer 20. To
si nplify theclietSompater 22, th PEstontd den vits @ vieb ibroyvst 24 o kéacing meshantis er 20,

computer 32 via the internet. Referring back to Figure 1, the customer operating the client
computer 20 is now able to use the electronic transaction system 100 to purchase goods and
services from a merchant’s website operated at the merchant computer 30 over the internet
15 10 without having exposed a genuine credit card account number, or other financial
account number, to interception by unscrupulous persons who “eavesdrop” on
communications between merchants and customers on the internet to intercept credit card

account information and make unauthorized purchases.

Referring to Figure 2, a customer points the web browser 24 on the client computer
20 22 to a website operated on a merchant computer 32 which displays goods or services that
the customer wishes to purchase. To complete the transaction between the customer and
the merchant, the website operated at the merchant’s computer 32 submits a purchase and
order form to the customer via the web browser 24 on the client computer 22, In the

purchase and order form, personal information about the customer is requested such as a

13
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the client user interface 26 and proxy nunber generator 28 can be

seam essly integrated as an applet, i.e., a conputer programrunning
wi t hi n ansWer9§fogram operating within the web brows@CTAS00/41480Once t he
client user interface 26 and proxy nunber generator 28 are installed on the
client computer 22, the custonmer then uses a web browser 24 to reach a
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account associated with the user account stored in the customer database 54 on the central

)

server 52.

Assuming the client user interface 26 has received proper authorization from the
customer using the client computer 22, the customer will then be asked to enter details
15 regarding the nature of the transaction they wish to make. Such details may include the
amount of the purchase, the identity of the merchant from which the purchase is to be
made, whether the purchase is to be recurring in nature (such as a magazine subscription),
etc. Inone embodixhent of the invention, this data is stored in the cache memory 25 of the
client computer 22 and forms a set of transaction number usage limitations. The client user
20  interface 26 then activates the proxy number generator 28 which generates a proxy number

for the electronic transaction.

The client user interface 26 forwards the transaction number usage limitations and
proxy number to the central server 52. The central server 52 forwards the proxy number to

the proxy number verifier and activator 57 to insure that the proposed proxy number is not

14



nunber generator 28 to initiate the generation of a proxy nunber.
Alternately, if the client 5 user interface 26 does not recogni ze the order
f or m subm Woetlzdesom t he nmerchant conputer 32, the cust anEvusoesidseanual |y
activate the client user interface 26 to begin the process of generating a
proxy nunber. In either instance, once the client user interface 26 is
active the custonmer w ted to enter thenti.cation ta such as
a user i dentafreadyn ?%n%ﬂﬁ@&*a%ﬁgfpbégwﬁw ”t%alffé‘?l)f e Héftpr?ﬂémﬂ'girt oner _
operating the client conputer, 22 is aut .zed to duct. el.ectronic
transact i on<refifisragd %a‘ﬁét%?ﬂ?r“gsp@%a‘??' ?’H“Sﬂ: 8’5‘%‘{' m‘g‘ﬁ?«?gﬂ\af Gnci al

account associ at ed wi.it h, the ccoun t he,cust.o at abase 54
on the cent mxyng@W@Ps?fnvﬂyi"gﬁP&%Vﬁ@ &t °§ﬂ eﬂ‘?ﬁf“%?@#f”gﬁg%f%c
recei ved proper authorizatjion fromth usi client corrput er
22, the custidEsroxymmberyerfies andackixaior r&?ﬂ"isr ‘?ﬁ?’ﬁ’ ‘?“3‘%%’1 B ey %P dt
nature of the transaction they wsh to make, Such_detai |nclude the
anount ofd t (fatapase é%a%@m’fiﬁémibﬂ‘éﬁqs?‘?‘%mesn@fW% tPW&HFﬁ%EHSW
purchase is to be made, whether the purghasg agﬂag be re rrlaﬁ]ﬁcg' n nature
(such as a reiRsBpeforence Eﬂﬁ%’é‘r‘?"ﬂﬂ*ﬁﬁf proxy npmberand the SRR
invention, this data is stored in the caclie rrem)r&/.‘Ej (é)g °ﬁ client
conput er 22 TapesR Siurtherthe wansaption pumpber us3es HmipHADS 5 é?f@ 4 ST ons. The
client user 20 interface 26 then_activates r oX nber nerat or
whi ch genera@'éé"acﬁzﬁi%g@?"%ﬂ'ﬁ‘t?é’r""??cﬂ‘eFﬂﬁdéqgﬁwnen\é?‘aﬁ?gﬁgfgﬂ s R ent
user interface 26 forwards the transacti.on nunber usage, l.imtations and
proxy nunberdatabase 53 with across-Tefeaenge recapl to g Proxx B‘Tﬂ%g h the SorFespaRty ds t he
proxy nunber to the proxy nunber verifier and activator 57 to insure that
the propgged prOmviﬂﬁfééﬁf/ed&nﬂl%atioﬂ&mt/’@eBﬁbiﬁ&ﬁ&%r&lﬁ'&a&ﬁﬂ@lﬂh]pﬁﬂ@ al ready in
use. Provided that the proxy nunber is not already in use, the proxy nunber
number generator 28 is available for use by the customer in an electronic transaction, the

client user interface 26 appends to the beginning of the proxy number a bank identification

number (“BIN™) and completes the generation of the transaction number by generating a

“checksum” and appending that to the end of the proxy number. Those skilled in the art
15  will appreciate that the generation and use of checksum digits in credit card numbers is

well known.

At this point, the transaction number has been created. Transaction numbers differ
from the proxy number by the inclusion of the BIN and checksum and generally contains
16 digits (when they are to be used as proxies for credit cards) and are in a format which is

20 indistinguishable, to a merchant, from a conventional credit card number.

Those skilled in the art will readily recognize that only minor programming changes
are necessary to generate transaction numbers to simulate the numerical format of other
types of numbers, such as social security numbers, telephone numbers, etc. As well, text

strings can be simulated in the same manner as credit cards numbers, so that anonymous

15



verifier and activator 57 sends a response to the client user interface 26
I ndicating that the proxy nunber has been verified and activated and can
be used i "WRAVE6ECt roni ¢ transaction. The proxy nunber VeFP$WEMSGnd
activator 57 records the proxy number in the proxy nunber 5 database 58 as
a proxy nunber transaction cross-reference. The proxy nunber transaction

cross ref er gag 8ad RGRIeFEd fHGebSIE hb MEshRb Rfdin HeFPRVachIlelbifonRRCt Ul  cust omer
financial account nunber. Further, the transacti On nunber usage

i mi tations csamtniiemm, Whlle fetdiihg the S6ility th M htkGizePpdreons 61 GEALL 13! server
52 are stored in the transaction nunbér usage limtations database 53 with

a_cr0ss- I ef ShaRGAehetlncoRrdi cBltifihg M KiRon s eilthediud ey cor respond. 10

Havi ng recei ved confirmation that the proxy nunber generated by the proxy
nunber generator_28 is available for use by the custoner in an electronic
transaction, theDerepdingen yhetherithenurchaseang grdsnioan qebmitted fiem hegpasehianly of t he
proxy. nunber a bank identjfication nunber ("BIN') and conpletes the
generati 6n GPMPHE 32 the 3eb bewser 24as resp 4hg ligntuseriptgefage 2nthe and
appending that to the end of the proxy nunber. Those skilled in the art 15
wi || appr ecit@pactionaumperavill either he pusomaticallyinsertsd intethe lpyrehesgiand erderiforme r edi t
card nunbers is well-known. At this point, the transaction nunber has been
created. Tr &¥dheclien ysesiniestace 26y ior isapanugliygrensfpediinto,the apprapeinte figldtdndhd ncl usi on
of the BIN and checksum and generally contains 16 digits (when they are to
be used as Fiskfoss by #he custeraer; The eustomes then sybmitsithexform tonthe metehasit comput&0

I ndi stinguishable, to a nerchant, froma conventional credit card nunber.
Those ski | | 8@ fordurtheppraeessing-| | readily recognize that only minor programing
changes are necessary to generate transaction nunbers to sinulate the

nuneri calp for Mat inQhotBédteiboditiéREST RS inVUATBE b ServertiaBedBRalR PG Bk uSAGY fill _
nunbers, tel ephone numbers, etc. As well, text strings can be simulated in
the same nmamgfurchise@hd® Biidbr o F62 tHRWSRSNIRN askad b Ble nRRABN T U Srelously

mentioned, certain websites are recognized by the client user interface 26 and some

information is automatically entered when these websites are used by the customer to make

purchases. To further enhance the user’s experience, the server may also recognize the

15  website where the customer wishes to make a purchase and intercept the purchase and
order form before it reaches the user’s web browser 24. The server-based wallet of the

present invention completes the purchase and order form for the user and retumns it directly

to the merchant with a transaction number.

The Authorization Process

20 Having received a transaction number, the merchant computer 32 will attempt to
process the transaction number in the same manner it would process any conventional
credit card number. The merchant computer 32 forwards the transaction number to the
credit card association network (usually through an “acquirer” which is the bank or

institution used by the merchant to process credit card transactions). The credit card
16



WO 01/ 29637 PCTI USOQO 41480 data can be entered for people who wish to
retain their privacy in electronic comunications, while retaining the
ability to ut hori zed persons and entities to obtgi
cross-ref e??ndé,g%gs?ecord contai ning the person's genuine %ﬁ%@wﬁggoendi ng on
whet her the purchase and order formsubmtted fromthe nmerchant 5 conputer
32 to the web browser 24 was recogni zed by the client user interface 26,
t he transaessociatiomnetyerk, ikl the edutihg system fancrediticard thrisyctionssopetated by majprt he
purchase and order form by the client user interface 26, or is nmanually
t r ansf er r ed ciedit card hempapjes syshiasMastéiCardiand Visahthen evaliates the BINmumbérevhichst oner .
The custoner then submts the formto the nmerchant conputer 32 for further
processi ng. wa9appended ¢e the proxyrwberby thewlient geriinteréace 26 NBased ercthe BIN based
wal I et can be used to fill in the purchase and order formfor the user
when asked bymbdrcthererediheand assokation éorwands thy authenatiomedyestie theappromidtsi t es are
recogni zed by the client user interface 26 and sonme information is
aut onmat i 6al kssrvarnincthe prefored embmlireentehithe pesensinventivadrdnyactidrenumbeis duohidet 0 nmake
purchases. To further enhance the user's experience, the server may al so
recogni ze t a&IN pumbdérso that atine peint inchecpradessie it netesdaesstotdistingulish tangactichhase and
I ntercept the purchase and order formbefore it reaches the user's web
browser 24. nithberswhickare [peoxied forabthal teredft cand mumpers fremtgenuineamneéditaardeocqahet es t he
purchase and order formfor the user and returns it directly to the
mer chant w nbmbers. rBasebart tho BINinumter of thé eredititdad incindéd iathelAnthokamtio feqidst/ i Ng
received a transaction nunber, the nerchant conputer ‘32 wll attenpt to
process t he by theneshhntecomputat32; the oretlin eard asseciationmetwork 42/willl forwardagss any
conventional <credit card nunber. The nerchant conputer 32 forwards the
t r ansactl0on transaddion ntupbérireceivadaa the certratiseaves 52 faxtanthorizatidn/prodessings Fatthet, t hr ough
an "acquirer" which is the bank or

with each authorization request forwarded from the credit card association network 42 to

the central server 52 a retrieval reference number, i.e., transaction-ID or network
identification numbser, is included to identify the originator of the authorization request. In
the ongoing example discussed herein, the retrieval reference number will correspond to

15  the merchant computer 32.

Having received an authorization request, the central server 52 will remove the BIN
number and checksum from the transaction number received in the authorization request,
reducing the transaction number to the original proxy number. The central server will then
compare the proxy number to cross-referenced records stored in the proxy number database

20 58 to determine the actual financial account number for the customer using the transaction
number. Further, the central server 52 will compare the proxy number with the records
stored in the transaction number usage limitation database 53 to determine what transaction
number usage limitations were specified in the transaction number request originated by the

customer. If any data received by the central server 52 as part of the authorization request

17




institution used by the nerchant to process credit card transactions). The
credit card 16 WO 01/29637 PCT/ US00/ 41480 association network, i.e., the
routi ng swewayepr credit card transacti ons operated by peajuscedisgeedit card
conpani es such as MasterCard and Visa, then evaluates the BI N nunmber which
was appended to the proxy nunber by the client user interface 26. Based on

the BIN nunber, the credit card associati an.forwards, .t he authorization
request to %méﬁﬁFgWF%fP@"‘gsge QF@P‘?"W‘?‘?{"H tf“é‘?”éﬁ"é"tﬁi’%ﬂﬁm of the

present invention, tyragnsactjopn n ers include BI.N nunbey. so_that at no
it i n ¢ A diaes drobest S R e ARt B et B R A M rbor s
whi ch are proxi.es for actual credit card nunbers from genuine credit card
account n Fzatiopreguest, the cenfral serier yiiH generals a rejretion wipopseand dforwarditiged i n
t he authorization request by the, nerchant conputer 32, the credit card
associ atioﬁﬁﬁ@?’iﬁkﬂ“kcqﬁp‘%rp?- ? {dicates,io the merchant thatthe issuipg bABK P51 ecei ved to
the central, server 52 for authorization processjng. Further, wth each
aut hor i Zat i1B¥ityion ML potpgnertherbarers 9pthe mravested freditiignspcions JR OB on net wor k 42
to the central server 52 a retrieval reference nupber, i.e., transaction
| D or net woteumstansss the imegghagtwill gefiseto deliver gRods efesgrvicss fotheeustogner when
originator of the authorization request. In _the ongoi ng exanple discussed

herein, thehs @edit eardiransastion hasbeendrmsd, orypieqteds BY e d35ping bank of Gistititioner chant

computer 32. Having received an authorization request, the central server
52 will renove &bfe Bhllhg RiaRYSr indtitdiosdReYK SvAR difefieleRfboliRiAE AGletitlessiUMDET

received in the authorization request, reducing the transaction nunber to

the ori gi nakqufe @aysmithial @le authbhza4i6M tdqadst ©AkdEIonWntibndl BRRoriABsHIR6Rsd he pr oxy
nunber to cross-referenced records stored in the proxy nunber database 20

58 to dHl ereved ihshicedGilieRd thé cahtralcsedver [ @ereriindd tHit Se trabactibtnumbdt OMEr  USI g
the transaction nunber. Further, the central server 52 will conpare the
proxy nunbesibmitied for BethéreL@érisas not been used within the guidelines specified by the

transaction number usage limitations. This is done prior to the central server 52 sending an

authorization reply to the merchant computer 32 and may be done for accounting purposes

or other reasons which the issuer decides are necessary to provide service to their

15 customers or in instances where the issuer determines that they must issue the authorization

rejections from their conventional authorization system.

The reasons why the central server 52 may send a rejection response to the
merchant computer 32 can include factors such as where the merchant computer that
requests the authorization response is not the merchant specified by the customer when the

20 transaction number request was generated. Also, the purchase amount specified in the
authorization request may exceed that which was specified by the customer at the time the
transaction number request was made. If, for example, the proxy transaction number was
intercepted by someone, other than the customer, who attempted to use it to purchase goods

and services from a merchant other than that specified by the customer, the attempt would
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stored in the transaction nunber usage limtation database 53 to determ ne
what transaction nunber usage limtations were specified in the

transacti ogwgwipbsn request originated by the custoner. PCT/HSP/ALLIER a
received by the central server 52 as part of the authorization request 17
I - WO 01/29637 PCT/ US00/ 41480 fromthe nerchant conputer

22 0 gl k12 R 3 b i R By G cor o

the authorization request, the central server will generate a rejection
response an®PHIFY to the nerchant conputer 32. This indicates to the
merchant that the issuing bank or 5 institution will not honor the charges

for the request eWhen theidhtarecaivedinttheomuthofiration siquest fromtrsnerolant computer 321 chant -
will refuse to deliver goods or services to the custonmer when the credit
card tr ansaacihdetitheréquitaments thapvselhy the transjction suwinbeb ysagh imitations.ne dsawal or

I nstitution. Sone issuing banks or institutions nmay, in an alternate

embodi merst , sawsEs2tshbstinges theraetpal firandislansouit informatioh doraket dustomenfor the r equest to
their conventional authorization process, 10 even in instances where the
central ser \tRhsabivh mil@ibex anitl fercraddl the abtheridatianequesi to therissingbakudsni t t ed f or

aut hori zation has not been used within the guidelines specified by the

t ransact i on iftifdten’s o reri62 Whertii io hadled by theiasthdozatiopprocessar§5: Ferthenint r al
server 52 sending an authorization reply to the nerchant conputer 32 and
may be done chfjindtion @ith sindingthe atnsisation reqo¢sh@rthe issmsosmputer 62 thepentral suer

deci des are necessary to provide service to their 15 custonmers or in

i nst ances wWherver 2heorésssithi itsctatiemmuvey 53 otempbiacycrosssefeiesssurecorduslating the

aut horization rejections fromtheir conventional authorization system The

reasons Mhy retkevat feférénet nasbey of the 2utharizatomrequastiand the transactiongwuthere t 0 t he
mer chant conputer 32 can include factors such as where the nerchant

conputer that When the authorization processor 65 in the issuer’s computer 62 has generated an

authorization response, the authorization response is sent to the central computer 52 where
the retrieval reference number is again cross-referenced with the correct transaction number
and is substituted for the actual customer financial account number in the authorization

15 response. The central server 52 then forwards the authorization response to the network
address specified within the retrieval reference number, i.e., the electronic address,
specified in the authorization request, so that it is received by the merchant computer 32.
By cross referencing the proxy transaction number in an authorization request with the
retrieval reference number of the merchant computer which generates the authorization

20  request, the central server 52 insures that the correct transaction number is associated with
the correct authorization response in instances where the customer has multiple transaction

numbers active at a given time.

In the situation where the actual financial account information stored in the

financial account database 59 relates to a debit card or other financial account the customer
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requests the authorization response is not the.nmerchant specified by the
custoner when the 20 transaction nunber request was generated. Al so, the
pur chase meoni2963gpecified in the authorization request PRSI t hat
whi ch was specified by the custonmer at the tine the transaction nunber
request was nade. |f, for exanple, the proxy transaction nunber was
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funds be transferred during the settlement, or clearance, process.

Sed
I'!

|-

At the end of each business day, in one embodiment of the invention, the funds are
transferred to a transitory credit account and, therefrom, disbursed to merchants during the

15  settlement process. The function of the transitory credit account is to act as an intermediary
account between the transitory debit account and a merchant’s actual credit account, since

it is not possible to transfer funds directly between a debit account and a credit account,

Provided that the merchant computer 32 receives a positive authorization response,
i.e., or an approval, from the central server 52, the merchant computer 32 releases the

20  goods or services for shipment to the customer.

The Settlement Process

The settlement process is the phase of the electronic transaction system wherein
funds are dispersed by the issuing bank or institution to a2 merchant via the merchant’s

acquirer, i.e., the bank or institution which handles the credit card transactions processed by
20



specified in the authorization request, so that it is received by the

mer chant conputer 32. By cross referencing the proxy transaction nunber in
an aut hori za4 yP8sshe0Uest wWith the retrieval reference ny@:pggoom‘sf,]he
mer chant conputer which generates the authorization 20 request, the central
server 52 insures that the correct transaction nunber is associated with
the correct authorization response in instances where the custoner has

mul tipl e trathsmerchant Inthsepationingexamplethe acqyiripg hank asgociated withahesnerghant on
where the actual financial account information stored in the financial
account dat atsmputes32 prepazesas clearanpedida)iconteining apentay foeeach credit eard fransegtionnt t he
customer 19 WO 01/29637 PCTI US00141480 holds with the issuing bank or

i nstitution pre¢essed by the merchemtcomputer forigach isgying bank or ipstifutioas Sincgeach transfer -
the funds out of the custoner's finan cial account immediately upon

conpl eti ng ttinamsactiommusabet sgd in dcpordance wish thedresentinvgntionrontaing @ BIN symberhe

el ectronic transaction systemallows custonmers with debit cards or

checki ng accunigueso the centrakherver thataerbestand aetiviates i, aprindividuabclaasanch fifetcan bk o

ot herwi se only accept credit cards as an acceptable form of paynent. Such
onl i ne mer chgenéretedwhish déthijs aily thetrarisastiensieopductedasing transagtion numbersy Thean

I mredi ately receive funds transferred froma custoner's checking or debit
card accountacqiigngbank essoeiatedivith themeiihantcompetep¥2forvardsitheaesrdnonfile tothenpl at es
the use of a transitory debit account to which the funds fromthe

cust omer' s cteatdlisergerd2 thieughttheaubassaciatiow networkss a resultiof thereegiraltsetiver S2pon 10
conpl etion of the electronic transaction. The function ofthe transitory
debi t accounteirigddensifiedpbyythe card association network-hyiits unigue BBY.daafor 2l practipal r i ng- bank
or institution requests that the funds be transferred during the

settl emet@ , mwpostsabe centrd seperdsswed byrthe ¢red asseriasion oetwiorkias an independeny, i n one
enbodi nent of the invention, the funds are transferred to a transitory
credit accoustuemnd, therefrom disbursed to nerchants during the

The central server 52 passes the clearance file and removes from each transaction

number the BIN and checksum digits. The remaining portion of the transaction number,
i.e., the proxy number, is cross referenced against the record stored in the proxy number

15  database 58 and financial account database 59. A new clearance file is created in which the
customer’s financial account number is substituted for the proxy number and includes the
rest of the transaction information from the clearance file. In a preferred embodiment of
the invention, a ﬂag; or identifier, is placed in each record in the clearance file to identify to
the issuing computer that each of the listed transactions was conducted using a transaction

20 number. This can assist the issuing bank or institution’s customer service department to
quickly identify those situations in which an inquiry is received that is identified by a
transaction number. The clearance file is then forwarded to the issuer’s payment processor
63 and processed according to the issuing bank or institution’s conventional practices. To

further aid the customer service system, the clearance file may, as the flag, include the

21



15 settl enent process. The function of the transitory credit account is to
act as an internediary account between the transitory debit account and a
mer chant ' sywa@isugsy credit account, since it is not possipbPuddesiaanst er
funds directly between a debit account and a credit account. 5rovi ded t hat
t he nerchant conputer 32 receives a positive authorization response, i.e.,
or an approval, fromthe central server 52, the nerchant conputer 32

rel eases t hetrieyal refgrsties nymberassaciated with the transation as acrosserefetepcodentifieThe
Settlenent Process The settlenent process is the phase of the electronic

t ransact i onSiagesthe ratrigvalreferencef nmmber witkbedininue toseach érpdit ¢red transadtioy bank or
institution to a merchant via the nerchant's acquirer, i.e., the bank or
Fnstit uti onpigpssssd by eniineamerchaptsthisanethadaf dross rafesencing eveidsany embigeity by 20 WO
01129637 PCT/ US00/ 41480 the merchant. In the continuing exanple, the
acqui ri ng b#hich geddarisa When trimsactioh sumbsrs 4re aross-rctammgedagabiat qustomer’ enal
"clearance file" containing an entry for each credit card transaction
processed bfinankigl aceouphaumbersinnstasces fwhereeambtoingchas myltiphetkansactiommimbetst | on.
Since each transaction nunber used in accordance with the present

i nventi on castiveiatragieen®ind. nunber 5 unique to the central server that
verifies and activates it, an individual clearance file can be generated

whi ch det ai | : j - ' nmb :

The acquiri ng. pauiaeekt SRRRCRl SRDVHE) BP Bl R-AEAARARY ST Tads the

I f S ot 'ﬁmﬁ;ﬁ t Lat i

ﬁe?%?ﬂcgs gétresulatd%g'?acg e ceh ?ﬁxg{ésrt%err s%#\%&%%%@%%c‘% |g2 card
ati . : . cal 10

he cent ral omplaialeoin i oS CinPhbbe oo relncat o Rale Bl Rgut P17 P50

i ndepenggnt yurhiRs USKS: Patilf N((\)ef]% §3?é1 0S85cYSeks o crggér%ﬁ?engilﬂg of J:ra%%gc%g& gux}cﬂi)elrse and

renoves fromeach transactid
directly to actual financial account numbers without resolving how a transaction number

could be determined from a financial account number when multiple transaction numbers

are active,

The Adjustments Phase

15 After a transaction has been completed between a customer and an online merchant,
it is possible that either one of the parties involved may dispute or disagrée with some
aspect of the transaction. In the case of a merchant who attempts to partially or fully cancel
a transaction, i.e., for example where the goods or services are unavailable for shipment
and money must be refunded to the customer, it is called a reversal. Under the present

20  invention, if a merchant attempts to fully or partially cancel 2 transaction they are likely to
send the retrieval reference number included in the original authorization request with the
transaction number via the card association network to the central server 52. Ifa
significant period of time has passed, the central server may have deactivated or reissued

the transaction number for reuse. In the preferred embodiment of the invention, however,
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nunber the BIN and checksumdigits. The remaining portion of the
transaction nunber, i.e., the proxy nunber, is cross referenced agai nst

t he recordwalbfiegsy i N t he proxy nunber 15 dat abase 58 ancdriusesmiissel account
dat abase 59. A new clearance file is created in which the custoner's
financi al account nunber is substituted for the proxy nunber and includes
the rest of the transaction inforpation fromth Iearance flle In a
preferred eMsdapigtan nymb °‘t‘ﬁé°ﬁ‘?ﬂ‘%41f°ﬁ?ﬂs°fﬁrﬂ’%’@d g‘i‘t Gagtesig menths from s ) aced in
each record in the clearance file to identify the I ssui ng .conput er that
each of t he ofigiggldgaciivation fdepstiygtionppcurs ‘Hﬁ]&"‘t@ﬁaﬂ figtign PE%%I?%I’] 20
nunber. This can assi st the issuing bank or |nst|tl§§ n's custoner service
depart nent @Bm beg ynlessthe tramsaetion pumbes usage lijiations specifi é%ﬁhEﬁ“saﬁ‘PeF A ry is
received that is identified by a transaction nunber. The clearance file is
then f or war & thegransastionyanmber is Teguesied specify Saat the dransagtion pymber i fode und

according to the ISSUIng bank or institution's_ conventional practices. To
further gl 6%5%@@’5‘5}5@%”%@%\ bgesiPHOR file may, as the
flag, incl ude the 21 i:1l1~ WD 01/29637 PCINSO0/ 41480 retrieval reference

nunber associ at eﬂoiﬂk&@mta{&sﬁofxﬂﬁmyk%e@@m OfFéied 6 BECIRAR, thélfrafeirtd T .
Since the retrieval reference nunber will be unique to each credit card

transaction eﬂb&ﬁﬁ&ﬁ%%%re@é}k i entiR N6V Yob the hith&riZaBdn W devefsals iogls r ef er enci ng
avoi ds any ambiguity ich could arise when transacti on nunbers are

cross-ref er gReasks AP@tHRS if (e 'E4rRaEkon Burdbdr URludeDinfthd rRRdiabteqaiRdnt nunbers in
I nstances where a custoner has nmultiple transaction nunbers active at a

gi ven tine. pldichsiBith@edckivatd tlrshyfbeiremtivaed tllweforhieaiditdnal Gafacionts er ence
attenpts to determ ne a transacti on nunber froma custoner's actual

financi alp ageRk Ming A RBhsaA hunibel. tFoP binipled MRS ifudion WHERAT dustimbrsdrdedd have
been related to a single financial account
particular goods or services from a merchant and that merchant obtains an authorization for
a single use limited transaction number, the transaction number will be deactivated and can
not be authorized if another authorization request is received using that transaction number.
If the goods or services which the customer requested are unavailable, however, many
15  times the merchant will cancel the original order and attempt to authorize a second
transaction using the original transaction number (for substitute goods selected by the
customer.) Under the present system and method, if the merchant cancels the original
transaction, the original transaction number will be reactivated and authorized for one more
transaction. This feature of the present invention helps make the system and method taught
20  herein much more transparent to online merchants than prior art methods such as that

taught in U.S. Patent No. 5,883,810, to Franklin, et al. which does not contemplate or

disclose any method for handling charge back or reversal situations.

 Another situation which may arise, the chargeback, is where the card holder has

disputed charges relating to a particular transaction number. This can arise where the
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10 nunber. U. S. Patent No. 5,883,810, discloses the cross-referencing of
transaction nunbers directly to actual financial account nunbers w thout
r esol vi ngWROW2%631 r ansacti on nunmber coul d be det er mi nedPECFER41I48P nanci al
account nunber when multiple transaction nunbers are active. The

Adj ust ments Phase 15 After a transacti on has been conpl eted between a

cust omer gbgrmg% [RGvOEde gémé gogdg tidn& g&%?sg,ah&t mgqu%%étae& fﬁﬂEGOf the

parties in i Spute or sagre Sone of t

transacti o lq.ihg cmgmewg%gnt&em eree@%{gsmggn tdAdvay Or fully

cancel a transactlon € goods or services are

oail g o deleeeinfiEEReiyAATRE fhdiHRlon e Tf*é%"ﬁg pfherifethp b7 '
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i th h

\(I:Me';ltrgl se?t\i}gr%’%‘f@sa%‘(;@e%hﬁ:&l|cgérh%n%§l%glg§e #ﬁédwgg ‘ﬁ"a&g Se central
Server nmay ll:iﬁy éﬁjeec%cgr%vgri'er%Z oxitﬁltﬁest'ilrgt 1I &qhet é}r&%ﬁﬁﬁﬂe? %%&?E@G 3r euse.

In the preferre MV Ertt I on, ver

PCT/ Us00/ 41&%91&“3 g&&;}ﬁ?ﬁg&fﬂm%é% Ecréa}efglgtwkﬁsg@'f%g ({ndgac U il; a period

of at |east SIX nDn orlglna eac on occurs

after the bl SRt £ALLD oPlho Il 403 éegpsgmagq]aear HELERSeali®

transaction nu mta mer at the tine
the transacy on n nbrelrs f{xons u%sted S m%l fy that the transaction nunber is
to be used 5oy LRSS REUBPIOGE ™ %se in a recurri ng nmagazi ne

subscription.) To insure that custoners always receive refunds offered by
mer chani®, Wireless Erfmsactions enbodi nent of the present invention allows for
t he aut horization of reversals in all

Figure 3 depicts a wireless device 70 connected to a wireless service provider 80.
The wireless service provider 80 allows the user of the wireless device 70 to connect to the
internet or other public network 12 and to browse the product selection of online merchants
through a server which may be operated by the merchant’s computer 34. Should the user
15  ofthe wireless device 70 decide to purchase a product offered at the merchant’s website on
the merchant computer 34 the electronic transaction system of the present invention can be
used with only slight modifications to the embodiment contemplated for use in

conventional credit card transaction.

To accommodate wireless communications, the wireless service provider 80
20  establishes a user account on the central server 90 with a master credit account. All
charges applied to transaction numbers used for transaction conducted via wireless device
are applied to the credit account of the wireless service provider 80. In this example of the
present system and method, once the user of the wireless device 70 has chosen goods or

services to purchase via the website operating on the merchant computer 34, the user of the
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i nstances. Further, if the transaction nunber included in the reversal
request had previously been deactivated, it may be reactivated to allow for
an addi ti ogalyihé@nsaction to 10 occur using that transagdigetemdser . For
exanple, in tﬁe Situation where a custoner orders particular goods or
services froma nerchant and that nmerchant obtains an authorization for a
single use limted transaction nunber, the transaction nunber will be
deact i vat ed wirdesg device, 78 indigates threnghielestoni¢ megns thettheywishét purehasesh request is
recei ved using that transaction nunber. |f the goods or services which the
cust omer r ecradisularipradust. uWherthe website opragiingon thefagychastrompiter 34 fesvards thtant
w || cancel the original order. and attenpt to authorize a second
transaction mmhmgangerdewfogmahewamhw‘rdwsﬁamm Vig e wirglssssexvitee goods
selected by the custoner.) Under the present system and nethod, if the
mer chant carnsesider 86 the derinyis frdércepted by shecwiraless sarviee prpyidernd, metensact i on nunber
w || be reactivated and authorized for one nore transactjon. This feature
of the prieseembofimentafitherinyentiors thegplevantinfospation fortheicustomenis pravided by the0 her ei n
much nore transparent to online nmerchants than prior art nmethods such as
that taughtwirelesgseBricaprovidar; aud, insnghg egtbodiment, the fonlis forwasded:gp thegemteeh does
not contenplate or disclose any nethod for handling charge back or
reversal si tsewet 2o be gompléted. I@rmatvﬁwhss/\mwimyﬁ@w%@u thetcygtomerasipgitheck, i s
where the card hol der has disputed charges relating to a particular
t ransact i on witaidsedevice{70sthe wirelgssiserwicanrovisery ieguests 3 trpySaglipR AGWEE bPCT| USO0! 41480
custoner has received defective goods, didn't get the product they
request ed, mendratediby the pentralrerverbandlassogiated with theydrelessigrgount pumber.teigai r
account. Using the original retrieval reference nunber received with the
aut hor i zHt i eustemenstelephone nymbes ovetheridentifiercandmised to pross-1sfezaneeithe forsaetionper i t s
using the original clearancé file to | ocate the proxy nunber used in 5 the
di sput ed t r snvethen seperated bicthe centrabservienand thansiomenordering thergeodsprisgrvispiodmdi ng
thereto the

an alternate embodiment of the invention, a proxy number is generated by the wireless

service provider and sent to the central server 90 to be cross referenced against the account
number of the user of the wireless device 70. In this embodiment the central server verifies

15  and activates the proxy number in the same manner as discussed in relation to conventional
credit card transactions. Once verified and activated, the central server 90 will cross
reference the proxy number to the account number of the user of the wireless device 70 and
respond to the wireless service provider 80 to indicate that the proposed proxy number has
been activated for use. The wireless service provider 80 will then generate a transaction

20 number by appending to the proxy number a BIN, prior to the first digits of the proxy
number, and by appending a checksum digit after the last digit of the proxy number. The
wireless service provider 80 then forwards the transaction number via the internet 12, or

other public network, to the merchant computer 34 for further processing.
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BIN of the central server 52 prior to the first digit of the proxy nunber
and the checksum after the last digit of the proxy nunber to recreate the
16 digit WeEM237i on nunber used by the nmerchant. The PERAISHAEME0Of t he
char geback process is handl ed according to each issuing bank or
institution's existing procedures. 10 Wrel ess Transactions Figure 3

Sopicte 7, 47 L S5RASEL GG R EARNGERSs B bes AT SRS 6B 0.
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conducted via wrel.ess devi ce.ar.e.appli t redi ount, of the

Wi rel ess searcfﬁu\é\{en rbgf,,‘ﬂ"élﬁ\ﬁ{f(f'_%tﬂoﬁzﬁnﬁggmé’%ghp %’r‘(y)iﬁgl?heggﬁ t?)’f’éeifshg ﬁ?““é‘{/sse{"éﬁm and
net hod, on he user . .,of. wi. [ el Vi has. opds or
services tgﬁ %FQﬁaéﬁmyyﬁm%ﬁérﬁgﬁgFﬁ%ﬁ%%é?%fgﬁég%ﬁgéﬁgg%%?@ﬁghﬁeconputer 34,

e user okl 00 69854 ROIL A0 M 555, sy 70 |1 ol s

t hrough el e I'C means 0 purchase a par 1°C0T ar product .

pur chast? A ripfiof esbF P i M R AR e e BHBY s . F 1

wreless s %Es\{ﬁn%%ank or institution’s computer to be handled by their conventional authorization

process. Further, the central server 90 will cross-reference the transaction number received
in the authorization request with the retrieval reference number contained in the
authorization request, so that the central server 90 can properly route the authorization

15  reply when it is received from the issuer computer 62.

When the central server 90 receives the authorization reply from the issuer
computer 62, the account number of the wireless service provider 80 is substituted for with
the transaction numi:er included with the authorization request. To obtain the original
transaction number, the central server cross references the retrieval reference number

20  included in the authorization response from the issuer computer 62 to obtain the correct
transaction number. The authorization response is then forwarded by the central server via
the card association network 44 to the merchant’s computer 34 containing the correct

transaction number.
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provider 80 the formis intercepted by the wirel ess service provider and,
i n one 5 enbodi nent of the invention, the relevant information for the
cust oner iwoRissded by the wireless service provider; momysois4dsnot her
enbodi ment, the formis forwarded to the central server 90 to be

conpl eted. For each wireless transaction initiated by the custoner using

the wreless device 70, the wirel ess servi.ce prqvider, requests a
transaction nunbehe reainger el the wielpss ‘?ﬁq@dg‘@m‘?‘%ﬂ‘;??gﬁ% a”gdﬁ ¢ AT At ed
with the wirel ess account nunber, e.g,.,.10 custoner's tel ephone nunber or
ot her i dent that IEFYW‘&HcﬂeEFé’@Eth@WS%%‘!g@@Pgﬁ?B %%Sﬁfﬂ%{ﬂﬁﬁw BHS nunber
generated by the central server .and the cust rrg&/ order.in t{] oods or
servi ces. | Recessaryan ondprig allovaihs Sarelsaservpe Pf‘ﬁ‘%éef IO RrORSHY Teflef %ﬁ%eshunber i's
generated by the wreless  service proyider and sent to the ntral server
90 to be cr ¥psureddydheusernf § ?‘4‘@73@8&91’?3"9‘%1?‘?5@?%@3{‘}?8 ser of the
w rel ess _device 70. |In this enbodinent the central ig{?ver ve ifig 15 and
activat ed t Hatepemssnt famihs wirgless sarvise providerfifde thyuseio %@&es?#“fcﬁl ion to
conventional <credit card transactions. Once verified and activated, the

central server 9fhewibiliofdl &5Sis td @ER¢ LakigueldarapEORly spusifiedor thowlrblessaccount
nunber of the user of the wreless device 70 and respond to the wreless

servi ce proyirfgs prdfidér@oiby dieGahtiul béiagutdros. Whepdeeehtil sxyer 00 Floeiveshiis  been
activated for use. The wreless service provider 80 will then generate a

transact i on c@fkakbd FiEfor 1Y BRP REDEategwite the Bential @ier poiffdmthecr&litdardpri or to the
first digits of the proxy nunber, and by appending a checksumdigit after

the | ast di gisheiftfontnB®voRd 485 he biGhEElcardide fileid genkafkd by eross efer@icingieathr 80 t hen
forwards the transaction nunber via the internet 12, or other public

net wor K,1ot O thiik@ctitR hGkBéin 4 SRathide filelretdived fiohi the tard associativnmgtworoandO 01/ 29637
PCT/ USO0/ 41480 To authorize the transaction using the transaction nunber

submitted byushting thertRFethSACHint Buribed vf e tiseBOE thé Wirelemrdevian70 fanpickr 34
prepares an authori zation request and
the request for each transaction number was initiated. The unique clearance file is then

forwarded to the wireless service provider 80 and the information stored therein is used to

apply charges to the account of the user of the wireless device 70.

15  Person to Person Transactions

In many instances, people are conducting credit card transactions among individuals
in day-to-day commerce. In another embodiment of the present invention, a person to
person server is established that allows individuals to use transaction numbers to send

money to one another for such things as purchases made in online auctions.

20 When a person wishes to send money directly to another person, one way of
transferring funds between them can occur if the first person requests a transaction number
with a usage limitation specifying the amount of money they want to give to the second
person. By way of example, we assume that amount if $1000. The first person establishes

a transaction number usage limitation of $1000 for the transaction number they request.
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forwards it to the card associati on network 44 which then routes the
request to the central server 90 based on the BIN included in the
transacti%orfwﬁfr. In the case of wireless 5 device ”ﬁaflg&fﬂhﬁ&ﬁ’ a uni que
BIN may be "use or each wirel ess service provider to avol t he necessity
of cross referencing between the transaction nunber and the actual custoner
account nunber during the authorization process. Accordingly, each tine the
central serfhepers@Qo pessai seEvst than genctatasiazmniagtion nwpibersfor sltemptelwproxedi t card
‘associ ation network 44, the account nunber of the wrel ess service

provi der 8@wuinkerdsgenerated by thefcystompids cliephissarinterfare pod faryrirded forthe sever for

aut hori zation request, and the authorization request is forwarded to the

‘i ssui ng barvelidation, astiviation, authcrosserofepenciog with thgecustamen’ serediyorfinancial acsoumnt i onal
aut hori zation process. Further, the central server 90 will cross-reference
t he tr ansaowinber and thiedransagticsi nngber is generatedwitio the zostoroey’srolientasar intgrfiage t he
retrieval reference nunber contained in the authorization request, so that
t he centy alsoffeare.gr 90 can properly route the authorization 15 reply when it
is received fromthe issuer conputer 62. Wien the central server 90

recei ves the au | ' Bwhrdst oresher totRORESHR : ccount
nunber of the vmﬁr?é; ess §ggr'ﬁ§lf1§e pr%\%%&gs&?s s&f)tgtltuﬁarﬁpfeggnavé{ﬁﬁﬂat he

t ransacti ofypHER Rl ghilf!ol kol dr/inbeblo. AUNE! THALA pb&GKGRLse di0 ODLaI N the
original transaction nunber, the cehtr server cross references the
retrieval r r . d 8 ki | WcTaRNs se from
the issuer conpﬁ({hgﬁn@ %péﬁglg&ngdtl#e coklptg%?&dl?yglﬁgga%ﬁ%rﬁ%# er.QThe

aut hor i zat i\ef BIAARNE: wiho'i Bty FOLNREIE e blonGE BlrldllseRE WRliacdha he

card associ ation ne e nerc S conpute contalning the

correctyg t rﬁ%ﬂ@bﬂﬁ&dapﬁgﬁmléﬁﬁﬁéﬁels%og sg\@ﬁ;}e@tiiﬁ%%es%eegr fh&%ﬁlﬁ gn%grgion-rh e remai nder

of the wreless net stant1 af e sanme nmanner as
contemplates that the first person’s credit card is not charged for the amount of money sent

to the second person until the second person actually uses the transaction number to obtain

goods or services. A benefit of the present invention is, also, that since the second person

receives an transaction number in the form which is indistinguishable from a conventional
15 credit card number, the transaction number can be used for any type of transaction where

the physical, plastic credit card is not required (such as for telephone orders, etc.)

In another embodiment of the invention, which also includes the first person having
a merchant’s credit account, allows the first person to send money to a second person by
issuing a reversal to the second person’s credit card. This is done by the second person
20  requesting the generation of a transaction number by the disclosed means and sending it to
the first person. The first person issues a reversal, as previously described. As a result of
the reversal, the second person’s credit card receives funds from the first person which can

be spent, used to satisfy the credit account’s current balance, or used to obtain cash.
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that previously described. However, an additional step in the settlenent
process is necessary in order to allowthe wireless service provider 80 to
properly r%&&%“pharges i ncurred by the user of the wy@Eesponudsyi ce 70
and apply the charges to the nonthly 5 statement sent fromthe wreless
service provider 80 to the user of the wireless device 70. The additional
step is to create a unique clearance file specifigc for the wre]ess

servi ce provi derFigglyiheprrseng sxstepgnd msthod pravidss thegpilify 1o%Rarents, prOffiers o ver 90
receives the clearance file for the BIN associated with the central server

90 from t he PEmagioreditapepuntholdsesitaproxide Histr OF COpPREAtIERS A BIOVIde MeiTance fil e

IS generated by cross referencing each 10 tfransactjon nunber IP%%.{;G
stituting

cl earance f employess sitheredit cirdaeaqents hrtare proxies for 2 Sneladnafist Recavnt-

therefore the account nunber of the user of th% rel ess evice 70 from
which the embedisent; pultiplsuser {5 aadpassvids aAse oy G&y 3 USEr HRYEAEMIET Pni que
clearance file is then forwarded to the wirel ess service pLovi der 80 and
the i nf oPnaRFRsrRteransction prrpler Frapestselating to the same reditageommt whishageeach c ount  of
the user of the wireless device 70. 15 Person to Person Transactions In
many i nst andiaked tpaseparateyser asenyat Barihpsersandiaye Eansastion niber psagsimitatiops,

i ndividuals in day-to-day commerce. |n another enbodi nent of the present
i nvent i on, autoweticsHy appliegioregelypfhein eansactionzanmbsr regirsty {Werg ed by

i ndi vidual s to use transaction nunbers to send noney to one another for
such t hi ngs thegnaster ageaunt Solderb the Hims the individuel uses gecount vaggrepted, on wi shes
to send noney directly to anaother person, one way of _ tra éfe ring funds

bet ween t hemiagnss, apasent could ypeeifyrthe maximemdefal expenditwresa childcg ¢ O Bnunber

with a usage limtation specifying the anount of ney the nt to give to
the secdfd epplogenrouldgivgarredit cid fha canployee &?&ﬁﬂ@“&gﬁfaﬂ‘geérf&%ﬁ eS§9WO0. The

first person establishes a transaction nunber usa%& l.injtation of $1000
for the tr anpestficd serqhantscFuch paystempiy i superiorto current methods where an employer

may grant actual credit cards to their employees and have to face situations where

employees use them irresponsibly or for personal use.

Although online electronic transactions have been described throughout the

15  examples and description of the invention. Those skilled in the art will readily recognize
the similarity between online transactions and any other credit card based transaction that
occurs without the need for a physical credit card to be present, e.g., over the telephone.
The present system (.:an be applied to such situations and only requires the customer to use
their personal computer to obtain the transactions number. In the event that the person

20  wishes to use the transaétion number offline, they simply supply the offline merchant with
the transaction number. The remainder of the credit card processing system functions as

previously described.
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WO 01/ 29637 PCT/ USO0/ 41480 The person to person server then generates a
transaction nunber (or alternately a proxy nunber is generated by the

cust oner' V@IV user interface and forwarded to the sacrarsod/faso

val i dation, activation, and cross-referencing with the custoner's credit or
financial account nunber and the transaction nunber is generated within
the custoner's qlj 20 anki f . : The -kl ESt_person then
forwards the tr2#?2%?Fﬁﬁﬁ%ﬁﬁgiﬁ&fﬁaﬁﬁ%égg@gﬁﬁq%ﬁﬁéSﬁﬁﬁgﬁéﬁﬁﬁg, paynent for
goods or s bR Sandh I : '% ﬂ% SOon ¢ u t he
transacti o?ﬂgﬁtﬁn%ea}ngggocgﬁ 5%?5%8’ §ICS?% I l{dgras{rg gﬂ%ﬁ&?g eg&(rglrcgagflf gﬁrﬁnﬁ‘ﬁ‘ei s net,
at which ti : I BRitER ik e_.aut hori zed, by the
person to 6%?%%%ﬁgg%§g$§ﬁ%%#?@g a 1§ﬁ§§h%%ﬁg%%%§$g%é?ﬁ%ﬁ?xﬁﬁﬁéﬁﬁﬁg r gift
certificate, however, the present invention contenplates that the first
person's credit card is not charged for the anmount of noney sent to the
second person until the second person actually uses the transaction nunber
to obtain goods or services. A benefit of the present invention is, also,
that since the second person receives an transaction nunber in the form
whi ch is indistinguishable froma conventional 15 credit card nunber, the
transacti on nunber can be used for any type of transaction where the
physical, plastic credit card is not required (such as for tel ephone
orders, etc.) In another enbodi ment of the invention, which also includes
the first person having a nmerchant's credit account, allows the first
person to send noney to a second person by issuing a reversal to the
second person's credit card. This is done by the second person 20
requesting the generation of a transaction nunber by the disclosed neans
and sending it to the first person. The first person issues a reversal, as
previously described. As a result of the reversal, the second person's
credit card receives funds fromthe first person which can be spent, used
to satisfy the credit account's current bal ance, or used to obtain cash.
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28 WO 01/29637 PCT/US0041480 Finally, the present system and net hod
provides the ability for parents, or other primary credit account hol ders
to provide.Hg ir ¢children or corporations to provide thei ees with
credit card @%@ﬁﬁts that are proxies for a single, nastgénggggkﬁy. In this
enbodi ment, nultiple user 1D s and passwords are provided to a user to
allow that user to 5 generate transa€CLAdMSnunber requests relating to the
same credit account which are each |inked to a separate user account. Each
user can h%yqnhkpnsaction nunber usage limtations automatically applied -
to each of their- transacti on number requests which were specified by the
mast er account holder at the tinme the individual user account was created.
In this nmahner,A methad fyconsiyoling crgsliteprdransastions ¢PMPHHREHt al expenditures a
child could nake or an 10 enployer could give a credit card to an enpl oyee

t hat can onl f : ; | §5 a
y S%Béefgtlﬁ% of RExyHAEBBAR 8 liddt ALBr it e $IROAre/TB b6 iR irPplace'ot

systemis far r'to’current nethods where an enployer my grant
actual cregdif ﬁﬁnﬁe?intﬁ?inﬁacgﬁﬁjl oyees and have to face situations where
enpl oyees use themirresponsibly or for personal use. Although online

el ectronic transactions_have been described throughout the 15 exanples and
descri ption of astrsiatingseid prevy numhex with & finansigl gogounkgumber; i || readily
recogni ze the simlarity between online transactions and any other credit
card based trangaghifh thASictiorfiebebwhich Betbiristd EBING & Proke huabd ayda cal cr edi t
card to be present, e.g., over the telephone. The present system can be
applied tocﬁdm%iﬂgﬁd ons and only requires the custoner to use their
personal conputer to obtain the transactions nunber. In the event that the

person 20 wi shes to,_use the transaction nunber .offline th | y supply
the of line mrmMWWM%HPWMPIW%@M¥W§é%f t he

credit card processing systemfunctions as previously described.
number.

2. The method of Claim 1 wherein said transaction number is in an identical formatto a

conventional credit card number.

3. The method of Claim 1 wherein said transaction number has sixteen digits.
4, The method of Claim 1 wherein said customer financial account is a credit card.
S. The method of Claim 1 wherein said customer financial account is a debit card.

6. The method of Claim 5 wherein said debit card has greater than sixteen digits.
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29 !lili WD 01/29637 PCT/USOQ 41480 Al though the invention has been
described with respect to specific features, structure, and process

el ement s, WQ01/286370 pe understood that the appended cl ai F&TASPYV4EY t he

di scl osed invention without limtation to the specific features, steps, or
struct ure, desagl ey oF00) Q42U RSN P ae SRl M 1 A
met hod for con g cregit car ransacti ons co enerating a

pr oxy numnber in a client user interface software to be used in place of a
‘credit card nunber in a transaction; associating said proxy nunber with a
financi al account nunber; generating a transaction nunber which conprises a

BIN, a proxy ngnﬁ&o@BﬂCﬂmn9ﬁgﬁ§§5§bﬁnﬂéﬁmsé Gf&é&ﬁﬁﬂ%k&h%ﬁm&ﬁid

transacti on nunber to a nerc ace of an actual credit card nunber.
2. The ”Eﬁﬂhﬂaal%fcco%?dwﬁl ﬁ’m@i'& 'Eus'iéih abdo saction nunber is in an identical
format to a conventional credit card nunber. 3. The nethod of Claiml

wherein said transaction nunber has si xteen digits. 4. The nethod of Claim
1 wherein said custoner financial account is a credit card. 5. The nethod
of Cdaim1l wherein said custoner financial account is a debit card. 6. The

met hod of 9 O aihe meto bECRnS B Wlerdlihid ikdVithdl BSiddie? A Rintlid ARirslesst €€n digits.

account number.

10. A method for authorizing a proxy transaction number used in an electronic transaction
comprising:
receiving at a central server an authorization request for a transaction number from a

card association network, wherein said authorization request includes a retrieval reference

number;
associating said transaction number with said retrieval reference number;
generating an authorization reply in response to said authorization request;

transmitting said authorization reply to an address identified by said retrieval

reference number.

11. A method of conducting an electronic transaction from a wireless device comprising:
generating a proxy number;

generating a transaction number comprising said proxy number, wherein said
transaction number has 16 digits

* c L L} S *
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311 [I~I"1 111U 111112112 11 111 €L S W 01/29637 PCT/ US0O0/ 41480 7. The
met hod of Caim1l1 wherein said financial account is a nmaster credit card
account. <YWoolssmethod of Claim?7 further conprising tHRCTAISe§419%0
associating said master financial account with an individual custoner
account. 9. The nmethod of O ajm 8 wher sai d individu PSt mer account
is a wirel ess 2¥eHingsaif fapsastion pymber "H&‘["H‘?)ﬂ‘s?"merﬁ‘ﬁ?mf‘ a‘?"ﬁ@ B%r oxy
transaction nunber used in an electronic transaction conprising: receiving
at a cent rgrelesedeyice; 3d aut hori zation request for a transacti on number from.
a card association network, wherein said authorization request includes a
retrieval ref eugRGRting sHidRAnsackiss MEhisEE topmerehat inrplaes af4 credit cardivarbersi t h sai d
retrieval reference nunber; generating an authorization reply in response *
to said authorization request; transmtting said authorization reply to an
address identified by said retrieval reference nunber. 11. A method of
conducting an electronic transaction froma wrel ess device conpri sing:
gener ati ngi2a pumssthed ofigencrating aproxy itransactionmamberdomprisinginber conpri si ng sai d
proxy nunber, wherein said ............. transacti on nunber has 16 digits

1111111111111l ]g'g'n]éljr'a%}l&% %r]bxir tr%n]S%chi%n nitfiber having from five to ten digits;

appending to said proxy number, prior to the first digit in said proxy number, a bank

identification number having from four to ten digits; and

appending after the last digit of said proxy transaction number a checksum digit.

13. A method of cross referencing a proxy transaction number to a customer financial

account comprising:
generating a proxy number having from five to ten digits;
creating a record in a cross reference database having first and second data fields;
inserting into said first data field said proxy transaction number; and
inserting into said second data field a customer’s actual financial account number,

wherein said first data field and said second data field have an unequal number of

digits and are related for cross referencing.

14. A method for controlling the usage of a proxy transaction number comprising:

||II|II| |||I|| III|| Il |II|

generating a transaction number;
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WO 01/ 29637 PCTI USOQO 41480 associating said transaction nunber with the
custoner account nunber of said wreless device; and transmtting said

transacti WOoMRMdEr to a nerchant in place of a credit cRCTUSIMMSD. 12. A
met hod of generating a proxy transaction nunber corrpri si ng: géner ating a

proxytransactlon nunber. havi ng.from.five to t I g to said
proxy nunber, t?“@r“?‘i?r‘{ﬂ "F"f‘?ag?‘b‘?“&?b[ﬁ\’sﬁ es@’f“da%p? %‘5‘33 r%é‘g g
identificati ving, fromfour.to ndl dlng after
the | ast T GFA S5GE A PSR wa%awsﬁs e g o %}ﬁafﬁ#’%f% 13 A
met hod of cross ref erencngqﬁa RO transacti on nunber to a custoner

fi nanci alS"gég Rpis ?’hti ng a proxy nunber having fromfive
to ten digits; creating a record in a cross reference database having first

and second data fields; inserting into said first data field said proxy
transacti on nunber; and inserting into said second data field a custonmer's

I nd d
2223% da :n](c:l e?glgﬁgt\ql)%&érn é@%&%’f“ %n%aﬁa&agf g| 5 anglt%rééﬂa%é't%ed fsglr

cross ref, ;ereng ﬁﬁg 14. A nmethod for controlling the usage of a proxy
transact i'dOn° nanber conprising: generating a transaction nunber; ---------

I - e rerrrr ol 112212 11 11 €L 330 ili W 01/29637

PCTI USOQO' 41480 creating a record in a transaction nunber usage linmtations
dat abase havi ng at | east '

16.  The method of claim 14 wherein said transaction number usage limitation is a specific

merchant identifier.

17. The method of Claim 14 wherein said transaction number usage limitation is a

maximum purchase amount.

18. A method of authorizing a proxy transaction number comprising:
receiving at a central server a request to authorize a transaction number;

retrieving from a transaction number usage limitation database a record containing at

least one transaction number usage limitation which refers to said transaction number;
comparing said transaction number usage limitation to said authorization request; and

determining whether said authorization request falls within the limitations contained

in the transaction number usage limitation.

A
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one field for storing said proxy transaction nunbers and having at | east
one date field for storing a transaction nunber usage |imtation. 15. The
met hod accgip@umegsi 0 Cl ai m 14 wherein said transacti on nurdrasosigpe
limtation is a single use. 16. The nethod of claim 14 wherein said
transaction nunber usage limtation is a spegific .nerchant identifier. 17.
The met hod\%f @Ehampthadiacprding to,Clayn 48 furthercmprising FFaiREA PERE¥%. |inmitation is
a maxi mum pur.chase anount. 1%1.&?_,0,\ nmef hqd .of, aut hori,zi ng. a proxy transaction
nunber  corfyHeEzaYgR respousedp ¢megchagt ifs 3?“’?8??98?“3"7’@8{1‘85"?”(' authorize a’
transaction nunber; retrieving froma transacti on nunber usage limtation
dat abase dEREACHRTPURDRR USRS tagfm' | east one transaction nunber usage
limtation which refers to said transacti on nunber; conparing said
transaction nunber usage limtation to said authorization request; and
determ ni ng whet her said authorization request falls within the limtations
contained _in e trapsaction nb usage |i.mtat] : : 11 1 AJl
19111 11 13% | Tee melsad ggprgine s klagn M@P&Tﬂ%%ﬁamﬁ%@&%ﬁ%ﬁ%cor di ng
to Claim18 further conprisi.ng sending a,negative. ri L.QN response
to a mercHEMESS fo a0 i3sUer 5 apthe %fygﬁmr‘gtfﬂé}éet g‘g%oégg %o&a}gidége%t,ﬁegg}sge transaction
nunber usage |limtation. §0.. .he met hod according to Caim19 further
conpri si ngtgaf’fﬁpﬁ%‘r &‘?35‘3 RS i zati on requests to an issuer's

aut hori zati on system when the authorization request neets said transaction
nunber usage limtation.

21. A method of substituting a transaction number to be used in place of a debit card

number comprising:

generating a transaction number having a format identical to a conventional credit

card number;

associating said transaction number with a customer debit account number and debit

account PIN number;

submitting said transaction number to a merchant in connection with the purchase of

goods and services;

receiving from said merchant an authorization request for said proxy transaction

number;

determining whether the amount of funds available in said customer debit card

account exceed the purchase amount specified in said authorization request;

in the event where the funds available in said customer debit card account exceed said

purchase amount specified in said authorization request, performing the following:

0 R
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21. A nethod of substituting a transaction nunber to be used in place of a
debit card nunber conprising: generating a transaction nunber having a
format | deWOiI0g/2963T 0 a conventional credit card nunber; BeFOSvoRidsHy Sai d
transaction nunber with a custonmer debit account nunber and debit account
PI N nunber; subni;t'n saé%.transae%lon nunber to a, nerchant in connection

pmste AL f‘&%’ém‘r"%‘é? B FAGIPRSITPE sicguteR chant an

with the purchasé

aut hori za uest f r ox trans nuprber ;. det er i ni ng
whet her t%%QQnOF ?m%FQ?§ﬁ>§laW§@F§ﬁ¥g’ ’E§§§SHE§HB Hon requesty d  account

exceed the purchase anount specified in sald aut hori zation request; in the
event where the funds available in said custoner debit card account exceed
said purchase anount specified in said authorization request, performng
the follow ng: 12111212 (il bl el 12222 11 11l * CL M*  3S W 01129637
PGT/ US00/ 41480 transferring from said custoner debit card account to a
transitory debit account an anount of noney equal to said purchase anopunt
specified in said authorization request. 1111111)111111 1QJl VIl 11 Il C
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