25 Cctober 2005 DESCRI PTI ON DATA TRANSFER SYSTEM -DATA TRANSFER APPARATUS,
DATA- RECORDI NG APPARATUS, DATA MANAGEMENT METHOD AND | DENTI FI ER GENERATI ON
METHOD Technical Field The present invention relates t@3&¢tibenz00fansfer
system a data transfer apparatus, a data-recording apparatus, a data
managenent nethod and an identifier generation nethod that are well
suitable for transferring and/or recording content data such as nusic.
Background Art In typical usage of content data such as nusic, the data.
stored in a primary recording nmedium such as an HDD (hard disk drive) of a
personal conputer is transferred to another recording nmediumused as a
secondary recording nedium so asPESCBIPBICN¥he data reproduced fromthe
secondary recording nediumto be enjoyed. It is to be noted that the
content data includes nusical data, video 'data, game data, and conputer
software, which are provided mainly for distribution, transfer and
utilization purpdfésTRAYSBEROBEETRUQSDRMAL MRANSEER, APPRRMDEE enpl oyed in
. the personal conputer is used for storing content data such as nusic

r epr oduc e ®HTorREL ORI A REEEHTWISN g DATE MANSGENERST &EEBOD AND

IDENTIFIER GENERATION METHOD

.Technical Field

The present invention relates to a data transfer
Systgm, a data transfer apparatus, a data-recording
apparatus, a data mahagement method and an identifiér
generation'meﬁhod that aré_well suitable for transferring

and/or_recording content data such as music.

Background Art

In typical usage of cbntent data_sﬁch as music, the
data sto;ed in a primary recording medium such as an HDD
(hard disk drive) of a personal computer is transferred
“to another_rgcording medium used as a sédondary recérding
medium so aé to allow the data reproduced from the
secondary recording medium to be'enjoyed. tit is to be
noted that the content data inclﬁde; musiéal data, video
data, game data. and computer software, which are provided
mainly for distribution,ltraﬁsfer and utilization

purposes.




DA (Conpact Disc Digital Audio) and a DVD (Digital Versatile Disc) or used
. for storing content data downl oaded froman external nusical server or the
like by way of a communication network to the personal25&stabent2805 which:-is
connected to the network. Then, the user connects the personal conputer to
a recording apparatus for recording data onto the secondary recording
medi um and copies or noves content data fromthe HDD to the .secondary
recording nedium In order to enjoy the content data, a reproduction
apparatus is used to reproduce the data fromthe secondary recording
medi um Concei vabl e exanpl es of the secondary recording nediumare a
menory card enpl oyt Hgtis s@fvoritdictiD emmimyed schhes peddaastl nenory, a
m ni di sc used as a magneto- optical disc, a CD-R (CD Recordable), a CD-RW
(CD- Rewr i f@Peyer ol HVs FAM ¢ DV Raip ne gt tess detorsich aadnsf and a
DVD-RW As a recording apparatus and a reproduction .apparatus for the
secondary reewedieed nbdiium padspeet s ydiny meediderswid 8 ol aysr
adaptable to these recording nediunms have been becom ng very popul ar. The-

'2 25 Cctobex POffpaccdrider mngd tdie pidyer aie dasvgnasidinto a variety of
i npl enentations such as a stationary recording/reproduction apparatus and
a portabl eversatile Disc) or used for storing content data

downloaded from an external musical server or the like by

‘way of a communication network tokthe personal computer,

which is connected to the network. Then, the user

connects the personal computer to a recording appératus

for recording data onto the‘secondary recording medium,

-and coples or moves content data from the HDD to the

secondary recording medium. In order to enjoy the content

data, a reproduction apparatus is used to reproduce thé

data from the secondéry recording medium.

Conceivable examples of thé éecondary recording

medium are a memory card employing a semiconductbrumemory

such as a flash memory; a mini disc used as a magneto-

optical disc, a CD-R (cn—Recordabie), a CD~RW (cn— 

Rewritable), a DVD—RAM-(DVD Random—Access Memory), a DVD-

R and a DVD-RW,

As a recording apparatus and a reproduction
apparatus for the secondary recording medium,

- respectively, a recorder and a player adaptable to these

recording mediums have been becoming very popular. The
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recordi ng/ reproduction apparatus. The user can thus record and reproduce
content data by using an inplenentation of the recorder and the player

that is a favorite with the user or matches an appar at23chibeedd§y owned. by
the user. It is to be noted that, when considering such usage of content
data, for exanple, protection of copyrights of the content data nust be
taken into account. Assunme for.. exanple that the user obtains content
data by using a service to distribute the content data or by purchasing a
package mnmedi um contai ning the content data and, after storing the content
data into an HDD, the user is allowed to copy the content data to secondary
recor di ng Weedinder dntchodte anatemidnd i desidied oase,a suahiatsage of the
content data results in a condition in which the owner of the copyright is

not properimplpnErdetteichnd sumtders to stsolMendhi s probl em there have been
proposed a variety of agreements and technol ogies for assuring protection

of  copyr ixgtiesdimdrYargiricath cagnire ippitatanas dHdid dordatae One  of the
agreenents is a standard called an SDM (Secure Digital Misic

Initiativekcordidl/QepoReucQlm Afatanal h presgsbbedahnetjg SDM standard
wll- be ‘described later. At any rate, a content stored in an HDD

record and reproduce content data by using an
‘implementation of the recorder and the player that is a
favorite with the user or matchesjan apparatus already
owned by thé user.

It is to be noted that, when considering such usage
qf content data, for exémple, protection of c0pyrights of
the content data must be taken into account. Assume for . . ...

' example that the user obtains content data by using a
service to distribute the éontent data or by purchasing a
prackage medium containing the.content data and, after
storing the content data into an HDD, the user ié allowed
to copy ;he content data to secbndary recording mediums
without any limitation. In this case, such usage of the
content data results in a condition in which the owner of
the copyright is not properly protected In order to
solve this problem,-there have been proposed a variéty of
-agreeﬁents énd technologies for assufing protection of
copyrights in handling confent déta as digital data. One
of the agreements is a sfandérd called an SDMI (Secure

- Digital Music Initiative) .




enpl oyed in a personal conputer as a primary recording nediumcan be
properly transferred to or recorded onto a secondary recordi ng nedi um
after protection of a copyright and benefits of gener @ Qstbes2086e t aken
into consideration. The benefits include a right to privately copy the
content. Exanples of the content stored in the HDD include a network
content- and a disc content. The network. content is content data
distributed by an external server to the personal conputer by way of
typically a network to be stored in the HDD. On the other hand, a disc
.content is read out from a package recording nmediumto be stored in the
HDD. As described dbteepatbxpmpkesibtdt he phekapeir ecandang wediuprare a
CD-DA and a DvVD. The package recording nediumis nounted on a disc drive
for reprodiesogtdie lditser contenhy Typkcahl yontbatdsserdai ¥8 &8 gpbedded in
t he personal conputer or connected to the personal conputer. Exanples. of

the disc etpilgrddnalnide per@RrRMiguter By bhewmarwherconkhent data is
transferred in-a copy operation froma primary recording nedi umsuch as an

HDD to a sReEREAAN %@owd@@ﬂ'jdw@n%%m%@ oMo AR Gdelr o%tE;E%ny card,
nmeasures are taken to sati sf 25 Cctober 2005 protection of both a
: COpyrights@&@n@aﬁ&i%%h%rgng'&&dﬁhﬁhﬁfter protection of a '
copyright and benefits of general users are taken into
Vconsideration. The benefits include a ;ight to privately
copy the content. Examples of the coﬁtent stored in the
HDD include a network content and a disc content. The
.network,content-is content data distributed by an |
external server to the personal computer by ﬁay of
typically a network to be stored in the HDD. On the other
hand, a disc contént is read out froﬁ a package recording
medium to be étored in the HDD. As described above,
examplés of the package recording medium are a CD-DA and
a DVD. The package recording medium is mounted on a disc
drive for reproducing the disc content. Typically, the
disc drive is embedded in the persdnal computer or
connected to fhe personal computer. Examples of the disc
drive include a CDP-ROM drive.

By the way, when content data is transferred in a
copy operation from a primary recording medium such as an
.HDD to a secondary recording‘medium such as a mini disc

Or a memory card, measures are taken to satisfy.
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In order to satisfy such protection, data is transferred froma secondary
recordi ng mediumconformng. to the SDM standard as follows: A secondary
recordi ng medi um conforming to the SDM standard is asgdfsthber20Be a
recordi ng medi umincluding a nmenory card enploying a sem conduct or nenory
such as a flash nenory in conformty with the SDM standard. Such a
secondary recording nediumis used for storing a content in an encrypted
state. In a primary recording nediumlike an HDD, for exanple, a. content
conformng to the SDM standard is stored in an encrypted state so that
~such a content will be copied to a secondary recording nedium also in the
encr ypt ed Braieetden off fotih 4 corsedigdss angl saprtihattea dogpyrieduct i on _
apparatus provided for such a secondary recordi ng nmediumhas a decryption
function atilgti-ng content data copied to the secondary recording nediumin
an encrypted. state to be reproduced. In a secondary recordi ng medi um
conform ng to thenSbiMiest andaadisayr eaendppgtéocimsh,i agtydes an area for
‘recording a content ID used as an-identifier for identifying each piece of
content datransFe2redrtrabar a20@%cAdeeRt eRlcoldingy gRERNAL ednfermeagh pi ece of

content data stored in the primary recordi ng nmedi um such as an
to the SDMI standard as follows.

A éecondary recording medium donformiﬁg to the SDMI
standard is assumed to be a recording medium including a
mémory card employing a semiconducﬁor memory such as a
-flash memory in conformity with the SDMI standard. Such a
secondary recording medium‘is used for storing a coﬁtent
in an enc;ypted state. In a primary recording medium like
an HDD, for example, a content conforming to the SDMI
standard is stored in an encrypted state so that such a
content will be copiéd to a secondary recording medium
also in the encrypted state as it is.

It~is needless to say that a reprodﬁction apparatué
p;ovided for such a secondary recording medium has a
decryption function allowing content data copied to.the
sécondary recording medium in an encrypted. state to be
reproduced.

In a secondary recording medium coﬁforming to the
5DMI standard; a recording formatViﬁcludes aﬁ area fof
recording a content ID uséd és-an identifier for

identifying each piece of content data.
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HDD enpl oyed in an apparatus for the primary recording nediumand is
stored along with the piece of content data. Wen content data is copied
to a secondary recording medium a content |D identifyPRgob#rdd@ont ent data
is also stored in the secondary recording nedium Content |IDs are used for
managi ng content rights in primry and secondary recording nediuns. A
content right of a content in a.primary recording nediumis a right to
transfer the content fromthe primary recording nediumto a secondary
recording nmediumin an operation to copy the content to the secondary
recording nedium On the other hand, a content right of a content in a
secondary recor dPn§OREGPEMPsis PrREatedr Eprodack Pheceont errntemi the
secondary recording nedium It is to be noted that, in the follow ng

descri pti 64 taa sttogesk dm dhec diawr vd fiegorsl indametdéumosughr pghed from a
primary recordi ng_L mediumto a secondary recording mediumis referred to as
a check- odPP @mptiey edotime @nh apipara tiysafofrerthef pedmeewt rdabad{hg actuality,
a transfer of a right only) froma secondary recording nediumto a '
primary reedddimgnredisumticradkfeloreyl wthastlze pheck-ohH. cn@inOcdober 2005
In accordance with the SDM standard, transfer usage rules are established
~ for check¥hes andtehéckiadat 45 copied to a secondary recording

medium, a content ID identifying the cbntent data is also

stored in the secondary recording medium.

Content IDs are used for managing content rights in

primary and secondary recording mediums. A content right

of a content in a primary recording medium is a right to

transfer the content from the primary reéording medium to
-1 secondary recording medium in an operation to copy the

content to the secondary recording medium. On the other

hand, a content right of a content in a secondary

recording medium is a right to reproduce the content from

the secondary recording medium.

It is to be noted that, in the following

dgscription, a transfer of content data (a transfer of a
right) from a primary regording medium to a secondary

recording medium is referred to as a check-out. On the

other hand, a transfer of content data (in actuality, a
. transfer of a right'only) from a secondary recording

medium to a primary recording medium is referred to as a

check-in.




For exanple, for a piece of content data, only up to 3 check-outs froma
primary recording nediumto a secondary recording nmedium are all owed.
Thus, a transfer right allows the piece of content dat2d Qaebee2005 ansf erred

up to 3 times.. In a check-out, a right is also transferred froma prinmary

recording nediumto a secondary recordi ng medium Thus, the transfer right
in the primary recording nedium now allows the piece of data to be
transferred only up to 2 tines. On the other hand, a reproduction right is
given to the secondary recording nedium In a check-in, on the other hand,
aright is returned froma secondary recording nediumto a primary
recordi ng medi umITTRESOTRESe ¥dirdairer SEYAdistgrdadiduntransésra
reproduction right while one transferred right is restored to the primary
recor di ng WEHUMLSiR B cheektadutishawl fucichatwekins radamchemdraged .f or  each

piece of content data by using a content ID for identifying the piece of

content data. |n abeftedayrle, afeherkebets af preceemf Eont eniniyaip and a
content ID for identifying the piece of content data are recorded onto a
secondary tecordiank-out5s Qotober 200G nyedietordihe medandary wecor ding
mediumis given a reproduction right to reproduce. the piece of content
dat a. secondary recording medium are allowed. Thus, a transfer
right allows the piece of content data to be transferred
'up to 3 times.
In a check-out, a right is also transferred from a
primaryrrecording medium to a secondary recording ﬁedium.
Thus, the transfer right in the primary recording meaium
now allows the piece of daﬁa to be transferred only up to
2 times. On the other hand, a reproduction right is given
" to the secondary recording medium. |
In a check—in,'on the other hand, a right is
retufned from a secondary recording medium to a primary
recordinq medium. Thus, the secondary recording medium
loses.a reproduction right while one transferred right is
restored to the primary recording medium. |
Such check-outs and such éheckfins are managed for
each piecehéf content data by using a content ID for
idenfifying the piece of content data.
In addition, in a check-out, a piece of coﬁteﬁt
data and a content ID fdr-idéntifying'the piece of |

content data are recorded onto a secondary recording
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On the other hand, the primary recording nediumis considered to have
transferred one content ID and | ost one transfer right in accordance with
the usage rules. 1In a check-in, on the other hand, no20émtabat2088ta is
actually returned. Instead, the content data is nerely erased fromthe
secondary recording nedium and the content IDis returned to the primary
recording mediumto increnment the nunber of transfer rights prescribed by
the usage rules by one. The secondary recording nediumloses the
reproduction right to reproduce the content data. As described above,
content data is copied to a secondary recording mediumconformng to the
SDM st anmtktidinin Sheesecyptedys tratce ridd. nige metided iisnigd viele a r ecor di ng
medi um al so. in an encrypted state; and content .rights are managed in the
event of arehesdeduitororrightcheckeéproduoesdenet pipeevert cooicet ddala to be
copied an wunlimted nunber of times and to protect copyrights as well as

t 0 assure drhechy iotatea~ ¢ I itgld findve, useio @i ddenssing, tidre. It is to be
noted, that content data downl oaded from typically an external server to

an HDD seraymgcas:cdl HY iHEiey tree@idinG IR Mdrst 3018 ddy tihgdDD in a
state 8 25 Cctober 2005 .of being encrypted by using a content key CK. In
this Speckﬂkﬁ%&ﬁﬁﬁféQoﬁﬁﬁﬁ% dal & HYFRAIN i8 the usage rules.

In a check-in, on the othef hand, no content data
is acﬁually returned. Instead, thé content data is merely
erased from the secondary recbrding medium, and the
content ID is returned to the primary recording medium to
increment.the number of transfer rights prescribed by the
usage rules bylone. The secondary recording medium loses
the reprodudtion right to reproduce the content data.

As described above, content data is ‘copied to a
secondary recording medium conforming to the SDMI
standard in an encfypted state to be.stored into the
recotding”medium also_in-an encrypted ‘state,; and content
riéhts are managed in the event of a check-out or a
check~in in order to-prevent content data to be coéied an

- unlimited number of times and to protect copyrights‘és
well as to assure the private-copy right of the uéer ét
the éame time.

It is to be noted. that content data downloaded:from
typically an external-sérver.to an HDD serving as a

primary recording medium is stored in the HDD in a state -
8 '




HDD i s assuned to have beén obtained as a result of conpressing original
content data by adoption of an ATRAC3 techni que (or another conpression
techni que) and encrypting the conpressed data A3D by usiSridstabee2®ont ent key
CK. In this specification, notation E (x, y) denotes encrypted data
obtained as a result of encrypting data y by using a key x. On the other
hand, notation D {x, E (x, y)} denoted decrypted data obtained as a result
of decrypting encrypted .data E (x, y).by using the-key x. Thus, the
content data obtained as a result of conpressing original content data and
encrypting the. conpressed data A3D by using the content key CK can be
expr essed Yy RO iBWTRHEK PYAID)Lnch & Mmongenegr KeandK decrypted data
obtained as a result of the decrypting encrypted data E. (CK, A3D) by
using the key CKni$hégpppsséfipgtaonat contebt{ dataEstGKedA3D) theln
addition to the encrypted content data E (CK, A3D) the HDD serving as the
primary r &b disngseediegimtios hagles bagse difterirstdrisng ko=t Gf), which is the
content 9 25 Cctober 2005 -key CK in a state of being encrypted by usi ng a
root key CKRprEsssng oriigeneds eonfteanc dapiae hyc aiopnti otaicd En( CK,
ATRAC3 technigue (or another compression technique) and
encrypting the compressed data A3D by using the content
key CK. 1In this specification, notation E (x, y) denotes
. encrypted data obtained as a result of encrypting data y
by using a key x.
On the other hand, notation D {x, E (X, y}} dencted
decrypted data obtained as a result of decrypting
encrypted data E (x, y) by using the key x.
Thus, the content data obtained as a result of
compressing original'content data and encrypting the
"compressed data A3D by using'the coﬁtent key CK can ‘be
expressed by notation:
E (CK, A3D)
On the other hand, decrypted data obtained as a result of
the decrypting encrypted data E (CK, A3D) by using the
‘key CK is expressed by notation: A
D {CK, E (CK, A3D}}
In addition to the encrypted content data E (CK,

A3D) ,the HDD serving as the primary recording medium is

also used for storing E (KR, CK), which is the content
9




A3D) downl oaded from an external server, for exanple, the encrypted
content key E (KR, CK) is also downl oaded from the server. In this case,
in a check-out of the encrypted content.data E (CK, A3Brtober 2205econdary
recordi ng nedium the encrypted content data E (CK, A3D) and the encrypted
content key E (KR, CK) need to be transferred fromthe HDD serving as the
primary recording nediumto the secondary recording nmedium. The apparatus
~for the secondary recording nedium holds the root key KR for decrypting
the encrypted content key E (KR, CK) to produce the original content key
CK. The content CK is then used for decrypting 'the encrypted content data
- E (CK, A3BeEwn €Fprisdacetiette odf ingiimal econtyerttedddtya uA3Dg lan raotokégnce t'o t he
-wi-l'l of the copyright owner or for a variety of reasons, however, the root
key KR cakRoe Thhangéd. tihatass ©6 sayryatedotokeynKRisan he(sej for each
pi ece of content data. In addition, there is provided a function for
i mposi ng REHr idotindoaded tavgeths eofeenntiedkrdestifbut kgAmbye’ PrAEEssi ng of
the root key KR This function will be described |ater concretely. 10 25
Cct ober 2@0orihied chntent Gages, (datacgal iedaaBoEKBwLERaRLANG oY Bl ock)

is distributed. In addition, in sone cases, a
the server. ‘

In this case, in a éheck—out of the enérypted
content data E (CK, A3D) to a secondary redordihg medium,
the encrypted éontent data E (CK, A3D) and the encrypted
content key E (KR, CK) need to be transferred from the
HDD serving as thé primary recording medium to the |
secondary recording medium.

The apparatus for the secondary recordiﬁg mediﬁm
holds the root key KR for décrypting the encrypted |
content key E (KR, CK) to produce the original content
key CK. The content €K is then used for decrypting the
encrypted content data E (CK, A3D) to produce the
_original content data A3D,.

In accordance'to the will of the copyright owner or
for a variety of reasons, however,.the root ke? KR can be
rchanged. That is to say, a root key KR can be set for
each piece.of content daté.. In addition, there is
provided a function for imposing restrictions on targets
of content distributionIby'pfocessing'of the root key KR,

This function will be described later concretely.
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regular termnal for receiving transferred content data adopts a techni que
for confirmng a root key by using-an EKB. That is to say, an EKB is
distributed froma server to be stored in an HDD al ongs fcteher@iy ypt ed
content data .and an encrypted content key. Consider a case in which a mni
~disc (or a magneto- optical disc), which has been becom ng very popular, is
used as a secondary recording nediumin a. mni-disk recording apparatus
conformng to the SDM standard. In this case, encrypted content data E
(CK, A3D) transferred to the mni disk in a check-out is stored in the
mni disk in an encrypted state as it is. Then, in a reproduction
- operation, the niThiusdi §k spaeordsrg,apparatudledntar BKBY (EQabben§DM
standard decrypts the encrypted content data E (CK, A3D) to produce the
content ddtey BYcoKk) B O4stASDjted A3Dn wHidehiba,t he semtefksdat ag
conpressed by adoption of the ATRAC3 conpression technique. Then, the
M ni - di sk meepdrati ngrrapEdr dldis reaidiivas0 Wrak sFadeie Idnned tdeaedi Nng process
on the conpressed content data A3D to output reproduced data such as '
musi c. | N aalapity aditsehusethd Foan condiRafin gTaNirodhs & ell 135 193 habgh 2005
system which has been beconm ng popular too, on the other hand, data is
stored noERB1 amhefciypt8dssyat &n BRESisaFistributed from a server -
to be stored in an HDD'along with encrypted content data
~and an encrypted content key.
Consider a case in which a mini disc (or a magneto-
roptical'disc), which has been becoming very popular, is
used as, a secondary recording medium in a mini-disk
recording apparatus conforming to the SDMI standard. In
this case, éncrypted content data E (CK, A3D) transferred
ﬁo the mini disk in a check-out is stored in the mini
disk in an encrypted state as it is.
Then, in a reproduction operation, the mini-disk
recordinq apparatus conforming to the SDMI standard
decrypts the encrypted content data E (CK, A3D) to
produce the content data D {CK, E (CK,'ASD)} = A3D, which
. is the content data compressed by adoption of the ATRAC3
compression technique. Then, the mini-disk recording
apparatus carries out a predetermiped decoding proceés on
the compressed content data A3D to output reproduced data

such as music.

In a mini disc used in an ordinary mini-disc
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a mni-di sk reproduction apparatus, the mni-disc system naturally does
not have a decryption function. As a result, content data recorded in a
mini disk by the nmini-disk recording apparatus conf or & Rgtobes 200  SDM
standard cannot be reproduced by nost 'of mni-disc players, which do not
conformto the SDM standard. That is to say, the content data recorded in
‘a mini disk by the mni-disk recording apparatus conforming to the SDM
standard is not reproduction-conpatible with the mni- disc players. This
means that correct use of an SDM content purchased by the general user is
limted and the value of the service to provide an SDM content .to-the
ordi nary aysdiemas widldh dss rears drdcomdegr eepafl asattiosf,achi ahewbtthert he.
service are hence reduced considerably. In order to solve the problem
descri bed hednol,e daitie d s rseooredi Mm@ tofer ani emctepeely stareSDMheoNtent to a
secondary recordi ng medi um such as a mni disc nounted on a mni-disk

recor di ng aapdariadis kn ek peediietiong appaiie usSDvheshandandsct BosBBM content
is decrypted so that the content can be stored in the mni disk in an '

unencrypt edtushallg dselt nbt hhZe2d Qe i1280Fuhbt3dgh a copy operation
can be carried out, however, it is posSible to copy content data with
ease. ' As a result, content data recorded in a mini disk '
by the mini-disk recording apparatus conforming to fhe
SDMI standard cannot be reproduced by most of mini-disc
playvers, which do not conform to the SDMI standard. That
is to say, the content data recorded in a mini disk by
_the mini-disk recording apparétus conforming to the.SDMI
‘standard is not repfoduction~compatible with the mini-
disc players.
This meansrthat correct uée of an SDMI content
purchased by the genéral user is limited and the value of
the service to proﬁide an SDMI content to the ordinary
user as well as the user’sAdegree of satisfaction with
the service are hence reduced considerably.
In order to solve the problem described above, in a
recording operation to copy an SDMI content to a
secondary recordiﬁg medium such as a mini disc mounted on
"a mini—disk recording apparatus not conforming to the -
SDMI standard, the SDMI content is decrypted so that the
content can be stored iﬁ the'mini disk in an unencrypted

state as it is.
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Such a copy operation also | eaves roomfor possible illegal copies,
resulting in a fear of inpossibility to inplenment copyright protection,
which is the original objective of the SDM standard23Qstaberd@5t o sol ve

t he probl em descri bed above, as a method of transferring content data, the
applicant of a patent for the present invention has proposed a content
transfer technique described as follows. In an operation to transfer
content data, a data transfer apparatus serving as a
pri mary-recordi ng- medi um apparatus authenticates a data-recording
apparatus used- as a secondary-recordi ng-medi um apparatus to .serve as a
transfer destinaffoRUchf at Represnerasiorheanubtenarcaedonutis OK, the
~transfer of the content data is allowed on the condition that the content
provi der (fRSvess tilte iscoppsiigie denecpyvappneees dacat wandf emseThen, the
content data is transmtted .in an encrypted state through a transm ssion
i ne' and Surd encoppt egecarttiont adavalecasesdeopyptted bekernelbei ng stored in
a secondary recording nedium In addition, rights are managed for -
check- out s.1drgjadheckiiens. resutlhisgway, askeae aff QpebakiBA1LeyCeRY and
record 13 25 Cctober 2005 content data in an unencrypted state is
‘perm ttedimplementonveRirente pbsoebterisd,tanihe Yseknw LRt LLesing the
' " objective of the SDMT standard.
In order to solve the problem described above, as a

method of transferring content data, the applicant of a

patent for the present invention has proposed a content

transfer technique described as follows.

In an operation to transfer content data, a data

transfer apparatus serving as a primary-recording-medium

apparatus authenticates a data-recording appératus used -

as a secondary—recording—medium apparatus to serve as a

transfer destination. If the'result of the authentication

is OK, the transfer of the content data is allowed on the

condition that the content provider (such as the

copyright owner) approves the transfer. Then, the content

data is transmitted. in an encrypted state through a

transmission line and the encrypted content data is

decrypted before being stored in a secondary recording

medium. In addition, rights are managed for check-outs

and check-ins.

In this way, since an operation to copy and record

13




function to protect a copyright. However, such a transfer technique has the
fol l ow ng problems. By using a mediumsuch as a mni disc, which has been
becomnmi ng popul ar fromthe beginning,, in a check-out aadctnber208heck-in of
an SDM content, a content ID cannot be recorded on the mni disc for sone
reasons. The reasons: include the fact that the mni disc does not have
an area for recording a content ID and the fact that the cont enporary

m ni-disc recorder does not have a function for managing content |Ds. For
exanpl e, an area for recording content IDs can be newly provided in a

U- TOC, which is _a managenent area on a mni disc. Wen the conventional

m ni - di sc geomTderdatpdat e turend TR af teratoe riee qrakinmg: oid amad ting
operation, however, the content IDs will be lost. That is to say, in an

attenpt tacoffeariamre i< amftanc tnd hes dis eri tHyau ghb corpatidi ity with
t he conventional apparatus, content |IDs cannot be managed on the mni-disc

si de. Because:tilm G_Qﬂtl;&miteldasac rikft .. managed, then the check-in cannot
be managed. In the secondary recording nmedi um such as the.nini 14 25

Cct ober 2005 di sgoweBethesabhern handssbt hgcaaaaugl faborggnerate a content
1D to be used as an |dent|f| er of each content

following problems.

By using a medium such as a mini disc, which has
been becoming popular from the beginning,-in a check;out
and/br a check—-in of an SDMT conteht, a content Ichanhot
be recorded on the mini disc for some reasons. The
reasons. include the fact that the mini disc does not have
an area for recording a content ID and the fact that the
contemporary mini-disc recorder does not have a fuﬁction
for managing content IDs.

For example, ah area for recording content IDs can
be newly provided in a U-TOC, which is a management area
on a mini disc. When the conventional mini-disc recorder
updates the U-TOC after.a recording or an editing
operation, however, the content IDs will be lost.

That is to‘say, in an attempt to offer more

.convenience to the user through compatibility with the
convéntiqnal apparatus, content IDs canndt be managed an
the mini-disc side. Because the content IDs.cannot be
maﬁaged, then tﬁe check—-in cannot be managed.

In the secondary recording medium such as the mini
14 '
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data fromtypically the content data itself. In order to generate a content
| D of data content recorded on a mni disc, however, it is necessary to
seek the disc for a portion of the data content and rekdateber 260he porti on
fromthe disc. Thus, there is raised a problemthat it takes tine to
generate a content ID. In addition, even if a content IDis generated in a
secondary recordi ng nedium such as the mni disc, the generated content ID
may not match a content ID generated in a primary recording nmedium As a
result, nmanagenent of content IDs is inpossible. Disclosure of Invention
It is thusli®e,objpetheopthaer dxampl dtedisogiosenblef to hgengrragsed i nventi on
addressing the problens descri bed above properly nmanaged transfers of
cont ent d#cateatweBnta g ivesmdy asesnr iemt itidiumfardch secosdary recordi ng
medium for recording content data in an unencrypted state in order to
make procekdiendronr eyeicakl erithe laengeoor daheeimséhf a first aspect of the
present invention, there is provided a data transfer system conprising a
data transfer apparardsr divd gengabselsd 25nCeniobEl FDEBtrecontdeny appar at us
wherein: the data transfer apparatus conprises: primary-recording-nedi um
driving neansdédron ecaridiingiand hepeveuci iy idatrecestsargntdof seak

the disc for a portion of the data content and read out

the portion from the disc. Thus, there is raised a

problem that it takes time to generate a content ID. 1In

addition, even if a content ID is generated in a

secondary recording medium such as the mini disc, the

generated content ID may not match a content ID generated

in a primary recording medium. As a result, management of -

content IDs is impossible.

Disclosure of Invention

It is thus an object of an example embodiment of the
present iqvention addressing the problems described above
to properly managed transfers of content data between a
primary recording medium and a secondary recording medium
for recording content data in an unencrypted state in order
to make processing more efficient.

In accordance with a first aspect of the present

"invention, there is provided_a data transfer system

comprising a data transfer apparatus and a data-

15




a primary recording mediun storage controlling neans for controlling the

primary-recordi ng-nmediumdriving neans to store content data in an

encrypted state and a first content identifier generafe@coltrd@8fy to the
content data onto the primary recordi ng medi ung comuni cation neans for
carrying out a variety of data conmunications including transfers of
content daF§CRFCHRSG FPRFIEYS AR ER1BppARSt (&t aarfdary er - management
means for managing rights to transfer content data and for nmanagi ng

transf er raghegadfiscoranti skt a privady-recansfierg-ectdinm decondar y
recording. mediumby using a generated table for associating the first
content igeahif ifelr Wddy i ises oaed coabeBluicdant idhiey JBceiued rfsmam the

dat a-recordi ng apparatus and generated by the  data-recordi ng apparatus for
t he conten - I g Lt at a-recar.di_ ng appar at us,

wher eas thé Eggﬁlg?%%%ér%l%;%%%{ﬁ%’cgir:r%rqlgges:C%élgrrrr?ur%ilcna(fi%én)&sﬁeans for
carrying out data,co ni cations jncluding exchanges of content data with
the data t gﬁsf:@Pt&ﬁgg‘rié‘t%éfhesM¥¥?F@€8FHPH§-‘M% A e means for
recordi ng and reproducing data onto and 16 25 Oct ober 2005 fromthe
secondary Feedfditag siedicumordenttypidba heans kocrygeedy pttiaty encd ypt ed
content data received fromthe data transfer apparatus, putting the

content dafarst aontent identifier generated uniquely to the

content data onto the primary recording medium;
communication means for carrying out a variety of data
communications including transfers of content data with
~the data transfer apparatus; and transfer-management
means for managing rights to transfer content data and
for managing transfer rights of content data already
transferred to a secondary recording medium by using a
generated table for-associating the first content
identifier with a second content identifier received
from the data-recording apparatus and generated by the
‘data—recording apparatus for the content data already

transferred to the data-recording apparatus, whereas

the data-recording apparatus comprises: communication
means for carrying out data communications including
exchanges of content data with the data transfer
 apparatus; secondary-recording-medium driving means for

recording and reproducing data onto and

16




unencrypted state; recording controlling neans for controlling the
secondary-recordi ng-nediumdriving neans to record the encrypted content
data decrypted by the decryption neans onto the secondaiGetabec¥08li ng
medium identifier generation neans for generating a second content
identifier of the content data fromthe content data in the unencrypted
state; and identifier-transm ssion controlling neans for requesting the
comuni cati on neans to transmt the second content identifier generated by
the identifier generation neans to the data transfer apparatus. In

accor dancer e tthea secepfar asprearding hedprms edecrypivient inganst fere i s

provi ded a data transfer apparatus conprising: primary-recordi ng-medi um
drivi ng niReyEtomng cacsvareqd eemterprdducinegedarcd dnow thd fattm a prinary
recordi ng medi um storage controlling means for storing encrypted content
dat a and §faxifegompearatdent Poteing gemereargdritnetentthyahor the content
data onto said primary recording nmedium conmunication neans for carrying
out a vamngrypitedasadatemuoatendinhscantoialdiing meansf éos of . content data
wi th an external data-recording apparatus; and transfer nanagenent neans

for managidiy-idighing thet sapshdarycoeterdirgntmeddnd el vimgageagsttansf er

rights of content 17 25 QOctober 2005 data already transferred to said
ext er nal - XRAGET dd6r énAgyPhpParen tenthydalsi nigcaygeadryethe abl e for

associating said
decryption means onto the secondary recording medium;

‘identifier generation means for generating a second content
identifier of the content data from the content data in the
‘unencrypted state; and identifier-transmission controlling
means for requesting the communication means to transmit
the second content identifier generated by the identifier
generation means to the data transfer apparatus.

In accordance with a second aspect of the present
invention, there is piovided a data transfer apparatus
comprising: primary-recording-medium driving means for
recording\and reproducing data onto and from a primary
recording medium; storage controlling means for storing
encrypted content data and first content identifier

- generated inherently for the content data onto said primary
recording medium; communication means for carrying out a
variety of data communications including transfers of
content data with an external data-recording apparatus; and
transfer management means for managing rights to transfér

- content data and for managing transfer rights of content

17




first content identifier with a second content identifier received from
sai d external data-recording apparatus and generated by said

dat a-recordi ng apparatus for said content data alreadytQnbsf¥fed to said
data-recordi ng apparatus. In accordance with a third aspect of the present
invention, there is provided a data-recordi ng apparatus conpri sing:

communi cation neans for carrying out data comrunications i ncluding
exchanges of content data with an external data transfer apparatus;
secondary-recordi ng- nmediumdriving neans for recording and reproducing
data ont@Rehdlieedva trepehgargdr eeosai dhgeredinah ddéeryptbodingeans for
decrypting encrypted content data received from said external data

transf er ppEradtuss Pypuwstinagasetdecomeentablgatiord msswcantnopypaed st at e;
recording controlling nmeans for controlling said

secondar yt¥edorcdintgnveddent df i or ngl threareedand ecoténsaiideshtfypt ed cont ent
data decrypted b sai d decryption neans onto said 'secondary recording
medi un - FRREGHVES drogeseidt fuhe mrahsdd oy nymeeddmiongpeacehtienandi denti fi er
fromsaid content data in said unencrypted state; and

i denti fi FRN9TRYSH $¥i 6RidoAe ot Feegrdmunarraratueqdest sagdsaputent

communi cation neans to transmt said content identifier generated by said
i denti fi efetFeddirspiigntiaanservedaie wdddadladacardiagséppanppas at us. 18 25

Cct ober 2005 I.n the exanpl e enbodi ment, the identifier
: In accordance with a third aspect of the present

invention, there is provided a data—recording apparatus
comprising: communication means for carrying out data
communications including exchanges of content data with an
exte:nal,data transfer apparatus; secondary-recording-
medium driving means for recording and reproducing data
onto and from a secondary recording medium; decryption
means for decrypting encrypted content data received from
said external data transfer apparatus, putting said content
data in an unencrypted state; recording controlling means
for controlling said secondary-recording-medium driving
means to record said encrypted content data decrypted by
said decryption means onto said secondary recording medium;
identifier generation means for generating a contenf
idehtifier from said content data in said unencrypted
state; and identifier-transmission controlling means for
reqguesting said communication means to transmit said
content identifier generated by said identifier generation

means to said external data transfer apparatus.

18




generati on neans generates a second content identifier of content data by
carrying out a process using partial data  extracted fromthe content data
at a sanpling point deternmned on the basis of the | e2§Cstobér 20h2 cont ent
data. In the exanple enbodi nent, the partial data is extracted from one
sanpling point other than the beginning and the end of the content data or

a plurality of S%Frxplt;h%ge%%h L %t %%r &}ng%r% ttgwﬁerli %glﬁbg%{aand the end of

the content data he "éXa I ment data is received:
froman ex data transfer ar at us identjfi er atl n neans
extracts pégrtll a?tﬁa?am%?nss%%ﬁ%g Pot n?éc??lgaﬁ%ﬁ%%tfjr‘gﬁ?‘? nt data
obt ai ned as rgsg % of a decr%}lﬁ)tl on process carried out by the

decrypti onc% k) ? FePY hedFEY %‘Ftt%epﬂ%ﬁ‘?ﬁlit?wgpﬁ’%‘é‘é%%ll%a%% or ed,

onto the secondar cording nmedium and carries out the process using the
extract ed %}éFW%F F%‘“t%h%eﬂ%‘?%?%t a0t otrBR LA I er. After the
processing to recei ve the content data fromthe external data transfer
appar at us §&t "E‘:%‘nglll%‘fie%fﬂ e Pyehtief efbe temarh sef orheorerednt mpieans
controls the communication mneans to transmt the second content identifier
generated by thelRdenei ¢xerPhenerlaeibrenbanshe opabhelahtdata absfer

apparatus. 19 25 Cct ober 2005
extracted from one sampling point other than the

beginning and the end of the content data or a'plurality
-of sampling points other than the beginniﬁg and the end
of the content data.

In the example embodiment, when content data is
receivéd from an external data transfer apparatus, the
identifier generation means extracts partial data of
sampling points in advance from the content data obtained
as a result of a de;ryption process carried out by the
decryption means before the result of the decryption
process is stored, onto the secondary recording medium,
and carries out the process using the extracted partial

" data to generate a second content identifier. After the
processing to receive the content data from the external

_.data transfer apparatus is completed, the identifier-
transmission controlfing means controls the communication
means to transmit the second content identifier generated
by the identifier generation means to the data transfer

apparatus.

19




In the exanpl e enbodi ment, with the secondary recording nmediumfor

recordi ng contents nounted on the data- recording apparatus, the
secondary-recordi ng- medium driving means reproduces pabtUctberfda of
sanpling points for each of the contents recorded on the secondary

recordi ng nmediumand stores the partial data into a storage means in
advance. @ Wen a request for a second content identifier of a particular
one of the contentIs recorded on the secondar recording mediumis received
from the external @attget FARSP &Y e‘gﬁ?&“ﬁ”&, “%EE Hieri§gane®Igener at i on neans
generates the requested second content identifier of the particul ar
content by SCEFRIARJIUHT, ToroE8S S iR h FPrhent &l m@f&i‘t@dopnsg%lﬁfg?‘ poi nt's
already stored in the storage nmeans, and the identifier-transnission
control nedRSCEIHIT GIPPAEREUS ¢ dHfumeEanPahY nearrr digarmadswnt dxheingecond
content  identifier generated by the identifier generation neans to the
dat a transTeprNaphRPEAdISes parhéabxdiipt ©femeonilieatpoiad safoal eaehatf ve, ‘with
t he secondary recording nmedi umfor recording contents nounted on the

dat a- r ecor @hAgcapirirtat recorfed set dldaspconds oy diswpmEdioumeditiargl neans
reproduces partial data of sanpling points for each of the contents
recorded oAt¢hes Wergrdariylr debadinge nedittmagendiebne ideativdnes. generati on
means generates a second content identifier of each of the contents by
carryi ng otWhen provpsstudiorgapaetomd cattenf id@ntifier of a

particular one of the contents recorded on the secondary

recording medium is received from the external data transfer
apparatus, the identifier generation means generates the
requested second content identifier of the particular content
by carrying out a process using partial data of sampling
'points already stored in the storage means, and the
identifier-transmission control means controls the
‘communication means to transmit the second content
identifier generated by the identifier generation means to
the data transfer apparatus.

In the example embodiment, as an alternative, with
the secondary recording medium for recording contenté_
mounted on the data-recording apparétus, the secondary-
recording-medium driving means reproduces partial data of
sampling points for each of the cqntents recorded on the
secondary recording medium, and the identifier generation
means generates a second content identifier of each of the

contents by carrying out a process using partial data of

20



25 Cctober 2005 sanpling points, storing the second content identifiers in
the storage neans in advance. Wen a request for a second content
identifier of a particular one of the contents recorded5§etobhs20§&condary
recording nediumis received fromthe external data transfer apparatus,
the identifier- transm ssion controlling neans controls the comunication
nmeans to transmt second content identifier of the particular content

al ready stoesgliingt heistey ageoneansthe sébendatentsmnsi@enappbeas usn | n
accordance with a fourth aspect of the present invention, there is

provi ded atbat atoaaggenemts mbt hodvince . Memegh ng teQnsderféi ¢htSe@ng
encrypted content data .recorded on a primary recording nediumto a

secondary coetenti hgemedi iy dhes dadar NenegenEn sethed compisd ng the
steps of: managing rights to transfer the content data by associating the

content dat@cyrdddachifisé S RMry dRSESHPLRY WeDaRted fQie {gy content
data; managing transfer rights of content data already transferred to the

secondary fe6Rrahadeflshium hy.usi iighds generated dabl & for; g Assoeiating a

first content identifier with a second content i1dentifier received froma

"secondary-iﬁ&%ﬂié&ﬂ%ﬁ@&ﬂ%ﬁ%@a@% acgjgé é’ycd%/ré}rﬁﬁiec%%%do%{ y

recordi ng- nmedi um apparatus for the content alrea ransterred to

the secondadyn eCordiNes B0 UBARPAU Attt |{LdAG AAMRIL (§ipodi ment, the

right to transfer
' particular content already stored in the storage means to

the data transfer apparatus.

In accordance with a fourth aspect of the present
invention, there is provided a data management method for
manaqiﬁg transfer rights of encrypted cohtent data
recorded on a primary recofding medium to a secondary
recording medium, the data management method comprising
the steps of: managing rights to transfer the content data
by associating the content data with a first content
descriptor generated for the content data; managing
transfer“rights of content data already transferreé to the
.secondary recording medium by using a generated table for
associating a first content identifier with a second
content identifier received from a secondary-recording-
medium apparatus and generated by the secondary recording-
medium apparatus for the content-data already transferred
to the secondary recording-medium apparatus.

In the example embodiment, the right to transfer

21




21 25 Cctober 2005 encrypted content data is managed by controlling the
nunber of tines the content data can be transferred to the secondary
recording medium In addition, in the exanple enbodi mem Octdber 2005
secondary-recordi ng- medi um apparatus is requested to transmt a second
data identifier of content data stored in the secondary recordi ng nmedi um
of the secondary- recordi ng-nedi um apparatus when the reproduction right of
the content data owned by the secondary recording nedium.is lost, and the
transfer right of the content data is updated by collation of the second
dat a i denteinfcirgptby c¢wmftamnt ndate tie mabkgedatlay |corttheléianpl enenbodi ment,
a second content identifier of content data is generated by carrying out a
process ugiumypeparti af inget atlext cavtedt f defat lhancdrt entandizdm@reat @0 sanpl i ng
poi nt determ ned on the basis of the Ilength of, the content data. In the
exanpl e efbediementdatherpartdialg detcdurs extracted from one sanpling point
ot her than the beginning and the end of the content data or a plurality of
sanpl i ng . poi nt $n cidvbirt itdman ithéhbegikamphg amobd heerend.tief t he cont ent _
data. In the exanpl e enbodi nent, when encrypted content data is received
and decr ypteonhdarbecstcord@dgrneditiheapparatus is requested to

transmit a second data identifier of content data stored
in the secondary recording medium of the secondary-
recording-medium apparatus when the reproducfion right of
the content data owned by the secondary recording medium
is lost, and the transfer right of the content data is
updated by collation of the second data identifier by
referring to the table data.-

In the example embodiment, a second content
identifier of content data is generated by carrying out a
Pprocess using partial.data extracted from the content
data at a sampling point determined on the basis of the
length of the content data.

In the example embodiment, the partial data is
extracted from one sampling point other than the beginning

- and the end of the content data or a plurality of sampling
points other than the beginning and the end of the content
data.

In the example embodiment, when encrypted content
data is received and decryptedlto be stored into the |

secondary recording medium, partial data of sampling points

22




secondary recording nmedium partial data of. sanpling points 22 25 Cct ober
2005 is extracted in advance fromthe content data obtained as a result of
a decryption process before the result of the decrypti2d®cpboc®8% is stored
onto the secondary recording nedium and a process using the extracted
partial data is carried out to generate a second content identifier for
the content data. In the exanpl e enbodi nent, partial data of sanpling
points is extracted for each of the contents recorded on the secondary
recording nmedium and the partial data is stored into a storage neans in
advance bef orgractedquest adfanca Semornthecanneérnti dehti dhesimdd aparti cul ar
one of -the contents recorded on the secondary recording nmediumis

recei ved fessmtamiext decalypapparatouses Wissf secthe reguést of. tser ecei ved from
t he external apparatus, the requested second content identifier is

gener at edddnyrypdriopn pgooessaispsocesd asicglparddcanddataretosaimyi ng poi nts

already stored in the storage neans, and transmtted to the .external
appar at usnedinnt,henegx anplrecesbods iment thaasesairaalticer patritve]l dpaatial data of
sanpling points for each of the contents recorded on the secondary
r ecor di ngcamdiedmoius tepgedecate a amstand ewortebntoritentiifdent fét ethd s
generated for each of the contents by carrying out a process using the
partial content data.
In the example embodiment, partial data of sampling

points is extracted for each of the contents‘recorded on

the secondary recording medium and the partial data is

stored into a storage means in advance before a reguest

for a second content identifier of a particular one of the

contents recorded on the secondary recording mediuﬁ is

received from an external apparatus. When such a request

is received from the external apparatus, the reguested

second content identifier is generated by carrying out a

‘process using partial data.of sampling points already

stored in the storage means, and transmitted to the

external apparatus.

In the example embodiment, as an alternative,

partial data of sampling points for each of the contents

recorded on the secondary recording medium is reproduced,

and a-second content identifier is generated for each of

the contents by carrying out a process using the partial

data of the sampling'points, being stored in the storage

-means in advance before a request for a second content
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data of the sanpling points, being stored in the storage neans in advance
before a request for a second content 23 25 Cctober 2005 identifier of a
particul ar one of the contents recorded on the second&5ctobe®005 ng nmedi um
is received froman external apparatus. Wien such a request is received
from the external apparatus, the second content identifier of the
particular content already stored in the storage neans is transmtted to

t he ext er ndldeappdiiatusf Aspdesdrciibad ahever ihet benexanpl ecesbadinent ,
changes in right that acconpany a check-out and a check- in of content data

‘between a daia skerenshery apparding asdiud dat secelesdi fgrapparat us are
managed properly by using first and second content identifiers (content

IDs). In agdietrinan, abperdaig-r aeendisighappaeailds raliso [gerarles @m second
content identifier wth a higher degree of efficiency in the exanple

- enbodi ment £hlr ie&dcPRSAr kPbheAL AL, DERM 8850 Grort diSt A& Anat gy di agram
showing a tree structure of an encryption techni que adopted by an

enbodi ment +gk LR tREESEAT cHMMENH :0%e Bl Cot 028z ahg &%%&%@ n23n

expl anatory di agram show ng an EKB of "t he encryption tec gue a&opted by
the 23a 25;GCt@RREMZPPAY to the external apparatus.

As described above, in the example embodiment,
changes in right that accompany a check—ogt and a check-
in of content data between a data transfer apparatus and
a data-recording apparatus are managed properly by using
firstland second content identifiers (content IDs). In
.additién, the data-recording apparatus also generates a
second content identifier‘with a higher degree of

efficiency in the example embodiment.

Brief Description of Drawings

FIG. 1 is an explanatory diagram showing a tree
structure of an encryption technique adopted by an
embodiment of the present invention;

FIGS. 2A and 2B are each an explanatory diagram

showing an EKB of the encryption technique adopted by the
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enbodiment; FIG 3 is an explanatory diagram showi ng the structure of the
EKB of the encryption technique adopted by the enbodinent; FIG 4 is a

bl ock di agram showi ng the structure of a data transfer2ssysiben2tospl ement ed
by the enbodinment; FIG 5 is an explanatory diagram showi ng typical data
pat hs of an SDM content according to the enbodinent; FIG 6 is a block
di agram showi ng a primary- recordi ng-nedi um apparatus. provided by the
enbodinment; FIG 7 is a block diagram showi ng a secondary recordi ng-nedi um
apparatus provided by the enbodinent; FIG 8 is an explanatory di agram
showing a cluster format of a mni-disk system FIG 9 is an explanatory
di agr am slewkajinemtagrea structure of a mni ‘disk; FIG 10 is an

expl anat ory di agram showi ng U-TOC (user table of contents) sector 0 of a
m ni - di sk systenrFicFl & i$lahseaplaxpkarat @&)ﬁg@b@grsaamh?v\ﬂtﬂa linking in

U- TOC sector 0 of a mni-disk system FIG 12 shows a flowchart

' epr esent isg Ayl hanidiealiion B QGRS LRGSR R e RThetimRa 1 FIG
13 is an explanatory di agram showi ng 24 Cct ober 200 _
by the embodiment; '

FIG. 4 is a block diagram showing tﬁe structure of
a data transfer system implemented by the embodiment;

FIG. 5 is an explanatory diégram showing typical
data paths~of an SDMI content according to the
embddiment; |

FIG. 6 is a block diagram showing a primary-
recordihg—medium.apparatus_provided by the émbodimeﬁt;

FIG. 7 is a block diagram showing a secondary-
recording—medium apparatus provided by‘thé embodiment:;

FIG. 8 is an explaﬁatdry diagram showing a cluster
formatlof a mini-disk system;

FIG. 9 is an explanatory diagram showing én-area
structure of a mini disk;

FIG. 10 ié an explanatory diagram showing U-TOC
{user table of contents) sector 0 of a mini-disk system;

FIG. 1l is an explanatory diagram showing linking
in U;TOCVsector 0 of a mini-disk system;‘-

FIG. 12 shows a floﬁchart representing an
authentication process éccorﬁing to the embodiment;

FIG. 13 is an explanatory diagram showing
24 '




di stributed content data to be transferred and a process to encrypt the
data; FIGS. 14A and 14B are explanatory diagrans showing a typica
encryption techni que adopted by the enbodi mrent and DNKS ({diksbei @5node keys)
used in the technique; FIG 15 is an explanatory di agram showi ng a
procedure adopted by the enbodi nent to decrypt content data; FIG 16 is an
expl anat ory di agram showi ng a check- out control command used in the
enbodiment; FIG 17 is an explanatory di agram showi ng a check- out response
command used in the enbodinment; FIG 18 is an explanatory di agram show ng-a
record- object control comrand used in the enbodinent; FIG 19 is an

- expl anat ogy sdira@ramds keowteg ta d-aeord: ﬂébjte;@tnsrﬁ&ﬁ@as%n@ow@dé%%d in the
enbodi ment; FIG 20 is an explanatory diagram showi ng a check- in control

conmand u&@deh&r?@Q emhodizmant; FIG 21 is an explanatory dlagran1shomnng‘
sub- functions of the check-in control command used in the enbodi nent;

FIG 22 is an exptggat piy £ha9iap §98%§?1§n8@89§ diggﬁgﬁgoé‘ﬁgwﬁﬁrgnﬁnSSUZSd

in the enbodinment; FIG 23 is an explanatory di agram Show ng a
Cect ober ZQoﬁyplcal encryption technique adopted by.the embodiment

and DNKs (device node keys) used in the technique;

FIG. 15 is an explanatory dlagram showing a
procedure adepted by the embodlment to decrypt content
data;

| FIG. 16 is an expianatory diagram showing a check-
out control command used in the embodiment ; |

FIG. 17 is an explanatory diagram showing a checkw.
out response command.used in the embodiment;

FIG. 18 is an explanatory diagram showing a record-
object control command used in the embodiment;

FIG. 19 is an explanatory diagram showing a record-
object.rgsponse command used in the embodiment;

CFIG. 20 ié an explanatory diagram showing a check-
in control command used iﬁ the embodiment; |

FIG.721 is an explanatory diagram showing sub-
functions of the check-in control command used in the
embodiment;

FIG. 22 is an explanatory diagraﬁ showing a checkf
in response command used in £he embodiment;

FIG. 23 is an explanatory diagram showing a check-
25 .




in response command used in the enbodinent; FIG 24 is an explanatory

di agram showi ng an " inclusive log-in control command used in the

enbodi ment; FIG 25 is an explanatory di agram show ng 2actabed 2085 ve | 0g- out
control command used in the enbodinent; FIG 26 shows a flowchart
representing check-out operations carried out by the enbodinent; FIG 27
shows a continuation flowhart representing check-out operations carried
out by the enbodinment; FIG 28 shows a flowchart representing check-in
operations carried out by the enbodinent; FIG 29 is an explanatory di agram
showi ng generation of a content IDin the enbodinent; FIG 30 shows a table

~associ-at i nig nﬁmmﬁn&Id@mmdhdhhﬁxﬁmbpdﬂﬁﬁmhmdﬁﬁﬁeﬁﬂ-ShOWB a flowchart
representing a process to generate a content 'ID for a check-out in the

enbodi nent; Fl GBrc32A4and 32%&5@%5&@\6’9@&5&&%fs%?v%lgngnpfOcesses to
generate a content ID prior to a check-in in "the enbodi nent; FIGS. 33A and

S3B show fHnRIGARES LogPes ekt RIARRSHCS L denall Sifh g{ﬂgf qt, 1D at a

disc insertion tine/la power-on tine in the ment |s an
expl anat ory d'ag?ﬁ@lS@@“&QQaQGegélgH£99§§ aggéram showing an

'inclusive log—out control command u$ed in the embodiment;

FIG. 26 shows a flowchart representing check-out
operations carried out‘by the embgdiment;

FIG. 27 shows a continuation flowchart representing
éheck-out operations carried out by the embodiment;

FIG. 28 shows a flowchart represeﬁting check—in
operétions carried out by.the embodiment;
. FIG; 29 is an explanatory diégram showiﬁg
generation of a content ID in the embodimeht;

FIG. 30 shows é table associating_content IDs in
the embodiment;

FIG. 31 shows-a flowchart representing a process to
generate a content ID for a check—out iﬁ the emboaiment;

FIGS. 32A and 32B show flowcharté representing
proceéses to generate a content ID.prior to a check—in in
the embodiment;

FIGS. 33A and 33B show flowcharts répresenting
processes to generate a content IDlat a disc insertion
time/a power—on time in.the émbodiment; |

FIG. 34 is an explanatory diagram showing
26 .




operations based on a wite protect flag in the enbodinent; FIG 35 shows
a flowhart representing operations to acquire prepaid-iteminformation in
the enmbodinent; FIG 36 is an explanatory di agram showt Qgtober 286Eount i ng.
managenent system provi ded by the enbodinent; FIG 37 is an explanatory

di agram show ng a custoner database provided by the enbodi nent; and FI G
38 is an expl anatory di agram showi ng prepaid- iteminformation according to
t he enbodi nent. Best Mdde for Carrying Qut the Invention A preferred

enbodi nent of the present invention is explained in paragraphs arranged in
the followng order. 1: Tree Structure of Encryption Keys and EKB 2:

Syst em Cordpegtitatdron I3isddhten Rathsi ©f [SMeSont B0y sidh iy pi cal
Configuration of Data Transfer Apparatus (Primary-Recordi ng-Medi um

Appar at us ebd3merit;Typi cal Configurati on of Data-Recordi ng Apparatus

( Secondar y- Recor di ng- Medirum Apparatus or Recordi ng/ Reproducti on Appar at us)

6: Managenment Teghni qye gholknh BPiSGchirtAHReRLIERE AN BERSESSnE7 25
QOct ober 2005 8: Content Encryption Techni que

to acquire prepaid-item information in the embodiment;
FIG. 36 is an:explanatory diagram showing an
accounting management system provided by the embodiment;
FIG. 37 is an explanatory diagram showing a |
customer database provided by tﬁe embodimeﬁt;.and
FIG. 38 is an explanatory diagram showiﬁg prepaid-

item information according to the embodiment.

Best Mode for Carrying Out the Invention

A preferred embodiment of the present invention is
.explained in paragraﬁhs arranged in the following ofder.
1: Tree Structure of Encfyption Keys and EKB
2: System Configuration
'3: Data Paths of SDMI' Contents
4: Typical Configuration of Data Transfer.Apparatus.
(Primary—Recording—Medium Apparatus oi PC}) |
5: Typical Configuration of Data-Recording Apparatus
(Secdndary-Recording—Medium Apparatus or
Re¢ording/Reproducticn Apparatus)
6: Management TechniqUerof ﬁini Disc

7: Authentication Process
27




9: Variety of Conmmands 10: Content Check-Quts/Check-1ns 11: Ceneration and
Managenent Techni ques of Content IDs 12: Content-1D CGeneration at
Check-out and before Check- in 13: Content Wite proteb Oklobg 2005
Accounting-Information Process 1. Tree Structure of Encryption Keys and EKB
First of all, before the transfer systeminpl enented by an enbodi nent of
the present invention is explained concretely, an organization of
encryption keys wused in distribution of contents is described. To begin
with, the follow ng description explains an encryption-key ownership schene
for: devices and a data distribution schenme, which are adopted when
encrypt ed 8 :dafanitendi Ehrirbptédnf Fenrhaigort ent distributor to the devices
each serving as a content tecipient, by referring to FIGS. 1, 2A, 2B and
3. FIG 19:s "aréxplanéit Obymdndgram showing a tree structure of encryption
keys. Reference notations DVOto DV15 at the bottomlayer of the
hi erarchi aal: t ceatehtuchack-ehewnchackt-Gnsl each denote a device on the 28
25 Cctober 2005 content-recipient side. Thus, each |eaf -of the
hi erarchi gal: t¢egeshtU6hUERACREAEEPABAS +OCEHEHUASUBY i 66ntent IDs

12: Content-ID Generation at Check-out and before Check-

in

++ 13: Content Write protect flag

14: Accounting-Information Process.

1: Treé Structure of Encryption Keys and EKB

First of all, before the transfer systeﬁ
implemented by an embodiment of the present invention is
explained concretely, an organization of encryption keys
used in distribution‘of contents is-described.

To begin with, the following description explains
an encryptionukey ownership scheme for:devices and a data
distribution scheme, which are adopted when:encfypted

- data is disttibutéd from a content distributof to ﬁhe
devicgs each serving as a content recipient, by referring
to FIGS. i, 23, 2B and 3. ;

FIG. 1 is an explanatory diagram showing a tree
structure of encryption keys. Rgference notations DV( to

DV15 at the bottom layer of the hierarchical tree

structure shown in FIG. 1 each denote a device on the
28 '




Each of the devices DVOto DV15 is given a set of Kkeys at a manufacturing
time, at a shipping time or thereafter. Stored in a nenory enployed in
each of the devices, the set of keys given to a devic@5ébmbei26§ a | eaf
key assigned to a |leaf representing the device in the hierarchical tree
structure shown in FIG 1 and node keys each assigned to a node between the
| eaf and the root in the hierarchical tree structure. Keys included in
this key set are referred to as DNKs (Device Node Keys), exanples of which
are explained as follows. KOOOO to K1111 at the bottom | ayer of the

hi erarchical tree structure shown in FIG 1 are leaf keys given to the

devi ces DVOI eI qigsivadt isdgley.. KRuss eheh Leef ké&ythssigned to the root
on the top of the hierarchical tree structure. KOto K111 are node keys
assi gned thd eredehigela tseeomd thicsrvarec lriogale sipayels  faooommidie shaldvdmd.ayer. | n
the follow ng description, the node keys may nean node keys including root
key KR assigned Eachhef tbetdevhctheDWbetarptiibalstgeeeft auskurgrshown in
FIG 1, DNKs given to device DVO include a | eaf key KO0O00O, node keys
KOO0, KOOkewd K@ asmamhlfaasuaiheottiley KR a Fheppadeg 29méS oect ober 2005

keys KOOO, KOO and KO and the root key KR, which are included in the DNKs,
are each hekdebyidevi 6@oM@ iR & memory employed in each of the

devices; the set of keys given to a.device comprises a

leaf key assigned to a leaf represénting the device in

the.higrarchical tree structure shown in FIG. 1land node

keys each assigned to a node between the leaf and the

root in the hieraréhical tree structure. Keys included in

this key set are referred to as DNKs (Device Node Keys),

examples of which are explained as follows.

KOOOO to Killl at the bottom layer of the
hierarchical tree structure shown in FIG. 1 are leaf keys
given to the devices DVO to DV15 respectively. KR is the
root key\assigned to the root on the top of the
hierérchical tree structure. KO to Klli are node keys
assigned to nodes on a second hierarchical layer frgm tﬁe
bottom layer.- In the following description, the node keys
may mean node keys including root key KR assigned to the
root.

In the hierarchical tree structure shown in FIG. 1,
DNKs given to device bVO inciude a leaf key K0000, node

keys K000, KOO and KO as well as a root key KR. The node
29 _ :




state of being encrypted by using the |eaf key KO000. By the sane token,
DNKs given to device DVS include a |eaf key KO101, node keys K010, KO1 and
KO as well as the root key KR In the sane way, DNKs g¢gisvembt2008vi ce DV15
include a |l eaf key K1111, node keys K111, K11 and K1 and the root key KR
It is to be noted that, while only 16 devices DVO to DV15 are shown in the
tree structure shown in FIG 1 and the tree structure is designed as a

bal anced right- left symretrical structure having four hierarchical |ayers,
the tree structure may include nore devices and has a configuration with a
l'ayer count varying from portion to portion. In addition, a variety of

i nformati dreyy GUHEES [P0 .aappdtatarsi (thee mafor emmntironeth dgvipes) included in
the tree structure shown in FIG 1 have a variety of recordi ng nmedi uns.
The i nf or natdlomtqer deesien@rappar-atdieady adeligesdddfice g aly 0f types.
The devi ces have recording nediuns such as a DVD, a CD, an MD and a fl ash

menory, Witdtalsr eidiiey eiisgded vy td@,qr%e\ﬂweeqecyf gan, Kaomunted on and
di snounted fromthe devices with a high egree of freedom In addition, a

‘variety of applipgtipe 30me5tOkbabepn2Q0§is8hVEEeS TR .PByEERdEl gFTOr the
i nformati on-processing apparatus. The tfee structure shown in FIG 1 is
used for a leaf key K0101, node keys K010, K01 and KO as well as
the root key KR. In the same way, DNKs given to device
DV15 include a leaf key K1111, noﬁe keys K111, K11 and X1
. and the root key KR. |
It is to be noted that, while only 16 devices DV0
to DV15 are shown in the tree‘structure shown in FIG. 1
and the tree structure is designed as a balanced right-
left symmetrical structure having four hierarchical
layers, the tree structure may include.more devices and
'has.a configuration with a layer count varying from
portion to portion.
Iq addition, a variety of information-processing
apparatus (the aforementioned devices) included in the
tree structure shown in FIG. 1 have a variety of |
recording médiums. The information-processing apparatus
ére devices of a variety of.types. The devices have
recofding mediums such as a DVD, a CD, an MD and a flash
'mémory,-which are either embedded in the devices or can

be mounted on and dismounted from the devices with a high

degree of freedom. In addition, a variety of application
30




distributing contents and keys to the devices carrying out a variety of
applications. In a systemwherein these various information processing
apparatus (or devices) and application exist, |let a grXdpmtdver 265 to

i ncl ude devices DVO, DV1, DV2 and DV3 using the sane recording nedium In
the tree structure shown in FIG 1, the device group is enclosed by a
dashed line. Assune for exanple that, for all the devices, a content

provi der encrypts a content to be transmtted to the devices pertaining to
the group enclosed by the dashed Iine to be used as a content comon to
the devices. In this case, the content provider also transmts contents
keys to theemdeMicesmdo He tmetbdnd fdre ey iiae B keys- v ing t he
devices. Other processing in the data transfer systemincl udes _
transm ssiappanfa@ncr yghed tpagnmentudatiacobheant eat rirees1 fgogsthersdevices to
the content provider, a financial settlenent institution or another

‘enterpri seiiste RRIPIdcIA <THEN 2% 1R LAY e RIAMIAR R AN f i nanci al
settlement institution carries out processing to transmt coIIectlver :

data to thﬁﬂggykg§§£§¥pkg§%$pQﬁagygoq%shed l'i ne, namely, DVO, Dvl1, DvV2 and
DV3. The enterprise 31 25 OCtober 2005 exchanges data with the deV|ces

- which formthe aforegpntLANGHeBLOHPLn AR YLRELLY PhrSHER PLQUPS exists

processing apparatus (or devices) and application exist,
let a group be set to include devices DV0, DV1, DV2 and
DV3 using the same recording medium. In the tree -
structure shown in FIG. 1, the device group is enclosed,
by a dashed line. .Assume for example that, for all the
devices, a content provider encrypts a content to be
transmitted to the devices pertaining to the grouﬁ
enclosed by the dashed line to be used as a content
common torthe deviceé. In this case, the content provider
also transmits contents kéys to the devices to be used by
the devices as keys common to the devices. Other
processing in the data transfer system includes
transmission of encrypted payment data of content fees
from the-dévices to the content provider, a financial
settlement institution or another enterprise. The
entefprise such as'the content provider or the financial

- settlement institution carries out processing to transmit
collectively data fo tﬁé devices enclosed by the dashed

line, namely, DV0O, DV1, DV2 and DV3. The enterprise
| | 31



in the tree structure. shown in FIG 1. The enterprise such as the content
provider or the financial settlement institution, which exchanges data
~with the devices, functions as a nessage-data distri b@iCstobas2088. It is. to
be noted that that node keys and | eaf keys can al so be managed by a single
key management center in an integrated manner. As an alternative, the keys
can al so be-nmanaged by the nessage-data distribution neans, which
exchanges various kinds of data with groups cited above, in group units.
As nentioned above, the nessage- data distribution nmeans is an enterprise
such as a content provider or a financial settlenment institution. A node

key and/ orescifafeKeja@d arirgnerd arhan-ane f; dhe®rmhas,been | eaked.
Processing to renew keys .is carried out ‘by a key nmnagenent center, a

provi der, Fdidianti@nedddgmeng b@ﬁﬁ:'aﬁ%:&oﬂfoéueﬂot?ggﬁggnégiQEESe As is

obvi ous from FI G 1, in this tree structurée, the evi ces, nanely,

DVO V] . 5 D\G, ek SV Ml e 24! gﬁig;aaggﬁggrgHQ% haye, common keys:

node keys KOO and KO an r oot key ni Ng se node and

o et A, SRR g P MR T 5 BRI ST
~only the deyiqessBh SEhLIAY LR SHALe8.7% koY KO0 L1 sell as s
| functions aé a message—data distribution means.

It is to be noted that tha£ ngde keyé aﬁd leaf keys
can also be managed by a single key ménagement center in
an integrated manner. As an alternative, the keys can
also_belmanaged by the message-data distribution means,
which exchanges various kinds of data with groupé cited
above, in group units. As mentioned above, the message-
data distribution means is an enterprise such asAa.
content provider or é financial settlement iﬁstitution. A
node key and/or a leaf key are renewed when one of them
has beenileakéd. Processing to renew keys is carried out
by a key management center, a provider, a financial
settlement institution or another enterprise.

As is obvious from FIG.'l, in this tree structure,
the three devices, namely, DVO, DVl} DV2 and DV3, which
are included in the group, have common keyé: node keyé
K00 and KO and the root key KR. lBy assigning these node
and root keys to the devices‘DVO, DV1, DVZ and DV3 in the

group as keys common to the devices, a common content key
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content key, for exanple, a content key common to the devices DVO DVi,
DVv2 and DV3 can be set for only the devices without transmtting a new
key. As an alternative, a new content key CK is encrypgé@chyen?ddhg t he node
key KOO to produce an encrypted key E (KOO, CK), which is then
distributed to the devices DVO DvVl, DV2 and DV3 by way of a network, or
by using a' recording nmediumfor recording the encrypted key and supplying
the mediumto the devices. In this way, only the devices DVO DvVl, DV2
and DV3 are capable of decrypting the encrypted key E (KOO, CK) by using

t he node key KOO shared thereby as a comon key to produce the content key
CK. Assunecdmdte igrawidbidoayendd athea ddvieds t hat  keys K0011l, k001, KOO,
KO and KR, which -are owned by the device DV3, have been nalyzed.by a

hacker and henceByexpasedgt @hehenhhaekehodknkthi 806as€seilF LS Becessary to
detach the device DvV3 fromthe systemor, specifically, the group

consi sti ngcafrdrte idgyi g R¥QmpIVL, aD\g%r&@qltD\@y Ciogmgt}pq:ro @ pr ot ect dat a

exchanged with the system thereafter. In addition, it Is also necessary to

I
~renew the deyiseK@¥b, K90, K92206 KRB0 ey $KEH0QL, Kih)lOPn K(1)0 and 33
25 Cctober 2005 K(t)FQ respectively and to transmt tﬁe refewed keys
K(t)0011|ﬁéﬁﬂg$s %ﬁ%%%uﬁn@rﬁn@%ﬁt%i%%'%h%e%emkggs E@mﬁntgiternative,
a new content key CK is encrypted by using the node key
KOO to produce an encrypted key E (KOO,.CK), which ié
then distributed to the devices DV(Q, DV1, DVZ2 and DV3 by
way of a network, or by using a'reCording medium for
recording the encrypted key and supplying the mediuﬁ-to
the devices. In this way, only the devices DVO,.DVl, DV2
and DV3 are capable of decrypting the encrypted key E
(K00, CK) by using the node key K00 shared theréby as a
commnon key to producé the content key CK.
Assume that it is discovered at a time t that
keys KOO;l?fKOOI, K00, KO and KR, which are owned by the
device DV3, have been analyzed‘by'a hacker and hence
exposed to the hacker. In this case, it is néceésary to
detach the device DV3 from the system or, specifically,
the group consisting of the devices-DVO, DV1l, DVZ2 and DV3,
in ofder to protect data exchanged with the éystem
thereafter. |

In addition, it is also necessary to renew the keys

K001, K00, KO and KR to keys K(t)001, K(t)00, K(t)0 and
| 33 |




and DV2. It is to be noted that notation K(t)aaa denotes a renewed key of
a key Kaaa of a t generation. It is needless to say that, in a distribution
of a content, node keys and the root key KR nay al so b@S Octohend®® i n sone
cases for a variety of reasons including a desire of the copyright owner
and a state of transmission to the system Thus, when a key is renewed, it
i's necessary. to transmt the renewed key to regul ar devices owning the
.pre-renew key. Next, processing to distribute renewed keys is expl ai ned.
Updat-ed keys are organi zed and transmtted by using a table Iike one shown
in FIG 2A. The table 'is transmtted to a device by way of a network, or
by stori rg(i)ie despestiived yr ecor diong meedinim ahe peaewddngetlde nediumto
the device. The table contains a block data called an EKB ( Enabling Key

Bl ock) |f ®e odayi ecedPdd ,i K (et ached fo)emtohehey se@cas 898¢r bhed above,
“for exanmple, the EKB is supplied to the devices DVO DV1 and DV2. It is to

be noted tdwat ize EKB gontai s 88 PLBELKRYSa0DbAI REd) 2Sa r @sibiss Of
encrypting new keys to b distributed to sonme devices at | eaves of a tree

structureg %%n%@e@pk@966f2goﬁe&'&%a%h%foﬁetsggwgrb@lghe- 1. The EKB is also
referred to as a KRB (Key Renewal Bl ock).

It is needless to say that, ;n a distribution of a
_contept, node keys and the root key KR may also be
renewed in some cases for a variety of reasons inqluding
a desire of the copyright owner and a state of
transmission to the system.

Thus, when a key is renewed, it is necessary_fo
transmit the renewed key to regular devices owning tﬁé
pre-renew key.

Next, processing to distribute renéwed keys is
éxplainedd Updated kéys are organized and transmitted by
using a table like one shown in FIG. 2A. The table is
transmitted to a device by way of a ngtwork, or by
-storing the table in a recordin§ medium and providing the
medium to the device. The table contains a block data
called an EKB (Enabling Key Block). If the device DV3 is
detached from the system as described above, for example,
the EKB is,supblied to the devices DVQ, DV1 and.ﬁvz.

It is to be noted that the EKB contéins enérypted
keYs obtained as resulté of encrypting new keys to be

distributed to some devices at leaves of a tree structure
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.The bl ock data of the EKB shown in FIG 2A conprises encrypted renewed
node keys that can be decrypted by devices needing the renewed node keys.
The typical EKBs shown in FIGS. 2A and 2B are each bl o Giatber 2005 eat ed for
t he purpose of distributing renewed node keys of the t generation to the
devices DVO, DV1 and DV2 in the tree structure shown in FIG 1. Assune
that the keys KOO11l, KOO1, KOO, KO and KR have been illegally exposed to
unaut hori zed person. In this case, the devices DVO and DV1 require renewed
keys K(t)00, K(t)0 and K(t)R whereas the device DV2 requires renewed keys
K(t)001, K(t)00, K(t)O and K(t)R As shown in FIG 2A, the EKB includes a
plurality 1xde efitd \qieebHRREWR KeyS.1 ANTRBCEXBt €d HeBEWedrk8Yedtl tot he
bottom of the EKB is E (KO0010, K(t)001), which is a result of encrypting a

renewed keys KR uengrdihe1J&3f. key KO010 owned by t'he device DV2.
. Thus, the device DV2 is capable of decrypting the encrypted renewed key E

(K0010, K(t)001)chy Wshbg hheal 62f tkeYeRUNEHohY theprdevhge itself to get

-~ the renewed node key K(t)001. In addition, an encrypted Tenewed key E

(K001, sl i sopaate Lo Bohiomgt e 00 22 20
key K(t)0%£éf}ﬁ¥§h %yr%@%%%%sn%%%dg%% %ﬁ%)ggheag%nhode keys. The
typical EKBs shown in FIGS. 2A and 2B are each block data
:c;eated for the purpose of distribﬁting fenewed node keys
of the t generation to the devices DV0O, DV1 and DV2 in
the tree structure shown in FIG. 1.

Assume that the keys K0011, K001, KOO, KO and KR
have been illegally exposed to unauthorized person. In
this case, the devices DV0O and DVl require renewed keys
K(t)00, K(t)0 and K(t)R whereas the device DV2‘requires
renewed keys K(t)001, K(t)00, K(t)0 and K(0)R.

As shown in FIG. 2A, the EKB includes a plurality
Qf'éncryptéd renewed keys. An encrypted renewed key at
the bottom of the EKB is E (K0010, K{t})001), which is a
result of encrypting a renewed key K(t)001l by using the

" leaf key K0010 owned by the device-DVZJ Thus, the device
bDV2 is capéble of decrypting the encrypted renewed ke§ E
(KOOiO, K(t)001) by using the leaf key owned by the
device itself to get the renewed node key K(t)001.

In addition, an eﬁcrypfed renewed key E (K(t) 001,

K{(t)00) on the second line from the bottom of the EKB
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an encrypted renewed key E (K(t)00, K(t)0) on the second |ine fromthe top

~of the EKB can be decrypted by using the renewed node key K(t)00 to get .a

renewed node key K(t)O Finally, an encrypted renewed 28@¢tdber(3606t) O , -
K(t)R) on the top line of the EKB can be decrypted by using the renewed
node key K (t) O to get a renewed root key K(t)R . As for the devices DVO
and DV1, the |eaf keys KOOOO and KOOOl1l as well as the node key KOOO are
not renewed. Thus, only the renewed keys K(t)00, K(t)O and K(t)R are
needed. Therefore, in the case of the devices DVO and DV1, an encrypted
renewed key E (KOO0O, K(t)O00) on the third line fromthe top of the EKB
shown i n Eb@wm2ArncaiGhe ZAdeany peedelbyypsiendgbiyhasiegevhd pedewkey K(t)000 to
get a renewed node key K(t)00. Then, an encrypted renewed key E (K (t) 00
, K(t1)O aewmdeh&esesdnd Oiineof gem theehepeaf nbhe kKB gan) be. demiampt ed by
usi ng the renewed node key K(t)00 to get a renewed node key K(t)O.

Finally, an encrypted reesewadkkeyrE (kKtyh@, K(t)BR) R the tepohhne of the

. EKB can be decrypted by using the renewed node key K(t)0 to get a renewed

root key KihhRrrSm @ascibbedrabayerrbheateybcascPYP My and; y2 36 25
Oct ober . 2005 are capable of obtaining the renewed root key K(tJR It is to

. be noted hat rRder8SnbAe! KdGdki(R) bHe+EKBetNQWPehByed node key

. K(t)0. Finally, an encrypted renewed key E (K(t)0, K(t)R)
on the top line of the EKB can be ﬁecrypted by using the
ienewed node key K(t)0-£o'get a renewed root key K{t)R.

| As for the devices DV0 and DV1, the leaf keyé KOOOO
and K000l as well as the node key K000 are not renewed.
‘Thus, only the renewed keys K(t)00, K(t)0 and K(t)R are
.ﬂeeded, |

Therefore, in the case of the devices DV(0 and Dﬁl,

an éncrypted renewed'key E (K600, K{(t)00) on the third
line from the top of the EKB shown in FIG. 2A can be
decrtheq by using‘the renewed.node key K(t}000 to get a
renewed node key K(t}00. Then, an encrypted renewed'key E
{X{t)00, K(t)0) on the second line frém the top of £he
EEKB can be decrypted by using the renewed node key Kft)OO
to get a renewed node key K(t)0. Finally, an encrypted
rene#ed key E (K(t)0, K(t)R) on the toprline of the EKB
can be decrypted by using the renewed ﬁode'key K{t)0 to
get a renewed root key K(t)R; |

As described above, the devices DV0, DVl and DV2
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FIG 2A are each an absolute address of a |eaf or node key used as a
decryption key for decrypting -an encrypted key on the sane line as the

i ndex. As anot her exanple, assune that the renewed root25 Geeper0D3 R and t-he
renewed node key K(t)O on the high hierarchical |ayer of the tree
-structure..shown in FIG '1 are not required, and only the node key KOO
needs to be renewed. In this case, the EKB shown in FIG 2B can be wused
for distributing a renewed node key K(t)0OOto the devices DVO Dvl and
Dv2. The EKB shown in FIG 2B can be used typically for distributing a new
content key conmmpn to devices pertaining to a specific group. To put it
concr et el ygrd hapidlicces B¥DaitNhg DY arGiewldd3 rpent aicli Rgth .t hec group -
encl osed by the dashed line in-FIG 3 share a recording nmedium and need a

new comMmoris .teOMeemodedy tEBSH thhdekdd st hing 1698, ianehvPked dabanEifK (t) 00,
- CK (t)) and the EKB shown in FIG 2B are transmtted to the devices DVO

DV1, - DV2 and D¢3 aHRe ea@BCPbe@daitad Edakekl) 8¢ aCfebl) byl fogeresul t of

encrypting the new comon content key CK (t) by using a renewed node key

Lo Bl asibcalogsepag 3 SR CULRRRG AR0REEpRade Koy K01
key on the same line as the index. | |
As another example, assume that the renewed root
.key K(t)R and the renewed node kef K(t)0 orn the high
hierarchiéal layer of the tree structure.shown in FIG. 1
are not required, and only the node kef KO0 needs to be
renewed. In this case, the EKB shown in FIG. 2B can‘be
used for distributing a renewed node key K(t)00 to the
devices DV0, DVl and DV2.
' The EKB shown in FIG. 2B can be used typically for
distributing a neﬁ céntent key common to devices
pertaining to a specific group.
Tq_put it concretely,‘the devices DV0, bVl, DVZ and
DV3.peftaining to the group enclosed by the dashed line
in FIG. 3 share a recording medium and need a new cémmon
content key CK (t). In ﬁhis case, encryptéd data E (K
(t) 00, CK (t)) and the EKB shown in FIG. 2B are
transmitted to the devices DV0, DV1, DV2 and DV3. The
encrypted data E (K (t)00, CK-(t)) is a result of
encrypting the new commdn coﬁtent key CK (t) by using a

‘renewed node key K(t)00, which is a result of renewing
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By distributing only the encrypted data E (K (t)00, CK (t)) and the EKE, no
data can be decrypted by ot her devices such as the device DV4 pertaining to
ot her groups. The devices DVO DV1 and DV2 process thesEKBbat®ah in FI G
2B in the same way as the processing of the EKB shown in FIG 2A to get

t he renewed node-key K (t)00 which is used for decrypting the encrypted
data E (K (.t)00, CK (t)) to obtain the new cormon content key CK (t) of
the t generation. As described above, keys are organized to forma tree
structure, and keys are renewed to be distributed to devices by using EKBs
|1 ke the ones explained earlier. By using such a key organization., the
root key dhd nogge kegy K O0dardmmone ewathewdiclr iease Dfvor, avear pgkyanfi reasons
and a content 'in a normal state can be distributed in a flexible manner.
FIG 3 isp&3di agram showi ng a typical format of an EKB. The nunber of node
keys has a length of 4 bytes. A node-key depth also has a size of 4 bytes.
The node-key depyhdissribetnugbenlpf the eceaeshbesl dayers 'P@ Lﬂebo,

hi erarchical tree for a device serving as a destination of the

di stributican (ef) )t BaaEKBe 3&825nECHaker c380BAREKBLYRaSLYNALp has a size
of 4 bytes. It is to be noted that an EKB versioh has a function

devices such as the dévice bDV4 pertaining to other groups.

The devices DV0, DV1 and DV2 process the EKB shown-

~ in FIG. 2B in the same way as the processing of fhe EKB
shown in FIG. 2A to get the renewed node-kev K (t)00
which is used for decrypting the encrypted data E (K
{£)00, CK (t}} to obtain the new common content keleK
(t) of the t generation,.

As described above, keys are organized to form a
free_structure, and keys are renewed to be distributed to
devices by using EXBs like the ones explained earlier.

By using such a key organization, the root key and

‘node keys can be renewed with ease for a variety of
reasons and a content in a normal state can be
distributed in a flexible manner.

FIG. 3 is a diagram showing a typical format of én
EKB. The number of node keys has a length of 4 bytes. A
qode—key depth also has a size df_4 bytes. The node-key
dépth is the number of hierarchical layers in the
hierarchical tree for-a deviée‘serving as a destination

of the distribution of the EKB.
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identifying a nost recent EKB and a function indicating a relation with a
content. Areserved field is an available area. Afield starting froman
offset of 16 bytes is a field for storing the EKB s aéf@alobet@0@5 havi ng a
size of 16 Muyte. The actual data is an encrypted node key or a plurality
of encrypted node keys. These encrypted node keys are the encrypted keys
expl ained earlier by referring to FIGS. 2A and 2B. In addition, the format
i ncludes an encrypted EKB version and an el ectronic signature. The '
el ectronic signature is put by an EKB-issuing office issuing the EKB.
Exanpl es of the EKB-issuing office area key managenent center, a ,content
‘provider and a figrangkal veettibamanto hast ht HikzenorA4dpykes. receing ng an EKB
verifies that the EKB-issuing office issuing the EKB is valid by

aut henti cagd aie alotdre SLONUMIEKB e VP ML | IHALI AN The fol | owi ng
description explains the enbodi ment of the present invention adopting the

key or gani zadroney des o ickest ahovg ¢ IRl o081 2005 'i'nﬁdllcn é:i_i?TiggiaSirT]agr am

showi ng a. typical system configuration. A prinary-recor

appar at us o1t RSRANGS dhddi daha LLanshar (3RRAr aLUSLPLOY feg, by
.area. |
A field starting from an offset of 16 bytes is a
field for storing the EKB's actuai data having a size of
16 Mbyte. The actual data is an encrypted node key dr'a
‘plurality of encrypted node keys. These encrypted node
keys are the encrypted keys éxplainéd earlier by
referring to FIGS. 2A and 2B.
In additioﬂ} the format includes an encrypted EKB
"version and én electronic signatﬁre. The electronic
signature is put by én EKB-issuing affice issuing the EKB.
HExamples of the EKB-issuing office are a kef management
center, a content provider and a financial settlement
dinstitution. A device feceiving an EKB verifies.that the
EKB—issuingqoffice issuing the EKB is valid by

authentication of the signéture.

2: System Configuration
The following description explains the embodiment
of the present invention adopting the kéy organization

described above.
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the present invention. On the other hand, a secondary recording-nmedi um
apparatus 20A corresponds to the data- recordi ng apparatus provided by the
present invention. The primary-recording-medi um appar 88 §staber3985t he
secondar y-recor di ng- nedi um apparatus 20A forma data transfer system The
pri mary-recordi ng- medi um apparatus 1 is inplenmented by typically a
personal conputer. .For the sake of convenience, in the follow ng
expl-anation, by a personal conmputer, the primary- recording-nmedi um
apparatus 1 is neant. However, the prinmary-recording-nedi umapparatus 1 is
not necessarily a personal conputer. In order to carry out operations of

the data transf@I@pparal Us qilaQtaaedHY e Pregaall RY@RON, the
personal conputer functioning as the primary-recordi ng-. nedi um.apparatus

| execut e%@@ﬂg@f@ci&ﬁ.i@lﬁ@ﬁtﬂﬁm R @ dpa3asher g of SDM
content data, which are initiated in the péfggnal coﬁ%ﬁter 1. An HDD 5

enbedded | &b PFcE¥sLANAS Yeradlded 4 o thes £ per sqnal - es as the
pri mary recordiﬁ%540 25 Cctober 2005 neJ?ﬁn1(anJia p |ﬁ§$§*¥§§%¥ding-nedium

dr!Ve.neanﬁaeL#reééhﬁg&ﬁV%ﬂ%gé?H tB%tthWhEE%eEh%a?Q?Sai%e%%ﬁga§§—the

primary recording nediumin the explanation of the". _
recording-medium apparatus 20A corresponds tb the data- |
recording apparatus proﬁided by the.present invention.

_ The primary-recording-medium apparatus 1 and the
secondary-recording-medium apparatus 20A form a data
transfer system.

The primary—recording—medium apparatus 1 is
implemented by typically a personal computer.

For the sake of convenience, in the following
explanation, by a personal computer, the primary-
recording—medium appératus 1 is meant. However, the
primary-~recording-medium apparatﬁs 1 is not nécessarily a
bersonalicomputer;

- In order to carry out operations of the data -
- transfer apparatus provided by the present inﬁentionf the

. personal computer functioning as the primary-recording- .
medium apparatus 1 executes software for implementing
‘accumulation and transfers of SDMI contént-data, which
are initiated in the personal computer lf

An HDD 5 embedded in or externally added to the

personal computer 1 serves as the primary recording
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enbodi ment, a recordi ng nedium functioning as the primary recording medium
is not necessarily an HDD. The primary recordi ng nmedium can be.one of a
vari ety of conceivable recording nediuns such as an opgfDctwberd08T, a
-magnet o- optical disc, a sem conductor nmenory enbedded in the

pri mary--recordi ng- medi um apparatus 1 and a portable .sem conductor nenory
such as a. nmenory card. The primary-recordi ng-nmedi um apparatus 1 is capable
of communicating with a content server 91 through a comunication network
110. Content data such as nusic can be downl oaded fromthe content server
91 to the primary- recordi ng-nmedi um apparatus 1. It is needless to say that
a plural i medifuncoftienta seriverrs -3k dmydhg-eeaiest et ive WeanssQMupAi cati on
network 110. The user of the primary- recordi ng-nmedi um apparatus 1 can

recei ve aisermd ¢R ndtedowhaead whanicoushKinnds afs data hxommany arbitrary one
of the content servers 91. Content data downl oaded fromthe content server

91 to theMeksgnale oML hchican iPe FRNEM 28al3 ¢oRFOLRLNg to the SDM
. Sstandard or coﬁ?ﬂnt dat a Eﬁt céhfoﬁhing to tﬁé SD@I stanggrd. 41 25

Oot Ober 2Qapofikiclis TS 600G LRILTLA0 e GRIA 62t Al pBehupyk 110 s
a wre or radio public conmunication Iine. - As an alternatiVve, a -
transniSS&%QO&B&%gf&%E&GQ ngnot necessarily an HDD. The.primary
rgcording medium can be one of a variety of conceiﬁable
rrecording mediums such as an optical disc, a magneto-
optical disc, a semiconductor memory embedded in the
primaryurecording—medium apparatus 1 and a portable
‘semiconductor memory such aé a. memory card. |
The primary-recording-medium apparatué 1 is capable
of communicating with a content server 91 through a
communication network 110. Confent data such as music can
be downloaded from the'content server 91 to the primary-
recording-medium apparatué 1. It is needleSs to say that
a plurality of‘content servers 91 may be connected -to the
- communication network 110. Theruser of the priﬁary—
' ;ecording—medium appardtus 1 can receive a service to
.dOWnload various kinds of data from anf-arbitrary one of
the content servers 91.
Contént data downloaded from the content servér 91
dto the persconal computer 1 can be contedt;data conforming

to the SDMI standard or content data not conforming: to

the SDMI standard.
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communi cation network 110 can be a dedicated line connecting the personal
conputer 1 to the content server 91. To put it concretely, the _
comuni cation network. 110 can be the Internet, a sat el25iQctoberd®dini cati on
network, an optical fiber network or any other communication |ine. The HDD
5 of the personal conputer 1 can be an enbedded or externally connected
disc drive for driving a packet medium 90 such as a.CD-DA or a DVD, from
which content data such as nusic is reproduced. In the follow ng
description, the packet nmedium90 is also referred to as a disk 90 or a
renovabl e recordi ng nedi um 90. The personal conputer 1 is connected to a
secondar y-r ecor dAngraedinimsdppat Ahus Fa0Ring 208, cbamuhichtieont ent data
stored in.the HDD5 can be transferred. The secondary-recordi ng-nmedi um

appar at us i20Avoark 20B iis & wieeokdi AGdARPBLBIUS @omBuneeaidibnglsgpr oducti on
.apparatus for recording data onto a secondary recordi ng nmedium Thus,

- content dalsaameeaiteedafiem t ke tpensenalsieamyher rbrmGal RGer ecorded onto
t he secondary recording nediumin a copy operation. 42725 COctober 2005

There are canv@hiighyioh e@sRIrkabhe exanBkes 9bgil8ted 1in .

secondar y-recordi ng- medi um appar atus 20A or 20B. In the ?ollomnng

descripti%Bnn@%Wgﬁ%rthEh%e§%%QQ§aE$mb§%QEd&n@b the content server
91¥ To put it concretely, ﬁhe communication network 110
can be the Infernet, a satellite communication network,
an optical fiber network or ény other communication line.

The HPD 5 of the personal computer 1 can be an
embedded or externally cbnneqted disc drive for driving a
packet medium 90 such as a CD-DA or a DVD, from which
chtent data such as music is reproduced. In the
following descfiption, the packet medium 90 is also
referred to as a disk 90 or a removable recording medium
90.

The personal computer 1 is connected to a
secondary-recording-medium apparatus 20A or 20B, to which
coﬁtent_data stored in the HDD5 can be transferred. The -
éeCondary—recording—medium apparatus 20A or 20B is a
recording.apparatus or a recording/reprodﬁction apparétus
for fecording data onto a secondary recording medium.

-,Thps, content data réceived from the personal computer 1

can be recorded onto the secondary recording medium in a

‘copy operation.
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medi um apparatus 20B is a recordi ng apparatus conformng to the SDM
standard. In the secondary-recording-nedi um apparatus 20B conforming to
the SDM standard, the secondary recording nediumis-38$staber3085be a
nmenory card conforming to the SDM ‘standard. Such a nenory card enpl oys a
semi conductor nenory such as a flash nenory. Thus, the secondary- -
recordi ng- nedi um apparatus 20B is a recording/reproduction apparatus for
recordi ng and reproducing data onto and froma nenory card conformng to
the SDM standard. In this case, an SDM content is recorded on the
secondary recording mediumin an encrypted. state. There is created an

i nformati on managérert afrer eavarikctludifngoacedriaene kRampoeedofnthbe
secondary recording nediumconformng to the SDM standard. The. content

1D.is usetbamddri-destdddiaig-imdivienigdad harp 03DMr e .entn «MBen content
data is stored in the HDD 5 of the personal conputer 1, a content IDis

gener at ed sy 1w iaRpldeid igie i, st enthdaded Gt S HRQ riginhe HDD 5

along with the content data.. In addition, check-outs and check-ins 43 25

Cct ober - 205113 JPHAGRG DY 051ing acwmdﬂrlas-aﬁﬁaﬂa%u%s%gﬁ%rmﬁ , When

content data is recorded onto the secondary recording nediumconformng to

‘the SDM stangar &pMh&tandard. '

‘ In the secondary-recording-medium apparatus 20B
'conforming to the SDMI standard, the secondary recording
lmedium is.assumed to be a memory card conforming to the
SDMI standard. - Such a memory card émploys a semiconductor
memory,such as a flash'memory. Thus, the secondary-
recording—medium apparatus_ZOB.is a |
recording/reproduction apparatus for recording and
reproducing data onto and from a memory card conforming

" to the SDMI standard; In this case, an SDMI content is
recorded on the secondaryrrecordinq medium in an
encrypted state.

There is created an information management format
'including a content ID stored in the secondary recording
medium conforming to the SDMI standard. The content ID is
used as an identifier for identifying an SDMI content.
When.content data is stored in the HDD 5 of the personal
computer 1, a content ID is generated by an application
for the content data and stored in the HDD 5 along with

'the content data, In addition, check-outs and check-ins
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content ID of the content data can also be recorded onto the secondary
recordi ng mediumalong with the content data. On the other hand, the
secondary-recordi ng- nedi um apparatus 20A is a data- reééFEWhgfﬁﬁbaratus not
conformng to the SDM standard. Details of the secondary-recording-nmedi um
apparatus 20A will be described |later. The secondary recordi ng medi um of
the secondary-recordi ng-nmedi um apparatus 20A-is used for storing an SDM
content, which requires protection of its- copyright, in an unencrypted
state. An exanple of this secondary-recordi ng-nmedi um apparatus 20A is a
mni disc. Thus, an exanple of the secondary-recordi ng-nmedi um apparatus
20A i s a amenimagiaged dyondhiimgy ceprteductiDen Appasabssumeéd thetfol | ow ng
description, the secondary- recordi ng-nedi um apparatus 20A is also referred

to sinplywhas aongemtdidag/ar apr eddoided appar ahes s2@Andargone cases. In this
case, in order not to lose a function to protect a copyright even if an

'SDM  cont ericor8lingc Alededn icdnddriAeRCkYPLed sbatestataaeast vhe
authentication to be described later is taken as a condition for an

operati onc44+25tOzpober +2@02cheea@P¥athe calMh168NHeNtecOr§8G0BHREY
recordi ng nmedi um of the secondary- recordi ng-nmedi um appar at us 20A |s a
conventi opdlk BRELWALry recording medium along with the content
| dataf
On the other hand,.the secdndary—recbrding—medium
apparatuSVZOA is a data~recording.apparatus not
conforming to the SDMI standard. Details of the.
secondaryjrecording—medium'apparatus 20A will be
described later. The secondary recording medium of the
Secondary—recording—medium apparatus 20A is used for
storing an SDMI content, which'requifes prqtection of its-
copyrigﬁt, in én uneﬁcrypted state. An example of this
secondary—recording—ﬁedium apparatus 20A is a mini disc.

_ Thus, an example of the secondary-recording~medium -
apparatus 20A is a mini-disc recording/reproduction
épparatus. In the following déscription, the secondary-
recording-medium apparatus 20A is also referred to simply
as a recording)reproduction apparatus 20A in some cases.

| In this case, in order not .to lose a function to
protect a copyright even if an SDMT content-is recorded
in ‘an unencrypted state; successful authentication to be

described later is taken as a condition for an operation
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whi ch has been becom ng popul ar. An exanple of the secondary recording
mediumis a nmini disc. However, the secondary recordi ng nedium of the
secondary--recordi ng- medi um appar at us 20A does not - i nébWdmber20as ea for .
storing a content ID. For this reason, a special managenent technique is
adopted for content IDs as will be described later. It is to be noted that
a medium which data is recorded onto and reproduced from by the
secondary- recordi ng-nedi um apparatus 20A, is not limted to a mni disc.
O her secondary recordi ng nmedi uns of the secondary- recording-nedi um

appar atus 20A conceivably include a. .nenory card enploying a

sem conduciorcamnorhe SAMMT asorecerfd .ash .menory, a mini disc functioning as a
magnet o- optical disc, a CD-R (CD Recordable), a COORW(CD Rewitabe), a

DVD-RAM a DVD- RaagdcanB¥RyRWecdRusngt hedisrcerdany- E868hdhpg=edi um
‘apparatus 20A can be any recording apparatus as long as the recording

~appar at us deco reBRAP R dfud @¢Ydiatdisdata ant @ %)ﬁv%eci%atlh%%i&gﬁor di ng
medi unms. The personal conputer 1 is connected to the 45 25 COct ober 2005

Soondar et BB AR Skina0s Ohn 0B LI OF (0o 10,10 8,
standard. ge-driary recording medium is a mini disc. However, the
secondary regordiﬁg medium of the secondary-recording—
medium apparatus 20A does not.include an area for storing
a content ID. For thils reason, a special management
technique is adopted for content IDs as will be deécribed
 late£.

It is to be notedlthat a medium, which data is
recorded onto and reproduced from by the secondary-
recording-medium apparatus 20A, is not limited to a mini
disc. cher secondary‘recording mediums of the secondary-
recording-medium apparétus 20A conceivably include a
.ﬁemory card employing a semiconductor.memory such_as a
flash memory, a mini disc functioning as a magneto-

~optical disc, a CD-R (CD Recordable), a CD-RW (CD
- Rewritabe), a DVD-RAM, a DVD-R and a DVDrRﬁ.. Thus, the
secondary-recording-medium apparatus 20A can be any
recording apparatus as long as the recording apparatus is
- capable of recording data onto any one of tﬁese recording
mediums . | |

The personal computer 1 is connected to the
' 45 |




needl ess to say that another kind of transmission line can also be used as
long as the other transnmission line is capable-of transnitting content
data or the like. Exanples of the other transm ssion Eb@etoher@085 wire
.transmssion line and a radio transm ssion line. 3: Data Paths of SDM
Contents Assune for exanple a. systemlike one showmn in FIG 4. In this
case, data paths prescribed by the SDM standard are shown in FIG 5. It
is to be noted that a nusical content goes through the data path in
processing carried out by the personal, conputer 1, which is provided with
the HOD 5 as the primary recording medium to store the nusical content

onto the H@@dﬁd&fﬂH&ebb&@ﬁhgrmbﬂ&uﬁpﬁb®%EaE%saQ0A€6&e@@@|b PRaLat us such as
t he secondary-recordi ng- medi um apparatus 20A or 20B. In ofher words, the

dat a path%dﬁf%rﬁ1ﬂ@|%6eﬁtQQa%%m§QEHW%r%t%ﬁﬁ%%hegugﬁ LReper gepal conputer
1 to carry out processing to store the musical content onto the HDD 5 or

to transfeinlihereant gat-1L9 fsn%)e%s&e&@ﬁh 138BaLRL IS, A6 th Cﬁobef 2005

" Procedures and processing to store musi cal content "on e HOD 5 or to

- transfer hReagenten, Legatnat XEEB‘EE ARRAKARYS LN gh’&h §88 qgha paths shown

in FIG 5 are enot e er ence no I ons

- can also be used as long as the other transmission llne
is capab;e-of transmitting content data or the like.
'~ Examples of the other transmission line are a wire

transmission line and a radio transmission line.

3: Data Paths of SPMI Contents
- Assume for example a system like one shown in FIG.
4. .In,this case, data paths prescribed by the SDMI
standard are shown in FIG. 5. |
It is to be nofed that a musical content goes
through the data path in pnécessing carried out by the
personal computer 1, which is‘provided with the ﬁDD 5 as
. the primary recording medium, to store the musical_
_ contént onto the HDD 5 or to transfer the content to an
‘external apparatus such as the sécondary—recording—medium
apparatus 204 or 20B. In other words, the data.paths are
limplemented by software executed by the personai computer
1 to carry out processing to store the musical content
onto the HDD 5 or to transfer the content to the external

apparatus.
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foll owi ng description, reference notations DP1 to DP9 are wused to refer to
their respective procedures. In a procedure DPl, content data (network
content) distributed by the external content server 923tEtdbe200per sonal -
"conputer 1 by way of the communication network 110 shown in FIG 4 is
exam ned to forma judgnent as to whether or not the data is.a content
requiring protection its copyright in conformty with the SDM standard. A
network content distributed by the external content server 91 to the
secondar y-recordi ng- medi um apparatus 20A or- 20B can be a content
conformng to the SDM standard (referred to as an SDM -conform ng
content) or a cemberduras Rgdethicegsstiagdaonistdarehe fWicstandard
(referred to as a non-SDM content). An SDM --conform ng content. has been

encrypt ed dpnteaisi Rghio CeHE D kY10 d Nt da ke 2 N iRy QGess, such as a
DES process. Typically, the pre--encryption data of an SDM -conf-orm ng

content i sxangedad GHa- AR caEyRasate DA USINGE CHBESS] ¢t d eahni que
"such as ATRAC3. In this case, the encrypted SDM -conformng content is

expressed A% 2D esy 3008 hdETRIEGNCENOR ARy BHCK txé\%e |7 the

~distributed network content is an SDM - conforning conten e data path

continues dnamfitg HQRAYEIF) ddaAHACGUE R vpl Wi BBt g et work

used to refer to their respectiﬁe procedures;

In a procedure DP1, content‘data (network content)
distributed by the exte;nal content server 91 to the
personal computei 1 by wa? of fhe communication network
110 showﬁ in FIG. 4 is examined to form a judgment as ﬁo
whether or not the data is a content requiring protection
of its copyright in conformity with the SDMI standard.

A network content distributed by the external
‘content server 91 to.the secondary—recording—medium'
'apparatus 20A or 20B can be a content conforming to the
SDMI sta@dard (referred to as an SDMI—coﬁforming content)
or a content having nothing to do with the SDMI standard
(referred to as a non—-SDMI content).

An SDMI-conforming content has been éncfypted by
using a confeﬁt key CK in a key encryption process such
as arDES process. Typically, the pre-encryption data of
an SDMI-conforming content is encoded data A3D cqmpressed
by using a compression technique'suéh as ATRAC3. 1In this

case, the encrypted SDMI-conforming content is expressed
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-content is stored as an SDM content in the HDD 5 serving as the primary
recording device. In this case, the content data is witten into the HDD 5
in the distributed state E (CK, A3D) as.it is. As an abfCetobatd00g, the
content data i's once decrypted before being encrypted again by using

anot her content key CK' to generate encrypted data E (CK', A3D) to be
stored onto the HDD 5. That is to. say, the content key is changed from
CKto CK. If the distributed network content is a non-SDM" , content, on
the other hand, the data path continues -from the procedure DPl to a
procedure DP3, in which a waternmark-check process is carried out. The
wat er mar k-by ateefck-epraxc esstatsicam FCrE@H) ABIPr.ocess based on a watermark. Al so
in the procedure DP3, a watermark-check process is carried out on a disc

content w thout efeehbi dgsthebpteaeduraobRl coAtdhsCigoRheppmirs a content
~read out from a package nmedi um nounted on a drive enbedded in the persona

conput er kofdmiMedodtentdi $he Waltve AN iR st BecRergenal conputer
1. An exanpl e of 48 25 Cctober 2005 thé enbedded drive is a ROM dri ve.

Exanpl es gfrddeRiurRaeiage o edigtdcaatlude s CoyDArang, %PQVRetE%% IS to say,.
for a disc content, which is content . data. not conformng to the SDM
stahdard1c%ntent is stored as an SDMI content in the HDD 5 serving
as the primary recording device.
In'£his case, £he content data is written into the
HDD ‘5 in the distributed state E (CK, A3D) as it is. As
- an alternative, the content data is once decrypted before
being encrypted again by using another content key CK;.to
generate encrypted data E (CK’, A3D) to be stored onto
the HDD 5. That is to.say, the content key is changed
from CK to CK’.
If the distributed network content is arnOn—SDMI
.éontent, on fhé other hand, the daﬁa path continues:from
the procedure DPl to a procedure DP3, in which a
Watepmark—check process is carried out. The watermark-
check process is a séreening process based on a watermark.
Also in the procedute DP3, a watermark-check
process 1is carried guf on a diéé content without
execﬁting thé.procedure DP1. A disc content is a content
read out from a package medium mounted on a drive
embedded in the personai comﬁuter 1 or mounted on a disc |

drive connected to the personal computer 1. An example of
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wat er mar k- check process is carried out. If the disc. content does not pass
t he wat ermark- check process, the data path continues fromthe procedure
DP3 to a procedure ,DP5 in which the disc content is d&&tQsiaberd®85to be a
content that cannot be copied in the data.paths. A variety of conceivable
concrete handlings can be inplenented through the design of software. For
exanpl e, such a disc content is stored into the HDD 5 but treated |ike
content data that cannot be transferred for the purpose of copying or
novi ng the data to another nedium As an alternative conceivabl e handli ng,
such a disc content is not stored inthe HDD 5 in the content processing
conf or m ng:hHeo dntbedslaM datiaeddrsd.a IROM kg ieent epkappisesSofhenwat er mar k- check
process, that is, if an electronic watermark exi sts and a.copy control

bit is comfdckaeed medindi dalcd ddeata @pcoRy andper at7fipen is pernmitted, on the
other hand, the content is determned to be content data that can be

copi ed legally Thatt hist6asgy, t herdat @i pat BosOBAE NURRiILR fsprocedure DP4
forma judgnment as to whether or not the content is to 49 25 Cctober 2005

be handl eqtonh £ ONERICH! hkcWebcolifiSgVos £RAIGpET Wi g, 0p not a cont ent
is to be handl ed as data conformngto the SDM standard’ |s dependent on

the sof t WgLe dfSi-gchBekUpeboetlt 1R0.QkriRg bike:

If the disc. content does not pass the watermark-
rcheck.process, the data path continues from the procedure
DP3 to a procedure -DP5 in which the disc content is
determined to be a content that cannot be copied in the
deta.paths. A variety of conceivable cencreﬁe handlings
can be implemented through,the design of software. For
-example, such a disc content is stored into the HDD 5 but
treated like content data that cannot be transferred for
the purpose of copyiﬁg or moving the data to another
medium. As an alternative-conceivable handling, such a
disc content is not stored in the HDD 5 in the eontent
prodeesing conforming to the SDMI standard.

If the content passes the watermark-check process,
that is, if an electronic watermark exists and a. copy
control bit is confirmed to indicate-that a copy
operafion is permitted, on therother hand, the content is
determined to be content data that'can be copied legally.
In this case, the data path'continuee to a procedure bP4

to form a judgment as to whether or not the content is to
: _ 19 _ .




If the content is not to be handled in conformty wth the SDM standard,
the data path continues to a. procedure DP6 in which the content is treated
as a non- SDM content and excluded from the content-daP cff@’?“l’lzooéonform' ng
to the SDM standard. For exanple, a transfer of the content to a

recordi ng apparatus not conformng to the SDM standard is enabled. If the
content is to be handled in conformty with the SDM standard, on the

ot her hand, the data path continues fromthe procedure DP4 to the
procedure DP2 in which the content data is encrypted and stored into the.
HDD 5 as an SDM content. To be nore specific, the content data is stored
into the HBDandipdall ywomfamiry (Wich ASR) SIME {KdaABD) wekaher | N
accordance with the data paths described above, an SDM network content or

an SDM disc montenforitserst afedto Y thdrdel 6DR S.dMH &b /M8 a3 @ primary
recording nmedium An SDM network content is a content, which is received
f

from t he commsprMRatd tehRtdork deddbaichi Gbendandhsd Jh Lnfgrmty wth
the SDM standard. On the 50 25 Oct ober 2005 ot her an(f] an %VI %di sc

content i sisRLCHEENLg WH ¢hhd S igad out froma disc such as a CD-DA or
anot her nedium and to be handled in conformty with the SDM standard. In
addition, for anygDM\eCeBheBh+ 25CABLERL LD handied in conformity
o with the SDMI standard; the data path continues to a
- procedure DP6 in which the content is treated as a aon—
SDMI content and excluded from the content-data path
conforming to the SDMI standard. For example, a transfer
vof the content to a recafding apparatus not conforming to
the SDMI standard is enabled.
If the content is to be handled in conformity with
the SDMI standard, on the other hand, the data path
continues from the procedure DP4 to the prdcedure DP2 in
which the aontent data ia encrypted and atored ihto‘the
HDD 5 as .an SDMI content. To be more specific, the
content data is stored into the HDD 5 typically in an E
(CK, A3D) or E (CK’, A3D) state.
In accordance with the data paths described above,
- an SQMI network content or an SDMI disc content is stored
intq the HDD 5, which is used:as a primary recording
medium. An SDMI network gontent is a conﬁent, which is

 received from the communication network 110 and to be

handled in conformity with the SDMI standard. On the
50




- uni gque to the SDM content is generated and stored into the HDD 5 al ong
with the SDM content. The content IDis ‘used in usage-rule managenent,
which is executed for each SDM content as will be de2éfciober 08t er. In .
-accordance with a predetermned-rule, an SDM content stored in the HDD 5
is transferred to the secondary-recording--nedium apparatus 20B
conformng to the SDM standard so that the content can be copied to a
.secondary recording nmedium al so conforming to the SDM standard. As
descri bed above, an SDM content can be an SDM network content or an SDM
disc content. In addition, in the case of this enbodi nent, besides the '
secondar y-° thedotdingy- @Hlﬁﬂﬂ%ﬁbﬂ%t%@@g danfeoranmigerntto, tibe c8DMIs st andar d,
the SDM content stored in the HDD 5 can also be transferred to the
secondar y-i&s¢odithgaeediau i sepparcdt ws 2080 eonfaoratiieg: tediive SDM
standard under a predeterm ned condition. First of all, assune that the
per sonal @owpebel hagmidlenyiimg ddnef bR ty iwd tho ruhec tseai Tt @thhﬁa&ﬁcondaW-
recor di ng- medi um appar atus 20B conformng to the SDM 51 25 Cctober 2005
standard. In thi%ncaséjitannSDkbrcant sDmMIstonedntn hheokPbht5rhs transferred
to the secondary-recordi ng-nmedi um apparatus 20B as follows. In the case of
an SDM dusdquententhea SDsHJ@onttledit is generated and stored into
the HDD 5 along with the SDMI content. The content ID is
used in usage-rule management, which is exécuted for each
SDMI content as will be described later.
In accordance with a predetermined rule, an SDMI
content stored in the HDD 5 is transferred to the
secondary-recording-medium apparatus 20B conforming to
the SDMI standard so that the content can be copied to a
secondary recording medium also conforming to the SDMI
standard. As described above, an SDMI content can be an
SDMI network content or an SDMI disc content. 1In additién,
in the case of this embodimeﬁt, besides the secondary-
recording—medium apparatus 20B conforming to the SDMI
standard, the SDMI content stored in the HDD § can also
- be transferred to the secondary—recording—medium
apparatus 20A not conforming to the SDMI standard under a
predetermined conditidn. |
_First of all, assume that the personal computer 1

employing the HDD 5 is connected to the secondary-

pecording—medium.apparatus 20B conforming to the SDMI
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for transferring. the content is determ ned in advance.. In a procedure
DP8,- the transfer of the SDM disc content- according to the usage rule to

- the secondary-recordi ng- medi um appar atus 20B conf or mi A3 Qupben00SDM

standard for the purpose of copying the content to the secondary-
recor di ng- medi um apparatus 20B is recognized. It is to be noted that those
data paths are paths of a check-out or an operation to transfer a content
from the HDD 5 serving as a prinmary recording mediumto a 'secondary
recordi ng nmedi um such as a nenory card nounted on the
secondary-recordi ng- medi um apparatus 20B conformng to the SDM standard
or the secvdulard r edor dhag- wedieu meap SAMAL UST2GA tT arifoorend g trhet FEDSDM
standard to copy the content to be reproduced by the .

secondar y-T dcordiarg-frrediadn tap padratsesc GOk oy - 28040 r i g-apefiain on opposite to
a check-out-is a check-in, which is an operation to transfer or nove a
content f rappatrauss @@ dar \aldeersli ng nmedi um back to the primary recording

“medium It is worth noting that, in such a nove operation to transfer a

content from therseensdasyer 6€0R] BoMTEdi B coAtédtrhoRNgLGE00g1Rack to the
primary recording medium the content data is erased from the secondary

recor di ng rpRditdHiin sA% rd 16k ggagﬁier W th @ it m&rmlq‘fec?rinswvaq{c%c ggntent,
an upper limt is inposed on the nunber of
' ' a procedure DP8, the transfer of the SDMI disc content |
raccording tblthe usage rule to thé secondary-recording-
‘medium apparatus 20B conforming to the SDMI standard for
the purpose of copying the content to the secondary-
recording-medium apparatus 20B is recognizéd.
It is to be-noted that these data paths are paths
of a check—-out or an operation to'transfer a content from
. the HDD 5 serving as a primary recording medium to a
:secondaryrrecording mediﬁm such as a memory card mounted
on the secondary—recording—medium apparatus 20B
conforming to the SDMI‘standard or the secondary-—
récording—medium-apparatus 20A conforming to the SDMI
standard to copy tﬁe content to be reproduced by the.
secondary-recording-medium apparatus 20B or 20A. An.
operation opposite tb a check-out is a check-in, which is
Ian_opé;ation to transfer or move a coﬁtenﬁ from the
secondary recording medium back to the primary recofdlng

medium. It is worth notlng that, in such a move operation’

to transfer a content from the secondary recording medium
52 | |




al l owabl e check-outs. For exanple, up to three check-outs are permtted
for a piece of content data. Thus, a content can be copied to up to three
secondary recording nediuns conforming to the SDM st @ &stadei 02heck- out
operations. When a content is noved back froma secondary recording nmedium
to the primary recording mediumin a check-in, the nunber of check-outs
carried out so far for the content data is decrenented by one. Thus,, even
after a content has been copied to three secondary recording nediuns
conformng. to the SDM standard, the content can be copied again to a
secondary recording nmedium conformng to the SDM standard provided that
the contefaChde BIOVARE Y refiorel iy el iy dlehe exwmieRirly dassoridi ng

medi ums in a check-in back to the primary recording medium That is to say,
content d&rRsSes feiah thhed serondagwstregpiding nediem secondary recording
medi uns conformng to the SDM standard. Also in the case of an SDM
-network content, 2§ auvageer ghéef of br amshefeimgft he SONIedtisics det er mi ned
“in advance. In a procedure DP7, the transfer of the SDM 53 25 Cctober

2005 net wookitegrit,edtn age@dildgnitto itshe mysegel rand ecHeo duliber of
secondar y-recordi ng- medi um appar atus 20B conformng to the SDM standard

for the pailposebife chpyikrgutie cBakreskamp@et h@pseeondacy- FRE8KIbREsMedi um
apparatus 20B is
S are permitted for a piece of content data. Thus, a
content can be copied to ﬁp to thfee secondary recording
mediums confprming to the SDMI standard in check-out .
qperations. When a content is moved back fromla secondary
.recording medium to the priméfy,recording medium inla'
check-in, the number of checkwbuts carried out so far for
ﬁhe content data is decremented by 6ne. Thus, even after
a content.has been copied to three secondary recording
mediums conforming'td the SDMI standard, thercontent can
be copigd again to a secohdary recording medium
_conformiqg to the SDMI standard provided that the content
-has been movgd from one of the three secondary recérding
mediums in a check-in back to the primary recordiné
medium. That ié to say, content data is permitted td.
exist in up to three seéondary recording mediumé
cénférming to the SDMI standard.
Also in the case df an SDMI network cbntent, a

usage rule for transferriﬁg the content is determined in

radvance. In a procedure DP7, the transfer of the SDMI
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recogni zed. As a usage rule of a transfer of an SDM net wor k content, an
upper .limt is inposed on the nunber of allowable check-outs as is the
case with an SDM disc content. The upper limt can be 2HtabsiR003s or
different fromthe upper Iimt set for an SDM disc content. For exanple,
an upper limt. of one inposed on the nunber of allowable check-outs is
conceivable. In this case, each piece of content data can be copied only
to one secondary recording nediumconformng to the SDM standard. |If the
content data is noved back fromthe secondary recording nmediumto the
prinmary recording nediumin a check-in, the content data can be copied
again to @%@%@Wh@@ﬁmwdm|mmma«nmg:m@ ttoe t8BM st andard. An
SDM content copied in accordance.with these usage rules froma prinmary
r ecor di ng SEE@INGAIYo ra cosedld owgcaney et aipgianty tvesd i20R confforming tte@ t he SDM
~standard in a check-out is transferred through a transmssion line in an
encr ypt ed tseaiS®MITe thadarde fogpetief purpoze SBMcopgihent-hies conharsfer r ed
through a. 54 25 Cctober 2005 transmssion line in an E (CK, A3D). or E
(CK', A3DrostaeesecthearythecSbil ngomeentunt kapsiariedion ag encrypted state
is received by .the secondary-recordi ng--rredl um apparatus 20B conf orm ng
to. the Sbdtoghamdard to be
As a usage rule of a transfer of an SDMI ﬁetwork
content, an upper limit is imposed on the number df
allowable ‘check-outs as is the case with ah SDMI disc
content. The upper limit can be the same as or different
from the upper limit set for an SDMI disc content. For
example, an upper limit of one imposed on the number of
allowable check-outs is conceivable. In this case, each
piece of content data dan be copied only to one secondary
recording medium conforming to the SDMI standard. If the
content data is moved back from the secgondary recording
medium to the primary recording medium in a check-in, the
content data can be copied again to a sebondary recording
medium conforming to the SDMI standard.
An SDMI content copied in accordance with these
usage rules from a primary recording medium to a
secondary recording medium conforming to the SDMI
standard in a check-out is transferred through a

transmission line in an encrypted state. To be more

specific, the SDMI.content is transferred through a -
54




copied to the secondary recording nediumin the encrypted state as it is.
In an operation carried out by the secondary recordi ng-nedi um apparatus 20B
conformng to the SDM standard to reproduce the SlezééﬁﬁﬁﬁﬁwB pi ed and
recorded to the secondary recording nedium the content is read out from
t he secondary recordi ng medi um and decrypted to reproduce the content. To
put it in detail, the content data recorded in the secondary recording
mediumin the E (CK, A3D) or E (CK', A3D) state is decrypted by using the
content key.CK or CK' to generate respectively a content D {CK E
(CK,.A3D)} = ASBDor D {CK, E (CK, A3D)} = A3D, which is the original
unencr ypt edragniiess iconpiessed by Bsi(0F,t RSDATRACE (@ asi)onstashni que.
The original unencrypted conpressed content A3D is subjected to processing
such as a deconmhessi ahepSOMES So0RROZ e anG fidieclTRACAN GMRTSWoN
process to carry out denodul ation processing to produce output audio data

such as nustzte Ass desesivel Bbaues fecidigtedOrd coptead: gt a 55 25
Oct ober 2005 conforming to the SDM standard can be properly protected by’

t he encrypid dals afp tdefeantien) Watehal i thedal.a faths for a
check-out of the content data to the secondary-recordi ng-nedi um appar at us
20B conf ordggi®d G0 the secondary recording medium in the encrypted

staté as it is.

In an operation carried out by the Secoﬁdary—
recording-medium apparatus 20B conforming to thé SDMI
.standard to reproduce the SDMI content copied and
récorded to the secondéry recording medium, the content
is read out from the secondary recording medium and
decrypted to reproduce the content. To put iﬁ in detail,
the content data recorded in the secondary recording
medium in the E (CK, ‘ABD) or E {CK’, AéD) state is
decrypted by using the cdntent key CK or CK’ té generate
respectively a content D {CK, E (CK,. A3D))} = A3D or D
{CK’, E (CK’, A3D)} = A3D, which is the original
unencrypted content compressed by using the ATRAC3
compreésion technique. The original unencrypted
cémpressed content A3D is subjected to processing such as
a decompression process opposite to the_ATRAC3 |
compression process to carry out démodulétion proéessing
to-produce'output audio data such as music.

As described above, a cbpyright for content data
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the SDM standard and the encrypted state of the content data in the
secondary recording nediumas well as properly protected by copy
managenent executed by checking the usage rules set f@pOstonerdS transfers.
| f the secondary-recording--nedi um apparatus 20A is connected to the
personal conputer 1, on the other hand, the follow ng processing is
carried out. It is to. be noted that, as described above, unlike the
secondar y-recordi ng- medi um-appar at us. 20B confornming to the SDM standard,

t he secondary-recordi ng-medi um apparatus 20A records a content onto
a.secondary recording nediumsuch as a mni disc in an unencrypted state.
Si nce a coMEMIMING deortded Pitlo stanidardicm e gropmenc ppttedttsidat e, t he
content data copied to and recorded on the mni disc can be can be

r epr oducedyoythen ergmipiady stiatie difs chreepreodientt antappdraigishavkisada has been
becom ng popul ar in general so that nore conveni ence can' be offered to the

user. Singethscdutrent dhedkecurded aMe dotdit daae ith ahe Unencrypt ed
state, however, a problemis raised in the 56 25 Oct ober 2005 protection of

the copyr isghtorfiaryt-he coaatiei-madi var dQipatre tus0I® tdinFRaklewo it is
necessary to satisfy predetermned conditions for transferring content
data to tdhe S@mn@%yldaeaoca@idn&h@@inw@&%r s 2R the content
data in the secondary recording medium as well as
_properiy protected by copy manageﬁent egecuted by |
checking the usage rules set for cohtent transfers.
If the secondary-recording-medium apparatus 20A is
connected to the pérsonal computer 1, on tlie other ﬂand,
the following processing is carried out. |
It is to be noted that, as described above, unlike
the secondary—recording—medium apparatus 20B conforming
to the SDMI standard; the secondary—recording—medium
'apparatus 20A records a. content onto’a_secéﬁdary
'fecording medium sudh as a mini disc in an unencrypted
state. Since a content is recoraed onto a mini disc in an
unencrypted state,rthe content data copied to and
reCoraed on the mini disc can be can be reproduced by an
ordinary mini-disc reproductionrapparatus, which has been
becoﬁing popular in general so that more convenience can
be 6ffered to the user.

Since a content is recorded onto a mini disc in an

unencrypted state, however, a problem is raised in the
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In order to transfer an SDM network content to the

secondar y-recordi ng- nedi um appar atus 20A and record the content onto a
secondary recording nediumin an unencrypted state in23Qstbyr 280p&ration, ‘it
is necessary to satisfy the following three transfer conditions for the
copy operation: (1): The secondary-recordi ng- nedi urn apparatus 20A shal
pass an aut hentication process, giving an OK -authentication result. (2):
The copyright owner shall recognize the copy operation to transfer the
content data to the secondary- recordi ng-nmedi um apparatus 20A and record
the data onto the secondary recording nedium (3): The transfer of the
content dazetsivdiiomabifdety camwrfeririul foxr s@te farntodeck - dut ©raled daeck- i ns.
Nevertheless, it is not possible to carry out a copy operation to transfer
t he cont etoldat altie gurokapmar dttust otriwre ddwary tthe secionfkar y- r ecor di ng- medi um
apparatus 20B conforming to the SDM standard in an unrestricted nmanner
even if abesidircamsiirerd condlitiions (fhr trandy dntioherccdOng HJaanadd 3) are
satisfied. In this way, the function to protect a copyright is preserved.

In additi dhe tsheondangt-iret drl ipienReti v CoRAdaghs Wayks due to the fact
that content data is transferred through a transm ssion
In order to transfer an SDMI network content to the

secondary-recording-medium apparatus 20A and record the
content ontec a secondary recording medium in an
unencrypted state in a copy opefation, it 1s necessary to
éatisfy the following three transfer conditions for the
copy operationi

- (1) : The secondary-recording-medium apparatus 20A shall
pass an authentication process, giving an OK
authentication result.
(Z): The copyright dwner shall recognize the copy
operation to transfer the content éata:to the seconﬁary—

‘ recording—medium apparatus 20A and record the data- onto
the secondary recording medium.
{3): The transfer of the content data shall abide gy
usage rules set for_chéckwouts.and check-ins.

Nevertheless, it is not possible to carry out a

cépy.operation to trahsfer the content'data to an
‘apparatus other than the secondary*reéording—medium‘
apparatus 20B conforming to Ehe SDMI standard in an

unrestricted manner even if above transfer conditions (1),
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line in an encrypted state and it is not until the content data is

recei ved by the secondary-recordi ng- nmedi um apparatus 20A that the data is
decrypted by the secondary-recording-nedi um appar at us 226Xtoben2085 pr ocedur e
DP9, above transfer conditions (1), (2) and. (3) are checked before an
SDM network content is transferred to the secondary-recordi ng-nmedi um
apparatus 20A. To put it in detail, the secondary-recordi ng- nedi um
apparatus 20A is subjected to a predeterm ned authentication process. In
addition, flag information or the like included in the content data is
examned to verify the copyright owner's intention as to whether or not
the copy of®r anidn(dls =fe ovatls Fgd hedImortdyist way ,chdbek fanctdme eeck-in
usage rules-are inplenmented. An SDM network content copied to the
secondar y-preoortdiang:amedi igh appaatas: R0Al under atke taendi ithens descri bed
above is transnmtted through a transmission line in an encrypted state as
it is. To fmatiren spegiddisct thecPMigred Wik e tlo itend ransm tt ed

t hrough the 58 25 Cctober 2005 transmission line inan E (CK, A3D) or E

(CK', A3Dtminat@nteHte @A Vil adaddMe MRAIWIHC AQYH eNte dah dnfBiGEIeH by the

> secondary recor di ng- medi um appar atus 20A having a configuration shown in

FIG 7 andithenndeer WHOd ¥R state and it is not until the
cdntent data is received by the sécondary—recording—
_medium apparatus 20A that the data is decrypted by the
secondary-recording-medium apparatus 20A.

In a procedure DP9, above transfer conditions (1),
(2) and.(3f are checked before an SDMI network contént is
transferred to the secondary-recording-medium apparatus
20A.

To put it in detail, the secondary-recording-medium
apparatus 20A is subjected to a predetermined
authentication process. .In addition, flag information or
the like inc¢luded in the content daﬁa’is examined to
verify the copyright owner’s intention as to whether or
not the copy opefation is allowed. Furthermore, the

. check-out and check-in usage'rules.are implemented.

An SDMI network content copied to the secondary-
recofding—medium apparatus 20A ﬁnder the conditioné
described above‘is transmitted thfough a transmissibn 
1line in an encrypted stéte as it is. To be more specific,

. the SDMI network content is transmitted through the
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decryption processing unit 28 to generate the original data A3D conprésséd
by using the ATRAC3 conpression technique. Then, the encrypted content
data A3D is subjected to an encoding process carried GAftO%sper0SEFM ACI RC

.encoder/ decoder 24 included in the configuration shown in FIG 7 before

being supplied to a recording/reproduction unit 25 for recording the data
onto a mni disc 100. Thus, in an operation to reproduce the SDM content
copied to and recorded on the mni disc 100, the

secondar y-recordi ng- medi um appar atus 20A needs to carry out the sane
decodi ng processes as an ordinary mni-disc systemon data read out from
the mni- disend@0ss e 1ieeodhngnpEogegseasnnclodde awEFMdayodidatd on
process, an ACIRC error correction process and a deconpressi on process
adopting a deconyues SndtyRAMNISHIE &% thordOWHHAIRA ti Of- a8 vATRAG
conpression technique. It neans that the copied content data recorded on.

_the mini dises é@&mmé&mm@%mmsé%ﬁ%@@ ANAFL M DI - di sc

reproduction apparatus when the mni 59 2 er 2005 disc 100 is nounted
on the appayff Uguradin i shdh S&Y .ride 1Sy C@{bx?'uo%é/%{}ﬂ?eé%y Jietwor k
1 repraod

content copied to and recorded on the mni disc uction of the
Co.nt,ent bya dreaRs: An %&H&‘gﬂq{g}/ JA Al 8% rgeeq{eordal"‘:cé QN original

- .data A3D compressed by using tﬁe ATRAC3 compreséion

 technique. Then, the encrypted content data A3D is
subjected to an encoding procéss carried out by an
EFM/ACIRC encoder/decoder 24 included in the
configuration shown in FIG. 7 before being supplied to a
fecording/reprbduction unit 25 for recofding the data
onto a mini disc 100. |

Thus, in an operation to reproduce the SDMI content
copled to and recordéd'on the mini disc 100, the
secondary—recording—mediuﬁ apparatus 20A needs to carry
out_the same decoding‘processes as an ordinary miniwdisc
system on data read out from the mini disc 100. The
decoding processes inélude an EFM demcdulation process,
qn ACIRC error correction process and a decompression
process adopting a decompression technique as a
counterpart of the ATRAC compression technique.
It means that the cop;ed confent data récorded‘On

the mini disc 100 dan be reproducéd normally by an

ordinary mini-disc reproduction apparatus when the mini
| | 59




apparatus not conformng to the SDM standard. It is to he noted that, if

"the transfer of a content is not permtted in accordance with results of

checking usage rules in the procedures DP7, DP8 and DP®5 Qotpbeh08at a pat hs
shown in FIG 5, the content is of course not transferred to the
secondary---recordi ng-nmedi um apparatus 20A or 20B. 4: Typica
Configuration of Data Transfer Apparatus (Primary-Recordi ng-Medi um

‘Apparatus or PC) FIG 6 is a block diagram showi ng the configuration of a

pri mary-recordi ng- nedi um apparatus 1 functioning as a data transfer

_apparatus. The follow ng description explains a personal conputer used as

the data tdiansflé0 dppafcatnied By hitid dipp@r3pes.al rpatposechasdyargnwi th a
configuration for executing the sane functions as the _

pri mary- r ecendidagr RGicyMtARPFDMIUS ebwodt VR enit! cbpiakSeo ap@ssible to
create an apparatus specially used for data transfers. In the case of this

‘enbodi mentreceaidaiicn RhRORAME 64 s25 190t eRer--290ak-e 188 e¥eguked for

carrying out functions of the data tranSfer apparatus are installed on the

personal  eRARUNRT byl re@nisBleARNG A 1Rkl &XhﬁgggrgiQg-ggghggkggparatus as
the data transfer apparatus. It is to be noted tﬁat, Ph-Crhis
speci fi cabban 23 ReL3ENALLEBIRYLE" 8" +ReCOPRY kR85 rg.
Tt is to be noted that, if the transfer of a
~content is not permitted in accordance with results of
'checking usage rules in the procedures DP7, DP8 and DP9
in the data paths shown in FIG. 5, the content is of

course not transferred to the secondary-recording-medium

apparatus 20A or 20B.

4: Typical Coﬁfiguration of Data Transfer Apparatus
(Primary—Recording—Médium Apparatus or PC)

FIG. 6 is a block diagram shoﬁing the configuration
of a primary?recording—medium apparatus i fuhctioﬁing as
a data transfer apparatus. The following descriptiqn
explains a personal‘computer used as the data transfer
apparatus. Byrbuilding special¥purpose hardware with a

~configuration for executing the same functions as the
primary-recording-medium apparatus 1, however, it is also
possible to create an apparatus specially.used for data
trénsfers.

In the case of this embodiment, software programs
60 |




a broad neaning of the so-called general -purpose conputer. A software
program can be stored in advance in a recording nedi um enbedded in the

‘conputer. Exanples of the embedded recordi ng medi um aréQeipbendPS 5 and a-

ROM 3. As an alternative, a software programcan be stored tenporarily or
permanently in a renovabl e recording nedium 90 such as a floppy disc, a
CD- ROM (Conpact Disc Read-Only Menory), an MO (Magneto Optical) disc, a
DVD (Digital Versatile Disc), a magnetic disc and a seniconductor mnenory.
A program stored. in the renovable recording nmedium90 is presented to the
user as the so- called package software. It is to be noted that, in

addi tion toothe eiestiwdd afdoncafraipy agrandiomdhe ¢ Eemwable-g ecor di ng
medi um 90 into the conputer, a programcan also be downloaded into the
conput er firanafdovpmackiaid e addtadrdd fdciale sRieiddde daup gt al
satellite broadcasting by radio comunication, or via a network such as a

'LAN (Local #$ eaniNetivitk)a @r itnbey-HeRidieii (Y- d 8P b 7 L Ftb el 2005

comunication. In the conputer, .the downl oaded programis received by a

Cormun, oW U ke ARG 1ase SEIRAD R Theo et
CPU 2 is ek ification, a personal computer or a computer has
a broad meaning of the QOucalledVgeneral—pufpose-computer.

A software program can be stored in‘advanée in a
recording medium embedded in the computer. Examples of
the embedded recording medium are the HPD 5 and a ROM 3.

As an alternative, a software program can be stored
temporarily or permanently in a removable recording
medium. 90 such as a floppy disc, a CD-ROM {Compact Disc
Read-Only Memory), an MO (Magneto Optical) ‘disc, a DVD
(Digital Versatile Disc), a magnetic disé and a
semiconductor memory. A program stored in the removable
recdrding medium 90 is presented to the‘user as the so-
called package software.

It is to be noted that, in addition to the
installation of a prograﬁ-from the removable recording
medium 90 into the computer, a program can alsoc be
downloaded into the computer from a download site via an
artificial satellite forx digital-satellite broadcasting
by radio communiéation, or via a network such as a—LAN

(Local Area Network) or.the~Internet by wire
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to an input/output interface 10 by a bus 12. The CPU 2 .executes a program
stored in a ROM (Read-Only Menory).3 in advance in accordance with a
command entered to the CPU 2 via the input/output int@éfPaeber200hy the user
by' operating an input unit 7 conprising a keyboard, a nouse and a m ke.
As an alternative, the CPU 2 |loads a program fromthe HDD 5 into the RAM
(Random Access Menory) 4 for execution. The programis stored in the HDD 5
fromthe beginning, received by a communication unit 8 froma satellite or
a network and installed in the HDD 5 or read out fromthe renovable
Tecordi ng medi um 90 such as an optical disc nounted on a drive 9 and

instal | ed gomntureicaiorh. By ekecubinpgteu¢htBepaoghashdbiepERYramcasries out
processing of a data transfer apparatus for an SDM content. The CPU 2, as

requi red, mHdditie’l dy &S Woknmin ild38 iPMOe@SH BJ o0 pan 191%ttl%l1tle!d”'1.tn §neonpos ed
of a LCD (Liquid Crystal Display), speakers and so on, or the

communi catdn@eddrid g®of @r. transm ssion by way of the 62 25 Cctober 2005

i nput/output interface 10, or records the result into the HOD 5. In this

case, the communigatiompubbt 8 LiosaPAR! #150f ¢ CONUMDLSAtL NG WLk g, vari ety
of servers through the = comuni cation netvvork 1 [ggﬂﬁown In % 91 To be
| ”Dr? CPU (Central Processing Unit) 2. The CPU 2 is connected
to an input/output interface 10 by a bus 12. The CPU 2
-executes a program stored in a ROM (Read-Only Memoxry) 3
in advance in accordance with a command entered to the
CPU 2 via the input/cutput interface 10 by the user b?'
operating an input unit 7 comprising a keyboard, a mouse
and a mike. As an alternative, the CPU 2‘loeds a program
from the HDD 5 into the RAM (Random—Access Memery) 4 for
execution. The program is stored in the HDD 5 from the
Dbeginning, received by a coﬁmunication unit 8 from a
satellite or a network and installed in the HDD 5 or read
~out from the removable recording medium 90 such as an
optical disc mounted on a drive 9 and installed in“the
HDD 5. By executing such a program, the CPU 2 carries out
processing of a data transfer apparatus for an SDMI
content.
The CPU 2, as required, outputs a result of the
prpcessing to an output unit 6 composed of a LCD (Liquid
Crystal Display), speakers and so on, or the

communication unit 8 for transmission by way of the
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‘'specific, the conputer 1 is capable of downloading a network content such
as a nusical content froman external content server 91. The downl oaded
network content is subjected to processing for a conter®® @& ng to the
SDM standard or processing not conformng to the SDM standard al ong the -
~data paths described above. The downl oaded network content conpleting the
processing for a content conformng to the SDM standard is stored as an
SDM content into the HDD 5. The SDM content stored in the HOD 5 is a
content to be transferred .to the secondary-recordi ng-nedi um apparatus 20B
conformng to the SDM standard or the secondary- recording-nmedi um

appar at us 2@Ar{{Adhecpute ciorich mtp aee prindunt i mrrapparaidl e s20A Fass HGhean

aut hentication test. A connection unit 11 is a nenber connected between

t he second#niy-5.ecor di ng- medi um apparatus 20A and t he
secondary-recordi ng- nedi um apparatus 20B so that data can be conmmuni cated

between the prinanytheeoedsBy appatshmenich3idh GRLELEN 12005,38¢ .t he
secondary-recordi ng- medi um appar atus 20A or the secondary-recordi ng-nmedi um

appar at us R0BonRiRGRIMAbLE wiranPhes 196t e %%f}%%‘“rfsi %r%fgh heare a USB
interface and an IEEE-1394 interface. It is needless to say that a wre
int?rfacecﬁﬁﬁﬁ&ﬂﬂ@dﬂio%pn%&ﬂ%&kSﬁ%%dQ%%%naqg 162910 15 be more
| .specific, the computer 1 is capab;e of downldading a
~network content such as a musical .content from an
external contént server 91. The downloaded network
content is subjected to processing for a content
conforming to the SDMI sténdafd or processing not
conforming to the SDMI étandard along the data paths
described above. The downloaded network content
completing the proqessing for a content conforming to the
 SDMI standard is stored as an SDMI content into the HDD 5.
The SDMI content stored in the HDD 5 is a content to be
transfer:ed_to the secondary-recording-medium apparatus
20B conforming to the SDMI standard or the.secondary—_
xeéording—medium apparatus 20A (thé
recording/reproduction apparatus) 20A passing an
autheﬁtication teét.
A connection unit 11 is a member connected between
the secondary—recording;medium apparatus 20A and the
seéondary~recording—medium apparatus 20B so that data can

he communicated between the primary-recording apparatus 1
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interface using an infrared ray or a radio wave can be used as the
connection unit 11. It is to be noted that.the various kinds of processing
for inplementing the data paths described earlier by rftPnglfo FIG 5
do .not have to be sequential processing along the time axis, but the
processing for inplenenting the data paths may include pieces of
processing to be carried out. concurrently or individually. Exanples of the
processing to be carried out concurrently or individually are concurrent
processing and object oriented processing. A programcan be carried out by
a single conmputer, or a plurality of conputers in the so-called

di stri but exhd prioe essdargiaty- st td iong e dinog raampaoat e 20ransf emeed to  a
renote conputer to be executed thereby. 5: Typical Configuration of

Dat a- Recorghdughddppar e cisrd {rSpeontiamy <pesal-aivig i uthABRavabus or
Recordi ng/ reproduction Apparatus) 64 25 Cctober 2005 FIG 7 is a block

di agr am showinigl &s (P camdawmtinar afl e seertdantdieekdi ng- medi um
apparatus 20A. In this configuration, the apparatus 20A is, for exanple,

confi gured@p 41 NEKH-SG I LG/ FacRCCOfdi AG Meealeégceadéég Eﬁ&ﬁ ding
medi um 100 is a typical mni disc or a magneto-optical C e secondary
recordi ng y1&d Whterface conforming to other standards and a radio
 interface using an infrared ray or'a radic wave can be
used as the connection unit 11.

It is to be noted that the various kinds of
processing for implementing the data paths described
earlier by referring to FIG. 5 do not have to be

'éequential processing along the time axis, but the
processing for implementing the data paths may inélude
pieées'of processing to be carried out concurrently or
individually. Examplés of the proceSsing to be carried
out concurrently or individually are concurrent

'prdcessing and 6bject oriented processing.

| .A program -can 5e carried out by a single computer.
or a plurality of computers in the so-called distributed

processing. In addition, a program can be transferred to

a remote computer to be executed thereby.

'~ 5: ‘Typical Configuration of Data-Recording Apparatus
(Secondary-Recording-Medium Apparatus or

Recording/reproduction Apparatus)
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100 is also referred to hereafter as the mini disc 100. It is to be noted
that FIG 7 shows the configuration of the secondary-recordin nedlum
apparatus 20A including only a systemfor processing @éﬁ&“ﬁ@' r ecor ded
onto or reproduced fromthe mni disc used as the mni disc 100 and a
system processing data transferred fromthe primary-recordi ng- nedi um
apparatus 1. Since other systens in mni disc 100, such as the driving
.system the servo system and the playback output system are simlar to
their respective counterparts enployed in the ordinary mni-disc
recordi ng/ reproduction apparatus, their detailed diagrans are omtted. In
t he secondary-reé&dfsdi Agimedi bhwakppdtattusam28howing. aMysossIol unit (CPU) 21
serves as a controller for controlling operations to record and reproduce
data ont o coarfd dureroithe ofi fihedisgeoh@BryFadeblirdihgcarei e hypat-heulD
control unit 2i controls a rotation driving mechanism a splndle servo, a

focus serpoa.a tﬁaekmgc@@fygurati@ﬁeaﬁlhe6§p§§r£35u9b§0A2995 £SErVo,
operations to apply a | aser beam and a nmagnetic field to an optical head

and a mageghip1Readonespachivakymiand dRkecesshRaal0 eNcosdey falA, L o, be
recorded and decode reproduced data. A recording/reproduction uhit 25

~includes apcopRbLG2k-cR82ding HBEER ¢obead at?bi%aiohﬁhhoalgéFXE”Q

a magneto-optical disc. The secondary recording medium

l7100 is also referrgd to hereafter as the mini disc 100.

It is to be noted that FIG. 7 shows the

configuration of the secondary-recording-medium apparatus
20A_including'only a system for processing data to be
recorded onto or reproduced from the mini disc used as
the mini disc 100 and a system processing data
transferred from theiprimarywrecording—medium apparatus 1.
Since other systems in mini disc 100, such as the driving
s8ystem, the servo systeﬁ énd the plavback oﬁtput system
are similar to their respective counterparts employed in
the ordinary mini-disc recording/reproduction apparatus,
their detailed diagrams are omitted.

In the secondéryvrecording—medium apparatus 204,
an MD control ﬁnit (CPU} 21 serves as a controlier for
éontrolling.operations to record and reproduce data onto
and from the miﬁi disc 100. To put it concretely, the MD
control uniﬁ 21 controls a rotation driving mechanism, a

spindle servo, a focus servo, a tracking servo, a thread
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system and a servo system In actuality, the recording/reproduction unit
25 serves as a nenber for recording and reproducing data onto and fromthe
mni disc 100. An EFM ACI RC encoder./decoder 24 encodé®atiben2d05 be
recorded onto the mini disc 100 and decodes data reproduced fromthe mni
disc 100. As is generally known, in the case of a mni-disc system data
to be recorded is subjected to an EFM nodul ation process. and an encodi ng
process for ACIRC error correction codes. The EFM ACI RC encoder/decoder 24
carries out an ACI RC encoding process and an EFM encodi ng process on data
to be recorded before supplying the data to the recQ ding/reproduction
unit 25. lseAg.empedictiicon dperagihilon,a tlhesEFMeAGl RGderc ademedacoder 24
carries out decodi ng processes on an RF signal representing data read out
fromthe Miklditsc anl @@tarchlstepld ethd & theydFNAERS Q@%@é@&/i%quer 24 by
t he recording/reproduction unit 25. The decodi ng 66 25 Cctober 2005

processes anic gt d¥siaigy t@0RRIoHe0 MaHz0GRS He Gre doltMe adamad dlabizan
processi ng and error correction processing adopting the ACIRC technique. A

buffer merepyoddceer VSas a buffer for buffering data to be recorded onto
the mni disc 100 and data reproduced fromthe mni disc 100. That is to

say, the - A recording/reproduction unit 25 includes an
optical‘head, a magnetic head, a disc~rotation-driving
 $ystem and a servo system. In actuality, the |
' récording/reproduction unit 25 serveé as a member for
recording and reproducing data onto and from the mini
disc 100.

An EFM/ACIRC encoder/decoder 24 encode§ data to be
recorded onto the mini disc 100 and aecodes data
reproduced from the mini disc 100. As is generally known,
in the case of a mini—disc system, data to be recorded is
subjectéd'to an EFM modulation process and an encoding
process for ACIRC error correction codes. The EFM{ACIRC
encoder/decoder 24 cérries out an ACIRC encoding process
and an EFM encoding process on data to be recorded before

 supplying the data to the recqrding/repr@duction unit 25.

In a reproduction operation, the EFM/ACIRC ~

encoder/decoder 24 carries out decoding processes on an
'RE signal répresenting data fead out from the mini disc
100 and supplied to the‘EFM/ACIRC encoder/deccder 24 by

the recording/reproduction unit 25. The decoding
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buffer menory 30 has a buffering function commonly known as a shock- proof
function. In an operation to record data, data conpressed and encoded by
usi ng the ATRAC/ ATRAC3 technique is stored ...tenporaé$ Pgtoper208fe buffer-
menory 30. The data is then read out in predetermned data units
intermttently from the buffer nmenory 30 and supplied to the EFM ACI RC
encoder/decoder 24 to be recorded onto the mni disc 100. In an operation
to reproduce data, data is read out fromthe mni disc 100 and decoded by
the EFM ACI RC encoder/decoder 24. The decoded data is stored tenporarily
in the buffer menory 30. The stored data is then read out continuously

fromthe hufdcerssemime13Qieand naypRdrie 1sq o 9@ s23 nkor g¢Rr ryi ng out a
deconpr essi on/ decodi ng process. The codec 23 is a nenber for carrying out

CONpr esSi QRMIRALSSIoNY paRd GRGHP 1085 0 dY 06eTEIRY Based QR hESPectively
encodi ng and decodi ng processes adopting 67 25 COct ober 2005 tﬁe

ATF%(YATRA@%p&g%@n&%@eAc@@bat%ghgga%ggorded onto the mni disc 100 is
conpressed by using the ATRAC/ ATRAC 3 techni que before being subjected to

Lhe encoding pr ogessscdAUSeniboN3bNEe - 5EEONHaL Yol PEOL dLNO-JpAI L gppar at us
20A receives data not conpleting conpression an encod?ng processes, the
data to be recorded onto the mini disc 100 and data
- reproduced from tﬁe mini disc 1001 That is to say, the
~buffer memory 30 has a buffering fuﬁction éommonly known
as a shock-proof function.
In an operation to repord data, data compressed and
encﬁded-by using the ATRAC/ATRAC3 technique is storéd
temporarily in the buffer memory 30. The data is then
. read out in predetermined data units intermittently from
_the buffer memory 30 and supplied to the EFM/ACIRC
encoder/decoder 24 té be recorded onto the mini disc 100.

In an operation to reproduce data, data is read out
from.the\mini disc 100 and decoded by the EFM/ACIRC
encoder/decoder 24. The decoded data is stored
temporarily in the buffer memory 30. The stored data is

- then read out continuously from the buffer memory 30 and
supplied to a cédec 23 fof carrying out a
decompressipn/decoding process.

Thé codec 23 is g.member for carrying out

compression processing and decompression'processing based

on respectively encoding and decoding processes adopting
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codec 23 carries out the conpression and encodi ng processes by adopting the
ATRAC or ATRAC3 technique on' the data to be recorded, and supplies the
conpressed data to the EFM AClI RC encoder/ decoder 24.. 2AQctokend®e of t he
data not conpl eting conpression and encodi ng processes is PCM audi o dat a.
Data read out fromthe mni disc 100 by the recordi ng/reproduction.unit 25
and-decoded by the EFM AClI RC encoder/decoder 24 in a reproduction
operation. is a data in a state of being conpressed and encoded by adoption
of the ATRAC/ ATRAC3 technique. The data is supplied to the codec 23 by way
of the buffer nmenory 30. The codec 23 deconpresses the data by using a
deconpr esstilon ABAWARRAGS tedounrterpart of the ATRAC ATRAC3 technique to
generate 16-bit quantized digital audio data having a frequency of 44.1
KHz. The digital pattdi @cdbta riesosdbideched tBephoaesaing 1ol uding a D A
conversion process, an anal og signal process and an 68 25 Cctober 2005

anpl i fi catdompri¥f=eeRs Dy MisHhdd WU A THACYHTR O Showhilghe Hagokoure to
generate a speaker output signal representing reproduced nusic or the

like. As iﬁbi&lgf Fubdldtad e tHRPIRHERS Sitdidleds oWhRut 10, appt her
apparatus as digital audio data. The configuration descrlged above incl udes
' secondary-recording-medium apparatus 20A receives data
ndt completing compréssion and encoding processes, the
codec 23 carries out the compression and encoding
- processes by adopting the ATRACIor ATRACB technique on
"the data to be recorded, and supplies the compressed data
to the EFM/ACIRC encoder/decoder 24. An example of the
data not completing compression and encoding proéesses is
PCM audio data.
bata read out from the mini disc 106 by the
_recording/reproductiéﬂ unit 25 and decoded by the
EFﬁ/ACIRC encoder/decoder 24 in a reproduction operation
is a data in a state of being compressed and encoded by
adoption of the ATRAC/ATRAC3 technique. The data is
-supplied té the codec 23 by way of the buffer ﬁemory-BO.
The codec 23 decompresses tﬁe data by using a
decompression technique as a counterpart of the
ATRAC/ATRAC3 technique to generate 16-bit quantized
digital audio data having a frequency of 44.1 KHz. The
digital audio data is sﬁbjécted'to processing includingrar

D/Aa converslon process, an analog signal process and an
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conponents of a recording/ reproduction apparatus of the ordinary

m ni -di sk system However, the secondary- recording-nmedi um appar at us 20A

i npl enented by the enbodi ment has additional nenbers efpl&pei0h a
‘personal conputer to serve as the primary-recordi ng-nmedi um apparatus 1.
To be nore . specific,. used for carrying processing such as processes to
recei ve content data transnltted by a data transfer apparatus and decode
the data, the menbers include a conmunication unit 26, a DMA 27, a
decryption processing unit 28, a cache nenory 29, a flow control unit 31
and a systemcontrol unit 32. The systemcontrol unit 32 (CPU) is a nenber

for contﬁ@MLMﬁ}QdﬂaqmuﬂmpsﬁﬂﬂnmhuqmrmuxpmmrmﬁrmuﬁtnnowpﬂaﬂaiUS120A
Typically, the systemcontrol unit 32 controls processing such as i ssuance

of a requeste ffdrgugeneratgarerafe datspaditk® QOIPANIiLiafian for authentication
between the personal conmputer 1 and the secondary-recording 69 25 Cctober

2005 medi werapEaatiisy 2 r QIOORS S d Gexahandgea vari ety of  conmmands
wi th the personal conputer 1 and processing of content data received from

the personal conmputgh 41tbBnadddili @Re iBpacaatdanceqwhihsthg,¥anE0uUs Kinds
of control, a conmand is given to an MD control Uﬂl? 21 and operations to
record an@or%Bb&@%&edﬁﬂﬁﬁﬁguékgéidygf%éTNEUdlo data.
The conflguratlon described above includes
_coﬁponents of a recording/reproduction-apparatus Qf the
ordinary mini-disk system. However, the secondary-
recording-medium apparatus 20A implemented by the
embodiment has additional memﬁers employed in a personal
computer to.serve as the primary-recording-medium
appgratus 1. To be more specific,.used for carrying
processing such és processes to receive content data
t;ansmitted by a daté transfer apparatus and decodé the
data, the members include a communication uﬁit 26, a DMA
27, a decryption processing unit 28, a cache memory 29, a
flow control unit 31 and a system control unit 32;
The system control unit 32 (CPU) is a member for
: controlling the whole secondary-recording-medium:
apparatus Z20A.
Typically, the system control.unit 32 controls
' pfocessing such as issuance of a request for generation

" of data and a communication for authentication between

the personal computer 1 and the secondary-recording-
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fromthe mni. disc 100 as well as operations to read out and update
managenent information are controlled. Not shown in the figure, an
operation unit and a display. unit are provided as a PS&Iciohst W% ace. The
system control unit 32 controls processing to nonitor operations carried
out by the user on the operation unit, processing carried out in
accordance with the operations and display processing of the display unit.
Connected to the connection unit.11 of the personal conputer,| shown in
FIG 6, the comunication unit 26 is a nenber for exchanging data with.the
personal conputer 1. The communication unit 26 processes signals

- conf or mi neetdiiuma aggrERAtiGAtA) recivEspimAsd hecdiShay d BEE1L394 of
techni que. Data received by the communication unit 26 fromthe personal

‘conput er  lcont@indde s it hv athiee o réfoneamuigis: tand 18min SPYo eligRt o /AN SDM
content received by the comunication unit 70 25 October 2005 26 is stored

in a cacheommty REDy eeticdl re%ar Whad ditsch BV KddhfteGt 1VMempLy Access)
27. It is to be noted that such a content can of course be stored in the

cache ”Enﬁﬂﬁl%go%ﬂd%h‘HEHJ%H&&?@“%&&K’{Hétggﬁgg%égg%ﬁ&sp£§cgon%203be DVA

27. The decryptlon processing unit 28 is a
a command is given to an MD control unit 21 and

rdperations to record and reproducercontent‘ddta onto and
lfrom the mini disc 100 as well as operations to-read out
and update management information are controlled.

Not shown in the figure, an operation unit and a
displaylunit are provided as a user interface. The éystem
control unit 32 controls processing to monitor operations

~carried out by the user on the operation unit, processing
carried out in accordance with the operations and diéplay
processing qf the display ﬁnit.

Connected to the connection unit 11 of the personal
computer 1 showﬁ in FIG. 6, the communication unit 26 is
‘a member for exchanging data with the personal computer 1.
The communication unit 26 processes signals conforming to
a communication technique as the USB or IEEE—1394
technique.

Data received by the communication unit 26 from the

'pérsonal computer 1 includes‘a variety of commands and an
‘SDMI content.

An SDMI content received by thé communication unit
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carrying out counterpart processing of the process to encrypt an SDM
content. That is to say, the decryption .processing unit 28 decrypts
content data stored in the cache nenory 29. The 'unenc@?ﬁ“@&erc%?ﬂfent data

is then stored in another area of the cache nenory 29. .Since the content

data has been encrypted by using a content key CK or CK, information
usable for recognizing at |l east the content key CK or CK' is stored. As
wi |l be described |ater concretely, he DNKs (Device Node Keys) expl ai ned
earlier by referring to FIG | are stored. The recordi ng/reproduction unit
25 corresponds to a device DVx shown in FIG 1. DNKs stored in the DVx

include a4fedfs kdypresl vigl |2 @ aigdendieyy @ by ravottdody exashitedd Bave been

encrypted by using the | eaf key. The content key CK can be recogni zed by
usi ng sucte DNs @rirdat dememasesiesar) BRB r dceiigedoabedasceibedaear|ier.
Thus, DNKs are stored information that can be used for recognizing a
content keyudiK o aorarenIDMarc @it emtur By bel bt & tiebame2QQ%hési ng t he
content key CK, the decryption processing unit 28 is capable of decrypting
an encrypeshoIhM2 o eiideitt coneeeilvegddh i eChH edustat an pagcencr ypt ed
SDM content is E (CK,. A3D). The result of the decryptionis D {CK E
(CK, A3D) br=tA3Dpmahipgh is data conpressed by wusing the ATRAC3 techni que.
The data conpressed by using '

The decryption processing unit 28 is a member for
r_carrying out counterpart-pfocessing of the process to
encrypt an SDMI content. That 1s to say, the decryptiodén
ﬁfocessing qnit 28 decrypts content data stored in the
cache memory 29. The unencrypted content data is thén-
'stored in another area of the cache memory 29.
Since the content data_hés been encrypted by using
"a content key CK or CK’, information usable for |
recognizing at least-the content key CK or CK’ is stdred.
As will be described latef cohcretely,_the DNKs (Device
Node Keys) explained earlier by referring to FIG. 1 are
stored. The récording/reproduétion unit 25 corresponds to
a device DVx shown .in FIG. 1. DNKs stored in the DVx
include a leaf key as well as node keys and a root key,
which have been encrypted by using the leaf key. The
content key CK can be reéognized by using such DNKs or,
in some cases, an EKB received as described earlief,
Thus, DNKs are st@red information that can be used

for recognizing a content key CK for an SDMI content. By
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t he ATRAC3 technique is encoded by the EFM ACI RC encoder/decoder 24 before
being stored by the recording/reproduction unit 25 onto the mni disc 100.
It is to be noted that the SDM content is not al ways 2d&ictoberci¥ff essed by
usi ng the ATRAC3 technique. For exanple, linear PCM data encrypted by a
content key is conceivable. Thus, there is also a nmethod of inputting
transferred content in the E (CK, PCM . In this case, as a matter of
course, the decryption processing- unit decrypts the encrypted content in
the E (CK, PCM to generate D {CK E (CK, PCM} = PCM which is decrypted
linear PCM data. In this case, the PCM data is conpressed . by the codec 23
by using tise ndTRAES coatlenity ke ybekor e heeidag yencoe @by ke nEFYhAE! RC
encoder/ decoder 24 and recorded onto the mni disc 100 by the

recor di ngkseprsoduphiboe Wi dedsyphikey afR¥nkeyplretedpii tRatdger yption
processing unit 28 in sone cases to be used In an authentication 72 25

Cct ober 20Q2epkeEesh. ahNedckyphedl sauthent trat LA PLOLESSpkP be descri bed
dlater, the secondary-recordi ng- nedi um appar at us 20A uses a stored public

(e S SRS ATE K KOy el s ool b ke a1
private k?ﬁK? Es(ék§0A§§?q LnA@B,eQﬁ5¥BtEgndBEgcggapressed by
using the.ATRACB technique. The data compfessed by using
the ATRAC3 technique is encoded by the EFM/ACIRC
encoder/decoder 24 before being stored by the
recording/repfoduction unit 25 onto the mini disc 100.

It is to be noted that the SDMI content is not
always data compressed by using the ATRAC3 technique. For
éxample, linear PCM data encrypted-by a content key is
conceivable. Thus, there is also a method of inputtiﬁg
transferred content in the E (CK, PCM). In this case, as
a matter of course, the decryption processing unit
decrypts the encrypted content in the E (CK, PCM) to
generate D {CK, E (CK, PCM)} = PCM, which is decrypﬁed

*1inear PCM data. In this case, the_PCM data is compressed -
by the codec 23 by using the ATRAC3 technique before
being encoded by the EFM/ACIRC encoder/decoder 24 and
reéorded onto the mini disc 100 by the
recording/reproduction unit 25.
A key may be stored in the decryption processing

unit 28 in some cases to be used in an authentication
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In addition, the decryption processing unit 28 includes an enbedded hash
engine for carrying out the so- called hash-function processing in order to
generate a content. ID. It is to be noted that gener @istrbaf200he cont ent
ID will be described |later. The decrypted encrypted SDM content data is
transferred fromthe cache nenory 29 to the flow control wunit 31. Exanples
of the decrypted encrypted SDM content are data conpressed by the ATRAC3
techni que and PCM data. The flow control unit 31 is a nenber for
transferring the decrypted encrypted SDM content data to an MD control
unit 21 serving as a recording process .systemfor recording the data onto
.the mni dixzesEE). Thea tgpdrdilnguphecessatysheprionekydes bhe codec 23, the
EFM ACI RC encoder/ decoder 24, the recording/reproduction wunit 25 and the
buf f er nertEscr@3hedHes fdow tentsepjontiity e ddmlisienediien dggiypted 73 25
Cct ober 2005 encrypted SDM content upon a request (XARQ made by the M
control umoR ZksesThe StovedopibDlic Uty Blaad] HSESorbiNhbRYSaeE k%ge@t.' on of
content data, decryption processing and processing to record data onto the
mni  di sanl@BisAde | itk 2AUIS A KEIMBRUIRICAHHRN PiRe &) kQW R are
both stored in the decryption processing unit 28. The
private key S is also uséd in an encryption process.
In addition, the decryption processing unit 28
includes an embedded hash engine for carrying out the so-
called hash-function processing in order to generate a
content ID.
It is to be noted that generation of the content ID
will be described later.
The decrypted encrypted SDMI content data is
traﬁsfe:red from the cache memory 29 to fhe flow control
unit 31. Examples of the decrypted encrypted SDMI content
are data compressed by the ATRAC3 technique and PCM data.
The flow control unit Bi is a member for
transferring the decrypted encrypted SDMI content data to
an MD control unit 21 serving as a recording process
system for recording the data onto .the mini disc 100. The
recording process system includes the codec 23, the
'EFM/ACIRC encoder/decoder 24, the recording/reproduction
runit 25.and the buffer memory 30.

The flow control unit 31 transfers the decrypted
73 '




various kinds of data to be exchanged anong the MD control unit (CPU) 21,
the codec 23, the buffer nenory 30, the EFM ACI RC encoder/ decoder 24, the
flow control unit 31, the.DVA 27, the cache nenory 29 25Qsteberad¥fini cati on
unit 26, the decryption processing unit 28 and the system control unit 32.
In the above configuration, as-SDM content data transmtted by the
personal conputer 1, data in the E (CK, A3D) state or data in the E (CK
PCM state is decrypted and encoded by the EFM ACI RC encoder/ decoder 24 by
using- the ATRAC3 techni que before being recorded by the o
recordi ng/ reproduction unit 25 onto the mni disc 100. By the way, in a
check-in angraptlkedcRDYUt cohteptnipnn datrzdoetswedXARQe pedsobal tbenputer 1
and the prinmary-recording-nedi um apparatus 20A and in other comrunication
sessi ons, Ma eaniteby ohito@ihandsharflek seontrabsonitedl ddpsec€onmands are
recei ved by the communication 74 25 Cctober 2005 .unit 26 and passed on to

the systemisanysobfurketed2iofhef syatemtcantaQl deairtp3dogarries out various
ki nds of processing in accordance with these conmands, and transnmits a

response peceashiaf the 9@5&@86§n§0tbh@e@@&QOHQEaC@ﬂEBt%helmlﬁi Nhnagenent
Techni que of Mni Disc
disc 100.

A bus line 22 is a communication line allowing -
various kinds of data to be exchanged among the MD
control unit (CPU) 21, the codec 23, the buffer memory 30,
fhe EFM/ACIRC encoder/decoder 24, the flow control unit
31, ﬁhe‘DMA 27, the cache memory 29, the communication
unit 26, the decryption processing unit 28 and the system

- control unit 32,

In the above configﬁration, as SDMI content data
transmitted by the pérsonal computer 1, data in the E (CK,
A3D) state or data in the E (CK, PCM) state is decrypted
and encoded by the EFM/ACIRC encoder/decoder 24 by using
the ATRAC3 technigue before being recorded by the

' recording/reproduction-unit 25 onto the mini disc 100.

By the way, in a éheck—in and a check-out of

_‘content data between the peréonal computer 1 and the
prima?ymrecording—medium apparatus 20A and in oether
-communication sessions, a variety'of commands are also
transmitted. |

These commands are received by the communication
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The follow ng description explains data to be recorded onto the mni disc
100 and managenent - information. In a digital recording/reproducti on system
such as a mni-disk system a TOC (Table of Contents) 250aabeni0d®d on a-
recordi ng nmedi um as nmanagenent information for controlling operations to
record and reproduce data onto and fromthe nmedium such as a disc. The
recordi ng/ reproduction apparatus reads out the TOC information from the
recordi ng medi um and saves the information in a nenory in advance. In
recording and reproduction operations, the TOC information is referred to
obtain a wite or read position so as to allow an access operation for the
recor di ng Wit &fr cdut tizmsedomar dtd drhd eyt aparadredtcdutuniltn 32he tAse of a '
mni disc, the TOC information includes a P-TOC (pre-nmastered TOC) and a

U TCC (a ussertenb 2 t@uiloberi 2005 CEQ@)iesThartPvEG dus Wichkengeabl e
information recorded as pits. The UTOC is information recorded by adopting
a nagnet proptesedng dehnicgivedahite WHERC thesehangatndd, ageonmpany operat|ons
such as processing to record and delete nusical data. To put it in det ai

when nusi ealansddia S reeponded tor deiheted tHe@ o mkQEsS teORYeStored in a
menory is first of all updated and the updated U TOC copy

personal computer 1.

6: Management Techniqgue of Mini Disc
The following descriﬁtion explains data to 5e
recorded onto thé mini disc 100 and management
information.
In a digital recording/reprodugtion system such as
‘a mini-disk sﬁstem, a TOC (Table of Contents) is recorded
on a recording medium as management information for
controlling operatioﬁs to record and reproauce data onto
and from the medium such as a disc. The
recording/reproduction apparatus reaﬁs‘oﬁt the TOC .-
" information from,the recording medium and saves the
- information in a memory in advance.  In recording aﬁd
reproductibﬁ operatidns, the TOC information is referred
to obtain a write or read position so as to allow an
.access operation for the recording or reproduction
. operation to be carried out.
In ﬁhe case of a hini aisc, the TOC information

includes a P-TOC (pre-mastered TOC) and a U-TOC (a user
75 '



is then stored in a U-TOC area with a predetermined timng. It is to be
noted that, by using the U TCC, content data such as audio data recorded
onto the disc is managed in units each called a track25TepbedOly, a track
corresponds to a piece of music. First of all, a data unit called a cluster
is explained as data stored in the mni disc 100. In the mni-disc
system as recorded data, a data streamis .created for each unit called
the cluster. The format of the cluster used as the unit of a recording
'operation is shown in FIG 8. Arecorded track in the mni-disk systemis
a continuous sequence of clusters CL shown in FIG 8. A cluster is a

mi ni'mum urfCluse@hienPaTPEc dsdiumghapgeabileninfocthustien ceapirisasathree
sector-linking sectors SCFC to SCFE, a sub-data sector SFCC and 32 main
sectors 7®i2% .Ccfbbel-20051isSCPotrma8Chh. réBusded BhUsHBHtEAHPAI S€s a total
of 36 sectors. A sector is a data unit having a size of 2,352 bytes. The

sector - | i mkigngteeepaicaICREdmiSURE arteugedoasisachghg¥attgn area and an
adj ustment area for a variety of operations. The relaxation area is a
break betwRenipe®y operations such as processing to record and

‘delete musical data. To put it in detail, when musical

data is recorded or deleted, the U-TOC’s copy stored in a

-memory is first of all updated ana the updated U-TOC copy

is then stored in a U-TOC area with a predetermined

timing.

It is to be noted that, by using the U-TOC, content
data such as audio data recorded onto the disc is managed
in‘units'each called a track. Typically, a track
corresponds to a piece of music.

First of all, é data unit called a cluster is
explained as data stored in the mini disc 100._ In the
ﬁini—disq systém, as recorded data, a data stream is
created for each unit called the clustér. The format of
the cluster used as the unit of a recording operation is
shown in FIG..8.

A recorded track in the mini-disk system is a-
'continuous sequence of'Clusters CL shown in FIG. 8. A
cluster is a minimum unit used in a recording operatiqn.

A cluster comprisés thfee sector-linking sectors

SCFC to SCFE, a sub-data sector SFCC and 32 main sectors
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consecutive recording operations. The sub-data sector SCFF is used for
recording informati-on set as sub-data. The 32 main, sectors SCOO to SCl1F
are used for recording various kinds of data such as t¥eOcreber J¥ba and
audi o data. -A sector is further divided finely into units called sound
groups. To be nore specific, two sectors are divided into 11 sound groups.
That is to say, as shown in the figure, two consecutive. sectors, nanely,
an even-nunbered sector such as a sector SCOO and an odd- nunbered sector
such as a sector SCOL, include sound groups SGOO to SGOA. Each sound
‘group has a size of 424 bytes for storing audio data with an anmount
correspondiGiy tte BL1GI. nBbos,Dat aluisserecomged siels aneocsalndfgseéup SG bei ng
split into L and R channels. For exanple, data recorded in the sound
group SCO@esunprsi.ses data LO for the L channel and 77 25 Cctober 2005 data
RO for the R channel. On the other hand, data recorded in the sound group
SA1 conprises dataettotois hhaatachannehagndgdat aiRe Her 2t hg2R channel . It
is to be noted that 212 bytes used-as a data area for the L or R channel
-are refermgadesq as a sound frame. FIG 9 is diagrams show ng the area

"~ structure of _

The sector-linking sectors SCFC to SCFE are used as

a relaxation area and an adjustment area for a variety of
operations. The relaxation area is a break between two
consecutive recording operations. The sub—-data sector”
SCFF is used for recording information set as sub-data.

The 32 main.sectors SC00 to ‘SCIF are used for
recording various kinds of data such as the TOC data and
audio data.

“A sector is further divided finely into units
called sound gfoups. ‘To be more specific,. two sectors are
'divided into 11 sound groﬁps.

That is to Say, as shown in the figure, two -
consecutive sectors, naﬁely, an even—numbered sectbr such
as a sector SC00 and an odd-numbered sector such as a
sector 5C01, include sound groupé SGOO to SGOA. Each

" sound group has a size of'424 bytes for storing audio
 data ﬁith an amount corresponding to 11.61 msec.

Data is recorded in one sound group SG; being split
into L and R channels. ﬁor example, data ﬁecorded in the

sound group SGOO_compriseé data L0 for the L channél and




the mni disc 100. To be nore specific, FIG 9A is a diagram show ng areas
stretched fromthe disc innernost circunference side to the disc

out ernost -circunference side. The mini disc 100 used ag>&cBgiid0d- optica
disc has a pit area on the. innernost circunference side. The pit area is
a reproduction-only area used for storing data as enboss pits. In this
pit area, the P-TOC is recorded. Ci rcunferences on the outer side of the
pit area are a magneto-optical recording/reproduction area. In this area,
grooves are.created as guide grooves of recording tracks. A segnment from
cluster 0 to cluster 49 on the innernost circunference side of the
magnet o- opiteaROarfea thse Gsethaasied .maNagehenbtheeahafiystietas50 to cl uster
2,251 are a programarea used for storing each piece of nusical data as a
track. Anraceaded time tht eousiddgrefupt I$e 0N egmphises2%a0at phero2005 area i s
used as a |l ead-out area. On the other hand, FIG 9B is a diagram show ng

.detai | s ehet hechanagenant. darearil Forhenhzmpagaemic1area, a horizonta
line represents sectors and lines arranged vertically each represent a

cluster. In the manages®nbe 3h88ed CLHSEEP $20n3Pds 1uSEHVEs a8 dé@aafea of
rel axation with the pit area. Custer 2 is

-area for the L or R channel are referred to as a sound
frame.

FIG. 9 is diagrams showing the area Structuée df
the mini disc 100.

To be more specific, FIG. 9A is a diagram showing
areas stretched froﬁ the disc innermost circumferenée
-side to the disc outermost .circumference side. The mini
. disc 100 used as a magneto-optical disc has a pit area on
the. innermost circumference side. The pit area is a
reproduction—only'aréa used for storing data as emboss
pits. In this pit area, the P-TOC is récorded.

Circumferences on the outer side of the pit area

' a;é a magneto—optical recording/reproductioﬁ area. ‘In
this area, grooves are created aslguide grooves of
recording traqks.

A segment from cluster 0 to cluster 49 on the
innermost circumference side of the magneto-optical area
is used as a management area. Cluster.SO to cluster 2,251
are a program area used for storing each piece of musical

data as a track. An area on the outer side of the program
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used as a power calibration area (PCA) for adjusting the output power of a
| aser beam Clusters 3, 4 and 5 are used for recording a U-TOC, the
contents of which will be described later in detail. A5 @stoherf28pfat of the
32 main sectors SO000 to SCIF in one sector are prescribed, and nmanagenent
information is included in each of the sectors. That is to say, sectors of
the U TOC are prescribed so that. the address of each track recorded in
the programarea and the address of a free area as well as information
such as the nane of .each track and recording tinmes can be recorded in the
U-TOG. There are three identical clusters each including sectors used as
t he U- TOCagmst drss.uskHibss iaddmddcaluclarsters are clusters 3, 4 and 5.
Clusters 47, 48 and 49 are an area of relaxation wth the programarea. It
is to be noted tbat tachatbbedhpatt i 8acPDIBS iana78i35rekt ehek 13805 area in
~which prepaid information to be described later js set. In the program area

starting aletelilst @f Sheomantigestetit 324 f exprasspdnkfehbachexadechmal
format, 32 main sectors SCOO to SC1F in each cluster are used for -storing

audi 0 dat &osUeBnASIMISNG irRpt GAMHLSHRY 1@ MndKNAWR 2% ANG ATRAC form
. Each recorded track or content _

vertically each represent a cluster.

In the management area, clusterslo and 1 serve as
.ah area of relaxation with the pit area. Cluster 2 is_
used as a power calibration area (PCA) for adjusting the
output power of a'laser beam.

Clusters 3, 4 and 5 are used for recording a U-TOC,
the contents of which will be described later in detail. |
A data format of the 32 main sectors SC00 to‘SCIF in cne
sectdr‘are prescribed, and management information is
included in each of ﬁhe sectqrs. That is to say, sectors
of the U-TOC are prescribed so that the address of_éach
track recorded in the program area and the address of a
free area as well as information such as the name of each
track and recording.times can be recorded in the U—TOC.
There are three identical clusters each including sectors
used as the U—TOC sectors. These identical clusﬁers are
clusters 3, 4 and 5.

Clusters 47, 48 and 49 are an area of relaxatiqn
with the program area. |

It is to be noted that a hatched portion PD is an
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data and free areas are nmanaged by using the U-TCC. ‘It is to be noted that
the sector SCFF in each cluster in the programarea can be used for
recording information serving as sub-data as descri bedd&gtbped0s The
sectors of the U-TOC are explained by referring to FIG 10. It is to be
noted that, .as explained earlier by referring to FIG 9, the P-TCC is
read-only information created in a pit area on the innernost circunference
side .of the disc 90.. The P-TOC is used for managing |ocations in areas
such as a recordable user area, a |ead-out area and a U-TOCC area. It is
worth noting that, in a ‘reproduction-only optical disc where all data has
been recardadinnwhipht prepdid e M TACican 2 e e susadon s ternagi ng
pieces of nmusic recorded in a manner like a ROM In this case, the U- TCC
is not createdtr No detailed description of the P-TOC is given. 80 25

Cct ober 2005 FIG 10 is an explanatory diagram showing the format of U TOC

sector 0. Sectorss0cko g2ogammberuaedeas: thd iy seghors, 54 gy cl uster
descri bed above, U TOC sectors are main seciors SCOO to SC1F. In the

sectors desgtiRed3gRoye, o5@ekakaql iandnd BbGaabRinGRakRGhEL Shhe
information, and sector 2 is an area :

' ‘main sectors SCO0 to SCIF in each cluster are used for
.storing audio datarsuch as music ip a compressed form
known és the ATRAC erm. Eéch recorded track or content
data and fiee areas are managed by using the U;TOC. It is
to be noted tﬁat the sector SCFF in each cluster in the
‘programiarea can be-ﬁsed for recording information |
éerving as sub—daté as descfibed carlier.

The‘sectors_of the U-TOC are explained by referring
to FIG. 10.

It is to be noféd that, as explained earlier by
referring to FIG. 9, the ?-TOC is read-only infogmation
created in a pit area on the innermost circumference side
of the disc 90. The P-TOC is used er managing locations
in areas such as a recordable user area, a lead-out area
and a U-TOC area. It is worth noting that, in a
reproduétion—only optical disc where all data has been
recorded in a pit form, the P-TOC- can also be used for
managing pieées of music recqrded in a mahnef like a RCM.
In this case, the U-TOC is not created. No detailed

description of the P-TOC is given.
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for storing the date of recording. The detail description of these sectors
1, 2 and 4 are omtted. U TOC sector 0.is a data area for recording
managenent i nformati on for nanagi ng free areas in whi cB5 Gstobers2905 data (or .-
tracks) such as recorded pieces of nusic and new content data can be
recorded. In an operation to record a piece of nusic onto the mni disc:
100, for exanple, the MD control unit 21 searches U TOC sector"0 for a
free area on the disc, and wites the piece of nusic into the area. In a
reproduction operation, on the other hand, the MD control unit 21 searches
U-TOC sector O for an area for recording a piece of nusic to be

-reproduced, and nakes.anoagsess tRpihhgtar9adiagraddsadlihferpiece of
music. At the start positions of a data area having a size of 2,352 bytes

(= 4 bytesro$np88)of - LhFOG&8c©19 0 shown in FIG 10, a string of pieces
of . 1-byte data is. 81 25 Cctober 2005 recorded as a synchroni zation

pattern. Each pigge@fslobyhesdata consisty of: d-sidd na.ehal! gergos or all
olul owed b a 3

. a
ones. The synchroni zation pattern is y an ress with a | engt h

of 3 byte fi - anel ster. Hand Juster L, are a
cluster ,azzdlru-e% %J cﬁeﬁsécxt%h%%%byotveéqﬁ gﬂs a@bscgc eo'%‘"eoardsdraerses ML %5195 fhe 3 bytes
are foll O\M()b)éoasl&%%g (MODE) for storing a node. The

In the sectors described above, sectors 1 and 4 are
- for characteristic information, and seétorAZ is an ares
for storing the date of recording. The detail descripﬁion
6f these sectors 1, 2 and 4 are dmitted.

U—TOC sector O is a data arearfor recording
ménagement information for managing free areaslih which
Content data (or tracks) such as recorded pieces of music
and new content data can be fecorded.

In an operatidn to record a plece of music onto the
mini disc 100, for example, the MD control unit 21 °
searches\U—TOC‘sector'O‘for a free area on the disec, and
writes the piece bf music into the area. In a
reproduction operation, on the other.hand, the MD“controi
ﬁnit Zi_searches U-TOC sector Q_fdr an area for recording
a piece of music‘to be reproduced, and makes an access to
the area to read out the piece of musié.

At the start positio#s of a data area having a
size of 2;352 bytes (= 4 bytes X 588) in U-TOC sector 0

shown in FIG. 10, a string of pieces of l-byte data is
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synchroni zation pattern and the 4 bytes formthe header. The 3-byte
address is the address of the sector itself. It is to be noted that the
configuration of the header including the synchroni zatiZsfOgadet 2006 and t he
-address applies not oanly to U-TOC sector 0, but also to a .P-TOC sector
and sectors in the programarea. The address of a sector itself and a
synchroni zati on pattern are recorded in the header to each sector
Predeterm ned foll owing byte positions are used for recording data such as
a manufacturer code, a nodel code, the nunber of the first track (First
"ENO), the nunmber of the last' track (Last TNO, the disc serial nunber

and the diesoridad Ar ar 83 nicdldovizag iidie gl dd) | 8adnPpiBLE cpOfLI ON  for
storing a variety of pointers, nanely, P-DFA, P -EMPTY, P-FRA and P- TNOL

to P-TNO2p9teThliRSe RONRLEHS ACh RAMLg IF & iNalte deSC RhAr Jisd table to
be described later. A 82 25 Cctober 2005 part descriptor 1s a descriptor of

an area (or a patfd sHQERSLRELRY: Ant ch.a I.ege, of si c recorded
by the user or a deg%riptor o?eéa?rggegﬁgg.E%hgoﬁég?ggag o%ﬁgted with the

pointers gdﬂgésEowEtﬁ'}gQ%ﬁ%thi%fa32% +Rart - descei %Qrztgb e conprising 255

part descriptors 01 A part ‘descriptor includes K& start address
of a partngﬁélﬁnciﬁg%ér hhgngnelﬁg%%%si,ogre a cluster address.

The third byte is a sector address (Sector). The 3 byvtes
are followed by a byte (MODE) for_stofing a mode. The
synchronization pattern and the 4 bytes form the header.
The 3-byte address is thé address of the sector itself.

It is to be noted that the configuration of the-.
header including the sfnchrbnization pattern.and.the
address applies not oﬁly to U*Tbc sector 0, bﬁt also to a
P-TOC sector and sectors in the program area. The address
of a sector itself aﬂd a sYnchronizétion pattern are
recorded in the header to.each sector. |

Predetermined following byte positions are used for

~recording data such as a manufacturer code, a model code,
fhé number of the first track (First TNQO), the numbér of
the laét'track (Laét TNO) , the disc serial number and the
disc 1ID.
| An area following the disc ID is a pointef portion
for stdring a variety of pointers, namely, P-DFA, P-EMPTY,
P~FRA and P-TNO1l to P-TNC255. These pointers each point

to a part descriptor in a table to be described later. A
g2 '




the part and the node of the part (a track node). specific part is
continued to another part, the If a descriptor of the specific part also
includes a link information indicating the. part descri25§icabecio0s he ot her
part. By the same token, the part descriptor of the other part includes
the start address of the other part, the end address of the other part and
the node of the other part. it is to be noted that a. part is a portion of
track for recording the data in track, which is continuous along the tinme:
axis, in a physically continuous state. The start and end addresses are a.
part or each of a plurality of parts conposing a track or a piece of

nmusi c. These tadrsessigeromraries eactesecigad dM #n shefd engd a frg) 1 ndi cati ng
the location of a cluster, a sector or a sound.group. Even if data of a .
pi ece -of M &Hoa iigAeK Jtras k83 udh Qi cabgﬁe%ﬁo&)f efyided-ddbadhysi cal |y

di sconti nuous manner, that is, recorded over a plurality of parts, a
recor di ng/hepredichirol WRRAAPHS Ofot i SFiade des capabl e  of reproducing

- the piece of nusic by making accesses to the parts sequentially, one part
~after another, wirhBouhp16a4558818tE8PLREHCERANLBERRLED pTBYR, cdaba such as

a
TNO255 is a 255-part-descriptor table comprising 255 part

‘descriptors 0lh to FFh. A part descriptor includes the
start address of a part'(or an area), the end address of
the part and the mode of therpartf(a'track mode) . If a
gpecific part is continued to another part, the
descriptor of the specific part also includes a 1link
information indicating the part descriptor of the other
part. By the same token, the part descriptor of the other
part includes the start address of.therother part, the
end‘address of the other part and the mode of the other
part.

It is to be noted that a part is a portion of track
_fof recording the data in tradk, which is continuous
along the time axié, in a physically continﬁous state.

The start and end addfesses are a part or each of a
plurality of parts composing a track or a piece of music.

| These addresses are each recorded in a shortened

form, indicating the locatibn of a cluster, a sector or a
sound group. - |

Even 1f data of a piece of music (a track) is
83 |




pi ece of nusic recorded by the user is stored by being split over a
plurality of parts for the purpose of using a recordable area with a high
degree of efficiency. For the above reason, a part descdSiQstaber 20881 udes
link information. As described above, if a specific part 1is continued to
anot her part, the descriptor of the specific part also includes a |ink
information indicating the part descriptor of the other part. The |ink

i nformation indicating the part descriptor is a nunber assigned to the
part descriptor of the other part. The nunber is in the range 0lh to FFh,
That is to say, in the table portion of U-TOC sector 0, each part

descri pt orredesciddds: @ pavsiddlly dhissseiofnumis carsgmecaortdad iover 3 parts,
for exanple, the part descriptor of the first -part. includes a link

i nf or mat i credaxrdehe gvanrt adedariaitiary aff tgwerisecend part and the part
descriptor of the second part includes a link information to the part

descri pt orreefo ddigvgl/Miept opiardt 1 B¢ a2paReitalero 208 & Hyparays ddpadiecations of
parts are managed. It is to be noted that the actual byte location (in '

U TOC seciol :Qprokiveipgl thde$hlddd o RRISUEH Y qait Ry ldddesdadf Qgmation is
expressed nunerically by the following equation: Actual |ocation = 304 +
l'ink informt i@Rt¥ 8equentially, one part after another, without
caqsing a reproduction problem. Thus, data such as a
..piECe of music recorded by the user is stored by being
split over a plurdlity of parts for the‘purpose of_usihg
a recordable area with a high degree of efficiency.
For the above reasbn, é part descriptor includes
link information. As described above, if a specific part
is continued to another part, the descriptor of the
specific part also includes a link information indicating
-the part descriptor df the other part. The link
information indicating the part descriptor is a number
assigned to the part déscriptor of the other part.~ The
.number is in the range 0lh to FFﬂ. | | |
That is to say, in the ﬁable portion of U-TOC
. sector 0; each part descriptor describes a part. If a
piece of music is recorded over 3 pa;ts, for example, the
pért descriptor of the first paft.includes a link
iﬁformation.to the part descriptor of the second part.and

the part descriptor of the second part includes a link

information to the part descriptor of the third part. In
84




the size of a part descriptor expressed in terms of bytes). The contents
of a part described by a part descriptor (of the table portion in U-TCC
sector 0) with a nunber in the range 0lh to FFh are d&f&ctwbergdOby which.
of the pointers P-DFA, P-EMPTY, P-FRA and P-TNOL to P- TNO255 is associ at ed
with the part descriptor as follows. The pointer P-DFA refers to a _
defective area on the nmgneto-optical disc 90. That is to say, the pointer
P- DFA points to a.part descriptor describing a defective area (or a
defective track part) caused by an injury or the like or points to the
first one of a plurality of part descriptors describing such a defective

area or sudhisa wisf ecilie/a ddaciopards peorhe Jm8 engheeddic, if a defective
part exists, the.pointer P-DFA has a value in the range 0lh to FFh. This

val ue is a nunbertassi gaedet AotadPahhtdeser bRk 1 BGhudiiRghE Stapt and
end addresses of the defective part. If another defective part exists, 85

25 Cct obery-2@5 dha-qpard) Qeisqip%thf de@?ﬁ(fﬁ_%lx‘agdl%édﬁ% rfﬁ{)iaorhtnq( anot her

part descriptor describing the. other defeéct part. nore defective

part exi stig,eddigpk 14 ' | e t:her. parnt riptor is set at
00h poi ntli néjttotﬁo p&rét_ é‘g{srlcg%ltslpﬁa;rd %%ﬁ%lﬁfgép%-hﬁ%ﬂﬁﬁﬁgs to an
unused paldyyation:

Actual locétion = 304 + liqk information X 8 (=
the size of a part descriptor expressed in terms of
bytes). |

The contents of a part described by a part
descriptor (of the table portion in U-TOC sebtor 0) with
a number in the range 0lh to FFh are determined by'Whiéh
of the pointers P-DFA, P-EMPTY, P-FRA and P-TNO1 to P-
TNO255 is associated With the part descriptor as follows.

The pointer P;DFA refers to a defective area on the
magneto-optical disc 90. That is to say, the pointér.P—
DFA points .to a part descriptor describing a defective
area {or a defective track part) caused by an inju;y or
‘the like or points to the first one of a plurality'of
part descripfors describing suﬁh-a defective area or such
a defective track part. Tq be more épeéific, if a
‘defective part exists, the pointer P-DFA has a value in
the range 0lh to FFh. This value is a number assigned to
a'part descriptor including the start and end addresses

of the defective part. If another defective part exists,
85
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“descriptor or the first one of a plurality of unused part descriptors. To

be nore specific, the pointer P-EMPTY has a value in the range 01h to FFh.
This value is a nunber assigned to an unused part desé@biQotaber 2005t he fir st

one of a plurality of unused part descriptors. If a plurality of unused

.part descriptors exists, the first-one pointed to by the pointer P-EWMPTY
includes a link information pointing to the second one, which includes a
link pointing to the third one and so on. In this way, all unused part
descriptors are put on a ,linked Ilist. The pointer P-FRA refers to a free
area (including deleted area) on the magneto-optical disc 90. A free area
i s an ar ealetms mhidds datpc ean g ueeorded ¢ fd oopmdd cdh w@at a has been
del eted. That is to say, the pointer P-FRA points to a part descriptor
descri bi nam e mrea déem pifdreeidsanlk Raf thhoro i Nt Atk first one
of a plurality of part descriptors describing such a free area 86 25

Cctober 2Q0-t0r suCRoambieedbragkipar bartOREsHRr erpRegifikc, if a free

area exists, the pointer P-FRA has a value in. the range 01h to FFh. This

val ue i s 3nrirhar 250inehd o dhdiaa rISRUIALAG NG udiing, d g start and
end addresses of the free area. |If such another free areas exist, that is,"
it a plurg)id f Ao desY IRk 1§%i5t s, according to a

The pointer P-EMPTY points to-an unused part
descriptor or the first one of a plurality of unused part
descriptors. To be more specific, the pointer P—EMPTY‘has'
a value in the range 0lh to FFh. This value is a number
assigned‘to an unused part déscriptor orlfhe first dne of
a ﬁlu;ality of unused part descriptors.

If a plurality of unused part descriptors exists,
the first-one pointed to by the pointer P-EMPTY includes
a link information péinting to the second one, which
includes a link pointing to.the third one and so on. In
this way, all unused part déécriptors are put on a:linked
 list.

The pointer P-FRA refers to a free area (including
deleted area) on the.magneto~optical disc 90. A free area
is an area into which data can be recorded or from which
data-has Eeen deleted. That is to say, the pointér é—FRA
points to a parf descriptor describing a free area (dr a
free track part) or poiﬁts to the first one of a

plurality of part descriptors describing such a free area
o : 86 .




link information, the part descriptor assign to another part descriptor
sequentially to the part descriptor which -link information is set at 00h.
FIG 11 is an explanatory diagramshowi ng a nodel. of 2¥dhaperddt of parts
each available as a free area: Assunme that part descriptors having nunbers
03h, 18h, IFh, 2Bh and E3h are each designated-as a part descriptor
describing a free area. In this case, the pointer P-FRA is set at 03h
pointing to the first part descriptor. The [link in the first part
descriptor is set at 18h pointing to the second descriptor whereas the
link in the second part descriptor is set at 1Fh pointing to the third
descri ptoroansush anfré netdyk pheclindo ige therd idddvinard, descrdpior is
set at 00h pointing to no part descriptor. It is to be noted that

def ecti ve areaseanstsiNusies HaidSer JESERA PhOE Sa CaM He ﬂ@“@@@dré dhe sane
way. The pointers P-TNOL to P-TNO255 each refer to a track such”as a piece

of music opiiheo remnet anan! ivgalue §€ 25 ndhihela A0 36 Wp e track has

been recorded on the magneto optical disc 90 by the user. exanpl e, the

i . noi . i i bi i rack or
o e £ A R AR L R LB AL UM Pl
track's legding part er they Bhg%h%§l%ree areas exist, that is, if '
a ﬁlurality of part descriptor exists, according to a
_llink information, the part descriptor assign to another
part descriptor sequentially to the part descriptor’whiéh
link information is set at 0OOh.
FIG. 11 is an explanatory diagrém showing a médel
of management of parts eéch available as a free area:
Assume‘that part descriptofs having numbers 03h, 18h,‘th,
2Bh and E3h are eagh designated -as a part descriptor
descfibing a free area. 1In this cése, the pointer P-FRA
is set at 03h pointing to the first part descriptor., The
link in the first part descriptor is set at 18h pointing
te the second descriptor whereas the link in the sgcond.
part descriptor is set at 1Fh pointing to the third
descriptor and so on. Finally, the link in the fifth part
descriptor is set at 00h pointing to no part descriptor.
It ié to be noted that defective areas and unused parté
descriptors can be managed in the same way.

The pointers P-TNOl to P-TNO255 each refer to a

. track such as a piece of music on the magneto-optical
87




Assune for exanple that the first track is a piece of nusic not divided
into a plurality of parts on the disc, that is, the track is.recorded as a
single part. In this case, the pointer P-TNO1l is set at25&cmbat2905poi nting
to a part descriptor describing the start and end addresses of an area for
recording the first track. As another exanple, assune that a second track
.is a piece of nusic divided into a plurality of parts on the disc, that
is, the track is recorded as a plurality of discrete ,parts. In this case,
the pointer P--TNO2 is set at a nunber pointing t the first one of part '
descriptors each describing the start and end addresses of an area for

recordi ng ding: ofo t henpatkscRf hhBepseaordchbiraek. ohNenePARLndesSCri ptors ar e
put on a linked |ist described above in the chronological order of the

parts. To dpiiddl QMRCIHRY @y +HN& R Nt 86 -PeIMNAZ1ES Eﬁf?_ biAcOyunper
pointing to the first part “descriptor describing the iTst part on the

time axi-s.rygie Jdiksi Rot e pfairrtStde%@ ' g%%lz%egétrg%@hlgzg.o%l(}%scc WRlgr is set _

at .a nunber pointing to thé secon scriptor- describi ng the Second part

on the Ui i el 838 e ol b, 110e 3eeand. pact desgriptor is set af
a number pointing to the third escCriptor describing th ti‘r d part on the
time aXiSW%H%hs%e%%riEEga%h%’f&@%tlkggck’s leading part on the |
. time axis. 7
Assume for example that the first track is a piece
of music not divided into a plufality of pafts on the
disc, that is, the track is.recorded as é single part. In
this case, the pointer P—TNOl-is set at a number pointing
to a part_descriptor describing the start and end
addresses of an area for rééording the first track.
As  another example, assume that a second track is a
piece of music dividéd into a plurality of parts on the
~disc, that is, the track is recorded as a plurality of
discrete parts. In this case, the pointer P-TNOZ is set
at a number pointing to the first one of part desc;iptors
eachAdescribingrthe start and end addresses of an agea
for recording one of the parts of the second track. The
part descriptors are put on a linked list described above
in the chronological order of the parts. To put it
'concrétely, therpointer P—TNQZ is set at a number
pointing to the fifst part descriptor describing the

first part on the time axis. The link in the first part
88 | |




in the last part descriptor is set at 00h pointing to no part descriptor.
As a result, the part descriptors are put on a linked |ist like the one
shown in FIG 11. As described above, data of the secorid$ Qrteher206 nusic is

recorded on parts described by part descriptors arranged in the
chronol ogi cal order of the parts. So, in an operation to reproduce the
second piece of nmusic or an operation to update on the area of the second
pi ece of nusic by using data of U TOC sector O, it is possible to read out
continuous nusical data fromthe discrete parts and carry out a recording
operation by utilizing the recording area with a high degree of

ef fici encydediyridiwomays et racks Mmodad o g Sike 1@ thd W dry al so recorded
in each part descriptor. The track node describes attributes of a track

“descri bed dusdhie haf tdeH8SHIY Whe licold OMBR) 4o 198 (LsR) 8B bits

conposing the byte of the track node. In this case, the track node is

def | ned asufldRivndd 25 Qi abey 20 flpac: Yool ogent Hdl WiLe
protected (Overwiting and editing are prohibite .d2 ---0: A copyright
exists. L H&Mﬁﬁpiwﬂﬂgiﬁyhﬁ}%he third descriptor describing the
| third part on the time axis and so on. Finally, the link

in the last part descriptor is seﬁ at 00h peinting to ﬁo

part descriptor. As a result, the part descriptors are

put on a linked list like the one shown in FIG.llli‘

| As described above, data of the second biece of

music is recorded on parts described by part descriﬁtors

arranged in the chronological érder of the parts; So, in

an operation to reproduce the second piece of &usic og‘an

operation to update oﬁ the area of the second piece of

music by using data df U-TOC sector 0, it is possible to

read out continuous‘musicél data from the discrete parts

‘and carry out a recording operation by utilizing the

recording area with a high degree of efficiency.

By the way, a track mode with a size of l-byte is
also recorded in each part descripfor. The track mbde.
‘desqribes attributes of a track described by the part
_descriptor.

Let dl1 (MSB) to d8 (LSBi be 8 bits composing the

byte of the track mode. In this case, the track mode is

defined as follows:
Y 89




d3 ---0: Oiginal 1: first or later generation d4 ----0: Audio data 1:
Undefined d5 and d6 ---01: Nornal audio Ohers: undefined d7 ----0:
Monophonic 1: Stereo d8 ---0: Enphasis off 1: Enphasi £56kstobsr 2088cri bed -
above, for the rewitable magneto- optical disc 90, disc areas are nanaged
by using the P- TOC. On the other hand, other areas such as recordabl e user
areas for storing pieces of nusic and free areas are nmanaged by using the
U-TOC. It is thus obvious that, by providing the UTOC wth such a
configuration, for tracks recorded on the mni disc 100, division of a

.track into a plurality of parts, linking of a part to another part and

track 90 25l CetoberW2D065 mehirtitiged ncl udi ng del etion can be carried out by
merely updating the U-TCC. In the secondary-recordi ng-medi um
recording/ reprodudti ariapparatest28A(ovBenrihent Bhddegetid§0ats nounted on
t he recording/reproduction unit 25, ,
prohibited)
-:d2 ———0: A copyright exists.
1: No copyright exists.
d3 -—-0: Original
1: first or later generation
d4 ——-0: Audio data
1: Undefined
d5 and d6 ---01: Normal audio
Others: undefined
a7 ———O: Monophonic
1: Stereo
d8 ---0: Emphasis off
1: Eﬁphasis on
As described above, for the rewritable magneto-
optical disc 90, disc areas are managed by using thé P-
Toé. On the ofher hand, other areas such as recordable
user areas for storing pieces of music and free aréés are
managed by using the U-TOC.
It is thus obﬁious that, by'providing the U-TOC
with such a configuration, for tracks recorded on the
mini disc 100, division-of artrack into- a plurality of

parts, linking of a part to another part and track
| 90




first of all, the MD control unit 21 reads out TOC information fromthe
mni disc 100 and stores the information in a specific area in the buffer
menory 30. Thereafter, the TOC information in the buf f260ckba00530 is

referred to in recording, reproduction and editing operations carried out

on the mni disc 100. It is to be noted that, in operations to record
content data (or a track) onto the mni disc 100 and edit a track already
recorded on the mni disc 100, the U-TOC sectors are updated by updating
the UTOC information already stored in the buffer nenory 30. Then, at a
predeterm ned point of tinme, the updated U-TOC information stored in the

buf f er mensritilly iishclwd it Mk antad R Waridies 6ul0yt aietirdat e the

U TOC on the mni disc 100. 7: Authentication Process AS a condition for ‘a
check- out JiddiaRsfafe ¢aAtgnt data to the secondary-recording-nedi um 91 25
Cct ober 2005 recording/ reproducti on apparatus 20A and record the data into

the mni disc 109t e J ungpecr. d as described earlier in
on @ﬁé Qgcbﬂgégy Qggﬁgﬁﬁ%ﬁ mS4 2h .

t he expl anation of the SDM data pat e result of an authentication

process C§%£j%%in%”&e%%pEm%tﬂ%E§og aEQgBQtEBAl &Qr t@ﬁeﬁgﬁggqg{yé
recor di ng- medi um recordi ng/ reproduction appar at us oA
100 is mounted on the recording/reproduction unit 25,
first of all, the MD control unit721 reads out TOC
~information from the mini disc 100 and stores the
'information in a specific area in the buffer memory 30,
Thereafter, the TOC information in the buffer mémorleO
is referred to in recording, reproduction and editing
opgrations carried out on the mini disc 100.
It is to be noted that, in operations to record
contént data (or a track) onﬁo the mini disc 100 and edit
a track already recofdéd on the mini disc 100, the U-TOC
sectors are updated by updating the U-TOC information
already stored in the buffer memory 30.
Then, at a predetermined point of time, the updated
- U-TOC information storéd in the buffer memory 30 is

- written back onto the mini disc 100 to update the.U-TOC

on the mini disc 100.

~ 7: Authentication Process
As a condition for a check-out to transfer content

data to the secondary-recording-medium
91 |




_ apparatus 20B supposed to conformto the SDM stan

‘conformng to the SDM st an € authenticatron process’

shall be OK The authentication process is processing to verify that the
secondary-recordi ng- medi um recording/reproduction apparatus 20A is a valid
apparatus permtted to carry out an operation to recor@thebad¥0ent data
in an unencrypted state. The authentication process is carried out for a
recordi ng/ reproducti on apparatus connected to the connection unit 11 of the
personal conputer 1 besides the secondary-recording-nedi um
recordi ng/ reproduction .apparatus 20B confornmng to the SDM standard. It
is to be noted that the connected secondary-recordi ng- medi um
recordi ng/ reproducti on apparatus 20B supposed. to conform to the SDM

standard iseasdisphjanteihdiol e pappasstie 20ankiham-kbat-4dt hReCcQppgCt ed
secondary-recordi ng- nedi um recording/reproduction apparatus 20B is a

secondar y-ifs ol RgE WS reao o d¥a dre O UC irQih ARPATRL Us 23QBLruly
conformng to the SDM standard. If the connected

secondar y-J&sF it <R diWp HeC Al YIS0 WG ign tél%Z g%%qz%%% er 2005
ar |

s not confirnmed as

a_Secondaiyipt OG- IRAILIGe 1oL Aulidglient aUCL: A0 ARPALLYS 4208 trul y

&Scri bed bel ow
S oA iyl ARKCHL At i URN9OLBE $RECRLALYLEGO" di Ng- - medi um
recording-medium recording/reproduction appafatus 20A

‘shall be OK. The authentication process is'processing to
verify that the secondary—recordingumédium‘
recording/reproduction apparatus 20A is a valid apparatus
pe;mitted to carry out an Operation to record the content
ﬁata in an unencrypted state.

"The authentication process is carried out for a
recofding/reproduction apparatus connécted to the
.donnection.unit 11 of the personal computer 1 besides the
secondary—recording—mediu@ ;ecording/reproduction
.apparatus 20B conforming to the SDMI standard. It is to
be noted that.the connected secondary-recording-medium
reéording/reproduction apparatus 20B supposed to conform
to the SDMI standard is also subjected to a process to
confirm that the connected secdndary—recording—medium
recording/reproduction apparatus 20B is a secondary-
recording-medium recording/reproduction apparatﬁs‘2OB
tfﬁly conforming tﬁ the SDMI standafd. If the conneéted

secondary~recording—mediumlrecording/reproduction
92 '




apparatus 20B is a valid secondary-recordi ng-nedium recordi ng/reproduction
appar atus 20A. The authentication process provided by the enbodinent is
carried out by adoption of.an authentication techni queSiaxsber 2005 -
unsymmetrical encryption or public-key encryption. In the unsymetrical
encryption process, an encryption key is different froma decryption key.
Let reference notation Db denote data before the encryption process,

ref erence notation Ke denote the encryption key, reference notation Kd
denote the decryption key and reference notation C denote encrypteddata
obtained as a result of the encryption process. In this case, the

encrypt i orapgracesss | 0B esupwssel hy doafrienas nitatdoMr Gradaade.isPb) and a
decryption process of decrypting the encrypted data Cto obtain the

pre-encrypidorcatatiarddy ifs dend@thdiry-ef I ance g ARi@hPeN Db = D (Kd, ©).
Here, the. encryption key Ke and the decryption key 93 25 Cctober 2005 Kd

are 1ef er neckd:el ity Adaidarlc d6 s apPRealhst Dok eXaL LS coflirsehoRgd as 2

public key whereas the other key is kept in a pre erm ne as a

private keype IgbMihe 3 HEN | Gald %'ﬁtﬁﬁrkegﬁ%tq% C?h:‘é%%g%e'd%"s‘”cﬁ%%gep“b' ic

key, which is one of the encryption an ecryptio y Kd, ié
denot ed bif)erl%fvveri%n%%:rﬂ%téfitdu%neg verify that the connected-

sécondaryfrecordingmmedium recording/reproduction
apparatus 20B is a valid secondary-recording-medium
recording/reproduction apparatus 20A.

The authentication process provided by the
embodiment is carried out by adoption of an
authentication_teéhnique based on unsymm;triéal
éncryption or public-Xkey encryption. In the uﬁsymmetrical
encryption process, an encryption key is different from a
decryption key. Let‘reference notation Db dénote data
before the encryption process, reference notation Keé
denote the encryption key, reference notation Kd denote
the decryption key and reference notation C denote
‘encrypted_data obtained as a result of the encryption

'~proceSS. In this case, the encryption proceés is

- expressed by reference notation ¢ = E (Ke, Db} and a
decryption process of decrypting the encrypted data C to
obtain the pre—encryption data Db is denoted by.réferenée
notation Db = D (Kd, C);

Here, the encryption key Ke and the decryption key.
93 |




whereas the other decryption key used as the private key is denoted by
reference notation S. For the case described above, in the
secondar y-recor di ng- medi um recordi ng/ reproduction appaidPaehepBi5 t he

- decryption processing unit 28 or the systemcontrol unit 32 is holding
the encryption key Ke and the decryption key Kd as a public key P and a
private key S. The authentication process is typically started by a
command transmitted by the CPU 2 of the personal conputer '| serving as
‘the primary-recordi ng-nedium apparatus to the systemcontrol unit 32 of
the .recording/reproduction apparatus serving as the

secondar y-Fe@coreli ngf ervedinte ezorali payl r epf oklegd | oldneapFarakusez8Aik0 make a
request for an authentication process. Then, in accordance with the
command, plooebsiad asikepwnki shiown whefdds die i sticar niad iutkdyat ween the
CPU 2 of the personal conputer 1 serving as the primary- recordi ng-medi um

appar at us - iand tpeedyisé am mantmahbemids 32 P PheOqtaper 2005 of the
recordi ng/ reproducti on apparatus serving as the secondary-recordi ng-mnmedi um

recor di ng/ r epr oduet itoR a@&m@h&h@&tagﬁ-p}B%e%QtH%@EEEBEHOBeEBQCGEﬁeiS
started with a processing S1 in which the systemcontrol unif 32 of th
SeCondaryTﬁﬂﬂgﬁﬂiﬁéyIW%ﬂiﬁﬁrfngﬂg’HyerEF¥H€¥§ﬁ¥lon key Ke and the '
decfyption key Kd, ié dénoted by reference notation P
whereas the other decryption key ﬁsed as the private key
is denoted by reference notation S. For the case
described above, in the secondary-recording-medium
recording/reprbduction apparétus 207, the decryptioﬁ
processing unit 28 or the system control unit 32 is
holding the encryption key Ke and thé-decryption,key Kd
as a.public key P and a private key S.
The authenticétion process is typically started by
a command transmitted by the CPU 2 of the personal
computer 1 serving as the primary-recording-medium -
apparatus to the system control unit 32 of the
recording/reproduction apparatus serving as the
séCOndary—recording—medium recording/reproduction
apparatus ZdA to make a request for an authentication
procéss. Then, in accordance with the command, processing
- .like one shown in FIG. 12 is carried out bétﬁeen the CPU
2 of the personal Compufer-l.serving as the primary-

recording—medium apparatus and the system control unit 32
94 | | ‘




apparatus 20A transmts the public key P held by the decryption processing
unit 28 to the personal conputer 1 by way of the conmunication unit 26. It
is to be noted that the public key P is a key known bySQseobpr308ary-
-recordi ng- medi um apparatus .1. Thus, if the secondary- recording-nmedi um
recordi ng/ reproduction apparatus 20A and the primary-recordi ng-nmedium
apparatus 1 recognize the sane key as the public key P, the processing |
does not  have to be carried out. Wien the CPU 2 of the '

pri mary-recordi ng- nmedium apparatus 1 receives the public key P, the

aut hentication process is continued to processing S2 to generate a random

nunber r. of Tien,rddvddimgredppdeeSSimn@ppdratthe skandad RWYmbee r is
transmtted to the secondary- recording-medi umrecordi ng/reproduction

appar at us sAndHIgrddd e ERIdIGMS4e dHR11 ST r@Preankiebauni t . 32 of the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A encrypts

the randomppaRersr Jdow using the. 95 25 Cctober 2005 private key S held by
t he decryption processing unit 28 to generate encrypted data E (S, r). '

Subsequent|y, | nrher 96eA8hBICSD:oh N5 EOEEYPLEG, OR AL (] 1S transmi tted

to-the primary-recordi ng- medi um apparatus 1. en, 1 n processing S6, by

S e pRURLG Y ST il UR1ERUCROGyLIBHPELIBLYL §EOL B0 FRgh Y™

secondary—recording—medium‘recording/reproduction

- apparatus 20A transmits the public key P held by the
decryption processing unit 28 to the personal computer 1
by way of the communication unit 26. It is to be ﬁoted
that the pﬁblic key P is a key known by the primary;
recording-medium apparatus 1. Thus, if the secondéry—
recording—medium recording/reproduction apparatus 20A and
the primary-recording-medium apparatus 1 recognize the
same key as the public kéy P, the processing 1 does not
have to be carried out.

When the CPU 2 of the primary-recording-medium
~apparatus 1 receives the public key P, the authentication
process is continued to processing S2 to generéte'a
random number r. Then, in the nexf:prbcessing 83; thel
random number r is traﬁsmitted fo the secondary-
recording-medium recording/reproductioﬁ apparatus Z20A.

Then, in processing 54, the sysﬁem control ﬁnit 32
of the secondary-recording-medium re¢ording/reproduction

apparatus 20A encrypts the random number r by using the.
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decrypts the encrypted data E (S, r) received fromthe

secondary-recordi ng- nedi um recordi ng/ reproducti on apparatus 20A. The
processing S6 is thus a decryption process expressed By Uolob 2085 (S, r)}.
Subsequently, in processing S7, the random nunber r generated in the
processing S2 is conpared with the decryption result D{P, E (S, r)}
obtained in the processing S6. In next processing S8, the result of the
conparison is examned. If the public key P and the private key S are a
correct pair of keys, the result of the comparison should show that the -
decryption result D {P, E (S, r)} is equal to the random nunber r. Thus, a
conpari sorpriegmate ke dteInd Wshathd hdecoget gt iprodesdildg iR 28 (S, r)}.
mat ches the random nunber r confirns that the secondary-recordi ng-medi um

recor di ng/tepyatuctiorerappartaidisiadA holgls B cosubebquBhkY@t ejkey S for the
public key P. In this case, the 96 25 Cctober 2005 aut hentication process

goes on f refoddis IHPEESSitg: %d@é)tm&%&% g & i W (hail@itteg
secondary-recordi ng- medi um recordi ng/ reproduction apparatus 20A is

aut hent i cated-1as Lﬁclwﬂydr%@m%wg%&mﬁn% aJrfattJée jconmparison result
i ndicates that the decryption result D { II:Q r)} ‘does not match the

Then, in processing S6, by using the public key P,

thé CPU 2 of the primary~;ecording—medium apparatus-l
_decrypts the encrypted data E (S, r) received from the
sebondary—reCOrding“mediﬁm recording/reproduction
apparatus 20A. The processing S6 is thus a decryption
process expressed by D {P, E (5, r)}.

Subsequently,'in processing.87, the random number. r
generated in the processing S2 is compared with the
decryption result D {P, E (S8, r}} obtained in the
processing 56, |

In next processing.SB, the result of the comparison
is examined. If the public key P and the private key S
are a correct pair of keys, the resuit of the comparison
should show that the decryption result D {P, E (S, r)} is
gqﬂal to the random number r.

Thus, a comparison result indicating that the
decryption result D {P, E (S, r) }. matches the random
number r coﬁfirms that the secondary—recording—medium
reéording/reproduction apparatus 20A holds a correct

private key S for the public key P. In this case, the,
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randon1nunber r, on the other. hand, the authentication process goes on
fromthe processing S8 to processing S10 ‘in which the .
secondary-recordi ng- nedi um apparatus is determ ned t @5 Kktohet2085 valid

-connection partner, generating an NG authentication result. A valid

connection partner is an apparatus allowed to receive an SDM content. if
the result of the authentication process described above indicates that

t he connected apparatus is a valid secondary-recordi ng- medi um
recordi ng/ reproducti on apparatus 20A, on the other hand, the
primary-recordi ng- nmedium apparatus 1 recognizes that one of conditions

for  al | ovautthemttirartsfcar pofodss SMe < ant enfort @ reorreckhed ssappar at us is

satisfied. 8: Content Encryption Techni que. The secondary-recordi ng- nedi um
recor di ng/gepaadiisly &9 appamaldls t2QA e S8\ hedd uiCt Ober 2005

- recordi ng- medi um recordi ng/ reproducti on apparatus 20B in the data transfer

syst em pr adcdad by /il reediignt aﬁﬁahatﬁer é@ﬁp%d?&ﬁéngﬁ&gsd alsthe

bottom of the tree structure shown in FIG ow ng description

expl ai ns @ tyRiiealconfRI2TRRAt @ Qf. the encryption structure like the one
shown in FIG 1 in the data "transfer system :

,If the comparison result indicates that the

‘decryption result D {P, E (S, r)} does ﬁot match the
- random number r, on the other hand, the authentication
process goes on from‘the processing S8 to processing S10
in which the secondary-recording-medium apparatus is
detérmined to be not a valid connection partner,
generating an NG authentication result. A valid
Cénnection partner is an apparatus allowed to receive an
-SDMI céntenf.

If the result éf the authentication process
-described above indicates that the connected apparatus is
a valid secondary-recording-medium recording/reproduction
apparatus 20A, on the_other.hand, the primary—recopding—
médium_apparatus 1 recognigzes that one of condifions for
allowing a transfer of an SDMI content to the connected

apparatus is satisfied.

8: Content Encryption Technique
The secondary-recording-medium

recording/reprqduction apparatus 20A and the secondary-
) ‘ : 97 _




FIG 13 is an explanatory diagramshowing a flow of content data and keys.
When content data CT1l is distributed fromthe external content server
91-shown in FIG 4 to the personal conputer 1, in actuadi®goben2d¥ansni ssion
unit- for the content data CT1l includes E (CK., A3D), E (KR, CK) and an
EKB. The transmission unit is distributed to the personal conmputer 1 to be
stored in the HDD 5. E ,(CK, A3D) is a result of encryption of content

data A3D by using a content key CK. The content data A3D is data
conpressed by the ATRAC3 technique. Thus, E (CK, ~ A3D) is the piece of
music to be actually distributed. E (KR, CK) is a result of encryption of

t he cont emecdkeii QK npdiusi ngedde imantrdeo KRt iBe apphentukeyofKihs a key
for decrypting the encrypted content data E and the root key is a key

expl ai ned e |dastra byrares farr i gygs tten [PrGvife 2 HyOatebemmeihe EKR i s an.
enabl i ng key bl ock explained earlier by referring to FIGS. 1 to 3. As is

obvi ous f reemrdiporte s iPtdand diithempdideds e R is information
used for updating the root key KR According to a distribution of one

content daftductiirRC@hdin Genteany, dat aTﬁglfoggwﬁHg 3%0891 fdﬁaCh.
di stributed, and each stored in the HDD 5 as a se ata is
transferregpitamst e ReisNalimpl ementation of the encryption
structure like the one éhown in FIG. 1 in the data
:fransfer system.

FIG. 13 is an explanatory diagram showing a flow of
content data and keys.

When content data CT1 is distributed from the
external content server 91 shown in FIG. 4 to the
bersonal computer 1, in actuality, a transmission unit
for the content data CT1 includes E.(CK, A3D), E (KR, CK)
and an EKB. The tranémissiqn unit is distributed to the
personal computer 1 to be stored in the HDD 5.

E (CK, ABD) is a result of encryption of content
data A3D by using a content key CK. The content data A3D

is data compressed by the ATRAC3 téchnique. Thus, E (CK,
- A3D) is the piece of music to be actually distributed.

E (KR, CK) is a result of eﬁcryption of the content
key CK by using the root key KR. The content key‘CK is a
key for decrypting the encr&pted content data E and the

. rodt key is a key explained éarlier by referfing to FIG,

1.
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conputer 1 to the secondary-recordi ng-nmedi um recording/reproduction
apparatus 20A or the secondary- recording-nedi umrecordin /reproductlon
apparatus 20B also as a set conprising E (CK, A3D), F, 2KkRtobe3d0ind an
EKB-in accordance with a predeterm ned. procedure. As described above, the
secondary-recordi ng- medi um recordi ng/ reproduction apparatus 20A and 20B
each correspond to a device (or a termnal) explained earlier by
referring to FIG 1 are each assigned a unique l.eaf ID and are stored with
DNKs (Devi ce Node Keys). Wen the secondary-recordi ng- medi um
recordi ng/ reproduction apparatus 20A or 20B receives a content-data set
fromthe personafheoEpBt ¢s 4n thebléant ke Babaki sxpeaiyphedabefioere being
stored in the secondary recording nmedium or the content data is stored

in the sewgndayfer ey dngmedi um@s 3t hs. iknobbeogaser8f 2heCOct ober 2005
of the secondary-recording-nedi um recording/reproduction apparatus 20B

conf or mi ngietgz;ztﬂlm;l%wofst@&@aréﬁmotdﬁezﬁdﬁcrtmt e&ECQR! §Rlrdaka 1l decrypted
when the content data is reproduced. In the case of the

secondar y {20 N o diRd indMehReC ol /2 R0 ductlon appar at us 20A not
conformng to the SSNI standard on the ot hand, .the encrypted content

data is decrypt ed wheq; hhe5ont 89L e f2baes b sﬁcgﬁgegogeagtt@gtgecondar Y

recordi ng-medi um
pieces of content data CTl, CTZ and so on are each

ldistributed, and each stored in the HDD 5 as a set.

Content data is transferred from the personal
computer 1 to the secondary-recording—medium
recording/reproduction apparatus 20A or the secondary-
recording-medium recording/reproduction apparatus 20B
élso as a set comprising E (CK, A3D), E (KR, CK) and an
‘EKB -in accordance with a predetermined procedure.

As described ébove, the secondarymrecording—medium
recording/reproduction abparatus 20A and 20B each
‘correspond to a device (or a terminal) explained earlie£
by referﬁing to FIG. 1 are each assigned a unique Leéf ID
aqd are stored with DNKs (Device Node Keys}.

When the secondary—recording—medium
reco;ding/reproduction apparatus 20A or 20B receives.a

. content-data set from the personal computer 1, the
content data is decrypted before being stbred in the
secondary récording medium, or the content data is stored

in the secondary recording medium as it is. In the case
99 _ ‘ _




As shown in FIG 13, in processing to decrypt the encrypted content data,
first of all, a decryption process is carried out by using the stored DNKs
and the received EKB to generate a root key KR Then, 5Hectehsni005key KR .
obtained as a result of the decryption process is used to decrypt E (KR
CK) to generate the content key CK. Then, the content key CK obtained as
a-result of the process to decrypt E (KR, CK) is used to decrypt E (CK,
A3D) to generate the content data A3D. For the secondary-recording-nmedi um
recordi ng/ reproduction apparatus 20A, the.DNKs -and a ,procedure for
decrypting the encrypted content data are expl ained concretely by referring
to FIGS. 1%A nd 148% well as FIG 15. Assune a key tree structure shown
in FIG 1% e PP PRTEF TSEPE ARG Rediaay r@é&’?&‘@ﬁéé@?é%ﬂ%é%ned to 100
25 Cctober 2005 the secondary-recordi ngl medi um r ecor di ng/ r epr oducti on -
appar at us 2PBATa{tHSt K08 €98&ECTPABIDNRS theoSONI stppdard, the
secondary--recordi ng- medi um recor di ng/ reproduction apparatus 20A have
pi eces of eRAFEPFAEI 6ANSRBRNARRAFES, degBYDILRdt Whehi the pbatentt Aet®NKs
include the leaf ID SETO The DNKs al so include the | eaf key KO0O. In the
second p|é§e;ephgdgphép pnec@@ecﬂase of the secondary-recording-
medium recording/reproduction apparatus 20A not
conforming to the SDMI standard, on the other hand, the
-encrypted content data is decrypted when the contenf-data
is recorded onto the secondary recording medium.
As shown in FIG. 13, in processing to decrypt the
encrypted content data, first of all, a decryption
process is carried out by using the stored DNKs and the
received EKB to generate a root keyAKR. Then{ the root
key KR obtained as a result of the decryption process is
used to decrypt E (KR,'CK) to generate the content key CK.
Then, the content key CK'obtained as a-resulﬁ of the
process to decrypt E (KR, CK) 1is used to decrypt EV(CK,
A3D) to generate the content data A3D.
For the secondary-recording-medium
recording/reproduction apparatus 20A, the DNKs and a
‘pfocedure for decrypting'the encrypted content data are
explained concretely by referring to FIGS. 14A and 14B as
well as FIG. 15.

Assume a key tree structure shown in FIG. 14A. A

leaf ID of SETO and a leaf key of K000 are assigned to-
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information included in the DNKs are informati on on node Kkeys on a path
between.the leaf key KOOO and the root key KR in the key structure shown
in FIG 14A. That is to say, the other pieces of info2afciober 200%

i nformation on node keys KOO and KO as well as the root key KR itself. To
put it in detail, the other pieces of information are the node keys KOO
and KO as well as the root key KR, which have been encrypted by using the
| eaf key KO0O. As shown in FIG 14B, the encrypted node keys KOO and KO as-
well as the encrypted root key KR are listed as follows: E (KOO, KOO E
(KOO0, KO and E (K000,,KR) By using the information included in the
stored DNHsg ¢dmeomsbogndesraoréiooy-thiertiunedienn rdisoptdiprgd/depriaduct i on
appar atus 20A decrypts the 101 25 Cctober 2005 encrypted content key E (KR,
CK) and t hepencatypt XDA conhenhidaicask ,( EKe ABRE, swhired anetkhecei ved from
-the personal conputer 1. To put it in detail, the

secondary- gaaﬂrdhmﬁmangmﬁmngdécﬁmﬁWﬂ@k&nﬂﬁﬁms 20A first
decrypts E (K000, KR) by using the | eaf key KOOO to produce D {KO00, E

(KOO0, KR)gppatials ia Meivoqiddas KR {Hbndhied Q:Q;OVJ?PYLH(@I'GS used to
decr ypt t he ‘ ,

14B.

In the first place, the DNKs include the leaf ID
SETO. The DNKs also include the ieaf key KO0O.

In the second place, the other pieces of
information included in the DNKs are information on node
keys on a path between the Teaf key K000 .and the rodt key
KR in the key structuré shown in FIG. 14Aa. That is to say,
thg other pieces of informétion are information on-node
keys KO0 and K0 as well as the root key KR itself. To put
it in detail, the other pieces of information_are the
node keys KO0 and KO as well as the root key KR, which
havg been enqrypted by using the leaf key KO000. As shown
in FIG. 14B, the encrypted node keys KOO and K0 as well
as the encrypted root key KR are listed as follows:

E (K000, KOO) |

E (K000, KO) and

E (K000, KR}

By using the information included in the stofed
DNKs, the secondéty—recordinéumedium

recording/reproduction apparatus 20A decrypts the
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encrypted content key E (KR, CK) to produce D {KR, E (KR, CK)}, which is
the content key CK. Finally, the decrypted content key CK is used to
decrypt the encrypted content data E (CK, A3D) to proddg@cteberlP®S E (CK,.
-A3D)}, which is the content data A3D. As described earlier, however, the
root key KR and the node keys are not fixed all the tine. For a variety
~of reasons, they are changed. In the case of a data transfer systemin
which the content key CKis transmitted in a state of-being encrypted by
using the root key KR as descri bed above, the root key may be changed for
each content data. For exanple, a nusic distribution enterprise changes the
root key KRdnyprhechricgrtierito kegntientks,n 0o dand tthes teneingihea protection of
copyrights in sone cases. Since the.root key KRis variable, an EKB is

al so 102 Zbn@ehnebelatd0@5 (orgnBDHteerhdlcht BeesS R i@l Fsodesaki bed earlier
so that an authorized device is capable of obtaining the changed root key

- KR AssungeiBathalf eorgppeyptied content data E (CK, A3D), a content key E
(KR, CK) encrypted by a changed root key KR and an EKB are received as

shown in FI G 157 Thet EKB ihngbudes Ech&QelRndarbi&loid:ddendpda) ed. root
key KR encrypted by a node key KO - '
. recording/reproduction apparatus 20A first decfypts E
(K000, KR) by using the leaf key K000 to produce D (K000,
ZIE {KO0O, KR)},-which is the root key KR.
Then, the root key KR is used to decrypt the
encrypted content key E (KR, CK) to produce D {KR, E (KR,
CK)}, which is the content key CK,. |
Finally, the decrypted content key CK is used to
decrypt the eﬁcrypted conﬁent data E (CK, A3D) to produce
D {CK, E (CK, A3D)}, which is the content data A3D.
As describedrearlier; however, the root key KR
énd the node keys are not fixed all the time. For &
'variety of reasons, they are.changeq. In the case of a
data transfer system ;n which the content key CK is
transmitted in a state of being eﬁcrypted by using the
- root key KR as described above, the root key may be
changed for each content data.
| For example, a music distributioﬁ ehterprise
éhanges the root key RR from content to qontent ih order
to.strengthen protéction of copyrights in some cases,.

Since the root key KR is variable, an EKB is also
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It is to be noted that the updated root key KR encrypted by a node key KO
can be decrypted only by devices owning the node key KO In the tree
~structure shown in FIG 14A, only devices with |eaf-|2s ®EPO2085 SET3 are
capabl e of obtaining the updated root key KR. .If only the devices having
| eaf- | Ds SETO and SET1 need to know the updated root key KR, the EKB
needs to include E (KOO, KR ), which is the updated root key KR encrypted
by using a nod key KOO As explained earlier by referring to FIG 14B, the
DNKs stored in the secondary-recordi ng-nmedi umrecordi ng/ reproduction
apparatus 20A include E (KOO0, KOO and E (KOO0, KO, which are
respect i velnandme tioek atkeyse KOGnand €O anciempteihbday asilrigrt ke keaf key
KOOO. The DNKs al so include E (KOO0, KR), which is the root key KR
encrypt ed doy ausingitdeed |dzafideeyi KGpabliRs A5 BahemPA0% Iohahbles state, a
procedure to obtain the original content data A3BDis shown in FIG 15. The
procedur e ngot Gsikr.ed of steps (1) to (4) as follows: Step (1): Since the
received EKB is the encrypted updated root key E (KO, KR ), the node key

KO is first obtapBedmef ﬁ:ﬁ@tt,h%og\lgﬁcr%fl@ted' \%theﬁ%ydafthEefeekypmﬂbnode key
E (K000, KO is decrypted by using the | eaf key KOOO to produce { KOOO,
E (KOOO, ﬁoﬁbnﬁgﬂﬂﬂkéfsﬂ|Y%qud%Khe£n%Qypted by a changed root key
| KR’ and an EKB are received as sﬁown in FIG. 15, Tﬁe EKB
includes E (KO, KR’), which is thé updated root key KR’
encrypted by a node key KO.
It is to be noted that the updated root key KR’
encrypted by a node key KO caﬁ be decrypted only'by
- devices owning the node key KO. In the tree structure
shown in FIG. 14A, only devices with leaf IDs SET0 to
SET3 are capable of obtaining the updated root key KR’'.
If only the devices Having leaf IDs SET0 and SET1 need to
know the updated root key KR’, the EKB needs to include E
(KOO, KR’), which is the updated root-key KR’ encrypted
by ‘using a nod key KO00. |
As explained earlier by referring to FIG. 14B, the
. DNKs stored in the secondary-recording-medium
recording/reproduction apparatus.ZOA include E-(KOOO,
. K00) and E-(KOOO, KO0}, which are respectively the node
- keys K00 and X0 encrypted by using the leaf key K000. The
DNKs also include E (K000, Kﬁ), which is thé root key KR

encrypted by using the leaf key K000.
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Step (2): Next, the node key KO is used for decrypting the encrypted
updated root key E (KO, KR ) included in the EKB to produce D (KO E (KO
KR )}, which is the updated root key KR . Step (3): TRéQ¢pbat2®dsr oot key
KR obtained as a result of the decryption process of the step (2) is used
for decrypting the encrypted content key E. (KR, CK) to' produce D {KR,
E (KR, CKywhich is the content key CK. Step (4): The content key CK
obtained as a result of the decryption. process of the step (3) is used
for decrypting the encrypted content data E (CK, A3D) to produce D (CK, E
(CK, A3D)), which is the content data A3D. in accordance with the procedure
descri bed above, Int htisecandar,yar peocdingenedi vmaeaokdiengiigpraduct i on
apparatus 20A is capabl e of decrypting the encrypted content data and

storing thomeiteniathatzsmnto shemrin A 25 Ocrabephrd008udks¢s100. In the
case of the recording/reproduction apparatus 20B, on the other hand, in an

~operation dos IIAHP B & PN ety da) & 4)ecr ded 1y, 4:he secondary recording
mediumin an encrypted state, the procedure described above is executed to

decrypt thkegnciypt edine@ntaBt daba bq gRACE At enkephodySed  Myshs.h the
like." 9: Variety of Conmands
root key E (KO, KR’), the node key KO is first obtained
froﬁ the DNKs. That is to say, the eﬁcrypted node key E
V(KOOO, K0) is decrypted by using the leaf key K000 to
produce D {K000, E (K000, K0)}, which is the node key KO0.
Step (2): Next, the node key KO is used for decryptin§
the.encrypted ﬁpdated root key E (K0, KR’} included in
the EKB to produce D {KO, E (KO, KR’)}, which is the
updated root key KR’;
Step‘(B): The updated root key KR’ obtained as a result
0f the decryption prdcess of tﬁe step (2) is used'for
decrypting the encrypted content key E (KR’, CK) to
produce D {KR’, E (KR’, CK)}, which is the content key CK.
Step (4): The content key CK obtained as a result of the
decryption process of the step (3) is used for decrypting'
. the encrypted content data E (CK, A3D) to produce D (CK,
E (CK, A3D)}, which is the content data A3D.
| In accordance.with the procedure described above;'
the secondary-recording medium recording/reproduction_
apparatus 20A is capablé‘of decrypting the encrypted

content data and storing the content data onto the mini
104 ' |




In a communi cati on session for carrying out a check-out, a check-in or
a.variety of other operations, various control comrands are issued by the
personal conputer 1 serving as a prinmary-recordi ng- medSdmtobspi®bat us to.

t he recording/reproduction apparatus 20A or 20B serving as a.
secondary-recordi ng-medi um appar atus, and response conmmands are
transmtted fromthe secondary- recording-nmedi umrecordi ng/reproduction
apparatus 20A or 20B to the personal conputer 1 in response to the control
commands. The foll owi ng description explains only commands directly

rel evant to characteristic operations of the present enbodi nent to be
descri bed diateerrodrl G 16 is an explanatory di agram showi ng the format of a
check-out control command and FIG 17 is an 105 25 COct ober 2005 expl anatory

di agr am showi ng trhe ther BBEeOb rargheck-0uh i nk?$RPRSALEABAND. The check- out

.control command has a size of 25 bytes and the check- out response conmand

has a si 26chla Lk Uss The (SheCkiall 1eanE T aln o €164 Gymand i ssued

by the personal conputer 1 to the secon y-recor |ng e

recordi ng {i I S i ut content data
gg%qro%lé% A H:ad%ttlé rQiredZQ)% fhe % nda

transferr secondary recording nediumi n COITTTUI’] cation session for

a CheCk, recording medium in an encrypted state, the procedure

described above is executed to decrypt the encrypted

~content data to generate reproduced music or the like.

9: Variety of Commands
In a-cqmmunication session for carrying out a
check~out, a check-in or a variety of other operétions,
various control commands are issued by the personal
COmpufer 1 serving as a primary-recording-medium
apparatus to the recérding/reproduction apparatus 20A or
20B serving as a secondary—recordingémedium apparatus,
and response commands are transmitted from the secondary-
recording-medium récording/reproduction apparatus 2QA or
20B to the personal computer 1 in response to the control
comﬁandg.
The following descriptioﬁ explains: only commands
directly relevant to characteristic operations of the
' present embodiment to be described later.
FIG. 16 is an . explanatory diagram showing the

format of a check—out,control-command and. FIG. 17 is an
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out in .a state of being actually reproducible fromthe secondary
recording nmedium that is, in order to grant a reproduction right to the
secondary recordi ng nmedium In response to the check- odf Qstohen2805 command,
on the other hand, the secondary-recording-nmedi umrecordi ng/reproduction
apparatus 20A or 20B transmts a check-out response command to the
personal conputer | after carrying out a predeterm ned process according
to the check-out control commuand. As shown in FIG 16, the check-out
control" command includes information bits such as " Check-out' as an
operation code, a communication result, alist ID (an identification code
of the comumiarsttiaoty cbjsaptam apjpariataishhe dwdgtectt positdcdnautnber (t he
‘track nunber for a check-out content on the secondary recording 106 25
Cct ober 208 mediaimoranzchdan ®her yheed-sassicontkey BPEOmERE LKS, a0). As shown
in FIG 17, on the other hand, the check- out response command i ncl udes

i nformati anide tf AChvEes ot dirdWhe @5-At GRYTANRN RN HGRMIUNI cation
result, a list ID (an identification code of the comuni cation object

appar at us)siand can 19bjigalesposi tion nunber (a track nunber for the check- out

content on the secondary recording nedium. FIG 18 is an explanatory

' diagraﬁ15h0“ﬁn9 the check-out control command is a command issued
by the personal computer 1 to the secondary—recofding—

. medium recording/reproduction appératus 20A or 20B in
order to put content data transferred to a.secondary.
recording medium in a communicétion session for a check-

" out in a state of being actuélly reproducible from ﬁhe
secondary recording medium, that is, in order to grant a
réproduction right to the secondary recording medium.

In response to the check-out control command, on
the other hand, the Secondarywrecording—medium
recording/repréduction apparatus 20A or 20B transmits a
check-out response command to the personal computer 1

~after carrying out a predetermined process according to

- the check-out control command.

As shown in FIG. 16, the checkroﬁt control command

.iﬁcludes information bits such‘as ‘Check—oﬁt' as an
oﬁerétion code, a communication result, a list ID (an’
identification code of the communication objectl

apparatus), an object positicon number (the track number

for a check-out content on the secondary recording
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~format of a record-object control conmand having a size of 30 bytes and
FIG 19 is an explanatory diagram showing the format of a record-object
response conmand having a size of 62 bytes. The recor @s &bjobgt208ont r ol
command is a conmmand - i ssued by the personal conputer 1 to the secondary
recordi ng- - medi um recor di ng/ repr oducti on apparatus 20A or 20B for, anobng
ot hers, the purpose of notifying the secondary-recording-nedi um
rrecordi ng/ reproducti on apparatus 20A or 20B of information on content data
in a transfer' of the actual data during typically a check-out
communi cation session. In response to the control comrand, on the other
hand, t he reetiondarand eapdrdidgrpi@li 468 s 1@C Wi Ny chodm‘stl @) .apparatus 20A
or 20B transnits a 107 25 Cctober 2005 check-out response command to the

personal conput enslshafheinCairtyi Ng,0dh 2nRr edgter Aipad Pﬁgceﬁécke'ated to
the information on the content data and ot her informafion. As wll be

descri bed diat Qles o &S RCRREAIY J.nrcq(iﬁfefy rlgleELeraLHﬁorne%Q.t%' RYHERs OdUCt Ion

apparatus 20A generates a content D froma portion of content data

received fvgmsiheRer senal, %&QH%H%. He re%%&%B%gk% ohesRense conmand
can also be used to report generate content e personaV conput er
1. a list ID (an identification code of the communication

' object'apparaﬁus) and an object position number (a track
nnumber for the check-out content on the secondary
recording medium) .

FIG. 18 is an explanatory diagram showing the
.format of a record-object control command having a eize
of 30 bytes and FIG. 19 is an explanatory diagram showing
the format of a record~object response command having a
size of 62_bytes.

The.record;object control command is a commend
issued by the personal computer 1 to the secondary-’
recording-medium recording/reproduction apparatus 20A or
20B for, among others, the purpose of notifying the
secondary-recording-medium fecording/reproduction
apparatﬁs‘ZOA or 20B of information on content dafa in a
transfer of the actual data during typically a check-out
commnnication session.

In response to the control command, on the other

* hand, the'secondary—recerding*medium

recording/reproduction apparatus 20A or 20B transmits a
107




As shown in FIG 18, the format of the record- object control comuand

i ncl udes "Record object' as an operation code. In addition, the format

al so includes information bits such as a conmuni cati 085 Ostobént2005 :
destination list ID (an identification code of the comrunication object
apparatus), a new object position nunber (a track nunmber for a check-out
content on the secondary recording nediun), a content-data type, a
-downl oad format track attribute (the format of the content data in the .
primary recording nedium, a track node (the attributes of the content in
the secondary. recording nedium, a content-data size (a content-data

| engt h). ansheeipde ddpSige deniik Watend enatdb 0 thguppnt ent data). The
downl oad format track attribute (the format of 108 25 Oct ober 2005 the

content daidin ddie Prdratut LGN IR oot s ERP1QN dgehni que

~of content data to be transmitted fromthe HDD 5 and infornmation of its

bil rate ahbhla@bn NN dalds: B e8] YLlar Nl G, iich 15 adopted

.when the content als output to atransmssion l'ine,” and its bit rate.

The track. node he.atteib ntent _.in the secondary recording
mediun) is a speé%f%ég?i%ﬁ H%%?g?%g‘igﬁt% 'atégnﬁﬁgggg85ytechnique, whi ch

I's to be recording-medium recording/reproduction apparatus 20a

generates a content ID from a por;ion of content data
received from the per;onal computer 1. The record-object
response command can also be usgd to report a generated
content ID to the personal computer 1.

As shown in FIG. 18, tﬁe format of the record;
lobject control command includes ‘Reﬁord object’ as an
operation code. In addition, the format also includes
information bits such as a communication result, a
destination list ID (ﬁn identification code of the
communication'object appafatus), a new object position
numberr(a track number for a check—out content on the
secondary recording medium), a content-data type, a

- download format track attribute (the format of thé
content data in the'primary recording medium), a track
mode (the attributes of the content in the secondary .
recording medium}), a content-data size (a content-data
length) and a bulk data sizei(a bulk data length of the
content data).

The downlcad format track attribute (the format of
108




adopted. when the content is recorded onto the mni disk 100 and ot her
attributes such as an attribute specifying nonophonic or stereo. The
specified conpression technique is typically either APRACoberRPRAC3 at 132
kbps.or ATRAC3 at' 66 kbps. Miuch |ike the record-object control command,
as shown in FIG 19, the format of the record-object .response command

i ncl udes "Record object' as an operation code. In addition, the format

al so includes information bits such as a conmunication result, a
destination list ID (an identification code of the comunication object
apparatus), a new object position nunber (a track nunber for a check-out

cont ent ortHehesmacondatata ecorddian @ r iediyhecardion enidityme i at ype of
content-data), a download format track attribute (the format of the 109 25

Cct ober 2QQmpa@isarin datchr Ry igTRRLHREA Hatk r{&ﬂlﬂéﬁbra%swl%@édmde (the
~attributes of the content in the secondary recording nediunm, a content

size (a cerantehdatdo engtd) ¥ rdha BWK Hatid Sizg (raatke“lai% gaha l.gngth of

the content data). In the case of the response command, the format al so

i ncludes 2.%@e3itORr4ala fdofideWstilnd 3t iYued? h%%%?%s g tkigel d i's used

as an area for reporting the content 1D generate

SConar RN SR QL0 AP 1,20 ARRLALYS 1204 1O the

per sonal
and its bit rate.

The track_mode-(the-attributesrof a content in the
secondary recoiding medium) is a specification
information of a compression techniqﬁe, which is to be
adopted. when the content is recorded onto the mini disk

100 ‘and other ettributes such as an attribute specifying
monophonic or stereo. The specified compression techﬁique
is typically either ATRAC, ATRAC3 at 132 kbps or ATRAC3
. at 66 kbps. |
Much like the record—ebject control command,
'rshown in FIG. 19, the format of the record-object
response command includes ‘Record object’ as an operation
-ecode. In addition, the formae also includes information
- bits such as a communication result, a destination lisf
ID (an identifieation code of the communication object
apparatus), a new objecﬁ position number {(a track number
- for a check-out content en the seeondary recording
- medium), a content type (a type of content-data), a

download format track attribute (the format of the
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conputer 1. Details of a content IDwll be described later. FIG 20 is an
expl anat ory di agram showing the format of a check-in control command and
FIG 22 is an explanatory diagram showi ng the format @f Qetcbbel®R5i n
response command. The check-in-control, conmand has a size of 17 bytes and
“the check-in response-conmand has a size .of 25 bytes. The check-in
control command is a command issued by the personal conputer 1 to the
secondar y-recordi ng- medi um recor di ng/ reproducti on apparatus 20A or 20B for
checking in content data froma secondary recordi ng nmedium that is, for
revoking a right to reproduce the content data fromthe secondary

r ecor di ng amdiany didE ng Prigemunicatiidime essiiom) Hewevsrck tvelecheck- i n
control 110 25 Cctober 2005 command nay be issued by the personal conputer
1 for obths rg tmifortest icdh thec Wdrerertto i sdeondarohd=agorddagdinedi um i n
sone cases rather than the purpose of checking in content data. In
response tedihen)checlkdntetantsidle cemmittertn-ddtar 1ikam)hand 4 he
secondary-recordi ng-medi um recording/ reproduction apparatus 20A or 20B

transmi t s balkehiedk ish ZeeROMA kC RN d drigrthh @ Pasondn e Waea)L after
carrying out a predeterm ned process according to _
' In the case of the response command, the format
also includes a sessidn—dafa field with a size of 32
bytes. This field is used as an a?ea for reporting the
.content ID generated by the secondary-recording-medium
recording/feprbduction apparatus 20A to the personal
computer 1. |
Détails of a content ID will be described léter.
FIG. 20 is an explanatory diégram showiﬁg the
format of a check-in cbntrol command and FIG. 22 is an
explanatory diagram éhowing the format of a check-in
responsé command. The check-in éontrol,command has ‘a size
of 17 bytes and the chéck—in response command has a size
.of 25 bytes.
The check—-in control command is a command iséued by
- the personal computer 1 to the secondary—recordiﬁg-medium
régording/reproduction apparatus 20A or 20B for checking
in cdntent data from a secondary reéording medium, thaf
- is, for revoking a right to reproduce the content data
from the secondary'recofding-medium, during a

communication session. However, the check—-in. control
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the check-in control command. The check-in control command shown in FIG 20
has. information bits including "Check-in' as an operation .code, a '
comuni cation result,. a sub-function, a list ID (an R6é&rtobéi2063i on code
of the comuni cation object apparatus) and an object position nunber (a
track nunber for a check-in content on the secondary recordi ng nmedi um
Sub-functions of the check-in-command are defined as shown in FIG 21. The
definitions describe processing requested by the check-in conmmand. A
‘sub-function value of 00h indicates that the check-in control conmmand
makes. a request for a content ID. The check-in control conmand is thus a

comrand nakingnd magdpesisfeed apy achéabpe 56K | Bout&t Ur NE@- 1 epr oduct i on
right granted to the secondary recording medium 111 25 Cctober 2005 A

sub-funct bpRayal te OhfOdhat Sok 6SEEYENar HoWEY €S ecoddi Sy VAl Msr £l be used in
a command during an actual check-in process. A check-in control command

havi ng an@baefin SYR- s Sk CE4 OB Vak Hige FBKIEST A K EAUESod 0o PEGH di8ILd Nf or mati on
such as prepaid-iteminformation recorded on the secondary recordi ng

medi um  ThySeo@:&Shecksin control command having another.. sub-function
value nerely requests that prepaid-iteminformation be read out and does

not . In response to the check-in control command, on the
other hand, the secondary-recording-medium
.recprding/reproduction apparatus 26A or 20B transmits a
check-in response command to the personal computer 1
after carrying out a predetermined process according to
the check-in control command.

The check-in control command shown in FIG. 20 has
information bits including ‘Check-in’ as an operation
code, a communication result, a sub-function, a list ID
{an identification code of the communication object
apparatus) and an object position number {(a tfack number
for a check-in content on the secondary recording medium) ..

Sub—functionslof the check-in command are defined
as shown in FIG. 21. The definitions describe processing
requesfed by the check-in command.

A sub-function value of 00h indicates that the
check;in control command makes a réquest for a content ID.
‘The check—in control command. is thus a command making_a
request for an actual chéck—in to return a reproduction

right granted to the secondary recording medium.
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make a request for a check-in or the return of the reproduction right. It
is to be noted that a sub-function value can be defined for a request for

- information peculiar to a secondary recordi ng nedi um Bésicthdsr 2008 .
~prepaid-item information. Exanples -of the peculiar information are

information on the user and information on the state of wutilization. On

t he ot her hand, the check-in response command- shown in FIG 22 has

information bits including 'Check- in" as an operation code, a

conmuni cation result, a sub- function, a list ID (an identification code of

t he communi cati on obj ect apparatus) and an object position nunber (a track
nunber for the chetWifurnohiemtvalue hef GHconxlargsewmcsi di Hgweedicun) . 112 25
Cct ober 2005 In addition, the check-in response command al so includes an
8- byt e hathibACzliiel dafiober epedt ingaacommaadt dukrDngeagr atedaby carrying out
HASH function processing to the personal conputer 1. It is to be noted

t hat the chatkatnl Prosegsgported to the personal conputer 1 by being
included in the last 8 bytes of the check-in response conmand if the val ue

of the sub-funatidaedin-ihaaheeks i dore@itd HawograibdreSelyp-at 00h, that
is., '|f an actual check-in is carried out. :

function value makes a request for peculiar information

.Such as prepaid—item'information recorded on the
secondary recording medium. Thus,na'check—in control
command haviﬁg another-éub—functiqn“value merely requests
that prepaid-item information be read out and does not
make a request for a check-in or the return of the
reproduction right.

It is to be noted that a sub-function value can be
defined for a request for information peculiar to a
secondary recording médium besides the prepaid-item
information. Examples of the peculiar information are
information on the user and information on the state of
utilizatioh.

On the other hand, the check-in respoﬁse command
shown in-FIG. 22 has information bits including ‘Check-
in’ as an operation code, a communication result, a sub-
function, a list ID (an identification code of the
communication object apparatus) and anAobject position
‘number {a track number fbr the check—in content on the

- secondary recording medium) .
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I f the sub-function in the check-in control command is set at a val ue
maki ng a request for prepaid-item information, on the other hand, the
requested prepaid- iteminformation is transnmtted to RhEOcpbea0d@ml conput er
1 by being included in the |last 8 bytes of the check-in response cormand.
FIG 24 is an explanatory di agram showi ng the format of an inclusive

| og-in control command and FIG 25 is an explanatory di agram show ng the
format of an inclusive |og-out control comand. These conmands are
commands. for personal conputer 1 to execute exclusive control. to the
secondar y-recordi ng- nedi um recordi ng/ reproducti on apparatus 20A. The

excl usive | 0g-in centdelitdemartic Relwdes na respbneli toB8dandsa sub-unit
I D, which indicate a 113 25 Cctober 2005 control - obj ect apparatus, as well

as a prioihtyudakugnf @rpiodi gathngnt heicoat ¥ok Leysteidd 4 Scdocdg noted
t hat the exclusive |log-out control command is a command given to the

secondar y1pr §6R& 8k 8a NBYi UAYFEERE dbR/ LD OBYELE O ?&P@éé&é@n%% to
termnate the state of the exclusive control. In this case, 1The priority

value is sgpt gL 00N and hbherexciusive log-out control command is a comand
indicating a control level of a free state.

It is to be noted that the content ID is reported
to the personal computer 1 by being included in the last
8 bytes of the check-in response c;mmand.if'fhe value of
the sub-function in the check-in control command is set
at 00h, that is, i1f an actual check-in is carried out.

If the sub-function in the check~-in control command
is set at a value making a request for prepaid-item
information, on the_other hand, thé requested prepaid-
item information is transmitted to the personél computer
1 by being included ih the last 8 bytes of the check-in
res?onse command.

FIG. 24 is an explanatory diagram éhowing the
format of an inclusive log-in control command and FIG. 25
is an explanatory diagram showing the format of an
inclusive log-out control command.

These commands are commands for personal computer 1
to exécute,exclusive control to the secondary—recording—

‘medium recording/reproduction apparatus 20A.

The exclusive log-in control command includes a

sub—unit type and a sub-unit ID, which indicate a
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The exclusive log-in control command prevents or restricts the
secondary-recordi ng- medi um recordi ng/reproduction apparatus 20A from
carrying out operations such as processing to del ete datGtdoer@mshe mni

di sc 100 used as a secondary recording nedium. edit data on-the mni disc
100, dismount the mni disc 100 from'the secondary-recordi ng- medi um
recordi ng/reproduction apparatus 20A and control the power supply. That is
to say, the exclusive log-in control comand puts the

secondary-recordi ng- medi um recording/reproduction apparatus 20A in a state
wherein the operations described above are carried out by the apparatus

20A only abnarpegquesechadephyathe,pessasall agoRPtebriryThe1QEI ehkty val ue
i ncluded in the exclusive 114 25 October 2005 | og-in control conmmand

i ndi cat es ivahcausngt ahescehcrpnohkbition and restriction of the operations-
For exanple, the operations of the secondary-recordi ng-nmedi um

recor di ng/ r epr odget { 9n: APPAT B Sq 2%@%&0&2&9‘#%9?&% gct fol 'ow ng
e

| evel s: Control level 4: The operations are pro etely wunless

there is gon¢RBMRRALLLRR &QeapE{xﬁﬂQﬁ%OgmHt €b {nkOs.hB %ﬁaﬁgiequest for any

of the operations. Control |eve rations {0 COnt e power supply,

recording-medium recording/reproduction apparatus 20A& to
terminate the state of the exclusive control. In this
case, the priority wvalue is set at-OOh and the exclusive
log—-out control command is a command indicating a qontrol
level of a free state.

The exclusive log-in control command prevents or
festricts the secondary-recording-medium
recording/reproduction apparatus 20A from carrfing out
operations such as processing to delete data from the
mini disc 100 used as.a secondary recording mediﬁm, edit

 data on the mipi disc 100, dismount the mini disc 100
from the §econdary—récdrding—ﬁedium
recording/reproduction apparatus 20A and control the
powef_supply.

- That is to say, the exclusive log-in control
command puts the secondaryffecording—medium
recording/reproduction appératus 20A in a state wherein
the operations described above are carried out by the
apparatus 20A only at a ﬁequest made by.the personél

computer 1. The priority value included in the exclusive
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ej ect the secondary recording nmedium divide a track, |ink tracks and
delete a track are prohibited conpletely unless there is a command from
t he personal conputer 1 to nake a request for any of Ch©cwber2d0s ons.
Control level 2: Operations to divide a track, l'ink tracks and delete a
track are prohibited conpletely wunless there is a command fromthe
personal conputer 1 to nmnake a request for any. of the operations. Control
| evel 1: Operations to edit or delete a track other than a check-out
content are permtted. Control level O: No restrictions are inposed on the
operations. it is needless to say that the above control levels are

typical . hBgaghuabhtyoiachahgan AUABEL ek Vakieus s¢QRbLohLsl evels is
concei vabl e. 115 25 COctober 2005 10: Content Check-Quts/ Check-1ns The

fol I owi ngpdesehiiRlbANagYPLEL RS 1 REQSRSSIENGRCH %Es@iegé.byFéﬁe per sonal
conput er f and the secondary- recordlng-neglu recordi ng/ reproduction

‘apparat us 20A-hQ  £LaNg 8£a€98£§”éfd%é ggeghhgggngcgrﬁin heRefgonal

oauct
conmputer 1 to t he secon ary-recordl ng-nedl um recordl ng/ reproductl on

appar at us 204, 10,8/ £06EKaQNL; 810, ph O, LELUT BohNe conLept datg checked out to
the secondary- Tecor ?ng-neglun1r%%orﬁlng/reproﬁuc??%ﬁrgggﬁaa? s 20A

the following levels: |
Control level 4: The operations are prohibited completely
unless there is a.command from the personal computer 1 to
make a request for any of the operations.
Control level 3: Operations to control the power supply,
.eject the secondary recording medium, divide é track,
link tracks and delete a track are prohibited completely
unless thére is a command from the personal computef 1 to
make a request for any of the operations.
Control level 2: Opefations to divide a track, link
tracks and delete a track.are prohibited completely '
unless there is a command from the personal computer 1 to
make a reéuest for any of the operations.
Control level 1: Operations to edit ar delete a traqk
bther than‘a check-out content are permitted.
Control leﬁel 0: No restrictions are imposed on the
operations.

It is needless to say that thg above control levels

are typical. In actuality,. a larger number of various

~control levels is conceivable.
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back to the HDD 5 in a check-in. In actuality, a plurality of check-outs
~and check- -ins of content data is carried out in a conmunication session.
It is to be noted, however, that only flows in one chagicmber 2605 cont ent.
data and one check-in of the content data are described for the sake of
explanation sinplicity. FIGS. 26 and 27 are a di agram show ng processing
of 'a check-out. In the processing shown in FIGS. 26 and 27, controlling
process executed by the CPU 2 enployed in the personal conputer 1
conprises steps F101 to F11'2. On the other hand, controlling process
executed by conponents such as the systemcontrol unit 32 and the
decryption processing unit 28, which are enployed in the secondary 116 25
COct ober 2005 recordi ng-nedi um recordi ng/ reproducti on appar atus 20A,

conpri ses 18t epSof@étt tchdSoutd /E8edR-Pesnot ed that a communication
session is inplenmented by executing a variety of control commands and

i ssui ng responsegnhd OFd BN I @b s SATHRIGS - J;';@?f&e QU Of y content data
stored in the HDD 5 begiﬁgﬂajtﬁsa §$§p Ff%l S own%%% B¢ . At the step

e T e T L Sl SR S
20A. ThatrEéoLQi§§¥me@fum recording/reproduction apparatus 20A to
transfer content data from the HDD 5 of the pérsonal
~computer 1 to the secondary-recording-medium
récording/reproduction apparatus 20A in a check-out and
to return the coptent data checked out to the secondary-
recordingfmedium recording/reproduction apparatus 20A
back to the HDD 5 in a check-in.

In actuality, a plurality of check-outs and check-
ins of cqntent data is carried ocut in a communicatioﬁ
session. It is to'be‘noted, however, that only flows in
one check—-out of éontent data and one check-in of the
content data are described for the sake of explanation
simplicity;

FIGS. 26 and 27 are a diagram showing processing of

..a.check—ouf. In the processing shown in FIGS. 26 and 27,
controlling process executed by the CPU 2 employed in the
-ﬁeréonal computer 1 comprises steps F101l to F112. On the

- other hand, controlliing procéss executed by compoﬁents
such as the system control unit 32 and the decryption

processing unit 28, which are employed in the secondary-

ile




aut hentication-start control command is transmtted to .the
secondary--recordi ng- medi um recordi ng/ reproducti on apparatus 20A. In
response to the authentication-start control command, 26l@etober 2005
secondary--recordi ng- medi um recordi ng/ reproduction apparatus 20A i nforns
the personal conputer 1 of an approval of the start of the authentication
process at a step F201. That is to say, an authentication-start response
command is transmtted to the personal conmputer 1. Then, at a step F102,

t he personal conputer 1 mekes a request. for a leaf ID. At. this request,
the .secondary-recording-nedi umrecordi ng/ reproduction apparatus 20A

transnltSr&cb&d&anm&HQh&drébo&d&h%ﬂrggggdué%2035ag5599%ﬁs2@@5 It is to be
noted that the personal conputer 1 examines the leaf ID of the

'secondarycbgggﬁgb@gsgggguggoqeggrggmg/reproduct|on appar atus 20A connect ed
to the personal conputer 1 in this way in order to determ ne whether or

not the apparat upe 204 {5 B0 APPAS ALkt %Vé&&&l@%,# ealsdf, Tfen. at a

step F103, the personal conputer 1 transmts-an conten data

~which is tpbenchiansher bed et gal %%r&gtg,hgfsssgfedéiycéﬁr%aoxﬁg's“9 medi um

recordlng/reproductlon apparatus-2

- and issuing responses to the control commands.
The check-out of content data stored ih_the HDD 5
‘begins with a step F101 shown in FIG. 26. At the step
F101l, the CPU 2 issues a request for the start of an
_authentication process to the secondary-recording—-medium
recording/reproduction apparatus 20A. That is to say, an
authentication~start control command is transmitted to
the secondary“recdrding~medium recording/reproducﬁion
apparatus 20A.
| In response to‘the authentication—start control
command, the secondary—reéording«medium
' recording/reproduction apparatus 20A informs the personal
computer 1 of an approval_of the start of the
auvthentication ﬁrocess at a step F201. That is to say, an
authentication-start response command is transmitted to
the personal computer 1.
| Then, at a step F102, the personal coméuter 1
makes a request for a leaf ID. At this réquest, the
sedondary—recording*medipm recording/feproduction

apparatus 20A transmits a leaf ID stored at a step F202.
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When t he secondary-recordi ng-nmedi um recording/reproduction apparatus 20A
receives the EKB, first of all, at a step F203, the apparatus 20A stores

t he version nunber of the EKB (refer to FIG 3). Then, 2a0ctohe 208Xt step .
F204, the secondary-recording-nedium recording/reproduction apparatus 20A
uses .the received' EKB. and the stored DNKs for executing the steps (1)
and (2) of the procedure shown in FIG 15 to.obtain a root .key KR for the
content data, and stores the root key KR  Subsequently, at the next step
F205, the secondary- recordi ng-nedi umrecording/reproduction apparatus 20A
inforns the personal conputer 1 that the root key KR has been obtained.

Inforned that theepiocesshldnbLe@PtRlp thE HOPLLKLY %g’éegi ober 2005 KR
has been conpleted, at a step F104, the personal conputer 1 1ssues a

“control cmaﬂe@ak:hggl@a&e%e%tf k8L sBcshaklk EB?:F%% Epﬁck-out
session to the secondary- recording- medi um T ec. |ng Feproguct 1 on appar at us

20A. At th o ey 9§teprtop%c%eeﬂrggg gé\st 56&3@opaec%teﬁseor‘%guacomm”d

indi cating an approva the re he“ac check- out -

session ab 2s3hER F%%Sutekt ?ro?hbg not ed th%§?%3%§9&§§ on?ﬁgconﬁand is

i ssued i nFeSponse torPke con connaﬁdlBy

aUthentlC%%E%Eegr8%e%g%nghgxgggggg us . EBhe bgn apparatus having a

valid leaf ID.

Then, at a step F103, the personal computer 1
-transmits-an EKB for content data, which is to be
transferred hereafter, to the secondary~recording-medium
recording/reproduction apparatus 20A.

When the secondary¥recordingmmedium
recording/reproduction apparatus 20A reéeives the EKB,
first of all, at a step F203, the apparatus 20A stores
the version number of the EKB -(refer to FIG. 3). Then, at
the next step F204, the sécondary—recording—medium '

. recording/reproduction apparatus 20A uses the received
EKB_and the stored DNKs for executing the steps (l)_and
(2)rof the procedure shown in FIG. 15 to obtain a root

-kéy KR for the content data, and stores fhe root key KR.

Subsequently, at the next step F205, the secondary-
recording-medium recording/reproduction apparatus 20A
informs the personal compute; 1 that the roo£ key KR has
been obtained.

Informed that the processing to obtain the root key
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referring to FIG 12. As described earlier, in the authentication
processing shown in FIG 12, the secondary--recording-. medium

. recordi ng/ reproduction apparatus 20A not. conform ng 26Ccteber2DM st andard
is authenticated to determ ne, whether or not the -
secondary-recordi ng--nmedi um recording/reproduction apparatus 20A is an
apparatus allowed to decrypt the encrypted content data and store the
content data onto the secondary recording mediumin an unencrypted state.
If the result of the authentication process is NG the check-out session
is of 'course aborted. The abortion of the check-out session is not shown

in FIG 2& thaugRenNeXhpidled, SkePaFL03, Fhgpersan ter 1 119 25
Oct ober 2005 transﬁ?ts aﬁ engryptedacontgnt Egy EﬁgK%%réﬁggymhich is '

related 1oohifeccont L. Aala LB Eeoh! ARAMLELCALDRECA LeLye Lok he

secondary-re i ng- medi um recor di ng/ reproducti on ~apparat us 2bR: Recei vi ng

t he encrypt nt.en e R . t.he__secondary:recording- medi um
recordi ng rg%?ggu%?i%Hg.éﬁgg%gtﬁggg%A°8§e§ﬁFS%°Ph§°sFé5 f%fOB%aFHe ‘
procedur e shog@nin Fh the stored

sho n FLG 15 at g, st F207. At the ste %3)
root key KR“’S%G8Ed™Fo7 8ecF§8%.ﬁ8g?E89é88P§6%88 aBBﬁFgﬁ TR EAKR K
po prOduc%hEQergaﬂ%g@E %ﬁé gﬁbaratus 20A transmits a response

command indicating an approval of the request for a start

of the actual check-out éession at a step F20é.

It is to be noted that this response command is
issued in response to the control command by carrying out
the authentication processing explained earlier by
referring to FIG. 12.

As described earlier, in the authentication
processing shown in FIG. 12, the secondary-—-recording—
medium recording/reprbduction apparatus 20A not .
éonforming to the SDMI standard is authenticated to
determine whether or not the secondary-recording-medium
recording/reproduction apparatus 20A is an apparatus
allowed to decrypt the encrypted content data and store
the content data onto the secondary récording medium in
an unencrypted state. If the result of the authentication
process is NG, the check-out session is of course aborted.
The abortion of the check—out session is not shown in FIG.

:26‘though. |

Next, at a .step F105, the personal computer 1
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Then, at the next step F208., the personal conmputer 1 is infornmed that the
decryption process to produce the content key CK has been conpleted. At a
step F106, the personal conputer 1 transmts'a record2olgjcebér 0ont r ol
command shown in_FIG 18 to the secondary-recording-nmedi um
recordi ng/ reproduction apparatus 20A to provide. information on a content
to be checked out hereafter to the secondary-recording---nmedi um
recordi ng/ reproducti on apparatus 20A. It is to be noted that the '
secondary-recordi ng- nedi um recordi ng/ reproducti on apparatus 20A transmts
a response conmand to the personal conputer 1. This response conmand is

not the respeRsE teoaRBBACSPOWRA BolikGnt %9y BUYKA,TERPONGE:icAMIEND Shown in
none of the figures 120 25 October 2005 and expl ai ned in none of the

descripti geeatbli $of @BROBSEt=A0MHERY hESpa $i b the
notice transﬁittedoat the-stgp F208 to ind?céﬁgﬂ%gﬁg?e¥ﬁgﬁe%5£§gg

decrypti 0%oprt‘ﬂ%?§§cBHd9?§aEQcoEB§n§Q{ﬂhaﬂEmk?gg_&g%]ua.lggfL%@g%(?g%t{gg ponse

command transnmitted in Tesponse t e recor conmand, the

per sonal gggggggﬁslzbgcognizes that preparations for reception and
decryption of content data have been conpleted at the

secondary- recor kg {Pl¢i M d SGRLAINALS SRLAMG! QL BPPALR! U, 20hp TS the
secondary-recording-medium recording/reproduction
apparatus 20A executes the step (35 of the procedure
shown in FIG. 15 at a step F207. At the step (3), the
stored root key KR is used for decrypting the encrypted
content;key E (KR, CK) to produce the content key CK.
Then, at the next step F208, the pérsonal computer 1 is
informed that the decryption process to produce the
~content key CK has been completed. |
At a step F106; the personal computer 1 transmits a
record—object control command shown in FIG. 18 to the
secondary-recording-medium recording/reproduction
épparatus 20A to provide_informatiqn on a céntent toc be
qhecked out hereafter_toéthe secondary-recording-medium
recording/reproduction apparatus ZOA.
It is to be noted that the secondary-recording-
.mediuﬁ recordipg/reproduction apparatus 20A transmits a
- response command to the personal computer 1. This
 response command-is not-the response command shown in FIG.

19, but a response command shown in none of the figures
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.the check-out goes on to Pl. representing a step 'FI07 shown in FIG 27.
At this step, the content data is transferred to the personal conputer 1..
To-be nmore specific, content data E (CK, A3D) encrypt @8 Ootobtr2805 content
key CKis transmtted- On the other hand, the flow of the check-out-in the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A goes on to
Rl representing a step F209 shown in FIG 27. At this step, the encrypted
content data E (CK, A3D) is received. Then, the step (4) of the procedure
shown in FIG 15 is executed to decrypt the encrypted content data E (CK
A3D) by using the content key CK and to store the content data A3D

obt ai ned asdaexpesihédOfnt hendesE yPh Ofle EPESES QLT O Hihes @éytpo%!s%k 100. 121
25 Cctober 2005 Furthernore, a content IDis generated fromthe

unencrypt edneoptehts dat a; , A pEOSeSS, L0 generate a content 1D will be
- described in detail later. Wen the processes to transfer a piece of

content data sych,as gjogﬁeceoftrrgﬁsgggggegfna}gﬁgzﬁrsscoerE)aIFz%%rrpc%ter .1to

the secondary-recording-medi um recording/Tepro i"on alppar gt Us 20A and to
oo EREEl SRR BT SR I Al A S mS L ld 1
the content key CK and from the response command
‘transmitted in response to the record-object control
‘command} thé personal computer 1 recognizes:that
" preparations for reception and decryption of content data
have been completed at the secondary-recording-medium
' recording/reproduction apparatus 20A. Thus, the flow of
the check-out goes on to Pl. representing a step F107
shown in FIG. 27. At this step, the content data is
transferréd to the personal computer 1. To be more
Specific, content daté E (CK, A3D) encrypted by the
content key CK 1is transmiﬁted.

On the other hand, the flow of the chéck-out;in the
secondary—recording—medium recording/reproduction
apparatus 20A goes on to Rl repreéenting a step E209'
shown in FIG. 27. At this step, the encrypted content
data B (CK, A3D) is received. Then, the step (4) of the
procedure shown in FIG. 15 is executed to decrypt the
éncrypted content data E (CK,.A3D} by using the content
key CK and to store the content data A3D obtained as a

result of the decryption process onto the mini disk 100.
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As described earlier; the U TOC recorded on the inner circunference
portion of the mini disk 100 is used for nanaging the start and end
addresses of each track such as each piece of nusic arxd Gatdber200Hf or mati on.
In an operation to reproduce a track, the track's addresses on the mni
..disk 100 are obtained fromthe U -TOC. this enbodinent, however, at the
point of time the process to record the content data onto the mni disk

100 is conpleted, only the U-TOC stored in the buffer nmenory 30 is updated
at a step F210. That is to say, the U-TCC on the mni disk 100 is not
updated right away. When the process to update the U-TOC in the buffer
menory 30 #5165 da oHeeod-@Pi;ec S e expl ai ned earlier
by referring to FIOG -13 ig transm’ttledb]e.%% gggéctf%%grr@g%% to the personal
conputer 1, F At gﬁ;} oint of tine, the processing to
wite the n%fnecgig%%é%ﬁ?%%tatdétﬁéai's 2 rcﬁ% 24 é%dg??\%r%%%t%n‘f‘%fﬁntgener at ed
for the c t,,data at th tep E209.1s, reported to the personal conputer
| by bei ngﬁllt (r‘?glll}dg) Fr?scfﬁg’e?le%gr g?gﬁljlgctlaitggponse command. At a step F108,
t he personal co ter carries out, processing on a content-1D table in

1
accordance with the® FTIRECGFSIRE LAntESTS, APIFTS Do HEHbed | ater,

t he proces%i ng i% grocessi ng to associate a content ID
data suc s a plecg of music from the personal computer

1 to the secondary—recording—medium

‘_recording/reproduction apparatus 202 and to record the
content data onto the mini disk 100 are compléted,_it.is
necessary to update the U-TOC on the mini:disk 100 right
away.

As described earlier, the U-TOC recorded on the
inner circumference portion of the mini disk 100lis used
for magaging the start and end addresses of each track
such as each piece of music and other information. In an-
operation to reproduce a ﬁrack, the track’s addresses on
-the miniudisk 100 afe.obtained from the U-TOC.

In this embodiment, however, at the point of time
the process to record the content data onto the mini disk
100 is completed, only the U-TOC stored in the buffer
memo;y_BO is updated at a step F210. That is to say, the

- U~TOC on the mini disk 100 is not updated right away.

When the process to update the U-TOC in the buffer

memor& 30 is completed, a record-object response cdmmand

explained.earlier by referring to FIG. 19 is transmitted
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generated by the personal conputer 1 and appended to the content data
stored in the HOD 5 with the content ID generated by the
secondary-recordi ng- medi um recordi ng/ reproducti on app@b&icudeZ@ASat t he
step F209_ Next, at a step F109, the personal conputer 1 transmts a
check-out control command shown in FIG 17 to the
secondary-recordi ng- medi um recordi ng/ reproduct.ion apparatus 20A_ At the
next step F110, the personal conputer 1 wupdates the usage rule for the
content data because of the check-out of the content data. To be nore
specific, a content right is changed by decrenenting the nunber of

al | owabl et5h€ﬁé§aﬁé£§oﬁé’i LhgpGopL enta datge by-onesc & @ ffep F212, the
secondary-recordi ng-medi um 123 25 Cctober 2005 recordi ng/reproduction

appar atus 20A C%[Ei?gj]smﬁoirpé _sl%ln%g Oéchearbraocéé%ing‘t%%gh%_ﬁé%ﬂ%eswd by

the check- out cont command. € nmore-specific;” tt on the mini
0 S 1O0 PRGBS LoARCRY A0S 1AL EOTLETL PRI LR, e oluct DL
Feconcar Yoo EERLAANB PP o ode 0D 0L 0B e I T, N,
L to put Eéﬁ%é%gﬁegg %ﬁ%?pé£%§%§fiééﬁputer l.by being included in
the record-object response commandt
At a step F108, the personal computef 1 éarries out
processing on a content—-ID table in accordance with the
‘notice of the content ID. As will be described later, the
processing is procéssing to associate a content ID
generated by the personal computer 1 and appended to the
content data stored in the HDD 5 with the conteﬁt ID
generated by the secondary~reco£ding—medium
reCording/reproduptioﬂ apparatus 20A at the step F209.
Next, at a step_FlOQ, the perscnal computer 1
transmits a check-out control command shown in FIGi”IT'to
the secondary-recording-medium recording/reprqductiqn
apparatus 20A.
At the next step F110, the personal computer 1
. updates the usage rule for the content data because of
the check-out of the content data. To be more specific, a
content right is changed by decrementing the number of

allowable check-outs for the content data by one.

At a step F212, the secondary-recording-medium
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protected state. When the processing to update the U-TOC for the check-out
is conpleted, at a step F213, a check-out response command is transmtted
to the personal conputer 1 to informthe personal conpdfstobdr20fat the
processing to update the U-TOC for the check-out has been conpleted. At
this point of time, the check-out or the transfer of a content right is
conpleted. In response to the conpletion of check-out, at a step Fill, the
personal conputer 1 transmts a control command requesting an end of the
session to the secondary-recording-nmediumrecording/reproduction

apparatus 20A. At a step F214, the apparatus 20A transmts a response

ComTend, 2BgEsYLg gwsg\fagug{;w e pel s SRt e N

personal co ersona corrpu transmits a
control commndto en theath n a]]ttlon state to

secondar yE T @GoF i hg- rredl Fani© %%Jg ‘aﬂl?\% r 'b?oﬂ%%'t‘?%W& gi%a% FESSEA 1n
response to, this control paratus 20A transmts a response

d, .th
conmmand t%ugpﬁ?%VéO (éomlg%gdmg?r&'t%é’%elﬂor&eﬁﬁp@ﬁﬁ I35 s thee U dOFh8 per sonal

conput er at. a step FR15. At this point of time, a sequence of
conmmuni ca?lll%rfglmf 0‘5 Frpt et | W?F%‘Ec%dku%u‘%h‘i” FEFEed content

data in a reproducible state. In this way, a right to
reproduce content data is given forthe secondéry
recording medium.

It is to be noted that, at that time, in the track
mode of content data in U-~TOC sector 0, the bit dl has
been set at 1 to put the content data in a write—
protected state.

| When the processing to update the U-TOC for the
¢heck~out is completeq, at a step F213, a check-out
response command is transmitted to the personal computer
1 to inform the personal computer 1 that the processing
to update- the U-TOC for the check-out has been completed.

At this point of time, the check-out or the
transfer of a content right is completed.

In response to the completion of check-out, at a
step F111, the personal computer 1 transmits a control
command requesting an end of the session to the
secondary—recording—medium.recording/reproduction
apparatus Z20A. At a step F214, the apparatus 20A

Lransmits a response command approving the end of the
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It is to be noted that, if a plurality of contents having a conmon root
key are checked out by carrying out the communications described above, it
is necessary only to repeat the steps F105 to F108 andsOhebsteys F207 to
F211 for each of the second and subsequent contents. If successive contents
with different EKB versions nust be transferred continuously, an EKB al so
needs to be transferred along with each of the contents. Next, the
check-in processing is explained by referring to FIG 28. In the
processing shown in FIG 28, control .executed by the CPU 2 enployed in

t he personal conputer | conprises steps F101 to F156. On the ot her hand,

control . t gn? sugh the systemcontrol unit 32 125 25
Qct ober . 200 aﬁ%pf%%t:ec 3%%%%%lp%%cggzﬁngﬁunit 28, which are enployed in

comr i ses. ot eps. o0t PoehobbiZy KB REHRRA ER A SO AR oe! on
eaponse conids VAL S8 ) EoBoAEEREs ERBE BBnE Fof ®cbimete. Al 20 1 n
t he case of a check-in, pr.ocessin i ncludi ng,the start of an

aut hent i c&TEHPracess ™ lnPFEﬁgﬁgW GFCaRIERB/ BRATAOUELF®M for aroot key
Isvcarrle%pparatus 20A. In response to this control command, the
épparatus 20A transmits a response command to approve the
end of the authentication state-to the peréonal computer
1 at a step F215.

At this point of time, a sequence of communications
for implementing the check-out is ended.

It is to be noted that, if a plurality of contents
having-a common root key are checked out by carrying out
the communications described above, it is necessary only
to repeat the steps flOS to F108 and the steps F207 to
F211 for each of the second and subsequent contents.

If successive contents with different EKB versions
must be transferred continuously, an EKB also needs to be
transferred along with each of the contents. |

Next, the check—-in processing is explained by
referring to FIG. 28.

In the processing shown in'FIG. 28, control
executed by the CPU 2 employed in the perscnal computer 1

comprises steps F101 to F156. On the other hand,.control'

executed by components such as the system control unit 32
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out in the same way as the check-out descri bed above- To be nore specific,
pi eces of processing varied out at steps F101 to F103 and F201 to F205 are
the sanme as their counterparts shown in FIG 26, naki 2§ Uctobent@Eessary to
repeat their explanation. At a step F150, the' personal conputer 1
transmts a control conmmand nmeking a request for the start of a. check-in
session-to the secondary-recordi ng-nmedi um recordlng/reproductlon
-apparatus 20A. In response to this control conmand, the
secondary-recordi ng-medi um recordi ng/ reproduction apparatus 20A transmts
a response command at a step F250 It is to be noted that, also in this

case, the Jaul RAR! Leall,BY i BLOGESSLAY £XPLALPedq e%#ﬁf?Pgéh fheopLag 1o Fl &

12 is carrled out 25 Cc the fesu entication
d .
P;gSEZ?kQ%Teprodh%gfgﬁggg 5%? rﬁfﬁg gdy%ﬁ?%%% I$%ﬁ§2§?@ﬁqd335%%9in sessi on
tarted th k t f th
D of -contBRE akls ?gggeté’%%kg%gf% bs F TR B s The cname o e

‘per sonal conput % tran mts a track nunber (of the content data to be
checked in) on tHeFi st ﬁiﬁﬁt(?tQR?%ﬂﬁ%ﬁﬂEﬁ%P SO g medi um

recordlng/regroductlon aBgaratus 20A, meking a request for the content ID.
implemented by Using a variety of control commands and a

vafiety of response commands generated in response to the
_control comménds.

Also in the case of a check-in, processing
including the start of an authentication process, a
transfer of an EKB and a search for a root key is carried
out in the same way as the check-~out described above. To
be more specific, pieces of processing varied out at

- steps F101 to F103 aﬁd F201 to F205 are the same as their
counterparts shown in FIG. 26, making it unnecessary to
repeat their explanation.

At. a step\FlSO, the personal computer 1 transmits a
control command making a request for the start of a
check—~in session.té the secondary—recording—medium
reéording/reproduction apparatus 20A. In response to this

'¢ont;ol command, the secondary-recording-medium
recording/reproduction apparatus 20A transmits a response
command at a step F250. It is to be notéd that, also in
this case, the authentication processing éxplained

earlier by referring to FIG. 12 is carried out.
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At this request, first of all, at a step F251, the :
secondary- recor di ng- medi um recordi ng/ reproduction apparatus 20A fornms a
judgnent as to whether or not the specified content dat@&cwbetoes specified
~track is content data that can be checked in. The judgnent can be forned
by examning the wite protect flag or the dl bit of the track node
recorded in the UTOC for the track. This will be described |ater. Content
data is. determned to be content data that can be checked in if the
content data has been recorded on the mini disc 100 as a result of a
check-out and has not been edited on the mni disc 100. If the content

data can be checkedchd, rabufe SHEPnEZB2enthE; LD tlgs ooLeny datais
prepared. To put it 127 25 Cctober 2005 concrete con IDiIs

CO”pUted %%rE B BQEnEnOEhet%gEonagr 0y o%%qxgcﬁgﬁﬁhﬁd and recor ded

cont ent is read out. Atechniq for gener ting a content IDw I be

descrlbed %§B§51H§b rghukggogeét ste éﬁA %geggon%ﬁ r?ﬁH?S%?? the

transmtted to € sona COFTDU

content d 0.be ked in 0 ntent data that can be checked in,
on. the O?EQCkhéﬁdse% Re Be%%oﬁ%ﬁr§8§p 1Y §99r e RRTSYMRE fact, and

- ocess is carried _out _thereafter.
an error handh%gg Ermaﬁ a request for the ID of content data to

be checked in at a step F151. For example, the personal
‘computer-l transmits a track numbe;r(of‘thé content data:
to be checked in) on the mini disc 100 to the secondary-
recording-medium recording/reproduction apparatus 204,
making a request for the éontent ID.

At this request, first of all, at é step F251, the
secondary-recording-medium recording/reproduction
apparatus 20A forms a judgment as to whether or not the
specified content daﬁé or the specified track is content
data that can be checked in. The'judgmént can be formed
by examining the write protect flag or the dil bit of the

track mode recorded in the U-TOC for the track. This will
be described later.

Content data is determined to be content data that
can be checked in if the content data has been recorded
on the mini disc 100 as a result of a check-out and has

" not been edited'én the mini disc 100.
If the content data can.be checked in, at a step

F252, the ID of the content data is prepared. To put it
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At a step F152, the personal conputer 1 collates the content |ID received
fromthe secondary-recordi ng- nmedi um recordi ng/reproduction apparatus 20A
To be nore specific, the content ID received fromthe S5cmndar30os _
recor di ng- medi um recordi ng/ reproducti on apparatus 20A is conpared with a
saved content ID, which was generated by the secondary-recording-nmedi um
recordi ng/ reproduction apparatus 20A and transmtted to the personal
conputer 1 in a check-out. The saved ID was. then stored in the personal
conputer 1 as table data associated with a content |ID generated by the
personal conputer 1. The content IDs are conpared with each other in order
to assur con data to be checked in_.is the. correct content
dat a. 12883‘%8%1;%%& %0‘%@‘9{2?“?@1)rléssu(f?m%lflg?(ﬁea%owja?i%ch”fts , at a step
F153, an._act ual checkiin S req%eétid. éf the'rqiult of the collation is
NG on, thE"9thdF HAndTePPHroPPRthedi Ay TECREPFT PRt Ak hstk-in is

requested at .the step F153 by issuin a check-in control__command shown in
FIG 20. Tf2¢ h‘éUtchélt:I@qcﬁ‘rtl(‘%’ter (ﬁorc&%r?é’rfd‘,tlt“rge A &ond et e "ddd- Penction
is set at _00h to indicate an actual check-in as showmn in FIG 21. The |ist
ID is setdefchiRed ukrspeci iRy Ae theeddidasy-ame Eodi-n§hre goaient

~recording/reproduction
- ID is transmitted to the perscnal computer 1.

It is to be noted that, if the content.data to be
.. checked in is not content data that can bé éhecked in, on
the other hand, the personal computer 1 is informed of
the fact, and an error-handling process is carried out
thereafter.

At a sfep F152, the personal computer 1 coilates
the content ID received from the secondary-recording-
medium recording/reproduction apparatus.20A. To be more
specific, the content ID received from the secondary-
recording-medium recording/reproduction apparatus 20A is
compared with a saved content ID, which was generated by
the secondary—recofdingnmedium recording/reproduction
apparatus 20A and transmitted to the personal computer 1
lin‘a check-out. The saved ID was. then stored in the
persoﬁal computer 1 as table dafa associated with a
content ID gene;ated_by the personal computer 1. The

‘content IDs are compared with each other in order to
assure that the confent data to be checkéd'in is the

correct content data.
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apparatus 20A. The object position nunber is set at a value specifying the
track nunber of the check-in content on the mni disc 100.- At the next
step F154, a usage rule for the content data is updatedOcrwbacdf dance with
the check-in control comrand. To be nore specific, the nunber of permtted
transfers is incremented by one. At a step F254, the

secondary-recordi ng- nedi um recordi ng/ reproduction apparatus 20A updates
the UTOC data. To put it in detail, the contents of U- TOC sector 0 are
updated to delete the track used as a check-in object fromthe mni disc
100. That is to say, the track is put in an irreproducible state or a

state of |osing aIfr%Héogggthno%iQHE'cé%?a%?agzﬁgbﬁkvZggfﬁggggpi2t the

" next step F255, the check-in response coman own i'n

transmi ttegss ok Nhocpol iy i lidrey ?@g{%%ﬁé‘% 1N ! dhlle gpgiaglon o

return the content rig I's conpl et ed. onpletion o e °Eheck- | n, at

a step F ‘ mput er, 1 transmits. a control command naking a
request %gl?e a‘rrzl(t}gln%@%c?&t e bg%ss?%n{}%% VHET Banshd &7 Ve dEF i Fi AR um |
recor di ng/re(pr oduc(%i on_ apparatus 20A. In response to this control command,

t he appar:'a? U 2O A ts a response conmmand approving the

A check-in is requested at the step F153 by issuing
a check~in control command shown ip FIG. 20. In the
check—in control command, the value of the sub-function
is set at 00h to indicate an actual check-in as shown in
FIG. 21. fThe list ID is set at a value specifying the

'secondary—recordingnmedium reéording/feproduction
apparatus 20A. The object position number is set‘at a
value specifying the track number of the check-in content
on the mini disc 100.

At the next stép F154, a usage rule for the content
data is updated in accordance with the check-in control
command. .To be more spécific, the number of permitted
txahsfers is inc;emented by one.

At a step F254, the secbndary—recordingmmedium'

7 recording/reproduction apparatus 20A updates the U-TOC
déta.. To .put it in detail,:the contents of UfTOC sector O
are updated to delete the track used as a check-in object
‘from the mini disc 100. That is to say, the track is put
in an irreproducible state or a state of.losing a

- reproduction right.
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end of the session to the personal conputer | at a step F256. At a step
F156, the personal conputer 1 transmts a control command maki ng a request
for an end of the authentication state to the secondal§yOcebor2ddhg- medi um
recordi ng/ reproducti on apparatus 20A. In response to this control command,
t he apparatus 20A transm'ts a response command approving the end of the
authentication state to the personal conputer -1 at a step F257. At this
point of time, the sequence of communications for the check-in is ended.
It is to be noted that, if a plurality of contents .nmust be checked in by
carrying out the comunications ‘described above, the operation to verify

' D 2 & t he .
hechom e oy 1 Bn 2% D SAOOR AN AL, MRLIUAN W8 LBMRRLL e |
r epeat ed cBB&aﬁéCQhQQntQﬁe G' ?Esléltrgﬁﬁ E%lgn and Managenent Techni ques

of Content IDs Usage ru owed I'ns and check-outs are
managed by usin cantent f each cqn As described before, in.a
secondary recorg}ngﬂlne (ﬁﬁﬁio ornlﬂgfﬁb §Faﬁb§rd a format

i heck-
al | ow ng ngg J.onlll::)S %gtggnrgcorgggtégtagggﬁgqlstg%%ﬂégééiC ec

Upon completion of the check-in, at a step F155,
the personal computer 1 transmits a control comhand
making a request for an end of the session to the
-secondary—recording—medium recording/reproduction
apparatus 20A. In response to this control command, the
apparatus 20A transmits a response command approvihg the
end of the session to the personal computer 1 at a step
F256.

At a step F156, the personal computer 1 tranémits a
control command making a request for an end of the
authentication state to the secondary—recording—mediﬁm
fecording/reproduction apparatus 20A. 1In response to this
control command, the apparatus 20A tfansmits a response
command approving the end of the authentication state to
the personal computer 1 at a step F257.

At this'boint of time, the sequence of
éommunicatidns for fhe check-in-is ended.

It is to be notedlthat; if a plurality of contents

.muét be checked in by carrying out the communications

described above, the opération to verify the content ID
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out or a check-in, both the personal conputer 1 and the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20B conform ng
to the SDM format are capable of identifying content 28&@ber280b as an

obj ect of the check-out or the check-in by using a content ID provided

for the content data. However, the secondary-recordi ng--mnmedi um
recordi ng/ reproduction apparatus 20A for a secondary recording nmedi um such
as the mni disc 100, which has been becom ng popul ar for the past years,
is not capable of identifying content data by using a content ID provided
for the content data. This is because, as a result of a check-out, content

data is r 0,{ncl no for oring a

cont ent %@8 g%@ gggbggéoﬁlg8ogg§§g%gl hsucﬁggggé?Ea '3 nﬁﬁﬂys$ﬁescr|bed in
t he U—TOC a_c ecord the mni disc 100,

t he conteﬁ?epﬁ Fh 8 ?Tgéverﬁekggi t?aﬁgé rnngﬁg 2?%1?%9F?Eﬁqled out by
a mni c.reca der L t he gl type to update the U-TOC ‘Thus, content

| Ds canno? nggeg Fn“PRESH T disc 100 If content IDs cannot be

.managed in the secondary recording nedium a check-out is possible even
though a check-in is inpossible because content data cannot be collated

in the- check i n process.
11: Generation and Management Techniques of Content IDs

Usage rules followed in check-ins and check-outs
are managed by using content IDs for each C6ntent.

As described before, in.a secondary recording
medium conforming to the SDMI standard, a format allowing
content IDs to be recorded is adopted. Thus, in a check—

'out or a check-in, both the personal computer 1 énd the
éecondary—recording—medium recording/reproduction
apparatus 20B conforming to the SDMI forma£ are capable
of identifying content data used as an object of the
check-out or the check-in by using a content ID proﬁided
for the content data.

However,.the secondary-recording-medium
recording/reproduction apparatus 20A for a secondary
recording medium such as the mini disc 100, which has
been_becoming popular for the past years, is not capable
of identifying content data by using a conﬁent iDp
provided for the content data. This is because, as a
result of a check-out, content data:is recorded on the

mini disc 100 including no area for storing a content ID.
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In order to solve this problem the secondary- recording-nedi um
recordi ng/ reproduction apparatus 20A is provided with a function for
generating .a content ID from the content data itself 250stabeddiODd On, in _the
personal conputer 1 is provided with-table data.used for conparing a
first content 1D generated by the personal conmputer 1 wth a second
-content |1D generated by the secondary- recording-nmedi um
recordi ng/ reproducti on apparatus 20A. First of all, a technique adopted by
t he secondary- recording-medi umrecordi ng/reproduction apparatus 20A to
generate a content ID is explained. For generation of a content |ID of

content dal@y s ENGLEn! SnPLENLURY RolPANS-LOL, FRLAYINT UL 8 EEC,, MAC

process by sanpling particular data i conten Tober 2005
streamin ditign r information and.a.content size. representing
the | engt ﬁﬁgf ELH%% %%%tsen‘?&gg%lg G5 2T RTARY eXpI HhatBHYT 33T am showi ng a
nodel re senting the entire, tent data such as music-, This content
data is agégtagé rg%%FF%gaiét%fgfg?eb%?% VLoD BE SR afbptf on of the |
ATRAC or ATRAC3 techniqge. The content data has been transmitted by the
personal CRBHPHLEP FRFR'eY cRELKeBWR THPHFBHE AR TS ftfe, thtd1decrypt ed

to ' produce the data_stream Assune for exanple that points Pl and P2 are
set as type to update the U-TOC. Thus, content IDs cannot be :

managed in the mini disc 100.

If content IDs cannot be managed in the secondary
recording medium, a check-out is possible even though a
check-in is impossible because content data cannot be
collated in the check-in process.

in order to solve this probiem, the secondary-
.récofding—medium recording/reproduction apparatus 20A is

_ provided with a functién for generating a content ID from
the content data itself. 1In addition, in the personal
computer 1 is provided wiﬁh table data used for compéring
a first content ID generated by the personal computer 1
with a second content ID'generated by the secondary-
recording-medium recording/reproduction apparatus 20A.

First of all, é technique adopted by the secondarj—
recording—medium recording/repréduction appératus 204 to
generate a content ID is explained.

For generation of a content Ip of content data, .
there is provided a means for carrying out a CBC _MAC

process by sampling particular data in a content-data
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sanpling points for the content data,'and data of sound wunits each
represented a hatched rectangle at the sanpling points Pl and P2 is
extracted. Data of a sound .unit has a typical |ength @bOtRbetdp0®s. The.
data of a sound unit thus corresponds to the sound unit explained earlier
by referring to FIG 8. However, the data of a sound unit does not have to
correspond to the sound unit explained earlier. A content IDis then
generated by using the sanpled part of the actual content data The start
and the end of a content should be avoided as a |ocation at which a
sanpling point is set since it i's quite within the bounds of possibility

that thesstarh andaghece0d €6 A-£opt 80k AL f&?har?dsélrgé“E&?’? 25 Qct ober

2005 location. In addition, by setting sanpling points ocations as

s the case, i tothe. sampl| 6. PRLALS, Rle 9, £2,dsseribed above. the

probability of tracting” uni que ata canh be 1 ncreased-" From uni que data,

it is possible. generate a.content. 1D having a _suff.icientl ffective

function as a cgﬁg%nﬁﬁhégiffbfg:ﬁﬁqéﬁquhééﬁﬁggglF§O§§?g'?hEP%f npl i ng

poi nts can be set. a nore |l ocatjions. Moreover, a §%ﬂ$lin%,point at
oMt - i S

3
one | ocat T O Bt hiar ™ t%a‘f‘n}??r K P LT ArtORR | HA eh P £ St

insufficient., Furthernore, if the sanpljng points Pl and P2 are
content data 1s & data stream in a state of being

compressed by adoption of the ATRAQ or ATRAC3 technique.
The content data has been transmitted by the personal
computer 1 in a check-out in an encrypted state, and
decrypted to produce the data stream.

Assume for example that points Plrand P2 are set as
sampling points for the content data, ‘and data of sound
units each represented a‘hatched rectangle at the
sampling points Pl and P2 is extracted. Data of a sound
unit has a typicalAleﬁgth of 424 bytes. The data of a
sound unit thus corresponds to the sound unit explained
earlier by referring to FIG. 8. However, the.data of a
ébund unit does nqt have to correspond to the sound unit
.explained earlier.

A content ID is then generated by using the sampled
part of the actual cbnteﬁt data.

The start and the end of a contént should be
"avoided as a location at which a sampling point is set
siﬁce it is quite within the bounds of pdssibility that

the start and the end of a content are each a silent
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set at |l ocations determned in accordance with the data size, that is, the
| ength of content data, instead of being set at |ocations selected at
random for particular content data, the same content 25@dtebec08i ned

- wthout . regard to the nunber of tinmes the calculation of a content IDis
repeated. That. is to say, if the content data itself is recorded on the
secondary recording nedium the content I D does not required to be stored
.on it, because the sane content |ID can be generated by corresponding the
sanpling points regardl ess of nunber of tines.. This phenonmenon nakes it
unnecessary to record such a content ID on the mni disc 100 used as a

seCondarylkgggijng pRdL . . TO t_] C the.sanmpli points P1
and P2 134 25 Oct ober 20%@5?8&&89 afeFsiad! %%}é‘sggn%i%?é%‘g%sa‘lbpg 1/3 and 2/3

of the data.l Qgth r.th ata size. fr the end of the coptent. O

cour se, t_ﬁie"a‘ia&?at |Sor?§’ éLrSe%rli%“t T t"’é&fht %Wtehésafnggéﬁgoﬁgmﬁts Eﬁs‘?ﬁﬂces of 1/3

and 2/ 3 of,.t dat.a length fromthe _end.of the content. For exanple, the
P2 S rf%ed

| ocati ons “¢aif be Set °dist dMEeE PP 14Xt 81 EFGERE1BHY URFE9EE| ons such

as 1/ 2, ?%i? 3/4, 1/%, 2/5, 3/5,_4/5, 1/6, 5/6 and so on of the data
length fr 8N EhEBNE o FREACER T enf TOA TRABRAF (iRt o i PTHRIR 1D from

content data by using a hash function is expressed bX using Eq. (1) as
- to generate content ID having a sufficiently effective

function as a content descriptor. It is neediess to say
.that‘sampling points can be set at 3 or more iocations.
Moreover, a sampling point at one location other than the
start and the end of a content is not insufficient.
Furthermore, if the sampling points Pl and P2 are

. set at locations determined in accordance with the data
éize, that is, the length of content data, instead.of
being set at locations selected at random, for particular
content data, the same content ID is obtained without
regard to the numbor of times the calculation of a

- content ID is repeated. That is to say, if the content
data itself is recorded on tho secondary recording medium,
the content ID‘does not required to be stored on it,
because the same content ID can be'generated by
corresponding the sampling points regardless of number of
times. This phenomenon makes it unnécesséry to record
such a content iD on the mini disc 100 used as a
secondary recording medium.

To put it concretely, the sampling points P1 and P2
o 134 '




follows: Content ID = CBC MAC (Key hash, IV, Stream (Pl) .Stream (P2)
------ (1) where Key hash is intrinsic key data having a size of 8 bytes,
Stream (Pl) is data of a sound group at the sanpling pE6iJstobR12008t r eam ( P2)
is data of a sound group at the sanpling point P2, notation // denotes an
operator of concatenation. Thus, notation Stream (P1) // Stream (P2)
represents a concatenation of the data of the sound unit at the sanpling

- point P1 and the data of the sound group at the sanpling point P2. The
concatenated data has a length of 424 X 2 bytes.. Notation IV is an
initial value of a CBC npode 135 25 COctober 2005 having a |l ength of 8 bytes,

~and f L th th
2.”ze' of CABEE,E8E ¥y ToepbEhn, At T AR aRRER SR 117 seRiotbBy ) TEE ol | ows:
{Len th T ackNBdeBy ﬁ 3% bits padded wth zero% --- In this case,
the'4-byt aEGn gRET 5hg Paea1st §t ErPRatRentae ¢ cT%ﬁkﬁPW?ﬁ%%e

record-obbect control  command shown in FIG 18 can be used as the content
| ength (LBAGERYTHFt htheslogabionspgrasnahdlinkyed ¢ aelke locations

at distances of 1/3 and 2/3 of the data length from the
end of the content. For example, the locations can be set
at distances of the data length’s any fractions such as
1/2, 1/4, 3/4, 1/5, 2/5, 3/5, 4/5, 1/6, 5/6 and so on of
the data length from the ena of the content.

A technique to find a content ID from content data
by using a hash function is expréssed by using Eq. (1) as
‘follows:

Content ID = CBC_MAC (Key hash, IV, Stream (P1l) //
~Stream (P2) --- (1)
where Key hash is intrinsic key data having a size of 8
bytes, Stream (P1l)} is data of a séund group at the
sampling point P1, Stream (P2) is data of a sound group
at the sampling point P2, notation // denotes an operator
of concatenation.

Thus, notation Stream (Pl) // Stream (P2)
represents a concatenation of the data of the sound unit
at the sampling point P1 and the data of the sound groﬁp
at the sampling point P2. The concatenated data has a.
‘length of 424 X 2 bytes..

Notation IV is an initial wvalue of a CBC mode
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information (Track Mode) in Eq. (2). Such a content IDis generated by a
HASH engi ne nounted typically on the decryption processing unit 28 of the
- secondary-recordi ng- nedi um recordi ng/ reproducti on appdf&cieber200¢ The .
initial value IV conmputed by using Eq. (2) is substituted into Eq. (1) for
the term1V. The secondary-recording--nmedium recording/reproduction
apparatus 20A is capable of conputing the initial value 1V from
information included in the record-object control conmmand received at the
step F106 of the check-out session shown in FIG 26. In addition, prior to
a transfer of content data, the length of the content data can be

i'denti fi eﬂaﬁzrlgg\ bh@eng@lﬂt ert gl BpgLR, Ognahgscgﬁfa,@@éséaZ@y'é&' uggd in the 136
25 October 2005 record-object control command. Thus, the distances of 1/3

and 2/3 ofiqthe canbent LeAgLh«f %n!;eﬁat(tgﬂ er O{La? sapldnge ppints Pl . and

P2 can also be determned prior to~ a ran he conte dat a.

Theref or ey, e i ec sanpllng points
Pl and P2 g?%%eéP?agtggt? F%&?ngﬁfégﬁaé art o e ag% t¥ansfer of the

cont ent d ég oBs.content ID can be conputed by using Eq. (1) For content

data recor % on'the mni disc 100, the size of the content dat a ~can of

course be found f&on1{{m3gth // TrackModeByte // 32 bits padded

with zero} ——— (2)

In this case, the 4-byte content size and the 1-

byte track mode included in the record-object control
command shown-in FIG. 18 can be used as the content
length (Length) with a size of 4 bytes and 1 byte tfaék
information (Track Mode) in Eq. (2) .

Such a content ID is generated by a HASH engine
mounted typically on the decryption processing unit 28 of
the secondary—recording—medipm recording/reproduction
apparatus 20A. The initial value IV computed by using Eqg.
(2) is substituted into Eg. (1) for the term IV. The
secondary-recording-medium fecording/reproduction
apparatus 20A is capable of computing the initial value
IV from information included in the record-object control
commgnd received at the step F106 of the check-out
session shown in FIG. 26f

Iﬁ addition, prio; to a trénsfer of content data,

. the length of the content data can be identified from the

content length or the content size included in the
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data of U-TOC sector 0. Thus, the locations of the sanpling points Pl and
P2 can be determned.. In addition, a track node.included in the record-
object control command transmitted in a check-out is R&Cowda®tds a track
mode in U-TOC sector 0 so that the initial value IV can be found from data
of U-TCC sector O by using Eq. (2). Thus, for content data recorded on the
mni disc 100, a content ID can be found at any point of tinme. For
exanpl e, the secondary-recordi ng--nedi umrecordi ng/ reproducti on appar at us
20A i's capable of generating a content ID of its own for content data
used. as an object of a check-out as described above Unl ess the content ID

e d ber., 2005 di
O e 0 PR BCBFEAnIRLK 13! EapfhhRemAlls ARONTIRIRIMY 15 |,

recording reproduction appara ass

gener at ed _ nal er a sfored. in the HDD 5, however, the
cont ent F%ﬁggzgrgfegg%yc?ﬁ pp ?%9%% %ﬁﬁﬁﬁOQﬁe itSed properly.

The cont-ent st or %F gx)% as de crlbed above, i s generated for:
“cont ent dﬁ?@p §n§np%b%%?c i BT Fanttho o thie fRrdHACt dHpRTertal. The

content ID found gdvance by this application conprises information

uni que to tﬁeaﬁﬁﬁﬁfa? e ekt ibrddtEomput er 1) havi ng

Therefore, after pieces of data of the sound groups
at the sampling points Pl and P2 are extracted foilowing
“the start of the actual transfer of the content data, a
cohtent ID can be computed by using Eq. (1).

For content data recorded on the mini disc 100, the
size of the content data can of course be found freﬁ the
data of U-T0C .sector 0. Thus, the locations of the
sampling points Pl and P2 can be determined.

In addition, a track mode included in the record—
object control command trénsmitted in a check-out is
recorded as a track mode in U-TOC sector 0 so that the
initial value IV can be found from data of U-TOC sector 0
by ueinq Eg. (2).

Thus, for content data recorded on the mini disc
100, a content ID can be found at any point of tiﬁe.

For example, the secondary-recording-medium
recording/reproduction apparatus 20A is capable of
generating a content ID of its own for content data used.
aeian object of e check-out as described.above;

Unless the content ID generated by the secondary-
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a primary recording mediumsuch as the HDD 5, tinme information stored in
the HDD 5 and a random nunber. An exanple of the information unique to the
personal conputer | is an ID unique to the applicati o®5iOwsbed2088 in the
personal conputer 1. A second content ID generated by the secondary-

recor di ng- medi um recordi ng/ reproducti on apparatus 20A is associated by the
personal conputer 1 with a first content |ID generated by the personal
conputer |-as described above in table data shown in FIG 30. It is to be
noted that the table data represents associations unique to the apparatus
using a primary recording nediumsuch as the HDD 5. At the step F211 of a

check- out r885889RgSROMNUI N d38rdSn§rEOPESaR0PEE! Gop QZatéts ff&szds obj ect

response conmand is used by the secondary recordlng med

recor di nohteppoduchi Acn aRPASALUS: 2PA Gl nlel eﬂPeef d@é‘&! gomputer 1 of

the second content ID generated th secon r -recordi ng- Fredi um

recordlngéo&%g£ggu9té9§ épgﬁéétyﬁlé§giﬁé_ Owev ers Qggzépggﬁ%estep

carries out rocessing on t a ShOMﬂ In

F108. In £B|§ €é9§§% Iy elenent of ef%ﬁgL%Hgat :iﬁfmn in FIG 30 is

created for con ata erre edThe el enent
associ ates _the {lrst content ID
properly.

The content ID stored in the HDD 5 as described
‘above is generated for content data by an application
running on the personal computer 1. The content ID found
in advance by this application coﬁprises information
unique to the apparatus (the personal computer 1) heving
a primary recording medium such as the HDD 5, time
information stored in the HDD 5 and a random number. An
example of the information unique to the personal

_ computer.l is an ID unique to the application installed
in the personal computer 1.

A second content ID generated by the secondary-
recording-medium recording/reproduction-apparatus 20A is
associated by tne‘personal computer 1 with a first

' content ID generated by the personal computer 1. as
described above in table data shown in FIG. 30.

It is to be noted that the table data represents
associations unique.to the apparatus using.a primary'
fecording medium sueh as the HDD 5.

At the step F211 of a check-out session shown in
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generated by the personal 'conputer 1 for the content data wth the second
content | D generated by the secondary- recordi ng-nedi um

recordi ng/ reproduction apparatus 20A for .the sane combémtobedd085 The
typical table data shown in FIG 30 consists of three elenents, nanely,
first, second and third el enments, each associating a first content IDwth
a second content ID. In managenent of the table data stored in the HDD 5

by the personal conputer 1, the table data is updated for each check-out
and ‘each check-in. By managing the table data.in this way, content data

- checked out to the mni disc 100 can be nanaged by using its content 1D,

Thus ch out,s an K-in an_be mana : tobe 2005 As
descrlbed%g ovgt7 t% ge%ggadlé 3530rggggnﬁgtgowﬂ3p désaﬁs a7 Ry f Pestoring
cont ent dary-recordin

recordlngfﬁgﬁp 85¥tFSﬁoﬁgﬁﬁgaFﬁglﬂﬁArFEOEQbBB?EeBFoaPﬁH?ﬂﬁ a content ID for
content data stored m_ni disc 100. Thus, when it is desired to check
i n cont enfPRE{E uﬁa@QAtBOtHEfBEWSBHQIp@ﬁﬁﬁﬂ?érCQmPFE%rpEr%Bn%Peconputer-
requests that the secondary--recording-medi um recordi ng/ reproduction

appar at usS26281Hr SREAPRTt AR g@E%ﬁﬂteéo%YeﬁPelEﬁ@?n@ﬁéytéﬁ@@ﬁ@l@@ta The

personal conputer 1
- medium recording/reproduction apparatus 20A. Then, the

personal computer 1 carries out processing on the table
data shown in FIG. 28 at the step F108. Inrthis
processing, an‘element of the table data shown in FIG. 30
is created for thé content data transferred in the check-
qut._ The element-aésociates the first content ID
generated by the pefsonal'computer 1 for the content data
'ﬁith the second content ID generated by the secondary-
recording-medium recordingfreproduction apparatus 20A for
-the same content data.

The typical table data shown in FIG. 30 consiéts‘of
three elements, namely, first, second and third elements,
each assoclating a first content ID with a second conteht
ID.

In management qf the table data stored in the HDD 5
by the personal computer 1, the table data is updated for
each check—but and each check-in. By managing the table
data in this way, éontent data checked_out to fhe mini
disc lOC can be.managed by using its content ID. Thus,

check-outs and check-ins can be managed.
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then confirms. that the second content ID received from the

secondar y-recordi ng- nedi um recordi ng/ reproducti on apparatus 20A mat ches
the ' second. content stored as an elenment of the tabl2g QGi&iber ZROWN in FI G
30. The second content stored as an elenent of the table data was
received fromthe secondary-recordi ng-nmedi um recording/reproduction
apparatus 20A in the check-out of the content data. |If the second content
| D received from the secondary-recording-nmedi umrecording/reproduction

. apparatus 20A matches the second content stored as an elenent .of the table

data, the personal conputer 1 carries out a check-in process. for the
content data idgotifled. byt $Lrsty t gﬁﬂ?c' ed with the
second content ID. 140 2t C%to %ré20 %&$ﬂ%§gﬁ%%§: escf%%%?&ﬁw%xplains t he
meani ngs t i f_processing carried_out at the steps F151, F152,
F252 and 3§§§B§ﬁoﬁﬁ ?%8§|89r2§28§§ngdoﬁpiSﬂto?DEUc FEOMH ent'9 D managenent
t echni que,__eve segondar medi,um no conformng to the

_ nfor a Y recordin

SDM st andard 88T ¥sTERET égg"mn?ﬁu?hﬁecﬁgﬂ?n9{§8piﬁ UCELORs possible to

“execute mana en%nt gb check-o0 ;s and _check-ins, that is, managenent . of
%F?,uﬁn' fie 5

content PPY 15afaPPPLAsPEr LIYE R 21990 EBRE efP - FOF Gener ati on at
Check-out and befare Check

content data stored in the mini disc 100.
Thus, when it is desired to‘check in céntent data

'béck to the personal.computer 1, the personél-computer 1
requests that the secondary-recording-medium
recording/reproduction apparatus 20A transmit the second
content  ID of the content data. The personal computer 1
then confirms that the second content ID received from
fhe secondary“recording+medium‘recording/reproduétioﬂ
apparatus 20A matches the’ second content stored as an
element of the table data shown in FIG. 30. The second
content stored as an element of the table data %as

. received .from the sécondarywrecording—medium
recording/rebfbduction apparatus 20A in the check-out of
the content data. If the second content ID received from
the secondary-recording-medium recordiné/reproduction
appa:atus 20A matches the éecond content stored as an
element of the table data, the ﬁersonal.computer 1
carries out archeck—in process for the content data
identified by the first content ID associated with the

second content ID.
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in Normally, the secondary-recording-nmedi um recording/reproduction

appar atus 20A needs to generate a content IDin a check-out and prior to a
check-in. In the fornmer case, the content ID is transigbOcebert280% he
personal conputer 1 by using. a. record-object response comuand and
recorded by the personal conputer 1 in the table data shown in FIG 30. In
the latter case, the content IDis created at a request nade by the
“personal conputer 1. The secondary-recordi ng nedi um recording/reproduction:
apparatus 20A generates a content [ID for content data by using pieces of
content data partially extracted from sanpling points P1 and P2 in the 141

25 Cct ober 2005 @H@t§ﬂ6vga&@scﬁhﬁ§lohneiﬁfafﬁéetﬁg &é&ﬁ 9. of a

content ID for content data in check-out, for exa ere 1S

nor mal |y %lee@%eb\faekecegggﬁauEsr\meaegﬂtagk%héhgte ?”%fﬁj{)odﬁfé‘z recei ved

fromthe personal conputer is stored in th pieces of

partial d ar, a f e npling points P1 and P2 in the
F0B82268a FEL5ACHS fnl LRTLRC 58

content data an e secondary-recordi ng- medi um

L o A A S T
' technlque, even for a secondary recording medium not
conforming to the SDMI standard as is the case with the
mini disc 100, it is possible to execute ménagement of
check-outs and check—-ins, that is, management of contehnt
rights, in the data transfer system.
12: Content-ID Generation at Check-out and before Check-
in |
Normally, the secondary-recording-medium
recording/reproduction apparatus 20A needs to generate a
content ID in a checkwout and prior to a check—-in. In the
former case, the content iD is transmitted to the
personal.coﬁputer 1 by usingfa»recdrd—object response
cemmand and recorded by the personal computer 1 in the
table dafa shown in FIG. 30. In the latter case, the
.cohtent ID is created at a request made by the personal
cempgter 1.
The eecondary—recordingﬂmediﬁm
' recording/reproduction epparetus 20A generates a content
E ID for content data by using pieces of centent data

‘partially extracted from sampling points Pl and P2 in the
141




partial data. Al so when a request for a content ID for a check-in is
received fromthe personal conputer 1, there is normally conceived a
procedure wherein after the content data received from2fEstopar26dna
conputer 1 is stored in the-nini disc 100, the secondary-recordi ng- medi um
recordi ng/ reproducti on apparatus 20A extracts pieces of partial data from
the sanpling points Pl and P2 in the content data and, then, generates a
content ID for the content data by using the extracted pieces of partial
data at this request.. By adoption of this procedure, however, it is
necessary to nake an access to the mni disc 100 and read out partial data
fromthe gLRkeHiSG,1Q0 al so during a 142 25 October 2005 check-out session-
Thus, it takes tine to generate a content ID due to the access and the
operations to r ouf_t ta a.result, the t

: Ahs ortn e R Sl S e Olfnat HenEasE 3P a

connunlcatlon tlne or the che

content | enerate fo a.check- uest t he, persona
co %en é C c? 8] £ g t
conput er I1°&s“CHESEFi B2 abBva, STECts %fSO PecesTR to access to-

the mni disc i 0. _and read g e$artl ﬁ%a fromthe mni disc 100.
Thus, it 8P&8*taked ??ﬂﬁe%Sag RePRPECIUTR JEHE LT B kX t'd'® he access and

the operations to _read
content data received from the personal computer 1 is

stored in the mini disc 100, pieces of partial data are
~extracted fromlthe sampling points Pl and P2 in the
content data and,-then,-the secondary-recording-medium
recording/reproduction apparatus 20A generates a content
Ip for the content data by using the extracted pieces of
partial data. |
Also when a request for a content ID for a check-in

is received from the personal computer 1, there is
normally conceived a procedure wherein after the content
data received from the pefsonal computer 1 is stored in
the mini disc 100, the secondary-recording-medium
recording/reproduction'apparatus 207 extracts pieces of
partial dgta from the sampling points Pl and P2 in the
content data and, then, generates a content ID for the
content data by using the extracted pieces of partiai
data at this request. .

‘By adoption of this procedure, however, it is
neéessary to make an access to the mini disc 100 and read

out partial data from the mini disc 100 also during a
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out the partial data. As a result, the total communication tinme for the
check-in.is lengthened In order to solve the problens described above, a
content IDis conputed in accordance with a procedure 2déxabet28dsbel ow so
‘as to nmake processing efficient and shorten the comrunication tinme. FIG
31 shows a flowchart representing a process to generate a content |D(ClD)
in a check-out session. This process is the process carried out by the
systemcontrol wunit 32 and the decryption processing unit 28 at the step
F209 of the flowchart shown in FIG 27. At the step F106 of the flowhart
shown in FIG 26, a record-object control command is received fromthe

personal ¢oeput8htlsRELkeHNt O fms:septwntéaie§0@ltn€@ttcﬂ4§éhezﬂa4§e zp (ctober 2005
Recei ving the record-object control command

secondar y-ba¢ah@i #9- gRd ¥ thecqrdiog/ AEBrQH@C&bQPatmg &%Uf?%&m carries

out processing to generate a content I'D by execution o owchart

shown in BLE AL palcihe steR Fa09 ofodfin ! %tatahom in FIG 27. The

flomchart shown in FIG 3 egins wt whi ch a data size

representlggmhgch%Fgﬁ by ftcﬂedggp %ﬁkdg& O%J%,%cel d fromthe

per sonal conputer fecord ont r ol command.
Then, at the nexf st L,ep F302, ocathps of

case’'of a content ID generated for a check-
in at a request made by the personal computer 1 as
described above, it is also necessary to make an access
to the mini disc 100 and read out partial .data from the
mini disc 100. Thus, it also takes time to generate a
content ID due to the access and the operations to read
out the partial data. As a result, the total
communication time for the check-in is lengthened.

In order to solve the problems described above, a
content ID is computea in accordance with a procedure.
described below so as to make processing efficient and
shorten the communication time. |

FIG. 31 shows a flowchart representing a process to
generate a content ID(CID) in a check-out seseion. This
process is the process carried out by the system control
unit 32 and the decryption processing unit 28 at the step
F209 of the flowchart shown in FIG. 27.

| At the step F106 of the flowchart shown in FIG. 26,
a record-object control command is received from the

personal computer 1 prior to reception of content data.
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sanpling points Pl and P2 in the content data streamare calculated from
the I ength of the content data. Subsequently, at the next step F363, the
secondary- recordi ng-nedi um recordi ng/ reproducti on appaf&icube2ZDAS reveal s
the start of a process to receive the content data from. the personal
conputer 1. To put it in detail, as explained earlier by referring to the
bl ock.diagram of FIG 7, in the process to.receive the content data, the
con tent data is received and decrypted into an unencrypted state before
being stored in the buffer nmenory 30 in the ATRAC3 data state. The content
data in the ATRAC3 data state is further nodul ated by the EFM ACI RC

~encoder/ dreedeving bel Of EcHEI NG EEOT ok A8 Oc bl it NIyl sC 100 by the

recording/ reproduction unit.25, =144 25 Cctober 2005 I n the process to

receive, ggggyggﬁ{bygéggdlﬁgmﬁgﬁauﬁuggé ﬁ%}£@?§ &t data, data at the

sanpl i ng poi nt needs to be nDnltore to carry out processing

Jto find gopopient 48 dhuseatolfe,nsxl dﬁ&g F?304en£rsat fata of a sound

exanpl €, the buffer

uni t at t np |ng p0|nt Bi°i%

nmenory 30, the so {0l li.n nt, Pl is
‘transferred o q% cutlontcﬁ %‘ ferOW % %&m) He‘ga#g% 3 whi ch

RS i, P o LS R e 7 o
flowchart shown in FIG. 31 begins with a step F301 at
which a data size representing the length of the contenf
data to be received from the personal computeril is
fetched from the record-object contrel command.

Then, at the next step F302, locations of the-
sampling points Pl and P2 in the content data stream are
calculated from the length of the content data.

Subsequently, at the next step F303, the secondary-
recording*médium recofding/reproduction apparatus 20A
reveals the start of a process to receive the content
data from. the personal computer 1. To put it in deﬁail,
as explained earlier by réferring to the block diagram of
FIG. 7, in the process to receive the content data, the
content data is received and decrypted into an

| unencrypted state before being stored in the buffer
memory 30 in the ATRAC3 data staté. The conteﬁt data in
the ATRAC3 data state is‘further modulated by the
EFM/ACiRC encoder/decoder 24 before being recorded onto

the mini disc 100 by the recording/reproduction unit 25.
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By the sanme .token, data at the sanpling point P2 also needs to be
-nmonitored in order to carry out the processing to find a content ID.
-Then,. at the next step F305, as data of a sound unit 2atOctdber 208%pl i ng
point P2 is detected in, for exanple, the buffer nenory 30, the data of
the sound unit at 'the sanpling point P2 is transferred to an area also in
-the buffer nmenory 30. The area to which the data of the sound unit is
transferred is different fromthe area for storing the content  data
itself. Subsequently, at the next step F306, the secondary recording-nedi um
recordi ng/ reproducti on apparatus 20A reveals that the process to receive,

decrypt, buffer e ecor on t e onpl et ed.
145 25 Cctober 26%59%§?§f§?%2£oggrg?%%%vgo é§€£¥§€tﬁ%3€%%f %h%% a onto

e i die 08,4 apletede Haeo!| awial othenyr gceduis, dges on to

step F307 at which a hash engine enploye ‘
-unit 28 read e, da of e.sa in oints P1 and P2 fromthe '
i %e%é% EB % %% ltoreg in n%gﬁrg céSﬁYeﬁP%IEFB§e§§}??ing ou t:

buf f er memnor y to be used genera
processin cordln E and (2 Then, at the next step F308,
the content %b s santeﬁt 9?Jec %b]%é gq%§%ﬁﬁ§é”€3Mﬁ§Rﬂ B

. record-obj.ect sponse commuand is transmtted
. _ ha%a o% soun8 unit at the sampllng point P1l is detected

in, for example, the buffer memory_BO, and the data of

the sound unit at the sampling point P1 is‘transferred to

an area also in the buffer memory 30. The area to which

the data of the soﬁnd unit is transferred is different .
-from the area for storing the content data itself.

By the same token, data at fhé sampling point P2
éleo needs to be monitored in order-te carry out the
-proeessing to find a content ID. Then,.at the next step
F305, as data of a seUnd unit at the samplihg point P2 is
detected in, for example,:the buffer memory 30, the data
of the sound unit at the sampling point P2 is transferred
to an area alse in the buffer memory 30. The area to

. which the data of the sound unit is transferred is
different from the area. for storing the content data
itself.

Subsequently, at the next step F306, the secondary~
recording—-medium recording/reprodﬂction apparatus 20A
reveals that‘the‘procees‘to receive, decrypt, buffer,

-encode and record the content data has been completed.
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to the personal conputer 1 at a step F211 of the flowhart shown in FIG
27. As is obvious fromthe above description, i.n this typical process, the
data of the sanpling points P1 and P2 is extracted an@5§corber200h t he
~buffer nenory 30 in advance before the content data itself is recorded
onto the mni disc 100. Thus, it is not necessary to put the mni disc
100 in a reproduction state, seek the mni disc 100 for the data of the
sanpling points P1 and P2 and read out the data. As a result, ‘the
processing to find the content ID can be nade extrenely efficient so that
it is possible to shorten the check-out session tine. The follow ng

descri ption expl gF NSy PEIACESSESa ¢ Abd OV NG & GPNUENd R4 Re dr apg tted to
t he personal 146 . 25 Cctober 2005 conputer | at a request for a check-in

of cont entndahan: whLeN: 06 §RAEGADEDLDY, L DR CONLEN | Bhe By Sl gLLd N tO

flowmcharts shown in FIGS. 32A and 32B A content | D of co a can be

o SpkSepncen sk gales;| epobhuant lnck ey s el the
20r 950 el BEEVDL 96 4005 858,01, A0SR LD BOL e PL a0 P2 oo
read QUt %ﬁgnééﬁglfﬁgip9{§€5199'aJ9”§2 E&éﬁ"@éﬁ“bd%%ég memory 30

_fo be used in generation of a content ID by carrying out
 processingiaccording to Egs. (1) and (2).

~Then,.at the next step F308, the content ID is set
in a record-object response command.

The record—-object response command is transmitted
to the personal computer 1 at a step F211 of the.
fiowchart shown in FIG. 27.

As is obvious.from the above description, in this
typical process, the data of the sampling points Pl and
P2 is extracted and stored in the buffer memory 30 in
advance befofe the content data itself is recorded onto
ﬁhe mini disc 100. Thus; it is not necessary to put the
mini disc 100 in a reproduction state, seek the mini disc
100 for the datarof ﬁhe sampling poinfs Pl and P2 and
read put the data. As a result, the processing to finﬁ
the content ID can be ma@e.extremely efficient so that it
is possible to shorten the checkuout session time.

The following description explains-processes

allowing a content ID to be transmitted to the personal
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the content data can be found. Accordingly, the process represented by the
flowchart shown in FIG 32A is 'carried out to extract data of the
sanpling points P1 and P2, at a point of tine data of 26i0etob&00S read out
fromthe mni disc 100. That is to say,, data of the TOC is read out from
the mni disc 100 when the mni disc 100 is nmounted on the secondary-

recor di ng- medi um r ecordi ng/ reproducti on apparatus 20A or when the power
supply of the secondary-recordi ng--nmnmedi um recording/reproduction apparatus
20A is turned on with the mni disc 100 nmounted on the
secondary-recordi ng- medi umrecordi ng/reproduction apparatus 20A. The

process r e h h h n; wth a step
F401 at wﬁ?@ﬁﬁgg%agog¥t%eg% h8%27§é% %b? Ck ﬁ%o@ is read od?é%ron1the m ni

i 50 100 wFheR, ;2 shhecoex bgt%gg%]tew%' B el g i nts P

Subsequent at 't next st ocat 1 ohs D

and P2 a nd.for,.track # e not #n denotes a track nunber.
Thus, Iocg?P%§§ OFS ﬁgoggnﬁ |%g %2I%§A %%% P2 are found for the first

track in this case. Si,nc mat i on of TOC sector 0 has been read out,
| ocations of the ‘5&®YS 3‘6@’8 s PRt ﬁfgéaﬁaﬂe%ﬁoﬁﬁﬂndfSFOQagﬁetrack

Then, at the next step F404, data_of the sanpling
content data’s length and track mode provided that the

content data 1tself has been recorded. In other words,
for content data recorded in the mini disc 100, data of
the samplihg points Pl and P2 can be fetched if the
content data and information of U-TOC sector 0 can be
read out from the mini disc 100. Thus, a content ID of
'thé content data can be found.

Accordingly, the process represented by the
flowchart shown in FIG. 32A is carried out to extract
data of the sampling boints Pl and P2, at a point of time
data of the TOC is read out from the mini disc 100. That
is to say, data of the TOC is read out from the mini disc
100 when' the mini disc 100 is mounted on the secondary-
recording-medium recording/reproduction apparatus 20A or
when the power sﬁéply‘of the secondary—fecordingmmedium
recording/reproduction apparatus ZOA is turned on with
the mini disc 100 mounted on the secondary-recording-
medium recording/reproduqtion‘apparatus‘ZOA.

The proceés represented by the flowchart shown in

FIG. 32A begins with a step F401 at which data of the TOC
147 '
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points Pl and P2 is actually read out fromthe mni disc 100 for track #n
and stored in an area specially allocated in the buffer nmenory 30
Subsequently, the flow of the process goes on to a st&pOewb& 2085 form a.
judgment as to whether or not the variable nis a track nunber assigned to
.the last track. |If the variable nis '"a track nunber assigned to the | ast
track, the flow of the process goes on to a step F406 at which the variable
nis increnented by one. Then, the flow of the process goes back to a step
F403 at which the processing described above is repeated- In the ‘
processing, locations of the sanpling points PI and P2 are found for track

#n, that kg, rthe §8€0RHohHI 86K hinthisscapgn . Thefen dat andf pLliie sanpling
points P1 and P2 is actual ly read 148 25 Cctober 2005 out PTOﬁlthe m ni

disc 100 Eeept BRosecandal {aGke atdis stor et 111 an. At sRgqlal Ly ghlocat ed in

the buffer nenory That is to say, by carrying the 'l o0p processi ng

conpri si nggkbesé%gpﬁﬁ 03140, £408, JALe O 1Ae SAIMId NG s AA Ny PL and P2

can be read out omthe mni disc 0" an or inan area specially
o 0cat sdobly e BIAShor TEIREY 80 e FRY, o LRSHE dggied 1 the
track number. Thus, locations of the sampling points Pl

and P2 are found for the first traqk in this case. Since
‘information of U-TOC sector O has bheen readlout,

locations of the sampling points P1l.and P2 can be found

for each track.

Then, at the next step F404, data of the sampling
points P1 and P2 is actually read out from the ﬁini disc

100 for track #n and stored in an area specially
"allocated in the buffer memory 30

Subsequently, fhe flow of the process goes on to a

'step F405 to form a judgmént as to whether or not the

variable n is a track numbef assigned ﬁo the last track.

If the variable n is a track number assigned to the last
 track, the flow of the probess goes onrto a step F406 at
~which the variable n is incremented by one. Then, the

flow Qf the process goes back to a step F403 at which the

processing describéd above is repeated. 1In the processing,

locations of the sémpling points Pl and P2 are found for

track #n, that is, the second track in this case. Then,

data of the sampling points Pl and P2 is actually read
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the flow of the process exits fromthe |oop through the step F405. On the
- other hand, the flowhart.shown in FIG 32B represents details of the
processing carried out by the secondary-recordi ng- medi2sMctober 2005

recordi ng/ reproduction apparatus.20A at the step F252 of the flowchart
shown in FIG 28 at a request nmade by the personal conputer 1 for a
content ID at- the step F151 of the flowhart showmn in FIG 28 _  The

fl owchart shown in FIG 32B begins with a step F451 at which data of the.
sanpling points P1L and P2 is read out fromthe buffer.nenory 30 for a
-track indicated by a track nunber specified in the request. Then, at the

next stepofdSgrohendanilnengioe #4p! p¥pdehl L0e &ﬁ%%fzéc]?cto er 2005

decryption proce55| ng unit nputes a con rom e data of the
not ed that node and a

sarrpl i ng nd LS

w% Eggr g%a aE‘rgaéthJ reﬁaigytﬁlel%%?ﬁ%%t”t Eﬂtl%ectb Btion based on
Eqs (1) and gzg can be found at that point of tinme fromthe U TCC
i nformati ongr %y stored in the buffer menory 30. Subsequently, at the

next step F453, e content is set in a response command. The response
command is tran@’rﬁ’t '8 %% Stéﬁ’ef B Y i0ghmittethe d00R Bresepsssgof  the

flowchart shown in FIG 28.
- comprising the steps F403 to F406, data of the sampling

points Pl and P2 can bg read out fFom the mini disc 100
and stored inran area specially allocated in thé buffer
memory 30 for each of trécks recorded in the mini disc
100.
When the processing for all tracks is completed,
" the flow of the proceés exits from the loop through the
sfep F405.
| On the other hand, the flowchart shown in FIG. 32B
represents details of‘the processing carried out by the
secondary-recording-medium recording/reproduction
apparatus. 20A af the step F252 of the flowchart shown in
FIG. 28 at a request madé by the personal computer 1 for.
é content ID at the step F151 of the flowchart shown in
FIG. 28.
_ The flowchart shown in FIG. 32B begins with a step
FéSl at which data of the sampling points P1 and P2 is
read out from the buffer:memo;y 30 for a track indicated
" by a track number sbecifiéd in the requeét. Then, at the

next step F452, the hash engine employed in the
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By carrying out such a process, it is not necessary to read out data of the
sanpling points P1 and P2 from the mni disc 100 at a point of tinme a
request for a content IDis received fromthe personal25éembet2®51. Thus,
it is possible to carry out processing-faster at a request for a content
ID. As a result, as a whole, the tine required for a check-in session can
be shortened. By the way, processes represented by flowharts shown in
FI GS. 33A and 33B can also be carried out as substitutes for the processes
represented by the flowcharts shown in FIGS. 32A and 32B respectively. It
is to be noted that, in the flowharts showmn in FIGS. 33A and 33B
processing steps identical with their counterparts in the flowharts shown
in FIGS. SBArjR§132BPres5es28ngrunbér 22008mpetpecsi vehyent eIblefiotred by t he
sane reference nunerals as the counterparts, and their explanations are
not repe&heddapstef Ctbeathopsing phénsanpliagdpdlnt STtPlisand H¥2. are found
for track #n at a step F403 of the flowhart shown in FIG 33A data of
t he sanpl negegoihts RltaadkPRodésanead beahgthpnvhbehnhie fiss 100 at the
next step F410 and supplied to the hash engi ne of the decryption
processi ngegniite@8inThha, cahtéhe nexé séwputdlion masntentedd is found
fromthe data. The found content ID is then. stored in the buffer nmenory
30. (1) and (2), can be found at that point of time from the
U-TOC information already stored in the buffer mémory 30.
Subseguently, at the next step F453, the content ID
is set in a response command. The response command'isi
transmitted to the personal computer 1 at a step F253 of
the flowchart shown in FIG. 28.
By carrying out such a process, it is not-necessafy
'to read out data of the sampling points Pl and P2 from
the mini disc 100 at a point of time é reqﬁest for a
content ID is received frqm the personal computer 1. Thus,
it is possible to carry out processing faster at a
request for a content ID. As a result, as a whole,‘the
time required for a check-in session can be shortened.
By the wéy, processes represented by flowchaxts'
shown in FIGS. 33A and 33B can also be carried out as
substitutes for the proéesses represented by'the
flowcharts shown in.FIGS. 32A and 32B respectively. It is
to be noted that, in the flowcharts shown in FIGS. 33Aa

and 33B, probessing steps identical with their

counterparts in the flowcharts shown in FIGS. 32A and 32B
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This processing is carried out for-all tracks in. the mni disc 100. That
is to say, content IDs are generated and stored in the buffer nenory 30 in
advance. for all the tracks. Wen a request for a cont®Brdctdber 2095r ecei ved
from the personal conputer 1, processing of the step F252 of the
flowchart shown in FIG 28 is carried out in accordance with the flowchart
shown in FIG 33B. The flowhart shown in FIG 33B begins with a step F461
at which a content ID of a track indicated by a track nunber specified in
the request is read out from the buffer nenory 30. Then, at the next step
F462, the content IDis set in a response command. The response conmand

i s transmreseectd vehy peesdrabtednbut thelsamearébér@bcéchaobera?905 step
F253 of the flowchart shown in FIG 28. By carrying out such a process, it

i s not neesssarycouoteepdroat datiatbéithexpaaphtbgnpobnésnéd and P2 from
the mni disc 100 and to conpute a content ID at a point of tine a request
for the caepentedD iBftecelvett foromdhehparaqiaing giputer ph. aHs, it is
possible to carry out processing even faster at a request for a content

ID. It isProabe Boumd Ebat tthekpFACLESESsEEPT LEEHL &4 @uetbfo&éw\ﬁbafts
shown in FIGS. 32A and 33A are each carried-out by the
secondar ysheefir $hngioeds8l) data of the sampling points P1 and P2

is read out from the mini disc 100 at the next step F410

and supplied to the hash engine of the decryptlon

processing unit 28. Then, at the next step F41l1l, a

content ID is found from the data. The found content ID

is then stored in the buffer memory 30.

This processing‘is carried ocut for all tracks in.
the mini disc 100. That is to say, content IDs are
generated and stored in the buffer memory 30 in advance
for all the tracks.

When a requést for a cbntent ID is received from
the persopal computer 1, proceésing of the step F252 of
tbe flowchart shown in FIG. 28 is carried out in

Vaccordance with the flowchart shown in FIG.l33B.V -

The flowchért showp in FIG. 33B beéins with a step
F461 at which.a content ID of a track indicated by a
track number specified in-the regquest is read out from
the buffer memory 30. Then, at the next step F462;.the
content ID is set in a'réspbnée command. The response

command is transmitted to the personal computer 1 at a
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recordi ng/ reproducti on apparatus 20A, starting with an operation to read
out the TOC fromthe mni disc 100. Once the TOC has been read out from
the mni disc 100, the rest of the process can be per fZrneben?00any .
available tinme such as a tinme during a reproduction operation or a. tinme
bet ween reproduction operations. In a reproduction operation carried out
in a mni-disc system nusical data is read out froma disc at a transfer
rate intermttently. Thus, data of the sanpling points Pl and P2 can be
read out fromthe disc. during intermttent pauses in. the operation to
read out the nusical data fromthe disc intermttently. In either case,

the processep represented Byokbgart! gueharts shewnggin FIGS. 32A and 33A
.are each carried. 152 25 Cctober 2005 out before a request for the content

ID is received fppmat. iggfé&@%u&p@%%c%?ﬂ@édé'hﬁo?}f*}%gérﬁéénrsf sion

S
can be inplenented wt hi gh degree of efficiency. "Wite

Protect Flag Waen a+chgek- gyt tﬁspgsasgggg B%éﬁhfeg d%iggg@g@t own in FIGS.

26 and 27 is carried out for content e e cont ent

dat a' t e t h ini. dj 100 i t.,at 1
ata’s r%‘ﬁlé Fglig?c HEFﬁg' Z%blgﬁg 195 oI Qté g @orqt?rét;f%t%tété?ﬁ)%gnt gr tﬁz

descri bed ear functfions as a W
content d%%atﬁggcgegegags%ngo£eggédggnggnth?Dn}QIreceived from the

personal computer 1. Thus,-it is possible to carry out
_processing even faster at a request for a content ID.

It is to be noted that the processes represented by
the flowcharts shown in FIGS. 32A and 33A are each |
‘carriedlout by thé secondary-recording-medium
recording/reproduction apparatus 20A, starting with an
opetation to read out the TOC from the mini dist 100.

Once the TOC has been read out from the mini disc 100,

the rest of the proceés can be performéd at any available
time such as a time during a reproduction operation bt a.
time between reproduction operations. In a reproduction
operation carried out in a mini-disc system, musical data
is read out from a disc at é transfer rate intermitténtly,
Thus, data of the sampling points Pl and P2 can be read
out from the disc during intermittent pauses in the
operation te read out the musical -data from the disc
intermittently.

In either case, the procésses represented by the

flowcharts shown in FIGS. 32A and 33A are each carried
152 |




disc 100. In a mni-disc system the dl bit is the so- called wite protect
flag. That is to say, for a.track wth. the dl bit .thereof set, operations
to edit the track such as processing to erase, divide2afdiobérR0Z he track
~are prohibited. That is to say, no editing operations such as deletion and
di vi sion processing can be carried out on a track wwth-the dl bit thereof
set without regard to whether the recording apparatus- is a conventi onal

m ni -di sc recorder, which has been becom ng popul ar at the present tinme, or
a mni-disc recorder serving as the secondary-recordi ng- nedi um
recordi ng/ reproducti on apparatus 20A. In actuality, however, in a mni-disc
system thetdbelfbrei s netiuset foit otkéi cahtynform 14 ackedvaal dethpn 153 25
~Cctober 2005 the mni disc 100. Thus, the dl bit has not only a function to

prohi bit a@aheoperabhab tempdiérthe tmack, tHE AHesx-an fseReticanche reveal the
fact that the track is a content checked out fromthe personal conputer 1.

In the daba LhBDehentsYSkerhps ovigiedabyrédisr epbodidmsy, the dl bit of a
track is used as a wite protect flag for prohibiting an operation to edit

t he trach;vW&dﬂtéﬁ%éﬂﬁﬂﬁgﬂ@ﬁaﬂedﬁﬂﬁﬁgg, and for formng a judgnment as to
whet her or not the track is a check-out

When a check-out represented by-the fléwchart shown
in FIGS. 26 and 27 is carried out for content'data,_the
dl bit of the content data’s tracklmode in U-TOC sector 0

- on the mini disc 100 is set at 1 as describedrearlier.

The dl bit functions as a write protect flag for
the content data checked out and recorded on the miﬁi
disc lOO. In a mini-disc system, the dl bit is the so-
called write protect flag. That is to say, for a track
with the dl bit thereof sef, operations to edit the track
such as ﬁrocessing torerase, divide and link the track
are prohibited. That is tb say, no editing operations
‘'such as deletion and division processing can be carried
out on a track with the dl bit thereof set without regard
to whether the recording apparatus is a conventional
ﬁinirdisc recorder, which has been becoming popular at
the present time, or a mini~disc recorder sérving as the
secondary-recording-medium recording/reproduction
_apparatus 20A.

In actuaiity; however, in a mini-disc system, the

dl bit is not set automatically for a track recorded on
o 153 o




content when a request for a check-in of the track is received. In order
to check in a check-out content, fromthe content-mnagenent point of
view, it is nice to check in a content having data rerfaiUsiabegr 202 sane as
the data of the check-out content. In addition, in the-secondary -

recor di ng- medi um recor di ng/ reproducti on apparatus 20A, a content ID of a
content is conputed fromdata of the sanpling points Pl and P2, |ocations
of which are determ ned on the basis of the |length of the content, as
descri bed above. Thus, if the original content is divided or concatenated
wi'th another content, the length of the resulting content will be

i nevitabl yhdihirieats&érpmnthe length of the original content: As a result,
the content 154 25 Cctober 2005 ID conputed at a check-in time will al so be

unavoi dably  di ffierentedd om the G e R1GOMPYLEE ALyt Be Check-out  tine.
In other words, if a check-out content is edited, the content IDs wll

m smat ch gaghipihein SREDGidL +d %ig{éo’#%ﬁé’e%te roper management of

the usage rule. In this case, a check-i1n content 1s not allowed in

t he syste i it r.ati,on t,0 .check in a,content
y ﬂlﬂé@f&?st@grex}éhﬁﬂé = at g&a?tﬁgtkg% track is a tCéantr:’:e

having data different from eck-out cohtet- e to an edit
process 'éhéé@ggggﬁtlfrom the personal computer 1.

In the data transfer system.provided by this
rembodiment, the dl bit of a track is used as a write
protect flag for prohibiting an operation to edit the
track, which is a check~out content, and for forming a
judgment as to whether or not the track is a check-out
content when a reguest for a check-in of the track is
réceived.

In order to check in a check-out content, from the
content-management point of view, it is nice to check in
a_content having data remaining the same as the data of
the check-out content. In addition, in the secondary-
récording—medium recording/reproduction apparatus 20A, a
content ID of a content is coﬁputed from data of the.
_sampling points P1 énd P2, locations of which are
determined on the basis of the iength of the content, as
described above. Thus, if the original content is divided

or concatenated with another gontent, the length of the
resulting content will be inevitably different from the’

length of the original content. As a result, the content
' 154 |




viewed fromthe standpoint of the concept of the usage- .rule managenent.

" For the reasons described above, the policy of prohibiting an operation to
edit a check-out content recorded on the mni disc 10@5(stobedified as a
proper policy. FIG 34 is a diagram show ng processes in the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A, which are
related to the wite protect flag. It is to be noted that, notation WPF
used in the figure denotes the wite protect flag or the dl bit of the
track node in U-TOC sector 0. For a check-out content recorded on the mni
~disc 100, the wite protect flag WPF is turned on in a process 155 25

Qct ober 2005cbdp0tearated eHbcRtihheistep: F212105 tbeyfdouehast, shown in
FIG 27 to update the U-TOC. For a content other than a check-out content

recorded anrkBeeftNErghSend00oRtchbersecong ¥a r £copull {@E’i&l{jﬂt t f
IS ata transrer

recordi ng/ reproducti on apparatus 20A in accordance w't
system thajeis, for a content received from another source or a content
recorded on the mni disc 100 by another m ni-disc recorder, on the other -

.'gfggéstshgl\ggi. tilggg;ttgﬁ%rg ers\/)frFlla#nsaa ¢ tecci{emtth%O(I)Ift]censct %tseedg%eidt’ e tna
| ' - the content IDs will mismatch each other, making it

impossible to execute proper management of the usage rule.

_Iﬁ this case; a check-in of the content is not allowed in

the system processing. In addition, an operation to check

in a content having data different from the data of the

check-out content due to an edit process is improper if

viewed from the standpoint of the concept of the usage-

.rule maﬁagement.

For the reasons described above, the policy of
prohibiting an operation to edit a check~out content
recorded on the mini discllbo is regarded as a proper
policy.

EIG. 34 is a diagram showing processes in the
secdndary—recordingfmedium recording/reproduction
apparatus 207, which are related to the write protect
flag. It is to be noted that, notation WPF used in the
figure denotes the write protect flag or the dl bit of
the track mode in U-TOC sector 0.

For a check-out content recorded on the mini disc

100, the write protect flag WEF'is turned on in a process
' ' 155




out content recorded on the. mni disc 100 of the
secondary-recordi ng- nedi um recordi ng/ reproducti on apparatus 20A in
accordance with this data transfer systemis referred t26 Qstobead002r as a.
self-recorded content. In, this data transfer system there is conceived a
managenent techni que whereby., for a content or a track wth the wite
protect flag WPF thereof turned on, an edit operation is prohibited at al
so-as to allow a check-in to be carried out |later. However, there is also
concei ved a managenent technique to allow an edit operation by issuing a
warni ng indicating that a check-in can no | onger be carried out to the
user. Firsioofcattriedonstdet BheéaseepnFINE CHE abh OPLT & d0dr-+ 156,25 COct ober
2005 to edit a check-out content is prohibited at all. In this case, the

system cophrpicunzt 82 epastestRetyargprocess 5101 to reject an edit
command for such a content as an inplenmentation of the prohibition of an

edit operation men idordtimedidn SO d SHRILINR] A3 t&nfiesul t of an
operation carried out- by the user or a result of another operation. Thus,

a check- opic6M &N CAREOGh: PE @Ot efh@lior alile 3%@56&% —'—r{(eeccﬁrcﬂ get flag WeF
is always put in an on state. Wien a request tor a check-in I's' T ecei ved
after t h%&ﬁﬂﬁﬁsﬁeé@gdi@gpf@ﬁfé&&pfoﬁ Sa;&‘?a(feiﬁgs Uln i-l;lhuasdccjrrcliance
with this data transfer system, that is, for a content
ireceived from another source or a content recorded on the
.~ mini disc 100 by another mini-disc recorder, on the other
'hand, the write protect flag WPF is kept in the off state
as it is in a process S105. A content other than a check-
out content recorded on the mini disc 100 of the |
sécondary—recording—medium recording/reprodqction
apparatus 20A in accordance with this data transfer
system is referred to‘hereafte: as a self?recorded
~content.

In this data transfer system, there is conceived a
management technique whereby, for a content or a trgck
with the write protect flag WPF thereof turned on, an
edit operation is prohibited at all so as to allow a
check—-in to be car;ied out later.‘.However, there is also
conceiﬁed a management technique to allow an edit
operation by issuing a warning indicating that a checkfinr
can no longer be carried out to the user.

"~ First of all, consider a case in which an operation

is56




this case, the process transition is 5101 -> 5104. On the other hand, a

sel f-recorded content can of course be edited with a high degree of
freedomin a process 5106. If an edit conmand is receididitaher 006esult  of
an operation carried out by the user or a result of another operation, the
system control unit 32 requests the MD control unit 21 to carry out
processing to update the U-TOC as part of the inplementation of the edit
operation. However, the wite protect WPF of a self-recorded. ‘content is
kept in an off state all the tine in the process 5105 without regard to
whether an edit operation is carried out or not. \Wen a request for a

check-in ks eggel }ﬁe@h@f:ke'but{:hgoﬁ'i:gﬁ%s§s18509&133:9@9:1 Lhesprocess 44 is 157

25 Cctober 2005 carried out. Thus, in this case, the process transition is

5105 - S1Q4.@r $4Q5¢ 51 case t_technique to

al l ow an geglt gpera?%g%m ygﬁggh?ngngtmg? F%%rﬁﬁgaggg That°a  check-in

can no |l o lL.ed,qu r check-qut _conten 0 the user as

descr|bedgg§gv28 EgEEﬁ%e Eggﬁnﬁﬁ ?28r£85|§% l(%as %9?% Dt 1293 hn operatlon
anot operation, first of al

:fﬁ;rgggten1é%%%e%Fgﬁﬁﬁgrggrg Fgﬁfg_%bo 2058 %%r% h LA EIhi ng to a

di spl ay un|t no% %Q

dig command is received as a result of an
operation carried out by the user.qr a result of another
‘operation. Thus, a check-out content cannot be edited at
all and-the write protect flag WPF is always put in an on
Vstate. When a request fo; a check-in is received after
the process 101, a process 104 is carried out. Thus, in
this case, the process transition is S101 — S104.
On the other hand{ a self-recorded content can of
course be edited with a high degree of freedom in a
process S106. If an éditlcommand is received as a result
~of an operation carried oﬁt by the user or a result of
another operation, the system control unit 32 requests
the MD control unit 21 to carry out processing to update
the U-TOC as part of.the implemeﬁtation of the edit
§pération.

"However, the writé protect WPF of a self-recorded .
'cbntent is kept in an off state all.the tiﬁe in the
proéess 5105 Without regard to whether an edit operétion.
is carried out or not. When a request for a check-in is

received after the process 105 or 106, the process 104 is
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7 in a process 5102. That is to say, the nessage warns the user of the
fact that a check-in can no I onger be carried out for the check-out
content. In response to the nessage, the user may canceld Qchaber 2086t conmand.
When a request for a check-in is received after the, process 102, a _
process 104 is carried out. Thus, in this case, the. process transition is

. S102 --'" 5104. If the user does not cancel the edit command in spite of

the warning, on the other hand, an edit operation can be carried out by
assum ng that the user consents to the condition that a check-in can no
| onger be carried out for a check-out content. In this case, the system

control eRirtridd beguestsud heiMigontdple Unifde %ré&s%arﬂrﬁn%littlow ocessi ng
to update the U-TOC as part of the 158 25 Cctober 2005 inplenentation of

the edit e icon, i e _\\M ope ons carried out by the user
and otherquggbsco §1q?“5%4§ﬁq$t t%#%? th%?é% te protect flag WPF of the

edited track, t hﬂtl ﬂ?? fé{l_.,ee déf ba[ Hnﬂa(%%rgeé{{ qgﬁ]}(chnlqu%c%o miqew gnU- Toc

sect or 0, is turned In a process request a check-in

o oo Vgaal L, theonobocess ARG BEREESS. ARG L e oul. T, i

this case, the process t anstt !
t he proces es descrlbed above result the wit rotect flag WPF o
a check ouﬁ con%en Pongérab carried out f% a é%é)k ~out

content to the user as described apove, if an edit
command is received as a result of an operation carried

- out by the user or a result of another operation, first
of all, the system control unit 32 outputs a message
serving as a warning to a display unit not shown in FIG.
7 in a process S102. That is to say, the message warns
the user of the fact that a check—in can no longer be
carried out for the check-out content.

In response to the message, the user méy cancel the
edit command.‘ When a request for a check—in is received
after the process 102, a process 104 is carried out. Thus,
in this case, the process transition is $102 — $104. If
the user does not cancel the edit cpmmand in spite of the
warning, on the other hand, an edit operation can be
carrigd out by assuming that the user consents to the
condition that a check-in can no longer be carried out-
fof a check-out content._ In this case, the system control
unit 32 reéuests the MD control unit 21 to carry out

- processing to update the U-TOC as part of the
158 '




remains in an on state as long as no edit operation is carried. out. On
the other hand, the wite protect flag . WPF of an edited check-out content
or a self-recorded content is put in an off state w tRRoctobaaosl to .
whet her the self-recorded content is to be edited or not. Thus, when the
personal conputer | 'makes a request for a content ID of a particular )
content- to be checked in at the step F151 of the check-in session shown in
FILG 28, the secondary-recordi ng-medi umrecording/reproduction apparatus
20A forns a judgnent as to whether or not the particular content to be
checked in can be indeed checked in at the step F251 by nerely exam ni.ng

the writeippobAchtatian WPFeRe thecdbpbilepbnthe pALLiGMAL [panfent’ s track
node in U}Tgc sectgr 0O to determ ne wﬂet her ?he wite 159 25 Cct ober 2005

protect fbﬁngEth§ 99r9£e9f$ut|%ytgﬁemﬁééf Qﬁ%tgfﬁe£L§5E F of the

cont ent, content | D of was requeste IS o he secongary- ]
recordlng re Hg%r d t.us .2 n S nformthe
per sonal ggﬁn%%{#g% eﬁc%({)eﬁt en é q}c]:alﬁ%gij%te J':ec%@é-’1 %‘E‘} lthl sf caﬁe
it is thu i nate t oces of t e st F253 of the
flomchartgdﬁgég ?%g t@%ﬁ?% trg%sdg%p?ﬁ% T h@g%ttﬁ%f ﬁ#%

;gggggg[y rSCOfd'agTa@dégc oL €50 fing/ repyoduct)on a oaée%tsus 29 to the

When a request for a check-in is received after the

process 103, a process 104 is carried out. Thus, in this
case, the process transition is 5102 — 5103 —*8104.

By qarrying out the_processes described above, as a
result,ithe write protect flag WPF of a check-out content
rremains in an on state as long as no edit operation is
carriéd out. On the otherx haﬁd, the write protect flag
.WPF of an edited check-out content or a self-recorded
content is put in an ;ff state without regard to whether
the selfwrécorded content.is to be edited or not.

Thus, when the personal computer'l'makes a reguest
forra content ID of a particular content to be checked in
at the step F151 of the check-in session shown in FIG. 28,
fhé secondary-recording-medium recording/reproduction‘
~apparatus 20A forms a judgment as to whether or not the

particﬁlar content to be checked in can be indeed checked
in at the step F251 by merelyrexamiﬁing the write protect
' flég WPEF or the dl bit of the particular content’s track

mode in U-TOC sector 0 to determine whether the write
159



conputer 1, and the processing of the step F152 to collate the content ID
with a check-out content IDin the personal conputer 1. The processing of
the step F253 and the processing of the step F152 are2i@stobéri200%i nce t he
content cannot be checked in anyway. The pieces of processing to be
carried out at the steps F253 and F152 of the flowhart shown in FIG 28
are provided to the bitter end for a content confirmed as an unedited
check- out content. For an unedited check-out content, the processing of
the step F253 to transmt the content ID fromthe _
secondary-recordi ng-medi um recordi ng/ reproduction apparatus 20A to the

personalr%fﬁf? ef | 4y st he @5Q&§S§#€? of the step F152 to collate the

cont ent a check-out content in the 160 25 Cct ober 2005 persona

comuter 1 are nat Yas! e IR AN\cheqk Be SRATME) 8L Lon pession anc

the confirmati on processing c be car

efficiency,._ t ,..basically, a self-record content can be edited
with a hi g%nd%%FehlgD\(l)\/a%lf“F%lec O AT i SO tlests %%tsw . SYCPEFWE desired
to inpose_a resiriction on the Irezﬁ%Pﬁﬁggiqns-to edit self--recorded -
contents THRCAR T &PPTT Woﬁe‘?cﬁﬁﬂﬁqﬁf PRI Per¥o #APALG NGt ¢0A  wher e
check- out cqytents_coexist with self-recorded contents on the mni disc
100. needs to inform the personal computer 1 that the content

cannot be checked in. 1In this case, it is thus possible

,_tO'éliminate the processing of the sfep F253 of the
flowchart shown ;n FIG. 28 to transmit the content ID
from the secondary-recording-medium
recordiﬁg/reproduction apparatus 20A to the personal
computer 1, and_the processing of the step F152 to
collate the content ID with a check-out content ID in the
personal computer 1. The processing of the step F253 and
the proceésing of the step F152 are wasteful since the
content cannot be checked in anyway. The pieces of

- processing to be carried out at the steps F253 and Fi52
of the flow;hart shown in FIG. 28 are provided to the
bitter end for a.content confirmed as an uﬁedited check-
out content. For an unedited check-cut content, the
processing of the step f253 to transmit the content ID
froﬁ the secondary—récording—medium
recording/reproduction apparatus 20A to the perscnal
computer 1 and the p;ocessing of the step F152 tb collate

. the content ID with a check-out content ID in the
160




In order to inpose such a restriction, in this enbodi nent, an inclusive

| og-in control command shown in FIG 24 and an inclusive |og-out control
command shown in FIG 25 are provided for |nplenent|n@5ékuku§m0% cont rol
by the personal conputer 1 on functions of the secondary--

recordi ng. - medi um recordi ng/ reproducti on apparatus 20A. When the
secondary-recordi ng- medi um recording/reproduction apparatus 20A receives
an inclusive log-in control command shown in FIG 24 from the personal
conputer 1, the systemcontrol unit 32 enters an edit prohibition node or
an edit restriction node in dependence on a priority value specified in

control ! BersonEEIdondscshomnal FUG wddrafol XN O uld) AiOGESS SIOT

161 25 QOctober 2005 editing and ot her processin ‘a se f-recor ed content

can be preBh}ahE%aEioﬁeééé's%ﬁd%n&fEEQ Lopg d&p&f%g%o PLOCESSINg, of 2

self-recorded content are prohibite gener ed as

resul t Ofb%a? ﬁig&lg& &g{ﬁlgdhgﬁﬂ gg%éhﬁdgng ffcht accepted. It |s to

be noted t e user”s operati c an oh%?%%]on to turn on the

power and an |on to ect dISC ar estrlcted or _prohibite "in
accor dance W|th e corﬁaryo’l e ld[esc?rl gltfr Z5GPE e coptPRT ERB contr ol

level s arged§&§£gén§9thbg ﬁig éé%gé of freedom. In some cases,

.however, it may be desired to impo§e'a restriction on the
free operations to edit self—recordéd contents in an
application running on the personal computer 1 where
check-out contents coexist with self-recorded contents on
the mini disc 100. |

In.order to impose such a restriction, in this
embodiment, an inclusive log-in control command shown in
FIG. 24 and an inclusiye log-out control command shown in
EIG. 25 are provided for implementing exclusive control
'by the personal.computer 1 on functions of the secondary—
recordingrmediuﬁ'recording/reproductidn apparatus Z20A.

When the secondary-recording-medium
'recording/reproduction apparatus 20A receives an
inclusive log—in coﬁtrol command shown in FIG. 24 from
the personal computer 1, the system control unit 32
enters an edit prohibition mode or an edit restriction
‘mode in dependence én a priority value specified in
control the command.

As shown in FIG. 34, for example, in a process S107,
161




val ue specified in an inclusive log-in control comand. Wen an incl usive

| og-out control conmand is received, on the other hand, the prohibition
and/or the restriction set for edit operations are re@yetbbedl2005hi s case,
a self-recorded content becones editable and the process transition is
S107 -- 5106_ Since an inclusive log-in control command allows the
personal conputer | to exclusively control functions of the
secondary-recordi ng- medi um recordi ng/ reproducti on apparatus 20A, edit
processi ng and ot her operations can be restricted in dependence on the
state of the system operation. As a result,.the system operation becones

Tore - conyankel. ah622ReLCLOBRL 2008 d41 4 AGCONNLLDGEhDR OLIRLLON Pr ocess

Next, an accounting-informtion proc i s explarned. is a diagram

showi ng a_sys Liguration_ for.apn acc ting-.infornation process for
di stri but ic%}rﬁ1 %gmpggﬁ g%{de ata. r??gfféc %gbeoyn%tee%gctlﬁlaq a["%as‘jt Stem
configuratiaon is ane a 4 exce t hat -t he

. .t he t hat sgo in FIG I . .
confi gur aPi" 88 lPHeOCOﬁtSﬁ?fSE?SgF @%n?gngﬁﬁﬁmar?rpfﬁﬁéﬁ*?eﬁﬁ‘Hbscrlbed
carlier, Lhe data LnanseL s¥sker LTPLETPRtSy by Lhis, epbodiment is a
system i n®hich g esu p

| 'carried out by the user is‘not accepted.

It is to be noted that the_qser’s operations
“including an operation to turn on the power'énd an
operation to ejgct a disc are restricted or prohibitéd‘in
accordance with the control levels described above. In
turn, the control levels are determined.by a priority
value specified in an inclusive log—-in control cdmmand;

When an inclusive log-out control command is
received, on the other hand, the prohibition and/or the
restriction set for edit operations are removed. In this
case, a self-recorded conﬁent becomes editable and the
process transition is S107 — S106.

Since an inclusive log—-in control command allows
the personal computer 1 to ekclﬁsively control functions
of the secondary—recording—medium recording/reproduétion
appa;atus 207, edit processing énd other operations can
be restricted in dependence on the state of the system.

operation. As a result, the system operation becomes more

convenient.
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nmusi cal data or the like is downl oaded fromthe content server 91 to the
HDD 5 serving as, 'a primary recording nediumas a content, and the
content can then be checked out to the mni disc 100 <5rQctdbgr HOS5a
secondary recording nedium It is needless to say that the content data is
concei vably data provided by the content server 91 by charging a fee to
the recipient. In this case, the content server 91 is operated by an
organi zation or an individual. The organi zation or the individual renders
a service of providing contents. Basically, the content server 91 has a
content-holding function for storing a variety of contents, a function

for providiang asyoohting-cARLERLEidQ bPREcPsEsonal 163 25 Cctober 2005
conputer 1 through the network 110 by conmmuni cation and an accounting

function for exeqektNgaRCEOUHEAPDNGIBNAIENRPL of OfrMSElS f£Ceiving contents.
These functions can all be operated by a sing?e organi zation, a single

conpany, arphAdihipdual or the like, or by different organizations,
di fferent conpanies, different individuals or the Iike in a coordinated

T e 1 mess PO Ao B 0 o 0050 b D B et tes
SecondaryfggcghdEQQOHEQEHGLER%O§M§Q£g§|£¥Ocess for distribution of
content data. It is to be noted that this system
configuration is the same as that shown in FIG. 4 except
that the bonfiguration of the content server 91 is shoWn

in detail.

As described earlier, the data transfer system
implemented by this embodiment is a system in which
‘musical daté or the like is downloaded from the content
server 91 to thé HDD 5 serving aéka primary recording

" medium as a contént, énd the conteﬁt can then be checked
out to the mini disc 100 éerving as a secondary recording
ﬁedium. It is needless to say that the content data is
conceivably data provided by the content server 91 by
ch;rging a fee to the recipient.

In this case, the content server 91 is operated by
an organization or an individual. The orgénization or the
individual renders a service of providing contents.
Basically, the content server 91 has a content-holding
function for storing a variety of contents, a function

for providing any of the contents to the personal
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recording content data at a user site, a mni disc 100 or a nenory card is
enpl oyed as described earlier. A nmedium serving as a secondary recording
mediumis also used for storing prepaid-iteminformat26Rctobbri20BS , cannot be
rewitten:. The content server 91 receives the prepaid- iteminformation
recor ded in t he secondary recording nediumto carry out an accounting
process for users. The content server 91 conprises a network distribution
apparatus 130, a content-database control apparatus 140, a custoner

i nformati on apparatus 150, a content database 160 and a custoner database
170. The network distribution apparatus 130 is a nenber for executing the

function EempREevi i AEr&Myh Ofnd NeedBdrr5; B 19PetomAdD c £OM.LN5s hel d by the

cont ent server 91 to the personal conputer 1 or the Ilke t hrough t he

networ k 140, o Th6u£00hENEaidal ADASE £OBLLOk ARPAL AL gy and the  cont ent
ing t cont

dat abase 160 are each a nenber for execut t-hol di ng function

for St O i n g UALAE! Yo 0l o £ B@@éém&ﬁ S45iager Information apparatus 150
nmer i

and the tcust at abase 1 are ea er’ for executlng t he

accounting f UnCt#h%%er%run%)%%%% in Ci(iunt i n eg%%a%)ggn%nﬁéa USEI’ S

receiving conten he Cont ent it & ase recordi ng

|unlsuch as. a hard disc. an opti cal d|
med ganizatlion, a 51ng9e meany, an 1nd1V1dual or the like,

or by different organizations, different companies,
.different individuals or the like in a coordinated manner.
For example, the functions are operated by the Internet
websites which are linked to each other to form
coordinated management.

As a secondary recording medium for eventually
récording content data at a user site, a mini disc 100 or
a memory card is employed as described earlier. A medium
serving as a secondarf recording medium is also used for
storing prepaid—item.infofmation which cannot be
rewritten. The content server 91 receives the prepaid-
item inforﬁdtion recorded in the secondary recording
medium to carry out aﬁ accounting procesé for users.

The content server 91 comprises a network
distribution apparatus 130, a content—database control

~apparatus 140, a customer information apparatus 150, a
content database 160 and a cﬁstomer database 170.
The network distribution apparaths'lBO is a member

for executing the function for providing any of the
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The content database 160 is used for storing typically a |arge nunber of
musi cal contents, which. are to be provided to users in services rendered
for the users, in a nusical-library form The content 288tabagéldicontrol .

apparatus.. 140 controls operations to record and read out typically
nmusi cal contents onto and fromthe content database 160. For exanple, the
cont ent - dat abase control apparatus 140 reads out a content fromthe
content database 160 and supplies the content to the network distribution
apparatus 130 at a request.nmade by the network distribution apparatus 130.
"By the sane token, the custoner database 170 is inplenented by a recording

”EdLU”‘SU%Bn%@n%shﬁé@ddb§ctﬁ8d$é§§eg§'g€£995r9g095 @ﬂeﬁ?&kggﬁaﬂisc' The

cust oner database 170 i s used for storing accounting infornmation associ ated

w th Prepaiphkel inber fRLT oS! Phedulf) LHE fhfhofi Sf1d00. The  customer

i nformation apparatus 150 controls op record and read out

accounting infor i ) and . from the custoner databgse 17 For

exanmpl e, the cus orreér)dhfn t.(;r%a}boansfe acpopntakrra(\lus‘fjl 'Elrtel‘lé‘soiEL Y &R ng.

infornatigg 89£0g%£a cust r_dat abase 170 and #eads out . accounting
p

i nfor mat i SR°FFoMm AT o Yat abase 3 7BSRUDpt S iy e HEE R R Pt on to

' ' ' t de_by th t k
Lhe network.dESLEABNLI on aRRA[ALUS 130,81, &, T equest ade, by the networ

~contents. The customer information apparatus 150 and the
lcustomer database 170 are each a member for executing the
accounting function for executing accounting management
for users receiving contents.

The content database 160 is implemented by a
recording medium such as a hard disc and an optical disc.
The content database 160 is used for storing typically a
large number of musical contents, which are to be
provided to users in éervices rendered for the users, in
a muéical—library form. The content-database control
apparatuéA140 controls bperations-to'record_and read out

_typicélly musical contents onto and from the content
database 160. For example, the coﬁtentfdatabase control
apparatus 140 reads out a content from the content
détabase_160 and supplies the content to the network
distribution apparatus 130 at a request made by the
network distribution apparatus 130.

By the same token, the customer database 170 is

implemented by a recording medium such as a hard disc and
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The nenbers conposing the content server 91 can all be operated by a
singl e organi zation, a single conpany, an individual or the like, or by
-different organi zations, different conpanies, differeffOcwobér2de¢fual s or. the
| i ke.  For exanple, the network distribution apparatus 130 iis operated by
a distribution service conpany whereas the content-database contro
apparatus 140 and the content database 160 are operated by a record
conpany, a record |evel conpany or the like. On the other hand, the
custoner information apparatus 150 and the custoner database 170 can be
operated by an accounting service firm In another case, a plurality of

cont ent - dah abgseca 166i 25, Outrebeius30R% 1C eRlit-®a s2PRFALYS k4@ 8¢ a plurality
of content databases 160 are enpl oyed, whereas the network distribution

appar at uss{sPing £APAEI RS th AL FhDd NG SO BN sy %&ﬂ@%ﬂé{#%‘e— cont ent

dat abases 160. In the data transfer systeminpl enented by thi enbodi nment ,

the per sonaln COTRYELt 1o S EDIASNSS fo LAWY LA110E_CaRRection with the

content- server 91 'to receive a l1st or a menu o present abl e contents.

vhen | NeciSEin A1 Aol AN ARELALLOD 15y SEhRElo A, dasliad o coment from

t hose on t Ist, t cont ent ver 1 transmts tHe sel'ecte OCOI’lt ent to
the perso%@%ofé”gﬁﬁe¥egd out accounting information onto and from

‘the customer database 170. For example, the customer
_information.apparatus 150 records acgountingiinfo:mation
onto the customer database 170 and reads out accounting
information from the customer database 170, supplying the
information to the network diétribution apparatus 130 at
a request made by the network distribution apparatus 130.
The members composing the content server 91 can all
be operated by a single organization, a single company,
.én individual or the iike, or by different organizations,
different companies, différent individuals or the like.
For example, the network distribution apparatus 130 is
opérated by a distribution service company whereas the
‘content—datébase cﬁntrol apparatus 140 and the content
- database 160 are operated by a record company, a record
level company or the like. On the other hand, the
customer information apparétus 150 and the customer
 databaSe 170 can be operated by an accounting servige
Firm.
in éndther case, a plurality of content-database
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At the user site, the content is recorded onto the secondary recording
medi um 100 in a check-out operation described above. In this way, the user
is capable of obtaining a desired piece of nusic or t28ctdber.20Df. addi ti on
in this enbodi nent, for the accounting. of the price of the content,
prepaid-iteminformation recorded on the mni disc 100 is used. As will be
described later, the prepaid-iteminformati on recorded on the mni disc
100 includes a medium I D assigned to the mni disc 100 and a prepaid
amount of noney for the mni disc 100. The prepai d anobunt of noney may
vary from nediumto nedium The personal conputer 1 receives prepaid-item

167 25 Cc 0 I Lan 0 dary-recordi ng- medi um
recording%?ggﬁggugéPéggggggig?uggéogr%ggﬁgggggnﬁkp%égggngon the information
to the co % 9 T etwork . distripution a ratus 130 carries
out an acg%ﬁ%%?%§£ g?%cééé %ﬁppﬁgggUsY%%ﬁ?aﬁaFE%ag%tﬁgggon the basis of the
"~ prepaid-iteminformtion. Roughl peaking,. [ n the custoner database 170,
_accoUntihalg%fg?u %?%nagggﬁ%Fg?e%3§wi?hc?ﬁ%bh?eﬁﬁi%4§?fém¥?%ﬁ%rnation
~stored in_th nLni di sc. 100 has been recorded. Wen a content is
distribut%ﬂnfﬁn PhECAF AT 4P sEDG 0BORERRE 7 E2P3FeE hkPQontent is subtract ed

froma present hal ance in the accounting information to
In the data transfer system implemented by this

embodiment, the personal cdﬁputer 1 establishes a
.communicative connection with fhe content server 91 to
receive a list or a menu of presentable contents. When
the user carries out an operation to select a desired
content from those on the list, the content server 91
transmits the selected content to the personal computer 1.
Af the user site, the content is recorded onto the
secondary recording medium 100 in a check-out operation
'described above. In this way, the user is capable of
obtaining a desired piece of music or the like.

In\addition, in this embodiment, for the accounting
of the price of thé content, prepaid—item information
recorded on the mini disc 100 is used. As will be
described later, the prepaid-item inforﬁation recorded on
the-mini disc 100 includes a medium ID assigned to the
mini diéc 100 and a prepaid amount of money for the miﬁi
disc 100. The prepaid amount of money may vary from
medium to medium.

- The personal computer 1 receives prepaid-item
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result in a new bal ance. The initial balance was a copy of a-portion of
the prepaid-iteminformation stored the mni disc 100 _ That is to say, the
accounting process is carried out to update the accoudbiCetpbentf005 mat i on
~stored in the custoner database 170. On the other hand, the prepaid-item

information stored in the mni disc 100 cannot be changed at all. In the
cust oner database 170, pieces of accounting information |ike ones shown in
FIG 37 have been recorded. Each piece of accounting information is a
recorded set of- data associated with a piece of prepaid-iteminformation
in.a secondary recording nedium 100_ The recorded set data typically

i ncl-udes ?gggﬁggglgp,ﬁﬁ%ﬁagggpge 4 %%r}ggeggr&§§8g§éd 5 purchase history.

The exanp wn In i nc I eces of “accounting information K

to K5 and_so _on. | .to.lDb.and_so_on, are,ediu i ncluded in the

o ecas. of oaetatmi ke tarar iR orPRa s ke DR P LR AT A TRRT y. | A medi um
I D included |nh accounti information js . a nmedi-u D included in
prepaid-i?%n#ﬁﬁfb? fT%ﬂg?% 2 Q@%s%??%%ﬁtlﬁfﬁ STt i At AW Ence was a
copy of a ,gre,aid: amount of nopey in-cbluded in the prepaid-item

i nformati Efg?gﬁl?%eaﬂPﬁFaﬁ?§cli%OFa%Fh%ﬁl%%Faﬁ%eac?Qéhﬁkﬁgiin accounting

information is obtained by subtracting the price of a purchased content
fromt he Process on the customer database 170 on the basis of the

prepaid-item information. Roughly speaking, in the
. customer database 170, accounting information associated
‘with the prepaid-iftem information stored in the mini disc
100 has been recorded. When a coﬁtent is distributed to
'fhe mini disc 100, the price of the content is suﬁtfacted
from a preseﬁt,balaﬁce in the accounting information to
result in a new balance. The-initial balance was a'copy
of a portion of tﬁe prepaid-item information stored the
mini disc 100. That is to say, the accounting process is
carried out to updatelthé‘accounting information stored
in the customer database 170. On the other hand, the
prepaid-item information stored in the mini disc 100
cannot_be changed at all.

_In the customer database 170, pieces of accounting
information like ones shown in FIG. 35 have been recorded.
Each piece of accounting information is a recorded set .of
data associated with a piece of prepaid-item information

;in'a secondéry recording medium 100. The.recorded set of

data typically includes a medium ID, a balance and a
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present bal ance when the content is purchased. The balance is thereafter
updated each tinme a content is purchased by subtracting the price of the
content from the bal ance to give a new bal ance. The. RofCchase0hb story .is
a history of information such as a purchase date and tinme, the nane of a
content, the price of a content and a. wuser termnal. That is to say, the
history is content- related data, which is recorded each tinme a content is
.purchased. It is to be noted that the accounting information 'nay of
~course include other data such as the prepaid anount of noney included in
the prepaid-iteminformation, the type of the nmedium the seller of the

edi um ang e, <26 25 A5t oD ao,Gf Lhe: R chased gaptent, or may

~of course exclude 't story. th regar he operation to distribute

tents Lk orda i h i ment ... the ccounting inf tion
‘ﬁggdgntg #ggﬁggeggtggg%§%£¥%é f%ﬁ%?ﬁ%#fEPaﬁé F%eK%aT%%c%é ;chgh velbeen
d i bed, ab T th i nf ti be i | ud in . dependence on’
Condi 11 ot ot e nand sy PR AEBr ReAthar R Tpahutel it Bt ene type of
t he: ice. As described above,_the prepaid-iteminformatjon i recor ded
on' the m AECOPSE G90 3o B BETRAE L CBAGE BB FRuP LTETPoBReT A 1y, the

prepai d-item i nformatjon . . . ) .
A medium ID included in accounting information is

& medium ID included in prepaid—itgm information to be
described latér. The initial balance was a'copy of a

. prepaid amount of moﬁeyﬂingludéd in - the prepaid-item
information stored the mini disc 100. A new balance
included in accounting information is obtained by
subtracting the price of a purchased content from the
present balance when the content 1s purchased. The
balancé is thereafter updated éach time a content is
purchased by subtracting the price of the content from
the balance to give a new balance. The purchase history
is a history of information such as a purchase date and
time, the name of a content, the price of a conteht_and a .

g ﬁser_tetminal. That is to say, the history is content-
related data, which is recorded each time a content is

. purchased.

It is to be noted fhat the accounting information

may of course inélude other data such as the prepaid
amount of money included in the prepaid—item information,

‘the type of the medium, the seller of the medium and the
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i ncl udes a prepai d anount of noney, a prepaid-service ID and a nediumID
as shown in FIG 38. The prepaid anount of noney is an anount of noney
‘prepaid by the user as an advance paynent. The seconda§Ortebw28dhg nedi um
100 is sold typically as an unused mni disc or an unused nenory card.

The unused mni disc or the unused nenory card does not include recorded
contents. The total selling price of the secondary recording nmedium 100 is
set to include the prepaid anount of noney. Assune that the selling price
of an ordinary secondary recording nmedium 100 i ncluding no recorded
contents is 500 yen and the prepaid amount of noney included in the

- prepai d-i tg gef8§gghg0gu;zﬂa%édg%gggaéggQggnaggrsgoagsgsggeggfuagcondary

recor.di ng medi um iIs"set at i S case, € user nust

cctuall v R Sh35e e GECRIBEYCASESr AP EAL AR, Sl Aot sel g

price of t 1S needfess (o say I'hg price can

be -set at an_arbitrar rice. For. ex l e, ., the secondary recordi ng medi um
2001 t sol FORERBR ATy SR CFaRBraod LEon bR, EMPaASHEREel HAB at o and Lhe
prepai d anount of nnne¥ can bhe set gt 5, 000 ien or i scounted to a total
sel |'ing pPFEEUBFLRISHBIPENATRE 1HEEF bAr cRGSPAG aFsi@dRlaFyerecording

medi um 100 with a prepaid ampunt of nmpney of 5,000 yen recorded thereon at
. medium ID and the balance, which’ have been described

above. The other information may be-included.in
~dependence on conditions of the operation of the data
transfer system and the type of the service.

As described above, the prepaid-item information is
fecorded on thé mini disc 100 as_data that cannot be
rewritten. Basically, the prepaid-item information
'includes a prepaid amouﬁt of money, a prepaid-service ID
and a medium ID as shown in FIG. 38.

Tﬁe prepaid amount of money is an amount of money
:prepaid by the user as an advance payment.

) The'seconqary recording medium 100 is sold
typicaily as an unused mini-disc or an unused memory card.
The unused mini disc or the unused memory card does not
inclﬁde recorded contents. The tqtal selling price of the
secondary recording medium 100 is set to include the
ﬁrepaid amouﬁt of monéy. Assume that the selling priée of
an ordinary Secondary recording medium 100 including no
.recorded contents is 500 yen and the prepaid amoun£ of

money . included in the prepaid-item information
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t he di scounted total selling price of 4,800 yen is regarded as a user who
has paid 5,000 yen as far as the content -distribution service rendered by
the data transfer system provided by this enbodi nent 2$Oclohr@éised. The .
prepai d-service ID represents the address of the content server 91,

whi ch.renders the content distribution service. Typically, the
prepai d-service ID is the address of the network distribution -apparatus

130 for-a conmunicative connection in the network 110. The
prepai d-service ID can be an IP address in the Internet. When.the personal
conputer 1 receives prepaid-item information for the secondary recording

medi um 100remeuntdddonnt hkeseeendanyyr eeebdunggRdayin 144 29 £Etiober 2005
recordi ng/ reproducti on apparatus 20A, the personal conputer 1 nmakes a

connunicahtoa,aooe§Snt0'I@etﬁpgtéﬁﬁe,S@H@eﬁséﬂ-ﬁﬁ%%fﬁhéﬁﬁﬁé}FOf the
prepai d-service IDincluded in the prepaid-iteminformation in order to

est abl i shparenaseCctheNst8ohA8r§OPEERLaS8EVREAddn Lbol gelQ ch fpted that, in
dependence on the configuration of-the content server 91, %e pr epai d- '

service | BeMByngepresentet besagdyens of: the fontenls datagase gontrol

- apparatus 140 or the address of the custoner 1nfornma |Qﬁyép§ atus 150
instead ofngepsesentlig; hgepAIdLess, of et be, netvork, gistribution
For example, the secondary recording medium 100 itself
 inc1uding no recorded contents caﬁ be sold'gratis and the
prepaid amount of money can be 'set at 5,000 yen or
discounted to a total selling price of 4,800 yen. The
user purchasing a secondary recording medium 100 wiﬁh a
prepaid amount of money of 5,000 yen recorded thereon at
the discounted total selling ﬁrice of 4,800 ven is
regardedlas a4 user who has paid.S,OOO yen as far as the
content distribution éervice rendered by the data

. transfer system provided By this embodiment is concerned.

ihg prepaidwsefvice ID represents the address of

the éontent server 91, which_renders_the content
distribution service. Typically, the prepaid-service 1D
is.the address of the network distribution apparatus 130
for a communicative connection in the network 110. Thé-
prepaid-service ID can be an IP address in the Internet.
When the personal computer 1 receives prepaid-item
information for the secondary recording medium 100

mounted on the secondary-~recording-medium
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apparatus 130. As another conceivable alternative, assunme for exanple that
the network distribution apparatus 130, the content-database control
apparatus 140.and the custoner 'information apparatus2i®otober@0@i| created
as the Internet websites linked to each other. In this case, the prepaid-
service IDis set to represent the address of the content-database control
apparatus 140 so that the personal conputer 1 needs to nake a

comuni cati on access to the content-database control apparatus 140. Then,
with the distribution process carried forward, the custoner infornation
apparatus 150 is linked, and the' content- database control apparatus 140 as

well as th t r 172.25 October_ 2005 i rmati on apparatus 150 are
Firther stis A F T bR Ratr st o Reatr R b Bl BT RRA Bt 11 but i on
‘apparatus__130. Conversely speaking, as a further conceivable alternative,
tgg'prepaf%ﬁ%%ﬁ%¥c T?ﬁ?% %e%bT%P?g%?Eﬁ%%tac?%%saﬁﬂr S GIAHE cust oner

i nformation qg aratus 150 so that_the personal conputer 1 needs to nake a
comuni cat $off ’gcijes%ntg‘? hRa 213t dhetr e P orRat doper Bifprar Bt U cisisiedrnen, with
the distrjbution process  carried forward, the content-database control
appar at ust? 194° i RT¢pakddl teh it R et ant 1y 0 sk et gritrad L igdpar at us

connection to the content server 91.

It is to be noted that, iﬁ dépendencelﬁn the
‘configuration of the content server 91, the‘prepaid—
seryice ID may represent the address of the content-
database control apparatus 140 or the address of the
customer information apparatus 1Sb instead of
representing the address of the network distribution
apparatus 130.

As another conceivable alternative, assume for
example that the network distribution apparatus 130, the
content—database control apparatus 140 and the custoher
information apparatus 150 are all c¢reated as the Internet
websites linked to each other. In this case, the prepaid-
service Iﬁ is set to represent the address of the
'content—databasé control appératus 140 so thét the
personal computer 1 needs to make a communicafion access

" to the content-database control apparatus 140. Then, with
the distribution'processrcarried forward, the customer
information apparatus 150 is linked,‘and.the'content—

-database control apparatus 140 as well as the customer
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140 as well as the customer information apparatus 150 are further

subj ected to general processing by the network distribution apparatus 130.
The nmedium I D is an identification nunber assigned unifOefoyert200% he
secondary recordi ng medi um 100. Assune that the user purchases 2 prepaid
medi uns each to be used as a secondary recording nmedium 100. In this case,
the nediumID recorded on.one of the secondary recording nediunms 100 is
different fromthe mediumID recorded on the other. Typically, in the
prepaid-iteminformation, 8 bits can be allocated to the prepaid anount of
noney, 22 to 32, bits can be allocated to the prepaid-service ID and 32 to

173 25 COcf bt 2005, 40,041 5e68M B8 2LL 0k eflot 0508, RLi UM 1 D The bit
? ﬁ e esign o ﬁ%%

counts are determ ned accordance wt S pr epai d- servi ce

system It _j {C e S icLently, Large. number of bits to the
‘prepai d-s ?é?%%il rége?%%%gfﬁ% %??sgééﬁg%gp?ﬁ%gfébék %ﬁgﬁpp%ﬁﬁﬁﬁﬁ of :
differentlggdresses each assigned to a content server 91. By the sane

token, it"Is'nice to allocate a sufficiently large nunber of bits to the
medium 1D so that the hits can.represent different | D nunhers of all sold
prepai d nediuns'QHﬂ%ﬁﬁ%%¥tﬁﬂﬁ%%%ﬂéziﬁﬁ1ﬁtﬁ%?QNﬂ%ép“cﬁﬁvﬁgg§t, 1 byte (or 8
bits) are allocated to the prepaid . . _
alternative, the prep 1d—serv1¢e ID 1s set to represent
the address of the customer informgtion apparatus 150 so
‘ _that the personal computer 1 needs té make a
communication access to the customer informétion
apparatﬁs 150. Then, with the distribution process
carried  forward, the content-database control apparatus
140 is linked, and the content—database control apparatus
140.as well as the customer information apparatus 150 are
further subjected to generalfpfogessing_by the network
distribution apparatué 130.
The medium ID is an identification number assigned
uniquely to the secondary recording medium 100. Assume
" that the user purchases 2 prepaid mediums each to be used
as a secondary recording medium 100. In this case, the
medium ID recorded en one of the secondary recording
mediu@s-loo is different from the medium ID recorded on
the other.
| Typically, in therprépaid—item information, 8 5its
can be aliocated_to the prépaid amount of money, 22 to 32

bits can be allocated to the prepaid-service ID and 32 to
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anount of noney, 3 or 4 bytes are allocated to the prepaid-service ID and
3 or -4 bytes are. allocated to the nediumID. Thus, the prepaid-item
~information has a size of at |east 8 bytes. The foll oasagtoi@0e0s ption
explains a relation between the prepaid-iteminformation recorded on the
“mni disc 100 with a format and the accounting information shown in FIG
37. Assune for.exanple that a user utilizes a secondary recording nmedium
100 with recorded prepaid-item information including a nmedium|D of |D1
and a prepaid. anmount of noney set at 5,000 yen. At a point of tinme the
secondary recording nedium 100°is initially used, 174 25 Cctober 2005

,accounti I r i i own.in FI.G 37.is recorded in the custoner
dat abase QQOBQ%%I%%%J%?ﬁhphi %%% eﬁ E%? e?dl%ﬁ“fﬁg that tinme, the
accounting infor tign Kl in%Iudes t he sane nmedium I D.as the, pedium | D of
the prepai d-item FnPéfmEPl8hafd a SFEFARCESEqdR 2E6°TABREPeBAFR amount of
noney inclJuded in the_ prepaid-iteminformation. To put it concretely, the
accountin@h?ng%?h%?i Wﬁéﬂ?ﬁﬁ?ﬁﬁQF%FrYﬁﬁﬁlﬁﬁ???%ﬁ S &id"aBalance’ of
5,000 yen._Then, during the use of the secondary recordin medi um 100, a
cont ent i%ljd%%T%aﬁe%P’gfrld?ﬁqrh%l%oﬁ@ﬁ nugheerof Pits the sonal conput er

1 and, finally, .
prepaid-service ID so that the bits can represent a large

number of different addresses each_assigngd to a content
server 91. By the same token, it is nice td allocate a
sufficiently large number of bits to the medium ID so
that the bits can represent different ID numbers of all
sold prépéid mediums including those sold in the future.
At least, 1 byte (or 8 bits) are allocated to the prepaid
amount of money, 3 or 4 bytes are allocated to the
prepaid-service ID and 3 or 4 bytes are allocated to the
medium ID. Thus, the‘prepaid"item information has a size
of at least 8 bytes.

The following description explains a relation
between the prepaid-item information recorded on the mini

‘disc 100 with a format and the accounting information
shdwn in FIG. 37.

Assume for example that a user ufilizes a secondary
recording medium lQO with recordedrprepaid—item
information inéluding a medium ID of ID1 and a prepaid
amount of money set at 5,000 ven. At a pbint of time the

secondary recording medium 100 is initially used,
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checked out to the mni disc 100 enpl oyed in the
secondary-recordi ng- medi um recordi ng/ reproduction apparatus 20A. In this
case, an accounting process is carried out to deduct £hEcpbir@eddf the

- content fromthe balance included in the accounting information K1 to
result in a new balance. To put it in detail, each tine a content is

downl oaded and checked out to the secondary recording nedium 100, the

cust oner database 170 is searched for a piece of accounting information
matching the mediumID included in the prepaid-iteminformation recorded
on the secondary recordi ng nmedium 100 and the price of the content is
deducted {r t he bal apce _1ncl d_in the pLece account i i.nf ormation.
1175 25 Cc 8§£eqrm€blb% OEO%I?(%JH%) ré,ulgg APy cleng#f(g‘, 78% %/%nr?%()]fcﬂ%i dtcount i ng
i nformati Ki shown i .G 37 r apedium 1D of IDl is obtained as a
Fosul t ot ChBAHES IR e bhaed IS e Relitent HovHt et 5T & THE Secondar y
recordi ng_ . medi um 100, which has a nediumID of IDI as _a part of _
prepai d- i Lem it ot i e SV AF TN ERT, IfoRmetd onp Filad@s L ugess, 000 yen:
after the content is purchased at a price of 1,300 yen. In addition, as is
obvi ous fHofn $HIR MEHH gtie 3% the Pl Hrokddie RIRPIbpdiaR i t em

information recorded on the secondary recordi ng nedi um 100 owned by the
user =~ Ainformation and a balance equal to the prepaid amount of

money included in the prepaid-item informatioﬁ. To put it
. concretely, the accounting information Ki includes a
‘medium ID of ID1 and a balance of 5,000 yen.

Then, during the use of the secondary recording
medium 100, a content is downloaded from the content
server 91 to the personal computer 1 and, finally,
checked out to the mini disc 100 employed in the
secondary—fecording—medium recording/reproduction
apparatus 20A. In this case, an accounting process is
carried ocut to deduct the-price of the content from the
balance included in the accounting information Kl to
result in a new‘bélance. To put it in detail, each time a
content is downloaded and checked out to the secondary
recording medium 100, the customer database 170 is
searched for a piece of accounting information'matching
the medium ID included in the ﬁreﬁaid¥item information

' recérded on the secondary recording medium 100 and the
price of the content is deducted from thé balance

included in the piece of accounting information.
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is not updated at all. In other words, the prepaid-item information can be
recorded on the secondary recording nedium 100 as data that cannot be
rewitten. It is to be noted that the prepaid-iteminf@f@abao2t0can al so be
recorded on the secondary recording nedium 100 as data that can be
rewitten. In this case, however, the prepaid anount of noney of the
prepaid-item information and nedium I D can-be falsified for inproper use.
In addition, it is also feared that a problemof the service operation nmay
arise due to falsification of the prepaid-service ID. As described above,
in.the case of a mni disc used as the secondary recordi ng nmedi um 100, the

prepai d-item 17625 Quipher 2008 Lnfar wyt on BIVG 3 gige of 8 bytes is
recorded as data that c nnot .~ be rewri tten ‘by ‘adopting one of the
Carea i n RO Rarb e e o R PR R et [ oFeT <@ iR 1 n an
area in e as a,that cannot be rewitten.. (3): The prepaid-item
infornati%ﬁ'?gkgéig?ﬁe%g%ﬁl?ﬁ aﬂaﬁa@%ﬁ%ﬁ? Tedid u??ﬂéﬁi%ﬁ%%??ﬁﬁ%ide the
U TOC as data that cannot_be rewitten. If the prepaid-iteminformation is
recorded Ph ancontent downloaded into the secondary recording
medium 100, which has a medium ID of ID1 as a bart of
prepaid-item information recorded thereon, from the
5alance of 5,000 ven after the centent is pﬁrchased at a
price of 1,300 yen.
In addition, as is obvious from this technique of
accounting process, the prepaid—itém information reéorded
on the secondary recording medium 100 owned by the user
is not updated at all. Iﬁ other words, the prepaid-item
-information can be recorded on the secondary recording
medium 100 as data that cannot be rewritten.
It is to be noted that the pfepaid—item information
can also be recorded on the secondary recording medium
100 as data that can be rewritten. In this case, however,
‘the prepaid amount of money of the prepaid-item
information and medium ID can-be falsified for iﬁprbper
use. _Iﬁ addition, it is also feared that a problem of the
'service operation may arise due to falsification of the
prepaid-service ID.
As described above, in the case of a mini disc used

"as the secondary recording medium 100, the prepaid-item

176




~area in the P-TOC, it is possible to conceivably allocate a special area
wWth a size of 8 bytes for exanple in a P- TOC sector in the lead-in area
shown in FIG 9A as an area for recording the prepai d- 2§ ©ntober80at i on. .
If_the prepaid-iteminformation is recorded in an area in the U TOC as
data that cannot be rewitten, it is possible to allocate an unused area
for exanple in sectors 0, 1, 2, 3 or 4 each having an al ready prescribed
format as an area for recording the prepaid-item information. In order to
elimnate the possibility of being rewitten of prepaid-iteminformation,
however,. the wuse of a sector with a format not prescribed yet IS

concei vabhﬁfol&ztzén%ep 2005, Eog rexappl g, fgogé@@ra\g alee of 8

bytes can be sector 5 as an” area recor |ng

prepai d-i i t S S ?ﬂ{ ector field

bit for s%gggr@ BEH%ngtf?égéﬁgr OﬁfsadégFigé 68%ogfn |%afe Gt Sector 5

i's not us g.that the prepaid-iteminformation will not be rewitten.
ed &

That is (0 53§?uan ordi nary mni-disc recorder mﬁll t hus recogni ze sector

5 as an UQSE ector so(}h t he recorder wll t.carry out a process

to update ¢ RESRGI 5 S AR 95 Lom ¢ Harens Shdi A &hSPnf or mat i on

cannot be, remglttenoat the user site.

{(2): The prepaid-item informationris recorded in an area
:in the U-TOC as data that cannot be reW;itten.
(3): The prepaid—item information is recorded in the
management region in an area outside the U-TOC as data
that cannot be rewritten. | |
If the prepaid-item information is recorded in an

rerea in the P-TOC, it is possible to conceivably allocate
a speeial‘area with a size of 8 bytes for example in a P-—
TOC sector in the lead-in area shoﬁn in FIG. 9A as an
area for recording the peepaid—item information.

If. the prepaid-item informatioh is recorded in an
area in the U-TOC as data that cannot be rewritten, it is
possible to allocate an ueused area fdr example in
sectors 0, 1('2, 3 or 4 each having an already prescribed
format as an area forlrecording the prepaid-item
information. In order to eliminate the possibility of
being rewritten of prepeid—item information, howeverh,tﬁe

'use of a secter with a format not prescribed yet is

conceivable.
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Then, in the secondary-recordi ng-nmedi um recording/reproduction apparatus
20A provided by the enbodinent, an application programfor reading out the
prepaid-iteminformation reads out the information frog2p Oswberdd0b. It is to
be noted that the unused sector for recording the prepaid-iteminformation
is not limted to .sector 5. That is to say, sector 6, sector 7 and

anot her unused sector can of course be utilized as a sector for recording
the prepaid-iteminformation. If the prepaid-iteminformation i's recorded
in the rmanagenent region shown in FIG 9B in an area outside the U--TOC as
data that cannot be rewitten, for exanple, a 178 25 Cctober 2005 sector

n an unused cl yster. |l ks one, shown by 4 hatohed o pariion PR.can,

concei vably be al1'ocated as an area for recor I Ng theybrepal -item
information, ln nagene area, a power calibration . area PCA and a

U TOC ar efets b BT Rl RRaE T Rer 27 o TERg Ere Tedhi g Wi h. Too ne

descri bed above. B referrh&g fo the P-TQC,, an qrdinary mni-disc recorder
is thus cBPEBFEd bFeRakthyraht i esd ™t G- 198 we e &5 £856n &rea PCA and

the U-TOC area. However, an ordinary mni-disc recorder is thus capable of
maki ng an“8@¢e3ectort hkc Hatkhed PoritotP s in U-TOC sector 0 is

set at 0 to indicate that sector 5 is noﬁ used so thét
fhe prepaid-item information will not be rewritten. That
“is to say, an ordinary mini-disc recorder will thus
recognize sector 5 as an unused sector so thét the
recorder will not carry out a process to update data in
sector 5 or the like. Thus, the prepaid-item information
cannot be rewritten at the user site.
Then, in the secondary-~recording-medium

_recording/reproduction apparatus 20A érovided by the
embodiment, an application program for reading out the
prepaid-item information reads out the information from
sector 5.-

V-It is to be noted that the unused sector for
-recording.the prepaid—item information is not limited to
'sedtor 5. That is to say, sector &, sector 7 and aﬁother
unused sector can of course be utilized as a sector for
recording the prepaid-item information.

If the prepaia—item information is recorded in tﬁe
management region shown in FIG. QB in an.area outside the

U-TOC as data that cannot be rewritten, for example, a
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the location of which is not shown by the P-TOC. An area such as the

hat ched portion PD is an area inaccessible to an ordinary mni-disc
recorder or an area, which has no neaning even if an atOembert2iéyeto is.
made. Thus, the prepaid-iteminformation recorded in the hatched portion
PD cannot be rewitten. In the secondary-recordi ng-nmedi um '
recordi ng/ reproduction apparatus 20A used in the data transfer system

i npl emented by this enbodi ment, an application programfor reading out the-
prepaid-item information is capable of reading out the information from

t he hatched portion PD. In order -to nmake the .secondary-recording-nmedi um

recor di ngLe ps Pt eNudSed % Qi BDET1 200%APRYANIS, P ieARaNle of reading

out the information from t C portion PD, 1t s necessary for

examl e tgorPLERCH) bet ettt ainess, o e haiohad pord ian PD as_

start address

| ocation ‘having a predeterm ne Ive to
shown by the P.IOC. /Assume for . eé(rt?r?rllteognpa%ignhe U TOC is recorded in area
stret ched"oVeF ¥ crustRrE*1Hh ?ns case, € start address of an area for

‘recording the prep%jd-iten1infornation can be prgs ri bed as an address
“equal to the sumofFhELFG e tydréds BSPRYGF CREIBIREECANG ERe size of 5

clusters._Assune for instance that, in the exanpl e descr.i bed
PCA and a U-TOC area are formed and their lecations are

shown by the P-TOC as described abqve. By referring to
_the.P—TOC; an ordinary mini-disc reéorder is thusrcapable
of making an access to the power calibration area PCA and
the U-TOC area.

However, an ordinary mini-disc recorder is thus
capable of making an access to the hatched portion PD,
the location of which is not shown by the P-TOC. An area
such as the hatched portion PD is an area inaccessible to
an ordinary mini—disc.recorder or an area, which has no
meaning even if.an access thereto is made. Thus, the
prepaid-item information recorded in the hatched portion
PD cannét be rewritten.

In the secondary—recording—medium
feéording/reproduction apparatus 20A used in the data

] transfer system implemented by this embodiment, an
épplication program for reading out the prepaid-item
information is capable of reading out the information
from the hatched portion PD; In order to make the

.secondary-recording-medium recording/reproduction
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above.,.a mni disk is sold as a prepaid nedium having a nediumI|D of 4.
In addition, as explained in the description of a mni disc, also in the
case of prepaid- iteminfornmation with a size of at |easOchbéypes stored

in a nmenory card or an optical disc such as a CO-R '-a CD- RWor a DVD used
as the secondary recording nedium 100, it is nice to set a location for
storing the information on the basis of a managenent format or the |ike of
the nmedium By the way, in constructing a data transfer system using the
- prepaid-iteminformation, it is necessary to nake the personal conputer 1
Capable'of acquiring the prepaid-iteminformation of the secondary

recor di ng, 180,285 OshRbEL 2002 g?@'wggm% bhe Mol s o0 TRk ed on the
secondary- recordlng-ned|8n1record|ng reproduction apparatus 20A. -For this
reason, b pecifyLRg pal dshte | nf I i he sub-function of a
check-in ﬁgﬁtgérgﬂégnﬁgﬁgggép?%lng% %%r€%€§§%§ﬂ¥e %%r?%%ﬁkiffﬁQGS. 20 and
21, the personal c ut er I $,capabl f requesting the

secondar y* F%ggf%ﬁggﬁd?g?ﬁ#e%%?ﬂ?%sg/?gp%%&%%heé ég%’éfrlacfrhsp%cﬁﬁ? to provide
the prepaid:-iteminformation. In additjon, by using a check-in response
command. ShbHRATHORI RV 230 ¢ e SUSOTIRT SRS RbheR o HEt YR to the

recording/regroduction aggaratus 20A i s C%Pable of
U-TOC start address shown by the P-TOC. Assume for

example that the U-TOC is recorded in area stretched over
3 clusters. 1In this case, the start address of an area
for recording thelprepaid—item iﬁformation can be
prescribed as an address equal to the sum of the start
address. USTA of the U-TOC and the size of 5 clusteré.

Assume for imnstance that, in the examplé déscribed
ébove,.a mini disk 1s sold as a-prepaid medium having a
medium ID of 4. In addition, as explained in the
description of a mini‘disc, also in the case of prepaid-
item information with a size of at least 8 bytes stored
in a memory card or an optical disc such as a CD-R," a CD-
RW or a DVD used as the secondary recording medium ioc,
it is nice to set a location for stpring the information
on the basis of a management format or tﬁe like of the

. medium,

By the way, in constructing a data transfer‘system
using the prepaid—item information, it is necessafy to |
make the personal computer 1 capable of acquiriﬁg the

prepaid-item information of the secondary recording
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“transmitting the prepaid-iteminformation recorded on the mini disc 100 to

the personal. conputer 1 at a request made by the personal conputer 1.

FIG 35 shows a flowchart representing operations to agQuiobe 200&Epai d-item

information. In the flowhart shown in FIG 35, the CPU 2 enployed in the

personal conputer 1 carries out processing at steps F101 to F173 whereas
conponents such as the systemcontrol unit 32 and the MD control unit 21
whi ch are enployed in the secondary-recordi ng- nedi um
recordi ng/ reproducti on apparatus 20A, carry out processing at steps F201
to F274. A. communi cation session is inplenented by 181 25 Cctober 2005

exchangi ngeai VAl k8tY+RE Iﬁpﬂirmsepnr@@dﬁoaﬂfée& efﬁlrtﬁéys&éon& onse
commands transnltted in response to the control commands. So in this

case, progessi-Agnkeal ggﬁﬂgréggrﬁi?%ﬁreﬁto@@ Eg Qegééarrt&@ fﬁ cess, a

transfer of an EK searc a root y is red out” in the sane
way as the che e d Ta be nore .specific, pieces of

processing vari gﬁj q{hl%t Srg aesgogl’F%g;l Slpéaﬁffé@m%c?r TEE05 are the sane
as their. gggntergarts Sh rb Etéiilon o a c eg@kigmkéétyqpecessary to

- repeat therr expfana%

command explained earlier by referring to FIGS. 20 and 21,
the personal computer 1 is capable of requesting the
secondary-recording-medium recording/reprodﬁction
apparatus 202 to provide the‘prepaid—item information.

In addition, by using a chéck—in response command
shown in FIG. 23, the secondary-recording-medium
recording/reproduction apparatus 20A is cépable éf
transmitting the p:epéid—item information recorded on the
mini disc 100 to the personal computer 1 at a request
made by the peréonal tomputer 1.

FIG. 35 shows a floﬁchart reptesentiﬁg operations
to acquire prepaid-item information.

In the flowchart shown in FIG. 35, the CPU 2'
employed in the personal computer 1 carries out
prdcessing at steps F101 to F173 whereas components such
as the system'control unit 32 and the MD control unit 21,
which are employed in the secondary—recordingHmedium
recording/reproduction apparatus 204, carry out
processing at steps F201 to F274.

A communication session is implemented by
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At a step F170, the personal conputer | transmts a .control comand
maki ng a request for the start of a session to the

secondar y-recor di ng- medi um recor di ng/ reproducti on appaka®usb2@8. | n.
response to this control conmand, the secondary- recordi ng-nmedi um
recordi ng/ reproduction apparatus 20A transmts a response command at a
step F270. It is to be noted that, also in this case, the authentication
processi ng expl ained earlier by referring to FIG 12 is carried out. If
the result of the authentication processing carried out on the
secondary-recordi ng-medi um recordi ng/ reproduction apparatus 20A is K, the

request ed . Oct ob, Ss) I arte In.this case, the
per sonal %%%%ﬁ%é%gﬁ gnﬁéﬁégg;r§€u§é§¥%%§ ?é%ﬁ%#é%mﬁ%hi eﬁﬁ%%ﬁ%%ﬁﬁ?ion at a
step F171., That is _to sa he personal.conputer 1 transmts a .check-in
cont r ol CB%%HS%X%?%H‘%%# eéﬁ?ril%?l%/e‘?ejfrérg?%onﬁ% b= Z&SZO?O%C’]vaI ue of
the sub-function included in this check-in control command is not 00h

or' 01h, bGP™aR3¥her val ue indicating a request for the prepaid-item

i nformati on. For. _neani ngs .of the sub-function values, refer to FIG 21. At
this request, tHe%eddhddy- &SGdRFSRSHiMd 1ncluding the start

of an authentication process, a transfer of an EKB and a
search for a root key is carried out inlthe‘same way as
the check-out described earlier. To be more specific,
pieces of processing varied out at steps F101 to ¥103 and
F201 to F205 are the same as their counterparts shown in
FIGS. 26 and 28, making it unnecessary to repeat théir
explanation. |

At a step F170, the personal computer 1 transmits a
.Control command making a request for the start of a
session to the secondary-recording-medium
-recording/reproduction apﬁaratus 20A.

In. response to this control command, the secondary-
recording-medium recording/reproduction apparatus 20A
transmits a response command at a step F270. It is to be
noﬁed that, also in this case, the authénticatioﬂ

_ procgssing egplained earlier by referring to FIG. 12 is
carriedrout.

if the result of the authentication processing
carried out on the secondary~recordingwmedium;

recording/reproduction apparatus 20A is OK,; the requested
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recordi ng/ reproduction apparatus 20A reproduces the prepaid-item
information fromthe aforenentioned special area of the mni disc 100 at a
step F271. Then, at the next step F272, the. reproduceds OpfoBgaiesitem
information having a typical size of.8 bytes is set in a check-in response
command shown in FIG 23, and the check-in response conmmand is then
transmtted to the personal conputer 1. Receiving the check-in response
command including the prepaid-iteminformation, the personal conputer .1
transmts a control command nmaki ng a request for an end of the session to

t he secondary-recordi ng-medi um recordi ng/ reproducti on apparatus 20A at a

step F172508L38n 183522 X4 ober 2005 siep F%L%’p%Q%oﬂ%ﬂaE% g%t%QAltransn]ts

a response command approving the end of the sesSion to th er sonal

conput er EsPoNSE: LB, 73, the

per sonal c%n%%t%r§18$§ansd?t2€%€Q§£%§ connan&ﬁ%gﬁgﬁﬁgfﬁgéauthentlcatlon

state to ndary-recor di ng- nedlun1record|ng/reproductlon appar at us
SEeR PEED

20A. At a s t he secondary recordlng nedlun1record|ng/reproduction
apparatus 20A tr, n nlts respq EFe comman ro%lng the end,of the
‘aut hent i cati on ] ﬁ@yb Sn&ISTES) PRPUS§ T &s HERBE™ME Stfie

"~ control co nd. .
- check-in control command explained earlier by referring

to FIG. 20. The value of the sub-function included in
tbis check-in cbntrol command is not 00h or 0l1lh, but
‘another value indicating a request for the prepaid-item
information. For meanings of the sub-function values,
refer to FIG. 21. |

At this reqgquest, the.secondary—recordingmmédium
recording/reproduction apparatus 20A reproduces the

' prepaid~item information from the aforementioned special

aréa of the mini disc-100 at a step f27l.

~Then, at the next sfep F272, the reproduced
prepaid-item information having a typical size of 8 bytes
is set in a check-in response command shown in FIG.‘23,
and the check-in response command is then transmitted to
the personal computer 1.

Receiving the cheék—in response command including
the prepaid-item information, the personal computer 1
transmits a control command making a re@uest for an end
of the session to the secondary-recording-medium

recording/reproduction apparatus 20A at a step F172. At a
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- At this point of time, the comunications for passing the prepaid-item
information fromthe secondary- recordi ng-mnmedi umrecordi ng/ reproduction
apparatus 20A to the personal conputer 1 are ended. Theieabte0)sthe
personal conputer 1 carries but a process for the prepaid-item ,
information. To be nore specific, the conmunication unit 8 enployed in the
personal conputer 1 establishes a communicative connection to the
content.server 91 through the network 110 and transmts the prepaid-item
information received fromthe secondary-recordi ng-nedi um

recordi.ng/ reproduction apparatus 20A to the content, server 91. In-
184 25 October 2005 the personal

addi ti on. t repaid-iteminfo tpon

conput er fkgpsggggangﬁ$t§p§g53% %n%ggatﬁénfﬁéﬁ?i?yf%@p?%?%r%&WT%mfchecked
out to the nini.disghloo to tgﬁ cont ent serve% 91. The fontent server 91
then car PPBEOEUEIaRtEcEBANeF nG Br BERILOR of© t ha® LRBFSOR/L LEPMBILT Y speci fi c,
the content ,server 91 updates the _database shown in FIG 37. As descri bed
above, thé b8r§8ﬁBP?SEOEﬁuFE? FORETOLapABIRAGf requesting the

secondar y-recordi ng- medi um_recordi ng/ reproduction apparatus 20A to
transfer the prighat EFRAT N orfhft IRFT SN iR Sthd fRosnsdilde 200.

Thus, an accounting process, based on a prepaying
-control command to end the authentication state to the

secondary-recording-medium recofdipg/reproduction
-apparatus 20A. - At a step F274, the secondafy—recording—
medium recording/reproduction apparatus 20A transmits a
response command approving the end of thé authentication
state to the personal computer 1 in response toAthe
control command.

At this point of time, the communications for
passing the prepaid—-item information from the seéondary—
recording-medium recofding/reproduction apparatus 20A to
the personal computer 1 afe ended.

Thereafter, the pérsonal computer 1 carries &ut a
process for the prepaid-item information. To be more
épecific, the commuhication uhit 8 employed in the
personal computer 1 establishes a communicative
conngction to the content server 91 through the‘network
110 and transmits the prepaid-item information receive&

- from the secondary—recordingfmedium
reéording/reproductiOn apparatus 20A to the content

server 91. In addition to the prepaid—item informaticn,
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technique can be carried out. As described above, this enbodi nent adopts a
technique for acquiring prepaid-iteminformation peculiar to the mni disc
100. It is to be noted that various kinds of other unbgugib&fonsmati on can
of course be acquired by the personal conputer 1 through exchanges of
simlar control commands and simlar response commands issued in response
to the control conmands. Exanples of the other unique information are a
utilization state of the user and a user ID, which have been recorded in

t he secondary recordi ng nedium 100. By acquiring such unique information,
ilit.is possible to assunme that the personal conputer 1 is capable of 185 25

Cctober 2Q0& pBRaghRY tbRpseepndasyssecpsAingr Sesi Um0 aiapassing the
information.to the content server 91 to be used by the content server 91

in a vari eh¥neh r5ehYi ¢RBoFRREEEL0chE Lkl NS HSES %eﬂ% Oc;a;sréd of

managenment. A preferred enbodi mrent has been desc wever, the

scope of EBeCALESENtohBVENLLON of Mo IS Lo e pbogient. That is

to say,"it is possi fo provide a variety of versions within a range of-

essenti al .t he esent i i on hangi ng..t he operations of the data
t?Znsf;r é?g%éégiﬁgfu ?n%c%ﬁgﬁg%%gr%gg?%%? ?IE d%?ég%%.hsiptﬁ?

CheCk-OUtégggcgbégific, the content server 91 updates the database

shown in FIG. 37.

As described above, the peréonal computer 1 iz
Capable of requesting.the secoﬁdaryfrecording—medium
.recording/reproduction apparatus 20A to transfer the
pfepaidfitem information peculiar to the mini disc 100.
Thus, an accounting process based on a prepaYing
technique can be carried out.

As described above, this emﬁodiment adopts a
technique for acquiriﬁg prepaid-item information peculiar
to the mini disc 100. It is to be noted that various
kinds of other unique information can of course be
acquired by the‘personal computer 1 through excﬁanges of
similar control commands and simiiar'response commands
issued in response to the control commands.

Examples of the other unique information are a
utilization state of the user‘and,a user ID, which have
been recorded in the secondary recording medium 100. By
acquiring such unique information, it is possible to

assume that the personal computer 1 is capable of
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techni ques, the authenti-cation technique, the content-1D generation
techni que, the content-ID nanagenent techni que, the actual exanple of
wite control flag, the editing nanagenent and the pr@p&icthbenif005 mati on.

I n,addi tion, the present invention does not limt the object of the data
transfer processing froma primary recording nediumto a secondary
recordi ng nmedium as described above to an SDM content. Instead, the data
transfer processing can be applied widely to various kinds of content data.
Furthernore, the primary recording nediumcan be a nmedium other than the
HDD. It is needles to say that the secondary -recording nmediumis not

limted tp.a.0%n; dhscsandntihe Sf&@@?&ié{% &é&iﬁs%%z&e;paz%fnqi i ted té a

recordi ng- nedirum'r ecor di ng/ rept oducti on appara

O CLBgeardbog, 00T e Ui LOSheat, NG secpreat el dipg medi um car

. be of one 0 eren For exa €, as it is

i bl th di h, R CDh- DVD- RAM
DVD R, & NG FRG brEo6Toh Yar bty BF Henbro ca HEL CThue A e )

secondaryfrec éding-nedi m recordkﬂglre roduction apparatus 20A, a
recor di ng Oﬁpg FaltgT £ 3Pt KT b her FHEGP unt CRHPIRCTREY. In addition, the

recordi ng/ reproducti on apparatus , 20B can al so be used as a secondary
recor di ng nEdiLHﬁ preferred embodiment has been described seo far.

However, the scope of the present invention is not
limited teo the embodiment. That is to say,'it is possible
to provi@é a variéty of versions within a range of
essentials of the present invention bf changing the
dperations of the data transfer system including the
encryption, the data paths, the check—out/éheck~in
techniques, the authentication technique, the cohtent—ID
generation technique, the content-ID management technique,
the actual example of write control flag, the editing
management and the prepaid information.

In. addition, the present invention does not limit
the object of the data transfer processing from a primary
recording medium to a secoﬁdary recording medium as
described above to an SDMI content. Instead, the data
transfer processing cén be applied widely to various
kinds of content data. Furthermoré, the primarf recording

. medium can be a medium qther_than the HDD. |

It is needleé to say that the secondary recording

" medium is not limited to a mini disc and the secondary-
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conformng to the SDM standard as descri bed above- That 1is to say, the
present invention can also be applied to .processing to transfer content
~data to the recording/reproduction apparatus 20B. As, 250ebydéraa& fromthe
above description, in accordance with the present invention, the data
transfer apparatus (or the primary-recordi ng-nmedi um apparatus) nanages
transfer rights for contents stored in the primary recording nedium To be
nore specific, the data transfer apparatus generates a first content
descriptor. of a content transferred to the data-recording apparatus- (or
t he secondary-recordi ng- nedi um apparatus). The data transfer apparatus

then or eatgsofudias audalee 280051 ald NLARH.2 G aBS,2008 Liig fir st content

descriptor wth a second content or ‘gene

data-rec I ng: far . the transferred content and_receiyved fromthe
dat a- re%%%ﬁg%%%?éacﬁas.ngﬁle ata Tabie Y GEEG T Phe Iﬂﬁﬁ%@ ment of
rimustoﬁr%%%§h£PM&gscpnw1t edMa.trmme a%)LMUstothe

dat a-recordi ng apparat us. ofard £9% Why 2l Pén Ot °Fes@tofid LEGHER
descriptqg-iéo a content _ID) for . a content capnot be recorded in the '
secondar y ¥

o;diﬁﬁ ﬁéﬂpﬁﬁf'%ﬁé EBEORERL ot 8RL L¥RsctF ptBrPogoibide cont ent

| D enerated hy the data-recordi ng apparatus enpl oying the secondary
reéogmInfqnﬁﬁgﬁ%%ﬂﬁyother medium s%chp%s a CDuR?pa %D— W, a DVD- y _

RAM, a DVD*B, a DVb—RW or one of a variety of memory
cards. Thus, as the secondary-recording-medium
‘recording/reproduction apparatus 20A, a fecording
apparatus for the other medium can be used.

in addition, the recording/reproduction apparatus
20B can also be used as a secondary recording medium
conforming to the SDMI standard as deséribed above. That
is to say, the present invention can also be applied to
processing to transfer content data to the
recording/reproduction apparatus 20B.

As is obvious from the above description, in’
accordance with the present invention, the data transfer
apparatus (or the primary—récordingfmedium apparatus)
manages transfer rights for contents stored in the
prima;y recording medium. To be more specific, the data
transfer apparatus generates a first content descriptor
-of a content transferred to the data-recording apparatus
(or.the secondaryﬂrecofding—medium apparatus}). The data

transfer apparatus then creates a data table associating
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used for identifying the content is associated with another content ID (a
first content descriptor) generated for the sane content by the data
transfer apparatus enploying the primary recordi ng nmed$ Gotober 2oifs, _
~managenent of rights can be executed properly by using-content |IDs at
check-out and check-in tinmes. As a result, even.if a content is recorded
on a secondary recording nmediumnot conformng to the SDM standard,
rights to transfer, copy and reproduce the content can be nanaged properly
so that both conveni ence and protection of a copyright can -be provided to

the user. In addition, the data-recordi ng apparatus for recording and
2005 recording

reprodUC| t nt nd, from a. seconda 188 2

nedlun1genera?egsg %gﬁ?en de56ts goﬁoﬂfé t? |ﬁ%ﬁ???|%?n€%%5d on parti al
,data extracted.f on1the ﬁ éeg p_an unencﬁg %ed state. For each content,
it is %§555§§ BF e9t0°58het at® ﬁ CoNtERTTT E FRRIPRRATHENS clotE ent .
'Furthernnre the partial data used for geperating a _ content ID of a

cont ent |Eee%Fﬁﬁgfgﬂr??oﬁ??ﬁﬁnEoﬂ?@nfe%elg%ﬂpf¥ﬁ@ V¢ iakat on the basis

of the length of the content. The sanp point is used as an extraction
poi nt fr ofFFAFER"BarPPaF2tat a dmm%rﬁﬁﬁﬁmﬁﬂﬁiﬁl¥§ adqdadmedhe Therefore, for

each content., it is E055|ble to generate a
management of rights to transfer contents from the data

transfer appargtus to the data-recording apparatus.
That is to say, even if a second confent descriptor
{or a—contént ID) for a content .cannot be recorded in the
secondary recording medium, the second content descriptor
{(or the content ID) generated by the data-recording
- apparatus employing the secondary recording medium and
ﬁsed for identifying the'content is associated with
another content ID (a first content descriptor) generated‘
for the same content by the data transfer épparatus
employing the primary recording medium. Thus, managément
of rights can be executed properly by usinglcontent'IDs
at check-out and check-in times. As a result, even if a
content 1s recorded on a seCOndafy récording medium not
_cohforming to the-SDMI standard, rights to transfer, copy
and reproduce the content can be managed properly so that
both convenience_and protection of a copyright‘can be
provided tc the user.. |
'In addition, the data—recordiﬂg apparatus for

recording and reproducing data onto and from a secondary
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content ID peculiar to the content. That Is to say, even if the second
content identifier cannot be recorded onto the secondary recordi ng nedi um
-for each content, the data-recordi ng apparatus enpl oyi2a@ctoba.2ee@sondary
.recording nediumis al ways capabl e of generating a second content
identifier peculiar to the content. Thus, the second content identifier
can be used as information proper for the right managenent cited above.
Mor eover, one or nore points other than the start and the end of a content
can be used as sanpling points for generating a second content identifier
of the content. Thus, the second content identifier can be used as

i nformati grcRi-eRel kekiaRdgRaevhtas LOchbARGPNLERL 089-3t &kt Ober 2005 the
case of an audio content, for exanple, the start and the end of the

cont ent a&%th@Eﬁ@E'ﬁa%@HngheﬁﬁiﬁiQQHBQEQiQgthE@e?m@£8£ e the same as

ot her contents in nmany cases. wever, portions other than the start and

t he end cag @iegtdghaanm@hggc%?gﬁg%{egtggg Sare,_as, g’{ g:ec{nte% nt eir%t Ss. In

addi ti on, en a content Is sferred froma ranster aﬁﬁhratus to

a data-recordin rafus a.check-out. content, on a data path ending
with an 0%§P§tP%ﬁg?§§?e%§rﬂgaeﬁ% ?y%t%angﬁﬂFeﬁﬁ BRtEE he® Ptondary
recordingcggggggl partial data is extracted '

Furthermore, the partial data used for generéting a
 c0ntent ID of a content is extracted from the content’s
sampling point set on the basis of the length of the
content. The sampling point is used és an extraction
point from which partial data of the content is extracted.
Therefore, for each content, it is possible to generate a
content ID peculiar to the content. That is to say, even
if the second content identifier cannot be récordéd onto
the secondary recording medium, for each content, the
data-recording apparatus émploying the secondary
recording medium is always capable of generating a second
content identifier peculiar to the content. Thus, the
second content identifier can be used as information
proper for the right management cited above.
Moreover, one or more points other than the start
 and the end of a content can be used as sampling points
- for generating a sé&ond content identifier of the content.
?hﬁs, the second content identifier can be used as

information proper for and peculiar to the content. In
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froma sanpling point in the content, and processing based on the
extracted partial data is carried out to generate a second content
identifier for the content. Thus, it is not necessary2fOcoaer290Dut . an

“operation to make a read access to the secondary recordi ng-nediumin order

to acquire partial data. fromthe sanpling point to be used-in the
processing to generate a.. second content identifier. As aresult, it is
possible to inprove the efficiency of a process carried out by the
data-recording apparatus to informthe data transfer apparatus of a second

‘content identifier at a check-out time and to performa sequence of

check- out rgamuypi.cati 9p ti 90 ﬁ?@ 05 at hggger speed.
Furthernmore, wth the seggﬁ%gréf/&?g%%%di %één%j‘% mé‘f (2)‘%“? esi%ar%? ng tont ent s
nmount ed o h af a- or.di appar at us ring a.period of time in which
no reques?h%ogng éﬁegggiég%gg%%dggep ¥??%ﬁ£%ku%§h%?%%ﬁﬁbduced from the
secondary reco L I um.and st or advance for each of -

d dinanmnory in
t he cont efit s, %‘Pl‘ggrggg‘i‘" AR st T eg}i’%o%‘?:%%l 3 o‘?#}teﬁre ST v ecor di ng

- mediumto be used for QFneratin a second content identifier to be stored

in a nmemf§™Y n“advancd F6V Fac P BFHHE O3MeEntE2NTRES, Stafién 28 equest for

a second, content identifier is nade .
, the end ceontain data, which is never the same as other

contents.

In addition, when a content is transferred from a
data‘transfer apparatus to a data—recording apparatus as
a check-out. content, on a data path ending with an
operation to record a decrypted content onto the
secondary recording medium, partial data is extracted
from.a samp1ing point in the content, and processing
based on the extracted partial data is carried out to
generéte a second-confent identifier for the content.
Thus, it is not necessary to carry out an operation to
make a read access to the éecondary recording medium in
¢rder to aCQuire partial data from the sampiiﬁg point to
be uééd_in the processing to generate a. second confent_
identifier.

As a result, it is possible to improﬁe the
efficiency of a process carried out by the data-recording
apparatus to inform the data transfer apparatus of a
‘second content identifie: at a check-out time énd to

perform a sequence of check-out communication operations
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prior to a check-in, an access to the secondary recording nediumis not
required. As a result, a sequence of check- in comrunication operations can
be carried out at a higher speed. 191 25 Qct ober 2005 2€I0atduEr 2005 A dat a
transfer systemconprising a data transfer apparatus and a data-recording
apparatus wherein: said data transfer apparatus conprises:

primary"recordi ng-nediumdriving nmeans for recording and reproduci ng data
onto and froma primary recording nmedium storage controlling neans for
controlling said. primary-recording-nmediumdriving neans to store content -
data in an encrypted state and a first content identifier generated

uni quel'y ta saahdghent eptedata onto said prinmary recordi ng medi um
comuni cati on neans for carrying out a variety of data conmunications

i ncludi ng transfeisted roett enli Watithe Wddb SRl %tc%'ﬂd@_%%r Qlie;a yfiPparat us;
and transfer managenent neans for managing rights to transtér content data

and for mpRagdiBEctaRAST E5ntéghs Smo@zflt&c?%?néhé’a&d?%ag—'bﬁfegéﬁdrfr{gggggg{ ;ff'ntg‘? a

secondary recording nedium by using a generate

said firshpeonhent, igeplifierpdiilya, £eCd sn which no request

. for a cheék—in is made, partial data is reproduced from
the secondary recording medium and stored in a memory in
.advance for each of the contents, ér partial data ié
repﬁoduced from the secoﬁdary recording medium to be used
for generating a second content identifier to be stored
in a memory in advance for each of the contents. Thus,
when a request for a second. content identifier is made
Prior to a check—-in, an éccess to the secondary recording
medium is not reéequired. As a result, a sequence of check-
in communication operétions can be carried out at a

higher speed.
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content identifier received fromsaid data-recording apparatus and
generated by said data-recordi ng apparatus for said content data already
transferred to said data-. recordi ng apparatus, whereas 239Rtbbr 2005 ober 2005
sai d dat a-recordi ng apparatus conprises: comunication neans for carrying
out data conmuni cations including exchanges of content data with said data
transfer apparatus; secondary-recording-nediumdriving neans for recording
and reproduci ng data onto and fromsaid secondary recording nmedi um
decryption means for decrypting encrxgkﬁgscontent data received fromsaid
"data transfer apparatus, putting al S id content data in an unencrypted

: di . Crolli .
ccondar y-r ebor &1 ng RRAN I Ur gy FEahs T ELEH s (o= EhoTHPEd Font ent
data.decrypted b &aid &ecr%%%ign neans onto sq%d gﬁgondary recordi ng
medi um |deﬁﬂa?]f%$ GeHEF aT | DA HeRRe T QPG MR T Y &/ ST cont ent

identifier of said, content data.fromsaid cébntent ,data in said unencrypted

state; and ident PFH@ro3Tankhiisaton TORTBIYS P or  requesting sai d.

conmuni cation neans to.transmf said., .
primary-recording-medium driving means for

'recording and reproducing data onto and from a primary
recording medium;

‘storage controlling means for controlling said
primary-recording-medium driving means to store content
data 1in an encrypted state and a first content
identifier generated uniquely to said content data onto
said primary recording medium;

communication means for carrying out a varilety of
data communications including transfers of content data
with said data—recofding apparétus; and

transfer management means fdr managing rights to
transfer content data and for managing transfer rights
of content data already transferred to a secondary
recording medium by using a generated table for
associating said first content identifier with a second
content 1identiflier received from said data-recording
appératus and generated by said data-recording apparatus
for said content data already transferred to said data-

recording apparatus, whereas
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second content identifier generated by said identifier generation neans to
sald data transfer apparatus. 2: A data transfer system according to claim
1 wherein said transfer management neans nanages sai d2§ Ogloba 2066 transfer
content data by managi ng the nunber of allowable 193 25 Cct ober 2005
transfers of content data to said data-recording apparatus. 3. A data
transfer systemaccording to claim1l wherein, . when a right to reproduce
content data fromsaid secondary recording nmediumis |lost for ‘said content
data recorded on said secondary recording nedium said transfer
managenment neans requests said data-recording apparatus to transmt said
second content i %]rk%iciglteé{_.r%eonreéiat ed for said content data and, after using
said table for ColTation of sald second cotit SR détSifier received from
sai d data-recordi ng appar,atus, updates said right to transfer said content
data. 4. A datactofrgnr%ﬁecrats]fﬁé’}ﬁ c dﬁr?@liréflﬂggi%thﬁijfé’rein sai d

identifier generatjon nmeans exiracts a portion of said content data froma
sanpl i ng PITRETHE BT AP O HT PESHIVGTS the FOMERM: dlatsnii Bont ent  dat a,
and. generates a second content identifier by carrying out a process using
sai d extr3Rtediper t FeMSEer RRRALA ¥ Sihsf er system according to claim 4
wherein a ‘
' : secondary-recording-medium driving means for
fecording and reproducing data onto and from said
secondary recording medium;
decryption means for decrypting eﬁcrypted content
data received from.said data transfer apparatus, putting
said content data in an unencrypted state;
recording controlling_means forrcontroiling said
secondary-recording-medium driving means to record said
encrypted conténtldata decrypted by said decryption means
onto said secondary récording medium;
identifier generation means fo; generating a second
content identifier of said content data from said content
~data in said unencrypted state; and
identifier-transmission controlling means for
requesting saiq‘communication means to. transmit said
second content identifier generated by said identifier
generation means to said data transfer apparatus.
2: A data transfer s?stem according to claim 1 wherein

said transfer management means manages said rights to

transfer content data by managing the number of allowable
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point or a plurality of points other than a start and an end of content
data are used as said sanpling points for generating a second content
identifier of said content data. A data transfer systefaobanrdifrg to claim
4 wherein: 194 25 October 2005 when said content data is received fromsaid
data transfer apparatus, said identifier generation nmeans extracts a
portion fromsaid sanpling point in said content data on a data path
‘ending with an operation to record said content data decrypted by said
decryption to said ar cordi ng_nedi um_.and _gener.ates a
second cont%n g?%%ﬁ iffgf 5§%§%§£§inéa%§t éxbroﬁﬁé S@Fﬁgr gp&%é%ﬁracted
portion; ang Hgggtconpletion of a transfer of said content data fromsaid
data transfer appa?%tus, said identifier- transm ssion controlling nmeans
requests said ,comunicati nmeans to transmt sai-d second content
identifiera%én%rﬁﬁga ﬁfaggggriﬁﬁﬁ'qqeﬁc dion ﬁiﬁh@ t ¥P8&Fd"dat a
transfer apqgratus. 7. dat a transfﬁﬁ?systenlaccording tg claim1 wherein,
n

with said, Lee®dndary=t8RbrdFRg RERFARNFST FEESPBFNgY2ESnt EACE nd@rtled on

sai d data-recording apparatus: said secondary---recordi ng-medi um dri vi ng
means repr%ﬁﬂ@@%agngg??ﬁ @?dﬂ?%ﬁ%%nb?i%@s%o?ﬁf SA1Ene"Bfersi data

recorded on said secondary recording medium, said

transfer management means requests said data-recording

apparatus to transmit said second content identifier

generated for said content data and, after using said
table for collation of said second content identifier
received from said data-recording apparatus, updates
said right to transfer said content data.

4. A data transfer system according to claim 1 wherein

said identifier generation means extracts a portion of
said content data ffom a sampling point determined on the
basis of the length of Said content data, and generates a
second content identifier by carrying out a process using
said extracted portion.
5. A data transfer system according to claim 4 wherein a
point or a plurality of points other than a start and an
end of content data are used as said sampling points for
geﬁerating a second content identifier of said content
data.

6._A data transfer system according to claim 4 wherein:
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contents recorded in said secondary recordi ng nmediumand stores said
portion in a storage neans in advance for each of said contents; when a
request for said second content identifier of one of safdcebatett s recorded
.in said secondary 195 25 COctober 2005 recording nediumis received from
said data transfer apparatus, said identifier generation neans generates
said second content identifier by carrying out a process using extracted
portion of said sanpling point already stored in said storage neans; and
said identifier-transm ssion controlling nmeans requests said conmuni cation
~means to transmt said second content identifier generated by said

identifier genesati anieanskn:sddalata Liansier -3pRaLatsl; A data
transfer system according to claim1 wherein, Wi th sald S&con ary recordi ng

medi um f of g ecar di g ANt ENtS, punted an sa sgf’endeaé qiecqrding. apparat us:

sai d secondary-recordi ng- medi um dri vi ng nean reproéﬁces a5 portion froma
sanpl i ng Qntepts ta recar ed |n saj d secondary
recor di ng&?fte |%£n%l Egg?odtoé dﬁ{itﬂf |rrgr ge&1ner<';r1rfpal P e %Id r epr oduced

ortion i rocess tq gener.ate cond ont ent |dent|f|er to be
gt or ed |ng I@% O€a€ae amaangd CF St% c{ang with an operation to

record said content data decrypted by said decryption
means onto said secondary recording medium, and generates
a second content identifier by carrying out a process
using said extracted portion; and
upon completion of a transfer of said content data
from said data transfer apparatus, séid identifier-
transmission controlling means requests said
communication means to transmit said second content
identifier generated by said identifier generation means
to said data transfer-apparatus.
7: A data traﬁsfer systemraccordihg‘to_claiﬁ 1 wherein,
with said secondary recording medium for recording
contents mounted on said data~recordiﬁg apparatus:
said secéndarymrecording—medium driving means
reproduces a portion from a sampling point in one of said
contents recorded in said secondéry.recording medium and
stores said portion in a storage means in advance for
Véach of said contents;
when a request for said second content identifier

of one of said contents recorded in said secondary
195




advance for each of said contents; and when a request for said second
content identifier of one of said contents recorded in said secondary
recording mediumis received fromsaid data transfer appetoaén2s)s 196 25
~October 2005 said identifier-transm ssion controlling nmeans requests said
comuni cation neans to transmt said second content identifier already
stored in said storage neans to said data transfer apparatus. 9. A data
transfer apparatus conprising: primary-recordi ng-nedi umdriving neans for
recordi ng and reproducing data onto-and-.froma primary recording nmedium
storage controlling neans for storing encrypted content data and first

content i deabififly Aegendl ed rLebelE! kofi0a18Casel! eRldala onto said

prlnary recordi ng nediunm conmmuni cation nmeans for cafrying.out a variety

of ' data ggggygkﬁgtlons including transfers of content data wth an

ext er nal recofdi ng apparatus and transfer management means for

managi ng rights: 1o, fyar fiecontent data and for nana%Pn% transfer rights
a2 _

of content data AT eat: vranet IFEH 10 hiPRG Fanara ai8cor di ng

r in ner, le for
appa atussQXo 8 gn@egg & ggggfigg g& g%rrylng out a process using

extracted portion of said sampling point already stored
in said storage means; and

said identifier-transmission controliing means
requests said communication means to transmit said second
content identifier generated by said identifier
generation means to said data transfer apparatusi
8: A data transfer system according to claim 1 wherein,
with said secondary recording medium for recording
contents mounted én said data-recording apparatus:

said secondary-recording-medium driving means.
reproduces a portion from.a sampling peoint in one of said
contents .data recorded in said secondary recordiﬁg'medium,

'said identifier generation means uses said
reproduced portion in a process to génerate said second
cohtent identifier to be stored in a storage means in
advaqce for each of said gqntents; and

whén a reguest for said second content identifier
of one of said contents recorded in said secondary
réédrding medium is received from said data transfer

‘apparatus,
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associating said first content identifier wwth a second content identifier
received fromsaid external data- recording apparatus and generated by said
data-recording apparatus for said content data al readg5tOctubef200fed to said
dat a-recordi ng apparatus. 197 25 Cctober 2005 10. A data transfer apparatus
according to claim9 wherein said transfer managenent nmeans nmanages said
rights to transfer content data by managing the nunber of allowable
transfers of content data to said external data-recording apparatus. 11. A
data transfer apparatus according to claim9 wherein, when a right to
reproduce content data froma secondary recording nmediumis lost for said

content data r esprsothan seidl setandant fer g Tl a0 (1 ans er

manage_mant _means requests sal d_ ext Ine ta- recor a_ppara_t us to
et T e L L
et 1o VAL 0 £ Ut SRS PR s LREBLES e 1o
o2k O DR AR S SR il o SO, LT ncludtng
_9: A data transfer apparatus comprising:
primary-recording-medium driving means for
.recording and reproducing data onto-and:from a priméry
recofding medium;
storage controlling means for storing encrypted
content data and first content identifier generatedl
inherently for the content data onto said primary -
recording medium;
communication means for éarrying.out a variety of
data communications iﬁcluding transfers of content data
with an external data—recdrding apparatus; and
transfer management means for managing rights to
transfer content data ahd for managing transfer rights of
content data already transferred to said external data—:
recording apparatus by using a generated table for
associating said first content identifier with a second
content identifier received.from sald external data- |
recording apparatus and_generated by said data-recording

apparatus for said content data already transferred to

said data—recording apparatus.
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secondary-recordi ng-nediumdriving nmeans for recording and reproducing
data onto and froma secondary recording nmediunm decryption neans for
decrypting encrypted content data received from said efCetobad20dat a
transfer apparatus, 198 25 October 2005 putting said content data in an
.unencrypted state; recording controlling nmeans for controlling said

. secondary-recordi ng-nediumdriving neans to record said encrypted content
data decrypted by said decryption neans onto said secondary recording

medi um ideﬂb[fiﬁrdﬂfﬂgr%&5%@5%5ﬁ2§ﬁ%%§a%%§ergEiggdgn%CQQgthjh%?n%gfier

fromsaid content data in sai pted sta an

identifier- m.ssjion.controlling nmeans for. requesting said .
connunicati%%ggég%s %%l?rdﬁﬁﬁ'%% i RIS | é%Q%igp%&ﬁﬁﬁafﬁﬂﬁby sai d
identifier gengratiaon neans.to said external .data transfer. apparatus. 13:
A data-reco?ﬁ?ﬁ%s gﬁpéﬁﬁqﬁ§%ﬁxﬁﬁ?ﬁ%ﬁgt§a59mq¥:ﬂ?n%ﬁiﬁ%iﬁhgapﬁﬁaﬁﬁnifier
generati on ans.extracts a ortion of said content data froma sanpling
point detef 'ﬁi&ogﬁgiﬁe%ﬁﬁgﬁ E6F He FYHRH of252i BOcSALENCET§H 2L and
generates a. _content identifier by carrying out a process using said
extract ed p%?F?Bﬁ?Cﬁﬁ§199d%@%@?%ﬁ%#ding apparatus according to claim13

11. A data transfer apparatus according to claim 9
wherein, when a right to reproduce content data from a
secondary recording medium is lost for said content data
recorded on said secondary recording medium, said
transfer management means requests said external data-
recording apparatus to transmit said second content
identifier generated for_ said content data and, after
using said table for collation of said second content
identifier received from said data-recording apparatus,
updates said right to transfer said cbntent data.
12. A data-recording apparatus comprising:

communication means for carrying out data
communications including exchanges of content déta with
an external data transfer apparatus:;

secondary-recording-medium - driving means for
recording and reproducing data onto and from a secondary
recording medium; |

decryption means for decrypting encrypted content

data received from said external data transfer apparatus,
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wherein a point or a plurality of points other than a start and an end of
~content data are used as said sanpling points for generating a content
“identifier of said content data. 15: A data-recordi ng2appabat208s accor di ng
.to claim12 199 25 Cctober 2005 wherein: when said content data is received
.fromsaid external data transfer apparatus, said identifier generation
means extracts a portion fromsaid sanpling point in said content data on
a data - path ending with an operation to record said content data
decrypted by said decryption nmeans onto said secondary recording medi um
and generates a second content identifier by carrying out.a process using
sai d extrpgtedng POLid Ofon 88 S@hda i genih fhRERLE Q&S§%éﬁhcontr0|llng
means, upon conpletion of a transfer of said content dafa from said
external ‘data transfey; 1 4 ' i.cation jreans to
transmt said seconﬁo t%ﬁﬁ&ﬁ@@é&n?&?ggﬁ?gg&%q é'grﬁdi fier

i : fer. tus, .16: A data-recordi
appar at uss SoEMEr O SO AR oA AT, GL PRSI T b ccor ding

redi um f of, o f6E08 Al SAN SIS JOUL e 9 PG Jatdsrecording  apparat us:

onto said secondary recording medium:

identifier generation means for generating a

content identifier from,said content data in said
unencrypted state; and
identifier~transmission controlling means for

requesting said communication means to transmit said
content identifier generated by said identifier
generation means to said external data transfer apparatus.
13: A data—recording’épparatus according to claim 12
wherein said identifier generation means extracts a
portion of said content déta from a sampling point
determined on the basis.of the length of said content
data, and generates a content identifier by éarrying ount
a process using said extracted portion.

-14: A data-recording apparatus according to claim 13
wherein a point or a plurality of points other than a
start and an end of contént data are used as said |

- sampling points for generating a content identifier of

-said content data.

'15: A data-recording apparatus according to claim 12
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sai d secondary-recordi ng-nmedi umdriving means reproduces a portion froma
sanpling point in one of said contents recorded in said secondary
recordi ng medi um and stores said portion in a storage2ffaaber200advance for
each of said contents; 200 25 Cctober 2005 when a request for a second
content identifier of one of said contents recorded in said secondary
recording nmediumis received fromsaid external data transfer apparatus,
said identifier generation neans generates said second content- identifier
by carrying out a process using said extracted portion of sanpling point
already stored in said storage neans; and said identifier-transm ssion

controlli S uests said ¢ i cati on nean o transmt said

second _cgﬁ g%?Hfdgﬁéﬁf?%%aggﬁggngggggaséfdr?ﬂﬁﬁY?éit?omg%%b?ation neans
to said dat% tragsfe£ aggara us. 17. A data-recording apparatus according
to clai m I3 ®WharefA-2 Wt APE5FE 8BRBRALNS recordi ng nedium for recording

contents nounted on. sajd data-recording apparatus: said ]
secondary-recouﬁQﬁﬁrﬁAﬁQHﬁﬁﬁ?RHQﬁP?ﬁ%ﬁ%Pnﬁ%ﬁ?ﬁﬁ&@é?%?ﬁﬁn%iHﬂ¥W¥¥M1a

sanpling point in one of said contents data recorded in said secondary
recor di ng rom said sampling point in said content data on a data

path ending with an operation to record said content data
decrypted by said decryption means onto said secondary
'recording medium, and generates a second cdntent
identifier by carrying out -a process using said extracted
portion; and
said identifier-transmission controlling means,
upon completion of a transfer of said content data from
said external data transfer apparatﬁs, requests said
communication means to transmit said second content
~ldentifier generated by said identifier generation means
to said data transfer‘appératus.
i6: 2 détajrecording apparatus according to claim 12
.wherein, with said secoﬁdary recording medium for
réecording contents mounted-on said data-recording
‘apparatus:
| said secondary-recording-medium driving means
reproduces a portion from a sampling point in one of said
' contents recorded in said secondary recording medium and
sfores said portion in a storage means in advance for

each of said contents;
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medi um said identifier generation neans uses said reproduced portion in a
process to generate a second content identifier to be stored in a storage
means in advance for each of said contents; and 201 2325Q0stabbe002005 when a
request for said second content identifier - of one of said contents
recorded in said secondary recording nediumis received fromsaid externa
data transfer apparatus, said identifier-transm ssion controlling neans
requests said comruni cation nmeans to transmt said second content

| denti i eral reagyen! of ol Sal fos! Of At odiPalSn L & 2al Aot @ LLansf er

apparatus. 18. A data managenent nethod for nanaging transfer  rights of

encrypted CQHé'emofdat@ad{c?COEQﬁQaHEaa p_,reicrg}rdyéd rec&rd%ﬁggm%ie%@ntd%r‘& t he

secondary recording nmedi um sali at a managenment  ne conprisin

steps of - MROAGLAGG! HUALP L5anslels 58l d Son edl data by, assogiating

said content data Irst contén descriptor ener

content data; I transfer rights of content data already
transferredgf%ggg?gagggéﬁ%%?é'recording medi um by using a generated table-

for associating g.firsfagontent, 1geptifier, wih a second content
identifier receive
second content identifier by carrying out a process using
said extracted portion of sampling point élready stored
in said storage means; and
said identifier-transmission controlling means
requests said communication means to transmit said second
content identifier generated by said identifier

- generation means to said data transfer apparatus.

17. A data-recording apparatus according to claim 12
wherein, with said secondary recording medium for
recording contenté mounted on said data-reéording
apparatus:

said secondary-recording-medium driving- means

reproduces a portion from a sampling point in one of said

contents data recorded  in said secondary recording
medium; |

said identifier generation means uses said

: reﬁroduced portion in a process to generate a second

content identifier to be stored in a storage means in

‘advance for each of said contents; and

201




froma secondary recording-nmedi um apparatus and generated by said
secondary recordi ng-nedi um apparatus for said content data already
transferred to said .secondary recordi ng-nmedi um appar 26 @stob&P00A dat a
managenment net hod according to claim 18 202 25 Cctober 2005 whereby said
rights to transfer content data are managed by managi ng the nunber of
all owabl e transfers of content data to said secondary recordi ng nedi um
20. A data managenent method according to claim 18 whereby, when a right

to reproduce conigsh dalieduam 88bd ssacondatynd eehdbhg Tedinimes,) ost for
d medi um a

said content .data recorded on said secondary recording

secondary-r ggor iag-diedidymAPRBHRLE seMPLOYERGgsal d - aacondary.esor di ng

mediumis requested to transmt sa second content entifier génerated

for said copLegta; fal adiidm aiLer sal o dableds used 1Qr gollation.of said

..second content i1dentifier received om sai d séecondary-""recordi ng- medi um

ot obor 2008 IR FACIP PR AT anar er system provi ded by the. present
invention is Capggig Ofi§3§¥§%£é¥Lﬁ¥§)§Hi§@ﬂﬁgen%g%t%%lling means
reguests said communication means to transmit said
second content identifier already stored in said storage
means to said data transfer apparatus.
18. A data management method for managing transfer
:ights of encrypted content data recorded on a primary
recording medium to a secondary recording medium, said
data management method comprising the steps of:
managing rights to transfer said content data by
associating sald content data with a first content
descriptor generated for said content data; and
managing transfer rights of content data already
transferred to said secondary recording medium by using
a generated table for associating a first content
identifier with a second content identifier received
from a secondary recording-medium  apparatus and
generated by saild secondary recording-medium apparatus
fof sald content data already transferred to said
 secondary recording-medium apparatus.

19. A data management method according to c¢laim 18
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content transfers with a high degree of efficiency. In a data transfer
apparatus enploying a prinmary recording medium rights to transfer
contents stored in a primary recordi ng nedi um are nman&géhtobarid®osr ansf er
rights of contents already transferred toa secondary recording nedium
enpl oyed in a data-recordi ng apparatus are managed by using a generated
table for associating first content identifiers each generated by the data
transfer apparatus for a content stored-in the primary recordi ng nmedi um

with a secgﬂgrggptegadlgeahtglee heGg %e@ %ﬁ%thed%%%aaﬁgf%%Le Content

apparatus and generated by the data-recording apparatus

uhi o has abgeadaheen chEANhELsedl 41l daLauecardg APRarAL Thus,

even if the secon recor |ng medi um cannot” bé use recor(f ng a

second Cont89£?legnéé{&eéeég%d$%fOP&@@Ed%&%nmeﬁﬁ nent 1D (a second

content identi generate a con can be used for identifying
ot ont by SR Talal | IR aRan kRl e SERERY. N oy Col, S
- recording nﬁgeygﬁyzoﬁﬂmﬂl a right to reproduce content data from
said secondary recording medium is lost for said content
data recorded on said seconda;y recordihg medium, a
secondary-recording-medium  apparatus employing said
secondary recording medium is requested to transmit said
-second content identifier generated for said content
- data and, after said table is used for collation of said
- second content identifier received from said secondary-

' recording-medium apparatus, sald right to transfer said

content data is updated.

203






