SYSTEMS AND METHODS FOR ADDED AUTHENTI CATI ON I N DI STRI BUTED NETWORK

DELI VERED HALF- DUPLEX COVMUNI CATI ONS RELATED APPLI CATI ON Thi s application
clainms the benefit of U S. 5 Provisional Application No. 60/523466 fil ed
Novenber 19, 2003. TECHN CAL FI ELD The patent application rel ates
generally to systens and nethods for half-duplex comruni cations over

w reless networks, such as Push-to-Tal kTM over Cellular (PoC). 10
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in a hal f-duplex manner, nuch |ike wal ki e-tal kies, but 15 over a network.

Referring to Figure 1, t her e I s-Shawn a sanventiqpal  PoC architecture
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conponents of the PoC architecture are |located within the carrier's
network or a directly related thFEcgNgamny Do ce provider. A PoC client

25 device 101 is shown accessing a carrier network 100 for hal f- duplex
comuni cation through w reless access network 103. Wthin the carrier

network 100, ther &% RAGPY | 3P0t 409" SRARLEF PRESIFUN itohS BTt P e
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devi ce, authenticating and authorising PoC users, and charge reporting.
The carneewométmomkMéi§asmw§hrmytﬁmﬁk“’over Cellular (PoC).

10 DESCRIPTICN OF THE RELATED ART

Network delivered half-duplex communications, such as
those provided by PoC architectures for example, provide
wireless devices with the ability to communicate with each
other in a half-duplex manner, much like walkie-talkies, but

15 over a network.

Referring to Figure 1, there is shown a conventional
PoC architecture defined by 3GPP standards bodies for
implementing half~duplex communicaticns. The specification under
development from the Open Mobile Alliance™ is: OMA-AD PoC-V1 0-
20 20031017-D and OMA-AD PoC~V1 0-20041005-D. Both of these
specifications are incorporated herein by reference in their
entirety. 1In the conventional architecture, the components of
the PoC architecture are located within the carrier’s network or
a directly related third-party service provider. A PoC client
25 device 101 is shown accessing a carrier network 100 for half-
duplex communication through wireless access network 103. Within
the carrier network 100, there is a SIP/IP Core 102. Some of the
functions of the SIP/IP Core include routing the SIP signalling

between the PoC client device, authenticating and authorising PoC



and List Managenent Server (GLM5) 104, PoC server 106 and presence server
108. The G.MS server 104 manages groups, contact |ists and access lists.
The PoC server 106 functions include, 5 anobng other things, SIP and group
session handling, policy control for access to groups, group session
control, and access control. The presence server 108 nmanages presence
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chat sessh9Resl I S orted. These requirenments nean that t 11
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comonplragencesdsuvMaRY . I n a first aspect, there is provided a nethod
conprising: a wireless user device interacting with a private
authentication elenent to obtain identities of private user devices; the

wirel ess user deVfca8"88RditRg fd dregudst itno theCHDR 3 tanaier hal f - dupl ex

I oc esst gigi , 5t r irdentd fyin t least one invitee private
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user dt%vg cpecécthe CHDP 2
element through the network’s POC server 106, the

network’s SIP/IP core 102 or the network’s GLMS 1064. The
conventional architecture is network operator centric, where a

15 single operator or carrier runs all necessary components to
make the solution function. All identities used for
conversations and group chats are publicly available to other
PoC users through the Carrier’s Group and List Management
Server (GLMS) 104. Requests for conversations and group chats

20 are made to the carrier’s SIP Core 102 using only SIP
identities. The ability for latecomers to join a chat session
1s also supported. These requirements mean that the ability to
Create PoC sessions is not very private and eavesdropping could

become commonplace.,
25 SUMMARY

In a first aspect, there is provided a method
comprising: a wireless user device interacting with a private
authentication element to obtain identities of private user
devices; the wireless user device sending a request to a CHDP

30  (carrier half-duplex processing element), the regquest

identifying at least one invitee private user device; the CHDP



sending a request for authentication of the at |east one invitee private
user device to the private authentication elenent; the private

aut hentication el enment authenticating the at |east one invitee private user
devi ce and sending an 5 authentication response to the CHDP indicating

whet her or not the at |east one invitee private user device is

aut henticated; the CHDP sending invitations to authenticated invitee
private ses@indew Gespand receialitngraceentiances? ridjeectti onsastanche he CHDP
setting up a hal f-dupl ex conmuni cati ons session for 10 authentjcated users
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comuni cation identifying at |least one invitee private user device to a
CHDP, the request rihndi galdond tzeddhe ,ChHibR H0 iperfermdaan hentécaddon of 30

the at |l east one invitee private user device with the private |, .
aut hent i carpohséneredt Private authentication element interacting with a
wireless user device to establish private identities of private
user devices; the private authentication element receiving a
15 request for authentication of the private identities from a
carrier half-duplex processing element associated with a
requested half-duplex communications session; the private
authentication element authenticating the private identities;
and the private authentication element sending an
20 authentication response to the carrier half-duplex processing

element indicating whether or not the private identities are

authenticated.

In a third aspect, there is provided a method in a
wireless user device comprising: the wireless user device
2% interacting with a private authentication element o obtain
private identities of private user devices; and the wireless
user device sending a request for half-duplex communication
identifying at least one invitee private user device to & CHDP,
the request indicating to the CHDP to perform authentication of
30 the at least one invitee private user device with the private

authentication element.



3 1In a fourth aspect, there is provided a carrier half- duplex processing
el enent (CHDP) conprising: a first input for receiving requests froma
client device for half-duplex conmunications session with at | east one
private user device in 5 response to which the CHDP generates an

aut hentication request for authentication of private identities of private

user devices; an odtpdt fHoor Sendimect hetlast benti sabk9nclequest 1o a half
private auphent i¢atlqn;glemsnt: a SFC nd input for receiving an -
aut henti cation response from t"heéﬁpr P fRReRt $tagion 10 reltenentyt and
wher ei n FRCEAELlBYentqgokssuceessf W QAuthantigcation, _the Lnvites the
private Eéﬁﬁmg?&%es to Ear ticipate in thedl a+$-%5|§§lgg%ﬂﬁéati ons
sessign and sets“up°d°haFFsdapl & thcemiizcat ians sesshop hebwean . deyi Ges
that accepspohseardi hhhcaspgst re is provided a systemfor 15

aut henti cat i n‘%F private Users f?ggggg%Pie\?thg%&W\/cﬁhkt%féﬁlcé‘émﬂuctbqgest

i nstant COMmMiNFeattopst bveros paivkee nekwork; dhe ¢ ﬁ_ylsi‘?g{{gou é%Si ng: a
carrier @&ocess %%Sﬂ?@é nfopf%\jgured to receive a reques fo n i nstant
communi cations session fro % P@Il@gsLtl@eﬁﬂd@mmcta’,camic&ertde@mest to a
aut hent iRitiadre reeduestt iofa@io20: 1 g80LELY,0f LAt least one private invitee

i vat e aut hent i catitbnae{sgﬁé)ﬁ e YedP Ak g $RA T8 omn f or

user deyj tQ.a pr
the i net e Rl Eh eGP rses of omnt ohé heratateasticoee drdmatg, invitee
used ddeeilemeinf: ;an raut pentd cati on i s response received fromthe private
authentication el ement, and to g%%e up’$'He 25 Frstantedmaumitcattans isessi on

bet ween “t'fie WFeliays teser haeviae awnd: ddie @, ] gast . gne_ private invitee user
devi ce; hg@g_guglii yate authentication el enent %%%fF(gug%%ttlglé’Ett&bP%ﬁ%

aut henti cated * i dantPPME8 168 TheinFatse asiem devd cest s t@prgcggygﬁgbglex

aut hent teahuoncsequast sEsamthggarrier, processing el ement, to 3
authenticate the identities andegcg[eseélnéiegfl%&ea%ttﬁ@% i 2aETBh-

In a fifth aspect, there is provided a system for
15 authenticating private users from a private network when
conducting instant communications over a carrier network, the
systém comprising: a carrier processing element configured to
récelve a request for an instant communications session from a
wireless user device, to send an authentication request of an
20  identity of at least one private invitee user device to a
private authentication element, to send an invitation for the
instant Communications session to the at least one private
lnvitee user device if an authentication is response received
from the private authentication element, and to set up the
25 instant communications session between the wireless user device
and the at least one private invitee user device; and a private
authentication element configured to establish authenticated
identities of private user devices, to receive the
authentication request from the carrier processing element, to
30  authenticate the identities and to send the authentication'
response back to the carrier Processing element indicating

whether or not the identities are duthenticated



response back to the carrier processing elenent indicating whether or not
the identities are authenticated. 4 In an enbodi nent, a PoC sol ution

provi des a corporate authentication service that proxies both GLM5 and PoC
Server requests to ensure that a corporation authenticates all
participants in a PoC Session. This authentication ensures 5 that all PoC
users have been authenticated by the corporation and creates private and
aut henti cated PoC Bessi omsbodihmandt her Pe@bedinbabp arnetiesk acemrrcy aReC

Server ext.ends. functionali ncl ude, an ap n a Thi s
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via a netewikseenid i enshMS epapoaesbrpbihtadn authentieatieen aaanmponent or
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POCl%er&i&% &%M%onent via a network-centric GLMS component with an
authentication component or directly to the corporate-based

GLMS.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments will now be described in greater detail

15 with reference to the accompanying diagrams, in which:

Figure 1 is a block diagram of a conventional PoC
architecture defined within the 3GPP standards bodies for

implementing PoC;

Figure 2 is a block diagram of a general architecture

20 for preoviding authentication of half-duplex users;

Figure 3 is a flowchart showing a method of

authenticating half-duplex communication users;

Figure 4 is & block diagram of a first proxy system

used in conjunction with a carrier-based Pol service;

25 Figure 5 is a flowchart of a methoed of authenticating

PoC users within a PoC architecture;

Figure 6 is a block diagram of a second proxy system

used in conjunction with a carrier-based PoC service; and



5 Figure 7 is a block diagramof a third proxy system used in conjunction
wWith a carrier-based PoC service. DETAI LED DESCRI PTI ON OF THE DRAW NGS |t
woul d be advant ageous to have authentication for 5 half-duplex
comuni cati ons services such as PoC provided to corporate users. The
current architectures for half-duplex comrunication over wreless

net wor ks, such as PoC, do not., address the corporate requirenent for
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GLM5. 20 Figure 2 shows a general architecture for éhentl tlng
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processing elenent) 212 generally representing any el enent(s)w thin the
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hal f - dupl ex nlcatlons private. network 2
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network 2@¢sksonprisvahe’as wdd)e csense dhadcd tam@qemﬂ@épébeg@anpéol of a
different party than the carrier network 30 200. The private network 201

includes a private authenticatiaon
In some settings it would be advantageous toc be able

to limit a half-duplex conversation to employees of a specific
company or individuals that are part of a specific deal being
formed. By authenticating the user who initiates the

15 conversation and each invitee, all participants in the
conversation can be confident that when a user says he or she
is ‘Person X’, they are truly ‘Person X’ as confirmed by some
authority, such as a corporate Security Identity Name Server or

an authenticated corporate GLMS.

20 Figure 2 shows a general architecture for
authenticating half-duplex users. A carrier network 200 is
shown. The carrier network has wireless access network element
210 and CHDP (carrier half-duplex processing element) 212
generally representing any element(s)within the carrier network

25 that participates in the delivery of network provided half-
duplex communications. Also shown is a private network 201
that might be operated by a private organization for example.
The private network 201 is “private” in the sense that it is
under the control of a different party than the carrier network

30 200. The private network 201 includes a private authentication

element 202 that authenticates users from the private network



el ement 202 that authenticates users fromthe private network 6 201 for
participation in half-duplex conmunications. The private authentication
element is one or nore of hardware and software that can be added to a
di stinct conmponent or a standard conponent. In sone enbodi nments the
private 5 authentication elenment sits on a secure identity server such as
a GLMs. For illustration purposes the private authentication elenent 202
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are provigegs$or t hen pEdNat &nbai {medubl exeWokel,e8s Heehet@iceas 204 yndrie
CHDP 212 in co- operation with the private authentication el ement 202 as
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wrel.ess devi oM T S d e Wi el £nah] gd
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Assi st antss) 3 @wb@eddibarvitlandsel syeén sonetenbedirsents, a given wrel ess
user device is equipped to function in nultiple nodes of operation. In

some A set of regular half-duplex wireless user devices

(UD) is indicated at 206. A “regular half-duplex wireless user
device” is a device equipped to function as a regular half-

15 duplex client. Half-duplex functionality is provided to these
clients in a normal manner by the CHDP 212. Alsoc shown is a
set of private half-duplex wireless user devices 204 associated
with the private network 201. A private half-duplex device is
a device equipped to function as a private half-duplex client.

20 Half-duplex communications are provided to the private half-
duplex wireless user devices 204 by the CHDP 212 in co-
operation with the private authentication element 202 as
detailed below. Examples of wireless user devices include
hand-held wireless devices, wireless enabled laptop computers,

25 wireless enabled desktop computers, Smartphones, wireless
enabled PDAs (Persconal Digital Assistants), and cellular

handsets.

In some embodiments, a given wireless user device is

equipped to function in multiple modes of operation. In some
30 implementations, a given “private wireless user device” has
mode (s) of operation that allow the device to operate in a

similar manner to regular wireless user devices. A given



30 inplenentations, a given "private wirel ess user device" has node(s) of
operation that allow the device to operate in a simlar manner to regul ar
Wi rel ess user devices. A given 7 wreless user device m ght be equi pped
with both the regular half-duplex client and the private half-duplex
client <capabilities. Such a wireless user device m ght swi tch between

being a "regular wreless user .deyice" and a "priyat i rel.ess 5 user
dovi cen HyRaT oAl F§C T SOeN 5ol gfbs SouSar Yol hids SwD. Wkort Bt 11 er s
- one fafareguhpleuserandronaqf @heppiriatecusgl f-Sughea Wiriediess user device

can then initiate/participate in a_ regular half-duplex comunication that
woul d beegpdtessedepy CHDP RnwArféFHEl VARENEEY16F Bégh§ switch between

| ni tiatelpard i o pale,in,tNe 19 added aunentioalhana eglunes Of, 108 e s
hal f - dupl ex Tonmuni cat1 on d6sEFi bed bel ow y way of overview, in
oper & i amenipbevieeti pynehiaaligquestichor attrhéntbcated hadficplaex two

connunication,fronlgaﬁgrivate wi_rel ess user devicg 204, the CDHP routes an
a
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the user who initiates a half-duplex conversation and the invitees and
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e invitees froma ' lr1st 0SSi was created in

CO- aper alddel Whithdhei eat hent feati:oasebenené RO2r-Fuguee dnsmm fdaow arhart
showi ng a nethod of _ authenticating wireless user devices in half-duplex 25

conmuni &S SH R HPY he architecture shown in Figure 2. In genera
terms, the nmethod begins with a private user deciding to conduct an

~authenticated hal fpduplex, €0pan £&%1 0D, S§SS8EQPion, upon receipt of a
request for authenticated half-duplex communication from a
private wireless user device 204, the CDHP routes an

15 authentication request to the private avthentication element
202 of the private network 201. The private authentication
element 202 authenticates the user who initiates a half-duplex
conversation and the invitees and informs the CDHP of the
result. TIf authentication is successfui, the half-dupiex

20 communications is made possible. In some embodiments, a user
selects the invitees from a list of possible invitees that was

created in co-operation wifth the authentication element 202.

Figure 3 is a flow chart showing a method of

authenticating wireless user devices in half~duplex

25 communications within the architecture shown in Figure 2. In
general terms, the method begins with a private user deciding
to conduct an authenticated half-duplex communication session
using a wireless user device (Step 401). In some embodiments
this is achieved by selecting an authentication mode from a

30 wmenu presented on the wireless user device. Another option on
such a menu can include a regular half-duplex session. Once an

authenticated half-duplex session is chosen, then an invitation



using a wirel ess user device (Step 401). In sonme enbodinments this is

achi eved by sel ecting an authentication node froma 30 nenu presented on
the wirel ess user device. Another option on such a nenu can include a
regul ar hal f-dupl ex session. Once an authenticated hal f-duplex session is
chosen, then an invitation 8 is created by the wirel ess user device for
aut henticated hal f- dupl ex communi cations with a set of one or nore
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wi rel esstUSE7 teliGelCCaRd PREBFICvELe TPNTFt 68 GUESddvi GRS UL EPTH0AY . Any

type of dO amd hepiisati antABy:beakaBhearRkRd cher e It Qney@npodigrent, Step
404 involves verifying that all of the identities of the user and the

i nvi t ees? ke vhl @2 brederednifbdibi spPupedpéred hisy Piriera oy i ardl fee fo gzai Sat i on.
The priv ' [ e sen n aut henti.cation response
back,tot.€?§§ﬁ4¥§$$#€%t?ﬁ% %ﬁg?ﬂ%F %gggPr%dt #hg %ﬁﬁﬁ%ﬁ% user device and

privat e dunhdrerei asief odevi emenbhaxyet hesniadthentheawade(1Siep Ha) .ddfidde
wirel ess user. devjce and the private invitee user devices are

aut hent iCHt €di® Re"HYi tAYHoR° i $58EnfelyCeRe (EHBP £18 Whe HHY VEIRE iTVi t ee
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410). If at Step 406, it 1s determned that the wreless user device or
one of tHiel prriwalted et ety usertidevi s 0§ nbe idebheéntiiecated,tre fudwr e
signal is e W reless user ggvice throggh the carri twork. In

sone entol %!gltnettsiorb“%i He® at'thi Tect e gt riAd §tsﬁ’diﬁr?ailhecgirbg\ﬁnr ® 2 and
3, the ipdentdtdd esrinider tser B private authentication element sends
an authentication response back to the CHDP indicating whether
15 or not the wireless user device and private invitee user device
have been authenticated (Step 406). If the wireless user
device and the private invitee user devices are authenticated,
the invitation is sent by the CHDP to the private invitee user
devices to join in the half-duplex communication session (Step
20 410). 1If at Step 406, it is determined that the wireless user
device or one of the private invitee user devices is not

authenticated, a failure signal is sent to the wireless user

device through the carrier network.

In some embodiments of the architecture and method
25 shown in Figures 2 and 3, the identities of the user and
invitees sent to and from the private authentication element
202 are encrypted. Furthermore, in some embodiments, the users

are clients of more than one wireless carrier network.

In some embodiments, the verification of a group by
30 the private authentication element confirms for the invitees
that the regquest for half-duplex communication has been

authenticated for the entire group.



invitees sent to and fromthe private authentication elenent 202 are
encrypted. Furthernore, in sone enbodi nents, the users are clients of nore
than one wireless carrier network. In sone enbodi nents, the verification of
a group by 30 the private authentication elenent confirns for the invitees
that the request for half-duplex comuni cati on has been authenticated for
the entire group. 9 In the enbodi nents that follow, the private

organi sation is descrilBedhgs cabesripemdts dhe tHdweveér:: (e Jerbbalfient s
equally appLyghg;aay ;0603 $ald9n MISHNG 1 ARSI caligoliLgeliset feof

hal f - dupl ex “comruni cati ons. e 5 wreless user device in the enbodi nents
t hat fol | owemnboddesatisbeduad 1y RoQGlgl itentardevirgen ivMmytel qgerrer ahlipg to

enbodi nents are applicahle to any w reless user device and system .as
or ovi ous| y 8FNRBASCRER Shal PRAaR & CRpani s,  CEITL e P es - whi | &
hal f - dupk ex,¢eamHBECakk@n dky iRketier e b oetifen emhodinent s1akeiappl i cabl e

to instant communications generally. These may be hal f-duplex, full duplex
or text badedcrioedi ag BoPPCggldedt Weeries.s dlegitn EE1 G113 UsYr afBAC1IBENES

first enbodipent_f ot roxy-Like P rchitect ure .ysed i nj yaction
with a carr?ﬁ?-%%ggécgggﬁsé¥vﬁég.wﬁ%g&%§%435%%&?%?1%%t2%#?e%%§ag@fc§953

wi th added puéhesticat demihedt uwesht hat f -augassesapakiirlelessscarri er
network and a corporate GLMS 1.4, which is within a corporate firewall 99,
i f present. URENCWPELesyDéarr PEL T AtPdGes cRMaUPLE 16 52, PRCEEREES4, a

PoC 20 rv , e r e .P i 3 isin
connuni%gti%%hgft%ﬁ?ﬁggggéggrggg é?k%%f2§§FaI?n€5%$§§2!Q%%?qﬁﬁgggfgﬁ?g core

52 via int egdmerzbby .t hBhesrpehegsbeatrildr-duGliS 54 Wila dunteeface 62%&nd t he
W rel ess n%&¥§&§ PoC server 56

Turning to Figure 4, there is shown an illustration

of a First embodiment for a proxy-like PoC architecture used in

15 conjunction with a carrier-based PoC service. Filgure 4 shows a
PoC client device 53 with added authentication features that
accesses a wireless carrier network and a corporate GLMS 14,
which is within a corporate firewall 99, if present. The
wireless carrier includes a SIP/IP ceore 52, a GLMS 54, a PoC

20 server 56, and a Presence Server 58. The PoC client device 53
is in communication with the corporate GLMS 14 via interface
61, the SIP/IP core 52 via interface 66, the wireless carrier
GLMS 54 via interface 62 and the wireless network PoC server 56
via interface 68. The SIP/IP core 52 is in communicé%ion with

25 the PoC server 56 via interface 67 and the Presence Server 58
via interface 65. The Presence Server 58 also has interfaces
with the GLMS 54 (interface 63) and the PoC sexver 56
(interface 69). The carrier GLMS 54 communicates with the PoC
server 56 via interface 64. The corporate GLMS also has an

30 interface 70 with the PoC server 56. A wireless access network
51 is shown, through which the PoC client device accesses the
carrier network components. A WAN access network 5% is also

shown, through which the corporate GLMS 14 accesses the carrier
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via interface 68. The SIP/IP core 52 is in comunication with 25 the PoC
server 56 via interface 67 and the Presence Server 58 via interface 65.
The Presence Server 58 also has interfaces with the GLM5 54 (interface 63)
and the PoC server 56 (interface 69) . The carrier GLMS 54 conmuni cates
with the PoC server 56 via interface 64. The corporate GLMS al so has an 30

i nterfagg i W tht ﬁg%se e : N 5§ access network 81 s,

shown, through whigﬁgFﬁe bC#%I%%n? %@%?@%gggggésggetﬁgteégo i“&r et

conponertihiA AN T cass st v kd 5Pntsr Akses, shawh, akhtauglk \Waiseh ikel
nponents. In sone

cor por at; accesses.the carrier 10 network co

enbodinéﬁ%g%%nggrﬁeﬁ%igﬁﬁfi?ﬁ ?ﬁ%@gay%h??%%?uréuapea§téﬁ@&réoﬁﬁt@ﬁfaces
such as TroSe descmited ddndlbel QA standasdsarghenr gd .9 abave, such as
some formof TCP/IP or UDP/IP comunications over a data portion of a 5

car r Per Rtk sk NeEAHN -es HrRudEs Xs 1 eiT M| PHBTPRTRISVer RIPTORELP or
UDP/ | P Lyp i j t.acks enmbodi ment _shown in Figure 4 provides
CL7EToon G R R oo e e S

a corporate-base ctioning i the existing PoC
systemw thin the carrier network's domain. The corporate .0 GLMS 14 is

used for authenti &aei enbotiaterendeesit ada Paichad psEssHER. aThe corporate

GLMS 14 ] I used hy orporation  to create private authenticated
identif?égpsgggga ﬁsggrsgpgtg4 SO LAY AUt et cat el FRenekipesngan be

used wi pbousydisal ostRgnt heet cue didentidd, 4o theygengral pybl ESr%Br%Qet he 5
carrjer network directly. In sonme enbodinents this is achieve t
aut hent7eM¥i oh keyssaddiesr eutheatdsavlvircip fcart timdmen by aobher cRa€ users

lses standard | ororrabEst bl Ba N dane aiH FECEaponEnt SoLBRERT AN hose
0 di scussedréate her DMt st andreds icatenr edich@ igh@we.rdih déE Me¥porate
user. These authenticated identities can be used without
disclosing the true identity to the general public or to the
5 carrier network directly. In some embodiments this is achieved

with authentication keys and certificates, which can be seen by

other PoC users without compromising their integrity.

Preferably, the corporate GLMS 14 uses standard

interfaces to communicate with PoC components, such as those

0 discussed in the OMA standards referred to above. In this way
the corporate GLMS 14 will be able to stay in-step with ongoing
standards definitions for these interfaces. However, in some
embodiments a proprietary protocol can be used. In some
embodiments, the link between the existing PoC network

> components and the corporate GLMS 14 is through a traditional

WAN interface 59.

The corpocrate GLMS 14 makes itself known to the
existing network PoC components so that a relationship can be
established and there is an indication of what domain is

i supported by the corporate GLMS 14.
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the corporate GLMS 14 will be able to stay in-step with ongoing standards
definitions for these interfaces. However, in sone enbodinents a
proprietary protocol can be used. In sone enbodinents, the |ink between
the existing PoC network 5 conmponents and the corporate GLMS 14 is through
a traditional WAN interface 59. The corporate GLM5 14 nmakes itsel f known
to the existing network PoC conponents so that a relationship can be

established and there_.is i ndi [ et pdonmipit1s tsYpporbedaby the
corporate GLMS 14. 11“ﬁ1§%0(§esge\$e\6/¥er506516&;c%mmni cates with the cohgg%aége
e

GLMB 14 t 0 guichant itGate e riaguestiing wseredeli ¢ eu adE/ @ ViRe 27

under circunstances defined for a given  inple tLon: sone
enbodinentsnwmnﬁaﬂﬂqﬂﬁﬁﬁ(ﬁﬁ¥QﬂW%%9@F??i%ﬁég)%ﬁfggfh% géa%gsting user

devi ce having .an ress, W{ihid,a spesedigsheomphns Thibeaothemtptatison
can be trFﬂ%%%%&?ﬁ%%%%é@inv%?é%(s) having an address within a dﬁﬁggified
domai n. sThits sautchent iatiton oamdet ing goeredidyL ae f Pay* oP 8ihef i Rdircat i on

in the request. 10 Thus,. jin ecific he;carperatenCGus 14
regi sters witithe Fﬁf@%]e‘h/%(? %gﬂaalnla' t h@zl(%%?%l?grlé(lﬁ/s 54 for a specific

domai n typ%fy@ag%éﬁmbys@ﬁé ihat t sequpestagt oupsn oaddirdent WEILES Tt Rat are

within this domain space are confirmed through the private. e ol
exanpl e, userssiviitdd al@iPiaddr Byss 181 HRe S - @8571)%%%%@%&??; Cov ar e

supported by the cor.porate G§N§' | | edr, Coppany ¥t . and the corporate GLM5
address on ¥ (Ht e(?th}g rijsn% . @‘?‘ Tﬁe cor po?ate GLM5 14 is a part of an

identity and authorization process. In the conventional systen](ﬁﬂﬁ;agp
20 Server 56 assumes thes Sl Phiaempétibscareanaled. LBEPCGLESTAE BT

registers with the PoC server 56 and the carrier GLMS 54 for a

specific domain type space and users that regquest groups O

identities that are within this domain space are€ confirmed

through the private GLMS. For example, users with a SIP address

15 of SIP:USERX@companyY.NetworkZz.COM are supported by the
corporate GLMS called “CompanyY” and the corporate GLMS’

address on the Internet is X.X.X.Y.

The corporate GLMS 14 is a part of an identity and
authorization process. In the conventional system, the FoC
20 Server 56 assumes the SIFP identities are valid. SIP uses a

Uniform Resource Identifier (URI) to identify and authorize

valid mobile stations within rhe network. It is alsp been

proposed that E.164 (MS-ISDN or phone numbers) can be& used to

address and verify identity. According to one aspect, thils

2% authorization is complemented by a secondary authorization by

the corporate GLMS 14. In this role the corporate GLMS 14 acts

1ike a ‘AAA' server (Authentication, Authorization and

Accounting). This reduces some of the complications of placing

this function within the carrier network’s infrastructure

30 directly.



Uni form Resource ldentifier (URI) to identify and authorize valid nobile
stations within the network. It is also been proposed that E. 164 (Ms-1 SDN
or phone nunbers) can be 'used to address and verify identity. According
to one aspect, this 25 authorization is conplenented by a secondary

aut hori zation by the corporate G.M5 14. In this role the corporate GLM5 14

acts like a "AAA server (Authentication, Authorizatiqn and ccmhnti ng) .
This reduces sonme off WHE Kot && iFdBIGF Pl &HF thiLMMhe i ot itH h the

carrier ngEwarkes hodf IASMHIHE 3Q iHd egid Yeod2 THOI NG g 1h Higuiea o,
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user oper SP}@%“%C Géreéjg(t%{z)acr Stﬁzssesrl,ont'henlsft ﬁceheca TS arlpér olrcee%lgiea nuosrserrlg ICSP/P g
(i.e. &n acepoyenti aralr ERRER)ing BRe dretdod abagidrs whdn aleorqoriates user
having a PoC client device with added authentication features (%}bt ainin
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as requiring authentication or not. The PoClidentities requiring
aut hent i cadded anehestablkitshed fwiath relve cbdragoriate PG NBIE8t€p &03)Stem t he

hi t ect f_Fi 4, thi.s is d i face 61. Using, the PoC
ol ent dev 2k s PHES: EriiideaRe’ S0aee G SR S it A b BoC
sessipgn (REP1a084hn hAdsers eabBRdi Memls pddiisidrx: idares by pelectddig anied

authentication node froma nenu. Alternatively, it may be done by
sel ect i nRaut$rent r tagedutbenticpés oas arnvicttees . THFnE@ g0 E dad i idnteevi ce 53
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GLMS (Step 503). In the architecture of Figure 4, this 1is done
over interface 61. Using the PoC client device 53, the

15 c¢orporate user initiates an authenticated PoC session (Step
504} . In some embodiments, this is done by selecting an
authentication mode from a menu. Alternatively, it may be done
by selecting authenticated identities as invitees. The PoC
client device 53 creates a SIP invitation (Step 506). The

20 invitation will include SIP identities and authenticaticn tags
obtained from the corporate GLMS 14. The SIP/IP core 52 handles
the invitation (Stép 508). This involves some SIP processing,
picking a media or PoC server 56 and sending the invitation to
the PoC server. The PoC server 56 will validate the PoC request

25 with a GLMS component and identify the session as a regular or
authenticated session (Step 510). Based on attributes of the
PoC request, the authentication request is routed to the
corporate GLMS 14 (Step 512) by the PoC server, where the
corporate user and invitees are authenticated and the

30 invitation is secured (Step 514). 2An example of an attribute
is a security key. Examples of methods of authentication
include public key or symmetric key technclogy. Based on the

success of authentication, half-duplex communications are
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obtained fromthe corporate GLM5 14. The SIP/IP core 52 handles the
invitation (Step 508). This involves sone SIP processing, picking a nedia
or PoC server 56 and sending the invitation to the PoC server. The PoC
server 56 will validate the PoC request 25 with a GLMS conponent and
identify the session as a regular or authenticated session (Step 510).
Based on attributes of the PoC request, the authentication request is

routed to jhenccosporat enSEMxddy (SEep. 512)hebyitthel PoGdsernveng whertdetrhe r
corporate user and invitees are authenticated and the 30 invitati%

: n i
secured (Siep B1ay . anphexiahprelon %ﬁsafFF?ﬁﬁﬁéuliésas§85upﬁf§ %&y.hékiﬁﬁies
of et hods, of, AULASALLLRT] Of | CL Ugls. PUBET 6, KRY 9% 8y MIRES ieK@KLion is

t echnol ogy. Based on t success of authentication, half-duplex
communi catseamns tas et authoeézedSoepndl 6 St @pcslbhe The isegsahavedi cati ng

whet her_or not that, authentication, was, successful _is n t e PoC
server 1 hraftfgfiP et eff%c 090§Q¥Y65u?h£?iEéﬁ?sfEéopnngagsghegggkgég¥§F% t he

invitees (ep 5d8)veONcs thenknytteescharecd. aceephadhkhe iPeC iser vieri M| |
transition the connection to a nedia server to exchange voice data. |If

aut hent i cathorcdapdsate G orpoiate CEMPBEAIECatPEsPBRsESFY tthé BdC
server over . interf 70.indicati h Leat.i has, :faid ed. In
T el bt Ton o Rty ShpRUbRephteny! AR<Tas .

anot her e od pted to
authenticate new participants before they join an authenticated
hal f - dupl ex conver sati cndtiad r i smibod pregt essheFuether, oifn Fogme cerfbctinmmeift s,

a corporate identity is sent by the PoC client devjce 53 over t.
't or Pbe BERGA HeS So0r e CLVES 1457 Fi P BPoGe8s 6f bt hi gt ="

obtai’ni-ng

i dentities, ofy 5 Prival &4 £ €L ESse USehnfevEsesoandnte the iRoGrSeymeers 56 via
interface 68 wth PoC session requests. This corporate identity is

preferably encrypted using one of many avail abl e , ,
Further, in some émbodiments, a corporate identity 1is

sent by the PoC client device 53 over the interface 61 to the
corporate GLMS 14 in the process of obtaining identities of

15 private wireless user devices and to the PoC Server 56 via
interface 68 with PoC session requests. This corporate
identity is preferably encrypted using one of many available
encryption techniques including but not limited to PGP, S/MIME,
Triple DES, AES, ECC using either public keys or private

20 symmetric keys. This corporate identity field is encoded by
the PoC client device 53 such as a mobile station and can only
be decoded by the corporate GLMS component 14 as no other

entity has the necessary information.

For example across a standard Im interface between a

25 poC client device and a GLMS, the HTTP command might look like

the following:

GET http://glms.networkA.com/script?action=create list set&owne
r=sip%36ary.mousseau%40gprs.ca&lis@_displaynamez?riVate Co~

Workers HTTP/1.1

14



encryption techniques including but not limted to PGP, SIMMg, Triple
DES, AES, ECC using either public keys or private 20 symetric keys. This
corporate identity field is encoded by the PoC client device 53 such as a
nobil e station and can only be decoded by the corporate GLMS conponent 14
as no other entity has the necessary information. For exanple across a
standard Iminterface between a 25 PoC client device and a GLMS, the HITP
command Ad v ri ookl o1 kelDighet f ob¢oneng="CEJ671234",

ht Lp: 11 gl ms. network cript?agtion=create-|ist-set&wne
r =si p63Gar y.r%auﬂsn\gea%ﬁlﬁ%%(?%@é%&ﬁast di spl ayname=Pri vate Co- workers

HTTP/ 1.1 14 ssndws vaedi nny 7 (P gest o asel hdtes045674233",
real m="gl ms.rogers.ca ", nonce="dcdll b7702ee4f Ce8b1]l dOf 600bf b(?c,O%S", .
uri ="ht t p: / /AT HetRof KA EDM e Dt Sact T oficttBAf BCFFEP-§EF a2 115 ¢

&owney =si pYBGALY. ADUSSLAUIEOGDT Ss LK 5 1 5L A SPL Y R3FEFERp 1 WeRleS-Go -
respg)%nse:"e988c9991;rgy9 23456 42c£8e%200cec7$%", - P
cnonce="dcd¥8agsiyKT al 23452dd2f Ce8bl ",

opaque="12345ccddO3ebaf 9 40e4 ]’ 3 opsaut,h-int, nc=00000001
When sent diTedtT G0 ‘?%ée%:%‘grl %%51;{%4%?%2%%%%@%% 813% By the PoC client
devi ce vi a idHfIdeaacel &l {aps show 2 3y 52 @ur e0edp1 "t he command woul d be
changed in several V\_%vags t o appear

as 15 follows: GET
http:// gl ms.QRATHRM YA LorHEdt Ighabet{ bniereat 84Peét “set &

owner.=si p%3 /. S %10gprs. ca&l i st di spl aynane=
Pri 3‘:% e&pri %%-%%/’&534%#4" Co-Wrkers HITP/ 1.1
nc=00000001

When sent directly to the corporate GLMS component 14
by the PoC client device via interface 61 (as shown in Figure
4), the command would be changed in several ways to appear as

15 fellows:

GET http://glms.companyA.com/script?action=create 1ist seté&
owner=sip$3Gary.mousseau$d0gprs.caslist_ displayname=

Privatesprivate-ID="T8&%534%$#4” Co-Workers HTTP/1.1

Authorization: Digest username="u45671234",

20 realm="glms.rogers.ca",
private GLMS="glms Accounting.CompanyX.com”,
nonce="dcdllb7702ee4f0e8b11d0f600bfb0c083",
uri=”http://glms.networkA.com/script?actionxéreateﬁlisc_set
gowner=sipg3Gary.mousseau’4Ugprs.caslist displayname=Co-

25 Workers",
response="e988c992a9123456e42c8ee200cec77fE",
cnonce="dcd%9%gsjjklalz23452dd20e8b1",
opaque="12345ccdd03ebatflr0171e9517£40e41",
gop=auth-int,

30 nc=00000001

15



Aut hori zation: Digest usernane="u45671234", 20 realnr "gins.rogers.ca ",
private GLM5="gl ns_Accounti ng. ConpanyX. cont',
nonce="dcdll b7702ee4f Ce8b1l dOf 600bf bOcI3",

uri ="http://glnms. networ kKA. coni scri pt ?acti on=create-|ist-set

&owner =si p¥BGary. nousseau%dQgpr s. ca&l i st di spl aynane=Co 25 Workers",

response="e988c992a91234p6e .8ee200cec/fB" . . ,
cnonce:"dcd99agsjjkIa123455§§§$%% quaa é%w domain name glms.companya. com

opaque="12345ddddC3etiaf FUE7 redpEH 404 e raopsaulheddtly 30oner000000BEA1E5
The addition A.comi allows the HTTP

a_new,domai n name " gl ns.conmpan
request to bgg&guggdgﬁﬂﬁggplﬁhﬁoFt %ﬁnﬁﬂﬁgﬁ L g as i blighfEasegubyi ¢
| nt er net accm&%tp@b&&i@&%e&@@g%/vﬂgxynggyggégs%ﬁpday via interface 61. 5
Anot her enbodi ment invol ves extended addressing made to SIP requests that

get passed along to the PoC server 56 from the PoC client device, as in
Figure 4.°For exanpl e ®eligrt gebostigmddr dreicd werl sttaniied ddadeefategl kade

(the interfagg Q%BW@%&uéstBOthirﬁ%%l%%%é%é3ﬁﬁ? ta%b%ék%?%5§?%¥g$%9 gg:from

normal 10 i nfornmation ‘exchange sip: bo
<bob@xanpl etbegBofr oini excarek @xanplse.ior ghichag=xy.z At ledtdtiple within the

7@. exanple.o 5 1 INVITE Contact: <sip:carol @.exanple.org> From a
PoC cl i ent d%é?%‘éaﬁgsggl?haaé AT RBORFE SN&EIEdRCeddi iR ti Workaor thetween a

corporate GLMC14etberShRdi AVELAE) ORhe following would be normal

10 information exchanged:

INVITE sip:bob@example.org SIP/2.0
To: <boblexample.org>
From: <carol@example.org>;tag=xyz
Call-Id: 7@c.example.org
15 CSeq I INVITE

Contact: <sip:carol@c.example.org>

From a PoC client device 53 such as a mobile station
modified to work with a corporate GLMS 14 the SIP invitation

might look like the following:

20 INVITE sip:bob@example.org “ARZSSES9G#” SIP/2.0
To: <bobfexample.org> “JUIRT8%S!IJP"
From: <carol@example.org> "M6$SPOWES (+”;tag=xyz
Call-Id: 78c.example.org
CSeq 1 INVITE

25 Contact: <sip:carol@c.example.org>

The presence of the extended address is an indication
to the PoC Server 56 that an extended authentication is
required for this invitation. If this is the case, the PoC
Server 56 sends the encrypted identities to the corporate GLMS

30 14 via interface 70 for decryption and authentication. The SIP

16



m ght look like the follow ng: 20 | NVI TE si p: bob@xar npl e. org " ARZ$sE89@+"
SIP/2.0 To: <bob@xanple.org> "JU RT8%! I JP" From <carol @xanple. org>
"MBYSPQNE9(+";tag=xyz Call-1d: 7@. exanple.org CSeq | INVITE 25 Contact:
<si p: carol @. exanpl e. org> The presence of the extended address is an
indication to the PoC Server 56 that an extended authentication is
required for this invitation. If this is the case, the PGC Server 56 sends
the encryptRentuertiPleEePBOPRE EBRBOFAL 62ELWRES0 tP4 thica FO% SFHEE 70 for

decrypti giy aogh AUt RDLL CaEi Pfe §Q§t§l: %&@sag&eegh%@&'l%of ggponse that is

returned to the PoC server iIndicates he participants are
aut hori zetirt beipatti e pabe PnCtﬁestGNSe§S|enothﬁraﬁmbb@mﬂEﬂﬁodKMEnﬁlE{he

SIP R h d d I
sser . I ARSEE] OB PO o O oRE-GF ¥ RS Hakilef CaPE bHagie Tt A Aemont s

of arghitlectuser. except thos gbeugewﬁrgb@t@elv@ o4 neeaRiate it hase oPrichieons
can be seen ‘% the carrier network but not understood. Turning to Fi ure
6, therdq s showeRris | Straehbhectoref axseebnéopr kg s&Cchiaredtu
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simlar to t one s gure except lent 1nterface

traﬂlcbwmmdumnmmmnmmrMe GLMS 14 originates fromthe carrier
network's GLM5S 54. The only difference over the structure 15 shown in
Figure 4 is that there is no nterfa e fromthe PoC clien deV|c$,to t he

corporate GLMS 14 iere | %HFe t eFPEER ¥1 BBPUBeAt H G FErACE GV
14 and UWie.Laddaid @Mxy drchitecture used in conjunction with a

carrier-based PoC service. This embodiment is similar to the
one shown in Figure 4, except the PoC client interface traffic
sent to the corporate GLMS 14 originates from the carrier
network’s GLMS 54. The only difference over the structure

15 shown in Figure 4 is that there is no interface from the PoC
client device to the corporate GLMS 14 and there is an

interface 71 between the corporate GLMS 14 and the carrier GLMS

54.

In this illustration there are many choices for the

20 interface protocol that is used between the carrier GLMS 54 and
the corporate GLMS 14. In some embodiments, this link labelled
71 could carry standard Im traffic and Ik traffic {(where Im is
defined as a standard interface between a wireless user device
and a GLMS and standard Ik is defined as a standard interface

25 between a PoC server and a GLMS), or it could use a proprietary
protocol developed specifically to carry authentication
requests. One choice could be to mirror the interface 62
between the PoC client device 53 and the carrier GLMS 54. 1In
some embodiments, this interface 62 uses XML over HTTP, a

30 simple protocol and addressing method that could be mirrored
from the PoC client device 53 all the way to the corporate GLMS

14. 1In this way the configuration of the PoC client device 53

17



In this illustration there are many choices for the 20 interface protocol
that is used between the carrier. GLM5 54 and the corporate GLMS 14. In
sonme enbodi ments, this link labelled 71 could carry standard Imtraffic
and Ik traffic (where Imis defined as a standard interface between a

wi rel ess user device and a GLM5 and standard Ik is defined as a standard
interface ?5 between a PoC server and a GLM5), or_it coul d use

proprletaﬁ@ukﬁ6¥béﬂmﬁﬁﬁﬁﬂ%$éﬁ“§dﬁﬁ¥$(%ﬁW%dt?@c%§?§ 58?%eﬁ??@§9|8ﬁ the

requests e t i 0. 52 on PoC
client de&%@§C%3%gﬁaCﬁﬁé‘%ﬁ?ﬁ?égﬂgﬁéége {ﬁﬁéfﬁﬁﬂééﬁn%g fﬁgﬁpwg @o hﬁe

|nterfacec®2pmma§exwu»ﬁydm.HTm%mzﬁéﬁmﬁﬂewﬁ&nmw2m©c©lland addnegspﬁgldebﬁod
that could b nlrro ed fromthe PoC clijen %H§§v%%e 53 al the ﬁaﬁ to t he
cor por at e “€ guf@ 3 WY TP YOS ¢ %?p?ﬂé P8E Erfent Sevi ce
53 17500'é1|e‘ﬂ>},t@)§/e%! RRld fd efhandrs theseryord € be. | essnwer khaeededrgackhe PoC
client device 53 to ensure information is relayed to the corporate G.MS

14. For erawpleencddle RSC cliant disykee coll apbetheoRPFHaFedcasiieediing s
corporate  fiMRel4 SURRAL LS d s @ & 0 AeRoyef Ve a8 AREE! Lhe ipterrace

corporation I'nce t e dace  between t client device 53
cor por at eaGyMiet4 riad 1 cunitguie-d oty s EH&KKHTE?H A4 dsspossedl eito nake t he
interface any desirable choice other than HTTP. As discu

ed with
r ef er ence '6 CERHGRe T8, Fritvd "eorbordte TS A S $ 1 Frakd Vﬁi IWawEOlKﬁS%ﬁ to

t he cgbrlgﬁomgtg@r{hel%gyyf%fﬂﬁg¥udgyn the traffic fromthe PoC client
device 53, such as a nobile station, to the carrier GLM5 54 (interface 62)

can be used to carry the i nfor mati on needed for the corporate GLMs 14. As
di scussed with refeﬁ@n@@lﬁbﬂ@ﬁﬁﬂ%ﬁqgi¢lthﬁrﬁﬁﬁﬁf%@ HITP RB&dEPCcedi8néarry

t he encryg%ed 'dggt'%h%% a.nmbf¥§3ééﬁéfg%caég'gﬁec%§§r§értE%ﬁsfgﬁther
aut hent i cati on
(interface 62) can be used to carry the information needed for
the corporate GLMS 14. As discussed with reference to Figure
15 4, a modified HTTP header could carry the encrypted identities
to indicate to the carrier GLMS 54 that further authentication

is required.

This embodiment has the advantage that the creaticon

of groups and lists can still operate as normal. For those

20 groups and lists being created by corporate users, encrypted
private identities would also accompany the creation request.
When this does happen and private identities are present, the
carrier GLMS 54 recognizes the need for corporate~based=
authentication and uses interface 71 to acgquire that

25 auvthentication. For all those members of the group that get
approval they can be added to the group or list being created.
An authentication response is sent back to the carrier GLMS 54

via interface 7.

Turning to Figure 7, there is shown an illustration
30 o0f a third proxy architecture used in conjunction with a

carrier~based PoC service. This embodiment is similar to the
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is required. This enbodi ment has the advantage that the creation of groups
and lists can still operate as normal. For those 20 groups and lists being
created by corporate users, encrypted private identities would al so
acconpany the creation request. Wen this does happen and private
identities are present, the carrier GM 54 recogni zes the need for
corporat e-based authentication and uses interface 71 to acquire that 25
authent|ﬁax$onanﬁoseabhdthmbedeﬁbeﬁsSbﬁWDheﬂgﬁbﬁ@”Fﬁhvigeﬁi‘%ppﬁﬁval t hey

can be add dto u I e e n .aut ttﬁﬁ%ﬁ

response |§ s%ﬁg ﬂ ?ogf he %é PF§r6GgﬁBE§%E gﬁ&‘éﬁt%?#ﬁ%@‘%. urning to

Figure hethese tﬁeshompoaatelbumerauiend 30 eofnea wchik dr merarchif ect ure
used in conjunction with a carrier-based PoC service. This enbodinent is

simlar to the 18 first and second enbgﬂrnents shown

F .
The only different® FPodm EMgarament at TeRére it$ ﬁﬁ%rﬁéﬁgéﬁéFquﬂmgen

the corpof gt &, &8s 16n 254 Bheh@eaﬁ@rskeeo@merw Va6 it dihisceanbodi apat al |
traffic to the corporate %L 4 proceeds through the carrier GLM5 54

via intetfacesl b2ragdesg. fakl aﬂélﬁ]ae§tl§artopna@@ﬁ§nttﬁ@a€m%h s scamrvtigh t he

carrier o GME 54, and Lo, fhe corporstecOu 34 as indicated. In this
a I C

enbodlne&f corporate au at’i on requests are rout’ed through the
carrier GLMs 54. This requires 10 only one special |ink between the
carrier GLMsS 54 andnth@isoemboaimeﬁtNSll4cokpoaame aanﬁnnﬂu&xiomis li nk

| abel led 71 could carry standard |m¢traffic and |k %ffrc (where Imis
dof | ned TSUE SHBIER d-TTeH | ACEOBEIVEER. Gatid ereSt s el devite Gl b V6

and ok ichdefdeds s fa oL ADART B LOLERT BAE Belwaen aiify RAC el vare and a
GLNé), it coul da%se a proprietary protocol
corporate GLMS 14. In some embodiments, this link labelled 71
could carry standard Im traffic and 1k traffic (where Im is
defined as a standard interface between a wireless user device
and a GLMS and Ik is defined  as a standard interface between a
15 PoC server and a GLMS), or it could use a proprietary protocol
developed specifically to carry authentication requests. For
example the use of an Im interface to the corporate GLMS
component 14 could be achieved. The standard Im interface is
described and defined to use an XML format transmitted using
20 HTTP. 1In the discussion of Figure 4,various ways to modify the
HTTP header information so that the carrier GLMS 54 could

easily recognize and forward the encrypted identities to the

corporate GLMS 14 for further authentication were described.

In the illustration depicted in Figure 7, there are
25 many choices for the interface protocol that is used between
the carrier GLMS 54 and the corporate GLMS 14. One of these
choices could be to use the same type of interface as between
the PoC client 53 and the carrier GLMS 54. This embodiment has
the advantage of reducing the requirements for the PoC Server
30 56 as an interface to the corporate GLMS 14 is not required.

For those PoC client devices that indicate a corporate
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devel oped specifically to carry authentication requests. For exanple the
use of an Iminterface to the corporate G_LM5 conponent 14 coul d be

achi eved. The standard Iminterface is described and defined to use an XM
format transmtted using 20 HITP. In the discussion of Figure 4,various
ways to nodify the HITP header information so that the carrier GLMS 54

could easil rec n| ze forward the encrypted identities to the
corporate G n’f f?rkﬁeﬁe%ﬁcﬁrénf?%‘é‘f?Bﬁy ?evﬁﬁégﬁﬁgeﬁf'hrlc}?gckhé:he

illustrati omde:plecﬂ mmsn i HHE thet NBEEa PR or25tgaDMeCBQk§>%Sf @y dmﬁs 14
interface protocol that is used between the carrier and the
corporate G'NB thteg{ecst thesehs dhwfé‘é%s%@w{lﬂber@BQHGECt?héOsef’rletr)ﬁpéi ,ofthe
interface a P I C r
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Server 30 S56Gecdgoan iamtderthec e 1o ddier €«osporated G 14 Pscne:tllreeﬁtwdreezd.ce 50; 1
t hose PoC cl i, gnt devi ces that .indicate a corporate 19 connection, PoC

sessi on reqtiédts *8Fe G 9 d:ht%r%f‘%%és ¥ ebhEE MENSY &r‘?@ f“Héﬁllr”elté%d
on to the caprpafat @ uSeMBeld LV acﬂéﬂtﬁlfg?&&gel GHNS d1§CUSéR e tLgf QheNGR

to Figure 4, the corporate GM5 wi |l have made itself kno carrier
5 network ahgedhackl Psadetagses! d’-sied:fby e iRoC @LN$NT 4 devece iBBendiade 71,

indicate to at_t.he within the domain .su orted
by the cor po%gﬁegﬁl\/ggh%%%ms% 9 ots%r{qgf%et‘? Seihath®i 8 r @ﬁaﬁné&"? e
carrier GLMS 54 over interface 71, wll PoC invitations be extended to the

one or h@ény invitees. Thi0aFbe cableverdeser idech Bt sredt stk ble sphesent
invention are intended to be exanples only. Those of skill in the-art my

ef fect altetAffonso" nplrs %85@(161&9 &Rd BPa iAo t3 1 ¥ he PaPsecafaskill in
enbOd'nentsthéxﬁrﬁxﬁg?l@ffbeto%ﬁ%%r%%Hngﬁe%H%lﬁfgaﬂgéﬂéignaubg?ggkggklOQO

elenent sits on a server with
the particular embodlments For example, in other embodiments

the private authentication element sits on a server within the

15 carrier network.
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15 carrier network. 20 CLAIMS: 1. A nmethod conprising: a wreless user
device interacting with a private authentication elenent to obtain
identities of private user. 5 devices; the wirel ess user device sending a
request to a CHDP (carrier half-duplex processing elenent), the request

i dentifying afydeast one invitee private user device; the CHDP sending a
request for—authentication of 10 the at | east one invitee private user
device to the private authentication elenent; the private authentication
el ement authenti catihgrethedatoinpastionge invitee private user device and
sending an authentication response to the CHDP indicating whether or 15

not the at |east one,inyj ri e devi IS - tic ;.the
CHDP sendi ng i nvi tat‘-ilo‘?rlis/k ggggt hé% iggﬁgge ?L}r?\l;%?gg%ﬁrr%s%{lgﬁuge?}%gﬁLcé;s and
recei vi ng awddeept arcesdn e¢ eeheonstoandt2@nt hdeGHDR isat tifng rup zachalfexdupl ex
comuni catjons session for authenticated users that have accepted the--

i nvitati of€ViEeShe nethod of claiml further conprising the private

aut hentication elenment registering with the CHDP to 25 perform
authentication for aparti eyl assdenBingedicdhacitned 20f-schaign korherein

t he hal f-dupl ex comuni cations session is a Push-to-Tal kTM over Cel | ul ar
(PoC) ses$itdiy arrier half-duplex processing element), the reguest

identifying at least one inviitee private user device;

the CHDP? sending a regquest for authentication of
10 the at least one invitee private user device to the privéte

authentication element;

the private authentication element auvuthenticating
the at least one invitee private user device and sending an
authentication response to the CHDP indicating whether or
15 not the at least one invitee private user device 1is

authenticated;

the CHDP sending invitaticons to authenticated
invitee private user devices and receiving

acceptances/rejections; and

20 the CHDP setting up a half-duplex communications
session for authenticated users that have accepted the-

invitations.

2. The method of claim 1 further comprising the
private authentication element registering with the CHDP to

25 perform authentication for a particular domain.

3. The method of claim 1 wherein the half-duplex
communications session is a Push-to-Talk™ over Cellular

(PoC) session.
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4. The nmethod of claim 1l wherein the sending the request conprises sending
the request to a PoC server of the CHDP. 5. The nethod of claim4 wherein
the CHDP further 5 conprises a carrier GLMS (G oup List Managenent

Server). 6. The nmethod of claim1l, wherein the interacting further

conprises Wsing a carkie i.nter lary. +wly oL of claim
1 wherein ?he sendingkﬁh@egggﬁhgﬁfﬁggﬁ?bﬁ‘F&%%%ﬁ%@1%?%5“2%%%F%?Q%BGLNB as
an 10 interagdeatycoBprikesnmekhodnof ttleairmghastiersl m tthe préevate of the
authenticaéiﬁn element is a GLMS. 9. The nmethod of claim1 further

conpri sing the: wirel ess user device encrypting an identity of the at |east
15 one invitee private user device. 10. A nethod conprising: a private
authenticagion el enefhel Rkehaet blg cWatih 42 WherelieS S Hés et igevineer K o
establish private identities of private user devices; 20 the private

aut hent? catPBR- &f @feft CREEERYI A§ME (PeqUest 38r MaderEmatatTovdF) t he
private identities froma carrier half-duplex processing el enent

associ atedsw th a reguested,habk- dyplex | COmmNGal ips i%p@e%éé)@ﬁiﬂ(?ie“ o

private authentication el ement authenticating 25 the private iden
and the priwatleeauthenticati onisbementrsérdi B¢Man asadtrhentticatédaresponse
to the carrier half-duplex processing elenent indicating whether or not

the private identitigs gre,aytienthgated. 22,44, e RO O el ai m 10
wherein the interacting
authentication response uses a carrier GLMS as an

10 intermediary.

8. The method of claim 1 wherein the private

authentication element is a GLMS.

S. The method of claim 1 further comprising the
wireless user device encrypting an identity of the at least

15 one invitee private user device.
10. A method comprising:

a private authentication element interacting with
a wireless user device to establish private identities of

private user devices;

20 the private authentication element recelving a
request for authentication of the private identities from &
carrier half-duplex processing element assoclated with a

reguested half-duplex communications session;

the private authentication element authenticating

25 the private identities; and

the private authentication element sending an
authentication response to the carrier half-duplex
processing element indicating whether or not the private

identities are authenticated.
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conprises the private authentication element interacting wth the wirel ess
user device via a carrier GM. 12. The nethod of claim 10 wherein: 5 the
recei ving conprises receiving the request from a PoC server; the sending
conprises sending the authentication response to the PoC server. 13. The

met hod of aim 12 rein:,1Q the receivi,ng.conprises r.eceiving. the

r equest frﬁn’ t he P\(l)\@g%errn%}rmvi 8Qa%§rlr%i \eiro %{’I%;eléln %[ehél'ng:eenr |%§l[§: npri ses
sendi ng t heomit heat i cati ppivhespansechoithe iBoCesemeert viradihecicatdi er
GLMS. 14. The nethod, of _claim 10 wherein the private 15 authentication

el enent i YREEINES Y5reFResnBBREACEV IEFAlAPLE FEHTHET &Ohpti sing the
private authentication elenent registering with the carrier half-duplex

processi ng el enent tenperderpnadhentigat bopnker i, particul ar domain. 20
16. A private authentication elenment configured -to performthe nmethod of

claim10. 17. The authentication el ement of claim16 conprising a private
GLMB. 18. A conput ertieatapeevipdi aaAF L ECéorpGeal ingaddls eePB ¢loderet or ed

thereon far dgplemepnting the method of claim10. 19. A nethod in a

wirel ess user device conprising: 23 the wirel ess user device interacting
with a private authentication element to obtain private identities of
private user devicesthangehtengi ceinpsssaseseddinge tdendingrcantrigtpiesenfor 5

hal f - dupl erxes%oongguenlézgtégg ggngle}‘:glejr}g at | east one invitee

13. The method of claim 12 wherein:

10 the receiving comprises receiving the request from

the PoC server via a carrier GLMS; and

the sending comprises sending the authentication

response to the PoC server via the carrier GLMS.

14. The method of claim 10 wherein the private

15 authentication element is a GLMS.

i5. The method of claim 16 further comprising the
private authentication element registering with the carrier
half-duplex processing element to perform authentication for

a particular domain.

20 16, A private authentication element configured to

perform the method of claim 10.

17. The authentication element of claim 16 comprising

a private GLMS.

18. A computer readable medium with computer readable

25 code stored thereon for implementing the method of claim 10.

19, A method in a wireless user device comprising:
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private user device to a CHDP, the request indicating to the CHDP to
perform aut hentication of the at | east one invitee private user device
with the private authentication elenent. 20. The nethod of claim19
wherein interacting 10 conprises the wirel ess user device popul ating an
address book with tbrepwivaleskdeskirt desiekt dintedsotamd hei g iyat e
authentication elenent. 21. The nethod of claim 19, wherein the half-duplex
communi catfoh? af e? BbECRbhRARLEEt FORECNES 92 OLtRd B HIR 6T ed e nt 4es

wherein theeinteracti RPerCQBPLLseS LAkeracting with a private GLMS. 23. A
wi rel ess user device configured to performthe nethod of claim19. 24. The

wirel ess user device of claim19, configured 20 to operate in a private
node and a regul ar nbde.w2BelThe WBEsl €63 LgSercaevinge sofr e i 100T

configufe ). t Lyate identiti 26, A uter read e
nediungaﬁSﬁa%%H%%?%%Qr%%ﬁﬁﬁﬁ%&gg%gg g?gbé fgﬁg egﬁ 5%%&£p15%eh??%€£%he
met hod of etaratduse25d@7icA tar ai edDhal thdupkexeptodessiduy: &t enent £ £HDP)

conprisingﬁ a first input for receiving requests froma client, device for

a hal f - duptex” cotmiff tath ons - BeE16ATHPENCat tPPeast L6AE Tpritfat ¥ USEF® devi ce
| 0T esponsh e, vl ¢l L Nee HHDE 24+ 0ePREALES VAR AULRRBLIGRLION | edtiaRin{ of

authentication of private i1dentities of private user devices; an output
for sending the authentication request to a private authentication
el ement; %% second ThputetlopdretetVihy aA abekenni éateamclriesponse from

the pﬁkya%%ﬁﬁgfggg'éﬁ%'&H&gﬂgggnﬁée9ngevice populating an address
book with the private identities cbtained from the private

authentication element.

21. The method of claim 19, wherein the half-duplex

communications are Pol communications.

15 22Z. The method of claim 19, wherein the interacting

comprises interacting with a private GLMS.

23. A wireless user device configured to perform the

method of claim 19.

24. The wireless user device cof claim 19, configured

20 to operate in a private mode and a regular mode.

25. The wireless user device of c¢laim 19, configured

to encrypt the private identities.

26. A computer readable medium with computer readable

code stored thereon for implementing the method of claim 19.

25 27. A carrier half-duplex processing element (CHDP}

comprising:

a first input for receiving requests from a client
device for a half-duplex communications session with at

least one private user device in response to which the CHDP
24



wherein in the event of successful authentication, the CHDP invites the
private user devices to participate in the half-duplex conmunications
session and sets up the hal f- 10 dupl ex comuni cati ons sessi on between
devices that accept. 28. The carrier half-dupl ex processing el enment of

cl aim 27 -0y t.he_ phalf+ I i J - ' [.S: ssion
and the CH B%%%ﬁ%?sgg gtkgéﬂggﬁsgggﬁgg¥ﬁ$%%&22F§?§§éﬂh#fﬂﬁ%Yggggggcessing
el ement ofpriBattaidef8ituetherf ponprits ngea @avB,caserein the

aut henti cation request is sent by the PoC server to the private
authentication elenent via the GM. 30. T carrier half-dupl ex processing
clement of  olai m 26h M WHEFBPH ERE SIS B o RSOt s 4 rEeahved by
20 the PoG:sesveriviget hateMbic3tioA systemdf;or authenticating private
users froma private netwrk when conducting instant conmmrunications over

a carrier network, the Séstenlcongrisin%: a carrier processing el enent
configuted to recei vé S95°8% d5HBSt TPEr TS SLYIO SN E e SRl tat FohsCRessi on

froma wirelessstserofevheep i 0a88nduanattikeRticatdiamdpauestiqof  an
identity of at |east one private invitee user device to a private

authentication element, to send an invitation for the instant '
conmmuni cati ons sessiWic¥oinhénathfeayensne f3evocevatfali mutfeen ubert tevi ce

|1 20 aut hant| cgti ot £RPONSE. T 8., 38cLeRel YeA LN IS RLLVALE Lo e i

aut henti c enen and e€instant “co ni NS 5essi on
bet ween t hehaniiel £sdup Lser cdevinecandohbe saksheastnenedprd uad echdvind Be- user

devi ce;. and 5 thgﬁfrivaxe aut hentication el enent configured to establish
aut herltd c &Y FHETHTTHECRE L PR F vapas 48Br PasYEEss devices that accept.
28. The carrier half-duplex processing element of

claim 27 wherein the half-duplex communications session is a

PoC session and the CHDP comprises a Po(C server.

29, The carrier half-duplex processing element of
15 c¢laim 28 further comprising a GLMS, wherein the
authentication request is sent by the PoC server to the

private authentication element via the GLMS.

30. The carrier half-duplex processing element of
claim 29, wherein the authentication response 1is received by

20 the PoC server wvia the GLMS.

31. A system for authenticating private users frem a
private network when conducting instant communications over

a carrier network, the system comprising:

a carrier processing element configured to receive
25 a request for an instant communications session from a
wireless user device, to send an authentication reguest of
an identity of at least one private invitee user device to a
private authentication element, to send an invitation for
the instant communications session to the at least one

3¢ private invitee user device if an authentication response 1is
25



to receive the authentication request fromthe carrier processing elenent,
to authenticate identities and to send the authentication response back to
the carrier processing 10 el ement indicating whether or not the identities

are authenticated. 26
received from the private authentication element, and to set

up the instant communications session between the wireless
user device and the at least one private invitee user

device; and

S the private authentication element configured to
establish authenticated identities of private user devices,
to receilve the authentication request from the carrier
processing element, to authenticate identities and to send
the authentication response back to the carrier processing

10 element indicating whether or not the identities are

authenticated.
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