RADI O NETWORK COVMUNI CATI ON SYSTEM AND PROTOCOLUSI NG
AN AUTOVATI CREPEATER TECHNI CAL FI ELD Thi s invention
w0 edoabew74 0 a network of devi ces whi ch comuni pet/aumioii01052
each other via radio frequency. BACKGROUNDOF THE
I NVENTI ON A networ k of devices can be created by
arrangi ng a group of devices that communicate with
each other via radio frequency (RF) neans to transmt
data between the devices. Provided that each of the
devices is within the range of the maxi num
comruni cati ons range of each device, each device can
ef f ect i RABIQHIEFRWMORK € OMMUDACA THON 6YSEEM AND t he

net wor k. PROTOQOBUISING ANASTOMA THERMESATER al | be
transceivers, ie are each capable of both transmtting

and receiving. For the purpose of transferring an item
device acts predom nantly as a
TECI‘?&A&&%@%Mi | e ot her devices act predomi nantly as
fe i LVer.S t.hi t . Lver whi ch. act
This inSERLNR Btatqslo g Nt iR of Hevickd SHRER bl dymfPiedief Sagn other
viaratcﬁ@m@q@bﬁ@y,/transmtters. Those whi ch act

predom nantly as receivers will be referred to as
transcei ver/ receivers. The present invention is to be

i " point | tipoint" system as opposed to a
BACK@R&V&@O&%EIW@ whi ch conmuni cati ons occur
[ t.a tipe. In a.point to
A netfirHEUc el chithe R FE by Aeih B srniln 2L BBV Bis Hittcur
comni@iiveR iR @aéle vie? vad tadivd ey ERPY i
devices in tahe net wor k sli nﬁﬁuaene%usl yI.nE,%ﬁsrgﬂigﬁTrglt data
betweepdihetdevicesu Proyidiedtthaterdnofithatieoites jswithiratheonsige b the

.creation of a _shared network variable. This is a
MAXILN SHNENHHFREOTSIAREE i epeh devicereacheleyiapi censeffestinely

com ei@%’l{g :Q&iéﬁ g?d?ég[&g lﬁlgyigéfinQHee ng{%},’(i)ﬁ(? wants to change
In many such networks, the devices may all be transceivers, ie are each capable of
both transmitting and receiving. For the purpose of transferring an item of data, one
device acts predominantly as a transmitter while other devices act predominantly as
receivers. In this context, transceivers, which act predominantly as transmitters will
be referred to as transceiver/transmitters. Those which act predominantly as

receivers will be referred to as transceiver/receivers.

The present invention is to be used in a “point to multipoint” system as opposed to a
“point to point” system in which communications occur between only two devices at
a time. In a point to multipoint communication system, communications occur
between one device and two or more of the other devices in the network

simultaneously.

A reliable “point to multipoint” communication system allows the creation of a

shared network variable. This is a variable which is known to all of the devices in
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network variable, it nust transmt a request and be

guaranteed that all devices receive and process the
wapaned7a/ari abl e si nul taneously. |f the updateCTAUZOE/001052

be made sinultaneously, or not all other devices in

the network receive the update, then the network does

not have a shared network variable. Shared network

vari ables allow the creation of a network which has no

central_controller. Al of the essential data about
the netyeordsp dicatexampded! enadevice yrantn o goangs thejvalygelhehared

e GBS P b b 2t TR BRI 0 e
e B B 95 B 28 o

maddgiitenesutly, 8r hbealhethuardevices e tise nedvw drikadceindtite update, then
flexible, and | ess costly when conpared w th networks

the netavonkgleesamithase acharednetavorkyagiabdg.e conmuni cati on
action between each of the devices is herein referred
to as a Transaction. A Transaction occurs between a

snar NG ARBA MGk 1L 03 L IO RTREL b e

contrdlléNSAT lof eRe adseAtihAtd Gt iedop@atioh g doderol of the network is
transcei ver/receivers to the transceiver /transmtter

knowasbyweadh device iretlenamwek sohultheeousiyisThe vietd eascle¢ updated by
any QeSS e S e e R B A L 2, LD e
their ?ﬁ%ﬁa{é??&?{%&at TRis a%wé $8%bhtrol Bﬁaévi'cg@%tthzﬁ‘? Pllflt {?@W\ﬁ to be

scelver /recelrvers have success

simplif6&i Mtk f8EbRIhAd 1éds OURT witie dorApsed wath/Me@worNEhaving a
has not successfully received the data (for exanple

centrbecadsdlenf a bit error causing data corruption in one
transcei ver /receiver), then all other transceiver
/receivers nmust be inforned that not all of the other

. transcejv cei,ver . . i
A e DR TS A UG e LR 0
Tran$iREbLAAA TAdHbabiib€ bt&lrs Betweendidevice (transceiver/transmitter) which
transmits data to one or more transceiver/receivers of the data. The Transaction also
includes data sent from the transceiver/receivers to the transceiver/transmitter as

well as to each other of the transceiver/receiver devices in the network.

When transmitting to more than one transceiver/receiver simultaneously (also
known as a broadcast or multicast), it is important to know that all
transceiver/receivers have successfully received the data. If even one
transceiver/receiver has not successfully received the data (for example because of a
bit error causing data corruption in one transceiver/receiver), then all other
transceiver/receivers must be informed that not all of the other transceiver/receivers

have successfully received the data.

Such networks may use a transmission system with dominant and inferior bits. This

means that if there is a conflict, and two devices simultaneously transmit a dominant
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means that if there is a conflict, and two devices
simul taneously transmt a dom nantand inferior bit,
wo b@s/ovtten nonitoring the comuni cati on nedi unPCEATRN04/001052
device will see the transm ssion of the dom nant bit.
The device transmtting the inferior bit knows that
there has been a conflict and can take whatever action
is appropriate. For exanple, this may nean the
further tyransn ssions.

cessation of all $. In | X .
and ipsriRE, Ghan WHSDRORBORBB ihe OmmIRIcaHen st sashydeyice will

eneral . proc re is. to v ach. devi.ce trangm it .an .
see tEEREEAEEER G BanRipoBoRE TrEREY R FRHER T nifor vt
knowdth@t thEré abBeert ReoffIRVAAL fcah halte IWhGtdveRBeHbA id &ipropriate. For
devi ce nust know exactly the nunber of recelvin

examghdey ithssmay hidam thie@eseationrdd alldndtheo transmdssivast each of
them The reliable transfer of the sane piece of data
to nultiple receiving devices requires many

I trar][srri Si oqﬁt of .tge sarre.de%t a, and%ﬁ corresglondi N e i

n cogeR gt PORKORAURSRTE HHCAUPHRATA Beiifiel Prpfedure is to

.I .
have B e R gt B TR St R receipt of the

data.CDHighak ¢laé¢ teawbaeki tha tH@irﬁnﬁﬁﬁtiﬁgd@vﬁﬂe&ﬁuBEﬂh@W%&aﬂﬂbﬁ the
transmtter to obtain and store data about exactly
numbygjafreeaividigudevicesavitbostherretwerkcasphow tgiopatact each of them.

R I Y S
manfﬁmqéﬁﬁsféﬁs%‘ih@Q%egﬁ?a,%ﬁg]tahgoﬁé(%dn@l%ﬁ wianfedii of
t he I urh e

conmuni cation ne ternativ a point to

transfi$diom & b atkeonsledged 0The agpdiitivedeshantissibans the satak data to
to many recipients sinultaneously, w thout any . )
manyatecipanisogestenthesiatlgbledhandyesiglth Phitke eamaumicatian sedium. This

oL RS 5 SRR Sl BB
ece BRLIHSBSES L St T gl gl S

creatiovRUTe! sH@ed hebv etk varble) dtuhé experise of eipeussdathy vhaplexity and
two or nore devices are out of communications range of

poor gae bf trersrailaple bandwidthof dwpeemmidcatianotediemi ce has
a maximumtransmtting range (determ ned by design
factors, including but not limted to

Alternatively a point to multipoint transmission can be used to transfer data to many
recipients simultaneously, without any acknowledgement being returned. This
renders the data transfer unreliable, and the transmitter will not be able to determine
whether all of the receiving devices have successfully received the data. Unreliable

transfer of data means that a shared network variable cannot be created.

The situation is compounded when two or more devices are out of communications
range of each other. As it will be appreciated, each device has a maximum
transmitting range (determined by design factors, including but not limited to
transmit power, receiver sensitivity, antenna type, and signal processing algorithms).

Communications, and synchronising communications is made more complicated
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transmt power, receiver sensitivity, antenna type,
and signal processing algorithns). Conmunications, and
W@ R00slnom si ng conmuni cations i s nmade nore PCT/AU2004/001052
conpl i cat edwhen sone devi ces are outside the maxi num
range and therefore cannot communicate with each
other. It is an object of the present invention to
provi de a system and protocol for inproving the
conmuni cati ons between devices in an RF nul ticast
whenCsimneldeciabs afesowtyisleaitr npaxitriuanlrangy ahd therefordeunnets
whi ch are_ di sposed beyond the normal conmunications
comnuzrigatesvitbgaclopthasr e of the ot her devices in the
system SUMMARYOF THE | NVENTI ON According to a first
aspect of the present invention, there is provided in
. . ! . . Cneludi i
teis off A B¢ BRTPHRLAGERAGHTD BROVE Ay Anil irdlocol for, o
impr(ﬁ\kihﬁtthélBénﬁﬁmaﬁtiéﬁﬁb@Wemei@i@sliﬁQn@ﬁfu’iti@ﬂ;tfcbﬁﬁ‘hunications
each other by a distance greater than at |east one of
systemh partiqudapy betweermdevi icinane; dispenedrheygad, thameriaé
repeater being. located int rregli’lat t.he first and
COmMGGHIORT HREESI PBF O RS e QNS AT iERS G thp SKotem.
receiving data fromone of either the first or second
transceivers, the repeater transmts a repeater flag
SUMMUBRYIGR THRISVENSIION data received fromthe one of
either the first or second transceivers. According to
Accowlingtondirasapett of thelpregard seventiony ¢herieds provided ing radio
provi ded a connuni cations protocol for use in a,
COmNRERIGBRRN BYSHRAPERTINg AITSt GRSV ated pergng trangegiver and a

i ncludi. f ' f Iytef |

repea ¢ IHifHY Rl splitd BallEcehidh bl Pt fiafbherby a

distahdedir@ater MHardat RRGEInS bftbieird@spettiveihaitdurR tfdridinisébh@hnges,
the" second tine slot, for retransmtting the data

and the aepamitértlsing hodahed initeshediateethel fost and seqodidnigansseivers, the
third aspect of the present invention, there is

method inglad Mguperireretdhesiata Fompaneg 9@9 5 tﬁ?@m;at Pfgsegond

trans%eiei{s%}gt é{eﬁ%ﬁ%@e? ?{agg%éf%gicrgggatte; ?]tgg%ﬂdvt%nng'lsgnits the data

cond anscelvers being
receivi@PRbA 81 Jrievn Edeh td ARt dP¥ednd transceivers.

According to a second aspect of the present invention, there is provided a
communications protocol for use in a network of devices, the protocol having a
frame including a first time slot for transmitting data, a second time slot, after the
first time slot, for indicating a repeat flag, and a third time slot, after the second time

slot, for retransmitting the data transmitted in the first time slot.

According to a third aspect of the present invention, there is provided a radio
communication system including a first transceiver, a second transceiver and a
repeater, the first and second transceivers being separated from each other by a
distance greater than at least one of their respective maximum transmission ranges,
and the repeater being located intermediate the first and second transceivers,

wherein upon receiving data from one of either the first or second transceivers, in a
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di stance greater than at |east one of their respective
maxi mum transm ssi on ranges, and the repeater being
wo omanext74 nt er nedi ate the first and second PCT/AU2004/001052
transcei vers, wherein upon receiving data from one of
either the first or second transceivers, in afirst
time slot, the repeater transmts a repeater flag in a
second time slot, and then in a third tinme sl ot
transmts the data received in the first tinme slot.
first téne slodj thg repeatef ranthitaapepeatet flapén prsesand tinrvsaot, iaad, then in
_there is provided a repeater for use in a radio
a third §ime slot xaremitsthe data rreeivgidng the firsttimesigs.
transceivers, the at |east two transceivers being
separated from each other by a distance greater than
' ¢ i . NS L Lng.
Accoling B8 o e g B R kB S IRL o 1 AR Rgpeater for
use iréd rddidaToMMANidatidaGYbeat Ialidihg] dt 1eds wbatfisceivgrs) dhéat least
inafirst time slot, the repeater transmts a repeat
two tfansgeivarssbaing seppratadefremogachatier bea distaneigreaténthan at least
ird time,.slot, data received inéﬁhe first, tinme slot.

one OhEhelr FRSRECHYS HARSfHNEIRRESS, Jt Up¢;dhe rereater heing dispased

interr%%&irma}ge t #Fl@é{ét%% teardcBREAENKE eih Q{poﬁ’\st%céioh'?%{lﬁ%iriﬂ a first time

ni cati on systen1|nclud|ng at east one

slot, the a@[?@@éﬁ/&angn&s a repeadlfy in d fRohdaiae slot Sindfibnt thénddhits in a
| east one other transceiver being separated from each

third tinkeslobydaga deceiveadcio the diastcimelstot. at | east one of their
respective transmtting ranges, in use, the repeater
bei ng di sposed internediate the transcei ver and the at

Accoﬂdﬁﬁgg? Q;Iﬁtf%{ifeg% B{ ﬁg&&%&&ﬁﬁnvm&%itﬂe}&g E)é&ffla%\%ﬁ%?s’aceiver

rep ag repeater, 1n'a Seco

for usehf alfadi® Q@Ihhﬁiniﬁémﬁwiﬁeﬁllih.&l'ﬂﬁﬁn?ﬁ? le@st ot bthet transceiver and
receives fromthe repeater, in athird time slot, data

a repedter, thetransiegveradnd/therad heast phe oty tramsceiver bekig seperated from
oti}gek transceiver in.a first tine.slaqt, before the . .
each qthen Ry & FisEnse greatar bonditienst gng of thelhresppeliye Bpngmiting
rangeB! oG H{J‘l\é@%{e‘? Deir &{sﬁoééd i?{t%&ﬁqfea%x%‘?}i}%gei{v% a#& he at
in a radio conmuni catiohs systemincluding at 1€ast a

least dhd Sthelr HAMSEAVYE wh@eFLEPRrddeAAAS @i répeatil fiom the repeater, in
repeater, the first transceiver and the second

a secandatisweslote thdrangresep suspetisoyrthediastian et itoeteives fram the
a I num transm ssion range of af | east one. of

repeater?ll}xxé third time glot,scfalta that Was or?ginahy transémitteg by the at least one

other transceiver in a first time slot, before the second time slot.

According to a sixth aspect of the present invention, there is provided a method for
use in a radio communications system including at least a first transceiver, a second
transceiver and a repeater, the first transceiver and the second transceiver being
separated by a distance greater than a maximum transmission range of at least one of
the transceivers, and the repeater being disposed intermediate the first

and second transceivers, such that upon receipt of a data transmission from the first
transceiver, the repeater re-transmits the data transmission from the first transceiver,
wherein upon receipt of a data transmission from the second transceiver before the

repeater completely receives or retransmits the data transmission from the first
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the transceivers, and the repeater being di sposed
internediate the first and second transceivers, such

WO bas/oggon recei pt of a data transm ssion fronP¢havu2004/001052
first transceiver, the repeater re-transmts the data
transm ssion fromthe first transceiver, wherein upon
recei pt of a data transm ssion fromthe second
transcei ver before the repeater conpletely receives or
retransmts thechtatran&ﬁssionfromthe

transqeiyey, themepeates dransats 3 dplaaedrenseiRstfictng each gransceiver to
Cease%gqg%%%%‘;eqfa&{s%g;igg each transceiver to cease its
réspecti [

VE transinission. According to a seventh aspect
of the present invention, there is provided a radio
conmuni cations systemincluding at |east a first
Accotiding $@ eiseeenthaspectasfdhe paereoe ivaentimgd there éppaivided alredio
first transceiver and the second transcei ver bejng .
commyapetianseysien ngludmeat lgad afinst trappceiverag speand transceiver
transm ssi@n_range of at .l.east one of the .
and a,reRraEkotle fdst e ARgdls Srosl tngnsselSsbaing separated by a
distar{c%tagt‘%éﬁff‘ég 4B Bcifrin® troRRFhiS360 eh dd GHQ€4sY Bhe of SEN
th upon recei pt of a data transmnission fromthe -
transdeiivers, dricatiscrepeater beheg dspesddeinterenddiatesthietfirst dred skdond
transm ssion fromthe first transceiver, wherein upon
transqegvess pruchithat gpemn reqeipisofi asdataAransanissing frarm dhe first transceiver,

v R e S L RO BT b e
6 ¥ 8hta thAIRrhBPBAES M th8 B8HHBrandldtier BefEMHE repeater

uponitr%stﬁuctl ng each transceliver to cease its respective
complatelyseteiseoor redransmits gh¢ datnranghiskioasipent theffirkhigansceiver,
present invention, there is provided a repeater for
the repeater transpats odefgriegneres insiiusting eash Henhscdivey tatcepssdiss
st transceiver and a second transceiver, the

i
respe‘%‘Yes a8 ver and the second transceiver being

separated by a distance greater than a maxi num
transm ssion range of at |east one of the
Accoiding $6 eh edgltth aspedtsst thé peeseapirateptiohpihige i Siovsdet] a repeater
internmediate the first and second transceivers such
for usefin@ ragincorasuirgcationesysign ineluding atleast o Hesntramecdiversand a
t,ranscei ver he repeater retransnmts the data .
seconflEISSPVET dhe FIrgt i et er apdith sl spnSoapar beine separated

by a distance greater than a maximum transmission range of at least one of the
transceivers, in use, the repeater being disposed intermediate the first and second
transceivers such that upon receipt the data transmission from the first transceiver,
the repeater retransmits the data transmission from the first transceiver, wherein
upon receipt of a data transmission from the second transceiver before the repeater
completely receives or re-transmits the data transmission from the first transceiver,
the repeater transmits a data sequence instructing each transceiver to cease its

respective transmission.

According to a ninth aspect of the present invention, there is provided a transceiver
for use in a radio communication system including at least one other transceiver and

a repeater, in use, the transceiver and the at least one other transceiver are separated
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upon recei pt of a data transm ssion fromthe second
transcei ver before the repeater conpletely receives or
WO ee0snei1341i t s the data transm ssion fromthe fPCEFAU2004/001052
transcei ver, the repeater transmts a data sequence
Instructing each transceiver to cease its respective
transm ssion. According to a ninth aspect of the
present invention, there is provided a transceiver for
use in a radio comuni cati on systemincluding at | east
by a diBRineé Besattr MARGEMARIMaRtransiARSRIrefange f 48 &ast 8¢ of the
transcei ver and the at | east one other transceiver are
transeaipensaarediBye repeater detng dispaset intermediatmthiertiansceiver and the at

tranam ssion range of at |east one_ of. the

least pne,pthegitranseeiver, Sueh éhqtéﬂ:é)é} eceipt ,oﬁ@ data H@géra\ission from the at
' ] 40 Lver I t

cas 5 SHOF R O FBRLAE Ay Ao g rom he

at leabtf GHISHIh S LARsHR Q8 AAE uBbn ré@&SHt ONPe Aaltf Frahs MK HOIn the
the repeater re-transmts the data transm ssion from

transtdieerdbefbrastrapnmititrigethet deda srans tréssiam Gromp tre atdeastpineadther
the data transm ssion fromthe transceiver before

transeedy 9T HGREPOr ieg transmits adaas8gHER BSITHEERE eAeh tranpeeiver to

Qne_oft.her transceiver, the reporter, transm.ts a dat
cease SBTBHIE e EBaE g b P RZETpLbt Y Bl 3afucietrom the
repea"t@rsﬁ?ecttrbf'{é%ewe%%me%%b@ﬁ%nsﬁ%b%f&{.n, upon receipt of the
dafa sequence fromthe repeater, the transceiver wll
cease transm ssi on. BRI EF DESCRI PTI ONOF THE DRAW NGS
iqure shows one network architecture according to a

F
BRIEEI Mi%gl@%@(fi THEDRAWRNGSr esent i nvention; Figure
.2 th t Kk | | d in the. .
Figurg [SABU P 4 R QR oo DRiRE o3 Bl Gmbpgipment of the

presegg fHRnsibhyct ure according to a preferred enbodi nent of
the present invention; Figure 4 shows a repeater and
Figure@shomantheeieteosk grotooslatodal asedeinvhe lenairoandim@f tise present

) t he present invention;
invention;

Figure 3 shows a frame structure according to a preferred embodiment of the present
invention;

Figure 4 shows a repeater and two transceivers disposed in a network according to
the present invention;

Figure 5 shows a frame structure used in the configuration of Figure 4;

Figure 6 shows a preferred structure of a transceiver device used in the present
invention; and

Figure 7 shows parts of the ISO 7 layer model in which certain functions of the

transceiver device of Figure 6 are performed.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

An exemplary architecture of a network is shown in Figure 1, in which the network
10 is made up from nodes 1, 2 and 3. Nodes 1, 2 and 3 are transceiving devices and
may act as transmitters and/or receivers in a given communication Transaction. The

network 10 may communicate with other networks 20, via gateway 11.
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Figure 5 shows a frame structure used in the

configuration of Figure 4; Figure 6 shows a preferred
waraotuare of a transcei ver device used in theP@r/assni/ 001052

i nvention; and Figure 7 shows parts of the 1SO 7 |ayer

nodel in which certain functions of the transceiver

device of Figure 6 are perforned.

DETAI LEDDESCRI PTI ONOF THE PREFERRED EMBODI MENT An

exenplary architecture of a network is shown in Figure

1 in which the network 10 i s nade up from nodes 1, and

3. Nodes .1, and 3 are transcej VI vices and may
The piptocg desighoRAq BreseRr v eB RO og BRsFaran (e ISCppien 2y e model

tl
and sGEILSRHLRY, L ARANE! %&ttagfﬁs&‘;wa*ggmoﬂw
preseft ﬁ{meﬂonqgabﬂxﬁb&lfonuésg BIeEAE thaPYRAL 4 SR 1e$d£)@st§§hs@& has
the 1 SO seven | ayer sonme term o ogy Is

takenquavm thevietib np hzapea:taadn kn)j adsﬂhoﬁfﬂ eelpteant dataltrarséetsieithehbefore
present invention is connectionless, meaning that once

or after. g ngl e data transfer has taken place, there is no
expectation of additional related data transfers
either before or after. The protocol nodel of the

The p@éﬁ)%@ﬂfndd’él’@ﬂﬂi ebéntIAPEIN s HRed 3R HEYSO ¥k Tayer model
nodel and is shown in Figure 2. For applications

and isisteiwn i Feglire2e iFarap phicaiésns éatdibytedtoves kwbayelesaghagrotocol
virtual connection tq the equivalent | ayer in the
layer hanavirpakconnecian th thesepryaleat lnyeaye the etkes nadeaAs can be

v ded treats it _a data unit.
seen, BiloEE ahes B pRVEIeT BT 1Be S RbPre drdpls Rkt 3 it ana
adds fts 8t pRYto&ABntRY ﬁ{forﬁ'lﬂﬁoﬂ r(PtBCﬁélddﬂt%aHﬁ‘ 'l:fye@ Pt@@pﬂo?ocol
eit her the data, or a package provid
data umit (IIDU) dyyeither The datyer afpetckag@ﬁbb\nde@ Ibgfthﬁ @Qxbhlglhhﬁ layer.
| ayer to_which it applles(For exa SPDU i s a
The n§€‘§s‘i’fdhe ﬂ?@y is predixgdypy e layerterwhis at @Bplm (Fiee example, SPDU

is a seuib; Z[m)ﬁ? and electrical network interface in the |ISO
§§/‘8{‘ n the system of the present invention, the

physi cal |ayer refers to the

The physical layer relates to the mechanical and electrical network interface in the
ISO system. In the system of the present invention, the physical layer refers to the
hardware and firmware elements used to transmit and receive bits over the

communication medium.

In the ISO system, the link layer is used for data link control (for example, framing,
data transparency, error control). In the present invention, the link layer is used to
break bytes up into bits, bit stuffing (if required), framing, collision detection,
prioritisation, error detection, positive/negative acknowledge generation, checking,

repeating and retransmission.

The network layer in the ISO system is used for networking routing, addressing, call
set-up and clearing while in the present invention, the network layer is used for

network routing, addressing, Transaction set-up and clear.
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hardware and firmware el enents used to transmt and

receive bits over the comunication nedium In the |ISO
waeymsen774 he | ink layer is used for data |ink PONAU2d04/001052

(for exanple, fram ng, data transparency, error

control). In the present invention, the link |ayer is

used to break bytes up into bits, bit stuffing (if

required), framng, collision detection,

prioritisation, error detection, positivel/negative

acknow edge generation, checking, repeating and

retransm ssion. The network | ayer in the |SO systemis

In theJSEYsystemniiedsinipest layer isegeddanpaddp gd raesspee transier,
conneBppapRtTeglent erric sl SRR IBIREPDEET g™ Soitel e

transpdrd 'l‘%ﬁe?tlé HPt a&dd Hpth@%ﬁv@o%%eﬂt%f?%@g%%&?ﬂ%ﬁﬁbﬂ he

ransport l[ayer Is used for en nessage
transfer, connection nanagenent, error control,
fragnentation and flow control. The transport |ayer is
The sersiorylagdr imthenlSQespsterarigiped bir diplogueandrgynichvenisation control

The sessian layer in the.l SO systemi s, used for ) .
for apRlErig ehaHg® BYFEMAHSCdif e SRV SRR, T G eeent iggention.

entities but is not used in the environnent of the

present invention. The presentation |ayer is used for

The présAsdtesin Byet Rxuseddot tiahkfn syant tgotiatien) &skdhet | on
transformations in the 1SO systemwhile in the
represantatiom transfoymatioms pn g IO pystemt whie im Hee grdsemment ohthe
| ayer i.s used for ogti (Imal .encr(i/ﬁtgi on. of a‘}g licatian
preseghinyentipg, ‘i‘\@pﬂﬁeé%ﬁtﬁ AN F3XFERS PBE qrsterey erePtion pled
filig transfer, access management, docunent and

apph%%%%%ge I nt erchange, job transfer and mani pul ation

while in the environnent of the present invention, the
application |ayer supports sending and receiving
The appltaticat layer dathe ISE) spstem is ubed fardile drapisfaraadcess mapegement,

is used both in the 1SO.and the environnent. of the.
docurgepkanf MessRFR MEHFCNBRESH E\?&?f%?f anQdRyEgy %1%?{}‘3%“ ghe

envirSRfEht i)faﬂleflﬂ%géﬂtqﬂvé’ﬂtion, the application layer supports sending and

receiving application data.

Finally, the user application layer is used both in the ISO and the environment of the
present invention for whatever is needed to achieve a specified function or

behaviour.
It is predominantly in the link layer that the features of the present invention reside.

In the protocol of the present invention, use can optionally be made of a dominant
bit, and an inferior bit. If two devices simultaneously transmit a dominant and an
inferior bit, then receivers and transmitters (monitoring their own transmissions) will

detect only the dominant bit.
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behaviour. It is predomnantly in the link |layer that
the features of the present invention reside. In the
w@e@socol4 of the present invention, use can oppCDAERINY001052

be made of a dominant bit, and an inferior bit. If two
devi ces sinultaneously transmt a dom nant and an
inferior bit, then receivers and transmtters
(monitoring their own transm ssions) will detect only
the domi nant bit.Media access is obtained by a

Medih hadspid ditairtdd 15§ a RRitishrittenfirst hrormiesking tiengheldia, Aad if no
existing transmssion is detected, the transmtter

existing [ttanspyission ¢¢ deterteddthe taenwsitaywillrtay sorlairnmgedia access by

s YRS S S7B PP S et it
mhe i B8RS RIREEI SRy ARNSRS 00 SO0l i

of all dataatraffer,HREASWIET nﬁ@{tw&re?%ﬁﬁgrg@ﬁ dhel. Ah@odeslia network
continually and if they detect a Transacti on occurring

must nieyitay the rdediarcoatinually engtif theyodetecharBingactomesscurring they
. until the conpletjon of the current Tran a,ctiogw
will defesAcA HeRY H SaHR AR Gcass Unt T&hﬁ eamplstiogyofhe ghgrent
Trantiggnand the tinme difference fromthe start of one
Sfransaction to the next does not have to be an
i ntegral nunber of bit periods. In this application, a
Transaction is specifically defined as a conti nuous

Trangaetionslaref asynabrdmosisetheyranmicous avanatimewind thegtirsk diference
containing different tyges of  dat A Transactjon w ||

a.

from ghgystartpfianeal greagtianeortae ngxtdeesyant hayedp bejafeintegral number
ofbitf oli gwed by the specific data which is to be

HFAYSHi tted froma transceiver /transnitter to two or

nore transceiver/receivers. The tineslot during which

the data is transnitted is variable in |l ength, and
In thib applidetsors apbransarionsis dpecifieally definedhes k cortjnrougperiod of

. Followi ng the data transnission is a_tinmeslot during

time hyetken Yyroiite seeerabRiiimedreifsrntainmedifereniirpes etdpp. A
Transtagﬁ)lh ré\%\i/\l%% LY Qe & pe&n{bleYor HoLd Sesh BY tithe! bR A by the
specific data which is to be transmitted from a transceiver/transmitter to two or
more transceiver /receivers. The timeslot during which the data is transmitted is
variable in length, and includes a portion used as a frame check sequence. Following
the data transmission is a timeslot during which positive acknowledgement can be
transmitted by the transceiver/receivers, followed by a timeslot during which
negative acknowledgement is transmitted by the transceiver/receivers. The

structure of this frame is shown in Figure 3.

As described above, a Transaction is asynchronous and can start at any time.
However, once started, the Transaction has a time-based structure. Special markers
in the Transaction are used to show the beginning and end of the variable length data
portion. The time slots during which the positive and negative acknowledgement
are transmitted, are fixed in time. By coding and redundancy of data encoded into

these timeslots, a positive acknowledgement by one or more transceiver/receivers

10



10

15

20

25

negati ve acknow edgenent is transmtted by the
transcei ver/ receivers. The structure of this frame is
wahosnisTm Fi gure 3. As descri bed above, a Tr ans@EAUZN4/001052

i s asynchronous and can start at any time. However,

once started, the Transaction has a tinme-based

structure. Special markers in the Transaction are used

to show t he begi nning and end of the variable |ength

data portion. The tinme slots during which the positive
and aamegatiegacknewdsdgeoméredgeomnor moee transsaive/adceivers can be

fixed hn tinme. By coding and redundancy of data

convesech ol of Hredevisgeinviohvad b the Trapsnagtioniage both of the

acknowl edgenent by one or nore transceiver
aCkn?"?’ gl&e%qngg Si(’tﬁ'egative acknow edgenent by one or

nore transceiver /receivers can be conveyed. Al of

t he devices involved in the Transaction see both of
Trandcbiveagioneiveestgisting o posisivelysackhioarledge, weill transraitwesprecial

W shi ng to positively acknow edge, will transmt a
code dpsisigthe pogdivaadkngviledgeisiesiof andduing Erjregativesicknowledge
. d r.i,ng t he negative acknow edge.tinesl.ot will .
timesiil SRt vE T Ba AR £ B PO T S oLy e oF ransmmit
inferid? Btk (P donfABARY tinfeHlofHi@RrPLL&y( 1 dom nant /

erior bits are used). Simlarly, transceiver
/receivers wishing to negatively acknow edge wi ||
either transmt inferior bits (if domnant / inferior
Similaily stramsceivesdyeceiverewashiag (¢ negativelgackpowledge will either

oS 2B 6 Tt AP LB S domm
trans?ﬁ%éti&? kstex% L&%Q?Hhi’i‘fqﬁ_atﬁg ?%%ﬁ)@%khb?ﬁéﬂég ti%m-ggﬁ)t LAQUransmit a

evices noilto e tineslots they are not

specill @derd dring) the Bretdekhoyedgdectigiegloefl two acknow edge
ti mesl ots each device has detected either positive
acknow edges, negative acknow edges or both and can

t heref ore work-out. the over al cknowl edge st at.e of
The feldhAk gt e SPORISRRIa e et FEK ScengEH anFERbRgomeans that
by b R bR R eIt SN URMIGTTR, Al et Bobifve
ackndwRidges, rfegative gaknowledges or both and can therefore work-out the

overall acknowledge state of the network.

For example, the transceiver/receiver which transmits a positive acknowledge will
be able to detect some other transceiver/receiver which transmits a negative
acknowledge. For the case where dominant bits are used, the transceiver/receiver
positive acknowledging will attempt to transmit inferior bits during the negative
acknowledge timeslot but will detect dominant bits due to the other
transceiver/receiver which is simultaneously transmitting an appropriate code
during the negative acknowledge timeslot. For the case where dominant bits are not
used, the transceiver/receiver positive acknowledging will receive during the
negative acknowledge timeslot and detect any bits due to the other

transceiver/receiver which is transmitting an appropriate code during the negative

11
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acknow edge. For the case where dom nant bits are

used, the transceiver /receiver positive acknow edgi ng
wowdos/oet7venpt to transmt inferior bits duri ngpeau2004/001052

negative acknow edge tineslot but will detect dom nant

bits due to the other transceiver /receiver which is

simul taneously transmtting an appropriate code during

t he negative acknow edge tinmeslot. For the case where

m.nant b e not ed, t ei ver, /recei.yver
acknogerEs BGOSR VA ePPLEs I7ag fianigeiy R eceiver
trans,?ﬁg?,%' Vﬁ K}goa\@kggg,?e Jresl ot and detect any bits due

er transcer ver /rece|ver which is

transmttl ng an appropriate code during the
negativeacknow edge tineslot. The reverse case applies
At thd emd phthe Transadtiore all/deyiess\dsr notr lensmibiow ngny prmyiav«: OB

negataAKDe s heTME RO RIITHRY TEBEHE KoGWoP dbgReTa ere some

edge ere were, all they have to know is that
posm?%ggg@\?/ere g ar'%g’ p03|t|ve and sone negative. If there

were any negative acknow edges at all during the
Transaction, then all of the transceiver/receivers
If thetenware dnysnegativecakndindedges dthadl diatizg ﬂ&'ﬁf&msdction then all of the
Simlarly, the transceiver [transmtter knows this and
tranSC@a\rﬁrAmC@mrs kpopethis andiranrisgad the data receivgdn Similagy, the

transcreéveé"/ \&%ﬁé}n:ﬂé% %93‘&8 %gggﬁ W' | lttﬁ?fp% r%q'li’illgs Tr%Rsactlon
acknow edge onI y V\,hen. -t he data ti mesl ot has been
checked agai nst its enbedded frane check sequence and

The géneratioh®flaepasitivelackardvled gy vatl deessotgwisnUporatdceiving data, a
present in the data_ tinmeslot matches an addressing

node mlrl BEREHAt®A H%ga/ecgﬁknﬁ@f edRe erly whemw devi ce

28RS Gl EREAS A SRR e LR Rl
al Aéal\Meﬁee L1 198N §6bE 9ahe; MRl quel y addressed in
-any addressing information present in the data timeslot matches an
addressing information used by the device.
Each device transceiver generally contains at least two different types of address, as
follows:
- A Unit Address, allowing the device to be uniquely addressed in
isolation; and
- A Multicast address, allowing those devices in a network to be addressed
simultaneously for the purpose of updating shared network variables.
In addition, devices can also optionally contain:
- A Network Address, allowing physical devices to be grouped by the
logical network to which they are allocated.
Other variations are possible, but these three address types are used as the basis for

other more sophisticated addressing schemes.
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isolation; and - A Miulticast address, allow ng those
devices in a network to be addressed sinultaneously
wo evosig7pur pose of updating shared network varCEAU2®4/001052
In addition, devices can also optionally contain: - A
Net wor k Address, allow ng physical devices to be
grouped by the logical network to which they are
all ocated. Ot her variations are possible, but these
three address types are used as the basis for other
The protesseiplviobtddCiat gsheaakivre b2 nggativeadsoivledge acessfedlows. A
_involved in generation of a negative acknow edge are )
receiviBgdeVi\itranacaieerdireeaigerd avill generata adesptive ackrewledge)only if

I P R T
the e&lﬂgdag&?gaﬁ%cﬁ@kge sbR@. the enbedded frame check

sequence. ere a device deternines data tinesl ot

corruption, there is no point further exam ning any

fields inside the data tinmeslot. Acceptance of the
Wherd at deviceadeterminas data tineeslotaesngitian, theneds spinaiet further

only made .th ranscej ver /receivers if the
examyyp iawgwlg%insgf@h@?ﬁﬁtaﬁl%?sﬁ%t posi tive acknow edge are

met and if no other transceiver /receiver has
generated a negative acknow edge. This ensures that

Accepithhcd 6PMRGRItY efanshifed b Tthe tREGLISed tEHNLRHItIER £5GP9 made by
only once. For point-nultipoint nessages, this nay

the tramsoeivenAtecaiviess fabe cosdidioncier gedetayioa dfregprsidye acknowledge
i.ver, even if it ars valid and was positjve

are mlgpr: gﬁg\}j %@g}f_r trﬁ{@.c%llyg(fé%grgggq h@e&?%%teéér%‘?gﬂnve acimol'v)iedge.
This eg‘{g#%ss iy g?gf}_ thahs VAL G r%@&vws%gégg% 5%\%}{ hid8s mrgﬁ ohce. For

he sequerices descri ove can
point4f8tiphieimeasdEed et Maly Sn¥dr tHat amAe@8geis dikardlelidyy a | t
wi || "be understood that each device wll have a
transceaxénfmeaeivernevert if ihappemsg alid endndaspositively acknnwvtledged.
communi cate with other devices. The maxi mum
transmtting range is determ ned by design factors,

The abB6t Y8l belthe ggﬁeral environment in which the present invention can be
utilised. The sequences described above can only be used when each device is within
range of the other. It will be understood that each device will have a maximum
transmitting range, beyond which it cannot communicate with other devices. The
maximum transmitting range is determined by design factors, including but not
limited to transmit power, receiver sensitivity, antenna type, and signal processing
algorithms. For short range (unlicensed) devices, the range is typically from tens to,
at most, several hundred metres. In the case where one or more devices are located
beyond the maximum transmitting range of another device (ie cannot communicate
with that device directly), difficulties in implementing the above-described
procedure will be encountered. Particularly, in the case where a
transceiver/transmitter transmits data , some or all of the other
transceivers/receivers will not receive the data from that particular

transceiver /transmitter and accordingly, will make it impossible to update shared

network variables.
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l[imted to transmt power, receiver sensitivity,
antenna type, and signal processing algorithns. For
wa@besiiszange (unlicensed) devices, the range iBCT/AU2004/001052

typically fromtens to, at nost, several hundred
metres. In the case where one or nore devices are
| ocated beyond the maxi numtransmtting range of
anot her device (ie cannot comunicate with that device
directly), difficulties in inplenenting the
above-descri bed procedure will be encountered.
Particularly, in the case where a_transceiver )

In acqorelanemvithein aspeated the Rgsent inkenionythe proterol drscgibpd above

t r,anscei vers /r.ecei yvers W, |l ..not. recei.ve the dat,a from

(and 4P A O B Rl AR PR LS AP tofglow Hie
dingl . e . .

retrafZERNENTT dhta BhidedPyitds AR SinRl &2 SRRELE (2RhfGsion
rangepsfaherdevides eisbd an thd hetworkt dtel mddified pedoedl ¢y asddird

subj ect of a co-pendi ng patent application) is
conjupslddn with a gepeatexwhich is gtlacedsipughilyin e gromethistogatra of

extend the, effective tr

. deviges so as t nsm ssi.on .
devicgsithegtetiosk abd st A ERIY hepkeen deisrsdistfuitid diey pag their
noanfﬁ%ﬁ&ﬁﬁsiéh _in conjunction with a repeater which

s p aceg roughly in the geonetric centre of devices

in the network and acts as a relay between devices

di stri buted beyond their normal transm ssion range.
Figurpidgalnoavsiars exame plercomtigttphtdor ohdevigesiti and Bin danettwesk.ADevices

d Bin a nefwork, Devices A and B are separated btya -
A and|Barg seaiglabbin disfancearertGrtheneaeh Pt Repgctive ransmitting
r r : I .
rengrr TS 600 AR PS8 e I G i woud

not rdceBR thes ddtaSindakyauRNAotIand W oot tkPekebd Ws des@ieeabwas This
descri bed above. This woul d ﬁrevent the effective

would paevéntghe effactinmvpdating wba khared ndiivork variableo rldagcerdance
i nventi on howe

with {5 6e8 o Uk P8Rl enEPa DO SETBBRY SEIFELS 1A i Alaces

e QAU 83 B SRR TR 1SR ROR KBt s,
repeatdrefisiits 40 anll fe@Nalgus erandmaRtbr fbhredevicé Al & retransmit the
data such that device B will receive device A’s data.. When device B transmits its
acknowledgement, this will be received by the repeater. The repeater in turn
transmits an overall acknowledge status which will be received by both devices A
and B. Both devices then know that the information was relayed by the repeater, and
in turn accepted or rejected by all devices in range of the repeater. Devices A and B

can then proceed in the normal manner.

Of course, device B for example need not be a transceiver/receiver but may be a
transceiver/transmitter. In this case, device B will transmit information to the
network however, because device A (for example a transceiver/receiver) being out of
range of device B would not receive the transmitted data. Again, repeater device 40,
being disposed between device A and device B, will receive the data transmitted by

device B, and retransmit this data so that device A and any other devices within the
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data such that device B wll receive device A s data.
When device B transmts its acknowl edgenent, this w ||
wheoosecerd/ed by the repeater. The repeater in PCI/AU2004/001052

transmts an overall acknow edge status which will be

recei ved by both devices A and B. Both devices then

know that the information was rel ayed by the repeater,

and in turn accepted or rejected by all devices in

range of the repeater. DevicesA and B can then proceed
range af répeateyrdeaticadthwill recelvectherretransipissm. Birhdarlgxthep| e

need, not be a transceiver /receiver but may be a
acknpWiegemmenhironasia fariil lrenretcm@dﬁys&,e 1gReitesRvhichyin turn
provg{eé%we %H%&%‘[@M %gets? 0 BalELYRE P Rnever, because

evi ceA ( or exan‘pﬁ g dranscelver' Frecei ver) being

out of range of device B would not receive the

transmtted data. Again, repeater device 40, being
It willlbs pppeeribtetivthehindenactied) rapehteiedeviee B) dees hot ae&l stebe placed

. the data transm tted by device B and retransmt this
direclybetwgen fup deaiges upmapbeplaced e pny syitable pesitipmsuch that

. r. f__repeater, device. 40 will receive the
devmtregt%lgtﬁ%ﬁ%hgsrﬁeg‘ﬁ& F?ﬂ'i’%ﬁaf?‘efihe acknow edgenent from
device A will be received by the repeater, which in
turn provides an overall acknow edge status back to
In sonhewiases, B mhy beipgdssibée tmpdevicetdvilltialveisnffirient tagge to reach
.repeater device 40 does not need to be placed directly
devigsdt hpwgvensleyicei B daving a shgrtpetrpngmisgionrange tham dewice A, will
ogi tion _such.that .deyices wthin the network can he
not bRRRI K orithical i BENe RS ATt S oRBra st R lieey be
positfdNdl dloded {6 devick B iHaRlto BRI A Gn bEAGHoIBIW Brafsmissions from
however, device B, having a shorter transm ssion range
devidetBato thavh cepebtemdléticadd widclabrettien Isorepeateeibared vbiunicated
device A In this case, repeater device 40 may be
to depisgiA oned cl oser to deviceB than to deviceA in order

to allow transm ssions fromdevice Bto reach repeater
devi ce 40 which can then be repeated and conmuni cat ed

Practfc‘allg?i\f i Berfofici136 (cbRdrhdt all &e\}iéeskiﬁr’cﬁje ineb@br B the same way.
construct all devices in the network in the sane way.

This means that each device, whether it acts as a transceiver/transmitter,
transceiver/receiver or repeat device, will be constructed in the same way and can be
separately enabled to perform their desired functions. This provides significant
savings in the complexity and cost of manufacture since only one device need be

manufactured. The particular construction of a device will be described in more

detail later, with reference to Figures 6 and 7.

In use, if a device has been set as a repeater, upon receiving information in the first
frame (see Figure 3), the repeater will immediately transmit a repeat flag in a new
second time slot and then retransmit, in a new third time slot, the data received in the
first time slot. The network then operates normally as described above in that
devices being transceivers/receivers that have received the retransmitted
information will then proceed to acknowledge the successful or unsuccessful receipt

of that data as discussed above, and the repeater will issue a final overall repeat
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Thi s nmeans that each device, whether it acts as a
transceiver /transmtter, transceiver /receiver or
wo epseats7devi ce, will be constructed in the saneCTAy2@mdo1052

can be separately enabled to performtheir desired

functions. This provides significant savings in the

conpl exity and cost of manufacture since only one

devi ce need be manufactured. The parti cul ar

construction of a device will be described in nore
statusdetinform all eleviags im thenetmearkof the suegpeer filig of the repeated

use, if a device has been set as a repeater, upon
data. y gcej vi ng information in the first frane (see Figure

3), the repeater will imrediately transmt a repeat

flag in a new second tinme slot and then retransmt, in

The nfod18¢4 tgtotdtol frtnesis@howinie Kigute §.epatoreparisort Withfthedtame of
time slot. The network then operates normally as

Figurd8stearheshawsthe differérxes betwearsthsanagifiedarepeat tagrtsansaction of

/recej yers that have recej.ved e refransm tt.ed } .
Figure SrAahaei - TRHCRt e RaRTSLEn ot Fig U eélrﬁfé‘h}’n%‘e first time
sucgessf ul ! '
o P GEREELY R e Rl Rl ity ek g e,
in theOBé?Eﬂ fag'feRRBIE FRhS 5 8 sbatir@l il dlotde piroeisledrfor ke
ne

wor k "of the success or failure of the repeated

trans@iddsion dha repedit tag flagr At il tifezshet is previded invirich the data

5. A conparison with the frane of Fjgure cl I .
transggers I Bt FERAHELE DR REERERGSb LT PeRnwflipetneyy time

.transaction N e Inite it
o DRG0 GBS § PR P AONCE Rl g posie
acknGWRldgRa9M Liddntijubl iR $0t6t BAnSinitlidizea hegfivesmikhowledge.
oth™transaction frames however, in the repeat tag .

Furthetmoee, af the gepeat fag fasecdfiguiont® asl astditionplrtiwie deadne &y

the transm ssion of a repeat ta lag. A.third.tine
providegiior SRpTBVTBBEIPHiCER Hat oy B BRSPS aRgg to all

fipst time slof.| itted. An

devicgs m&f‘%éﬁ&?@ﬁés@? %Dg{:‘%{ Fefp;eﬁﬁzign provi ded cont ai ni ng

a first sub-tine slot for transmtting a positive

acknow edge and a second sub-tinme slot for
The situatistidestrilgedabeymin retataokiooheadpeaterisraomepliaated eyven further

the repeat tag frame of Figure 5, gn ,adgi tional. tine
by the fagtghatsit is possible that some deévices will begin the transmission at the
same time. When all devices are within range of each other, collisions can normally
be dealt with easily when a system of dominant and inferior bits is used. Firstly,
collisions are avoided by monitoring the transmission medium before transmitting.
This leaves a small period during which simultaneous transmission can begin. In the
event that two devices simultaneously begin transmission in this small period, there
will inevitably be a difference in the data bits being transmitted. When this difference
occurs, the device that transmits the inferior bit will detect a dominant bit due to the

other transmitter, and can then cease further transmission.

The device that detects the collision reschedules its transmission for some later time.
This time delay can be based on a small random number, optionally scaled by the

length of the message to be transmitted.
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provided for the transm ssion of a repeat status which
provi des confirmation to all devices that the
WQ 2@B8TR736I on has been repeated. The situati onPCT/AU2004/001052
descri bed above in relation to the repeater is
conplicated even further by the fact that it is
possi bl e that sone devices will begin the transm ssion
at the sanme tine. Wien all devices are within range of
each other, collisions can normally be dealt wth
easily when a system of dom nant and inferior bits is
used. Firstly, collisions are avoided hy nonitorin
In the gase (whete @ epeatdenien isnsdi Brege s amuiehtlonger delpy between a
. Leaves .a.smal L _period, during .whic Lul t aneous.
devicp FERETRLRE R aRSfieg e el R LN el WS RRTEH Sinheagpeater.
si mul taneously begin transmssion in this snall
period, there will inevitably be a difference in the
For extahplehmtith teferegice mgaisntiot Rigdre 4)itdetibe 2\ bedihe tranemitting, there
occurs, the device that transmts the inferior bit
will bgjq delggbetreen thelimgrepeter deneice 40 rereivasidgvice A’s transmission

ransmtter, and.can then cease further, .transm ssion. .
and the SE reEAnsrilS 1S BabainET0o va Heon erbyAedts Be Hting this
s SRS SRR ARS R bR T Ll BB BY AN e
a collisyori, kehich gt bteofabléat thesepestet bubrot atatwsitd Aedhigisitltion is
case where a repeat device is used, there is a nuch

addresgedyby apethey aspecterthe paesent inviengioawi tti ng and anot her
devi ce receiving that transm ssion via the repeater.
For exanple, with reference again to Figure 4, if

Specigg%’l;lkéi;(ﬁ&etgﬁgé%e 4h 2REMs! thieWhta IR GErolbives PH iBd8RLRY bit stuffing

e tine repeater evice 40 receives device

violathoms of b Alasatedingvialhtionhturingts récepeibhptldsriridicdteethat devices A
transm ssion to be received by device B. During this.
and B aredrangavitting sinpaljanssuisly. t Upes setectioy afttbisprapedtaralevice 40

vy B RSB 2R ke P o] bl Bl on Rt o
bits), WHitR Y kel the %%%fgﬁ% mgftf}tonﬁs c83RECH 18 m; yill cause

present invention. Specifially repeat’ device

devicedhAcksd Bhe bdt deteatia collisiors ahdl@gase trahdmideiodcicgofdihg to
stuffing violation or a data coding violation during
normal epllisien stetention; aridrasalittian vies adesgeibed @bope.

As for a normal collision, Devices A and B then each schedule a retransmission after
a random time delay, optionally scaled according to the message length. The
likelihood of this delay being identical for each device is very small however, should
each device again begin transmitting at the same time, the delay period is
recalculated, but this time, each device multiplies its respective delay period by two.
For each subsequent failure, the successive delay periods are doubled up to some
predetermined number of doublings. At this point, the transmission will be aborted
and optionally the operator can be notified by any suitable means. In most cases
however, the random delay period will result in a resolution to the conflicting
transmissions and the devices of the network will be able to continue transmitting in

the normal manner.
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and B are transmtting sinultaneously. Upon detection
of this, repeater device 40 deliberately begins

WO ea@s®m7r4 i ng a | ong stream of domi nant bits (POT/AU2004/001052
exanple 6 to 8 bits), which violate the normal bit
stuffing or data coding rules. This will cause devices
A and Bto both detect a collision, and cease
transm ssion according to normal collision detection
and resolution rules as described above. As for a
normal collision, DevicesA and B then each schedul e a
retransm i’Si on after a randomtinme del ay, optionally

Of caurge.dbwall o8 rgppreciatedt that ay othes sniablerforminf reitkansnpigsion delay
del ay being identical for each device is very

could thécﬁ . , .
smal T however, shoul d each device agai n begin
transmtting at the sane tine, the delay period is
recal cul ated, but this tinme, each device multiplies
As pravioudly pstusserl, pehetycaley itasibéneficial. tokonsteaetnll devices in the
subsequent failure, the successjve delay periods are
netw@gk b1 Eif sane wayonhipmeans dhatieach dwrﬁ@ew%thamuws Ags.

v s e T A B B e e
the s%x&i:et‘@@ EndeaR Be lslleﬁaﬁ‘?éi en@bfed t%git‘grc?rh tﬁe'f?dés?ﬁbgfmnctions. This

el ay peritod w resuft rnar ution'to
provixlesfsigrificarg savagihshe complexdtyt ived 68stiof esarpifatti@e since only
network will be able to continue transmtting in the
one type @hHevigameed be oanwnfestured. wi | | be appreci ated t hat
any other suitable formof re-transm ssion delay coul d
be used. As previously discussed, practically, it is

he QRIBLLELApIRGE0GA sl SRR LS ALK o
transaditter,amdea iriadpeetessor. Theanfirst tiveliterhs atb6BtHYRAlly be combined

/receiver or repeat device, will be constructed’in the

as a tsanamifley/ reseivenrnsishovapiar Bigdl, yhidabhews deviperl00rincluding
. _their desf'hé ed,.functions, This {C)%)cs)v_i’, des si gn/' ficant

MICTQRIPCRFET 1) AHE ARPHESTArgoder Lafkt I ransmiten/ seeqiyer 120
trans il PRRAALY DR Riedify 1§ Need be manufact ured.

The preferred i nplenentation of transceiver device 100
uses a radio receiver, a radio
It will be appreciated that use of a microprocessor is not mandatory. For example the
protocol could be implemented in a dedicated integrated circuit, a programmable
logic device or a programmable gate array. Using a microprocessor is convenient
because it allows a readily modifiable software implementation, and reduces the
overall parts count. However the software implementation is only suitable for low to

moderate data rates.

The function of the transmitter/receiver 120 is to receive or transmit information. The
choice of transmitter/receiver will be determined by a range of factors, including

(but not limited to):

a. The regulatory environment of the market into which the product

will be sold.
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transmtter, and a m croprocessor. These first two
itens can optionally be conbined as a transmtter

WO e@s®ires , as shown in Fig 6, which shows devPCRALO®D4/001052

i ncluding mcroprocessor 110 and transmtter /receiver
120. Transmtter /receiver 120 transmts and receives
data via antenna 130. It wll be appreciated that use
of a microprocessor is not nandatory. For exanple the
protocol could be inplenented in a dedicated

i nt egr at ekhcdi dotiitiy, has fepaditionsehbedéteghindviare itdluding
progranmabl e gate array. Using a m croprocessor is
conveni e rﬂu%’éﬁdﬂ frequencies, dvansait pawier yevadeland dphdwidth.

software jnpl enentati on, and uces the overall .parts
count AR ey Su o1 i o FORe FEUBHISp Thay be
sui tabl e ihgéa#!iﬁv(‘ftfl@r !H?Q?fi@é.e data rates. The function

of the tran ter /receiver 120is to receive or

transmt FoHgrodatisaRith Airoaleake appellians &3f countries, it is
/receiver will be determ ned by a range of factors,

i ncl udi ngpdsisibtle thett severial diffareit transrntttery eepeivere mill need to be
envi ronrreni%of the market into which the product wll

be sol d. E£87tehARPFYPHALS tPEGER SPYRIEE: t hat det er ni ne
factors including all owabl e frequencies, transmt

power beViwencuhsparphivrd tih coMuaation wigh any ethkénemnsiderations
suitable for use i_ntorre counté{})es may . illegal in

other couiet determing therspRRRLOLRONeE I BEIE 5 al o5
appeal | g:l‘(%ferx% qe,%aﬁs%‘@{e% I/e fe%}ﬂvje}s mthpaoﬁ%}fé&r\]féggﬁsgmptlon

sever al erent transm recel vers

be sel ectidy baRRIsQRAbRIBr batteBLHp&atBh! Y. b. Power
consunption, in conjunction wth any other

gl . : _ .
Coarl af1 ohifor thEbaflEh L Aecdiih BT Rlod@hibccive and
hi gh powekagnis wigddson

In the communication protocol of the present invention, the time to
switch between receive and transmit is important, because the
protocol includes a set of fixed time slices. Depending on the overall
transaction being performed, a time slice may need to be received or
transmitted.

The time to switching between receive and transmit constitutes an
overhead (dead time). Large switching times have the effect of

wasting bandwidth.

d. Interface type.
Many types of transmitter/receiver are available. A type that
provides digital data input and output gives the simplest interface

with the microprocessor.

e. Data rate.
The transmitter /receiver needs to support a data rate appropriate to
the overall product requirements. This data rate could be anywhere

between extremely low or extremely high.
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may be unsuitable for battery operation. c. Tine for
the transmtter /receiver to switch between receive
wa@eashransmt nodes. I n the comuni cati on prot BCDAU04/001052
the present invention, the tine to switch between
receive and transmt is inportant, because the
prot ocol includes a set of fixed tine slices.
Dependi ng on the overall transaction being perforned,
atime slice may need to be received or transmtted.
The tinfe Physichalsibé,paditbeweesuntastapuee availdblansmi t
constitutes an overhead (dead tine). Large sw tching
times havedshe effect of wasting bandwi dth. d.
Interfate type. Many types of transmitter /receiver
are avail ghl e. e that provides digital data input
and ou?}ju%lﬂ?%{g\oé% 1%‘}?3@?%& interfacg with the
m croprocessor. e. Data rate. The transmtter
/receiver needs to support a data rate appropriate to
At thieherpVerss | the praogudtter Aqodivermedds: This data rate coul d
be anywhere between extrenely |ow or extrenely high.f.

Physi cg] ol Tg t |
CrysiCpl. A TR AT 8 SRR LRy Bplaces

t he transobmheunitstbaestatr omedtie wideleds hediefi t dat a
out +put, used by the m croprocessor to place a

comuniy; ajAl Rébetd i StaQRitPut, RBe by ahe t2nTBE VMo indicate to the

microprocessor the state of the wirelesss medium; and

¢. A control input, used by the microprocessor to select a receive or

transmit mode of operation of the transmitter/receiver.

Control inputs can range between very simple, and very complex. At the simplest
extreme, it is used to select between receive and transmit. Some transmitter/receivers
support a low power "sleep” mode. Others allow complex setup and configuration to

be made for transmitter/receiver operating behaviour.
For the protocol described, the type of control input is not critical.

Some suitable transmitter /receivers include RFM ASH series TR1000 to TR3100,
Chipcon CC1000 and Nordic NRF401, NRF403.

The microprocessor 110 is used to implement the communication protocol, using the
transmitter/receiver as the means of placing communication states onto the wireless

medium, and receiving communication states from the wireless medium.
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b . A Receive data output, used by the transceiver to
indicate to the m croprocessor the state of the
wowesloesss nedi um and c. A control input, useBChywURIv/001052

m croprocessor to select a receive or transmt node of
operation of the transmtter/receiver. Control inputs
can range between very sinple, and very conpl ex. At
the sinplest extreme, it is used to sel ect between
receive and transmt. Some transmtter /receivers

The tppand chaick @ npievsirocedsee 3 nomdey cEtiball prefided thaip s
setup and configuration to be made for transmtter

performepsirgpnopéthapienige tishiag: She dege efiprepisinroenly needs to be

ggscrib d, the %épe of.cgytrol kgﬁut.is not ﬁritical

enougi, iRaveid Iating b STATS 11k Fg PRRBIUWPr A RIQEP RFM ASH
series TRROOO: o TR3100, Chi pcon CCO OO0 and Nordic
NRF401, NRF403. The m croprocessor 110 is used to

The pr8RIcOIRBest ifplanarited Gk bdRoRéed GRANNALS bé&isB €his allows the
transmtter/ receiver as the neans of placing

pointed rvhidh ¢lae tiore dices begiortp betcasilyire@gadsednedi um and
recei ving comuni cation states fromthe wrel ess
medi um The type and choice of m croprocessor is not

e afFidpELLE R B A e A PN QL B B i
functi®®gds to be enough to avoid creating bit errors in the

comuni cation protocol. The protocol is best

i mpl engnt [ {:L-Qri . ' .

i T ows e 15 gt s fecihg ARURE R el R8T hsqjon and
easi |y reeogticedfor Ex@niple) MRRBI@SSdodisg;r esponsi bl e

for inplenenting at | east sone of the follow ng

funct | anRec%veéﬁ ﬂg’{]}% BRSO Qﬁh%@?%ﬁﬁigt%g%cgg-%%xﬁ%@e by

for transn ssi reception -

Manchest egyr@ﬁﬁﬁrﬁghgbmt.&awgﬁ)}blé;n t he receiver of the
transmttéd clock - for exanmple by synchronising onto

a pr eagpl Betection of collisions;
d. Creation of each time slot, and appropriate transmission or
reception during the time slice to exchange the relevant

acknowledge information;

e. Implementation of an error detection scheme that can be used by a
receiving device to determine if a transmission is received with or

without error;

f. Implementation of an error correction scheme that can be used by a
receiving device to correct for some number of received errors

during a transmission; and

g. Adding a repeater function that can be used to change the structure
of the transaction, allowing the information packet to be repeated

for the purpose of extending the range.
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c. Detection of collisions; d. Creation of each tine
slot, and appropriate transm ssion or reception during

WO b@swisre4 sl i ce to exchange the rel evant acknomEdge004/001052
information; e. Inplenentation of an error detection
schene that can be used by a receiving device to
determine if a transm ssion is received with or
wi thout error; . Inplenentation of an error correction
schene that can be used by a receiving device to

As preoioueBt déxtibed)® comiiet nethod (@i d@dribirgtie fluctiogs ased in
transm ssion; and g. Adding a repeater function that
comnuamicaiéonypeetorels ihtregéQ hiayer medaly Whilst aseftware structure based

transaction, al)Jow ng the jinformation et. to_be )
on thisghedelda npbana oy, o dse SRR EET ey FRL rsighoURDS this
. . : h ¢ Y
modefy B KNG dnIESRI T in WA (HHARDs 0L KGR TS
| SO 7 |l ayer nodel. Wilst a software structure based

on this nodel is not mandatory, its use sinplifies the
The neiveopiokessos hgrdwis prpvidessthawdietrical hatefface (Ploysical layer), while

performed in _the botfomfew.l ayers shown in Fig 7.
the mMIHEPFRCEP N OEREAG PR BT fb?%tmfe%afr AHRIBBPEREr S ol

interface (Physical layer), while the m croprocessor

software perfornms the functions of all higher |ayers.

In pattituld, hEsttward PRAGH podion ke BimoLaionisabspdimible Bér all
Layer is responsible foor all time-critical functions

time-afitick fan¢ticnssofi data dranandssien epd ireceptiom; indiidig gzt leashsome of
sone of the followng: a. Starting a new transm ssion
the folloméngdi ng generation of any preanble); b.
Transmitting data bits; c. Transmitting franme markers;
a. Starting a new transmission (including generation of any preamble);

b. Transmitting data bits;
c. Transmitting frame markers;
d. Starting reception;

e. Synchronisation onto the transmitted data stream and clock

recovery;

f. Reception and decoding of data bits;

g. Reception and decoding of frame markers;
h. Detection of a collision;

i. Starting each time slice; and

j- Transmission or reception of data bits inside a time slice.

The software MAC-F portion of the Link Layer is not so time critical. It is responsible

for higher level message-oriented processing, including at least some of:

a. Construction of a packet from received data bits;
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d. Starting reception; e. Synchronisation onto the
transmtted data stream and cl ock recovery;

whemspii’oh and decodi ng of data bits; g. Recepp@DAU2008/001052
decodi ng of frame markers; h. Detection of a
collision; i. Starting each time slice; and j.
Transm ssion or reception of data bits inside a tine
slice. The software MAC-F portion of the Link Layer is
not so tine critical. It is responsible for higher
| evel tmesBadet erroecheckipgocessi ng, including at |east
sone of: a. Construction of a packet fromreceived

data bict Spbterfaf§én Bf Wilentb aekhdWledie, e BheHRRL bON
of when to acknow edge, and the type of

acknow edakmemtled gernenyierisy gerentafedsiuningt the tirmeslicd sexeices of
services of MAC-B); d. (optionally) Based on packet

st ruct ur eMAEeHBdul | ng the operation of a repeated

transm ssion e. Starting the transm ssion of a new

packet d. . (oftioanHy) Basedf orppadet stuchirecdvheluling ke operation of a
g. Transm ssion of a packet, bit at a tine; h.

Exani nat i SReatedteapmNsei@gement s, and col |i si ons, and

determ nati on of whether a packet should be

r e- t r aesntatting thedtratemissioatofraendw gasketssi on shoul d

occur. Many different m croprocessors are avail abl e.

- Some haveGenR&atiah I PaeNa @ rdrikiidck @Bgudy@l! abl e which
renmove sone of the processor |oad for tine critical

functi %'.” STraigﬁHss%c'n of a packet, bit at a time;
h. Examination of acknowledgements, and collisions, and
determination of whether a packet should be re-transmitted and

when that re-transmission should occur.

Many different microprocessors are available. Some have special hardware functions
available which remove some of the processor load for time critical functions, such as
generation of time intervals, generation of pulses, and so on. Whilst these hardware
functions are not mandatory, their use greatly simplifies the software design and

coding.

Some microprocessors that are suitable for use in this invention include the Texas

Instruments MSP430 family, Atmel Atmega family and the Hitachi H8/3644 family.

A useful feature of an aspect of the present invention relates to the accurate detection
of the end of the variable length time slice containing the data transmitted by the

transceiver /transmitter.

It is desirable for communication media to require some form of balanced

transmission to avoid accumulation of a dc offset. This balance requires that the
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generation of time intervals, generation of pulses,

and so on. Wilst these hardware functions are not
worevdatory, their use greatly sinplifies the sedT/AER®4/001052

desi gn and codi ng. Sone m croprocessors that are

suitable for use in this invention include the Texas

I nstrunents MSP430 famly, Atnel Atnega famly and the

Hi tachi H8/ 3644 famly. A useful feature of an aspect

of t present invention relates to the accurate
numbgg of Eﬁ\f GRASPEE patesn Bre mEiwR aaﬁwéi Vehen eonsidered|Qves a
containi ng the data transmtted by the
mode{é)tgﬁgé@g/gmet}?e%% itter. It is desirable for
comuni cation nedia to require sonme form of bal anced
transm ssion to avoid accunul ation of a dc offset.
ThereTdre a hahbeacef ¢regdingscHelnads thatcambensad tdansidtedhe data bits
states on the nedium be equal, when consi dered over a

into stpdercorathe mediwng Theae vper indermsiof the bardwidtlythey consume on
encodi n chenes .that can, Qe used tp transl ate t.he

the mEGFR, AL B KASE of reQenof e anifed dadan Supofiper.
terms of the bandwi dth they consune on the nmedium and

the ease of recovery of the transmtted data in a

One of éke st cofintorofs Maachesér wehingnThi dédiveh aséetive sidtéddbn the
~This coding uses two states on the nedium for each )
mediwatfar pach daadihandhasingimplp poeesss ferxdata aeepviesy: dv thereceiver.

This cb%gégﬁé&f :fis,e | Vertgteg]a{;? gcsglge@h@ %}(fé @ bgtzqstrtlﬂ%éiétgfa%gf@ﬂl , OFF).

The Manchester code always has a state transition
(OFFto ON, or ONto OFF) in the mddle of each data

The Muirichekte€ Bodis abvdys Isdsripdthfe tesnditien KOBT es OMN ot ORI to OFF) in the
___receiver of data recovery and synchronisation onto the
middlerafreanh dats big vdeikh greathheimplidsdbe proesse én thaweceivar of data

airs, (OFF, QOFF.and are no ermtted. The
recov R AL T e BR B b R el Aok hat ¢ he 111 egal

state pairs are used to convey informati on about

poi nts of significance. The exact choice of the

In thel MbAgddstat@ide, HRGISRGRITsY O, OFH 3hd OPOIOB)are 66t p&ngitted.
as it is
The Manchester code can be exploited, so that the illegal state pairs are used to

convey information about points of significance.

The exact choice of the illegal state sequence is not very important, so long as it is
used consistently. Preferably, the dc balance of the Manchester coding should be

preserved.

A suitable coding to represent the end of the variable portion of the transmission is to
use a simple illegal sequence: (ON, ON, OFF, OFF). This preserves the dc balance,
and can be easily recognised by the Manchester decoder.

If additional information needs to be conveyed, this sequence can be used as a “lead-

in”. So, for example, other possible sequences might be:
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used consistently. Preferably, the dc bal ance of the

Manchester codi ng shoul d be preserved. A suitable
wa@omsnegs7ro represent the end of the variabl e ppeT/AT2000001052

the transmission is to use a sinple illegal sequence:

(ON, ON, OFF, OFF). This preserves the dc bal ance, and

can be easily recogni sed by the Manchester decoder. |If

addi tional information needs to be conveyed, this

sequence can be used as a "leadin". So, for exanple,

ot her possi bl e sequences m ght be: (ON, ON, OFF, OFF

oS e W e T
RSO

synchronous, and exploits illegal coding to denote

poi nts of significance in the variable part. This has
When Hee aethodsael advyntagesimegoasiiegéd tagethero thd prafedag edotocol
. precision in finding the end of the variable portion,
implergentatign;iy Bityoriended i ynichppnasnend explodsdlegrd codingito denote

. . nces or .hiit-stuffing. Furthernore, the
points Bf RIS M e Yarildp BRT 1 11 ndti ng t he end of t he
vari abl e portion also creates a high |evel of
precision in determning the start of the fixed tine
This lsdsothe ddvahtdgel dfqwoviktiag fai high 1ével®f Simebasedl Sreetdr h finding
transmtted, sinply by counting the transmtted states
the engl opthesvarihle pertiony deirelptiely|dasy éo inaplementaand dokesoeneed
decoder (w thoyt .t he ne to suppost .the illegal .. .
escapf G et Hrp el PRthriRei B higha e tieeg precision in
1 . ) v J .
A B e L I Crhae { iR e Tkt in
deterdhnitig thedtart bhthecfiercetine sletsahpr fellew.ed enbodi ment and
that many variations and nodifications nay be nade
within the scope of the present invention.CLAIMS 1. In

The f%ﬁéﬁ%"&% F@%Smgg 'e§§ 'oﬁgnss ﬁ*e?i?sirﬁﬁly”%'r qur?tuﬁé [Hc’et transmitted states

or bits. The received time slices require a Manchester decoder (without the need to
support the illegal states), and a timer in the case where nothing is transmitted

during the period of the received time slice.
It will be understood that the above has been described with reference to a preferred

embodiment and that many variations and modifications may be made within the

scope of the present invention.
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transcei ver and a repeater, the first and second
transcei vers being separated from each other by a

wale@samoes greater than at | east one of their reSpavLi0¥e01052

maxi mum transm ssi on ranges, and the repeater being
| ocated internediate the first and second

transcei vers, the nethod including: upon receiving
data fromone of either the first or second
transceivers, the repeater transnmts a repeater flag

CLAIMScause the transceivers to suspend further action

and then transmts the data received fromthe one of
either the first or second transceivers. 2. A nethod

Fa [aim.1 wh i. fi d d
£ AR b @rfificicn YRTES Bebiifing adih BFsGRER 1 sepond
t hearsiebivRs ahllla Rpetds Une 838 4Hd §&6§HR}ar%Eeirvg?s %g sqt::%arated

transmtted by the repeater. 3. A nethod accor

c|fedmn éachvotiien by aldistaecgriepter thari heleastoravbfatigirespective
fromeach of the first and second transceivers, the
r epREIEMfransmisgas Frngesn and dhe repestenheing docatérbintermediate

ted t ' [ .. 4. ' [ t |
SRR SR B i o SRR B GRRB °h25hg o
e BSOS PRS0 e,

f @he reysbatert tragsmits & pepdatéd ﬂ% tehise thétragsédivErsb@lspend
after the second tine slot, for retransmtting the

ddugther aetion and ghemtrangmits thhe datameceived fran the one of either the
cQmmuni cat i gngmgr at ocol according to claim4 further

i AEPURS $5GCRIAEUPEHVE e sl ot, after the third tinme

slot, for allow ng acknow edgenent of a successful or
unsuccessful receipt of the data by devices intended

t o\ ko actdrdinptoacléim A whenei tieafilse BEd BeE3RE @ansceivers
according to claim5 wherein the fourth tinme slot is
ditvangat anaeknowledgement indigating the $uncesshidl eamsuycessful

p?‘g’éetlf)tv Sf t%%@a?éﬂdtr%ggr%?&ené by the repeater.

A method according to claim 2 wherein upon receipt of the
acknowledgements from each of the first and second transceivers, the repeater

will transmit an overall status for the repeated transmission.

A communications protocol for use in a network of devices, the protocol
having a frame including a first time slot for transmitting data, a second time
slot, after the first time slot, for indicating a repeat flag, and a third time slot,
after the second time slot, for retransmitting the data transmitted in the first

time slot.

A communications protocol according to claim 4 further including a fourth
time slot, after the third time slot, for allowing acknowledgement of a
successful or unsuccessful receipt of the data by devices intended to receive

the data.
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and a second sub-tinme slot for indicating a negative
acknow edge. 7. A conmmuni cations protocol according to

web@simB74 n which the first and third time sl oPCI/aAD2004/001052

variable in length and the first and second sub-tine

slots are fixed in length. 8 A conmunications

prot ocol according to claim6, wherein the positive

acknow edge i ncludes the transm ssion of a specific

coded val ue containing sufficient redundancy to all ow

it to be recovered in the presence of received errors,

and the negative acknow edge includes the transm ssion

ofA goBpREnicaiorppERtogel|ageotEdng & plaig Swherein e fourth time slot

ETT DR TR e e £
a%ﬁ?lr?é&%nﬁ%uﬁbl-ﬁh@ slot fHf HlﬁEathfg:L Hgggﬁv@aékﬂ%eﬁggg
slot for transmtting an overald st8tus to the

network. 10. A radi o comruni cation systemincluding a

first transceiver, a second transceiver and a

r épeamanunicadons pratoeel diceersiing ta elaims deinmhichibe figst and third
separ d fromeach pther by a distance greater th

o i B ot it englh R e Brstansrons SHEHrR Sl are

r @ﬁ% the repeater being |ocated internedi ate
tﬁg&?ﬁ?ét rl11d second transcei vers, wherein upon

receiving data fromone of either the first or second

transceivers, in a first time slot, the repeater
t rAanemingnigatieneptaecdllageprding tedeom®, wheseisl the positive

cause the, transcei ver to suspend further actjon, and _ .

t ﬁsﬁn?wlféo#&erwﬁld@? e EﬂaBﬁfnﬁSg}%ﬂﬁ 1 8PRAHC a%cf%d Yelugicoatpining
[ .
 Ba el Sl Ey ) Bl /bt ALRCRAUL SRR o receivc
SRS, dicPARGRIgUEIVE abkAdwidge ihfludel B trinétiBicH &fa specific
an acknow edgenent indicati ng t he successful or

ursded ¥sbfatontaindng sufficiert eediandanayasosaliow #doibe rebevered in

thf'lrd tinme s}ot._
the presence of received errors.

A communications protocol according to claim 7 further including a fifth time

slot for transmitting an overall status to the network.

A radio communication system including a first transceiver, a second
transceiver and a repeater, the first and second transceivers being separated
from each other by a distance greater than at least one of their respective
maximum transmission ranges, and the repeater being located intermediate
the first and second transceivers, wherein upon receiving data from one of
either the first or second transceivers, in a first time slot, the repeater transmits
a repeater flag in a second time slot to cause the transceiver to suspend further
action, and then in a third time slot transmits the data received in the first time

slot.
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11.

12.

13.

14.

15.

16.

12. A radi o communi cation systemaccording to claim 11
wherein the first and second transceivers transmt a

w@omsnisres acknow edge in a first of two sub-tiPEr/aUnts/001052

of the fourth time slot or transmt a negative

acknow edge in a second of two sub-tinme slots of the
fourth tinme slot. 13. A radi o comuni cati on system
according to claim11l wherein in a fifth tinme slot,

the repeater transmits to all transceivers an overal

s Batadso tommnh teicatiue aystemt aosding o elaiml¥) wherefredhiedirst and
for use in a radi o comunication syst em i ncl udi ng at

| eeeondttgnacelyiest BRpEm, in déourth tigesslot e ackarsdedgament

¢ o B s RO 030 gt B O LR e im e

I {88 8imd Slokse, the repeat er being di sposed

intermedi ate the at | east two transceivers wherein

upon receiving data in a first tine slot, the repeater
transmts a repeat flag in a second tinme slot to cause

t Reradie pemanyrication sysiemerrgording e clagmy 1 lowhergin thh énst and
trans tine s dat recel vgd in

(PSRt ahscEivges fabsmi 4 Rodlive pIgRuBle R an Adtet & fasub-time
"OBIEHUIBL-hRRRL K Or A EAEREL adaiiy eag@ut A8econd of

east two transcelvers In a tirne S

I ape alibitirhé 3la8sTbf thedoudthetimbelsl@cknow edge status in a
fifth tinme slot. 16. A transceiver for use in a radio

comuni cation systemincluding at | east one ot her

tran ceiver and a repeater, e transc and.th t .
1QFIMARYRIFAQ, BEP&QO 5%5% %( ere1g M égtfﬁ‘ time

Oglg? rth? YeGedtl SirARGHitI LS 31 ‘telrantsg@{)etgt | &?&%ﬂh 1364t Eorttng 'rbpeated

res transntttlng ranges, I n use repeate

bghAgmeisgnsedi nt er nedi ate the transcei ver and the at
| east one ot her transceiver, wherein upon receiving a
repeat flag fromthe repeater, in a second tine slot,

the transcei ver, suspends further action un ug'{\i t

- BIEPGRST fPia e o SOBYTURALOR AYTiam PREnge gt tvo

g{}ﬁfél?é@?\?erg,rﬂhg'a@ Hds¥ b HBHTLSiLEL l;&fné Q&)aqgteldeﬁgfn &3 other by a
distance greater than at least one of their respective transmitting ranges, in
use, the repeater being disposed intermediate the at least two transceivers
wherein upon receiving data in a first time slot, the repeater transmits a repeat
flag in a second time slot to cause the transceivers to suspend further action,

and then transmits in a third time slot, data received in the first time slot.

A repeater according to claim 14 wherein upon receiving acknowledgement
data from the at least two transceivers in a fourth time slot, the repeater

transmits an overall acknowledge status in a fifth time slot.

A transceiver for use in a radio communication system including at least one
other transceiver and a repeater, the transceiver and the at least one other
transceiver being separated from each other by a distance greater than at least

one of their respective transmitting ranges, in use, the repeater being disposed
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17.

18.

19.

20.

transceiver in a first time slot, before the second
time slot. 17. A transceiver according to claim 16

wob@seisT7a n a fourth time slot, the transcei vePCT/AU2004/001052

transmts an acknow edgenent indicating the successful

or unsuccessful receipt of the data transmtted in the
third tinme slot. 18. A transceiver according to claim

17 wherein the transceiver transmts a positive

acknow edge in a first of two sub-tinme slots of the

f antetrimetiate tis¢ bansa@ivdrranbthieta leashegabihve taaksaciveedgherein
in a second of two sub-tine slots of the fourth tine
slupon regeivngra reprat £log frama the repeaten, én a saeans Bae dois the

:ég%}%g]el%lgg%@sd&@%é ?&ghgla %ét}(g‘blgllé{ﬂélfi ’réc{eﬁgess?f%n\éﬁhé rgpeater, ina
t HARAGHRNY Slot AtathE: WES Eggiﬂa?ﬁlﬁarﬁx&%rﬂﬁ{ed e 902 Y& bther

by a di stance greater t I mum transm ssi on

I angeceivedin a éiastttirmoelodfbdfoRe theaese®d vigtssloand t he
repeat er being di sposed internediate the first and
second transcei vers, such that upon receipt of a data

R IS ol SRR e B

: rt?ﬂ‘éff&.\f&efran%% %N’aCEHSWI&ge%B{t iﬂaic%tiﬂ%tgﬁ? succes?]fgl or

ransm ssSi on om the second’transcel ver erore t

I R At@ssi igdegbtedithe elaed HaRsIttéRid aesthiddstiteelstat a
transm ssion fromthe first transceiver, the repeater

transmts a data sequence instructing each transceiver

to cease.its respective.transm ssion. 20. A nethod .

act H@BP%"?fcﬁC&Pﬁﬁﬂg e C%’Fé‘r @qwﬁ]?%n the Jappsejger transmits a

tr ] S5 e ki : i are
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Atrrishats aaegitiieirknowledsdin’dsedopdad fiwidsubight slots of the
sequence transnmitted by the repeater begins with a

sdoquethdmmetlodon nant bits. 22. A method according to
claim 21, the method further including upon receiving

A method for use in a radio communications system including at least a first
transceiver, a second transceiver and a repeater, the first transceiver and the
second transceiver being separated by a distance greater than a maximum
transmission range of at least one of the transceivers, and the repeater being
disposed intermediate the first and second transceivers, such that upon receipt
of a data transmission from the first transceiver, the repeater re-transmits the
data transmission from the first transceiver, wherein upon receipt of a data
transmission from the second transceiver before the repeater completely
receives or retransmits the data transmission from the first transceiver, the
repeater transmits a data sequence instructing each transceiver to cease its

respective transmission.

A method according to claim 19 wherein the respective transmissions of the
first and second transceivers are headed by a sequence of consecutive

dominant bits.
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21.

22.

23.

24.

25.

26.

27.

the data sequence fromthe repeater, causing each
transcei ver to cease transmtting, each transceiver

wowdos/otieray for a period before attenpting to PEPau2004/001052

its original transm ssion. 23. A nethod according to
claim 21 wherein the delay period is cal cul ated by
each transceiver by selecting a random nunber and
scal ing the random nunber according to the nunber of
bits in its respective transm ssion. 24. A nethod
according to claim23 mherein I f subsequent

transpission retries.s col.li ubse yen
AT B hexes et s BERITAD whER P daBFABENE bgomisied by the
afeﬁ;%%ﬂa'r gh%&tﬁ'ar@eﬁ eHOEE LA B 4R bifd. P edet er mi ned

er of “unsuccess retries, the transceiver ceases
further transm ssion attenpts. 26. A nethod according
to claim25 wherein after ceasing further transm ssion
aAtreaﬂtosl acchedingttaskiimal bithe maﬂ’qh@@ éurathgrr mﬁhaimg WRggereceiving

ran nm ssi on atte S hav ceased
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the sec nscei ver bein

ﬁgﬁh{iitgan p¥n telirshaggengr eater than a maxi mum
transm ssi on range of at |east one of the

transcei vers, and the repeater being di sposed
internedjate the fli d,secon nsceiv

| ReelsstaqcoEtingto slatin Sphersia g deby I Hetd by
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m SSi on rst transcei ver el n upon

I RGRIHRY ablordikiaicatHe rARBBRSE ik iV idspeaBaOfansmission.
transcei ver betore the repeater conpletely receives or

re-transmts the data transm ssion fromthe first
”6‘%2&%{ o Fsoudins OrUAMEL £ vierd L ehBanea v BSBER cpretries
L SATRGHRE, Mbsehfiondly EARLEPMELY Sl WGLERA,

erern respective transm ssi ons
of the first and second transceivers are headed by a
sequence of
A method according to claim 24 wherein after a predetermined number of

unsuccessful retries, the transceiver ceases further transmission attempts.

A method according to claim 25 wherein after ceasing further transmission
attempts, the network alerts an operator that further transmission attempts

have ceased.

A radio communications system including at least a first transceiver, a second
transceiver and a repeater, the first transceiver and the second transceiver
being separated by a distance greater than a maximum transmission range of
at least one of the transceivers, and the repeater being disposed intermediate
the first and second transceivers, such that upon receipt of a data transmission
from the first transceiver, the repeater re-transmits the data transmission from

the first transceiver, wherein upon receipt of a data transmission from the

30



10

15

20

25

28.

29.

30.

31.

32.

33.

consecutive dom nant bits. 29. A radi o comruni cation
system according to claim28 wherein the data sequence

wo ea@s®m7r4 ed by the repeater begins with a seqeenas20i/001052

dom nant bits. 30. A radio comuni cations system

according to claim29 wherein upon receiving the data
sequence fromthe repeater causing each transceiver to
cease transmtting, each transceiver delays for a

period before attenpting to repeat its origina

t sl B5heivesd befdrerthd irépexteiavmhplatdlp Réceiyes @Me-transmits the
according to claim 30 wherein the delay period is

c datautrangrdispiprefiom thedirstwansgeivsy, thel repeatey transmitgendata
nunber and scaliqg he random nunber, accor?jnq to the
nSRPENCE ANHT RN CGNLTIRICHVET fQ £°35F AFTRPRIGHY R rafpmigsion.
radi o comuni cations system according to claim 31

wherein if subsequent transm ssion retries still

CH 1408 coftRERIINESHRS ¥y stathGletaidflg 66 LRYMP WhefiRk&pective

i ncreased. 33. A radi'o communi cati ons system accordi ng

t tracisaiisai@®s ofibedirat arid secoadpransdeivernaredweadedibyra sfquence of
unsuccessful retries, the transceiver ceases further

t FanseeiEe dominpRiBEE 34, A radi o communi cations

system according to claim33 wherein upon further

transm ssion attenpts ceasing, the radi o conmuni cation
SYSERITH 3bRIh SnRBLOR Y ALAT adcBrdiRg thatdint PivHerdihNRE data
transm ssion attenpts have ceased. 35. A repeater for
usequenca traadirdtted iyLthiecepéatar bggine withna beqiiergeatf doesisaint bits.
a first transceiver and a second transceiver, the

first transceiver and the second transcei ver being

separated by a. di. r . 1h i . .

¢ PoRib SEma ishh SRS S EbHink 88 Sl 28 WHEHEin upon receiving
L fRO348! s}égﬁémcé RokSe rePBatef eh@ AEnsleHRAIBGease
internmedi ate the first and second transceivers such

t lansopting, eaeh pransceiver delays for a period before attempting to repeat

its original transmission.

A radio communications system according to claim 30 wherein the delay
period is calculated by each transceiver by selecting a random number and
scaling the random number according to the number of bits in its respective

transmission.

A radio communications system according to claim 31 wherein if subsequent
transmission retries still collide, subsequently calculated delay periods are

increased.
A radio communications system according to claim 32 wherein after a pre-

determined number of unsuccessful retries, the transceiver ceases further

transmission attempts.
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34.

35.

36.

37.

the data transm ssion fromthe first transceiver, the
repeater retransmts the data transm ssion fromthe

wo poospi1t7reanscei ver, wherein upon recei pt of a BEL/avu2004/001052

transm ssion fromthe second transceiver before the
repeater conpletely receives or re-transmts the data
transm ssion fromthe first transceiver, the repeater
transmts a data sequence instructing each transceiver

to cease its respective transm ssion. 36. A repeater

ax eddliongniualid@tions by stber &icording tdalans3Swdieesin upon further
transmtted by the repeater is a sequence of dom nant
bittansn@gsion attends eeaseng fthe radie ommupnigition system alerts an
communi cation system incl udi ng. at | east one ot her

¢ REREEEF f gt that Gyehstansifission atfeep s haveenoes

and the at | east one other transceiver are separated

by a distance greater than a nmaxi mumtransn ssion

I 20 g&pQiterdfor 88 a 9AG 0”onMRNi FRITCFH KN SncladFhg! dtdeast a first
repeat er being di sposed internediaté the transceiver
anrhrtsheivat ahe asecamb tranbesiven, Hresfisst mnscavethand tite sgoond
recei pt. of a data tra %m ssion fromthe at | east one
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transm.ssi 0 t _le . ransm tter .
e B Bandt O ned opieh the BRBSR0FS b AB5 G ieBeater being
t rRgSERHRterRRUPAE thetitansid deebAd tiMc&ldéR such that upon receipt
transm ssion fromthe at | east one other transceiver,

t the defrotramsmissmmsiroinsthe fitat rassmirearchei nepeatec rétngnsmits the
eachtranscei ver to cease respective transm ssions,

wisata transgpission Eom fgqst t1a@sepAyer, ¥eERIRAPaT Feeipiof a data
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ver accordi

RS RSSH ROrhAgAILS Bfe 84RANSHBINGSiohFrdtRaHE tirftransceiver, the
sequence of consecutive dom nant bits. 39. A

t rapsater transmdts ardfita gequerck anstr@@ingheschi trangeeiver to cease its
receiving the data sequence fromthe repeater, the

t FEFRACHVE dFargBlgs}eNf or a period before attenpting to
repeat its original transm ssion.

A repeater according to claim 35 wherein the data sequence transmitted by the

repeater is a sequence of dominant bits.

A transceiver for use in a radio communication system including at least one
other transceiver and a repeater, in use, the transceiver and the at least one
other transceiver are separated by a distance greater than a maximum
transmission range of at least one of the transceivers, and the repeater being
disposed intermediate the transceiver and the at least one other transceiver,
such that upon receipt of a data transmission from the at least one other
transceiver, the repeater re-transmits the data transmission from the at least
one other transmitter and upon receipt of the data transmission from the
transceiver before retransmitting the data transmission from the at least one

other transceiver, the reporter transmits a data sequence instructing each
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38.

39.

40.

41.

42.

43.

40. A transceiver according to claim 39 wherein the

delay period is calculated by the transcei ver by

wa@edsoii7mg a random nunber and scal i ng the ranBONMU2004/001052

nunber according to the nunber of bits inits

transm ssion. 41. A transceiver according to claim40
wherein if subsequent re-transmssions still result in

recei pt of a data sequence fromthe repeater, the

transceiver will increase subsequent del ay periods

befgatseeiver to enasetréspengve transmigice, wHezeisnupsh @eceipfof the

A transceiver according to claim4l wherein after a

prdatalseqramicn épm the rapeatery i teersseivier will-ceasmbransinission.
attenpts, the transceiver will cease further

transm ssion attenpts. 43. A transceiver according to
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ranscel ver w ert an opera
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ceased.

A transceiver according to claim 38 wherein upon receiving the data sequence
from the repeater, the transceiver delays for a period before attempting to

repeat its original transmission.

A transceiver according to claim 39 wherein the delay period is calculated by
the transceiver by selecting a random number and scaling the random number

according to the number of bits in its transmission.

A transceiver according to claim 40 wherein if subsequent re-transmissions
still result in receipt of a data sequence from the repeater, the transceiver will
increase subsequent delay periods before re-transmitting its original

transmission.

A transceiver according to claim 41 wherein after a pre-determined number of
unsuccessful re-transmission attempts, the transceiver will cease further

transmission attempts.
A transceiver according to claim 42 wherein upon ceasing further

transmission attempts, the transceiver will alert an operator to the fact that

further transmission attempts have ceased.
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