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comparing the captured data to information regarding known techniques to exploit
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normal or expected behaviors of the system or the users (models of which are extracted from
reference information collected by various means). When a suspected deviation is observed, an

alarm is generated.
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[0010] Figure 1 is a block diagram of a network security system according to one embodiment

of the present invention;

[0011] Figure 2 is a block diagram of a pattern discovery module according to one embodiment

of the present invention;
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Unless spemﬁcally stated otherwxse it will be appreciated that throughout the description of the
present invention, use of terms such as "processing", "computing”, "calculating”, "determining"”,
"displaying” or the like, refer to the action and processes of a computer system, or similar
electronic computing device, that manipulates and transforms data represented as physical
(electronic) quantities within the computer system's registers and memories into other data
similarly represented as physical quantities within the computer system memories or registers or

other such information storage, transmission or display devices.
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{0024] The exemplary network security system illustrated in Figure 1 is described in further
detail in U.S. Application 10/308,415, entitled “Real Time Monitoring and Analysis of Events
from Multiple Security Devices”, filed December 2, 2001, which is hereby incorporated fully by

reference.
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[0027] In one enbodinent, this replayed event stream
is provided to the pattern di scovery nodule. In

anot her enbodi nent, the security events collected from
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preserved, such as sensor vendor, product, category,
and source and destination port. In one enbodinent,
there are multiple event field filters 32, one for
each transaction filter 34. lg sech an enbodi nent,
each event field filter 32 would retain at |east those
fields used by its respective transaction filter 34.
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tog.a\%errfgg,yarg él&?«fﬁ in some manner, For exaimple, if security events A, B, and C frequently
occur close together, then the event group ABC may be a pattern. On the other hand, if A, B, and C
do vnot occur close together in time, but occur with similar frequency over time, the event group ABC
can also be a pattern. An example of a known pattern is a series of unsuccessful logins followed by a
successful login. Such a pattern occurs when a dictionary attack is used. A slow and low attack
would have events that are not close in time, but related by event frequency. '




each security event is being represented. In other
enbodi nents, each security event is nerely

represented by a single un-nunerated itemin the
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of the transaction definitions described above and
further below, and any others not described, can
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drops in support. For example, if one branch of the tree — shown as Item Name(support) — is

A(200), B(190), C(50), D(45), then there is a significant drop in support between item B and




successful login. Such a pattern occurs when a
dictionary attack is used. A slow and | ow attack

woul d have events that are not close in tinme, but

rel ated by event frequency. 910 $0043] To identify the
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discovered pattern can become a “previously known™ pattern.
[0055] In one embodiment, the conversion can be provided using a one-click interface. For

example, next to each discovered pattern, the console interface 16 can provide a button labeled



402 and the processing continues according to the flow
chart in Figure 4 until all transactions are consuned
in the tree building process. (0049] Again with
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. anot her enb
b'aldfr 3 §ndote¢6= BUEE 60 wrfeﬂ«fre@h@n bel mp!%we%%s seffyere pghardware modules,

| dr @ithdubidivibliag eia fa&iondlities ifto o@es wrdlll d‘h@ﬂbb‘én& ilvEifEion is not limited to
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exanple, i f the first three branch itens' supports’

standard deviation is below 0.03, but the addition of

the fourth itemwould cause the standard deviation to

be above 0.03, then the tree parser 40 observes a drop

in support between the third and fourth itens on the

branch. The nunber 0.03 is only an exanpl e; other

t hreshol ds maybe used. Furthernore, other statistica

measures of variation can be substituted for the

standard devi ation, such as the variance. 10052] In

one enbodi nent, the tree parser 40, while traversing

the transaction tree also | ooks for associationa

factors within the tree. For exanple, if a group of

events occurs in nore than one part of the

transaction tree, the tree parser 40, in one

enbodi nent, declares that group to be a pattern. In

one enbodinent, this is done by substituting a

representation of a newy identified pattern for al

its occurrences in the tree and performng pattern

detection on the resultant tree. [0053] In one

enbodi nent, the pattern identifier 36 provides the

di scovered patterns to the pattern discovery nodul e

30. I n one enbodi nent, the pattern discovery nodule 30

di spl ays the




new y discovered patterns to the user via the console
interface 16. The user can nake use of the patterns

i n numerous ways depending on his or her purposes. For
exanpl e, the user can investigate an event pattern to
determ ne whether it represents a malicious attack or
benign activity. [00541 In one enbodi nent, the user
interface provides the usery;a pul e generation tool

that enables the user to convert any of the patterns
di scovered directly into correlation rules to be wused
chymd he rul es engine 18. Then, the rules engine 18 w |
detect and find specific instances of the pattern in
all future (or replayed) event streans provided to it.
1| A npethpds forrdhmmngtahevqnémttyn ing] prs evowtestreaeh, thetevent siregm rgomprising a
p@ﬁ&?&%e Q&ﬁ&%&%&h&d%&ﬂ%@mgpattefn [0055] In one

e conv on can be provided. usi

CBRBE &I, P PR DM on ay F i THBRET GUEgR e asacion
nﬂmsm@webedﬁp&mmsmwofkhmn&am&mIe interface 16 can
gJﬂgr %daetraasaptwhttgg blas@&lp %}1 %1 pl&ah@y "i%ya@t'fotns tvﬁm@ﬂl tﬁe an\.é\ﬁh&htree

functions to i | ement the pattern as acorre ation
mFlEHeé ofjefoqt H(éie F‘Eﬂ aéguralgjhbflnﬁ%roitglodeﬁféd EYgf‘é?m m)g,no&rr% n%ié represents
a prwigpdved shd nane the rule. [0056] In the description
a?s%%‘ﬁ% traﬁsgc%o%{ L {,‘sel%g ‘&x%}a(l $ih Xu g&?«% nbérogt%%&‘er th B&ordon-

secur | produ
roptioie Wh@em f S”PPFEE‘ afa @mowywéﬁvemssnwa%nuelhfrpﬁ franse}%vne {hatrinclude the
sebiy qoatt tepletntedibySRNéB LISt s0AEIUl € can al so be confi gured
to detect patterns within patterns. In such an
enbodi ment, the pattern discovery nodul e woul d treat
2.¢lhe methnd qlidaipall berrin g teanwetion weraméta rremprisepandinigevalf of time, and
wiadid @5 traliasioR Yeledents Bvefits HRIWRR recivell dudfy thlintivAl AF fik.
patterns of events. [0057] Thus, a network security
system havi ng pattern discovery capabilities has been
3. desoethddediclaim| Inwhenen thotragoiim@padesarcoptrisen, valuasfiag egnt field, and
wfbpeﬁpéagﬂ tﬁns\ééuoﬁl ?eﬁre@ﬁlg exgﬁ‘tg ﬁlatslﬁc[uug Ehéwa%é 0%5 &eglﬁgﬁ n names,
suc as securlty event,"” "transactions,
"transaction tree,” and "item" Furthernnre, vari ous
4. Tpexaétiiad of cldii d iR Gin thelt@dnt Acdd doPrisepadotues sid@isscovery
nodul e” and "pattern identifier"” have been descri bed.
However, these names are nerely to describe and
5.{Thq metitod f laim A whetein thesens fiedd eompiissea dsptimaioneddresyent i on,
and inno way limt the scope of the present
ous nodul es .
o BB P PSR FinssRi SiRe o PR o B 4%, 4] Spein
eafinfpheacton tepgseats ewotf thajlareee rmelvmmeeto tho dmtelstlme or
wi t hout dividing their functionalities into nodul es at

al | sent invention is not limted t a )
7. BT 4 G doITER GPIBPS P GRS el gn 1 phsly of
trdngartbnacotprisel gdnbreting digtindalied trechioved o0 supbrt oflPsecuri€y exenrwithin

theplurdif S dQeLsbQr di scovering an event pattern in an
%%ent stream the event stream conprising a

8. The method of claim 1, further comprising providing a user an option to convert the event pattern

into an event correlation rule.

9. The method of claim 1, further comprising creating an event correlation rule using the event

pattern.



plurality of security events, the nethod conprising:
creating a plurality of transactions based on a
transacti on parameter, wherein each transaction
represents a subset of the plurality of security

events; generating a transaction tree based on the
plurality of transactions, wherein the transaction

tree includes one root nodg agpd a plurality of

non-r oot nodes, and wherein each non-root node
represents a security event; and parsing the

16. TR SH blhirh 1| Sfheldd tIRPRLAW o Bvehits RidDedn Brofell A Eentl da@biked
first non-root node to a second non- root node,

wherein a support of a non-root node represents a

1h Thhwethagfof tlpignis duthérenmprisiag trenjomiog @ deld fibm each @vant intthe plurality of
sRRNvedtePr esent ed by the non-root node. 2. The nethod

of claim1l, wherein the transaction paraneter

conprises an interval of tinme, and wherein each

11. Teens@iot bfukim &) megens salewénht Seld & adiquasr @chresgei ved

during the interval of tine. 3. The nethod of claiml,
wherein the transacti on paraneter conprises a val ue of
13 witern forfdiseqvering 4 ¢ venhyPRatFrdi ih 2R SYSR S{TPaiih g S ffream comprising a
plu@RY 6Sedtis e@ﬁenﬁésyitamOmpﬁgﬂgude t he val ue of the event
Eréng%cgoncétﬁrr)%lgp gggohgrgateoaf plurah Io? trahsac g)relsr befllF]e g%ﬁx%gc%orﬁ parameter,
whdrei gpiBransapiion espresenty @ subged ﬂ&themhéf}lw of epapity Seds; a

a Q&%ﬁd@ﬁ@oh@éﬁm& eeBdie a @ansal_ﬁlﬁ h@@ﬁa_@é&d)n ek pﬁ&aﬁtyr&' tansdbh\ 6, QhBrein

the t { g t {1
o R oA Bk ot FSHRD SR P Bl b ron
ropigode repcaitesecuptyeyeneatde to the point in tinme. 7. The
a BRIARY s g&gﬁb tr,far;e thé’%a@ﬁcﬁ usa@pﬁ&b@émﬁggdrsﬂa 6 fupPRSRGLA 28 non-

tree base lurality of° transactions co rises
Togiitds 19¢2i SFgng pRar TRt a?f‘§a‘?5"c°fe&5’na TPROE 95 3 oY O ERT 3 nyggber of
trausastix@lthattinglude/Bedecunityt dvent repiieseatepbylthcadon-topt fle.
transactions. 8. The nethod of claim11, further
conprising providing a user an option to convert the
l‘b\?éfn%YStE}atO? giif 13 Whegrimie EgstrtiorcRFamstenEmBises gt wterval of iy, and
whepdih¥ach thsa@tloa teplesents Evdhts therwetQEgIvEdSdutiGh the ifterdval 0 Etingd)
event correlation rule using the event pattern. 13 0
10. The nmethod of claim1l, wherein the plurality of
15 Foaysienh aftpldira d vheringlep trapsagtion @yramiter derRibRigevaluq of an st field,
and ShE A efh trfnbRiidRrdpresdntilel iR thaCRERIC R IvAIGe STV fiel d
fromeach event in the plurality of security events.
12. The nmethod of claim1ll, wherein a value of the
16 Tieel sgstensof ghaimold ewieinghectan@vtion parari<@er colnpsiyes b peimtfimptime, and wherein
eabtl RAQURN DR eFUE bt AL x%c%fv@d ﬁr&uﬁaﬁe t@\dﬁ?&nﬁﬁ figam the
event streamconprising a plurality of security
events, the system conpri sing:
17. The system of claim 13, wherein the tree builder is further configured to generate the transaction

tree based on a support of a security event within the plurality of transactions.

18. The system of claim 13, further comprising a user interface to provide a user a tool to convert the

event pattern into an event correlation rule.

19. The system of claim 13, further comprising an event field filter configured to remove a field from

each event in the plurality of security events.



a transaction filter configured to create a plurality
of transactions based on a transaction paraneter,
wherei n each transaction represents a subset of the
plurality of security events; a tree buil der
configured to generate a transaction tree based on the
plurality of transactions, wherein the transaction
tree includes one root nodejgard a plurality of
non-root nodes, and wherein each non- root node
represents a security event; and a tree parser

26: Q0 fra it A AR r@@ruﬁlehamhga s&)fea rafca,»&t aan rapfeeand@mns@baieﬁsvm,gwhen
fr 0 non-

d t
xR THSREPHGT * RS, SUREPLDHe Birp SBrTo=Bro"do REREY BRseions
cqnpdeng: epr esent s a nunber of transactions that include

crtdaﬁg §qﬁtutm§ ¥t ﬁéﬁ@d@ﬁonﬁ BREE SE N ©lsaB¥on L RBMBON Wh@8h A@0Eimsaction
stem o g aim 13, wherein the transaction

reB’ﬁ?"ﬁ%f“@?"Y?féﬁjdf"t‘g’é’ SO N val of tine, and wherein
ge@aatingtar @ansaivhi ten bised be she ntlgaliey eft@sattivat, wherd thecabado tree
mglg({ek \[;]\% rBJ? ﬁode & [}{lﬁ’éllt}pgf nBﬁ B¢ no&elé ana— Grﬁeray ght:l?ﬁ@nqgot ﬁ(&d@ 'rJB}esents
erein e transaction paraneter conprises a
a PRI VR 25h event field, and wherein each transaction
pdrRIRIRMNGiof Wbl Sbsbiab dﬂoﬁkﬁh ku_ﬂﬁortﬂ‘lﬁm a/frktn-0bt nbitao @veedhid non-
rof tI n%lded wh ]fe6m a -slt1h eo CX‘ 3! c?nnr]ogtfno e rgﬁrépen%s u\r/\ﬁ{ger o? Lrans cp ions that include the
P ansact | rameter conmprises notime dl
Sevmereemﬁrepreﬁehd byrthanoarecot wode-r epr esent s event st hat vver e
recei ved proximte to the point in tinme. 17. The
C n the tree huilder.is
28 5 B SrpRy BR AP oS b S e e iro SR igh g sd on th
plivalge df omsagtions) pyowrises eéneratu&emamtayuoe\teﬂ based anfd suppokterf a security
ag&q&%hhk¥mghygh§ﬁ§ggkgons 18. The system of claim 13,
further conprising a user interface to provide a user
a tool to convert the event pattern into an event
2 Olier iedcbihd-walallelnediund 8 claiin 20, SWiertie khe ©pergions fanthtScombrive tplveiding a
AL tpache of beb Bhrre QBT fiQUr ed to remove
usg i gl gb??%‘r@tththg\ggﬁtpgveent I'n tetlﬁtt "ol ur al tgt y of security
events. 14 0 20. A nmachi ne- readable medi um havi ng
235 ThY ddhihdiRidaE10 méca.tlﬁofrowﬁ 26, &hbreiA Ghel op&htlobkCfuiti@ SondpAtcreating an
mq 18X cpte t%y rocessor of a pattern discovery
event correlation ruie usin event pattern.
STEm & cessor to perform operations

cause
conpr|S|ng: creatlng a plurality of transacti ons based

240 MhPmdchindB ALl esulﬁamtﬁaﬁ &0, whiBif kR ioPerRR s FurkePARdEBRde ir@ibving a
i ﬁres ntsta g § (g Iurallty of security events;
eé‘g S Beh E B REPARUR Y PesH ?Vélgs based on the plurality

of transactions, wherein the transaction tree

25, HQletﬁQ@ér &H&at&&?hlen&ﬂl‘ﬁn%d a plurality of non-root
nodes, and wherein each non-root node represents  a

digplaying b pAfrR JiSPRVerY IoAkFORIREH Rnetifen PR Eleekd e ravigygly stored

sealigeantsng drops in support froma first non-root node
mgg%ggﬁgggggﬁgggwnnvt node, wherein a support of a

ot node represents a nunber of transactions that
cr¢afing @ dplralifyeof transactlons based on a transaction parameter, wherein each transaction

represents a subset of the selected security events;
generating a transaction tree based on the plurality of transactions, wherein the transaction tree
includes one root node and a plurality of non-root nodes, and wherein each non-root node represents

a security event; and



security event represented by the non-root node. 21.
The machi ne-readabl e nedi um of cl ai m 20, wherein
generating the transaction tree based on the
plurality of transactions conprises generating the
transaction tree based on a support of a security
event wthin the plurality of transactions. 22. The
machi ne-readabl e nmedi um of @l ajm 20, wherein the
operations further conprise providing a user an
option to convert the event pattern into an event

Mgrﬂﬁ:l tBhshQidn frddl b§ obséring dO8S i fSUrtrfﬁmfaetﬁg k- ﬁotﬂi@&y t&liMe6dnd non-
cl aiim 20, wherein the ope atlons fur her. co

OBy, PGB PR PGP PR B ok GRS D fptod e

sepﬂtﬁ@emrepﬁantem)ehWGMon@dm eadabl e nedi um of cl ai m 20,

diyi]a?{ gh le égfera(ﬁmatcbrﬁ ecf HEdaBIE b ue érfoﬁﬁ arl a%mﬂvdn@ g a

rom each event in the plurality of security

ingespaRpedto thouser agtigPot hod for generating a rul e,

coB QI ia Sdlde@d ndkilBipdniifRddpatietn ifta h t@tehatigirsleovery t ool
configured to enable a user to select a subset of
previously stored security events; in response to the

26, Theruses @tteslaqeioelaim @5 orhetcR dhe #5ep patipmiompyserA singleatpuserctitkon s
based on a transacti on paraneter, wherein each
transaction represents a subset of the selected
security events; generating a transaction tree based
on the plurality of transactions, wherein the
transaction tree includes one root node and a
plurality of non-root nodes, and wherein each non-root
node represents a security event; and 15 0 parsing
the transaction tree by observing drops in support
froma first non-root node to a second non- root node,
wherein a support of a non-root node represents a
nunber of transactions that include the security
event represented by the non-root node; displaying a
rul e generation tool configured to enable a user to
performan action; and in response to the user
action: converting a selected newy identified pattern
into a correlation rule. 26. The user interface of
clai m 25, wherein the user action conprises a single
nouse- cl i ck.



