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MULTI - STEP DI G TAL SI GNATURE METHOD AND SYSTEM Thi s application
is a continuation in part of U S. Pat ent Application Nos. 08/181, 859,
CRYPTOGRAPHI C SYSTEM W TH KEY ESCROW FEATURE, and U.S. Patent

Appl i cati on Nowo96By®8/ 272, 203, ENHANCED CRYPTOGRAPHI C SYSTEMPGRIDSSEUSBIID
W TH KEY ESCROW FEATURE, both of which are incorporated here by
r ef er ence. . N - ) . Publ i ¢ key
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Certificati opezerént8ority (CA) certifies keys for entities that are
subordinate to it. The CA affixes a digital signature to the el ectronic
docunment in a way that is verifiable (one can prove that the CA signed
t he docunent) and cannot be forged (ongagperounde assured to a high | evel
of confidence that no one other 25 than the CA signed the document). For
exanpl e, at the top of Publie kpyhecertifigates arenglentnonig dosupents
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name is in the certificate. Major standards which describe

15 public key certificate systems include ITU-T X.509 The
Directory - Authentication Framework, and American Bankers
Association ANSI X9.30-Part 3: Certificate Management for DSA

(draft). Many implementations impose a hierarchical structure

in which each trusted issuer, referred to as a Certification
20 Authbrity (CA) certifies keys for entities that are
subordinate to it. The CA affixes a digital signature to the
electronic document in a'way that is verifiable (one can prove
that the CA signed the document) and cannot be forged (one can
'~ be assured to a high level of confidence that no one other
25 than the CA signed the document). For example, at the top of
the CA hierarchy there may be relatively few "root" Cas, -
perhaps one per country which certify subordinate CAs. Below
the root CAs in the hierarchy, high level CAs (perhaps bénks)
certify lower level CAs beneath them (e.g., companies), which
30 in turn sign individual user certificates.
A CA's signature becomes more valuable as it creates
a large hierarchy of users beneath it and uses its signature



key to sign the certificates of both high-val ue users and subor di nat e
CAs. The CA's signature key then al so becones a nore likely target for
terrorists, crimnals bent on econom c gain, and foreign mlitary and
espi onage services bent on 5 econom c spying or de-stabilizing the econony
via informati oNWO96/393¢5 are. All these issues also apply with REEASISHSAT t o
keys used to sign electronic representations of noney. Thus
far, the need for securit i vat e si,gnat ure key has b%en
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Newran 20 of ugeat €6, swn(BBé&tranﬁenfqméwhﬁamdstamy up version
of its private signature: ke%ato be created using a "K-of- threshold
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dat a- keys are a patented product 25 of Datakey, "I nc. of "Burnsville,
Then, shodPdsigeinguunitic(Fey) pewhiah rig e, t%ﬂRﬁRmﬂHﬂQﬁ %ﬁFWMSaQPdﬂle

data-keys aBatistfeRichthiabls Jet ESFYn zoderal 1 gast one

maj or securi meri can ers SOC|at|on ANS
X9. FI conmi t Peocesslngc sy.pndgrdp hFIPS}acmm tlﬁo-ril miewedal3e axadki laxsg issued

S ST GEBETHRDE o b UL SRR 1, el

prevent any andsrechnologyheNISEy.t Sd¢h cadCSs qgerfexdteskdis

2 .
PCT/ US96/ 6§3?‘?b¥'\9°99¥1’r7’§g§p5;%§ﬁn% JKY (RAF rinternallyy, Jeontigesd, ther o
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si mul t aneous Because a single key would eX|st only in a
the device that cannot be read externdlly, and outputs only
the corresponding public key, which will be used to verify its
signitures. One CSU available from Bolt, Baranek, and Newman
20 6: Boston, MA (BBN) is configured to allow a back-up version
of its private signature key to be created using a "K-0f~N
threshold” scheme, in which the private key is split into N
shares and placed on small plastic data-keys, each of which
contains a memory chip. The data-keys are a patented product
25 of Datakey, Inc. of Burnsville, MN. Then, should the CSU
device be destroyed, a quorum of at least K data-keys can
reconstruct the private key.
At least one major security standards body, the
American Bankers Association ANSI X9.F1 committee on
30 cryptographic security in wholesale banking applications has
recommended that CSU's should be designed to forbid any export
of the private key from the device in any form in order to

prevent any possible unauthorized theft and use of the .key.



single CSU at a single site, the loss of a CSU or of a site 5 would force
the CA to use another key pair in order to conti nue business. This would
require the CA to publicize and/ or securely distribute several (at |east
two or three) public keys, each identified by a distinct code nunber
(e.g., BTOl ,wB8Pp839768T03), so that users could continue to vVBETAUSIESR1710
signatures that the CA would issue after one CSU (possibly containing the
private key for BTOl) had been destroyed. See X9.30-Part 3 concerning
procedur es_ fidisdiapproach; wopldr yequire an elaborate procedure for  gSywvARY
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the present Jnai/e igeturely0distRibuteeséverali (@t SYsaor o O RArad) | 0ss
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si gnat ur 4 sdighatieresethiat theofdr wouddsibsueafier cone @S posiiblyes
%Ogg/c%?&s%o%ﬁxﬂ'n@ r‘l:ile i:ﬂ@%rtgr ﬁey_for BTO1) m/l&eg% /Wyed. See
A further ohjaG0-Farthe poacethingvppbcedurestfor dpsastels recowsryg system
I n which nultiple authorizing agents - directly or indirectly authorize
each individual signing device to affix or nodify a partial signature.

5 A further object of the presemimagyention is to provi de a
robust and easy-to-use mechani sm.in which aut hori zi ng agents can
tenporarily del egate ®meiobjggthefi thegpresent invention is to provide a

15 digital signing system ("signing system”) for certificates and

3

other high value documents (including contracts, electronic
representations of currency, negotiable documents, etc.) with
improved security and flexibility. |
A further object of the present invention is to
20 provide a signing system in which a digital signature
verifiably relates to a signature key, and in which no single
signindﬂdevice needs to contain the signature key during the
document signing operation.
| A further object of the present invention is to
25 provide a signing system which permits loss or compromise of
one or more.signing devices while maintaining available,
un-compromised signihg services.
A further object of the present invention is to
. provide a signing system in which multiple signing devices
30 each éreate, modify, or combine one or more partial
signatures, and the result of operations by multiple signing

devices produces a single digital signature.



capability. The nulti-step signing system described here uses
a 10 public key cryptosystem approach to sign an electronic docunent
such that a recipient of the docunment can verify the signhature using a
public verification key of the signer. The private signature key which
corresponds t o Wes39%6sl i C verification key is not permtte®CTASes5817 i n
whol e, available 15 formin one place at any tinme during normal signing
operations. Instead, a private signature key consists o "operational

f .
shares" which can be BsE@rthenobieqh qfpdbeypresent,ipreptiog s F2 and

sequenti al PpkAlEOA Sighihdi HyLrsadlre WhichPhadidpseaaGtBo2izing tdgdntn be
verified using the public_20 verification key. The full sigpature is not
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Each Si gR| eyLCeek i, t 5%}# :0Qr | ' romall, or sone
quorum of Pkggggsg%igffe%‘aﬁ hrhbrl zZI ngae}ga?rﬂlgibgég?geﬂrébart icipating in the
si gnat ureSprocess. 25A further objectdwf rthet presenti ihvgohiont isntof

oper at i onal shares, a whol e,signature key i enerated, .the whol e
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ri sk of | osauthepizirgtdgént®c&®GEnporadidly delegatenthdeyi sethériving
greatly reduced, ,the information content of 30 each signing device can be
now dupl i caFéEabé:lﬁ?Y'for renote- backup or for a plug-in replacenment or

"hot” standby) so thaphe hi1@Wetlyy iﬁ%ﬂi@g@ Szls;l/: mcﬁaséfiﬁéﬂlﬁﬁfg &éflés a

reconstituted) and service can resu qui c The consequence o
subversi 88 pablic key cryptosystem approach to sign an electronic\WD 96/ 39765
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cigning  oferumens Biehophl Sk Stei it X hEC B BHE Sy VBT HAC
mul ti-| ayer afgaathoei usingn npublicrverifications keyeof abhe setgnesyciThdat
each signin evice has registered 5. wthin it nunbey of individuals (or
ext er nal sngfgvﬁg?ﬁggnﬁé%ge %%e‘&%tcéﬁrﬁﬁBPVs u Psf&eaﬁﬁt’?ﬁ% signing .
device  paverifReation kéyeisimit eradaital €6 eRi¥tURANWRYLEP Av@ildble
froma quorum ofﬁr‘ggl stered individuals. A quorum of _these I ndi vi dual s

(cal l ed &dt hSFR,iRORYPATe At A% Fime,durdng: gorpad Bhgring changes to

; Btehyistz iegigogggﬁgsué.egi hPiedl, a Fdivdreslighatiivel kefIconsides sl eting
moperational shares™ which can be used to affix or modify a
partial signature, and sequential operation of multiple shares
produces a signature that can be verified using the public

20 verification key. The full signature is not completed until
all, or some guorum, of the signing devices have signed. Each
signing device in turn requires authorization from all, or
some quorum, of its associated authorizing agents before
participating in the signature process.

25 If, during the initial generation of operational
shares, a whole signature key is generated, the whole
sigﬁature key is destroyed after shares are distributed.
Because the risk of loss from the theft or compromise of any
one device is now greatly reduced, the information content of

30 each signing device can be now duplicated (e.g., for remote
backup or for a plug~-in replacement or "hot” standby) so that
if any device fails, it can be repléced (or reconstituted) and

service can resume quickly. The consequence of subversion of



altering the quorumrequirenents for any of the various actions that the
si gni ng devices can perform or generating and distributing additional or
substitute key sets. 15 In this way, a signature can be applied
that can be verified using a public verification key, but no private
signature key WQ968%6%t a single |ocation where it may be  sKGTASH6ASILT
conprom se or catastrophe. Mil tiple sites must fail or be conprom sed
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The invent| TR A ST A5 FEFLESERRA, PRI ARbR RC, oaoorul af
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present iy &% QR? ze ¢ PPeBedrERRFEREure for a

data center agastaddit %u%tﬂi%xfﬂdée\é'g%ts deletiﬁbgﬁﬁghérh.hh.ﬁﬁt hgbftsp
.preferred architecture for a 10 trusted devi ce uséd ﬁ% an aut hori zing

agent ; altﬁﬂ¥ﬁ9<§h$|QHQEﬂNw§RE¥¥¥eHﬁ@G§s§°FoﬁnVe oFBei F9ridersi fyi ng

Lo 2 ) VIR S iUl SRl erBEm, oFDbhBkREERS"

oper ati onal asithrddstaxfibutsinsg addmt:i@mlt ooy ispstitute key sets.

15 In this way, a signature can be applied that can be
verified using a public verification key, but no private
signature key exists at a single location where it may be
subject to compromise or catastrophe. Multiple sites must
fail or be compromised before interrupting signing services or

20 before an adversary acquires sufficient information to forge
signatures. Individual signing devices need not be as be as
highly secure for a CSU using a single whole key. A
relatively inexpensive device meeting the standards of FIPS
140-1 level 3 may be used (i.e., a device that is tamper

25 resistant), thus avoiding the need to use a relatively
expensive level ‘4 device (which takes active measures to
deétroy or safeguard internal information when tampering is
-detected).

An authorization delegation mechanism allows an

. 30 authorizing agent to let a delegate, or quorum of delegates,

authorize his smart card to affix his/her signature during

temporary periods of time.



key; Figure 6 illustrates a nulti-step signature procedure for

recertifying a signing device; Figure 7 shows an overall system
architecture for 20 certifying and registering authorizing agents;

Figure 8 illustrates a nulti-step signature procedure usi ng aut hori zi ng
agents; wOi9g3976590 il | ustrates the flow of a docunment thHrCEMAISS6HS317
various authori zi ng agents and signing devices during routine 25 nmulti-step
si gnat ure operati ons; ] F|oure_10 |IIustrates the evol ution of

signatures on a document2¥sd4 ERLEL IRt ure operations.
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direct explanation of the nmulti-step 30 signature nmethod begins with a

di scussi on o#ttacked| dravingstin Hemati cal processes. WO
96/ 39765 9g/ N
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SeCf et si gBaEUfeaheapei\’éEieiiél Oéz.gm.ng }aylslteud dni neberhanceawitbe&lmml ng to
systen}mnde aut horit is represented as number ("n0") of shares

( aferr]") Hrgﬁﬁﬂta;ﬂ& t50Rhat ‘the signature key Klerr] can be conputed
as the product Ofri?uﬁéYZtQﬁ@ﬁQOé preseided arehitebraker e6r ah@ien diter

| ess-than-or-equal -To n0.. The representation is done such that it is

di fficult orhavbagsapsigeingecdeviger he signature key Klerr] when
possessi ng fewer agﬁéo S rkaq? Rk hst fpor

exanpl e: 1) using ! am 3 E?iggtgégcu}%tacﬁ%ari ngggggg’%éeﬁgeg%%rmér), " How
to Share aoserueted devixenused by ans awthorizAgyl agemt;1979, V. 22, n. 11),

SAf eguardi ng G yot SVERLF L REpREatailld BhaRieds For, Penbor B ElY Hemtifining
Conf er ence, ﬁﬂiﬂztﬂaeéd cedghinerddvivesyf durfimgneysten st&reapsandg

Soci et i es, 79 242-268); 3) factoring the key; or 4)
generating tﬁ@lﬁé§l 5354%$0duct of known factors. Al that is

necessary is thatpiggréls Vel fukEvates a proiiedst?oedgdherdfing and
[err] (nmod 2N) where Klerr] is the signature key and aferr] are any

conbi nati 38 éistyibuting aperational shares of a system wide authority
key;

Figure 6 illustrates a multi-step signature procedure for
recertifying a signing device;
Figure 7 shows an overall system architecture for
20 certifying and registering authorizing agents; '
Figure 8 illustrates a multi-step signature procedure
using authorizing agents; '
Figure 9 illustrates the flow.of a document through
various authorizing agents and siguing devices during routine
25 multi-step signature operations;
Figure 10 illustrates the evolution of signatures on a
document during routine multi-step signature operations.

ION OF PREFERRED EMBODIMENT

The most direct explanation of the multi-step
30 signature method begins with a discussion of several relevant
~ mathematical processes. _
—
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Second, a signature is formed using nultiple devices by havi ng each
devi ce exponentiate a partial signature left by 25 a prior device, using
one share ai of the private key. Wen using "nodul o N“ arithmetic
(wherein an arithmetic operation concludes by dividing the result by a
nmodul us N and Wale639765 he remai nder as the nodul o N result), PCRES$60S3IIW ng
rel ati onship bet ween nultlpllcatlon of exponents and sequential 30
exponentlatlon S true s X err].

((x[err])[err]) fmolulfinl

exponentlat ed by the pr_.ggucg Qécfé’@ gfg‘,{ﬁu&ealkeg-ndxazv éflearesult IS the
sane as if WO 96/ 3976
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b
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Asynchronous Partial Signing An alternative way to acconplish
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This in turntherkeys @t\e‘rmlemeng; the ket @she product of known
factors. All that is necessary is that the private key is

represented as:

20 Koga =@, * a,* ... * a,(mod 2N)
where K., is the signature key and a; are any combination of t0
shares. '

Second, a signature is formed using multiple devices

bf having each device exponentiate a partial signature left by

25 a prior device, using one share ai of the private key. Wwhen
using "modulo N" arithmetic (wherein an arithmetic operation
concludes by dividing the result by a modulus N and taking the
remainder as the modulo N result), the following relationship
between multiplication of exponents and sequential

. 30 exponentiation is true: ) S
(x"")(mod N) = ((x*)*)(mod N) = ((x* )")(mod N)

Stated another way, if a base value x is expcnentiated by the
product of two factors al and a2, the result is the same as if
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30 perfornmed an in an asynchronous manner by separately generating

I ntermedi ate values (H)[err] by exponentiating the hash by each of the
shares, and then multiplying the resulting i nt ermedi ate val ues, such as
the follow ng: - WD 96/ 39765

PCT/ US96/ 0531 7W0O 96/39765 S =1[err] (mod N) PCTRIS86/Q5317
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rrulti-step homi{® gnclude: R Rivest, 20 A Shamr and L. Adleman (" RSA)

"A net hod for taining Digital Si gnat ures an Public Key Cryptosystens,'
Conmuni cat@® ons of the JOMhe, mulltirstep sigrature meghodar ghares7ef: ap -

et ” o A 851 B0 T b g VA, ghgring 00

| 989; Taher dévieesl, A firktPusviceKaffixest mmmaandignstgnet toeaScherre
Based on 5&] Scr et e Lo arl t.hns Gamal nat % él gori th I EEEd
i &r‘% Ju § 8. uge

Tr ansact | on

Mcali, "A &ﬁstu@sajﬁh{é file eﬁsnﬂtgldﬁalth‘é m@nu tibﬁl)eﬁhd
M T/ LCS/ TM 501, Massachusetts Inst Itute of ec nol ogy, Laborator for

Conput er EriefRenengiatingdhe hash @8teses et aI "El'liptic Curve Public
Key Crypto Systems,” 1992t partial signature = (8)‘l1 (mod N)

A second device advances the signature by exponentlating the
f:u:st partial signature using a second share a, as:
second partial signature = ((B)**)* (mod N)

20 The process repeats until "t0" devices have exponentiated the
hash using each of "t0" separate shares, to produce a final
signature that can be verified using the public K,.

B. Additive Scheme with Asynchronous Partial Signing
An alternative way to accomplish a similar result

25 involves dividing the private key of the signing authority
into shares which can be added {modulo N) to yield the private
key. '

K=a, +a + ... a,(mod N)
This in turn permits the multi-step signing to be

30 performed an in an asynchronous manner by separately
generating intermediate values (H)™ by exponentiating the hash
by each of the shares, and then multiplying the resulting
inteimediate values, such as the following:

-
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SYSTEM OVERVI EW Figure 1 illustrates an overview of an
architecture for a signing systemin accordance with the present

i nventi on. The architecture includes nmultiple signing devices 11, 13,
15, 5 17, 19 wotessemssnected by a wi de area network (WAN) or PEEASI6MSIHr ea
network (LAN) 21. Individual signi ng devices 11, 13, 15, 17, 19 are

di spersed geographically as w del tlye VAN LAN, cﬁ‘loerm'-ts, such as in
separate continents, separ at e &% &5 d‘r * o oeedSt(mad Mparate parts of a

singl.e netropol i LR &' 8an Hive cons:. rélﬁé:' zeat]lon'@ g'éh’i}ﬂnpﬂyéSeo@ePas

been illustrated I n greater etal as an exanpl e. ac signi'ng device is
assi gned a pthessequentiali mdith@q!(ﬂﬁchb agrovmmhw@uger L&l is netinber)

and a logic Q. Signg ' .
publ i ¢/ pri C%etlitaty g%yr%lg&? ¢ %acﬁr Ly |f%d8§? segation
comuni cat 50ps amscthesepalnstead, mltrbemlm \minarximtmd:ey:apal 1nlda 14b
for verifying/si nat ur es. addltl each s ning_devi c
ool ves  nosesafihf forunta AES, Band ine s pPEAge Tk Fasmy
for all ogbpécelPntdJesENi T686atféh for artlatierﬁajdﬁﬁ;,, and then

encryption/decrypti on keys are_designated as whi |l e "KS" desi gnat es

signature/v -‘é%@l%heké?§“1t§mg PaTin) smqnm&q pmdﬁeec'ahesfanal
public key, [ er t Céﬂ&? 'y y.
Subscripts ad lg??a‘?ff{'ﬁ%aiémﬁéﬁ heslg{:’?é\?afti eys o gpe%%ﬁgi'égy 25
pairs. 10 does not mwuefawtmcmh@m,zxemsezit d6es 3notir add
al so i ntercopnecte at her, _an " the
si gni ng devi ?Lgo%e#gg ;&SE gﬁ% éo'{ﬁ%qadz] ‘the ggéﬁ?a}s a person
acting thr omﬁgnatmmsedtnmmlbwmg e Wmﬂtmc&- tanperkr £pomt ant
smart ‘card, Qr other truat e&l devi ce be discu sed m)rg fgily
bel ow. Aut ho#®SKHoP- ofBdeed ythep sﬂ?’ﬁf"ﬁ%‘ A% de??@ﬁ? ¥abiybe
&QN/ WAN 21, evéhibélléftapssBatél adonl ity Cﬁy A FdclipientURRbSvikieibs
15 the transaction! This burdens the’ recipient with additional
processing workload, but does not weaken the security of the

official signature.
Signature schemes based on exponentiation which can
be modified to permit multi-step signing include: R. Rivest,
20 A. Shamir and L. Adleman ("RSA"), "a method for Obtaining
Digital Signatures an Public Key Cryptosystems,*
Communications of the ACM, v.21, n'.z, pp.120-126, February
1978); D. Kravitz, Digital Signature .Algorithm ("DSA"), U.S.
Patent No. 5,231,668; Desmet, Y. Frankel, "Threshold
25 Cryptosystems,” CRYPTO '89, pp.307-15, 1989; Taher El-Gamal,
A Public Key Cryptosystem and a Signature Scheme Based on
Discrete Logarithms® ("El-Gamal Signature Algorithm"), IEEE
Transactions on Information Theory, Vol. IT-31, No. 4, Jul.

1985; S. Micali, "A Secure and Efficient Digital Signature
. 30 System,” MIT/LCS/TM-501, Massachusetts Institute of
Technology, Laborator for Computer Science, March 1994; A.
Menezes et ‘al., "Elliptic Curve Public Key Crypto Systems,”
1993.
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| ocated in proximty to correspondi ng signing devices at npst tinmes for
t he conveni ence of the. organization managi ng the si gning system

In Figure 1, Authorizing Agent 2a (item 25) has been 5 illustrated by way
of exanple and%?@&she sanme notation for keys as di scussBOTAB/05317n
relation to keys held by Signing . Device 2. Each authorizing agent's

trusted device is assigned ° a uni a along with a public/private
devi ce key pair 20a, 20b for enc%ﬁ%@%ﬁii ng comruni cations and a
10 separate public/ pripihfrelayiigqustyapab’ ardverr?bew Sf an architecture
veri fyi ng/5| gnl ng signatures. |f the RSA public ke cryptosystem.s

enpl oyed, Ar oft 3 RGRIPG) A XS taR iR §§°8§€En?%rm-th beiteh REQARAL Aeventdon.
t h | o]
encrypti 0” afné ?%éﬂu% iniudes! ?ﬁ:ﬁ!ﬂ; le eysfn%l éoéfb% I1 e ‘3 h§,

encryption keys c 15 veri |cat
aut hori zi n§ Wgent$. interconnaqtgaqi W aewﬁ.desam@memlve(ﬂm pmJIllccal

coent s, Fife petr A, 2, brskRebeT AT dtadhe. ale T the”

encryption keys 28 aml dﬁd#ex@ed%l‘glebgﬁ'abhﬁﬁakbysaﬁﬁddﬁlﬁus Ahes WAN/IAN
devi ces. Faor ease of explanatiop of the nmulti-step signature

process whi cReFBLtSBuch af |in Feparatr goRtiRents, SeRARALR ChNeFOToAt he
network are REEYPLP hditizite’ pureddioida sEiild indodd MR D (" PKC)

schenme, such as 25 RSA-key-transport. al so be assuned that conmands
sent f1®m one net wdik Edgune, ltnosa-SBﬂ-nErD%V-!aC%lbrMB theem dldastaated

' , h
Gigest. IR et ST et il sfenble: " AL GRS dce, SN0

devi ce si gnaass:bﬁned i |pazmanerﬂ:0 ildeyxsiﬁ;za*bﬁommddedcexgur ashm;ﬂed serial

under stood a evices as_di sgussed ahove.
Figure 2 sho f rg*rae&' cﬁ?iq't B8PG L% Br v 2 m%evdﬁeaxce’m long
conput er corwiguratpm:wa’pm deciicei ueyngur 12a, 12b, \§#0r96/ 39765

PCT/ US96/ 317 Vi ce f F| ure 1 era WI |1 be found. In

addi ti on fi ‘bq{a ngﬁéﬁ g%l SERATATS® at i on 48

addi tional | ypmcwﬁv%t%emb& u&eﬁsgasﬁﬂapruﬁﬂ, fﬁteverigying/signing
signatures. In addition, each signing device receives the

public encryption keys 16 and public verification keys 18 for
all other signing devices.

20 Hereafter, encryptlon/decryptlon keys are designated
as "KE," while "KsS" deszgnates signature/verification keys. A
plus ("+") superscript indicates a public key, and a minus
(®-") superscript indicates a private.key. Subscripts
indicate the owners of the private keys of respective key

25 pairs.

Groups of authorizing agents 23, 25, 27, 29, 31 are
also interconnected through the network to one another and to
the signing devices 11, 13, 15, 17, 19. Each authorizing
agent is a-person acting through a trusted computer device

30 {such as a tamper-resistant smart card, or other trusted o

device) as will be discussed more fully below. Authorizing

agents may be dispersed to the full extent of-the LAN/WAN 21,

but it is assumed that groups of authorizing agenfs will be

10



signing device 39 is dedicated to signing operations and is 5 located in a
physically secure | ocation, such as a vault. There is no direct connecti.on
bet ween the signing device and the external conputer network. As will be
di scussed nore fully below, the signing device 39 will be provided with
a key shar ewbos39m88 t | - step signing 36, its own device sign®CEMISI&Es317.0
37, table 38 identifying its authorizing agents, and a certificate for
its public verification key 40, a public key chosen to match its key
share 36 (whiecated imrproxiRity tp coxpespanding lridning KEVACEs @itaTORE

mul ti-step ) DU | oSt i gnj es, a
Signing 16 dEVAEE 57 fhe convenidficd bl hdbddarni At B R ARG TCT,
The nessage sbgnimgpeydtams routi ne conmmuni cation processes, such as

stripping off routine priyvacy envel opes which ave ,.heen affixed,b ..
i nterrmediates (the sertfrf ‘Eﬁ)gs' %fte'b‘iﬁ’sze’s'%g @Q%ﬂl,} 5%4?&5%@\%’0 spPFéBt e
decrypt i onskeyjusErslcédi by eay [6E Hk Sard) SRy Y san® Motationd for
faster than they can be processed. e nessage server presents nessages

to the sighey§ asdigcussedahavg) in kalakion e Kyt deld by Sdgaing
signed) res eit ( 't [ | deRGce i8S Wels he
request er, gir)éf%éé]?%ht eis%meﬁirteﬁsu :*Eh”:?g; tgrgeﬂrﬁigt 1'%%1 ee\?l ceint ﬁ?slgrstgtl cglh.
In order to acemigue ammgaralaigpatith a pubhlde/privatendevice keyppaiscol s,

Sloning. s B 298 Rk AR fedtule Sk okt Rl el a0 1
Ejgvi creeg??ﬁ?s oﬁfierrlp burq@mﬁut Si enl!?é)t:]qﬁlﬁw zzﬁei‘zzcﬁ Tﬁr?t fﬁeSi oni ng
security of Yﬁég&’&g %ﬁ@fﬂ%g“%&"é&%‘?&g 1t t_ahe Rlsaﬂﬂélftﬂgs"sé?fg server 47
may .be a CO”@?&%&bé’f&ﬂeﬂ% emﬁl&ﬁ#&c?, CEHEN e | such g/ﬁ’ cold 'He) used for

envi ronnent such as an 12 WO 946/ 397

PCT/ US96/ 0530Qth Signakugem and SNATYRION Athithe spRe FiMfage AMthpnizing
o ot adtd e b M IO iRy e,
i ncl udes BSsyerificagictd keys 2fmioff #lk other muthbintizing lagentssssages and
documents sent thE&S' é‘ﬁ&éiéas also receive the public encryption keys
| 24 and public verification keys 26 for all authorizing agents.
Similarly, Authorizing agents' trusted devices receive public
encryption kéys 28 and public verification keys 30 for all
20 signing devices. |
For ease of explanation of.the multi-step signature
process which follows, it will be assumed that all -
communications on the network are encrypted using a standard
Pﬁblic Key Cryptosystem ("PKC") scheme, such as
25 RSA-key-transport. It will also be assumed that commands sent
from one network entity to another are signed by the sender
using a standard (PKC) scheme, such as RSA-signature with MD5
message digest. In future drawings, device
encryption/decryption keys, and device signature/verification
- 30 keys may be omitted, but-should be understood as present in
all devices as discussed above.
Figure 2 shows a preferred architecture for a secure

data center computer configuration 48, where each signing

11



signing device. As shown, a signing device and its associ ated message
server preferably are divided into two, physically separate conputers.

Al t hough | ess preferred, the signing devi ce 39 and nessage server 47
could be inplemented as 10 separate tasks on a single computer in a highly
secure  envir OVO8e39765 The message server can al so ROTAISIGES337

| ayer of protection, known as a "firewall," that separately validates

all transactional inputs prior, to passjing themon to the 15 signin

devi ces. Crhdéleapise & TEunend: Fﬁe&ﬁi"ﬁblgev{"{':g] be fpundsi pit atdg"é"‘%&bltpca
net wor k woul ¢ s 0P e deldo] eddn daBackented! oNPigurasioields as to

net wor k sat urat’ on "att acks ai ned at denial of service. Denial attacks

may ‘di srupt ddditionaddyt iqantRids; 3sgapasateReFBage FRAVEY i4pl e Th®ers who

rely on 20 prgvj | Qe u s [ | v, el fs ot he
ant?/ci pat edpEgérngg‘%ﬁ%%n%?dgf%mﬁggé,éaﬁggkegt %%ﬂ% sg Wé’;ﬁrmg?{ \?/a;%dg&ge a
threat, espedicddted firharlphysicddly Becaverlocatiiok) suchy asTte vamdtage

server can verif || nessages agai nst | st _of _aut horized devices

(51 oni ng. devimere, ks 25 s soagestnncpetutedorie ALimfid divics; ana
strategi es t ghe igititirna)l Renfputles abtadkk. JRBYWELL 56 didAissed mdre’ Of
failed attenpts, and undertake sophisticated_actions to track down the

source of anyfw¥idi%delomy thauEioningsdaviresBPovilhde rrgpided wdkhca key

firmvare to rm’ ':nm‘ﬁr sal is Vatkdaghs ' I weg‘g'

the system operaté;rt? to rrt% %}eﬂ@?ﬁghf;‘hgeggét?ﬁ% and %ﬁ%nﬁsﬁgggfes I n
accord wi t¥p t37e tahle f identdfylingedter Ruthouiziyg agents, and a

= b Yo pybpde;verinioerion e 0 4 BRRIS KT,

(] [ ] 9
PeT/ Uso6/ 053 CRTELEICRES
aut hori zi ng awden toaatom ity eyt sharehdsaiwhese the cepthificatey imgents

Corm nal's 51 Shped Y, SHE, ARi ks V52 pbae skt frates: neshsuch comput er
or termnal wll have Puring @l mudddebtes, sigﬁisgog?réwg@éw avgilgniage a
secure "smart card" 55.” Each smart card 55 securely contains a private
decrypti otk devige 3% wWilk renejve Fregursys Ehraugh ctheingrsage serverii.
smart card. TR HURARP YT GREEdRhs! RButhd LOmhdRiation processes,
such as stripping off routine privacy envelopes which may have
been affixed by intermediates (the server 47 does not possess
the signing device's private decryption key), and queuing the
20 inputs in case they are presented faster than they can be
processed. The message server presents messages to the
signing device for'signing, receives the signed (or partially
signed) result, énd either (a) returns the partially signed
résult to the regquester, or (b) routes the result to the next
' 25 device in the protocol.. In order to receive and participate
in ordinary communication protocols, the message server also
possesses a public-private key pair 32, 33 for signing its own
messages, and another 34, 35 for encryption, to enable it to
receive and open encrypted messages -- thereby freeing the
30 signing device of this routine burden without significantly
affecting the security of the secure signing process.
The message server 47 may be a comparatively less
secure computer in a lower security environment such as an

12 ' This Sheet Has Been Reli

[T




10 signing instructions. Such a trusted device may be I mpl enent ed
using a FIPS | evel -3 device, such as an i Power card from Nati onal

Sem conductor Corp. of Santa Cara, CA, whi ch can be readily
reprogrammed at the firmvare level to all ow for progressive evolution
of new met hodswavdsesocedur es 15 for secure signing and aut lpetiusednissr

w thout needing to repl ace the physical devices. Each authorizing
agent's trusted device nust have at |east a private signature kez.
Preferably, ohdiparyasecuteats cander.s Thet aepsagen sepwer 47 geppeetst
time .of manufac t R N ' swer bblcation key is
"certified" %é %ﬁéeég%u acfﬂfé@ﬁf E%Ft???ggkrgnqﬁégéﬁﬁégﬁg that the
manuf act ur er communibcatitng serviaes [forhdher sdgadndgedeydcead el eFheoni c

message containing the evice's seri_al r d | LG s | oo

W th frs modessade atrver 4f AR Anrdiiss 3% FHdR phasedend a8
characteri gt jg8it abfail f nedsdges amd otumehitsasenhthas aadan frognetdeby t he
manuf act ur er. The human operators use their, desk-t

conput’ers t 0Signing ARVigRr gt ShWye & S4SRing, SRV Ce, ARA éﬁ@ré?ggcﬁﬁgﬁgs
t i < QL . 30
0 S gnmésgﬁﬁézﬂ&véf‘wcﬁﬂa{}t g{*@%‘*fﬁd‘*ﬁ”‘iﬁtﬁ‘%"?ﬁ?ﬁﬁﬁﬁg e

trusted device, appe signature using
private signaeparakeycompntens pr Klhhonghediess paeferred, thessdigpdagure is

Speci {1 cal | ySSRHER T L b e foRE, T outa B HhoiliehEER as

14 10 sepdfafé/ta8kd on a single computer in a highly secure _
PCT/ US96/ 05317 bel onging to the specified user. In this manner, the
system cERVLEPRMER%: t 0 use the device's signature to verify the trust

I evel of .the device onridmesssde (Hexvicidai aled provdided at NayerUsgr ' s
signature to attest to the user's identity _and consent 5to

t he
transact i on. PRAFECEIPRuKAMR A%2 KALEFAIL e tbiRY SfPATRTE 1Y VaRddatES

tely, d ' ' el ' f act t th
remtely, degendiinplseiiian ofhfid Ylor WTHHSERY khiel Bl Sorbaul the

user's identity or authority, al-so vice to be
reused, ol5tsigning devicesy GOthervise any ogeailinerthisdgning demiceay wi sh

1 tstr at s BoRbaREpHEEs A TPpBtid iateony, won1d be grerfocpiatadled. (o be

used by an abatkingi sttemptmierds wellc @ tics artavorikngaturationcattacksased

on a card ' Naimed at denialtof service. Denial attacks may disrupt daily
certificate issuance, but would not cripple users who rely on

20 previously signed documents (which is the vast majority of the
anticipated user population). Bowever, hack attempts will
alﬁays pose a threat, especially if hackers identify some
hidden flaw. The message server can verify all messages
aéainst a list of authorized devices (signing devices and

25 authorizing agents), as well as more complex strategies to
identify possible attacks, deny access after a number of
failed attempts, and undertake sophisticated actions to track
down the source of any false data inputs. This will allow the
signing device's firmware to remain simpler and easier to

30 validate, while also allowing the system operators to modify
their detection and evasion strategigs in accord with the

current state of network security.
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a configuration knowmn as a "smart card." The mcro-chip 15 device has

| nput/output circuitry 42 for power and communi cations, and a

m crocontrol l er 44 for executing firmvare prograns. Menory 52 contains
systemfirmare 43 to operate the hardware. of the mcrochip (simlar to a
si npl e oper akyayge/svss em) . Menory 52 al so includes areas for stwusosgs3id
manuf acturer-install ed devi ce keys 45, user keys 47 received as part of
t he protocol described herein, and application firmvare 49 for executing
the network protocols Bagerebddillusfrates awpikinmistaddendfPEnory is

provi ded as guyRcks3468 agefifs! O'mh TAGAN Yol S dhd gy agd. The

m cro-chip nmay al'so e an optional ™crypto-unit" 46, which is a
speci al puaptherizingnagestacuey ererhrinrelatingly wasésureds greas at

perform ng agcelerate X tjatl ther d [ operations of
encryption/ déﬁ%ﬁf‘s nggﬁagglgggaégr% pr esés)eg;l.e tﬁﬁc}eﬁﬁlﬁg’?gﬁi gﬁf grt her

i ncl udes ap ppsiness brfsited tEaeh durk Sdhmpiftdmatitierminad widichaveoh

sui tabl e batterg poweré_ initialized Eb¥ﬁthe nssr{}'gq{:ture and useful for
time stanpi n§aTdsFeRdeEr 23, §AE PACH PREFFIUM a8 GdEecHRSopEMARE
&g”don‘n””be&aﬂéaé§g%?ggég%tmeftLEKEHVSSfhecurely contains a private

PCT/ US96/ 053d@cryptinor keyi anddacpriNate sianatnre kephahdel areanaigque tPso
i ncl ude an opiLon [ our ( C had h '
either i ntergé#eo%g?egﬁﬁé'toﬁﬁ%e%l?o- |ap?°sxfuc§r]a ’ﬁi‘é“% @hlgnsagﬁe}:ét [i%%{’é
random nulibesignihg instructibnssi Bucly alctruwsted lewiics wmayhden in Figure 2
may. al so be smart .card havi ) neral design as th

[rhst ed devi SERLeReRked Rrind. 3| hips (heval™s BeVIce, Suenlas’ 2n. Wawer.
network willcledi sromaNateonal Semicomduetor! cdfpeonSantal edsralOca,

1) encryption,key distribution; - : 2) . signing device_tenporary
certificaticoftich can be readjly gsprogrampd 3t khe firmware level toy)

signing devi g16RCebEI ﬁk&?i‘éﬁﬂiv_é%olution of new metdddiOand Bordadtes
certification. 15 Each w Tl be discussed in turn. Follow ng thé discussion
of sysi&nfeni seenreasigninghend ranthorization ssitdiouts @epding tei gning
el Lo RepEALe! 68 BErditd SEEAdagy e Wlindiang WG 2
trusted device must have at least a private signature key.
Preferably, the private signature key'is installed in the
device at time of manufacturer, and the corresponding public
20 verification key is “"certified" by the manufacturer.
Certification here means that the manufacturer has included,
with the trusted device, an electronic message containing the
device's serial number and public key, along with its model
number and other evidence of its trusted characteristics, and
25 that message (certificate) has been signed by the
manufacturer. ' _

The human operators use their desk-top computers to
read and generate messages. When a human operator wishes to
s8ign a message, the desk-top computer sends the message to the

—30. trusted device, which appends a digital signature using the
device private signature key. In the preferred embodiment,
this signaturée is the signature of a second signature key pair

which has been specifically generated for and certified as

14



ENCRYPTI ON KEY DI STRI BUTI ON 20 Bach signing device, and each

aut hori zi ng agents'’ smart "card is assuned to be a "trusted device" in
that it is a t anper-resi stant device that functions only in accord with
stated characteristics, and whose manufacturer has endowed it with a

devi ce si gnat U%W@al r and a device encryption key 25 pair per@sssossiv a
protected nenory. At a mninum the manuf acturer of such a device wll

attest that the device will - not divul ge either its own or its user's
private key(djelongingoto &hecgpesified ianier i nkn diliis mammash dde 6¥5&LBO

h ["ect t :
1t he devi oL HOBE AP OoF FRECHEVICY. 4 LTI ok Vertly G Selel0
verification jeel @fdthe deeidevbneanypybter trarmsagiomn vﬂ'a;le usliag the
manuf acture nma |nstall twWwo se

PCT/ US96/ 053 BRET"S. SHgRETizeatRs a%gﬁétf‘b? e WYhA Jr‘ge’}érg‘ilﬁ‘ 20g CORSRDY

and one £ Qo ithRe eRankREIBnKeYThEs 04l Igvd cslie ats e Aeipitd R lgenerated
conmruni cations using a public/private cryptographic schene. I'n the

al ternative, ande revoked FemotedyecHeRpRMiRg P@Weﬁ?ﬂ FaKiQUS t i fi cates by
providi ng phy, ﬁ“@ | r

initialization sgrl%tr?ggb ggg&rgea\t/’ggf éﬁere a s @f%% corrp?t er
is used in | wﬂula)falad ﬁﬂ.itomd.ngl ghengemm be reused, or [to hos&ssuned

t hat each trusted eV| Lns,with C basi] | it uch
as software ¢S u eﬁbf‘ﬁyt 9a%g iﬁ{’%&eh% ‘%Fc?t g’«%&/ s§§gg§%

through a 1Ctfgy Io'!m’er me&hte'dr parpogesl system that lets it communicate
wi t h ot her trusted devices assumed t hat_at cfast qQne si g_nl ng

devi ce, designated as mwrleeédalﬁev?iioﬂgat:%ﬁ)a%l%r%ﬁe%

information agula Pesibie %&uskaaede{riééle:éyﬁé afded fﬁyoraﬁnaﬁ%h&a@rﬁ@or S
responsi ble for ini'tializing the system he next st'ep in_ preparing the

systemis foragfé\ﬁ-cegt cmpmeﬁe&ngesaeﬂ%emi@m-cm encased@n @n dads

as fol l-ows.g Lknowt" ‘E&g 0 d Yol e

"l ead, " rece| veas igura t?r?a%\moperg m% g%an "tl egﬁﬁ'ﬁﬁ% %glli%i ng
devi ces i 1§ ldeviprst Aas inputdautputi cmremndsy 42 :ﬁnmmweremdypt i on key
and publ ic S'c%%u%i%a@%‘;',c%hon ﬁ&r&gozwfoller 44 for executing

firmware programs. Memory 52 contains system firmware 43 to

operate the hardware of the microchip (similar to a simple
operating system). Mémory 52 also includes areas for storing

20 manufacturer-installed device keys 45, user keys 47 received
as part of the protoéol described herein, and application
firmware 49 for executing the network protocols described
herein. Additional unused memory is provided as a work area
54 for temporary storage as required. The micro-chip may also

25 include an optional "crypto-unit” 46, which is a special
purpose arithmetic accelerator unit having hardware for
performing accelerated exponentiation and other arithmetic
operations of encryption/decryption and signature processes.
The micro-chip further includes an optional trusted time-clock

. 30 48 (assuming the presence of suitable battery power)

initialized by the manufacture and useful for time stamping
signatures. The micro-chip further includes-an optional
random-number generator 50 to be used with

15



ot her signing devices. Optionally, the |ead device may also 25 send a
nmessage for validating the firmvare under which it is.  operating, for
exanpl e, by hashing its firmvare, signing the hash val ue using its device
signature key and sending the signed hash value to the other devices.

2) After othewgdesdtesd devi ces receive the | ead 30 device's ppaiisbdioss17
encryption key, each other signing device sends its respective public
signature verification key and public encryption key certificate(s) back
to the | ead emeryption/dearypticmi progessesent Thehsmarbfcard may k8@, each
ot her to. . . 95/ 397

PCT/ Us9e/ 05339clude an optional noise seurté (not shown), sithiRe o??rp‘g’?%dse’t he
t wo. Bot hthashts eitdferraintiernaiherwiexternhd tesphetmiersighipg for dwe ce

stops participating in the protocol .and notifies its operators. This
conpari son o RhﬁgﬂgEQE%ﬂﬁ;qgiﬂﬂFb UIPLES4| | 5 signing devices use identical

firmware, which acts afhed sifififilhg deviide pRevieagdigeshédni snNPigafe 2 may
"impostor." Each signing device optionally returns_a_hash of its
respective falpgckbe 3 smarty candei@viag the same general designas|the

device compaggsstls daps Ur Wid MieiB3esthbvagghbel devices firmuare

against its own has ] . acts as. a c at none of the other
devices is an inpostorDevices in the natworkgwiil bevinitiabizedvinraceived

public en e} i t i,fication keys for the other )
devices. It §#¥$é%é&5§ggﬁé¥%§% #%QB‘%Fr future messages wll 15 be signed
by the sebder's privatk si @miryptiosy kegddistribatiion; by the reci pi ent
using the sender's public verif,icatjon key. It will also.be understood
Chat Jal 1 communt cat L ord) vi 191909 defdes, Fempasary eortEEFRrEaRs s publ | ¢
encryption key and Fhecr GHaYe AiskesbRERBRENt 'S private decryption
key. 20 These addi i onal signature key§ are not used for

mul ti-step signing (wékh wigning devigesyecertifjcabionnrand used i nstead
for encrypting and sigfy ng ' : & akl network entities
I L S SRS S S

as proof of a device' s indiv ofS of identity and
menber shi p5i Bachewilb e Weaguseed dn tuzal. | Fpdlowing thediscussiomepfind

di'stri buti nOgyge s AR o34 o, VTR e brlamb EnbES GE 4L FYLTI -Step
signing highly secure certificates and other documents will be
explained, as well as further variations and enhancements.

ENCRYPTION KEY DISTRIBUTION
20 Each signing device, and each authorizing agents®
smart card is assumed to be a "trusted device™ in that it is a
tﬁmpgr—resistant device thaf functions only in accord with
stéted characteristics, and whose manufacturer has endowed it
' with a device signature key pair and a device encryption key
25 pair stored in a protected memory. At a minimum, the
mahufacturer of such a device will attest that the device will
not divulge either its own or its user's private key(s)
without an expensive tampering effort. Each device also has
an electronic certificate, signed by the manufacturer,
30 containing: 1) the device serial number; 2) the device's
- public signature verification key; and 3) the device's public
_encryption key. The manufacture may inetall two separate
This Sheet Has Been
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pr ot ocol . S| GNI NG DEVI CE TEMPORARY CERTI FI CATI ON
Figure 4 illustrates tenporary certification of 30 uninitiated signing
devices. During this process, signing device's public key certificates
(whi ch were unsi gned or signed by the device manufacturer) wll be
repl aced by o 9639765 WO 96/ 39765  PCT/US96/05317
PCT/ US96/ 05317 certificates signed by a tenporary admnistrator ("the
adm nistrator”) 61. The admi nistrator preferably is a human. oper at or
responsi bl e dextifiicatsls ,ziong tfogr $het eigaatuzet vegificatbomghkeheand one
admnistratq's rsonal rt rd. ' r t tion

Tor dhe eHtvotidn key. thntg ée’irit'}BS QQXF%E J;ﬂéff?

est abl i shes devices (as

bel ongi ng t ednifaritvaddions grsdmg) af gubmie/pfaru.kratlehexygeagrapMm grigme e keys
for nultl-ste signin Rurin actuab it is a tICI ated t hat t he

t enporary adm ragtt&rq\ﬁ(iﬁ V& b h&pﬁ‘?& P gcﬁf‘t REREPEAPYEERhuman wit nesses
to aSSUfeSC&hﬂ%ﬁhd@ﬁ&@&ﬁQﬁ&&df&&@t&@abytb%ov;&iﬂaobﬁ?¥lé£1t FoES¢t Don sy d
be effective only for the mnimal tinmne few m nutes or 'hours, at nost)
necessary t @1l igen .t Fachy as| @P@d#§§?-§9 2:3 g@n&naiimtqmatws in a
Tenporary c eds ol .
adm)nl st?/at %r é{flegg;r?lg?%t Bish%g%p(rll A (Ja'ﬁ' ‘g‘?’gﬁé’f’érﬁé Egmpg%e a co‘? rlé%p%n I ng .
public veri bifca itnusited sigming device. 2) The adm ni st rat or
conmmuni cates its publi . Signature_ verification ke 5to ch, of

si gni ng devi ces 28 11F&i§? suped fé?g each %rusteé)gegéiﬁ %ﬁ?ﬁd" i ce
11, 13, 19 ckttalih bagdirerfinetionalicyl e sachnasusorkaire /cofferring Fa;e 75

and a public verlflcatlon key ot shqQwn), and sends a signature
certificati 8Pidd¥edeo J‘[bfi‘@tgdlé’ﬁl §FF5MP BessagessERRoRgh o8 ZBeT(‘é?r Yor

certificali g ARATorie HAIY aysten, o tHEES28esCaR! Boihiflicats W B otked he

S|gn|ng device (e.q. devi ce Seri al - and/or a logical nane, such
as "SD1"), mmﬁ é@vg.qm y It géneigpeesgusaﬂctyagnatulea%r¢n¢ catgring
key, and ot d '%ﬁﬁﬁ%! | a} I 4)
The adm ni s rator s?&%s eac d\égrst ﬁ‘ac Fé% a?’gaiﬁe iQ E%BZ?}F of

adm ni st 18t wreceiving dnfiopmeition lakput the initial state of the system

from human operators responsible for initializing the system.

The next step in preparing the system is for devices
to exchange device keys.. Key distribution proceeds as
follows. _

20 1) One signing device, designated as the "lead,”
receives from human operators the ideﬁtities of other signing
devices in the system. The lead device sends its public
encryption key and public signature verification key to the
other signing devices. Optionally, the lead device may also

25 send a message for validating the firmware under which it is
operating, for example, by hashing its firmware, signing the
hash value using its device signature key and sending the
signed hash value to the other devices.

2) After other signing devices receive the lead

30 device's-public encryption key, each other signing device
sends its respective public signature verification key and

~ public encryption key certificate(s) back to the lead device.
If the lead device sent a hash of its firmware, each other

17



5) The adm nistrator returns the signed signature key certificates 68,
70, 72, 74, 76 to the respective signing :

19 WD 96/ 39765 :

PCT/ US96/ 05317 devices 11, 13, 15, 17, 19. Signed certificates 68, 70,
72, 74, 76 yib Serdohdsistrated as synbol s for publ i c signat ur @eR¥sems317
(KS+) wth appropri ate subscripts and, attached bel ow, the _
adm nistrator's signature ("--ADMN'). Such certificates 5 wll, of

course, al SOsh.QﬁiudedéﬁiOé Nedsies artsdewnc €irgeatret and camgargapetl(e]atwo
shown) .

tenporary puBPER E?ﬁhﬁ%u’f’ ssmeﬁqbgﬁtg‘ﬁ gf’?scg?ﬁl f1 gngQg m)nglgm'%

another. 10 device stob#Cpasticdper ity Imetheanoseesieand) nobifies its
orar rivate

adnministrator's public verification ke

si gnature ke99387t9¥§°0v\7ﬁh%%n%?}\‘%ﬁ"91%’é¥ }\égixeva%e Eﬂrﬁ% that all

admi ni st [ 250k43h Jgeaé{r & "gse | UGV FSembare, ! aﬂmenaaawt@é & check

si gnature ver| i on and 4) the 15 tenporary signature verification
key certifi cahet bhetheadtﬁe\rlce 3 qethgnd&impostoEalh Baghi aigRing ce can

use the Qi st n AP

si gnature onggk%éé §§%$QP§1¥£ %é#lca ggh%§§é%ge§€%rE&s@%@tfggqf4§$ é&%;nng
devi ces. 20 the lead déeidesi gni ng device may now advance to a nore :
tightly controll ed pha e of the toc b exchang| usi ng
the signature keys tha hav'ﬁh%e%%‘ga%tvﬁﬁe\é fpares; ﬁggtgﬁﬁgg r?/g the .

adm ni st r aip0respEt €38 Cothe £ X@evids 0 Eirmvatie! hgambe a65UBWA hdeH, which
communi cations on the network involved in the 25 nulti -sigpature, operatlons

fromthis poPRESuASi @ ehecknthat nongnf-EhecoEherr AGYLreR 45 can| PFRRFLRY
a signature key that Aﬁ‘ Q i edés}ide‘%d gg,thg@et %&BQE@&& ﬂl:strator

and t hat each recipient ve s the sen signature ol the sender.
1f a messageensrylptipnopedl qisngtmtﬁ verdficatigs keye Bor3thecptherd and

the protocol s ai l (o] r @

suppl i ed. Itdmgk'%ﬁ;f he %?f%?éﬁd{#ﬂs% tgggr"e ?’%r %hgﬁ:gﬁ@%@?g%én%@%]é or
t hr eat re&pobeesﬁgueﬂeby uhdesemaﬂ'wpmimel srlgnaent‘p keynand overdfieded
nessage is

by the recipient using the sender's publlc verification key.

It will also be understcood that all communications will be

encrypted using the recipient's public .encryption key and

decrypted using the recipient's privite decryption key.

20 These additional signature keys are not used for
multi-step signing (which will be discussed below), but are
.used instead for encrypting and signing routine communications
among network entities as proof of a device‘'s individual
identity. Such proofs of identity and membership in the group

25 are of critical importance when generating and distributing

ihe master key fragments for use in the actual multi-step

protocol.

S;GN;NG DEVICE TEMPORARY CERTIFICATION

Figure 4 illustrates temporary certification of
30 uninitiated signing devices. During this process, signing
device's public key certificates (which were unsigned or
signed by the device manufact;urer) will be replaced by

i8
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received during the nmulti-step initialization and signature oper ati ons.
AUTHORI ZI NG AGENT TEMPORARY CERTI FI CATI ON : Figure 4 illustrates
tenporary certification of 5 authorizing agents. As will be discussed nore

fully bel ow, awpegisdgy Ng device affixes a partial signature Qigpudobossi7
response to authorlzatlon froma quorum of authorizing agents. Signing

devi ces operating under the authorization of the tenporary adm ni strator
al so require gefitdfiratds adigned diyna apmporaryOadeipibstrgtorer{ftheati on of

aut hori zi ng ents,assure th onl desi,gnated_humap agent s, nma

aut hori ze si gg‘i’lﬂbnb%‘?ﬁ%fé%r du%tlrfg E"Xlet Wtﬁﬁfgﬁﬁ BF%@%E%ETY 16°d human
The procedur egh@fat SFPFESHONSA AR tfidry il taultieingl 6he syS8U6Rt &nd Sasting ar
to the procedure above for tenporarlly 15 certifying S|gn|ng devi ces, and

proceeds as fBhreygh the administrabor's,pexrgRnalserars cayd conFedB cates its
publ i c S%%éé#é%féﬁrééfﬁ%&h‘éﬁy eféiamﬁﬁea 95 iﬂeraaseariéwg of

agents 23, authori zi ng agent
generates a psemﬁt}zmmrgmamgmngeyﬂew@caﬁ |(aat behongqngstOt'gh@ hearget

feast the . FEPIBl TR st e soel) sifieabe, FhgRAnhRR Rake FREman <

di stingui shedmiiPtilstdp sidpriingJ C Turdng adtubdr usse ﬁgems anticipalﬁéd‘(that
device (e.g., smart card serjal nhunber and npodel 25 nunip % s nat ure
i

verification ¥a¢ FMPRFALY nigtrator ‘@H&%?%P@ﬁﬁ?ﬁ%ﬁgv\ﬂ? TRl&%ey

for the agepthemin Lﬂ@:ﬁessesdesa Qﬁsﬁﬁ@ %r&%%eﬁraéeaarégfruaﬁaoehwa&né he
trusted device is of a known type) e adm ni strator

signs each cetempoxazy srexsd ficatdan would PﬁeeiéﬁFﬁigéraﬂbY farpkh@at e
i onatire ““pipian tiee (o Ben MASE G holial RELICEE) iAcThod <o
21 perform the complete master key generation protocol.
Temporary certification proceeds as follows:
15 1) Thé administrator 61 generates a private
signature key 63 and a corresponding public verification key
65.
2) The administrator 61 communicates its public
signature verification key 65 to each of the signing devices
20 11, 13, 15, 17, 19.
3) EBach signing device 11, 13, 15, 17, 138
generates a private signature key 67, 69, 71, 73, 75 and a
public verification key- (not shown), and'sends a signature key
certification request to the administrator 61. The signature
25 key certification request is an electronic message containing
" the name of the signing device (e.g., a device serial number
and/or a logical name, such as "SD1"), the device's newly
generated public signature verification key, and other
administrative information as desirable.
. 30 4) The administrator signs each certification
request using the administrator's private signature key.
5) The administrator returns the signed signature .
key certificates 68, 70, 72, 74, 76 to the respective signing

19 . This Sheet Has Been Reilaced
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KEY SHARE DI STRI BUTI ON Figure 5 illustrates generation and
distribution of . "operational shares"” of a systemw de authority (SWA)
"official" signature key. One signing device, here Signing 5 Device 1

(item11), n&ﬁg“g ed as a "l ead" device. Human oper at OLapRisOMdsIfy t O

this | ead S|g ce at least the follow ng information
a) The threshold parameters for splitting a key into shares, i.e., the

total nunber gafrizear 41,t a3he1e¢ner at ggl, ardl%@ed e 6. 16 1840 BT TRGETRY t O
affix the SMA Si nature I dent.i fication nunber and/ or

| ogi cal nane 4r #§ BEeaddilymsgared;as 2 p?‘?‘i/&&‘!ab:*t@@y sjgnature; keysqy-
seri-al nunberg §%%§4aﬁg?6pk?%éaéuﬁé‘éﬁ & Und, attached glow Kge share

identificati nbers a ogi cal nes to be assigned to the
respective shdmanissrgtpr 8" SHPRSEIRCE 6("89-ADMIN" BTOISuch certificates d) The

devi ce cer or | t ls tted
to authori%eLFﬁg %gr% gg%gf hféﬁ ré?f%ﬁgé§ﬁ§¥%é§/éﬁadéﬁfdé Q%é%% @Q
human oper at ahd typeaQﬁbtlenehhy.prOV|de a nunber that limts the total
nunber of fragnments that can [es sin signin evi ce, which
can be used when a Dgnlﬁbedﬁﬁgﬁin déeYﬁﬁ %ﬁﬁggb h%@ﬁ% Ne¥ (i scussed
nor e ful | ¢eppbey 2 ublic signaﬂ'@fe szﬁﬁtioﬁa tl&f%ﬁﬁc&@ﬁ%ﬂb a
si gnature key, cal the "system wi de aut hority” key, which w |

be used to aQ#Pna§9§hthe system The public SWA publlc signature key and
o oepon g0 P! vate Blen’ galas dootss ndf SN o) ghil 1t o0 o
transmits anadminjiptrdtor: sngublicavebnfiuuﬁn ikefyor )i d.ttst own trhmplmd'y
5|gn|ng dev'ﬁriv%te signature key; 3) its dwn . temporary certlficate,
signed by the administrator and bearing the signing device's
temporary publiq signature verificétion key; and 4) the

15 temporary signature verifiéation key certificates of the other
signing devices. Each signing device can use the
administrator's verification key to verify the administrator's
signature on the temporary certificates received from the
other signing devices.

20 Each signing device may now advance to a more
tightly controlled phase of the protocol by exchanging
messages using the signature keys that have been certified by
the teﬁporary administrator. For ease of explanation, it will
be assumed that communications on the network involved in the

25 multi-signature operations from this point until the end of
device recertification are signed using a signature key that
has been certified by the temporary administrator, and that
each recipient verifies the sender's signature of the sender.
If a message is not properly signed, the message will be

30 rejected and the protocol will fail to continue unless a
conforming message is supplied. It is further contemplated
that some form of threat analysis or threat response may be
undertaken when an improperly signed or unsigned message is

20
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2) The | ead device 11 conbines the seed I nformation and uses it to
generate a public system w de authority signature verification key
-(KS[err]) 91, which ultimately will be used to verify official

si gnat ur es. 3) The | ead device 11 generates ope SR
shares 93,%8,96@7,65 99, 101 of a private SWA signature key.i;(?'mls m%syﬂ

be acconplished by first generating a whole private/public key pair
using wel | knoury Jild Yy kqe ganesakitep IRiPOAS: A0fion 4RENsRfldtdddg the

private signature key 92 i'nto shares using 10 one of several well known
private sigreperatioms.splitting nmet hods. The generation of shares
carries with it a requi renent that a mnimum nunber of separate shares
n0 be sufficient to conplete a systemw de authority signature.

4) The | ead device 11 AUTHSORIZINGHAGENY TENMPORAHY CERTIFICATION key 91 and
one private signature key share_95 97,.99, 101 to ea ot hgr signi ng
devi ce, while retaini r?d‘%’r_e icdﬁg_“ﬁf;r?ﬁ%ss?ﬂnﬁﬁﬁ?m 9%??‘%&:%&‘?’(9? l?ee 91 and
one share 9fauthdriTiPd adental.c AJWALIUrBekeisSdssed mbse! ful BprUe1DY) a
private signature Key share is transmtted with the followng 20

addi tional igdgning deyice affixes a partia})signapure (emly gbhtFesponpe +o
key as a | s £50H I Qei L DY I of ﬁ.{}are);
b) a uni queacili entl:%aﬁ:ci?tpn?/on co%e&?%?ﬁ?hgﬁsﬁihagﬁggﬁ?cgﬁﬁTcaétilbgln ey; 25
c) a uni quelevizes dpextatimge aadderotheaguithorizabtion vert Stlte psremporary
Sionature - Ymtiidrater ataqseggire a"duokdl b2 RucRifhEiad acuidr 7 ©
nunber ofi1\Wenporaatye cerdifivation bEyaabhoeizingdagehts Caspirs cthatS\bhly

si gnhat ur e; the identi éi es of si I%ni ng_ devi ces_ recei vi ng

f
ot her ‘Swa prdesignated, human l?#“é:ﬁaf“ég; aghhorize signing devices during

23 the initiation process.

The procedure for temporarily certifying authorizing

agents is similar to the ptocedure above for temporarily .
15 certifying signing devices, and proceeds as follows:

1) The administrator 61 communicates its public
signature verification key 65 to each of the authorizing
agents 23, 25, 27, 29, 31.

2) Each authorizing agent generates a private

20 signature key certification request to the administrator 61.
The éignature key certification request contains at-least the
following information: a) authorizing agent name (human's
distinguished name); b) identification code for the agent's
trusted device (e.g., smart card serial number and model

25 number); c) signature verification key for the human agent;
and d) signature verification key.for the agent's trusted
device (which serves as an assurance that the trusted device
is of a known type). :

. _ 3) The administrator signs each certification

30 request using the administrator's private signature key.

4y The administrator returns the signed signature
key certificates to the respective authorizing agents.

21
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g) certificates of authorizing agents who w || be permtted initially to
aut hori ze use of each SWA private signature key share on the target

si gni ng devi ce. : The | ead device 11 will encrypt each

SWA 5 private_s| re key share using the certified public Sddfek3qpt | ON
key of the res&é%:%\%dgsi gni ng device for which it IS intenl(;lcé'rc!.u

5) The | ead device 11 outputs the public SWA verification key for the

human operators and erases the 1 OSHIONE ITIr g NoN:
a) the whole private SWA signature ke Il e, durin

I f at t [ th
~ generation process theF4@b¥ %rﬁcﬂd’tsé: s 9%§F§ﬁ53§¥ea%)ﬂ% g o%ind
b) ' all sharegpakathensiVsiiie ©Fidtysteh Maeé)éuéﬁaffﬁ {gMaypne share

which it retal r irts own use). Each r'eci pi ent signing
devi ce i nst arogficiaPsignaunetkeys gomeusdgringsdeavice n henefigningof
nmenory areag, .along, wit certifi.c of .the,initjal_ human

aut hori zers Pevige hﬁﬂﬁfg\ﬁgg Al deézg%ta%%d %f Ps %?%éer‘*%%‘%'at %“f\“@n
private SWA spgRatore perdvide ebd Mhidd 1¥ad sighingndévice el TdaEt hedevi ce
11, and then only for the mnimumtine necessary to generate and
distribute fol}Qrilg IREQHRALIPRE the whole private SWA signature key

sinply does not exist gprrixweiitdditlld patamdRérs SE6HSEFPItRIfy 2D Key Fnitack
for only a short period of tinme during the generatlon process. ’
8

At this stagshazegh Ligni rheichotal muwbesdoti shares torke grnematied and

e var 18, AR Aln SR oddl 5 SRR e ¥R ILGRNBRLEY! 00 )

illustrating an exanplk) ik képe idéntiiifivatjodi sumber oand/or vidgidal ammened

(o e, akEaShe ade had 49 ) ld Sl 1e ATHUD QUPGLe0] ST R necded

24 seridD AGBEY 6fKS-01234," or logical name "BTOl."

PCT/ US96/ 05317 ¢) Key share identification numbers and/or logical

15 names to be assigned 'Eo' the respective shares, e.g.,
*SWA-SHR-56789," .or "BT0la.”

d) The device certificates of 'authorizing agents who
will initially be permitted to authorize that particular
signature for each device. -

20 The human operators may additionally provide a

" number that limits the total number of fragments that can
reside in a single signing device, which can be used when a
signing device has multiple master keys as discussed more
fully below.

25 The next step is to generate shares for a signature
key, éalled the "system wide authority" (SWA) key, which will
be used to administei the system. The public SWA public
signature key and corresponding private SWA key shares are
generated and distributed as follows.

30 1) Each signing. device 11, 13, 15, 17, 19 T
transmits an encrypted string of random " seed"” information to

. the lead signing device 11.

22



be understood that a higher nunber may be chosen, nost probabl y at

| east three, which will increase security, but which wll also increase
t he nunber of steps in the signing process. 5
SI GNI NG DEVI CE RCERTI FI CATI ON During previous steps of the

initialization ocol, a tenporary adm nistrator 61 cert| e
signature ven‘VP@ﬁ&F’ keys under the authority of the temg ggyg@ﬁf
adm nistrator 61, and the signing device 10 certificates were signed by the

adm ni strator’ s Lemorgyy ameh@ad WegsKRY 11 DubnRdnbECERb bpga | o each
e

si gni.ng device w Il circulate a new certifi request Its own
_public kednformatidm andarses dti o deneratet a beb&ect sirsteémuwdde t he

system wi de aut.horit | tels- s' N 1 . o Figure 6
il lustrates %ﬂ %g ?%ﬁﬁﬁ#:‘%%'%ﬁ'%ﬁ&%kﬁg kg%e3%§ g) %%é %ﬁ+@9 si gni ng
devices wi | Iunes:ﬁteiy wilmasd \wed tobyeare.wyablfmc&h& pignpagarksl each
devi ce. The process for Si gni ng Devi,ce proceeds as foll ows:

1) Signing Device 1 gehkr afRhe af geyice éé gererates: epeystingal, gharees
that certifigslegg 0 & 9ygl0 101 Biv'aC?rava{Eesﬁﬂ Bighaghee § S?Ude hik ma§st:

a) the 5|gn|ng devite s identit g., serial nAunber an eV|ce
| ogi cal rhgngchmpnigheﬂ|hxﬂﬁmxs§|gnaeansznqrafwbaﬂeoprieptedpubmac key

0oV C2" ! P Gl o MBS By, GSHGCL G kil B’

t he prot ocolthemcb;il:l:istmgem epmlvyate sdgnhrthmed kby Bneindm shaiest asinghi s

k il b t h d hi th
Fani Ty ofl0 Su G TP HRRAL S8 L0, KpeRy BESSER PAGnEuER, keR FRLLEFARISIA 30
key. (The desdtifods gniTie w;&soﬁs%ﬁﬁt&beéarriﬁﬁnﬂlﬁﬁt g€eh' s

certificate remain unchanged durjing this
25 - requixgmend Lhats a mnn um number of separate shares n0 be

PCT/ US96/ 05%eficient to complete a system wide authority signature.
4) The lead device 11 ?ransmits the SWA public
15 verification key 91 and one private signature key share 35,
97, 99, 101 to each other signing device, while retaining a
copy of the SWA public vérificaticn key 91 and one share of -
the SWA private signature key 93 for itself. Each SWA private
signature key share is transmitted with the following
20 additional information:
a) a type code identifying the key as a
signature key share (also indicating the length of the share);
b) a unique identification code for the SWA
public verif;cation key:
25 c) a unique identification code for each
respective SWA private signature key share;
d) the total number of SWA private signature
key shares distributed; '
e) the minimum number of SWA private signature
30 key shares needed to complete a SWA signature;
f) the 1dent1t1es of signing dev:ces rece1v1ng

other SWA private signature key shares; and
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process, and are retained permanently as proof of the device's origin
and underlying characteristics.) 2) Signing Device 2 affixes a
partial SWA signature using its SWA signature key share 93. The parti al
signature 5 is forned in two steps. First, Signing Device 2 applies a

"hash" functio s MD5 or SEA) that generates a reduqﬁﬁ
string that'isqvéﬁgﬁggﬁly related to the un- hashed certific "hs

string is expressed as binary. digits which can be mani pul ated as a
nunerical (large integer) 19, valuet i $eE80Es é%gﬁﬁfﬁbEE%&ﬁ¥3é&éﬂ%@”&h@ will
partial signature by exponentlatlng the hash strin Its

si gnature keype pemd-ftéedT ARditially §Ri puthevise vse At Rt SR PEAVALEal

val ue, whi I g [ t he formul a:
Vb2 = (HASTREATRE Be Snaael OB\ thECPREVEE s RgERag dehie
drawi ngs, a string of bItS t hThe leadndevicectl wiljrencrypthleach SWA

| dent 1yind Brivass SionachaBlNaY, BnaPRCudiad te SPRBled BRRHE%) 10

bottom of thend ioh seyacththezespegttde Signin@tdevite £c20 whidchois

from the context. i 3) Signing Device 2 sends the partially

si gned ceds dntgndedas (o S gni ng Device 3. 4) Signing :
Devi ce 3 conpl etes thegyyst eieWidad dé#i@@riiyoﬁt UlEﬁe ERROBRAL | at i ng
t he al ready- applled 25 éartlal signhature -- at I gni ng Device 3
calculates ificationl kexlGorasbaruungntqpcrn¢¢xﬁran1erases the '
--SD3 = [ - ((HASE( CERT) exp KEY SHARE 2)
exp KEY S Egbf%&&hg gg%g&ﬁa@éo?fSMA 30 The partlal signature affixed

by- Si gni ng Device 2 nay be a)altmﬂeﬂhODerpnﬁvmteISWRrsnbnatuteak@gcuitnatas

an audit raid eiN2' Soblaly O’ Rn2hbiah SROCELY" SR “Gisd FH4VaRL Kl °

sinplified e

96/ 39765 signature key was stored); and PCT/US96/05317 _ _
5) Signing Device 3 returns the S|gged certificate to Signing Device

1, which then distributes cBli e@lds shpEes ofcthe(S¥A(RrivAte S € ¥8¥ng
devi ces, iereiPcept! ¢¥r"Gne share which it retains for its own use).

6) Each recipient signing device installs its SWA
private signature key share in a tamper-proof memory area,
along with the certificates of the initial human authorizers
for that device. - ' _

20 It is preferred that the private SWA signature key
exist at most only in the lead signing device 11, and then
only for the minimum time necegsary to generate and distribute
shares. In this way, the whole private SWA signature key
simply does not exist for operational use, and is susceptible

25 to attack for only a short period of time during the
generation process.

At this stage, each signing device now additionally
has securely received: a) a copy of the public SWA signature
verification key; and b) a private SWA signature key share.

30 . For the purpose of illustrating an example in the
following discussion, it will be assumed (for the sake of
simplicity) that the minimum number of shares n0 needed to
affix the SWA signature is two out of five shares. It should
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themto verify its future signatures. 5 In this exanple, signing

devices 2 and 3 affi xed signatures in that order. Any conbination of
si gni ng devi ces may sign in any order (as long as the nunber exceeds the
m ni mum t 0), producing the same signature. Recertification is

| mportant, be0@“§ﬁw£*%§Jre 10 operations performed by the full 7

si gni ng devi ces WTT preferably be perfornmed only in response to requests
from devices (e.g., of the .authorizers, as discussed bel ow) that have
been Cert'f'epﬁbxnaefs%%ﬁa@tyrﬁgﬁﬂmm&em@ese chB8aR§! Mese By Make
requests to other signing devices. By 15 this proCedure, the signing

devi ces t henspkobebbycateleast thryeesiwhiah midlcdncrepes 8ecurét¥y sPetn wi de

authority (Swg?%gésg;lf ng&Giné§g§%?t{K§{q§§ﬂeQ Q?fggﬁgs”EhtkPéé§f?%%ng

signature an a nat 1 ve enbodi nen

foregoing 20 peoeessii cati on process,  the group of target devices m ght
submt their recertification requests (unsigned certificates) ° prior to
the initial key generation by the | ead device. The | ead device would

sign these gertificates at t hgIGNIRG DEVICE IKECESr I ICATMONOr | vat e si gni ng
key prior to splitting it into 25 jragments and eraslng.tﬁ@ whol e key.
There does not seem to DUBENG Brevains fKhepk Afc the apikialihzatian the main
function of y ul if@hﬁ | ' kkkoat tRea highly
control |l ed ye?igﬁ?ég?én% man %?éfyﬂééh{ﬂié%ﬂy%O&u%H EEE#E%%?%I?E?%%%NW
RECERTI FI CATI sigsature verifitation keysmmien rthe: autboritysofotheertifying

d Cteri - o . I t
archi tectur o, CRRPPRAE) Hof1 S0 CORENS of, UHE che BRMRIRY GKGLEL|  ystem
27 10 ceX€igficatebSwere signed by the administrator's té&mporkep/ 05317
yatom wi do aBHOREESECRRY o1 PEErEs Herar i ieatitn, 5prh: Alonief devita”

certificates, willScipehlate g Repdertttificatd Gequese Yok LtsabiRnpksyicor
each authorizjng agent. In the 5 regjstration process, each, signing device

will also updke¥ 8ROng the Ltrher signing demicesotopbe: certified wedes; the
agents who  gyptemPGISIPAYERSFILY kel Weiilg WhIti-gReBIsigHinig. O aPPlY TS

15 Figure 6 illustrates steps .for recertifying Signing

Device 1. The other signing devices will recertify themselves
by repeating the process for each device. The process for
Signing Device 1 proceeds as follows:
1) signing Device 1 generates an unsigned

20 certificate 103 and transmits that certificate to Signing
Device 2. The certificate includes at least: a) the signing
device's identity (e.g., serial number and/or device logical
name); and b) a public signature verification key for the
device's signature key. The key which is to be recertified is

25 the same public key which was originally generated by the
device at the start of the protocol, and first temporarily
certified by the administrator. This key will now become the
device's permanent indicia of membership in the family of

. signing devices handling the shares of this particular SWA

30 key. (The device signing key and its associated

manufacturer’s certificate remain unchanged during this
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partial signature. During routine operation, a signing device will affix
its partial signature only if the request is signed 10 by a m ni mnum nunber

of tenporarily certified or SWA certified aut hori zing agents (or if a

m ni nrum nunber of individually si gned nmessages are receives) as

di scussed nore el ow. An exanpl e of the process for ng e p
Aut hori zi ng Agéé]‘? (AA3a). and registering AA3a with Signing 9é’ioce 3
proceeds as 15 foll ovvs For purpose of illustration, it will be
assumed t hat proSegsi, nanaeareeseeaama pe(fianert 1y tasmprbofand i:h)a devireds?

of 5 signing  devi sel.ec ed to.affix the SWA signature. 1)
Aut hori zi ng R éﬁt"n3§n§u8ﬂfi?§ E0e- %ﬁ‘%‘?ﬂﬁt&? 30 request for hinsel f

(Fig. 8, item121) to ZhgnsngnDsyimerike 2 Aficled he gadi¥ANSHA signature

(Al'ternately, authorization_ and/or regi stration can be restricted to
direct input uSdnghdtsi SHRNGignYeNre ke ERARe 234 niThed PATEASd B4ERBRIEEL i on

channe! , ©504s £oflnbACnCRRECELUM. | il ANEGHIONE RHEAY) apiRUGCR) - The

25 certificafion request Includes at |east’ oW ng mat i on:
aut hori zi ng agesh“nﬁnacphqrrans@chh |mumm) mms:) geln)eradtest afi cati on

code for the_a en s,truste e er and
model nunber F& f '1e§F§h gﬁgﬁﬁl%cﬁﬁtf @ﬁq’(ﬁf";éé?g/a arteﬁ'gi%&ngﬁ &&ggt (as
initially 30ual-ﬂaﬁﬁea>'cébexfﬁm Ar YrieidT st in iy Jexpresséd assbinaky’ €
verification _key for_the <a;gent s trusted device, which serves i@teger)

assurance thSiORtE WBIFR.CRR By BANIRRAAYSHAS Sjéﬁm‘e slagge;

particul aglgy i ca , il 40kms
D 56 1bY vllhk!, Cabe¥bfa, a5igRing st ﬁﬂPCT/ USQ%/aOS a1 s;.gnatu}?@ by

operations aP¥ppeensiatingt the deash fhring éﬂ-ﬂlbd&ﬁ c10:N s:.gnag;ggp keyt the
syst em oper a ca ri '
ysteém op Bgﬁe %ﬂgh YE! | E¥aiilY, 4|a aléﬂl s (ﬁg%%'iggl value,

2) Signing vice 1 x&s a par SI gna
certificate whichabdcomeasthe spa:l'tmal qaagnataiﬁqr saiqgmnhmgr tof ithet éoi:ﬁﬁlae
anot her of the signing i

_ ces e vice 1
aut hori zes that the partlargﬂ" eﬁ’ﬁqg‘ﬁ%ﬂ' lrrlmrnow %emgg‘ﬁ:pgt SDI .

15 (Note that in both text and drawings, a string of bits that
constitutes a signature block is iypically indicated by
placing a long dash in front of the signer's identifying
label. The resulting block is_typically appehded to the
bottom of the block of data that was signed, or is otherwise

20 obvious from the context.) .

3) Signing Device 2 sends the partially signed
certificate 105 to Signing Device 3.
‘ 4) Signing Device 3 completes the system wide
authority signature by exponentiating the already-applied

‘25 partial signature --SD2. That is, Signing Device 3 calculates

a numerical value according to the formula:
«=SD3 = [~=-SD2)U** =31 mpodulo N
= ((HBASH(CERT) exp KEY SHARE 2) exp KEY SHARE 3)
= ~=SWA

30 The partial signature affixed by-Signing Device 2 may be
allowed to remain attached to the document as an audit trail.
Note that only 2 partial signatures were required in this
simplified example.
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10 4) Si gning Device 1 conpletes the signature process using
Its share 93 of the SWA signature key. 5) Signing device 1
returns the fully-signed certificate 125 to Signing Device 3.

6) Signing Device 3 retains a copy of the signed 15 certificate 111,
enters AA3a in ¢8f authorizing agents 113, and retur nSpddasse d
certificate 12gﬁ%o t he Aut hori zing Agent 3a. ' T?; pro?gggﬁls
repeated for all authorizing-agents 101 which are to be registered with
Si gning Device 3, |eavspg 291gn¢hganehmcé z3 ngeagmé R sidred cﬁu!:ga.adcate

certificate and_, |eaving,Sig vice 3 |l og 113 of al
certificatest®® 5195%n9r86g§§e|%’rgBéﬁPeﬁh?%r %ﬁ?rikHFé%lsﬁﬁﬁf%i €f the
ot her . Slgnlngeﬂﬁifi@ﬁté1t01§he1$thé9 signing devices, thereby alloNHhE|‘STEP
SI GNI NG 25 At this stage, signing devices have been initialized

with shares themhtosyerpfyvats gPﬁHEﬁu$§gkﬁ5ur€$gnlng devices  have
recertlfleg thenselvesxnagﬂlgugg iéngsfgﬁfﬂﬁ %gy cggey n&xg ff@ggﬁtlfled
nt ng ev

and registéered with therr respec e §i | Ces. e systemIs now
ready to entsignatmres imrthat bndeSO bbnm eqmbnnatabnrnstsrgﬂxmg'dewlces

official certification functions. o the fo dISCUSS

mul ti-step SF’BXI ’ﬂbgn i PPYb8r§8§C?FBeg°?%ra? ht}’ eﬁﬁn&hﬁ

whi ch mlnimnm.tO), producln? the saméd s;gnature. WD 96/39765

PCT/ US96/ 05317 gglca | be,used for R%stemadmnlstratlon As

will be di scussed PBFFiﬁéﬂFFFBRaFS 'HIRPERaRky sPeGRuge futyne:
gener at ed mnéﬁﬂfﬁéa.éﬁé ﬁakkbrﬁéapbfl fhE NEg ¥l t%ﬂr@téﬂeof q(f&%b\s.sof

devices, In the sane way as for the system w 5 authorlt ey, except
that the conwahl B:Eﬁesshgxsbeopsﬁformsdgmm b&nsmspm etto eguest@ frompe

adri ni SUT At 4gvkdes (A2 Cor the apthorizEROUT g8 81000ud0s el Bhae

mul ti-step S|gn|ng u & Sy SFem W He aﬁt on
illustrates hhvefbeenleentlﬂiddcbyehhe(SﬂKIEignatmngh vSigningzﬂﬂMiGEEZ|ng

agents and 4y on g0l 0ds “5uy “Bike ogiebt I LS ofnir SEHAALS advizer " By O

15 this procedure, the signing devices themselves become the
first devices certified by the system wide authority (Swa) as
a whole, .using the herein defined multi-step sigﬁﬁture
process. -

In an alternative embodiment of the foregoing

20 recertification process, the groﬁp of target devices might
submit their recertification requests (unsigned certificates)
prior to the initial key generatlon by the lead device. The
lead device would sign these certificates at the time it
creates the SWA private signing key prlor to splitting it into

25 fragments and erasing the whole key. There does not seem to
be any major advantage in doing this, as the main function of
the resulting system is to sign such certificates in a highly

controlled yet efficient manner.

ST A ORIZING AGENT RECERTIFICATION
30 Figures 7 and 8 illustrate steps for certifying and
registering authorizing agents. Figure 7 shows an overall .
system architecture, while Figure 8 illustrates the processing -
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signatures on the docunent. This exanple assunes that Aut hori zi ng Agents
la and | b authorize Signing Device 1 to affix a partial signature, and

t hat Aut hori zing Agents 2a and 15 2b authorize Signing Device 2 to conplete
t he SWA signature. For sinmplicity, we assune that any two authorizing
agents are Wwepshieso activate each signing device. The seqrenUsIgmsitzeeds
as follows. 1) Aut horizing Agent |a receives a request for a

20 signature through the WAN LAN. The request is an_electronic nmessage
131 havi ng aSREREBFe18ST R CeFELERANAGR Jegussts| gfidgningdeviges h’éfh%l’er

will contain dg ¢ 86k tipfde APHEYAHSS of £1BSaTES $4AGL@Pe 2§ NI NT
request. aifiﬂ”%ﬁ& %f J?ﬁ%?lZlng Aggif | a (E ig. 9, |?eﬁ1132% strips
c

25 off the haawpranﬂngeaqmmarmmtaﬁ, r;méesamlfmagks publ

Checks. whi cRAfRpERRS TRELFRCATESE It Yor© BE anlRBrI0ERY Afepe,f S CEHE
whi ch may sagggispeation ptbééss;nnhnﬂxsﬂgmlng nevmceewﬁiltbbsdoupaSﬂe amre

not germane to the pulti-ste ture pr cess When satisfied
That Ut he. GoctnsRPnal yretated Larin R BARtIGISE GuBhORLZARd CRGRACE HEPo

docunent Hilﬁ!gbhhémﬁgﬁéfeé £6 Cigt i ahe’ 8ikRYn V‘BéGﬂcéﬁéorﬂpﬁﬂ’rtiié ed
under -the SWA signature). As. shown in Figure 10, Aufhorizing
30 partmgiggiggqtmre. During routine operation, a szgnlng device

the o docuNiRt afESLE0EER plreidl Wiiniiae obfytle) SpdChEREbEE LS Ye I O
S|gna;ure19eby AAmininum nﬂﬁ&muegotitﬂﬂpdnaaiiw aedtsﬁidd OheSWA certhfied

at 3 A e c
S oni no. devi AEERBEARR GRS (8 e & MBS BB oe°shdi vl PRE" o) cn
b (Fig. 9, bigneaBﬁésSégémare védeives haaddisendsear hores£al Dy Nbelows

pr ocedur al checks 0 rmane to nulti-step signin to determ ne
whet her the AR Eéﬁ%ﬁtog cP%RP%ﬁiyﬁﬁf qﬂﬁgﬁfgépgsﬂF orizing hgept 3a

certificate %ﬂﬂﬂkﬂ' Hﬁcnswaf&eﬂi\iﬁm Qﬁtfﬂ%ﬁgn%ﬁgabﬂléégﬂsgrocégﬁs as

docunent. As shown in Fig b's signatur det erm ned
by: 1) haéﬁlﬁgllﬁvseoncatenated conbi nati on of t he docunment and AAlb's

si gnature; and b) expoﬁiﬂ%@}ﬁ&@et& 11103t 48hN91 AAR1E B 088EdhEa “ENat

AAl a's signature is
Signing Devices 3 and 1 (Fig. 7, items 15 and 11) are the 2 of

5 signing devices selected to affix the SWA signature.
1) Authorizing Agent 3a submits a re-certification
20 request for himself (Fig. 8, item 121) to Signing Device 3
through the LAN/WAN 21. (Alternately, authorization and/or
registration can be restricted to direct input to the signing
device through a limited access communication channel, e.g.,
d;rect connection to a stand-alone personal computer). The
25 certification request zncludes at least the following
1nformataon. a) authorizing agent name (human's distinguished
'name), b) identification code for the agent's trusted device
(e.g., smart card serial number and.model number); c) a
signature verification key for the human agent (as initially
30 signed by the temporary administrator); and d) a signature
verzfzcat;on key for the agent's trusted device, Wthh serves
" as an assurance that his device is of a known type. Such
assurances are particularly critical when all or substantially

28 This Sheet Has Been Rep
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15 the o6 Yreitias 8senReaddit trail. AAlb then affixes a new header and
sends th ' docunent 139 to Signing Device 1 (Fig. 9, item
11). GUIMIHEI[,"EE i gning Device 1 receives the tw ce-signed

docunent : f the header and verifies that the 20 docunent bears

t he necessary nunber of signatures of its regi stered authorizing agents
(in this exampiogoedoye). |f so, Si gni.ng Device 1 strips ofgcrinds®esnssty
si gnatures of authorizing agents and affixes a partial SWA signature. As

shown in Figure 10, the partial SWA signature (--SD1) is determ ned by
25 hashi ng tdld lgeratdionseare( perfiomeduatowidelly separated Iaptidanss) and

exponenti ating,t a usi.n i ' ' Welg} e key
chare 63, S gt the BBfeR SpRHEE-TUator, venher Oy s
partial ly sivgsmlddaspeetidbal to an aut hori zing agent for another

si gning device, here 30 Authori zi ng Agent_2a Si gni ng Devj ce 2.

5)  Aut horizi ng Agent 4da ( figniag B?Eﬁ?34§)a§§$¥5§ ap lﬁiﬁ?ﬁkader and
perforns & %3%1&% RLepagutal thécckpriftate P21 [BaRq [Ordtdhits ke
signing) to determ ne whether the 31

WO 96/39765 partially-signed certificate 123 to apgfhesosf ogs Bigningcunent
shoul d be si a When satisfied that the certificate should be signed,
Aut hori zi ng Agént Za signs the docunment. As shown in Fig. 10, AA2a's
signature (--AA2a) is3) detigningebevicel) &athorizéscthancthiepdrtial

conbi nati on of .t certificate and the rtial SWA signature (--SD1);

and b) efﬁﬁﬁagﬁpggﬁnﬁaPh§°ﬁgéﬁ %%?ﬁggaﬁggrs re-certified signature -

key. The ygartial SWA ai)gnasagﬁiﬁa betice 1etdmpletés the digm@Etire AA2a then
the s

affi xes a new header and sends i gned certificate 145 to Authori zing
Agent 2b ( FiRFOce®8s uging,ifs ghare 93 of the SV pignature ARVt 2b (Fig. 9,

[tem 147) strips = 0Bh !N8iBRRAGI a@pe@Cs  Petliras AR fully s ral

checks (not ermane "to nulti-Step signing) to determ ne Whether the
document sheerdifdcatgndds vhefigaingiPevic@ad-the docunent shoul d be

si gned, Authorizing Agent 2b_siaps .Jo 1 oW 440 Fi :
AA2b' s signature (-- A%gb) %gggggér%éﬂg b§”ﬂ§@£&?é‘ﬁ%s%?% %eﬂgeonéc%%éné;t ed
conbi nat i1Sn cefrtilfdcatet 1llcaenters AAkBapintaalo§\VAf sagrizdrizimg cagents S

stanature: 394 Plng SXB2AS"the' bGnbRoeLRE e kSRES 19858 £ SRidndEESkng
Agent 3a.
The process is repeated for all authorizing agents
101 which are to be registered with Signing Device 3, leaving
20 each authofizing agent 101 with a signed certificate and
leaving Signing Device 3 with a log 113 of all certificates.
The process is repeated for all authorizing agents of the

otlier signing devices 11, 13, 17, 19.

MULTY =~ SI
25 At this stage, signing devices have been initialized
with shares of the SWA private signature key. Signing devices
have recertified themselves, and authorizing agents have been
both recertified and registered with their respective signing
devices. The system is“;ow ready to enter routine service for
30 both system administration and official certification
functions. In the following discussion, multi-step signing

will be described for the system wide authority key, which

29



key. The partial SWA signature and AAla's signature are |left 20 on the
docunent. AAlb then affixes a new header and sends the signed certificate
149 to Signing Device 2 (Fig. 9, item13). 7) Si gni ng Devi ce
2 receives the signed docunent 149, strips off the header and verifies
that the certificate bears the necessary nunber of signatures of its

regi stered 25 awOBERN768 ng agents (in this exanple, two). [|f SRCI/EHIGNIAT
Device 2 strips off the signatures of its authorizing agents and nodifies

the partial SWA signature_to Conglete the SWA  signature., As shomn,if
Figure 10, th&YPRpLAVeWidhabe yAgl for systefpdninigiratiofey A§ will be

exponent | at | nagsaasaaat bahow, J8aliE LoR1 A% hi sk ey ORALYr @1BBVbEE 1
(--SD1) using Signature Device 2'-s SWA signature ‘key share 95. Signing
Devi ce 2 t hengenhkrated andnusefcfarrmubhi-step sioning mithiny thegaane

ggr tificate 1?&1%0@2}5%3%@3,0%9%@ s8fe AP U 2410 AR Yykten wide
PCT/ US96/ 0581 authority key, exbepthéhetahh¢ec@h§:nﬁtnﬁjmﬂasagpstip begni ng

devi ces wer e negessar o affix the s emw.de harit Lgnagure,
and each signPﬁ&“&év esﬁghuP$§ge§u#ﬁ%?i%é&i?ﬁFf?%n§%%&éiStr§ﬁ§H§rg%ing
agents. The t gaghr8ynber of signing devices 5 needed to conplete a
signature in the systemmay be adjusted at the tine the key shares a

J : [e
generated, and thr eshol Fi9urggnBecfndolo 41 ustEatR) Bdi-Ftep sSigpang; Being
devi ce nay al : r L Ly TR | I 3 Mrlal] ~0EUL CLPadf
five tg co%% etsggtéﬁ% g&é&e%ﬁ%ﬁggignth%ﬁ t i?'{s# gnatgjrlgl%gg: a{E% ?C’)(énﬁ-%%gr
?f authﬁrL1Dn9fagedosumeo§siab9gfo nh:nnghz%afﬁunyaunyoriziam egents agdyd

or each signing. deyi . en of. revi |
for security B&gﬁggésaSV1ggg' ghgge €%§€§eh%%ii%?%gégﬂﬁ%€3¥§§ §¥ﬁ§ﬁ%ﬁ$§tég
si gni ng prgsign:aandssgpf;hd gboum?ntertmhﬂssexaﬂpnknassﬁmastth?tlf
actions can en _con | oped, on e,'assent", o uor u .0 er

S oni g dovi JButBEEIATRG" AUBREE, 18nand, Le REEiGrLe, Siohing Bevagh. ' £S

authority keyaf@egraopartgag aignatﬁtéﬁt aNg tha& Avifordzdng ageatsd2cand.
To effectuate_such actions _and, decisions, the 20 firmmvare inside each
tanper resit8t 2Rt aUthArige §4gring Pevige 2 to complete the SWA signature.

For simplicity, we assume that any two authorizing agents are
needed to activate each signing device. The segquence proceeds
as follows. _
1) Authorizing Agent la’ receives a request for a
20 éignature through the WAN/LAN. The request is an electronic
message 131 having a header 133 and the document to be signed
135. The header will contain a command code that designates
the message as a signing request.
2) Authorizing Agent la (Fig. 9, item 132) strips
25 off the header and performs a number of procedural checks to
determine whether the document should be signed.. The specific
procedural checks, which may include the judgment of the human
operator AAla and which may vary depending on the underlying
purpose of the document, are not germane to the multi-step
30 signature process itself. When satisfied that the document
should be signed, Authorizing Agent la signs the document
using the agent's secret signature key (which was re-certified
under the swa'signature). As shown in Figure 10, Authorizing
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programmed to respond only to comrands si gned: 1. in the case of
partial signing requests, by a proper quorum of authorizing agents; and
2. in the case of system admi nistrative changes, by the 25 systemu de
authority itself. That is, in the preferred enbodi nent, no
changes can be made in the list of authorizers or related requirenents on
any signi ng dewo®sbere®t her than the consent of a quorum of PCE/DSIG0ERY S
on a quorum of all signing devices. In sone 30 cases, it may be deened
undul y burdensone to obtain the consent of the entire systemfor certain
m nor . changes, Agert 12'® signarurey (roApifd oifn deeappined Rt prhingidh&er
it is anti ci L3LEE LAt ] s r e
A B € net UKb i 1aRLhg! LHE FAANIARRIAY | AR LR Rl dder?

PCT/ US96/ 0531 7signatumss dteywel Wallawthed affiresomtnew rhesgder zatd tsends the

vol une of of ficial business, ha securi f the system de ds
that such cons%*'ﬂn%‘ﬁo‘fﬁ%lﬂigq%gngglqyIC8b%‘5+’H§ﬁ"T+P%Iﬁa{%’%se]tﬁ (ar}lsifkﬂeer ﬁg}&& n
the exanpl e, s ofdy thd wae Jighing' devieeecas Sanelpi-iethd Rdare) GrijJ fy and
(re)register a user. . PARALLEL SI GNI NG .
Figure 11 illustrates th fl1 dWtderizdsgufssntqll i (Fig. % pikem 1:38) strips
enbodi nent of tHaatied atidd t uhbe b oS ol ' i

will be assume(5 th@%g tmée[e a[agddggtbgt&g?ﬁ%sg? thr%eoi%m%d%?vji géeﬂs&}gQa(TnOt
169b, 169c in gemmansttonmutdi-stephsigningyhtecdetemmineg whathar tthe

required to cq t Lde ritys ' e. It wll
be under st ood J@é%é rp%oaﬁiﬁs?gﬁ%g'cgﬁgg %%%%{%% Oﬂﬂ%ﬁ# ng nunbers
of si gni 1) et ificatis should be slignetie AuthorizimetAgeht dbalsemigns

165 The - ooDrei RISy DR SHEE B FOG- af0adthOR 3 TPRATRE { T )
of the signingjiglcidtamined sﬁemonadhmag%nés@ﬁéa&ﬁﬁaﬂ démbingt FAPIML €
entity for generality. 20 The docunent coaqrdi nator 161 generates
three copi es the document and AAlb‘s signature; and b) exponentiating the
hash using AAlb‘'s signature key. AAla‘'s signature is left on
15 the document as an audit trail. AAlb then affixes a new
header and sends the twice-signed document 139 to Signing
Device 1 (Fig. 9, item 11).
4) Signing Device 1 receives the twice-signed
document 139, strips off the header and verifies that the
20 document heafs the necessary number of signatures of its
registered authorizing agents (in this example, two). If so,
Signing Device 1 strips off the signatures of authorizing
agents and affixes a partial SWA signature. As shown in
Figure 10, the partial SWA signature (-~SDl) is determined by
25 hashing the base document (without authorizing agents
signatures) and exponentiating the hash using Signature Device
1's SWA signature key share 93. Signing Device 1 then affixes
a new header, and sends the partially signed document 141 to
an authorizing agent for another signing device, here
30 authorizing Agent 2a of Signing Device 2.
5) Anthoriiing Agent 2a (Fig. 9, item 143) strips
off the header and performs a number of procedural checks (not
germane to multi-step signing) to determine whether the
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0 a second aut hori zi ng
agent 171a, 171b, 171c, 25 then to on si gni ng devi ces 169a,
169b, 169c, and finally is returned back to the coordinator 161. In a
manner . di scupoegses e fully bel ow, the docunent coordi nat or pcrrobo6rssL7
the separate signatures of the three signing devices and produces a
system wi de authority signature (--SV\AE which is 30 affixed to the original
docunent 163 tdogumenk Showlid)he) sig unBhenipgtisfied that the

34

CT/ Usos 0531 FETLEEICEP Shoulg be sigped, Authorizing Ment 2e sisns the
of the copi elgcumehtthe Pcsorajummt donFdg.t A0ecApdafl BaElgng‘mrer E<-A22®) i3 he

Copi o5 under e iiasl B i pashindc ek ReniaFRRHAR combiRhp LB of e’

differing aw fu&mmawr&ﬁ theparitgaingwaceignaturk! (aL§Dk) §i idilyy es,
or parti al signatures, according to their _individual signature érgg/
In this exarrpl%‘PQW‘Htﬁ z‘-?’&?ghégﬁnf@lﬁﬂe@aauﬁrE&""e?ﬁ-’-ﬁ%‘ﬁoﬂ FUHER ¢

respective si ggiyg %ﬁ?. ispaakii a'thielngSﬁ'ﬂaEHrfeg{r@?Cﬂ?é di nat or

161 sends a first copy 6 t he current to be signe ong with a
routing and i rdagumenton AAZachen asfixmswa) new headert aadtmdautigea@hqned

167, wh ff dg,.t

to h second aftSEYichr™, 2HY Y prehbRatind AeBaE 2n. (813 e 8V 472
adds a secoll aut hori zi r&) si gnmhnrelzd.nq Ageds Ebe(Figet 84 citemghd?l) strips
d t 179a to t Th d 169 i fi

the o aut hordE e MRl #nd’ peREpERE, pinBar DY) PPORAFERL GDedk) (at
the copy, and gexmin® to multisstepdsigRing§laot aetbemiﬁérﬁhéﬁﬁ@f Hid. 20

Two ot her signlng devices ((not shqown) affix partial g@gtures to copies
p

of the docurrerﬁ"‘-‘tw begsigngd, Whea §F§1’r§§1§€ t 1the dagument,
h di d |
the coordinat g ok orﬁ% "gne&oﬁhgﬁo#ijﬁgeﬂbeﬁesﬁﬁ sifnB2tRe ! Gocument. as

After the coor as receive e co
15 shown in Fig. 10, AA2b's signature (--AA2b) is determined by:

1) hashing the concatenated combination of the certificate,

(or in the alternati ve, three copi esrhg%hétﬁgggenqie hdae document) 165a,
165b, 165c of the docunent to be sign h copy is sent to a
first authorizing agent 167a, 167b, D ll

the partial SWA signature and AAla‘’s signature; and b)
exponentiating the hash using AA2b's re-certified signature
key. The partial SWA signature and AAla's signature are left

20 on the document. AAlb then affixes a new header and sends the
signed certificate 149 to Signing Device 2 (Fig. 9, item 13).

7) Signing Device 2 receives the signed document

149, htrips off ihe header and verifies that the certificate
bears the necessaiy number of signatures of its registered

25 authorizing agents (in this example, two). If so, Signing
Device 2 strips off the signatures of its authorizing agenﬁs
and modifies the partial SWA signature to complete the SWA
signature. As shown in Figure 10, the completed SWa signature
(=--SWA) is determined by exponentiating the partial signature

30 affixed by Signature Device 1 i:;snl) using Signature Device
2's SWA signature key share 95. Signing Device 2 then affixes
a new header, and sends the partiaily signed certificate 151

to AAla (the originating authorizing agent).
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25 181a, 181b, 181c of the docunent to be singed, the coordinator

mul tiplies together the three partial signatures (--SD1, --SD2, --SD3).
The product of the three partial signatures is the system wi de authority
signature (--SWA). The signing device and the smart cards of

the 30 authorizing agents will be trusted devices. The security of this
parall el nmultiweeBemsani ng nmet hod does not depend on the P ¢aruRoéos317
security of -the coordinator's workstation. The coordi nat or need not
possess any secret keys for authorizing

35 : WO 96/ 3a768ke example descril&d/ai39%¢ 54T signing devicesy
devi th h it will Likel\. ' . ' i,Qnat
coys for pr MBRE, BechePazy, ta anfidh the’ BYBLAR wial "EIURMLELY Wkl C

of the coor dndaeachmelgningadesdoeg refquinéd ostehopi sgets:s . £ron vl

aut hori zi ng agent ,may receive the original, docupent tp be, signhed and
desi grrat e aﬁﬁgHQFlzlgguﬁﬁﬁpﬁfrngTQSeﬁPt?grn%m%%Faﬂgt?kﬁn%ﬂﬁi437. %h is not
an  aut Bopiealidd 24CBbmplete aSsdghatuPe {R'tRESsPétd oy BY Mijusted
devices) to receive and Conbine thé partial signatures. It”is 10 expected.
t hat t’he noetathepsimei theokeyhshargsnaratgeremmted, apdikthresholst erable to

responsi bl o PRPURE) PcARRICEIRIG Bitne SOEIRED $E07ng iPLe B0 WITR °°

responsi bl e | Fveri u
reci pient. vary. For example,ARP heyDFeqiinNG A Fighing Mevidddl £l Tive

Each signing device has_ ,an associ at ro 0 aut horizin nts.
Becausegpeo Pe € eLfiths BYs e"‘oP’S ﬁ??ﬂ#ﬁ%ﬁiti'h%"%%?‘é?ﬁi n%}’f}%&e -
provi si ong namdes afdadthordzingldyeatizfecesyanyi €6l avtidristiaGidjiding

del eting the public keys of the_ authorizing agents' trusted devices.
Addi ng, or SEVAEPERYgVARYafORoPASPN§1dBARE A8VICR orpPatding ons iR tti ng,

to a signingeygyl 6%, ninAATR el0deRdrea 86t ChEcir Pty birpdes, Of the

agent. The comand t akes t orm of an electronic ssage %’avi ng a code
for the add/ del ete cohftes hawdng essablishedraomulbifstep staning| ow) and

aut hor | 21 NG 3,ABgLULES a1eRussed abovh|CcRFERSh 4658 ShERIEER I be from

ot her
15 actions can be taken conditioned on the "assent® of a gquorum

of other signing devices as authorized by the .presence of the
system wide authority key. Some of these administrative
actions are discussed below.

To effectuate such actions and decisions, the

20 firmware inside each tamper resistant signing device will be -
programmed to respond only to commands signed:
1.  in the case of partial signing reguests, by a proper
quorum of authorizing agents; and
2. in the case of system administrative changes, by the
25 systemwide authority itself.

That is, in the preferred embodiment, no changes can
be made in the list of authorizers or related requirements on
any signing device by other than the consent of a guorum of
authorizers on a quorum of all signing devices. In some

30 cases, it may be deemed unduly burdensome to obtain the
consent of the entire system for certain minor changes, such
as authority to ﬁerform encrypted backups. However, it is
anticipated that such administrative changes will generally be
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~aut horizing agents of the sane signing device, and the add/ del et e process
can be conpleted locally by a single signing device. In an alternate
version, the add/delete procedure may require the signature of the system

wi de 30 authority key, thus requiring quoruns of authorizing agents on a
gquorum of rel ated signing devices to approve and authori ze t he change.

I n yet anot her ypblogssgé i ve, different authorizing PCT/US96/05317
36 WO 96/ 39765

PCT/ US96/ 05317 agents may have differing capabilities, and sone nore
power f ul arg ot iveky feay and ddfiedquentie] bt ecbnibkat thiee thes vohumed @£

authority Key ' I ab riger .

| ocal |y under°¥¥£aaa§'f hngfsﬁ.tn;eigf é@ﬁﬁ%ﬁ%ﬁ%ﬂ%‘@%‘%ﬂ% %?sﬁag\dgggxl%ﬁﬂgn
or del eti on cfhattitsweh norgeageshould bequoresllihektigmedirdia @ll kasegst em
wi de aut hority Kkey. ) FLgure 13 jlJustrates command 201 for
del eting an 1¥°%ﬁ1t"mﬂ'ff ﬁ%&h&gsﬁ?’.“l’ﬁe' 35%“#01&%{1‘5!? r‘ﬁ’tﬂ’}?&ﬂr&? WoET t he
comand 203 i peduiifsd 0 (iregcegehfysafianerédPPegivtdha agrir. s 10 title 207,
c) the ID nunber 209 of the signing device from which the agent will be
deleted; and d) the identification code 211 of the trusted device
associated with the authori zi ng a baraRyREged. After receiving a
properly signed command , the sig tes the authori zing
agent's 15 public veri fRigmreodlki}lastrates the cflow df st documentuduaingi ng

agents. Figure .14 illust e 0 nd .213 addin n

aut hori zi ng a&;eﬁﬁ;a% %@éﬁ@%‘ﬂﬁﬁ# Tgfsif gﬁ%ﬁﬁ’gﬁfﬁ'%a%cf@n%g sys%ﬁi'ag&ﬂt' S
name 217; b) tiHis atknistratiohe 2£9wil) bécasshmdd rthdierthite afrel lae toitaldi ng
devi ce for_ which the g%?nt Is_. "authorized 221; d)_.an admnistrative cl.ass
225 indi cat Rf tHRRREIURGAPEACEACI 8RNt 1P n kGG i dEhe PYATER ARGt i on
date 223 for ¢t QM adiide %i?kﬁﬁ&r bvicés a4PENFdduicEd T ,cdin?d.%‘-‘tezl_ﬁef or
the master key or keys which f'he authorizing 25 agent nﬁé-lns ruct- the

si gni ng devi G¥stemppide aythppitydéSHRAY sigpptyurp. addnwidl bes nadezsroed:
and h) a cer tydyfd W t t LS 148" 1 AP infyr SiugiRlls
verificati onﬂl{%ga‘;&%rie ersg%ﬁj/'?gt Egnpﬁgi %aﬁgg'&%f'&?% newlzi%ent I'S ot
certified 23Bigningialevticesaut hority of the SWA signature key and the

15 In the parallel method, a document coordinator 161

("the coordinator”) receives a document to be signed 163. The
coordinator may but need not be ah authorizing agent for one
of the signing devices, but the coordinator is illustrated as
a separate entity for generality.

. 20 " The document coordinator 161 generates three copies
(or in the alternative, three copies-of a hash of the
document) 165a, 165b, 165¢ of the document to be signed 163.
Each copy is sent to a first authorizing agent 167a, 167b,
167¢c, then to a second authorizing agent 171a, 171b, 171ec,

25 then to one of the three signing devices 169a, 169b, 1696, and
finally is returned back to the coordinator 161. In a manner
discussed more fully below, the document coordinator combines
the séparate signatures of the three signing devices and
produces a system wide authority signature (--SWA) which is

30 affixed to the original document 163 to produce a signed
document 173. |
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30 certificate is included with the conmand. The device certificate 231,
si gned by the manufacturer aﬁisshetlﬂasmnébﬁlaceddevi ce associated with the

aut hori zi ng agent, also incl uﬂlﬂlﬁ‘“ lﬂf “r ance that the authorizing

agent's private signature key 37

WD 96/ 39765 _ _ PCT/ US96/ 05317 Is .
permanent|ly cowodeadesn a smart card or other trusted devi eeThEvéE317
approved m ni mum security properties. (Preferably, the device's mninmm
security properties wll al so include the fact that bionetric

information is used to Figirenkl2 hidlsisariates dheo progegsingl ofhanacofrthei c
of the human _user. Fo nyf. r.m S t ard
will not cret®® f%s‘ljs d?&%%ﬁbé?@&rﬁss% _f'ta%w&%ep@é%? %&a%géﬁagﬁgé?tggﬁéd
fingerprint reweesystdereidd autiodiityy sfiigngdure.nt Itdahauld beoonrderstodéd
the card and used to actjvate it.) 10 After receiving_a propetly-signed
request (i. g.?h%?ft%?chj\@é- ﬁtﬁ t‘?°«95‘ze§p %%ﬁ%&shz%‘c’ﬁgéﬁgegﬁgf‘ggeﬂf, t he
si gni ng devs ceggahtia P tHe ik AGKitept itha® l&ﬁ!ﬂf@”rihg aighbrigingl agefits
of authorizing agents. . ADDY DELETE CARD MANUFACTURERS AND
MODELS 15  and sigwing demines andle affiioh sdignatyragenos martialough
trusted devic ' : r.ad .\ r erm ned
§T %@fﬁﬂcé&ﬁ?{)%& Q:rh‘éﬁg”%‘df:.%tdﬁaﬁ E’ghgmnﬁl RAGhS

security proper?lll a condition for adding an au rizing agent, the
agent's trusted devi ce Imsthix example, amor andhoxicding Bgentg abe required

initiation of_the St del 20 nunhers qf t.rusted.devices [hat ul d, be
ncceptable {of0 RuEHGHEaR e AreRdRINe sloniasl e 1RER, FRThrdRY, £18
blegome da{miﬁ@dxamla@d snwbrddqrdirrmmbl rmszl lrsam_dse_at imh—sgne_dpyumbs_ahef_'the
ol der nodel s pay no | onger be, accept e. signin evi ¢ces nmintain an
"nternal t abl SOMSRE KR doe MBI, sdong with & Jutdeg: a0t Latorhayioe

added by circyé@déP (ot s | )i #1954C YutHBITiAg abBRLS169), NgnheeVi ces
to add a new nanufacturer. Figure 15 illustrates a sanple request. The

request i ncl uvtitEixes drmaianrg-ure r-Akla )t padnaemig theepignednaapy 21832
the model nang,of Qé’cg@nc?Quﬂ%.?;iln%%?e%ts |lg,ri§_ur el 28bhll SEh8R1 88249

bound t oget her in a nessage
15 agent 171a adds a second authorizing signature and sends the

(twice signed) document 179a to the 8igning device. The
signing device 169a verifies the two authorizing signature,
affixes its partial signature (Q—SDI) to the copy, and retufns
the signed copy 18la to the coordinator 161.

20 Two. other signing devices (not shown) affix partial
signatures to copies of the document to be signed and return
the signed copies 181lb, 18lc to the coordinator. All three
copies may be processed in parallel. ‘

After the coordinator has received all three copies

25 181a, 181b, 18l1c of the document to be singed, the coordinator
multiplies together the three partial signatures (--SD1,
-=-SD2, --SD3). The product of the three partial signatures is
the system wide authority signature (--SWA). |

The signing device and the smart cards of the

30 authorizing agents will be trusted dé;zé;s. The security of
this parallel multi-step signing method does not depend on the
physical security of the coordinator’s workstation. The

coordinator need not possess any secret keys for authorizing
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by the system w de authority key. _*' 38
WD 96/ 39765 This SheetHasBeenRe laced PCT/US96/ 05317

A d manufacturers nay be delet ng an el ectroni c request,
signed by the SWA key, to rerm %ﬂ!’(acturer S public verification
key fromthe tables of the st gni Figure 16 illustrates a
sanpl e request vaApds39965Whi ch i ncl udes a command 253 and t he manedragdosns37 S

nane 255. These add/ del ete requests, once signed by a quorum of devices,
are then sent to all devices,: which then verify themusing Klerr] and

act upon themthe signing dewimesdedithongh ik Witdabjkelyrbave FRIMENLL ur er
may 10 be add t C q | d¢
eéﬂh%ﬁﬂ ﬁ gur‘{édhf‘;é‘ﬁﬁt h £680HESracy! SR8 Ui dWnt {€icat 1O

key, to add a rates sanp e request 261. The
request wll |purpas£sa).com‘rand 263; the manuf acturer's nanme 265; the

nodel nunber 267 and a tif cate r hat
the 15 particul ar nodel qm?et URE OJFn °§6§'BF| {"gggaé%“{’ge’“%g #ﬁ&é&’ a‘ﬂdn&
ae(r]I tif :j c?t es f‘&\%trﬁ:drrifﬁ?igd ?ew&sbestzitzlﬂ&sltemtharu?ugregentsﬂay receive Otl:hge
nmodel s may be delete submittin ctroni c request, signed by
the SWA key, tF¥aERAke q‘??é“‘{ﬂﬁelt° qrsgﬂ"'?ﬂea’i‘gbgﬁlwa'?ﬂea%?%%g devi ces.
Figure "18 "'%ﬁ#ﬂlﬁﬁ%z 41y ageiP! f@wﬁhnaﬂerveheﬂ n%%hﬂéﬁsls%&@wnd

273; the cturer's nane 275; and the nodel

ADDI NG DELETI m@c@‘dlmcﬂggqms such as a servesr fﬁrnene ofyihe Sbtsning
desirable to a&g el :@ﬁfé S Y

devi ce cont ai ns s% éb%‘f girxﬂgl gni %%Sdgélécgéwga? §§_§ ?em 'nat gllw
shares of txte éityédugd (hats P'Eheasxa:fmainopleeatmant of khe énganizamidm -vsi;Hp

i gni di s f ul | Qu) . i dentjt h
ot ca’i o der WAKP B BEPTaRAkRS ke hive FBE, rppEfRohoR Akh fecgivd |
nuber); 2) t hoctmente 139 b idgned) Iafddc%heanb&eteépaﬁéﬁbiedf@f &euvermg

manuf act urer and certified under the manufacturer's S|gnature or a
simlar key the signed document to its ultimate recipien

ADDING/DELETING AUTHORIZING AGENTS

15 Each signing device has an associated group of
authorizing agents. Because people come and go in
organization, the system includes provisions to add and delete
authorizers dynamically by adding and deleting the public keys
of the authorizing agents®' trusted devices. Adding, or

20 deleting an authorizing agent is accomplished by submitting,
to a signing device, a conmand to add or delete a public key
of the agent. The command takes the form of an electronic
message having a code for the add/delete command, additional
information (discussed below) and authorizing signatures.

25 The authorizing signatures may be from other
authorizing agents of the same signing dgvice, and the
add/delete procesé can be completed locally by a single
signing device. In an alternate version, the add/delete
procedure may require the signature of the system wide

30 authority key, thus requiring guorums of authorizing agents on
a quorum of related signing devices to approve and authorize
the change. In yet another alternative, different authorizing
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recertified by the SWA signature); 3) the device public

39 WD 96/ 39765

PCT/ US96/ 05317 encryption key (used to send encrypted nessages to the
device); and 4) any subsequent certified public keys uniquely inits
possessi on. , New si gni ng devices are added to the systemby 5
circulating anwoségmesl certificate anong ot her devices to FEIBS96R5IINe
SWA signature and then circulating the signed certificate. The
certificate contains the identifying i nformati on as di scussed above.

Af ter. the certageotscmapshave lﬁtﬁt}/esﬁig\%d:a@ﬁbtiﬂétSaﬂrkeysl shmeceeref peveriyl

sent to all 10 [ gni i ] Last [.0PnL0 : BEW
device to the Sﬁﬁgségiéﬁn%ﬁc%#ﬁrnaekg gbpgg.glrF?BEr 39993%@ ide
illustrates a aaghbeityskeyctwinile? dessnicapabilec autborizerscmayabe 288edmk a

certificate 282. _The certifjcate, ingludes: .the new signing device ID
code 285; a si§Rhehed f%??ﬁ%éﬂ‘%ﬁ?' %@%&‘I‘t@é’ﬁ"h’l Cat 8 Z@%aéf 8?ﬁ€u'§rgni ng
devi ce (signgdpperéPsbly, Nare!laididdn ort@elatiBAC bYPhueRokeYiAgr Agbhtd ! €

289 of the signi ng device (also signed by the device manufacturer). The
si gnat Ure veri reqaaires s sigpatnge Q% dheSystemdwadeoapEhprity ke¥:ngl e
certificate. O her inforlpféﬁ ' t er 3s1 gpi

devi ces, such as the ident t%si%gi]'g%&arts@#a?eg Q%ngggggb;gatghedﬁjégvew an
si gni ng devi ccaubbozizing agent. d&khe @dddtionad ioforymstimpdwithhthee new

device. once a | gny ' | S d { Jar hheGaq; ‘e
participate c?ﬂmé#‘g?%é%%?%/jb&g%én'ergﬁqeetglen%\ﬂte %%sg eguﬁgybgﬁd rg%cé%sea%ent s
share 25 of 10ttifles207e @y theXkummben 209 odctheecstigningndewiceofrom
signing SD; or efve as repl.acene nif to receiye e _.kestored .
contents of a Vggﬁgi eb%%?(%d ﬁﬁ%i%%ﬁ'c?%g_txehigegﬁ"ﬁé?a%g%
destroyed or rggaEeslirom €1 afsted devide @ssoci@tel! WithatBé autR6fifling
293 for renoving a 30 signing device. The nessage 293 includes a command

295 and the agentctobeqipletyd. After receiving a properly signed
command , the signing device deletes the authorizing agent's

15 public verification key from its internal lists of

authorizing agents.
Figure 14 illustrates a command 213 adding an

authorizing agent. The additional information includes: a)
the agent®'s name 217; b) the agent's title 219; c) the ID

20 number 221 of the signing device for which the agent.is
authorized 221; d) an administrative class 225 indicating
powers for which the agent is autﬁorized; e) an expiration
date 223 for the new agent's authority; £) identification
codes 227 for the master key or keys which the authorizing

25 agent may instruct the signing deéice to apply; g) ID code 229
of the agent's trusted device; and h) a certificate 231 with
the trusted device's public signature verification key.
Preferably, the pubic key of the new. agent is certified 233-
under the authority of the SWA signature key and the

30 certificate is included with the command. The device
certificate 231, signed by the manufacturer of the trusted
device associated with the authorizing agent, also includes an
assurance that the authorizihg agent's private signature key
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PCT/ US96/ 05317 COPY KEY SHARES : The
ri sk (consequences) of theft or destruction of si gni ng devi ces has been
reduced by virtue of the nulti-step signing process and the fact that no

single signing device is 5 capable of forging a signature or divulging
informati on syifdspdmet to forge a signature. The informati onpcomsssnssnt a
si gning device, including the SWA key share, can therefore be

transferred to anot her device,.e.g.J when upgradi ng signi ng devi ce

har dwar e or isopepmerenslyuFrpBiéned 1{p a smart iOFg odhekefrufteds and

ot her infor ls hSwinagd ' 'HH# Ll signed by the
SWA key, E?gig%peégﬁgorﬁﬁggﬁngééf t %ﬁ%ﬁ%ﬁﬁ% pi’i'r?bgg.l[t)!g?t&ibcuI ar signing
devi ce to a(Prefiettabdyictherdguice d minimun ey itys propertiegeyiddt to a

The udgs: asiBRnanaogne the; SHeh HRAT Wiondipcel SFHERT R 1R EpRA"ERY o1
devi ce bysnahnkaeher 8ha285car@wbo cd phird icdY eftrtirdeterisittidedfi thehhumagni ng

devices list of approved manufacturer), . nodel nunmber 307 (which nust
already  bhuSEK-t hEOEpgXampley the d!%ﬁ%@%‘;r,e%m% statg kBaF &he; cardg

certificat eﬁ%% %&hcieﬁﬂb!ﬂ:lz‘ GB6F YPlgrmitdeds 1k Un¥ Bder d6¥ivatesD

codes 313 o e key shares (or other™ designation of information) to be
copi ed; andanhattashbedqfdngerprint Jueader ) \nhenehdhe gaschinguéingerprint

recei ved by o] nglj [ t j s ngLypts the
i dentified ﬁég'gzggs%g{”é?g) gg%gd?eﬁ?f(e%%f%?dmiﬁ%n%’sgﬁéat% ggpg%r?c
encrypti a0 Afkey pécéliwingcai propexiky+signed dreguastt Hd.eecpdafiyedc8WAe

outputs the_encrypted informatjon .as an "add key(s)' nmessage ".to.the
Ceceivi ng (BULEGBEED, PRoBIAE) iR Beed ol letiRy khe B30 5a ArdiF

sendi ng devi§glt add thechewnggéfyt€ecinfdtimatibn apldlls ihtephaliclabty of

i ncludes: a command, 316 , signed by t he sendi ng device (--SD); the
recei vi ng d8YFBEXiBing7ageRES. sending device 1D 318; th e 1D codes of the
encrypted key - shares 319; and the ID code of the key share owner 320. The

ADD/DELETE MANUFACTURERS AND MODELS

15 As discussed above, authorizing agents act through
trusted devices, which may be smart cards manufactured with
predetermined security propérties. As a condition for adding
an authorizing agent, the agent's trusted device must be of an
approved model. During the initiation of the éystem, model

20 numbers of trusted devices that would be acceptable for use in
the system were input. Over time, new models will become
available, and security érocedures may. be tightened such that
older models may no longer be acceptable. All signing
devices maintain an internal table of accepted models. .

25 New manufacturers may be added by circulating an
electronic request among all the_signiﬁg devices to add a new
manufacturer. Figure 15 illustrates a sample request. The
request includes a command 243 along with the manufacturer's
name 245, the model name or code 247, and a'EEEIic signature

30 verification key 249, bound together in a message 241 signed
by the system wide authority key. ' '

e ————————
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PCT/ US96/ 05317 recei ve share command coul d al so specify a quorum (or
ot her aut hori zation details) for use on the receiving device, ‘but
preferably the received key will be used in accord with default quorum

of the receiving device. As a typical 5 operative procedure, all systens
operators and g depwrédsi €s woul d be informed that a copy haspdeesvedsie,
along with the identity of the device or storage medi um hol di ng the
copy. Alternately, t-he information may be copied to a storage
devi ce which is kept pR}di BapNfagERIeES (BaY). besﬂ%#%%ﬁ by reizeniating an

of fline (not 0 % r as
packup. . e1¢BeE6hiboreqUBEE, BpAR5e b vhe RV YRCE (Y Radve e

quor um of si g:am@adtaureessnaeuéuctweaifiqatimx kexsvwrdueyths tabkles of dzha gn

araneter used device e

P orum con A SgRiRgeaepTets L EiGREE FE oL ARGIAL % nSIE enelt 251
whol e si gngt whdch :Lheludésdat bommand i 253 ngnd heh& eyanufactanréncs arams 255tber
of shares which are then re-distributed as mnth the ori |naI ke

shares; but PERCaaABRAGISERFPERERFBNcRRCe igned by a g ci/ﬁmesv

aut hori zi ng agenkReRcsdnt t6 & jlhg vi€es, Mttma‘; ﬂﬁ] an i

affix a partial signature can e changed w thout reini
system Such andhesgeuponptbeesably is acconplished by submitting a request

it hor i zi ng agent s of SR RBAREE. £6x ThANEE-Olo Mo D ma S SRS ony®

quorum by 1fubei atided byr sybmittingnan ebégtigniocxeéquest) haigmeddydhe s.

or i 1 or ent SRoRPFhoRUABE: & BRECHEUETS JTASRN o ot TH STt RAFES 1o

affix the S\\bedlestyRglvr eThéotrequést wilﬁ\&hdmdémrmm szw-eetua thin

signing devices in encrypted formand if authorizers hold decryptlon key
shares as d|§BG§§éStBEPSMP BAES 287 LnthR BRdpL number 267 and a
42 certificate 269, signed by the manufacturer, that the

15 particular model meets certain security standards (e.g., a
certificate that a model satisfies FIPS level 3 requirements).
0ld models may be deleted by submitting an
electronic request, signed by the SWA key, to remove the model
from the tables of the signing devices. Figure 18 illustrates
20 a sample request 271, which includes: a command 273; the
manufacturer's name 275; and the model number 277.

ADDING/DELETING SIGNING DEVICES
Over time, it will be desirable to add or delete
signing devices from the system. Each signing device contains
25 a table of other signing devices in the system that hold
shares of the SWA key (or shares of another master key for
multi-step signing as discussed more fully below). The
identity of each signing device is defined by: 1) the device
id;HEEEication number (e.g., serial number); 2) the device
30 public verification key (installed by a manufacturer and
certified under the manufacturer‘'s signature, or a similar key

recertified by the SWA signature); 3) the device public
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aut hori zing a signature should not be reduced to | ess than t he nunber of
shares needed to decrypt the SWA key share. In nor mal banki ng practi ce,
the N of authorities nust not be |ess than 2 per signing device,

al t hough sone authorizers may have 5 rights on nultiple signing devices.
ENCRYPTI NG STORGH o&bn96oHARES In this variation, shayidognsipure
22, each SWA key . share 323 stored within a signing device 321 1s stored
in an encrypted form 323. -The decryption key ("KEY") is split into 10
shaL es, a]pd ﬁﬁégyﬁﬁibﬁrkéfﬂgumrﬁ?jsséﬂdlwd ' meSBEgeﬁZ'Eo the32f9 stoL es
a share of 'the decryptiogn key. As discussed ahque, c equest.for. the
si gni ng devié@v%ﬁe&ffF§8a4ba¥éYeﬂubseQH?ﬂEHQﬁé%ﬁﬁigp BEgS&Eo fi paigyely .

si gnatures ognaigyo?gggggsionauthorizing agents. Under this variation, the

aut hori zing 15 agents additionally send a share of the decryption key 331,
333, 335 to the signi nBedesigeimp deviigessianq fgdgd, tecthpegysten by 1)

conbi nes the i g ver h r ¥oi i 347,
2 decr ypt & SSECTLAELAR SR gl Elr oL emonl" S HEE ABY100e (€Y o
SWA share 34teteiwéftheaSWA signature mnd itilemsicjrenlatifig3the signed
docunent 345; e . erases, 1he decrypti.on k 34, o sos 5
erases the sﬁﬁFE%fﬁgﬁFe%ka}%%Bceo&*#%c%ﬁ%ﬁ ad.ﬁxs25%§gy,1ggﬁ'51fymg )
6) erases 34Enibematibit axtaid¥useed didve 34 hfter the certi¥fieatechagng a

docunent to a signing device for si gnature, an authorizing agent includes
that agent sbeemrsigped bycthe FWA ke Kdie Sartdfisatendsn 8eBEgEoe 2kl for mal

30 operatygnoche H2GhYR| Bbvkeds WALP ard BaotirtichabaT LUgali ot il Cnew 2!

that all communicatl e network are encrypte using the public
encryption kdevitetho theigpthex gigning glevice'siinternal tables. Figure

19 illustrates a sample instruction 281, which includes a

command 283 and a certificate 282. The certificate includes:
the new signing device ID code 285; a signature verification
15 key certificate 286 of the signing device (signed by the
manufacturer); and an encryption key certificate-zss of the
signing device (also signed by the device manufacturer). The
signature verification key and encryption key cold also be in
a single certificate. Other information must be circulated
20 among other signing devices, such as the identities 6f key
shares 291 used by the new signing device and shares of
decryption keys 292 escrowed with the new device. ©Once a
signing device is added to the group, it can: 1) participate
in protocols to generate a new master key and receive a share
.25'of it; 2) serve as a backup unit to receive the contents of a
signing SD; or 3) serve as a replacement unit to receive the
restored contents of a revision backed up signing device that
has either been destroyed or removed from service.
Figure 20 illustrates a message 293 for removing a
30 signing device. The message 293 includes a command 295 and
the device ID code 297.

—_—
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aut hori zi ng agent when a docunent is being circul ated for agents
signatures, or of a signing device when subnmtted for signing).
Al ternately, each authorizing agent may devel op a session key for each

nmessage in order to protect the 5 decryption key shares. (That is each
time a key-co | J3 130 s nmessage passes froman authorizing agepisbéossir

anot her aut hori zing agent or to a singing device, a new sesslon
encryption key is used.) The.entire nessage is then encrypted under the
session key. 10 - In this wagoP¥h&ERI gHARESt SWA key share exists

only transiently during the tine that it is _being used_ to affix a
partial signature. FuFRReFiBke(CONReIRENSEs); of ﬁéﬁ%taﬂﬁ destruchipn; @f

assenbly of ghapeRgOdeviiBescRay M dedcRd Yy iltue off 8REi mBltY-stépa
signing device“is.Stolen, thieves would at 15 best be able to recover the

encrypt ed foshgninghprovesseynd themfiact that no singigesjpgpingsdevice is

‘i ; , . X ti
gener al! 105 BgpLI4T b8 Ebhgng R IMALIF e VL SRNY 2jecegaelofcr Pt on
The | ead devsuffieientits foprgéla signaturesr i Mheatindorhatidhlcantiesthaotsa
353, 355, 357,0f. lvate SVWA ' ' d f

oot cvari o FihaRaBSVELS, Hibaadlel) Y Sl kel shatiiceay EBRiBabEe e
public/ pri vateafstéeypéd oto kegother dihficeibk.lgul, «heh ppgradtngSsiaingof

t he SWA signﬁture ke; one SWA share 357 is il lustrated, and it should be
under st ood t AGY1GEHBATIWAF@OF  £or BB BREPORCrar | y) . 3) For

each privape encrypti Ofokfing!Of klPGHHPEsCAnd SRhiekS ihB8rRatI8hCis
decrypti.on key into sharé€s 3b3a, ,- 363m 30 using an L of Msplit where H

is the tota[aﬂqqneliahedtheaupmi#ﬁingiz;qqqgemmnisﬁgmndnbzrtbe SWAr key,
Ceee b CPATSPYThY, SEraBkl 6 e S kY 1oy TR REcEIRE U g
device to a second device. Figure 2la illustrates a sample
request to a sending device to copy its key share(s). The
15 reguest 301 preferably includes: a command 303  signed by
the SWA key, identifying the second device by manufacturer 305
(vhich must already be included in the signing devices list of
approved manufacturer), model number 307 (which must already
be an the approved list of modelé), and-serial number 309; a
20 certificate 311 with a public encryption key for receiving
device; ID codes 313 of the key shares (or other designation
of information) to be coéied; and the sending device ID 315.
When the signed request is received by the proper sending. '
device, the sending device encrypts the identified key
25 share(s) ;nd related information using the public encryption
key of the receiving device, and then the sending device
outputs the encrypted information as an "add key(s)" message
to the receiving device. Figure 21(b) illustrates a sample
message from a sending device to a receiving device. The
30 request 314 preferably includes: a command 316 , signed by
.the sendiné device (~--SD); the receiving device ID 317; the
sending device ID 318; th e ID codes of the encrypted key

shares 319; and the ID code of the key share owner 320. The
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t he quorum of authorizing agents needed to authorize a signature on the
respecti ve SWA key share. 4) The | ead device encrypts each
share of the SWA signature key 357 under the associated public

encryption key 5 359, and sends an encrypted share 365 of the SWA
signature key g, 56397% respective signing device along with M $ignassessii he
respective prlvate decryptlon key. 5) The private decryption
key shares for the SWA key shares may al so be escrowed (distributed for
saf e keepi ng}eéﬂmmgrweonmhad soybdngldevspaesitych unMn(yomrdtmtre'
decryption can, b vered framthe_signj qne

si gni ng dew’dé" ﬁ&%&ﬁiﬁm gPﬁaP%Séﬁo*?%c%%%# ‘?ln% &‘é cf"eccer'yp I'on key
for anot her ;Si%&'é?z%bl clthegcretaliveiakey will dve amge@lmraemﬂ ngittevi ce
woul d be rel'eased and upon 15 consent ,of a guorfum of_authorijies on several

ot her SDs. default quorugl) ofhEhp-ZBCRAYiRG CPVIGR- RS A i VR ecrypti on
keys, the f ;P%‘% ?%EPEbﬁﬁrKGYaiﬂa§§§teﬂ9do§Q§am ea:mlmwontfw\

signature exi st s) from rrerng When each
si gni ng devumlxdagzesmgrmsl tbapest copyzbaa een | nadey, akong with theyning

devi ce addit n e t eor ' shar e,
i dentified er}%l%'n%% q’?‘&eggufll €a #o%eéh ?gf‘%h :ec?%&%l}%r%@y' shar e;
and 2) the IdentlfM&bu:aﬂteuybethéoﬁ.ntbmationlMgchWbpr.’egd slttarae

For exanpl e, |f t here vyere : Si na ure k 25 share thr e
needed for FLATREG Ge¥y H’E'é'ESh V\C\\ﬁ gﬁﬁfﬁy V\%?‘émé%c?%/'pé

separ at e ybiy GANY)Y BhdOBLFine (naadsaagacs\feokﬁémét@r@ttﬁm iyl three of
five authorizing agents, "then each_ decryption key could be divided into
five shar@@mﬂﬁdaﬁyrmlf@é' 88paBFebaFkAReovering the decryption 30 key.
There woul d be twenty five decryption key shares, with each signing
device having distributed five to its author|2| ng agents (for its own
key) and hol di ng one share of GHANGE REQUIAREMENTS keys for the other
four devi ces.

96/ 39765 The quorum of sign:mg deﬁt‘f?f)sg%?%%d\gl? affix Vlﬂe

SWA key is a system design parameter used by the lead device

15 when generating key shares. This guorum can be chaﬁged by
re-combining the'key shares to recover the whole signature
key, and then splitting the key into an increased number of
shares which are then re-distributed as with the original key
shares, but with a new guorum requirement.

.20. The quorum of authorizing agents needed to authorize
a particular signing device to affix a partial signature can
be changed without reinitializing the system. Such a change
preferably is accomplished by submitting a reguest to the
respective signing device signed by the SWA key. Alternately,

25 authorizing agents of a particular signing device may change
thé local quorum by submitting a request signed only by local
authorizing agents. The number of signatures needed to change
the guorum may be the same as or different from the number
needed to au;;orizing the signing device to affix the SWA

30 signature. Note that if SWA key shares are stored within

' signing devices in encrypted form and if authorizers hold
decryption key shares as discussed below, the quorum.needed
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In this way, the quorum of authorizing agents needed to authorize a
signing device to affix a partial signature w Il also have a sufficient
nunber of decryption key shares to al l ow the signing device to decrypt
the SWA key share 5 transiently for each signing operation.

| f one or noreWOSBRWS aut hori zi ng agents lose their keys (&CHUS/53e
their trusted device snart cards), then new smart cards woul d be

regi stered on_t he sa ni ng devi ce. Th ecr i on _key shares _coyld
be recover ed {EPBHPHF F"ﬁ %rﬁ’rﬂj‘wec@sh%ﬁd?&ﬂﬁ/%ebé'efigFégtg geﬁﬁ 'Fh%n
new y-regi st eggd AfiRbbrCet d@xé‘b@étﬁéadéd R e k@l WA xBHSEREfe.Si PRed
by the SWA signature ke for the S|gnature . evices to transfer shares

of the decrypnpomakebanking PraSHice, theyNf Apthorities mystnnak: Beniess
method, subj eg Oztﬁsrlélgxggggfrueﬁcé P a1tiouch B alehbrszeoul dabehgvyc

al | descrlp |on shar es ypt its signing share, generate-.a new
encrypti on Beyights, onenmbtymlet#mgnnqg1dﬁ?kﬂﬁﬁ*&|Jnder t he public key,

di vide, the new private decryption key into new shares and redistribute

t hese shares to the trusted devices of 20 the relevant authorities, taking
care to encrypt them under EN ' tkmm of those receiving
authorities’ trusted deV|ces an .al ternate bagc

nmet hod, up the decrypti®m ® i%egﬁm'cﬂ% I Fdugeofes| FﬁEhV\FY"R key

|ndependent t gHare 2328 Nstoked vpitinen &8 idevieeengiingsUseorbat ¢At-an
Appl i cation Nos. 08/181, 859 and 08/27 43

CRYPTOGRAPHI CeRERygbedTform 323. The decryptiamdeyp(SKEX')ydsnenddteintach
si gni ng degbcﬁnareéec hd%Saén pﬁ‘x{tg%’é ﬂf%aat#éﬁ)&“s :J&%%Ehbgéglée""#ﬁh 324, 30
evi ce

i nterrupted, causes t e signing econe deactlva
heart beat wouB29bstgresratshare cf theodedrypttiamikeys f Asndiscigaedgaliovece

so that, if thleves atte to .St eal a.S| in WO 96/ 39765

PCT/ US96/ 053198 % T %he shaning %ge"p‘g??et"t"at“gf&"sépﬁﬁgg oom or
vault to ﬁﬂ&n&hﬁr&eﬁﬁébqﬁ scebmranidd e s ighidturesasguiar gubktm of
heart beat source, the_signin deV|ce becaones inactive and is usel ess 5

In one |nplenﬁ“F9?Fbﬁln%a%$F qRK i this, waxiftdon, the authorizing
15 agents additionally send a share of the decryption key 331,

333, 335 to the signing device 321. The signing device then:

1) combines the decryption key shares 337 to recover
the decryption key 347;

2) decrypts 339 its share of the SWA key;'

20 "~ 3) uses the'plaintext SWA share 341 to affix a

partial signature 343 to a

document 345;
4).erases the-decryption key 347;
5) érases the shares 331, 333, 335 of the decryption
25 key; and .

6) erases 342 the plaintext SWA key share 341.

When sending a document to a signing device for
signature, an authorizing agent includes that agent's share of
the decryption key and signs the message. In normal

30 operation, the decryption key shares are protected due-to the
fact that all communications on the network are encrypted
using the public encryption key of the recipient (i.e., of
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an encryption key to a heartbeat source. The heartbeat source

periodically sends encrypted nessages to the signing device. If the
signing device fails to receive a m ni nrum nunber of nmessages over a
period of time fromthe heartbeat source, then 10 the signing device erases
its internal n%®P639365 t akes ot her evasi ve action. The nessREUSWHSIHE
enpty messages or sinple nmessages, which nust be encrypted by the

hear t beat source u5|€g the_ ublic_.even key ven

by the, SD.
Al t er nat el y, anOERETr 2R |REeRE ¥ §eﬁd %1%? Pﬁgn%é%%¥%ﬁ¥ﬁF?$

the 15 heart pgpt agents s dynatpsesider’ amdamsmgmmg gem&at Wheh RB&Pmbvted
verified by a synchronlzed‘éﬁwg%iln t he si nlng
Mil ti pl e heafPheBldRiRGles RLiAIPArel¥<t £6FPsAR h?ﬁlzlpﬁaﬁgﬁﬁglﬁﬁwrﬁFYE*?Ee

must receiveg aBeFELoR iﬁf“i@f e3> me8BBge (A" oﬁd&nwugraﬂaé@rinever a
ne one

period of ti eartbeat 20 sourfce goes offline due to-.equipnent
failure or5pdeeryptienckey shared. | (Rbatt isggeacpr @meuaekey-a@qmaining

acked - upeRsRRE RSRES A ook 3iGpp iRl 68he" eBTURLEREL 00 T 7°

i npl enent at | aatherihing gagagt dey itee aneingingeddviceycaynen segson Of
associ ated (" satelllte - devi-ces on t he network, and continue operatlon

only if at |SRCFYREIRR igrusedsgci EPGdEHE§FEe§‘eF§§HSn&§ then eacryphed

quorum al | oWgngeP PERE L5141 )géyltl nue during inevitabl e outages and
repairs to comuni cations. 30 use of satellite devices, while

more conmpl®x, adds Dk stleis wasouthey piadnsextn5Was keyashare -exists ronlvg

eSS SCOU L I LADITP UG s SIS ¢1RE"eHRY' 3¢ 29 1BEAG LRG'EST EBric R

vaul ts, guar
WO 96/ 39765 part;al signature. Furthermore, the aecrypaionskdy, and a

The connunlca Ilnk bet.ween ni ng deyi ce_and heart beat source

or satellite® ngaﬁlqi@.g:es ﬂgt %stef’mtéf’ﬁnf‘ﬁ% FEIFL O gy

reported st otﬂnsiézsuy. aspP @ alimhingt deiviite 81 btolan, behiewes  woild Sy

the syste 5 operators to prevent thleves fron1tapgmng connunlcatlon i nes
ﬂ%i € form Of the SWA key

and re-ro HRe iRl ke (eqeyerh the: sReRYRESR:

exanpl e, theggafgung devi ce may be in the Uni t ed States and its
associated satellite device in Europe. Wen the sig nlnghdeyice S
stol en, the European SEhe|proqesfe foregesergtingeands distrébutings

operators. Ligdiypted ey 'R shares of decryption keys would
proceéd as follows and illustrated in Fig. 23.

20 1) The lead device generates a public SWA
verification key 351 and shares 353, 355, 357 of a private SWA
signature key as discussed above for the basic variation.

2) The lead device generates a separate
public/private encryption key pair 359, 361 for each private

25 share of the SWA signature key (one SWA share 357 is
illustrated, and it should be understood that other shares are
processed similarly).

' 3) For each private encryption key, the lead device
'splits the private decryption key into shares 363a, ..., 363m

30 using an L of M split where M is the total number of shares
and L is the minimum number of shares needed to reconstruct
the private decryption key. M may be chosen to equal the
total number of authorizers on a signing device, while L
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agent for any erroneous action would be m ninmal, because the renoval of
the satellite only interferes with new signing operations for a short
time. Previously signed signatures remain in force. Alternately secure
physical wiring can be 15 provi ded between a signing device and its
satellite or WOesR%65heat source in lieu of a public network. PCT/USI6OS317
GENERATI NG ADDI TI ONAL MASTER KEYS Havi ng established a secure,

mul ti-step signi system w _t.h . L .S.a.,.8I e

generate a_ZGgﬂﬁﬁ%quﬁfggg [ 8ﬁaﬁa$§§§9g$¥gké§§h?8 8§é§§édt€g%&€§?é$ke a
purfosei. V%igigﬁ?tm;EMbnﬁt@natnsgfbeﬁveoswngk?ysghaeeh adm ni strati on, ]
mast er keys can be use si gn er . certifi nmessages_or _dogcune y .
use on behal f of otherq) ﬁ%ﬁhﬁe@ﬁtpﬁﬂas? e?ﬁﬁyggﬁeﬁﬁFﬁogﬁaﬁa 8gﬁfm? tion
of other 25 npidritdedy keyS 357Tindert ¢hehasSP8ikerdbpublithettrypt fonracsnt e
tenporary certification steps. The method proceeds as fol |l ows:

1) Desi gnat® ¥ife &mghsegdge Ancenssyptediehere ABaqdor kbe BWA: Rignatire keyy-
t hat generatQQ>%h?mﬁ@éc%ﬁﬁ@?%H@%i ?yde3ﬁcé along with hnByﬁrés|b§ttﬂHb|'C ,
key certificates of Signing eviCes to recel vé shares of the naster key.
48 respedctdselprdvate decryption key.

oy and a logical ndeThe Privitd albrybEloh, kEg, sBA-ERCTer td, a1y

Cha”_”]?! S amrﬂ}areéhﬂyi laslsdﬁ\ﬂep%%_c(cmgﬂe_r(ah)btrﬂbhaedt ureresafgpké@pmk@;i/i 5
certificates of each related signlng deylce). 5 tionally
obt ai n r anfbAmRGe the @é‘@%lng geyArRY guGhcthat any pr.)r.v&)e 6) '

Cenerate a Nejdcryptidn keydldan Pel YecdvikekdP2rbm the signing dévidds) 'duite

private keys shares (optionally 10 encrypting each share and distributing

shares of dedi@neBignipg, fdevice contains gpopghsdnfpemphirn kastesover

PrivaLe key Gy deciprion™ iy dbr ideRed>GedibelabaRn"gbnbRhT! Sidrdy (N
for any given signing device would be released and upon

15 consent of a quorum of authorities on several other SDs.

6) The lead device erases the private decryption
keys, the private decryption key shares, and the whole private
SWA signature key (if it still exists) from memory.

when each signing device registers its respective

20 authorizing agents, the signing device additionally sends each
authorizing agent a decryption key share, identified by: 1) an
identificatién number for the decryﬁtion key share; and 2) the
identification number for the associated SWA key share.

For example, if there were five SWA signature key

25 shares, (with three needed for a signature) and each SWA key
share were encrypted under a separate public encryption key,
and each SWA key share required three of five authorizing

| agents, then each decryption key could be divided into five -
shares with any three capable of recovering the decryption
30 key. There would be twenty five decryption key shares, with
each signing device having distributed five to its authorizing
agents (for its own key) and holding one share of each of the
decryption keys for the other four devices.
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device. 15 This process may al so be used to replace the SWA
signature, by additionally sending each signing device a command, si gned
by the (old) SWA signature key to install the new naster key as the SWA
signature key. Cenerally, the master key will have separate uses from
the SWA key anovoB&3%65 shares of many master keys may coexi st PCR/USA@0S317

si gni ng devi ces. A previously generated naster key (other than a SWA

signature key) can be deleted fromthe systemb ubni tting a_nessa
signed by the SWA si gnattirtdiBeyayy o thg 8?8¥?’He%é}°%ng %lgggg%n_ ?.%%5625
DOCUMENT  AND 1} A& 2eRACIHiNging device to affixX dlemirtdkile signataren a

uni que identifjcation code to each document to_be signed in order to
assist in kdgialpa have asefLaciartRunPeF RF A9y rhion: keyTgbares to
fol  ovi ng i nfypfyga} i3 'Brid BebUAETbNabbeybRAG Sl 13 BpaRedocument
for use by mﬁlﬁ%vergﬁa#d aut hori zers:fyg@ ) 'Inheesi ghat ure
key identi f5 datdnmientdy dfort eachegigningbepevation. si gn t he docunent.

49 WO 96/ <os .
BT/ US98/ 05317 T¥%he op more pf the authorizing agents lose their
needed t o | (e g Jhadcbisgnzhelir tpdstedt devicaismary cardsi)agl thepnaeuwr es
al ready appli ed.

' The ,key fragnent identif.icgtion cqQdes that
nave b al ¢ o AT SRRAS ¥uId P, o315 Edred O the 'Safe jaiahing: d6V3Fer he
signing devi cefe td&irfb’t‘i%n key ERAfEsSEENEY L€ Fecovdied FiomrbtHeYy Ce -
nanes) . | NTERLOCKI NG RI NGS OF SI GNI NG DEVI CES

A root CAlQsigpipgndevicescgnd gandd besreimstatesd desdieped above, will
O e kil S ey, catiEbiteipeliniy Mo B M |
m ght certi f ynesssagevajsiignege byy tbe SWat aigngture rkayy fothéhet stignagarey, in
turn, mght %eer\;:ﬂé s 2o TAaTs eiroghagggsogi Eﬂéi eué:r.('afrsptgiré% key .to the newly
registered devices. As an alternate method, subject to the
15 consent of the SWA, a given device could receive all
description shares, decrypt its signing share, generate a new
encryption key pair, reencrypt the signing share under the
public key, divide the new private decryption key into new
shares and redistribute these shares to the trusted devices of
20 the relevant authorities, taking care to encrypt them under
the public encryption keys of those receiving authorities®
trusted devices.
As an alternate back-up method, up the decryption
key shares can be escrowed off-line with an independent trust
25 institution as described in copending U.S. Patent Application
Nos. 08/181,859 and 08/277,438.

CRYPTOGRAPHIC HEARTBEAT
As a further protective measure, each signing device

receives a periodic data input ("heartbeat") which, if
30 interrupted, causes the signing device to become deactivated.
The heartbeat would be generated from a location separate from

gsigning device so that, if thieves attempt to steal a signing
T
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15 certification process flexibly in a way which can conformto exi sting

political, econom c and social organizations. However, each -
md-tier CA nust maintain strong security over its signhature key. Few
such organi zati ons, ot her than banks, some | arge corporations, and sone

gover nnent 20 W@H6SPHWS, have traditionally naintained nultipl #OTTUPREQS317
secure data processing facilities and storage vaults. For exanple, a

T B S608y o S BnRRRtE  BRE D BREE yohBETh "

mul tiple sitgsefOhe ! hearthddt GOHreR .SCREM RS rda3C D aGgakREEthel N the
alternative, “the md-tier CA may have no truly secure | ocation.

Less secure heartbeat Grourqey ey signdsgpdeniceckpconesy inagtivaepBdsisget
up their own ;éﬂ&@%ure-rings (as descri bed above) and interlock these
md-tiér rin%s wrth the 30 nore highly secure ring of a parental CA (such
as a bank Br secur e Imvene nmplemeatagionthieachas igningndeviiceepyopadesi ng

tSBe | SPUES Ofar:x é%ﬁ¥%ﬂ8‘\9@gy§ hl_-lo[) aarf:%a%ftye%'talso%%réterpl The heartbeat source

PCT/ US96/ 053périodicd Py abidd snctyptedamesisagesp tioethensignlingy deeide(3)
physi cal gossession of the devices. i_nterl ocking ring

on ¢ / . An
ar chi t ect ur eX€abh® S19RING fAewice faidh, to, necgive, &, panipup, ngmbey” pfer ~cA

371 maintai nhassee% Ové¥ dPeribd Jf Yimel FHoRO tHRY HeRTthéat déarca/’thén
Its own secure’ locations.” Additional md-tier signing devices 378, -
381 will B8 hhensigning devige arases [igsadnterngl memeranerchkakes3gghgrd

' . |1 ' h
Tho parent | (PUBEIIEEFlofy, s WiRLAER, HEY SR° eibly messlieh"ak, BUKELL
_CAdcong mtai ?easm?eeyemich fmtﬁtgrbﬁgm!pg? b&Sé:Ah’ﬂ;heai&beaiuasogree _
I hdependen rom ose an Iven M d-tl er, . e S LN eyl ces
descPi bed uﬁ%ﬁ?e&%qﬂ‘?’?’e{)ﬁfﬁh% o Y SR HY il(!:alqyo%j’ﬁogﬁdl dhggﬁfgpgﬁ; ’
mast er keys, tRacies®al§és iRl G H\Prendd Tanddn Furidly Renbrateapiat tyhe

authority_agents 391a, 391b, with suppl enent al master Kkeys grouggd I n
di f f er ent 1Ralgartbeat source fHy 4iREQUAS r@RAGR NUAbEX JeReKBFOFABNG)i B8R

and  shar celket{e@Uby O SYRIBCHIAM |(RRY ah0he'Bikh03 dabibes oW
gni ng devices as a "1lead™ device, and authorizes its owl
Multiple heartbeat sources could be established so
| that a signing device must receive messages from at least one
(or a minimum number) over a period of time. If one heartbeat
20.source goes offline due to equipment failure or power outage,
it will not trigger premature erasure ©of signing device
memories. Keys used in heartbeat communications may be backed
up in shares to multiple locations.
‘ In a second implementation, each signing device may

25 send a query to a group of associated ("satellite") devices on
the network, and continue operation only if at least a guorum
of associated devices responds. Requiring a guorum allows
operations to continue during inevitable outages and repairs
to communications. :

30 Use of satellite de&icestwyhile more complex, adds
physical security and can be.used at locations having less
secure environments, rather then upgrading these facilities
with vaults, guards, cameras, etc. _;____f‘____“___‘h
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20 officers as authorizing agents 391b. Sone shares of the new CA nmaster

key woul d reside on its own signing device(s) 373, 375, 377, while

ot hers woul d reside on signing devices of its parent CA 379, 381. The
authority to issue signatures can remain vested solely in the officers
of the key ownwi0968%76&| t hough t hey coul d al so del egate sone ofPCERISR6/05317
authority to sone officers of the parent CA institution, in case of
enmer gency.

Thereafter, .the 'g-ti r CA woul d .initjate
mul tP-step signing of TPReCORENIFgRAEH, 1ink Befvesp & Franin deyise.ard: od
by smart cards heazetbestd Bypuirbei broshtekliteadevice andye Beas pubddirests to
their own signing_ devices and/ Qr tQq devlcesdr1¢%§d¥ossessLon of the

parent CA me¥uOTk.si Ifi AgS19nANO EEViER 1R TeRRY teft #%he parent

CA, but could-heiated satellite units can be deactivated by the systemVO
96/ 39765 = s Dol UsSo6r 063ty . B¥5ted at

any ot her 5Caperatonsytagpreventr thievesi fromntapping reemiunidaiiionc ddpes
FULLY- LEASED ,SERVI CES. An,organjzation that does not possess
even one 530 FESTPY %P9t§hﬁiBﬁFrgPFFFgwgghéé% %ﬁé&ﬁé&é?%ﬁﬁ%ﬁficates and
can still becone a CAroFhexampieiztheosigaingecdevice amay¥ be i Phenyndeedces
| ocated in secure | ocations alrgadé eséiglis ed, by vari ous banks or
other CAs. Pr@t8syand, itpoassocigked gateliite, ?Nlﬁgkﬁq BULORE «f o s

aut hori zi ng thge84igning A8¢icaUE8SsEbYEhIthEUEEEsSedy St 1Nl AEvILE -in

t hrough a conmmini cation network. The processes of generating keys, -
i ssui ng di0gitakencofLakingebyYoihengPEratPrEeni hiakikhity ©of £he Eurcpgan

t hor ef Zi i | j :

heref o o OSngrl ApdcUreBRski ackosal WEs BUEEMel Rk chd

The organi zzemowal- off ther satellldtgoondyt intéenferes witlt new (igudingy) .

facility t it the k Is t by, whi ch .t hei

S gnat ur e KEperatIpna, fat Y RAEh t1a%, PRFRIOFELY Ri4ARE BagHRt TR mnes

of host faciremalias idOf6peesi bhltéi‘hﬁtehfnkécﬁte?% iddl aFrirdify @an be sane
e

bank) 1tshat t hey have selectgg.g At that ting coul d al so assign

provided between a ning device and its satellite or

heart-beat source in lieu of a public network.

RATING ADDITIO! TER KEY
, Hhving established a secure, multi-step signing
system with a SWA key, it is a siiple matter to generate a
20 number of additional "master” keys to be used for other
purposes. While the SWA siqnature.key controls system

administration, master keys can be.used to sign other
certified messages or documents by use on behalf of other
legal entities. The genération'ana administration of other
25 master keys is similar to the SWA key but without intermediate
temporary certification steps. The method proceeds as
follows: '
1) Designate one signing device as "lead" (it need
not be the same "lead" that generated the SWA signature key.
30 2) Input a list public key certificates of signing
devices to receive shares of the master key.
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the appropriate adm nistrative backup powers as needed. The
organi zation could then issue official signatures and certifications

wi t hout the need of 25 establishing their own secure data center or vault
facilities, while still achieving substantially all the security benefits
of the system a0 9539265 bed. S| GNATURETRIEDES3TT ON
Wien an authorizing agent becones tenporarily 30 unavail able (due to being

on vacation, incapacitated, etc})“ sonme fqrm of .del egatjon of sigﬂatory
authority is desirabl e3) Input an identification code for thego master "key

WO 96/ 39765 apnd4 a logical name. _ PCT/ US96/ 05317 It is
undesirabl e for a hunan operator to | oan his/her smart card--and an
associ ated pin number &) Refebkishfecwae coamipicationhghappels camang

un- managed szyﬁééﬁaﬁégﬁ??ﬁwﬁ%ﬁ?$erabl tG%ﬁgg:EﬁEnahgr?§§f§€t*s mechani sm

is forran 50 g age mary use ue a
speci al i zeS éeetifiicates ofreddh axlated signiag devdce).aut hori zi ng agent

("del egate"). The certifigate il.gned. b t he pripar ser, would
identi?y the del egate %&dgé#&9néi#¥ﬂ4§§§i§ £3paH iEagg§¥%¥u$§°We????cation
key. The del ggghing d@vieelificate would also contain a tinme limt during

whi ch the del egation certificate (and hence the del egate's authority)
woul d be valid. (See ShdFeneratfk fopew CBISELL" aPRPALFoBTIvate keyipPait.

Signatures,” 1993.) A 4 Iﬁgg@éiﬁdgg, igggéhghxglsﬂgg@gn@$%§£2§5%ﬂ rd, would

sign a docunment using the 15 egate's perso Si gnhat ur woul d
attach t ht0 eueryptingreachisharmand ddstribngingcshares ofudechyptiomed
by the deleggéf not the primary user, and a document reci pi ent must
undert ake addi ?bnal steps to verify the del egate's signature and the
del egate certificate. §)hiBrade rtie atholenmaster privateakeyi (it was

bl i f to h h Lficati, ( | i d, t
Rave good | SEeESd) ( N80 (Bkatk, ST ABAken Ak rRternad BR tor ived Pigpfye
, I n case thgegsedprity nmust be cancelled before it expires. A

preferred approach is to allow a del egate to use 25 the prinarz user's
smart car¥in a secur eThé§ PrRRess may Adéo be used to replace the SWA

signature, by additionally sending each signing device a
command, signed by the (old) SWA signature key to install the
neﬁ maﬁter key as the 8WA signature key. Generally, the
master key will have separate uses from the SWA key and the

20 shares of many master kEys may coexist in the signing devices.
A previously generated master key (other than & SWA signature
key) can be deleted from the system by submitting a-message,
signed by the SWA signature key, to delete the master key
frégments.

25 DOC AND SIGNATURE TRACKING
It is desirable to assign a unique identification
code to each document to be signed in order to assist in
managing the flow of documents through the system. The
following information may be included in the headers of each
30 document for use by message servers and authorizers:
1) The signature key identification code of the key
to be used to sign the document.
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substitutes the human del egate for the human primary user vis-a-vis the

primary user's smart card. Then, the del egate woul d use the primary
user's smart card to affix the primry user's signature, and the

uni verse of docunent recipients is 30 spared the additional burden of
verifying and guré¢sovdsng anot her conplex certificate. PCT/US96/058h

the primary user wi shes to del egate signatory authority, the primry user

i ssues a "substitution" . - : 53
WO 96/ 39765 2) The total number of partiad/siystpyes; needed to

certificate 409 tq the del Sai t£5d Eftarhie Sga@_.t ial Ei%natures
substituti oncé:%lte%fel %Z}ee%ﬁgg%{tlﬁﬁaeghé ‘(Ba?pél?émary us]gr&? 14a11, ?ﬁlg "
del egat e | D allxkady rappldeter the primary smart card to recogni ze the

del egate (nost likely the deleqgate. s publj verification k 1 and a
Lol i 415 during WnTB KEE EEaguBt {denei fideiof Sibe et Rrveince
the del egas eafready?Weled' ubed £& ¥aghd. The primary user may identify

mul tiple i ndi vidual s, any one of whom can authorize_the smart card, or

a group of individual $)ofbfhdREREAEIRE CBERE BATNIRG AGYIoRS IRATOAYE ¢ he
smart card. %i}%a?%%é%%gt iqu.gugﬁenﬁgml adévice thafaped in U S Patent

Nos. 4, 868, 8 an 5,2147702 by Addi son Fi'scher.
As shown in Figure 25, when a delegate wants to sign a docunent 403 on

behal f of the primary us 11( Eblg' ¥ r signs a .
request 405 in a specifi e primry
user's card 407. AN xobetdChQ, usingt damulti-step usighing tdysteasasge i-s

t he supstjtutign certificte.409. |f | tiple, del egat es, need {0

bt hor | seld edsihad Sbove, cwiilogepntalte, SELELER FROTUITE O3 e
request in adddtddinTvther basifesscandLgévéltment aoigRiiFdtionagent s sign
a request submitted to_a signing device as discussed above. Upon receipt
of the signdi¥patheticaddyst a 1AZIB PARSY CRRtEX hank might \Fé’itﬁ:g't Rat the

or oy nal |3 B SRR UECRObLERRCHEE it DU HOHE maciour”

user's signdumy Mightagertifyr aaFerperatiomed Bt dintributes, theyning

dert o 24 By ALHRAACHs Pl aw bty 04 R oan contorm ol
existing political, economic and social organizations.

However, each mid-tier CA must maintain strong
security over its éignature key. Few such organizations,
other tﬁan banks, some large corporations, and some government

20 agencies, have traditionglly maintained multiple highly secure
data processing facilities and storage vaults. For example, a
mid-tier CA may possess at least one nominally secure physical
loéation, such as a data center or vault operation, but lack
the funds to serve multiple gsites for the multi-device schemes

25 described above. In the alternative, the mid-tier CA may have
no truly secure location. '

Less secure mid-tier CA's (such as a corporate CA)
may nevertheless set up their own signature-rings (as
described above) and interlock these mid-tier rings with the

30 more highly secure ring of a parental CA (such as a bank or
secure government agency). This can be done while separating

the issues of: (1) key ownership and official comtrol,
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30 physically to a delegate. The presence of atime |limt for t he
del egate's authority provide a "tine | ock" so that del egates can only use

the primary user's smart card during a limted period. As discussed
above, the primary user's 54

WD 96/ 39765 WO 96/39765 - PCT/ US96/ 0531 7PCT/US96/05317
authority is also limted to a fixed tine period. These limts reduce

t he consequences of, theft, and allow primary ~ ysers and del egates to
store the prédhapministrasive jand, backup Feepersihinit¥eurdof ) cBbysical

envi ronment ., d&dsidif df Bhe WeAide’r had expired, the smart card woul d not
be vul nerabl™ to any key-guessing attacks. (ln fact, it would be i nmune

from attack even i fAn Hatenlesking &ing ayshd§ecsungdCani PecRreatadsaser

pin directlym},rp A & - Addis ol I o] k- | B8é
| oss of physsl ca féhg ac%%:ﬁ' lgleavé'th |gvg&%gsl%ﬂg?‘nSgt&hgsgir%rggngggdaﬁnto a
vaul t & axt mord addedienyisigning déwidesns@sti 335,h877add iksoown card

reader, where it can be_ accesse troni cally.but not. hysical In
Lhi's manner BefT helaiielie: cadditiam - £18F, s%8h1ng HRYICER: Y0 "o
one will harBphydicde pRETREENGE Bt dthd ecudedlocations of a pakefiraon! e,
a primary user mght be a Vi c%-@presi dent in char%e of purchasi ng, who

wi shes to dd&hAnd may,eyen dncliudessgme G 2dd: RSy the samg deviceat 79
whi | e he [ [ aln ti L@n 20 .
celrt ificate jrﬁ%ﬁ%pé%ﬁ%ﬁ??%“@ﬁ E\ t}gﬁﬁigeg It(hghba Vi ce
presi dentl@® “sinfenlacking ywings?t Jr.ecdhet pafreatsCangould maintgdpssevenabd

o () Lo SRS ey e et by U0 ShehABEGELR, SRbFe, |
the purchasiofy sy deiver meid-tidre CA G833 eThéestigningedebicesaddscpibedar d
Vi e pres AR degidns DO adEiiona) aedifigatien e, boed: nddssianeh: 1o
be signed anthsi¥ Keyrs, dech anwey WiFFeiant bwnedshSp @aaKcbARre2BY! er
termnal . She 30 would then sign the hash, attiach the vice-president’'s
public leyeapective;authordty agenteiiflan: 3%lb, with supRAgmeRtAl send
cossi gns. t nAREAE Way¥ Yrotipdd i AR vayB1C OLDEr  purchasing agent
~ The mid-tier CA initiates the key generation and

share distribution protocol outlined above using one of its

own signing devices as a "lead" device, and aﬁthorizes its owm

20 officers as authorizing agents 391b. Some shares of the new
CA master key would reside on its own signing device(s) 373,
375, 377, while others would reside on signing devices of its
parent CA 379, 381. The authority to issue signatures can
reﬁain vested solely in the officers of the key owner,

25 although they could also delegate some of this authority to
some officers of the parent CA institution, in case of
emergency.

Thereafter, the mid-tier CA would initiate
multi-step signing of the CA's signatures based on signatures

30 generated by smart cards possessed by their officers, and
route those requests to their own signing devices and/or to
devices in the possession of the parent CA. Indeed, signing

devices need not be located with the parent CA, but could be
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55 WD 96/ 39765 ' _
PCT/ US96/ 05317 public key certificate, along with his authorization
certificate which grants himhis purchasing authority. The ot her

pur chasi ng agent sends themin a nmessage to the vi ce-president's smart
card through awooeBs7é§ ea network. 5 G ven that the vice- predfCI&R6/853¢ar d
al so contains trusted copi es of. the public keys of the certifying

aut horities which created these_certificates, such as the SWA the

vi ce- presi deftted cat ANLIARMES AREP ﬁglgggﬁaéﬁ?%e ARFALINANG | cat es
are all Va|Iébﬁﬁﬁhiﬁéﬁiﬁﬁ§gdﬁé§glce president's 10 signature to the

docunent. The card m ght al so request that all these certificates be
acconpani ed by recently signed CRL's or certificates of good standing
froma locally recogni zed CRL ¢! BEasED sErvices Thi s delegation
mechani sm t akes advant age of an IS5 - ramthe primry user's

smart card. The [NiAnunganﬂzatzsnathataddessn@tupmsxbshﬂavnnluma ng known

security characterigsti one bilit

a secure o% o‘? ‘H@v&‘ii’né&lﬁg& \ggr'rﬁ('glﬁﬁ £ § 9&h% g‘%ﬁ Lﬁ?%‘?f‘t%é’ﬂq %‘Jﬁgs

as descri bedodwrs € Il eonie 20 CAQ- PThdi 6gghhSzabibs tam Mdge gt Df

08/ 181, 859 and 08/ 272, 203 dg§§§géapgeéeescromégargnt and Sudla key escrow
er<g

Cl P). ignin FBRenterahiong Airead general i zed
such that llﬁ{ QAitieas’ bdhis! 8k otnéw@ﬂ&urecﬂ@m%%ﬁ dt ot
gener at ed and used w thin tanper 25 resistant secure nodul es T TRSMs) t hat

are stored itaker m&smn/aﬂ smayt gardsctorecits Mhﬁlmgamsz'at i on

appr oved 12 HdEd R AERRERE] LoPs L EANET, alP R Bl R °
carry ar ounceomininidetion hetsofRSVE Theuptiocesses 8P gamsrat agnikesis,

t anperi ng, tp revent any data center_personnel fromever, havi ng .ac
Lo User priviRARiRg Signatree, and DeglorBiEY THhen A Thiye ga

different usedrs, tmétdzfe octhirC rithght aeeices h@ﬁaaedlééalaqsmawglreﬁorre

single

control in accord with contractggl trust arrangements with the
15 owner.

. The organization's officers would go .to the local
secure (banking) facility to witness the key generation
protocol by which their new signature key is created, divided,
and distributed to each of a number of host facilities

20 (possibly other banks or other locations of the same bank)
that they have selected. At that time they could also assign
the appropriate administrative backup powers as needed.

' The organization could then issue official
signatures and certifications, without the need of
25 establishing their own secure data center or vault facilities,
while still achieving substantially all the security benefits
of the system as described.

SIGNATURE DELEGATION

When an authorizing agent becomes temporarily
30 unavailable (due to being on vacation, incapacitated, etc.),
some form of delegation of signatory authority is desirable.

52



WD 96/ 39765 PCT/ US96/ 05317

non-official signature, or sone prearranged conbi nation of si gnatures and
aut hori zati ons. Anot her use for the del egati on mechani sm

apart from si-nple delegation fromusers on tenporary | eaves of absence, 5
woul d be a sywwesemesret hod whereby such a programmatic Si RCIUS96/0sHuest
woul d be nade to a card (or to a key contained with a conmmon TRSM to

performthe signature of a maj or "desk" or other role within a financial
or corporat¥t ismndesinahle fpr a human operatoreheniagnohisfher mRAFtent s

descri bed agg#ﬁda-tal}dél Lﬁﬁ%eg Ioni Huﬁzﬂég B! ki LLeBCa Al et O

se
vari ations Irit and scope”of the irnvention. The
enbodi ment sthits ardates EY aarmanagedpsacyribty maskint ended to limt

unduly the scope of tfe I MENH.P 3215kt 28H BYchigidn 18'tQu g ¢! aims.
5 original authorizing agent ("primary user”") to issug-a
specialized “delegation” certificate to a substitute
authorizing agent ("delegate”). The.certificate, signed by
the primary user, would identify the delegate and the
delegate's public signature verification key. The delegation
10 certificate would also contain a time limit during which the
delegation certificate (and hence the delegate's authority)
would be valid. (See Sﬁdia & Ankney, "Commercialization of
Digital Signatures,” 1993.) A delegate, using his/her
personal smart card, would sign a document using the
15 delegate's personal signature'key and would attach the
delegation certificate. Resuiting documents would be signed
by the delegate, not the primary user, and a document '
recipient must undertake additional steps to verify the
delegate's signature and the delegate certificate. This
20 relies, in part, on an ability for all puSlic users of a
system to have such verification capability and, to have good
access to a source of revocation information (or "hot list"™)
, in case the authority must be cancelled before it expires.
' A preferred approach is to allow a delegate to use
25 the primary user's smart card in a secure way that, in effect,
substitutes the human delegate for the human primary user
vis-a3-vis the primary user's smart card. Then, the delegate
would use the primary user’'s smart card to affix the primary
user‘'s signature, and the universe of document recipients is
30 spared the additional burden of verifying and evaluating
another complex certificate. .
When the primary user wishes to delegate signatory
authority, the primary user issues a "substitution®
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57 58 VWhat is

clainmed is: 1. Adigital signing nethod conprising steps of:
generating shares of a private signature key; storing shares in
separate el ectronic signing devices; certifying nultiple

aut hori zi ng agg ss3d®s Si gni ng devi ces; and f or each mUT/IB96/05317

plurality of signing devices, affixing a partial signature to an electronic
nmessage i n response to authorization froma .m ni nrum nunber of authori zi ng
agents; certifibhatei 409 o uthe idelegatmes dilysgnatededncBagei 2Btes a
digital slORgLUlBhetitution ceft:ficatd YHenRirabl tha0pdifhid! usbfngbur es
to electron docunents conpri si ng: a pluralitfy of '

i nt er comungta} i tke sdelegate el cels3, endteagisgfiory tiev prémegypsmerhgcand

el ectroni c device progr d,to receiyve an.electronic nt, .an af fix
a partial sFBnﬁ?ﬁ?g“l.g%g%% %e‘g?%%ft Lﬁ“é"%e}li‘ﬁ;yegﬁﬁ Fgg%gggg Fopgbigc
predet er g NSrNENELEIiOh ooy PITFAtdnde i@ limit 4152dRiing! whichf the -
aut hori zi ng agents, each agent conmunicative w th an associ ated signing

devi ce, eactubgbitutionrsertifirate 403 JAnd hencectheodedFade’s provi de an
aut hori zat igﬂtﬁgrfgyf"sfé’%ﬁf&. Siﬁm r&ﬂfa‘gycﬁ'ser may identify multiple
individuals, any one of whom can authorize the smart card, or
a group of individuals of whom multiple ones must jointly

10 authorize the smart card. The antecedents of such methods are
discussed in U.S. Patent Nos. 4,868,877, 5,005,200, and
5,214,702 by Addison Fischer.

As shown in ngure 25, when a delegate wants to
sign a document 403 on behalf of the primary user, the

15 delegate 401 prepares and. signs a request 405 in a specified
format to be communicated to the primary user‘'s card 407.
Attached to, or otherwise included in the message is the
substitution certificte 409. If multiple delegates need to
authorize the primary user®s card, they may sequentially sign

20 the request in a similar manner to the way multiple '
authorizing agents sign a request submitted to a signing
device as discussed above. Upon receipt of the signature
request, the primary user*s card will verify that the
requesting user's signature(s) match(es) the public key(s)

'25 that were originally specified in the substitution
certificate, apply the primary user's signature 419, and
forward the signed document on to a signing device 421 (or
other destination) in the usual manner.

The primary user*s smart card 407 may be given

30 physically to a delegate. The presence of a time limit for
the delegate’s authority provide a "time lock" so that "
delegates can only use the primary user's smart card during a
limited period. As discussed above, the primary user's
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3. A systemof interlocked rings of signing devices for affixing digital

signatures to electronic docunents conpri sing: a first set of

signing devices, said first set conprising a plurality of electronic

devi ces, each device programed to receive an el ectroni c docunent and

affix a parti alWoi9§Rsre for a first signature key, a pl ural PCYUS96/e5347d

partial signatures conprising a first digital signature;

a second set of signin cées, said secon set conpri si,n Lurallty of
Be§ﬁ°8recg

el ectronic GEW‘GE&":Yeg%ha Qi Himiked tonfe F 16 BRPc

document andiphits Pedicéiehe seaisddiighcdlof t‘lﬁfﬂtr}d ahdgBal ke pletinard
plurality of said partial signatures conprising a second digital

signature; users apfciel@oatss 4 aforsithy Eﬁ%ﬁﬁrﬁguﬁﬁFlEeEaFﬁcFHdés at -
| east one TeHDELedOLEY ponlBboddl i flce Uiitoilentddazied thestiagd c

second ‘sets inc east one common nenb
met hod f or S5dpesiodetad sexpiredy thetsmantc qa;ad o3 gprt;gbst vpinerable to

storing said y. o] n

el ectronic d%?kg %yoguécéeérf'ﬁ? &[Céél%g @21 egat it would gg“ghﬁﬁhg ?Equest
and t he del egetack eeeniifcthe lin'maﬂghmsw e:;afdelbga&-hehhdr wt-ietent ronic
devi ce; and S|ng said first electronlc device to use the

el ectroni ¢ kB¥8{PeF RN ETEI LR (Rhe

Additional protect;on against loss or physical
10 attack can be achieved by placin§ the smart card into a wvault
or other locked environment, and inserting the card into a
card reader where it can be accessed electronically but not
physically. In this manner, all the actions described above
may be carried out, but no one will have physical possession
15 of the card.

For example, a primary usér might be a
vice-president in charge of purchasing, who wishes to delegate
his specific signature authority to his secretary while he
travels to negotiate a pending deal. The substitution

20 certificate might specify that his smart card is to issue the
vice president's signature only upon receipt of a signature
request signed by: (2) the secretary, as designated by his
substitution certificate; and (b) co-signed by any other
person with primary signing authority in the purchasing

25 departmént.' The vice-president placés his card in a card
reader in a locked vault and leaves.

~ To obtain the.vice-president's signature, the
secretary would prepare the document to be signed and compute
its associated hash using her desk-top computer terminal. She

30 would then sign the hash, attach the vice-president's public
key certificate, the final recipient will need it and then
send ther in a message to another purchasing agent. The other

| purchasing agent co-signs the same hash and attaches his
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the del egation certificiate. 5. The method of claim1, wherein
said plurality of signing devices affix the plurality of partial
signatures to the nessage in accordance with a nethod conprising the steps

of : transmtting said nmessage to a first of said plurality of
si gni ng devi ce ' rst signing device thereafter affixin 60k3
partial signat SY‘iﬁPg"{s'm d nessage; and transmtting sgll.ccalﬂarréeggsad‘é

having said first partial signature to a second of said plurality of

signing dewgﬁﬁ 15&1 ey 6OPE £1 St &0 VA Wit 1aaf ta%‘th%ﬁ:&b&tﬁlgna second

partial signature to sald nmessage. . The met hod of

clai m5, wheeerbifigate rehioR t grants thip ihis gyesheding: aé&&‘ﬁréFYsal ghe
plurality of Ehgf é\grélﬁyé agent sends enelanmal E‘fé@sﬂfgecka' ghe. wherein

said plural i ni ng VI es i's a quorum of t si'gni ng devi ces t hat
have stored vﬁae-qsreﬁzddzm:'pmmet stapdhtthnoughy a local areagpetwerket hod of

o Tl o A SR D FLEN he S PR S SIS Bkl LB

si gnat ure kegopjes refli the ipubhl g ledys erf whe ltenviifydng augnetmtmekeyhiuh

Sharcs {1 om GRERERA EHRRE GRRFHELCHRA R SR O (en&¥Byi 8o i gnature
vice-president's card determines that the signatures and
certificates are all valid and affixes the vice-president's

10 signature to the document. The card might also request that

all these certificates be accompanied by recently signed CRL'S
or certificates of good standing from a locally recognized CRL
handler. _

This delegation mechanism takes advantage of an

15 ﬁhility to re-program the primary user*'s smart card. The
primary user's smart card is trusted device having known
security characteristics, one of which must be a capability to
engage in a secure download of new iri_structions {(e.g..,
substitution certificates), as described for example in

20 co-pending U.S. patent applications 08/181,859 and 08/272,203
(Sudia key escrow parent and Sudia key escrow CIP).

The foregoing delegation mechanism may be
generalized such that many high-value.end-user digital
signature keys are in fact generated and used within tamper

25 resistant secure modules (TRSMs) that are stored inside secure
vaults or data centers, while the authorization for such
signatures comes from signature request messages signed by
approved users who are given unofficial (time locked) smart
cards to carry around with them. These TRSMs would remain

30 secure against tampering, to prevent any data center personnel
from ever having access to user private keys, but could be |
designed to contain the keys of many different users, each 6f
which might be authorized to act based on some single
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key; generating new shares of the private signature key such that
the quorum of shares necessary to forma digital signature is nodified as

desired; and storing the new shares in separate el ectronic signing
devi ces. 9. The nethod of claim8, wherein the quorumis nodified
by increasing the nunber of partial signatures necessary to ff%ﬁ'@ s'ﬁgs | tal
si gnat ure. WO 96397650 The method of claim 9, wherein the quor nslgl S v

nodi fied by increasing the nunber of signing devices.

L1 The mel g ofe Aol Lighighebl Brphtind! bidabaded Qiddh N BAISE 2 o
assigned to a east one sai d el ectroni ¢ signing devices; and
wher ei n aut lsdgnatnires fangnantyosigatdensai d plural ity of authorizing agents

is required for said.,elegtroni [ t LX:sal | |
12. The nethod of cl ai oﬁ:%%grh %i gséaligepﬁﬁ%%la?)l/agfges@généiﬁ%dl'dzé\ﬁ ces%ﬁqx
the pluraligimpfle FRldgait iy Eron asers bhetempozgeyi leaves ofiralssencd, a

nmet hod conpri si_ng .t he steps of: ransm tting_said nessage
separat el Y ¥ Pea ssé'l%ﬁﬂ QFaPREEPOs: wbﬁﬁﬁ?‘ﬁgéﬁggi Eegr%ﬁam%?a%&i ng a
partial sigpgighatdre THghdBts waitdabecnablieotosal daplu(etity afkey gni ng
devices to forma plurality of rres%aRges having partial signatures;_and
contained with a common M) to perform the signature of a
major "desk” or other role within a financial or corporate
environment. _
10 After learning of the embodiments described above,
people practicing in this art will be able to make variations
that fall within the spirit and scope of the invention. The
embodiments described above are exemplary but not intended to
limit unduly the scope of the invention as defined by the

15 following claims.
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conbi ni ng ' ' messages having partial signatures to formsaid
nmessage hgmmmnqﬂnmﬂl | : signature. - 13. The nethod of claim
12, wherei nxsat d pl wralsi of signing devices is a quorumof said signing

devi ces that have stored shares of the private signature key. 14.

The system of 8\{%% wherein said plurality of interconmuni ﬁhg%gni ng

devices affix rality of partial signatures to the nesSage 1n

accordance with a nmethod conprising the steps of: transmtting
sai d nessagew?ﬂraiéiéﬁglﬁﬁpsigg plurality of signing devices and affixing a
first partial signature to said nessage; and transmtting said

nessage having satd fidkdigital AianiggametbodocompEL8ARIFtaRE PSF urality

of signing devices an éﬁéf&%iﬁb‘%E%?@%ngfpﬁr&Egbaﬁéggﬁﬁﬂéfhfé’Eﬁ?iﬂ message.

62 15. The system®of clalim 14, rein sard transm'tting step
is repeated for each cdtexing shares iiny separagei ejedtvonie.signing 16.
The systenbof claim15, wherein said plurality of signing devices is a
quor um of Saf8¥i€§%¥hi ng devices that have stored shares of the private
si gnature key. certifying multiple authorizing agents for signing

devices; and
for each of a plurality of signing devices, affixing
a partial signature to an electronic message in response to
10 authorization from a minimum number of authorizing agents;
wherein a plurality of partial signatures
constitutes a digital signature.

2. A system for affixing digital signatures to
electronic documents comprising: _ .

15 a plurality of intercommunicative signing devices,
each signing device comprising an electronic device programmed
to receive an electronic document and to affix a partial
signature using a signature key share in response to a
éredetermined number of authorizations; and

20 a plurality of authorizing agents, each agent

| communicative with an associated signing device, each anent
comprising an electronic device programmed to provide an
authorization to an associated signing device.

3. A system of interlocked rings of signing devices for
25 affixing digital signatures to electronic documents
comprisings |
a first set of signing devices, saiq first set .
comprising a plurality of electronic devices, each device
programmed to receive an electronic document and affix a
30 partial signature for a first signature key, a plurality of
said partial signatures comprising a first digital signature;
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17.. The syst ﬂ”ﬁ@”ﬂlaln}z wherein said plurality of signing devices af fix
$

the pluralit m Imnatures to the nmessage in accordance with a
met hod conpri transmtting said nmessage
separately to each of "sai*d plurality of signing devices and affixing a

partial - si gnatwcggﬁtn%r%al d nessage at each of said plurality ofl,&ngg%,g c’i7

devices to for rality of nmessages having partial signatures;
conbi ni ng said pIurallty of nmessages having partial signatures to forn1said

message aving sald & YdabnidRG S1gning devicdd, dEasysLsmmObec! 2l M

17, wherein said plura |ty nin IS a uorun1o sald si nlng
devi ces thalcdmpmnaingeajn&nﬁ&k&ﬂﬁ qfhslppmwenecsdgnacaae fagh device

programmed to receive an electronic document and affix a
partial signature for a second signature key, a plurality of
5 said partial signatures compfising a second digitalisignature;

wherein said first includes at least one member
which is not in said second set, and said first and second
sets include at least one common member.

4. An electronic method fér delegated use of an
10 electronic key comprising steps of:
storing said key in a first electronic device;
communicating an electronic delegation certificate
to a delegate;
sending a request and the delegatlon certificate
15 from the delegate to the first electronic device; and
using said first electronic device to use the
electronic key in résponse to the request and the delegation
certificate.
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