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CLAIMS 

  

1. An Advanced Encryption Standard (AES) device, the AES device comprising, 

 a state array of components comprising a first plurality of controllable data 

processing components, the first plurality of controllable data processing components 5 

including two or more controllable data processing state members that each include an 

additional input control and an additional input port;  

 a key array of components comprising a second plurality of controllable data 

processing components, the second plurality of controllable data processing components 

including two or more controllable data processing key members that each include an 10 

additional input control and an additional input port; 

 a control block module coupled to the state array of components and the key array 

of components, the control block module arranged to transmit one or more control signals 

to the state array of components and the key array of components; 

 wherein the two or more controllable data processing state members are disposed 15 

at predetermined positions within the state array of components;  

wherein the two or more controllable data processing key members are disposed 

at predetermined positions within the key array of components;  

wherein the control block module is arranged to instruct performance of one or 

more AES operations via usage of the additional input port of at least one of the two or 20 

more controllable data processing state members based on a clock cycle count;  

wherein the control block module is arranged to instruct the performance of the 

one or more AES operations via usage of the additional input port of at least one of the 

two or more controllable data processing key members based on the clock cycle count;  

wherein the control block module is arranged to instruct the performance of the 25 

one or more AES operations based on a distribution over a plurality of predetermined 

clock cycles;  

wherein the control block module is arranged to transmit the one or more control 

signals to the state array of components to hold one or more data movement within the 

state array of components; 30 

wherein the control block module comprises a clock generation block that in turn 

comprises one or more clock gating cells and a state array shift data control block;  
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wherein the clock generation block is arranged to provide row-based 

clocking scheduling for data to be shifted into the state array of components for an 

AES ShiftRows operation; 

wherein the one or more clock gating cells is arranged to perform the hold 

of the one or more data movement within the state array of components; 5 

wherein the shift data control block is arranged to provide a multiplexer 

selection with the two or more controllable data processing state members to 

perform the ShiftRows operation in the plurality of predetermined clock cycles; and 

wherein at least one of the first plurality of controllable data processing 

components is arranged to be clock gated by the one or more clock gating cells to 10 

hold one or more data movement within the state array of components.  

 

2. The AES device as claimed in claim 1, wherein the control block module 

comprises, 

a state counter, the state counter being based on a predetermined number of clock 15 

cycles to indicate completion of a round of an AES procedure; and 

a data output component, the data output component arranged to output a round 

constant value based on an indication of a commencement of a round.  

 

3. The AES device as claimed in claim 1, further comprising, 20 

a functional block module, the functional block module being coupled to the state 

array of components and the key array of components, the functional block module also 

coupled to the control block module; and 

wherein the functional block module comprises a single substitution box (S-Box) 

of predetermined values, the single S-Box being accessible to both the state array of 25 

components and the key array of components.  

 

4. The AES device as claimed in claim 3, wherein the functional block module 

further comprises one or more parallel processing members that is each arranged to 

obtain as an input a plurality of inputs simultaneously in the form of a column from the 30 

state array of components, the one or more parallel processing members being further 

arranged to process the plurality of inputs and to output a MixColumns value that is 

indicative of a row value for the state array of components.  
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 5. The AES device as claimed in claim 3, wherein the functional block module 

further comprises a shared circuitry that is accessible to the state array of components 

and the key array of components, the shared circuitry being arranged to output a round 

key to the key array of components or an input data to the state array of components.  

  5 

 6. The AES device as claimed in claim 1, wherein for an AES-128 procedure, 

the state array of components is ordered in a 4x4 array and the controllable data 

processing state members are disposed at least in the the first, fourth, fifth, eighth, ninth, 

twelfth and thirteenth positions of the 4x4 array; further wherein the first position is the 

bottom-right-most position of the array and the array having each position being serially 10 

coupled to a next position.  

 

 7. The AES device as claimed in claim 1, wherein the performance of the one 

or more AES operations is distributed over three different predetermined clock cycles.  

 15 

8. A computer-implemented method of performing an AES operation, the method 

comprising, 

 accessing a state array of components comprising a first plurality of controllable 

data processing components, the first plurality of controllable data processing 

components including two or more controllable data processing state members that each 20 

include an additional input control and an additional input port, wherein the two or more 

controllable data processing state members are disposed at predetermined positions 

within the state array of components;  

 accessing a key array of components comprising a second plurality of controllable 

data processing components, the second plurality of controllable data processing 25 

components including two or more controllable data processing key members that each 

include an additional input control and an additional input port, wherein the two or more 

controllable data processing key members are disposed at predetermined positions within 

the key array of components; 

 accessing a control block module coupled to the state array of components and 30 

the key array of components, the control block module arranged to transmit one or more 

control signals to the state array of components and the key array of components; 

 instructing performance of one or more AES operations using the control block 

module by using the additional input port of at least one of the two or more controllable 
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data processing state members and by basing on a clock cycle count and by using the 

additional input port of at least one of the two or more controllable data processing key 

members and by basing on the clock cycle count, and further instructing the performance 

of the one or more AES operations by basing on a distribution over a plurality of 

predetermined clock cycles;  5 

further wherein the step of instructing performance of the one or more AES 

operations using the control block module further comprises transmitting the one or more 

control signals to the state array of components to hold one or more data movement within 

the state array of components; the step further comprising 

providing row-based clocking scheduling for data to be shifted into the state 10 

array of components for an AES ShiftRows operation using a clock generation 

block of the control block module; 

performing the hold of the one or more data movement within the state array 

of components using one or more clock gating cells of the clock generation block 

wherein at least one of the first plurality of controllable data processing 15 

components is arranged to be clock gated by the one or more clock gating cells to 

hold one or more data movement within the state array of components; and 

providing a multiplexer selection with the two or more controllable data 

processing state members to perform the ShiftRows operation in the plurality of 

predetermined clock cycles using a shift data control block of the clock generation 20 

block.  

 

9. The method as claimed in claim 8, further comprising accessing a state 

counter, the state counter being based on a predetermined number of clock cycles to 

indicate completion of a round of an AES procedure; and 25 

using the control block module to instruct a data output component to output a 

round constant value based on an indication of a commencement of a round.  

 

10. The method as claimed in claim 8, further comprising accessing a functional 

block module, the functional block module being coupled to the state array of components 30 

and the key array of components, the functional block module also coupled to the control 

block module; and 
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wherein the functional block module comprises a single substitution box (S-Box) 

of predetermined values, the single S-Box being accessible to both the state array of 

components and the key array of components.  

 

11. The method as claimed in claim 10, wherein the functional block module 5 

further comprises one or more parallel processing members that is each arranged to 

obtain as an input a plurality of inputs simultaneously in the form of a column from the 

state array of components, and the method further comprises, 

using the control block module to instruct the one or more parallel processing 

members to process the plurality of inputs and to output a MixColumns value that is 10 

indicative of a row value for the state array of components.  

 

12. The method as claimed in claim 10, wherein the functional block module 

further comprises a shared circuitry that is accessible to the state array of components 

and the key array of components, and the method further comprises, 15 

using the control block module to instruct the shared circuitry to output a round key 

to the key array of components or an input data to the state array of components.  

  

 13. The method as claimed in claim 8, wherein for an AES-128 procedure, the 

state array of components is ordered in a 4x4 array and the controllable data processing 20 

state members are disposed at least in the the first, fourth, fifth, eighth, ninth, twelfth and 

thirteenth positions of the 4x4 array; further wherein the first position is the bottom-right-

most position of the array and the array having each position being serially coupled to a 

next position.  

 25 

14. The method as claimed in claim 8, wherein the step of instructing 

performance of the one or more AES operations using the control block module further 

comprises instructing performance of the one or more AES operations distributed over 

three different predetermined clock cycles.  

 30 

  


