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covery and scanning. A method for scanning includes performing tests by ex-
tracting calls from dApps and analyzing the extracted calls for potentially ma-
licious behavior. To this end, calls made by a dApp are extracted by imperson-
ating wallet addresses. More specifically, transactions are generated based on
sample transactions from one or more known wallet addresses, and the generat-
ed transactions are broadcast to websites. Calls such as remote procedure calls
(RFCs) are extracted from responses to those transactions. The extracted calls

\L are analyzed in order to determine whether the behavior represented in those
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FIG. 3

extracted calls is anomalous. Calls requesting anomalous transactions may be
determined to be malicious or potentially malicious, and websites which re-
quested anomalous transactions may be flagged as malicious or potentially ma-
licious. The scanning may be performed on websites found during a discovery
process that efficiently analyzes site-indicating data to discover websites.



