34566363d3 WW 64dTd TI TLE OF THE | NVENTI ON "TERM NAL FOR CO\/?% 00
NET ‘ NG METHOD OF CONT H STORY" 5 BACKGROUND OF
INVENT |d of the Invention™2 5 S E P 2002 The present

invention r@®Etes to a termnal for a conputer network and a net \
recording control operation history data, and nore particul arl y M@ “mm“\““
techni que of recording renpl&LEONIF Or HAPeI AVEWT howt ory data in rrg%er
network in which one of a plurality of term nals connected through t He'

network is used as argaMINPALL &/dR NabMraf T RNGULT WBR K eARbe contr ol
operation of another termnal on a screen 15 sharing ba5| s. (2) Description

235003 and No. F(IBTDTC SRRdID Pl CuSmaa: PR TEEREeen pr oposed Lo

provide a renote control type 20 conputer netvvork system conprising a
plurality of termnals or conputers, in which one of the termnals (control
termnal) conducts renote operation of another termnal (renote controlled

term fal ) on a screen FAFKEROENPs CR5THE thaVEN#E@Ncontrol type conputer
net wor k system 2 5 S EP 2002 2 an input operation by an operator at the
control teédm naleilsl toinsfher réedvtemthenrenote controlled termnal, and in
response to the input operation, an application programis executed on the
remote 5 controthed s senal .inAhen tiihen coslladiss dt sphayedndinals&reen at

the renote controlled term nal are changed
a computer network and a method of recording control
operation history data, and more particularly to a
10 technique of recording remote <control operation
history data in a computer network in which one of a
plurality of terminals connected through the network
is used as a control terminal for conducting remote
control operation of another terminal on a screen
15 sharing basis.
(2) Description of the Related Art
In Japanese Unexamined Patent Publication No. HS8
(1996) - 235093 and No. H3 (1991) - 276342, for example,
it has been proposed to provide a remote control type
20 computer network system, comprising a plurality of
terminals or computers, in which one of the terminals
(control terminal) conducts remote operation of
another terminal (remote controlled terminal) on a

screen sharing basis.

25 Inthe remote control type computer network system,



as a result of execution of the application program the contents t}RISEP 2017
changed are reflected to the control termnal. In this manner, the operator
at the control 10 terminal can carry o4t renote operation while view ng
di spl ayed contents identical to those at the renote controlled termnal. As
an operation history recording method in the renote control type conputer
networ kK syst emmpent | @pdr 4% iaiovey t Ber eops i €6RVENLi oL teghrixge in
whi ch renpote control operation history information indicating the
transitiop .qfy, di gl ag%d E%tﬁ‘%ér%%edt% he operal gk’ S LQUL, gRErAti ons is
stored at the control termnal and a sequence of operations is feproduced
at the control.Zol;erninaL as required, forhexanple. However, in this
oper at i on "Rt bP§ et di ng AEHOIPSTF Wi chP Spératd bnPRitdtor yodat £ s
stored at the control termnal, a user at the renote controlled term na
cannot che®®}hfddiidRl yPRRIRRN t HeS r e w5 LontaDl | E4 & er AiEM@thas been
operated by another person 2 5 SEP ?00?. 3 and what operation has been
per f orfimedcdurt ng lillkeed absender @t - t hhissert hfucvhdrenhecdidimpave d hen
above-nenti oned operation history recording nmethod of storing 5 operation
hi story dat acate &n conttiné i enbigele,orf ©f c@Xasples rivhiers B SystE€anged
adm ni strator carries out maintenance of a multiplicity of networked user
term nal satshr0ughs f; @ADLEr OPLERLIHONSHI B faR H 114 8pGanPany o ff §BLI0N system
a huge anount of 10 operation history data is s?ored in the termnal of the
system adpinj str Thi ifficul ! to I e of
t he oper a'[tglho@n%r% S ggl;/c Sdgthzsiu.glachﬁgﬁg%sc{ ﬁrﬁéjut%éldf%)rggiceesiﬁ% @%eéﬁéﬁvr\%pﬁ in
which data stored.in file.server is accessed by a plurality 15 of
Lot mi nal s S T5bbh i -on W Sthi 5 DACE 93 orf RBCHE FEAR A1 T B BEF A ht o t he
file server on the renote controlled side. In this case, the operation
hi st oty dacFnsnatloféd ISP TRE PRI TS§MURP PBE ITARhOR PlirdpoRe’ hgwing
t roubl eshooti ng. For exanple, as disclosed in 20 Japanese Unexan ned Patent
Publ i cati 84 sl amed 1994 en 57956 e roperatli dre htbogry alat dhedf eacitry whi ch
term nal has perfornmed what operation in which file region is recorded. 25
SUWARY CEorHEr 6 ANENT | ONrm2n851SEP 2002 4 It is therefore an object of the
present invention

As an operation history recording method in the

remote control type computer network system mentioned
15 above, thereisaconventional technique inwhichremote

control operation history information indicating the

transition of displayed contents due to the operator's

input operations is stored at the control terminal and

a sequence of operations is reproduced at the control
20 terminal as required, for example.

However, in this operation history recording
method in which operation history data is stored at
the control terminal, a user at the remote controlled
terminal cannot check immediately whether the remote

25 controlled terminal has been operated by another person



to provide a conputer network term nal which works as a renote cont%gl gp%m
termnal allowng a user to check renote control operation history § "
thereof with 5 ease. Another object of“the present invention is to provide
an operation history recording nmethod which is applicable to a conputer
network, particularly to a renote control network system of a screen
sharing 10n8ypea tfose alaltovd NG B B n dle BF bemMEdeant £ §ldred ey ehpal to
check renote operation history data thereof with ease. A further object of
the present ipvwentien is to provide an operation history recording nethod,
15 applicable to a conputer network, which can reduce the anmount of renote
operation hist ta at a contral_ termnal by storing the history data in
2l atributed (ARIGET in BHEBFESE i miont FOF, 1 8P oS VI Rg hhenst
above-nentioned  probleps, a renote controlled termnal is provided with a
functi on 9BEXREchP Bi ng* + 8RO coMtSOP L BpeY%t i Bf T Qfor Y Hat 8 T tR&t a
change in the displayed contents due to renote control can be reproduced
easi | p. 25phbree specilfisslolny, dedor dierlg 80 ohetaspgectegmihel , 26 rSEP 2002
5 present invention, a term nal conprises nmeans for receiving a renote

oper at i ore sesgdge, f rolrea dastaps tteed Madah 1 hiirsotgh te metwar ki eisnpat: theans
for entering renote operation input information extracted fromthe 5

recei ved B$5aden A A@ an Opey atd NPt St £8% t3nd J¥ St Ywbedr di ngsggans for
recording the renote operation input information and transition of a

term nal SCLafh LNl €SAANSELIH (NCrLGPLE OPEIAL kAR 185y L eMDLE, opega i on

hi story data. 10 Further, according to another aspect of the present

i nvention, %he_}grninal is provided with. communication con%&pltnegns for
recei vi ng- ¥ emst e 3P&FatY o “input imntor nétion~ From a™di%st aht °tdt i Ral
through a network, renote operation basic control neans 15 for entering the
receilfed PRABEE bpBr &l HhoFp 2 FAf drined F B/ St bRark spetr aE Mg 3y sPém  and
hi story recording neans for creating a renote operation history file
accordi ngthe she temoedmggekatirat ¢ Aput T or aatisers ahdf fifor havi ém
supplied fromthe 20 operating systemto an application programand a

di spl ay cohbraderanst irledf ¢ nenlvey ,o ictbediope t @tdrmot Het s aspactd @t at.he
present invention, the history recording nmeans autonmatically starts renote
cont rol oper ati am hd stioy yr 2b uwtesdrght 6g ewhehngetpbe apenasd ¥ M h Pl ch

i nformation from

data stored in a file sexrver is accessed by a plurality
15 of terminals, operationhistorydata fromeach terminal
is recorded into the file server on the remote
controlled side. In this case, the operation history
data is stored in the file server for such a purpose
as troubleshooting. For example, as disclosed in
20 Japanese Unexamined Patent Publication No. H6 (1994)
- 67956, operation history data indicating which
terminal has performed what operation in which file

region is recorded.

25 SUMARY OF THE INVENTION



25 S EP 2002 6 the distant term nal or term nal operations carri?gsﬁft@?jn
response to the renote operation input information satisfy a predeter K
start condition. Furthernore, accordiné to anot her aspect of the 5 present
invention, the history recording means automatically stops renote operation
hi story recordi ng when renote operation input information fromthe distant

termnnal or terminak operali ®RE £AIJH £6cAUb £i HhEESPERTG ¢ A fhenkemt e
operation input 10 information satisfy a predeterm ned stop condition. The

remot e opELALLON, MLl ar ¥ hieording JIAYo R aULATRELGALLY: ShopRed afler a
| apse of a predeterm ned ti'me perio romthe start of réenoteée operation
hi story recording. 15 According.to the present invention, there is provided
N Temore BpEFRY DR AP oA L Rahad 1 BF 0 A i 5 EmBUE BE ot wor k
systemin which one of a plurality of networked termnals is used as a
control t&CMNEE N ESRIUCRPRF arehdie lobeEativond 8t 2anbhREe 2D vérth nal |
conprising the steps of: (1) sending a renote operation nessage fromthe
contrd teemeal to a renpte controlled termnal; (2) extracting renote
operation input information fromthe renote operation nessage received by
the renote cont paldegletreroBNakbr ahfl 2h exgewiddgt a iphogh 8moapei at itah at the
renote controlled 2 5 SEP 20U2 termnal according to the extracted
remote Opghaly PHel RRAULo HBEQMBE homi  8) r$t Ad HFr i8S HPRERH O BhstlAfy data,
event information generated at the renoté controlled term nal according to
the renote 0 L Lnpyt i nf Lan; di . j ndj cating
t he resul tgsS 0 %%%g%tk?%% g? tahgogﬁlggxr:g%nélp%@é??ﬁ’ fé%ﬁ?tl@?%%é}e%dé
controlled termnal to the control termnal ; and _(5) storin as operation
i Story dbt & STUBRE GNP PRt (0f M Rar PG Theo fedui1Se 6F PexehaLdtP of t he
10 program operation at_the renote controlled term nal. BRI EF DESCRI PTI ON
OF THY DREVINGS FIF 214504 idi%grant§Kdni AF a2basP®Oodénf FGure¥Pér et a
renote control type conputer network systemto 15 which the present
i nvent i ontiesrappkilchbl®h e EkGreRose @k ngtamrshdw thgr 3yda em thatiegul at i ons
of a renpte controlled termnal 100A and a control term nal 100B.

with ease.

A further object of the present invention is to

provide an operation history recording method,

15 applicable to a computer network, which can reduce the
amount of remote operation history data at a control

terminal by storing the history data in a distributed

fashion.
In the present invention, for solving the
20 above-mentioned )problems, a remote controlled

terminal 1is provided with a function for recording
remote control operation history data so that a change
in the displayed contents due to remote control can
be reproduced easily.

25 More specifically, according to one aspect of the



FIG 3 is a diagramshow ng the transfer flow of 20 renote operati EFn@FZtG
fromthe control termnal 100B to the renote controlled term nal Oi.

4 is a diagram show ng a nessage for mat for keyboard data to be sent from
the control termnal 100B. FIG 5 is a diagram showi ng a nessage format for
25 nouse data to be sent fromthe control term nal 100B. 25 S EPz002 a

FIG 6 ispadiagiam ghewigoa floawdraperat i ek XUt e ®f abr
application programon the renote controlled termnal 100A. FIG 7 is a

di agram s i ssage f f . SCr r.aw ta to. ent from
t he renot g%zgo@nfg\r’gﬁrggftgrgrrﬁogggagfgﬁg?glt%%eqﬁ%ﬁg?%@ tn%ﬂqﬁ%ngal @f)g%.aﬁ]: G 8is
a di agram _show ng .operation histo recording at the renote contr.oll ed
Lerm nal EGOALERG 9T 88 it A Stfdwi nbPBA oREHTE of & TEhBEd o
operation history file. FIG 10 is a flowhart showi ng the function of an
oper at i onYrE&DE8i P &R pPAY L AP Lorith BPFEE PEAN ErESacteA €6 M bysfow
exenpl ary recording start events tables 60. 15 FIGS. 12A to 12D show
exenpl&ar y reecoi dedgmesrsad gat 1 ol ceaant p etrabt £8 978y sRed , 18n dsh asdicagy am
showi ng a table counter 81 and an event counter 82 used by the operation
recor di ngranth payigigme@nid okber 26Ao0r20i FHGtHd rentotkowghart tshomi ng
details of a process 100 for judgnent on conditions of recording start.

FIG 15 1§ dtoneRain SBQWNG (He1@4 & § sQft Ao R ANBL€E rinflid b 8l 523 OR
process 120 to initialize
in response to the remote operation as remote operation
history data.

10 Further, according to another aspect of the
present invention, the terminal is provided with:
communication control means for receiving remote
operation input information from a distant terminal
through anetwork, remote operationbasiccontrol means

15 for entering the received remote operation input
information into an operating system, and history
recordingmeans for creatinga remote operationhistory
file according to the remote operation input
information and information supplied from the

20 operatingsystemtoanapplicationprogramandadisplay
controller.

Still further, according to another aspect of the
present invention, the history recording means

automatically starts remote control operation history

26 recordingwhen remote operation input information from



paranmeters for judgnment on term nation of recording. 25 FIG 16 is ES SEP 2002
fl owmchart show ng details of a process 25 S EP ?002 9 130 for the
j udgment on conditions of recording tenination. FIG 17 is a flowhart
show ng details of an event recording process 140. 5 FIG 18 is a diagram
for explaining operation history playing control. FIG 19 is a flowchart of
operationthiest@i ¥ tRldyi 88 raPh 59l OOt FM@Gn20 b A &t agham shewingg an
exanpl e of a 10 graphical user interface wi ndow for operation history
pl ayi ng cantrol, DE OF. TH EFERBE VB The | ment s
of the prgs%e{nt %P\ve]nﬁt%:gc;ggbvil nto%/-v EEEEE eschitEeedq%\ygg%?Qw ﬁlﬂ%ﬁfe’#er ence
to the acconpanyi ng draw ngs._Referri to FI.G (?1] there i s shown a basic
conf i gur atiPord BF @ 1ot B "G of R §BE CORPULES et WOFE SPRGNERS i oh ¢ he
present invention is applicable . 20 This conputer network systemis
conprised of a PMFEFEEP VIS coRPRIFILHT Tt AMAF S sithtatRBAteOtfedFh®rough a
communi cati on network 200. For the sake of sinplicity, FIG 1 shows just
two teF m palessd0@A anuv &@0B awr, ki nthas adirsnotg cordcokkdadh g ermemals and a
25 control term nal respectively. Each of these 25 S EP 2002 10
ter m nal s agoighb38sc A1 diyspl ay: @p62A, réfotea keywasdid( 3A h3Bkory@ nouse
4 (4A, 4B) , and a processor 1 (I A 1B) equipped with a comuni cation
interfacerf8€hqehd hadenimats 4904 Ando LODBLIRY i BE & ma 9§NEL &l-dir pose
personal conputer or a dedicated term nal having special functions such as
a wor kst ati,an. rther, o] i i e r , (;Local Area
Net wor k) %ﬁly&b%fg%moéeag?rﬁ Qgégrrprgz?n;# gggnl%p%ngﬁ% 4;%2? gﬁlesg (]frg\%léfplheo%e
network or an | SDN (ﬁ:nt eé;rat ed 10 Sﬁé\/i ces Di gci t al Netvvor.kg maé be enpl oyed
in a case%hher e’ Per MiSTH EE6 bet Lonfidét ed P8 YocatRA AT °W d&&'Eh. In an
intra-conpany information system a nultiplicity of termnals |ocated at
respetd i vé MIP EBAG MR & fif ¥r CofetBeF SR HDGH &5 EBRMEATERAL P het wor k,
and a system adm ni strator belonging to an information system section
carries offthe enpeacciont r olp €102 thiogh- | keIt oper atieore t ddkgy whingly arkee
difficult for general term nal users, such as changing a table
automatically stopped after a lapse of a predetermined

time period from the start of remote operation history
recording.

15 According to the present invention, there is
provided a remote operation history recording method
for use in a computer network system in which one of
a plurality of networked terminals is used as a control
terminal for conducting remote operation of another

20 terminal, comprising the steps of: (1) sending a remote
operationmessage from the control terminal to a remote
controlled terminal; (2) extracting remote operation
input information from the remote operation message
received by the remote controlled terminal, and

25 executing a program operation at the remote controlled



20 paraneter or code in a specific application, acquiring and anal ﬁlﬁ_ﬁ a
faulty situation on occurrence of a trouble, and recovering from a¢#er BIR.
In the following description, the ternfnal 100A is treated as a renote
controlled termnal (agent 25 termnal) and the termnal 100B is treated as
a control 2 5 SEP 200Z 11 termnal (controller termnal). In a practical

appl i cat i 08, 84 NOLE JIEF §E RY R conduel: £ erBle reot £8! offe A pPhyral ity of
termnals, or contrarily a single termnal nay be renote-controlled froma

5 plurali f. t.erpinals. . Furt o .nodi fied arrangenment,. renote
oper at i on“rirgé elr%:%lr)\ ﬁ‘ca[te%lol%n gg)l essg?%lan%f uf 81 PPy ot %Sr%tfhel %‘gﬂfryol | ed
termnal s_by connecting one renote controlled termnal to another renote
controll e‘aaéé‘r'm' et AL KholA SHP I geRehhkedi spitay U818 of $Re tE€ont r ol
term nal 100B presents the same contents as those on the display 2A of the
renote cof®példell el ek inedAa cWrRdERE GFertdtorr &t tRecPEma bl oter ni nal
100B perfornms an i nput operation for a specific wndow on the display 15 2B
usi ng 5t hei kpyboardf8BrmaEttibe ;nolU4e 4Bndhpyt 0peeasiage | hhdinedtbdng s sent
to the renote controlled term nal 100A through the comunicati on network

200 as ingheateduiycarsove 8t ut ThaNe fat hkhgricR)Pie €9akalied teom nal
100A, the input operation information thus received 20 is handled in the

sane mnn@ﬁelalsewté' RRY: & Dhardmtion, f ham L he: kevhoar d 3A-an-t he pause 4A,

and the results

and (5) storing, as operation history data, event
information indicating the results of execution of the

10 program operation at the remote controlled terminal.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram showing a basic configuration
of a remote control type computer network system to

15 which the present invention is applicable.

FIG. 2 is a diagram showing system configurations
of a remote controlled terminal 100A and a control
terminal 100B.

FIG. 3 1s a diagram showing the transfer flow of

20 remote operation input from the control terminal 100B
to the remote controlled terminal 100A.

FIG. 4 is a diagram showing a message format for
keyboard data tobe sent fromthe control terminal 100B.

FIG. 5 is a diagram showing a message format for

25 mouse data to be sent from the control terminal 100B.



of execution of an application programon the renote controlled t erdd Q&P 2007
100A are reflected to the display 2B of the control termnal 100B as

i ndi cated by arrow 25 202. 2 5 S E P8002 12 Referring to FIG 2, there
are shown system configurations of the renote controlled term nal 100A and
the control term nal 100B. The processor 1A of the renote controlled

termnal 5 100Apirss copnegt ed dwd brihe i sphay Z2A £ keybear d, 34, MDUSE 4A,

and such a storage device as a disk controller 5A with a disc storage. The
processor ;1A is_praqvi ded with: a display.dciver 12A faor connection with the
i spl ay 247 & R85 Boarat P tvar FRO} 6 LbhRBcHSH 6 ofb the KEJEoaTd 34, a
nmouse driver 14A for connection with the nouse 4A, and software such as an

oper at i ng st Bt ozt (68 vt PRdr )9 V8nd plural kinds of application
prograns 11 to be executed under the operating system 10A. 15 Besides, the

processor 1A i sFgroviteds vkt Aielge drol $ bavniggof toeee far §fapheterfidng a
renote operation function and a renote operation history recordi ng function
to be @lessriedn| atleraw Andi splaaye driwverbdookeng cdntamol | €he22Aeharte
capturing screen drawi ng data output 20 fromthe operating system 10A to
the di spl ay it Fyen d@A e amkeybparso Hookite cOoh £ld BF 234 har qamriri ng

FIG. 8 is a diagram showing operation history
recording at the remote controlled terminal 100A.

FIG. 9 is a diagram showing an example of a remote

10 operation history file.

FIG. 10 is a flowchart showing the function of
an operation recording and playing controller 25A.

FIGs. 11A to 11D show exemplary recording start
events tables 60.

15 FIGs. 12A to 12D show exemplary recording
termination events tables 70.

FIG. 13 is a diagram showing a table counter 81
and an event counter 82 used by the operation recording
and playing controller 25A.

20 FIG. 14 isaflowchart showingdetails of aprocess
100 for judgment on conditions of recording start.

FIG. 15 is a flowchart showing details of a

parameter initialization process 120 to initialize

parameters for judgment on termination of recording.

25 FIG. 16 isa flowchart showingdetails of aprocess



keyboard data input fromthe keyboard driver 13A to the operating f?’ﬁﬁmﬂ
10A, a nouse hooking controller 24A for capturing nouse data input %e
nouse driver 25 14A to the operating sélstem 10A, an application hooking z
5 SEP 200Z 13 controller 21A for nonitoring the controlled state of each of
the application progranms 11 running under the operating system 10A, an

oper ati onl 3 ecofdimng tare plwygng rcontdwl |esnd5A f ©n scoafr okkicwgrd beagwri ting
of 5 operation history data to the disk controller 5A and the readi ng out
of operat{@pphistehy data therefrom a comunication controller 26A for
controlling information transfer through the comunication network 200, and
a renote operat basi rol Ler r 9% h

controll ers. T‘*{[JF%e g?hg? %a@}lldg& %’ }%)o%g@gg?l E eﬁfséfflgg cgnﬁlo% %erm nal
100B is connected with the dis y ZB keyboard 3B, nouse 4B, and such a

st or age d"e%F@&cg%ng A SREES rﬁ?ser 5B. In the sane fashion as in the
renote 15 controlled term nal 100A, the processor 1B is provided with an
oper afi ng syst éff 0B,1 & dissp? afl idrg vem © & ¥reybband dr PPerraBBon and a
nouse driver 14B . Besides , the processor 1B is provided with the

f ol | ow ngh Sefttomay epflary i npl enemtreg a renote operation function and a 20
renote operation history recording function: a keyboard hooking controller
23B, a nmouse hopkengdl ¢an bof 1 &% 245 t ¥ openad t 08 e erud g pangly Phayi ng
controll er 25B, a conmunication controller 26B, a display controller 27B
for out puéghrgqféfrggrb drawi ng 25 data received fromthe renote controll ed
term nal 100A 5 SEP 2002 14 on the display 2B, and a renote operation
basic controll 0B f or esi nty | ng to
FIG 3, there ?E'Fsls%hom%ﬁa J?a%sﬁe?gg?\é\?\ﬁ o%ﬂ?}yrrln oprgr S?LI o> |npu(€fdata from
t he gl%ntrol S.termnal 100B to the rermtg controlled term ngﬁlOOA In a

st at 6%t hai * BR& WF &I BF S8 13t ¢ hié ATt bR P& AiPTaP PRIODBTHPas St ST PRE sane
contents (w ndow) as those on the renote controlled term nal 100A, when the
oper at or Rt a¥H1 GoR/ATOF L Pér-mi nal 100B performs an input 10 operation for a
specific wi ndow on the display 2B using

DESCRIPTION OF THE PREFERRED EMBODIMENTS
The embodiments of the present inventionwill now
15 be described in detail with reference to the
accompanying drawings.

Referring to FIG. 1, there is shown a basic
configurationof a remote control type computer network
system to which the present invention is applicable.

20 This computer network system is comprised of a
plurality of computers or terminals interconnected
through a communication network 200. For the sake of
simplicity, FIG. 1 shows just two terminals 100A and
100B working as a remote controlled terminal and a

25 control terminal respectively. Each of these



t he keyboard 3B, the keyboard hooking controller 23B captures inptgt ﬂ?{fﬁz
fromthe keyboard 3B and passes it to the renpte operation basic c?n 0 Per
20B. \When the operator perforns an inpqu operation using the nouse 15 4B,

t he nouse hooking controller 24B captures input data fromthe nouse 4B and
passes it to the renote operation basic controller 20B. Each of these input

data is cerwefied lidnt@oaprEssageahavidwl aypredet £ npped forpayphys the
renote operation basic controller 20B 20 and sent out to the communi cation

network 2Q0 w2 the)cogmynicali pn gant gl | er B S SS
cont ai ni ng t(he i npug ‘data is trané erre >t’o ?ﬁg ?e%&ec%%%t%rfgﬁl e@‘g]?érm nal
100A. At tlt%e) r enot.e coatro.l | ed term nal 100A, the, agoveSZS nessage i s

|

recei ved By t h89E80RRIAFC&T o GortPBIFgH ©3519 rgehn 35°26A and passed
to the renote operation basic controller 20A. Then, the renote operation

basi ¢ control | eF250n &%t rales tREMidput Sdat®0 fr R Ehd GLReMAH Ressage and
passes the extracted input data to the operating system5 10A. Anal yzi ng
t he ex?r agtegte FaputP WaPra,s € he opepratd hg SysPemsliNA car rd eslodi csitrdlat i on
on a correspondi ng one of the application prograns 11A In the application
program 14 rrheailnpatv idad & pof c i erliof e napet ahisonuich Pracesasds ta ttihen sane
manner as for data 10 input fromthe keyboard 3A or the nouse 4A of the

renote comtyothee !esntnal cdfMhnThe tdad A dapub i omd he kKaxbeand 3B of the
control termnal 100B is transmtted to the renote controlled term nal 100A

ina mssﬁ%é%{?&B 1 gﬁ%(grﬁjéeemﬁi oy 15 1 Gy ol aFbGp 1% ¢
ref erence nuneral 3 I ndl cat es an
switched telephone network or an ISDN (Integrated
10 Services Digital Network) may be employed in a case
where terminals to be connected are located in a wide
area.
In an intra-company information system, a
multiplicity of terminals located at respective
15 sections are interconnected through a communication
network, and a system administrator belonging to an
information system section carries out remote control
for high-level operation tasks which aredifficult for
general terminal users, such as changing a table
20 parameter or code in a specific application, acquiring
and analyzing a faulty situation on occurrence of a
trouble, and recovering from a trouble.
In the following description, the terminal 100A

is treated as a remote controlled terminal (agent

25 terminal) and the terminal 100B is treated as a control



address of source (control termnal), reference nuneral 302 an aggrgeﬁsm?f
destination (renote controlled termnal) , reference nuneral 303 a type
code 20 of message (data), reference fdmeral 304 a key code representing
t he kind of input key, and reference nuneral 305 a key flag indicating
whet her a key has been pressed or released. The data input fromthe nouse

3B of thetgentingh 125 (e nah 1100B tsriansmtted tp the pennte;gantrol | ed
16 2 5 S E P 2002 termnal 100A in a nessage format, for exanple, as shown

in FIG 5 e faqr i nput coppLj s r ress 301
, a desti%%%g?gncr%gg?)gls’s %OZg?Hgﬁrréesg;égreﬂ%l%el S%Xdeggélgil,?gg %ﬁ?rﬁgge
operation flagr 324 i_ndi ca:;Lti ngla nous t['roverr.ent 19r & rmouse buttoT operation
such as pr8ESTH1rRFeds® 1T A1nduse® buFESH L AALR c U of RREE Bo514nd a v
coordi nate 326 of a nouse-controlled pointer (cursor) . 10 Referring to

FIG 6, thérglis showmidm bperavi oRe n &R tei-¢1P bE rode @@pl f €am od program
11A on the renote controlled term nal 100A. When the application program
11A i & exetutredl i hyr espgonse nmoined € op@nattiloari,nputn dat apotdief tesul ts 15
of execution are reflected on the display 2A. In this case, screen draw ng
data 40 for raldesmbe t he rdinsptayesp seritends insa putipelt cforodin the capphi cati on
program 11A to the display driver 12A through the operating system 10A and

the di spl gy rdrd vef n h9OKi NG £PNkROlJ 1y 246+ 2Q JHES .o ThedCHERSH n gQRt ent s
di spl ayed on the display 2A are changed. The display driver hooking

| ' Mo 4 f d
From Che Bhcrar o AP e A B B8 a LT E L BB 3o Sl PR e

screen drawi ng data 40 tg C? 5 SEP 2002
remote controlle Terminad.

10 As shown in FIG. 1, the display 2B of the control
terminal 100B presents the same contents as those on
the display 2A of the remote contreolled terminal 100A.
When the operator at the control terminal 100B performs
an input operation for a specific window on the display

15 2Busing the keyboard 3B or themouse 4B, input operation
information is sent to the remote controlled terminal
100A through the communicationnetwork 200 as indicated
by arrow 201. Then, at the remote controlled terminal
100A, the input operation information thus received

20 is handled in the same manner as for input information
from the keyboard 3A or the mouse 4A, and the results
of execution of an application program on the remote
controlled terminal 100A are reflected to the display
2B of the control terminal 100B as indicated by arrow

26 202.



17 the renote operation basic controller 20A. Then, the screen drapMjngfpdgsa
40 is converted into a predeterm ned-format nessage 41 by the renote
operation basic controller 20A, and th%znessage 41 is 5 transmtted to the
conmuni cation network 200 via the comruni cation controller 26A. The above
nmessage 41 is received by the communication controller 26B of the contro
term nal 100B amd passed d o derrmenpt e openation basi senpty okhar- @ 20B .
Then, the renote operation basic controller 20B extracts the screen draw ng

data 40 fr he 1 k reen. dr.aw ata 40
Chus oxtr Sl L 8 ThE Hrops e Fer Doy vane e L atidey afef 2Te
outputs the screen draw ng, data 40 t ) e display driver 12B through the
operating 2 téﬁ@ldﬁ?nfﬁﬁg% ?ﬁéngﬁﬁﬁgcéﬁ%éﬁts as those on the renpte
controlled termnal 100A are presented on the display i 2B of the control
ternminal 100B. A& R&E AFSPELYF dA YELIRSEMYLeone RSNkl odA oF Mid 4 he
renote controlled term nal 100A, there may be provided such an arrangenent
t hat tHhe értlAeiscreeennedrcave dgwdatta ther esipopdieng 28, t ke b b rwi ridow i s
captured at the start of renpte operation and after that, partial screen
drawi ng daicu ser4 Bspondi $1@choa jdusd r3gadehange Pord dans K didd erencesgdata) in
t he di spl ayed 2 5 S E P 2002 18 contents may be captured for reducing the
amount of sdata £ Reglilansdidtgde t hergRY phQ FBKE & ArONPS $espaAnseqto the
di splay 2B of the control term nal 100B even in the use of "a comuni cation
hae AVl 80 @n0 Lol ALYl Yy | QY Y BpSTI S OB ALEn LRG| BnFlG T,
there i s shown an exanpl e of “a nessage format for sending screen draw ng
data from the reno controlled termnpal 1 to the control term nal 100B
10 Ao shoft T RLANGZR 78 Rt Raad gt Ermmd 1orf Obr SRR AN GhARG dat o
conprises a soqurce address 301, a destination address 302 , a nessage type
code 593 thf bexbopdithare MBOHRE £V 68 didafe UERNIRIFEHITMF 4t R origin
of a screen drawing area, a width value 416 and 15 a hei ght val ue 417

i ndi cati nFhsen i dehddnd ared gin £ 6% attee s9c¢ hedsdaawp ng raxean gaslistap X
coordinate 418 and a bitmap Y coordinate 419 indicating the start point of
bi t map dr aviamg,( Cends bifttrvegpr dat,a A28, florr exanpl edsTheh, awid hi refterence to
FIG 8, the following 20 descri bes a nethod of operation history recording
to be perfrogdaats tihe t&MEee gertuddedntieridiee dP8Aa ¥ 6§aBge d&mt he
control state (startup, termnation, etc. ) of the application program 11A
under thegpgrating system 10A is captured by the application 25 hooking
controller 21A, and a change in the displayed 2 5 SEP 2002 19 contents is
captufed by the di driyer oki ol:l_er. . F ecel of

capt u?%d i nfor ﬁ%%ﬁ&?%o’mggghp%?o% gg’éﬁﬁgio iﬁé’ (?olzn%?%IdllégC?sqfﬁt%%e trloljcia?mte

operation has) ¢, G Q4 80 a3W e b hi P h 08 PELH Qo te operation

function and a remote operation history recording
functiontobedescribedlater: adisplaydriver hooking
controller 22A for capturing screendrawingdata output
20 from the operating system 10A to the display driver
12A, a keyboard hooking controller 23A for capturing
keyboard data input from the keyboard driver 13A to
the operating system 10A, a mouse hooking controller
24A for capturingmouse data input from the mouse driver

25 14A to the operating system 10A, an application hooking



5 recording and playing controller 25A of an event source , event 25 SEP 2007
information and the current clock tinme to be stored as an operation history
record. The renote operation basic contdoller 20A carries out the sane
processing on the renpte operation input data, such 10 as keyboard i nput
data and nouse input data, received through the comrunication controller

26A, a”d”%'ofﬂ@%tﬂleef92‘?&%8?%%%?@0&%%%?}& @QHtQJoa&’iga %%’E{@'Aﬁr 25A
of an event source, event 1nformation, and the current clock tinme. 15
Receiving the notifjcation regarding the event. source,, event .infarmation
and. curr ofE O Gtk ThEesPR ke BE SARE BEART Srba) FPrgH: T Heb Pt & 'bper at i on
basic controller 20A, the operation recording and playing controller 25A
records t RERTATA Yentyes BPBr at Pdn 2@ Thi SPFHRFRIE f FradrPd tdhe 3 Sk
controller 5A. The location of a directory or a folder in which the renote
oper at i onpHiast bnyg Ficret ¥ ¢ 1dreeatZEtA chorbeospect lénd ctheachitdmg e £
operation, and operation history data may be encrypted as required. 25

Referrg ngotpe F4 6i ch Hhere ny shean tan exanplie k 2On2r> S ErPs20h @f a
renote operation history (renote control history) file 50. The renote

operati onthistoL¥dhide SOtCoMPLIRESar RN ki) 0f £8tGE €% &P ¥ A P0-6
created in the order of a time of event occurrence, and each 5 entry

i ncl ud he fi of ti i f t 1,
cour o6 of “overt T8 gkl CePnaal ey (el O ESHNEE TS0 ot

application , . .
PP gnformatlon transfer through the communication

network 200, and a remote operation basic controller
10 20A for presiding over these controllers.

On the other hand, the processor 1B of the control
terminal 100Bis connectedwiththedisplay 2B, keyboard
3B, mouse 4B, and such a storage device as a disk
controller 5B. In the same fashion as in the remote

15 controlled terminal 100A, the processor 1B is provided
with an operating system 10B, a display driver 12B,
a keyboarddriver 13B, andamousedriver 14B. Besides,
theprocessor l1Bisprovidedwith the followingsoftware
for implementing a remote operation function and a
20 remote operation history recording function: a
keyboard hooking controller 23B, a mouse hooking
controller 24B, an operation recording and playing
controller 25B, a communication controller 26B, a
display controller 27B for outputting screen drawing

25 data received from the remote controlled terminal 1002



55, and a termnal name 56. In the source-of-event field 52, the nahk S6P 2H?
10 hooking controller in which an event has occurred is recorded, for

exanple, in such a manner as " keyboardM, "nmouse", "display" or
"application”. The contents-of-event field 53 holds data indicating what
event has occurred; e.g. , "left click™ for the nouse, 15 "Crl key input”

for the keyboand chidpmRydrawi Ngand aChakacdes dpwkRe'ibar bHhe id splay,
and "start" or "stop" for the application. In the details-of-event field

54, DI mpobiif ol TaLlon, 6 a0, 3 I epRdetl WieD bR MU CEnaly SY L 20 1

"display" a e contents o I'S itmap draw n , an e nane of

l'i cati tarted._li d when th f t
PRl 1 cat 1 on” aR8 e LB B1L ST OF ‘ovont T -t APL S oy Soddbh BT SFhe

obj ect apEI ication field 55 holds the nane of an 25 application program
subj ect edf L@ varP BvERM ATHUPPEFat Doy St o8 R F Rt pit e FRNERE X er mi nal
name field 56 holds the nanme of a control term nal which has conducted
renot & opeeatr ioma 1l A 00 Bitadth enc ahertee @ etveptl had becurirealli h0OBRe renvote
controlled terminal of interest, the 5 termnal nane field 56 is left

bl ank. The operahi ah btatay ytHatta exenpli dpedy R Fl Gf Stpeod des ridhie

foll ow ng nmeani ngs: At 10:30:25, a left-click nouse input occurred in a

file managernPimber Mowh -Prealrlys Ahel@30e 260 nWad Bt Br Q6855@5 w10 a30f t war e
was started on the renote controlled termnal (50-2) , and a wi ndow of the

word procesgare "éﬁfotﬂ%%p}é‘%é%e( g?)ﬁf oAty e]rgé%rlkgznfolt %Sdc')'A""aéhie’}P‘EFhet o the

word processor t a keybo term na and the "test" was
di spl ayed in the wi ndow of th 15 proce r. on the renote, controlled
Cerminal oo SR thE a8 R s Sh b 4 p e e D YR RE A 6T Bt R o

di sconnected fromtermnal A (50-6). Referring to FIG 10, a flowchart is
shownt® o PR&ITAE & Ctthé oFUACcE PEIF of 1 Ehel By aro i e €drik hg Yahd using

the keyboard 3B, the keyboard hooking controller 23B

captures input data from the keyboard 3B and passes

it to the remote operation basic controller 20B. When

the operator performs an input operationusing themouse

15 4B, the mouse hooking controller 24B captures input

data from the mouse 4B and passes it to the remote

operation basic controller 20B. Each of these input

data is converted into a message having a predetermined

format by the remote operation basic controller 20B

20 and sent out to the communication network 200 via the

communication controller 26B. Thus, the message

containing the input data is transferred to the remote
controlled terminal 100A.

At the remote controlled terminal 100A, the above

25 message is received by the communication controller



20 playing controller 25A. First, in the operation recording and|ﬂ5q@mgm
controller (control routine) 25A, a process 100 for judgnent on conditions
of recording start is carried out. In this process 100, if an event group
satisfying 25 start-of-recording conditions is recognized, a 25SEP

2002 22 paraneter initialization process 120 is carried out to initialize

par anet er 9  Ora 1 UGHPHE dOPot €R BT Pahb@k 8 dL5endiMBasThehoRc WaIt1 s taken
for an event input fromthe renote operation basic controller 20A (step 5

125) . Wh n event isS.yAp r .30, f j:yd condj t,ons of
recordi ng%{beél'm' ngﬁ%orh’ ists}ll %a?rgfné%%uc?ﬁg?% ttlhclg)rs1 kgégée%s%%?gﬁfl?fd% (Sshj udged
t hat ternination-of-recordinqbc ndit%%ns are satisfied, 10 control is

r

returned £6° the froddss 108 0rl3 uaghel® &t ¢ ondf Eioiid dt e P 8Dty st ar t

to make preparation for recording the next renote operation history data.
If it is PRfRyeEsthRe eKE 13t hPRat PN oA SIUthE eafi 2 FoRAY arve tom
satisfied, a process 140 for event 15 recording is carried out and after
that, gontlrh.is ranaerneding stiepel2®d xftorawdietd ngli ipu tt hedamexrt, evEmé i nput.
Referring to FIGS. 11A to 11D, there are shown exenplary recording start

events takipsrb@Ad® GO tem 20otzhecusesi 6k dehicni #gmstiad 1 0fr r ggor di ng
conditions to be referenced in the process 100 for judgnent on conditions

of recordigr staidondhed 8GQ @!if_ngh%fabgq%@aee%r@gﬁa;gPga_fsouz\d.at arhs
started on occurrence of a particular event specified 25 in the recording

start events, taphe MEI8n prPgPah T1%99% ne input data of remote

operation is processed in the same manner as for data
10 input from the keyboard 3A or the mouse 4A of the remote
controlled terminal 100A.

The data input from the keyboard 3B of the control
terminal 100B is transmitted to the remote controlled
terminal 100A in a message format, for example, as shown

15 in FIG. 4.

In FIG. 4, reference numeral 301 indicates an
address of source (control terminal), reference
numeral 302 an address of destination (remote
controlled terminal), reference numeral 303 a type code

20 of message (data), reference numeral 304 a key code
representing the kind of input key, and reference
numeral 305 a key flag indicating whether a key has
been pressed or released.

The data input from the mouse 3B of the control

25 terminal 100B is transmitted to the remote controlled



23 start-of-recording conditions are defined by a plurality of ergbz 3@
the recording start events table, it is judged that the start-of - P Z\g
conditions are satisfied if the plural-“events concerned occur in 5 a

predet ermi ned sequence. Wiere a plurality of recording start events tables
are prepared for indicating start-of-recording conditions, the recording of
renot e opes amiiaie hilst OAY: dat @eiss S§art edmifc stamt eafamierer, di 8gcondi tions
are satisfied in any 10 of the recording start events tables. In the
recordi ngiﬁtgr t; events table 60A shown in FIG 11A five events indicated
by entries 6 &-l'to 60A-5 are defined as start-of-recording conditions.
Each entry inclpdes the fi elé_ds of : an eventd q:unber 61. 15 for specifying a
sequence of occlf T EHCRE 3G BP&nT QY 5F 8RR 8- 2TEMP 625 ° o MEht §%of event
63 , an object application 64, and_a term nal nanme 65. In the

cont ent s-dF d&Fett G Br o2 65 S EddHP v et 208 1Rf Fndll i adBe&iS29R. HYPE | ef t
click" for the nouse, 20 "Cirl key input" for the keyboard, and "start" or
" cont Pol tee dendP donadut T orf optelicapplinchl pan3 £dr L addmp? 1 nThe roby et
application field 64 specifies the nanme of an application program subjected
to an evanbvienpuit dheataonigw@lbunanef icgharéd idesi gnahes « per aseo25 of a
particular control termnal in a case where renote 24 2 5 S E P 2002

oper at i ong 8Y ethfe PaEt LCH AL s E0BIIOt o her BMal & §otk@ ihea BRNI3t0Y eghgVaere a
control termnal is not specified or the event concerned is not associated
with re e rafJ h rmypal pa Lel S, 1 bl.an The
recordi wstgpgﬁ%ﬁ?s’t%aﬁif%k%r oa{1/i eos{]t%%ed?%ﬁ:oﬁvﬁlngégef %%ﬁk?ggg The
cont rol tiarm' nal-jA sets up a connection to the renote controlled term nal
(60A-1) , “B&FA°% At + Del" is input fromthe keyboard of the control
termnal -A (60A-2), a "file nmanager” 10 application programis started
(60A18) | a "sh%?%&rfrﬂ%g pPopety & n?fb?vg(?r L él%‘ﬂg "f‘g AP&FIAyLa8 oy t he
"file manager"” (60A-4), and after a | apse of five seconds (60A-5) , the
recor di ngi Bf erxea®u s isger afi onh i str Yigattal ¢8 ozegeam AliAoggh ahpglurality
of events are defined 15 in the above table 60A, just a single event may be
defi ned asemostarteooftretded ngecoridialod i a nodi fied enbodi nent .

When the application program 11A is executed in

response to remote operation input data, the results

15 of execution are reflected on the display 2A. In this

case, screendrawingdata 40 for altering the displayed

contents is output from the application program 11A

to the display driver 12A through the operating system

10A and the display driver hooking controller 22A.

20 Thus, the current contents displayed on the display
2A are changed.

The display driver hooking controller 22A

captures or copies the screen drawing data 40

transferred fromtheoperatingsystem1l0Atothedisplay

25 driver 12A, and passes the screen drawing data 40 to



The recording start events tables 60B, 60C and 60D are presented i2H FffEB?
11B to 11D as other exenplary 20 tables for defining start-of-recording
conditions. In the table 60B, it is defined that after the control
termnal -A sets up a connection to the renpte controlled termnal, the
"file manger" application programis started. In the table 60C, it is

defined t hate afdigs t%5ob*éer&€ﬂ‘brn0|batsei@é@h‘t% éﬁléruﬁ 0RA Conf‘ﬁ%tn' oRHO the
2 5 SEP ?002 25 renote control I ed termnal, "word processor software is

started tab defl d that fter ng-.on. by user-B,
" preadsheefgggnftW%§3@SS %tar d Vﬁgﬁe a plugﬁle qggéecoﬁblﬁg start
events 5 tables are provided as nentioned above, the recordin renot e
oper ati onPHi% OF§ L &i%?ﬁs FEPREd i FeSEHIE of AecoPdi ngt B@mﬂgFB&F%re
satisfied in any of the recording start events tables. Referring to FIGS.
12A to 12BPPahfé cdy @ shdencrl tekepledr 2 ¢ 2o 8idnd e ms nakiden deven s
tables 70A to 70D for the use of defining term nation-of-recording

condi t5 ons faar smenptied oper ahicore dmmtioriyc slatia it o dewpefkerezheed iian tithe
process 130 for judgnent on conditions of recording termnation. 15 In the
r ecor di ng cltoRirivh Patd 00i everd sn t a2kl ese #0Ad0. 70D, term nati on-of -recordi ng
conditions are defined by one or plural entries for specifying ' respective

events . As in the regcgpdidg ,%grt (gé(entﬁlsl tables 60/ 1 9 (0D lgl?scrt}p@d

above, each entry in the 20 tables 70A to 70D includes the foll ow ng

fields: an gven 1’&%@1?2 con@rg(f;ztirecxe f)% ev%ntt_%e Ci:%rgnt e_Lnts of ;eve t 73,

an obj ect app rcation érm nal ~naire exarrp " " T he
recording_t nafion events gable 70A, it is defi

terninati &r‘? o‘? BRI ST 35 EF BMGH<E PR T Atiky ar?aln%ﬁé’ﬁt’éﬁﬁl%%tl on
rogram

P g10 20B. Then, the remote operation basic controller 20B

extracts the screen drawing data 40 from the received
message 41 and passes the screen drawing data 40 thus
extracted to the display controller 27B, The display
controller 27B outputs the screen drawing data 40 to
15 the display driver 12B through the operating system
10B. Thus, the same contents as those on the remote
controlled terminal 100A are presented on the display

2B of the contrecl terminal 100B.
In the display driver hooking controller 22A of
20 the remote controlled terminal 100A, there may be
provided such an arrangement that the entire screen
drawing data corresponding to the full window 1is
captured at the start of remote operation and afterx
that, partial screendrawingdata corresponding to just

25 a change portion (difference data) in the displayed



25 SEP?”2 26 is termnated (70-A) ( "Crl + Alt + Del"” is ingg}tsﬁf'}rﬁw

t he keyboard of the control term nal 70A-2), and then the cont
terminal Ais disconnected (70A-3) . In the recording term nation events
tables 70B, 70C b and 70D, termination of the "file nmanager”, "l ogging-off"

, and a |l apse of "five mnutes fromstart of recording" are defined as
term nati @anafer esomdingbeondig taned respeatddebtyngheie anpdwnal iotfy of
recording termnation events 10 tables are prepared as nentioned above, the

recor di ngq 9 o AR e @PeE Ak DLl Y C@I@rb%gt erg naked op gﬁEHFnr ence of
an event which neets the term nation-of-recordingconditions definéed in any

of Lhe reggrdiag. Lot naLl 90 eueny & § all &5 15 b, Lhe nacess 110 or

j udgnment on nditi ons o Start, & °colnter an event
counter 82 shown in IG 13 arg used V\here a QI ur al recording start
S

cvents t aBFED 607arBfr epaFed B SnGRTTRIRGEE BTA 6 PE DRt Yok e
counter 81 indicates 20 a value of paraneter TC far identifying a table to
be chéckede lRiel 6gdit Edlinttefa B3 Ndohpi Peesr atpl-urality of counter regions
82-1 to 82-n corresponding to the recording start events tables 60, each

i ndi cating a vaReadeafr papganst ef IEC fbr specid yiagsdrowent ay tex dwpd® checked
in each recording start events table. 25 S EP 2002 27 In the foll ow ng

descripti®en, a2 MesehdNof strardt evert s dablie ppecirkicad dyatdien pagamet er TC
is referred to a table TC, an event counter value for the table TCis

referred £0.38cRe kLo reaGn@n £LVEOY dekiiads i M Sohhes EEtdb gRLIy i n the
table TCis referred to as a table event ECQTC]. Referring to FIG 14 ,

there are, of the process 100 for judgnent on conditions of
recordi ng %?%%Q?O%dné?he process 100 for judgnent on conditions of

recordi ng start- al] the . re ing start_events tables are read in (step
100y 10 200"t he B8 BEOH 4 bt ket b ERel AGSAE SR 5§ Bach SErt CE6GH or B2
is initialized (102). Then, the value of a paraneter TC i ndi cated 15 by the
tabl e couREem B1Ti sIPhia | &F PREE {(993) , 2and & WAft PLT&RR f8P lan event

input fromthe renote
destination address 302, a message type code 303, an

X coordinate 414 and a Y coordinate 415 indicating the
origin of a screen drawing area, a width value 416 and

15 a height value 417 indicating the width and height of
the screen drawing area, a bitmap X coordinate 418 and

a bitmap Y coordinate 419 indicating the start point

of bitmap drawing, and bitmap data 420, for example.
Then, with reference to FIG. 8, the following

20 describes a method of coperation history recording to
be performed at the remote controlled terminal 100A.

A change in the control state (startup,
termination, etc.) of the applicationprogramllAunder
the operating system 10A is captured by the application

25 hooking controller 21A, and a change in the displayed



operation basic controller 20A (104). Wen an event is input, the é@éﬁf 2002
(hereinafter referred to as the gener d event) is conpared with the
correspondi ng 20 table event ECJTC] (105). If the generated event does not
match the table event ECJTC], the event counter value ECJTC] is initialized
(106) and the table counter value TCis increnmented (107) . Then, it is

j udged whebhefent snof s2% dgreutrall ebgouwt €r dvalpiea JC exceeds Hbe knaxdg mum
nunber 2 5 S EP 200t 28 of recording start events tables (108) . If the

table couplele %’@!lliee 16 %966@@51@% é@éiimrfu%%ft@ieeeggrfda Pdatlifh events

tables, control Is returned step 103, whereby the table counter value TC
is initialized and .5 t%lenca wai t, i s,t.aken for_the.next eg%net. If the table
(o]

counter vglrl?énT&a(%éso t }é?«s,gedj?ﬂ]é:lr?aq(i GOf %reroﬁ’r cordirﬁbnos%%rt

events tables, control is returned.to step 105 jn order to conpare the
gener at ed °&\fnt thidTh k3! ReXP Nt vl eFenC /EGCTG T 186 Hh & RPYEREF AR event
mat ches the table event EC [TC] ( the event counter value EC [TC] is
i ncr enfent 8¢ QADI) neghé ntchie A atyhien § s s etlele Bt odornte e &l BRUEGCY TC] is
conpared with the maxi mum nunber "max [TC] " of entries in the table TC (
110 ) . | efvedre iinch erpattedo A5 agv@ent heount err evat ue 1EQ K Ck. iexcetds Hde
max[ TC], it signifies that start-of-recording conditions defined
stored as an operation history record. The remote
operation basic controller 20A carries out the same
processing on the remote operation input data, such
10 as keyboard input data and mouse input data, received
through the communication controller 26A, and notifies
the remote operation recording and playing controller
25A of an event scurce, event information, and the
current clock time.
15 Receiving the notification regarding the event
source, event information and current clock time (time
of event occurrence) from the remote operation basic
controller 20A, the operation recording and playing
controller 25A records them in a remote operation
20 history file formed in the disk controller 5A. The
location of a directory or a folder in which the remote
operation history file is created can be specified for
each remote operation, and operation history data may

be encrypted as required.

25 Referring to FIG. 9, there is shown an example



in the table TC are satisfied. The process 100 for judgnent on conditions
of recording start is therefore terminated. If the increnented evehb SEP 2002
counter value 20 EC[TC] does not exceéll the max[TC], steps 107 and
subsequent are repeated. In the process 130 for judgnent on conditions of
recording termnation, which will be described later, it is also required a

par amet erp f Q ricGledHt &fyhBe & 2OnrELErd NP (LEMRAL icih e¥entaitkall £,Y0 to be
checked 2 5 S E P 2002 29 and a parameter for specifying an entry to be

hecked in h di t ' [ : S he- 130 f
FUdgment "ort SonP et ons B r GGl O Ry PECR Rtron X ERPEYed ot Sar 1hr

letion of the 5 100 for | t dit f di
start, tHOTBBIS TountRs 8T Ghivt RE eFerh - Eourter: 82° Ol BeCHsat o8

indi cate val ues of these paraneters. Referring to FIG 15, there are shown
details dfttheep@tshete fi fi th BPRz&H GV PRECETCURT AL De 20 D3 6Rmed to
initialize paraneters for judgnment on termnation of recording. In this

initiali zattoy prrocessliel?0thall idédsecofr di g ttienal pdt ienepventtsihabl es 70
are read in (step 121) , and then the value of a paranmeter EC indicated by
each everdf copdh €ro 82 ulbr & £ cie)i Bila) iazed u(d2@)o £ Ref enki Bg ,t eolhltends, there

are shown details of
of event 53, details of event 54, an object application
55, and a terminal name 56.
In the source-of-event field 52, the name of a
10 hooking controller in which an event has occurred is
recorded, for example, in such a manner as "keyboard",
"mouse", "display" or “"application". The
contents-of-event field 53 holds data indicating what
event has occurred; e.g., "left click" for the mouse,
15 "Ctrl key input" for the keyboard, "bitmap drawing"
or "character drawing” for the display, and "start"
or "stop" for the application.
In the details-of-event field 54, bitmap
information drawn is recorded when the source of event
20 is "display" and the contents of event is "bitmap
drawing", andthenameof anapplicationprogramstarted
is recorded when the source of event is "application”
and the contents of event is "start", for example. The

object application field 55 holds the name of an

25 application program subjected to an event input or



the process 130 for judgnent on conditions of recording term nati ?g'SElPer]ﬂche
description of this process 130, a recording term nation events table
specified by the 20 paraneter TCis réferred to as a table TC, an event
counter value for the table TCis referred to as EC [TC] , and an event
defined in the "EC'th entry in the table TCis referred to as a table event

EATC . lgutpetor acesst 30 tledmi HAMHmONE ¢@NA 19 ONSo PH s2% HE G AENY
term nation, the value of a paraneter TC 30 2 5 S E P 2002 indicated by

t he tabl e gounter 1.s ipitialijzed . 1 , a erated
event is Oc%rr%ar g(ﬁan\?\hhit hge%%nralrljéégon‘é?%%@} aglljaes) e\?é’?i’[]éi‘tg% (r%g%{'glf t he
generated event does nat match the table 5 event ECﬁ[ﬁTg’ t he event counter
val ue ECORFIAL IRt alliz@dSEE38) TaRG MhE Taf 2 Sothter 2Fal G U £ €
incremented (134) . Then it is judged whether or not the table counter

val ue TClgxc&&ds ¥hBOTki Fem hufbdre bf teadbrphg Qler AT DRTever® S tabl es
(135). 10 If the table counter value TC exceeds the naxi mum nunber of
recor @i ngc¢ emidineat | pAmeveftis ltdhbbes,id tlsifgnifleskt.hat all the events

t abl es have been checked. The process 130 for judgnent on conditions of
recordi ng termmaéi 6 drsa t hemeflor etbarym Matead e addpliiess é e ievent e 15
recording process 140 is carried out. If the table counter value TC does

not exceefl Hhe yBXLAUMKYMIS1 1owing meanings: At 10:30:25, a
left-click mouse input occurred in a file manager on
terminal-A (50-1). At 10:30:26, word processor

10 software was started on the remote controlled terminal
(50-2), and awindowof thewordprocessor was displayed
(50-3) . At 10:31:10, "test" was input to the word
processcr through a keybocard of terminal-A (50-4), and
the "test" was displayed in the window of the word

15 processor on the remote controlled terminal (50-5).
Then, at 10:40:30, the remote controlled terminal is
disconnected from terminal A (50-6).

Referring to FIG. 10, a flowchart is shown to
indicate the function of the operation recording and

20 playing controller 25A.

First, in the operation recording and playing
controller (control routine) 25A, a process 100 for
judgment on conditions of recording start is carried
out. Inthisprocess 100, 1f an event group satisfying

25 start-of-recording conditions is recognized, a



of recording termnation events tables, control is returned to step2 2 5P 201
order to conpare the generated event with the next table event ECTC. 20
|f the generated event matches the tabfé event EC [TC] ( the event counter
value EC [TC] is increnented (136) and then the increnmented event counter
value EC [TC] is conpared with the maxi num nunber "max [TC] " of entries in

the tablepbG4idd3her |hitdhea L AGTAMEHhEY Zoc 8¥@N £OURLEr: ¥ALYe FQ JE]
exceeds the max[TC], it 25 S EP 200 31 signifies that

term nati Qn- of - rdin ndi tiLons. def ined i he.table TC are .satisfied.
The pr ocegcso lgb{?g%]jh%lgné%tr éorﬁléggndsl ﬁ%ﬁsﬁigfjr&r“%e%ﬁ;tdlg%g%teerr]ﬂ%ﬁl tti lo}ﬁn, IS
therefore termnated, and control is returned to 5 the process 100 for

j udgnent &f E&Fd?ifs&ﬁtg of FE&dt ditny sttarts Hohmni hokl &r ageny imRrat

i ncrenented event counter value EC [ TC] does not exceed the max [TC] (

st eps 134 famemstibseqsin? ter o nepettieod Resécr o tsoRIIGr 170 A Herteenir e
shown details of 10 the event recording process 140. In the event recording
process 14®5h.source of each event is checked (step 141) . If a keyboard
event is received, a keyboard event recording step is carried out (142)

I f a nouse evenWhHén rBCRIwWedr AsnDupatevan rbz & €601 3o NPo St PRdigmLRLr i ed
out (143) . If a display event is received, a display event recording step

is carriedPulo{d4d)iodd oa@@@@&&aqtﬂgi&eem%é@i LRCELVedy an @Rpl 4 cation
event recording step is carried out (145) . By the keyboard event recording

step ( 14 noted 20 above, for npl e,. the entry 50:-4 sho in FIG 9 is

recorded. "By t%é”rr%uséné?/%re]tssr ec%%?if’ng gtfep (lf43) ,l%t he’ "e]ﬁltq%/awgo-%}l?lé

recorded. By the display event recording step (144), the entries 50-3 and
’Bgnt‘l? r

50-5 are recoPdedt e apBrioccat 1 BA vRAE IrekdRdi Ryt &t SR 25SEESY : the
entries 50-2 and 50-6 are recorded. 2 5 S E P 2002 32 Next, the follow ng
descr 1®es P pEseddure 8F T By Ag tconthel Pie cpeddi h§0 oo opky dEiMan Ri st ory
data fromthe renote operation history file 50 in the disk controller 5A. 5
Referring aro d6dil8i ohbeprd ire showdreg f$ dbwrdf topenakieor deséort data in
pl aying control at the renote
for recording the next remote operation history data.
If it is Jjudged that the termination-of-recording
conditions are not satisfied, a process 140 for event
15 recording is carried out and after that, control is
returned to step 125 for waiting for the next event
input.
Referring to FIGs. 11A to 11D, there are shown
exemplary recording start events tables 60A to 60D for
20 the used of defining start-of-recording conditions to
be referenced in the process 100 for judgment on
conditions of recording start.
The recording of remote operation history data

is startedonoccurrenceof aparticularevent specified

25 1in the recording start events table. Where



controll ed term na 1100A. The operation recording and playing contral §Ern
25A retrieves recorded operation history data fromthe renote operation
history file 10 50 in the disk control?ér 5A and supplies the recorded
operation history data to the renote operation basic controller 20A. Then,
the renote operation basic controller 20A outputs the recorded operation

history data {o-the digrlayi 24 troygh tihen 9penatd ngggysiteey 15 pi0A and the
di splay driver 12A. Referringto FIG 19 , there is showmn a flowhart of a

pl aying control ;r.quti 1 in.th per ati on. recording and.pl ayi
Bont 1ol 1 of e LI b edct B S R ae P b of Tl Fhe 1285150 o
pl ayi ng conmand fromthe user is waited (step 151) ., Upon reception of a

) s :
read conménd i $sdi8d B ah"ént eFPRey? Tt For foF SELFHHI BRI & WHdht 1k et er
"i" (initial value = 0 ) is incremented and the "i "th recorded event
(entry 502ine is2Eead oad ifomhehe fendilecuserasi onn2stmetdopg it el B0 (step
152). Wien there remains no 2 5 SEP Z002 33 recorded event to be read
out, & neasage ddelteatn hgetihe send: oficpl.ayi ngheard r ol  ipsl predentwed {454) and
the playing control routine 150 is term nated. For the recorded event read

out from the-&eaatfy 5 oparal i Ay BhtOr e fbhe H0,athe prarfasaur ced s
checked to assign the event to a processing step correspondi ng
indicating start—-of-recording conditions, the
recording of remote operation history data is started
if start-of-recording conditions are satisfied in any
10 of the recording start events tables.
In the recording start events table 60A shown in
FIG. 11A, five events indicated by entries 60A-1 to
60A~-5 are defined as start-of-recording conditions.
Each entry includes the fields of: an event number 61
15 for specifying a sequence cof occurrences of events,
a source of event 62, contents of event 63, an object
application 64, and a terminal name 65.
In the contents-of-event field 63, each event is
defined in detail; e.g., "left click" for the mouse,
20 "Ctrl key input" for the keyboard, and "start" or
"control terminal connection" for the application, for
example. The object application field 64 specifies
the name of an applicaticnprogram subjected to anevent

input. The terminal name field 65 designates the name

25 of a particular control terminal in a case where remote



to the event source (155) . If a keyboard event is read out, a keyboard

event playing step is carried out ( 156 ) . If a nouse event is rengwgpm@
mouse event playing 10 step is carried2éut (157) . If a display event Is
read out, a display event playing step is carried out (158) . If an

application event is read out, an application event step is carried out

(159). Upan, cogplief,l Clﬁg,ioéhéhﬁal%'@%ﬁga%t 1 2L oQ eceeé’zﬁ%glclclr"]g r*ﬁé B8

n
returned 15 to step to wait for the next read conman the renote
ser who

operation_history data shown in Fl 9., ,events aof .interest to.the

et chi RO ThECHShl oy ae ATt F 8L SRmmEad adaipiime Srdhadso. 5
and 50-5. These events are processed through the 20 di spl ay event playing
step (158P.F VieR ENENF spPay SRRt 56- 39% 285@ DR ted Wihdbw M word
processor software is displayed. Then, when the display event 50-5 is read
out, a charereitistni nghet gstrmisapk gszneed ienl d hedSwilisddve Dt PA@vbr d
processor. 25 The di splay event 50-3 has been generated through 34 25 S
E P 7082 execut iTore afe d bedrous e tevente 50nt sand keke o A @ of itdes agapéi cati on
event 50-2 associated with the execution of the nouse event. The display

event 50- Fdmscheely ggaeriat £dibhrpughraxecdhorcaf ¢demkeyboand seveat 50-4
5 1In playing control, it is not required to execute each event actually

in the keyhpard eygak M A¥hng St amd 1R6dte controlled terminal

(60A-1), "Ctrxrl + Alt + Del" is input from the keyboard

of the control terminal-A (60A-2), a "file manager"

10 applicationprogramis started (60A-3), a "sharedfile"

property window or dialogue is displayed by the "file

manager" (60A-4), and after a lapse of five seconds

(60A-5) , the recording of remote operationhistorydata

is started. Although apluralityof events are defined

15 inthe above table 60A, justasingle eventmay bedefined

as a start-of-recording condition 1in a modified
embodiment.

The recording start events tables 60B, 60C and

60D are presented inFIGs. 11B to 11D as other exemplary

20 tables for defining start-of-recording conditions.

In the table 60B, it is defined that after the control

terminal-Asetsupaconnectiontotheremotecontrolled

terminal, the "file manger" application program is

started. In the table 60C, it is defined that after

25 the control terminal-A sets up a connection to the



for processing the keyboard event 50-4 , in the nouse event playing g %E
(157) for processing the nouse event 50-1, and in the application pl éi 82%2
step (159) for 10 processing the applization event 50-2. Therefore, for
exanple, it is preferable to provide such an arrangenent that data itenms 51
to 56 contained in each event (entry 50-i) read out fromthe renote

oper ati on.laid OBYc bhl:g: 01 ge- conyes Led h@,to%&gn%é@% [t nSILERGS D 2
predeterm ned format and these character strings are displayed to let the
user know.,the detail.s of_ renpte operation and.the state transitions of each
appl i cat 1 6 BRGG aRf Furtharse [ HEB LRof0E ed arFaRgarioheS bR BEIRET | nput
operations, 20 e.g., only the nouse-rel ated events, selected anong fromthe
oper ati onl9iEd HPY "Rt a Py BE Prafed DTk fAEdLdRAncE A EHatRe 15
designation by the user. Referring to FIG 20, there is shown an exanpl e of
a graphi caltasseedi.nt effiace ¢@lumk hday 9F tre dberds nusek 4ot phaying

control of renote operation history 2 5~ SEP 200l 35 data. In the GU

wi ndovg 90 texer®ki & iredpird H e 2@,s adnt eona® Hdoard aneeasdbrgitige 92 of
each renote operation history file 50 are displayed. It is allowed 5 for

the user & spachbyed dgdrgdifdhe £9she P ayedcusi NG a seheqldpn pptton 93
and a desired event typé using one of a plurality of selection buttons 94

to 96. After ecifyj . desj f i n v i t.hese
sel ecti on®Butt bng ® 4 Pacues 15 EERS L1 a5 Sl vk ¥83 S48 AT aying
control routine desccgi bed abov% is started. gpon conpl eti on of execution of

the playi hg TohEFAT I UG 355, SYSPS st@BdiS%d to play operation history

data of another history file, the user repeats the procedure simlar 15 to
that stated aboRefefrentati9eFyGsf LEA st@edfPod oG t2 % ReSPIodYR ng of
operation history data, the user may click a cancel button 98. Wile the
renot B0 operxamph akiystos goreciordi hg rinicé itdre rofe ¥ &e treenmilel esnt/roc) |ted
term nal 100A has 20 be described so far, the control term nal 100B can
70D for the use of defining termination-of-recording
conditions for remote operation history data to be
referencedinthe process 130 for judgmentocnconditions
of recording termination.
15 In the recording termination events tables 70A
to 70D, termination-of-recording conditions are
defiined by one or plural entries for specifying '
respective events. As in the recording start events
tables 60A to 60D described above, each entry in the
20 tables 70A to 70D includes the following fields: an
event number 71, a source of event 72, contents of event
73, an object application 74, and a terminal name 75.
For example, in the recording termination events

table 70A, it is defined as termination-of~recording

25 conditions that a "file manager" application program



record the operation history data using the operation recording ang pqmbng
controller 25B in a manner simlar to that in conventional arrangenents. |f
operation history data neeting each usér need is accunul ated at 25 both the
control termnal and the renote controlled @2 5 S E P 2002 36 termnal, it
is possible to reduce the anount of operation history data to be stored in
the di sk jcont&pllier, O geqely Loy m nak. Far sexanplig, 1 thesdi sk cond gkl er 5B
of the control termnal rmay store the 5 history data as to i nput operations
on the scgreen.fo n_application, program under. th e cgnt r ol ile the
di sk contctr%er'l ]érey A 8F%I hoef rg}r%[?t eccg%?lgrog]] |'ed” elrnrﬁlga%‘ g%(rﬁés%gﬁer%?%ﬁgn

history data as_to the entire desktqg screen., 10 Altho%%ﬁ tp recordi ng of
renot e opet@li oA i BFY dat e FE1AR brat + Eaf iy SRAPEEF KWheh (élAe'd%)cerm' ned

start-of-recording conditions are satisfied and the recording is

aut omat i cat | $hst gpped rwhighd pitedet R Aitded t eV §intat | babdfe $ ed8Bdi NGO €5
conditions are satisfied in the preferred enbodi nents descri bed above, a
recor 8i ngaPAUSE7 PBI,I odtrayn beaprion ded fas reépii red £ be r adacierg:t he anount
of operation history data to be stored, i . a . ( history data recording

may be carybged igiy-omtfer MdAe IyapkB bhi 82 £Lasenutescomansaterior
discontinuity in screen transitions, it is preferable to capture the entire

screen daja Brldd A%hiasr_»erae@g_tr@%éeacsortcamm%trieéh%tfeﬂreeo%in

intermttent basis. cording to the present Invention, as set for?h 25

hereinaqughd§%%g§nrenq}§ ogpngg%oq hi story data can 2 5 SEP 2002 37 be
stored at®®achm Tenbte contPol9ed’ terminal, the user of the renote

controlled terninal can easily check details of renote operation conducted
by anot her perglyhereapluralltyo recording termination events

10 tables are prepared as mentioned above, the recording
of remote operation history data is terminated on
occurrence of an event which meets the
termination-of-recording conditions defined in any of
the recording termination events tables.

15 In the process 100 for judgment on conditions of
recording start, a table countexr 81 and an event counter
82 shown in FIG. 13 are used. Where a plurality of
recording start events tables 60 are prepared as shown
in FIGs. 11A to 11D, the table counter 81 indicates

20 a value of parameter TC for identifying a table to be
checked. The event counter 82 comprises a plurality
of counter regions 82-1 to 82-n corresponding to the
recording start events tables 60, each indicating a
value of parameter EC for specifying an entry to be

25 checked in each recording start events table.



at the control terminal. Further, since renote 5 operation history HRtS&Pi8)
distributively stored at a plurality of renote controlled termnals, it is
possible to reduce the anount of renpt€’operation history data to be stored
at the control term nal. 25 S EP 2002 38 Wat is clained is 1. A
termnal for a conputer network, conprising: comunication control neans

(26A) for receiving e ar & 2L QBCHBLION: BRISAYE AT PR i Shant ef pi nal
t hrough a communi cation network (200); renote operation basiC control neans

(20A) for enterin not r-at i i ngut 1 nfaor ign.extracted fromthe
recei ved reglrreo {éso‘gékgﬁ gﬁ%gggigeegi%r% ontqlaén pl%rgbnenegéﬁ?fczgesly%tre (ef&é‘sd; and
hi story recordin ans (25A) for recording the renote operation input

i nf or mat i &P a‘hdtgrbg?f:si tFon BV SR Ty BH " § Er it € df 81 dyP Sctédhl €2A) in
response to the renote operation input information as renote 15 control
history ddt@.12. rafesinedalt f ovs aE €dMsul er 2 et ot ke deadr dlafine T aim 1,
wherein said history recordi ng neans (25A) creates a renote control history
file agcontdieng"EQ "tiile @0tmrenuie Oper dtalhei AgUti $ nfefratr©d ard d sif or mat i on
supplied fromthe operating system (10A) to an application program (11) and
a di spl ay tecant eolelasnt€ E2N)TC125 3 . Atermnal for a conputer network,
accordi ng 2 5 SEP 100l 39 to CAaiml, further conprising: hooking neans

(A0 TN, A L orom o simnli ) Lo oneg e 8t e
the process 100 for judgment on conditions of recording
start.

10 In the process 100 for judgment on conditions of
recording start, all the recording start events tables
are read in (step 101), and the value of a parameter
EC indicated by each event counter 82 is initialized
(102) . Then, the value of a parameter TC indicated

15 by the table counter 81 is initialized (103), and a
wait i1s taken for an event input from the remote
operation basic controller 20A (104). When an event
is input, the event (hereinafter referred to as the
generated event) is compared with the corresponding

20 table event EC[TC] (105).

If the generated event does not match the table
event EC[TC], the event counter value ECI[TC] 1is
initialized (106) and the table counter value TC is

incremented (107). Then, it is judged whether or not

25 the table counter value TC exceeds the maximum number



5 (12A), and said history recording neans (25A) operating so as tg@:ﬁﬁﬁ?m
event data according to the renote operation input information an e
i nformation captured by the hooking medhs and to record the created 10
event data in a renmote control history file (5A). 4. Atermnal for a
conputer network according to claim2 or 3, wherein said renpte operation

basi ¢ control JBERY i(RPA) + geRELatSSt 8 TRSIA0E [ohshefl |l ecki pHelB e change
in a termnal screen (2A) in response to the renote operation input

i nformati [ .St apt L ; t nerat e eto
t he net m?%l‘{/f%gga\?aggcs?n?men?%gﬁgodr}salggrﬁaﬁgﬁ%n@%ﬁgﬁ%%%Oé%%‘gog\laﬁz} i nal
for a conputer network accgrdi ng to one of, clai Wnerei&%the

ne 1 to 4,
hi story r&dGtaFngVAdanS ¥2BA°S ncfuBES Hedrs I(Giﬁﬁ)rnf%(? Bt dNER iy starts

renote operation history recording when it is judged that renote operation
i nput i nf 9hAE BN themtmb Lrecit bat vérkd 9181 C ok salpérdiaki zesergtdon in
response 2 5 S EP 2002 40 to the renote operation input information
sati sfd esthe exlotein hedtstloash Lomndihicome(:60/68D)Et.. 6.IA thentadlldor a
conput er network according 5 to one of clains 1 to 5, wherein the history

recor di ngcrRANSe 25/ 1 haclutdegoeRanso £ 13Q)c d 08 autedMmpb kealdy shapse endt e
operation history recording when it is judged that renote operation input

i nformati g flomthe M apt« el Nal e6pa 4£7 gk operal i 00,3 J&gponse
10 to the renote operation input information satisfies a predeterm ned stop
ConmtiontgﬂgﬁzBmIOS in order to compare the generated event
with the next table event EC[TC].
10 If the generated event matches the table event
EC[TC], the event counter value EC[TC] is incremented
(109) and then the incremented event counter value
EC[TC] is compared with the maximum number "max[TCIl"
of entries in the table TC (110) . If the incremented
15 event counter value EC[TC] exceeds the max[TC], it
signifies that start-of-recording conditions defined
in the table TC are satisfied. The process 100 for
judgment on conditions of recording start is therefore
terminated. If the incremented event counter value
20 EC[TC] does not exceed the max[TC], steps 107 and
subsequent are repeated.
In the process 130 for judgment on conditions of
recording termination, which will be described later,

it is also required a parameter for identifying a

25 recording termination events table 70 to be checked



7 Atermnal for a conputer network according to one of clains 1 to 25(SETPZUUZ
wherein renote operation history 15 recording is stopped after a | apSe of a
predeternined time period fromthe sta4® of renote operation history
recording. 8 A renote operation history recording nethod 20 for use in a
conputer network systemin which one of a plurality of terminals is used as

a control 55y i RAl r ERk [CONOPST BY JEMPYE PRt 90 r9f @ deinterddpal to
be a renote controlled termnal, the nethod conprising the steps of: 25

sendi ng a-rnegg.tcgl oReral L on ”%Sesra}rglen”t%r@r?%'vdentz éa?ﬁ% 200¢ ;41 control
terminal £0 said remote comrolled iaerm nal; ~extracting rendite operation
input information fro %he renpte operation ssage rec%i ved b\r/ the renote
cont rol | e SO 517 Ralt Hhd® 8Feddt T AB T Tpr oBr SATPEEALToh BLatf SHRT Admd ¢

controlled term nal according to the extracted renote operation input

i nf or mat i 68Xt BALARD ad Soped AtilAH hPettor§ L §&tta, cefenie T L RPororat ithre
generated at the renpote controlled termnal according to the renote

oper ati onpirrgpie s $0 1i0F of pett ijond gmemdi ngna cressage onmli cat irege ¢ hd imesul t s of
execution of the program operation fromthe renote controlled termnal to

the contreldet v Rale a8t @JUPreas sapes Al eh it OnY datdntevrerg2 15
information indicating the results of the program operation at the renote

control I edterpinglse d fo 8704 £c RS 8Fd P Y SE AT ¥ 1IRLOT R ELROG, |

Referring to FIG. 15, there are shown details of

the parameter initialization process 120 to be
10 performed to initialize parameters for judgment on

termination of recording. In this initialization

process 120, all the recording termination events

tables 70 are read in (step 121), and then the wvalue

of a parameter EC indicated by each event counter 82
15 is initialized (122).

Referring to FIG. 16, there are shown details of
the process 130 for judgment on conditions of recording
termination. In the description of this process 130,
a recording termination events table specified by the

20 parameter TC is referred to as a table TC, an event
counter value for the table TC 1is referred to as EC[TC],
and an event defined in the "EC"th entry in the table
TC is referred to as a table event EC[TC].

In the process 130 for judgment on conditions of

25 recording termination, the value ¢f a parameter TC



according to claim8, wherein the renote controlled 20 term nal 2| UW
whet her or not the renote operation inpat information extracted f5r We
remote operation message received fromthe control termnal or a program
operation executed in response to the renote operatl on input information
satisfies a predeterm ne star 25 cond tio and, i f. .the predeterm ned
start con&ngﬁat§d$ %o%% Jﬂe§f P&dlsrb%ttel JplE,rzgtdi dF 4Rt ory
recording is started at the rermte controlled termnal to store event

i nf or mat i dm basednch thenrenses oprEad 6 Smput Si APoMEE € Bnvand: &leat
information indicating the 5 results of execution of the program operation.
Al AGFI . AR YeAd dnAYYY AFaBllY AFNeAlt AFSIETAY, (132).

FI . AYY. Al | . A&F. AYl . AE. Al . AYa. A3Y. A3l Y. Al Y. AYY. Al SE. AFAE. AFYY. A AN E. Al |l Y. Al
A AL AY{F. AF. At AQKY. falch AYAY.A dn AFEARY T 6 tOR%EdIKI $h€ table

}xsni d_Z] ca] ca] ca] ca] caJca] ca] ca] ca] ca] cal ca] ca] cal ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] ga] %Zﬁ%ﬁ%] Cﬁkc[a%@}?‘] caj Ce‘%e
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start shown in FIG. 10. If the incremented event
counter value EC[TC] does not exceed themax[TC], steps
134 and subseguent are repeated.
Referring to FIG. 17, there are shown details of
10 the event recording process 140.

In the event recording process 140, a source of
each event is checked (step 141). If a keyboard event
is received, a keyboard event recording step is carried
out (142). If a mouse event is recelived, a mouse event

15 recordingstepiscarriedout (143). Ifadisplayevent
is received, a display event recording step is carried
out (144). If an application event is received, an
application event recording step is carried out (145).

By the keyboard event recording step (142) noted

20 above, for example, the entry 50-4 shown in FIG. 9 is
recorded. By the mouse event recording step (143),
the entry 50-1 is recorded. By the display event
recording step (144), the entries 50~-3 and 50-5 are

recorded. By the application event recording step

25 (145), the entries 50-2 and 50-6 are recorded.



25 SEP 2002

U& ()-Z*+, -<>rS1ItY gHlO% ()-4@ 109 ()-L' YI0% ()- 10UU 10WU

10UU P" 9%4.0%0U&" () - 3!i

Y g#10%8& ()-41p Y g#l0%& () - 4! yPY g#f0% & ()- 4! PY g#l0%& () - 4/ <=r

" 9A0%JUE ()-3,-./WXMB7!t 10 10 10PY g#109& ()- 4! ~

dEMB7!t 10 1 10%& ()- 10% ()- 10%& ()- = 10%' ()- @ 10%&: ()-' 10% ()- C z
| TUEMB7! t 10 1VY- #109%&' ()- 109%& ()-s 10% ()-Y 109%& () -

109%& ()-"109%& (NekktV!!th'e<"00dBEM3/1hgl0dd6 H0MBek)-a procedure of

F &y 100 ()- YLSI00& ()-3" 100& ()-  TOU& ()- 100& ()- 0" 7" #A#7#dEMBTI t 10

1®» 109%&
, y109&' ()

10

15

20

25

r@ifs&ﬁ?%i@{%&ﬁﬁﬁio%@éédisfi“ @Qﬁﬁ%géf&@i(iﬁogyn%a&@ (- 10

from the remote operation history file 50 in the disk
controller 5A.

Referring to FIG. 18, there is shown a flow of
operation history data inplaying control at the remote
controlledterminal 100A. Theoperationrecordingand
playing controller 25A retrieves recorded operation
history data from the remote operation history file
50 in the disk controller 5A and supplies the recorded
operation history data to the remote operaticn basic
controller 20A. Then, the remote operation basic
controller 20A cutputs the recorded operation history
data to the display 2A through the operating system
10A and the display driver 12A.

Referring to FIG. 19, there is shown a flowchart
of a playing control routine 150 in the operation
recording and playing controller 25A.

In execution of the playing control routine 150,
a playing command from the user is waited (step 151).
Upon reception of a read command issued by an enter
key action for example, a count parameter "i" (initial
value = 0) is incremented and the “i”th recorded event
(entry 50-i) is read out from the remote operation

history file 50 (step 152). When there remains no
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out, a display event playing step is carried out (158).
If an application event is read out, an application
event step 1s carried out (159). Upon completion of
the playing step for one event, control 1s returned
15 to step 151 to wait for the next read command.
In the remote operation history data shown in FIG.
9, events of interest to the user who is watching the
display screen are, for example, the display events
50-3 and 50-5. These events are processed through the
20 display event playing step (158). When the display
event 50-3 is read out, a window of the word processor
software is displayed. Then, when the display event
50-51is readout, a character string "test”" is presented

on the window of the word processor.

25 The display event 50-3 has been generated through
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5 In playing control, it is not required to execute each
event actually in the keyboard event playing step (156)
for processing the keyboard event 50-4, in the mouse
eventplaying step (157) for processing the mouse event
50-1, and in the application playing step (159) for

10 processing the application event 50-2.

Therefore, for example, it 1is preferable to
provide such an arrangement that data items 51 to 56
contained in each event (entry 50-i) read out from the
remote operation history file 50 are converted into

15 character strings in a predetermined format and these
character strings are displayed to let the user know
the details of remote operation and the state
transitions of each application program. Further, in
a modified arrangemenf, particular input operations,

20 e.g., only the mouse-related events, selected among
from the operation history data may be played back in
accordance with the designation by the user.

Referring to FIG. 20, there is shown an example
of a graphical user interface (GUI) window 20 to be

25 used for plaving control of remote operation history
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file name 91 and a recording time 92 of each remote
operationhistory file 50 aredisplayed. Itisallowed
for the user to specify a desired file to be played
using a selection butten 93 and a desired event type
using one of a plurality of selection buttons 94 to
96. After specifying the desired file and event type
using these selection buttons, the user clicks a play
button 97. Thus, the playing control routine
described above 1is started. Upon completion of
execution of the playing control routine 150, if it
is desired to play operation history data of another
history file, the user repeats the procedure similar
to that stated above. Alternatively, if it is desired
to quit the playing of operation history data, the user
may click a cancel button 98.

While the remote operation history recording
function of the remote controlled terminal 100A has
be described so far, the control terminal 100B can
record the operation history data using the operation
recordingandplayingcontroller 25Binamanner similar
to that in conventional arrangements. If operation
history data meeting each user need is accumulated at

both the control terminal and the remote controlled
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an application program under the remote control while
thediskcontroller 5Acf theremotecontrolledterminal

stores operation history data as to the entire desktop

screen.
10 Although the recording of remote operation
history data is automatically started when

predetermined start-of-recording conditions are
satisfied and the recording is automatically stecpped
when predetermined termination-of-recording
15 conditions are satisfied in the preferred embodiments
described above, a recording pause period may be
provided as required for reducing the amount of
operationhistory data to be stored, i.e., history data
recording may be carried out intermittently. In this
20 case, to compensate for discontinuity 1in screen
transitions, it is preferable to capture the entire
screen data each time history data recording 1is
restarted on an intermittent basis.
According to the present invention, as set forth

25 hereinabove, since remote operation history data can
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possible to reduce the amount of remote operation

history data to be stored at the control terminal.
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entering remote operation input information extracted
from the received remote operation message into an

10 operating system (10A); and

history recording means (25A) for recording the
remote operation input information and transition of
display on a terminal display screen (2A) in response

to the remote operation input information as remote

15 control history data.

2. A terminal for a computer network according
to Claim 1, wherein said history recording means (25A)
creates a remote control history file according to the

20 remote operation input information and information
supplied from the operating system (10A) to an
application program (1l1) and a display controller

(12A) .

25 3. A terminal for a computer network, according
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as to create event data according to the remote
operation input information and the information

captured by the hooking means and to record the created

10 event data in a remote control history file (5A).

4, A terminal for a computer network according
to claim 2 or 3, wherein salid remote operation basic
control means (20A) generates a message for reflecting

15 the change in a terminal screen (2A) in response to
the remote operation input information to said distant
terminal, and sends thegeneratedmessage tothenetwork

via said communication control means (26A).

20 5. A terminal for a computer network according
to one of claims 1 to 4, wherein the history recording
means (25A) includes means (100) for automatically
starts remote operation history recording when it is
judged that remote operation input information from

25 thedistantterminaloraterminal operationinresponse
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means (25A) includes means (130) for automatically
stops remote operation history recording when it is
judged that remote operation input information from
thedistant terminal ora terminal operationinresponse

10 to the remote operation input information satisfies

a predetermined stop condition (70A-70D).

7 A terminal for a computer network according

tooneof claims 1l to 6, whereinremote operationhistory

15 recording is stopped after a lapse of a predetermined
time period from the start of remote operation history

recording.

8 A remote operation history recorxrding method

20 for use in a computer network system in which one of

a plurality of terminals 1s used as a control terminal

for conducting remote operation of another terminal

to be a remote controlled terminal, the method
comprising the steps of:

25 sending a remote operation message from said
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5 at the remote controlled terminal according to the
extracted remote operation input information;
storing, as operation history data, event
information generated at the remote <controlled
terminal according to the remote operation input
10 information;
sending a message indicating the results of
execution of the program operation from the remote
controlled terminal to the contrel terminal; and
storing, as operation history data, event
15 information indicating the results of the program

operation at the remote controlled terminal.

9 A remote operation history recording method
according to claim 8, wherein the remote controlled

200 terminal judges whether or not the remote operation
input information extracted from the remote operation
message received from the control terminal or a program
ocperation executed in response to the remote operation
input information satisfies a predetermined start

25 condition, and if the predetermined start condition



10m' 109& ()-3 109 ()- glO% ()- 109%& ()-f 109 ()- S&FL10%& () - %\?%B?ﬂﬁl
10m i 109& ()-F3 109& ()- 109& ()- 109& ()- F109%& ()-109%& ()-M1z[9:
10m F2- #10%KK&' ()-FsO 109 ()-!F, - #10% ()-3 *@O0%: ()-!y

Y! #1098 3j & ()-! Y! #10%&' ()-!"#$14hbC 10mM 10% h& ()-s 10% h& () - 10%

h& () - &YnL0% h& ()- 10 10 10PF2- #109% () - F3bC 10m 10% h& ()-s 10%

h& () - 10% B&s(a)+ 10%0ikd () £ e HIR D& Plerr 2 £9¥nN & { 3 v NG MBE c o' depdyng s13] ¢
"Headi ng 23] c’ Headl ng 33]c" "Heading 43]c" "Heading 53]c" "Heading 63]c"

"Headi n 3 I raph t9L R, .

%) 0. vaE BREONG] St BB RECLY B ¢ B3 Tt et e

T 0" z#( $%&0&) E+(- 3/, 4113 565789 e<@ABDREENHI JKSNf ARTXYZ\ ] F

aCcde\ gzhi P r‘?orfﬁS f{ 2P8 o(§heEGJp)ﬂ“|° 'O%@&t(l)qq -BFPHEs New

RomanArl al Couri er Nevv h Root Ent r yWor dDocunent d . _ .
$%&()1mfgqmqg&gm7@pd event information indicating the

<=>? @ABCDEFGHI JKLMNOPQRSTUVWKYZ[ \ ] ~_" abcdef ghi j kl mopqr st uvwxyz{| } ~
I"#39&% ()*esul0420f execution of the program operation.



