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Title An Interactive Tel evision System Technical Field

The invention concerns an interactive tel evision

system for providing secure interactive services to

consuners via broadcast inﬁrastructure operated by a

broadcaster. 10 Background ‘of the Invention Integrated

circuit cards or smart cards are increasingly used for

many different purposes in the world today. A snart

cadite typically contains read-only-nenory (ROM,

el ectrically eragghh&a@iveterVRRA Ssfegd- ONl y- menory

(EEPROM), and an |5 output/input (10) mechani sm These

smart cards either require contact or are

c Tedhmixial Bis®l. A snmart card may al so contain a

m croprocessor and other circuitry to support the

m croprocessor in its operations. A smart card may

cohg dIVantignssanregras agppieractie; sievisien nytemoRt #raYiding| %qcléflee

| meteRend eevicéD il icoRumeRS ik Noroddsasianfisifuctré SopeRADLY a
My _pe.gecured or unsecured. 20 The present invention

seeﬂ ?o overcone the limtations posed by broadcast

infrastructure and set-top boxes in order to provide

S BasNgPoUdBDf theQAvéhtibhansact i ons. Summary of the
Invention 25 In a first preferred aspect, there is

I
prnQe:/g aga%dm%[}lt C!i“ilg Pgrtngl¥ %alldg a?evlnt?ﬂegarégy ﬁ%e%rﬂnf 9\5@/ dlfferent i a

ners
bpww@am thenwcrrﬁstpﬁamﬂﬁr@art e twicaly Wt%sbfﬁé%ﬂ'@h@ﬁ@law

t n@myab&maﬂpa@gatb@ Fﬂ@grarﬂmﬂﬂ)l@ kdaalonlyﬁﬁ‘e@ricw (@Pﬂ@m Cadta@

eive b and data
s ‘@W&‘PF%{QEH‘S&’W L'%vfe vf?é’arf’ﬁ &M errorg ik ‘E"”Q’C‘ or are
i edntagtigss U smarkcard hay aisg Corddin ﬁ@U@PMPWQSOF 30d elb&r cireuitry to
I 8&BbY tﬂégn@roﬁ?é@éés@r A Q¥ ioprafidnst N%m‘éﬂ RRaHIRAy c@x&% a8 single

ret server t regur

ST Of o eptsa e IfeBina: GBaleatany S e e
bmenoy asly de seavhmirag umsecytedr acti on with the secure
interactive service is secured by checking whether

t he consuner has sical access to use ths di gital
Bl PR BB TGRS 1o CHUERT BT pHrad donJnrirs
hiakastrecture gna sdtéap lmsesis srdeotops®ide lsecusesarecardifapsantitnsy e
service, and authenticating the return-path host

server and the digital receiving device.
Summary of the Invention

in a first preferred aspect, there is provided an interactive television system for
providing secure interactive services to consumers via broadcast infrastructure
operated by a broadcaster, the system comprising:

a digital receiving device to receive broadcast data and data relating to the
secure interactive service via the broadcast infrastructure, the digital receiving
device receiving a mobile device of the consumer; and

a return-path host server to provide return path connectivity from the digital
receiving device to the broadcaster;

wherein interaction with the secure interactive service is secured by
checking whether the consumer has physical access to use the digital receiving
device, checking whether the consumer has been granted access to use the
secure interactive service, and authenticating the return-path host server and the

digital receiving device.
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Interaction with the secure interactive service may be
further secured by using key pairs and application
protocol data unit (APDU) commands of the nobile
device to comunicate with any one of the group

consi sting of: the broadcast infrastructure, the
digital receiving device and the return-path host
server. Interaction with the secure interactive
service may be further secured by verifying the

' q&@iah%&ﬁ with tﬁen,%c&re nﬁ&aax,e Clelelals %nge Fuﬁhéts%ﬁgd Ms%gQ@y

devi c communi cat 1 on
d| Rgire and Er‘Pé’E“é‘F'% wfatoa%\9?te &nib DL éorP’@?rﬂﬂSr?f H'at"PPbH%g%V'CEi%
S &fom&funlcdlta @k agt drerof et dioupluengsiog v tHertresdaast infrestructure,

fying the

St R Bl e SR B B 4B TY " cecur e
|nteract|ve service is permtted. 15 The
auﬁte@atohwamitmsemé nhera&aa @smcalrriawd farthdr k@)dreﬂa)iyrvérlfﬁﬁ@
Ejﬁ'geinfdg'ﬂttw gp tg‘e\?lorl]]samge efcro(r:“ nl“gl;rtg (%r% dag %‘1 tﬁ’ Sﬁe 5eanE h%r
prcomewsieatioh yoetwaen sthe -digiipl taa@wn@@iewqaﬁe aatmttlrff@mtww@iholﬂpst
maynBe centralised and the key pairs are transmtted
fromthe digital receiving device to the return-path
host server, and the key pairs are processed by the
r etteractiopatith theosscurediteractive Fhwice them tbe thyrthef sechied dw erifyeg
Olind [4Enthl) &f ﬁw@lcoﬁﬁﬁﬁér\ﬂe&% HeNECR fﬁ@)@egﬁe ViRErbatthve dervice is
agal nst = 25 a central database. The verification my
b@eﬁ@?$brned by entering a personal identification
nunber (PIN), password, or a bionmetric scan of the

C@r'ﬂé %Uﬁénncﬂb‘ﬁ i aﬁ%é géceﬁ@a%édvmq(egep\éifg SreFhsPRed Fbifthed

ent i cat e condi tional = access
i d%tH'f‘rPFaThcﬁﬂsit éﬁ”’é’f to e el respiving devigs n@dqibgi ite8 . Pasp g\

baresas by thefetasp bexct ure may be satellite tel evision
infrastructure. The broadcast infrastructure may

i nclude infrastructure capable of carrying digital or
arlar aghentisatign anay bgj @rirdiseceandrthe keyspayp afestransapied Fomdpe
Wdfgﬂél%ﬁesﬁbgshm to%eﬁbﬁrrdmi hadt deBeei atdngedeyi eis ey
ero ! tggth X e&§masew | deo recorder (PVR), or
@rggﬁﬁP Al Passietan (PDA). The third parties

nay i nclude financial institutions, government
aAGRY fde Mty oiQﬁe cdﬁﬂrﬁ&&fﬂitﬁe d:gﬁbl&emrdéwb@hﬁl] 86 éniied agamst

:T-\e?f (\:/eln%:raq cp?a}f)as e venF cai:i onf an{fn bte perfgrmeldpby enqg’r}n%t | ng'sonal

identification number (PIN), password, or a biometric scan of the consumer.

The digital receiving device may be verified by authenticating the conditional

access identification of the digital receiving device.

The broadcast infrastructure may be satellite television infrastructure. The
broadcast infrastructure may include infrastructure capable of carrying digital or

analogue signals via terrestrial signals, cables, or wireless systems.

The digital receiving device may be set-top box, personal video recorder (PVR), or

personal digital assistant (PDA).



10

15

20

23

30

35

Coupons, TV-Pre-Paid, TV-Mbile Downl oads,
TV- Gover nnent, TV-Paynent Transactions, TV-Banking,
TV- Commer ce, TV-Shoppi ng, TV-Card Managenent, and
TV- Tokens. The return-path host server may be in
conmuni cation with a third5%arty host server. 10 For
each session of the secure interactive service, a
session key nmay be used to encrypt communi cation
beatheetind tphgied megdipelsde ifindncat institotians e gevechngbing iagerdcies, or
reseiuh@g device and between the digital receiving
devi ce and return-path host server. The session key
may be first transnmitted by either the broadcast
I ihe lasﬁg@ Btetictve eerlidtemaybbalsaicteall fraebe igwiup Gonkesting ef TV-
ile jce tot L.gi ei-v,i hC Lol tal
QB ng as el (Y pRbe, BRlneEl i ek Ty Pt
r dransactipes, T ViRasking ePrepmmercenEY-ghefirinal TV-CaekeMgnaggment,
devi ¢e.Todnsbet ween the return-path host server and a
third party host server. 20 Messages transmitted from
the digital receiving device to the return-path host
s 8he eaturnrpgth hest deryertraayl be i eagmmexdhicationewithar thirdapsty egs server.
integrity. Digital signatures may be authenticated
with a trusted party. At |l east one interactiv
BB PERPIPTR Y e JHRTBCHR SEHES ROl BRTRPS 5 to
p eoags Tombniedtidn beiswesmite ictdeast Mfrhéivicmiecandedigital receiving
i ' ri Ge. ) il Vi
papRishale tluile Gy KOBfip achit HRLGA-PRY hpf server. The
c SASATERY Maxhg fireyrapamitied by aithenthe &roaa%@t pasrupitscladie
t laggital Usedvigy daddd, \radtile dekiey .to 30e Tivitaldiegéiting dedcei digitay
d ?é/clel‘?/glp %Q\ﬁ(t‘et tg' %esf%rtngqa&aﬁo% JOR %&LJH%’AFH rﬁ@tt s%rﬁ%nh eoéiglfér
accordrng to a mutual 'y agreed authenticati on
preseding devics ofroghveeh dhesesglin-aat) hogtoierishPededhid p3ityelash
olskesr, The nobil e device of the consumer may be
connectable to or is enbedded into the 35 digital
recei ving device. The nobile device may wirel essly
c dlessages Aresnijtadhfrern dheldigital Apcaivingedayica go des reten-patiehost
MG éremAleH GGitalPYigriea t@esdiiddmbasadinkgity Sgithsigitres may
smar t qﬁrq. ﬂ? gg&gk% device may be a nobile
c SAAUPFRG ALV SRAPEE 4 Personal Device Assi stant
(PDA), a pal mmachi ne, a notebook, a renovable hard

diag least@dnt FHUFRL bMfcatioh ny BB Bioled dRRRNRobIERRviSY fot REBeBRY
further co and certificate nanagenent

C rise a ke d
nﬁﬂ%V%mgﬁaggﬁj%PBQH%%%F“?WPFﬁQFﬁucture's secure key
nodul e to manage and distri bute keys or certificates

U%ﬁg n’FoQiIe_etféWE:é(ﬁ%{/@@%EBé@rtaIifé?irWﬂmli]fSﬁ{aitiWrelaﬂﬁgst%QE’eeegonsumer,

application a o
and may be activated for use by a process that uses an activation key.

The digital receiving device and the smart card may authenticate each other
according to a mutually agreed authentication procedure in order to securely

communicate with each other.

The mobile device of the consumer may be connectable to or is embedded into the
digital receiving device. The mobile device may wirelessly communicate with the
digital receiving device. The mobile device may be a chip-based card such as a

smart card. The mobile device may be a mobile computing device such as a
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dat a between the broadcast infrastructure and the
digital receiving device, the nobile device and
digital receiving device, the digital receiving device
and the return-path host server. and the return-path
host server and a third party host 10 server. The key
may be any one in the group consisting of: an
activation key, paynment Kkeys, post-issuance key,
t rreresha IDekiey Asdistanti 1), & pyim mvaphing,i € edtetonk, leegmovedit hard
k%%kaﬁﬂﬁnbhﬁ%a&%ﬁn&ﬁX hohB€ system nmay further conprise
a copy protection nndﬁ e to grant the consumer rights
to record content broadcast via the broadcast
| rhe gdiér elay M@therT QEnBiyS b &8y BmY cdriificht @fianagemnt edwde and
S%?o%{jéas¥|nq'%ml t{gr so%e%ﬁrte%glrﬁ%u% t%%grrége aﬁ&’ .distritbute keys or
re secure pruni cat| on
b@?ﬂh&f@tﬁst thsed o tﬂnmpt@!ewrettecomwntca@nd imgEsaqes, rapplidatiomgnd
d @iiaCtitwd2nt e BFbabibfiit drfrg},ttuaiurer e@ce'thréi d’l@tad Qs\éél(iﬁg aredce the
erver

ret -pat h _haqs , a h

Pl Bk "anct Ao PERV TG 6B b Fgk el gt ana ne
cre;twn@gthalpht gerkery anrhthe ustrmopstly hest siervgt endk e ythirds partyehiast c
ClyRiographic 25 service. The consuner may enter a
password of personal identification nunber (PIN) to
enabl e access to the secure interactive service and
i mhe kesptmap he sty pes incthe ghvap comdistihg ofl @wiactvati@Okek, payment

bi QRBL Ik BsSHEL REP TBt ReyP t¥ind ytrér.ﬁaaa&r Eoy AfERSy, bie

secure I nteracti've service an i orati on' stored on
t ¥ed®Y-1 e device if the consumer's scanned bionetric
dat a is natched to their record stored in a bi onmetric

- oty @ﬁ@@rq @”teﬁbbro%é% Hﬁé*rﬂfl?fﬂijjca‘i‘ a\fraﬁ@@turq " \m| c h

Figure 1 is a block dragranrof t he broadcast system

a?‘ e s%gg rema f&rth%r C? gr%e Ll?%%% L}?tdloprgrn tosgéielﬂ)rlrgh %Cﬁr“?arf‘e

Cur ey
t ervetosrrgpmkeyy@e@we@murﬁp@m@y@@@ﬁr beiwprirtan nebilefeyvias prsy

Dﬂr‘écd"gnﬁt leREVIRY ddiR, &tﬂ@érﬂﬂr@ dﬂrtﬁ“ﬁe@erﬂmgﬂﬂlﬂncb%dfr@th}n%&trﬂg
b guss”ondqﬁlegP 0 ééto r %ﬁ%” ri e enerar
1 &L ?ﬂ oo 'l: f%ﬁﬂ' 2% Fpﬁ ﬁvr FShiment i n

whi ch the present invention may be i npl enent ed.

A*rrﬁf‘gg&l% dAhogkRAIKER Fhay LEEIY SREIE REY, WrhhethEclRtEsapHRED
|

service.

The consumer may enter a password of personal identification number (PIN) to
enable access to the secure interactive service and information stored on the

maobile device.
A biometric system may be provided to enable access the secure interactive
service and information stored on the mobile device if the consumer's scanned

biometric data is matched to their record stored in a biometric database.

Brief Description of the Drawings
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general context of conputer-executable instructions,

such as program nodul es, being executed by a personal

conmput er. GCenerally, program nodul es include

routi nes, prograns, charact £rs, conmponents, data

structures, that performl5 partlcul ar tasks or

i npl ement particular abstract data types. As those

skilled in the art will appreciate, the invention may
benp esentrilec @ th tlrivemttdnemllcm\rpumedessg@ﬂevﬁth reference to the
%Eédn%éﬁﬁﬁd @Gingd H%MI ng hand-hel d devices,

rocessor. sy m Cr opr ocessor - based or
pfeﬂg'feahﬁﬁMOék €*6W§fﬂﬁéwe€r°€€$%sbﬁ¥ﬁt&§‘ ardlet wor k PCs,
MAYuEO B b etside unaramﬁg angzcwe ngockse msatrbaofdseictiity IIaykle of e

I nn\{grQ(%tfvg Qelenﬁ%n s?e(?n Qr?d |%\%)qﬁérﬁ%%rh;9 gntls n distributed

envi r nment ere ks ar e perf ormed by
renote processing devices that are linked through a
C Qreaned 084 driphion BEthWDIkwings) a di stributed conputing
envi ronment, program nodul es may be | ocated in both

! %gﬁ e 1 aaﬂg tﬁeemsﬁnﬁ@J%mﬁta9% ﬁ‘?e%dgf\t’d ﬁ%élde %Sblﬁfg%f %ljapg

ractive evl sl on system
prdew'atmg’f 3 aidigble compittiag geirpyeens Bpwhicpdie rfresqeh'ﬂ\tﬁ'ﬂawaﬂs
g byl l@epl@ﬁw@mé& Ftholghf ﬁ%&gﬁu&@@ uhe u54@nlmhi\matt%ddd§ynb|%d in the
roaadcaster V e tem
cgurHcanEn, 3 ool SERyenlo isRAE b bBRTRR s
s éeg rexeditedThe as;arson@lpcqmmtezt OGeregaly v@rggrgmo@aw ingladen
a?&tmé&at &ogrﬁrlnat Icma&&st REmBEHRHES dafdl %t’rétﬁﬁréé/etrﬁﬁ rp&ksieh
BirohPatiiiel it gap Jre s Peosliba
b8§”'i‘t53féi’s§%°’ 'E‘é’ m?afspa&rfaa& iRt g4 VpFFra”ts e UPEY 5h
aagall bpmediale, 20e iryentioh anayabal hakited vith oftvee compulensyserh

hggxﬂf gafioh€! %Itﬂfngv' Agmi-HeRl UldBviRat h m@faeeddr Vi §pétefrisom
t he Set - tOEB ox 10 to the broadcaste{ Interactio

WIHHOR'PRESE of RECSFAEE e SYBHTP §'15PCNSS e JPRE ™y CS
c hrércdormpgtewsh mainﬁramb lempatedhehdite Iehtis phyrdior alay asoctess

0 gra §Ld il %bsﬁﬁﬁtﬁ& Q;BmB&}?ﬁ% ]eq)lwrdﬁﬂ@ﬁtg Sfhent fdkd Eﬁé &J?‘l%%d'

or ned eckl nag her the cardhol der has
béeé?Pt?;Pfa?ﬂSé'ag devices thaf gy eug‘&edtﬂweugoheacww"ﬁﬂﬁ“aeﬂ“«?@ Ina
sakvibated candutind Srefrorsemt iprdgyant medikes raaypieyr ibeatereid bbi local

agwg%{e%rh%stgﬁseggﬁcggn path host server 60 and the

t-to nsuner interface device 40 is used
by the cardholder 5 to interface with and control the
sekfetrdp th (F]guﬂeo‘l LONSMtaVe tetivebh agﬁerd e CfaSpréﬂdihm eéducke

aaneri?c%\?e |éet§§ cagrﬁl%lilcperscg O%'b?c%d@a%t A r?skl%gtg ﬁp pg%d by a

e con
i Afopdgesigr Ge&rﬁn\ﬁ@ﬁ Thp Bysten @%a@eraﬂimoraw'se@rmmté@p bopn )

OHﬁdJéWetLQﬁ-p‘éth ¢10§%me b‘ﬁé( séthp bok Wi regrinay Bdna@éésﬂdata and

p %% %tfr‘ntgltml s(egtrlre 'n]t?{SCts‘,’% C?ﬁ'?”@e 'gttﬁef %rﬁa%cg st |3fras ru&ur{e |58

i $he sdtdaperond Oalse mecelves aril ighds dide that is ﬁfamd@atae%ﬂatﬂrﬁ@rd 20

Sef 1ﬁe0earta931de1=05 UShd GelutEpaRP HOSMBENdrNEE ir&\ids dRWINE Gatt:
conngctmty frog"n the set-top box 10 to the broadcaster. Interaction with the secure
interactive service is secured by checking whether the cardholder 5 has physical
access to use the set-top box 10. Another security check is performed by checking
whether the cardholder 5 has been granted access to use the secure interactive
service. A further security check is performed by authenticating the return-path host
server 60 and the set-top box 10.
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their smart card 20 with the set-top box 10. 10 Smart
Card The smart card 20 includes credit cards,
bankcards, charge cards, loyalty cards, pre-paid cash
cards, gift cards, entertai nment cards, driver's
i cense, and nati onal regl%tratlon |dent|f|cat|on
cards (NRICs) that have an integrated circuit in the
form 15 of a m croprocessor or nenory chip. The smart
card 20 is contact or contactless. Before the smart
EondndrSimbrieb Qyidad sERE AR l@holfer 5t B FuSERE i 3h

2 initralis card uni qfuel
i (féﬁtfq' fhesst-op o 2\9 (BO”S%‘W é’Ferﬁ"’e ﬁ%‘f“‘s‘% rﬁ‘gl"?c&'gf’ |aB¥1 oREapThe
Stgrapt ¢oneisting dfoaetach doxd rahae edntralier wrelesm Kbvicatkeyid8rd,

t hr?fral3 &w&%%@k}h@@ IPﬁA oq Mﬂﬁérﬁﬁ"e%&% ?‘E s%@{og box 10

i ssu ass, ata a

n LﬁrﬁjﬁfﬂayeQ“ laa ameﬂtam#"@@ 3@ aughors & ielemigien |S?f§e'| PfeFfmPHipr

o fh‘;‘dﬁltért TheS s@RFeS Sitadpl &ﬁdappTdaaaors l§&ﬁ§)g|$€e’iir WheaOthi Taldaadeds
east tion, suc

srppadbs bESR oL Pt R a b PR LSS oF By ey

withefir sohaft garndt20 with U@Sﬁet—tahé@bw keys for 5 transport

security. The smart card 20 does not necessarily have

tq be ¢ ivated during the personalisation stage. The
S ox 10 is used to activate the smart card 20

t Ahe sgkrt @ard 0t ihdures cedit cardariolemgiswehanget daedsy Byaltyrcapist h
h?:ﬁat panPEA4h call O&@E‘Jr@é @hl@gamr’r?i&ttcg‘r@s Sdmérts I|€é}{sg 'Qﬁtr‘%h&:n%l

e activated. After |ssuanc
t lﬁ%l'%’ﬁ*éﬂnt ideniificationcaiteEits ik h%”c?tii"\/'at?%r&‘eﬂ §f’?+bt in Hl‘? fom
aot a mixtdpaitessdy or neemgnodtip. TBs sreatt arrd 20 in evutand dadoetictizas.d
application, or deleting existing applications on the
smart card 20. The post-issuance process also 35

i Betore the HeAhcard 28 risdisterhtcaig @edhalden . havegaliedrd 4R iy
a iritidedi witlaoee deey dathh@vhiBt uniquely tientifid thes cardpdafted a

| A1t ti

o3P e OB« RopdlF ) Ao i 320 T Sy
p EaH &P dy identifiphie by thexatd issuenp? prpluct claserdafaoans iderijiication
S @lmb& PTH@NaltRaldR0ahsRt tHaage fsQdentiffiotcdTtis pgeoRIMEed.
processes. Based on the smart card type data, the
set-top box 10 determ nes whether the smart card 20
i Ihe enerhpire 20 i Ipaded avith Ghlighst oael apmiestion. syt es srediyerpiored

t REshSVEleL aCard! file2frubtBreNiiallsB® Witk IdeRGk vEMEE antiBE keys for
pr oceﬁi term nates and the cardholder 5 is inforned

vird"PRESE ¥ ent ati on device 30. The set-top box 10 is
abI e to activate the cardholder's 5 smart card 20.

Tma Es%lny card 1£b tabes Sflmirntec&@ér@ A0 %o 'b%shl&idatgg dufify the

car 0 r/ nu

personallsatlon stagg 'Iahe set top )? l,#g is tr}saed to %%%v%{e the smart card 20
through an authentication process with the return path host server 60 containing

the smart card details to be activated.

After issuance of the smart card 20, the smart card 20 needs to be activated using
an activation key; or post-issued with newfupdated card application; or deleting
existing applications on the smart card 20. The postissuance process also
involves both information and data. It involves using a post-issuance key. The set-
top box 10 is used to load/write, read and/or delete static cardholder 5 data
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Addi ng, deleting or updating smart card applications
and file structures in the smart card 20 is also
performed by the set top box 10. The set-top box 10 is
able to perform cardhol der_ 5 data managenent.
Cardhol der 5 data such as the cardholder's 5 nane,
address, and preferences, is read by the set-top box
10. 15 A smart card interaction process between the
S rimetuiding airedcaPdholiacks 5 rdmd, @gdrbesx addiprefetsocassn ieesmartivard 20.
S rﬁgefo‘?@rtr% s%ptob Bmpﬂﬂg gicd 6o icBralihagSbent BBcdagas. 10.

he smart card stores a secret key and public key
palr. General ly, the process includes retrieving the
PuzkéC ok e dnintadigps el theasetitof lhox a0 cletephinegwhéthdrabes t

2 BRIkt shidfieA0 pdBkAotelarkloAASRALLE 1 4R Bl O

e encr

s r?ﬁn?z na éned:oz@ct typActhel é@FWt’f‘Ffﬁ‘@afeﬁ @n% H\?WW@H”&&% Riqraethg
t ey tﬁ@gegenmﬁ,dd@.cgagr et key. The smart card' s key
pairs interact wwth key pairs that are broadcast to
the set-top 25 box 10 through the broadcast

i e astttopiboxutleis Bole t\Retivpta dhe sasdhpldeke spart pard 2P eTWPsalfed

ONkPsrhdtEcaFEbo [sARUEPH B cérﬁme‘i 'bey raecIaH:f iBsUeAnBnigSdrer 85.
server 60 or

t {
S e s Be e REoF frd AgvrainL s st EMes ] 4Bt
ceatdr 2 st pekieynegaiyrtse aetetop doatl@drhatset-loe boetiGrin apJattth

h er Fgddi bid&ra5d datg Y SR Mhanke
Eéﬁ%?‘{%@ﬁ%ﬁ?t?eﬁﬁ?gﬁﬁﬁgaﬁgf ?ﬁﬁmid dm?O hqotypes

ofcawa%eﬁsmamaead&f?sa@m%ﬁqr%ﬁ% ea@b%%gfﬁ%ﬁ%t
post -i ssuance key, transfer key, term nal key,

v érﬁér?@érh 5§an g%%éés e &n tﬁé“&’miar@)fa?rh ¥ 1§ ¥%8ttop box 1

ur n- ﬁ erver broadcaster's return- E
h®§eurs wherpine e‘»martsca@o%ﬂq'é &P@tfcftee v e st igRr Rpxpkdr fhe ’8@'?
S @BMEI(Sstats & cseaémaydmd cphbue:rkes @ailr Gerierdg rtge piovass includes

Zﬁt%thev? Sthengl}bligyegier | rtt E'ar& E@ entprgﬂﬂg %ﬁégﬁﬁ pomon ﬁf th?

enti cation on W t'h hird
s diptade e Fangparieqd wgg@ P‘&"'ﬁé%v tranreuting e ueacrw%\?ﬂt ‘}ﬁt%@stf’e
SeméRISrd/Eh, ek @B@yptiag ticn@rspld daistidiiguihe @nart daeisaddopet
rOV|ders content providers, and governnment agencies.
ﬁ ‘return-path host server 60 enables return-path
connectivity. The return-path host server 60 includes

a ﬁﬁ@@ﬁlﬁh Raak K8y pé!rsﬁrlltbktééﬂvhﬁ)keﬁ)ﬁalisﬂhél GRIBrofcEatd M8 set-top
all ons

t t
0% TF Pufeh o onses e B RS REel A g 6 1ot
The®dhe shbtdpdes 1@ frem thenelgwepativhostaerisr eherdbirstrerty srgyt cayd

S %%iérﬁ tﬁsﬁgh@@ech%ownﬂm&a%g rastHRENE HiteHafRRNEStrhIsEd Y
fromthe set-taop
key pairs are located at the return-path host server 60 or third party smart card

system and is not transmitted fo the set-top box 10.

The types of keys include an activation key, payment keys, post-issuance key,
transfer key, terminal key, verification key, host keys, and loyalty keys.

Return-path host server

The broadcaster's return-path host server 60 is connected to other third party host
servers 70 to provide other secure interactive services not available with the
broadcaster. Authentication/verification with the third party host servers 70 is also
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10 to the return-path host server 60 is required as
part of the data transm ssion 10 process. This
connectivity is via a secure communi cation
infrastructure using accepted cryptographic systens.
The return-path host serverS 60 is in turn connected
to other host servers 70 to perform other secure
set-top box transactions. 15 For TV-Paynent

t rrarieraet.i Thess thirhearly dibstrsarvprat7i bilosg todipanaal ingifiutiogs, loyalty
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addition to data stored on the smart card 20. For
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connected to a "shopping mall" nerchant's host server
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20. top box 10. The merchant's host server 70 manages the fulfilment and the
biling portion of the purchase. The cardholder 5 is authenticated with the
information contained in a merchant's host server 70 in addition to data stored
on the smart card 20. Specifically, if there is a cardholder 5 pre-registration
process where the cardholder's 5 details are stored in the merchant's host
server 70. A list of goods and/or services are also transmitted to the broadcast
infrastructure 50 for immediate broadcast.
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For TV-Tokens transactions, the return-path host
server 60 is connected to a third party smart card
system s host server 70 to manage/update information
pertaining to the third party smart card systemvia
the set-top box 10 through t he conmuni cati on
infrastructure and the return-path host server 60. The
10 cardholder 5 is authenticated with the information
cont HrbnTBdeyaltyaartl HivkRevzad transadioes, thecatuch-istshashbesven GOtis

Ser v nntz,cg I:ﬁg@l Ho?@e E%Q%F&eﬁfo%ﬁ)%r% b&%c%h&d% d
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Re detpt dooimuniation sitizastrugtive sandethe getseenathT hest cervdh 6D d&he 5
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mat t I
e trepbctEor e e cBRfioRer LeNENA Dol B wRAYTER Vol
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¢ For TV-Government, the return-path host server 80 is connected to
government agency's host servers 70 like road transport and immigration
departments for on-line enquiries/payment on government refated matters like
driving license renewals and payment of fines through the TV-Payment
services. The cardholder 5 is authenticated with the information contained in
the government agency's host server 70 in addition to data stored on the smart
card 20. Information on the National Registration ldentification Card {NRIC)
smart card 20 is authenticated with the government agency’s database through
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10 the set-top box 10 and return-path connectivity
over a secured communi cations infrastructure. For
TV-Card Managenent, the return-path host server 60 is
connected to card issuerlnﬁnufacturer's host servers
70 for card managenent services |ike post - issuance
and smart card activation. A secure environnent is
created by establishing a unique cryptographic key
(f i r the setitety baxolfRod extdrh-path canrertivily over § pecuicpdapimimgnications
devi geacif Qlre€Xampl e the set-top box 10. The sane
uni que cryptographic key is securely established in
t Ite E@aalr%ar@ Wp@%@\eatpw detqin-pgi1ogicservel ethis genngeted to card
r et UkSueprbahufidsbr ssebteive070 fa'rf't%rq.lmarwg_Emférl‘t)éatmgsr e o st-
ensures a ni cati ons infrastructure
betmﬁgﬁm?ﬁﬁgdsne Ca% E%éa%puand return-path host
server 60. For exanple the uni que cryptographic key
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F gL -Rah Bs Doshm$ehVRdst GBS bR ITIR §ﬁ§1§ér @ryptographlc key
conmruni cation infr aSt ructure,

in
die8 YR SR S ERHBICAtQSE "H@&ﬁﬁ‘l‘%ﬁ%@%‘g’? WFéEtt'tH'? Sﬂ" E@P?‘if
S m@ttrh-pathridsissesieedl. For edaepentie nhibye érymograghe Key usds doya
n tive services The secure
Inﬁg@ﬂ8¥%%e%ggrgﬁgggagﬂ%gl ed by the system 100
i nclude: TV-Paynent (debit, credit and stored val ue)
Tﬁamtihméydef@o&ni RIexded tohweithe sepagpmtmsthrangh ibambebad€hst
S e
tfr%s;tl;u ﬁue §6 tllirgl{l)ght ! anni)gacrzl I%g'rﬁg%grl systglrn fm‘otuRr o %&9{1&%
sé?PSttSnyeb@Q( uging ﬁewm@owm'cat'ﬁhgvﬁ%wv%tureWﬁ"@o?ﬁ%?'@éd or
TVrs{?b@re@ &h@thodEVnNMMhlaam\mbm agl Sthirld pdrtyl émaftor:ed niystain,
as se frsore!:]tthtfo]&k gxo BI | cations through a secure
'ORs G T T ast tre, connected to a paynment
prOV|der s return-path host server 70. 30 TV-Banking
-s@ﬁﬁ@hn&@ﬂ%%é&%ﬁéﬂerfacing with the set-top box 10
e access. to a nanci.al, i nstitutiaon and provide
CRBe e aE e oot P by B Hh B
i mf orvyBaynomt (debé, craditilaod Géred Valse)ablctarctmldpl@r$ ansert their
f . ngsagn@h SRRIRASO RS e sBGbHBIMD forttieb \cheWamt st&eb sges

ferent accounts, review of transactl on nabf,
for financial transactions. Payments through the set-top box 10 |nc ude bil

payments, TV-Commerce, TV-Pre-paid, TV-Mobile Downloads, and TV-

Government as secured set-top box applications through a secure
communications infrastructure, connected to a payment provider's return-path
host server 70.

e TV-Banking — Smart cards 20 interfacing with the set-top box 10 enable access
to a financial institution and provide the cardholder 5 with an array of financial
information. The cardholder 5 is able to perform financial transactions including
a review of balances in different accounts, review of transaction journals for
various accounts; funds transfer, mortgage account information, cheque book
request, and billfutility payment. All these transactions are made through a
secure communications infrastructure connected to a financial institution’s

return-path host server 70.
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various accounts; funds transfer, nortgage account

i nformati on, cheque book 35 request, and bill/utility
paynment. All these transactions are made through a
secure communi cations infrastructure connected to a
financial institution's ré urn-path host server 70.
11 TV-Commerce, TV-Shopping - Cardholders 5 insert
their paynment smart card 20 into the set-top box 10
t @ pay-Cobomegeotié-Shoppingr- GaetheidersS iosetetheid paysienigsrbdniecard
Set - 5O AR chQorf BO1AD tpr ﬁ)?ﬁwd@ AN@BNLUNI GRS using the

i nfrastructure, connec mer chants' return-path
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set -pd)srasex pativipgtion anpagdholderd “slickipesse tog %eéf@opox 10 and

TV- T@mmcegaﬁéﬂ&m ders 5 use their smart card 20 as
an off-line condui t t
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L5 DRt Ao B Qs e oet L op box
cendli-Coupons — Cardholders 5 download electronic promotional discount
vouchers onto their smart card 20 and enjoy the downloaded promotional
discounts when making payment for the goods/services purchased with the
same smart card 20 during the redemption process at the check-out counter of
the participating merchant. The set-top box 10 can perform either downloading
and redemption processes. When connected to a return-path host server 60,
complex and secure promotional discount vouchers are downloaded into the
smart card 20. Downloaded secure TV-Coupons are redeemable using the set-

top box 10.
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TV- Coupons - Cardhol ders 5 downl oad el ectronic
pronotional discount vouchers onto their smart card
20 and enjoy the downl oaded pronotional 30 discounts
when maki ng paynment for th 2goods/services pur chased
with the sanme smart card 20°during the redenption
process at the check-out counter of the participating
nmerchant. The set-top box 10 can perform either
dewnNg&di-Paid —dlakdhokidenfptsecthe getderebeet) toibienp dennestasd
Lo a iRl U kel adrb pRa Snarlaf€ho Hor exf PR | PlerBinfleMOGH 6r
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nmonetary val ue on their pre-pard smart card 20 (for
exanpy-dlobignBeyniaeds neGardnoldet oean realestontitmicespprdier wall-
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paynment usin he_ TV- Pa nt. services through a secure
CommbneEt vl o g Rl e BOWIER see gt
r et uinfragbrattive [xosbecteity e corBént proviversigil inepalbovest seas70.
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paper nobi I e downl oads through the set-t,og_box 1? and
mak e(likh¥alpgtnt Fammsalmilstions| Sieagate loppifisainpdsre (NRIC)
Ser vin#s cdrth 20 ugheda  \s&at, ecab anaikenorclint | ed@ries on government
infr r,.u , 1160 t 0 e hder.
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car dhdOrv-iayirent Blriasss thadugksay esdare Bémmauriatioranialrastructure,
Registratiqn_ldentification i rt card 20
car'| S Ha s e AP D et b M Saver 367 |
gevefvifedtManpgdneant d Card issuprimanukastusar ganiassist thg gardholder to
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commanmrocatdsomsardholdessst r uct ure, connected to a
government agency's return-path host server 70.

TV- Card Managenent - Card issuer/manufacturer C_ﬁn "
adelat ransenitied ALANQRYthe Bystegh FA%ERY e 1Be REASR R Sm2
S esindi 20e setlrhipethpast sérgss LBAN tird qiarty) Gogt Lgedratsed) and third party
aRpLi ek lhto their smart cards and smart card
actirvati o%q%”# newy issued ,Usnmart cards to

cardhol ders. Data is transmtted throughout the system
1@babedsvean trabdbbittaetont G hoadcadler t6 ey det-topatiod 120s via the
r 'F:O%(ritp _s{) ﬁh&‘s&.ﬂ&?ﬁe ﬁ rﬁgris %Qnsiutemdr@mgérihf)[asnﬁ)&ﬁre.sﬁmé?'il'ﬁs
70 an Ir part¥ o _

connectivity path, the set-top box 10 is the host system. This is typically a one-way
satellite broadcast to the set-top box 10. With return-path connectivity through a

secure communications infrastructure between the set-top box 10 and the return-
path host server 60, the entire communication loop is completed with the
broadcaster. Data transmitted from the set-top box 10 to the return-path host

server 60 includes response data for a secure interactive service.

Data transmitted between the set-top box 10 and smart card 20 is via the set-top
box's smart card reader 12. Under this connectivity path, the host system is either
the set-top box 10 or smart card 20, depending on the application and/or business
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smart card systenms. ?5 Broadcast data transmitted from
the broadcaster to the set-top box 10 is via the
broadcast infrastructure 50. This is considered renote
infrastructure. Under this_ _connectivity path, the
set-top box 10 is the host %ystem This is typically a
one-way satellite broadcast to the set-top box 10.
Wth return-path connectivity through a 30 secure
C dogirLi it adeot deprsdsi onf wizight systetruingiatee theeemntand ssistio thepsrivaik
1QaRD 16 P&ohiR tHeDsind R bibcBRAdgiser ver 60, the entire
comruni cation loop Is conpleted with the broadcaster.
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r%E&Ur%;E?%ethSt server 60. 10 Data transmtted

t-top box 10 and third party smart card
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brardiiored Bccess system 11, the cardholder 5 cannot perform any secure set-top
box transactions using the smart card 20 with the set-top box 10.

Security Layer 2

Restrictions are placed on the cardholder 5 to only permit access {o setected
secure inferactive services. This is considered the second security layer 201. For
example, restrictions are based on the subscription plan of the cardholder 5, the
location of the cardholder 5 or the age of the cardholder 5. The second security
layer 201 is enfarced by physical access rights used by the first security layer 200.

Security Layer 3
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transm ssion. This is considered the first security

| ayer 200. Interaction with the set- top box's

condi tional access system 11 increases security of the
secure set-top box transai ion. In one exanple, the
broadcaster uses the set-t % box's conditional access
system 11 to manage physical access to the set-top box
10 by the 25 cardhol der 5. Wthout physical access
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King the key known in advance to the particul a
r@or ke managemeXt the return-| path %ost server 60 is conneupted foa host sennce

of a trusted party 80 to manage/distribute the keys and/or certificates, either on an
on-line or off-line basis. Trusted parties 80 can use the set-top box 10 for managing
their key life cycle. Trusted parties 80 include a certification authority, loyalty
provider, banks, and trusted third parties, which provide a trusted service.

Storing multiple secure set-top box applications, information or data (or a message)
on a single smari card 20 introduces challenges concerning the authenticity,
integrity and security of the message exchanged with the smart card 20, set-top
box 10, and return-path host server 60, the broadcast infrastructure 50 and return-
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systens through the secure broadcast infrastructure
and/ or return-path connectivity through a secure
comuni cations infrastructure, working together or in
i solation of each other. Key managenent al so ensures
that the key is protected égainst di scl osure or
substitution using conbi nati ons of various

crypt ographi ¢ techni ques. 25 Key managenent met hods
vaety sanbsdtivityt ifalrleysage pegiutien cany rongheft the r follawings eppligation,
ASYIMBEdH & agyPt ographic system or a public key
crypt ographic system For key managenent, the
return-path host server 60 is connected to a host
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The life cycle of a key typically includes key establishment, key recovery, key
replacement/update, key revocation and key termination. The set-top box 10 is
enabled to provide key management functionality to the card issuer 85 and/or
application provider, through connectivity via the return-path host server 60. The
loading of keys or key components incorporates a validation mechanism such that
the authenticity of the keys is ensured and it is evident whether they have been
tampered with, substituted, or compromised. The key loading process does not

disclose any portion of a key component to an unauthorised individual.
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aut henti cated and encrypted/ decrypted. Encryption
techni ques are inplenented 20 for each data

transm ssion process to maintain confidentiality of
sensitive cardholder 5 information and nessages. This
ensures authenticity and |ﬁ€egrity of the systens and
host systenis data el enents and mnim se the risk and
i npact of exposing the key and the certificate.
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public keys of the trusted party 80. 15 The keys

whihe Bnesptedgirivate dewis embeddeddnte dheklerpadcast dnfigpleuchion's seeute

f Rby AbARY TRESBQRRERey module is further encrypted using the broadcaster’s
conditional access, providing another layer of security by further scrambling of the
private key string within the secure key module code. This ensures that the private

key is not presented in clear or plain text even within the secure key module code.

The smart card 20 contains either a combination of card domain and secure
domain; or a card domain. The card issuer/manufacturer 85 defines the card
domain, representing the interest of the card issuer/manufacturer 85. The card
domain includes an application protocol interface (API) interface and a command
interface, such as application protocol data unit (APDU) interface. The APDU

interface facilitates interfacing with the external environment. An application "load”
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For exanple, it is not possible to use the sane key
for data encryption and personal identification
nunber (PIN) encryption. Keys stored in host systens
are generated through a dlyer5|f|cation scheme and
are not be exposed in cleat’text. 20 The key pairs are
broadcast through the broadcast infrastructure 50 to
the set-top box 10 through the broadcast
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Multiple smart card applications are associated with the same secure domain. The
secure domain is created by the card issuer/manufacturer 85, or subsequently

added by the card issuer/manufacturer 85 or an application provider.
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a secure set-top box transaction. 15 If the smart card
has two or nore applications already | oaded onto the
smart card 20, then the subsequent application
interacts with the card donmin or any other existing
secure domain for post-lssdﬁnce or for a secure
set-top box transaction. Thus, installing a second
application onto the snart card 20 during the post 20
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to accept the loading of a specific application, information or data. The open
command provides the smart card 20 with the message’s permission data, the
message size, and instructs the smart card 20 to determine if the smart card 20
has been personalised; whether the message code and associated data will fit in
the existing memory space on the card. It also determines whether the
personalisation data assigned by the message to be loaded allows for the loading
of the message onto the particular smart card 20. The open command makes

additional checks reguired by the smart card system/card domain/secure domain.
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services of the smart card 20 which are downl oaded

t hrough the broadcast infrastructure 50 to the
set-top box 10; or transmitted fromthe return-path
host 15 server 60 or third party smart card system
If the signature associ at ed®with the message i s not
valid, then the application, information or data is
not |oaded onto the smart card t hrough the set-top box
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rastructure or 10 return-path host server 60
cé’ﬁ'ﬁ‘é‘&ﬁFVP\o?rap'EJ%?%cea secure communi cati ons
i nfrastructure.

Each domain has its own unique cryptographic service, complete with its own

private and/or secret key pair(s), are used for encryption, decrypting, and hashing.
Each domain contains its own unigque digital certificate(s), digitally signed by a

trusted party 80.

The system component transmitting the data to a host system can verify that the
trusted party 80 has approved the initiating system by using the host system’s
signed public key of the trusted party 80. If the verification is successful, the
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The create command for post-issuance checks if an
application load certificate is signed/encrypted by a
trusted party 80 and therefore authenticates the
application 15 as a proper _application for the smart
card and set-top box 10; aﬁ(g checks the smart card
personal i sation data stored in the smart card 20

agai nst the perm ssion profile for the application to
benitiatingl paitythas gerdibd fhgt thé Gusierbparty 8 ihds agprdved thedwel sygiem! f
NGRS fhe sEORCshsh@oh cobh&ites fail ure response is

di spl'ayed on the presentation device 30 and the
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eﬁ%%’["?’?ﬁﬁ” TH%E?’QHP'I"% defzymgs Ws%a%’lﬁaw" 'Eﬁw '8'2)%‘?5\’&3 with
Cc thel catdissuiet'sseomhkayni que digital certificate(s),
digitally signed by a trusted party 80. 35 The system
conmponent transmtting the data to a host system can
vape Feeufehdgmainassists iy é'tee%fcwarw %%F&é%?ﬁﬁr%@a Gppligation,
| Mfdrinationng Y5 brtenabymastand) 20.hie phooiges 8 ysetiearinechaiisgn et
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on IS 'success Initrating party
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the host system and the secure transaction
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P arfraudulently issued smart card 20 with the set-top box 10.

Once authentication is compieted, the set-top box 10 and the smart card 20 pass
transaction messages and commands between each other in an environment

secured by a cryptographic service.

Cryptogqraphic Services

There are two types of cryptographic service that are used for system components

to run the secure set-top box application and for data transmission between
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manual |y by the cardholder 5 or automatically
according to business logic or rules. Card domain
operates in conjunction with a secure donain. The
secure domain functions Ilte a logical construct to
provi de security-rel ated faAhctions to the card domain
and to applications, information or data (or nessage)
associated with the secure domain. The card domain
degstgme. Thedearea sphinetac (commohinfeieradttd e pivatedkey ar secteh keyl 5
t REGRY) And SSHRTetR (SRR éRYed tHRE pSfiE WEBnFAR IR Te).
aSSIStS I'n the secure post-issuance | oadi ng of an
application, information or data onto a snart card
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Tgﬁgggp@ﬁ&%@é— Shoppi ng. These protocols al so prevent
the use of a fraudulently issued smart card 20 with

the set-top box 10. 30 Once authentication is
c anpisgh@dtic tchyptogebhit aprvisexusd tvandifferam kegmiot ackey cbat Ofor

pgﬁtﬁentsﬁti@n SAGL EHeryEpnideyBting n#esgét{)gg&ﬂ%?rg &EYLSD 1Ry
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static symmetrical session keys for eac ‘transactson

A master/static key is a cryptographic key that exists in the system prior to, during
and after processing or transaction. The master key is typically embedded into the

system, for example in a secure module of a host system.

A session key is a cryptographic key that is specifically generated for a particutar
transaction/session and becomes obsolete once the original transaction has been
completed. The session key is transferred between system components to
authenticate the transactions and facilitate the encryption/decryption process.
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secret key is used for both encryption and decryption
(hence the technique is 10 ternmed symmetric). This is
secure since there is only one secret key involved

t hroughout the encryption %gd decryption process. But
this increases the risk if “that secret key is
conprom sed. If so, the entire encryption and
decryption systemnay also be conprom sed. 15 An
asSinraethei eeseipty deepge aysted cfos enlyi ore dreesactiano tek friotentaht for
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t vramar@tai 6@#!%6@9, s@r@nfoaﬂafhﬁ@ewﬁé@"%m Wihea 6?F¢'ée t"F?éaC“‘fe
O%brgib@ ahe t:é’raﬂbﬁﬁei demilshasn theamaaaanl 2t #d valibed $9sisét e
Q&;E@en syst em conponents to
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are stored either outside or
Example - TV-Banking

In one example, the set-top box 10 is able to function similar to an automated teller
machine (ATM). A cardholder 5 transacts with their financial institution to transfer

money and make account enquiries by using their smart card 20 issued by their

own issuing bank. in a typical ATM ftransaction, protection is provided to the
cardholder's 5 personal identification number (PIN), the cardholder's 5 primary

account number (PAN), the cash amount, the date and time of financial
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inside a secure nodule. If the keys are stored inside
the secure nodul e, the 10 symretric keys never | eaves
the secure nodul e. Cryptographic cal culations are
performed inside the secur g nodul e t hrough function
calls fromthe system The“ secure nodule resides in a
third party host server 70 or broadcaster's
return-path host server 60. is Security Layer 5
Ariahsretior], endeihe @i Modentifidatign m@aberr. Ihp trendadiead ifformagien ansira
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Similarly, the “payment’ command causes a payment transaction to be executed
and are applicable for a wide variety of payment instruments including credit, debit,
and stored value smart card based transactions. The payment amount and

currency are passed as parameters.

In another example, the transaction terminal is the set-top box 10. The first master
key is either resident in the set-top box 10 as contained in a secure module, or is
transmitted through the broadcast infrastructure, and working in conjunction with
the set-top box's conditional access system 11. The first master key is temporarily
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financial institution's host server 70. The set-top
box 10 is secured using various cryptographic systens
for transm ssion of the data el enents on the snmart
card 20 to the set-top box _10, the 10 return-path host
server 60 and the financia?institution' s host server
70. There are various cryptographic systens in

exi stence that provide the secure neans by which
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credit, debit, and stored value smart card based
transactions. The paynent anmount and currency are
p&sseath secyiatrameciians the set-ip bevdP a8% MMt eard Heauthenticate
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SebytRaddgx’ s conditional access system 11 al so
decrypts using the nmaster key for broadcast. 5 The
financial institution re-transmts the nessage to the
c ahallsoladecard 208 inborpdretes adigital encryption signatures and encryption

algorithms to enable the smart card 20 to be validated from a remote location
through either a local infrastructure or remote infrastructure. The local infrastructure
includes the connectivity between the broadcast system and set-top box 10,
through the broadcast infrastructure 50. In contrast, the remote infrastructure
includes the connectivity between the set-top box 10 and return-path host server
60, through a communications infrastructure that is typically secured using
accepted cryptographic systems.
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session key, but now encrypts it in a second naster
key. Wth this return nessage, a new, or

second/ subsequent session key, encrypted in the first
master key, is appended tg the return nessage. At the
conclusion of the first trdnsaction, the second
encrypted session key replaces the first session key
and is stored for the 10 next transaction. This
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i nfrastructure incl i conne

br oo ekerpuriony SAETERT s0ag BIRmTE t RY-S0ER THEaoh

br oachoras third pértmnarnmtdﬂyeteﬁmhd aploaticomstnd it hsedrte nplbad
i nf rtﬂéwf%ﬁmo éﬂﬁf‘tﬁirdipﬁﬁ &m &%‘E\%&H Yhdsy saeérw%anowe

set-top b urn- host server
t hr db@ﬁetéOPcQﬂHL?rﬁ"EéEPWBH@C?" F% %?%"H&ttﬂi?r &he ﬁ%PrUH §°mma"d
t ypiis asddyto s@&Crar &€l tagsipng moacteg ptegids oty e Ggaa phid0, which

syst; gg&(sngg@h@seq f&q;owag.hg% fig iR 'an singn Egesggegwsnd

nodu turn- rver
60/ b8 ° ttp@adbf&mnmd ipHSaSHOURIoag gy grediipfarmagion gyto the third

temﬁ@gmbfycamsystw] set- top box 10 (for those set-top
secure no Whi ch i

d eI Oéi'g 8%o%t%?CQg éﬂe c?u(g)o? hCé)er’n |s us)eg (t) dolvwload%e

t ur reehbcted fTvV-Coupons from the set-top box 10 onto the smart card 20. Whereas
the “redeem” command is used to redeem the downloaded secure TV-
Coupons to the set-top box 10.

» For TV-Pre-Paid transactions, the “top-up” command is used to pay for the top-
up of monetary credits onto the smart card 20 {for telecommunication and
utilities). This is integrated with the "payment’ command to pay for the

transaction, either through credit, debit or stored value payment systems.
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Each of the follow ng transactions are separated using
the sane or different smart card secure domain or the
card donmain's cryptographic system For

TV- Commer ce/ TV- Shoppi ng trﬁgsactlons a "paynent”
command is used to pay fof the sel ected

goods/ servi ces ordered using the set-top box 10,

either 10 through credit, debit or stored val ue

pay nemt T\&yshile nBownlaad dadsactions, theh@ndbiiee wawtdadt emmamand iis

I ni tpaked Addid Wﬂdé fém ¢ Ghhgbvidert ﬂést Q@r(ltfzrofo%tﬁ Ghe

the secure set- box transaction (p

TV- REoRIE @9,9“6/4@@%%65 Th® rwtggféf&? w&@than%ﬁvma'&tc Eﬂ‘i‘tﬂ’%idé?j P e
secupelne shiaemdneietHzerthrongh beds naabit arastore@ Ovatiie pdyntehe
retgg ath host server 60. 15 For TV—LoyaIty and

TV- REWArd secure set - top box transacti ons, "l oyal ty"
conmieand ViGovemimentathe toueo” pemmandrs oes fgﬂaﬁt gnformat'on from

|t r ant;ﬁté“‘gtob&ﬁ‘merﬁ\ ag@ht§sYhosf @@N&ndo IS prdmadsptaaﬂcr estdiRsader 5
oya

f t i.d host,
serVﬁ%*?dﬁ?&”wﬁ¥hoﬂﬂ%&%%gﬁFfF@s aF%%gﬁﬁP t%%{03§Y$§“
det addmsnant itkgay i tiet tsanbadtiam c#iher treclahstedibrebit oratered valee
SpeciAhefs{QEms foﬁﬁ@ Eé‘}ﬁ]le"ﬁ é&@rnﬁfentTé(/ JREMRE AndPRbdes, 1S

managéd usin reward" command. For TV-Tokens
t PanAdVi ! aﬂ?gémeﬂtoFbénWSéﬁﬁ‘fﬁaﬁEf“T“ﬁ'i‘q is yper toy pogt-issue a
t r anseaaipdeed apgileetiont itoethe covenl cadl' with osonBettivily Stoutbe tbatdo

donnl 8Nl TSGR AL on Troma third party

car ‘oad" command is used to
upl oz key heanalqérmrwmlmﬂﬂﬁ qombtrﬁﬁonﬁ hefr'@rgrar figpds #ad t'credte’d

syst &mnﬁanBQ §|te UBEd WehanbgdetiBioute ey be tr&@mdi't%rcbm( ank
tions infrastructure. The "top-up"

conﬁ?ﬁ@ sed to pay for the top-up of nonetary
credits onto the smart card 20, which is subsequently
Upfadsdaaiinteditgadi ng to the third party smart card

system 7 t he "upl oad" ed to uplgad.

© FRCEREnTS CE e o oG RANE ARG BOp e ORdgarty
calsd zsymoemnt, tBén BoryplograPbia pystemrianselc ol wakthe trirssage by
T\Pdégu gn |é SfurH:ﬁ&Fj dometiovn | Qe fahﬁashs%h&ﬂ‘(&ﬁﬁ or

romthe set- to box 10 onto the snmart ?
20'essRge Pléta%”f'ci'tl‘?[é coqedMAEHTNS SPRTEFAE uiDeDicalP SYSIP T RENTR'S
t e mhevsahe adeidsts elcuation, TWus Goegeony the triaes@etlntegxpy bthe

1gheck£ 3{ vaT\é |E I réj %tﬂ tﬁé ?1 ?%' I%@ﬁ tlmterﬂ% m&é%@ @ accessed

use @'ﬁ nonet %8%
c P’é Hiiqu ”l?nt?'lfc'feh'@ §nfﬁ?qm%eﬂd ifolpe (CPB’Put?@Pé M%F%%
afftched tHel divre® ).raiue'[' hi B Iiksly it aigyr meegavihbd nbthiseeh pvgmgedt "

c nd to r n 1 hr
R chBioBRnt Ahed@in &I AN AR GATme Sl Sl Al
tampenng and failures during message transmlssmn along W|th the broadcast and

communications infrastructure.

A public key and the cardholder's 5 identity are bound together in a certificate,
which is then digitally signed by a trusted party 80, certifying the
accuracy/authenticity of the binding. This digital signature is a protocol that
produces the same effect as a real signature. It is a mark that only the sender can

make, but other people can easily recognised as belonging to the sender.
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26 For TV-Mbil e Downl oad transactions, the "nobile
downl oad" command is wused for nobile downl oads from
the content provider's host server 70 into the nobile
phone/ device 20- This is integrated with the "paynent'
command to pay for the transaction, either through
credit, debit or stored value paynent systens. For
TV- Governnment, the "query" command is used to request

i nifrgatevaparigas 80rwonidet Yesogfosaspiyreernpageta ©f the Hesksysiser wad

7 Qb QptRr QNitshG sRREChhy & thRANQIRE pabic 48) Aid the bibke& coRy

driving licensé renewals, This is integrated wth the
" iS§RRRPred WIRTARR] SEYETASET of YO’ H9g %a'étai YGH, CoBY VY
t twag Ugrhaistiiteding certifiebies. Te sidner bab & abpyeof ittwpeoertiodte and
SYRLAILE o Bl dr By PANIER ko GOVRI ﬁgt%ﬂﬁgm,e%nea‘étemsfmr

|l i'censes, 'For Anagenment, post -1 ssue

c GRTYEGRPS] taatywigl begregdas injvaldatingtheln gy GpgHRaksy For example,
apphifiedsifennd sidrers etRipany sCisudd W hhotto froged partysg. t o
the card issuer/manufacturer's host servers 70. For
key managenent, simlar conbinations of "open", "l oad"
arfdch systent eomponent gwnhayedgorg tkan poe et ¢f certificates: A first set of

m&t@ﬁtﬁt‘%&ééiti)ssésfsiiégé{é&wﬁmﬁfirkﬁééfoﬁﬁﬁyazté?@eéméi pefir@ fitht 2@ LREWor
sel - 0X eSS e ln 1 nc | oN LS .
- SheruiRe 208 eieryaine ATl Aebont SR el Ecsls i agsocisted
nedts agecdnd tselgf iptivate/secesbkeyspairnihet arameed fethgigning and verifying
g g)glnéuoﬁg@agn%sf o%%’@?o‘?rﬂér tlﬁ_ﬁ bbf%@éh :bemé@@sygt@?_s.”?%aﬁllﬁmbgb’ of
Vi | C uncti on, . sonet | S Cca e a
ol BB Pors dapae ndhStRe T Vel JRaulsHY BsEaP RS
Thesureres spdex aartshetioniusiag thesmsyg serd@0.pr ot ect s  t he
nmessage agai nst alteration, thus preserving the

nmessage integrity. The checksumvalue is stored with
tﬁQE#§§§$§Q£ Each time the message is accessed 25 or
uSegy gritectioheisk Buptenhehtade avithrpalt erort Ichrdt (2@ having a  unique
(o} . ) . ;

;SRR SEOPPUSERL FRRGKRIh, MELGNES R R B e
clesigied!- Thishepebleg the sasthelieap it Be g1RBteR Sightsite regard movies,
}I’;ﬁ_&iﬁﬁér&rﬁm (FFRS Wiayragaes) S papssage (PTanpelramgesaitough a

ai lur rin g

Rl L BR800 501l e [y 6 o
pdpiileadréyomneemane dEPUINOR dERCUE ToMIBRICRlopS ainBasyyetHg

t earelied td the @oéHt toidvided Rturn-pih Bbst isSrvéhEortte@int gkt Host
SIS(‘&%'Ueerijt?ey acacestsrr%ﬁ{sergqlﬁrgratfxe grgd thg esrtnta#'tfcgrld% nteggs to be top-up

with some predefined monetary value.

For copy protection, the return-path server connects to a content provider's host
service to grant the cardholder 5 access rights to download a particular content.
The cardholder 5 is authenticated with the information contained in the content
provider's host server 70 in addition to data stored on the smart card 20.
Specifically, if there is a cardholder 5 pre-registration process where cardholder 5

details are stored in the content provider's host server 70.

For copy protection, the “approval” command is used to grant the cardholder §
access rights to download specific content. This is integrated with the “payment’
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accuracyl authenticity of the binding. This digital
signature is a protocol that produces the sane effect
as a real signature. It is a mark that only the sender
can nake, but other peopl§ can easily recogni sed as
bel onging to the sender bist ed parties 80 provide
various security conponents of the host system and
encrypt or digitally sign a copy of the host server's
pLdotn'rrtandk@yp‘cafnfdr thedragsagtiond edlupythrough ebdito deflitopretioret valke

hosimeREyRIsystem A digital signature is a very
convenient way for distributing certificates. The
signer has a copy of its own certificate and attaches
a Atamghalie sdeality cayetsi 200c a01e 202 200£2W, gD§ hhveshegn atearribed
Th

vﬁ 8%%{%%& t@*c&%%hl ngb%aﬂgr{s it %%n‘iri’s!z%eﬁ ab#a? %n;‘ Mbll"&l&h&f the

I'n val elr own ce I cat e.
e%ﬁ%'ﬂe‘ayer?c'é ppssblegHch dhat 8 sequrrsinteraghver segviqeriy g@é*&ﬁfbfarttl%‘/
8Qaldsait@d. by anot her trusted party 80. Each system
conmponent may have nore than one set of certificates:
A first set of 10 certificates is associated with a
f iltrwill be eppresfatest by rersons elgiestin fheyariphatnymereys vaialiongspg/or
f Qﬁod#fsabwf]bme mBek VIS WRintidtlad ShoRh Bthé Qpbbmfléemﬁé‘dimd'lts

of certi

[ seco
o I SERAIBOTL e stoe, &, S oh e el PER B,
arftie vigesehy iendpodichients t atk, dierpfere.ute de orensidéred nat ¢lo F\espec’fs
pagsSEdvOSIMeERssMREEeMs. The nunber of certificates
and/ or key pairs depends on the security |evel
required to conplete the [5 secure set-top box
transaction using the smart card 20. Copy Protection
Copy protection is inplemented with a smart card 20
havi ng a uni que cryptographic service that is
interfaced with the set-top box's conditional access
20 system 11. This enables the cardholder 5 to be
granted rights to record novies, pay-per-view (PPV)
programmes, or pay-to-tape (PTT) programmes through a
"copy-protected" set-top box 10. Access rights are
stored on the smart card 20 or downl oaded on denmand
t hrough a secure conmmuni cations infrastructure,
connected to the content provider's return-path host
server 70 or return-path host server. The access
rights require a fee and the smart card 20 needs to be
top-up wth sone predefined nonetary val ue. For copy
protection, the return-path server connects to a
content provider's host service to grant the
cardhol der 5 access rights to downl oad a particul ar
content. 30 The cardholder 5 is authenticated with the
i nformati on contained in the content provider's host
server 70 in addition to data stored on the smart card
20. Specifically, if there is a cardholder 5
pre-registration process where cardhol der 5
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details are stored in the content provider's host

server 70. For copy protection, the "approval" comand

is used to grant the cardholder 5 35 access rights to

downl oad specific content. This is integrated with the

"paynment"” 28 command to paﬁgfor the transaction,

either through credit, debit or stored value paynent

systens. Al though the security layers 200, 201, 202,

208E C2BWM: 205 have been described wth reference to

certain conbinations, it is envisaged that any

conbi nation of the security layers is possible such

t Hat a AdRIBPEIVE fRIQVSERSYIIEM é% PAVIEE9secust '8(?(3&3‘@ FYEHE

Cc abnBualettevia roadtastvirlfrhsthetuapppeettedabe d fyadeestspitie system

s%g&k d.in the art that numerous variations and/or 10
qiPiCat i ons may be made to the invention as shown in

the s p@cqlgliabreé@qu*%ﬁ tesregpiveh Bigedegelsiaia I glata slafinhie 2

S%@&ﬁe Qriteradlivé Isbrvra,é vtahmel Ikt OffradBudiUr@ ablé Wigiaisetdioed.

resent enb té are theregore to be

céjﬁg'gedrgf;eé‘a"q fhmgtf'lle d?‘gce PGS ati ve and not
restri etretvm: pazmostse@momrovﬁe rﬂhrnupﬁtheaoamﬂcwté frera thadigiabon

sygge@,mgfdg\qugwlb%a@gasﬁcure interactive services to
consuners via br? mfrastructure o era e e% g

br oadc #BEN NIy SUBrihe SeRBRPEFG: o
r ebexiking mghethen ihe @onsumeebm Mesibal Gacksade umtha damtdl rdastneng

%le\ﬂédg rwemﬁa”he%%c Lf}qeecéﬂ%r%&aﬁés' y@ens&%a: Bcdbsd 16 ige the
br oadcast frastruct ure, rece

dEGFHR 'nre&%v%eﬁ@ceaa%ﬁwth%’t%'os? H@ fS‘i“’"fFﬁzH‘ E‘théw%ra“d A

a dighélueceivipg dbvideost server to provide return path
connectivity fromthe digital 10 receiving device to
the broadcaster; wherein interaction with the secure
i Rt er adhe wsteBrasrdng 4o Slaimie VPBRPIN BleERCHOM Yithutas Resure

t lifer6as vamite Rafripn sedweal byacdrsieytmirsiasd biicatiogiptadcol
r %gtglunlt DLg%Xrlnﬁlgrédss ol? %%K‘Il'l(ﬂ)g? ﬁ@‘ﬁcgqg Eorﬁrhl% &Wl‘ﬁ%& on@§f

secure I nteractrve
séhevsre@ ccaﬁ@tlrwmfh@ﬁthr@aﬁaslﬁ ipfresteiciues; diendigitet FPopiyae device
S ahy @k raidl-phirdostkervei gi t al recei ving device. 20

3. The system according to claim 1, wherein interaction with the secure
interactive service is further secured by verifying the identity of the consumer or the
digital receiving device according to stored data on the mobile device, for
communication between the digital receiving device and the return-path host

server.

4, The system according to claim 1, wherein interaction with the secure
interactive service is further secured by verifying the identity of the consumer

before access to the secure interactive service is permitted.

5. The system according to ciaim 1, wherein the authentication is
decentralised and key pairs are transmitted from the return-path host server to the

digital receiving device, and the key pairs are processed by the set-top box.
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2. The system according to claim1l, wherein
interaction with the secure interactive service is
further secured by using key pairs and application
protocol data unit (APDU) _comrands of the nobile
device to communi cate with any one of the group
consisting of: the broadcast infrastructure, the
digital receiving device and the return-path host
sé ver .Thg sysTéme agopeiinarto gleioot, dihargintthe aythgntisation igrepialised
If %h? Lh%q(teﬁl Qaﬁrs\Mé thnE#ﬂ fed frérh! fHe dlg';té]tr&kﬁ'ﬁﬁb ¥ @cet8 EHé' rgtﬁran%th
urther secured

L BRRGRE™ 870 e ey TAIS £ RO BEAPY Fr i ia b Bod s i ng 1 o
stored data on the nobile device, for conmmunication
b%t Weeq'hg Qﬁstﬁﬁ g&(,to?cllneg tg%f‘akrr\(bn\gheﬁ N'th(é(?deeﬁﬂ otftﬂ?e consumer is
return- rv e systemaccording to
c Iverifigs! EQa'W@F@I“ﬁ' databaseacti on with the secure 30
interactive service is further secured by verifying

id f
LB2 ) ST Sl hecb oG BBHTE fwnc] AL SeARAR3% okt oy

e 7Ve Service i's
aculerinti , gersenat idgntification Whrebesi( H'NE@SW% é’ﬁ?lb&ﬁ‘lqﬂ@rﬁcﬁ% of
deeaRhédldrsed and key pairs are transmtted fromthe
return-path host server to the 35 digital receiving
device, and the key pairs are processed by the set-top
b&x. 30hé systéne asopsdiranoadiaioridiwhegreindhe Kigitehreceivinaedesice is
t D&ird4 b %thﬁ@&ﬂ.r@%oh&ti&ﬁﬂ&dc@é.s' iDeddificaABf of he i Radivisy
are transmtted fromthe digital receiving device to
t H8¥%%t urn-path host server, and the key pairs are
processed by the return-path host server. 7. The

SMét emrag ﬁgtghngcctoﬁln‘él R Waid WREIRIM & NBask dRR inteYache

t he consu verified against a central database.
8 appfigation {AHtipd atihe F@P\‘?gdee"se RIPGgEythe Gfa reliting fg e secure
V @itdrhdticasdrate and tpearisoit resgoizy daaitd e segrainfpecthersatvice.

identification nunber (PIN), password, or a bionetric
scan of 10 the consuner. 9. The system according to

cllai m The Srfsne peFordiNg tericEim A1 Whesdie Ff\?u $36rE dfEradtive services

Vv ard drdveidd by thaukdracdstes at thingpcmedi t i onal access
identification of the digital receiving device. 15
10. The systemaccording to claim1, wherein at |east
oft& i niTbe AeER caccargipy i te 2¥aimnT 1. svheredi dee H1dt prstiasoipeinde

d@neial ikt BbRC §&Bminteat slRhded, 6l mdrtigtst 0 the secure
interactive service and to transmt response data to

t he secure interactive service.
13. The system according to claim 1, wherein the return-path host server is in

communication with a third party host server.

14. The system according to claim 1, wherein the secure interactive service is
selected from the group consisting of: TV-Coupons, TV-Pre-Paid, TV-Mobile
Downloads, TV-Government, TV-Payment Transactions, TV-Banking, TV-
Commerce, TV-Shopping, TV-Card Management, and TV-Tokens.

15. The system according to claim 1, further comprising a key and certificate
management module and broadcast infrastructure’s secure key module to manage
and distribute keys or certificates used to encrypt/decrypt communication,

messages, application and data between the broadcast infrastructure and the

syst’em
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Z0 11. The system according to claim 1, wherein the
secure interactive services are provided by the
broadcaster or third parties. 12. The system accordi ng
to claim1l, wherein the third parties include
financial institutions, 3 rnment agencies, or
merchants. 25 13. The systen1according to claim1l,
wherein the return-path host server is in

c aiigitalreesivirigatevieg, tthe mobilei dedicpand igitad secelying eyice, the diige
SYSLRINg MG ' Be rQublAiMok: smrﬁdﬁhé ReurS-BStHHBst server

interactive service is 30 selected fromthe group
c GRY A $HTH REBOTOSt P Eoupons, TV- Pre-Paid, TV- Mbbil e
Downl oads, TV-Governnment, TV-Paynent Transactions,

T\46 Bamﬁ'l]'nggyste n%cc‘%@mg?iagm 1-5 W%F%R me%%/ |sTa¥ygﬁé ﬁin the group

Managenent, ens 15 em according to
clcansiating of @p tastvationh keys PTMRY éiew%eQOSéﬁaU%? #FY i i@asler key,
mMadtaganentveimatidnaed Ndstiep e Rgdityikaf.r ast ruct ure' s
secure key nodule to nanage and distribute keys or
certificates used to encrypt/decrypt communi cati on,
mdgsagdbe supiemiaceartion ta ANt At Birtheit UEWASIEhE PY ReRtectipn

' '?rﬁcfd@l%ttd ?“ﬁﬁt%@ccﬁl@ﬂn&h@ht@k @b tatert BRBHESNGa he brd2@east
tal receiving device, the

di 'Era?%d”rer%‘gzhpv‘??{'@?ﬁ‘é‘?}‘f @éegﬁ%{ the return-path host

server, and the return-path host server and a third
Pap! %h*’rﬂé*s ysk& \A@Jord.r;bﬁo cme1saﬁﬁﬁeerabaﬁmfgoh Sbuiitp d6hah 10

15, ereln IS any one In
c GREPISP Prigiays ? SRR SRS oL G MR R hetween the
p(im:ibﬂe desvica poe thie eligjtaltreaiving alevikes petweeretheidigithl rékaeyjng device
Vehi f'ét&ﬁ%étﬂ RodiQ¥rvel) 9% cf thK ‘?é’turnebgﬁil HoRYhleY acy third partyTiet
system according to claim1l, further conprising a copy
pE&Y¥etion 10 nodule to grant the consuner rights to
record content broadcast via the broadcast
| g asﬁ’{-:é'%#s‘t'c{n? fjdtrt 8 '15%11&&? BleVirfe SR o@%phnl:éﬁey
The sys acco toclaiml er conpri sing
S &ERFrANtyyA SNSHPekioN, %V@S‘meé@tca’ﬂpﬂ@ﬁh"&s‘%mi’%ue crypt ogr aphi ¢
key to ensure secure comuni cati on between the nobile
g' ce R0 Ide ag'cow A et 1 Wi %?vega% 054 BPRD kO
ital 't 8GOl devr ¢ retur ath erver,
am!er@cﬁlee rsevleﬁ r& ?ﬁ‘aﬁlh" h@s'ﬁ U§@’r V@CQ%CO&WWC@EP”MW%P"%@
S%Fdé&éast lrﬂrastFFJ&ﬁlreS Y54 e:r@ltar: EREiding Helide CInai bBtddbn Wl edigitan

he uni c k 2U uses only a single
kg?e”@9 % 'Hﬁﬁﬁ%ngerV|ce
21. The system according to claim 20, wherein the session key is first

transmitted by either the broadcast infrastructure to the digital receiving device,
mobile device to the digital receiving device, digital receiving device to the return-
path host server, return-path host server to the digital receiving device, or between
the return-path host server and a third party host server.

22. The system according to claim 1, wherein messages transmitted from the
digital receiving device to the return-path host server are digitally signed to ensure

message integrity.
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20. The system according to claim11, wherein for each
session of the secure interactive service, a session
key is used to encrypt comrunication between the
broadcast infrastructure agg di gital receiving device
and between the digital recei ving device and the
return-path host server. 21. The system according to
clai m 20, wherein the session key is first

t rRansniThe esysteyn elcednding tthecldimodd.c abereinnfligial t signatuise A
t heindhihded Witk 8 G&dted paydevice, nobile device to the
digital receiving device, digital receiving device to
the return 30 path host server, return-path host
seaver The syseendiagidréihg rtecelriv nlg \dimréinel;he omobilet viedse is

t EBrg{/sér% H@%ﬂu Fﬁ?ﬁfgrnﬁaﬂéﬁ re?a%ﬁé’ %rth@%s&nérhé S lafvg%d FH?%Ee by

q({Stemaccor ing to' claim1, wherein
mePsergessthatiugesi Aot ¥m t he  di gi t al rece|V|ng

device to the return-path host server are digitally
si,gned_t o _ensure m
2 lor aimhg Tt pheonfFa30 Bl bR, bagle et BB She
amehe;manc gerd dauthenticade tgaght @tderpamoydmgzz{c’ Ea’hf@utg%t agrped
AGEREHIcAEbN R cBiRé Molder WREREIP céi@uiiEdR With sdeVbieer. | S
personalized with information relating to the
consuner, and is activated for use by a process that
ugss afhectysteat aoordiogyto 28M 2Fheherpiot B o@neli #IYeTe @

ClngddBorks of\'\fslﬁéo%hﬁ.démcé%balnhﬁ\berr @ml 61 il QeSS thddecikdie
snart card authenticate e % & hl‘%gordlng to a
mitgragtive senyrey INfaalon HeRt PLUE MRS Rdure in order
to securely communicate with each other. 26. The

syste mTﬂg oldlel Q&oﬁﬁg% Ak 2D whidBR BlidhdthesysRRSY B?%Olded

enters passwor personal identification

R Rjoblecpcship dssacuiedhERENE SEToE 2N Rt ot Gh il o
aRbbildeaicauttthotonsimera dcaimet bemebbidhte iKeatchas, to Hieird@cord
Tg%e%yﬁsﬁﬁh@&£8£9%ﬂ8 to claim?25, wherein a bionetric
SysS {em s provi J to enabl e access to the secure
interact|ve service and i nfornmati on stored on the

mzbi | e Tele¢istén labcotdigy 1© s e whéreis e bredddabioinedstructurd a¢ a

?gﬁgggggﬁ%qg%pg%%réecord stored in a bionmetric

e 'system according to claiml,
mhereln the broadcast infrastructure is satellite

tebevi %@@yit% rzR8dr8ibg td!cRim 1, wherein the broadcast infrastructure
includes infrastructure capable of carrying digital or analogue signals via terrestrial

signals, cables, or wireless systems.

30. The system according to claim 1, wherein the broadcast data is a television
broadcast.
31. The system according to claim 1, wherein the digital receiving device is a

set-top box, personal video recorder (PVR), or personal digital assistant (PDA).

32. The system according to claim 1, wherein the mobile device of the

cohsumer is connectable to or is embedded into the digital receiving device.



10

15

20

29. The system according to claim1, wherein the
broadcast infrastructure 25 includes infrastructure
capabl e of carrying digital or anal ogue signals via
terrestrial signals, cables, or wireless systens. 30.
The system according to cl &l m 1, wherein the broadcast
data is a television broadcast. 30 31. The system
according to claim1, wherein the digital receiving
de8i ce Ths sgsters ecedrding Bosfaimperwenat thei tietle rdegios derelessly
(Pg%muﬂéatm&qm:%l@ QLdiflg SR stant (PDA). 32. The
system according to claim1l, wherein the nobile device
of the 35 consuner is connectable to or is enbedded
i 380 t ITRe diygérh akcor@tetovelaign tlemicedn thd3mobllb elegiyes tseanchip-
a%g rd% H%ughoascg alm dq Wherein the nobile device

e comruni ca({es with the digital receiving
deV| ce. 34 The system according to claim1l, wherein

t ke nohhd eyiaY beRrdiy B Bith B; wh@siadhs mbblieSdé0ibe &Sa Bhobile
acc rd|n

smart card. 35. The _syst cl ai ,
WARPRYTRS PRice R Pod FEPUL e Res I TR BT g o
devteb®k saiemowablechaRbdigo a Hlumbealive er Agebiletehpne. (PDA), a
pal m machi ne. a notebook a renovabl e hard disk, a
thunmb drive

tor o T SRIETEIEPAN Yo PRTFB SR ERER Teaton et
| 1nf the oartsuimer is efoeedionghe nobileevicoasilisesad ibg thet digitedreenivinghe
mkjidee device and is read by the digital receiving
device. 15 37. The system according to claim 36,
wherein at least the identification information is
entr ypiree spsie tacamsing ttd ethirh radmwhbeindalglebst| the edeatificatig
dﬁlel’l%SﬁO‘i‘lQS teng}lptéoegrw {Fargﬁ’ﬁtgd hl%ﬂ }I{é %‘rg‘{’[glrreééi\ilr?gn@&‘c@ t$ @ne
t he consumner t

O I nteract e secure I'nteractive
s&tyn-path hosh seney Jorpnakleip d'i‘ﬁ £onsunercgr iBteragt w g seoure
Sﬁitér‘édﬁ@a bérsies] 2m0 redpphREsdEin e seturd irtdractioo BeVIDR basdeon

tr??e dgcrtq)é &%dthg S}.SLJHSr epé 95}%91%{1 vfaritfler t?réétfcgﬁ rHr%&rutceret tg %he

rece
digital recelvmg dewce



