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AND METHOD FOR | SSU NG THE SAME CROSS REFERENCE TO RELATED APPLI CATI

[01] This Application clainms priority to Provisional Application nunbe@

60/ 300,632 _filed on June 25, 2001, the entirety of which is |ncorporated by
reference. 9 #8132 THE | NVENTI ON [02] This i nvention rel BESISGENEal 1y to

el ectroni c vouchers, and nore specifically to electronic voucher inages

cont ai, ni ngg lre met hod
for issui ngﬂwg (?Rtltronl Y CWEI@%Q%@MM%@WOB]
Vouchers, such as a di scount ﬁgmmoﬂmgmtlflcat es, are negotiable
certificat es, issued by a nerchant, that represent credit against future
purchases of the issuing merchant's goods or services. Paper-form and
debit card vouchers have been well-known in the art for sone time, and are
commonly used fornms of paynent in face-to-face retail transactions.

However , e | ' Lty of purchasi ng goods and
services a@bgﬁﬁiwgﬁfhﬁiﬁmf@%& ed a need in the art
for electronic vouchers that may be used in e- commerce transactions.

u~ru~~u~rg14o " 16§46 prllidatiei lc“lﬁﬂﬁ‘é PRoRE/ €9 16visionil Wpflicatidd imber
60/300,632 filed on June 25, 2001, the entirety of which is incorporated by

reference.

FIELD OF THE INVENTION

[02] This invention relates generally to electronic vouchers, and more
specifically to electronic voucher images containing hidden data embedded in an

image file, and a system and method for issuing such electronic vouchers.

BACKGROUND OF THE INVENTION

[03] Vouchers, such as a discount coupons or gift certificates, are neéotiable
certificates, issued by a merchant, that represent credit against future purchases of
the issuing merchant’s goods or services. Paper-form and debit card vouchers
have been well-known in the art for some time, and are commonly used forms of
payment in face-to-face retail transactions. Howevelf,_ the increasing popularity
among consumers of purchasing goods and services electronically over the
Internet has created a need in the art for electronic vouchers that may be used in e-

commerce transactions,
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- [04] Al though proprietary electronic voucher systens currently exist, such
systens are very expensive to devel op and maintain, and place the issuance
of electronic vouchers beyond the reach of nost small businesses.

Moreover, existing electronic vouchers consist of nothing nore than a

si npl e nun{yé?"’ﬂ’r“l“geyv\ord that a consumer is pronpted to gﬁ?’@?”@ﬂpﬁng an
e-commerce transaction. A nunber or keyword cannot match the marketing and

adverti si power , of er, vougch r | fd . | &h [ |y

i spl ays. 10807 porafhokh BRBReH? 4fedBpnEliihi WG cuithdy okkf'figh ¥

mer chant . s{ioaklare @@Te:éﬂmwa 16086RRIp arsd Bristtaint @ndepleenthenissisance dofnst al |
proprietary software ‘nodul es on theif conputers _in order to operate, which

may di ssuateetronite vouchessrdeyond dhe ueach of ngost; pmall| businessese MQEIo¥es. [ 05]
Thus, there, exi seés a need i,n the artt%]{ or.an el ectt[_loni C .v%icher bs¥stemthat _
may be i nEKISHBEAEFIANS, youchers,spusist,of npthing Moty than a simpleg numbst 91
consuner, | I | ' tan§ dbotanichée ¢ |

mer chant , kgg‘ga{-%g@%rrgyﬂ%asi ); Eeﬁtlegprf?%ﬁlg&ntdg R 'dtnhéést | ncur‘rr?%gbm expense
of propri & aunbepde kegeoed epnmottmatoh theimdrketing end advédtiBingFoweitof AVENTI ON
[06] In accordance with an exenmpl.ary e_nbfdi rrert of the prﬁsent I nventi on,

a syst em RAPETEOUFHAr OF certificatre Vhich tyrically, displaye 4 senperaje Jesr pg other

representi va o 4 SSKIN ver r s n
Feei pi ont MdEerSo A JaCRfa el RaBe HlerRHE MiBHIFDoGC Joldin, WaBkndd
e- CONMEr CgydéiisSkdree  ddtRum@MOo U6 hirstalnPropiéetamn softhaee mbdwles Ny fheira
corporate Yogo, or any nmenorable  image, that identifies the issuing

mer chant . chmputeagin ordenta epesatbewhish may dissade yomesonsumergdramytilizingsed t o
track the recipient's use of the eVoucher, and, to verify its

aut hent i cithgele ‘ﬁorﬁﬁé’BPé'éFﬁ%e with an exenpl ary embodi ment of the present

I nvention, the enbedded noni mage data may i nclude a serial nunber that

[05] Thus, there exists a need in the art for an electronic voucher system that

may be implemented using software that is currently available to the consumer,
that contains memorable imagery identifying the issuing merchant, and that may
easily be implemented without incurring the expense of proprietary code

development and maintenance.

SUMMARY OF THE INVENTION

[06]1' In accord_ancie with an exemplary embodiment of the present irﬁvention,
a system and method is provided for issuing electronic vouchers rcpfesenting
value. An issuing server generates an eVoucher that a recipient may use to
purchase goods and services from a merchant’s e-commerce Web site. The
eVoucher includes an image, which may be a corporate logo, or any memorable
image, that identifies the issuing merchant. Nonimage data is embedded in the
eVoucher image and is used to track the recipient’s use of the' eVoucher, and to
verify its authenticity. In aécordance with an exemplary embodiment of the
present invention, the embedded nonimage data may include a serial number that

uniquely identifies the eVoucher. The issuing server uses the serial number to



~uni quely identifies the eVoucher. The issuing server uses the serial nunber
to 2 WD 03/001363 PCT/ US02/ 20176 track the value remaining in the eVoucher
after each use, and to ensure that the eVoucher is not reused once its

val ue i s exhausted. The enbedded noni mage data may also include arbitrary

text known WRAPYOK3t he user. Using public key encryptionPCAESAMIBH, the
arbitrary text is encrypted using the issuing server's public key and

enbedded in i.mage.. The | SSul r S rypt ed
b rary ek dhe yiRe Fomelifos 3§ MOPYPGENEFanst PAARE, SRRMo FosirB b Y1 ©
voucher i ERGRKHESE nbb feus&T bideSits vAUD IS dxhatidted. e Yheehbedded henimagedarad by the
mer chant. BRI EF DESCRI PTI ON OF THE DRAW NGS {07 For the purposes of

i |1 ustrat inmay talse pmelgdmtarbitrasnttextn knownr enlystos st Using arblig key a form
which is presently greferr I,t. bei ng, under st oed howaver. . {hat e

i nventi on epgryﬁgpnﬁFﬁiF{O ; gﬁjé H@‘B?@c‘ﬂg& 15 g&ﬁﬁgtﬁgml%mﬁ}%gswpgvﬁ%ﬁvgé{;n

which: [0 ' | ag | Clrhé GssBiny SereeP dtSfes iaSEsHVSf fle€Ct I ONi C
vouchers ﬂuﬁﬁggégg?aggnéggbﬁd?ﬂqgrﬁﬁg}gg% ary er?bg%?/nent of etshe&gjr}/gsente

i nvent i onentB8Pled-anbitrary2tekss anddusesritito cverifyc thengutheiticitynof fthe electrenisucher

I mage in accordance wth _an exenpl a{)y,ez‘god' %Q]'Of t he pres r];ty l.nvention;
[10] Fi guveushersimagg; whgmthedesipaent fybmits he eV oy be f @eﬁi ethej n
accordance V\r/iﬂhtan exenpl ary enbodi nent of the present invention; [11]
Figure 4 RO agram depi cting an eVoucher inmage pixel with enbedded

noni mage data in accordance with an exenpl ary enbodi nent of the present

i nventiofi; and [12] Figure 5is a flowhart depicting a nethod for issuing

Vouch '
SYRHEnErs BIRnIEF DESCRIPTION OF THE DRAWINGS

[07] For the purposes of illustrating the present invention, there is shown in
the drawings a form which is presently preferred, it being understood however,
that the invention is not limited to the precise form shown by the drawing in
which:

[08] Figure 1 is a diagram depicting a system for iSsuing electronic vouchers

in accordance with an exemplary embodiment of the present invention;

[09]  :Figure 2-is a diagram depicting a format for an eVoucher image in

accordance with an exemplary embodiment of the present invention;

[10] Figure 3 is a diagram depicting a 24-bit eVoucher image pixel in

accordance with an exemplary embodiment of the present invention;

[11] Figure 4 is a diagram depicting an eVoucher image pixel with
embedded nonimage data in accordance with an exemplary embodiment of the

present invention; and

[12] Figure 5 is a flowchart depicting a method for issuing eVouchers in

accordance with an exemplary embodiment of the present invention.



. accordance with an exenplary enbodi nrent of the present invention. 3 WO
03/001363 PCTI US02/ 20176 a woe rav - - 1 - - DETAI LED DESCRI PTI ON OF THE
| NVENTION [13] Figure 1 is a diagramdepicting a system for issuing
eVouchers in accordance with an exenplary enbodi nent of the present

i nventi on. WOMPBOIRES access the eVoucher system J_OQby_wﬁ'EEB.S"éP?.’éﬁt.__
conputers 11 GCa-d, each of which is preferably |oaded"with a conventi onal
Wb browser such as Mcrosoft Internet Explorer TM Each of the client
conputers 110a-d is connected to an issuing server 130, which is '
programmed to i ssue eVouchers as described in greater detail below, and a

Web ser ver DISPAPLEDEDESCRIPEION OF THE INVENTEONor k 120 such as the
Internet. Although in this exenplary enbodi ment the client conputers 1

| Ga-d are [8]ef er digurepEris an diageanpdepicting’ ursyistegn \foD issuings eWeuchers in
alternative enbodinents a client conputer 11 Ca-d may be any_device that
can be conaeeardanceovith en exempiasy embodimenti ofthparessabinvention.aUspessmay ant s

PDAs) , | 1 ul t ' ti . i Si h il
Commun; cat At SLSRhES e IDGRE ey G bR BRUPRIARY e ER o
from whi chj rrgﬂ%ferﬁﬁl&qbwgdbg_ with MOLHnVeA GOl WEIS bRRFseE Shoh a$ MiBfdsoft Mnffedr dance
wth an exe ary “enpodi nent of the present invention. Wb server 160 al so

pr ef er abl y Explwed@™weBachsifithe Elienthcomputers ht0ad isc¢romected o onl issuimgrsegvene
securely purchased, such as an e- ¢ rrce or,Business to nsuper (B2C
web it . " TRE WaishiinBrogBgwed 1 BevE SV pRer AR AR Do LSS BERYS ot o
pages to thgy We%egc\‘\ﬁ'ol;@gby% ¥EQ convertfdnal Ata h tl?OtsJﬁ@ﬁglspcﬁges to

the client conputers pages are preferably tformatted uslng
Hypertext Kuekiep Adthouwgloin thislédemplivytemtsodiiment theckiont dowysutergd 10addlgre or  any
ot her variant capable of being displayed hy a . . .

preferably personal computers running Web browsers, in alternative embodiments

a client computer 110a-d may be any device that can be connected to the Internet,

including Personal Digital Assistants (PDAs), cellular telephones, interactive

televisions, and other mobile communication devices.

[14] The Web server 160 preferably runs a web site from which the
merchant’s eVouchers may be securely issued, in accordance with an exemplary
embodiment of the present invention. Web server 160 also preferably runs a web
site from which the merchant’s products may be securely purchased, such as an e-
commerce or Business to Consumer (B2C) web site. The issuing server 130 is
programmed to dynamically generate pages to the Web server 160. The Web
server 160 transmits these pages to the client computers 110a-d. The pages are
preferably formatted using Hypertext Markup Language (HTML), Extensible
Markup Language (XML), or any other variant capable of being displayed by a

conventional Web browser running on the client computers 110a-d.

[15] The issuing server 130 and the Web server 160 may reside on separate
computers, as depicted in Figure 1, or may altematively exist as separate processes

running on the same host computer. Although described in terms of an Internet
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. conventional Web browser running on the client conmputers 110a-d. [15] The
I ssuing server 130 and the Wb server 160 nay reside on separate
conputers, as depicted in Figure 1, or may alternatively exist as separate
processes running on the sanme host conputer. Although described in terns
of an I nt erWOUMONE 03/ 001363 PCT/ USO2 20176 based conf i RETAHSOYRITG ¢ v | |
be appreciated by those skilled in the art that the system 100 of the

present i [ ‘ 0ne t I . , a
D o Ar cn DT, SPRARERARPR SO B! aibptalPl By RSB sl e Bl thal W) . B
conmput er s shfin100 bPthelpREseRk MvBhtton g dpsfaté BXRtireRr ottd Loed) Ared Sletwork i ssui ng
server 130 is preferably connected to a database 140. Database 140 is

pr ef er abl LAN)|aaWide Area Nefwate (WAN) aighraughadialap soanestionsefrom the The
| Ssui ng ser]ve{ 130 i s prog {amged to EEUE@/ dat abase il;_foo and to retrieve
data frorfiept GUNRYEEs ar@ O S PBRE T BHINE 3V BEOr e descri bing the
operation of eVoucher system 100, the process by which information may be

hi dden i n [aB] eVoUThE isduim Sefviet €1301 i phefebB} @bhmsbted BReh daMbaeed0i s an
i mage file 200, the format of which is depicted in Figure in accordance

2
with an exdatpbaseyl46nis pacforably arelational database, sucheas Mierosafh 8QLeServer®r i mage
file 200 t ai i ta_ that defi ' h : | e,
cor por at TS BRE S hapes PRETIBhEY ARed ARbe Mo astitg T
eVoucher. ghe i?é@MBF@full?r&Q&i ddltRlW0 al so preferably includes inage data

that defines an | nmage that depicts the value represented by the eVoucher.
Image file 200 is preferably formatted using any standard image file
format thdil7knpl oBeforé describing the wpexration off ¢Vouchdr systemf K0, theaprotess byhe

M ft . ™ .bit f t. ( BMP, the G hi | nt h
For mat (G WHiGh TR rmatnR ey be HHensia th PV pachen mage 06 M PRRlEReRach

pi xel  al ongyhN&/oucher is an image file 200, the format of which is depicted in Figure 2 in

accordance with an exemplary embodiment of the present invention. The

eVoucher image file 200 contains image data that defines an image such as, for
example, a corporate logo or any image that identifies the merchant issuing the
eVoucher. The eVoucher image file 200 also preferably includes image data that
defines an image that depicts the value represented by the eVoucher. Image file
200 is preferably formatted using any standard image file format that employs
lossless compression, such as, for example, the Microsoft Windows™ bitmap
format (BMP) or the Graphics Interchange Format (GIF).

[18] Generally, an image file indicates a color for each pixel along the
horizontal axis or row, and a color for each pixel along the vertical axis or column
of a computer graphics display. The eVoucher image file 200 preferably includes
three parts: a header 210; a palette 220; and an array of image data 230.

' [19] The eVoucher image header 210 contains information describing the
size of the eVoucher image, such as, for example, the number of bits allocated per
pixel and the bit count. The eVoucher image data 230 is preferably greater than 8
bits per pixel (bpp), and includes data that defines the actual eVoucher image as

S



- horizontal axis or row, and a color for each pixel along the vertical axis
or columm of a conputer graphics display. The eVoucher inmage file 200
preferably includes three parts: a header 210; a palette 220; and an array
of image data 230. [19] The eVoucher inage header 210 contains infornation

descri bi ngMABE63e of the eVoucher immge, such as, for RGHHIPR17E he
nunber of bits allocated per pixel and the bit count. The eVoucher i nage

data 230 i A f e t : Q| d cl udes
data t hat e‘i‘ol %eﬁm &Eée){%dcb?ug e OJL%C etrg génﬁa%ezegtg{ gﬁd\%‘)@occ;lglg%%tgﬁf‘ 18

PClT / US02/ Aeterfinecthe z&lmpaf at pme]l rthie xmagd dfem arglezh lhtdede!htmdxeea\ibucphexel ]
T
| ndex Zﬁ?&ﬁﬁé@p@%ga@% PifsepE e ¥ Puclieramase Aala o, %@%ﬁeigucﬁ&
8 .
pp. 1 ¢ - viPREe g 230K Pl bERAE (6 Sogrds ki 86 Spbieplited B BRE O, 17

i mage dat 6rdif1aﬂy€!ﬁ(ﬂl i'¢he alt th@tpmim dataSst 186 tRaTDS Bjﬁ%ﬁhay[am:] beléifiplogedr of each

pi xel in an eVoucher inage file |s preferably | end of three col or
conponents red, green and bl ue. to_three bytes (one hyte per col or
conponent J2@ datEhenggjonef %chdliéﬁléa anrﬁvaqvchwg@gml@l&breg«mblm lgndi xel

makes fuPt ek cBRororeRbEE 15} 2RO shd WBED LR cnege ek ol g Lyp%*??
16, 777, 2180k cofrfponefiy W\t m"5981§e ﬁ%d&tecﬂfnaﬁhirﬁ?djﬁmwe‘é iytepixepse 8- bit
col or systems and di Spl ay to 256 colors Redu0| ng t he nunber of

bits per poboel Aoﬂ41hmgﬂonmsesm3@meulytblm asme“trmcel Usyséam), ma;rss 200
results i r,n er of c l.ors for use | ring the

| mage. ﬁﬂiaeﬁwi iR DS e i apahlE ot Aplaying PE&P W T IREIR ' of ¢ he
I mage. t i xel

l)f gl mage at a §égosgggyr%rﬁgﬁ§§e@0@gg9¥§tl mage 82%‘3 cvm th g&?ﬂgoﬁn%ircgfglgf ngl ;(he
qual ity upto 256 colors.

[21] Reducing the number of bits per pixel of image data 230 used to define
an eVoucher image 200 results in a fewer number of colors available for use in
rendering the image. But such a reduction will not otherwise affect the rendering
of the image. As a result, it is possible to reduce the number of bits per pixel of
image data 230 used in an eVoucher image 200 without compromising the quality
of the image, and to use the unused to store nonimage data within the image file.
As an example, consider the 24-bit eVoucher image pixel depicted in Figure 3, in
accordance with an exemplary embodiment of the present invention. Since each
of the pixel’s three bytes are being fully utilized to represent red, green and blue
respectively, the eVoucher image 300 is capable of displaying up to 16,777,216

colors.

[22] As depicted in Figure 4, however, by emptying the two least significant
bits in each byte of the 24 bpp image data 300, up to 6 bits olf nonirflage data may'
be stored, per pixel. Although the eVoucher image color resolution is reduced
from 24 bpp to 18 bpp (i.e., from 16,777,216 colors to approximately 65,536



. of the image, and to use the unused to store noninage data within the inmage
file. As an exanple, consider the 24-bit eVoucher inmage pixel depicted in
Figure 3, in accordance with an exenplary enbodi nent of the present

i nvention. Since each of the pixel's three bytes are being fully utilized
to represenVO%3013¢% cen and blue respectively, the eVouc 'D@§%¥§E7§OO i s
capabl e of displaying up to 16,777,216 <colors. [221 As depicted in Figure

4, however, ;b | e : Lgai i | | of the
24 bpp. 1 ms9AoHE PP il oy W nd RO Fec 1P by, G Rle gy oTERYBLBKEE D

pi xel . Al tikpgghMdése gﬁh‘ﬂh&&h?ﬁteinﬁ&gﬁmﬂplcapabiesﬂﬂiupliamgiE&@dmed from 24 bpp
to 18 bpp (i.e., from16,7/7,216 colors to approximately 65,536 6 WD

03/ 001363 PCT/ US02/ 20176 colors) this wll have ,a pegljgible eff , i f

any, on. tlR3] qual Nepimagerdata WM@&H@““V%&&“W@% tﬁ? EYRHE@@S}@BE%&M e only.
capabl e of, di spl ayi ng 256 .cql : | ' t n‘i\%i ly be
stored in l{yhgx&??é&gt? (?rﬁ%gé @%‘f‘%ﬂl égbg%?gg ﬂf‘tsaﬂodrl;lﬁgfaﬁgltﬁ{]u eer’lieof bits
per pixel JdQitishabblts peRpikeNUSINRE thé addeddbits aedtrelevant inedetermiaing fixeke the
added bits are irrelevant in determ ning pixel cglor, nonimage data hidden
in those Hioler, nohimagsdatakiddery mdhomblﬁdwl{)wemf&cépn honvathe aVouchetier ed

and di spl ayed. .[ 24], The ratiqn of the eVoucher systemin accordance wth
an exenpl & seé%{?ahmaﬁf‘ggfs ‘W&gpresent i nvention will now be descri bed

with reference to Figures 1 and 5. The process begins at step 510, when a

purchaser,ragyich aghaBperafiéh ¥f thealVduehéeosysein i sccoRdinye withnipexanplary ssuer
to order an eVoucher. The issuer may be the nerchant who wi |l be honoring

t he eVouchembadiment o thapresenty inventign tvaillanow ke desaribed awith rreferenss: tq s

contracte itggre and %e ’Pﬂg p}o%g%ebeeg\l/r?suacth&gps 5%', whel f;urgﬁastexh,esuc ANt -
individual person or a company, contacts an issuer to order an eVoucher. The
issuer may be the merchant who will be honoring the eVoucher or, alternatively,
may be a trusted third-party that is contracted to generate and issue eVouchers on

behalf of the merchant.

[25] The issuer preferably has the issuing server 130, as illustrated in Figure
1. The issuing server 130 is connected to a Web server 160 that runs an eVoucher
issuing Web site. The purchaser may thus, via the Web server 160, order an
eVoucher over a secure Internet connection between the issuing server 130 and a
Web browser running on the purchaser’s client computer 110a-d. When ordering
the eVoucher, the purchaser is preferably prompted to enter: an e-mail address for
the ultimate recipient of the voucher; a message to the recipient; and the desired
value of the eVoucher. To purchase the eVoucher, the purchaser may enter, for
example, credit card information, although any conventional form of payment may
be used. The issuing server may Fhen store the order ?nformation entered by the

purchaser in database 140.

[26] At step 520, the issuing server 130 generates an eVoucher that includes
an eVoucher image file 200. As was stated previously, the eVoucher image file

7



- [25] The issuer preferably has the issuing server 130, as illustrated in
Figure 1. The issuing server 130 is connected to a Wb server 160 that
runs an eVoucher issuing Wb site. The purchaser may thus, via the Wb
server 160, order an eVoucher over a secure Internet connection between
the i ssui ngVO&¥P83130 and a Web browser running on the pRETHIREPITE | ent
conputer 110a-d. \Wen ordering the eVoucher, the purchaser is preferably

pronpted t- . ce- ik t ' 1: i : t he
Voucher: oCReShe &) ifafe oL o URAGAR Iodh on 0 Mkt e AT (B Resahe
eVoucher . HehoringChashantheT6 ¥atirbahat éach issued Rd&acherls anly ased fonte, theanpl e,
credit card information, although any conventional form of paynent may be

used. The issuing sgrveed3Qmssigys & naiqustssriel number tocpachrg\Vopusker dngansratesed by

t he urc er 1n database 140. [2 AL . st 52 the issyin er 130
gener gt es h‘gﬁe éVEfﬁ Jpnber gy isﬁ cclnﬁ{?@@d’ ﬁ?n&gﬁyﬁgﬁm%@grxgﬁf@ %@E‘?lq g was
stated preyiPpnbyddddh MYMHRAg: BGCHEI bE the YPoRHRAARGS METER2h80176
200 may be an 1mage -of a corporate |ogo or any other inmage that "i dentifies

t he honorpmogessigpreviaudly described im conrestion adth Figurec2itheauglcher is only used
once, the issuing server 130 assigns a unique serial nunber to each

V h i . «.Ih i al , i
Cavenct on2m encr The Neriel BimRet, iy 6 TRE TR ekt 40P aG8 o RUBEeer o 1 ¢
of the eVoyohe tﬁegg% efs{a'bﬁshé@fd?qgé Pé[?:%%i]%t?r‘ﬁ@iﬁg tRE S¥islURInbEtaRcd ifigdei N

connection wt Igure 2 through he seri.al nunber may be stored in
dat abase l#entifierdfoarthe \docmivgr Tl dhereVionghdresysterm off ithé aesent inveation

PO e oed o Ty a0 b bbb o ount
OTLY ot oo B 5N he DO IR bl il bt ol or

t he eVouch iI'S use e rec

[28] Preferably, once the eVoucher has been used, the serial number
assigned to that eVoucher is never be used again. The process for assigning these
unique serial numbers may be carried out by using a conventional Globally
Unique Identifiers (GUIDS) algorithm, as those of ordinary skill in the art will
readily appreciate. Alternatively, the serial number generation scheme may be
accomplished using a simple linear count, in which each eVoucher’s serial number

is one increment higher than the serial number of the last issued eVoucher.

[29] Since more than one person may have access to the recipient’s email
address, the eVoucher system of the present invention includes a security
mechanism to ensure that only the recipient, and no other entity, is able to redeem
the eVoucher. This security mechanism is based on conventional public key
encryption, which is fully described in U.S. Patent No. 4,405,829, and is well-
known to those of ordinary skill in‘ the art. Although the security mechanism is
described in terms of the recipient being someone other than the purchaser of the
eVoucher, in alternative embodiments the purchaser and the recipient may be the

same. In this embodiment, the recipient’s identity need not be included in the



[ 28] Preferably, once the eVoucher has been used, the serial nunber
assigned to that eVoucher is never be used again. The process for assigning
these wunique serial nunbers may be carried out by using a conventional

G obally Uni %ue Identifiers (GQUIDS) algorithm as those of ordinary skill
in the art WP di |y appreciate. Alternatively, the se??ypsﬁeﬂﬂér
generation schene may be acconplished using a sinple linear count, in

whi ch each eSS L) | Y ' e

seri al nun%gé/‘%g}%pt t;re}ﬁllshgélj ?’lsaanupeiégfbgbgﬁdclﬁgr. |§gf6 @i nctgvr%grgfe?&{%&éﬁnﬁ%r?tenper son
may have adélpesed © hitelfegithé fstipienteiEhid purehaiee swould thendéofted ity redganem of
t he present invention ingcludes a security nechanjsmto ensure that only
the reci pi theeVaherymselfcor sendithe eVpucheste yebanatheranersony éorexamphe@s Thi s
security mac}@fni smis based on conventional public key encryption, which
is fully 288t bed in U S. Patent No. 4,405,829, and is well- known to
those of ordinary skill in the art. Al though the security nmechanismis

descri bed [3p]t er MFoGpléifientalic Beditity heschgnisa ae sep F30¢ the! ideuer isbrdsthec haser
of the eVoucher, in alternative enbodi nents the purchaser and the

reci pi ent regipiéxs anhemail gontaining @hiexeeytablsi program and theissperdnpublia kesnt i ty
d t ' | in the .8 03+£001363 P uso2/ 2017. V her, ,Thus,

for exanpl bhe BxsstiAHie DERETAR GR PPOETALLY A 608 SRIE JiEth 20 Al Be BEFPORted 1 o

himsel f aspy {H%lsé B bﬁiﬂﬁ&gkﬁhﬁ tRE LANARRIN 18 \Wveh $edae Membiespdce, i t he

eVoucher himrselt, or send the eVoucher to yet another person, for exanple,
as a gif tnot[réqhirdthat thel sefisvare bé installedron therecipient’s elientt commersi®a-d.he

i ssuer sen the recipient an enmnil.containing an exegut gahl e, program and
t he issuergitemﬂl"?ld/s Nyever iy %B@Lmogfwegr%mm@w ¢ BHEEAd, a Java
appl et which, as will be appreciated by those of ordinary skill in the
art, runs {4711 ts 98 J36F Bpflel TeR PromPRCte r8cifieRP 5 enter some arbitrary text.

The text is preferably some piece of information that the recipient will easily

remember, such as the recipient’s mother’s maiden name, and may be used to
verify the identity of the recipient. In an alternative embodiment, the purchaser
and the recipient may be the same and the recipient may wish to send the
eVoucher to yet another person, for example, as a gift. The purchaser/recipient
would also pass the arbitrary text on to the ultimate recipient, for the same
purposes described above. The Java applet then, at step 540, encrypts the arbitrary

text using the issuer’s public key and transmits it back to the issuing server 130,

[32] At step 550, the issuing server 130 signs the encrypted text using the
issuer’s private key, and stores the encrypted signed text in database 140. The
issuing server 130 also, at step 550, embeds the encrypted signed text in the
eVoucher image file 200. At step 560, the issuer then encrypts the eVoucher using
the issuer’s private key, and emails the eVoucher to the recipient. It is important
to not-e that since the text entered by the recipient was encrypted using the issuer’s
public key, only the issuer (using the private key) can decrypt it. Since only the

issuer has the issuer’s private key, no one, not even the recipient, should be able to



not require that the software be installed on the recipient's client
conputer 110a-d. Alternatively, however, any executabl e software program
may be utilized. [31] The Java applet then pronpts the recipient to enter
sone arbitrarx text. The text is preferably sone piece of_infornmation that
the reci pi PWPYP3easily renenber, such as the recipi entPGE/HYRAY s

mai den nane, and may be used to verify the identity of the recipient. In

an alternative di . r . . i . ent he sane
and the 7€ cﬂfpéﬁgg?ﬁi?]g&]%gﬂd%&;&s@gcf%gﬁ&e\vg%gﬁég %éget)%eqﬁleegﬁbt'ﬂ%? r%?rlttéon, f or
exanmpl e, aghéh hé trecipiht Pattenhits cto/ k€ddeRi ehe eWoichék, afhsoispwears andier ahi trary
text on to the ultimate recipient, for the sanme purposes described above.

The Java apgichant wilhbe ablesteepompare thaengnpted text smhiedded in theesYougheng t he
i er' blic key and transm.ts it, .b to i kN rver, 130. [32
At step: samee it the sy RER Jeit Sorsd R ghbitife. 196 10 JRtbiteR i Eodettr 0>
: ' i . i t in datab 140.
The 1 seul SN diebiby IONE sEirieVouchi BICKIPIAS e tBIEApIAK] N O o ned Lexi

in the eVoucher image file 200. At step 560, the issuer then encrypts the
eVoucher U3Bhg t Ae this point'in the pracess depictedrin Rigurel 5 thé:eVeouchesisad the t he

i pi t. 1t i t { t te.that i he t t d h
oot bi ont iRt are Becsed oystet bR s issvlae BB, AS a8 B G FeccHak e,
(using the,npiyyais Jed¥em e VEEENLR] thbtreciﬁlgﬂfg{:éféﬂam% Bestep S0 CHp@Ihé he

i ssuer's private key, no one, not even t I pie shoul d be able to 9
WO 03/ 001 3aiPedrthinday the eheoudher semt byylthe resipiestriBudavaiapplehat siepuier i nage
in order to alter it. As a result, when the recipient atteirzgt@ tQ redeem
the eVouctdacryntshe eVousher Hsingthe pssuet e publimkeyyand reysals valice B\‘FB“SFe the

d nbed i s 1 h
Shorob o thsthe sERRNG Wil BE rEclBiinl Blicke MG Wbl he EVERG Hafle £X1 |
sanme eVouchynebticH is\Breferably dutorhBificdlBCéstalitizhed to the honoring merchant’s e-

commerce server, at which the recipient may select a product or service and

purchase it using the eVoucher at step 590.

[34] Although the present invention has been described in relation to
particular embodiments thereof, many other variations and modifications and other
uses will become apparent to those skilled in the art. It is preferred, therefore, that
the present invention be limited not by the specific disclosure he;eip., but only by

the appended claims.
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. [33] At this point in the process depicted in Figure 5, the eVoucher and
the recipient are deened trusted by the issuing entity and, as a result,
by the nerchant as well. To redeemthe eVoucher, the recipient preferably,
at step 57 ens the email containing the eVoucher sent Dby the
recipient.gﬁﬁgﬂW5§3 applet, at step 570, decrypts the evdﬁﬁﬁﬁ?”ﬂgﬁhg t he

i ssuer's public key and reveals a valid eVoucher to the recipient. Wen’

., the recipi g6 . step.580, the eVoucher inage, a connection is

' preferablgﬁggpgﬁg%ﬁ%gﬁ%y established to the honoring nerchant's e- commerce
server, at which the recipient may select a product or service and
purchase it using the eVoucher at step 590. [34] Although the present

i nventi on has Heen ddselestBemicvaucher SOMPASING:  parti cul ar enbodi nent s

t hereof , many ri.at podi fications and other uses wll
beconme appar en?&ggég%%sdgﬂgﬁé‘e I e’the art. It is preferred, therefore,
that the presgghirhapecdith embeaded ifithe inagy thevurifeel iduntifies ti scl osure
herein, but only .by the appended clains. 10 03/ 001363 PCT/ US02/ 20176
VWhat is cleléateaié woucher.An el ectronic voucher conprising: inage data
defining an i mage; noni nage data enbedded in the imge that uniquely
identifies the electronic voucher. 2. The el ectronic voucher of claiml,
further conprising | TR oed i ',ﬂﬁgﬁn inwtye' @48l Y
identifies a r?éi pi g%t@ 3. 'rllﬁ?ég}cggt roniﬁli?sj\ll’of&r:%gfcdof cl aé %@1& urt her
conpri si nenshdded rtherinmigelat uwniquely dentifiés/a regipiental ue of the el ectronic
voucher. 4. The el ectronic voucher of claiml further conprising enbedded

3. The electronic voucher of claim 1, further comprising embedded

nonimage data identifying a value of the electronic voucher.

4. The electronic voucher of claim 1 further comprising embedded

nonimage data defining a hyperlink to a Web server.

5. The electronic voucher of claim 1, further comprising image data
defining an image that identifies an entity issuing the electronic voucher.
" 6. The electronic voucher of claim 1, further comprising image data

defining an image that identifies a value of the electronic voucher.

7. A distributed computer system for issuing electronic vouchers
repiesenting value, the system comprising:
an issuing server that:
generates an image file including image data; .
embeds nonimage data in the image file; and
transmits the image file including the embedded nonimage data; and

a database in which a copy of said nonimage data is stored.
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noni mage data defining a hyperlink to a Web server. 5. The electronic
voucher of claim1, further conprising inmage data defining an inmage that
identifies an entity issuing the electronic voucher. 6. The electronic

voucher of i further conprising image data defini i t hat

I dentifies ‘?b@a@@é‘%f the el ectronic voucher. 7. A distri %’2@“&%@3& er
system for issuing electronic vouchers representing value, the system
canprising: .an issuing server that: generates an image file including inmge
data; enbeds noninmage data in the inage file; and transmts the image file
i ncl udi ng the erbedd@ht computergystent of claimd7, furtbertcomeprisingia elienth a copy of
sai d noni nage data is stored., 11 gﬁ) 03/ 001§$ﬁ PCT/ USO2 /20176 8. The
conput er <SPTRRMETatTegeives/therdmage tle wansphfted By the issying servetonput er t hat
receives the image file transmtted by the issuing server. 9. The conputer
systemof claim8, the client conputer further displaying to a recipient
an i mage defingy by ThHeeconipuger s§tstem ofrolaind§,dthe clidnteompape fufthére. 10. The
conputer systemof claim 7 wherein_the |ssuing server encrypts  the inmage
file bef ordisplayingto eire¢ipienhan imaggdefined by the image Wﬁ@eds&&eémaaﬁ claim
9, whereingthe issuing server generates an executabl e conputer program
that: encrypts arbitrary text entered by the recipient and transmts the
arbitrary text to the issuing server; and decrypts the encrypted i mage

file transmtted by the issuing server. i L
10. = The computer system of claim 7 wherein the issuing server encrypts

the image file before transmitting the image file.

11.  The computer system of claim 9, wherein the issuing server
generates an executable computer program that:
encrypts arbitrary text entered by the recipient and transmits the arbitrary
text to the issuing server; and

decrypts the encrypted image file transmitted by the issuing server.

12. A method for issuing electronic vouchers representing value,
comprising;: , ! ; _
generating an image file including image data defining an imaée;
embedding nonimage data in said image file;
storing a copy of the nonimage data; and
transmitting the image file including the image data and the embedded

nonimage data to a recipient.

13.  The method of claim 9, further comprising encrypting the embedded

nonimage data.

14.  The method of claim 9, further comprising encrypting the image file.

12



12.- A method for issuing electronic vouchers representing val ue,

conprising: generating an image file including i mage data defining an

i mge; enbeddi ng noninmage data in said image file; storing a copy of the
noni mage d , transmtting the image file including the imge data and
t he enbeddgié’amf?g?ﬁgﬁage data to a recipient. 13. The net hoﬂcwsoefngm 9,
further conprising encrypting the enbedded noni mage data. 14. The net hod
of claim9, further conprising encrypting the inmage file. 12 WD 03/001363
PCTI USO2 /20176 15. The nmet hod of claim 11, further conprising: generating
an execut abl e d6npuThe metlomt eficlainat 1, fertheryqunsprisidg:t rary text entered by the
recipient and transmts the rbitrary text tqQ the issuing server; and
decrypts the eBS8psraiRgan fygeut qeomp%t%@ﬁosr & t he i ssuing server; and
transmtting the ex la. - 1 LDl ek 6. The

met hod of claim?9, ?‘E# era?[z:l%g rlgf%néaﬁgggﬁg%lfe%y% a@ﬁ(eﬁawrs@gt%gf‘%nt an i mage
defined by the inage datﬁbimym%t}ieﬁsmﬁ@gmaﬁdl e. 17. The nethod of
claim 13, further conprising connecting the recipient to a Wb server upon
sel ection of the di dedryptedhe encgypted Bnage file transmitted by the issuing server;

and

transmitting the executable computer program to the recipient.

16.  The method of claim 9, further comprising displaying to the

recipient an image defined by the image data included in the image file.

17.  The method of claim 13, further comprising connecting the recipient

to a Web server upon selection of the displayed image.
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