Apparatus and Method for Angregating Wb Services [0001] Enbodi nents of the
invention relate generally to web services, and nore particularly to a
nmet hod of aggregating web services in the generation of user interfaces

5f or conmputi ng devices. [0002] A web service can be generally defined as one
or nore application functions that can be invoked over the Internet using
a protocol. One exanple of a protocol that nay be used in this context is
the Sinple Object Access Protocol (SOAP), 10 which may be used by

| nt er net - based application servers, also khown as web servers, to provide
web services. SOAP is a protocol that is often used in the exchange of
informati on i n decentpabipednd Medpd fdydfirecterariibelSeensssr onment s. [ 0003] One
goal of web services is to use the infrastructure of the web to provide

i nformation that machi n%\?r eadabl e.. Unli ke tradi hyonal client/server
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i nstead shar e bugi n6Ss:l.Qd:&s. data, and processes through a programmatic
interface across a networ As applications are capable of interfacing wth
web services, devel opers may add web services to a GU (e.g. a web page or
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client-side prod®8sient &t ikt %9 b 5 peeierel Bt sipdign v 0‘(’?6’51113%3 °§| rrpl e
appl i cations, i tinfmptibendukfdatitdndisdimdiave ok coviententone rel ati onshi p

between a user 3a5iahn. 2 ciegs HRBLAYEN 10,8 MSE.LAUGNA,NILLALAL or face

on a conputing devi b servic | d
typically be ové?fpvlaﬁ‘ésfiltﬁﬂsdﬂﬁciﬁée feadabigp Halikedigfitiend ‘é’sﬁﬁ?léﬁﬁ’ioéﬂwudlf # arany
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of multiple types o action may result in
several types of§ if Da“??‘ i gcé&hﬁhbé%mﬁﬁ@ h‘iﬁ%"‘*@i“%%%% &E}B”%C@SV’ i ces are
desi gned to per fﬂ@mrghsmmmalmtaskmtcrfuccmmmsa nefvorkio Pl apiﬂihaﬂsnsrm@ub@te: dfy pernmits

aggregation wit hu&hbﬁg“w@ae SEIVWE 88velofert Ry SRR QPABST, muﬂpgl a it | ons.
[ 0006] One known sol ution regating web services is for a programrer

to wite cust oﬁi‘%fé’ﬂc’(?ﬁﬂ@é’lcflb?‘o”%"%é‘l’ ?fé?lﬁpcé‘f)‘fﬁ‘i“&té’ﬁiﬂb’hmtuﬁéi provi des this
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custom zed clien ations hese  Cl'i ent
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allows more sophisticated business-to-Lusiness apphications as well as more sophisticated
browsing models (with more client-side processing of data} to be developed.
25 [0005] For simple applications, it may be sufficient 10 have a one-to-one
relationship belween a user action, a page displayed {0 a user through a user interface on a
computing device, and a web service. However, this Himitation would typically be overly
restrictive for more complex applications. In many applicalions, a single page displayed
to the user represents an aggregaiion of multiple types of data. Similarly, a single user
30 action may resuit in several types of data being examined and modified. Many web
services are designed. to perform simall tasles or units of worl this modularity perimits

aggregation with ofher web services in the developiment of applications,



conputing device) before they can be used. Furthernore, client applications
must al so be rewitten and specifically custom zed for each target

pl atform [0007] US2004/ 030740 Al di scl oses a nethod for generating a new
web service. The nethod includes identifying lint and second service
conponents for inclusion in a 10 new web service. The nethod uses service
detectors to | ocate avail able web services and di splays these to a

devel oper whereby the devel oper nakes a selection to identify first and
second service conponents. The devel oper i8-able to incorporate these
conponents in custom zing his/her own new web service. Once the new web
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generally to web services, and nore specifical facilitate
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}'&émc%mcs & (Q,VCCEO Cl S 1[1%13 tO oanméitc g new WGb C1%
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20 Sumimary
[0009] Embediments of the invention relate generally to web services, and mote
specifically to methods thai facilitate the automatic aggregation of web services, which do
not require programmers to write customized code,
{00190] In a broad aspect of the invention, there is provided a method of

25  antomatically aggregating web services in gencratng a user interface for a computing
device, the computing device being programuned o perform the steps of: receiving at
least one web service description, wheiein said at least one web service description
comprises a plurality of web service description clements that define a web service
inferface to each of a plurality of web services; processing said at least one web service

30  description to identify at least one first web service requiring one or more inpuis
obtainable by invoking a second web service of said plurality of web services; and
generating a user interface for said computing device adapied to perform the following

substeps npoy initiation of an invecation of said ot least one fivst web service; invoking



5[0011] By identifying instances in which the input to one web service may
be obtai ned by invoking another web service, a client application that
provi des a user interface which aggregates these web services nay be
automatically generated. [0012] 1 n one enbodi ment of the invention, various
web service description elenents contained in one or nore web service
descriptions contain nanes of web 10 services and inputs to web services
that adhere to a predeterm ned nam ng convention. This facilitates a
determination of whether an input to one wéb service may be obtained by

i nvoki ng another web service. [0013]1n another enbodi nent of the invention,
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30[ 0016] These and ot her features of enbodi nents of invention Wil be
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service may be obmzned by invoking another web service, a new user interface which

aggregates these web services can be gencrated,

{0014} In another embodiment of the invention in which input data is received as
20 input by users to invoke web services, and output data output by invoked web services is

digplayed to user, through one or more usey interfaces, specific user interactions (e.g. a

copying of output data to an input field} are detected and used to determine whether an

input to one web service may be obtained by invoking another web service.

[0015] In another embodiment of (he invention, a user interface is provided that
25 peumits users to explicitly associate web services by identifying which inputs of a specific

web service may be obfained by invoking another web service. This information can then

be ased to gencrate a new user interface which aggregates these web services.

Brief Description of the Dyrawings

30 [0018] These and other features Of embodiments of the invention will be made
appavent from the Tollowing deseription, with reference to the accompanying drawings, in

whiels:



[0018]FIG 2 is a schematic diagram illustrating conponents of the nobile
device of FIG1; 5 [0019]FIG 3 is an exanple structure of a systemfor
comuni cation with the nobile device; [0020]171(3. 4 is a schematic diagram
that illustrates a nobile device connected to a web server over a
connection in a wrel ess comunication network; [0021]FIG 5 is a flowchart
illustrating a nmethod. of aggregating web services in 10 generating a user
interface in accordance with an enbodi ment of the invention; [0022]FIG 6
is aflowhart illustrating a nmethod of agér‘egati ng web services in

enerating a user_.interfa in accordance with anot her enbodi nent of the
ignventi on;g and [(.{)B(ggi FI G B FP | & Pl ARgap OB RGPS e et B g PR Eelries of

exanpl e screens d*ih$|b|0ayﬂeid11€ta&§altZUSeWuBlFbsadilmemﬁ?(ﬂm:&elwmﬂi enment at i on of an

enbodi nent  of the;od;@yent [ g@ w??% ﬁ{%&’% Qp%ﬂmn lcom uc-m OMi lhh“t%%r am of

a conmuni cati on stem 10 I nc u es a _
communi cat es thr6 JF- & wirel ess communi cation network 104 Mobi | e devi ce

102 preferabl g i peligdes arg, $isah clbpRlstyotdd . sﬁtdﬁe%pgﬁ.{nqm;c;tﬂm wafdeper haps
20one or nore au;logac{%cuser interfaces GM 116, each of which is coupled to
a controller 106. ‘Controfler 106 is al so coupled to radio frequency (RP)

transcei ver circlit€Ply 108FEndisanctamtemiimgrailBat illustrates a mobile device connected to
a web server over 4 connection in a wireless communication network:

[0021] FIG. 5 is a flowchart illustrating a method of aggregating web services in
10 generating a user interface in accordance with an embodiment of the invention;
[0022] FIG. 6 is a flowchart illustrating a method of aggregating web services in
generating 4 vser interface in accordance with another embodiment of the invention; and
[0023] FIG. 7 is a schematic diagram depicting a series of example screens
displayed to a user in an example implementation of an embodiment of the invention.
15
Details
[6024] FIG. 1 is a block diagramn of a communication system 100, which includes
a mobile device 102 that communicates through a wireless communication network 104.
Mobile device 102 preferably includes a visual display 112, a keyboard 114, and perhaps
20 one or more auxiliary user interfaces (UT) 116, each of which is coupled to a controlier
166. Controlier 106 is also coupled to radio frequency (RE) transceiver cirenitry 108 and
an antenna 110,
[0025] Typicaily, controller 106 is embodied as a central processing unit (CPU),
which runs operating system software in & memory component (not shown). Controlier
256 106 wili normally control overall operation of mobile device 102, whereas signal
processing operations associated with communication functions are typicaily performed
in R transceiver circuitry 108, Controller 106 intexfaces with device display 112 to
display received information, stored information, user inpats, and the like. Keyboard 114,
which mmay be a telephone type keypad or full alphanumeric keyboard, is normally
30 provided for entering data for storage in mobile device 102, information for transmission
to network 104, a telephone number to place a telephone call, commands to he executed

on mobile device 102, and possibly other or different user inputs.



[ 0025] Typically, controller 106 is enbodied as a central processing unit
(CPY), which runs operating systemsoftware in a menory component (not
shown). Controller 25106 willnormally control overall operation of nobile
devi ce 102, whereas signal processing operations associated with

comuni cation functions are typically performed in RF transceiver circuitry
108. Controller 106 interfaces with device display 112 to display received
information, stored information, user inputs, and. the |ike. Keyboard 114,
whi ch. may be a tel ephone type keypad or f&l-l al phanuneric keyboard, is
normally 30 prOV|ded for entering data for storage in nobile device 102,
information for tP%Phni ssiMoRiab iretiherks coumnigaiaalseponendtanbier to place a
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during desi gnat e]]g: sbd,me periods. [0028] Mobile device 102 operates using a
Subscri ber |dent I\/bdul e (SIM 140 which is connected to or inserted in
nobi | e devi ce 108088 a SiMahilpfwrs A&eoptdRs uSlgM Sit@riber Identity Module (SIM) 140

which is connected to or inserted in mobile device 102 at a SIM interface 142, SIM 140
is one type of a conventiorfal “smart card” used to identify an end user (or subscriber) of

20 mobile device 102 and to personalize the device, among other things. Without SIM 140,
the mobile device terminal is not fully operational for communication through wireless
network 104, By inserting SIM 140 into mobile device 102, an end user can have access
to any and all of his/her subscribed services. SIM 140 generally includes a processor and
memory for storing information. Since SIM 140 is coupled to SIM intesface 142, it is

25 coupled to controller 106 through communication lines 144. In order to identify the
subscriber, SIM 140 contains some user parameters such as an International Mobile
Subscriber Identity (IMSI). An advantage of using SIM 140 is that end users are not
necessarily bound by any single physical mobile device. SIM 140 may store additional
user information for the mobile device as well, including datebook (or calendar)

30 information and recent call information.
{0029] Mobiie device 102 may consist of a single unit, such as a data
communication device, a cellulay telephone, a multiple-function communication device

with data and veice communication capabilities, a personal digital assistant (PDA)



is one type of a conventional "smart card" used to identify an end user (or
subscri ber) of 20 nobile device 102 and. to personalize the device, anong
ot her things. Wthout SIM 140, the nobile device termnal is not fully
operational for conmunication through wireless network 104. By insetting
SIM 1.40 into nobile device 102, an end user can have access to any and al
of his/her subscribed services. SIM 140 generally includes a processor and
menory for storing information. Since SIM 140 is coupled to MMinterface
142, it is 25coupled to controller 106 thr6ugh conmunication lines 144. In
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Service (OPRS) SHisiur¢ =30 N&dé S 001‘1216é g 150 @ le wsPNEPRS ISliper t Node
(GGSN) 128. MsCui2@dupsd @ouypbieth hovaBIGia 1aGoando ts@ctpas liansthi.ae e WoEK, such

as a Public Sw @ﬁgi{gglsgnggﬁsﬁ%gmnd%é,g@Tﬁ) 124. SGSN 126 is coupled to

BSC 120 and to P ST RO coupledtoapubllc or mvate
dat a net wor K51, B93{kuch &gtianas isntfieetianjceivpisRid8 2nd satioo UiF aed BEG INBG 122,

SGSN 126, and Ggghhel 224 m{]&s%@m’,@@an}é@&d &ui?:mtfﬁtx %gc ELADRGGE% I‘ St ation,

and station 118 and BSC 120 are together referred herein as t fixed
transcei ver equfPHEIt! Plﬁ’"ﬁ S PIREY e R SR TR O éﬁﬂl‘ﬁ%h‘?"%&‘o@?@é&*“\ﬁﬂw el ess
net wor k cover agefdied toas paedIl.Cliledikccoometageq@pae: Conmmitynakathedado as a

“cell”. The fi ngn& c%&gg&%ﬁﬁni&g&sri)#rr%nlﬁom n%p%*na&xcos w1[m‘1|'11t9 cEQlﬁtlli sol'r{[{ 2 lgbnal s to

and receives comruni cation Si cell via
station 1. 1§O The fixed transcelver s,qmpmcnt normally pulo: me such f nnauons as modulation and

possibly encoding and/or encryption of signals to be fransmitted to the mobile device in
accordance with pavticular, usnally predetermined, communication protocols and

parameters, under contrel of its controller. The fixed trausceiver equipment similazly



30 The fixed transceiver equi pnent normally perfornms such functions as
nodul ati on and possi bly encodi ng and/ or encryption of signals to be
transmitted to the nobile device in accordance with particular, usually

pr edet er mi ned, communi cation protocols and paraneters, under control of its
controller. The fixed transceiver equipnment simlarly - 7 - denodul ates and
possi bly decodes and decrypts, if necessary, any communi cation signals
received from nobile device 102 within its cell. Comrunication protocols
and paraneters may vary between different-hetworks. For exanple, one
network may enploy a different nodul ati on scheme and operate at different
frequenci es t han d@tEErehdRePRY. deadpGoR9qcTRE Rceeias gy jonknsgiopfiapisG 1
represents one OfecfIRdd @1 QCH thdve edvce ChBRR i&.cell. W)inﬁﬁhﬂcﬂudﬂ'ptrft&%ﬁ Ata radio

frequenc RF chann and a soci.at ed s used betwe | ess
etvor k104 and BRBTT e R SRS R e Rk A P P RVl PreeBire et hat

must be conser veddiftypinpdhihyonddent end dperite st differay Beqbicich dndvhatbvahd a

limted battegy R}@\é@l’ of fﬂamne@ssq{?t)éli%fi&;zl:éﬁ@é& 0%15'01 Ijncggdﬂff@leﬁr }‘nan Ii !
appreciate that a wirel ess network 10in act ual gprac ice may inc

hundr eds of cel | §Picdydfessar pdig ipgpency SRBChERe 1! eigrintt B}M%ﬁb %ﬁé@:‘t%weyn
dependi ng upon debtissed:omenad dndmobmac@lft}z nﬁi RO KanGO eI 1RgRd refulce @Rt t 1 nent

conponent s nay bﬁl{l &)%g;e[‘ %ﬁl Bﬁca \% iup{h 1is1 Ve <38}§ﬁ% an%%tlgngtg%lgﬁqm shown) ,

controlled by nu net wo all 87devi ces
102 register ed WP %f nppdilvnviec é‘it?erléﬁselﬂﬂ”qgelr ﬂ*hw@ﬂppist%@@@ a(vdloks naisvroriobi | e

device 102 user ﬁa&ﬁz@Fﬁa&&L P iRl nAdedsRPRAL, 34X sdadidy GSHEE: B8 (mmdn
device's 102 curren i are sto ed in gl LR 13% In case of a voice

call. to nobile G&V dépei ﬂ“’flf%cbwe? giPaRse SPP e et EReh i FWESE ur r ent
| ocati on of nobidoempcevicey Ekoczannomebi/bmltﬂopie bachdsiaohroRegi(st @row(Ved)roleli MSC
1.22 is responsiil.guff .tk QRaRs | Ocation areas and stores the data of

those nobil e devices that amcurrently in its area of 20 responsibility.
This includes pdPP&lof t Her PeponilpditceiidBiqetstcsrdviidie ngark whaP: Faveebleen
transm tted 18 omablRed @2ndbile idveze Vd)ﬂséacsrprdﬁa@ hﬁkelﬂ@@@ﬁ)ﬁzmmwmﬁ as thdd@c VLR of

MSC 122 may al sg as. te
i dentifications. &?I ona Im%l%%%m CF'Q;? 1?[3 nﬁgéaﬁé%égﬁc A éi%@%émlfl nor e
ef ficient co-or dienat 198q1g% jmeamo AonmitGPRSusE praties ofambile davist ﬂ@nal ity

(e.g. paging fora Vlsft&Wo&ah%M&(@i@@Vﬂ@lokﬁlSWhQ@Q1&%51@@ 142 PR oL, nore
efficiently via SGS S and non- GP é | ocation updates).

[ 0034] Servi ng GPRS’ @Hrﬁ%‘? fhe Hﬁ"@l 81()‘?‘%@@!‘{6’11"?2‘6"‘? PaLfe fRE AR 5% ar chi cal
| evel as MSCOL2ZespmdibRige fdistincacks wfts tfhig femtinait dighile deaeadaiaahs hot beobi | e

devi ces. SGSN 1%@11@1111%:9 i Surffuq{ {EE’ c?@f?%kgé{ s HPEELONS ARG, @18%&%1‘@@9%@'

Gat eway GPRS Support e rovi des interworking external
packet - swi t ched ﬂh’éﬁ\ﬁb?%ﬂ aﬂ&iq*%lo 6%@@%%@%%% Segt{@at(ogu&vua@ﬂlsm 126)

via an | F-based vERRSMuacihonescrefmesd km I&W&d@tﬁcop@&f&%%f epthepthibcati on and
e i exi sting GO T H-Can0ERCI NGl c bpraE e B el Bs (P 800 CrITErt
25  performed more efficiently via SGSN 126, and combined GPRS and non-GPRS location
updates). 7
[0034] serving GPRS Support Node (SGSN) 126 is at the same hierarchicat level
as MSC 122 and keeps track of the individual locations of mabile devices. SGSN 126
also performs security functions and access control. Gateway GPRS Support Node
30 (GGSN) 128 provides interworking with external packet-switched networks and is
connected with SGSNs (such as SGSN 120) via an 1P-based GPRS backbone nelwaork.
SGSN 126 performs authentication and cipher sciling procedures based on the same

algorithms, keys, and criteria as in existing GSM. In conventional operation, cell



sel ection may be perforned autononously by nobile device 102 or by the

fi xed transceiver equipnent instructing nobile device 102 to select a
particular cell. Mbile device 102 inforns wirel ess network 104 when it
resel ects another cell or group of cells, known as a routing area,
5[0035]In order to access OPRS services, nobile device 102 first makes its
presence known to wirel ess network 104 by perform ng what is known as a
GPRS "attach". This operation establishes a |ogical |ink between nobile
devi ce 102 and SGSN 126 and makes nobile dévice 1.02 available to receive,
for exanple, pages via SGSN, notjifications of incom ng GPRS data, or &MS
messages over GPREFCIqEbaaploppedsaaoatiay RoPaiidgaccdpRe dbd*fobi | e devi ce
102 assists in aﬁﬁris%alud'qglphﬁtﬁnﬁﬁlﬁﬂﬁﬁé mﬁkﬁﬁzam&ddnieﬁaclw"@ﬁuhctulay\ladﬂt $idbik: USE.
o ot o e e B RP NbR CEESE SpREAL 0 v
transferred trankpanentioytingateaeen nDblle devi ce 102 and the external data

networ ks usi ng, a@Bsexarrrtheyamem%pswtﬁ%Isemc@%t;trymrcttwmt%ta]@ackets are
equi pped with GPRS- sgecr protocaol information and transferred bet ween

nobi | e device 10@‘“3}‘1‘8 1’2‘81‘35" [EYSE] [Phbse TaR e et B hnymees WOPRS appr eci at e
that a w rel ess fugtanrRismaeyratie cgoilings bégichiGinhbdreten s iieddice PRIsd BESN

| ncl uding other DRLNPLS. bR SR8 SO By g,tﬁgiei n Btk will

normal |y be transmtting a g Sone so system
i nformation on aﬁmﬁﬁﬁﬁﬁﬁémﬁ%§ﬂ% IPIRY &t PSMapsespso VAN %&&d%Pmﬁé%%%@mﬁata

exchanged. 2®0AJihﬁugﬂﬁshaam@%m&&%m6®M§h§§§nthﬂﬁ@%m@@ﬂkﬁhmhﬁﬁ&§ﬂ@ﬁ[tS al
wor k together to r su t n ceg&aln behﬁykqurség% @?5@ %gs i nk.

[0037] P10.2 is a Ui %Fﬁ"’e PBPRSEROYPESE BRSO tﬂt"é}’“d‘é 2 (e.g. nobile
device 102 of Fli@erwpyicngvitickemdielriape202 cingheprédrepmipinpe.altendranayy be

conmuni cati on detdeQ@nela@\iﬂsﬁrger@lg bLt%@éa md’éﬂ& &8icA06h A0HRRHED 4R ﬂet&ammm cation
capabilities, includin 1ty to comunicate with other

conput er systenssmﬁeﬂéﬁHWﬂbc%ﬁm?ﬁ mFUﬂ8?W$ﬂ&ﬂ%#¥mﬂﬁﬁﬁﬁﬂéﬁpﬁy‘%ﬁﬁﬂ?@ devi ce
202, it may be retdfidpegocbOnfasnaiodaidannBseabingn deviceyical2wad GoslYy 1pager, a

cel |l ar tel ephpe,ani th dala,MRasag) e 020 BBt b gag | nt er net

appl i ance, comuni cat1 on dev ete hony
capabi liti es) Msmcried ‘Gé@lFiCSeS‘?GFZP%W’@G‘Wﬁﬂ&P@‘ati’éi“tmkts»hloh%yh@h@h@?ﬂla

plurality of fixed transest wﬂzrnoﬁﬁlaﬁryatw@&m&%Mﬁr&ls&otﬂesmg@:@&ﬁ@#ﬁc
coverage ar ea.

communi cati on s@ﬁgm%%gﬁ?ﬁTﬂon“V%%@HGVﬁ%I %@gﬁﬁepéﬁé%wepmgTd?aeﬁf?¢§%snltter
2,14, and as%ﬁbCIf’elﬁieickhdwmpt@/né(rﬂosﬁgsiwmmma}sn ts, these parts all work together to result in

cerfain behaviowrs at the wireless link,
[0037) FIG. 2 is a detailed block diagram of a mobile device 202 (e.g. mebile
device 162 of FIG. 1), Mobile device 202 is preferably a two-way communication device
having ai least voice and advanced data communication capabilities, including the

25  capability to communicate with ofher computer systems, Depending on the functionality
provided by mobile device 202, it may be referred {0 as a data messaging device, a two-
way pager, a cellular telephone with data messaging capabilities, a wireless Internet
apphance, or a data communication device (with or withont telephony capabilitics).
Mobile device 202 may communicate with any one of a plarality of [ixed transceiver

30 stations 200 within its geographic coverage area.
[0038] Mobile device 202 will normally incorporate a communication subsystem
211, which includes a receiver 212, a Gansmitier 214, and associated components, sucll as

one or more (preforably embedded or internal) antenna elements 216 and 218, local



one or nore (preferably enbedded or internal) antenna el enents 21.6 and
21.8, local oscillators (W) 213, and a processing nodul e such as a
digital signal processor (DSP) 220. Conmuni cation subsystem 211 is

anal ogous to RP transceiver circuitry 108 and antenna 110 shown in FIG 1.
As will be apparent to those skilled in field of comunications, particular
desi gn of commruni cati on subsystem 211 depends on the 5 comruni cati on
network in which nobile device 202 is intended to operate. [0039] Mobile
device 202 nay send and recei ve conmuni catbPen signals over the network
after required network registration or activation procedures have been
conpl et ed. Si gnaP¥ilkEedlVed! byndntenias 2p8ule ebighiigihesimeltoisrkordP&)i nput to

receiver 212, whihgh (Im%uﬁx%hifo@ﬁd%}&%éﬁa@]@Qm@oﬁ@@ﬁ'{ %@z‘[s&%ﬂ&l&&@fﬂ}@ﬁms' gnal
chann sel ecti on,

anpllflcatlon freque onver filterin

and |ike, and |na‘é§}‘£ C%”%‘H‘o‘%hﬁ £ “1315‘?1”‘31{8&“’*% %"Eﬁ“dl ’F’ﬁl‘)?(Al D)
conversion. A/ D conweigtion paticdar dedsiol egusingpriddn sabskows2 Tl ndsonpiee X
commni cat i onst UELAARS:AUERoAS) AEERAKLRULAR AN ieaofbng. ke be perfor med

in DSP 220. In a simlar nmanner, g be transmtt are processed,
i ncl udi ng nodul at4%8% and Mpidlsds g 207 By @s&%wﬁrwwmpnmpwm sigiffeyer the

DSP- processed Si gatadrs afédi Qxqhit@lbrwb uig@ufuad”ﬁomdubﬁi’on gbédeatuQs had!: galcﬁ admpifeqanal og
(DA conversiong fre uency ketl ng n and

transni ssi on oveSIg%%grhqrﬁ’ﬁ'ecaytangmrllm(r)llg%/ﬁm Pgllbﬁ RN ERAY %tﬂféenyﬁérg é?’ﬁj ot only
processes conmunipgateionn sicigevalmen rdseiver dinseon povNdndlespiiatione tredueney dawd

transmtter g@ntg@lersik pﬁltc@%émnﬁal sél@ﬁmg%ﬁﬁwaﬁ@i cggnlﬁé)shg\g?m Gﬁ&daf?a@
signals in recei ver ‘f%‘r{z and transmitter may be adaptively controlled

through aut onat i @ AFHACERETEIH @’&ﬁ%ﬂﬁh%on?éaieﬁweéﬁ@mlé%?“ﬁﬁlcﬁsmm
[ 0040] Net wor k accmasxsnucsxoaﬁslctmnatlemas\mlemhdnamsmiasimﬁmbﬂg toQfe perS@medi: 1I¥BDI | e

devi ce 202, and fhhef g ARy Higxg CJ‘ ?1 gd?s\{{) 8&1&%%&&% B(%?se@#%waﬁngglﬂgﬁguolldent Ity

Mbdul e or "SI M car ser edin ace I'n order to
operate in the msffsPHNS Q‘M‘W e Rties ThaspBer-poetsish aignaiesinphed i n

relation to H G.uahsnuM}llM fr Gtga‘t/d Qﬁanaﬁﬁ(lblﬁ) @1)2@5@&1’1{15@6‘3&9“@5&%&@%/ KRS0 It
al so i ncludes a a Jicaugx f ace 25

rechar geabl e batter! es Eﬁgtﬁ“ nmﬁwléo‘ﬁé?%néli‘u))“%’él . tPWS\%lv eé“cg'?aezg? LS% at*®pover to
nost, if not al Inokprécrrpdessad coginmgiaition yigiats, obist podénif@eccio@ andinabsivat:t er y

i nt erface 254 prvifesor Ez@[mpﬁe ﬂ@gﬁ@@ dﬁﬁh toac'aﬁtmﬁlu%gﬁ Exgrﬁle WRAAREEonsfor it.
The battery interface 254 is cou to a_ regul ator (not shown), which

provi des power Ryt P14 gy e H@wgm%w e “’S‘O‘F@@H%‘]‘%%"i”l’ ePehHELEDDE
i ncl udes a n(cr opploeessias DABRK whi ch is one

[0040] Network access 1s associated with a subscriber or user of mobile device
202, and therefore mobile device 202 requires a Subscriber Identity Module or “SIM*
card 262 to be inserted in a SIM interface 264 in order to operate in the network. SIM
262 includes those features described in relation to FIG, 1. Mobile device 202 is a

25 Dbattery-powered device so it also includes a battery inferface 254 for receiving one or
more rechargeable baileries 256, Such a battery 256 provides clectrical power to most, if
not all electrical cireuitry in mobile device 202, and battery interface 2534 provides for a
mechanical and electrical connection for it. The battery inteaface 254 is coupled to a
regulator (not shown), which provides power V+ to all of the circuitry.

3¢ [00417 Mobsle device 202 includes a microprocessor 238 (which is one
implementation of controller 106 of FF1G. 1), which controls overall operation of mobile
device 202. Commanication Aumciions, including at least daia and voice cormmunications,

are performed throngh communication subsystern 211, Microprocessor 238 also interacts



i npl ementation of controller 106 of RIG 1), which controls overall
operation of nobile device 202. Communi cation functions, including at |east
data and voi ce comruni cations, arc perforned through comuni cation
subsystem 21.1. M croprocessor 238 also interacts - 10 - with additional
devi ce subsystens such as a display 222, a flash nmenory 224, a random
access nenory (RAM 226, auxiliary input/output (110) subsystens 228, a
serial port 230, a keyboard 232, a speaker 234, a m crophone 236, a
short-range conmmuni cati ons subsystem 240,- @d any ot her device subsystens
general |y designated at 242. Sone of 5 the subsystems shown in Pla 2

per f or m communi c &tth eifitoadl gever sRRIMELISEHE:, 25 el wa’ ot e meuds Y4k eifsdatay

provi de "resi denacce@sm&&yqﬁxm@v(; mﬁmyqqswmmﬁﬁ alty¥ubs QR 2syb§aﬁt®ns, such

as keyboard 232 d di e used for

communi cati on-r et Y g‘g‘h@lﬁzo‘h%""‘l‘gﬁéﬁ’ “éélnglﬂ’toé“r %ﬁgﬁ 5«3‘“{‘ g %@%’56%’01" or
transm ssi on ov e;ub@semMmlﬁb aiylodw drebswibkysicangendely deesnediadant Séumdt | ons
such as a cal gul ak Ql{bs;g{cmrs ?le n 1+ L) EJQIOQ? %lﬁﬁdllwllélyl’gl ﬁmuﬁafohm&geég %&Q by

m croprocessor 238 IS rab stored in Gafdperms ent store such as Rash
nmenory 224, whi cﬁ‘bﬁﬁsvmé1“f‘3é?lﬁ&ﬁﬁ \;@rd;?m & R deESIRANPY DY SOROWSY H s i | ar
storage el enent (mamh@h%m)zsﬂﬂm@mkﬂ, fOEEkain[ﬂeIdi@ bamteamlbbmapprem ate t hat

t he oper at I ng Sycsotme it n 1eldle(§: fup&lt gucﬁ? en cun a n’:es ﬁ\ﬁ%%snmeswn 0 e1 a nay
be tenporarily | bade 0'a’vo ore

15[ 0042] M cr opr ofe@gwrcmmatemoﬂc axdcﬁp‘meoww ﬁlmogmvpeqhaz@ k prdeudyos peipdkflighct i ons,

preferably enabl @5, 8%esutL0BHOf: 804 gmmﬁﬁagéd% Q?Sltzls, PRS0 ¢ R Epcevdice 202.
contro asic device o

A predeternm ned set o ?g‘ﬁ}dl cati on % gﬁM‘gtl ons,
includi ng at | ea¥{ 5t & "’\?B?*ée e S TRRCHET B SR A AT S RSP

net wor k reest abl irshaendiorsgtvime, (nomﬂohfnhdmmlshyc@elﬁmsitzamn ggheoinieobind e devi ce
202 during its '81"&12{%255&{81% sbéd‘merdgwger %ﬁﬁiﬁul ; f 5 'th%faet)f thy Bc*n@l;lpog%ﬁ'y be | oaded

onto nobil e devi Y ers mat | on manager
appl i cati on havilftfet e s %‘?etsy’”%%‘ﬂb%&éﬁ@%?é and manage data itenms relating

to user suchims, [gbeu;q not N/,[icmpioaﬁsoﬁ 238, Brab@iidn, to ﬁﬁbﬁ&dﬁg’syﬁtflﬁﬂhﬁnouym ce mails,
appoi ntments, an stores are
avai | abl e on nobi r?{mgbéé\(}[?aﬁ@lgs %’ﬁ]u& (L;‘J %Iul\??{dzﬂﬁ’gpﬁ%m}sﬁh 11()?1%6? ‘éms or}a\ge of PIM
data itens and ardeilermiinfdseimdeppdmmtioR5v G4BT Thrsic Rptcapphiwatichrdinprefast abl y

has the ability 4.Q dﬁcemccacnﬁtmm@@ﬁbe{sppﬁ@mmm@m a\ﬂe@«ohn@es%ﬁs%@ﬁ§ch&§&)wor k. In
a preferred enbodl ment seanl essl |nte at ed,

synchr oni zed, and apeat %BC W?“ﬁw Hrém%i‘lF é?"é‘"é”??o%l%"t‘ WS R a‘WﬁCW‘ HEHY e devi ce
user's corr eﬁpo rgpliegtichata miay BalBadsd mmemlolamdéﬁcrc 28% 8a¢ bead j@ckomdl infor@athvost

conmputer syste mlﬁnge?H’XMz h{%ﬁ&ﬁlugxghaﬁﬂl dgx[l@% Qgiﬁm%‘?&*ﬂ&%g daAefl® p‘idll _device

202 with 30respect to 1S espécl al ant ageous vxghere t he
host conput er sy%tl@mlws%% Wén%étﬂ}mpféwcrewbéam%rc"f@w@f’ffl?cc@ﬂ@@nth'éw“%gﬂsit em

tAﬂd' tional apltol |i£eﬁ‘iih:ﬁﬂ$\?ar{&¥ilya«!m%‘él Q@ch@@a@@@to%@h@ amiaitﬂk 8n gl%k qm&_@ﬂ:lz hidar oggh
e communi cati n_au ubsyst em serial port.
230, short-rangg’r}%&%\ﬁﬂé}é@ﬁegﬂ‘ég %8@\}3?‘ ’rﬁ”fiﬁg 'g FURY Gt her  suitabl e
subsyst em 2425 &0@H3] i nst dlhk B ippliatiaseefeiily RAM2Bi00 sprlefdeabloyata
non-vol ati| e st 9g, (g RAMNLAL 1EXSELIORBTHCEIPLOGERS QL 238, Such

flexibility in application rnstallation 1ncreases unctionality of
nobi | e devi ce 20PMagdY HigE oV ideérharbwdighiyes Megepupi ko the
communi cat i on- r edcafiegkvick &tk eRSspoddindaatsRienFQbre@ %P hRociBRGHH Q host

computer systen thercby creating a mivrored host computer on mobile device 202 with
30 respect to such iteims. 'This is especially advantageous where the host computer system is

the mobile device vser’s office computer system. Additional applications may also be

loaded onto mobile device 202 through the commmunications netecork, an auxiliary /O

subsystem 228, serial port 230, shorl-range cominunications subsysiem 240, or any other



5 communi cation applications may enable el ectronic commerce functions and
ot her such financial transactions to be perfoimed using nobile device 202.
[0044] I n a data comruni cati on node, a received signal such as a text
nmessage, an e-mail nmessage, or web page downl oad will be processed by
comuni cati on subsystem 211 and input to m croprocessor 238. M croprocessor
238 will preferably 10further process the signal for output to display 222
or alternatively to auxiliaty 1/0 device 228. A user of nobile device 202
may al so conpose data items, such as e- mailll ‘messages, for exanple, using
keyboard 232 in conjunction with display 222 and possibly auxiliary I/0O
devi ce 228. Keyb&H} 62@%@%@9ﬁ?éﬂ%@%ﬁf?bbﬁ@@H@RéﬁbgémpﬁahuﬁﬁﬁﬁwlKév ard
and/ or tel ephonesgbypa: i«ﬁy@ad; uxIJﬁﬁ&ﬂ)y%QﬂBlQ&%Qoﬂﬁ3€”§ucmxapiﬁiyt1ﬁ ﬁnﬁmi&i ed over

a communi cation 15 nica bsystem 2 45] For
voi ce communi cat ”8‘?%12"‘%0’1 ‘ﬁ%c‘B\f'ett; P?"“B’EBWWSIH ?V‘”“r‘rb?@!)J *éxﬁ‘”éﬁ‘od’ééfﬁ’ﬁ‘L g
substanti al |y si pi-feaice hexoep torhhaticativaclhed Bnatwds, 1 lgrial s sywowmbld, skwrecout put to

speaker 234 apd §dng]ﬂ§:lc§nofnQf:phtc{tﬁﬂsgmdﬁrﬁ!am}éé@&! u,dcolaf%wg;%@lﬁfcet;n@d.m%emua{ophone
236. Alternative_voice or audio subsystens, such as a voi ce nessage

recor di ng subsysf“é“f’r‘f“"”r‘Fé’ﬁPa%o%tOB%P%W%?WW%HG‘% 2Hbbi | e devi ce 202.
Al t hough voi ce ojooadldi 0 Shgraah corymithtionSnopé, eﬁ@ﬁaﬁlsygnalckﬁ&mphtoshﬁéﬂw@él marily

thr oug h's peaker %1? ﬂldlﬂhfl%paigg%l %%2 qag@% dinioastc? wxlﬂ%e blfogfgsed%y Qommm i %uoar'in I ndi cation

of the identity , or other
voice call rel at ‘é‘HSB’Flﬁ‘flé%h@ﬂF@HfTO81301W@S@ﬁéW?é@PwF@@n@]fwmsﬁqut 230 in

FIG 2 is nongal fne mL@m@&g&h foRoRpuPRIIRAIAA 22 GcutiveP@ 9B SN ¢{RDA) - type
conmuni cati on deyj ronization with a user's desktop

ce for
o ey 2 L on ety abor e R SIS B Sl it for R L Sl 588
enabl es a user tfor &empipmerhgkcahmzmmc@wghnuam\z,reh(mgﬁnaamehei@oexﬁ)lpmxﬁm@tvvare

application and gxi&nds,d H@ey&%aaé% lq efeea%lmm @%meﬁceke%)&,d%d/&r ovi di ng

B

for information or soffware downl oad: bi vice 202 ot her than
through a wir el S&&PeRmiRfic¥RAd] SWS%@W&%MWW&PP@W&% 0% 2 gVEESARP pat h
may, for exanpl emtmtuﬁ;eghdoﬁm{u&as:hoashbg@@fnmii on key onto nobile device 202
t hrough a direct b()é%nd thlf usted connec

b
AOr VO&CC c?mmumcapcfé T.{m([ 616&9 CE }OII Lm%qc ECVECC b&rie y

provi de secure device conmuni SFange” conni cat i ons
subsyst em 240 ofsulsfagiallp Smsiwambalddlat ﬂ‘@quﬁégﬁmwuwdmmpwwempewm W apt ovi des

for comuni cati cgrgnmew@ﬁnmmw%&1&%@%@% AR ghS £38T RALnSYSI&AR; OF
devi ces,. whi ch ne(%d not necess& be simlar devices. For exanple,

subsyst em 240 neYT HRISTRIESTH- SFT 5 aeYﬁ‘F%l’F“‘sﬁ’é%i"@‘é‘dléiﬁaubé%%ﬂﬁh F‘é@f g%l ic-nits and
conponent s, A SmpleiBnidtoo otohilddegionifniibatplorvidreduldn digalpneui idgekably

conmuni cat i on WiaI:cQs i-] erf’cl %nhz%ﬂﬁﬂ%ﬁéhég §éf égf gﬁplm:’%‘?&yiaﬁg Be US(BA M%Pog(% }HI' Mis a
registered tr adenar k
indieation of the identity of a calling party, duration of a voice cali, or other voice call
related information, as some cxamples.
[00486] Serial port 230 in FIG. 2 is nommally implemented in a personal digital
25  assistant (PDA)-type communication device for which synchronization with a user’s
deslctop computer is a desirable, albeit optional, component. Serial port 230 enables a
user 1o set preferences through an external device or software application and exfends the
capabilities of mobile device 202 by providing fov information or software downloads fo
maobile device 202 other thun through a wireless communication network. The alternate
30 download path may, for example, be used 1o Joad an encryption key onto mabile device
202 ihrough a direct and thus reliable and trusted connection to thereby provide secure

device communicalion.



[0048] FIG 3 shows an exanple system structure for comrunicating with a
nobi |l e device. In particular, FIG 3 shows basic conponents of one exanple
of an IF- 10 based wirel ess data network which nay be utilized. Mobile
device 302 (e.g. nobile device 1.02 and 202 of FIG 1 and FIG 2
respectively) conmunicates with a wirel ess packet data network 305, and may
al so be capable of comrunicating with a wireless voice network (not shown).
As shown in FIG 3, a gateway 310 nmay be coupled to an internal or external
address resol ution conponent 315 and one of nore networKk entry 15points
320. Data packets are transmtted from gateway 31.0, which is a source of
i nformation to b&Mrhnsm Predanse combiniaicefbesends0 ot HEolighn HEURBE k 305 by

setting up a W r ghRsS cHefone: Kfi)fcyﬂ'aﬁhcs:ﬂ@@oxﬁlfnﬁmc@&{ RN SbBctaeviedon hey devi ce
302. In order to{jﬁ[rL ate this wire ddress

o mss0ci at ed wi PHCREE 1ERGTEE: 3550 e R b e el e
however, networ kséedresdessuandudaypiidal i ot @squarcdameiit by cassingrie dr to a

particul ar nobi | @Bgl@t\ébtﬁ’?M%Q)gmm&u&ﬂﬁ&ﬁ@% %ﬁd%na%ﬁ@icwon%19%51@9 on an

as- needed basi s. hus preferable for nobile device 302 to ac U|re a
netwol k addr ess aﬁlaleq‘ %yﬁte'ga%ﬂé\féfévcesMU%fﬁoﬂéfé*ﬁ &raﬁ?q’fém%dﬁ1d§%°dla?fe8§%m§81%
establish wireless |imé& 325. [0049] Network entry point 320 is generally

used. Lo mul tipl gp.and demdl 4 iiplex ZRATPIGSH BN, BALEYRY D EQTRAT AL e

servers, and bul nnecti ons suc There are
normal |y very f eweolgl detiess @ praioion KIG Askaps paiiaresp Rk oking e a1331]|Pe al so

i ntended to ggntyald vZ@d(ﬁQ(&aﬁJzﬂﬁJolelﬁMﬁhdy%h@lliédi rahigs Y QLI0D[de. SEbiNl Ces.
Net work entry points an address, resol ution

Nemonant 518 | pihes 18gs 2 it 2R BB Lol A e S SRR

gat eways and nobpacet deaictesk 3dSnatd miag aiex@&ngpbodic oB Oadornésgngne$iol witclesn
component 315 i s, 3RO AT SARM GulASH pf@%flnga 5%&{@%&%% o BF1 CP) as

one nethod for providing an address resol ution nechanis 50] A central
i nternal, conponéftios °W‘F‘éld%‘§‘§fs thatlebon ekt 3B5f gnegr Hé’t%’r“l@‘l‘r%‘ﬂf er 330.
Nor mal |y, netswr idtOihens:a 3@fciane uphaptd 8bhapited A hehpaidd oubtast net wor k,

Ut ol S they sauldoplhernat sy, g constpuai el LiomShandai e

comercial ly aval ers
centralize thouswmdss ofiwdk ekl ﬁ%ﬁm@t%r 3Krtamobilegle§a530Rorrader {p drasisl enent ed

in arelatively {akg8.08Warks 'aEthu@m&%ﬂt Jd@less'z?z‘?s@écla&@ W@ noBild RGgs maul
connection back to network entré‘fo oi nt g sone networks there may be

Smul tiple tiers '8f" Helf"\?\iﬁl"lii"}cfﬁj‘t“ %"(Tv‘éln’b"’“ﬁ% BUICRITR PE YPIF8PE%r e mast er and
sl ave net wor &0 r qutiemsnt33&jgablb a patialldr nebitthicgias 8 bhhastfadmetdyengcaly e sim | ar.

O'ten a network MOULA" n§1§gw1§%éc& %N S??ssdﬁx?s p 16'31?{ 1363510%4\900 3'0§‘to {04 1§lc§ase

shown as a dynam c nanme server Use I nt erne | ook
up destinations ook afdiepiigd ﬁ’aﬁﬁo"ﬁ‘é%{é@é@’“ﬂ%@ﬁd@ﬁéﬁ%‘@éi‘\ﬁé@"@’f’ éft‘Fléﬁﬁs 335,
as descri bed abawee provi de wireless links to nobil e devices such as nobile

[0049] Network entry point 320 is generally used to multiplex and demultiplex
25 amongst many gateways, corporate servers, and bulk connections such as the Internet, for
example. There are normally very few of these network entry peints 320, since they are
atso intended to centralize externally available wireless network services. Network enfry
points 320 often use some form of an address reselution component 315 that assists in
address assignment and lookup between gateways and mobile devices. In this example,
30 address resolution component 315 is shown as a dynamic host configuration protocol
(DHCP) as one method for providing an address resolution mechanisin,
[0GHG] A central internal component of wireless data network 305 is a network

roufer 330, Normally, network routers 330 are proprictary to the particular network, but



10 device 301 [0051]Wrel ess network tunnels such as a wirel ess tunnel 325
are opened across wireless network 305 in order to allocate necessary
menory, routing, and address resources to deliver |IP packets. Such tunnels
325 are established as part of what are referred to as Packet Data Protocol
or "PDP contexts" (i.e. data sessions). To open 15 wireless tunnel 325,
nobi | e device 302 nust use a specific technique associated with wireless
network 305. The step of opening such a wireless tunnel 325 may require
mobi | e device 302 to indicate the domain,- G network enny point 320 with
which it wshes to open wireless tunnel 325. In this exanple, the tunnel
first reaches nef\ibfRldaeupelgbocoptiied fipm suifameonmevishy 3avledaderer mi ne

whi ch networ k ent[’hglpumlsdﬂfna%&k 10112&)5 ﬁﬁﬁﬁheﬁmb}h@tﬁoﬂ&ts@f Me@\dhe@%m Wulohd pl e
wi rel ess tunnels (?1 ene Lcdﬂ om.one, N (?, evi ce 3\)\;@ ? dlundancy,
or to access di f?er“éj”f'dé FI eWay s Brid“8&rvi smo“n01 He AeRbIPRYO! 5%‘){‘

domai n nane is fbawheongchen ltﬁelﬁnmiww'é; ctltlrlvewmﬁ%fbhrd@dwmgwnm werknaght ry poi nt

320 and necessgar ¥ukigs aLk Gﬁ&mﬁaﬁlﬁo@&ls @%@gasésth@@e%@ima% nodes. aong the
way. Networlc entry point t hen uses the dress resol uti on conponent

315 to allocate %?Hé‘éﬂslﬁfs%éfﬂ'r"é%'%“”f’]b‘r"saé ﬁﬁﬁ‘ﬁ“ic}‘%f‘sﬂ’éﬁnﬁlél Y0 2 ek &Rt Phddr ess
has been al | ocat ed &c@sybink eerdetdoca 1302 sasndw e anamyiingahed s&ﬂc;glalt\?emy as310,

i nformation can ﬁs@@ﬂ 1&?5%;%&"{%%‘3%% Bésﬁm&%tff Wba%tngéa% Jh\?ee IJIX%d aei\ééegﬁi 302.

[0052]Wre| ess tunnel de ending on nobile
device's 302 cov%?“&@%f‘f'éfaéﬂ?gp@céﬁ@"%@twwWﬁk‘\?\}lrﬂélt@@gbiﬁéﬁw F@CB®‘8“<W11?I t ear
down wirel esso 30&@@6%2 325 after a certain period of inactivity or

ont - of - cover age rder to recapture resources, held by this
wirel ess tunnel @gé )t or o‘;ta e’g sifé‘%‘%lfé).m“*ﬁs 5%%‘}“’1‘? “’r"réjfsi%ﬂm?@r’p i“ﬁf)%c“%/%ac’toés reclai m
the |1 address temior ativdiy305es eduadaicorte mobisdrengewy.geutBOAnddidressm r el ess

tunnel 325 was :fidusts t@ QQQQQP p%@ §ul€!?w£1@k,%§§l 51@ éﬁab'hﬁeh 99?&.\ @f]\tq}ila\f\'%l%e: ﬁ|sts i at e

tunnel 325 is torn - gg v@i& | oses al

| P data packets IP%M?FD‘BP? ’é‘dtfé’{?iﬂé@ 9 or ViFRdt domie e kg dat %%%QW)SSLPGPPHCOM r ol
Protocol (TCP owird¢efimddss, 1%1&@@&1&136’1 atpanla sﬁddﬁl?):eshu{@ﬁE&]zd%@ém:ﬂi ng to
PIG 4, there i S\w?chcgm,ugmﬁﬁﬂe% e@) ogll]%gglgr%c% A WG e,ss uHmEErS x%gyi%%uucmbl le

devi ce 202 connec a conne
Wi rel ess data netebe Revice 382 tojydicale é§§01ﬁ@t1mn%‘ﬂ'QBSHWPOWF @0 vath Wit server 405

is a provider Ofws\ﬁ/@pm%@én\/wbﬁc&@s wfRnesal dis c%@l@siﬁé Mh&eﬁrsﬁﬁ&h&%&t%ﬁ@m ai ned,
sel f-describing m)dg‘gg @E@'ﬁ' 1ca'%l ons . E%t gan ﬁ (ﬂ 1&“9%51. 3§ L. (EUbl | shed)
| ocated, and i nVBREd AEPHLE RECHHFY GEREL iR Y PR
appl i cati onsg0 i nodiahel thgdootamerovied Neltivie edsicsscancisisbovencdepl eyedbild web
services and i mﬁ@éﬁ@c E;OB %‘&dundaucy, or to access different gateways and services on the network.
Onee the domain name is found, the tunnel is then extended to network entry point 320
and necessary resources are allocated at cach of the nedes along the way. Network entry
point 320 then uses the address resolution component 315 1o allocase an 1P address for
25  mobile device 302. When an IP address has been allocated to mobile device 302 and
communicated to gateway 310, information can then be forwarded from gateway 310 w0
mobile device 302,
[D052} Wireless tunnel 325 typically has a limited life, depending on mobile
device’s 302 coverage profile and activity, Wireless network 305 will tear down wireless
30 wmnel 325 afler a certain period of inactivity or ouf-of-coverage period, in order to
vecapture resources held by this wireless tuomel 325 for other users, The main reason for
this is to reclaim the I1? address temporarily reserved for mobile device 302 when wireless

temnel 325 was first opened. Once the 1P address i lost and wireless tunied 325 is torn



[ 0054] A basic web service platformis based on the Extensible Mrkup
Language (XIM.) and the Hyper Text Transfer Protocol (II1TTP). A2viL

provi des a netal anguage i n which specialized | anguages nay be witten to
express conplex interactions between clients and services, or between
conponents of a conposite service. Wb server 405 will 15 typically convert
XM. nessages into a m ddl eware request, and convert results back into XM,
[0055] This basic platformis augnmented with several other platformservices
to constitute a nore functional platform-1&-fully-functional web serV|ces

platformfurther consists of three addltlon%I el ements: the Si
Obj ect : Access Pr 89 &levag@hpyses tihiBpto el <ok rpkee foimppbilodericpid over) , and

| nt egration Ser vivb@hef bii)andni@ton shawnPiotean dreher WebuSepmigesrbesar i ption
Language (WBDL). 56]SOAP is a protocol specification that defines a

uni formway of pas |ng data as an XML nessage. SOAP can be synchronous
(e.g. a renote pl¥Bddure Redirii)z loFIGadyirehis olrous sflemgtic dagmpsba geyuatdsp
particul ar, SOAPRhS1QPR:68 L& ko @w&rs@ltngl@k bl Aborge Y 0 BE Widds 4, encode
t he |nfornat|on in web service requ Hgég response nessages before they

are sent over a FEYROME VFOHSHUROP 5!‘151 WSE?‘““”}W’S“[OESPFQ"W&F‘ Aetsser vi ces

are avail abl e, asdiqes.obdncieBy, achrechanis mif@nbtabd, et desdibinglynand: eglikatiohd nd

specific web Seerlt%%?bed évﬁ)'reﬁ (1% vﬂ%?ﬂa?cﬁsi&d&eg' a%& Eangg%?é%osg hle%otdﬁwm %{5 enabl es

web service publlsq ornmati on or Services to shar e) to
regi ster thensel W@sWehridOfl@rapelpqa@m@enc&diI\a@@elswwzs@ewn§@%¢1§i@1e1m6 want

information o0 sedskEREanl vsiRAEN these registries. Wen an appropr|ate
web service has found, a d scrlp rvi

retrieved. 5[98%0058]’?/@6@“6@9“ W {1/‘“0 ‘6“‘&%%38‘5]?%% S ‘gic%aﬁn@%&é‘*g“%m
specifically, VBBIML) prdthé Her Sexivdimpnsfay Propsbl (SETR) e@lpprovided e pstatangudgsior | be

t he basic format wlﬁ(f,h sﬁ@c@xh@%rléﬂgﬁa%esr rﬁé}%@%ﬁiﬁcrpt\é %{pxgk zcﬁlﬁﬁ&n&m&%%sqgt@kéx or
encodi ngs. WBDL i s an XM, description of service, _which descri bes
what the web serVFURARVED, RHEPE PRPIELT eréswma%tﬂc ¥itier BeP PGk EOSYA

16 typically convert XML messages into a middlewate request, and convert results back into
XML,
[0055] This basic platform is augmented with several other platforn sexvices to
constitiite a more functional platform. A fully-functional web services platform further
consists of three additional elements: the Simple Object Access Protocol (SOAP), the

20 Universal Description, Discovery and Integration Service (JDDI) [not shown], and the
Web Services Description Language (WSDL).
[0056] SOAP is a protocol specification that defines a uniform way of passing
data as ap XML message. SOQAP can be synchronous {(e.g. a remote procedure call) or
asynchronous (e.g. a message). In particular, SOAP is one example of a protocol that

25 may be used to encode the information in web service requests and response messages
before they are sent over a network.
[0057] VDD is used for listing what web services are avaiiable, and provides 4
mechanism for clients to dynamically find specific web services. It is a Web-based
distributed divectory that enables web service publshers (whe have information or

30 services 1o share) to vegister themselves, and for clients or web service consumers (who
want information or services) ro search these registries. When an appropriate web service

has been found, a description of this service may be relrieved.



[ 0059] I n one enbodi ment of the invention, a web service description is
enbodied in a WoDL file. WBDL tiles include all the information needed to
use a web service including the format of the message web server 405 is
expecting, and the |location of web server 405 on a network. Furthernore,
WSDL files can be converted into code which 10w || invoke a web service.

[ 0060] WEDL defi nes services as collections of network communi cation

endpoi nts or ports capabl e of exchangi ng nessages. In WBDL, the abstract
definition of endpoints and nmessages is sefarated fromtheir concrete
networ k depl oyment or data format bindings. This allows the reuse of
abstract definitil'¥8 of n¥SPhdesrarihiceHibap &eb $5vigh Moaptcildade WS4 ons of

t he d?_t a bei % emhmga?ﬂw fca-ra.tdb Wfi&eﬁr%’xﬂﬁf&io miaérn}ka u?rb@si@da@]ga_r @iﬁﬁe};ﬁ@hkfﬁi ons of
oper ati ons. e concrete nprotoco nd data Sp i cat.i ons r a
particul ar port F@%ﬁw88%3?%?@#@“%”E@h?ﬁ%%@&ﬂﬁﬁggﬁﬁmeﬁﬁ%8??“%@”géﬁ$ﬁed by
associ ati ng a netsprkwhiddtcesbewlthihavelsasabbe doi waraigiesidmondheolplimekd on of
ports definessa gervice. Accordingly, a WSDL docunent uses the follow ng
el ements (also referred to herein as 20web service description el enents):

Types: a cont ai néf%Plor daPaesppetimettiontie PEHEOR WY SeBfElerp Pl I befiF Y e. g.
XML Schema Def i ninta WwsDiofile XBRPDL. sldvResagal th2hanmales hécded tp ufcyuped sdetd ni ti on of
the data being C%M&!E" b5t of (PEERL gJQb cﬁ&- AR LA, ‘2'%?&[14 1BLali s Qep, N
action supported by e service; or t pe: "an apbstract. set of
oper ati ons suppoﬁ?@ﬂ“ﬁwnéﬁéwﬁﬁ-ﬁﬁﬂ@ﬂ%mdﬁéi%ﬂgﬁC@U”BPWGﬂ%@@mam@dﬁé*ete
prot ocol andidat aunfigronad wapesicki cation for a particul ar port type;
[608601 WSDL. defings services as collections of network communication
endpoints or ports capable of exchanging messages. In WSDL, the abstract definition of
endpoints and messages is separated from their concrete network deployment or data
format bindings. This allows the reuse of absiract definitions of messages, which are
15 abstract descriptions of the data being exchanged, and port types, which are abstract
collections of operations. The concrete protocol and data format specifications for a
particular port type constitute a reusable binding. A port is defined by associating a
network address with a reasable binding, and a collection of ports defines a service.
Accordingly, a WSDL document nses the following elements (also referred to herein ag
20  web service description elements):
+ Types:
a confainer for data type definitions using some type system (e.g. XML Schema
Definition or X.SDJ;
+ Message:
2b an abstract, typed definition of the data being communicated;
s Operatiom
an abstract description of an action supporied by the service;
= Port Type:
ai abstract set of operations supported by one or more endpoints;
30 o Binding:

a concreie protoco! and data Tormat specification for a particular port type;



- 16 - Port: a single endpoint defined as a conbination of a binding and a
networ k address; and Service: 5a collection of related endpoints.

[ 0061] Wi | e SOAP may be used as the invocation protocol for comrunications
bet ween nobil e device 202 and web server 405, other protocols and nessage
formats may al so be used to communicate with a web service (e.g. H M

GET/ POST, 10 Multipurpose Internet Mail Extensions or M ME).

[ 0062] Enbodi nents of the invention relate generally to web services, and
nore specifically to nethods that facilit-aftfe the conbinati on or aggregation
of web services, but which do not require programmers to wite custom zed
code. In accordance wotth one enbodi nent of the invention, a user interface

(LE) is generated aU%‘%H@R'gﬁéﬁJe}:ﬁ’ dtt gl%na@a X\ﬁp)mlaé&e(gf Iﬁﬁﬁlﬂdﬁﬁ(ilrdchtoikoe{hthcbsn this

enbodi nment , i nf or mat i on servi ces descrlptlon I's used to conbine
web servi ces. [0063]A©bregat|on of web services may al so be user-driven. In
this case, the aggesegaticon is driven by the consunption of individual web
services by a_user. the invention, output data from

web services Being dﬁéﬂﬁ&y@&nggseUﬂ meOthrough a user interface and i nput
data entered by a user through the user interface are nonitored. In this

embodi ment, rel afob@ﬂs hi pSHREINRENWER 1S LVHE B SoG@IR IP&odoi‘rfo%orl%nfcM)m
patterns in the noni‘tored data. These relatlonshl suggest whi ch web

services may be oSt Aakile dprcead et erns dP e ke ﬁmPﬁén@ﬁﬁﬁﬁFﬁﬁﬁﬂs
rel ati onshi ps betwesn teeld sebrmaEs:emyh Dect wfvee (b HTrp rErresact i ons of a

user ”an'DU|?6'nﬂuﬁh£ﬁ%£hhn gﬁﬁ@ﬁgﬂﬂgnmgh%ﬁqionsuning a web service.

Speci fic user actl coplés output data from an invoked
web service, to @R84Input Enibéflhamu%@dhetlevepﬁmwl@eg¢nﬁ1@u:t tocrepb aorvigesame IoeT  web

service) can be :ﬁl&&i@;@ﬁﬁt@ nleMo8lah® L4l nid N Ge N&Hbﬁa@tdﬁba@ﬁﬁgﬁko@%ﬁw@ﬁd&vﬁ@s ¢@nbi ned.

[0064]Aggregat|oq q services may al.so be a er, where
t h e Mich dO l]()iL ICGUIe Progranuners o write customize 0 0 tt accor ance Wl 1 oné

embodiment of the invention, o user interface (UI) is generated automaticaily from a web
156 services desciiption. In this embodiment, information in the web services description is
used to combine web services,
[0063] Aggrepation of web services may alse be user-diiven. In this case, the
aggregation is driven by the consumption of individual web services by a user. In one
embodiment of the invention, ouiput data from web services being displayed to a user
20 {wough a user interface and input data entered by a user through the user interface are
monitored, In this embodiment, relationships between web services can be inferred from
patterns in the monitored data. These relationships may suggest which web scrvices may
be combined, In another embodiment of the invention, relationships between web
services may be infared from the actions of a user manipelating a user interface while
25  consuming a web service. Specific user actions (e.g. when a user copics output data fiom
an invoked web scrvice, to an input field used to provide input data to another web
service) can be detected in determining which web services can be combined.
[0064] Aggregation of web services may also be performed by a user, where the
user explicitly specifies how web services should be combined. In one embodiment of
30 the invention, the user combines web services througl a menu-driven intesface in which
web services available for aggregation are displayed.
[0065} In enabodiments of the invention described above, the aggregation of wab

services is anjomated, so that the inferveution of a buman programmer 1o wiite



user explicitly specifies how web services should be conbi ned. In one
enbodi nent of 30the invention, the user conbi nes web services through a
menu-driven interface in which web services avail able for aggregation are
di spl ayed.. [0065]In enbodi nents of the invention described above, the
aggregation of web services is automated, so that the intervention of a
human progranmer to wite - 17 - custom zed client applications is not
required to performthe aggregation. Qther features of these enbodi nents of
the invention will now be described in great-er detail with reference to
FIG 5 through FIG 7. [0066] Referring to Ma 5, a flowhart illustrating a
met hod of aggr egatsionychelynBppliories npcqyenkic atiamy Tg apsemivm i Gowres n

accordance with ame@tm}dmeﬂ@ opJK, itnblﬁu!nﬂ\/ﬁr%%@@ﬂéscﬁ:b@&'ﬂ%agﬁﬁ%lajxﬁy as 500.
[ 0067] At step 510 service descriptions are received by the

one
conput i ng deV|ce“@%”b“wﬁﬁ%ﬁﬁ@mﬁegﬁ%g 202 of FIG 4), as may be required to
support one or ninoeslappl i Reitriigns FIO Shelexreuledadp atRecdubihegdayhae. For

exanpl e, a weh SgryiCe: eAeQmﬂg%&eJ IB%HT% s BYo R cd mltaﬂ%m&gﬁﬁrmn?%f B 1\&8% file.

Wher e the conputing de devi ce, optio services
description may BelopeErided ¥P a web services accelerator before it is
rﬁcel ved by the poobrl e de%gegﬂuﬁgned@&@fdmecm& @so@@nc&@ﬁheadaev@mglﬂiccat ion by
the sane inventors entitle

SERVI CE- DESCR! P ORE AR5 A a1 (s G & oo %&wbﬁlaf@amh%. n by
reference. The W8Dhord applratiay tdie codptiad mretle fpwindarideo Eaitekonpld, demb sckvied on t he
UDDI registryg fo&cSxaml Ln@lé'&%{m 51%19W§1§1r )éle”%ha@x%%?& chﬁ{o‘m&% 3Q:id% Uagde t O

| ocate the approprijate e, I.ncluding vendor specific registry
prot ocol s and hu‘ﬁfi’ﬁe r"%‘éﬂﬂ%}m @c \‘i\’élbgclj%%@s“é%‘?‘e‘ﬁ%" beppjimigsddpng|vweh services

accelerator before it is received by the mobile device, as described in a co~pending
application by the same inventors entitled AN APPARATUS AND METHOD FOR
PROCESSING WER SERVICE DESCRIPTIONS, the contents of which are

15 incorporated herein by reference. The WSDL file may be obtained from a location
identified on the UDDI registry, for example. Other registry methods can aiso be used to
locate the appropiiate WSDL file, including vendor specific registry protocols and human
readable wel based systems, for example.
[0068] Web service descriptions received at this step comprise various web

20  scrvice description elements, and may be processed in accordance with this embodiment
of the invention if the web description clements contain names of web services and inputs
to web services that adhere to a predeterimined naming convention. The naming
convention facilitates determinations of whetlier an Suput to one web service may be
obtained by invoking another web service, Put another way, the naming convention may

25 give hints on how vatious web services interrelate.
[0069] For instance, aggregation may be inferred from the structure of 2 WSDL
file. WSDL files can describe several logical services and are themselves a form of
aggregation. Information in the WSDL may be used o combine web services if the
author of the WSDIL fife used some specific naming convention {o provide hints on how

30 individval web services should be combined. The naming convention may be 4
standardized convention or one that is applicd only 1o & specific set of one or more web

SCIVICES,



[ 0068] Wb service descriptions received at this step conprise various web
20 service description elenents, and nmay be processed in accordance with
this enbodi mrent of the invention if the web description elenents contain
nanes of web services and inputs to web services that adhere to a

predet erm ned nam ng convention. The nam ng convention facilitates

determ nati ons of whether an input to one web service may be obtai ned by

i nvoki ng anot her web service. Put another way, the nam ng convention nay
25gi ve hints on how various web services itterrel ate. [0069] For instance,
aggregation may be inferred fromthe structure of a WoDL file. WSDI, files
can describe sevE8iEP] | ogi Eaidgdbaipliqudnegrieiiie SPpanE BISPediiadopivn
aggregation. | nf gneRing fcd wkbkdigcdBDL nmay be used to combi ne web services if

t he author of the WBDL fi u SO speci.fic.nam ng, convention to provide
i nt 5 o how 301 ndi vi dual Chett S Rgs TR G B L RE A E S Tt of
conVel 1 dO11 nay be a standardiczed convention or one that is applied only to

a specific set of one or (B?rgczﬂ)ﬁ@ PREVKEE 8n inteFQQ@'ﬁ]&Q[}ﬁ! A8 ferd:-NE: fohd 0 NQ
exanpl e. Suppose a WBDL file describes the followi ng three web services:
(a) getlSBM which takes stribf™P¥rd™nd Author as input and returns an
i nteger; 5(b) getPriee: wa chddrakesh akesianireger/S#&BNhasaddnguis andngr et urns a

floating- POl nt DuFbELBNHL naming conveptionb@p@IilEhi AU &0 bAKS R, Blad N egET

| SBN as i nput an re_urhs a string. 1n_t I's exanpfe, the nam né convention
used specifies t&ATVaRANGEDYIS WA telKaV Ry Charlechgat Lerdicivgisl 28 Bowk A othicet urn a
}/al uﬁ- <vari ahp em;ugﬁgﬁ@as. qanustoE@ngebgzwﬁadueager&i&nmtsef&-z(i;s dﬁiahﬁ{] cah@ueb Eer vi ces.
n this case, getl| IS we vice t refurns data that can be
hesoc at ed w t b PHE HA e PeRRe Sl MR s HEA PR e o P T nput 1o
one or nore ot hercwebeasebviices B .sglrigetPrides. amdciont o, beandt itdcence can
be made that the,Qut BlaQiv G610 IR DBYinRE (URRLoRS wAP sl o these ot her

web servi ces. . ) o ) L
[0071) Af step 512, the computing device receiving the web service descriptions

15 atstep 510 may determine if an associated user interface has been previously generated,
which already reflects an aggregation of associated web services, This step may be
performed if re-processing of the web service descriptions to aggregate associated web
services is not desired. In variant embodiments of the invention, the determination made
at this step may be performed remotely from the computing device for which the user

20 interface will be generated (e.g. by a web services accelerator on a remote server),

[0072] At step 514, if an associated user interface has not been previously
generated, or where a re-processing of web service descriptions received af step 510 is
desired, the web service descriptions are processed by parsing the web service
descriptions to defermine inputs and cutputs to associated web services, and to identify

25  any mstances where the input to a web service might be obtained by invoking another
web service (i.e. either by invoking a different web service, or through ancther invocation
of the same web service) as suggesied by the names of the web services and inpuis to e
web services described in the web service descriptions.

{0073] At step 516, a user interface is generated from the web service

30 descriptions, which may aggregae a mumber of web services (andfor instances where a
web service Is involed) based on determinations made during the processing of the web
service descriptions at step 514, In this embodiment of the invention, the usey interface iy

generafed by the computing device, althovgh in variant embodiments of the invention,



[0071] At step 512, the conputing device receiving the web service
descriptions 15 at step 510 nay determne if an associ ated user interface
has been previously generated, which already reflects an aggregati on of
associ ated web services. This step may be perfornmed if re-processing of the
web service descriptions to aggregate associ ated web services is not
desired. In variant enbodi nents of the invention, the determ nation nade at
this step nmay be perforned renotely fromthe conmputing device for which the
user 20interface will be generated (e.gqg. bV"a web services accelerator on a
renote server). E}OO?ﬂZ] At ste .\%]44, if .gg, associ at ed user interface has not
been previousl y YEHEPAIFEES PEPIHEY & 49 P S EsPheP B iRgesls VISVl the

descri ptions receiovpdifat vail Bpusbd@.gi sy adediserad;s atdlerawe br semviccgvaescri pti ons
are processed by @k N ha.neR.BEI K GE (ABSRHLBL 809 { Q deletm e | nputs
and outputs to associ ated web servi peg, &nd to |a"ent’|¥y 5 any 1 nstances
where the input 6hedswEey csamnls 86 i gifeigsancy bt ginpralgd byripdveiok oty vdidtcher web
service (i.e. 5ei bh&teuly ihmsoaddingienit dhiphdaese8 N coMBBrH8Y Wi GEpro@iced hrough

anot her invocatigp of. the same web service gs ,sug_ggsted b,?; t he nanes of
the web services and i APGESCT G VIS “Top Ly PO B FEEL PSS PEeHE web

servi ce descri pt fugprquen] GOPEPALTLs tesio 1B B praduggign thic idrerf acecedugblgener at ed from

the web service FRAARG, biJiORS forMaf GhelBYe AIYLEIALE 13 OHTRE 0 Web
services (and/or msqﬁjlaﬁnces where a web service 1s invoked) based on

det ermi nat i ons nEAE L PHG: tHEPPEC ESTOAGMBEderhde (B oS &aE sandESerPpt i ons
at step 514. 10n ¢thir sppdicdiohi omendifa@h (dhech Bwedls) ORrovidd eSS intdrAtb bage 1S
gener ated by thepfPut | Ag. §8¥G e Aeietdlhnl Doy ALLRNL. SROGLIRALS, gf L he
i nvention, - 1 [9 ?‘ﬂ'{)hi S step nmay b pertor .n‘léa e%af"g’ga evice dres Sél?heﬁﬁ% Sum
the conputing de¥t ¥&@UEH! fifi & Roreb gy eresiviieninfged(wiichImap er maey! fenyglveby a
web services acGeyt aheda@i &ddr@NBifoR@H VALY usch Q&.(Zjﬁil@b Bndis §lord ditklnf ace may
be generated usi ng an es%f %}r}lfr{,ber. iQf nown t hods. Fo_g. exanpl e, the user
interface my be" Genararad By G ch i B ORAYIER AENEHE Wilsd By
i medi at el y & t eweriitterfage pryodrdte dhultiphe veb ne viras emntiel iyvoei, saneio§ thpreodticed.
Al ternatively, ts@ﬁic&%@bmolcp@aﬁ&xﬁa&ﬁ?(’vgj@ﬁt 2 &%&qhd B0 giggﬁ%ug&%{ | ce or
menory for subsequent execution. The ctode may be produc in the Tormof an
execut abl e appl &8t PEHP Y6P SBET B (¢ HEUHEHRET celbtifitevEsde to be subsequent!y
conpi l ed into arfo@6gcut altheusbanmmics isfaodpe@%eiPhg . v orapdeiafiRyd Residen t he
formof data t hqﬁpupcﬁtpd vgﬁa'elfaﬁgmcp% invoke one or more web services. It will generally be
20 necessary to obtain input data from the user when the data required to invoke a weh
service cannot be obtained by invoking other available web services either directly or
indivectly using input data already received. The user interface is further adapted to
invoke at least one web service to obtain output data (e.g. using input obtained from the
user, using inpui obtained from previous invocations of web services, using inpus taken
25 from the state of the device such as the availzble memory, using input taken from the
device environment such as location, using any other parameter available to the device as
input, ox using no input if it is not required by the web service), and to antomatically
invoke another web service using that ontput data as input thereto (and possibly other
inputs as noted above) if appropriate, as determined at step 514. The Jattex web service
30 need not necessarily be a different web service, but may alternatively be a subsequent
mvocation of the former web service. The user interface may then wse the output data

from the latler web service in a similar manner (e.g. as input data to automatically inveke



10ot her applications or interfaces (e.g. web browsers) to provide the user
interface to users. [0075] The user interface generated at this step

aggregates web services, such that the outputs of one or nore web services
when invoi ced (which may or nay not thenselves require input data in order
to be invoked) can be used as inputs to one or nore different web services
or further invocations of the sane web service. Accordingly, while a given
15 user interface may require multiple web_services to be invoked, sone of
t hese web services can be invoked autonatl%%lly Wi t hout requiring the user
to provide addltlonal h web Servic manual | y i nvoke each

web service. [0076]TH ﬂmlﬂgyW“mﬁ @?ﬁﬁ859$% hﬂﬁﬁ?gﬁ&é%nﬁFBWﬁﬂ“ﬁ €&t for i nput

data and recelvedﬁmpUdeabammhememreqU|red to i nvoke one or nore web

services. It wil |oc§’$ﬁer al d)}/imp@]yzag st ?gﬁ\sst%@ﬁs\ﬁ 1&11‘311'9:@ (g'llf"lq{cd QIP':H?S) 59&%&&} om the

user when the data required to’invo servi ¢e can be obt ai ned by
i nvoki ng ot her av4iefi b@”%éﬁ”§€PVWE@§YgFPHQF“GFﬂé@%@?Z%FHMMwﬁﬁé@WPy usi ng
i nput data aI5eaggmma¢&nyﬁdﬁuihﬁoHSﬁhmambﬁﬂ®asaam@u£Mﬁ%hﬁBuﬁd@&h@dmt0

Kk t | t t
i nvoke a eas Q}E tovlﬁ& 1??@1 1}{&,&10@5 tP tcanbbael19 us cy &218]‘ 'b(%ﬁg%t?bg%(o 8&%801?%%}:&8;35?{5” s of

obt ai ned fromthe user, usi tai e
web servi ces, usPH@GWﬁﬁﬂ%“@&kéﬁ*ZghﬂmﬁvaWé%$@émewmmtmmewmemﬁce such as the

avai | abl e menor y:unﬂllﬁleﬁgd | iﬂ@%laﬁﬁ&eﬁe fnﬁ;pl'}@ IEJA@y éiﬁ}ylla&.% ti@:rb\éﬁlﬁigﬂgﬁaﬁcesdﬂ(:h as
| ocati on, usi ng ar arret er, device as | nput, or

n
usi ng no i nput ?’ "X(fd T ?1% P G Eee %‘Cf’ E‘é W\?érl?les é{sﬂ'}l”t‘:té‘fz)“”s %”rﬁﬂdvteéee“
aut omat i cal | y0i nwlnete&am@tsihe:d ma hesefwes Giter Osibtigaltthabt cavbqubviddakewas i nput
thereto (and posgi-l.y other inputs as noted above) if appropriate, as
determ ned at step_514. The latter web service 30 need not necessarily be
a different web g@ i ce, e mdyhareeirioseicpgal wersibisegyaad titmaseat i on
?f t hehf O:’ mer welhbrosg Mhs@ﬂy ofﬁh@cdﬂﬁﬁﬁncl datied bagenfBYIf hReRuYSe: Js&l@m@‘fﬂc@ﬁt data

romthe latter web service in,a. data to
automatical |y |ﬁ¥§ “ﬁ%omfémnm§¢wmﬁno%h@&l q?@#%ﬁgg?anﬁﬂh?% FUEF €51%y t he
out put data ¥ onrepeel sivices oke b veedvis ooy brdidatddyitreaderonitfge. Pwrtotit to a
user. [0077] Opti i%@l@};dﬁyn ofantcb §(§rﬁ&as 5{]{%@: uded WG MRS it ik Q&t%é&&gﬁ? {&%Q:q;s&tt@]g ‘ﬁ step

i eva

516 may be stor N a st 0 % vice or nenor retr at step
520 in the event’“‘f%gz‘fa P RO 38 ‘ﬁ“éegé?‘ sige Gatdpe ‘is?ﬁt“l%"rl fagcmisficogess géer e- used, as
may be deternineﬂgm@ﬂmd@mw5maomﬁeehmmqum&cu@@dummsmﬂﬂ@kmmaemhhﬂaﬁﬁfaces

that can be re- l‘iﬁ[ﬁl@ 'Lé &h(g WG@&&%@@(O%L %@l& QHJOQ(H%§S 0?%!6 S%ﬂ?@ \ﬁ&)rﬁgl%licg?r;et E of one or

nore WGDL files wth a us
i npl ement ed. 2°Thd%&%r age Refeyve i Wﬁy6 bélow@@ﬁriiuwémm@aodﬂéagmafwmut| ng

device, or loc ats&dmdis&ﬂﬂ@inaatixfg(lmk& MEerGedR WbdoRiGhcH OMh G thef QhbeXRAMr 8. User
i nterfaces that .have @wm Cmgqg, g@ ed and stored may thensel ves offer
o 3

mvenuon iS 5
functionality that web servi ces.
[0080] Atstep 610, one or more web service descriptions are received by the

computing Jevice (e.g. mobile device 202 of FIG. 4), as may be required to support one
25 or more applications to be executed on the mobile device. For example, a web services
description may be in the form of a WSDL file. Where the computing device is a mobile
device, optionally, the web services description may be optimized by a web services
accelerator before it is veceived by the mobile device. The WSDL file may be obtained
from a location identified on the UDDI registy, for example. Other registry methods can
30 also be used to Jocate the appropriate WSDL file, including vendor specific registry
protocols and human readable web based systems, for example.
[0081] At step 612, the computing device receiving the web service deseriptions

at step 010 may determine if an associated user interface has been previously generated,



[0078] At step 522, the user interface generated at step 516 is provided to
the user, through a display of the conputing device for exanple. If
necessary, the user interface is retrieved froma renote device. User
interaction through the user interface causes one or 15 nore web services
to be invoked, as may be dictated by the user interface. Due to the
aggregation of web services in the user inteiface, it is not necessary for
the user to provide input data to i nvoke each web service that the user
interface m ght access. The aggregation alfbows the out put of one or nore

web services to bg.qut_ogt_‘gp‘all used as inputs to other web services (or
ot her invocati ons 6f PR U Bk gaiict a5 e errdire Fit ¥Piv6 FIG 6, a

flowchart il ustpatimmei igreneichsidy of thagdrsegat lngipsel s Sphaesksdcgererati ng a
user interface iR, aCLor 2 WM, 10,00 i.ment. of the invention is
shown general |y as g{%g&_1%%83%6?%@3%%&2@%}} e%gtr%gﬂglr”f{mrr%?né ﬁ%gménénrdé%%‘m

descri ptions are?rB¢erRaly tyefaaeionpioly ifisy fropmaeing devige forotich dhedevi ce 202

of MG 4), assmajdfcd anqut 5@dakOSURROKL BRRe2BceRid0k §raRRlskcal i Pps to be

executed on the ”bllo‘%x% %E-V-eit%%'- ‘\I%chgr”exangl.]qj, web servi.ces description may

be in the form of a VBB 118 & £ R a’“ﬁé?‘rgﬁflfeh@m BT TP d B e

devi ce, opti onal [fipmaimotpddyics émeicesy).despriifdditomhe nwyatlsep it hwvbgied by a web

services accel er a@lﬁﬁf dpak @b Ruukihy deSick REBIMAH, l@})fel'qila@acﬂplﬁliulolgﬂ%ﬁé/ﬁs&eihtelﬂl@ VEDL
f I fied on the reg

file may be obtained froma location identifie ‘ gistry, for
exanpl e. Ot her r &€ TP HOICHIETA SOTEET (s @hedy s iy g dicBtep by the wset tgerface:
appropriate WSDI [00828]i | e, Awnepadh, ign vendodd S@etd-fidhas 8gb&hpyvRidf ocol s and

human readabl e /St ¢ ; ex le. . [0081] At .step 6 .the
conputi ng devi c\gge?lggtg(ﬁ\%{jﬁ%yﬁs%lg%ﬁﬁglg%?isr%gg d 8%%%?’6??’%?1%"’5%6 agiw’é%o% B¥o may
deternine if an ¥s&Gchavdeirsefespintersagcmodsessd bawrsingtiwvicbsstise gener at ed, -
21 - which al r e@gyiphiakkaiciniddinAGoMAGaLMOR SbciRstRG Bl e, Webrsgr Vi ces.
This step may beC %aiflornequbif re-prog_e_ssi. ng of the web service descriptions
to aggregate assocratey hels BEPLICRE ST misonguds pdls steh MRy RF PHY ™ Ebodi ment s
of the inveni$ orrempible fidetigraninpaing devicrdaeviadh tehiss iisde@p: wiilype paeped far. med

renotely from t he GORRULAYARYIE 6 § Rinolthl, 6l t he user Sinterface will be
generated (e.qg. I%@ﬁ web services accelerator on a renote server). If a

previously gener user™ At 0f aiese plerfagg i seuamied fropre wabeervicat er f ace i s
retrieved at st epsdidonf bramvaddatbbtnd@vdaRritd hdREREHR LY he waN@rieoVi ded to
(e ueer sl Sten Sl ayah 9 Al apbansl o ey IR TR dRrcs Lo
services to He igvEIedy heasmpraye frvicdi dhesbd Yoyt prebodients pftheinf ader,
this step may be performed by a device different from the computing device on which the
user interface will be uscd {(e.g. by a web services accelerator on 4 remote server).
10084] At step 622, the user interface generated at step 620 is provided to the user,
through a display of the computing device for example. If neeessary, the user interface is
25  retrieved from ajemote device. User interaction through the user interface causes one or
more web services to be invoked, as may be dictated by the user interface.
[0085] Al step 624, input data received as input by users to invoke web services,
and output data ontput by invoked web services and displayed to users through one or
more user intexfaces are monitored. Pafterns in the input data input by users and oufput
3G data displayed (o users that suggest that an input (0 one web sexvice may be obtained by
invoking another web service are identified. Tn this manner, aggregation of web services

may be performed as inferred from user interactions.



10[ 0082] At step 618, if an associated user interface has not been

previ ously generated, or where a re-processing of web service descriptions
received at step 610 is desired, the web service descriptions are processed
by parsing the web service descriptions to determne inputs and outputs to
associ ated web services. In variant enbodi mrents of the invention, the
determ nation nade at this step may be perfornmed 15 renotely fromthe
computing device for which the user interface will be generated (e.g.. by a
web services accelerator on a renote serve?% [ 0083] At step 620, a user

interface is ge2§8@§ d front the web service descriptions, based on
det er ni nati ons Bur i n&ordir e HEewss HgUse: %W@O%ﬁﬁvgﬁrWFéﬁmHé§@%|ptlons

at step 618. In ﬁhh&m@ﬁh@dwa&ahmai t he |nvent|on the user interface is 20

generated by the conputin (y [ian s of the
invention, this step may g% EMh%%‘W? Q%ggwom T “anF%ﬁg%Ws ”“né

conput i ng devi ce on whi chWheetiger wihish & fF‘@éémWPil s irfyit aué@@iu(sel.f@amgy?oaltvveb
services accelserator on a regRigy; ggver) [0084]ﬁ¢ step 622, the user
interface generated at st§$ 620 | ?VId to the user, through a di splay
of the computing device f& &¥&npY élh‘ 1PS P RBEEAIPUt P LB SRt er f ace i s

25retrieved fronwammenmm$mdemnmémc@g@mﬁmmneﬁa£MMhmaqhwomgmmhmsnﬂﬁer
interface causes; iB0g mof,rqc}mmsevwe% sa@mé@ £8%al 9,101%814 M&%@g be%ﬁro@xgﬁ ?Ct at ed

by the user interface. & 624 ata receive t
users to invoice Wé‘b“&%‘éﬁ‘%f%% SBf‘é éP“' Bﬁ?ﬁ?ﬁrt‘“‘%lé‘t“é?ﬂﬁﬂﬁlﬁﬁtc ipypt gofpcgtered dhroweh
servi ces and1d|spkayﬁdn&mauﬁ&mﬁwhﬁﬁﬂ@ghm@ﬂﬁgﬂbfgﬁnm&JQﬁﬁhm&&m@ﬂia&£®mare

t d. Patt 30 .dat
g})glpl g;g d t oausg:@)scﬁﬁgwy el oze Sy,t’H:letlﬁez as mﬁtr;lt, i} eﬁ),?ryc;[e Sude (ﬁée: V\%}Bn gzgl?ce %rbi)cr%‘i&(}e b e

obt ai ned by |nvo&%ﬁ@c@W@%ﬁ@ﬁgﬁéﬁNé@WV%@eeawamﬂﬁ@ﬂpmﬁfedwmﬂnM@M|s manner,

ag?r egaz ion of Webkes8hivi FRScRY ilfBencR eff R tABEy@%0 408Fcelit Btke feO B HSE nay
i nt eractions. -

nuzuzally require examining multiple occmrences of such user interactions, to detect the

16 pattern. Optionally, when a possible pattern is detected, a confirmation from the user that
the inference can be validly drawn may be obtained,
[0087] In & variant embodiment of the invention, the user interface gencrated at
step 620 may be adapted to provide means for users to explicitly indicate whether an
input to one web service may be obtained by invoking another web service while

20  consuming the web services. Specific user interactions in which users make such
indications may be monitored and detected. For example, a function representing “cut &
paste” or “copy & paste” may be made available {c.g. through one or niore keys, one or
more selections {rom a menu, ete.) to the user. Using this function, the user may copy
output data received from one web service to an inpul field where input data to another

25 web service is to be entered. Use of this function is monitored and its detection may
provide information reguired to aggregale the associated web services.
[0088] It another variant embodiment of the invention, a user intexface for
customizing web services is generated at sfep 620 that permits nsers o cxplicitly associate
web services with each other by identifying which inputs of a specific web service may be

30 obtained by ivoking another web service (or by another invocation of the same web

service). This is accomplished through as series of customization actions as performed by

the user, in which associations befween vivious web services are made, using menu-based

selections, drag-and-drop technigues, or other technigues known in the art, Web services



[ 00861Consi der the foll ow ng exanple. Suppose a WSDI, file describes the
follow ng three web services: (a) getl SBN: which takes two
strings as input and returns an integer; (b) getPrice:

whi ch takes an integer as input and returns a floating-point 5nunber; and
(e) order: which takes an integer as input and returns a string. Assune
that the user interface automatically generated at step 620 pronpts users
for inputs to each of these web services, and that each web service can be
i nvoked separately. If the user causes getd3SHAI to be invoked, and in
nmonitoring the input data entered through 10the user interface, it is
deternined that thecowypatbeabhget VN kplusyadatioo pobes ugles envgdiment
subsequent |y ent gf §glinibN 9 B8QkbAEmiN Ql‘rétusél @nlgg&(? FL‘!'I]&@{C@’D gtq? £ eseri e

i nference can be made that the output from éN shoul d serve as | nput

data to getPri ce“%.?hwﬂ*bweréi%)s%é%lémh Ml@@iﬂfé%ﬁ@ﬁdw s Wé?‘é‘ﬁ‘béﬂ%"éﬂ%e
enpl oyed to aggr egatieg tdves exams npseEbimhees semite, |amdoncadv&bch1rv&é]uhya:semm ni ng

mul tipl e OCCUET €R6a3 m%Ilu @]’dqgo&%&{ wﬂh%a?ﬁﬁ to%ﬁ?caletthdt L(ch 0;{: uti 01 1eescc10§1 pattern.

Optional ly, when a possi i'on fromthe
user that the mf‘é?@%’@b ??H’r’?elﬁ]@l‘iﬁdﬁelohfﬁlywdwémd AEpP I Eor @btﬁ&liwé@dt@d fero87]In a

vari ant enbodi megdvief Thmeus@x\é@astdm@.&ycdtamleu@ﬁi{ﬁdn@%ﬁl’cﬁ ﬁ@@sc%ﬁ.@t’é @E&@ladat step
620 may be adapt‘% Smg h@er%q for., zl%rs to exp (E)lg v’y |hn i|zca1te
whet her an i nput "t BH& e " L& ‘&@’1%?89 b BBEEPK e by P HVERITAY "ot h& web
service while 200twhynnirtgnache twhpus opyiodiedinst Speaifisegnaydedispinpemalst i ons in
whi ch users ABKensMCR, Rdkma) 'ﬂf&'ﬁ?el ARV é%gonﬁ% L&\h&d A@&gip @/ﬁ,tfg&m@qm FQke

exanpl e, a functjon represen g past e" %‘6 paste" may be
made avail abl e (@’L@B“SPH}C@EE@W’D&H O%Fa“ﬁ?)?“é‘o%e‘y%“s *@ﬂé’“&’ﬁh PET Biffeét®ons from
a menu, etc.) tocubihlizigerb sdistc g tidhitordding tec@Bed. thie fddBiGhcs MRY gGORYonalt put

datarecelvedfr |nput field where input data to
o s&@%cs% an%b& ¥ &(f?asEo%ﬁﬁ

anot her 25web servi ce "se of this function is ronitored
and its detecti df0fly pr o‘\iuS@bﬁ%n# BrHae gafaceqetnestdbp aumlgine gaie ebidited

associ ated wed SEmnGese ﬂ[cQQe%&]tdxﬁc%Q&rﬂ@J at Vi) sz@mrn tﬁl@@&ﬁhdﬂﬁﬂt of®he the
i nventi on, a user Inte face, f cust quzlvm%scgﬁewserw ce gﬁner ated at

step 620 that pePW‘ﬁloél §RFEIE ac&?yﬁﬂ‘%?‘? g &N @8 t h each
ot her by identi fopibngmunhi ahhdimpute, bF sap spelgifkifoneely .sce:we gigfesamyfromahe

300bt ai ned by Ire\éamtngdmton%cmu&%var@&\&lﬁﬂml% RRANELerQvRGAt T on of the

same web
acceleralor on a remote server).

20 [0080] The new user interface generated at step 626 aggregates web services, such
that the outputs of onc or more web services when invoked (which may or may not
themselves require input data in order to be involked) can be used as inputs to one or more
different web services or further invecations of the same web service. Accordingly, while
a given user inferface may require multiple web services o be invoked, some of these

25  web services can be invoked antomatically without requizing the user to provide
additional input to each web service or to manually invoke each web service.

[0091] The new user intesface is adapted to promypt a user for input data and
receive input data where required to invoke one or more web services. It will generally
be necessary to obtain inpus data from the user when the data required 1o invoke a web

30 service cannot be obtained by inveking other available web services either directly or
indirectly using input data already received. The user interface is further adapied to
invoke at least one web service to obtain ouspul data (e.p. using input obtained from the

user, using put obtained fromt previous invocations of web services, using input taken



service). This is acconplished through as series of custom zation actions
as perfornmed by the user, in which associations between various web
services are made, using nenu-based sel ections; drag-and-drop techniques,

or other techniques known in the art. Wb services - 23 - may or nay not
be actually invoked during the custom zation process in this enbodi nent of
the invention. in this enbodinent, the user interface ‘generated at step 620
presents the user with a list of web services. The user may t hen sel ect a
first web service. Instead of providing acttual data as input for the web
service, a second web service may be selected 5 froma nenu and associ at ed
with that input, 29 Yesgicchtie dpFatud ie Do Btapie B nasiseiepn fledretPed web
service should becvﬂbtaxaluﬂﬁﬂ:naﬁdh s edi@s udinpRu Offl@ﬁ)dlﬁlh@ufdbzﬁﬁt)}c sahestiedasweb
Ze;\ellcgﬁd ;,r\gg \é\gll?lusmeirﬁi 1?&1!10 lf:‘)() ill}fli-? ﬂale} léjaiué‘mltﬁ%%{l:{g%?[f Sa n} Ifl[d {o aulomgib}dfye:)nlsil \?\g};s
servi ces having almolmnqﬁm welygseide hisitg trstton raislate heinpuh ﬁlﬂtﬁtq (yplotsdlt dieer f i r st web

service may bg displawedd hﬁ%vé)heipﬂi@pxwysydcferEme%l%t ﬁﬁ)td?@n'llk@}ﬂatkh@eﬂ*@@fw as the
second web service., At ste assocj ations mad he user CEerform ng

cust oni zati on acPieBAY ““aﬁf’ss?rﬁ?( ke %‘ﬁ Bt meb irgHc %mﬁ%@}o*‘iaﬁYcévrlFé‘é%bg? jpat
custom zi ng web sescrieshafenanrhkaried Taadser Bedidedy LEhbs Heaniphi daat es t he
aggregati on of - a8 | step
626, a neM/usermﬁﬁ?gﬁFﬁ%gﬁﬁgé%gggra eﬁ %Mm&ﬁ@ X Eﬁ%d%gk§m§gﬁggﬁg%Lﬁ%
monitoring the u¥é Pﬂ"f“ﬁ‘t‘@r*’fs%’é@g@ﬂ@r é‘ﬁlé‘d’ U ‘“6?2’01 thy JHer el seavitsdup rrent of
t he inventi ong t&@uM$G@mHﬂhﬁﬁBaﬁ%lls generated by the conput i ng devi ce,

al t hough in vari enbod] i.nvention ay . be
perforned by a d@@%%e di f 3?%&1& g‘PS‘Fﬁ ik mt&? ?m’ﬁ'bcd Cll%ég%ﬁm{/\c/ﬁimc% t he user
interface will baoegddier gempy fa Inebegeri. gelsqi@o’dé] érdtnmme@omdao refot e

server), 20 [ 009&]’1-”&@ fé@@%a‘t‘ﬁﬁfo bsPEES, E%@mﬂ?ﬂ@a‘%@h@t@ c@liStEBr £<L6r AQYr egat es
web services, such that the out ﬁuts of one or nore web serV| ces when

i nvoked (whi ch n‘é@%ﬁﬂcﬁrﬁivh HEET PRERSLISFRIV BT EY RptPlestet i HesPdET to be
i nvoi ced) cams bedeusedaas 1¢c@MoSpléd)to¢ir¢e:omputmpﬂavd:bfoﬁ eract renveb fisarwi ces or

further invocat 'c%%mi?ag ol g, f%?‘{l‘?m%ﬁf byge Nm%&w; GG t%ugg:'n&ma“’{ya a%m% oAl Ve”

user interface may reguire servi ces
these 25 web sert§usgisesoger i@@tlpiﬁﬂ}m@@tﬂC@&F@Wé’t{d?@él‘ﬂwSwlfq{iout requiring the

user to provide jaght i onaihe usleﬂau;ﬁacpucﬁaﬁthd m@ps&ﬁowma%y bOcnBRbdddy | nvoke
each web service.

L$ % ? new u } %pter qce IS a } t a user
For et et o g TR ST RSt G T SraPE Gt R BE mo R, v e
web servi cesz0 | toywiddhciigends ahicy cdadc necessianydinelyabtral inpiodped, odat a fr om t he
user when the d%@cu{iaﬁ hJ@Q gpoglléeevﬁﬁ&m"f‘w&ﬁlﬁm%g& @%@@mﬁ,@m@tsw%x pt ai ned by

i nvoki ng ot her avail services eit di rect i'ndirectly using
i nput data al r etRprsp %‘d’éﬂ)’e‘ﬂ“m"’m@‘ a‘g’é"r‘l“?“r‘l‘?’éﬁ‘f“é@:eme§°‘f°d}‘%yﬁ’éPloﬁﬁfﬁf)t“é]d: to
i nvoke at | east f&ﬂﬁof%b&c&%‘ﬂd@ﬁlmbﬁbnﬁ)htbahd’m@;ﬁdh@bﬁtmmdﬁdoae {o@e Gubstd®eénng | nput

obt ai ned. fromth lilﬁg n'{to #}Selfcpﬁ%mlﬂe?ormitog¥ aml T lgeocrcpdéjx ayvlge%%’l the i"olm%g & EI ons of
web services, usl n

25  thatcan b(, used by other applications or interlaces {e.g. web browsers) to provide the
respective user inferface to users.
10094} Referring o FIG. 7, a schematic diagram depicting a serics of example
screens displayed to a vser in an example implementation of an embodiment of the
invention is provided.
30 {0095 In this example, screens 700 to 712 depict displays of pages from an
example user interface that permits a user to explicitly associafe a number ol web services
through a menu-driven user interface for custonizing web services, as described with

reference to FIG. 6 in respect of a variant embodiment of the invention, for example.



fromthe state of the device such as the avail able nenory, using input
taken fromthe device environnent such as |ocation, using any other
paranmeter available to the device as input, or using no input if it is not
required by the web service), and to automatically invoke another web
service using that output data as input thereto (and possibly other 5inputs
as noted above) if appropriate, as determ ned at step 624. The latter web
service need not necessarily be a different web service, but my
alternatively be a subsequent invocation of5-the forner web service. The
user interface may then use the output data fromthe latter web service in
a similar manner Speeng7idde 730 spiet dipalags o HLPKUNRL Fserdhifack ke websersiast her
web service), andhatedlngplan: ROIULANBAL A AMARE: L Wb service in
a 10desired outpu 628, . the new u

r
i nterface gener at' Qd”“él{mé‘fcéif'“é%g"f“%‘a*éfh F’é'ﬂ”’%cﬁméH’i“t’g‘f‘d{jé"’hﬁ‘ﬁ\i’i‘ﬂ&?"d‘rw ﬁ”é’ﬁnry f or
| ater retrieval p&ngeanicdhepedidlcd Beohhnguasnugetetanbbiimeks efsier
interfaces thgt [Qfuhe-use (e.g. a data table in associate certain sets of
one or nore WNI, files with a user interface) as known in the art may be

i npl enent ed. Thel098Gr age 1 Hitrapnee hiagnaren P sanery vebirplicstinadorhadeBaput i ng
devi ce, or |ocat ﬁ(il‘iﬁ@ﬁ%ﬂedddﬁmuk&ﬂ&;@@ﬂm&\hm@Iﬂﬁ)fiw@Esenfl@:E InEXaER0108. Atdaer

I nter f aces t hat E&?MS%I Qﬁgféggﬁl}]ce@r% (’f-aqu mnaq OWlllil 971661% t%%ﬁnég%(gr !18%638 OI

functionality that can as services
i nterfaces gener %Lé&jméhei@ﬂﬂéfﬁf%d @QéBéln@eB@Gblmyulben@emafeghtﬂmkmg aany of a

number of knegn ﬂaxeathstf&ﬁm QYRIRERs 2286 M%@&,nbm @{ﬁﬁ&ﬁasrﬁ% dia@wﬁ%@efat ed
20 by produci ng ode Q@%}@b executed . imedi ately after

produced, or con WW@W‘F BrEQ IR RO R OH B ti’/‘@l Qf the f”ﬁt% SEHHE may be
t enpor ar i | y stor J@:@bdumthfamsxtuo rlargacxdsemts:gesfémf frenuicyndharviskubseguentoraxecut i on.

The code may be @5&%@%@@3&@&; E@m@m asegﬁ@&y ;%glee% AARPEGRL A Optet g{ ebe in

the form of sourcé code be su into an exec
format, for exan‘B‘F’équeﬁ%éSb@B’Elé’ iV Wé FW&@H@BJY B?W’dﬁcﬁa@‘@k@ﬂlﬁ% ogaH be used
by ot her applh$ cadriignsetqervicatsefdvacete (RmJor Wﬁbfﬁb&@%ﬁ)cehﬁh@ip@ﬁbbﬂﬁet he

respective user ace. to U fer{rl n Fl 1, hemati c
di agr am depi cti nilg %ét% Sﬁw“n S S(’l‘ficza‘%% Srhlekms'c!? eenssm(‘jlc € 16%6‘{)}5’8 ?’gogpﬂﬁéﬁg‘tﬁﬁﬁ an
exanpl e i npl erren‘tt’ézt%ﬂwne J@fﬁcarﬁdem@mlmmeeaﬁ 13 Hedesirdetht dugitd odtapediided.

30[0095] I'n this c%?fé‘@ﬂ?:fg@ﬂ?lﬁ&ﬁ ?@Pﬁ!cem s&@icgsl'r?ay@@%&Euﬂﬁ?@c@@m%: Rages from
an exar‘rpl e user | nterface 1§ user to exp [Tcitl Yy associ at e a

nunber  of web. SePUIEELs ohIGRgH R TP ERs T FVCH BB [ REBF D Tor
cust om zi ng kb sserli tespstasizdes entivireiiscrivd dioveafag tensestéred il Gerddryi di.
respect of a varsimg&g a§ihodi nent of the invention, for exanple.
100971 A screen of a book-ordering interface 1s shown as 714. When the user
sclects getPrice, a form shown in screen 716 automatically incorpeorating the input ficids
of the geflSBN web services is provided. The user completes the form as shown in screen
25 718, and submits the request. The request to geiPrice actually makes two web service
calls: one to gerSBN and one {0 geiPrice. However, the aggregation of these web
services is invisible to the user when using this interface. The resunit of the getPrice call is
displayed in screen 720.
f0098] Embodimenis of the invention relate generally to web services, and more
30 particularly to a method of aggrepating web services in the generation of user interfaces
for computing devices. While embodiments of the invention may be implemented for use
with wircless or mobile devices as described above, by way of example, with reference (o

FIG. 1 through FIG. 3, it will be understood by persons skilled in the art that



- 25 - Screens 714 to 720 depict displays froman exanple user interface in
whi ch web services have been aggregated. It wll be understood by persons
skilled in the art that the informati on necessary to generate the exanple
user interface in which web services have been aggregated may be obtai ned
by i nplenentations of other enbodinments of the 5invention. [0096]In this
exanple, information to aggregate web services in a book-ordering interface
is collected. A user is presented with a list of web services in screen
700. After the user selects getPrice, a ne&88-formas shown in screen 702 is
di spl ayed. Instead of filling in the input field for I1SBN, the user brings
up a nmenu (e.g. Pybadinghtsothe pkéotigp laaylt@i!nmias'el)cdtfmame Vitlsiier olpetnguelicger vi ces
as shown in scr eqfici A ndhol ibiel. BRHBRER AAPLILEL:S 0. Rabyl ALl YPE Of Lhe
| SBN web service is matched to the output type o the services listed
in the menu. The"JE&Y “BlEEICOFEMPEBNT PEYH e nenu, V\:hl ch brings up a form
requesting i nput ®oee t he IgemMﬁaﬁa&b\miﬁexs&mﬂteﬁeveaison&h@mlnblmn&@dd%’l@g? gﬁe The

o vorod ard t Mol ariSati T O] L B BT {08 s 0 408 PRa TRy o T Or

is invoked and t he out Servi ce |s %rm for
the getPrice web™&&fijj ‘é*éb? psed Wéuza!p‘@wblph praeific Wpleaiaducwacsmsh@mgatm sgrbeen 710.

The getP rice wele ey 3ivi®s hs donYkadd. BRGPURW: 1t15@§@1¥11n§'§1(tv\)@\gm§ser vice is
recei ved, as shown e outputs obtained from

either the get 1S§ﬁ66191°1159 Wtfcéé”@ﬁlgg@rﬁm“@é%Whﬁg}o‘ﬂﬁm%%b"é’@hﬁ@ﬁf‘?y%sed to
order the book itderes ff@@@btbgldlaﬁuyd:cSBNuwum@ﬂlmﬁsmgcdshﬂo@uaishraalbemwb service
[ subsequent ﬂeps(épa&%ly £8n S50V thc-lah&l LU &ﬁ}clv&%g C%ﬁ%‘?{bgggo l;ped above
may then be stored in a nenory or storage V|ce V0971 Aséreer ot a

book- or deri ng i fERP{e48gegaEons Wbt 31’&%‘107‘1‘21? SCRffyaTTeqfies %ﬁ@lﬂg@m@meﬁolgemd? rice, a
form shown in soriéenvchi6viadtamas incakd yudoRGeny ohdsi BglitiN&ed iiButichi 8hds of
the get 1SBN web sgryi i | et.e 3}5 f.orm as shown
hi screen 25 718, a]ﬁ(i)?g% Dn?%i ﬁ%lé)gorpélgﬁsensl%y aﬁ"?ﬁ@“@é%%’é’%mlﬁ%&c YA

actual Iy makes t%ua}wwseséwmee calls: one to getlSBN and one to getPrice.

However, theisag gﬂ)(ﬂ@ﬁ] | ONT:Ofaribdd BRI MRRL SEMIY iu@@z%oﬁ %sﬁﬁb\ébiﬁl i) p@: fmkl%a Q:e user
when u5|ng this rfa result of the get? rice cal |splayed in

screen 720. 10053%? B8 ﬁ‘ﬁ%?ﬁ%“&‘#“% hEY ?ﬁ/"é‘f?tdF?SHPii"éF*h‘t”é”m@%’éPé P‘f e to web
servi ces, and morent®Opar bé gutdmlcympoeracateiihoeiiofvhag g egatdengysabeser vi ces

in the generati @QT]SQIE%M}?%’J@])J@&?E‘J;@Qa%ﬁ)lnf or conputing devices. Wile

enbodi nents of g{b% |nven I on rrts)%errent ed for use with wrel ess or
mobi | e devi ces 88scr i E}é’dﬂ‘éb‘éﬁ’é}é‘as Y564 Seasribet wighasend fe 2 nwinbdi of ef er ence to
Flo. 1 thro@gh wmeboddpenist Hdvbder, REviRARBSHOMDYRYRBHSOAS: BKEk heGuln the art

t hat - sl :
variants and modifications may be made without departing from the scope of the

invention as defined in the claims appended hercto.



- 26 - enbodinents of the invention may be inplenented for use with other
conpeting devi ces, which need not be wireless. Embodinents of the invention
may be applied to both wreless and wigrel i ne consunpti on of web services.
[0099] I n variant enbodi nents of the invention, infotmation needed to _
aggregate Svarious web services may be stored as neta data in a web service
description file. The neta data can be used to suggest which specific web
services can be aggregated, and how t he web services may be aggregated. The
net a dgﬁgngan provide hints as to various aggregation properties, including
for exanple: which outputs of which specific web services need not be

di spl ayed,to a user, whic b services invocations nust be nmade 10

sepgr a%/lél Y ?OIHB)T%%SPH%]F’E&E%E ’ﬁ}é’dof’ é’PiOi“ﬁ“%ﬂ?’ cieekisaldles iw(?EV\%:BVI%T viccsetivdst be
i nvokedomprigahihewepsadgr egati on, whi ch specific web services requires
explicit user interaction an? whi ch, web .servjces ngy b? i nvoked

aut omat i cal I'§*RI e 8L X PIc ¥FY SEHYF JRTBIRE: VBRSO3l 8t lettir @ncorek ervise

aggr egakscointiqr opepristes pimylitgldrerddaiarned YesbeptRx pldidnty Madaéninaed way sarvisser

t hrough _a user iint](erflacE];y 5%001OQJJn val i ant embodi ments of the invention,
i nst r udPFEHIE G EE0 Bl RER 'ﬁé“’%%”?féps of a nethod of processing a web

servi ce desgracpisingnsaich atfeastTbRdWoBNkrvak ddeiptioy aptibeminnmypubeasd 0iBsks ap
conputer-repgab e media, which may include physical or transm ssion-type
medi a, For& 3ﬁ%ﬁ%ﬁ°§00101}The i nvention has been described with regard to
a nbnber of g2Resbadinaent®re dHemmweiacesi throudt Whibl iipndedis tsathily 1eP@sS QN Rast

skill e%mi3 n.t hte ar twtchajt otlher var idan!tas gﬁnrd 'rrgd_ilf i c(c;ilt ions nmay be made .
wi t hout™™ FEHEFYORE PRI UEMELE dplayahle tp SUL AL PSHOSLSHef i ned in the cl ai s
appended hemedviding 7 &leair W rduseAnGORRY i€ kaid BILRIBRL Q6k, WakBRdn Qfe, at lcast a
aut Ormtsilt%gtl o|f¥aigl gl%%%aéf‘ wr!e% sg\n%%essig En\(flol?e%su’singg ri]r};f‘)ut zzlttahc%(%iah?e% orn{ ?alidneg igagt%ng tusee}?s of :
through said one or more user interfaces, and wherein output data is displayed through said one or
more user interfaces from said at least a subset of said plurality of web services to said at least one
user;
monitoring said input data obtained from said at least one user and said output data displayed
to said at least one user through said one or more user interfaces to identify patterns in said input data
and said output data that suggest that an input fo the first web service is obtainable from output of the
second web service, wherein an inference is made that said first and second web services can be
aggregated if said patterns are identified; and
generating a new user interface for a computing device based on said inference, wherein in
use, the first web service is automatically invoked, using output data from the second web service

when the second web service is invoked by the at least one user through said new user interface.

2. The method of claim 1, wherein said patterns are identified by detecting instances where said input
data obtained from said at least one user through said one or more user interfaces matches output data

displayed to said at least one user through said one or more user interfaces.

3. The method of claim [, wherein said patterns are identified by detecting instances in which said at
least one user has copied selected data from output data displayed to said at least one user through
said one or more user interfaces to an input field on said one or more user interfaces, in which data in

said input field is used to invoke a web service.



receiving at | east one web service description, wherein said at | east one
web service description conprises a plurality of web service description
el enents that define a web service intgrface to each of a plurality of web
servi ces; processing said at | east one web service description to
identify inputs and outputs to associ ated web servi ces; generati ng
one or Mihemdsed of afy@nt aC®@s plebyddig@himb)ivgBreinaldta: dadiané 8scPRpAIMAR By fupem at

| east ope .user of web services and.output data js displayable to said at

| east 6%§”ﬂggﬁ§e°ﬁ$%‘wwﬁ?%WFﬁiﬁﬁ‘%&PﬁkﬁﬁémgF“ﬂ%*%dU§8?“ﬁnterfaces to said
at | east one user, wherein in use, at |east a subset of said plurality of
web seryi.ges j.s,i pvoked i ng i nput. data, obhtained, fromsaid at ] east one
user tHr (%ﬁ% “e{shgfi P%ﬁeontgt‘)yﬁlﬁrpgecﬁ‘gggr clpiferharB oupLt A fup s stshieerwas § i s
di spl aykgldylt ugh aslaisd otneedn tivoseous@iimeivikanitaces. from said at least a
subset of said plurality of web services to said at | east one user;
nonitoring said input data obtained fromsaid at | east one user and said
out put &dhameihspbiaapgdnt of tBapdedinglcbmgs, fatRr USQHishanQUBDs 8AidleQNRy Qlde TR €
user i@%ﬁ%@&%ﬁ?yﬂgvide”éﬂf¥ a&gerns in said.input data and said out put
data t RAF "SUSTR L asEan EO'Wgﬁt‘PSCPﬁg“P%¥§%V%%b service is obtainable from
out put of the second web service, wherein an inference is made that said

first . ' . b ted if sai t ]
| ont i 17 bt TR of i B Ko e RS EOBE AT Pl vatu® eBR o shaiorg

devi ce dbased said ceapding dé@cence, wherein in use, the first web service is
automatically invoked, using output data fromthe second web service when
the second web service is invoked by the at | east one user through said new
user i Mt &h¢ acehod o clalihe sredlhiod7.ofirtBdradoMpilisingMIRr RipnofS@dechtinatshigr Pd8e 3f Qaid
identi%h%dlbé detecting instances where said i nput data obtained from said
at | east"Bhe 3%@?&through said one or nore user interfaces matches out put
data displayed to said at | east one user through said one or nore user
interfECf§. t?. ¥he netq d of %Iannnl, wherein said patterns are identified
by det &ctidge TNt ARCHE qf e pseefing srinsarhoran die comButinesievinas aaumpbile et ect ed
data from output data displayed to said at | east one user through said one
or nnrz gier interfaqes to ﬁn iF ut fiekd on said one or nore user

i nt er f ALY *PPRAACITTIGRY & Mefiod gT Sy mige biaeareaating WrE services GoRPERIEEa web
service. 28earh forlloeeivibg NAehsOine Aty s@ORe BEscliitRn PHIRGAAkHGaal Rl HB wRELREN

sai d at‘leqst one user Ls I on tgd for input data in the use of said new
user i HESPRRLCHBIISER @ i”ﬂgy Q4O BB tigglgmegts tha defmg angehservise any
one of iitditrcproeedtimeplahlal obwebpigkn out put data fromsaid first web
service is disg¥aéed ta sai, gt | east one user in the use of said new user
interface. "SSTREPRETHBRSDY ALFRF BHeVHY S Pratlan Hyldeltiy mpuisrpd prgyts

conpr i si saghclabed vebepsiced; generating code for said new user interface, and
storing said code in a storage device. 7. The nethod of claim®6, further
conpri si ng PHESSPEFGRITE ARSI 1§ '8l Taces Sueneh Pavshsiap daie oy etnadiafree to
sai d corfpidt dnd@sEeY ek servides aldSutpRidbAGs @fplSkiie B Kiddt 1ab@dhfuséy, further
conprising the step af executing said code on sai d conputing device. 9.
The net hod 8?”3&?*§ﬂ8d%$ST%@”%@@W@GP%@”&@Q?W%?Sﬁﬁé?%ﬂ%OWﬁ§m€&ﬁﬁﬁmﬂﬁg$ﬁevice
i's a mablbdsea AEBELICA saidfurali) RPRBIBIVIESs 1sOnRAREA Q4R fhpiBIRORheARLATRLI£al | Y
aggregating web services conprising: means, for receiving at | east one
web sef it 88" ESQEH‘I“?”@K PYH OMTSPYE S Anteriages, Ia%‘hg’{‘ef‘é‘ﬁéi‘vaébd%f’e‘ﬁ\?'FSQBY%@WB}M i on
conpr i s@bori Pplmbr@lidet Hlt@ffacé/ﬁbmﬁ@Ed/iitQ@asQ@%ﬁét Bt j;a‘ilﬂplﬁllaﬁ%'ft\@btsgl@fceéjl%fs.hi'aedt a web
service interface to each of a plurality of web services;

east one user;

means for monitoring said input data obtained from said at least one user and said output data
displayed to said at least one user through said one or more user interfaces to identify patterns in said
input data and said output data that suggest that an input to a first web service is obtainable from

output of a second web service, wherein an inference is made that said first and second web services

can be aggregated if said patterns are identified; and



means for processing said at | east one web service description to identify
i nputs and outputs to associ ated web services; nmeans for generating
one or nore user interfaces through whhch input data is obtainable from at

| east one user of web services and output data is displayable to said at

| east one user; means for providing said one or nore user interfaces
to said at |east fRRendi8RE.a WRCHERI MidrcdIfR .a @inpl@dSdevite IHRIRE Qfd SRt ce,
plurality of.web ﬁe_yic S isS anoked,ug&ng igpui dat%égbﬂain d fromsaid at
| east d‘Hé’%@r“S‘%H UG LT Y PGPSR Byded U PriRdeka oy thiferasd weBut put
dat a i se@icspliayabe tRoaUYDL Saiviie 3N vOKed B theUl Qasi BiLhiden@RSudhl A sai dsat

| east a suybset of said plurality of web services to said at |east one user,;
means O #6nitoring said i nput data obtained fromsaid at | east one user
and said output data displayed to said at | east one user through said one
or nore user interfaces to identi patterns in said . nput data and said
out put Tdatlf ?W&Pttﬁ&gg P @hygefafﬁ tfl%b’ﬁ%nstfar ROpH4rioE PG RELgece PUTRBIUAP nabl o
f rom ouddauty safd RUGRCIBNEIAER BSheE herdbad Giplt b dbifi@H 8RGLsaidat Mgt had sai d
first and seco d web services %an be agglegated if s&id gatterns are

i dent i f1TEYEN fgonepe more user {pleriaecseiggiches puiPHt 4y I5Plre BB Mrlest PICE Y or a
conput ingugheridege based utsd nsatded Nf erence, wherein in use, the first web
service is automatically invoked using output data fromthe second web
servi ce when the second web service is invoked by the at |east one user

t Er ough2s@hdapperatus HE lclainnt] o) w_fvgé}_&n thcﬂ-ﬂaga:fﬁ hrer a;pmada-i?g léﬁidqutﬁhatia (rjns l@}f}gﬁﬂ@ﬁ@idn

t he meaps for, nonitoring said input tais configured to identjfy sa

pat t er A¥"8 S&@tl’é’ﬂ‘ffi‘]ﬁb‘/ B%%%“&%é‘é“éa“aﬂ%é'ﬁ & ‘?gisa’diﬂﬁg‘?ﬂft Og‘aﬂ‘ée"é]ﬁﬁ %f?pﬁélcfe‘f’f’tﬁ‘?rf@%i d at
| east dwpeh bIBRI dufardipgied i GidofdeRT ofOFser WERED k41l @hé BERSreMEChRSWlpUs dat a
displayed\%o sai d at | east one user thrqu h,said one or ﬁgre user

i nt er f AW ICId p5 saigiope gnmareatsesintsiages-qit M d), dahirsaidnrun deides Heedstp fnvoke a

noni t ordeB@ersi@é.d | Nnput data is configured to identify said patterns by
detecting instances in which said at | east one user has copied sel ected
data from out put data displayed to said at | east one user through said one

Or NDr @3 USRfappdiited dfaaEsnd &F ciiimé NP1 2f fuethél cBMpPSShEMOMNE tOFroMPY QidUs Rlast onc
interfaces, .in which data_in said Ln%ut field is used to i nvoke a web

servi e Ry dnpugfida ndpratsa clgibtevaty BREaSHON kRS s2id Spond Bed feitither
conprising nmeans to pronpt said at |east one user for input data in the use

of said n%g user interface for invokin% sai d second web service. 14. The
appar at tis! GrRPRIRIUSHH dmp et slats o d & fulher pomppisde nedppieidipky ohwiita fpm

di spl ayai@atpuks shatige bQMhSadstodel s&tin WRRSSETYi GBw ier §Adrfhe@t | east one user
in the use of said new user interface. 15. The apparatus of any one of

clains 10 to 14, further conprising: a storage device; and neans to

gener ai & GRuUFpakMs (FahHoRWMHR 10118t £Ifi@acecordidingt ore said code in said
storage device. 16. The apparatus of claim 15, further conprising neans to

transnit safdBBHE¥oMdsai d st orage device to said conputing device. 17.

The appar at bgafto Gl cbae Ry sili BNLLEE indMABS, Bhdsi&dkAld CORRNMEdNGodEVdeCRe ] S
configured to execute said code. 18. The apparatus of any one of clainms 10

to 17, wherein the conputing device is a nobile device.
16. The apparatus of claim 15, further comprising means to transmit said code from said storage

device to said computing device.

17. The apparatus of claim 15 or claim 16, wherein said computing device is configured to execute

said code.

18. The apparatus of any one of claims 10 to 17, wherein the computing device is a mobile device.



30 19. A conputer-readabl e nmedi um upon which a set of software conponents

is stored, the said software conponents conprising instructions that, when

executed by a data processing system sgarry out each of the steps in the

met hod of automatically aggregati ng web services of any of clainms 1 to 9.
19. A computer-readable medium upon which a set of software components is stored, the said

sofiware components comprising instructions that, when executed by a data processing system, carry

out cach of the steps in the method of automatically aggregating web services of any of claims 1 {0 9.



