1 SERVER- S| DE ASYNCHRONOUS FORM MANAGENMENT lPUs%«»pwi
Fiel d.of the. lnvention The present invention rel ates Prs -
remote/ nmobile conputing, and nore particularly to renote/ nobile 7@6ﬁﬁﬁffﬁg
usi ng the web browser/web server comuni cati on nodel .

Background of the Invention The recent publicity and enphasis on
the "information superhighway" has increased awareness and acceptance of
the Internet as a nmass conmunication ntedia. This broad based recognition
of the Internet as a viable nedia for conmunication and interaction across
mul tiple networks has al so created a | arge established user base built
upon the. Internet standardized protocols for interaction between conputer
net wor ks. The paradigmfor the Internet is that of a
client-server relationship where Internet clients (browsers) comunicate
with Internet servers. To provide greater access to the Internet the
communi cation protocols and | anguages utilized by the <clients and servers
have becone standardi zed. These protocols include the Hyper-Text Transfer

Prot ocol SERVER-SIDE. ASYNCHRONOUS FORM MANAGEMENT

Field of the Invention

The present invention relates remote/mobile
computing, and more particularly toc remote/mobile
computing using the web browser/web server
communication model.

Backaround of the Invention

The recent publicity and emphasis on the
"infofmation superhighway" has increased awareness and.
acceptance of the Internet as a mass communication ;
media. This brocad based recognition of the Internet as
a viable media for communication and interaction across
multiple networks has also created a large estaﬁlished
user base built upon the Internet standardized
protoceols for interaction between computer networks.

The paradigm for the Internet is that of a
client-server relationship where Internet clients
(browsers) cowmmunicate with Internet servers. To
provide greater access to the Internet the
communication protocols and languages utilized by the
clients and servers have become standardized. These
protocols include the Hyper-Text Transfer Protocol
(HTTP) , which is the communication protocol used for

communications between clients and servers, and the
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(HTTP), which is the conmunication protocol used for conmunications
bet ween clients and servers,  and the
- 2- Transm ssion Control Protocol/Internet Protocol (TCP/IP) the TCP
portion of which is the transport specific protocol for conmmunication
bet ween conputers or applications. Al so standardi,zed is the | anguage in
which clients and servers comruni cate which is called Hyper-Text Markup
Language (HTM.). In the context of the Wrld Wde Wb
client/server applications the client may be-a web browser which acts as
the user interface. The web browser sends user requests to the appropriate
web server and formats and di splays_the HT data returned. fromthe web
server. The web bro%@?s‘%fls§6°'év§9“&éf’%spr°ttﬁ‘é° RESTRsta" 148t ernine if there
are any enbedded hypepr/in)nkhstBireponton Bf tWachild tHatw@ankpett woul d
require subsequent brggrs r rg(g%es s .which V\oiuclag#y%gt‘pee I_ni tuiltaet ed by the

S the c

] 111C CO for commun n coO rs
browser. A web serveP acts ‘he server or I en anﬁpprocesses t he

web browsers requesbs applicetivnts thtse eqardddzeddporive laggwgeHiM.  data
portion of a HITP d@:hgcﬁtéﬁéﬁls and_servers dRaS e gf?{%@lscéﬂl%ﬁ structure

for an Internet based systemis depicted in Figure
Hyper-Text Markup Lariguage (HTML).

In the context of the World Wide Web
client/server applications the client may be a web
browser which acts as the user interface. The web
browser sends user requests to the appropriate web
server and formats and displays the HTML data returned
from the web server. The web browser also evaluates

. the HTML data to detexrmine if there are any embedded
hyper-link statements in the HTML data which would

i require suﬁsequent browser requests which would then be
initiated by the browser. A web server acts as the
server for the client and processes the web browsers
requests and returns the requested responsé& as an HTML
data portion of a HTTP data stream.

The basic communication structure for an
Internet based systém is depicted in Figure 1. 1In
Figure 1 a web browser 10 communicates with a web
server 20 over a communication link 15. This
communication link is typically a local area network
connection, wide area network connection, a connection
over telephone lines or a combination thereof. The web
browser 10 communicates with the web serxrver 20 using
TCP/IP. For the majority of Intermet communications a
web browser communica;es with a web server using the

generic communication protocol HTTP which is



Figure 1 a web browser 10 conmmuni cates with a web server 20 over a

comuni cation link 15. This comunication link is typically a |ocal area
network connection, w de area network connection, a connection over

t el ephone lines or a conbination thereof.. The web browser 10 conmmuni cates
with the web server 20 using TCP/IP. For the majority of Internet

comuni cations a web browser communicates with a web server using the
generic comruni cation protocol HTTP which is

- 3- transmtted between the web browserzand the web server over the

TCP/ 1P |link between the web browser and the web server. The actual data
transferred between the web browser 10 and the web server 20 are HITTP data
objects (e.g. HTMammtigyedetwsen itthedvethdrevserThad ke waly werv&O nmay be a

proxy whi ch recei ¥&sr Wl BEOMSCE 1 niC QREVL /EL QRS EERMed MaTRRL of web
browsers and routes. themto the appropriate server. - The

popul arity of the¥SRIFBVEHsShrnas-usdr data sngngfifered dehmerr théoremti on and

transport protocobsowsedTM aadchl WRb Basvdresl £x@ nafd dadCeeptance of web
technol ogy as a universal interface for network access to information.

Furthernore, becal®& t FEbrHtta of% d5AG-19e8naRRGe DY ¥enfSAYeat3%n bet ween
web browsers and waeb beSermsig ahicistratéeiredi vad birbesegonmuni cat i on prot ocol s

communications from a number of web browsers and routes
them to the appropriate server.

The popularity of the web browser/web server
and their common information and transport protocols,
HTML. and HTTP, has lead to rapid acceptance of web
technology as a universal interface for network access
to_information. Furthermoxe, because the protocols and
language for communication between web browsers and web
servers are standardized the communication protocols
and language will be the same whether a user is using
Netscape Navigator™, NCSA Mosaic™, WebExplorer™ or any
other web browser as their web browser to access
network information. Therefore, the large installed
user base for web browsers combined with the
connectivity of the Internet and the ease of writing
web applicatioﬁ servers using the HTTP defined Common
Gateway Interface (CGI) make web technology very
attractive for 'a large class of forms-based
applications.

At the same time that the Internet was
growing in popularity and acceptance, mobile computing
was also increasing in popularity. The use of laptops,
notebooks, Personal Digital/Communication Assistants

(PDAs/PCAs) and other portable devices has lead to an
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and | anguage w | |
Navi gator[err],

install ed

be the sane whether a user is using Netscape
NCSA Mosai cs, WebExplorer[err] or any other web browser
their web browser to access network information. Therefore, the | arge

user base for web browsers conbined with the

connectivity of

the Internet and the ease of witing web application servers using the

HTTP defi ned Conmon Gateway Interface (C@) nake web technol ogy very

attractive for-a large class of forms-based applications.
the sane tine that the Internet was grow ng- in popularity and acceptance,
nobil e conpating was also increasing in popularity. The use of | aptops,
Di gi tal / Comruni cati on Assistants (PDAs/PCAs) and ot her
portabl e devi ces hadnfeeabet gnademands for wireless communications.

-4- increase in deiROfS.S QFadi 8L eSS LORIURE LRNEeNSommu il EG1iR55 W de area

communi cat1 ons and packet radi o, however, suffer from

not ebooks,

net wor ks,

comon | initationsanf RASKEL| FRA onebovyst ex@uifehdrAp gfPe8t, per byte of

Per sona

cel | ul ar

At

comuni cations, sl owiheslQRss i WRed! OWa HaNdVACLR . angheUnig icabE! ity all
hanper use of wireless technol ogy for the statel ess communication protocol

of the World Wde W&b.PYRSsBT HEEHRLIEAGRBS wEHOHrGEBRRAS Fme: low

bandwidth and unreliability all hamper use of wireless
technology for the stateless communication protocol of
the World Wide Web. Aléo, because the web protoceol is
stateless the amount of data per request and the number
of communicaéion requests transferred over the wireless
connection are larger than would bé necessary if the
communication were not self contained.

Furthermore, the underlying mechanisms and
protocols of Web browsing were developed with a
traditional network model in mind. These wmechanisms
were developed based on the tacit assumption that the
computers involved were connected via high-bandwidth,
inexpensive, reliable links. However, in contrast to a
wired LAN or .WAN environment, mobile. links are -
typically low-bandw%dth, costly, and unreliable. Some
mobile connections are less burdensome than others --
for example, a simple dialup modem is both faster and
cheaper than packet radio -- but all are dramatically
slower than their LAN counterparts. Mobile connections
are also less reliable: dropped connections are not
uncommon due to signal degradation, blockage, and other
problems. Thus, applications such as web browsers that
were targeted for a LAN environment often perform very

poorly in a network-constrained setting.

as
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statel ess the amount, of data per request and the nunber of conmunication
requests transferred over the wireless connection are |arger than woul d be
necessary if the conmunication were not self contained.

Furthernore, the underlying nmechani sns and protocols of Wb browsing were
devel oped with a traditional network nodel in mnd. These nechanisns were
devel oped based on the tacit assunption that the conputers involved were
connected via high-bandwi dth, inexpensive, reliable |inks. However, in
contrast to a wred LAN or WAN enviropnment, nobile links are typically

| ow- bandwi dt h, costly, and unreliable. Some nobile connections are |ess
burdensone than others -- for exanple, a sinple dialup nodemis both
faster and cheaper t harurpRek@irel, aghe mobi biitenal dormert dr-amati cal |y sl ower

than their LAN,coynterp res e connectlons e also less reliable:
dr opped connect ons aré%no SC?ﬂ%ES%%%ﬁ’ GLE 18 si ﬁ%ﬁ?aﬂgéPﬁdation, bl ockage,

and ot her prdiawsdng Thuss epidl aeamarufnsxsmhgamembkm owsers that were
targeted for adAN.eoMiN00MBNL, QL B PAELILYE O 180071y in a

net wor k- constrai ned setting 5 -
Furt her nore, tQQEPﬁﬁﬁﬁ*W?lgnvﬁ#QM¢#Eﬁ¥ qegesedperations typically

fail- when the client is disconnected from the server.

Weak connectivity and the possibility of
disconnection lead to-yet a third aspect of the
mobility problem: the dynamic nature of a user's
connectivity. At different times, a single user may be
strongly connected (LAN), weakly connected (cellulér or
other mobile link) or disconnected.

_ Several factors contribute to poor usability
and reduced user productivity when using browsers in a
resource-constrained or unreliable communication.
environment typified by wireless communication. First,
the browser protocol is synchronous, which means that
users must wait until a request completes before
another request can be made. When the delay is.long
due to slow wireless transmission, congested Internet
or intranet traffic, or overburdened Web servers, users
may become frustrated and unproductive.

Second, the natural burstiness of the
synchronous request/response scheme may become a
significant problem over a slow link or over a time
cost based link. Over a wired LAN, server response'
time is usually the primary concern, but in a wireless
environment, bandwidth and latency are typically the
dominating factors. (Latency on a packet radio network

can be on the order of several seconds.) Third, the
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t he i ssue of disconnected operation. Standard Wb browsing -- as well as

‘many existing networked applications -- assune that disconnection is a
conparatively rare error case. Qperations typically fail when the client
is disconnected fromthe server. Weak connectivity and the

possibility of disconnection lead to yet a third aspect of the nobility
problem the dynam c nature of a user's connectivity. At different tines,
‘a single user may be strongly connected (LAN), weakly connected (cellular
or other nobile link) or disconnected. -§- Several factors
contribute to poor usability and reduced user productivity when using
browsers in a resource-constrained or rnre‘ljrils@%blme é:lorgrgggi co%ti 0

envi ronment typi f FEF Dy YRFPETERE TSR SEFPEIT "R T s 15 BYohwser
protocol is synchaorgus inwthe lfaneasfs vbhattaryser snvelsintaay t until a request
conpl etes before janolher. reauest £30.be mBdg cWernddtgdel ay is long due
to slow wirel ess transm ssi on, congesfled'5 Internet or iIntranet traffic, or
over burdened Wb $epedisselyis @nserymy chée divetinigatibatreduannd angr oduct i ve.
Second, the naturghe QIS hRAS X1 1 diRGySYE rQ{éOH&E\Ee_%QU&ﬁa( ngeponse schene
may ‘becone a significant problemover a slow link or over a time cost
based Tink. Over 5 red LAN, server response tinme is usually the prinmary
concern, but in a wirel essin anght BIRRE athaadisdbdsiangd 4 aleeAcy are

typically the donipati factors. (Late 0 acket radi o network can
be on the order o?x’s%/se:}gf TEEREE = ht ;%X ‘f‘%egrgwser web server

operation in the mobile computing environment which may
be characterized by varying levels of connection

performénce and reliability.

Summary of the Invention

In view of the above discussion, it is an
object: of the present invention to reduce the impact of
the synchronous nature of browser communication in a
weakly connected or disconnected environment.

A further object of the pfeseht invention is
to overcome browser limitations in alfemote or mobile
environment where transmission time, latency ox other
communication limitations reduce responsiveness of
browser/server communications.

Still another object of the present invention
is to provide browser functions in a mobile environment
where the nature of the environment is transparent to a
user.

Still another object of the present invention
is to make connection status transparent to browsers
such that existing browsers may be utilized in a mobile

environment .



6- - usual synchronous request/response nodel does not work at all in the
face of voluntary or involuntary_  disconnection. |If a request cannot be
satisfied imediately, an error code is typically returned and the user
must explicitly retry the request at a later tine. In light of
t he above discussion, a need exists for inprovenents in the web
browser/web server operation in the nobile conputing environnent which may
be characterized by varying |l evels of connection performance and
-reliability. Summary_of the Invention I'n

vi ew of the above discussion, it is an object of the present invention to
reduce the inpact of the synchronous nature of browser comrunication in a
weakly connected or di scofment eddeshhierovieats of the presentA further object

of the present iRNeMd:QR LS. 130 er, Ll Lons in a renote or
mobil e  environnent wher e f?§h§n¥§%f§2ET$%§§§15?%%%%;%%dﬁfﬁ?3ter
comruni cati on | i RFPEdASCIEHFCEhids ponscidee ies sopfunisrbime wiskraer

comuni cati ONS. web browser chLiﬁgl%%h?rr&Qkéﬂﬁonie LhecpLa3gnt invention is

to provide browser functions in a nobile environment ere"the nature of
the environnment FY¥St§aMEpER eift CeBPeraridyand intermittentdy || anot her obj ect
of the present | pufiddied tS 4 @eBBHKE BRPNAGT bPEtstfldISnt £ ansparent to

br owsers . - _
persistent request queue at the second computer, a
request from the web browser to a server applicétion
accessible to the second computer. An interim response
is provided to the web browser in response to the
request from the client application. Thé stored request
is provided to the server application and a response is
received from the server application. The received |
response may then be provided to the web browser = ¢
executing on the remote/mobile processing system. i
By storing requests in a request queue at the
second computer (server side) and providing an interim
response to the web browser, asynchronous operation of
the web browser may be achieved. Furthermore, by
storing the requests at the server side of the
communication, the requests wmay be processed after the
connection is terminated with the remote/mobile
pProcessing system. Thus, the present invention
overcomes the limitations of weak connectivity.
Furthermore, in slow speea environments, the present
invention allows a user to uvload several requests
without waiting for responses to the requests and to
continue working while the requests are processed in

the background.
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such that existing browsers may be utilized in a nobile environnment.

- These and ot her objects of the present invention are

provi ded by nethods, systens and-conputer program products which provide
for conmmunicating wwith a web browser executing on a renote/ nobile
processing systemwhich is tenporarily and intermttently connected to a
second conputer by storing in a persistent request queue at the second
conputer, a request fromthe web browser to a server application
accessible to the second conputer. An intgrimresponse is provided to the
web browser in response to the request fromthe client application. The
stored request is provided to the server application and a response is
recei ved fromthe server applki pattiionlafdrebedizenyerf thespmasast nay t hen be

provided to the wel,hrouser; . ¢XxCRHLLAG AN 1k ! AIRIeLMRRIdi G BT OCessi ng

syst em By storing requests in a request queue at the second
conmput er (server 5¥fefhanerassevi i Rglalryeft BiocRFsings pemestt o ¥the web

browser, asynchr opisegResatiisONoofa abiey aehrd2easRy ra8YedRe akdl eved.
Furthernore, by storing the requests at the server side of_the
communi cati on, t hEPY &GHESYS 1FafobeFrat disetf RFPEsseHedirectly and

the response provided to the browser.

Once the request is received and stored in
the request queue at the second computer, the
remote/mobile data processor may disconnect from the
second computer. In such a case, the remote/mobile
data processing system will reconnect to the second
computer to receive the response to the stored request.
In a particular embodiment, a list of stored requests
may be provided to the web browser for ipresentation to
a user. The user, through the web browser may request
for a selected one of the stored requests in the list
of stored requests. The associated response to the
selected one of the list of stored requests may then be
provide to the web browser for presentation to .the
user. Furthermore, the user may be notified of the
availability of the received response subsequent to the
response being received by the second computer. The
response may then be provided to the web browser if the
user requests the response.

Because multiple connections may be used in
sending and receiving requests, a further embodiment of
the present invention establishes a persistent request
queue associated with a user identifier. 1In such a
case, when the remote/mobile data processor reconnects

with the second computer, the remote/mobile data
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connectlon is termnated with the renpte/ nohil e
t he present invention

processi ng system Thus,
overcones the limtations of weak connectivity.

Furthernore, in slow speed environnents, the present invention allows a
user to upload several requests wthout waiting for responses to the
continue working while the requests are processed in the

requests and to
backgr ound.

-8-

particul ar enbodi nent of the present invention, it is determ ned

request received

stored but is processed directly and

In a
if the

fromthe browser is a _delayed processing request. If the
request is not a delayed processing request, then the request is not

the response provided to the browser.

Once the request grocessrigvedsandnay Prodidd a ther nagmeiTicgualienat t he second
conputer, the rennte/gnblle dat a_pr ocessor %%dlsconnect fromthe second
se

conputer. In suclfE°8

ETPPRE o+ e BT S5TEBY I C

"3 O ETHF syst em wi | |

reconnect to the fremonte peosjxtent tayuesc ejueaet dmorbspeNeeth ankehe st ored
request. In a pafl g%&“uségb{)él'n@f&er {rt%noﬁe OV 4" gr%%StS

provided to the we

rowser for presentation to user.

the web browser meporelfuapdie data processing system. Thus. by

associating a user identifier with a request queue,
multiple users may connect to the same second computer
and access only their. request queue. Accordingly, a
secure response and request queue wmay be provided so as
to prevent unauthorized access to a request queue or
responses associated with a request gqueue.

In another embodiment of the present
invention, a received response is parsed to determine
if at least one request’ is embedded in the received
response. If a request is embedded in the received
response, then the embedded request may be provided to
a server specified by the embedded request. The

response to the embedded request is received and stored

at the second computer. The stored response is..then

associated with the request stored in the persistent
request queue. The stored received response and the
stored response to the embedded request may then be
provided to the web browser.

In a further embodiment of the present
invention, the reéponse to & request is stored at the
second computer and associated with the stored réquest
in the persistent request queue associated with a user
identifier. Thus, a plurality of persistent request
queues may be established wherein each of the

persistent request queues is associated with a user

he "user,

may be
t hr ough
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for .a selected one of the stored requests in the |list of stored requests.
The associ ated response to the selected one of the list of stored requests
may then be "provide to the web browser for presentation to the user.
Furthernore, the user may be notified of the availability of the received
response subsequent to the response being received by the second conputer.
The response may then be provided to the web browser if the wuser requests
t he response. Because multiple connections may be used in
sendi ng and receiving requests, a further enbodi ment of the present

i nvention establishes a persistent requet?” queue associ-ated with a user
identifier. In such a case, when the renote/ nobile data processor

reconnects with the,seeQnd CHMMULEN gsrrs%?i@é R & ABLSh &
processing system may provide a user identifier to the second conputer.

The received respBHERIYY afrerfubsevwsqnsoin tthe PBIEILLERME request queue
associ ated with taesis@aRl ¥echditehuddd@nkidi ehateqhésds Beoprovi ded to the
renpte/nnbile data processing system Thus, bg %ssqgiatin a user
identifier with &5FERed “GhRrEvsemATs prEFedst? S Ralc0fhett to the sane
second conputer refdesicmested Hapobiaidd wijLiehé WeeubderdGEDfliofigl y, a
secure response apd fequest  QURNS:IBY o2C QUL IGdy St be

provided to associated web servers and a plurality of

responses received from thé associated web servers.

The received plurality of responses may be provided to

the plurality of web browsers such that a response to a

request is provided to the web browser from which the

request was received.

In yet another embodimént of the present

inventaon, a web browser executing on a remote/mobile

processing system which is temporarily and

intermittently connected to a second computer

communicates by storihg in a persistent request queue

at the second computer, a request from the web browser

to a server application accessible to the second

computer. A client identification is associated with

the stored request and the stored request is provided

to the server application. A response is received from

the server application and stored in a server-side

cache resident on the second computer. The stored

received requhse is then associated with the stored

request and provided to the web browser associated with

the client identification associated with the stored

request.

Another aspect of the present invention,

provides the stored request during a subsequent
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to prevent unauthorized access to a request queue or responses associ ated
W th a request queue. I n anot her enbodi nent of the present
invention, a received response is parsed to determne if at |east one
request is enbedded in the received response. If a request is enbedded in
the received response, then the enbedded request - may be provided to a
server specified by the enbedded request. The response to the enbedded
request is received and stored at the second conputer. The stored
response is then associated with the request stored in the persistent
request queue. The stored received responsé and the 3stored response to the
enbedded request nmay then be provided to the web browser. In a

further enbodi ment @hntd&dar 88edte Wl &toivtdl abbeciaes@orisa ti: a request is
stored at the second conputer_and ,assocjiated with the.gtored reguest in

the persistent reqfedtiyueFBEAEBEELR ed FHF T R TR "THEAETFi%r ©X Thus, a
plurality of persishenteduegticsiy b@ueessivedpdior st &he i shedd weeesth each of

L0 Sent 11 or . e FEHReA STFREUIVED hLIRUIE e requset i1y of
web browsers in thetpredain the ofequersisieontmayebriawdifinsues mpdhce hat
requests froma usgk QfoRdRDANRVRE!n R0E IaEE LBpidie persi stent
In another embodiment of the present
invention, it is determined if a request received from
the browser is a delayed processing request. If the
request is a delayed processing fequest, the request is
stored in the request gqueue and processed accofdingly.
In another embodiment of the present
inveﬂtion, a plurality of responses from servers are
associated with a single entry in the persistent
request queue. The plurality of responses associated
with the.single entry in the persistent request queue
are provided tc the remote/mobile data processing
system in response to a request for the single entry.
As will further be appreciated by those of
skill in the art, the present invention may be embodied
as a method, apparatus/system or computer program

product.

Brief Description of the Drawings
Figure 1 is a block diagram of a typical web

browser/web server system;

Figure 2 is a block diagram of a web
browser/web server system according to one embodiment
of the present invention utilizing a client intercept

and a server intercept;
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request queues associated with the user identifier of the user. The
Pplurality of requests may then be provided to associated web servers and a
plurality of responses received fromthe associ ated web servers. The
received plurality of responses may be provided to the plurality of web
browsers such that a response to a request is provided to the web browser
fromwhich the request was received. I n yet anot her enbodi nent
of the present invention, a web browser executing on a renote/ nobile
processi ng systemwhich is tenporarily 9nd intermttently connected to a
second conputer conmuni cates by storiﬁb in a persistent request queue at
the second conputer, a request fromthe web browser to a server application

accessi bl e to the second,¢aupuf gt o Arckk elilagkaens bi SAthensig associ at ed
with the stored request and the stored request is provided to the server

application. A }#556RBE NogulecpEding 5 threPERHSREr YAIBEIext i on and stored

in a server-side cache rmgudend i@nateckedidndan @IPHt &drvethei &t or ed recei ved
response is thepn associated with the stor ue%t and grov,i ded to the web

dre .
browser associ at®F %FPh T%@lﬁlarcéﬁfdirt?eﬁ?i%ecgf? O ~atLGE ARd with the
stored request. Figufa (i Her a alipecthaot {Hmspresient thaventi on,

provi des the stored.request during.a s e . connecti on
of the web bromg%erraé—‘ég%coﬁf; e?jerv‘v’ietrh“?tﬁaé:gg% ?&eiﬁétﬁel ecﬁ?ﬂllngatf? otr?.e Furt her nore,
a nodi fication pfesens imppeion nmy réceivangia/ seREtoEre at pbiattor ed request
bei ng provided Losfhe.SeLYer m@RAk;Cation. The request stored in the request
queue may be nodified to replace the stored request. wth the nodified
request . I n MﬁErs%ﬁﬁoﬁi%ﬁtCthﬁéuﬁF%’?ﬁ Pvention, it is

determined i f acpoquesh seaehiarf Lamrtbe: bausencksrdingetayad processing
request. ' thepresent invention in receiving a request from a client;
Figure 6 is a flow chart illustrating the
operation of a server intercept module according to the
present invention in connecting to client;
éigure 7 is a flow chart illustrating -
disconnected or deferred processing operations
according to one aspect of the present invention;
Figure 8 is a flow chart illustrating
operations associated with receiving a response to a
browser request at a remote/mobile data process system
according to one aspect of the present invention; and
Figure 9 is a flow chart illustrating

operations associated with revising a request according

to one aspect of the present invention.

Detailed Description of the Invention
The present invention now wiil be described
more fully hereinafter with reference to the
accompanying drawings, in which preferred embodiments

of the invention are shown. This invention may,
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request is a del ayed processing request, the request is stored in the
request queue and processed accordingly. I n anot her enbodi nent of
the present invention, a plurality of responses fromservers are associ ated
with a single entry in the persistent request queue. The plurality of
responses associated with the single entry in the persistent request queue
are provided to the renpte/ nobile data processing systemin response to a
request for the single entry. As will further be appreciated by
those of skill in the art, the present;jnvention nmay be enbodied as a

met hod, apparatus/system or conputer program product.

Brief Description of the Draw ngs Figure 1 is a bl ock diagram of
a typical web osexer./ bebeserdied :By&faﬁ'mdifferent formd guiesnbulg a bl ock

di agram of a “%thﬁé)"&ﬁgé%\@e% sdgr tggs%er&g g {0.9ne enbodi ment of

the present invention utrTizing intercep and &-server inter cept ;
-12- forth hereig: |I§taem dzidesal q@Odth;ftSaam ipe‘nvl®addeo| nt er cept

nodul e accor di Rgat Otﬁlr&edpéce]_%%ﬁ}éﬂ\ﬁqntné%orough and complﬂa%J i's a block
di agram of a server-side intercept-nodule according to the present

i nventi on; will fully; eepveysthe SEOPR R GH%trltn"FPH@’t tatthmpet he operation
of a server | NeRLBAL 1Mk @:aCCarMNenGuirb hropr 5@RKe! NVeNt i on in

‘receiving a reqyest ient- si i nt ercept npdul e;
Figure Sa is a ;ﬂ ment gglfmfg{%"ﬁ%t r 4t H’ég{ & %g?gﬁg?fl{ﬁﬁi BY Pss@fver intercept
nodul e accordi ﬁgllb :tnhehe pemssenhe ipresatt davent ibeCedw begedbdagguest from a
CLr o mor et TR G B! | BUpEAAGdad! L galdf (e operation of 4

invention may take the form of an entirely hardware

embodiment, an entirely software embodiment or an

embodiment combining software and hardware aspects.

The present invention is described herein

with respect flowchart illustrations of embodiments or

aspects of the presént invention. It will be

understood that each block of the flowchart

illustrations, aﬁd combinations of blocks in the

flowchart illustrations, can be implemented by computer

.program instructions. These program instructions may

be provided to a processor to produce a machine, such

that the instructions which execute on the processor

create means for implementing the functions specified

in the flowchart block or blocks. The computer pProgram

instructions may be executed by a processor to cause a

series of operational steps to be performed by the

processor to produce a computer implemented process

such that the instructions which execute on the

processor provide steps for implementing the functions

specified in the flowchart block or blocks.



A

present invention in connecting to client; Figure 7 is a flow
chart illustrating disconnected or deferred processing operations.
according to one aspect of the present invention; Figure 8 is a
flow chart illustrating operations associated with receiving a response to
a browser request at a renote/ nobile data process system according to one
aspect of the present invention; and Figure 9 is a flow chart
illustrating operations associated with revising a request according to
one aspect .of the present invention. -14- Det ai | ed Description
of the Invention The present invention now wi |l be described

nore fully hereinafter wwth reference to the acconpanying draw ngs, in

whi ch preferred enbodi mentsccatiitdie,i hverksi oh theeflowolmrt Thi s i nvention may,

(13- however, bgenhadisd idlofRay GullSEents benEngng,should  not be

construed as limted to t iments -set forth herein; rather, these
enbodi ments are profPxRdgsithe shedifiilpfsiuicstngs up@iPprtidse efor ough and

conplete, and  Wigkbpd WrYp&Ri¥RYnd RGe SEMREE XA ERRLiBNENEON to those
skilled in the art. Li.ke nunbers refer to |like elenents.throughout. As

will be appreci aPEBSTAP dRBtBICtigK TEpnF foFhReTEPT ™09 Ehg rpsehfigchvent i on may
be enbodi ed functions. It will also be understood that each block

of the flowchart illustrations, and combinations of
blocks in the fldwchart illustrations, can be
implemented by special purpose hardware-based systems
which perform the specified functions or steps, or
combinations of special purpose'hardware_and computer
instructions.

' Figure 2 illustrates one embodiment of the
present invention. As seen in Figure 2, a web browser
10 communicates with & client-side intercépt module 30.
The web server 20 communicates with a server-side
intercept module 40. The client-side intercept module
30 then communicates with the server-side intercept
module 40 over the communication link 35. The web
browser 10 and the client-side intercept module 30 may
be contained in a first computer 5. The server-side
intercept modulé 40 and the web server 20 may be
contained in a second computer 6. The first computer 5
and the second computer 6 communicate over external
communication link 35. The first computer 5 is
preferably a remote/mobile data processing system. As
used herein, "remote/mobile" means "“temporarily and
intermittently linked", wherein temporarily means
"lasting for a limited time" and intermittently means

"coming and going at intervals, not continuous, or



as net hods or devices. Accordingly, the present invention nmay take the
formof an entirely hardware enbodinent, an entirely software enbodi nent

or an enbodi nent conbi ning software and hardware aspects. The
present invention is described herein wth respect flowhart illustrations
of enbodi ments or aspects of the present invention. It will be wunderstood
that each block of the flowhart illustrations, and conbi nati ons of bl ocks
in the flowhart illustrations, can be inplenented by conmputer program

instructions. These programinstructigns may be provided to a processor to
produce a machine, such that the instructions which execute on the
processor create neans for inplenenting the functions specified in the

fl owchart bl ockcesidrladcks. Rehre e¢msrpilliecdatpy pgoa@msingstystets @ag may be

execut ed by 8 LECERSN! Go SAUSEAo 6T LR AEAIGAEL, St CpS [0 be

perfornmed by t processor uter inple ted process such
that the inst raw@?is@r@ﬁhmi %:Yﬁt@xrécem@ en ovwr ap?e(wes’Sm provi de steps for

i npl ementing the funct lpggﬁera%qgwﬂee@ebrbxrob@exf hewehart thlagk or bl ocks.
-14- . Accor di nglly. [ocks of the flowchart illustrations support
1Z

conbi nati ons d&febnkaprseropti ing hypertext transfer protocol
(HTTP) and hypertext markup language {(HTML) to

communicate with an Internet web server 20 which also
uses HTTP and HTML. In operation, the web browser 10
would output an HTTP data stream which is intercepted
‘by the client-side intercept module 30. The'intércept
of the HTTP data stream by the cliené—side intercept
module 30 may be accomplished through the use of the
TCP/IP loop-back feature where the client-side
intercept module 30 resides at an IP address having a
network number of 127, such as 127.0.0.1. The client-
side intercept module 30 then converts or transforms
the HTTP data stream into a client/server specific
protocol and tfansmits the client/server specific data
stream onto the external communication. link.35.~ The
server-side intercept module 40 receives the
client/server specific data stream and reconstructs the
original HTTP data stream corresponding to the web
browser originated communication. This reconstructed
HTTP data stream is then transferred to the web server
20. The web server 20 responds to the HTTP data stream
in the normal manner of an Internet web server. As
will be appreciated by one of skill in the art, tﬁe web
server 20 may also be a proxy which allows multiple

browsers to connect to the Internet.



Rerform ng the specified functions, conbinations of steps for performng
the specified functions and programinstruction nmeans for performng the
specified functions. It will also be understood that each block of the
flowchart illustrations, and conbinations of blocks in the flowhart
illustrations, can be inplenmented by special purpose hardware-based
systens which performthe specified functions or steps, or conbinations
of special purpose hardware and conputer instructions. Figure 2
illustrates one embodi nent of the pr&sent invention. As seen in Figure 2,
a web browser 10 communicates with as client-side intercept nodul e 30.

The web server 20 comn*girgaitnef%gﬁgé%naigqre\ég{iﬁ g; tﬂe%ﬁﬂ cept nodul e 40. The

client-side intercept nodul € en conmuni cates with the server-side
intercept nodiskeedRber tramsporrani tattihenwel RkosHr Ihe fimeb  browser 10

and the clienteSidee] MheEE&RInsEOMI L300 redi@sEO-akned in a first
conputer 5. The server-side intercept nodule 40 and the web server 20 nmay

be contai ned iFeFLEECIRY bt BES?: GPeTYRY FRTEY ADMTPBES # and the second
conputer 6 COMTHR 8L s8YEim ¥k eédtindi NP FBURL abhmmikhtdon38o The first

conputer 5 is_preferably a repote/ nobjle_data processing system As used
herein, "renotdl fFGBY %" tﬁ%a“ff? e éi I §ghﬁ1a'egi?ﬁré'?ﬁi ttently I'i nked",

wher ei n t enporcipliyatmarsmmidiast ity ibointertéeptietickly ttheeseraiedt-i nterm ttently
means " com ng,;3nd; 90i,0g, At d At € ¢ ke NGheFAALLWPYUS, OF
client/server specific data stream. The client/server
specific data stream corresponding to the web server
originated communication is then sent on the external
communication link 35 from the second computer to the
first computer. The client/server specific data stream
is recei&ed by the client-side intercepé module 30 and,
the orxriginal HTTP data stream corresponging to the web
‘server originated communication is rebuilt and provided
to the web browser 10.

In a particular embodiment of the present
invention, the external communication link 35 is a
wireless communication link. In such a case, in ordex
to obtain system performance which is acceptable to
users, it is desirable to reduce the amount of
communication over the external communication link 35
both in the frequency of the communications and in the
amount of information which must be transferred over
the communication link 35. Accordihgly, the present
invention preferably utilizes caching, differencing,
and protocol reduction techniques to minimize the
amount of communication required over the external

. communication link 35. These techniques are



- 15- occasi onal . Renot e/ Mbbi | e data processing systens may al so
i'ncl ude data processi ng systens which renotely access ot her systens such
as over a network. Preferably, the web browser 10 is an

| nt er net web browser ut|I|2|ng hypertext transfer protocol (HTTP) and
hypertext markup | anguage (HTM.) to communicate with an Internet web
server 20 which al so uses HTTP and HTM.. In operation, the web browser 10
woul d out put an HTTP data stream which is intercepted by the client-side
i ntercept nodul e 30. The intercept of-1¥he HTTP data stream by the _
client-side intercept nodul e 30 may be acconplished t hrough the use of

t he TCP/ I P Ioo feature where the client-sid |ntercept nodul e 30
resides at an a%%%géssh 2 B NS ST HS BT IERURbES 8F Sprhagtih as
127.0.0. 1. The cqu§¢pols qf BETErnn&buepﬂgaﬁmﬁsbevéﬁ)dpberfnaonverts or
transforms  theolfTRodala Al LeATLEDG.B-Eld: SRt Lagh¥or specific — protocol
and transmts the client/server specific PSTFeamohPd the externa
communi cati on | i fkie3s, arghghe seypreyeto stledecq ﬁher@@ptmtn@uﬂjl e 40 receives the

client/server spg€dukfcHdracSidSadhaiyhsl econstructs the original HITP
data stream correspondl ng to the web  browser originated conmunication.

Thi s reconstructed RfsrtdPPediie stienbnsideadntercert i® t he web
server 20. Tl"mld/\mbeSﬁx\iref 2ier eﬁwr&dﬁtt@ bhe dfhhbBpdaha & ream in the
nor mal nmanner of<ﬁp angnet web er. As

b we rowsers an we (proxy) sexvers and, can

therefore be employed with any web browser. Both the
server-side intercept 40 and client-side intercept 30
cache graphic and HTML objects. If the URL of a
browser request specifies an object in the client-side
intercept’s cache, it is returned immediately as the
browser response. The caching functions guarantee

¢ cache .integrity within a client-specified time
interval. The server-side intercept cache is populated
by responses from the requested web servers. If a
requested URL received from a clieﬁt-side intercept is
cached in the server-side intercept, it is returned as
the response to the request.

The present invention preferably utilizes a
virtual socket system such as is illustrated in
commonly assigned United States Patent Application
Serial Number 08/601,804 entitled CLIENT/SERVER
COMMUNICATION SYSTEM, - Attorney Docket No. RA895-0154
the disclosure of which is incorporated herein by -
reference as if set forth fully. The present invention
also preferably utilizes the data reduction techniques
described in commonly assigned United States Patent

Application Sexrial Number 08/601,753 entitled TIME



w It be appreci

| nt er net.
information is
browser 10, for
URL hone page,

originated communication is interceptediby the server-

nodul e 40 and t
client/server

ori gi nated comu 3

ated by one of skill in the art, the web server
al so be a proxy which allows multiple

-16-

recei ved by the web server 20 for_transm ssion to the web
exanple, in response to a browser request for a

20 may

browsers to connect to the

When

specific
the web server 20 outputs an HITP data stream correspondi ng
to the communication to be sent to the web browser 10. This web server

si de intercept

ransfornmed by a client/server specific data stream The
specific data stream corresponding to the web server

nCAG IR STYSLEYt ASROTIY BREEnNP- RASndtnfiesati on |i nk

35 fromthe secoash conpotn®nly Oaddigned iUnsted GeptéLPatdite client/server
specific data st£$?3m E‘%ﬂ;t %?%%’P%Jx%’ert Qgé&lll gg% -eshlttriigl%(gtercept nodul e 30

and. the origi

na Feam corr espdéndr ng

e web server

ori gi nat ed comUuBICERRENAING COMIINTICATEON] SP$TRM, delte dii ecldsareslptbr onser 10.

In a particul ar
conmuni cation |
or der

HRA0 0P HooBho L REPRERIN! 1) DLEDLd:RE, o4 NG Xt €1 nal

ink 35 1s a Wreless commini cation |1 n such a case,

forth fully.

While the present invention has and will be
described with respect to a single web browser .
application and a single web server application, as
will be appreciated by those of sgkill in this art, the
benefits and advantages of the present invention may
also be achieved with multiple web browsers associated
with a single web server. Thus, Ehe methods, apparatus
and program products of the present invention in |
connection with multiple browsers each communicating
with a client-side intercept module and these client-
side intercept modules would then communicate with the
server-side intercept module of the web server or web
proxy.

Furthermore, while the present invention is
described herein with reépect to both a client-side
intercept module and a server-side intercept module, as
will be appreciated by those of skill in the art, only
a server-side intercept is required by the present
invention. , Thus, the present invention should not be
construed as limited to systems having both a client-
side and a server-side intercept module.

The present invention also provides for.
asynchronous request and response processihg which

permits a user to continue making requests even though

in
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to obtain system performance which is acceptable to wusers, it is desirable
to reduce the anpunt of communication over the external communication |ink
35 both in the frequency of the comunications and in the anount of

i nformation which nust be transferred over the conmunication |ink 35.
Accordingly, the present invention preferably utilizes caching,

- differencing, and protocol reduction techniques to mnimze the anount of
comuni cation required over the external comunication |ink 35. These
techni ques are -19- -17- acconpl i shed
by converting the statel ess or stochastic protocols of HITP into~a-
client/served specific protocol which utilizes information specific to the
client and the sEieydpus Fecudsee heNe matpGATPIRNE- f PEETRNFRNY ofthe

communi cati ONS. agynchronous L8nRRRr 8hd QRepddiR prdBbisd d@ i ntercept 30 and
the server-side intercept. 40 are transparent to h web browsers and web

g . pbot
(proxy) servers SAoFaipaypd PREYRATOPREMEPENPHEPESF Mt HP T R owser. Both
the server-si deHehkercaplsidd atdrebpienb- sicdede it @igeplevdd oftache graphic

and HTM. objects,.. If..the URL of a_ Dbrowser .r.eqguest _specifies an object in
the client-side -19 Bl”g’e T8 2AMENE, a'i“f f’sacrhéteg? 8 f?%r'?é‘ﬁ?atel y as the

advanatages. Requests are recorded internally for
background processing by the client-side intercept, the
server-side intercept or both. When requests complete,
the results are saved and gtatus is updated
asynchronously. The user is (optionélly) notified when
requests complete and méy switch to a status.page to
reéview the status of one or more requests. The status
entry for each request conveys the state of the request
(not started, in procéss, or complete) and contains a
link to the response page if the request has completed.

The present invention also provides for
disconnected operation when the remote/mocbile data
processing system is not linked to a éomputer with
access to a server application. Users can operate in
either synchronous or asynchronous mode. 1In €éither
case, when the loss of a connection is detected, or if
communication is not possible (e.g., out of signal
range), requests may be queued and held for later
processing or requests may be queued to the server-side
intercept for processing during the disconnected time
and retrieval of responses when reconnected. This:
capability enables a user to continue to be productive
offline. These operations will now be described with
respect to Figure 3 and Figure 4 and the flow chart
illustrations of Figures 5 through 10.
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browser response. The caching functions guarantee cache integrity within a
tlient-specified tine interval. The server-side intercept cache is

popul ated by responses fromthe requested web servers. If a requested URL
received froma client-side intercept is cached in the server-side
intercept, it is returned as the response to the request. The
present invention preferably utilizes a virtual socket system such as is
illustrated in commonly assigned United States Patent Application Serial
Nunmber 08/601, 804 entitled CLI ENT/ SERVERzo-COVMUNI CATI ON SYSTEM Att or ney
Docket No. RA895-0154 the disclosure of which is incorporated herein by
reference as if set forth fully. The present invention also preferably
utilizes the data reducti &iovee ihildlestrages e Feratel RoRidendittay assi gned

United States PatfidcesANIR is¢atd®Mmteididly NpERes 18k 6&dhobdReNbit | €d TI ME
- 18- COHERENT CACHI NG SYSTEM Attorngy Docket _No. RA9-95-086 and in

comonl y assi gned PSnPTeF™St AREFBePent®® ApP tBaTi9R® Ser Fal  Nunber
08/ 601, 903 ent i t |xthot B} thdtERENGA NG oMk EATSCRh SYSI&EMdetshen di-scl osures of
which is incorpoggtﬁd erein referqp e.as. 1 {o setoudQnth f%lly.

PP a we 0 the

1Sa ich sucH as Towser eXecuting on
remote/mobile data processing system 5. Requests from
the browser 10 are - intercepted by an HTTP request
interceptor 31 and placed in a request queue 32. The
requests in the request queue 32 are processed by a
HTTP request queue processor 33 which carries out the
requests when a connection is established to a second
computer having access to the server specified in the
requests. When these requests are processed a service
thread 34 is initiated for each request to carry out
the request. Responses to the request are placed in
the cache 35 and associated with the request from the
request queue which generated the request. Such
association is illustrated as a dashed line in Figure
3. The solid line in Figure 3 from entries.in the
request queue to the cache represents the association
of the request entry with the form used to create the
request. Such an association allows for editing of
requests by a usexr even after the requests have been
generated. Optionally, both the requests and the
responses may bé_associated with the entries in the
queue so that both the request and the response nay be
provided to a user.

The request queue 32 is a list of requests

that have been received from the browser by the HTTP

) Reqguest Interceptor 31, along with status and control



\Whi l'e the present invention has and will be described with respect to a
single web browser application and a single web server application., as
will be appreciated by those of skill in this art, the benefits and

advant ages of the present invention may also be achieved with multiple web
browsers associated wth a single web server. Thus, the nethods, apparatus
and program products of the present invention in connection with nmultiple
browsers each conmunicating wth a client-side intercept nodul e and these
client- side intercept nodules woul d t €T communi cate with the

server-side intercept nodule of the web server or web proxy.

Furthernore, whil;gethe REgSe.chNyentien.ds engeﬁ%mgeesdagfroeg N W th respect
to both a client-side 1ntercept notule and a server-srde |nt8?cept nodul e,
as Wl be appréafareatipy rensduedifromi the bpovdpr Arhe HIMP yheadeser ver - si de

intercept is requhfesh¥obPe PTRSEM110WEER! L esa-%’betpﬁ;lngéent
i nvention should not be construed as limted to systens having both a

client- side and®a*%emfEreds @& ? mareepitenpdfac®, réquest elementhe present
invention al SO pao¥sd deS dbOstateaSy a0 oN Ssb86sRel Wt £)@sponse processi ng

which permits argat?éstt.OTgPsntjjngESderrsalél Q n[a?:gugfsttﬁe er)’r%grégso% Qt
has been made in processing the request, and a list of
remaining work to be done.

Special processing instructions may also be
associated with a request in the réquest queue. For
example,-in a wireless environment, it is usually too
expensive to download graphics embedded in a page. If
graphics have been suppressed for this request, this
processing control information will be included in the
request element. The request queue persists acroés
client sessions.

Internally, a request consists of a set of
attributes. Each attribute is a name-value pair. When
the request .is created, it is given attributes. that
contain the browser request. As processing proceeds,
attributes are added describing the progress, any
status information returned from the browser, and so
on. Some attributes, spch as the progress indication,
are per request. Attributes may also be per gqueue, and
in this case control processing for all eiements added
to the queue. Per-queue attributes are used to support
multiple queues that handle requests in different ways,
based on their source or the characterisits of the
request. Thus, according to the present invention, more

than one request queue may be created and requests may



- 19- previ ous requests have not conpleted. Preferably, the asynchronous
request and response processing is coordi nated between both the
client-side intercept and the server-side intercept to provide a high

| evel of flexibility to a user and to achi eve performance advanatages.
Requests are recorded internally for background processing by the
client-side intercept, the server-side intercept or both. Wen requests
conplete, the results are saved and status is updated asynchronously. The
user is (optionally) notified when requésts conplete and nay switch to a
status page to review the status of one or nore requests. The status

entry for each regquest mcggggls t he state Q;L the re uest é.ant started, in

to .
process, or conplete) and contaPfs s Trhkf o ThRePTespoRhEepyd it the

request has conplcbeechre received by Fhe eliemensidenvetrdrcept alrsohgy ovi des for
di sconnect ed ope&ggiwm@ggﬁﬁ?gogwgym@i L?puqa}t a processing systemis

not linked to a cohputer wt access'to a server application. Users can
operate in either synchrBerryseorhapypesntohbYRNtABdeallpys diorheff- case, when

the | oss of a conAREHQBekSIMELEEILAppPications QUBRINLALQRsES NOt possible
(e.g., out of signal.  range), requests may be queued and held for later

processing or redliésh ¥eraydtrdonee foF FRPREN GRrLidiegRrogestitmept for

processi ng duri ngibéenndic8ed®rHmaChefhchrBRousabperatione\abufe hegpoOnses when

reconnected. This ca.%%p}ir%‘_iit%/s engbl es_a uggr to continue to be productive
-

of fline. These op&rations Wil nowBe TEEEHTHEY Wit K F&pect to Figure 3

and Figure 4 andithentfioow thar tisex’|d ueduesti oms bef sdtiiglif«as fooh hr ough 10.
the cache at the client-side, the response may be
provided immediately and the standard browser interface
remains unchanged. On a cache miss, however, the
browser’s semantics may be exténded with mechanisms and
interfacés associated with the off-line processing of

,  the present invention.

Because the browser is an immutable piece of
code with respect to the present invention, a stand-in
page may be returned whenever tbe.femote/mobile data
processing system is operating ésynchronously or

' disconnected from the sécond computer and cannot
satisfy a user's request from the cache or if no
client-side intercept is present. This page contains
an explanation of what has happened -- "Your‘request
has been queued for later processing" -- and, if.
requested, displays the current status of all pending
requests. Note that as far as the browser is
concerned, this stand-in page is the response to the
request. In other words, the browser retains the
request/response mechanism, while the intercept module

utilizing the present invention handles the details of



- 20- Figure 3 illustrates a renote/ nobile data processing
systemutilizing a particular enbodi ment of the present invention. As seen
in Figure 3, a renote/nobile data processing system5 includes an
application such as a web browser 10 executing on the renote/ nobile data
processi ng system5. Requests from the browser 10 are intercepted by an
HTTP request interceptor 31 and placed in a request queue 32. The
requests in the request queue 32 are processed by a HITP request queue
processor 33 which carries out the reqﬁééts when a connection is
established to a second conputer having access to the server specified in

the requests. WAeHLJdagsE LUHESLSLBLE, BBQ%%ﬁgpeatﬁéré’ém‘ée thread 34 is
initiated for each request to carry out the request. Responses to the

request are pl ac®FhanishHeyc ke hetidszeh FoasRAyE] I PRLEYed: Ard r equest from

the request quese/Whireho@LRegadae EHQ:H’aQq&ﬂihfoﬁliﬁhonaﬂ_s§Q§é alg on is
illustrated as a dasheg line in Fi The solid line in Figure 3 from

entries in the TEYUESE udde }P’Ef’wrggé acgaéﬁ‘é 1EERTES it st EeTRSGei at i on  of
the request entry with thatkeonsiveed, tan 6peianetd heturequeshe Such an
aSSOCiEﬂi on alloﬁ@%éé%@ Sggéirggher than being presented with an

intermediate acknowledgment may be utilized. This

option méy be implemented by returning code 204 to the

browser. From the user's point of view, a link is

clicked but the browser remains on the same page,

however, the intercept module according to the present

invention queues the request in the background.

Figure 4 illustrates one embodiment of a
server-side intercept module 40 accordiﬁg to the
present invention which may reside on the second
computer 6 of Figure 2. Communications érom the client-
side intercept module 30, or optigpally, directly from
a browser 10, are received by anzIncoming Data
Processor 200 and selectively placed in a request queue
230. Because a server-side intercept module may
receive comunications from a number of client-side
modules or browsers, the server-side intercept module
preferably maintains a request queue for each client
utilizing asynchronous processing. The request queues

i+ associated with differing clients are illﬁstrated in
Figure 4 as queues 230, 231 and 232. These request
queues may be structured in the same manner as request

queue 230 only with different client identification

associated with the requests in the queues.



requests by a user even after the requests have been generated.

. Optionally, both the requests and the responses may be associated with the
entries in the queue so that both the request and the response may be
provi ded to a user. The request queue 32 is a |list of requests
that have been received fromthe browser by the HITP Request |nterceptor
31, along with status and control ,

-21- i nformation. Each request elenent_jncludes all of the information
received fromthe browser (the HITP head&ts and any body). This allows the
request to be replayed to the network-at a later tinme. Each request

el ement al so hol ds st at erh8fUEBEEON PA88OGegh&st Wnbded B8, rARQUest. This
i ncludes a summary of_the progress_that _has been made in processing the

request, and a | %€ 12 FFENBFIFFGeROTk 2t BT De TBBIFEL dueue processggec g|
processi ng i nstr keBi efichrayrades0chie @esS pehqaised wiehha acon@geesdn kB t he
request queue. Fqr, . ﬂ';ri@deﬁoi n W reless environnment, it usual ly too

a , i
expensi ve to dowsI6ad graphtes EFBRHUST T2 PRged ?‘fcesﬁr%"prﬁi@s have been

suppressed for thegsveeqrestifiddiis tipr oegssiusgicontrptoxyhfer mati on will be
included in the Jiegues) (&l BIPUrvdPe LEGYGELHYRHE. NG §LETS across

processed a service thread 234 is initiated for each

request to carry out the reguest. Responses to the

request are placed in the cache 210 and associated with

the request from the request queue which generated the

request. Such association is illustrated as a dashed

line in Figure 4.

The solid line in Figure 4 from entries in
the request queue to the cache represents the
association of the request entry with the form used to
create the request. Such an association allows for
modification or cancellation of requests by a user
utilizing a server-only configuration even after the
requests have been generated. Optionally, both the
requests and the responses may be associated with the
entries in the queue so that both the request and the
response may be provided to a user.

The request queue 230 is a list of requests
that have been received from the client-side intercept
or browser by the incoming data processor 200, along
with status and control information. Each request
element includes all of the information received from
the browser (the HTTP headers and any. body). This
allows the request to be replayed to the network at a

later time. Each request element also holds state
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client sessions. Internally, a request consists of a set of
attributes. Each attribute is a nane-value pair. Wien the request is
created, it is given attributes, that contain the browser request. As
processing proceeds, attributes are added describing the progress, any
status information returned fromthe browser, and so on. Sone attri butes,
such as the progress indication, are per request. Attributes nay al so be
per queue, and in this case control processing for all elenments added to
t he queue. Per-queue attributes are used-t®o support nultiple queues that
handl e requests in different ways, based on their source or the
characterisits of the reguest. Thus, according to the present invention,
more than one reqUESETgiiRTe 2RESFiIGECE MikbetheaRETYesueTiS Rpgludes

-22-  be automat icauhyaspiorechd Hrogidte AR GRE IR @4RUe,When they are

received by the C|H%%t S|de gnterce t or they i¥ be nanual |y sorted by
user input. P 2088 19epredet? lr’ﬁ'érﬂ AN B tof f- | i ne
processi ng using dppﬁpuatlons such as a browser which were designed for
synchronous on-line processing dlscon@ecggg aqg a nchronous oper ati ons

require new user interfaces. s T REEEr 0 th ?W%s@ﬁi ®invention, if
a user's request A lbeed dyi the exilémtmﬂlde as lS dlscussed above for

the server-side intercept. However, when the requests
are transferred to the server-side intercept module, a
request ID, which may be generated locally by a client,
is associated with the request. Alternatively, when a
connection is established a user identification could
be established for the duration of the connection.
Thus, user ID would be associated with all requests
received from that connection. since diécohnection
during a request is allowed, different sockets may be ;
involved during different processing phases. By
attaching a clientID/requestID pair to each request
before transmitting it to the server-side intercept,
delivery of results can eventually be coordinated
* independent of socket connection. The requestID should
.also be recorded on the client-side for requests sent
to the server-side intercept for processing so that
they can later be paired up with results. By making
the clientID secure, other clients® requests remain
inaccessible despite being stored at the server-side
intercept module.
In operation, when a user is ready to
disconnect and wants the server to process pending
requests during disconnection for later retrieval, the

client invokes a command which transfers requests to



t he-cache at the client-side, the response may be provided i mediately and
the standard browser interface renmmins unchanged. On a cache miss,
however, the browser's senmantics may be extended with nechani sns and
interfaces associated with the off-line processing of the present

i nventi on. Because the browser is an ihmutable piece of code
Wth respect to the present invention, a stand-in page nmay be returned
whenever the renote/nobile data processing systemis operating
asynchronously or disconnected fromthessecond conputer and cannot
satisfy a user's request fromthe cache or if no client-side intercept is
present. This page contains an explanation of what has happened -- "Your
request has beehPfUREF¥ET e tercppod@ssPrRFeseingliile f  request ed,

di spl ays the curaesdornbatdts. Obucl la P&RENAGnay BdUL1Sendi@et ARt as far as

the browser is ncerned, this stand-in page is the response to the
request. In othe§9 QsCor@pr ePP$é?HP$§ fﬂ@?m¥%aﬁ@§¥ﬂPégﬁﬁnse

mechani sm whi | erédpeesitat &5 chpt semdul for pioddssiing dehehpresest-i nventi on
handles.the deta%kéé(gk t?e ﬁgmm¥?%cation liFﬁ. Transferred item - 23- A
responding to the request. FUrthernore, the sane nechani sm ey be utilized
for both di sconnbetreatkafichs flushed in a client request queue, using a

name/value pair. There are at least three reasonable

forms of the flush() function:

flush() transfer all items not marked as held {(default);

flush(all} transfer all items, including held ones; and

flush{item) transfer a specific item.
Held requests (i.e. requests which are designated to be
processed at a later time specified by a user) may also
be transferred to the server-side for disconnected
processing, however, the main reason For holding
requests is to defer transfer of the results until
sufficient bandwidth is, available. Disconnected
processing of held requests may'not be desirable
because the user may not request the results.for a long
time. Thus, server resources have been consumed in
processing the request and storing the results which
are not required.

Alternatively, in a browser to server-side
intercept configuration, all requests which are not
satisfied from the server-side intercept, could be
qQqueued at the server-side intercept. Thus, if an
intermittent connection failure occurs, the requests
may continue to be processed by the server-side
intercept while the browser is disconnected. Such a

system also has the advantage of keeping the connection
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asynchronous requests in that an infornmational page is returned to the

browser as the response to the request.

to return to t

i ntermedi ate acknowl edgnent may be utilized. This

i npl ement ed by

however, the i
the request in

Al ternatively, an option

he current page rather than being presented with an

option may be

returning code 204 to the browser. Fromthe user's point of
view, a link is <clicked but the browser remains on the sane page,
ntercept nodul e according to the present invention gueues

t he background. -27- Figure 4 illustrates

one

enbodi mrent of a server-side intercept nodule 40 according to the present

i nventi on whic
Conmuni cati ons

eside_on the_second _conput er, of Fiqure
%Meﬁ éle YOoOwser anlg Che S rver—p%é (?g?lécefé, 9\6{1}/0

e i
romthe client- sitde 1nterce no

2.
ptionally,

directly from WiBieegdreciOse ateadr ebed wedthyy camtuyrdert ivp Datle  Processor 200

and sel ecti vel Yyphacsd JdduBed GINESE AMSHERIR:pdRRAUSE @ Server-side
|l e may recelve conunications froma nunber of client-side

i ntercept nodu

nodul es or br oEVided He §be \RovspEvaESnEerERpERSDdUl e

pref erabl y naintains

a request queue for eaclnehi@tco HiidduebPGtas¥aEY @AOUS jREOCESSI Nng. The

request queues

Figure 4 as que

8

S 930 21931P%MF*S8 A0 PhaSEUPE e dthe RiRSGEE nmay

.gﬁsociated W th differing clients are illustrated in

be

structured in tinwesaiten.nanned astioQuEesitaquedHe 30 gadueankt hexd f f er ent
client identifigation . associated with the reguests in the Jueues.

ide” infercept, any changes item in
client request queue may be propagated to the server.
For example, if a user deletes a flushed request from
the client request queue, then the server-side
intercept should be informed so that processing can be
stopped (if necessary), pending results disgarded, and
the item removed from the clients' request queue at the
server-side. Similarly, if a flushed item's status
éhanges to held or unheld, the server-side request
queue should be told so that it can cease or begin
processing as necessary. Thus disconnected, it may be
beneficial to log mutating operations to flushed items
at the client-side so that they can be replayea
immediately upon reconnection to the server-side
intercept module.

Once server-side processing results in a
response, propagating déta back to the client may be
rule-based. Blindly transmitting responses to
disconnected requests to the client whén it is next
connected is undesirable. The client may be in the
midst of doing something of high priority over a low-
bandwidth link, and the user would prefer that the

first connection time not be spent transmitting



- 24-. The requests in the request queues 230, 231 and 232 are
processed by a HTTP request queue processor 233 which carries out the
" requests when a connection is established to a second conputer having
access'to the server specified in the requests(i.e. a proxy) or directly
to the server. Wen these requests are processed a service thread 234 is
initiated for each request to carry out the reguest. Responses to the
request are placed in the cache 210 and associated with the request from
t he request queue which generated the Fr2&uest. Such association is
illustrated as a dashed line in Figure 4. - The solid line in
Figure 4 fromentries in the request queue to_the cache represents the
associ ation of the&SPeRtEE-eRt? R ERT ’he&%?ﬁ?ff%ﬁ §% ©Ereate the request.
Such an associ at iamfaghoas ef eilesmadaffunation oay danpsddidatd arp of requests by
a user utilizin server.-only contiguratiqn n after the requests have
been gener at ed. %%poEéTf§feB%fﬂ)fﬁézg%%g%é%?gséﬁﬁ the responses nay be
associated with the entricas swrch lencfuienemayo be miGebbBidestiie request and t he
.-response may be pf\ﬁx\é'tggxq t%e@Dib%%q:'() .returns a br:{u}.esﬁtﬁ&'r‘%?séfli %'ﬂgue 230 is a

i st of requests that have been received fromthe clie e intercept or

browser by the i nEerRgtira shpf deesaerumpbiredain fye Feuessedit us and control

i nformation. Eachsdr@@uesice ghokeRbri filsudaenal | 10hs) hael BEOIFAEEON recei ved
from the browser, (the HITP headers and a)_g}/ bod . This allows the

request to be reptHPEHRTPY ABY Mt ROPKEE H *PEREPStFME Each request

el enment al so hol detotigéer () function include URL, title, size, time
completed and status of request. Status returned in.
response to a GetDigest() function call may indicate
completed, pending, held, etc. Thus, the status may
indicate how far the server-side intercept has gotten
in processing the request. The client can use the
; digest. to decide how to proceed. The following syﬁc()
functions may be provided corresponding to the flush()
operations described above to allow retrieval of the

saved responses:

sync{) get responses to all non-held items {default);
sync(all) get responses to all items, including held
ones; and

sync(item) gets the resbonse to a specific request.
In addition to these explicit requests, the user can
arrange for automatic synchronizatibn while connected

or in the process of reconnecting:

GetPrefs() returns the current list of this client's
preferences;
SetPrefs(list) defines a new list of preferences; and

UpdatePrefs(list) updates only the specified preferences. .



Y

-25 - information associated with the request. This includes a summary

of the progress that has been nmade in
of remaining work to be done.

processing the request, and a |i st
The sane request queue entry

format may be utilized by the client-side as is discussed above for the
.server-side intercept. However, when the requests are transferred to the
server-side intercept nodule, a request ID, which may be generated locally

by a client,

connection is established a user

is associated with the request. Alternatively,

when a

i deaptfication could be established for

the duration of the connection. Thus, user |ID would be associated with al
requests received fromthat connection. Since disconnection
request is allowed, difFePERterEHERSENERY 5875155 8F e deavgnasg dif f er ent

processi ng phaseammePyalvdl palid RgediBlingniHeDFt Bpi@sdd:Dwp@ék t 0 each request

before transnitting i 0 the server
can event ual Ri/a Se S%S%ir%}bﬁa?lécfmal ANt - S ck

during a

SR BT e B | o, The

request | D shoattkibake® night eioeidéd rorothey.ckiznt sende, f etc.r equest s sent

the server-sigdg,
up with results.

processing may be managed by client-side interaction
which may include a combination of user directed
actions as well as automatic transfers.
Operation of the server-side intercept will
now be described with respect to Figure 5, Figure 5a
and Figuré 6.Figure 5 illustrates the operation of a

server-side intercept module when the module receives a

transmission from a client-side intercept module. As

seen in block 250 the server-side intercept receives a
request from the client-side intércept module. This
information may generally take two forms: a standard
browser request, or a request handled by the server-
side intercept itself (see, e.g. the GetDigest () or
SetPrefs() functions discussed above). Thus, the
server-side intercept determines if the intercepted
transmission is a request to a server or to the server-
side intercept (block 252) and, if the request is a
request to the server-side intercept it processes the
request accordingly (block 254). Examples of the types
of intercept communications are provided above.

If the intercepted transmission is not an
intercept communication to the server-side intercept
module itself, then the server-side intercept module
determines if the request ie a request for disconnected

operation to be processed by the server-side intercept

4.;%%%9%8&9& RELEERE Bk OuplIRkHISY 5D | ater be paired

to



the clientID secure, other clients' requests remain inaccessible despite
>being stored at the server-side intercept nodule. I n operation,
when a user . is ready to disconnect and wants the server to process pending
requests during disconnection for later retrieval, the client invokes a
comrmand which transfers requests to

- 26- the server-side intercept for processing while disconnected. Such a
command may be a client-side APl flush() command. The API flush() comand
sends queued requests to the server fxr processing on the server-. side

of the communication link. Transferred itenms may be marked as-flushed in a
client request queue, using a nane/value pair. There are at |east three
reasonabl e forfEubt rheck Ig"ééh() Fuhbe ixsAuest is not forg ysh()  transfer

all itens not rEskethaatebalpdrédidmdhéy ;the request isf busddsakbd)as transfer all
itens, including held ones; an flush(ite transfer a specific
item Held reqﬁg’gtgt}telr. E?q‘ireggug%]tc’sckvﬁ?@h s ]é‘éel(rdﬁ?i@ed to be processed at
a later tine spgetef¢adt bysa deserningmyifaltbe regeest destier £édst 0 t he

server - si de fOrre&hé&ork@&gteafe‘ln&‘itoc(%?ééﬁ‘Qfsd‘%‘éﬁvz‘?{ sol NGBLN reason for

hol ding requests 1s to er transter of the resulfs untrl sufficient
bandwi dt h i s avaRiedi auevdiiscorertefefopitbe apsiniplorkiasy veiprests may not

be desirable includes client identification (client ID) so that
subsequent communications may be stored in the
appropriate queue'and to allow for security so that a
user's requests and responses will not be provided to
unauthorized users. After creation of a request gqueue
or if a queue already exists, the request is stored in
the client's request gqueue (block 268) and processed
offline. The offline processing may be the same as
thgt for the client-side intercept described below.

Figure 5a illustrates the operation of a

server-side intercept when a client-side intercept is
not present and the server-side intercept communicates
with the browser (the server-side only case). As seen
in Figure 5a, the server-side intercept module receives
the request from the browser (block 350). The server-
side intercept then determines if the request is
deferred (i.e. the reqﬁest is for disconnected
operation) (block 356). Alternatively, in the server-
side only case all requests could be treated as
deferred and queued at the server-side intercept
module. In any event, if the request is not for
deferred operation, then the request is processed
normally (block 358). However, if the request is for

disconnected processing, then for the browser to
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because the user may not request the results for a long tinme. Thus, server
T esources have been consuned in processing the request and storing the
results which are not required. Alternatively, in a browser to
server-side intercept configuration, all requests which are not satisfied
fromthe server-side intercept, could be queued at the server-side
intercept. Thus, if an intermttent connection failure occurs, the
requests may continue to be processed by the server-side intercept while
t he browser is disconnected. Such a-zisystem al so has the advant age of
keepi ng the connectiron ~ -27-

bet ween the browser and the server-side |ntercept fully wutilized because
dead tine onPrRgeebmitimessdsi ancdiraRPORBEE FROPEHUcER DNEBea queue of

responses to sggvepfsqugdﬂ;te&eewenabr gmraevm iasé i Ir&ﬁ&ﬁﬁse
Changes to a request stored_at th so be taken into

n
account by t e predErrsey fPEAET d’r?‘?)rf ’§' phr?‘ieir&ﬁlreSpXP%‘?n"ﬁ%{s been queued at
the server- gedgsidimpleept a piaye dhangasSingoctdrathe trenuest a&ascl i ent request

gueue may beéprogqgﬁ}eg t.Q.the serveraiofgh_%xggplemalf a_user deletes a
f1ushed requé§fet¥dm*" H@S&I el oredliest quele, he S&rver-si de
complex as providing the complete status of all pending

offliné processed requests.

-In the server-side only case, the server-side
intercept also determines if the request is the first
requeét from a client (block 364) and if so, then a
request queue is created for the user (block 366) which
includes client identification (client ID) so that
subsequent communications ma& be stored in the
appropriate queue and to allow for security so that a
user's requests and responses will not be provided to
unauthorized users. After creation of a request queue
or if a queue already exists, the request is stored in
the client's request qﬁeue (block 368) and processed
offline. The offline processing may be the same as
that for the client-side intercept described below.

Figure 6 illustrates the operation of a
server-side intercept module when a client using
asynchronous server-side processing connects to the
module. Figuré 6 generally describes the operation of
the server-side intercept module for both the client-

~side/server-side case and the server-side only case.
However, as will be appreciated by those of skill in
the art, in the server-side only case the presentation
of information to the client should be in a format

which may be interpreted by the web browser, whereas in
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i nt'ercept should be infornmed so that processing can be stopped (if
necessary), pending results discarded, and the itemrenoved fromthe
clients' request queue at the server-side. Simlarly, if a flushed items
status changes to held or unheld, the server-side request queue should be
told so that it can cease or begin processing as necessary. Thus

di sconnected, it may be beneficial to log nmutating operations to flushed
itens at the client-side so that they can be replayed i'mmedi ately upon
reconnection to the server-side interc¥pt nodul e. Once

server-side processing results in a response, propagating data back to the
client may be rul e-based. Bl jndl gﬁ_t ransmtting.r sponses t o di sconnect ed

requests to the S0P SHCORSHIS/SSFECHEES RN 8- P IGARSAYabTe. The
client may be i prohbdednidsinfcudoasly semsirhivhigrholis mayhberiority over a | ow

bandwi dth | ink, @nd the usel MauLgh dfelese thal-dePe sl ggnnection time
|

not be spent transm ng -28-
responses to ol dreetpashnsintkher ébonar, whigemapfbe éuoyefripgarerblby rul es and.

functions may bepprouded LGumdelkle id3eweld @Rt QRkhfUsAgedata transter.
One such function may be a CGet D gest function. CGetDigest() returns a

brief summary ofirtereeRtnmed¥ks-i on that has accurul ated i'n the requested
As seen in Figure 6, the client ID of the

client is confirmed (block 270)and the sexrver-side
intercept determines if any management 6peratioqs
associated with the client's queue are specified by the
client (block 272). If so, the management functions
are performed (block 274) . These management functions
may include setting user preferenceé or updating the
queue to reflect moaifications made :to reguests in the
queue while the clisnt was disconnected as discugsed
above.

In addition to performing any management
functions, the gueue associated with the client ID is
examined to determine if any entries exist in the queue
(block 276). If entries exist in the queue a prompt
may be sent to the client {(block 278) to notify the
client that there are entries in the queue. This
prompt may be complex or simple and may be specified by
user preferences. The user may then respond to the
prompt in the manner they deem appropriate and the
entries in the queue processed accordingly. For
example, the user could request that all completed
requests be sent to the browser. Alternatively, such
operations could be delayed to a later connection or

until later in the existing connection.
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server-side queue for this client. Thus, the following information may be
provi ded in response to a GetDigestofunction include URL, title, size, tine
conpl eted and status of request. Status returned in response to a
CGetDigest() function call may indicate conpleted, pending, held, etc. Thus,
the status may indicate how far the server-side intercept has gotten in

" processing the request. The client can use the digest to decide howto
proceed. The follow ng sync() functi ong_may be provided corresponding to
the flush() operations described abové’fo allow retrieval of the saved

responses: sync() get responses to all non-held itens
(defaul t); SYGhAlhdre, ORI reeshREessdRiatda Wier®, | ncluding
hel d : ones; and

] . [ ) syncéiter’r) ets the response
to a specific PEFUESERtificalien icoH1E Yt ABRUCBRYT AP $3EGUEHE. the user can
arrange for aukQsRidnatSyNEoRNid aki provabéd ecconnedtiesk-@iden the process of

[ECOMNECtING: i ercept o tE°LTShEt) as a bidiBLHIAS L, qurrent [ist of this
Set Prefs(list) singdefisaesreguastw | Istsuwsh prasfer elveser@rdside

Updat ePr ef s(li ialﬁ%%gﬁ g@;ﬂ“égn GcSRGE! éé's%chéeeft%feen&%&mation

- 29- érence 11 st nay consist of a sequence of
nanme/ val ue pai mWétkpderf sxamplehe sihekse GREMSF 1Rhtheh regursk gwoif.d be

automatical ly thanshehl aft PRk QhrihepAdentbuhasipight include priority,
size, source, etc. Thus, asynchronous operati on based upon server-side

processi ng may *BEPFRFEgeFISY cienth%isAETY. ifeF SRSELT® SRRi ch may incl ude a
conbi nation of museip1d Ee&dcRdes are sent as a group to the client.

The browser could then be used to navigate ;hrough the
chained responses. Thus, the server-side intercept
could create a single entry in the requesf queue that
providied multiple responses to the browser. -
Furthermore, the use could specify which responses were
to grouped as a block, thus allowing a user to control
how the responses would be received by the web browser.

Figure 7 illustrates the operation of a
client-side- intercept utiliz;ng.the present invention.
As seen in Figure 7, the client-side intercept 30
intexcepts a réquest from browser 10 (block 50). The
client-side intercept then determines if the response
to the request is in the cache (block 52) and if it is
the cached response is returned to the web browser
(block 54). .

If the response is not cached, then the
client-side intercept determines if the data processing
system is connected to the second computer for access
to the server (block 56). If the data processing

system is connected then, if requests are not deferred
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actions as well as automatic transfers. Operation of the
server-side intercept will now be described with respect to Figure 5,
Figure 5a and Figure 6.Figure 5 illustrates the operation of a

server-side intercept nodul e when the nodul e receives a transm ssion from
aclient-side intercept nodule. As seen in block 250 the server-side
intercept receives a request fromthe client-side intercept nodule. This
information may generally take two forns: a standard browser request, or a
request handled by the server- side3tntercept itself (see, e.g. the
GetDigest() or SetPrefs() functions discussed above). Thus, the
server-side intercept determnes if the intercepted, transnission is a

request to a SUHAFEro8}. 8t FRAVEEF Vit 5°0%i e M e CEh OB SEk 252) and, i f
t he request | @idckeguest Hboetdie SEroher éstiaderogeseine yskempirsocesses t he

request accordjngly (bl ock 254). Exanml b t | nt er cept
communi cat i onS-&re %‘g%vﬁ"a‘é‘%‘—‘% %\?g'rqugst,e%rgf:e gllggt %%%l%rﬁ?girecdépt ed

transm ssi on tlse wbe wemueisnt £ cepred dmarieguesorEuere tang server - si de

nteroept oMMt 3ELnsLNED b6 RO USTes] SRueBt crpert module  deternd nes
if the request 1s a request of "di sconnect ed operation to be processed by
t he server-si tesHosser e phe request(block 62). - 30-

modul e (bl ock 256). |fptdegsbBaest qictieA0teqhitsts dsSEaeatgel operation then

t he request is processed as . - - .
threads that run independently of any otper activity in

the intercept modules according to the present
invention. Requests on the gqueues are usually handled
on a first-in, first-out {(FIFO) basis. However,
selected requests may be marked as held, all new
requests should be held (see block 58): This allows the
user to indicate that processing on these requests
should. be deferred until a later time, even if a .
connection is availéble. For example, some requests may
be too expensive to handle on a particular link, and.so
the user would prefer to defer processing them until a
LAN or dialup connection is gvailable. The hold
attribute is alsc applied to any ocutstanding queued
requests remaining when the client is first started.
This avoids surprises when switching from an
inexpensive link to a potentially much more expensive
wireless link.

As is seen in Figure 7, the first step in
handling a queued request is acquiring a connection to
the second computer with access to the server of the
request (block 64). An attempt is made to get a
connection when a request is first received and, if a

connection is not established {(block 66}, attempts will
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any' ot her request (block 258). The server-side intercept also determ nes
if the request is the first request froma client (block 264) and if so,
then a request queue is created for the user (block 266) which includes
client identification (client ID) so that subsequent comuni cati ons may be
stored in the appropriate queue and to allow for security so that a

user's requests and responses will not be provided to unauthorized users.
After creation of a request queue or if a queue already exists, the
request is stored in the client's requgest queue (bl ock 268) and processed
offline. The offline processing may be the sane-as that for the
client-side intercept described bel ow. Figure 5a illustrates the
operation of a <8tvete §pHEl inrceneeptionhenmnade| eéthtersbdettent ercept i s  not

present and the qRLYSfrosbEbol BCECERL SOIMUMGALES (WbLD Ahg, prowser (the
server-side only case). As seen in Figure 5a, the server-side int ercept

nodul e recei ves PPAE $4quBRieXPrBantiid BROWEEPIEEHEe 350)sedThe ser ver -

si de intercept tdomBretete@snddiey bérdd2e c@mdesion scelfeEr Bfiotk. €. the request
is for disconneg#?d erat.ion) %block 356). Alternatively, in the server-
side only case all 'reﬁﬁ‘@St%heCSﬁ'l“ REEVEPRACEUREE CUSPBPRYd and queued at the
server-si de i nt dncepise actHee nukbenRf emerpts ithctdizesequast i s not for
def erred operat ibg@koféﬂ'ggoéﬁffxr%e uest. i.s_processed nggrgml ly (block 358).

I'S

. rovides “res siveness !
However, if the reques or disconnec B processf’ng, then for the

browser to communication failures are transient without burdening
.the network when the failures are long term.

Once a connection is established, the
information originally saved from the browser and
stored in the request queue is used to reconstitute the
request and the request is sent to the second computer
(block 72). At this point the request apbears to a
servexr as if it came directly from the browser. If the
request fails due to failures in the wireless link
(block 74), subsequent attempts are made at later
times. Retrying requests transparently masks transient
communications failures. Other types of failures ﬁay
also be recorded for later return to the user.

Figure 8 illustrates the operations of the
client-side intercept module and server-side intercept
modules according to the present invention when a
response is received to a previously queued request.
As seen in Figure 8, a response is received from the
server (block 80). However, the use of graphics,
applets, and other embeds is now nearly universal on
Web pages. If the user has asked to see this
information, the returned page is parsed for embeds

(block 82). Each embed is then retrieved (block 84) and



-31- proceed, it needs a correspondi ng response. Thus, the server-side
intercept may provide an interimresponse to the browser (block 362). The
interimresponse may be as sinple as a page indicating that the request
was "received and will be processed offline or it may be as conplex as
providing the conplete status of all pending offline processed requests.
In the server-side only case, the server-side intercept also determnes if
the request is the first request froma client (block 364) and if so, then
a request queue is created for the usér (block 366) which includes client
identification (client ID) so that subsequent conmunications may be stored

in the appropriate queue and tq allow for security so that a user's
requests and r%é%(flﬁgsu?lﬁ CRRD 21589 o g Elé"d FII M beiRFPSed users. After

creation of a (EguwkSBegUahe rédpdnkeaid|usuecialtedadithexhsrequédte request i s

stored in the,client's request queue ngggﬁSQQ% and processed offline.
The of fline pr%)%etshsei ﬁﬁplﬂ;ﬁ’flﬁlée tﬁ?%ug?i?reqc“‘as that for the client-side
i ntercept descinfrethabépmweturned with the gegrengeiid associmesdt he operati on of

a server-side {NereepteJRAY! B, M28Nsd Cl heNthiYShNGe B9y RERLONOUS _
server-side processing connects to the nodule. Figure 6 génerally describes

t'he operation Bf CRéSERAREr LRG F&er ntar Leprotibéed éPpbrithdeh the client-

si de/ server - si geai0asee a¥l okbhes®er ven -iedeasinby easeervdioweyer, as will be

appreci ated by, those of skill in_ the art, .in_the sgrver,-si de only case the
preséhtation intercept, this notification may be deferre the

until
user is reconnected.

Because the present invention provides a
transparent HTTP proxy, it will work with any browser.

Queuing requests for background processing doesn't
match the model that browsers expect, thus, an interim
response, via HTML or an HTTP code, is returned to thé
browser so that the browser and the user can continue,
(see block 262 of Figure 5 and block 55 of Figure 7).
Similarly, HTML pages and embedded HTML information may
be used to report status to maintain browser
independence. )

Status of an outstanding request can be
reported in any number of ways, including: an optiocnal
completion popup, an optional status bar embedded in
the top of returned Web pages, or on an HTML page that
summarizes the state of the queue.

The popup let users know that there is a
newly completed page to view on the background page,
and lists the URL of the page. One of these popups is
generated the first time new information becomes

available, and then further messages are suppressed

until the user has visited the page and viewed the



Qf information to the client should be in a format which may be
interpreted by the web browser, whereas in t he
client-sidel/server-side case the infornmation nay be provided in any

sui tabl e manner which is nmay be itnerpreted by the client-side intercept
module for tranlation into a format which may be interpreted by the
browser communicating with the client-side intercept nodul e. As
seen in Figure 6, the client ID of the <client is confirnmed (bl ock 270)and
the server-side intercept determ nes if-3any nmanagenent operations
associated with the cli'ent's queue are specified by the client-(block
272). |f so, the managenment functions are perfornmed (block 274). These
managenent functi oRECTREFORnANG8cAONE i R BT tBr¥efRnces or updating the
queue to reflect aPghdHreabh®tomPBéltohondtagueaiionivithber wgigge -while the
client was di sconnected. as._disgussed. . gbove. In addition to
perform ng any maREgEMSAFedfhéeTSHs 1 1¥e queue associated with the client
IDis exam ned to determnm Mg ubeamayealsd eBosex kgtembpdthetqueudaibl ock 276) .

L e oy eSS LT B SR skl oy et (0] ook
- each returned page. This status bar includes
information on the number of requests that have been
completed, the number outstanding,  and the number held.
It also includéé a textual version of the popup stating
that new results are available, and links to various
generated status pages.
One of these links may take the user to a

. page summarizing the state of the request. The page
displays the queue, one line per request. Each request

i includes a graphical representation of the progress
that has been made processing the. request, using a
visual indicator such as the model of a traffic light,

where:
* Red: Request has not been sent

* Yellow: Base page received and embed(s)

pending

* Green: Request complete

Graphics may also have a distinctive look apart from
its color such as red being an open circle, yellow a
half-moon, and green a solid ball. 1In case of error
(e.g., the request was sent but the base page could not
be retrieved), an X may be placed across the traffic

light symbol to indicate failure.
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pronpt may be conplex or sinple and nmay be specified by user preferences.
The user may then respond to the pronpt in the manner they deem
appropriate and the entries in the queue processed accordingly. For
exanpl e, the user could request that all conpleted requests be sent to the
browser. Alternatively, such operations could be delayed to a |ater
connection or until later in the existing connection.

- 33- Furthernore, the responses associated with a user
identification could by assoicated wish each other such that they could be
provided to the client-side intercept or to a browser as a bl ock based
upon a single user request. In such a case, the server-side intercept

woul d construct and asBbinsawéth Héej AfFaf TR 1CHh (RELPHT txanpl e, a single

entry in the LeIUESL OHEUE « roftditt A b6 1 agbgabl y1d epeesents mul tiple
responses. Then, when the entry is requested the mulf{iple responses are
sent as a gr oGpSt Pt KETRF i &hE. LserBaprdREeF ol FFRERT BdCused to navi gate
through the ¢hagisd respanseguesthiss ddmelewesdyes -lSintetd niter cept  coul d
create a single entry in the requ st.qH%gedQQ@EhhprovLQied_nultiple
responses to Fﬁﬁhﬁ?déﬁg}?'mﬁh?}%%%ﬁn% UFRe Use cold"d " speci fy which
responses were to groupetkdas eo lroekde WRLUsbamedovdaegsataidde to control how
the responses b\é\gglgzdou%% &Eé:u%i \égg &xxegh&t\éggaﬂrqurated pages,

the domain name of the client-side intercept may be

used (e.g. artour.web.express) coupled with other

options as appropriate. For example, the background

queue may be accessed accessed via the URL

http://artour.web.express/HTEP/. HTTP and a reserved

domain name are preferred rather than defining a

proprietary protocol name for such requests because

standard browsers may reject unfamiliar protocols.

Progress of request handling may also be

reported to a user. Requests move through & series of

states as they are processed, starting with submitted,

to processing begun, to initial page retrieved, and

finally to completea. As a request moves into a state,

an event describing the transition may be sent to an

internal event mahager. The internal event manager

receives status of requests and forwards status

information to other components or applications. Other

components may register with the event manager to

receive events,_filtered by event state and other

criteria. Processing events can be used to generate

dynamic interfaces the client-side intercept. The popup

notification is one example of the use of these events.
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Figure 7 illustrates the operation of a client-side intercept utilizing the
Present invention. As seen in Figure 7, the client-side intercept 30
intercepts a request frombrowser 10 (block 50). The client-side intercept
~then determnes if the response to the request is in the cache (bl ock 52)
and if it is the cached response is returned to the web browser (bl ock
54). If the response is not cached, then the client-side
intercept determines if the data processing systemis connected to the
second computer for access to the sed?er (block 56). If the data
processing systemis connected then, if requests are not deferred

- 34- (bl ock 58), the l{;eguest i S sent, t?eéqu e%ggd £Sonput er (bl ock 60).
However, if the data priocEdst A Eyetem® §°°¢tTher not tonnected or request
processing i s dbfemeeds tof he 4dvedr Equdsturess off oringd viewang eigrest queue and

AN el ETIM { eORONSRHT S WLEYLICUrLE 4 HEChEABRS Sdfeal SHRONSE 10 L he

request (bl ock 6 rocessi ng of queued requests is handl ed by
t hreads that r#ecdivgepemeenense ofitarmpigahbr haedliegi iy imnong le€ i nt er cept

modul es accor di g Ja@st e RhESEMponbO@NEL R ceRaQUBS 1:%10P: Jd1§ queues are
usual ly handled on a first-in, first-out (FIFO basis. However, selected

requests may bEEFdCkedt d€ Rafkpd BY| thfe RFOYREGUER FEAS HIGREE be hel d (see bl ock
58). This all ovsqid®s to the page can be handled quickly. However,

if the page is a response to a forms request, or is
otherwise generated (so-called "cgi-bin" requests), the
browser only displays the response, and doesn't cache
it, since the response is typically different from one
‘cgi-bin request to the next. Also, with objects that
the source server marks "no-cache," browsers and
proxies that observe:this directive do not save these
items.. However, wheq one is retrieved as part of _
processing a queued request, it must be saved for later
viewing. ' “

. These normally transient objects are saved
{block 86) as a new category of cached information:
user data. These are data that have been retrieved in
response to a user request, and only have meaning in
the context of that request. Unlike normal web data,
user data objects are oniy accessible as responses on
the queue status page. They are not used to handle
other requests, since they are transient ﬁime— or
request-sensitive responses. User data are not subject
to the normal coherency and aging algorithms used to
manage the cache. They persist and are valid until

deleted by the user.



»

user to indicate that processing on these requests shoul d- be deferred
until a later tine,, even if a connection is available. For exanple, sone
requests may be too expensive to handle on a particular |ink, and so the
user would prefer to defer processing themuntil a LAN or dialup
connection is available. The hold attribute is also applied to any

out st andi ng queued requests renmaining when the client is first started.
Thi s avoi ds surprises when switching froman inexpensive link to a
potentially nuch more expensive wiréf®ss |ink. As is seen in
Figure 7, the first step in handling a queued request is acquiring a

connection to the secqead SUPULE{ M ENoACRESTHILY KRR $6LYeEr of the
request (block 64). An attenpt Is made to get a connection when a request

is first receil\REd9atRl enftFY F£hatoRp@EresretlY AYIPIEsiAITRShERN (bl ock 66),
attenpts will| HTML form tags provide a convenient way for buildBRf conti nue
until a connect.iion is, nmade, either g%tthe ueue Qrocessor or due to other

activity (bl ocReFETINE TBFBRKEOELYSP ARCESASSACRL i AT LOFBf ¥295 ocedure is used
to control thaldel awdbetipeen o aakne kil iaht efginsa (llséckeo 68) . Thus, the

o oL ieen hLEMLy LD BAECt JARLENE S S E] o a1 e
enter text into a text field or a large multi-line text
area, and to push action buttons. When the user
presses an action button, the entered data is sent to a
Web server designated by the action with name/value
pairs, where each name represents an input field and
each value represents the user’s input in the fiel@.

. In addition, there may be hidden fields, which carry
preset values that a Web server sent alcong with the
form. . These hidden values are sent back to the server
together with the values in visible fields.

Like any HTML page, an HTML form can be..
cached for future use. According to the present
Ainvention, a cached HTML form may be ed;ted for
submission later or resubmission again with different
user input. For example, a search input form could be
edited again and again to send out different search
requests. Similarly, an intranet data entry form such
as a patient admission form could be edited to correct
data entry errors, or resubmitted with new data for a
different patient. Most forms can be meaningfully
cached for independent future submission because they
either have a simple one-form interaction model or
contain self-sufficient hidden fields so that the Web

application can accept a submission in isolation.
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comruni cation failures are transient w thout burdening the network when
fhe failures are long term Once a connection is established,
the information originally saved fromthe browser and stored in the
request queue is used to reconstitute the request and the request is sent
to the second conputer (block 72). At this point the request appears to a
server as if it cane directly fromthe browser. If the request fails due
to failures in the wireless link (block 74), subsequent attenpts are nade
at later tines. Retrying requests transparently nmasks transient

comuni cations failures. other types of failures may also be recorded for
| ater return to the user. . _Figqure 8 ustra ées t he operations of
the client-side intercﬁbﬁ'HBBhP%eéﬁﬂn§gF9%T5§F3§“Fﬁfﬁ dEFP  nodul es
according to tEquDil’saﬁeﬂtcairﬂ\éeﬂéﬂxd)mhkﬂlrm%dacti‘\&spotmseJ.sleSs reseai ved to a

previously queued request. . As_seen Fig espPise.i s received
fromthe servel? IU?I 3¢ ﬁves‘b)ls e reacilrIflhee uufshg‘so %rv{gp |csp§ appl ets, and

ot her enbeds i datownterrdagesntodresdfilind widirusagemecring te aser has asked

to see this | RLARIMLI Ofhod NG:EEIMENEL RR0R $uhBiRA0of Rheembeds (bl ock
82) . Each enbed I's then retrieved (bl ock and
-36- present invention, a user can draft a few forms ang

have a chance to review, approve, or edit them before
they finally are sent to the server.

As described above, a form may be treated as
any HTML page and the operations of Figure 5 or Figure
7 carried out to create an entry in the request queue
corresponding to the filled out form. Like regular HTML
pages, the user obtains a cached HTML form using a URL.
The user fills in the form and submigs‘it using one of
the action buttons. When a form is supmitted, the
name/value pairs together with the originating form URL
are stored and queued. If the user requests the same
URL form again and submits a new result, the new
submission is kept separate from the previous
submission. Every submission is counted as a separate
entry in the gueue for automatic submission when a
connection becomes available. These entries remains
stored until they are deleted by a user.

Figure 9‘i11ustrates the re-editing process
of forms utilizing the present invention. This
reediting utilizes the forms in the queue of Figure 7.
As seen in Figure 9, a list of available forms in the
queue is provided to the browser (block 100) and user
input selecting a queue entry is obtained (block 102).

An HTML page may be presented to the user to display



added to the cache along with the original response (block 86) . The
Tesponse is associated with the request in the appropriate request queue
and any status information returned with the response is associated wth
the request (block 88).. At this point the request is conplete and the user
can be notified that it is available (block 90). In the case of the
server-side intercept, this notification may be deferred until the wuser

i s reconnect ed. Because the present invention provides a
transparent HTTP proxy, it will work-fth any browser. Queuing requests
for background processing doesn't match the nodel that browsers expect,

thus, an interiy Lespanse .l 8utlMondln ay HITRCEOMR [yt ur ned to the

browser so that the browser an e user can contli nue, J(sgee bl ock 262 of
Figure 5 and bhmekclésksf Figure 7). Similarly, HTM. pages and enbedded

HTML information may ke Uged tRe NBROM inptkal USrhOcdBieBhaidl 3 onser
i ndependence. Status of an outstandi ng request can be reported

in any nunber B GR&yURL ofcFRRIILAE™ uffdofR i96RET2tec B IREreH popup, an
optional, stat usedrktrerdeddethdanrrédi@nt Oppcal ¢Rhdr exbeéboqages, or on an
HTM. page that__ symmarjzes the state of  the gqueue. | The popup | et
users know that™$ F8P8 §¥™am &R JeFdRpre éﬁecga?é‘ep’feov’\?PEW on the background
page, and |i simserfied Udtaoindikerpaf@he Qdgof dfhebe feapupsens generated the

(L% o NhAGLIR 00 DEGRUES BURIL A0 BMLIEY UL Tessates

client-side intercept inserts hidden values into the

~+ HTML before returning the page to the browser. The
hidden information includes both the originating URL
and the form number within the page. To re-edi; the
form, the blank form is retrieved using the hidden
value containing the form’s URL which is stored with
the request in the request queue to associate the
request with the form that generated the réquest.‘

The form and the queued request are scanned

to match name/value pairs in the request (block 106).
If any match is found, the default selection or input
value is then changed to reflect the user’s submission
(block 108). Special care should be taken with Web
pages that consist of multiple HTML forms, since they
may use the éame field names in different subforms.
Thus, subforms.are assigned a unique_identifier to
track them. The original input form and data are then
reconstructed. If a response to request has already -
been received, (block 110) then, optionally, the
submission button may be replaced by a link to the
response so that the user may view the results of the

submission (block 112). Otherwise, the reconstructed



- 37- information. This allows the user to get an asynchronous conpl etion
notification without being overwhel ned on faster |inks. The
user may al so chose to enbed a status bar describing the state of the
client-side intercept in each returned page. This status bar includes
information on the nunber of requests that have been conpleted, the nunber

out st andi ng, and the nunber held. It also includes a textual version of
t he popup stating that new results are available, and links to various
gener ated status pages. Ow-of these links may take the user to

a page sunmmarizing the state of the request. The page displays the queue,
one line per request., Each request includes a graphical representation of
the progress TERMSthig Fﬁ@é’hdﬁ‘éd'é’ phe ISPy fPReSIitdBuedt thasing a  vi sual

i ndi cat or suchsas @heckmadal . ofuartaémrefllteedm@bt existhfE Queue [err]
Red: Request has not heen sent %? Yel | ow. Base page received

and enbed(s) SPTTY may be oxggyyiften with the "fgr Y3y ®n: Request conpl ete
G aphi cs nmay apsierhdlve, ahdi sencbuv@ dedeokt apatta fedmentry in

the queue is provided. Such a feature would allow the
user to use.a filled out form as-a template for
creating additional requests with similar data with
enly minor further input.

As describeq above, if a request is modified
by a client, that modification is provided to the
server-side intercept as part of a management function.
Furthermore, while the revision operations of Figure 9
are preferably carried out at the client-side, these
procedures could also be implemented.on the server-side
of the communication link.

In the drawings and specification, there have
been disclosed typical preferred embodiments of the
invention and, although specific terms are employed,
they'are used in a generic and descriptive sense only
and not for purposes of limitation, the scope of the

invention being set forth in the following claims.
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its color such as red being an open circle, yellow a half-nmoon, and green

a solid ball. 1In case of error (e.g., the request was sent but the base
page could not be retrieved), an X may be placed across the traffic |ight
synbol to indicate failure. . - 38-

Along with the status graphics, options to delete or hold a request may

al so be displayed. In the case of forns, the user may al so view or re-edit
the request. If the request has conpleted, a link to the cached result
may al so be included on this page. ~%%- In order to provide URL-based
access to the background queue and other internally-generated pages, the
domain nane of the client-side intercept may be used (e.g.

artour.web. express) coupled with other options as appropriate. For

exanpl e, the basfgy ound queue may be accessed accessed via the URL
http://artour.web. express/ HTEP/. HITP and a reserved domain nane are

preferred rather than defining a proprietary protocol name for such
requests because st ahdar d® BEbIEEST nelF PR} St Uittt i%EP  pr ot ocol s.
Progress of nggusst dxapehidddoABy @hsbe @bl BPQrbeskdiagasyssen. Requests nove

through a serfes of  SLales s LIPYnl8RLOSES e mstal thng Wi th submitted,
second computer, said method comprising the steps of:
storing in a persistent request queue at the
second computer, a request'from the web browser to a
server application accessible to the second computer;
providing &n interim response to the web
browser in response to the request from the client
application;
" providing the stored request to the server
application;
receiving a response from the server
application; -
providing the received response to the web
browser executing on the remote/mobile processing

system.

2. A method according to Claim 1, further
comprising the step of determining if a request
received from the browser is a delayed processing
request and wherein said steps of storing in a
persistent cache and providing an interim response are
carried out if said determining step determines that

the received request is a delayed processing request.

3. A method according to Claim 1, wherein

AR A



t.0 processing begun, to initial page retrieved, and finally to conpleted.
As a reguest noves into a state, an event describing the transition may be
sent. to an internal event nanager. The internal event nanager receives
status of requests and forwards status information to other conponents or
applications. Other conponents may register with the event manager to
receive events, filtered by event statss-and other <criteria. Processing
events can be used to generate dynamic interfaces the client-side

i ntercept. Thesg.odaulg notg fication is one exanple of the use of these
event s. 1d step of providing an interim respoq539;s followed After a

response i s rekeithedstéhefr @smaect @lgsohdaeastd/mobe1ssayed for future

of f-1ine vi eV“LFEQ:Je%ortPr%muéﬁr- However é/vhen browser makes a request and
recei ves a response. 1t typrealTORATGIRL S °Th BA8 TFP %o ways. If the
response is exprtiddng o-heereediatelvedgponse dtoi the ivebilsremached by t he browser

so that fulureprdauesi,s cho 461 BRISLAR.Re DN el Clily, Hovever, i
f oF 1S Tolhef g

the page is a response to a fornms request, ener at ed
(so-cal | ed "cgi2Hi RECFF@ESES thet sreongy emmpaEednl y di spl ays the response,
and doesn't cache it, since the response is typically different from one
cgi-bin request to the next. Also, with_objects that the source server

mar ks "no- cache, " br owder s %”ﬂfthod according to Claim 3, furthgr
comprising the steps of:

providing a list of stored requests to the
web browser for presentation to a user;

receiving from the web browser a request for
a selected one of the stored requests in the list of
stored requests; and

providing to the web browser, the associated
response to a selected one of the list of stored

requests based upon user input.

5. A method according to Claim 3, further
comprising the steps of:

notifying the user of the availability of the
received response subsequent to the response being
received by the second computer; and

providing the response to the web browser if

the user requests the response.

6. A method according to Claim 3, wherein
said step of storing in a persistent request queue is
preceded by the step of establishing a persistent
request queue associated with a user identifier and

wherein said step of reconnecting the remote/mobile

* 4 L L s *



proxi es that observe this directive do not save these itens.. However,
when one is retrieved as part of processing a queued request, it nust be
saved for later view ng. . These normal |y transient objects are
saved (bl ock 86) as a new category of cached information: wuser data. These
are data that have been retrieved in response to a user request, and only
have nmeaning in the context of that refuest. Unlike normal web data, user
data objects are only accessi ble as responses on the gueue status page.

They are not usedeloohandls, BLBEr,deOHesksps Yelce they are transient (i me-
or request- sensitive responses. User data are-not subject to the normal .
coherency and agi ng al gorPrImes ing eidhet emargABRfe 1B heP tBabFReeSThey persi st and
are valid until sy@@!at@t@)dtgé’ éebﬁ%n&'scﬁfmputer, and

- 40- Vb page designers often enploy HTM. fornms for data entry
that requires only sinpl &fHiéPgdcEiidnthre B N/P_t?/B‘P'Pr’r]teaQ‘Et"br ovi de a conveni ent
way for buildi ngaroelaegitxfgoeyaeﬁnoanasé‘romeve&bfiéﬂ ;epaction. HTM. formtags

all ow a Wb user to nake gelectlon Eron%a .Vldhl %hechecﬁ on/ of f boxes, to
sel ect fromradio button¥?I9" EAtEFERA" PRTG A" ext TSE1'd8r a large
multi-line text reapesse andptizepushe a&cep oIt bm\tndmsg t\hheredetieedlser

response to the request from the persistent request

queue associated with the received user identifier.

7. A method according to Claim 6, further
comprising the steps of:

parsing the received response to determine if
at least one request is embedded in the received
response;

providing the at least one embedded féquest
in the received response to a server specified by the
embedded request;

receiving a response to the embedded request;

storing the received response to the embedded
request at the second computer; and

associating the stored received response to
the embedded request with the request stored in the
persistent request queue; and

wherein said step of providing the received
response to the web browser comprises providing the
stored received response and the stored response to the

embedded request to the web browser.

8. A method according to Claim 6 further

comprising the steps of:

* [ L M S *



presses an action button, the entered data is sent to a Wb server

desi gnated by the action with nane/value pairs, where each nane represents
an input field and each value represents the user's input in the field.

In addition, there may be hidden fields, which carry preset values that a
Web server sent along with the form . These hidden val ues are sent back
to the server together with the val ues i visible fields. Li ke
any HTM. page, an HTML form can be cached for future use. According to the

present invention, a cachggd,HIML ¢fOrB:spBYseo et edaflt asUlyy ssion later
or resubm ssion again with different user input. For exanple, a search

input form coul d F&CHYCEBAYERF A™And again to send out -different search
requests. Simlarly, an inkssdahcdad anenstoreloraBpstsd vAshacjat i ent

adm ssi on formcoukd be edited.to _correct  data entry errors, or
SCTore e

resubmitted with Rew Garairei- a dFfY &FERSSALi SR " Woi Forns can be

meani ngful |y cachedod¢igitefindigprentie sefruidemgifidym ssi on because they either
have a sinple one-forminteraction nodel or contain self-sufficient hidden
fields so that the Web application can accept a subm ssion in isolation.
-41- ' In a nobiPe edvieehnfearcordiag den€dai 8f ovlaredbni ssi on can

extend the produckhyatatedl of'SONabEVHIng a persistent request queue

comprises the step of establishing a plurality of
persistent request queues wherein each of the
persistent request queues is associated with a user
identifier; aﬁd

wherein said step of storing in a persistent
request queue comprises the stéep of storing requests
from a plurality of web browsers in the plurality of
persistent reguest queues such that requests from a
user of a web browser are stored in the one of é;id
persistent request queues associated with the user
identifier of the user; and

wherein said step of providing the stored
reqguest to the server application comprises the step of
providing the plurality of ‘requests to associated web
servers;

wherein said étep of receiving a response
from the server application comprises the step of
receiving a plurality of responses from the associated
web servers; and

wherein said step of providing the received
response to the web browser executing on the
remote/mobile processing system comprises the step of

providing the received plurality of responseé to the



when a server is not reachable. This allows nultiple data entry pages to
*be filled without connecting to any network. Also, with the re-editing
function of the present invention, a user can draft a few forns and have
a chance to review, approve, or edit thembefore they finally are sent to
t he server. As descri bed above, a formmay be treated as any
HTML page and the operations of Figurgsb or Figure 7 carried out to create
an entry in the request queue corresponding to the filled out form Like
regul ar HTML pages, the user obtains a cached HTM. formusing a URL. The
user fills in BHEatspmodndels Fiypivears suehkithgt oh&esponsehec &ct i on” butt ons.
Wien a form i sregueBttiLdrotia PGV AbBIBrBAE:S chOPRMASH et h the
originating form URL are stored and queued. If the user requests the sane
URL f orm agai n"S§SEMAfi £S°4 Y¥lw result, the new submission is kept
separate fromthe previous subm ssion. Every submi ssion is counted as a

separate entry in the _queue for autonatic subm ssion_when a connection
becones avail abl e. Theslg'e#f ﬂegém?e""r?ﬁ?ﬁésmgs %?:IeI'alTjn i F“Y%‘@ are del eted by

a user. comprifigpuitbe Stepbustrates the re-editing process of forns
utilizing the present inveMiQls JW1SraT:86954 12d Il zes the forns in the
queue of Figure 7. As Seen aitn %i-ag?rem&JL g ﬁ St D éa‘a'\?af%ﬂeoé"bl e forns in the

queue i s proviPEAeEd Tite prowsee guiirycle 1He)ransdstadr requesht sel ecting a
queue entry i sqehlai Hgd (bl ock 102) An HTM. page may be presented to the

user to display L )
providing the plurality of responses

associated with the single entry in the persistent
request queue to the remote/mobile data processing

system.

11. A method for commuﬁicating with a web
browser executing on a remote/mobile p;ocessing system
which is temporafily and intermittently connected to a
second computer, said method comprising the steps of:

storing in a persistent request queue at the
second computer, a request from the web browser to a
server application accessible to the second computer;

associating a client identification with the
stored request;

providing the stored request to the server
application;

receiving a response from the server
application;

storing the received response from the server
in a server-side cache resident on the second computer;

associating the stored received response with

the stored request; and

T



-42- the entries in the queue which may be accessed using hyperlinks.
Based on the user input a formcorresponding to the URL of the formused to
generate the queued request is obtained fromthe |ocal cache (bl ock 104).
The base formmay be retrieved based on previously inserted data
indicating the origin of 'the form Wwen the blank formis first fetched
fromthe server, the client-side intergept inserts hidden values into the
HTM. before returning the page to the browser. The hidden information

i ncludes both the originating URL and the form nunber within the page. To
re-edit the form “the blguleifoignehs swirebenedivad rgsphssentdden val ue
containing the forbrr})s URL whi ch, is st.oreg Wi tlg t’ghl%exrlgqg,lest. in the request
queue to associ al®e Che"*Feqaset ictn e “Por thar “GaRt SEEN R he request .
The form and t heaspeeieted adubstheaaseosshmpeestt.0 mat ch nanme/ val ue pairs in
the request (block 106). |If any match is found, the default selection or
input value is then changed to reflect the user's subm ssion (block 108).
Speci al care shoul d be talkken hindthpgrrcoeadging thafladonsi swhefeimul tiple HTM

forms, since they,;dmaYedss bhev8aRE HielkdoRamescdivedi fdGLE0L subf or ns.
Thus, subfornms are assigned a unique_identifier to track them The

original input fdMPPaRBCHERraasfeiphed witBcdis FHiktteddentiticatdogonse to
request has al reslpciated with the stored request comprises the step

of providing the stored received response to a web

browser associated with the client identification

associated with the stored request during a subsequent

connection.

13. A method according to Claim 11, further
;comprising the steps of:

receiving a modification of the request prior
to said step of providing the stored request to the
server application; and

revising the request stored in the request
queue to replace the stored request with the modified

request.

14. A method according to Claim 11, further
comprising the step of determining if a recuest
received from the browser is a delayed processing
request and wherein said step of storing in a
persistent cache is carried out if said determining
step determines that the received request is a delayed

processing request.
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heen received, (block 110) then, optionally, the subm ssion button may be
replaced by a link to the response so that the user may view the results
of the subm ssion (block 112). O herw se, the reconstructed

-43- ° request is provided to the browser for editing by the user (block
114). If resubmtted the existing queue entry may be overwitten with the
new data, or, optionally, the user ﬁ ,d select that a newentry in the
gueue is prOV|ded Such a feature would allow the wuser to use a filled out
formas a tenplate for creating additional requests with simlar data with
only minor further inputi5. A method add®rdigCrbbekkiabove fui-fhar request is

nodi fied by a cgg,,gﬂ]_lj Loat.mpdifJ gation is provided to the server-side
intercept as part of ’Sé %angngnérﬁg unction. Furthernore, while the

revi si on operations of Fﬁ@‘ﬂl@l@ agl estpoéf ehoabtlyramestedootite at t he

client-side, these breagélectk;Ee&ré;QHLQtlaJnsgo he,Lop) enmented on the server-side
of the comrunication |ink t he draw ngs and specification,

t here have been di scl ose‘ifcﬁyb’rftgalfrﬁ'}‘éthéﬂ’%tdbéﬁ% AevaR®est fdye i nvention
and, al though spegdifeceed &haBoltheeBPRYEEquebbLYinaERe USEH 41 a generic and

descrl ptive sense OI&| Xequaerégsno; f or purposes of limtation, the scope of
t he !
Whereln said step of prov1d1ng the stored

received response to a web browser associated with the.

client identification associated with the stored

request comprises the step of proviéing to the web

browser, the associated stored response to the selected

one of the list of stored requests based upon user

input.

16. A merhod according to C1a1m 11, further
comprising the steps of: -

notifying a user .of the availability of the
stored received response subsequent to the response
being received by the second computer; and

wherein said step of providing the stored
-received response to a web browser associated with the
client identification associated with the stored
request comprises the step of providing the stored
received response to a web browser associated with the
client identification associated with the stored
request if the user requests the stored received

response.

17. A method according to Claim 11, further

comprising the steps of:

* c L M S *



i.nvention being set forth in the follow ng clains.

- 44- CLAI V5 1. A nethod for comrunicating with a web.
browser executing on a renote/ nobile processing system which is
tenporarily and intermttently connected to a second conputer, said method

conprising the steps of: storing in a persistent request queue
at the second conputer, a request frogithe web browser to a server
application accessible to the second conputer; provi di ng an

interimresponse to the web browser in response to the request fromthe
client application; Parsing-theppepginphgerprisst 6P ci¥tretiresifto the server

application; at least onel B&RicktNGs 2mb&RANSE fHeOPRdNGegEr VEr application;
provi di ng the recelved response to the web browser executing on the

renot e/ nobi |l e pr LS ng system 2. A_nmet hod according to
Claim1, further conprpsovigingetisdt ep Defasdebxesr réinﬁécni}di fequesquest received

from the browsgr |, L&Y 84 PLOSEESI I s erein said steps of
storing in a perts?szfeec%?"%%crﬁg and provi glr‘r'fb an lefiV\QH r8&ponse are

carried out ifembgfidedaravedtni ng step detern nes that

receiving a response to the embedded request;

storing the received response to the embedded
request in the cache resident on the second computer;
and

associating the stored received response to
the embedded request with the request stored in the
persistent request queue; and

wherein said step of providing the received
response to the web browser comprises providing the
stored received response and the stored response to the

embedded request to the web browser.

18. A method according to Claim 11, wherein
said step of storing in a persistent request queue
comprises the step of storing requests from a plurality
of web browsers in a plurality of persistent request
queues such that requests from a user of a web browser
are stored in the one of said persistent request queues
associated with the clieﬁt identification associated
with the stored requests;

wherein said step of providing the stored
request to the server application comprises the step of
providing the plurality of stored requests to
associated web servers;

wherein said step of receiving a response

LR O



the received request is a del ayed processing request. 3. A
nmet hod according to Caiml1, wherein

-45- said step of providing an interimresponse is followed by the step
~of disconnecting the renote/ nobile data processor fromthe second conputer

and said step of
preceded by the

provi ding the received response to the web browser is
step of reconnecting the2renote/ nobile data processor to

t he second conputer. 4. A nethod according to daim3, further

conprising the steps

list of stored requests to

s of : . erovi di ng a
the web browser TOr "pre¥entit PR GG TLCRSEFPTIses the step ofeejyving from the
web browser a reweresitvifigra rausel 8ot ed onponded Meosttaeeskdorgresti s i n the

|ist of stored

&ggg%§g§ﬂﬂaggd providing to the web browser, the

associ ated response to a selected one of the list of stored requests based

upon user input.

wherefn sgidnetérodfaensyiding the wEcaived, furt her

conprising the st&Ren@bito the web broRQdd fe)éé&ﬂuk&%n“%ﬁé of the availability

of the received
second comput er;

response subsequent to the response being received by the
TefiRfe/mobile procyssdpg diYfGeT IROMPELSSNERe ts6ep ef web br owser

if.the user requeshading UHRSPEASHred plurality of responses to the

plurality of web browsers such that a response to a
request is provided to the web browser corresponding to
the client identification associated with .the stored

request.

19. A method according to Claim 11, further
comprising the steps of:

associating a plurality of responses from
servers with a single entry in the persist;nt request
queue; and i |

providing the plurality of responses
associated with the single entry in the persistent
request queue to the remote/mobile data processing

system.

20. A system for communicating with a web
browser executing on a remote/mobile processing system
which is temporarily and intermittently connected to a
second computer, comprising:

means for storing in a persistent request
Queue at the second computer, a request from the web
browser to a server application accessible to the

second computer;

means for providing an interim response to

%* c L M S *



6. A nmethod according to Caim3, wherein said step of storing in a
persistent request queue is preceded by the step of establishing a

persi stent request queue associated with a user identifier and wherein
said step of reconnecting the renote/ nobile

-46-- data processor conprises the steps of: connecting the
renot e/ nobi |l e data processing systemto tshe second conputer; and

receiving fromthe renote/ nobil e data processing systema user identifier;
and wherein said step of providinqlthe recei ved response

conpri ses the step"df"shr Byewfieigit eespere Fed-her E8P5Hsef T the request from
the persistent redquesit agppitacassoci ated with the received user identifier.
7. A method according to Jdaim6, further conprising the steps of:

parsing the received respdif&&st 5°Hé’tr8?"’rﬂelﬁ’€ ?}fengfqega FIBHRE Todlest is
enbedded i n the reeerarcdpprRBpPOGSE; providing the at |east one
enbedded request in the rergegn\éegol[ esponse té)raessgrs\ée% osnp%gi fied by the
enbedded request; receiving a rgsponsglfo he enbedded request;
storing the recei vedvaresppligationt he enbedded request at the second

conput er ;. and _ IRsQe! ALl NGobNEng! Qledelatel VRL LESPQASE tO the
enbedded request with the request stored in the persistent request queue;
and the web browser executing on the remote/mobile .

processing system.

21. A system according to Claim 20, further
comprising means for determining if a request received
from the browser is a delayed processing request and
wherein said means for storing in a persistent cache
and said means for provid%ng an interim response are

operably associated said means for determining.

22. A system accor@}ng to Claim 20, further
comprising: '
means for disconnecting the remote/mobile
data processor from the second computer; and
- means for reconnecting the remote/mobile data

processor to the second computer.

23. A system according to Claim 22, furtherxr
comprising:

means for providing a list of stored requests
to the web browser for presentation to a user;

means for receiving from the web browser a
request for a selected one of the stored requests in

the list of stored requests; and

.



wherein said step of providing the received response to the web browser
conprises providing the stored received response and the stored response

to the enbedded request to the web browser. 8. A nethod
according to Caim6 further conprising the steps of:

-47 - storing the response to the request at the second
conputer; and associ ating the stored response with the stored
request in the persistent request quet?” associated with the user
identifier. 9. A nmethod according to Claim8, wherein said

step of establishing a Regsi $LEND JSHAUES teoT R Gen GAMRLESES HLNE step of
establishing a plurality of persistent” request gueues wherein each of the

persi stent reqfESPCftfEiesesrengs st icaretesiet tPne a8ethe Lénoiffi er; and
wherei n sai d stsepréd =qQeséd) bhBed@ WBHShSEDhputl.€quest queue conprises the
step of storing requests froma plurality of web browsers in the plurality
of persistent request queues such that requests froma user of a web
browser are stored in the. onespétsahdcoprhgitsd ediin @gyesircgydgues associ at ed

wi th the user comprising:
means for notifying the user of the

availability of the received response subsequent to the

response being received by the second computer; and
means for providing the response to the web

browser if the user requests the response.

25. A system according to Claim 22, further
comprising: .
. means for establishing a persistent requeét
queue associated with a user identifier; and i
wherein said means for reconnecting the
remote/mobile data processor comprises:
means for connecting the remote[mobile
data processing system to the secona
computer; and -
means for receiving from the-
remote/hobile data processing system a user
identifier; and
wherein said means for providing the received
response comprises means for providing thé received

response to the request from the persistent request

queue associated with the received user identifier.

26. A system according to Claim 25, further

comprising:

AR A0



identifier of the user; and wherein said step of providing the
stored request to the server application conprises the step of providing
the plurality of requests to associated web servers; wherein
said step of receiving a response fromthe server application conprises the
step of receiving a plurality of responses fromthe associated web
servers; and wherein said step of providing. the received
response to the web browser executing®dn the renote/nobile processing
system conprises the step of providing the received plurality of responses

to the means for parsing the recei\élé%' res}ﬂlnlé@alé-ty of web
browsers such that a response t0o a request is provided to the web browser

from whi ch t he®®5SEBiRet1\aE }eassi gry reduest is embedded in Ris hod according to
Caim1l, furthedceivoaprdspongef he steps of: associating a

plurality of responses from _servers with a single entry in the persistent
request ~queue; and  means for BF%V[ddinﬁgalehgtp?e%F'él?’ﬁ/e eddedphonses
associ ated W tfedueetsimgihe eedeaiyednrdspengersi stemter repguesieqjueue to the

renot e/ mobi | e ,0at.3 . PLACESELNG. 3y st em

means for receiving a response to the
embedded request;

means for storing the received response to
the embedded request at the second computer; and

means for associating the stored received
response to the embedded request with the request
stored in the persistent request queue; and

wherein said means for providing the received
resbonse to the web browser comprises means for
prgviding the stored received response and the stored

response to the embedded request to the web browser.

27. A system according to Claim 25 further
comprising:

means for storing the response to the regquest
at the second computer; and

means for associating the stored response’
with the stored request in the persistent request queue

associated with the user identifier.’

28. A system according to Claim 27, wherein
said means for establishing a persistent request queue
comprises means for establishing a plurality%%f
persistent request queues wherein each of the

persistent request queues is associated with a user

* [ L M s *



11. A method for communicating with a web browser executing on a
renot e/ nobi |l e processing system which is tenporarily and intermttently
connected to a second conputer, said nmethod conprising the steps of:
storing in a persistent request queue at the .second conputer, a request
fromthe web browser to a server application accessible to the second
conput er; associating a cldissnt identification with the stored
request ; provi ding the stored request to the server application
receiving a response fromthe server application; storing the
recei ved respoﬁgﬁnTV%ﬁftﬁﬁﬁserver in a server-side cache resident on the

second conputer; whereifSSOE abamy rohestohr@h@dnr gCei ved response with
the stored request., .an - 49-

, d . .
provi di ng the SCOTEFPecEIET" rEEHEnST N 6°E 8B briGhsEr° 488 0ci ated with the
client identifreatests fassecphbedinytdf whe docesecs neqtiest . 12.

A met hod accor di ng . i erei aj e f _providing the stored
recei ved respo%se Hﬁgygéﬁé%k%%%ﬁ%%rrgggﬁgi%1é%gmﬁf% fﬁﬁ:clrent
i dentificati onreassstsi frad anpsdr dfea siedr Bdowseguasst stongpr iiseshd he step  of

provi ding the ghorgd s'é?&%je\fggstféﬁpggéfesttoq@eu%bassociated with

the user identifier of the user; and

wherein said means for providing the stored
request to the server application comprises means for -
providing the plurality of requests to associated web
servers;

wherein said means for receiving a response
from the server application comprises means for
receiving a plurality of responses from the associated
web servers; and '

wherein said means for proviaing the réceived
response to the web browser executing on the
remote/mobile processing system comprises means for
providing the received plurality of responses to the
plurality of web browsers such that a response to a
request is provided to the web browser from which the

request was received.

29. A'system according to Claim 20, further
comprising: '

means for associating a plurality of
responses from servers with a single entry in the
persistent regquest queue; angd

means for providing the plurality of

responses associated with the single entry in the

A O R



‘hrowser associated with the client identification associated with the
stored request during a subsequent connection. 13. A nethod
according to Claim11l1l, further conprising the steps of: -
receiving a nodification of the request prior to said step of providing

the stored request to the server application; and revising the
request stored in the request queue tgreplace the stored request with the
nodi fied request. 14. A method according to Claim1l, further

conprising the step of determning if a request received fromthe browser
is a del ayed prerzsssicagt -Teayeestauend Whahe FPrehpidridp Hftastoring in a
persistent cachgdRscahyifAe@dt if said determining step determnes that
the received request is a delayed processing request:

- 50- 15. A nmethod according to Caim21l, further conprising the
steps of: pr oy di ROs@sdemStodicotiniiedt iR uwesh = Webt he web
browser for presentation to _a user; receiving fromthe web

browser a reque§¥°WﬁﬁF executing on a remote/mobile processing system

which is temporarily and intermittently connected to a
second computer, cémprising:

means for storing in a persistent request
queue at the second computer, a request from the web
browser ﬁo a server application éccéssible to the -
second computer;

means for associating a client identification
with the stored request;

means for providing the stored request to the
sérver applicatioﬁ;

means §or receiving a response from the
server application;

' means for storing the received resbonse from
the server in a servér—side cache resident on the
second computer;

means for associating the stored received
response with the stored request; and

means for providing the stored received
response to a web browser associated with the client

identification associated with the stored request.

31. A system according to Claim 30, wherein
said means for providing the stored received response
to a web browser associated with the client
identification associated with the stored request

comprises means for providing the stored received

[
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a selected one of the stored requests in the list of stored requests; and
wherein said step of providing the stored received response to a web
browser associated with the <client identification associated with the
stored request conprises the step of providing to the web browser, the
associ ated stored response to the selected one of the list of stored
requests based upon user input. -58- 16. A nethod according to
Claim 11, further conprising the steps of: notifying a user of
the availability of the stored received response ﬁuq§e ent to the response
berng recei ved By PRE® $EcBnER SFpter 255 ated with the GhieRh n said step of
provi di ng t he sidenetif iecebr ethdoesponsaitd thewstrrioiormsepesassoci ated with the
client identifk&g&kﬁqaqgggciaggpcmﬁt De stored request conprises the

. . e (<] onne .
step of providing the stored recérve response to a web browser associ ated

with the client identification associated with the stored request if the

user requests the stored,r e%is\{/ggem I£RBPESRE: to Claim 30, whe:]:?einA met hod
according to Caim11, further "conprising the steps of: ’

-51- saifaPednifg FPRSHEE BT Vit 3 BFAAEEN Y Seaaser aiene | f

comprises means for storing requests from a plurality
of web browsers in a plurality of persistent request
queues such that requests from a user of a web browser
are stored in the one of said persistent request queues -
associated with the client identification'associated
with the stored requests;

wherein said means for providing the stored
request to the server application comprises means for
providing the plurality of stored requests to
associated web servers; _

wherein said means for receiving a resbonse
from the server application comprises means for
receiving a plurality of responses from the associated
web sexrvers; and

wherein said means for providing the received
response to the web browser executing on the
remote/mobile processing system comprises means for
providing the received plurality of responses to the
plurality of web browsers such that a response to a
request is provided to the web browser corresponding to
the client identification associated with the stored

reguest.

33. A computer program product for

communicating with a web browser executing on a

VR O
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at least one request is enbedded in the received response;

providing the at |east one enbedded request in the received response to a
server specified by the enbedded request; receiving a response
to the enbedded request; ' storing the received response to the
enbedded request in the cache resident on the second conputer; and

associ ating the stored received respgnRse to the enbedded request with the
request stored in the persistent reéquest queue;  and wherein
said step of providing the received response to the web browser conprises
providi ng t heremets/mdbikx @irveeksiagpeyrienaritichhes feppethridgponse to t he

enb.edded requggsh fr&e&‘ngt%glpr%géped to a second c%gpuérfreh@d according to
Claim 11, wherein said step of storing in a persistéent request queue

conpri ses t heCSPRYFeEf PEIGAFNBTIVGHeXI P iFHiRa plurality of web browsers in

a plurality of persi stgsiputedliesliabidi@egrailebdd mabtng egest s from a user of
a web browser are stored in the one of said per%istent request queues

associ ated wi FROYTHY dPi 2hePHRRAtt F RS 6 n TV 02t &8 °SRPEh  t he stored
requests; computer, WaefeaiuBs € airdmstiep web progvéxitogatdrervetored request to

Stored r equosErf B ac3Ra R rE o bR, EPedta cBRRILE! 9 LR P U L ep of
recei ving a response computer-readable program code means for
' providing an interim response to the web browser in
response to the request from the client application; .
computer-readable program code means. for
providing the stored request to the server application;
computer-readable program code means for
receiving a response from the server application;
computer-readable program code means for
providing the received response to thglweb browsgr

1

executing on the remote/mobile processing system.

34. A computer program product according to
Claim 33, further comprising computer-readable program
code means for determining if a request received from
.the browser is a delayed processing request and wherein
said computer-readable program code means for storing
in a persistent cache and said computer-readable
program code means for providing an interim response
are operably associated said computer-readable program

code means for determining.

35, A computer program product according to

Claim 33, further comprising:

el



-52- fromthe server application conprises the step of receiving a
plurality of responses fromthe associated web servers; and

wherein said step of providing the received response to the web browser
executing on the renote/ nobile processing system conprises the step of
providing the received plurality of responses to the plurality of web
browsers such that a response to a reguest is provided to the web browser
corresponding to the client identification associated with the stored
request. 19. A nmethod according to Claim21l, further conprising
the steps of: T compasertiedddagla gyleara icoge gfeapesfronses from servers

Wi t h_ a single @‘Dédafm:lagti tagrx.séré)ttg?&loﬂiqgu&aﬁ:ta pg&?elé%-oraﬂ:q;m th .
providing the plurality of responses associated with the S|ngfe entry in

t he persi st ent SeFEHUESTPHFEe2®D t he renpt e/ nobil e data processing system

20. A system for comunidgphukB8- Madhbfe WRBoRIMOWo8E mR%E8EUidNg on a
renot e/ nobi | e ProcessiQ%bs stem mgich_is tenporarily and intermttently
connected to a STRESAHG* Gt BFOLEORPI S Aiyf2 Processor to hens for storing

i n a persi st ensecaguestpugigeue at the second conputer, a request fromthe
web browser to a server application accessible to the second conmputer;
means for providing an interimresponse to

36. A computer program product according to

Claim 35, further comprising:

computer-readable program code means for B
providing a list of stored requests to the web browser
for presentation to a user;

computer-readable program code means for
receiving from the web browser a request for a selected
one of the stored requests in the list of stored
requests; and

computer-readable program code means for
providing to the web browser, the associated response
to a selected one of the list of stored requests based

upon user input.

37. A computer program product according to
Claim 35, further comprieing:

computer-readable program code means for
notifying the user of the availability of the received
response subsequent to the résponse being received by
the second computer; and

computer-readable program code means for
providing the response to the web browser if the user

requests the response.

s
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;53- " the web browser in response to the request fromthe client

application; means for providing the stored request to the
server _application; means for receiving a response fromthe
server application; means for providing the received response to

t hee web browser executing on the renote/ nobile processing system

21. A system according to O aim 20, further conprising nmeans for
determining if a request received fromthe browser is a del ayed processing
request and wherein said nmeans for storing in a persistent cache and said
means for providing an intérif PEHYEASPTREEAM SpEfH Feesidagated sai d means
for determ ning.ciaim 35, furthé?-cdhpS¥siyM according to Caim 20, further '

conpri si ng: means for d|sconnectin% the renote/ nobile data
processor fromthe secondFEBHPHE deadaf program code meaps fPpr reconnecti ng
t he renot e/ nobi | estdatiashpipaepssistant heqseaoadetORREbEIated with 23. A
system accordi ng_t.o Clain12%. furtger conpri si ng: nmeans for

. . a yser 1deqf1 jer; ﬁ? .
providing a |list of stored requests

wherein said computer-readable program code
means for reconnecting the remote/mobile data processor
comprises:
computer-readable program code means for
connecting the remote/mobile aata processing -
system to the éecond computer; and
computer-readable program code means for
receiving from the remote/mobile data
processing system a user identifier; and
wherein said computer-readable program code
means . for providing the received requnse‘compriges
computer-readable program code means for providing thé
received response to the request from the persistent
request queue associated with the received usger

identifier.

39. A computer program product according to
Claim 38, further comprising:

computer-readable program code means for
parsing the received response to determine if at least
one request is embedded in the received response;

computer-readable program code means for
providing the at least one embedded request in the
received response to a server specified by the embedded

request;

O O R



to the web browser for presentation to a user; means for
receiving fromthe web browser a request for a selected one of the stored
requests in the list of stored requests; and

-54- means for providing to the web browser, the associ ated
response to a selected one of the list of stored requests based upon user
I nput . 24. A system accordigyg to Caim22, further conprising:

means for notifying the user of the availability of the received response
subsequent to the response being received by the second conputer; and
means for providing the Fespbisertasdabhe REEErapoR8ered s f9e user requests
the response. receiving a 2espofsSYS @Mk AGBRENGet@edd;ai m 22, further
conpri si ng: means for establishing a persistent request queue
associ ated with a user | G8MRYYFereadghde program code Weang; £P%53i d neans for
reconnecting thetbeni ehsobided veat respbAge $60the @APEARAS request

means for conne%kiggeggg r qpte/nqgiggd data processing systemto
t he second COPat TP UaRY means for receiving
fromthe I enotenpaideir eeatrbie progess icede Systentear user

associating the stored received response to the
embedded request with the request stored in the
- persistent request queue; and
wherein said computer-readable program code

means for providing the received response to the web
browser comprises computer-readable program code means
for providing the stored received response and the
stored response to the embedded request to the web

browser.

40. A computer program product according to
Claim 38 further comprising: .

computer-readable program code means for
storing the response to the request at the second
computer; and

computer-readable program code means for
associating the stored response with the stored request
in the persistent regquest queue associated with the

user identifier.

41. A computer program product according to
Claim 40, wherein said computer-readable program code
means for establishing a persistent request queue
comprises computer-readable program code means for

establishing a plurality of persistent request gueues

* [ L M S *
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identifier; and wherein said neans for providing the received
response conprises neans for providing the received response to the
request fromthe persistent request' queue associated with the received

user identifier. 26. A system according to Caim25, further
conpri sing: - 55- means
for parsing the received response togdetermne if at |east one request is
enbedded in the received response; means for providing the at

| east one enbedded request - in the received response to a server specified
by the enbeddddreéguessih; of the persistepfnkeaPeft (BERTYi'ig a response to the

enbedded requfSbciated with a JEeansadm@hiesdQr hig the recei ved response to the

enbedded request at the second conputer; ang . qfans for
associ ating the storedbesesh faddr eLRYEE F3ENE RRFEGHeE % %equest with the
request storgénsnsbhastpel sy Sireat péxagueait geagusst quhe wherein

said means for providing the received respon ta.the b browser conprises
means for pr&PHTHGS tIBPREST €G> aé%l:el €0 I%%s%%dﬁsee%ndf%gﬁe stored response

to the enbeddatbrieguesiuetost hwmvebpbrehster of web browsers Dy, A system

according to eai u%asl 'ftlilrrg egger%ggpéitsirggdest queues suchTERLS for storing the
response to t%e quue§t

requests from a user of a web browser are stored in the

one oé—said persistent request gqueues associated with

the user identifier of the user; and -
wherein said computer-readable program code

means for providing the stored request to the server

application comprises computer-readable program code

means for providing the plurality of requests to

éssociateq web servers;

' wherein said computer-readable program code
means for receiving a response from the server
application comprises computer-readable program code
means for receiving & plurality of responses from the
associated web servers; and

wherein said computer-readable program code
means for providing the received response to the web
browser executing on the remote/mobile processing
system comprises computer-readable program code means
for providing the received plurality of responses to
the plurality of web browsers such that a response to a
request is provided to the web browser from which the

request was received.

42. A computer program product according to

Claim 33, further comprising:

* c L | b *
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at the second conputer; and means for associating the stored
response with the stored request in the persistent request queue associ ated
with the user identifier. 28. A system according to C aim 27,
wherein said neans for establishing a persistent request queue conprises
means for establishing a plurality of persistent request queues wherein
each of the persistent request queues-¢s associated with a user

- 56- identifier; and wherein said neans for storing in a

persi stent request queue conprises neans for storing requests froma
plurality of web browser SOTRYtERaregsialla| PROgr - et dtegrentorr equest queues

such that requeskscidtQlyda Y9@ka0icid oeheHOAVEL Erat BeslOF£LGitA the one of
sai d persi stent o €0 %\ﬁn gueues associated with the user identifier of the
user; and 8FeTh albe MEARSSTE" HrOvPHi MG Ehé™Stored request
to the server appli catl ool seslamRansohoin cpi@iednsagedhe plurality of

requests to ass (i:!: V\@Q NG PR of x sponses a\é\/s(]oc1a£n Sal means for

receiving a res onse ]Tntgom? € server applrcation conpri S€5 “Reans for
recei ving a plutakisingde emsporseshd ponsidtentgeguestt @devargb skevers; and

wherein sai d MeaQgod OfmoBE £Y Il % R 6 8ES 1sYEhm.

43. A computer program product for
communicating with a web browser executing on a -
remote/mobile processing system which is temporarily
and intermittently connected to a second computer, the
computer program product comprisiﬁg:

computer-readable program code means for
storing in a persistent request queue'at the second
computer, a request from the web browser to a server
application accessible to'the second computer;

computer -readable program code means for
associating a client identification with the stored
request;

computer-readable program code means for
providing the stored request to the server application;

computer-readable program code means for
receiving a response from the server application;

computer—feadable program code means for
storing the received response from the server in a
server-side cache resident on the second computer;.

computer-readable program code means for
associating the stored received response with the
stored request; and

computer—reédable program code means for

AR A AR



response to the web browser executing on the renote/ nobile processing
system conpri ses neans for providing the received plurality of responses
to the plurality of web browsers such that a response to a request is
provided to the web browser from which the request was received.

29. A systemaccording to Caim20, further conprising: means
for associating a plurality of responses-fromservers with a single entry
in the persistent request queue; and means for providing the

plurality of responses associated with the single entry in the
-57-  persi st eREYEHRgstheypeaEed FerREV T ABEIRITBDTT @ Hek droprercessi ng

system associd@ed AvitlS £ B d10en€ OIIRUA] Gidht Déh Wishbcidcugb browser
executing on a renpte/ mobile grocessing system which is tenporarily and
intermittently 86%%é§?b8t?5?da eq&%nd conputer, conpri sing:

means for storing in a persistent request queue at the second conputer, a

request fromthe veb brgyser, Lo, 2. sery8L. APRLLGAL Qoacgessibl e to the
second conput er; nmean or assocliating a clren |d%nt|f|cat|on
with the storedCtajudst ;wherein said computer-readable program code
: means for providing the stored received response to a

web browser associated with the client identification

associated with the stored request comprises computer-

readable program code means for providing the stored

received response to a web browser associated with the

client identification associated with the stored

request during a subsequent connection.

45. A computer program product according to
Claim. 43, wherein said computer-readable program code
means for storing in a persistent request queue
comprises computer-readable program code means for
storing requests from a plurality of web browsers in a
- plurality of persistent request queues such that
requests from a user of a web browser are stored in the
one of said persistent request gqueues associated with
the client identification associated with the stored
requests;

wherein said computer-readable program code
means for providing the stored request to the server
application comprises computer-readable program code
means for providing the plurality of stored requests to
associated web servers;

wherein said computer-readable program code

means for receiving a response from the server

Sy



&

nmeans for providing the stored request to the server application;

*means for receiving a response fromthe server application; :
means for storing the received response fromthe server in a server-side
cache resident on the second conputer; nmeans for associating
the stored received response with the stored request; and means
for providing the stored received response to a web browser associated with
the client identification associated wth the stored request.

31. A systemaccording to Caim30, wherein said neans for providing the
stored recei vethbpleSRONSE chb@pai MbcbiiBerreaadaiod ai-e6taM tBasé he client
identificatioqna%so iated wiih thelst ngd reguest  _co ri ses means for

provi di ng the 'Stored T eEEFVEY'S @ prurality o TEIRCHERELE BhSweb browser
associ at ed wi tdssbheéardd emb séwdenmti farglati on associ ated with the stored
request during a subs%;%gg}n csgq?eggni Ofer-readable prograg: oLy SYystem according
to Caim30, wherein said neans for §}or|ng In a per |st5%ﬁerequest queue.
conpri ses nearfeangr far prioMid ey ibstreckived geppansal to \cheokemeb browsers in a

plurality of W&Eéi‘%eﬁ@ﬂ:ﬁ% cAbIGURS SMeBi I dkot&qlagt s froma user of a

web browser are stored in e one of said persistent request queues
- system comprises computer-readable program code means

for providing the received plurality of responses to
the plurality of web browsers such that a response to a
request is provided to the web browser correspon@ing to
the client identification associated with the stored

request.
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as’soci ated with the client identification associated wth the stored

“requests; wherein said neans for providing the stored request
to the server application conprises nmeans for providing the plurality of
stored requests to associated web servers; wherein said neans

for receiving a response fromthe server appl i cation conprises neans for
receiving a plurality of responses fr&fithe associated web servers; and
wherein said maars%ﬁ% %ﬁﬁbg‘?% m ﬁﬂmsﬁﬁﬂ/[%l\f’f]e web browser
executing on the rerm? € processing systemconprises nmeans for
provi di ipdreacgcei ved plurality of responses to the plurality of web
browsers such that a response to a request is provided to the web browser
cor r espondi ngétods, fsystainwﬂa cbfbiiet bidpairh Produssasich Pﬂ)v‘iuetfért he stored
request. . A conputer program product tTor comrunicating with
a web brommmmimtiag umlngvmb browser (10) executing on a remote/mobile processing - 59-
renot e/ nobi |l e processing systemwhich is tenporarily and intermttently
connect eystem (§) whichris teropqratily gnd intermittentiy cennepted go arsegmdchonipucarn(®) bgi ng:
conput er -r eadabl e program code neans for storing in a persistent request
queue astoring ipaceassisteniorequess queus atdhgisesond eampuiere(Ghebragnesidrom the welser ver

browser to a server application accessible to the second computer (6).

Also disclosed are methods, systems and computer program products which allow
for operation and management of asynchronous operations of a web browser (10) where
the operations are carried out by a server-side intercept module (40).

Fig. 2



application accessible to the second conputer; conput er - r eadabl e
program code nmeans for providing an interimresponse to the web browser in
response to the request fromthe client application;

conput er -r eadabl e program code neans for providing the stored request to
the server application; conput er -r eadabl e program code neans for
receiving a response fromthe server application; :

conput er -r eadabl e program code nmeans for providing the received response
to the web browser executing on the réffbte/ mobile processing system

34. A conputer program product according to Caim33, further conprising
conput er - readabl e program code neans for determning if a request received
from the browser is a‘'delayed processing request and wherein said
conput er -r eadabl e program code nmeans for storing 1in a persistent cache and
sai d conput er-readabl e program code neans for providing an interimresponse
are operably associ ated sai d conput er-readabl e program code neans for

det erm ni ng. 10 35. A cquuter program product accorfing to
Claim 33, further ggpﬁ?ising: e/// - 60-

conput er -r eadabl e_pfogram cod neans\ﬁQchahﬁconnecting the’ r enot e/ nobi | e
data processor fromthe

-

Web Browser Web Server

L
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second conputer; and conput er -r eadabl e program code neans for
reconnecting the renote/ nobile data processor to the second conputer.

36. A conputer program product according to Caim35, further conprising:
conput er -r eadabl e program code nmeans for providing a |ist of stored
requests to the web browser for presentation to a user;

conput er - readabl e. program code neans for receiving fromthe web browser a
request for a selected one of the stor&e requests in the list of stored
requests; and conput er - r eadabl e program code ans for providing
to the web browser, the associated response to a setsg(gg one of the |ist
of stored requests—based upon user |nput 37 A conputer

program product actording to Caim35, further conprising: -

conput er - r eadabl e jprogram code nea notifying the user of the
availability of the received equent to the response being
conput er -r eadabl e pragram
code neans for providing the re he web browser ,izf the user

requests the response. /////

HTTP Request
Interceptor
31

A 4

- . Cache

\ 4
HTTP Request Queue
Processor
33

——

T
i
}
1 34

Figure 3



-61-
further conprisi

establishing a persistent

and

and

38. A conputer program product according to
conput er - readabl e program code neans for
request queue associated with
wherein said conputer-readabl e program code
reconnecting the renote/ nobil e data processor
conput er -readabl e program code neans for
renot e/ nobi | e data processi ng-

ng:

receiving fromthe renote/ nobil e data

conpr

i ses:

a user

Cl ai m 35,

identifier;
neans for

connecting the
3/ Systemto t he second conputer;
conput er - r eadabl e priogram code means for

processi ng system a user

identifier; and wherei n said conputer-readabl e program code,
means. for providing the recei ygd kESRRASE conprises conputer-readable
program code nmeans for providing the received response to the request from

the persistent request queue assofiated with the received user
identifier. 39— A conppter program product —accordrng—t aim
38, further conpfisipg— 59ﬂpﬂ%€%—%eadab!e program-code neans for
parsing the recel ved|responge—to '~§puufn if at least one request |s
. . Incoming Data Processor
enbedded in the yeceived reEoow§%hm, - conput er -r eadabl e jpr.ogf am
code neans for pfoviding the—at+epst—ene eghedded request in tHe received
response to a sefyver|s a1 qu/eﬁbéa d regyest;
' L ¥ h] —>
i ey
[ I ] S —— >
0y ———— :
[: [ I J_L"‘.__"""‘"‘j
Ehl e
AL B g
231 Cache
y o 210
230 HTTP Request Queus
Processor
1- - ' 233
L] L T
{ | |
! | i
i | |
{ [
L 234
Service
Threads
3
Y A A
Communications Interface
235
F

Y

Data to/from server

Figure 4



-62- conput er -r eadabl e program code nmeans for receiving a
response to the enbedded request; conput er - readabl e program code
means for storing the received response to the enbedded request at the
second conputer; and conput er -r eadabl e program code nmeans for
associating the stored received response to the enbedded request with the
request stored in the persistent requgy queue; and wherei n
said conputer-readabl e programcode - neans for providing the received
response to the web browser conprises conputer-readabl e program code neans
for providing the stored received response and the stored response to the
enbedded request to the web browser. : 40. A conputer program

product according to i her conpri sing:
conput er -readabl e pro raﬁWq@demﬂea s for storing the response to the
request at the second d conput er - r eadahl e program

code neans for associating { he stored response with the stored request in
t he persistent request queuelassociated2eath the wuser identifier.
41. A conputer prograth product accqrd¥ng to C aim40, wherein said

conput er - r eadabl e progrqﬁngQQWQ
254
252 ////

Process intercept
communication

" Intercept
Communciation?

No 256 //////,258

Disconnect
operation?

" Process as normal
No———— : >
request

266
Create user request /

queue

Store request in user
request queue

= > End -

Figure 5



means for establishing a persistent request queue conprises
conput er -readabl e program code neans for establishing a plurality of

persi stent regquest queues -63-
wherein each of the persistent request queues is associated with a user
identifier; and wherein said conputer-readabl e program code

means for storing in a persistent request queue conprises
conput er - r eadabl e program code nmeans for storing requests froma plurality
of web browsers in the plurality of pgjsistent request queues such that
requests froma user of a web browser are stored in the one of said
persistent request queues associated with the user identifier of the user;

and wherein said canputer-readabl e program code neans for
providing the stored r ' e server application conprises
conput er -readabl e pro ragkgggﬁanne ns for providing the plurality of

requests to associated web servers; wherei n said conputer-readabl e
program code nmeans for recellving a response fromthe server application
conprises conputer-readabl e {program code,;,nmeans for receiving a plurality
of responses fromthe—assodiated—yeb gervers; and wherein said
conput er - readabl e profgram code nea for providing the received response to

t he web Receive request
/ 358

Procéss as normal
request

Disconnect
operation?

366
Create user request /

queue

Store request in user
request queue

End .

Figure ba



browser executing on the renote/ nobile processing system conprises
conput er -r eadabl e program code neans for providing the received plurality
of responses to the plurality of web browsers such that a response to a
request is provided to the web browser fromwhich the request was

received. 42. A conputer program product according to Claim
33, further conprising: 6/9 - 64-
conput er -r eadabl e program code nmeans for associating a plurality of

responses fromservers with a single entry in the persistent request

gueue; and conput er -r ead e programcode nmeans for providing
the plurality of responses associ ated “ft¥Rer"the Jsingl e entry in the
persi stent request queue to the re i data processing system

43. A conputer program product for comunicating with a web browser
executing on a renote/ nobile processing system which,s tenporarily and
intermttently connected to a second conputer, tlhe/conputer program
product conpri sing: conput er - r eadabl g program code neans for
storing in a persistent request queue VatY tH%'%edond conputer, a request
fromthe web browser to a server pplication adcessible to the second

conput er; 274
272 /

Perform Management
Functions

Management
Operations?

276 «

Responses in
queue?

Yes

278 \
Send prompt to client

End —

Figure 6



conput er -r eadabl e program code nmeans for associating a client
identification with the stored request; conput er - readabl e
program code nmeans for providing the stored request to the server

appl i cation; conput er -r eadabl e program code nmeans for receiving
a response fromthe server application; conput er - r eadabl e
program code nmeagns for _storing the received response fromthe server in a
server-side caghe regigdent aqn the second®conputer ;.

conput er -r eadabl e program cgde nmeans for associating the stored received

resporise with the stpred request; and conput er - r eadabl e program
code neans for 50 : J§5- provi di ng the

st ored recei vedlinfeesgaagest frdn [ Web browser assfc*gHer V\Zth the client

i dentification|assoBiwteed ith the stored, sequest. 44. A
conmput er programprodyct acdorgdi ng to Cy,i/m43, wherein said
conput er -readabl e program cede neans fgr providing the stored received
response to a web , assocjated wwth the client identification
associated with tor. reque conput er- readabl e program

%'\Iet l('%\ngp E)risg Eosm
code neans for ; red éghﬁlve respofse—te—a—web-browser
associated with tH ient idenfification agsociated with the sftored

55
Send interim response / _

60
| 56 58 /////

Send Request to
Second computer

Connected? Yes Deferred? No—»

62
No /
¥

Store request in queue €
Attempt {o establish
68 No
66

connection

Wait using exponential
No— backoff for establishing
timing of next attempt

¢, 72 .
Process pending /

request in the request Transmission ok?
queue

Yes

Connection? Connection

74

Yes End

No



request during a subsequent connecti on. 45. A conputer program
product according to Caim43, wherein said conputer-readabl e program code
means for storing in a persistent request queue conprises
conput er -readabl e program code neans for storing requests froma plurality
of web browsers in a plurality of persistent request queues such that
requests froma user of a web browser are stored in the one of said

persi stent request queues associated \g/¢4h the client identification
associated with the stored requests; wherein said
conput er -r eadabl.e program code neans for providing the stored request to
the server application .conprises conputer-readable programcode neans for
provi ding the plurality of stored quests TOo associ ated web servers;
wherein said conputer-readabl e prdgranlﬁade ne}ns for receiving a response
fromthe server — - 66- application
conpri ses conputer-readabl e program code| neans for receiving a plurality

of responses fromthe associated web se¢vers; ang 80 wherein said
conput er -readabl e program code ngans for providi’ng the received response
to the web browser executing on tH%w@@gﬁE@##b | e processing
reques:
’ 82
parse response for
embedded elsments
. 84
acquire embsdded
elements
Y / 86.
store response
| 88
associate response
with regusst
| 90
Notify user of response

availabls

End
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system conpri ses conputer-readabl e program code neans for providing the
received plurality of responses to the plurality of web browsers such that
a response to a request is provided to the web browser corresponding to
the client identification associated with the stored request.

9/9
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